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How to restore a server from Scratch using Storage Craft Recovery Environment

In this document, we are demonstrating how to restore a Bare Metal Backup to a new server. We are
using a VM Guest Server and images created earlier to a local NAS device on the same network.

If you have no local backup images due to a total disaster, log into your FTP account and download your
offsite copies. If the data is too large to download and estimates more than two days to download, please
let us know and we will send it to you your data via USB drive. Please remember, we still have to copy the
data from our servers to USB first which will take some time before we can start shipping it to you. There
are no speed restrictions on any of our accounts or servers, so you should be able to download your files as
fast as your internet connection allows you to.

The server we are restoring is a Windows 2012 Server with just a primary partition. The procedure will be
the same for adding additional drives; you just need to make sure you have the extra partitions setup in
Disk Map first.
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1. Download the latest Shadow Protect Recover Environment by logging into your FTP account at
http:/ftp.onlinedatastorageuk.co.uk. Download the “Storage Craft Recovery Environment” link, and
then double click. This will download the latest Recover console ISO file for you to use either as an ISO
or for you to burn to CD to boot your new server.

2. Boot the new server using recovery CD

3. If you're local backup images are stored on the network select yes for network support. If it’s on a local
USB drive plugged directly into the server you’re restoring, select no. In this example I’m restoring from
a NAS device so | will click yes.

2 Restore Demo on VMLon2 safedatastorage.london [=1= .
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4. Select Time zone. This is important otherwise your local backup files will have the wrong time stamp
when you select the image to restore.
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5. Because you have a new drive(s), you need to initialize it before it can be used. Highlight the disk and
select Initialize. If it’s a boot partition, use MBR. Once initialized close the box.
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As we are restoring from a NAS, we next need to go into “Network Configuration” to map a drive to the
NAS share where my local backups are stored. If you are restoring from USB, skip to step #10

If you have a DHCP server on your network, you should now have an IP address when you click on Info.
If you don’t, manually set an IP address. The two pictures below show using DHCP and when clicking on
“Info” (which failed for this example with the 169.x.x.x IP address, so | clicked on “Obtain an IP Address”
and entered an IP address

(=] PE Network Manager 0.58.811 e =]
(2] intel(R) 82574L Gigabit Network Connection v)
Sate: G Speed: | 1000 MBe/s ] | MAC: | 000C2987.2331 |

[ Force scanning for new devices on adapter list refresh

intel(R) 82574L Gigabit Network Conne...
IP Address 169.254.34 48
255.255.0.0

255.255.255.255
Lease Obtained 01.01.1970 00:00:00
i 01.01.1970 00:00:00

(2] intei(R) 82574L Gigabit Network Connection
’ State: B Speed: [1000 MBUs | [ MAC. | 000C 29872331 |

[ Force scanning for new devices on adapter list refresh
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8. Click Network drives and enter your NAS IP address, then share name in the Path section, along with

user credentials to enable access and click connect. If you want to specify a drive letter select this from
the drop down box for Drive Letter, otherwise it will auto assign a drive
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9. Click Ok, then OK again to get you back to your main Wizard Screen

10. Click Restore Wizard, then Next
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11. In this example, we are restoring from scratch so click select Restore and click next. If you have been
using Head Start restore (Select Finalize an HSR Restore) and click Next
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& Verify Backup Image
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12. Click browse and locate your local backup images and select the image

you want to restore from, then

Q@ Select Time Zone
< Keyboard Settings
& Refresh Volumes Inf

o Info

Computer Name:
minint-ndridt

Ip Address: 10.0.0.168
Time Zone: GMT Standal
Time

-Smu\

1. Incrementals 2/17/2014445PM  Fi

ErT SDSL_RD_C_VOL-b001.spf 2172014433PM  SF
€ | SDSL_RD_C_VOL-b001-i127-cd-cw.spi 2/22/2014 11:00PM  SF
Vckisa 5o | SDSL_RD_C_VOL-b001-i270-cd-cm.spi 228/201411:00PM  SF
Usad space | SDSL_RD_C_VOL-b001-i294-cd-cw.spi 3/1/201410:00PM  SF
Creation Time [ SDSL_RD_C VOL-b001-: i St
Type: SPI File
Image creationm{ < 2

Backup type
\ Size: 544 MB
Freespaceexclusid o SDSL_RD_C.\

Flles of type: | ShadowProtect files v

< Back Next >
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i File Tasks View Tools Help
!- AW # Wizards [ Disk ) Task
%9 Backup Volume
B Restore Volume
& Explore Backup Image * g P x
! Dismount Backup Image
8 Verify Backup Image, 2
; 3 Restore Wizard =
L"wﬁ Backup Image To Restore }
© Network Confiqurati W“W"wﬁmﬁ P-)
¥ HIR Configuration
¥ Load Drivers Lookin: | Ju SDSL_RD v i@
& File Browser Z:FTP\Localuser\sos]  Name . Date modified T O
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click open.

13. You will be prompted with a password box. This is the encryption key you set when creating your
backup. You MUST enter this correctly. You will not be able to go any further without this key.
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Backup Image To Restore

Select the backup image you want to restore

—_:
Z:FI'P‘LOC&JSG\SD‘ ‘,W

~ Image File Prop{

Restore Wizard

Piease enter the backup image password

Volume Size [

Used space
Creation Time

Backup type

[ x ]

Image creation method

_ Free space exclusion

Unknown

< Back
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15. Verify the image chain files and click next
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Backup Image To Restore
Select the backup image you want to restore

Z:\FTP\LocalUser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b001-345-cd-cw.spi

ey ey 9T

Restore Wizard

- Image File Properties A
Volume Size 199.66 GB
Used space 21.14GB ‘
Craatinn Tima. | 2/4/2014 2-00-26 AM a2l
200.00 G —
| INTFS NTFS*
‘350.00 MB 199.66 GB
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@) File Browser . 217/2014 4:17:16 PM Volume Size 199.66 GB
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& Refresh Volumes Inf SDSL_RD_C_VO... 3/1/2014 11:00:22PM Backup type Weekly G
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Time Zone: GMT Standa
Time
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16. Right click on the Unallocated Space and select the partition that best suits your requirements. If in
doubt, just select create primary partition using all of the unallocated disk space

-] Disk 0: VMware Virtual disk

: 0 X\ @ Boot NTFS 32.67MB 243 MB Unknown

3

l Note: You can right dick on a volume and delete it to create free space.
|

< Back Next > Cancel

17. Select the drive then click next

Restore Destination
Select the volume or free space where you want to restore your backup

0 X\ & Boot NTFS 32.67MB 243 MB Unknown

Note: You can right dlick on a volume and delete it to create free space.

o | v | [ awm |
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18. Select Finalize the volume and click next
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A ShadowProtect
§ File Tasks View Tools Help
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%F Backup Volume

& Restore Volume 3 i
A Explore Backup Image - 33CkuP Wizard

J Dismount Backup Image ) Select this wizard to guide you through creating a backup image of the entire computer or specific volumes

8 Verify Backup Image..

L‘ Tools

¥ Network Configuratf
23 HIR Configuration

¥ Load Drivers [V]Finalize the volume at the end of this restore

Gl File Browser The volume wil not be usable by users or applications untl it is finalized. If the volume is not finalized then subsequent incrementals

Q Select Time Zone fvwn)(hembadwsetmbereswredmkvoumataﬁ:uem‘ This staging of the restore is called HeadStart Restore
(HSR).

< Keyboard Settings

@ Refresh Volumes Inf
Generate a .HSR file to use in a future finalization

o Info Browse.

Computer Name: Generating a .HSR file makes it possible to finalize with the .HSR file alone, without access to any of the backup image files.
minint-9ndridt
Ip Address: 10.0.0.168

Time Zone: GMT Standa
Time
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19. As we are restoring the primary partition, select options as below

— iy =

Restore Wizard ]

MBR and Track Zero Options
Set partition active
Restore MBR

(®) Restore MBR from the image file

(O Restore original Windows MER
[TIrestore disk signature
Restore Disk Hidden Track

Hardware Independent Restore Options
[#]Use Hardware Independent Restore (when restoring to a different computer)’

Advanced

< Back Next > Cancel
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20. Clicking next shows you the wizard Summary, and finish will start your restore

£ Wizard Summary
N Please review the options you have selected before the wizard wil finish

Image Files Chain:

Z:\FTP\LocalUser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b001.spf
Z:\FTP\LocalUser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b001-270-cd-cm.spi
Z: TP \LocaiUser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b00 14294-cd-cw.spi
z.wpm\snasem\soa_an\sns._nn_c_vq-boo 1-345-cd-cw.spi

Destination Volume:
C:\ (Unknown)

[X] Set Partition Active

IR
|

ST v =N

21. The restore will now start. You can view the job progress in task manager. Click show details to show
more information.
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Sources:

%9 Backup Volume
‘B Restore Volume
'@ Explore Backup Image Timing Module Code  Message o
&1 Dismount Backup Image 27Mar-2014 10:43:37  (loader) 195 5.0.236.31826 5.1.3.31826
@ Verify Backup Image 27Mar-2014 10:43:37  shrest 101 successfuly opened volume \\7\Volume {90fbch60-bSdb-11e3-a¢ 1a-000c2987233b)

27-Mar-2014 10:43:37  sbset 113 compression mode of smb://\\?\2: FTP\LocalUser \SDSLServers\SDSL_RD\SOSL_RD_C_VOL-b00L.spfiss 1

27-Mar-2014 10:43:37  shset 113 encyption mode of smb://\\?\2: FTP\Localuser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b001.spfis 3 i

(’Twﬁ & 27Mar-2014 10:43:37  sbset 112 fie opened smb://\\?\Z: TP \LocalUser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b001.spf
™ ¢ siio 27Mar-2014 10:43:37  sbset 113 compression mode of smb://\\?\2: VTP \LocalUser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-50014270cd-cm.
g. 27-Mar-2014 10:43:37  shset 12 file opened smb://\\?\2: FTP\Localuser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b0014270-cd-cm.spi

8 HIR Configuration 27-Mar-2014 10:43:37  soset 113 compression mode of smb://\\7\Z: TP Locakuser SUSLServers\SUSL_RD\SDSL_RD_C_VOL-D0D 14294-cd-on. .
¥ Load Drivers 27-Mar-2014 10:43:37  shset 12 file opened smb://\\?\2: FTP Localliser \SDSLServers\SDSL_RD\SDSL_RD_C_VOL-b001-294-cd-cw.5pi
) File Browser 27-Mar-2014 10:43:37  sbset 13 compression mode of smb://\\?\2: \FTPLocalUser \SDSLServers\SOSL_RD\SDSL_RD_C_VOL-b0014345-cd-cow. |
@ Select Time Zone 27Mar-2014 10:43:37  sbset 112 fie opened smb://\\?\2: FTP\LocalUser \SDSLServers\SOSL_RD\SDSL_RD_C_VOL-b0014345-<d-cw.spi i

27-Mar-2014 10:43:37 109 madh de started

< Keyboard Settings
& Refresh Volumes Info

27-Mar-2014 10:43:37
27-Mar-2014 10:43:37

601 Please enter the decryption password
101 Answer was sent as UNICODE string

cheat
sbset
‘ sptask
| 27M2r-2014 10:43:38  sbrest 109 image created at 04-Mar-2014 02:00:26 GMT-0:00
i 0 ko 27-Mar-2014 10:43:38  sbrest 105 imaged volume had 418709504 sectors, 512 bytes each
' o | 27Mar-2014 10:43:38  sbrest 109 image GUID {E4201908-1783-4529-A471-07D027E83DF0}
Computer Name: 27-Mar-2014 10:43:38  sbrest 109 image has no comment
minint-Sndridt 27-Mar-2014 10:43:38  sbrest 109 mount point of the original volume: {EAOE4D61-93F3-11E3-8083-806E6F6E6963)
27-Mar-2014 10:43:38 sbrest 109 original disk CH/S = 26108/255/63 partition #2
27-Mor-2014 10:43:38  sbrest 109 image oeated on:
27Mar-2014 10:43:38  sbrest 109 - OS version 6,02 build 9200
27-Mar-2014 10:43:38  sbrest 109 - machine SOSL_RD (10.0.0.99) MAC 00:0C:29:32: 71:8A
27-Mar-2014 10:43:38  sbrest 109 - corelogic version 5.0.236.31826
27-Mar-2014 10:43:38  sbrest 109 ~mount point list: C:\ i
27-Mar-2014 w 43:38  sbrest 10° v

partition type for a target: 7

Time Remaining: 25 minute(s), 7 second(s)
Throughput: 8.04MB/s
Cancal |
CAP NUM SCRL

|
22. Once finished, you can reboot the server and your server will boot.
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Note. We have been caught out when the restore process shows 100% complete but it’s actually
still running Hardware Independent restore. Just make sure this has 100% finished before

rebooting.
23. Restored server booted
@ Restore Demo on VMLon2.safedatastorage.london [= =
File View VM
wip 8 G R DR

Press Ctrl+Alt+Delete to sign in.
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24. If your server fails to boot, restart the server with the recovery console, and click on HSR Configuration,
select the boot primary partition and click advance and add drivers for our disk controller, or select a
better match, click OK then start.

: C_VOL-b001.5pf, SDSL_RD_C_VOL-b0014270-cd-cm. spi, SDSL_RD_C_VOL-b001-294-cd-cw.spi, SOSL_RD_C_VOL-0014345-cd-cw.spi
Destination: C:\ (Unknown)

Timing Module Code  Message
27-Mar-2014 10:43:37  (loader) 195 5.0.236.31826 5.1.3.31826

This tool wil attemnt to automatically install aptimal drivers for the storage controllers on this computer. You can ovarride the driver(s) that this tool

@ Network Config, chooses to instal by specfying folders containing the driver(s) of your choice. Only add folders to the st which contain both driver and ;

a HIR Configuratid (.INF) files. lﬂhehs;t:.- that your storage controller is not supported, then you must add the path to your storage | VOL-5001-4294-cd-ow.
¥ Load Drivers copkler s dfyer 14294-cd-cw.spl

& File Browser [ Addre i Add Dr i Delete 1 DOWN i w ] m‘m‘“"sd“"

and instead uses generic drivers. 53

|LOW matches will be installed if no better matches are found

Whis dence will always be given to the best matching driver, you can specify how tolerant this tool will be if it cannot find exact matching drivers I
g




