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1) Implement the method in ”Stealing Machine 
Learning Models via Prediction APIs” to steal model.
2) Try to steal different kinds of models using 
neural network.
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Training Data
Size : 500�1000�3000�5000�7000�9000

Fully-Connected�784x100�

Fully-Connected�100x100�

Fully-Connected�100x10�

ReLU

ReLU

Softmax

Model

Control Model : label from target model
Copy Model : probability of each data given by target 

model

Loss function
Control Model : CrossEntropy

Copy Model : BCEloss

Optimizer
Adam

Learning rate : 1e-5, 5e-5, 1e-4

Loss
Back 

propagation
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( X_training_data )
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( Y_target_probability , Y_target_label )

L-�C* L-�C*

-  M-� 4�1N�EM�LC+*��N.���-A"L�4+!"E�

l 0" C.C+*��-""�,

l 0""I*"L ,

���5"M-�E�5"L2+-D�C.���A++!�2�4�L+�.L"�E��+LB !" C.C+*�
L-""�)+!"E��*! !""I*"L )+!"E  -"�L"! �4 .CA43%

����B"�I-" C.C+*�+#� +I4�)+!"E�C.�BCAB"-�LB�*� +*L-+E�
)+!"E�C*�EC)CL"!�L-�C*C*A�!�L�����+ML�
&��BCAB"-�%


