[paBunna nporpamMmbl gns pa3paboTumkos

(gata BcTynnenus B cuny: 27 mas 2026 r., eciv He 6bis10 yKkasaHo MHOE)

Co3paguM caMbit HaAEXHbIA Mara3uH NPUoXKeHU BMecTe

Balum npev 1 oTBETCTBEHHOCTb — 3a50r Hallero obuiero ycnexa. Mpasuna nporpammsl Ans
pa3paboTumkoB 1 CornalleHre 0 pacnpoCTPaHEHNUM MPOrPaMMHbIX MPOLYKTOB MOMOraloT HaM
€03[aBaTb CaMble MHHOBALMOHHbIE U HAAEXHbIE NPUNOXEHUS Bonee YeM Ans MUNnMapaa
nonb3oBaTenen Google Play. PekomeHayeM 03HAaKOMUTLCS C NPaBUIaMM HUXE.

3anpeLLeHHbIN KOHTEHT

Google Play ncnonbayioT nogu co Bcero mupa. Mpexae yem ony6nnkoBaTb NpUoXeHue, ybeamTecs,
YTO OHO COOTBETCTBYET TPeOOBaHMAM Hallero CepBMCa U 3aKOHaM CTPaHbl, B KOTOPOM Bbl €ro
pacnpocTpaHserTe.

HapyLwweHnne npae pebeHka

Mbl HemepfieHHo ypansem us Google Play npunoxeHus, B KOTOPbIX NOSIb30BATENSAM pa3peLlaeTes
C03[,aBaThb, 3arpyXxaTb UMM PACNPOCTPAHATb KOHTEHT, CBA3aHHBIN C 3KCMyaTaumen neten unm
XECTOKUM 0BpaLLEHNEM C HUMM (BKKOYas Ntobble MaTepuarsl, LEMOHCTPUPYOLNE
HECOBEpPLUEHHONETHNX B CEKCYaSIbHOM KOHTEKCTE). YTOObI COOBLLUTL O TAKOM KOHTEHTE B NPOAYKTE
Google, HaxmuTe MoxkanoBaTtbes . Ecnv Bl 06Hapy>xmTe Nofo6HbIe MaTepuarbl Ha Apyrvx pecypcax
B MHTEPHETE, 06PATUTECH HAMPSAMYIO B MECTHYIO NMPaBO3aLLUTHYIO OPraHn3aLmio

MbI He fomnyckaeM MCMoNib30BaHNEe NMPUITOXEHUI C Liefbio MOofABeprHyTb pebeHka onacHocTu. B
YaCTHOCTM, 3aMnpeLleHa nponaraHa aKCnyaTaTopCKoro NoBeAEHNS, BKIOYas:

+ HEeponycTMble OeNCTBKS B OTHOWEHUN AeTen (HanpuMep, Nacku Unu oLynbiBaHUe);

+ COBpalleHNe HECOBEPLUEHHONETHMX, HaNpMMep 3HaKOMCTBO U 0bLeHne C pebeHKOM B MHTEPHETE C
Lienbio COBEPLUEHNS AEeNCTBUI CeKCyaNlbHOro xapakTepa (OHnanH unm odnaiH) n/unm obmMeHa ¢ HUM
N306paxeHNaIMI CeKCyanbHOro XapakTepa;

+ CeKcyanusalus HECOBEPLUEHHONETHMX, HanpUMep MaTepuarnsl, LeMOHCTPUPYIOLLME,
NPOBOLMPYIOLLME UK MOOLLPSIOLLME CEKCYaNbHOE HAacUe Hag AeTbMW, UK N300paxeHne feTen
TakMM 06pa30oM, KOTOPLIN MOXET NMOBMIeYb 3a COBOWN UX CEKCYabHYIO aKCNyaTaLuuto;

WaHTaXx pa3obnayeHnsamMm NoNoBO XM3HM (HanprMep, Yrpo3sbl UK WaHTax pebeHka Ha OCHOBe
peanbHOro UM MHUMOTO AOCTYNA K €ro MHTUMHbIM doTorpaduam);

.

TOProBns AeTbMu (HanpvMep, NpurialleHne 1 BoBleYeHne pebeHka B LesTeNlbHOCTb, BELYLLYHO K ero
LanbHenLen KOMMEPYECKOW CEKCYaNlbHOM 3KCMyaTaumm).

Mbl NpUMeM Bce HEOBXOAMMbIE Mepbl BMOTh J0 0bpalleHuns B HaumoHanbHbIN LEHTP no 6opbbe ¢
akcnnyaTtaumen n noxuiweHmem geten (NCMEC), ecnm HaMm CTaHET U3BECTHO O KOHTEHTE C
N306paxeHNeM HECOBEPLLIEHHONETHUX B CEKCYaSlbHOM KOHTEKCTe. ECNN Bbl cunTaeTe, YTo pebeHokK B
OMacHOCTU UIM eMyY YTPOXaeT CekCyanbHOe HacUIne Uin NOXMLLEHNE, He3aMedJIMTENbHO 0bpaTnTech
B MECTHblE NPaBOOXPAHNTENbHbIE OPraHbl U CBAXMUTECH C OpraHn3aL el no 3almuTe npas geTen

KpoMme Toro, 3anpeLeHbl NpuUoXeHus, NpefHasHayeHHble AN eTeN, HO cofepyKalime maTepuansl ans
B3POC/IbIX, B TOM UuChe:

* MPUITOXEHNS CO CLIEHAMWN HacuUnus, N306PaXEHNIMU KPOBU U yBEUU;

* MPUSIOXKEHNS, KOTOPbIE AEMOHCTPUPYIOT AN MOOLLPSIOT OMNACHbIE UMK MPUYMHSIOLLME BPes,
OencTBu.
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3anpeLueHbl NPUNoXeHNs, GopMUpytoLLMe HeraTUBHOE BoCcnpuaTme cebs n CoObCTBEHHOIO TeNa,
HanpuMep Te, KOTOpble M306paXxatoT B PasBeKaTeNbHbIX LENSX NAacTUYEeCKYO XUPYPruto, NoTepLo
BeCa N Apyrme KOCMeTMYeckne KoppekTUPOBKM BHELIHErO BUaa.

MNpaBuna B oTHoWwEeHUM cTaHAapTOoB 6e30nacHOCTU feTen

CornacHo TpeboBaHusm Google Play npunoxeHus onsg 3HakoMCTB 1 OBLEHUS JOMXKHbI
COOTBETCTBOBATb MPAaBU/IaM B OTHOLIEHWN CTaHAAPTOB 6€30MacHOCTN AeTew.

Tpe6OBaHI/I$I K 3TUM NPUNTOXEHNAM!

« Ony6nukoBaHHble cTaHAapPTbl. He06Xx0aMMO pa3MeCcTUTb SBHbIM 3anpeT Ha UCMOIb30BaHWE
MPUNOXEHWS B CBA3W C CEKCYaslbHbIM HAaCKUMEM Hal AETbMM 1 IKCMnyaTaunen geten. Ero MoxHo
ony6MKoBaTh B 06LWEAOCTYMHbIX YCNOBMAX UCMOMNb30BaHMUS, NpaBuiax coobLecTsa Unm Apyrux
npasBunax 4 nonb3oBaTenen.

+ C60p OT3bIBOB B NPUNIOXEHUU. BaM HYXXHO NOATBEPANTb, UTO B MPUIOXEHUM Y NOMNb30BaTENEN eCTb
BO3MOXHOCTb OTMNPaBAATb OT3bIBbI, Xanobbl ¥ BOMNPOCHI.

« bopbb6a ¢ KOHTEHTOM, NPEeACTaBAAIOWMUM HECOBEPLLUEHHONETHUX B CEKCYalbHOM KOHTEKCTE. Bbl
LOMKHbI MOATBEPAUTD, YTO NPY OBHAPYXXEHUN B MPUSTOXEHMMN NMOJOOHBIX MaTEPUANOB BYLYT NPUHSTHI
Hagnexalume Mepbl (BkNoyasl, yaaneHue Takoro KOHTEHTa) B COOTBETCTBUM C OMyHIMKOBaHHbIMM
BaMW CTaHAAPTaMu Y MPUMEHNMBIM 3aKOHO[,ATENIbCTBOM.

+ CobniofeHne 3aKOHOB B OTHOLIEHMM 6€30NacHOCTM feTel. Bbl JOMKHbI NOATBEpAUTb, YTO
NPUNOXeHNe COOTBETCTBYET AENCTBYIOWEMY 3aKOHOL,aTENIbCTBY B OTHOLIEHUM 6E30NacHOCTM AeTen,
B TOM 4uCre NO3BOMSET OTNPABNATb Xanobbl Ha KOHTEHT, MPEACTaBNAOLMNIA HECOBEPLIEHHONETHUX B
CeKcyasibHOM KOHTeKCTe, B HaumoHanbHbIM LeHTp CLUA no npobnemam nponaslmx 6e3 Bectu u
noaseprarowmxca akennyataumnm ,D,ETGVI NN NOXOXYIKO MECTHYIO OpraHmn3auus.

* UHdopMaLmsa o KOHTAaKTHOM NuLEe No BonpocaM 6e3onacHocTu geten. Google Play MoxeT
npuCbINaTh YBEAOMIIEHUS O TOM, YTO B BaLLEM MPUIOXEHWUUN UK Ha Ballel NnaTdopmMe o6HapyXeH
KOHTEHT, CBA3aHHbIN C CEKCYasnbHbIM HAaCUIIMEM Haf, AETbMU 1 SKCNyaTaunen geten. B npunoxexHmm
HY>HO yKasaTb, KTO ByAeT nonyyaTts Takie CoobLeHus. ITOT NPeacTaBuTesNb AOMKEH 3HaTb, KaK Bbl
npoBepsieTe MaTepuasbl U YTO LeNaeTe B CllyYae HapyLWEHWUI, U NPU HEOBXOAMMOCTU NPUHMMATb
Mepbl.

Bbl MOXeTe y3HaTb 6onbLe O NepeyncrieHHbIX TPe6oBaHMaX U UX COBMIIOAEHNIN.

Henpuemnembin KOHTEHT

Mbl cTpemMumcs K ToMmy, 4Tobbl B Google Play 6bino 6e30nacHo 1 KOMPOPTHO BCEM MOJSIb30BATENSAM.
Hwvxe nepeyncrneHbl BULbl KOHTEHTA, KOTOPbIV CYMTAETCS HENMOQOOAWUM 1 MOXET NPUYUHUTD JIOAAM
BpeL.

KOHTEeHT CEeKCYyaribHOIro Xxapakrtepa un HeI'IpMCTOl;IHaﬂ JIEKCHUKa

3anpelueHo nNy6nmKoBaTb NPUNOXEHMWS, cCofepyKallime Unmn NpoaBuralolme MaTepuarnsl HENMPUCTOMHOTO
WM CEKCyanbHOro xapaktepa (Hanpumep, NopHorpaduio) 1 M60OM KOHTEHT UK YCRyrK,
npegHasHayYeHHble ANs CEKCyanbHOro yooBneTsopeHus. Kpome Toro, 3anpeLleHbl NPUIoXeHns 1
KOHTEHT, B KOTOPbIX, MO BCEN BUAUMOCTH, PEKSTaMUPYIOTCS AN NPefnaraTcs CeKcyasbHble YCNyru,
npenocTaBngeMble 3a BO3HarpaxgeHue. Takxe He[onyCcTnuMbl NPUNOXEHUS, KOTOPbIE coaep>XaT nnmn
NPOABUraloT KOHTEHT, CBA3AHHbIN C 9KCMyaTaTOPCKUM CEKCYasbHbIM NMOBELEHNEM, UMK
PacnpPOCTPaHSIOT MaTepuasbl CEKCYaNIbHOro XapakTepa 6e3 cornacust NPUCYTCTBYIOWMX B HUX UL, Mbl
MOXeM caenatb UCKNIoYeHNe Ang coaepXXalero Haroty KOHTeHTa, €Cnim OH B OCHOBHOM UMEET
06pa30oBaTeNbHbIE, XYAOXECTBEHHbIE, LJOKYMEHTAbHbIE UM Hay4HbIE LieNu 1 He NpefHas3HayeH
BbI3bIBaTb CEKCYaslbHOE BO3BYXAEHME.

B NPUNOXEHNAX C KaTasiloraMm KHUr m q)l/lfleOB paanquoﬁl TEMATUKKN pa3pellaeTcda pacnpoCTpaHATb
KHUrn (B TOM YnUCNe SNEeKTPOHHbIE N3aHna U ayﬂ,VIOKHVII'VI) N BNOeO C KOHTEHTOM CekCyanbHOIro
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xapaKkTepa, ecnv cobnofaTcs CreayoLme yCnosus:

.

KHUMM 1 GUnbMbl C KOHTEHTOM CEKCYanbHOrO XapakTepa COCTaBNSIOT Masyto AOJ0 OT O6Lero ymcrna
MaTepuanos, NPeaCcTaBleHHbIX B KaTanore.

B npunoxeHun HeT akTMBHOrO NPOABUXEHMS GUTBMOB UM KHUT C KOHTEHTOM CEeKCyasibHOro
xapakTepa. Takue Npou3BefeH st MOryT NOSBASTLCS B PEKOMEHAALMSX HA OCHOBE MCTOPUK
LEeVCTBUIA NONb30BaTeNs UM BO BPEMS PEKNAMHbIX aKLMN.

B npunoxeHun He pacnpOCTPaHSIOTCH KHUMM UM GUNTbMbI, B KOTOPbIX €CTb KOHTEHT, CO34at0LWMM
yrposy ons geten, nopHorpadus unm opyrue Matepuarbl CEKCYallbHOro XapakTepa, 3anpeLieHHble
LEVCTBYHIOLWMM 3aKOHO[ATENbCTBOM.

.

MpunoxeHve 3almLLaeT HECOBEPLUEHHONETHNX, OFPaHNYMBas UM AOCTYN K KHUraM n ¢puibMam ¢
KOHTEHTOM CeKCYyasnbHOro xapakTepa.

Ecnv npunoxeHune CoOpepXX1T MaTepuarbl, KOTOPbIE He OTBEYAIOT YKa3aHHbIM 34ECh NPaBUIaM, HO
CYMTaIOTCH YMECTHBIMU B ONpefeneHHOM PErMOHE, OHO MOXET BbiTb AOCTYMHO B 3TOM PETrMOHE, HO He B

opyrux.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapYyLUEHUN:

)

N306paxkeHns, Ha KOTOPbIX MPUCYTCTBYIOT: OBHaXEHHbIE NIIOAN B CEKCYASIbBHOM KOHTEKCTE M/Unu
opeTble Henogobarolwe Ang NoaBneHns Ha nNybnnke; HENPUCTOMHbIE NO3bl, MPUYEM MIOAN, UX
NPVYHUMaloLWME, NOYTU UM MONTHOCTLIO Pa3feThl MO0 UX N306PaXEHME PA3MBbITO.

l/l306pa>KeHm|, aHMaUMn n UNNICTpaunn, cogepxalme cekCyanbHble CUeHbl U Bbi3biBaloW e No3bl
nnu npepctasngdrouime otTaesnbHble YacTu TeNna B CeKCyasrlbHOM KOHTEKCTE.

.

KOHTEHT, KOTOPbIN COAEPXUT N306PpaxKeHNE CEKC-UrpYLLEK NN eTULIEN, IBNSETCS PYKOBOACTBOM
Mo CeKCy Mnn CBSA3aH C HE3aKOHHbIMW CeKCyalbHbIMM NPaKTUKaMU.

KOHTEHT, coflepXalLL i HEMPUCTOMHYIO IEKCKKY, B TOM YMCNIe OCKOPOUTENbHBIE BbIPAXEHMS,
OTKPOBEHHbIE TEKCTbI U KIIOUYEBbIE CIIOBA, CBA3aHHbIE C CEKCOM WiV TEMaMU A1 B3POCTbIX.
Mopo6HBIN KOHTEHT TakXXe 3anpeLLeH Ha cTpaHuLax npunoxeHunn B Google Play.

KOHTEHT, ONUCbIBaOLWMI, N306PAXKAIOLLMIA UM MOOLLPSIOWMIN 300PUHIO.

MpuUnoxeHWs, NPOABUraloLLe CEKCYalbHble Pa3BIeYeHns, CKOPT Unm apyrue GbopMbl CeKCyarbHbIX
YCRyT, KOTOpPbIe NPEfOCTaBNAOTCS 38 BO3HArpaXxaeHue, B TOM YMCIe CEPBUCHI, CMOCOGCTBYOLLME
3HAKOMCTBaM WM [OrOBOPEHHOCTAM O CBUAAHMAX, IAe OAMH U3 Y4aCTHUKOB NpegnaraeT gpyromy
LEeHbrY, NofapKN U GUHAHCOBYIO NOALEPXKKY.

MpUNoXeHWs, B KOTOPbIX TIOAEN YHUXKAKOT UM PacCMaTPUBAIOT KakK CEKCYaslbHbIN 06BbeKT.
Hanpwumep, ctoga OTHOCATCS YyTBEPXAEHWS, YTO NPUNOXEHNE MOXET BUPTYasnbHO pasfeBaTh NMogen
WM NOKa3bIBaTb TO, YTO CKPbITO MOA OAEXA0M (faXe B KaYeCTBe LYTOK Y PO3bIrpbILLeNn).

KOHTEHT UNn fencTBuMS, CBA3aHHbIE C Yrpo3aMu UMK 3KCMnyaTalmen CeKCyanbHOro XxapakTepa,
BKNtoYas GoToChEMKY 6€3 paspelleHus, 3annch Buaeo 1 botorpadpupoBaHNe CKPbITON KaMepown,
N306paxeHns cekxcyanbHOro xapakTepa, Co3faHHble 6e3 pa3pelleHns B Buae aundenka nnm ¢
MOMOLLbIO aHANOTUYHbIX TEXHOMOIMM, @ TakXXe 0CKOpPBUTENbHbIE MaTEPUAbI.

ﬂ,MCKpMMMHaLI,I/IOHHbIe BbICKa3blBaHW4A

3anpelyeHo nNy6bnmMkoBaTb NPUNOXEHWS, NponaraHaMpYoLMe HacuIne Unm pasxuratoLme HeHaBUCTb K
KakMM-nnMbo NrLaM 1 CoLmasbHbIM rpynnamM Ha NoYBe PacoBOM, STHUYECKOW UMM HaLMOHaNbHOM
NPVHaANEXHOCTH, BEPOUCTOBERAHNS, MHBANMOHOCTW, BO3PacTa, CTaTyca BeTepaHa, CekcyanbHom
OpWeHTaLun, Nona, reHAePHON MAEHTUYHOCTH, KaCTbl, UMMUIPALMOHHOIO CTaTyca U Apyrux
NPW3HAKOB, CBA3aHHbIX C CUCTEMATUYECKOW AUCKPUMUHALMEN UM MapriMHanu3aLnen.

MpunoxeHns, cogepxalime obpa3oBaTesibHble, XyLOXECTBEHHbIE, [OKYMEHTANbHbIE U HayYHble
MaTepuarnsl Ha TeMy HaLuW3Ma, MOryT BbiTb 3a610KMPOBaHbl B HEKOTOPbLIX CTPaHax B COOTBETCTBUM C
LENCTBYIOLMM 3aKOHOAATENbCTBOM.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapYyLUeHUN:



+ KOHTEHT Unu yTBEPXXAEHWS, NPU3BaHHbIE YOEAUTb B TOM, YTO ONPEAENEeHHas rpynna nogen akobb
HeMonHOLEHHa, HEHOPMasibHa UMK 3acCIyXUBaEeT HEHABUCTU.

+ MpunoxeHus, cofepxalime GUCKPUMUHALVOHHbIE 3aSBIIEHUS, CTEPEOTUMbI UMK TEOPUM O TOM, YTO
onpeneneHHomn rpynne nonen skobbl NPUCYLLM HEFaTUBHbIE XapaKTEPUCTUKM (Hanpumep, XagHOCTb
unu 6e3HPaABCTBEHHOCTb). MPUNOXEHMs, B KOTOPbIX SBHO MMM HESBHO YTBEPXAAETCS, UYTO Hekas
rpynna niofen npeacTaBnsgeT cobom yrpoay.

« MaTepwanbl Unv BbiCKa3blBaHUs, CO3[aHHbIE AJIS TOrO, YTO6bl y6enuTb OpyruX B TOM, YTO JIIOAEN
MOXHO HEHaBUZETb UMW NOABEPraTh AUCKPUMMHALUM HA OCHOBAaHUU NMPUHAAIEXHOCTU K
onpepeneHHon rpynne.

. MaTeleanbl, KOTOpPbIE NpoaBuratoT noseneHune, anVI6yTVIKy, cbnarm, CUMBOIJIbl TN 3HaKW OTNNYn4,
CBg3aHHblE C rpynnamMmu, nponaraHaonpyrowmMmn HeHaBUCTb.

Hacunue

3anpeLleHo NnybnmkoBaTb NPUTOXEHUS, KOTOPbIE N3006paXatoT onacHble AEUCTBUSA UK
HeomnpaBhaHHOE Hacune, a Takxke CrnocobCTBYIOT UM. MpUNoXxeHns, N3o06paxatolne BbIMbILWIEHHOE
Hacunmne B KOHTEKCTE Urpbl, Kak MpaBuIo, pa3peLleHbl. Hanpumep, B urpax o6 oxoTte unm poibarnke, a
TaKXe NMOCTPOEHHbIX Ha CIOXETax MyJibT$UIIbMOB.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

« PeanncTnyHble n306paxeHus nam noapobHble ONMCaHUS HACUTbCTBEHHbIX AENCTBUI MO OTHOLWWEHUIO
K 4enoBeky Uin >XMBOTHOMY.

« [MpunoxeHus, nponaraHgupytoLwme camoybruincTeo, NnpuunHeHne cebe Bpena, HapyLweHne N1eBoro
noBefeHus, Urpbl C achUKCHen 1 apyrue eNCTBUS, KOTOPbIE MOTYT MPUBECTM K CEPbe3HbIM TpaBMaM
VN1 CMEepTU.

HacnnbCTBEHHbIN 3KCTPEMN3M

Mbl He NO3BOMIIEM TEPPOPUCTUYECKIUM UNN APYTM OMACHBIM OPraHU3aLnsM UMK OBUXEHUSIM, KOTOPbIE
B34/ Ha ce6s OTBETCTBEHHOCTb 3@ aKTbl HACUINS B OTHOLWEHWM MPaXAaHCKUX JIULL, Y4aCTBOBANM B HUX
WNU TOTOBUAINC K HUM, Ny6nnkoBaTh NpunoxeHns B Google Play gnga nobbix Lenen, Bkoyas
BepbOBKY.

3anpeu.LeHb| NPUNOXEHNS, B KOTOPbIX COAEPXNUTCH KOHTEHT, CBSI3aHHbIV C HACUSIbCTBEHHbIM
OKCTPEMU3MOM, a TakKXe MaTepunanbl, Kacalowmecsd niaHMpoBaHUA, NOArOTOBKN NI NOOLWPEHUSA
Hacunma B OTHOWEHUNU rpaxgaHCKux nuu, HanpuMep nponaraHpmpyrowmne TeppoprucTnyeckyto
0eaTeNlbHOCTb, NPU3bIBalOLLME K HACUIINIO U NPOCnaBngtowme TepakTbl. ECnu TaKOWN KOHTEHT
COLAEPXNTCA B BalWlnx o6paaoBaTeanb|x, [OKYMEHTalbHbIX, HAy4HbIX NN XyO0XXECTBEHHbIX
MaTepuanax, conposoauTe ero HeobXoOUMbIMU NMOSACHEHUSMMU.

Tparnuyeckmne cobbiTus

3anpewaeTcs NybnnkoBaTb NPUNOXEHNS, KOTOPbIE CNEKYNUPYIOT Ha COBBLITUAX, TPEOYIOLLMX
[eNMKaTHOro OTHOLWWEHWS U UMEIOLNX CYLECTBEHHOE COLMaNbHOE, KyNbTYPHOE MW NOAMTUYECKOoe
BrvsiHWe (rpaXzaaHckue YpesBblyalHble CUTyaLMK, MPUPOAHbIE KaTakIM3Mbl, YPEe3BblUaNHbIE CUTYaLLMN
B chepe 30paBOOXPAHEHUS, KOHPNMKTbI, CMEPTU U Apyrue Tparndeckme cobbiTus), UK BbipaxatoT
KpanHee npeHebpexeHne nMmn. MpunoxeHus, cogepxatime matepuanbl 0 CobbITUK, TpebyioLem
LEeNUKaTHOrO OTHOLIEHWS, MOTYT BbITb pa3pelleHbl. 3TO KacaeTcs CyYaeB, KOrfa KOHTEHT nmeeT
06pa30BaTENbHYI, [OKYMEHTASbHYIO, HAYYHYHO U XyLOXECTBEHHYHO LLEHHOCTb JIM60 CO3[aH, YTOObI
npegnynpenuTb Uy NPOMHPOPMUPOBATL NONb30oBaTENEN 06 3TOM COBLITUN.

BoT npuMepbl Hanbornee pacnpocTPaHEHHbIX HapYyLUeHUN:



+ BeCcTaKTHOCTb MO OTHOLIEHWIO K CMEPTU PeasbHOro YenoBeka Uiu rpynrbl Io4en, HaCTyNMBLLEN B
pesynbTaTe eCTECTBEHHbIX MPUYNH, CaMOyBUINCTBA, NEPEfO3NPOBKA U T. 4.

. OTpVILI,aHVIe M3BECTHOIO Tparn4yeckoro cobbITus, NoATBEPXAEHHOIoO JOKYMEHTaJIbHO.

« /13BneyeHne BbIrOAbl U3 COOLITUS, TPEDBYIOLWErO AENNKATHOIO OTHOLIEHWS, 6e3 OKa3aHWs ABHOM
noMoLwKn NoCTpapaBLWNM.

N3peBaTenbcTBa U Yrpo3bl

3ar|peu.|,eHo I'Iy6J'IMKOBaTb NPpUNoXeHnd, cogepxatlimne yrposbl, n3gesatenbCTea U OMOraTeNibCTea, a
TakKxe CI'IOCO6CTBy}OLIJ,VIe COBEpPLWEHNIO TakKNX LEeNCTBUN.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

+ N3peBaTenbcTBa Hap, XXepTBaMM MeXAYHAaPOAHBIX UMM PENTUFMO3HbIX KOHGINKTOB.

« MaTepwanbl, HanpaBneHHbIe Ha SKCMyaTaLuio APYruX MOAen, HanpuMep Ha BbIMOraTeNlbCTBO UMK
LaHTaX.

+ PasMelleHne MaTepuarnos ¢ Lenbto NyBrMyHO KOro-To yHU3UTb.

« Hanapku Ha nuu, NoCTpagaBLUMX B pe3ynbTaTe TParnyeckoro cobbiTus, Unv Ha X POLCTBEHHUKOB U
Lpy3en.

OnacHble ToBapbl

3anpelyaeTcs Ny6IMKOBaTh NPUMOXEHUS, C MOMOLLBIO KOTOPbIX MOXHO MPUOBPECTU B3PbIBYATHIE
BEeLLEeCTBa, OrHECTPENbHOE OPY>XWe, MAaTPOHbI, @ TaKXXe HEKOTOPbIe AeTann A OrHeCTPENbHOro
opyXusi.

« 3anpelyeHbl fgeTanu n npucrnocobneHns, KOTopblie NO3BONSIOT UMUTUPOBATL aBTOMATUYECKMI OrOHb
WAV NpefHa3HavyeHbl 4S8 nepenenikv opyxus B aBTOMaTUYECKOE, B TOM YNCIIE NOLABUXKHBIE NOXN,
ABTOMAaTUYECKME CMYCKOBbIE YCTPOMCTBA, HAabOPbI ANf NepeobopynoBaHUS OPYXUS, @ TAKXKe
MarasuHbl 1 NIeHTbl, cogepxalyne 6onee 30 NaTPOHOB.

3anpeLeHo nybnnkoBaTb NPUNOXEHUS, COAEPXaLLME UHCTPYKLUM NO NPOM3BOACTBY B3PbIBYATbIX
BELLECTB, OFHECTPESIbHOIO U APYroro opy>us, NaTPOHOB, @ TakXe 3anpeLLeHHbIX fAeTanemn ans
OrHECTPENbHOrO OPYXUSs. DTO OTHOCUTCS B TOM YMCNE K UHCTPYKLMSM MO MMUTALMN aBTOMaTUYECKOrO
OrHS NN Nepeaernke OrHeCTPENbHOrO OPYXMWs B aBTOMaTUYeCKOe.

MapuxyaHa

3ar|peu.|,eHo I'Iy6J'IMKOBaTb NpUNoXeHnd, C NOMOLLbIO KOTOPbIX MOXXHO npmo6pecm MapuxyaHy nnm
npoayKTbl C Hewn (HeSaBVICVIMO OT TOro, HAaCKObKO Takne NoKynkun 38KOHHbI).

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIeHUN:

+ MpunoxeHus, B KOTOPbIX MONb30BATENN MOTYT 3aKa3aTb MapyxyaHy C MOMOLLbIO BCTPOEHHOWM
KOP3WHbI.

+ CepBuCbl, KOTOPbIE MOMOratoT MOMb30BATENIIM OPraHN30BaTb LOCTaBKY MapUXyaHbl.

+ CepBuChbl, KOTOpblE 0BMIErYaloT NPUOBPETEHNE NPOLYKTOB, COAEPXaLLMX TeTparngpokaHHabuHon, B
TOM YMCrie Maces Ha OCHOBe KaHHabuguona.

TabayHble n3genus 1 ankorosnb

3anpeu.LeHo I'Iy6J'IVIKOBaTb NPUNoXeHnd, C NOMOLLbIO KOTOPbIX MOXKHO NMOKYyNaTb TabayHble n3penna n
cofgepXxalime HUKOTUH ToBapbl, B TOM YNCNE 3JIEKTPOHHbIE CUIrapEeThI, BENMbl ¥ COCaTeSbHbIN Ta6a|<, a
TakKXe NpUnoXxeHud, noowpdtowmne HeaakoOHHOE nnnm HepgonyctnuMoe I'IOTpe6J'I6HVIe ankorong, Tabaka
NN HUKOTUHa.



BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIeHUN:

+ 3anpelyaeTca M306paxaTb TO, Kak HECOBEPLIEHHONETHME YNOTPEBNSAIOT UK NpruobpeTatoT
anKorosibHble HanUTKK 1 TabayHble n3penug. Takxe He pa3peleHOo NooWpATb UX NpoAaxy AETAM U
nobyxnaTb HECOBEPLIEHHONETHUX NOTPEBNSATL Takue NPOLYKTbI.

« HepgonycTumMbl MaTepuansl, NnofpadymMeBsatolne, 4To ynotpebneHve Tabaka MOXET NOBLICUTb
WHTENNeKT, CTaTyC B OBLEeCTBE UK yNyUWnTb MPOPECCHOHANbHOE NOMNOXEHWNE, CEKCYarbHYIO XU3Hb
nnu Gusmyeckyto popmy.

+ He paspeluaeTtcs co3gaBaTb NONOXMTENbHbIM 06pa3 Ype3MePHOro yrnoTpebneHns ankorons, B TOM
yncne 3anoeB U COPEBHOBAHWIA MO PACMUTUIO CMIMPTHbLIX HAMWUTKOB.

+ 3anpelyaeTcs peknaMmupoBaTb, NPOLABUIaTb 1 IBHO AEMOHCTPUPOBATb TabayHble n3genms. To
TaKXXe OTHOCMTCS K CBA3aHHbLIM C HUMUW GaHHepaM, KaTeropusM TOBApOB U CChIIkaM Ha CaWTbl, rae
npopaetcs Tabak.

+ Mbl MOXeM pa3peLnTb OrPaHUYEHHYIO MPOAAXY TabauHbIX U3LENVI B MPUIOXEHUSX AN [OCTaBKU
€[,bl/MPOAYKTOB B HEKOTOPbIX PErMOHAaX MNP YCIOBUM COBMIIOAEHNS 3aLMTHbLIX MEP Mo NPOBepKe
BO3pacTa (HanpuMep, NPOBEPKM YAOCTOBEPEHUS IMYHOCTM NpY LOCTaBKe).

+ Mbl MOXeM pa3peLnTb NPoAaxy TOBApOB, PEKIAMUPYEMbIX B KAUECTBE NMOMOLLM AN U36aBneHus ot
HMKOTMHOBOW 3aBUCMMOCTH, NPK YCIIOBUM COBNIOAEHNS 3aLLMTHBIX Mep MO NPOBepKe BO3pacTa.

(DYHKLI,VIVI N KOHTEHT C OorpaHun4YeHndamMm no Bo3pacTty

YTO6bI 3aLMLLATb AeTen N Orpax[aTh UX OT MOTEHLMANBHO BPELOHOCHOMO KOHTEHTA, Ppa3paboTymku
OMMCAaHHbIX HUXE MPUNOXEHUIN [OMKHBI UCMONb30BaTh CreLManbHble MHCTPYMEHTbI U dyHKLuK Play
Console ons peanvsaummn BO3pPacTHbIX OrpaHUYEHUI.

1. MpunnoxeHuns, KOTOpble NO3BOMAIOT yY4aCTBOBATb B a3aPTHbIX UrPax, a TakXXe Urpax 1 COPEBHOBAHMSAX
Ha pearbHble feHbru.

2. NpunoxeHus, OCHOBHas GYHKLMS KOTOPbIX — 3HAKOMCTBA ¥ MOJ60P POMaHTUYECKUX MapPTHEPOB.
MpunoxeHwus, roe aTo NoboyHas byHKLUS, He 0693aHbl 61I0KMPOBATh LOCTYN HECOBEPLUEHHONIETHNM,
€Cnv NpPeayCcMOTPEHbI JOMNYCTUMbIE CMOCOOLI MPOBEPKM BO3PACTa, NMO3BONSIOLLME 3aKPbITh
HecoBepLIEHHONETHUM MOMb30BATENAM AOCTYN K GYHKLMAM Ag 3HAKOMCTB 1 nopbopa
POMAHTUYECKUX NMapPTHEPOB.

PurHaHcoBbIE YCIyrK

3anpelyeHo nybnmMkoBaTb NPUNOXEHWS, NPeLOCTaBAWME NONb30BATENSAM JOCTYN K BBOASLLMM B
3a6nyXzaeHne UM BpeAOHOCHbIM GUHAHCOBBIM MPOAYKTAM U YCIyram.

®UHAHCOBbBIMM CUYMTAIOTCS BCE NMPOAYKTbI U YCNYTW, CBA3aHHbIE C yNpaBneHneM puHaHcamu,
WHBECTULMSAMM N KPUNTOBAMIOTaMW, B TOM YMCHE NePCOHanbHble KOHCYNbTaL .

Ecnu Bale npunoxeHve npepfiaraeT unm pekiaMmpyet GrHaHCOBbIE MPOAYKTbI U YCIYTW, OHO LOJIKHO
COOTBETCTBOBAaTb TPEOOBAHUSM FOCYAAPCTBEHHOMO Y MYHULMMANIbHOrO 3aKOHOAATENbCTBA BO BCEX
CTpaHax ¥ pernoHax, Ans KOTOpbiX OHO NPELHAa3HAYeHO,—HaMnprUMep, cogepXaTtb MHbopMaLunto, 0cobo
OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

PaspaboTumkam NpunoXeHni, B KOTOPbLIX ECTb GUHAHCOBbIE GYHKLMU, HYXXHO 3aMONHUTb CrelnanbHyo
neknapaumto B Play Console.

BuHapHble ONuUUOHDI

3anpeu.LeHo I'Iy6J'IVIKOBaTb NPUNoXeHnd, Nno3BongdoLline NoNib3oBaTeNIdIM TOProBaTb 6VIHaprIMVI
onuynoHamn.


https://support.google.com/googleplay/android-developer/answer/9867159
https://support.google.com/googleplay/android-developer/answer/9867159
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/16838200
https://play.google.com/console/app/app-content/financial-features

Kpepgutbl

CornacHo HalwuM npasunaMm, K NoTpebuTenbCkMM KpeamTam OTHOCATCA CCyabl, E4MHOBPEMEHHO
Bbl@aBaeMble GU3NYECKUM NULLOM WU OPraHn3aLMen OTAENBHOMY KIIMEHTY He Ans NpUobpeTeHuns
OCHOBHbIX CPEACTB UK oniaThl 06pa3oBaHUs. YTOObI NOTPEBUTENN MOTIN MPUHATL B3BELIEHHOE
pelueHne, HeOBXOAMMO NPEfOCTaBUTb UM CBELIEHUS O KaUeCTBE, XapakTepuUCTNKax, KOMUCCUN,
rpaduKax noraleHus, puckax U NPeMMyLLecTBax KpeanTHbIX MPEaIOKEHNNA.

. anIMeprI I'IOTpe6VITeJ'IbCKVIe KpeanTbl, KpeanTbl HaNN4YHbIMK, 3alMbl Mexnay (I)VI3VIHeCKI/IMVI nnuamm,
KpenuTbl nog 3anor aBTOMOGUNS.

- B 9Ty KaTeropuio He BXOo[AT: MNOoTEKa, KPpeanTbl Ha NOKYNKY aBTOMOOMNEN 1 BO3OOHOBNSEMbIE
KpeauTbl, B TOM YnCne KapTbl U NepCOoHalNbHble KPeAUTHbIE CYETa.

K 3amMam B cyeT 3apaboTHOM NnaTbl OTHOCATCS GUHAHCOBbIE YCNYTY, C MOMOLLbIO KOTOPbIX
dur3MYecKoe NMuo MOXET MOJTYYUTb YaCTb 3apPaboTaHHbIX UM (HO eLlé He BbinnavyeHHbIX
paboTopatenemM) CpeacTB. 3aliMbl TAKOro TUMa UMEIOT CreayoLme OTANYNS OT KNaCcCUYECKnX
KpPEeLuTOB:

« MexaHu3M norawieHus. 3anmM BO3BpallaeTCcd aBTOMaTn4eCkn: CyMMa BblYMTaETCAa N3 3apa60THOIZ
nnaTbl UK BbIN1a4YnMBaETCAa Yepe3 aBTonnaTex, I'IO}J,KJ'I}OHeHHbIVI K 6aHKOBCKOMy CYyeTy nonb3oBaTens.
anI HeyCnewHOM aBTonnaTtexe AONONIHUTENIbHbIE NPOLUEHTbl, NeEHN NN KOMUCCUN HE B3UMAIOTCH.

+ OrpaHnyeHVe Ha OCHOBE oxoaa. MakcUMasbHO OOCTYMHbIN 3aM CTPOrO OrPaHUYEH CYMMOW, YXe
3apaboTaHHOM NOMNb30BaTeNEM B TeUEHME TEKYLLEro MNaTeXHOro NepUoaa, NO3TOMY HE MOXET
BbIaBaTbCs B CUET OyAyLUMX AOXOLOB.

« CTpykTypa koMuccui. K 3aiMam B cYeT 3apaboTHOM NiaTbl HE MPUMEHSIOTCS NPOLEHTHbIE CTaBKM.
3a 1cnonb3oBaHMe Takux YCIyr CepBUC B3MMAET HEOONbLLYIO KOMUCCUIO: PUKCUPOBAHHYIO UK B
BMAE NPOLEHTHOWM [OMN OT TpaH3akuun. OBOCHOBAHHOW CYMTAETCS MUHMMASIbHAs U NPO3paYHas
KOMMCCUS, OTpaatoLlas peanbHyo CTOMMOCTb NPELOCTaBEeHNs YCNYrn U He 0bpeMeHrsioLLas
nonb3osaTens. Hanpumep, koMmcecusa MoxeT coctaBnaTb 1-5 gonnapos CLUA 3a TpaH3akuumio unm 1-
5 % OT BblgaHHOro 3arMa.

« OTCyTCTBME 3anucen B KpepuTHOM nctopun. OBbIYHO CepPBUCHI, Npeafiaratolmne 3arMbl B CHET
3apaboTHOM NnaTbl, HE NePeRatoT CBEAEHMS O TPAH3aKLMSAX B KPEAUTHbIe 60pO, MO3TOMY YCIyru
TaKOro TWMa He BAWSIIOT Ha KPERUTHBIN PENTUHT 1 HE CMIOCOBCTBYIOT POCTY LONTOCPOYHbIX LONITOB
nonb3oBaTens.

Ecnwv Bbl Npepnaraete NoTpebutenbckue KpeauTsl, B TOM YACHE BblAAETE UX HAMPsSMYyLo, 3aHUMaeTeCh
NpvBREeYEHNEM NOTEHLMANBHBIX KMMEHTOB UMM MOMOraeTe NOTPebUTENIM CBA3bIBATLCS CO CTOPOHHMMMU
kpegutopamu, Boibepute B Play Console kateropuio "®uHaHCh" ais npunoXxeHus 1 obs3aTesnibHoO
yKaxuTe cnepyoLyto nHpopMaLumio B ero MeTagaHHbIX:

* MUHMMaSbHbI U MaKCUMaSbHbIN nepuopn noraweHna gonra;

* MakKCuUManbHYIO rogoByto NPOLUEHTHYIO CTaBKy, B KOTOPYIO 06bIYHO BXOOUT CTaBKa No KpeguTy, a
TakKXe KOMUCCUM 1 npoumne pacxonbl 3a rog, nnmn opyryto aHanorn4Hyro CtaBky, OTBe4aloLlyto
Tpe6OBaHVI9IM MEeCTHOro 3akoHoaaTesNnbCTBa;

+ MOKasaTenbHbIM NpUMep pacyeTa obLuelt CTOMMOCTH 3aliMa, BKITIoYasi OCHOBHYIO CyMMy AOJra 1 BCe
LENCTBYIOLWME KOMUCCUY;

)

NOANTUKY KOHOUAEHUMANBHOCTY, B KOTOPOW NOAPOGHO ONUCAHO, Kak U Afd Yero NpuioXxeHue
COBMPAET M UCMONb3YET NNYHbIE U KOHUAEHLMASbHBIE NOMb30BATENbCKME faHHbIE, a Takxke
noslyYaeT U NPefoCTaBSeT K HUM JOCTYN B COOTBETCTBUUN C OrPaHUYEHNIMY, YKa3aHHbIMK B 3TOM
npasure.

3anpeLleHo nybnnkoBaTb NPUNOXEHUS, Npeanaratomne notTpebuTenbckne KpeamThl, KOTopble
Heo6X0AMMO MONHOCTLIO NMoracuTb B TeyeHue 60 gHel nocne Bblgayuv Uim paHblie (KpaTKoCpOoYHble
noTpebuTensckue KpeamThl).

Ecnu Bbl npennaraete 3alMbl B cueT 3apa60TH017| nnaTbl, B TOM YKUCNne BblaaeTe X Hanp4amyto,
3aHMMaeTecCb nNpmBnevYeHneM noTeHunanbHbIX KMMEHTOB U MOMOraeTe I'IOTpe6I/ITeJ'IﬂM CB43blBaTbCH



CO CTOPOHHMMU KpeguTopamu, Boibepute B Play Console kateropuio "®uHaHChI" fns npunoxeHns n
0693aTeNbHO YKaXuTe CnemyoLyto MHGOPMaLMIo B ero MeTaaHHbIX:

* ycnosugq noraweHund nonra;

+ BCE KOMWCCUW, B TOM YMCTIE 3a MCMONIb30BaHME YCNyri, 3a TpaH3aKLMK, a Takxe Nilobble apyrue,
LEeVCTBYIOLWME NpU Bblgaye 3a1Mma;

* MoOKa3aTesbHbIN npuMep pacyeta obLwen CTOMMOCTHM 3aMa, BKIoYas BCe KOMUCCUUY;

.

MONTUKY KOHOUAEHUMANBHOCTY, B KOTOPOW NOAPOGHO OMUCAHO, Kak U A1 Yero NpuioXxeHue
CcoBMpPaeT 1 UCMONb3YET NNYHbIE U KOHUMAEHLMASbHBIE NONb30BATENbBCKUE faHHbIE, a Takxke
NoslyyaeT U NPefoCTaBSeT K HUM JOCTYN B COOTBETCTBMUN C OrPaHUYEHNIMY, YKa3aHHbIMK B 3TOM
npasure.

Y Hac ponxHa 6bITb BO3MOXHOCTb YCTaHOBUTb CBA3b MeXAY BallMM akKKayHTOM paspa60TqMKa n
TIIOBBLIMUN TMLEH3UAMUA U OOKYMEeHTaMu, KOTOpbI€ Bbl OTNpaBndeTe HaM Angd NOATBEPXAEHNA npaBa
npenocTaBndATb I'IOTpe6VITeJ'IbCKVIe KpeguTbl. Mbl Tak)Ke MOXEM 3arnpoCUTb AOMNONHUTENIbHbIE CBEAEHNS
NN QOKYMEHTDI, YTOObI y6e,D,VITbCFI, YTO Bbl c06n|op,aeTe MeCTHO€e ,u,e17|CTBy+ou.|,ee 3aKOHOOaTeNbCTBO.

MpunoXxeHus, B KOTOPbIX MPeanaratoTcs NoTpebuTensckue KPeamThl UM OCHOBHBIM Ha3HaYeHeM
KOTOPbIX ABMSETCA MOMOLLb B NOMYYEHUN TakUX KPeQUToB (HanpuMep, NoUCK KNMEHTOB 1N
NOCPEeLHUKOB), MPUSTOXEHWS, rae MOXHO OTKPbIBaTb KPEAUTHbIE TMHUK, BCTIOMOraTebHble
NPUNOXEHNs ANS XenaowWwmx B3aTb KpeauT (HanpuMmep, KpeauTHbIe KanbKynaTopbl, CNPaBOYHUKM MO
KPEOUTHbIM YCNOBUSAM U T. 4.), @ TakxXe NPUSIOXKEHMS, B KOTOPbIX NPefoCTaBNATCS 3aMbl B CHET
3apaboTHOM NnaTbl, He AOMKHbI UMETb AOCTYN K KOHOMAEHUNANbHON MHOPMALLIUK, B TOM Ymcne
doTorpadusam 1 KoOHTaKkTaM. 3anpeLaeTcs UCNob30BaThb Cleayolne pas3peLeHns:

- Read_external_storage;
« Read_media_images;

« Read_contacts;

« Access_fine_location;

« Read_phone_numbers;
« Read_media_videos;

« Query_all_packages;

- Write_external_storage.

K npunoxeHnsam, B KOTOPbIX UCMONb3YyeTCs KOHUAeHUNanbHas nHopmaumns nnm APl ¢ BOCTynom K
TaKUM [aHHBIM, MPUMEHSIIOTCS JOMOSNHUTENbHbIE TPeHOoBaHUS U OrpaHnYeHns. JONONHUTENbHYIO
nHbOPMaLMIO Bbl HAMAETE B NPaBuUiax UCMOSb30BaHWS Pa3peLleHmi.

NoTtpebuTtenbckue KpeauTbl C BLICOKOW FOJ0BOM NPOLLEHTHOW CTaBKOMN

B CLUA 3anpelueHbl NpunoxXeHus, npegnaratowme noTpebutenbckme KpeauTbl C rogoBON NPOLEHTHOM
cTaBkow oT 36 %. Mybnukyemble B CLUA npunoxeHus, npeanaratowne notpebutenbckne KpeguTsl,
LOSMKHbI cofepXaTb MHPOPMaLMI0 O MaKCUMabHOW rof0BOV NPOLEHTHOW CTaBKe, PacCUNTaHHOW B
COOTBETCTBUM C 3akoHOM "O cnpaBegnnsom kpegutoBaHum” (TILA)

1N npaBuna OTHOCATCA K MPUNOXEHUAM, KOTOPbIE npeanaratloT KpeauTbl HanpaMyro, ULLYT
NOTEHUMaNbHbIX KIIMEHTOB UM NOMOratoT I'IOTpe6VITeJ'IﬂM CB43bIBaTbCA CO CTOPOHHUMU KpeEANTOPaAMN.

TpeGOBaHml ANs oTAenbHbIX CTPpaH

MpunoxeHns ans NonyYyeHus NoTPebUTENbCKUX KPEAUTOB C TAPreTUHIOM Ha yKa3aHHbIE HXE CTPaHbI
LOSKHbI OTBEYaTb AOMONHUTENbHBIM TPeboBaHMaM. KpoMe Toro, Ux pa3paboTumkm SOMKHbI 3aM0SIHUTb
B Play Console peknapauuto $prHaHCOBbIX GYHKLMIA 1 OTAPABUTb HAaM YKa3aHHbIE B HEN fOKYMEHTbI.
[ns NpunoxeHni, BbigatoLWwmx 3aiMbl B CYET 3apaboTHOM nnaThl, 3TV TpeboBaHMA 4ENCTBYIOT B TON
Mepe, B Kakol 3TO NPefyCMOTPEHO 3aKOHOAATENIbCTBOM COOTBETCTBYIOLMX IOPUCAMKLMIA. Mo 3anpocy
Google Play Bbl 06513aHbl NpegocTaBUTb AOMNONHUTENbHbIE CBEAEHNUS UM LOKYMEHTbI,
NoaTBepXAalolmne COOTBETCTBME AENCTBYIOWNM HOPMATUBHbBIM U NINLEH3NOHHBIM TPe6OBaHNAM.


https://support.google.com/googleplay/android-developer/answer/9888170
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://play.google.com/console/app/app-content/finance-declaration

1. Unpunsa

+ Ons nyébnukauum B Google Play Ha npoBepky MOXHO OTNPaBAsTb TONbKO MNPUNOXEHUS As
NoTy4YeHns NOTPEOBUTENBCKMNX KPeAUTOB, KOTOPbIe NPEAOCTaBUN NINLEH3NIO 1 BXOAAT B CMIUCOK
“MpunoXxeHns Ans LMPPOBOro KPERUTOBAHNUS OT PEryMpPyEMbIX OpraHM3aLnin®, ony6IMKOBaHHbIN
Pe3epBHbIM BaHkoM VHAUK. VHCTPYKLUK Bbl HangeTe B 3ToM ctaTtbe CnpaBoOYHOro LEeHTPa.

+ ECniun Bbl He yyacTByeTe B KPEAUTOBAHMUM HaMNPAMYIO 1 TONbKO NpefocTasngeTe niathpopmy,
KOTOpasi COLEeNCTBYET Bblauye KpeanToB Nofb30BaTESIM CO CTOPOHbI 3aPernCTPUPOBaHHbIX
He6aHKOBCKMX PUHAHCOBbIX opraHnaaumin (HBPO) nnm 6aHKoB, Bbl fOSIXKHbI TOYHO OTPa3UTb 3TO B
LeKnapaumn.

+ HanMmeHoBaHMs Bcex 3aperncTpmpoBaHHbix HBPO 1 6aHKOB [OMXKHbI ObITb NEPEUNCIIEHDI B
OonMcaHUM NPUIOXEHUS, N 3Ta MHPOPMaLUS [OMKHA BbITb XOPOLIO 3aMeTHa.

2. UHpoHe3unsa

+ Ecnu Balle NpuoXxeHne CBA3aHO C OkasaHMeM YCNyT LMppPOBOro KPeanTOBaHNS B COOTBETCTBUM C
Monoxennem OJK N2 77/POJK.01/2016 (B penicTBytoLen penakLmm), Bbl 0693aHbl NPELOCTaBUTb
HaM NS NPOBEPKM KOMUIO AeNCTBYIOWEN IMLEHIUN.

3. dununnuHbi

+ Bce ¢uHaHCOoBbIE M KPeaUTHbIE KOMMaHWK, Npeanaralme KpeanuTbl Yepes nnaTdopMbl OHNaNH-
KPeLUTOBaHMS, LOMKHbI NMONYYNTb PerucTpaLmoHHbii Homep SEC (SEC Registration Number) 1
HOMep CBUAETENbCTBA O NpaBe Ha ocyluecTBneHne featensHocTu (Certificate of Authority
Number) ot Kommccum dununnuH no ueHHbiM 6ymaram u 6upxam (PSEC).

+ B onucaHum npunoxeHns Takxe HeobXoaMMo yKkasaTb Ha3BaHNE KOMNaHUU/Kopnopauuu,
PermcTpaLmnoHHbIn Homep PSEC 1 HOMep CBMAETENbCTBA O NPaBe Ha OCYLLECTBIEHNE
LeAaTeNlbHOCTN GMHAHCOBOM UNN KpeauTHow opraHnaaumn (Certificate of Authority to Operate a
Financing/Lending Company).

+ Mpunoxexus, npegnaratowme ycnyru kpayabaHanHroBoro KpeamMTosaHus, Hanpumep P2P-
KpeauTOBaHMe, Uy 3aHMMaloLWMecs [Pyro NogobHON AeSTENIbHOCTBIO, YKa3aHHOW B
dununnuHcknx MonoxeHusx o kpayadaHauHre (CF Rules), nonxHbl 06pabaTtbiBaTh TPaH3aKLMK
yepes KpayadpaHAMHIOBbIX MOCPEAHMKOB, 3aPErMCTPUPOBaHHbIX Komuccren OunmnnuH no
LleHHbIM ByMaram 1 6upxam.

4. Hurepus

+ Lndposbie kpeautopbl (LK) BomkHbI NponTK perncTpaumio cornacHo npouenype LIMITED
INTERIM REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR DIGITAL LENDING
obpasua 2022 ropa (B LeNCTBYIOWEN pepakunm), KoTopas yTeepxaeHa degepanbHom
aHTVMOHOMOJILHOWM KOMUCCHEN Mo 3awwmTe npas notpedutenen (FCCPC) Hurepun, n
NpUAEePXMBaTLCS yKa3aHHbIX B GOpMe NosToXXeHuIn. Takke HeobXoaUMO NonyyYnTb
Bepudunumpyemoe nnucbmo-nopareepxgeHue ot FCCPC.

ArperaTopbl KpeauTHbIX NPERNoXeHN 0693aHbl NPeROCTaBNSTh LOKYMEHTLI, MOATBEPXAAOWMNE
npaBo 0KasblBaTb YCNyru LMPPOBOro KPeanTOBaHMS, a TakXKe KOHTaKTHYH nHdopmaumio Bcex LK,
C KOTOPbIMU OHU COTPYOHMYAIOT.

5. KeHus

+ Lndposbie kpeputopsbl (LIK) momkHbl nponTu npouenypy peructpauum LIK n nonyunts nuueHsuo
oT LleHTpanbHoro 6aHka Kenun (CBK). BMecTe ¢ geknapaumeit BaMm HEO6X0[UMO NpefocTaBUTb
Konuio ceoen nuueH3um ot CBK.

« Ecnv Bbl He yyacTByeTe B KPEAUTOBAHUM HAMNPSIMYIO U TONbKO NPefocTaBnseTe ninathopmy,
KOTOpasi COLENCTBYET Bblaye KPeauToB Nob30BaTENsSIM CO CTOPOHbI 3aperncTpmupoBaHHbix LK,
Bbl JOJIXHbI TOYHO OTPa3UTb 3TO B AeKnapaLun U NpefocTaBuTb KOMMU NMLEH3UN, BbigaHHbIx CBK
BaLUMM NMapTHEPaM.

+ Celnyac Mbl NPUHMMAEM Jeklapaumm U IMLEH3UN TONbKO OT JIL, KOTOPbIE NEPEUYNCIIEHDI B
PeecTtpe undposbix kpegutopos (Directory of Digital Credit Providers), ony6nnkoaHHOM Ha
odurumnansHom cante CBK.


https://support.google.com/googleplay/android-developer/answer/16604194

6. MakucTtaH

+ Kaxpas HebaHKoBCKas KpeauTHasa opraHmsaums (HEGO) MoxeT onybnmnkoBaTb TONbKO OLHO
npunoxeHve ong LmdpoBoro KpeamMToBaHus. ECnm Bbl nonbiTaeTeCb pa3mMeCcTUTb HECKOMBbKO Takux
NPUNOXEHWI, Ball akkayHT pa3paboTumka 1 BCe CBA3aHHbIe akkayHTbl MOTYT ObITb
3a610KMPOBaHbI.

+ YTO6bI OKa3bIBaTb YCNYri LMbPOBOro KpeanToBaHna B MakMcTaHe Uan NoMoraTb B UX NMOMYyYEHUN,
HY>XKHO OTMPaBUTb BblAaHHOEe KoMuccuen no ueHHbIM Gymaram v 6upam MakuctaHa (SECP)
CBMOETENbCTBO, MOATBEPXAAOWEe NPaBo Ha Takylo AeaTenbHOCTb. Kpome Toro, 3anpeLleHo
ny6nMKoBaTb NPUMNOXEHNS, B KOTOPbLIX NPERNAratloTCs KPaTKOCPOYHbIE MOTPEOUTENbCKUE KPEQUTHI,
OfHAaKO B PedKMX Cryyasx Mbl MOXEM AenaTtb UCKKYEHNS Ha TeppuTopum NaknctaHa B
COOTBETCTBUM C AENCTBYIOLMM 3aKOHOAATENBCTBOM.

7. TaunaHp

+ PaspaboTumkam NpusioxXeHnn, npegnarawmx notpedbutensckne kpeantsl B TannaHae ¢
NPOLEHTHOM CTaBkom 15 % W BblLLE, HY>XXHO MNONYYUTb IMLLEH3MIO OT baHka TannaHga unu
MuHncTepcTBa drHaHCOB. OHM TakXe AOMKHbI MPeAoCTaBUTb JOKYMEHTbI, MOATBEPXAAIOWNE, YTO
C NMOMOLLbIO MPUIOXEHUS MOXHO MOJTy4aTb NOTPEOUTENBCKNE KPEAUTbI B 3TON CTPaHE UK
nopaBaTh 3asBKy Ha HUX. B YacTHOCTU, HEOBXOAUMO OTNPAaBUTb:
+ Konuto nuueH3mmn Ha fesaTenbHOCTb B KayecTBe HaHOGUHAHCOBOW OPraHM3aLum Unm

NoCTaBLMKa NOTPEOUTENbCKNX KPEAMUTOB. [JOKYMEHT [OMXEH 6bITb BbifaH baHkom TannaHga.

+ Konuio NMueHsnn Ha BeieHne KOMMEPUECKON AeaTeNlbHOCTU B Ka4eCcTBe NUMKOGUHAHCOBOM
opraHusaumm (Pico unm Pico Plus). JokyMeHT fomKeH 6bITb BbldaH MUHUCTEPCTBOM GUHAHCOB.

B Google Play Ha cTpaHuLax BCcex NPUNOXEHUI AN NOMyYeHUs NOTPEBUTENBCKUX KPELUTOB B
Taunanpe [OmKHbl BbITb yKasaHbl Criefytolne faHHble:

+ MocTaBWwWKM yCnyr KpeauToBaHus, NonyunslIMe nuLeHano ot bardka TannaHga (BOT) unm
YnpasneHusa no ¢uckanbHom nonutmke (FPO).

+ HasBaHwe 0pUaMYECKOro nuua paspaboTumka.

+ MakcumanbHble NPOUEHTHbIE CTaBKN N BCE KOMUCCUN.

MOMMMO yKa3aHHbIX Bblle CBEAEHWI, HA CTPAHMLAX NPUNOXEHWUI A8 NONyYeHNS

NnoTpebuTENbCKUX KpeanToB B TaunaHae ¢ NPOLEHTHOM CTaBKoM HMXe 15 % Takxe fosixHa 6biTb

cnepgyowas ntHbopmaums:

+ 3agBneHune "ISTo NOCTaBLUMK YCIYT KPEAUTOBAHNS, LESTENbHOCTb KOTOPOro HE perynmpyeTcs
BaHkom TamnaHga (BOT) unu YnpaeneHuem no ¢puckanbHom nonutuke (FPO)".

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:
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$ Easy Loans
] 5 in app purche
SRR -

Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

» Get cash sent to your bank account!

Safe and easy

Great short-term rate

Fast lender approval

.

Easy to use

Loan delivered in an hour

Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn't disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs
for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHbIE UrPbl, UrPbl U COPEBHOBAHMUS C PeasibHbIMU OEHEXHbBIMU
npu3amm

MPUNOXeHNs 1 peknamHble 0ObSBNEHUS, CBA3aHHbIE C a3apPTHbIMU UrPaMU Ha pearbHble AeHbru, a
TaKXe NPorpamMmbl JIOATIbHOCTU B UTPOBOM GOPME 1 MPUNTOXEHUS As KOPOTKMX GIHTEIN-TYPHUPOB
paspeLleHbl MPU YCNOBKM, YTO OHU COOTBETCTBYIOT ONPEAENEHHbIM TPeboBaHMSM.

annO)KeHVISI ANA a3apTHbIX Urp

,D,OI'IyCKaIOTCH NPUNOXeHUd, KOTOpble NO3BONAIOT UJTM MOMOraloT y4aCcTBOBaTb B a3apPTHbIX OHMalnH-
urpax B onpefesieHHbIX CTpaHax, eCnv cobMoAeHbI BCe orpaHuyeHns 1 npasuna Google Play, a
pa3paboTumk nogan 3asBKy  Ha pacnpocTpaHeHune B Google Play npunoxeHWn ons azapTHbIX Urp u
nonyyun paspelleHuve. Mpu aTom paspaboTumnk SBASETCS OLOHPEHHbIM FOCYAAPCTBEHHbIM ONEPATOPOM
U/vnu 3aperncTpmMpoBaH B MECTHOM BEJOMCTBE, OTBEYAIOLLEM 33 UFOPHYIO AeFTeNIbHOCTb, U
NPeAOCTaBUI LENCTBYIOLLYIO MMLEH3MIO AJ1S OCYLECTBEHWS B CTPaHE TOW UrOPHON AEATENBHOCTH,
KOTOPY!O OH MpepJiaraer.

Mbi AonycKaeM TONbKO Te JIMUEH3UPOBaHHbIE NN pa3peLlleHHbIe MPUNOXEeHNS, KOTOpble npennaratoT
cnepyouwmne enabl a3apTHbIX OHﬂaIZH-MFpZ

* OHNaMH-KasnHO;

.

CTaBKW Ha Pe3ynbTaTbl CNOPTUBHbBIX COPEBHOBAHU;

+ cKauku (roe perynmpoBaHue 1 NMLEH3NPOBaHNE OCYLLIECTBSIOTCS OTAENbHO OT CTaBOK Ha CMopT);
+ notepeu;

KOPOTKMNE GIHTEIN-TYPHMPDI.
PaspelueHHble NPUIoXeHWs [OMKHbI COOTBETCTBOBATL CleayowmnM TpeboBaHmaMm:

+ PaspaboTtunk nogasn 3asBKy v NOSy4ns paspeLleHme Ha PacnpoCTPaHEHNE NPUNOXEHUS Yepes
Google Play.


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling

« MNpunoxeHne He HapyLWwaeT AENCTBYOLWME 3aKOHbI M OTPACHEBbIE CTAHAAPTbI CTPaHbl, B KOTOPOW OHO
6yneT pacnpoCTpaHaTbCS.

+ Y pa3paboTunka ecTb AENCTBYHIOLLAN NMULEH3US HA BEAEHWNE UTOPHOM AeaTENbHOCTU Afs BCEX CTPaH
WNW LUTATOB/TEPPUTOPUN, FOE PACTIPOCTPAHAETCS NMPUITOXEHNME.

+ Pa3paboTunk He npepnaraeT Te BUAbl a3apTHbIX Urp, KOTOPbIE BLIXOAAT 33 PaMKu €ro NNLEH3NK.
« MNpunoxeHne HeQOCTYMHO A1 HECOBEPLUEHHONETHMX.

+ MpunoxeHne HeLOCTYMHO B CTPaHaX, LWUTaTax/permoHax uim reorpadpuueckmx panoHax, Ha KoTopble
He pacnpoCTpaHseTCs NULEH3Ns pa3paboTunka.

« MpunoxeHue pacnpocTpaHseTcs B Google Play 6ecnnatHo 1 HE ucnonb3yeT GyHKUUIO onnaThl
KOHTeHTa uepes Google Play.

+ MpunoxeHne MoxHO becnnaTHo ckavaTtb U3 Google Play.

+ MpUnoxeHno NPUCBOEHO BO3PaCcTHOE orpaHunyeHmne "TonbKo AN B3POCnbIX" Unu aKBMBaNeHTHOE
cornacHo penTtuHry IARC.

+ B npunoxeHun 1 Ha ero ctpaHuue B Google Play ecTb onucaHve NpuHLMNOB OTBETCTBEHHOW Urpbl.

Mpoure NpunoxeHus, CBA3aHHbIE C a3apPTHLIMU UFPaMU Ha pearnbHble AeHbIU,
KOHKYpCaMu 1 TypHUpamu

Bo BCEX ApYrmx NPUIOXEHNSX, KOTOPbIE HE COOTBETCTBYIOT BbilUENEePEeYNCEHHbIM TPEGOBAHUSM K
NPUNOXEHWAM ANS a3aPTHbIX UTP U KOTOPbIE He yKasaHbl B pasgene "[pyrue nunoTHbIe UrpoBble
MPOEKTbI C pearnbHON BanoTON" HUXe, 3anpeLlaeTcs ny6nmnkoBaTb KOHTEHT U CEPBUCHI, KOTOPbIE
MO3BOMAIOT MMM NMOMOTAOT 3aK/ouaTh Napw, Aefiate CTaBKy UK MHbIM 06Pa30M MUCMOSb30BaThb
pearbHble AeHbr1 (B TOM YMCNEe COBEpLUaTb MOKYMNKW B MPUNOXEHWN) C LeSbio MOMYYUTb NPU3, KOTOPbIN
MMEET peasibHyI0 AEHEXHYIO CTOMMOCTb. DTO KacaeTcs B TOM YKCe OHMaNH-Ka3MHO, CMOPTUBHbIX
TOTaIM3aTOPOB, JIOTEPEN U UMP, B KOTOPbIX NMPUHUMAIOTCS BEHLIM, @ BbIMIPbILIEM SBSIOTC AEHEXHbIE U
Lpyrve LeHHble Npu3bl (KpOMe NporpamMM, COOTBETCTBYIOLLMX OMUCAHHbBIM HUXE TPeBOBaHMAM K
nporpaMmam nosifibHOCTU B UTPOBON HopMe).

MNpumepbl HapyLweHun

* Urpsbl, B KOTOPbIX MPUHUMAIOTCS AEHBIM B OBMEH HA BO3MOXHOCTb BbIMFPaTb LEHEXHDBIN NN MHOW
MaTepuanbHbI NpuUs.

+ MpunoxeHus, KOTOpble COREPXAT SNMEMEHTbI HAaBUraLMM UK GYHKLMM (MYHKTbI MEHIO, BKIAAKW,
KHOMKM, KOMNOHeHTbl WebView 1 T. fi.) ¢ NpU3bIBOM cAeNaTh CTaBKY, 3aK/IUNTb Napy U NPUHSTb
yyacTue B Urpax, KOHKypcax Uv COpPeBHOBaHMSAX C peasibHbIMU AEHEXHBIMU NPU3aMu, HanpuMep
"Cpenante ctaBky!", "3apeructpupyntecb!” nnu "Mobepunte B cOpeBHOBaHMM!".

* [TpUNoxeHns, KOTOPbIE NPUHUMAKOT CTaBKK, UCMOMb3YIOT BHYTPEHHIOK BaNtOTYy, BblMnavymsBatoT
BbINFPbIWM Uiy 6epyT 3anor B 06MeH Ha BO3MOXHOCTb BbIUrpaTh AEHEXHbIV WU UHOW
MaTepuanbHbI NpuU3.

[pyrue nunoTHbie UrPOBbl€ NPOEKTbl C pearnbHOW BanoTon

MeprofmnyYecKn Mbl MOXEM PEanm30BbIBaTb B HEKOTOPbIX PErMOHAX OFPaHMYEHHbIE N0 BPEMEHM
MUNOTHbIE MPOEKTHI AN19 ONPeAeNeHHbIX TUMOB UrP Ha peanbHble AeHbru. MogpobHyo MHGOPMaLMIO Bbl
HampeTe B aTou cTaTbe CnpaBoYHOro LeHTpa. MUNOTHbIM NPOEKT Mo PacnpoCTPaHEHUIO NPUTOXEHWN
LNS OHNANH-YNPaBEHUs KPaH-MaLUMHOW, KOTOPbIN Mbl MPOBOAMAM B ANoHUM, 3aBepLumncs 11 uons
2023 ropa. C 12 nions 2023 roga B Google Play pa3pelueHo ny6amMkoBaThb Takme NPUIOXEHNS MO BCEMY
MUPY NPW YCIIOBUM, YTO COBNIOAEHBI AENCTBYHIOLLME 3aKOHbI Y ONpefeneHHble TpeboBaHus.

MporpamMmbl NOANbHOCTU B UrpoBon popme

MporpaMMbl NOSNbHOCTU, KOTOPbIE NOOLPSIOT NONb30BATENEN MaTePUabHbIMU UNN [EHEXHBIMU
npu3amu, paspeLLeHbl, eCNM OHW JOMYCKaOTCH 3aKOHOM U He TPebytoT NonyyeHUs LONONHUTENBHOM
NULEH3UN AN a3apTHBIX Urp. MporpamMmbl NOANBHOCTU [OMKHbI COOTBETCTBOBATb NEPEYNCTIEHHbIM
Huxe TpeboBaHuam Google Play.


https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
https://developer.android.com/reference/android/webkit/WebView
https://support.google.com/googleplay/android-developer/answer/12918670
https://support.google.com/googleplay/android-developer/answer/12002615

Bce npunoxeHus (MrpoBble U HEUTPOBbIE)

+ MpeunmylecTBa, GOHYCbI UM BO3HArpaXxaeHns, NpeaoCcTaBiseMble B paMkax Nporpammbl
NOSANBbHOCTU, AONXKHbI BblTb SBHO AOMONHUTENBHBIMU U BTOPOCTEMNEHHbIMU MO OTHOLIEHNIO K 060
KBaIMOULNPOBAHHOMN LEHEXHOW TPaH3aKLMK B MPUOXEHUN (rae KBannduLumMpoBaHHas feHexXHas
TpaH3aKkuusg — oTAenbHasg TPaH3aKLMa C LeSblo NPefoCTaBIeHNs TOBAapPOB UM YCYT, He CBA3aHHbIX C
NporpamMmon nosnbHOCTK). MpenmyliecTsa, GOHYCbl UM BO3HArpaxaeHus He MoryT 6biTb
npeaMeToM MOKYMKN UM UMETb OTHOLLEHKE K KakoMy-nnbo cnocoby obmeHa. B npoTMBHOM criyyae
3TO BYLET cuMTaThCs HapyweHveM MpaBu B OTHOLIEHWUM a3apPTHbIX UMP, UrP 1 COPEBHOBAHMWN C
pearnbHbIMU BEHEXHBIMU NPU3AMMN.

« HanpuMep, HM 0fiHa YaCTb KBANMPULMPOBAHHON AEHEXHOW TPaH3aKLMU HE MOXET CIY>XWUTb
MnaToi UnM CTaBKOW NS YYacTVs B NPOrpaMme NosnbHOCTM. Takxe KBanmduLumpoBaHHas
OEeHeXHadqa TpaH3aKuna He OOJ1XXHa NMPUBOANUTb K MOKYMNKe TOBapOB Uik yCnyr no I'IOBbILIJeHHOI;I
ueHe.

WUrpoBble  MpUNOXeHuUs

+ BOHyCHble 6annbl UM BO3HArpaxneHust ¢ 6oHycamu, NpenMyLLecTBaMm U Harpagamu, CBI3aHHbIMU C
KBaNMOULMPOBAHHON [EHEXHOW TPaH3aKLMEN, MOTYT HAYUCNATLCS U UCMONb30BaTLCS TONbKO Ha
OCHOBE PMKCUPOBAHHOW MPOMOPLIMM NPY YCIOBUM, YTO OHa YeTKO 0603HAYEHa B MPUSTOXEHUN 1
06WefoCTYMHbIX 0dULMASIBbHBIX MPaBKIax NporpaMmel. MpenMyLecTsa UM BbiKynHas CTOMMOCTb He
MOTYT 6bITb NOMYyY€EHbl, HAYUCIIEHBI UM MPUYMHOXEHbI B 3aBUCMMOCTM OT yCrexa Nonb3oBaTens B
urpe nnu cnyvyavHoro peaynsraTta.

Hewurposblie npunoxeHus

« BoHyCHble 6ansbl U BO3HArpaXxaeH1s MOryT HaUMCATLCA Mo pe3ynbTaTtaM KOHKYpca Uin
CNy4YanHoro pesynbraTta, €Ciivi OHU COOTBETCTBYIOT TPeboBaHMAM, yKa3aHHbIM HUXe. [ng nporpamm
NOANbHOCTU C NPENMYLLECTBaMKN, BOHYCaMM UK Harpagamu, CBA3aHHbIMU C KBATMOULUMPOBaHHOM
LEHEeXHOoW TpaH3aKLumen, HeobxoanMo:

*+ Pa3MeCcTUTb B NPUIOXEHUN OdULLMaNbHbIE NPaBMIa NPOrpamMMbl;

* €Cnv CUCTEMa BO3HArpaxaeHVsl MEHSETCS UM OCHOBaHa Ha ClyYaliHOM U BEPOSITHOCTHOM
BblbOpe, B paMkax oduLManbHbIX NPaBui NPorpaMmbl HEOBXOAMMO PAcKPbITh: 1) BEPOSTHOCTb —
L1 NII060M CUCTEMbI BO3HArpaXxaeHus, B KOTOPOW A ONpefeneHns nobegntens UCNosb3ytoTes
bUKCMPOBaHHbIE KOADPULMEHTBI; 2) METOR, Bbibopa (HanpuMep, NnepeMeHHble, UCMONb3yeMble AJiS
onpegneneHus NnobegunTens) — ons gpyrux Nnogo6HbIX NPOrpaMm;

* yKasaTb B 0puLMaNbHbIX MPaBuUIax NPOrpaMMbl ¢ PO3bIrpbIlaMu, NOTEPEIMU UNU BPYTUMU
nopo6HbIMU NPOMOaKLMaIMU GUKCUPOBAHHOE YNCNO NoBeaMTENel, CPOK NOJaYM 3asBOK U faTy
BPYYEHMS NMPU30B A8 KaXA0M Takou NpoMoaKLmy;

* yKa3aTb GMKCMPOBaHHbIE KOIDDULNEHTBI HAUUCNEHMNS U NOraweHns GOHYCHbIX 6annoB nnm Harpapg,
Ha BMOHOM MecCTe B NMPUIOXEHMM, a Takxke B 0durLManbHbIX MpaBuiax NporpaMmsl.

Tun Urposas ¢popma u Harpapgbl Ha Ycnosusa YkasaHue gonu
npuUnoXeHus MeHsiowmecs ocHoBe Mcnosb3oBaHnsa BEPOSAITHOCTM UK
c BO3HarpaxpeHus $ukcupoBaHHom nporpammbl MeTofa BbiGopa B
nporpammon nponopuumn NOSANIbHOCTHU Ycnosuax
NOSANbLHOCTU MCnoNb30BaHuUs

no6on nporpamMmbl
nosiNnbHOCTU CO
crnyyYanHbIM
posbirpbiieM NpU3oB

Wrpa 3anpeleHo PaspelueHo Ob6s3aTenspHO Henpumenumo (B
UTPOBbIX NPUITOXEHUAX
Ana nporpamMm
JIOANBbHOCTU HENb34
MCNoJSIb30BaTb
SMIEMEHTDI,



https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME

Tun Urposas ¢popma n Harpapbl Ha Ycnosusa YkasaHue gonu
npuUnoXeHus MeHsiolmecs ocHoBe ncnonb3oBaHus BEpPOATHOCTU Unu
c BO3HarpaxpgeHus $ukcuposaHHom nporpamMMmbi MeTofa Bbibopa B
nporpammonu nponopuun nosinbHOCTU YcnoBusx
nosinbHOCTU ncnonb3oBaHuUs
no6on nporpamMmbl
nosiNnbHOCTU CO
cly4yanHbIM
pos3birpbiLieM NPU30B
OCHOBaHHble Ha
Crny4yanHoOCTH)
Heurposoe PaspeweHo Pa3peLeHo Ob6g3aTenscHo Ob6s3aTensHo
npUNoXeHue

MpunoxeHus, pacnpocTtpaHseMbie B Google Play, koTopble cogepikaT peknamy
a3apTHbIX Urp, @ TaKXXe Urp, KOHKYPCOB U TYPHUPOB Ha pearibHble AEeHbIN

MpUNOoXeHMs C PekTaMom a3apTHbIX UrpP, @ TaKXKe Urp, KOHKYPCOB U COPEBHOBAHMN C peasibHbIMM
LEHEXHbIMU MPU3aMmn paspeLLeHbl, €CMN BbiMONHAOTCSH NePEUVCIEHHbIE HUXE YCOoBMUS.

« MNpunoxeHune, 06bSBREHNE U peklaMofaTenb He HapyLLAloT 3aKOHbI U OTPacneBble CTaHAaPThI
CTpaHbl, B KOTOPOW 06bsiBIEHNE ByaeT NokasbiBaTbCS.

« ObbsBIEHNE COOTBETCTBYET BCEM AEVNCTBYIOWMNM MECTHBIM TPEOOBAHMSAM K NINLEH3VPOBAHMIO
NPOAYKTOB M YCNYT, CBA3aHHbIX C a3aPTHLIMU UrPaMu.

- [MpunoxeHve He NoKa3blBaeT peknamy a3apTHbIX Urp NuLaMm, He JoCTurumnm 18 ner.

« MpunoxeHue He BXOLUT B Nporpammy "TpunoxeHuns ons Bcen cembu’.

- Jlnua, He gocTuriume 18 neT, He BXOAAT B LIENIEBYIO ayAUTOPUIO NPUTOXEHNS.

+ Ecnu peknamypyoTcs NpUnoXeHusl Ans a3apTHbIX Urp (CM. Bbile), HA LLENEBOW CTpaHULe
06BbSBEHNS, B ONUCaHUM Npunioxenns B Google Play nnun B caMoM NpUnoXxeHUn [OMmKHbI
copepXaTbCs YeTKMe CBEAEHMS O NPUHLMNAX OTBETCTBEHHOMN UrPbI.

+ MpunoxeHne He SBASETCS CUMYNATOPOM a3apPTHbIX UrP (TaKUX Kak KasnHO Unv BUPTYyarnbHble
NrpoBble aBTOMaThI).

« MpunoxeHne He 0KasbIBAET YCNYrK, CBA3aHHbIE C a3apPTHLIMU UrPaMK, a Takxke Urpamu, oTepesMmn 1
COPEBHOBAHWUSMU C peanbHbIMK LEHEXHBIMY NPU3aMu UM COMYTCTBYOWNMU GYHKLMSAMU (Hanpumep,
He MoMoraeT Aenatb CTaBKW, BbIBOAWTb BbIMIPbILLKN, OTCAEXMBATb CYET, KOTUPOBKMN W Pe3ynbTaThl Un
YyNpaBnsTb UrPOBbIMU GOHLAMM).

. anIﬂO)KeHVIe He npoaBuUraeT a3apTHble UIPbl Ha peanbHble AeHbIn U CBA3aHHbIE C HUMK CEePBUCHDI.

Peknama asapTHbIX UTp, @ TakXXe Urp, NoTepen 1 COPEBHOBAHUI C pPeasibHbIMU AEHEXHBIMU NMPU3aMu
LOMyCKaeTCs TOMbKO B MPUIIOXEHUSX, COOTBETCTBYIOLMX BCEM NEePEeYNCNEHHBbIM Bbille TPe6OBaHMAM, U
B Pa3pEeLLEHHbIX MPUIOXEHUSX LS @3aPTHbIX UIP (CM. BbILLE) UMK KOPOTKUX GIHTEIN-TYPHUPOB (CM.
HUXE) NPW YCNOBMK, YTO OHW COOTBETCTBYIOT TpeboBaHuaM 1-6.

MNpumepbl HapyweHun

- [MpunoxeHve ons HeCOBEPLEHHONETHNX, PEKNAMMPYIOLLEe CEPBUCHI, CBA3aHHbIE C a3apTHbIMU
urpamu.

« CUMyn|TOp Ka3nHO, KOTOPbIV MPOABUraeT peasnbHOe Ka3nHO UK NepeHanpaBnseT B Hero
nonb3oBaTenen.

« MNpunoxeHne ans oTCNexXmBaHNs WaHCOB Ha Nobeny B CNOPTUBHBIX COPEBHOBAHUSX, CofepKallee
CCbINIKM Ha CaWT, rAe NPUHUMAIOTCS CTaBKW.

« MpunoxeHus, cogepxallme peknamy azapTHbIX Urp, KOTopast HapyLllaeT npaBuna 06 06baBNeHNsX,
BBOOALLNX B 3a6ny>K,u.eHme, HanpuMmep pekfiaMHble O6'bﬂBJ'IeHVIﬂ, KOTOpPbI€ BbIMMAOAT KaK KHOMKK,
3HAYKN MU OPYyrue NHTePakTUBHbIE NIEMEHTbI.


https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/answer/9857753#deceptive

Mpuno>xeHuns ana KOPOTKUX PIHTE3U-TYPHUPOB

MPUNOXEHMS AN KOPOTKUX GIHTE3N-TYPHUPOB, COOTBETCTBYIOLLME TPEOOBAHNAM AENCTBYIOLLETO
MECTHOr0 3aKOHOAATENbCTBA, PA3PELLEHb], ECNM BbIMOMHATCS NEPEYNCTIEHHBIE HUXE YCITOBHS.

« MpunoxeHune nnu 1) pacnpocTpaxseTcs ncknoumTtensHo B CLUA; nnm 2) cootseTcTByeT TPEOOBAHUSM
K MPUNIOXEHMIM ANS a3apTHbIX Urp. [ng pacnpocTpaHeHuns npunoxeHus 3a npegenamu CLUIA
pa3paboTumK JOMIKEH NOAATh 3asBKY, Kak YKa3aHO BblLLE.

+ Paspabotuvk nogarn 3asBky W NOSy4un paspeLleHne Ha pacnpocTpaHeHne npunoxexus B Google
Play.

« [MpunoxeHve He HapyLllaeT 3aKOHbl U OTPacfeBble CTaH[APThl CTPaH, B KOTOPbIX OHO
pacnpocTpaHseTcs.

+ BO3MOXHOCTb fienatb CTaBkn Unm npoBOAUTb AEHEXHbIe TpaH3akKUun B NPUNOXEHUN HEQOCTYMNHa
019 HeCOBEPLEHHONETHUX.

« MpunoxeHue pacnpocTpaHseTcs B Google Play 6ecnnatHo 1 HE ncnonb3yeT GyHKUMIO onnaThl
KOHTeHTa uepes Google Play.

« MpunoxeHne MOXHO BecnnaTHo ckayaTtb M3 Google Play.

+ [prnoxeHnto NPUCBOEHO BO3pacTHOE orpaHnyeHne "Tosbko A9 B3POCnbIX™ Uv SKBMBaSIEHTHOE
cornacHo penTtuHry IARC.

+ B npunoxeHun 1 Ha ero cTpaHuue B Google Play ecTb onvcaHve NpUHLMNOB OTBETCTBEHHOW Urpbl.

+ MNpunoxeHne He HapylWwaeT AENCTBYIOWME 3aKOHbI M OTPACNEeBbIE CTaHAAPTbI TEX WTATOB UMK
TeppuTopuin CLUA, roe oHo 6yaeT pacnpoCTpaHATbLCS.

+ Y paspaboTurka ecTb AeNCTBYoWas TNLEH3NS HA PACPOCTPaHEHME MPUIOXEHMS AN KaXF0ro
wTaTa unu Tepputopumn CLUA, roe Takas nuueHans TpebyeTcs.

« Ecnun y paspaboTtymka HeT IMLEH3UN HA PACNPOCTPaHEHNE MPUMOXEHNS B KaKUX-TO LWUTaTax UMW Ha
HekoTopbIxX TeppuTopusax CLUA, TO OHO [OMKHO BbITb TaM HELOCTYMHO.

+ MNpunoxeHne HeOCTYMHO B TeX WTaTax U Ha Tex TeppuTopusx CLUA, roe npunoxXxeHus ans KOPOTKMUX
baHTE3N-TYPHUPOB 3anpeLLeHbl 3aKOHOM.

He3akoHHble OencTems

3anpeu.|,eHo I'Iy6J'IVIKOBaTb NPUNOXeHN], KOTOpPbIe CI'IOCO6CTByIOT COBEPLEHNIO HE3aKOHHbIX LEencTeuin
NN NOOLWPAKOT UX.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

- Mokynka 1 Nnpofaxa 3anpeLieHHbIX NpenapaTos.
+ N306paxeHne Toro, kak HECOBEPLIEHHONETHUE UCMOSb3YIOT UM MPUOBPETAIOT HAPKOTMKU, aNKOrosb
1 TabayHble U34enuns, a Takxke NooLpeHNe 3Toro.

* MIHCTpYKLMM NO NPOV3BOACTBY 3anpeLLEeHHbIX NpenapaToBs, B TOM YMCe MO BbipalyMBaHMIO
HapPKOTMYECKMX PACTEHWN.

KOHTEHT, co3aaHHbIV MOSb30BaTENAMMU

K aTon KaTeropmm OTHOCUTCA KOHTEHT, CO3,D,aBaeMbIDI nonb3oBaTensamu, KOTOprI;I BMOEH UK OOCTYynNeH
HECKObKNM NOoNb30BaTeNAM NPUITOXEHNA.

B copepalumx Takon KOHTEHT NPUIOXEHUsX, BKItoYas crneunanbHblie 6pay3epbl Unn KIUEHTbI,
nepeHanpasnaoLme Nonb3oBaTenemn Ha NNaTdopMy C TakMM KOHTEHTOM, [OJKHA ObITb peanu3oBaHa
HapeXHas, abdekTUBHag U cTabunibHas cucTeMa MOAEpPaLMN NOMb30BaTENIbCKOTO KOHTEHTA. BoT
TpeboBaHUs K Takow cucTeme:

. I'Iepen TEeM KaK co3faBaTb UK 3arpy>atb Matepuasbl, NOJIb30BaTESIN OOJIKHbI NPUHUMaTb yCNoBUA
MCNONb30BaHWa U/Unu npasunia gns nonb3oBaTenen.


https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru

+ [lomxHbl 6bITb AaHbl ONPEfeneHus HexenaTenbHOro KOHTEHTa 1 NoBefeHus (cornacyowmnecs ¢
MpaBunamu Nporpammbl Afis paspaboTunkoB NpunoxeHnit B Google Play). Ycnosus ncnonb3osaHus
WNU NpaBuia ons NoNb3oBaTeNen LOMKHbI 3anpeLlaTb HeXelaTeNbHbIA KOHTEHT U NOBEAEHUE.

« MMonb30BaTENbCKUI KOHTEHT AOMKEH MOAEPUPOBaTLCA HAaCTOMNbKO, HACKOMBbKO 3TO YMECTHO Afd TOro
TUMNa MaTEPMaNoB, KOTOPbIE Pa3MELLaloTCs B NPUIOXEHUN. [TOMUMO NPOYEro, B MPUMOXEHUM LOMKHA
ObITb peann3oBaHa CMCTEMA, MO3BOMAOLLAN NOAABATb Xanobbl U 6yI0KMPOBATL HEXenaTeNbHbIN
KOHTEHT 1 nosib3oBaTenen. Npu HeOBXOANMOCTH Pa3pPaboTUMK [OMKEH NPUHUMATbL MEPbI NPOTUB
TaknUx MaTepuanos 1 nonb3osaTtenen. PasHble cLeHapum paboTbl C KOHTEHTOM, CO34aHHbIM
nonb30BaTeNIsIM, MOTryT TpeboBaTb pa3HbiX MOAXOA0B K Mofepauun. Hanpumep:

« Ecnu npunoxeHune no3eonseT UaeHTMGULMPOBaTL ONpefeseHHyto rpynmny nonb3osaTenein TaknuMm
CpeacTBaMu, kak BepudmrkaLms unm opnaH-perncTpauus (Hanpumep, NpUNoXeHus,
npeaHa3HaYeHHble AN YYEHVKOB LWKOJbl UM COTPYAHMKOB KOMMaHWK), TO B HEM JOMKHA BbiTb
peanu3oBaHa GyHKLMS, MO3BOMAOLLAS XaNoBaTbCA HA KOHTEHT U MOJIb30BaTENEN.

« Ecnu nonb3oBaTenu B NPUIOXEHUM MOTYT B3aMMOAENCTBOBATD APYT C APYTOM OAMH HA OfMH
(HanpuMep, NepenncbiBaTLCA HAMPAMYIO, @ TakXXe OTMeYaTb UK YNOMUHATb KOFO-TO B KOHTEHTE
WM YyaTe), TO B HEM [OMKHA OblTb GYHKLMA BIOKMPOBKYM MNONb30BaTENEN.

+ Ecnu npunoxexne npegocTaBngeT 4OCTYN K 06LefoCTyNHbIM MaTepuanaM, Co3aaHHbIM
nonb3oBaTeNaMu (Hanpumep, NPUNOXEHNS AN COLMabHbIX CETEN U BEAEHWNS BNOroB), TO B HEM
LOJSIKHA 6bITb GYHKLMOHANBbHOCTb, MO3BOSSOLWAA 6IOKMPOBAaTh NOb30BATENEN U XKaNIOBATbCS Ha
HUX N KOHTEHT.

+ B AR-npunoxeHusx MogepaL s nonb30BaTeNIbCKOro KOHTEHTA (BKOYas CUCTEMY OTNPABKM Xanob
B MPUIIOXEHUN) [OMXKHA COCTOSATb B MPOBEPKE KaK Ha HEXENATENbHbIN MONb30BaTENbCKUA KOHTEHT
(HanpuMep, AR-1306paXeHNs CEKCYaNIbHOTrO XapakTepa), Tak U Ha KOHOUOEHLMANbHOCTb
MECTOMOMOXEHUS, K KOTOPOMY NpUBSI3aHa LOMONHEHHAs PearbHOCTb (HanpuMep, BOEHHbIE 6a3bl
WNN YacTHblE BNafeHus), MOCKONbKY Takasi MpuBs3ka MOXeT co3faBaTb Npobnembl Ans
COBCTBEHHUKOB).

o [JOmKHbI 6bITb NPUHATbLI MepPbl NPEAOCTOPOXHOCTU Ang TOro, YyTO6bI MOHETU3aund B NpUNOXEHNUN HE
crnocobcTBoBana HeXenaTtenbHOMY NoBeaeHUIO nonb3oBaTenen.

Snn3opnyeckum BCTpeYaloWwmMncs KOHTEHT CeKCyarlbHOro XxapakTepa

KOHTEHT cekcyasibHOro XxapakTepa CUMTaeTCsl ANM30[MUYECcKn BCTPEYAKOLWMMCS, ECV OH NOSIBASETCS B
NPUNOXEHWUMN C CO3AAHHbBIM MOMNb30BaTENAMM KOHTEHTOM, KOTOPOE: 1) NPegocTaBnaeT fJOCTyN K
MaTepuanam NpenuMyLLecTBEeHHO HECEeKCyarbHOrO XapakTepa; 2) He MPOoABUraeT U He pekoMeHayeT
KOHTEHT CeKkCyasibHOro xapaktepa. KOHTEHT cekcyasibHOro xapakTepa, onpeaensiemMbiin 4eNCTBY WM
3aKOHOQATENbCTBOM Kak HE3aKOHHbIN, @ TakXXe KOHTEHT, CO3MaloLLMi Yrpo3y Ans AeTen, He cuMTaeTcs
3MU30[MYECKM BCTpeYatommMes. Ero pasmelleHne 3anpeLieHo.

Snmnsoguyeckun BCTpel‘IaIOLIJ,MIZCﬂ KOHTEHT CEeKCyallbHOro Xxapakrtepa oonyckaeTcsa B NPUNOXEHNAX C
KOHTEHTOM, CO3[aHHbIM NMOJIb30BaTENAMU, NPU cobnogeHnmn Bcex cnegyowmx yCJ'IOBVIVII

« TakoW KOHTEHT Mo YMON4YaHUIO CKPbIT ¢MJ'IpraMI/I, ONna NOJIHOTO CHATUA KOTOPbIX Tpe6yeTc9| KakK
MWHUMYM LOBa aencreung. HaanMep, OH MOXeT bbITb CKPbIT 3a MEXCTPaHNYHbIM 06bABNEHNEM UMK
No YMON4YaHUIO AOCTYNEH TOJIbKO NOocCne OTKIIoYEHUA 6e30nacHoro noucka.

« [loCTyn K NPUIOXEHWNIO SBHbIM 06Pa30oM 3ab/IOKMPOBaH A1 AeTel (0 TOM, KTO CUMTaeTcs AETbMY,
paccka3ablBaeTca B NpaBuiax nporpamMmsl "TpunoxeHuns onsg Bcer ceMmbi”) Npu NoMOLLM CUCTEM
NPOBEPKM BO3PACTa, HAaNpUMep HENTPanbHOro BO3PaCcTHOro GuibTpa UK BPyrux CUCTEM,
OnpeneneHHbIX AENCTBYIOWMM 3aKOHOAATENBCTBOM.

« Bbl npepocTaBunn McUepnbiBatoLwme OTBETLI B aHKETE AN MPUCBOEHNS BO3PACTHOrO OrpaHnyeHus
OTHOCUTENBHO KOHTEHTA, CO3[,aHHOMO NONb30BaTENAMM, KaK 3TOrO TPebyoT Npasumna B OTHOLWEHMN
BO3PACTHbIX OFPaHNYEHUN.

Mbl yoansem us Google Play npunoxeHus, 0CHOBHOE Ha3HaYeHNe KOTOPbIX 3aKo4aeTcs B MybnavKaLmum
HeXenaTenbHOro KOHTEHTa, CO34aHHOrOo NoJib30BaTeNAMU. Tak e Mbl MOCTYNaeM C NPUIOXKEHUAMY, B
KOTOPbIX NOMb30BATENIN HAUMHAIOT pasMeLLaTh rNaBHbIM 06Pa30M HeXenaTenbHbI KOHTEHT UIN


https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9867159?visit_id=637661037575013539-1915084824&rd=1#neutral-agescreen
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843

KOTOpPble CTAHOBATCA N3BECTHbI Cpeau nonb3oBaTenen TEM, YTO HexXenaTeNbHbIN KOHTEHT B HUX He
ypangaeTtca.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYyLUeHUN:

+ MNpopaBMXeHNe MaTepnanoB CEKCYallbHOro XapaKTepa, CO3AaHHbIX MONb30BaTENAMU, BKIIlOYas
peanusaumio NAaTHbIX GYHKLMIA, KOTOPbIE CMOCOBCTBYIOT PACMNPOCTPAHEHMIO HEXENATEIbHOIO
KOHTEHTa.

. anIﬂO)KeHMFI C KOHTEHTOM, CO3aHHbIM NOJIb3OBaTENAMU, rAe He obecneueHa OOCTaTO4YHada 3aunTa
OT yrpog, goMoratenbCTB U N3[eBaTeNibCTB, 0COBEHHO MO OTHOLLEHMIO K HECOBEPLWEHHONETHNM.

« 3anucu, KoMMeHTapum 1 otorpadumn B NPUNOXEHUN, NPeaHa3HaYeHHbIe A8 3anyrBaHWUs [pYroro
YyenoBeKa UM NPM3biBatoLLMe K OCKOPBIEHUSM, BPeLOHOCHbIM OENCTBUSM 1 HAacMeLKaM no
OTHOLLEHWIO K HEMY.

« MpunoxeHus, pa3paboTunkm KOTOPbIX UFTHOPUPYIOT anobbl Nonb3oBaTeNen Ha HeNnpPUeMsIeMbIi
KOHTEHT.

KOHTEHT n cepBUCHI, CBA3aHHbIE CO 300pPOBbEM

3anpeleHo ny6bnmkosaTb NPUNOXEHWS, NPeLoCTaBNgolWMe NONb30BaTENAM OOCTYM K ONacCHbIM
KOHTEHTY 1 CepBMCaM, CBA3aHHbIM CO 300POBbLEM.

an/IJ'IO)KeHVIFI, KOTOpble npennaratoT Un peknaMnpyroT KOHTEHT U CEPBUCHI, CBA3aHHblE CO 3A0P0OBbEM,
OOJ/MKHbl COOTBETCTBOBATb Tpe6OBaHI/IﬂM }J,eIZCTByPOIJJ,eFO 3aKoHOoaTeNbCTBa.

MpunoXxeHua onsa 300P0BbS U MEOULMHCKME MPUTTOXKEHUS

Ecnv npunoxeHne copepXuT GYHKLUN UK CBEAEHWS, CBA3aHHbIE CO 3LOPOBLEM, UMW MOMyYaeT
LOCTYN K AAaHHBIM O 3[0POBbe NS PaboTbl APYrux GYHKLUMA, OHO AOMKHO COOTBETCTBOBATH TEKYLLUM
npasunam s paspaboTumkos npunoxeHui B Google Play, Bkntouas npaBuna B OTHOWEHUN
HapyLeHUs KOHOUAEHLMANbHOCTK, 3110yNOTPebNeHns pecypcamm YyCTPOMCTBa U MOLWEHHWYECTBA, a
TaKXe NepeynCcneHHbIM HUXE TPebOoBaHMSM.

- Oeknapauus B Play Console:

+ Bce pa3paboTumku SOMKHbI 3aNONHUTL AeKnapauntio Ha cTpaHuue "KoHTeHT npunoxeHus”
("MOHUTOPUHT 1 ynyJlweHue > Mpasuna > KoHTeHT npunoxexus”) B Play Console. Monpo6bHee o
TOM, KaK 3anofiHaTb GopMy AeKnapauum NpuIoXeHUn ans 30opoBbs...

« TpeboBaHUs K NoNUTUKE KOHPUAEHLUNANBHOCTU U PACKpPbITUIO MHPOpMaLUK:

+ Ccblnka Ha NOIMTUKY KOHPUAEHLMANBHOCTU [OMXKHA ObITb NPUBEAEHA B NPefHAa3HAYEHHOM 415
Hee pa3pene Play Console 1 B camMoM npunoxeHun (onyckaeTcs pasMecTUTb TEKCT NpaBun).
Y6epuTech, UTO TEKCT NONUTUKM KOHbUAeHUMansHocTh (He B Buae PDF-danna) focTyneH no
AKTVBHOWN OBLE[OCTYNHOM CChlfike 63 OrpaHNYeHNiA MO re030He, HE MOXKET BblTb M3MEHEH U
COOTBETCTBYET UHPOPMaALMM U3 pasfena 6e30MacHOCTU faHHbIX.

+ B nonutuke KOHPUAEHLNANBHOCTM U B COOBLLEHMAX O PACKPbITUM MHDOPMALK, PAa3MELLEHHbIX B
NPUNOXEHUW, HEOBXO[MMO NOAPOBHO 06BICHUTD, KaK OHO COBUPAET M UCMONb3YeT JINYHbIE U
KOH®UAEHLMaNbHbIE MOIb30BATENBCKME faHHbIE, @ TAakXe NonyyaeT U NpefoCTaBnseT K HUM
LOCTYM. TO OTHOCUTCS K NOBLIM CBEIEHMSIM, @ HE TONbKO K YKa3aHHbIM B pa3fene 6e3onacHoCcTH
[aHHbIX. ECin B NnpunoxeHunn ectb GyHKLMN UKW [aHHbIe, 4SS BOCTYNa K KOTOPbIM HY>Hbl OMacHble
W QUHAMUYECKME Pa3peLlleHnsl , OHO JOMKHO COOTBETCTBOBATb BCEM AENCTBYIOLMM
TPebOBaHMSM K PacKpbITUIO MHGOPMALIMU U NOMYYEHNIO Pa3peLLEeHMs HA UCMONTb30BaHNE JaHHbIX.

+ Henb3s 3anpalumnBaTh paspeLleHus, OT KOTOPbIX HE 3aBUCUT PpaboTa OCHOBHbIX GYHKLMN
NPUNOXeHWs ANs 300POBbsi. Hemcnonb3yeMble pa3peLlleHnst Hy>XXHO yaanuTb. CNncok pa3peLleHnn,
CBSI3aHHbIX C AaHHbIMW OeNMKaTHOro Xxapaktepa O 300pPOoBbe, MPUBEAEH B pasfene "Kakue
paspeLLeHNs OXBaTbIBAIOT NPaBuia B OTHOWEHWN NPUIIOXEHWI AN 3A0POBbsA?" 3TON CTaTbn
CnpaBOYHOro LIeHTPA.


https://support.google.com/googleplay/android-developer/topic/9877467?sjid=4099002138806266388-AP
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https://support.google.com/googleplay/android-developer/answer/13996367#zippy=%2Cwhat-permissions-are-in-scope-of-the-health-apps-policy:~:text=What%20permissions%20are%20in%20scope%20of%20the%20health%20apps%20policy%3F

+ [axe ecnm 0CHOBHOE Ha3HaYeHUe NPUNOXEHUS HE CBA3AHO CO 3L0POBLEM, HO B HEM €CTb
Kacatowmecs 300poBbs GYHKLMM 1 JOCTYN K [aHHbIM O 30OPOBbE, HA HEFO PACNPOCTPAHSIIOTCS
npaBuna B OTHOLEHWU NPUIOXEHWUI AN 300POBbs. [10N1b30BaTENIM [OMKHA OblTb OYEBMAHA CBA3b
MeX [y OCHOBHbIMU QYHKLMSAMU NPUNOXEHUS U NPUYMHAMK, MO KOTOPbIM COBMPAIOTCS faHHbIE O
3A0poBbe. HanpuMep, NPUAOXEHWIO CTPAaXOBON KOMMAaHUM MOXET BbITb HYXXEH [OCTYM K
MeOULMHCKMM OaHHbIM A1 OGOPMIIEHMS NMOMNCA, @ UFPe — K CBEAEHUSM O GU3MYECKON
aKTUBHOCTM AN NPOABUXEHMS B UTPOBOM NpoLecce. 3TO OrpaHUYeHHOE NCMNONb30BaHME aHHbIX
LOMKHO BbITh OTPAXEHO B MOAUTUKE KOHOUAEHUMANBHOCTW NPUITOXEHUS.

+ ®yHKUUU, CBA3aHHbIe CO 3A0POBbEM U MEAULUHOM:

+ 3anpeLleHbl NPUNOXEHMS, B KOTOPbIX CBA3aHHbIE CO 3[0POBbEM U MEAULMHON GYHKLUM BBOOAT B
3abny>XaeHne Unu MoryT HaHecTu Bpeg.

+ Ecnun gng BbINOMHEHNS MEAULMHCKMX QYHKLMA NPUNOXEHNS CBASLIBAIOTCS C BHELHUMM
YCTPOMCTBaMM AN annapaTHbIM o6ecredeHrem, Hanpumep Nnpubopamm ANis N3MEPEHUsl YPOBHS
FNOKO3bl B KPOBW, TO B ONUCaHUN I'IpVIJ'IO)KeHI/IDI HeO6XO,D,VIMO ABHbIM o6pa30M nepevncnnTb
TpeboBaHus K 3TOMy 060pyA0BaHMIO. Henbas co3aaBaTh y Nosib3oBaTenel BreyaTt/ieHne, Yto
Takune I'IpVIJ'IO)KeHI/IFI MOoryT pa6OTaTb HEe3aBMCUMO OT HeO6XO,D,VIMOFO BHELWHEro annapaTHoro
obecrneueHus.

+ Ecnu npunoxeHns UCnonb3yoT JaTumku yCTPOUCTBA, HanpyMep Kamepy, 4ns BbiNOMHEHUS
dYHKLNIM, CBA3aHHbBIX CO 300POBLEM, B ONUCAHUW NMPUNOXEHU HEOHXOANMO SBHbIM 06Pa30oM
yKa3aTb MHHOPMALMI0 O COBMECTUMOCTU. Hanpumep, paspaboTumki NPUIIOXEHWI, MO3BONSAIOLLMX
N3MepPATb YPOBEHb KMCMNOPOAA B KPOBYM C NMOMOLLBIO TOMNbKO AaTYMKOB YCTPONCTBA, LOMKHbI
nepeyYncnvTb MOAENU, MOAAEPXKMBAIOLME 3TY BO3MOXHOCTb.

 Ecnv npunoxeHne perynupyeTtcs kak MeQuUMHCKOe U3aenue, HeobXoaMMO 3TO yKa3aTb, a Takxke

NpefocTaBUTb CBEOEHNS, KOTOPbIE OMUCAHbI B 3TON CTaTbe. Takue NPUIIOXEHNUs NOSly4yaT OTMETKY
"MegnuumHckoe nagenne” B Google Play. Pa3paboTunki, MPUIOXEHNS KOTOPbIX
KnaccuduumpyoTcst Kak MEQULMHCKME U3AENNs, [OMKHbI MO 3anpocy NPEeRoCTaBUTb AOKYMEHTDI,
nogTeepXaatoLLme oLobpeHme U cepTudUKaLmio PEryInpyoLWwmMM opraHoM. B onvcaHme npoumnx
MEAMNLUHCKUX MPUNOXEHWUI U NPUNOXEHWUI A5 3[0POBbS HEOBXOAMMO [O6ABUTb SIBHbIA OTKa3 OT
0693aTENbCTB, YKA3blBAOLWMI HA TO, YTO MPUSTOXKEHWS HE ABNSIOTCS MEAULUHCKUMU U3AENUSIMU 1
He NpefgHa3HayeHbl AN AMarHOCTUKM, NeYeHns U NPodUNakTUKN 3a6oneBaHuin.

- B NPUNOXEHNAX TakKXe OOJIKHbI ObITb HAMOMUHAHWS ongd nonb3oBaTenen o HeO6XO,D,I/IMOCTVI
o6pau.\aTbc;| 3a KOHCYNbTaunamu, D,I/IaFHOCTI/IKOPI n nevyeHmem K MeaMUNHCKNM pa6OTHI/IKaM.

- [lononHuTenbHble TpeboBaHUs:
Ecnu Balle npunoxeHne gns 300poBbS OTHOCUTCSA K OLHON M3 yKa3aHHbIX HUXKE rpyrn, Bbl SOMKHbI
BbIMOMHWTb OENCTBYIOLWME S HEFO TPeboBaHMS.

+ MpunoxeHusa ang 30OpPOBbs, CBA3aHHbI€ C FTOCYAaPCTBEHHBIMU YUPEXAEHUAMU. ECrin Bbl
MONyYusv OT roCyLapCTBEHHOIO YYPEXAEHMUS UM aKKPeLUTOBaHHOW opraHu3auum B chepe
3APaBOOXPaHEHNS paspeLleHne Ha pa3paboTky U pacnpoCTPaHEHUE NPUITOXEHUS B MapTHEPCTBE
C HVMW, Bbl OOKHbI NPEfOCTaBUTb HAM NOATBEPXKAAIOLNE LOKYMEHThI Yyepes Gdopmy
NpeaBapUTENbHOIO YBEAOMIEHNS.

« MpunoxeHus gns oTCNEXMBaHUSI KOHTAaKTOB U COCTOSIHUSA 300POBbS. ECnv Ball NpoayKT
npeaHasHayeH As OTCNEeXNBaHUS KOHTAKTOB C MHGULMPOBAHHBIMU U/MIN COCTOAHMUS 3L0POBbS,
BbibepuTe B Play Console kaTeroputo “lMpodunaktnka 6onesHen n obwecTBeHHoe
3ApaBoOXpaHeHue”. BaM TakKe HYXXHO 3anonH1Tb GOpMy NpenBapuUTeNbHOrO YBEAOMIIEHMS,
YNOMSIHYTYIO BbILLE.

+ MpunoxeHusa ang uccnepoBaHUN ¢ yyacTveM nogen. MNpunoxeHns, B KOTOPbIX NMPOBOAATCS
nccnepnoBaHns B 06nacTi 30paBOOXPaHEHMS C y4aCTUEM NIOAEN, AOMKHbI COOTBETCTBOBATb BCEM
npaBunam 1 3akoHaM. NToMMMO NPOYEro, 3TO 03HAYAET, YTO HEOBXOAMMO NoNy4YaTb
NHGOPMUPOBAHHOE COrflache OT COBEPLIEHHONETHUX YY4aCTHUKOB UK OT POAUTENEN UK
OMNeKYHOB HECOBEPLIEHHONETHUX. Pa3paboTunkam Takux NPUIIOXKEHUIN TakxXe crieayeT Nofy4nTb
opobpeHne Ha NpPoBefAeHNe NCCNeaOoBaHNA OT MHCTUTYLMOHANbHOMO HabnoaaTenbHOro coseTta u/
WX @aHaNOrMYHOro HE3aBUCUMOrO KOMUTETA MO 3TUKE, ECNN AN HUX HE NPERYCMOTPEHO
nckntoyeHne. CeBnaeTenbCTBO Takoro 0fobpeHns HEOBXO[MMO NPefoCTaBUTbL MO 3anpocy.


https://support.google.com/googleplay/android-developer/answer/14738291#medical_device_apps?hl=ru&sjid=4927646806855805859-NC
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428

YT06bI Y3HaTb HONbLUE, NPOYMTANTE CTaTblo KaTeropum NpunoxeHnin ons 3L0poBbs U AOMNONHUTENIbHAs
nHbopmaLuums.

HaHHble npunoxeHns "3gopoBbe 1 cnopT”

[aHHble, [OCTYN K KOTOPbIM OCYLLECTBAETCA C NMOMOLLbIO Pa3peLeHnii Ha JOCTYM K NPUIOXEHNIO
"300poBbE N CNOPT", CUMTAIOTCS NEPCOHANbHOM N KOHPUAEHLMANIbHOW NONb30BaTENbCKOM
nHoopmaumen. K HUM NpUMEeHsoTCS NpaBua B OTHOLEHUM MOJIb30BaTENbCKUX OaHHbIX 1
AONONHUTENbHbIE TPe6oBaHNS

INekapcTBa, OTNyCcKaeMble Mo peLenTy

Mbi 3anpeuwaem I'Iy6J'II/IKOBaTb npuUNoXeHud, npeaHasHavYeHHble ang npoaaxu nnm NokKynku 6e3
peuenTa NekapcTs, OTNYCKaeMbIX MO peuenTy.

3aI'IpeUJ,eHHbIe BELLEeCTBa

B Google Play Henb3s nybnvkoBaTb NPUIOXEHWS A8 PEKTaMbl MW NMPOLAXM 3anpeLLeHHbIX BELLECTB,
LLaXe eCNvi OHW 3asBJIEHbI KaK 3aKOHHbIE.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

+ Bce npoayKTbl N3 HEMOJTHOrO CNMCKa 3anpeLLeHHbIX TEKAPCTBEHHbIX MPenapaToB U NULLEBbIX
[06aBoK

« [TpogykTbl, cogepxaline abenpy.

+ MpoayKTbl, copepXallne XOPMOHUYECKNUIA FOHaA0TPONKH YenoBeka (XMY) kak cpeacTeo ang
MOXYAEHMS NN KOHTPONS 38 BECOM NIMBO B COYETaHUN C aHAabOMMYECKMMM CTEPOMLAMU.

« [netnyeckue ,D,O6aBKVI n cpencTea PpaCTUTENbHOIO NPONUCXOXAEHUA, coaepXalline
CVIJ'IbHO,D,eVICTByIOUJ,VIe Mnn onacHble MHIrpPeaneHTbl.

« MponyKTbl, B ONMCAHUM KOTOPbIX COQEPXAaTCS NIOXHbIE 3a8BNEeHUs O NoJb3e AN 300PO0Bbs, HAaNpUMep
CPeAcTBa, 9kobbl CpaBHUMbIE MO 3PPEKTUBHOCTM C PELLENTYPHBIMU IEKAPCTBAMU MMM MHBIMU
NOLKOHTPOSIbHBIMU NpenapaTaMu.

+ MpoaykTbl, HE NpoLledLwne rocyfapCTBEHHYO cepTudmKaumio, B peknaMe KoTopbiX
Noapa3yMeBaeTCs, YTO OHM 6e30nacHbl UK 3GEKTUBHBI MPU NEYEeHUN Unu NpodunakTnke
3aboneBaHun.

° npOﬂyKTbI, B OTHOLWEHNN KOTOPbIX BBEAEHbI NPaBUTENIbCTBEHHbIE CaHKL NN nméo NPUHATbI
3anpeTuTenibHble Unn npenynpenntenbHble Mepbl CO CTOPOHbI KOHTPONMMPYIOWKWX OPraHoB.

+ MpopyKTbl, HAUMEHOBAHNS KOTOPbIX OYEHb MOXOXM Ha Ha3BaHMS 3aMNpPEeLLEHHbIX NMULLEBLIX 406ABOK,
dapMaLEeBTMYECKMX UMW UHBIX BELWECTB C KOHTPOSIMPYEMbIM 060POTOM 1 MOFYT BBECTU B
3abnyxpeHuve.

MoppobHyo nHbOPMaLMIO O 3anpeLLeHHbIX GapMaLEBTUYECKMX NPenapaTax 1 NULEBbIX o6aBKax
MOXHO HaWTK Ha canTe www.legitscript.com

JloxxHasa nHgpopmauma o 300poBbe

3anpelyaeTcs nybnnkoBaTb NPUNOXEHUS, COREPXKALLME CBA3aHHbIE CO 3[0POBLEM 3asiBNIEHNS, KOTOPbIE
BBOOAT B 3abny>XAeHME 1 NPOTUBOPEYAT NPU3HAHHBIM MELULMHCKMM haKTaM Uiv MOTyT NMPUYUHUTD
nonb3oBaTeNsM BpeL.

BoT npuMepbl Hanbornee pacnpocTPaHEHHbIX HapyLLUeHUN:

+ OBbMaHHble YTBEPXAEHMS O BakKLMHax (HanpuMep, 0 TOM, YTO OHM MOTYT U3MeHaTb OHK).


https://support.google.com/googleplay/android-developer/answer/13996367
https://support.google.com/googleplay/android-developer/answer/13996367
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
http://www.legitscript.com/
http://www.legitscript.com/

° I'IponaraHp,a OnacCHbIX, HEYTBEPXAEHHbIX METOLOB JIeYeHNd.

. I'IponaraHp,a Opyrnx onacHbix MEOAMLMHCKUX Npouenyp (HaanMep, KOHBepCI/IOHHOIZ Tepanvwl).

100% Cancer
Prevention

Finally, this is your
CANCER CURE!

LOADING...

1. MpunoxeHvie cConepPXnT OBMaHHbIE YTBEPXAEHNS, CBA3aHHbIE CO 3A0POBLEM UM MEQULMHOW
(3agBneHns 0 rapaHTMPOBAHHOM MPEfOTBPALLEHNMN U NIEYEHNIN PaKa).

MnaTexun — MeauUUHCKME YCIyru

[ns TpaH3aKUMI, CBA3aHHBIX C OKa3aHUEM PETYNMPYEMbIX MEAMLMHCKUX YCIYT, UCMONb30BaTh
nnaTexHyto cucteMy Google Play He HyxHo. MogpobHee o npaeunax Google Play B oTHOWeHUN
nnaTexemn

KOHTEeHT, ocCHOBaHHbIN Ha 611o0K4YenHe

Mo Mepe BbICTPOro pas3BUTHS TEXHOMOT UK BIIOKYENH Mbl CTPEMUMCS NPELOCTaBUTb AJ1S Pa3paboTUnKoB
nnaTdopMy, Ha KOTOPOW OHU MOFMN Bbl BHEAPATb MHHOBALIMM U CO3AaBaTh Honee ynobHbie 1
MMMEPCHBHbIE CEPBUCHI A9 NOMIb30BaTENEN.

B Lenax HacToswWero Npaeumia Mbl PACCMaTPYBAEM KOHTEHT Ha OCHOBE BriokyeliHa Kak
TOKEHWU3MPOBaHHbIE LdPOBbIE 06bEKTbI, KOTOPbIE CO3AAOTCH U UCMOML3YIOTCS MPY MOMOLLM
TexHonoruy 6rokyenH. Ecnv Balue NpunoxeHne COOEPXMUT Takon KOHTEHT, Bbl LOMKHbI COBMOLaTh
yKa3aHHble TpeboBaHus.

KpunToBanioTHble 6UPXU U NPOrpaMMHbIE KOLLESbKU

YT06bI NOKYNaTh KPUMTOBANIOTHI, @ TAKXe BNafeTb UM 0BMEHMBATLCS MK, HEOBXOLMMO MCMOb30BaTh
cepTnOULMPOBAHHbIE CEPBHCHI B OPUCAMKLMAX C 3aKOHOLATENbCTBOM, Perynpyowwmum obpalleHve
TakuxX BasoT.


https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions

Balue npuioxeHune Takxke JOMKHO COOTBETCTBOBaTb AENCTBYIOLLMM 3aKOHAM BCEX PEFMOHOB U CTPaH, B
KOTOPbIX OHO PacnpocTpaHseTcs. He nybnvkyiTe ero B permoHax unu cTpaHax, rae Ballv npopyKThl 1
cepsuchbl 3anpetyeHbl. Google Play MoxeT noTpe6osaTb OT BaC NPeRoCTaBnTb LOMNOHUTENbHYO
MHPOPMALMIO UM JOKYMEHTBI O TOM, YTO Balle NPUOXEHE OTBEYAET BCEM AENCTBYIOLLMM 3aKOHAM U
NNLEH3VMOHHBIM TPEBOBaHMAM.

Y3HalTe 6onblue 0 TpebOBaHUAX B OTAENbHbIX CTPAHAX.

MaWiHUHI KpUnNTOBanNIOTHI

3anpelyeHo nybnmMKoBaTh NPUITOXEHUS, NPEefHAa3HAYEeHHbIE A1 MalHUHIa KPUNTOBANIOT Ha
yCTPOWCTBaX. MPUNTOXEHWS, PETYNMPYIOLLME MAVHUHT KPUMTOBAIOT AUCTAHLMOHHO, Pa3peLleHbl.

Tpe6oBaHUs K NPO3Pa4YHOCTU NPU pacnpoOCTPaHEHUU TOKEHU3UPOBaHHBIX LiUPpPOBbIX 06BHEKTOB

Ecnu Balwe npunoxeHvie NpopaeT Unu No3BosSET NONb30BaTENSIM 3apabaTbiBaTb TOKEHN3MPOBAHHbIE
LUndpoBble 06BEKTHI, Bbl LOMKHbI COOBLUTL 06 3TOM Yepes GopMy Aeknapaunm GUHAHCOBbIX GYHKLMN
Ha cTpaHuue "KoHTeHT npunoxeHus" B Play Console.

[Mpn co3gaHnm KOHTEHTa ANg NPOAaXu Yepes NPUIoXKeHME Bbl OMKHbI YKa3blBaTb B CBEAEHUSAX O
KOHTEHTE, YTO OH NpeacTaBngeT cobon TOKeHI/I3I/IpOBaHHbIIZ Ll,MCprBOl;I 06bEKT. ﬂ,OﬂOJ’IHI/ITeJ'IbHy}O
VIHCPOpMaLI,VIIO MOXHO HanTW B cTaTbe Kak co3faTb KOHTEHT OJ14 npofaXu 4epes3 npunoxeHue.

3anpelyaeTca ynoMvHaTh B npuBnekaTensHon ¢opMe nim NpoaBUraTb BO3MOXHOCTb NOJSyYaTh AOXOL
yepes Urpy Unu TPENANHF.

JononHuTtenbHblie TpeboBaHusa k ucnonb3osaHuio NFT B urposon popme

YTO06bI PACNPOCTPaHATL NPUIOXEHWUS AN a3aPTHbIX UrP, paboTatlowme ¢ TOKEHN3MPOBAHHbIMM
undpoBbIMM 06bekTaMu, Hanpumep NFT, HyXXHO NONyYnTb paspelleHne, Nofas 3asBKy. 1o TpebyeTcs
cornacHo Mpaeunam Google Play B OTHOWEHWUN a3apTHBIX UIP, UTP U COPEBHOBAHWIA C peanbHbIMM
LEHEXHBIMU NPU3aMU.

Bo Bcex ocTanbHbIX NMPUNOXEHWSIX, KOTOPblE HE COOTBETCTBYIOT TPEOOBaHMSAM K MPUNOXEHUSIM A1S
a3apTHbIX UrP 1 He yKa3aHbl B pasfene Lpyrve nunoTHbIE UTPOBbIE NMPOEKTLI C PeasibHOM BasoToON,
HMKaKne 06BbEKTbI C AEHEXHON LEHHOCTBIO HE AOMKHbI MPUHMMATbCS B OBMEH Ha BO3MOXHOCTb
nonyuntb 06bekTbl NFT HenssecTHOW cToumocTu. O6bekTbl NFT, nprobpeTeHHble NONb30BaTENIMU,
LOOSDKHbI MPUMEHATHCS B UrPe ANs yNPOLEHNS ee NPOXOXAEHNS 1 YNyULleHNs UrpoBoro npoLecca.
HeponycTrMo, uTo6bl TakMe 06BEKTbI MCNONB30BANNCH A1 CTABOK UMW 3aKITHOYEHUS Napu B OOMeH Ha
BO3MOXHOCTb BbIMIPaTh NPU3bl PEasibHOM LEHEXHOW CTOMMOCTU, B TOM Yncne apyrue obbekTbl NFT.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHWI:

« MpunoxeHus, B KOTOPbIX NpogatoTcs Habopbl NFT 6e3 nHdopmaLmmn o ToMm, kakme 06bekTbl NFT B HUX
BKJTIOYEHbI U KaKOBa LLIEHHOCTb COAEPXUMOTO.

« CMynaTopbl a3apTHbIX Urp, Tpebytoww e onnaTy 4SS Hayana Urpbl M NPeLoCTaBnsAoWmMe B KaYeCcTBe
BO3HarpaxpgeHus oobekTbl NFT.

KOHTeHT, co3paHHbIN UCKYCCTBE€HHbIM UHTEJ1JTIEKTOM

Mopenu reHepaTUBHOIO NCKYCCTBEHHOIO MHTENNEKTa CTaHOBATCA AOCTYMNHEE, U pas3paboTumkn MoryT
BHELPATb UX B NMPUMNOXEHMS, YTOBbLI NOBbLIWATb YA06CTBO CBOUX NPOAYKTOB M BOBNEYEHHOCTb
nonb3oBaTenen. Mbl XOTUM, YTOObl KOHTEHT, CO3[aHHbIM C NMOMOLLbIO TaknUxX Mogenen, 6bin 6esonaceH
[NS BCEX, @ NOMyYeHHbIe OT3bIBbl YUUTLIBANMUCH NPU AaNbHENLLEM PA3BUTUN NPOLYKTOB.

KoHTeHT, COBHaHHbIﬁ UCKYCCTBE€HHbIM UHTENIEKTOM

KOHTEHT, CO3[aHHbIN UCKYCCTBEHHbBIM MHTENNIEKTOM, FEHEPUPYETCH MOAENAMU reHepaTMBHOro MW Ha
OCHOBE 3ampoCcoB nosib3osarenen. Mpumepsi:


https://support.google.com/googleplay/android-developer/answer/16329703
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots

+ TEKCT, KOTOPbIM co3aaeTcs YaT-60ToM C reHepaTuBHbIM M B npouecce 06LeHnsa ¢ Nonb3oBaTenem,
ecnuv Takoe obLeHne ABNAeTCs OCHOBHOW GpYHKLMEN NPUOXEHNS;

. M306pa)KeHVI9| n BNOeo, KOTopble reHepunpyrTCa MCKYCCTBEHHbBIM NHTENNIEKTOM Ha OCHOBaHUN
TEKCTOBbIX, rpadryecKnx UM rofioCoBbIX 3anpOCoB.

[Ons obecneuyeHns 6€30MacHOCTM NONb30BaTENEN U B COOTBETCTBUM CO CHepor [eNCTBUS NPaBi
Google Play npunoxeHus, cozgatole KOHTEHT C UCMOSIb30BaHNEM UCKYCCTBEHHOrO MHTENNEKTa,
LOMKHbI OTBEYATb NpaBunam s pa3paboTumkos npunoxexuii B Google Play. B uacTHoCTy,
MPUNOXEHNSM HENb3S FEHEPUPOBATb 3aMpPeLLEHHbIN KOHTEHT, HAaNPUMEpP CNOCOBCTBYOLNN
SKCMNyaTauuy eTen NN HaCUIMIO Haf HUMK, @ Takxe BBeAeHWo B 3abnyxaeHue.

OTpacneBble pekoOMeHpaLmMmM Mo obecneyeHnto 6e3oNacHOCTM NPUNOXEHMI Ha 6a3e reHepaTUBHOIO
MW Bbl HarpgeTe B 3Tol cTaThbe CNpaBOYHOro LEHTPA.

MPUNOXeEHNS, CO3AAIOLLIME KOHTEHT C NMOMOLLbIO W, LOMKHBI MPEeRoCTaBAATh NOMb30BaTENIM
BO3MOXHOCTb OTMEYaTb OCKOPOUTENbHbIE MaTepurarbl Unv coobLaTb O HUX pa3paboTumkam, He
BbIXOAS M3 NpunoxeHus. PazpaboTurkam crefyeT UCMonb30BaTh Xanobbl Nonb3oBaTeNen B Ka4ecTse
MCTOYHUKA UHPOPMaLMK AN GUNBTPALLUM KOHTEHTA 1 MOLEPALMM B CBOUX MPUIOXEHMSIX.

MHTeJ'IJ'IeKTyaJ'IbHaﬂ COBCTBEHHOCTb

3anpelyaeTcs HapylaTb YbM-NMBO NpaBa Ha MHTENNEKTYaNbHY0 COBCTBEHHOCTb (TOBapHbIE 3HAKM,
aBTOPCKME NpaBa, MaTeHTbl, KOMMepPYeCcKme TalHbl U T. 4.), @ TakXKe Moo PATh HapyLIeHWe 3TUX Npas
unm cnocobcTBOBaThL eMy. 3anpeT KacaeTcs Kak MPUIOXEHWN, Tak U akkayHTOB pa3paboTumKoB.

Ecnu Ham cTaHeT M3BECTHO O NOJOGHBIX MaTepuanax, Mbl MPUMEM HEOBXOLMMbIE MepbI. YTOObI
COO0BLWMNTb O HAapYLWEHUN aBTOPCKMX NPAB U1 NOMYyYUTb AOMNONHUTENbHYO MHbOPMaLMIO, ClnepynTe
HaLWM UHCTPYKLMSAM MO yAaNeHno KOHTeHTa n3 Google

YT06b1 NOAATH Xanoby Ha NPUNOXEHWE, B KOTOPOM NPOAAIOTCA UMW PEKNTaMUPYIOTCS NOAAENbHblE
TOBapbl, 3aMoNHUTE 3Ty GopMy

Ecnv Bbl BNagenew, TOBapHOroO 3Haka M BaM KaXKeTcs, YTO OH HE3AaKOHHO UCMONb3YETCS B MPUIIOXEHUY,
KOTOpOe pacnpocTpaHseTcs Yepe3 Google Play, pekomeHayeM cHauana 06paTnTbes K paspaboTumky
3TOro NPUNOXeHWs. ECiiv 3To He MOMOXET YCTPaHWUTb HapyLeHWe, OTNpaBbTe Xanoby Ha He3akoHHoe
MCMOMb30BaHWE TOBAPHOIO 3HaKa C MOMOLLbIO 3TON GOPMbI

Ecnv y Bac ecTb NMCbMEHHOE pa3peLueHne OT NPaBoO6IafaTens, TO UHTENEKTYaNbHYHO
COBCTBEHHOCTb (BpeHL, NoroTmn 1 rpadpuyeckne 06beKTbI) MOXHO UCMONL30BaTb B MPUIOXEHUMN UK
Ha ero cTpaHuue. Oba3aTenbHO CBIXMTECH C KOMaHaou Google Play  nepep nybnukaunen
MPUNOXEHWS, YTOBbI €r0 He OTKIOHUIN 3@ HapYLLIEHNE aBTOPCKUX NPaB.

He3akoHHOE Ncnofib3oBaHME KOHTEHTA, 3aLULL,EHHOrO ABTOPCKUM NpaBOM

3anpelyaeTcs HapyLaTb YyXune aBTopckue npaea. IaMeHeHne MaTepranos, 3alluLieHHbIX aBTOPCKUM
NpaBoM, TakxXe MOXET NPUBECTU K HapyLWeHMo. B HEKOTOPbIX Cryyasx pa3paboTUnKM LOMXKHbI
[loKasaTb CBOE NPaBO Ha UCMOJIb30BaHME TOTO MM MHOTO aBTOPCKOrO KOHTEHTA.

He pekomMeHayeTcd ncnonb3oBaTb l-Iy)KOl;1 KOHTEHT Ong neMOHCTpaunmn BO3MOXHOCTEWN CBOEro
NPUNoXeHn4d. bBesonacHee Bcero co3patb OopuUrnHanbHbl€ MaTepuUanbl.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

+ O6NIOXKMN My3bIKalbHbIX arlbOOMOB, BULEOUTP U KHUT.
+ PeknamHble n3obpaxeHns 3 GpUnbMOB, Cepranos, TeNenepenay uim BUAEOUrp.

. l/I306pa>KeHm| NN 3aCTaBKN N3 KOMUKCOB, MyJ'Iqu)I/IJ'IbMOB, CI)VIJ'IbMOB, BUOEOKITNMOB, Cepvlanos nnum
Tenenepegau.

» JNloroTtunsl YHUBEPCUTETCKUX UNN ﬂpOCI)eCCVIOHaJ'IbeIX CNOPTUBHbIX KOMaHL.


https://support.google.com/googleplay/android-developer/answer/10146128
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/16353813
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428

« doTorpadum U3 NPoPuns N3BECTHOIO YENIOBEKA B COLMANbHOM CETH.

» ®oTorpadum N3BECTHOrO YENOBeKa, CHATbIE NpodecCrMoHanbHbIM GoTorpadom.

» PenpofyKumn KapTuvH, 3alULLEeHHbIX aBTOPCKUM NPaBOM, UK KONWUKU, HEOTAIMYMMbIE OT OpUrMHana.
» Aypmosanucu n3 matepuanos, 3almLLeHHbIX aBTOPCKUM NPaBOM.

« Konun nnn nepeBobl KHUT, HE ABNAOWNXCA 0BLLECTBEHHbBIM [OCTOSHMEM.

MoowpeHre HapyLLEeHNs aBTOPCKUX NPaB

3anpelueHo ny6nmMKoBaThb NPUIOXKEHNS, MOOLLPAIOLLNE HAapYLIEHNE aBTOPCKMX Mpas Ui
cnocobcTayloLe 3TOMy. ECIiv Bbl HE YBEPEHbI, YTO BaLle NMPUIIOXKEHNE HE HAPYLLAET 3TO NPaBuUIIO,
obpaTnTeCh 3a COBETOM K IOPUCTY.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEHUN:

« MpunoxeHuns nng NOTOKOBOW Nepefayn BULEO UK ayamno, KOTOpbie NO3BONSAIOT 6e3 paspelleHms
CKayaTb KOMMIO KOHTEHTA, 3aLLMLEHHOTO aBTOPCKMM MPaBOM.

+ MpunoxeHus, No3BoNsIOLLME CNyLWaTbh, CMOTPETb 1 CKauMBaTb My3biKy, BUAEO U APYroi KOHTEHT B
06x0[, 3aKOHa O 3alluTe aBTOPCKUX NPaB:
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(D B onuncaHnm 3TOro NPUIOXEHUs NOMb30BaTENAM MPEAiaraeTcs CKaumBaTh KOHTEHT, 3aLUMLLEHHDIN
aBTOPCKMM NMpaBoM, 6€3 COOTBETCTBYIOLLErO paspeLleHns.

@ CKpVIHIJJOT B ONMCaHNN STOr0 NPUNOXEeHUA Npun3bliBaeT nonb3oBaTenen ckaymsaTtb KOHTEHT,
3aLUMLLEHHbIN aBTOPCKUM NPaBoM, 683 COOTBETCTBYIOLENO paspeLleHus.

HapyLlueHune npaB Ha TOBapHbIN 3HaK

3anpelyeHo ny6nmMKoBaTh NPUIIOXEHNS, HapyLlatoL e NpaBa Ha TOBAPHbIN 3HaK. TOBapHbIM 3HAKOM
Ha3bIBAIOT C/TOBO, CUMBOJT UM UX COYETaHUE, YKa3biBalOLWME Ha MPOV3BOAUTENS TOBapa Wiu
nocrasLumka ycnyr. OH faeT BNafenbLy UCKMOUNTENbHbIE MPaBa Ha ero UCMONb30BaHNe
NPUMEHUTENBHO K [laHHOMY TOBapy Ui ycnyre.

HapyleHneM gaHHbIX MPaB CYMTAETCS HEHAANEXALlee UM HECAHKLMOHUPOBAHHOE UCMONb30BaHME
MOEHTUYHOrO NGO OYEHb MOXOXErO TOBAPHOIO 3HAKa C Lenbio AaTb HEBEPHOE NpeacTaBfieHne oo
WCTOYHUKE NpopykTa. Ecnn B BalweM NpunoxeHnn NpucyTCTBYIOT TOBapHbIE 3HAKN APYTUX MPOAYKTOB,
KOTOpble MOryT BBECTU NONb30BaTeNEN B 3ab1yXAEeHME, OHO MOXET ObITb 3a6NOKMPOBAHO.



MNoppenbHble ToBapbI

3anpeLleHo nybnnmkoBaTb NPUTOXEHUS, B KOTOPbIX MPOQAITCA UM PEKSTAMUPYIOTCS NOALENbHbIE
TOBapbl. Peub naeT 06 M3nenmsax, Ha KOTOPbIX eCTb 0603HAYEHNS, MAEHTUYHbIE YYXXMM NloroTunam /
TOBaPHbIM 3HAKaM MMM OYEHb MOXOXME Ha HUX. DTO NO3BONAET BblgaBaTb NOAAENbHbIV TOBAP 3a
NOASIUHHBIN.

HapyweHne koHduaeHummanbHOCTH, 3noynotpebneHne
pecypcamMun yCTpOMUCTBa 1 MOLLEHHNYECTBO

KoHbupeHumanbHoCTb nosb3osatesnen 1 6€30MacHOCTb CEPBUCOB OYEHb BaXKHbI AN Hac. MoaToMy B
Google Play cTtporo 3anpetiaetcs nybnmkoBaTh BPELOHOCHbIE, MOLLEHHUYECKWE U Apyrue
MPUNOXEHNS, KOTOPblE HEAOMYCTUMbIM 06PA30M UCMONbB3YIOT PECYPChI CETU UM YCTPOWCTBA, a Takxke
nepcoHasbHble faHHbIE.

[laHHblE NONb30oBaTENS

Bbl 4OMKHBI TOYHO M NOLPOBHO ONMcaTb, kKak obpabaTbiBaeTe Nosb30BaTeNIbCKMe AaHHble, HanpUMep
nony4YeHHble OT Hero unu cobpaHHble BaMu, B TOM uncie uHdopmaumio ¢ yctponcts. Obg3aTensHO
coobwuTe, Kak 1 ong Yero Bbl bypeTte cobupaTtb, 06pabaTbiBaTh M UCMOMNb30BaTb 3TW AaHHbIE, a TakXe
nonyyaTb ¥ NPEAOCTaBAATb K HUM [OCTYM. Icnonb3oBaTh Takyo MHGOPMaLUIO B LieNIsX, O KOTOPbIX Bbl
He 3asBunK, 3anpeLLeHo. Jliobas 06paboTka NNYHbIX 1 KOHPUAEHLMANbHBIX MONb30BaTENbCKMUX AaHHbIX
TaKXe [OMKHA OCYLLECTBAATLCS B PaMKax LOMONHUTENbHbIX TPEOOBaHMN, yKa3aHHbIX B pasaene
"JTnuHble N KOHPUAEHUWanbHble NONb3oBaTeNbCKNE AaHHbIE" HMUXe. [ToMUMO 3TuX 1 gpyrux MNpasun
nporpammbl Ang paspabotunkoB Google Play, Bbl BOMKHbI BCe BpeMs CObMtofAaTh 3akOHbI O 3almTe
LaHHbIX N KOHOUAEHLNANBHOCTY, [EUCTBYIOWME B IOPUCAMKLUSX, FLE Bbl PAcNpOCTpaHseTe CBOU
NpoAyKTbl UM cepBuChl. Hanpumep, ecnw Bbl NpepfiaraeTe CePBUCHI NONb30BaTeNsM U3 EBponeickoro
C01033, U3y4nTe pekoMeHAaLuUM No 3alMTe NePCOoHanbHbIX AaHHbIX HA MOBUAbHbBIX YCTPOWUCTBAX
NPUHSTbIE GPaHLy3CKUM HaA30PHbBIM OPraHOM Mo 3awuTe gaHHbIx (CNIL).

Ecnv B BaleM NpuUnoXeHUn eCTb CTOPOHHMI Kog, (Hanpumep, SDK), ybegutech, Y4To 3TOT Kopf, a Takxke
npouecchbl 06paboTkK NONb30BATENbCKMX AaHHbIX HA CTOPOHE ero NoCcTaBLLMKa COOTBETCTBYIOT
MpaBunam NporpamMmsbl A8 pa3paboTunkos NpunoxeHu B Google Play, B ToMm uncne TpeboBaHusM 06
MCMNOJb30BAaHMUM 1 PackpbITUM MHbOpMaLMKU. HanpuMep, Bbl AOMKHbI YAOCTOBEPUTLCS, UTO NOCTaBLLMK
SDK He npogaeT nnyHble 1 KoOHbUAEHLManbHble NONb30BaTENbCKME faHHbIe, MONyYeHHbIe U3 Ballero
npunoxeHus. 3To TpeboBaHWe AeCTBYET BHE 3aBUCMMOCTM OT TOTO, NepenatoTCs N
nonb30BaTeNIbCKME faHHble MOC/E OTNPAaBKM Ha CePBEpP UM B Pe3ynbTaTe BHELPEHUS CTOPOHHETO
KoLa B Balle NPUSIOXEHNME.

JInyHbIE N KOHCI)M,D,eHLI,MaJ'IbeIe noJib3oBaTeJ1IbCKUE OaHHbIE
OMonHbIM TEKCT NpaBun

K nnYHbIM 1 KOHOUAEHLUMANbHLIM NOSIb30BATENBCKMM [AHHBIM OTHOCUTCS B TOM Yncne nHbopmaums,
no3BONAOLWaN MAEHTUPULMPOBATb IMYHOCTb, PMHAHCOBBIE, NIATEXHbIE N YYETHbIE AaHHbIE,
TenedOoHHasa KHUra, KOHTaKTbl, JaHHble 3BOHKOB 1 SMS, faHHbIe 0 300pOBbe  , AaHHbIE MNaTPOPMbI
"3p0poBbe 1 CnopT" , AaHHbIE O MECTOMOMIOXEHUN YCTPOMUCTBA W CAUCKE APYrvX NPUIOXEHWUN Ha
YCTPOWCTBE, faHHbIE MUKPOPOHA 1 KaMepsbl, a Takxe Apyras KoHduaeHumanbHas nHGopmaums 06
YCTPOWCTBE WM €ro UCMonb30BaHUW. ECiv Balle NpunoXxeHne NCNonb3yeT TakMe CBELEHNS, OT BacC
TpebyeTcs cnepyouee:

+ OrpaHuumBaTh LOCTYM K IMYHBIM U KOHOUAEHLMANBHBIM MONIb30BATENBCKUM AaHHbIM, MOMYYEHHbIM
yepes NPUNOXeEHWE, a Takxke UX C60op, NCMOMNb30BaHUE U Nepeaayy. DT AENCTBUS [OMYCKaOTCs
TONbKO AN NPEROCTaBAEHMs GYHKLMI CEPBUCA UMM MPUIOXEHUS, @ TakXe B Lensx,
COOTBETCTBYIOLMX MPABUIIaM U He HapyLLaoLWMX 060CHOBaHHbIE OXMAAHMS NOMb30BaTeNeN.


https://www.cnil.fr/en/mobile-applications-cnil-publishes-its-recommendations-better-privacy-protection
https://www.cnil.fr/en/mobile-applications-cnil-publishes-its-recommendations-better-privacy-protection
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://developer.android.com/training/location
https://developer.android.com/training/location

° anIJ'IO)KeHVIﬂ, ncnonb3yowme nnyHble n KOHq)I/I,D,eHLI,I/IaJ'IbeIe nonb3oBaTeNbCKNUE OaHHble ON4
NOKa3a peknaMbl, OOJKHbI COOTBETCTBOBATbL NpaBkiaM pa3MeLLeHnsa peknambl

« [laHHble pa3peLLeHo nepenaBaTh, ECNM 3TOro TPebyeT AenCTByoLee 3aKOHOAATENBCTBO
(Hanpumep, No 3aNpoCy rocopraHoB) UM CAESKa NO CUAHMIO U NPOAaXe akTUBOB. Bbl JOMXKHbI
yBELOMUTb 06 3TOM MOMb30BaTENEN LPUANYECKN NpUemMnemMbiM cnocoboM. Kpome Toro, nepegaya

OaHHbIX BO3MOXHa NMoCTaBLWKaM yCrnyr

« ObpabaTbiBaTb BCE IMYHblE U KOHPUAEHLMANbHbIE AaHHbIE NONb30BaTENEN 6e30nacHbIM 06pa3oM, B
TOM YKUCNE C NPUMEHEHNEM COBPEMEHHbIX METOLOB WNPPOBaHNS, Hanpumep npotokona HTTPS.

+ o BO3MOXHOCTM 3anpallinBaTh JUHAMUYECKME PA3PELLUEHNS, MPEXAE YEM UCMONb30BaThb faHHbIE,
LOCTYM K KOTOPbIM perynupyeTcs paspelueHmsamu Android

* He npopasaTb JIMYHbIE U KOHq)VIJJ,eHLI,VIaJ'IbeIe nonb3oBaTeNbCKMe AaHHbIE.

« "Mpopaxa" nogpasymMeBaeT OOMeH UK nepefady Takmx AaHHbIX TPETbUM NiML,aM

NosnyyYeHns LEHEXHOro foXxoaa.

C Lenbio

- Ecnu cBom nnuHble 1 KOHdUAEHUMaNbHbIE faHHbIE NEPEfaeT caM MNoJib30BaTellb, 3TO He
cumTaeTcs npopaxen. MprMepbl TaKUX CUTYaLMIA: B MPUIOXEHUN eCTb GYHKLMS ANs nepefayn
bannos TPETbUM NULLAM; NPUMIOXKEHWE NPefHa3HaYeHOo A8 NPOBEeAeHUs HayYHbIX
MCCNEROBaHUIA, U AaHHbIe OTNPAaBNAIOTCS B 3TUX LIENSIX.

(¢ Ha yTo 06paTuTbL BHUMaHUe

Do

Have a valid privacy policy in both the app's store
listing and within the app itself.

Disclose your data collection and sharing practices in
the Play Console's Data safety section.

Obtain clear, affirmative user consent before
collecting any personal or sensitive data.

Protect all user data with appropriate security
measures, including modern cryptography for data in
transit.

Only collect and use data that is necessary for your
app's functionality.

Allow account deletion. This must be available both in-
app and on an external web resource.

Don't

Don't provide misleading or inaccurate information
about your data practices.

Don't collect data that is not critical to your app's core
purpose.

Don't sell personal and sensitive user data.

Don't violate child safety policies. If your app is for
children, you must comply with the Google Play
Families policy, which includes specific rules for
handling user data.

Don't collect data without the user's consent or
manipulate them into giving it.

Don't neglect account deletion. Provide a clear and
easy way for users to delete their accounts and data.
Account freezing is not a valid substitute.

PaCKprTMe MHCI)OpMaLI,MM M pa3pelleHne Ha NCnoJib3oBaHME OaHHbIX

[} KpaTkoe onucatue npasun

Mpasuna Google Play ycTaHaBnuBatoT cTporne TpeboBaHus k 06paboTke KOHGUAEHUMANBHOW TIMYHON
MHGOPMaLMM 1 [aHHbIX C YCTPOMCTBA, OCOBEHHO ecnn ux cbop Mnm NCNob30BaHNE MOTYT GbiTb HEOYEBMAHDI
Ans nonb3osatens (Hanpumep, Npu c6ope AaHHbIX B GOHOBOM pexuMe). 3anpaLumnBaTh paspeLeHns u cornacme
MOXHO TOJIbKO 10C/1e TOTO, KaK Bbl MOKaXeTe B NPUIIOXEHUN YeTKOe 1 3aMeTHoe yBefomMreHne. OHO AOMKHO
ncyepnbiBatoLle 06bICHATb, Kak UMEHHO Bbl NMOJTyYaeTe JOCTYN K AaHHbIM, 3a4eM X cobupaeTe, kak
ucnonbayeTe U C KeM AennTeck. [Nocne Toro kak nonbL30BaTenb 03HAKOMUTCS C yBEJOMIIEHVEM, Bbl 0653aHbI


https://support.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
https://developer.android.com/guide/topics/permissions/overview
https://developer.android.com/guide/topics/permissions/overview
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335

MoNy4nTb ero ofHo3HauyHoe cornacue. OT Hero TpebyeTcs SBHOE, akTUBHOE AeNCTBUE — 3TO rapaHTUs TOro, YTo
ero Bbl6op 6bln OCO3HAHHBIM.

ONonHbIM TEKCT NpaBun

Ecnv Balle npunoxeHue cobnpaeT, UCNONb3yeT U NepefaeT NMYHble Y KOHUAEHLUaNbHbIe
NoSb30BaTENbCKME AaHHbIE B LIENX, KOTOPbIe MOTYT HE COOTBETCTBOBAaTb 0BOCHOBaHHbLIM OXMAAHUAM
nonb3oBaTenemn ot NPoAyKTa unu dyHKLMn (HanpuMep, ecnu c6op MHGOPMaLMM NPOXOAUT B GOHOBOM
pexwuMe), BaM HEOBXOAMMO BbINONHUTL TPEBOBAHNS HUXE.

PackpbiTve uH$opMaLuu. Bbl BONMKHbI YKa3aTb B NPUIOXEHUN CBeaeHus o cbope,
MCMonb3oBaHUM U Nepefaye NMYHbIX faHHbIX. [N TaKUX CBeAeHU AeNCTBYIOT crnegylowme
TpeboBaHus:

)

MH¢OpMaLI,I/I9| LOMKHa BblTb B CaMOM NPUNOXEHNN, a HE TONbKO B €ro ONMCaHnn nnn Ha caute.

.

VMHpopmMaLmsa gonxkHa oTobpaxaTbCs NPy 06bIYHOM UCMONb30BAHMMN NMPUITOXEHNS, 6€3 BbI30Ba MEHIO
WM HaCTPOEK.

B MHdopMaLmm JONKHO BbITb YKa3aHO, Kakue faHHble UCMONb3yeT UK COBUPAET NPUIOXEHNE.

B Hen OOJIKHO 06BACHATLCS, Kak UIMEHHO npunoxeHne NcnonibldyeT n nepenaeT AaHHble.

MH¢OpMaLI,I/I9| HE MOXET CoAepXaTbCya TONbKO B NOJINTUKE KOH¢I/I,D,eHLI,I/IaJ'IbHOCTI/I nnmn ycnoeumax
MCnonb3oBaHU4A.

.

VIHpopMaL s He MOXET BKITIOYATbCS B COCTaB APYrMX CBEAEHWN, HE CBA3aHHbIX C BOMpocaMu cbopa
NINYHBIX M KOHOUAEHLMANBHBIX faHHBIX MONb30BaTENEN.

Cornacue nonb3oBaTenen U AUHaMMYeckue paspelueHus. Bbl fomkHbI 3anpocuTb cornacue
nonb3oBaTens U fUHaMUYECKoe paspeLueHne cpasdy nocsie nokasa coobleHns 0 packpbiTUK
uHpopMaLUN, COOTBETCTBYIOLErO YKa3aHHbIM paHee npaBunaM. lns sanpoca AeNCTBYOT
crnepylolwme npasuna:

3anpoc OOJIKEeH 6bITb Cq)OpMyJ'IVIpOBaH npenenbHO ACHO U npencTas/ieH B OTAE/IbHOM OManoroBoM
OKHe.

.

Cornacue nonb3oBaTens JOMKHO NOATBEPXAATbCH AEeNCTBUEM (HAanpUMeEp, HaxaTUeM KHOMKWU Un
YCTaHOBKOM draxka).

CI/ITyaLl,MM, KOorga nosib3oBateslb HaMePEeHHO Unn cnyqa|7|Ho 3aKpbiBa€T OKHO C 3anpoCcoMm, B TOM
yncne HaxaTtmem B gpyroMm Mecte unu KHOMKOM BO3BpaTa Ha rnaBHbIN 3KpPaH, He MOryT CUnTaTbCA
cornacuem.

ABTOMaTUYeCKU 3aKpbiBatowmnecd 3anpocChbl (HaanMep, no ncTevyeHnn onpeneneHHoro BpeMeHVI) He
MOryTt ObITb cpencTBoM nony4vyeHuna cornacus.

.

3anpoc fomkeH 6biTb CHavana ofobpeH nons3oBaTteneMm. TOMbKO MOCEe 3TOro Balue NPUIOXeHNe
MOXEeT NoNy4YnTb AOCTYN K INYHbIM U KOHq)I/I,D,eHLI,I/IaJ'IbeIM nonb30BaTENIbCKUM OAaHHbIM UMW Ha4YaTb UX
cobuparb.

MPUNOXEHNS, B KOTOPbIX NYHbIE 1 KOHOMAEHLNANbHBIE NOIb30BATENBCKME faHHble 06pabaTbiBaloOTCS
6e3 cornacus nNonb3oBaTesNs Ha APYrux NPaBoBbiX OCHOBAHUSX, AOMKHbI COOTBETCTBOBATb
LENCTBYIOLWMM IOPUANYECKMM TPeBoBaHMAM 1 COaep)XaTb He0BX0aMMbIE COOBLLEHNS O PACKPbITUN
I/IHq)OpMaLI,VII/I, B TOM yucne COO6LLLeHVIFI B CaMUX NPUNOXEHUAX, Tpe6yeMb|e COrnacHo aTnM npasunam.
TakMM OCHOBaHMEM MOXET BbITb 3aKOHHbIN MHTEPEC B paMkax [eHepanbHoro pernamMeHTa EC o 3awute
nepcoHanbHbiX faHHbIX (GDPR).

YTO6bI NPUBECTM NPUNTOXEHUE B COOTBETCTBMNE NPaBUIIaM, Mbl PEKOMEHLYEM BaM NPUAEPXKNBATLCS
cnegytowero popmata, korga TpebyeTcs packpbiTb MHGOPMALMIO:

+ "[HasBaHue npunoxeHus] cobrpaeT/nepenaeT/CUHXPOHU3MPYET/XPAHUT [T1N AaHHbIX], 4TO6bI
obecneunTb paboTy [kakon ¢yHKuMK] [B Kakmux cryyasx]”.

« Mpumep. "Fitness Funds cobupaert faHHbie 0 MECTONOIOXEHUM, YTOObI OTCIEXMBATL BaLLy
¢I/I3M"I6'CK_}/!O aKTUBHOCTb, 4aXe Korha rnpuiioxeHne 3aKpbiTo Ui He UCMNOoJIb3yeTcs, U 4TObbI



r1o4LAepXnBaTh rMokas peksiamsi".

« Mpumep. "Call Buddy cobupaet, cuntbiBaeT v 3anMnChIBAET JaHHBIE O BbI30BAX, YTOObI UMETb [JOCTYI
K KOHTaKTaM, Jaxe KOrga rpunoxeHne He ncrosbsyercsa”.

Ecnu B BalleM NpUoXeHUM UCMONb3yeTCs CTOPOHHUI ko, (Hanpumep, SDK), npegHasHaueHHbIN ons
c60pa NNYHBIX N KOHPUAEHLMANBHBIX NMOMb30BATENbCKUX [AHHbIX, Bbl LOJKHbI IPELOCTaBUTb
LOCTaTOYHble JOKa3aTeNbCTBa TOro, YTO Balle NPUIIOXKEHME He HapyLlaeT TpeboBaHWs 13 pa3gena
"PackpbiTve nHbOpMaLUN 1 paspeLleHne Ha UCNOb30BaHMe OaHHbIX" HACTOSLWMX NpaBu.
MpunoxeHne [OMKHO COOTBETCTBOBATb B TOM UYMCIIE NMOMOXEHMWSIM, CBA3aHHbIM C JOCTYMNOM K OAaHHbIM,
a TakXe NX COopPOoM, NCMONb30OBaAHMEM U NEpefayelt C MOMOLLbI CTOPOHHEro kofa. [lokasaTenbCcTBa
Heobxo4MMO OTNPaBUTL B TEYEHWE ABYX HELENb U APYroro nepuona (ecnu oH ykasaH) nocne
nonyyeHuns 3anpoca ot Google Play.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

« MpunoxeHne cobrpaeT faHHbIE O MECTOMONOXEHUN YCTPOWUCTBA, HO HE COREPXUT 3aMETHOrO
yBefoMeHus 06 NCMoNb30BaHUM UX NPUSTOXEHNEM B GOHOBOM PEXUME U/UIN O TOM, AN KaKow
bYHKLMMN HYXXHbI 39TU AaHHbIE.

« MpunoxeHue 3anpalmrBaeT LUHAMUYECKOE Pa3peLleHne Ha LOCTYN K LaHHbIM L0 PacKpbIT1S
MHOOPMALMU O TOM, A1 YETO UCMONbB3YIOTCS 3TW OaHHbIE.

+ MNpunoxeHne nosyyaeT [OCTYN K CNUCKY YCTAHOBIEHHbIX NMPUIOXEHWUI NONb30BATENS U HE
06pabaTbiBaeT 3TV faHHblE KaK JIMYHbIE UM KOHOUAEHUNANbHbBIE B COOTBETCTBUM C MOIUTUKOM
KOHOULEHLMANBHOCTH, NPaBuiaMn 06paboTKM AaHHbIX, @ TAKXKe COrflacHO TPebOBaHMAM K
PacKpbITUIO MHGOPMALMM 1 Pa3PELLEHMIO HA UCMOSTb30BaHME [aHHbIX.

« [MpunoxeHue nonyyaeT LOCTYN K CAMCKY KOHTAKTOB NOMb30BaTENS U He 06pabaThiBaeT 3TW LaHHbIe
KaK NInYHble Unn KoHOMAEHUMANbHbIE B COOTBETCTBUM C MONUTUKOM KOHOMAEHLMANbHOCTH, @ TakXe
TpeboBaHNAMU K 06PabOoTKe AaHHbIX 1 Pa3peLleHNo Ha NCMONb30BaHNE OaHHbIX.

° I'Ipmnoerme 3anncbiBaeT AaHHble, KOTOPblE NOABNAOTCA Ha 9KpaHe, 1 He o6pa6aTb|BaeT MX Kak
JTNYHbIE NN KOH¢VI}J,eHL|,VIaJ'IbeIe B COOTBETCTBMU C HaCcTOAWMMN NpaBuniamun.

+ MpunoxeHne cobrpaeT faHHble O MECTOMOMOXEHUN YCTPOWUCTBA , HE PACKpPbIBasi, 4SS YEro OHW
HY>XHbI, ¥ HE MOMyYas Cornacue nosib30BaTenNs B COOTBETCTBUN C MPUBEAEHHBIMU Bbille
TpeboBaHUAMM.

+ MpunoxeHune NCNONb3yeT OrpaHNYEHHbIE pPaspeLleHns B GOHOBOM pexume (B TOM uncne gns
OTCNEXUBAHWS UMW B UCCNIEQ0BATENIbCKUX UM MAPKETUHTOBbIX LeSISX), HE PacKpbIBas, 418 YErO OHU
TpebytoTCs, 1 He Noyyas cornacue nosib30BaTeNs B COOTBETCTBUN C NPUBEAEHHBIMU BbILLE
TpeboBaHUAMM.

« MpunoxeHue ncnonbayeT SDK, KOTOPbIM COBUPAET IMYHbIE U KOHPULEHLMASbHbIE
NoNb30BaTeNIbCKME [aHHblE U HE 06PabaTbIBAET MX COrMACcHO NPaBUnaM B OTHOLEHUM
MoNb30BaTENIbCKUX AaHHbIX, TPEOOBAHMSAM K PAcKpbITUIO MHGOPMALMU N Pa3peLEHMIO Ha
MCMONb30BaHWeE JaHHbIX, @ Takke TPeboBaHUSM K 06paboTke faHHbIX (BKOYas 3anpeT Ha Npoaaxy).

I'Io,u,po6Hee O pacKpbITUKN MHCDOpMaLI,VIM N paspeweHn Ha ncnonb3oBaHMe gaHHbIX...

OrpaqueHme JOCTYynMNa K NMMYHbIM U KOHCIDVI,EI,eHLl,I/IaJ'IbeIM OaHHbIM

[} KpaTkoe onucatue npasun

B Google Play pencTBytoT onpepeneHHble orpaHnyeHus ans npunoXeHun, Kotopble obpabaTbiBaloT
dUHAHCOBbIE [aHHbIe, KOHTAKTHYIO MHGOPMALMIO UMK MOCTOSIHHbIE MAEHTUdMKATOPbI. HUKOrAa He packpbiBanTe
dUHaHCOBbIE faHHbIe N HOMEPa O0pMLManbHbIX YAOCTOBEPEHUI IMYHOCTY. 3anpeLieHo 6e3 paspeLleHus
ny6anKoBaTb JIMYHYIO KOHTAKTHYIO MHOPMaLMIO Apyrux ntofen. B npunoxeHunsx ons neten Heo6xoanumo
1mcnonb3oBaTb ofobpeHHble SDK. MpunoxeHus, CBA3bIBalOLWME NOCTOSHHbIE UAEHTUDUKATOPbI C APYrMMA
AaHHbIMY, LOMKHbI MCTIONB30BAaTLCS A5 ONPEefeneHHbIX Lienel, CBA3aHHbIX C TenedoHNen unm ynpasneHnem


https://developer.android.com/training/location
https://developer.android.com/training/location
https://support.google.com/googleplay/android-developer/answer/11150561

KOPMopaTMBHBIMM YCTPONCTBAMK, U COLEPXaTb sIBHblE yBeAOMNEHNS 06 3TOM. YTo6bl 06ecneunTs cobnogeHne

npaBusl, NPOYUTANTE VX MOMHbIN TEKCT.

ONonHbIM TEKCT NpaBun

Hwxe nepeyncneHbl oONONHUTENbHbIE Tpe6OBaHVI9I K MPUNOXEHNAM, BbINONHAOLWNM onpeneneHHble

YHKUMNN.

DyHKUMNS

ObpaboTka NAEHTUPUKALMOHHDIX,
GUHAHCOBBIX M NIATEXHbIX AaHHbIX

O6paboTka TenedoHHbIX HOMEPOB 1
LPYron KOHTaKTHOM MHbopMaLum

AHTMBUPYCHbIE U Apyr1e 3aluUTHbIE
YHKUUN

[eTCKNN KOHTEHT

C60op NOCTOSHHBIX NAEHTNDUKATOPOB

ycTponcTs (Hanpumep, IMEI, IMSI,
CepUHbIX HoMepoB SIM-kapT 1 T. A4.)

C Ha uTo 06paTUTL BHUMaHME

Do

Handle contacts securely.

Ensure any SDKs used in child-directed apps are

approved for that purpose.

Disclose data use for security apps. If your app has
anti-virus or security features, its privacy policy must

TpeboBaHus

Balue NpuoxeHne He JOMKHO HY NPU Kakmx 06CTOATENbCTBAX
ny6rmMKoBaTh fMYHbIE U KOHOUAEHLMANbHbIE laHHbIE, CBS3aHHbIE C
bUHAHCOBOM UM NNATEXHON AEATENbHOCTbIO, @ TaKXe HoMepa
odpurLManbHbIX YLOCTOBEPEHWUIN NMNYHOCTU.

3anpelyeHo 6e3 paspeLleHns Ny6rmMkoBaTb U PackpbiBaTh JINYHYIO 1
KOHOMAEHUMaNBHYIO MHGOPMALMIO APYrvX NIOAEN.

B nonuTuke KoHGUAEHLMANbHOCTH 1 MHPOpMaLMn 06
NCNOJb30BaHMM NIMYHbIX AaHHbIX JOMKHO 06BACHATLCS, Kakune
[laHHble cobMpaloTCa U NepefatoTcs, Kak OHU UCMONb3YTCH U KTO
MOXET MOJyYnTb K HUM BOCTY.

B npunoxeHuu, npefHa3HauYeHHOM B TOM UYMCne U Ans AeTel, He
LOMXKHbI Mcnonb3oBaTbest SDK, KOTopble HE 0OROBPEHbI ANg
nofobHbIX cepBucoB. C NOMHLIM CMMCKOM NpaBus 1 TpeboBaHWn
MOXHO 03HAaKOMUTBCA Ha 3TOM CTpaHuLe

MoCTOsIHHbIE AEHTUGUKATOPBI YCTPONCTBA HE JOMKHbI ObITh
CBSI3aHbl C JIMYHBIMU U KOHPUAEHLMANBHBIMU JaHHbIMU
nonb3oBaTens 1 ¢ MAEHTUGUKATOPaMU, KOTOPbIE MOTYT BbITb
cOpoLLeHbl, 33 UCKITIOYEHNEM:

« TenedoHHOM CBA3M C nomolbto SIM-kapTbl (Hanpumep, AN
3BOHKOB Mo ceTu Wi-Fi yepes onepatopa cBsa3n);

« KOPMOpaTMBHbIX MPUIOXEHU AN YNPaBNeHUs YyCTPONCTBaMM,
MCNONb3yeMbIX B PEXMME Bnafernbla.

B Takux crnyyasx paspaboTunk LOMKEH SBHbIM 06pa3oM CoobLWNTb
nosb3oBaTensM 06 NCMosib30BaHNM NAEHTUPHNKATOPOB B
COOTBETCTBUW C MPABUIaMUN B OTHOLLEHWM NMOMb30BaTENbCKUX
IaHHbIX

NHpopMaumio 06 anbTepHaTUBHBIX YHMKANbHbIX MAEHTUdMKATOPaX
MOXHO HaMTN Ha 3TON CTpaHuLe

[lononHuTenbHblE PEKOMEHAALMUM MO UCMONb30BAHMIO PEKAMHbIX
npeHTuoukatopor Android npuBepeHbl B paBuiax pa3MeLleHus
peknambl

Don't

Don't publicly disclose any financial information or
government ID numbers.

Don't disclose sensitive data publicly. Do not make
financial data or government IDs public.

Don’t publish or share people's non-public contacts
without authorization.

clearly explain all data collection and sharing.

Only link persistent identifiers (like IMEI) to other user
data for specific telephony or enterprise management

purposes.

Don't use unapproved SDKs for children's apps. Do
not include unapproved SDKs in apps targeting
children.


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753

Don't link identifiers unnecessarily. Avoid linking
persistent identifiers to other user data unless for the
two approved use cases.

Disclose use of identifiers. All permitted uses of
persistent identifiers must be prominently disclosed to
users.

Pa3pen 6e3onacHOCTU OaHHbIX

[z} KpaTtkoe onucanue npasun

B Google Play Heo6xonumo nogpo6HO yKkasbiBaTb, Kak Balle NPUIoXKeHne coOBUPaeT U UCMONb3yeT
nonb3oBaTesnbckune faHHble. Kaxaoe npunoxexue B Play Console gonxHo cogepxatb pa3gen 6e3onacHocTu
[aHHbIX, B KOTOPOM TOYHO OMMCAHO, Kak COBUPAIOTCS, UCMOMb3YIOTCS M NepeaatTcs AaHHble (Kak caMum
npunoxeHuem, Tak u SDK B HeM). Bbl 0693aHbl CneguThb, YTOObI CBELEHWS B 3TOM pa3fene Bbinu akTyanbHbIMU.
OHW JOMKHbI COOTBETCTBOBATb MHGOPMALUK, N3NTOXKEHHON B MONUTUKE KOHOUAEHLMANBHOCTY MPUOXEHUS.
OTu cBepeHus ByayT nokasaHbl B pasgesie 6e30MnacHOCTU AaHHbIX Ha CTpaHuLe npuoxexus B Google Play,
YTO6bI NONL30BATENN MOT/IM MOHATb, Kak ByayT 06pabaTbiBaThbCa UX faHHbIE, U MPUHATL OCO3HAHHOE peLleHue.
Y1066 06ECNEUNTL COBMIOAEHNE NPaBWI, NPOYNTANTE X NMOJMHbLIN TEKCT.

OMonHbIM TEKCT NpaBun

Kaxpoe npunoxeHue SOMKHO cofepkaTtb pasgen 6e30nacHOCTM AaHHbIX, B KOTOPOM MOHATHO M TOUHO
OnMcaHo, kak cobupatoTCs, UCMONMb3YIOTCS U NepenaroTcs nonb3oBaTenbckue AaHHble. PaspaboTumk
HeceT OTBETCTBEHHOCTb 3@ TOYHOCTb U aKTyanbHOCTb MHGOPMaLUK. DTU CBEAEeHUs LOMKHbI
COOTBETCTBOBATb MHPOPMALMK, NMOXKEHHOW B MOANTMKE KOHOUAEHLMANBHOCTY NPUOXeHUs (ecnm
NPUMEHNMO).

MoapobHee o ToM, Kak 3anofHNUTL pasaen 6e30MacHOCTY AaHHbIX
¢ Ha 4To 06paTHTbL BHUMaHUE

Do Don't

Share your privacy policy in Play Console and within Don't attempt to hide data collection or usage from

the app itself.

Provide prominent and accessible in-app data
disclosure and obtain user consent via affirmative
action when required. Affirmative action means that
the user must complete an action in order to indicate
that they agree. Update regularly information in your
app's Data safety section and your privacy policy as
you change how your app handles user data.

Verify data handling procedures of all third parties
(SDKs). This is an important opportunity to audit your
app, know your code, and what you integrate into it.
Many SDKs share their data practices on Play SDK
Index.

MNonuTtnka KOHPUOEHLMANTBHOCTH

[ KpaTkoe onucatue npasun

users.

Don't request device permissions before users have
provided their consent.

Don't use auto-dismissing consent popups when
affirmative action is required to obtain user consent.

s obecneyeHuns 6e3onacHOCTU NoNb3oBaTeNen y Bcex npunoxeHuin B Google Play gomkHa 6biTb NogpobHas
nonmMTUKa KOHGMAEHLMANbHOCTH, LOCTYMNHAs B CAMOM NpuioxeHuu. CChifiky Ha HEe Takxe Heo6XoauMo
po6asuThb B Play Console. B nonnTuke KOHGUAEHLMANBHOCTU HYXXHO 0BBACHWTb, Kak NPUIoXeHne cobupaeT u
MCMOMb3yeT BCE TUMbI NOMb30BATENBCKUX AAHHbIX M UHGOPMALIMK C YCTPOWCTB, a Takxe NoslydaeT v
NpenocTaBnseT K HUM JOCTYN. ECnv B NPUNOXEHNN MOXHO CO3L,aBaTh akkayHTbl, Bbl TAKXKe AOMKHbI


https://support.google.com/googleplay/android-developer/answer/10787469#types
https://support.google.com/googleplay/android-developer/answer/10787469#types

npenocTaBUTb NONIb30OBaTENAM ABHbIN CNocob ux yhanexHusa. I'IonquB 3anpocC Ha yaaneHne akkayHTa,
HeO6XOJJ,VIMO He NMPOCTO NPNOCTAaHOBUTb €ro pa60Ty, a ygannTb BMECTe CO CBA3aHHbIMUM MNONb30BaTENbCKUMMN
OaHHbIMU.

OMonHbiv TeKCT NnpaBun

Ccbinka Ha NONNTUKY KOHq)I/IJJ,eHLI,I/IaJ'IbHOCTI/I OOKHa ObITb npueeneHa B npegHa3Ha4yeHHOM ON1q Hee
pasgene Play Console 1 B caMoM NpuioxeHun (BonyckaeTca pasMecTuTb TEKCT Npasun). B aToMm
LOKYMEHTE 1 B MHbOopMaLMmn 06 1CMOMb30BaHUM [aHHbIX, PAa3MELLEHHON B MPUNOXEHMM, LOMKHO
NoApPO6HO O6BACHATLCS, Kak OHO NMOoJyYaeT, cobMpaeT, UCNOoNb3yeT U NepefaeT TPeTbUM N1uamM
nonb3oBaTeNbCkMe faHHble. ITO KacaeTcs Nobon MHPopPMaL MK, a He TONTbKO CBEAEHWI, ONUCAHHbIX B
pa3snene 6€30MacHOCTM faHHbIX. TEKCT JOMKEH COAepXaTh:

+ MHbOpMaLMio 0 pa3paboTumke, a TakKe O KOHTAKTHOM fMLLE NO BONPOCaM KOHGUAEHLMANbHOCTH
WM O MeXaHn3Me Nogaym 3anpocos;

* TUMbI INYHBIX U KOHOUAEHLMAMBHbIX NMOJb30BATENIbCKMX AaHHbIX, KOTOPbIE AOCTYMHbI MPUNOXEHWIO 1
KOTOpbIE OHO COBMPAaET, UCMONb3YEeT U NEPERAET, @ TaKXKe CBEAEHMS O TOM, KTO Mofy4YaeT AOCTYM K
3TOM MHPOpMaLNK;

.

MHPOpMaLMIO O Npoueaypax 6e3onacHon 06paboTKN NMUHBIX U KOHPMAEHLMANBHBIX AaHHbIX;

.

npaBuna pa3paboTumka B OTHOLWEHNN XPAaHEHUS U yOaNeHNs LaHHbIX;

.

yeTKoe yka3aHue Ha TO, YTO 3TO NONMTMKA KOHOUAEHUMANBHOCTU (HanpuMep, MOXeT ObiTb
YMNOMSIHYTO B 3aroJIoBKe).

B nonutuke KOHPMAEHLMANbHOCTN HEOBXOAMMO NPUBECTU Ha3BaHWE NPUIOXEHUS UK YNOMSIHYTb
nnuo (HanpuMep, pa3paboTumnka UM KOMMNaHWUIO), yKa3aHHOE Ha CTpaHuLe npunoxeHus B Google Play.
[axe ecnv npunoxeHne He UMeET JOCTYNa K IMYHBIM U KOHPUAEHLMANBHBIM AaHHbIM, Y HEFO LOMKHA
6bITb MONNTMKA KOHPUAEHLNANBHOCTY.

Y6epuTech, UTo 3TOT LOKYMEHT (He B Buae PDF-daiina) LoCTyneH no akTMBHOW 06Lef0CTyNHON
ccblfike 6e3 orpaHMYeHni MO re030HE U HE MOXET BbITb U3MEHEH.

(¢ Ha yTo 06paTUTL BHUMaHUE

Do Don't

Ensure your comprehensive privacy policy is linked in Don't omit any user or device data handling from your
Play Console. privacy policy.

Make your privacy policy accessible from within the Don't fail to include required app/company

app. identification in the privacy policy.

Accurately disclose all data access, collection, use, Don't present account freezing as a substitute for
and sharing in the policy. deletion.

Include your app name and company details in the Don't create any difficulties or hidden steps for users
policy. deleting their account.

Implement a clear, accessible process for user Don't fail to permanently delete all user data upon
account deletion. account deletion.

Upon account deletion, ensure all associated user Don't neglect to complete and maintain the Data
data is deleted. safety section accurately.

Ensure your privacy policy is globally accessible.

TpeboBaHWe B OTHOLLEHWM YOANEHUs akkayHTOB

[Z} KpaTkoe onucanue npasun



B cootBeTcTBUM C NpaBunamu Google Play n ons cobniofaeHys npas nonb3oBaTtenen Ha yrpaBneHue CBOMMU
LaHHbBIMKY, €CIN B MPUOXEHUM MOXHO CO3[,aBaTb akKayHTbl, TO B HEM TakXe [OMKHA ObITb GYHKLMS UX
yaaneHus. OHa JOMKHa 6bITb JOCTYMHA Kak B CAMOM NMPUNOXEHUM, Tak 1 Ha CBi3aHHOM Beb-pecypce. Ecnun
nosib30BaTesNb 3aMpPoCus yaaneHne akkayHTa, Bbl LOMKHbI YAANUTb BCE NONb30BATENbCKME AaHHbIE, CBA3aHHbIe
C 3TUM aKKayHTOM. He[OCTaTOYHO NPOCTO NPUOCTAHOBUTL €ro paboTy. Y6eanTech, YTo NPOLECC yaaneHus
aKKayHTa MOHSITEH ¥ NPOCT. ECny BaM HYXHO XPaHWUTb ONpPeaeNeHHyo MHGOPMaLMIO, B TOYHOCTU OMNULINTE CBOU
npaBua ee XpaHeHWs B MONNTUKE KOHPUAEHLMANBHOCTU.

OMonHbIM TEKCT NpaBun

Ecnu nonb3oBaTenn MoryT co3faBaTbh akkayHTbl NPSIMO B BalIEM MPUIOXEHUN, B HEM TaKXe [OMKHA
6bITb BO3MOXHOCTb 3aMnpallnBaTh yaaneHne akkayHTa. Takyto Onumio JOMKHO ObiTb Nerko HanTh B
NPUNOXeHnn. KpOMe TOro, Nnonb3oBaTenn OOJIXXHbl UMETb BO3MOXHOCTb 3aMpOCUTb yaaneHne akkayHTa
He 13 NPUIOXEeHWs, HanpuMep Ha BalleM cainTe. CCblfiky Ha Takon Pecypc Hy>XKHO yka3aTb B
cooTBeTcTBYoWeM none dopmbl URL B Play Console.

Mpuv yoaneHun akkayHTa B MPUIOXKEHMM NO 3anNpocy Nosib30BaTeNst Bbl TakXXe LOMXKHbI yaanuThb
MoNb30BaTENbCKME AaHHbIe, CBA3aHHbIE C 3TUM akKayHTOM. BpeMeHHas feakTuBaLms, OTKIYEHNE Un
NPUYOCTaHOBKa PaboTbl akkayHTa He CUMTaloTCs yaaneHmeM. ECnmn BaM Hy>XHO XpaHUTb ONpPeaeneHHyo
nHbopMaLMio B 060CHOBaHHbIX LiensX, Hanpumep ons obecneyeHus 6e3onacHoCTH, 6opbobl ¢
MOLUEHHUYECTBOM WS COBMIOAEHNS HOPMATMBHbIX TPeHOBaHWI, Bbl 0653aHbl IBHO NMPOMHPOPMUMPOBaTL
nosib3oBaTenemn o CBOUX npaBunax xpaHeHusa oaHHbIX, HanpuMep B NOJINTUKE KOHC])VI,D,eHLI,I/IaJ'IbHOCTI/I.

MNMoppobHee 0 TpeboBaHMSAX B OTHOLEHUN YaaneHUs akkayHTOB U 06 nameHeHUn Gopmbl
"be3onacHoCTb AaHHbIX"...

(¢ Ha uT0 06paTUTh BHUMaHME

Do

Offer a clear account deletion option within your app.

Provide an accessible external web resource for
account deletion.

Ensure the user process for deletion is straightforward

and free of obstacles.

Upon user request, delete all data associated with
their account.

Clearly disclose any necessary (e.g. regulatory
compliance) data retention in your privacy policy.

Ensure your deletion resources clearly reference your
app/service.

Don't

Don't fail to provide both an in-app and external
deletion method.

Don't create any hidden patterns or undue rigor in the
deletion process.

Don't use account freezing as a substitute for
deletion.

Don't fail to delete all associated user data upon
account deletion request.

Don't provide broken or outdated links to the external
deletion resource page.

Don't omit necessary data retention information from
your privacy policy.

Mcnonb3oBaHue VI,EI,GHTMCI)MKaTOpa NMPUSIOXEHUA

[z} KpaTkoe onucanue npasun

The App Set ID is intended to support essential non-ads use cases such as analytics and fraud prevention. It
must not be used for ads personalization and ads measurement or associated with personally-identifiable
information or other device identifiers (for example, Android Advertising ID). You must be transparent, so
disclose any collection and usage of App Set ID to users in a legally adequate privacy notification. Please review

the full policy to ensure compliance.

OMonHbIM TEKCT NpaBun


https://support.google.com/googleplay/android-developer/answer/13327111
https://support.google.com/googleplay/android-developer/answer/10787469
https://support.google.com/googleplay/android-developer/answer/10787469

Android npefcTaBUT HOBbIM MAEHTUGUKATOP A151 OCHOBHbIX MPUMEPOB UCMOMNb30BaHUS, HanpuMep
QHanUTVKN U NPEROTBPALLEHNS MOLEHHNYECTBA. YCNIOBUS CNOMNb30BaHUS UAEHTUdKKATOPA
NPVUBELEHbI HAXE.

» Acnonb3oBaHue. V|,D,eHTVI¢VIKaTOp Ha6opa I'IpI/IJ'IO)KeHVIlZ Henb34 NCNOoNIb30BaTb ANng
nepcoHannsaunn n aHanmsa peknambl.

« CBa3b c UHpopMaLuen, No3BonsoLEN UAEHTUGULUPOBATb IMYHOCTD, U APYTMMHU
upeHTudukaTopamu. MineHTudprnkatop Habopa NPUNOXKEHNIN HENb3S CBA3bIBATL B PEKITAMHbIX LEeNsxX
¢ ngeHtTudukatopamm Android (Hanpumep, AAID) unu ¢ KakMMU-nnbo NePCoHanbHbIMU 1
KOHOMAEHLMANbHLIMU aHHbIMU.

» Mpo3payHocTb 1 cornacue. B npvMeyaHnm O KOHOUOEHUMANbHOCTN, COOTBETCTBYIOLLEM
TpeboBaHNAM 3aKOHOAATENBCTBA, B TOM YMCIE B NOSIMTUKE KOHPUAEHUMANBHOCTN, HEOOXOAUMO
NPOVHPOPMMPOBATL NONb30BaTENS O cOOpe U NCMONBb30BaHNM NAEHTUOUKATOPOB NPUNOXEHNS, @
TaKXe 0 HAaCTOAWMX NpaBmiax. B HEKOTOPLIX Cryyasx HEOBXOAMMO MONyYnTb cornacue
nonb3oBaTenen. NoppobHas nHopMaLmMa O HalwKxX CTaHAAapPTax KOHGUAEHLNMANbHOCTM NpUBELEHa B
pasgene JaHHble nonb3oBaTens

(¢ Ha yTo 06paTuTL BHUMaHUe

Do Don't
Use the App Set ID for essential functions such as Don't use the App Set ID for personalized ads or ad
analytics and fraud prevention. measurement.

Disclose the collection and usage of the App Set ID in Don't link the App Set ID to any Android identifiers or
a legally adequate privacy notification and your personal and sensitive user data for advertising
privacy policy. purposes.

Obtain legally valid consent from users where required Don't omit from your privacy policy. You must be
before collecting and using App Set ID. transparent about the use of the App Set ID.

PaMouHble cormnaweHns o KoHdMaeHUnanbHOCTU OaHHbIX mexay EC,
CLA, BenukobputaHuen v LLsenuapmen

[Z} KpaTkoe onucanue npasun

Ecnu Balle npunoxeHve o6pabaTbiBaeT NepcoHanbHble AaHHbIe Nonb3oBaTenen 13 Benvkobputanuy,
LBenuapum unu ctpaH EBponeinckon 3KOHOMUYECKOW 30HbI, Bbl OMKHbI COBMI0AATL 3aKOHbI 3TUX CTPaH B
obnactn KOHOMAEHLMANBHOCTY M 3aLMTbl AaHHbIX. HE06X0AMMO NonyyaTh CoOrnacue nob3oBaTenem u
3alMLWaThb UX faHHbIE OT HeJOMYCTUMOrO UCMONb30BaHWS. Bbl Takxke 06513aHbl CNeAnTb 3a cobnopeHneM
TpeboBaHU 1 HEMeASIeHHO yBepoMnaTb Google, ecnmn He MOXeTe MX BbINOAHUTb. YTO6bI 06ecneunTsb
cobntopeHvie NpaBums, NPOYNTaNTE UX MOMHbBIA TEKCT.

ONonHbIM TEKCT NpaBu

Ecnu Bbl NonyyaeTe JOCTYN K IMYHBIM JaHHbIM NONIb30BATENEW, MPELOCTaBNEHHbIM KOMMNaHnen Google
N co3faHHbIM Ha TeppuTOpUN EBpONENCKOM 3KOHOMMYECKOW 30HbI, BennkobputaHum nnu LWesenuapum
(manee — MNepcoHanbHble AaHHble, co3panHble B EC), ecnu ncnonb3yeTe nnmn obpabaTtbiBaeTe aTy
NHGOPMALMIO U MO HEN MOXHO MPAMO UM KOCBEHHO YCTAHOBUTb IMYHOCTb YESIOBEKA, TO Bbl JOSXKHbI:

- Cobniopatb BCe AeNCTBYIOWME 3aKOHbI, AUPEKTUBbI, PErMAMEHTbI 1 NpaBua B OTHOLLEHWN
KOHOUAEHLMANbHOCTH, 6€30MacHOCTU 1 3aLUTbl BAHHbIX.

« MonyyaTb BOCTYN K JIMYHBIM fAHHBIM U UCMOMb30BATb X TOMbKO B TEX LIENSX, C KOTOPbIMU COFlacuscs
VX Bnagened.
+ [MpUMeHaTb HeObXOaMMbIE OPraHN3aLMOHHbIE U TEXHUYECKNE CPEACTBA AN 3almTbl [lepcoHanbHbIX

LOaHHbIX, co3naHHbIX B EC, oT noTepun, HepoONyCTMMOro nNcnonb3oBaHMA, HECaHKLMOHNPOBAHHOIO 1N
HE3aKOHHOro focTyna, packpbliThUd, UBMEHEHUA N YHUUTOXEHNA.


https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1
https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1

+ ObecneumBaTb HEOOXOLAMMbIV YPOBEHb 3aLLMThI MHGOPMALIMM B COOTBETCTBUU C MPUHLMNAMU
PaMOYHOrO CornalleHust 0 KOHPUAEHLUMANBHOCTM JaHHbIX  WAN UCNOMNb30BaTh AENCTBYOWMN
MexaHM3M nepefayy faHHbIX cornacHo Ycnoeuam Google B OTHOWEHUM 3aLMTbI faHHbIX MK

B3aMMOAENCTBUN MeX[Y KOHTRONEePaMu AaHHbIX.

Bbl 06513aHbI PErYNSIpPHO CBEPSATHLCS C ATUMU TpeboBaHUAMU. ECnv cobniogaTh UX CTAHET HEBO3MOXHO
WNU BO3HMKHET CEPbE3HbIN PUCK TOTO, YTO Bbl HE CMOXETE 06ECnNeUYnNTb COOTBETCTBME UM, HEMELIEHHO
coobwwmTe Ham 06 3ToM no agpecy data-protection-office@google.com 1 cpasy npekpaTuTte
06paboTKy MepcoHasbHbIX faHHbIX, CO3AaHHbIX B EC, UM Kak MOXHO CKOpee BOCCTaHOBUTE
HeobBXOAMMbIN YPOBEHb WX 3aLLUTI.

(¢ Ha yTo 06paTuTbL BHUMaHUe

Do

Adhere to all applicable privacy, data security, and
data protection laws (e.g., GDPR).

Only access and use personal data for purposes
consistent with user consent.

Implement technical and organizational measures to
secure EU Personal Information.

If you are unable to meet these conditions, you must
immediately notify Google's data-protection-
office@google.com and take corrective action.

Regularly monitor compliance, ensuring you
consistently meet these conditions, especially

Don't
Don't ignore privacy laws, as failing to comply with
applicable laws is a policy violation.

Don't access or process personal data for any
purpose that a user has not consented to.

Don't avoid insecurely handling personal data, which
could lead to loss or misuse.

Don't fail to notify Google. If you can't comply with
these conditions, you must inform Google
immediately.

Don't sell or transfer user data without meeting all
legal and policy requirements.

following regulatory or legal updates to applicable
policies.

PaspeLweHuns n APl c gocTynom k KoHduaeHunanbHou nHpopmaumnm

3anpockl Ha NpefoCTaBfeHNE pa3peLleHnin U UCnonb3oBaHne AP, KOTopble NonyYatoT JOCTYN K
KOHPUAEHLMANbHOM MHPOPMALMKY, LOMKHbI 6bITb MOHATHBIMM A9 NOSIb3oBaTeNen. 3anpallnsaTb
paspelleHns 1 ncrnonb3osaTtb API, KOTOpble NOMyYatoT JOCTYN K KOHGUAEHLMANBHOM MHbOpMaLnN,
MOXHO TOJIbKO B TOM CJly4ae, eCliv OHW HeOoBXOAUMbI Ans PaboTbl GYHKLMIA U CEPBUCOB, KOTOPbIE YXe
€CTb B MPUSIOXEHMU 1 OMNKMCaHbl Ha ero cTpaHuue B Google Play. Henbas ucnonb3osaTb Takue
paspelueHns 1 API, npegocTasnstowme [OCTYN K AaHHbIM MOMb30BaTeNsd UK YCTPONCTBA, ANS QYHKLNUIA
UNK Lienen, KoTopble He OTMEYEHbl B OMMCaHUK NPUIIOXEHNS, HE peann30oBaHbl UV HE PaspeLLEHbI.
JInyHblie nnun KOHq)VIJJ,eHLI,VIaJ'IbeIe AaHHblE, NONy4YeHHbIE C pa3pelleHnda nonb3oBaTensa Unan npu nomMowm
Takux API, Henb3a NpofaBaTh 1 NepefaBaTh C LEenbio Nocneayowen Npoaaxm HU Npu Kakmnx
obcTosATENBCTBAX.

3ar|pau.w|Ba1?|Te pa3peleHnda B KOHTEKCTE (no Mepe BO3HVUKHOBEHUSA HeO6XO)J,VIMOCTVI B HI/IX), YTObbI
nonib3oBaTeNM NOHUMaIK, 3a4eM 3TO HY>KHO NMPUITOXEHUIO. VlCI'IOJ'Ib3yI‘/IITe AaHHble TOJIbKO B TEX Lendx,
Ha KOTopble rnonb3oBaTenb gan cornacue. Ecnu s ,u,aaneﬁmeM BaM I'IOH8,D,O6I/ITC9| ncnonb3oBaTtb UX B
opyrux uendax, eam Heobxoanmo 6y,D,9T nony4ynTb 9aBHOE COrflacme nosib3oBaTtesia Ha 3TO.

OrpaHnYeHHble paspeLleHns

Kpome Toro, K paspelleHmsM, KOTOpble YKa3aHbl HUXe UM 0603HauYeHbl B JOKYMEHTaL UK Ans
pa3paboTuMKOB KaK OnacHble , creuuanbHble UK Tpebytolne ocobor Noanucu , MPUMEHSIOTCS

OONONHUTENbHbIE Tpe6OBaHI/IFI M OrpaHn4YeHna:

+ [laHHble NonNb30BaTENS U YCTPONCTBA, MNOMYyYEHHBIE C MOMOLLbIO OFPAHUYEHHbIX Pa3pELLEHNT,
CUMTaIOTCS NIMYHOM U KOHOUAEHLMANBHON HbOPMaLLMEN, Ha KOTOPYIO PAcNpOCTPaHAoTCA Npaeuna
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B OTHOLWEHWN NONb30BaTENNbCKNX OaHHbIX

+ Ecnv nonb3oBaTesb OTKIIOHSIET 3aMNpOC Ha OrpaHUYEHHOEe paspeLleHne, Bbl HE JOMKHbBI NbITAaTbCS
nepeybeauTb ero. Henb3ga 3acTaBnsaTb NONb30BaTENEN NPEROCTABNATL PA3PELIEHUS, KOTOPbIE He
SBMAOTCA KPUTUYECKM BaXHbIMU. B 3TOM criyyae Bbl 06513aHbl NPUIIOXUTb 06OCHOBaHHbIE YCUWS AN
TOro, YTO6bI BCE PaBHO 06GECMEUNTb NONb30BATENSM JOCTYN K GYHKLMAM NPUIOXeHWs (Hanpumep,
npeaycMOTPETb BO3MOXHOCTb BBOLA TeNehOHHOTrO HOMEPa BPYYHYHO, ECNN JOCTYM K CIMCKY
BbI30BOB OPaHNYEH).

« CTporo 3anpeLyeHo UCronb30BaTh PaspeLLEHUs B LeSISX, He COOTBETCTBYIOWMX npaBunam Google
Play B oTHOwWeHWM BpegoHocHoro MO (Bkntoyas 3noynoTpebrieHne NoBbiEHHBIMU MPUBUIETUSMI

).

NS HEKOTOPbIX OFPaHMYEHHbIX PaspeLLEHNIA MOTYT AeNCTBOBATb AONOMHUTENbHbIE TPEOOBaHNS,
onucaHHble Huxe. CobnofeHre 3TUX YCNoBUA MOMoraeT obecneunBaTtb KOHGUAEHLMANbHOCTb
nonb3oBaTesNier. B oueHb pefkmx Cryyasx Mbl MOXEM CLENaTb UCKIOUYEHME, eCNU NPUSTOXEHME
BbINOJIHAET Kakne-nmbo BaxHble U BOCTpeboBaHHbIe GYHKLMKU, KOTOPbIE B HACTOSLLMA MOMEHT HE MOTYT
6bITb Peann3oBaHbl APYrMM CNocoboM. MPUHMMas peLlleHne B TaKUX CUTYaLUSX, Mbl YYUTbIBAEM
noTeHuMarnbHble yrpo3bl KOHOUAEHLMANBHOCTY 1 6e30MacHOCTU AaHHbIX.

AnbTepHaTVBbl OrpaHMYEHHbBIM pa3peLLeHnsM Ons NnpenocTaBneHns
MWHMMarIbHO HEOBXOOMMOro YPOBHS [OCTYNa

CUCTeMHble MHCTPYMEHTbI BbI6Opa M anbTepHaTUBHbIE CPEeCTBa, Takme Kak naHenb "Mogenutbes”
CO3[aHbl, YTOHbI MOMOYb paspaboTymkam 3a60TUTLCS O KOHPUAEHUManbHoCcTU. Mpu paboTe ¢ $oTo,
BMOE0, KOHTAKTaMU U OPYror IMYHON 1 KOHOUAEHLMANbHOW HbOPMaLMEN, TPEBYIOLLEN 0CODbIX
paspeLleHnit, He0bXOAMMO CTPOro cobntofaTh NPaBMa 3alWMTbl aHHbIX. 3anpawwmnBaTh 1
MCMNONb30BaTb NepeYnCIEHHbIE HUXE pa3peLleHns Ha BOCTYN K KOHPUAEHLUMANbHON MHPopMaLnm
MOXHO, TOJNbKO €CM albTEPHATUBHBIX CMOCOO0B MOMYYNTb MUHMMASIBHO HEOBXOAUMBIN YPOBEHD
LOCTyNa HeQOCTaTOYHO NS PABOTbl OCHOBHBIX GYHKLMIA NPUNOXEHNS. [JJONONHUTENBHYIO MHGOPMaLMIO
Bbl HangeTe B HaweM CrpaBOYHOM LiEHTPE.

PaspeweHuns gna ¢oTo n Bngeo

Bce doTorpadum nonbaoBaTenem OTHOCATCS K IMYHOM U KOHOUAEHLMANBHOW MHbOPMaL MK, Ha
KOTOPYIO PacnpoCTPaHAIOTCS MpaBuiia B OTHOLWEHWN MOSb30BaTENbCKUX AaHHbIX.

MpunoxeHwns, NnpegHasHaveHHble ang Android 13 unu 6onee nosgHux Bepcun (yposeHb API 33 1
BbILLE), MOTYT 3anpaluMBaTh paspeLeHns READ_MEDIA IMAGES v READ_MEDIA VIDEO, TONbKO
€CIIM CUCTEMHbIX MHCTPYMEHTOB Bbibopa (Hanpumep, Bbibopa doTorpaduii B Android )
HeLOCTaTOYHO A1 PabOoTbl OCHOBHbIX GYHKLMI NpunoxeHus. Ecnu Bawwe npunoxexue
3anpalumBaeT paspelieHns READ_MEDIA_IMAGES n READ_MEDIA VIDEO, BaM Hy>XHO 3amofiHUTb
peknapauuio B Play Console, 06bscHUB, Ag Yero HEobXoaMM JOCTYN K 3TUM Meguadannam un
noyemMy MHCTPyMeHTa Bbibopa poTorpaduin B Android nnm anbTepHaTUBHbIX CPELCTB
HeOoCTaTOYHO.

PaspeweHuns Ha gocTyn K SMS 1 cnncky BbI3OBOB

SMS 1 cnMCoK BbI3OBOB CUMUTAIOTCS JINYHBIMU U KOHOUAEHUMANbHbIMU AaHHbIMU. K HUM NpUMEHSIoTCS
nonoxeHus paspena JlnyHas n KoHbuaeHUansHasg Hpopmauma , a Takxke cnegyowme
OrpaHNYeHUs:

OrpaHuYeHHOe paspelieHme Tpeb6oBaHus

lpynna paspelieHuit Ha BOCTYN K CNUCKY BbI3OBOB (Hanpumep,  MpunoxeHue SOMKHO BbiTh
READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTpupoBaHoO Kak MOMOLHWUK Un
PROCESS_OUTGOING_CALLS) 06paboTyMK 3BOHKOB MO YMOMYAHMIO.
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OrpaHuYyeHHoe pa3spelieHune TpeboBaHusa

lpynna paspelweHuit Ha goctyn K SMS (Hanpumep, READ_SMS,  lMpunoxeHune fOmKHO 6biTb
SEND_SMS, WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH, 3aperncTpmMpoBaHo Kak NMoMOLHUK UK
RECEIVE_MMS) 06paboTurk SMS no ymonyaHuio.

MPUNOXEHNSAM, KOTOPbIE HE MOTYT GbITb Ha3HaUYEHbl MOMOLLHUKOM Unn 06paboTymkom SMS nnu
3BOHKOB MO YMOJIYaHUIO, 3aMpeLLeHo 3anpalmnBaTb NofobHbIe pa3peLleHns. B ToM yucne Henb3s
yKasblBaTb COOTBETCTBYIOWME TEMM B MaHUdecTe. 3anpalinsath Takmue paspeLleHmnss MOXHO TOSTbKO
nocrne Toro, kak Nnosb3oBaTeNlb CaM YCTAHOBUT NMPUTOXEHNE B Ka4eCTBE NOMOLLHMKA Unn o6paboTunka
Lns SMS vnv 3BOHKOB MO yMOn4aHuto. Kak Tonbko nonb3oBaTeNb USMEHWUT CBOW BbIOOP, NPUIIOXEHNE
LOMKHO NPEKPATUTb UCMONL30BaTb 3TU paspeLleHus. [JonyCTUMble CLEHapUK UCMOMNb30BaHUS U
UCKIIOYEHUS ONMcaHbl B 3TOM cTaTbe CNpaBoYHOro LieHTpa

MPUNOoXEHNs MOTYT UCTONb30BaTh YKa3aHHbIE Bbille Pa3peLleHuns U NofyYeHHble bnarogaps UM
LaHHble TONbKO AN PaboTbl OCHOBHbBIX GYHKLMIA (HanpuMep, Ang obecrneyeHnss BOIMOXHOCTEN, SBHO
YKa3aHHbIX B ONUCaHMM NPUnoxeHus). OCHOBHbIMU Ha3bIBAIOTCH GYHKLMM, 6E3 KOTOPbIX MPUNOXEHNE
HEBO3MOXHO MCNONb30BaTh. [lepefaya faHHbIX, B TOM YMCHE 41 UCNONb30BAHUS MO IMLEH3MK, @
TaKxe npefocTaBneHne JOCTyna K HAM AOMYCKaeTCs TOMbKO B LieNsX, HE06XxoaMMbIx Ans paboThl
OCHOBHbIX GYHKLN MPUSTOXEHWS UM CEPBUCOB B HEM. 3amnpeLLeHo NCMonb30BaTh JaHHbIE B MOObIX
LPYrux Lensx, BKioyas ynyylleHre CepBnCcOB UM NPUIOXEHUN, PEKNaMy U MapKeTUHT. Henb3s
MCMOMb30BaTh aNlbTEPHATUBHbIE CMOCO6BI (BKIIOYas Apyrue paspelleHus, APl u CTOPOHHME UCTOYHUKM)
LNS NMOMNyYeHUst JaHHbIX, CBA3aHHbIX C PaspeLLeHNIMIN Ha LOCTYN K CUCKY BbI30BOB U SMS.

Pa3pemeH|/|9 Ha OOCTYNn K AaHHbIM O MECTOMNOJTI0XKEHNN

[aHHble 0 MECTOMOMNOXEHUM YCTPOMUCTBA  CUMTAOTCSA NUYHBIMU 1 KOHbUAEHUMaNbHBIMU. K HUM
MPUMEHSIIOTCS MOMNOXEHUS MPaBUIT O IMYHOW U KOHOUAEHLMANbHON MHGOPMALM U AOCTYNeE K
AaHHbIM O MECTOMONOXEHNN B GOHOBOM PEXMME, a Takxe cnefyiollve TpeboBaHums:

+ MpunoxeHns He LOMXHbI UCTONb30BaTh AaHHbIE, 3aLMLIEHHbIE PA3PELLIEHNIMU Ha JOCTYN K
MecTononoxeHuto (Hanpumep, ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), €Crin 3TU CBEAEHUS HE HYXHbI NSl paboThbl GYHKLMIN U CEPBUCOB,
KOTOpbIE yXXe eCTb B NMPUIIOXEHNW.

* Hn npun Kaknx 06CTOATENLCTBAX HENb3S 3anpawmnBaTtb AOCTYyN K AaHHbIM O MECTOMOJIOXEHNN, eClin
OHU 6y,D,yT ncnonb3oBaTbCA TOJIbKO A4 peKnaMbl U aHaNNTUKA. anI!'IO)KeHWiI, B KOTOPbIX 3TU OaHHbIE
6y,|:|,yT MCNoNb30BaTbCA B TOM YMCe OANg Noka3a peknambl (nocne nony4vyeHua paspeleHnsa ot
FIOJ'Ib3OBaTeI'Iﬂ), OOJTKHbI COOTBETCTBOBATbL NMpaBkiaM pasMeLlleHnsa peknambl

+ 3anpalunBaTh criegyeT MUHMMalbHO HeOBXOAMMbIN YPOBEHb AOCTYNa (TO eCTb JOCTYN K
NPUBAN3UTENBHBIM, @ HE K TOYHBIM JaHHbIM O MECTOTMONIOXEHUM U pa3peLleHne Ha NCMOoNb30BaHME B
aKTVBHOM pexuMe, a He B GOHOBOM) M TONIbKO €CNN [OCTYN AeNCTBUTENbHO TpebyeTca ang paboTol
cepBuca UM GYHKLUM, UMEIOLLMXCS B MPUIOXEHMW. MoNb30BaTENN [OMKHbI ACHO MOHUMATb, NoYeMy
L151 TOM UM MHOM GYHKLMMN HY>XKEH 3anpallvMBaeMbll YpoBEHb JOCTyNa. Mbl MOXEM OTKa3aTb B
ny6nnkKauum NpUNoXeH, KOTopble 3anpaLnBaoT GOHOBLIN LOCTYN K AaHHbIM O MECTOMOJIOXEHUN
6e3 Beckoro 060CHOBaHMS.

+ [oCTyn K flaHHbIM O MECTOMONOXEHMN B GOHOBOM PEXMME MOXHO UCMONb30BaTh TONBKO B TOM
Cryyae, eCn OHU HyXHbI gna PaboTbl GYHKLNIA, KOTOPbIE NONE3HbI AN MNOSIb30BATENS U CBA3aHbl C
OCHOBHbIM Ha3HaYEHNEM NPUIIOXKEHUS.

I'Ipmnox(eHme MOXET nony4yaTtb A0CTYN K CBEAEHNAM O MECTONONOXEHNN B aKTUBHOM peXxnme (KOFJII,a C
NPpUNoXeHnem pa60Ta|0T), eCnn ncnonb3oBaHMe 3TUX OaHHbIX:

. HeO6XO,D,VIMO ANg BbINOJIHEHUA B NPUNOXEHUN ,D,ePICTBI/IFI, MHNLUMNPOBAHHOIO NONb30oBaTeNIEM;

+ MpeKpaLLaeTcs cpasy Nnocne BbiMOMHEHWS 3TOrO AeNCTBYS.
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MpunoxeHus, paspaboTaHHble cneLmnanbHO ang AeTen, LOMKHbI COOTBETCTBOBATbL TPeboBaHNAM
nporpammbl MpunoxeHns as BCEN CEMbM

[ ononHUTENbHYI0 MHGOPMALIMIO MOXHO HAaNTU B 3TOW CMPaBOYHON CTaThe

Pa3pelueHne Ha JoCcTyn KO BCeM dannam

NHbopmaumsa o dannax 1 nankax Ha yCTPONCTBE NONb30BaTENd CUMTAETCS JIMUHOW U
KOHdUAEeHUManbHOW NHPOPMaLMEN U AONKHA COOTBETCTBOBATb MOMOXEHWIM pa3fena JInyHas 1
KOHOUAeHUManbHas nHdopmMauus |, a Takxke crnegyowmnm TpeboBaHmaM:

« [MpunoxeHus LOMKHbI 3anpalunBaTh JOCTYN K XPAHUULLY YCTPOUCTBA TOSbKO B TOM Cly4Yae, ecnm
3TO HeobxoaAnMOo Ans paboTbl NpunoXeHus. OHM He MOTYT 3anpalmrBaTh AOCTYN K XPaHUMLLY OT
NMEHN TPETLETO NMLA ANA NOBbIX LieNen, He CBA3aHHbIX C KSTHOYEBbIMU GYHKLMSMU NPUTOXEHUS.

YctponcTteam Android ¢ Bepcuert R unu 6onee nosgHen ans ynpasieHUs 4OCTYNOM K 06Lwemy
XpaHunuily Heobxoaumo paspelieHne MANAGE_EXTERNAL_STORAGE . Bce npunoxeHus,
npefHasHauYeHHble ANs 3TOM BEPCUMM CUCTEMBI U 3anpallvBatoLL e AOCTYN K O6LWeMy XpaHUnmLLy
("OocTtyn ko BceM dannam”), NPoxoaaT COOTBETCTBYIOLLYIO NPOBEPKY nepen nybavkaumen.
MpUNoXeHus, KOTOpble MOTYT UCMONb30BaTb 3TO Pa3peLleHne, AOMKHbI SBHO Npefnaratb
NoNb30BaTENIIM BKITIOYMTb [OCTYN KO BCEM dalinaM B MEHIO HAacTpoekK “CreumanbHbii 4OCTYN Ans
npunoxeHunin". LLononHUTENbHYIO MHGOPMALMIO MOXHO HAUTK B 3TOW CTaTbe

PaspelueHure Ha JoCTyn K CNUCKY NakeToB (MpUnoXXeHnm)

Cnncok yCTaHOBNEHHbIX NPUNOXEHU Ha YCTPOWUCTBE NONb30BaTeNs CUNTAETCA NIMYHOM U
KoHbUAEHLMaNbHOM nHGOPMaLMEN, Ha KOTOPYIO PACNPOCTPAHAIOTCS NONOXEHWS pa3aena JInyHas u
KoHbUAeHUManbHas nHbopmaLma , a Takxke cnegytowme TpeboBaHus:

MPUNOXEHNS, OCHOBHOW GYHKLIMEN KOTOPbIX SBNSETCS 3aMyck, MOUCK APYrUX MPUOXKEHU Ha
YCTPOWCTBE MMM B3aMMOZENCTBNE C HAMM, MOTYT MOJSyYMTb COOTBETCTBYIOLLEE PaspeLleHme Ha
NPOCMOTP APYrvX YCTAaHOBMIEHHBIX MPUNOXEHWI CleyoLMM 06pa3oM:

« Wupokni gocTyn K CNMCKY NakeToB. OTO BO3MOXHOCTb NMPUNOXEHNS BUAETb BCE YCTAHOBIIEHHbBIE

Ha YCTPOWCTBE NPUNoXeHns (NakeTbl).

« MNpunoxeHus c uenesbiM yposHeM APl 30 nnu Bbile — MOTYT NOAYYNUTb LWNPOKUIA JOCTYN K CAUCKY
YCTaHOBJIEHHbIX MPUIOXEHNI C NOMOLLbIO padpelerHns QUERY_ALL_PACKAGES , TONbKO KOraa
L5 KOPPEKTHOW PaboTbl MPUTOXEHWS HEOBXOAMMO MOMyYaTb AaHHbIe O APYrMX NPUNOXKEHUSX Ha
YCTPOWCTBE U/UNN B3aMMOLENCTBOBATbL C HUMM.
 Henb3s ncnonb3osatb paspelueHne QUERY_ALL_PACKAGES, ecnu NpUnoXxeHne MoxeT

paboTaTb C 6onee orpaHNyYeHHbIM HabopoM NakeToB . HanpuMmep, Bbl MOXeTe Bbi6paThb
OTAerbHble NakeTbl, AOCTYN K KOTOPbIM ByAeT 3anpaluvBaTh Balle NPUIOXeEHNE.

Micnonb3oBaHWe anbTepHATMBHBIX METOAOB A1 06eCneyeHns WNpPOoKoro AoCTyna, 6nmnskoro K
TOMY, KOTOPbIA MOXHO MOJTy4MTb C MOMOLLbIO pa3dpelleHns QUERY _ALL_PACKAGES, gonyckaeTcs
TOMBKO A5 PABOTbl OCHOBHbIX NMOMb30BATENLCKMX QYHKLMIN NMPUIIOXEHNS, @ Takxe A
B3aVMMO[ENCTBUS C NPUNOXEHNUSIMU, HAUAEHHBIMU 3TUMWU METOLAMMU.

O TOM, B KaKux Cry4asix MOXHO MCMOMb30BaTh paspelleHne QUERY ALL_PACKAGES, pacckasaHo B

3ToM cTaTbe CNpaBOYHOrO LEHTPa

+ OrpaHuyYeHHbIN pocTyn. [PUIoXeHNe C OrpaHNYeHHbIM [OCTYNOM ByAeT 3anpalnBaTh TONbKO
NHPOPMaLMio 06 ONpeaeneHHbIX NPUITOXEHUSX, MPUMeHsa 6onee CTPOrme MeTofbl, HanpUMep ¢
MOMOLLbIO YKa3aHHbIX MapaMeTpoB B daiine MaHnbecTa. STOT METOL MOXHO UCMONb30BaTh, KOTAa
MPUNOXEHNE COOTBETCTBYET MPaBuiaM 1 eMy Hy>KHO YNpPaBAsTe APYrMMU NPUIOKEHUSIMU UMK
B3aUMOLENCTBOBATb C HUMMU.

+ [oCTyn K CNUCKY YCTaHOBNEHHBIX NPUTOXEHWUI [OMKEH BbITb HANPSAMYIO CBA3aH C OCHOBHbIM
Ha3HaYEHNEM MMM OCHOBHbIMW MOMb30BATENBCKUMUN GYHKLMSIMU NMPUITOXKEHNS.
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Hu npu kakmx 06CTOATENbCTBAX HENb3s NPOAABaTh AaHHbIE O CMIUCKE MPUNOXEHWI, NONYYEHHbIE OT
npunoxeHun nz Google Play, a Takxe NpefocTaBnaTh 4OCTYN K 3TON MHbOPMaLLMKN AN aHANUTUKUA 1
Noly4eHns [OXOAa OT pekaMbl.

API pnsa cneumanbHbIX BO3MOXHOCTEN
Accessibility APl Henb3sa ncnonb3oBaTh:

+ [lns n3amMeHeHUs HacTPOeK MNosib3oBaTens 6e3 ero cornacus, a Takke Ans 6roKMpPoBKY BO3MOXHOCTU
OTKITIOYEHWS UNN YAANEHUS MPUIOXEHUI 1 CEPBUCOB, 3@ UCKIIOYEHNEM CITyYaeB, KOrAa 3TO
pa3peLleHO POAUTENIEM U OMEKYHOM Yepes NPUOXeHNE POAUTENbCKOrO KOHTPOS UMK
YMONHOMOYEHHBIM aAMUHUCTPaTOpOM Yepea MO ang ynpasneHus KopnopaTUBHBIMU YCTPOWCTBAMMU.

+ [ns 06xofa BCTPOEHHbIX HACTPOEK 6e30MacHOCTH, KOHOUAEHLMANBHOCTU U YBEAOMIIEHNN
nnatdopmbl Android.

« [1n9 n3aMeHeHusa Nonb3oBaTeNbCKoro MHTepdEnca nnm B3anMoaenNCcTBNs C HUM criocobamu,
HapyLualoWyMN NpaBuna afs pa3paboTunkos npunoxeHuin 8 Google Play (Hanpumep, ¢ Lenbto
obMaHa nonb3osaTenem).

Accessibility APl He npefHa3HaYeH U HEe MOXET 3anpaLlMBaTbCA A8 CeayoWwmX Lenen:

* YAANEHHON ay[Mo3anncy 3BOHKOB;

* BO3BMOXHOCTU NPUNOXEHNA CaMOCTOATENIbHO MHULUMNPOBATb, NNaHNPOBATb UM BbINONHATb ,D,eVICTBI/IH
N1 NpMHUMaThb peleHns.

NHdopmaums 06 ncnonbsosaHun Accessibility APl fomkHa 6bITb Ha CTpaHuLe npunoxeHus B Google
Play.

PekoMeHpauum no ucnonb3oBaHuto atpubyTa IsAccessibilityTool

Ecnv ocHoBHas GyHKLMS NPUIOXEHUS — HEMOCPELCTBEHHAs NOAAEPXKKA NOAEN C MHBANMAHOCTbIO, Bbl
MOXeTe yka3aTb, 4To 310 IO ans gocTyna K cneumanbHbiM BO3MOXHOCTAM, UCMONb3Ys
IsAccessibilityTool.

B npoTuBHOM cnyuae ucnonb3osath ¢nar IsAccessibilityTool 3anpelieHo, a npunoxeHve gomkHo
COOTBETCTBOBAThL TPEBOBaHMAM K PACKPbITUIO MHGOPMALMM 1 MOYYEHUIO COrNacKs Nons3oBaTenen,
OMCaHHbIM B NMpaBhiax B OTHOLWEHUN NONb30BaTENIbCKUX AaHHbIX , NOCKOJbKY d)yHKLI,VII/I
NPUNOXEHNS, CBA3aHHbIE CO CNeLnanbHbIMU BO3SMOXHOCTSMMU, HEOUYEBUIHbI.

Mcnonbaynte APl 1 pa3pelueHns ¢ bonee y3kon obnacTtblo gencteus, yem y Accessibility API, ecnin
3TOro JOCTAaTOYHO AJ1st HY>XXHOMN QYHKLMOHANbHOCTH.

NHdopMaumio 0 3anpeLleHHbIx cnocobax ncnonb3osarus IsAccessibilityTool n pykoBogcTBo no atomy
¢dnary Bbl HangeTe B cnpaBoyYyHoM cTaTbe 0 AccessibilityService API.

Pa3pelueHne "3anpoc nakeToB yCTaHOBKMN"

PaspelueHne REQUEST_INSTALL_PACKAGES  nos3BonseT 3anpaluvBaTbh YCTAHOBKY NMakeToB
NPUNOXEHWI. [1ng ero Cnonb3oBaHWa TpebyloTcs CreqytoLmne OCHOBHbIE GYHKLUM:

¢ OTnpaBkKa 1 noNyyYyeHne naketTos I'IpI/IJ'IO)KeHVIl‘/IL'

+ YCTaHOBKa NaKeTOB NPUOXEHNU MO KOMaHAE Nofb3oBaTens.
JonyckaeTcs Hanuune cnepyowmx GyHKL N

+ NMPOCMOTp BEG-CTPaHUL, v BE6-MOUCK;
« 06MeH CO0bBLLEHMSIMUN C BO3MOXHOCTbIO MpUKpenneHuns ¢Gannos;
* nepepava 1 COBMECTHOE MCMOoJb30BaHne $ansios, a Takxke ynpaBneHve Umy;

 yrnpaBfieHNe KOPNopaTMBHbBIMU YCTPONCTBaMY;


https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru&sjid=9328586825007120077-NA#sharing&zippy=%2Cdata-types%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://developer.android.com/privacy/best-practices#permissions
https://developer.android.com/privacy/best-practices#permissions
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://developer.android.com/reference/android/Manifest.permission#%3Ccode%3EREQUEST_INSTALL_PACKAGES%3C/code%3E
https://developer.android.com/reference/android/Manifest.permission#%3Ccode%3EREQUEST_INSTALL_PACKAGES%3C/code%3E

+ pe3epBHOE KOMMPOBAHWE 1 BOCCTaHOB/IEHUE;
*+ MEPEHOC JaHHbIX C OQHOrO YCTPOCTBA Ha 4PYroe;

* CUMHXPOHM3aUMs TenedoHa C HOCUMbIM YCTPOWCTBOM UNM YCTPONCTBOM loT (Hanpumep, ¢ yMHbIMU
Yyacamu unm Smart TV) yepes conyTcTaytoLLEE MPUTOXKEHME.

OcHoBHast q)yHKLI,I/Iﬂ — 3TO MNaBHOE Ha3Ha4YeHne NPpUNoXeHns. OHa pgonxHa 6bITb SBHO 0603HaYeHa B
OonncaHunn NpUNoOXeHn4d.

PaspeweHne REQUEST_INSTALL_PACKAGES Henb3g UCMNONb30BaTh A1 OBGHOBMEHNS, U3MEHEHNS UMK
o6beaunHeHns apyrux APK B daine o6bekTa. OTO MOXHO CAeNaTb TOMbKO B LENSX ynpaBneHus
ycTponcTBoM. OBHOBREHME M YCTAaHOBKA NMakeToB LOSKHbI BbIMOMHATECS MO MHULUATUBE U NOS
KOHTPOJIEM MONb30BaTeNs B COOTBETCTBMU C npaBunamun Google Play B oTHOLWeEHUM 3noynoTpebneHuns
pecypcamu yCTPOMCTBa 1 CETU.

Pa3pemeH|/|ﬂ MNCMNoJib30BaTb OaHHbIE HAaTEJ1bHbIX O0aT4YNKOB

[aHHble [aTuMKOB, U3MepsoWmMX Grandeckme napameTpbl Tena (Hanpumep, nynsc, SpO, u
TeMnepaTypy Koxmu), CYNTaOTCH KOHOUOEHLNANBbHON NONb30BaTENLCKON MHPOPMaLMen. Ha
NPUIOXKEHWUS, KOTOPblE 3anpalumBaloT 4OCTYN K 3TUM CBELEHUAM, PacnpoOCTPaHA0TC npasuia B
OTHOLUEHWUM NONb30BATENbCKUX AAHHbIX U MPUIOXEHUIN AN 300POBbs. OTW NpaBuia AeNCTBYIOT Ans
paspeweHnit android.permission.BODY_SENSORS uandroid.permission.BODY_SENSORS
_BACKGROUND Ha yCTpOWCTBax BCEX TMMOB, B TOM unclie TenedoHax, nnaHweTax 1 ycTponcTteax Wear
OS.

HaumHas ¢ OC Android 16 BMecTO egunHOro paspeleHus BODY_SENSORS 6yayT UCMONb30BaThCS
OTAesNbHble paspeLleHns Ans KOHKPETHbIX TUMOB AaHHbiX android.permissions.health.*
(Hanpumep, android.permission.health.READ_HEART_RATE,
android.permission.health.READ_OXYGEN_SATURATION,
android.permission.health.READ_SKIN_TEMPERATURE ). 3TO NO3BOIMT NOBLICUTb
KOHPUMAEHUNaNbHOCTb MHGOPMaL .

B npunoxenusx gns Android 16 nnmn 6onee nosgHen sepcun npu gocTyne K API, Ans KOTopbix paHee
TpeboBanocb BODY_SENSORS , HyXXHO ByAeT UCMosb30BaTb OTAENbHbIE paspeLieHus. MoapobHee...

MepcoHanbHble KOHOUAEHLMANbHbIE aHHbIE MOXHO COBMPATb TONIbKO B OROOPEHHbIX LENSX 1 B
UHTepecax nonb3osatens. [loaTomy Mbl Byfem NpoBepsTb BCe 3anNpocChl Ha YCTapeBLUME Y HOBblE
paspeLleHus, KacaroLWmecs HaTebHbIX AaTuMKoB. K 4OMyCTUMbIM BapuaHTaM NCMONb30BaHWS B NEPBYIO
ouepenb OTHOCUTCS OTCNEXMBaHNe duanyeckon dopmbl (HanpuMep, 3anUcb TPEHMPOBOK B PeasribHOM
BpPeMeHM), 3a60oneBaHnin U CaMOYYBCTBUS, @ TakXKe UCCIE[0BaHUS B 06M1acTy 30 paBooXpaHeHus (npu
HanMunmM HeOBXOAUMbBIX OLOBPEHNI) U ONTUMUIALUS GYHKLUMA COMYTCTBYIOLWMX MPUNOXEHUIA ANs
HOCMMbIX YCTPOWCTB.

MoppobHee o Npasunax, TPeboBaHKSX, a TakKe PaspeLleHHbIX U 3anpeLLeHHbIX TpuMepax
UCMOMb30BaHMA...

Pa3peweHnsa Android gns Health Connect

3popoBbe U cnopT — — 3T0 ofHa 13 nnatdopm Android, KoTopasi NO3BOASET NPUIIOXEHNSM As
OTCNEeXUBaHWS 300POBbS U GUINYECKOW aKTUBHOCTU XPaHWUTb faHHbIe Ha YCTPOMCTBE N 0BMEHNBATLCS
MMU B paMKax eIMHON 3KOCUCTEMbI. B 3TOM cepBuMCe Nonb3oBaTeNn Takxke MOryT paspeLaThb 1
3anpeLaTb NPUIOXEHUSIM 3aNUCbIBATb U CUMTBIBATb MHGOPMALMIO O 300POBbE Y ABUraTENbHON
aKTMBHOCTU. MIHbOpMaLmsa 0 300POBbe MOXET BKIIOUYaTb B CE6S aHaMHE3, AMarHo3bl, Ha3HAYEHHbIe
NeKapCcTBa U MHbIe BUAbI IeYEHUs, pe3ynbTaTbl 1abopaTopHbIX UCCNEQOBAHNUI U Apyrve KNMHUYeckne
[laHHble, NoJsyYeHHble OT MEAULIMHCKUX OPraHn3aLunii unu Yepes NogaepXXmBaeMble CTOPOHHNE
nnaTtpopmbl.
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Mnatdopma "300poBbe 1 CNOPT" NOAAEPXKMBAET 3aNUCh U YTEHUE OAHHbIX PA3NINYHbLIX TUMOB
HanpuMep CBELEHWI O TeMMepaType Tena, KONMYECTBE WAroB U MHbopMaLmn o 3L0POBbE.

[aHHble, [OCTYN K KOTOPbIM OCYLLECTBASETCS Yepes pa3peLleHns ana nnatdopmsl "3goposbe 1 cnopt”,
CUMTAIOTCS MNEPCOHANbHOW U KOHOUAEHLMANbHOW NoNb30BaTENbCKOM MHbopMaLmen. K Hum
NPUMEHSIOTCS NPaBusia B OTHOLIEHUW MONb30BaTENbCKUX AaHHbIX. ECNn Baw NpogyKT OTHOCUTCS K
NPUNOXEHNIM AN 30OPOBbS UM Y HEFO €CTb CBA3AHHbIE CO 3[0POBbEM PYHKLNN U AOCTYN K
nHbOopMaLMn O 300POBbE, B TOM YMCne K AaHHbIM nnatdopmsbl "3[0poBbe U CNOPT", OH TakxXe JOIMKEH
COOTBETCTBOBATb NPaBWIaM B OTHOLLIEHWNWN NPUTOXEHWNIA A1S 30,0POBbS.

Ecnu Bbl X0TUTE MCNOMb30BaTh Nathopmy "3a0POBbE M CMOPT" B CBOEM MPUMNOXKEHWM, NPOYNTANTE
PYKOBOACTBO A/ pa3pabotunkos Android . Y3HalTe, Kak 3anpoCuTb JOCTYM K HYXXHbIM TUNaM
LaHHbIX C 3TON NNaTdOPMbI, U NOAYUYNTE OTBETHI HA APYrve YacTo 3afaBaemble BONPOCh! O
paspeLleHnsXx.

YT06bI NPUNOXEHWS, pacrnpocTpaHsemble B Google Play, MOrnm cumTbiBaTb 1 3anucbiBaTb MHPOPMALUIO
Ha nnatpopme "300poBbE M CNOPT", OHM HOMKHbI COOTBETCTBOBATb YKa3aHHbIM HUXE TPeboBaHMAM.

PaspelueHHble Lenu gocTyna K nnatdopme Health Connect u ee ucnonbsosaHus

Mcnonb3oBaTh NnaTdhopMy “300p0BbE M CMOPT" MOXHO TOJIbKO NPKU COBMNIOAEHUN AeNCTBYOLMNX
npaBu 1 YCIOBMIN UCMOMb30BaHMS U B LLENsX, yKasaHHbIX B 3TUX NpaBuiax. To ecTb 3anpalnBaTh
paspeLleHns MOXHO, eCnv Balle NPUIOXEHNE UM CEPBUC OTHOCUTCS K OJHOW N3 Of06PEHHbIX
KaTeropuu.

OpobpeHbl crnepytowme kateropun: Gusnyeckas akTMBHOCTb U 3[0POBbIM 06pas X13HK, Harpaabl,
pekoMeHaaLmmn GUTHEC-TPEHEPOB, KOPNOPATUBHOE 3[0POBbE, MEAMLMHCKAS NMOMOLLb, UCCIIeL0BaHUS
B 06acTy 30paBoOOXpPaHEHNs 1 Urpbl. MPUNOXEHUIM U3 STUX KaTErOPUIA, NMOMYUYMBLUMM PaspeLleHus,
Henb3s UCMONb30BaTh X AJ18 HE3asBIIEHHbIX TN 3aMPeLLEHHbIX LENen.

3anpalumBaTb paspeleHns Ha [OCTYN K AaHHbIM NnaTtopMbl "300p0OBbE 1 CHOPT" MOTYT TOMBKO
NPUNOXEHWS UNW CEPBUCHI, B KOTOPbIX €CTb XOTS 6bl OfHa GYHKLMS, NpefHas3Ha4YeHHas Ans Toro, YTobsbl
noMoraTb NoNb30BaTENSAM CEAUTb 3@ 30OPOBLEM U GPU3NYECKON aKTUBHOCTbIO. K HUM OTHOCSTCS:

+ MpunoxeHns 1 cepauChbI, MO3BONSIOLLME NONB30BATENSM HANPAMYIO OTMeYaTb B XXypHarne,
BKJ1IOMATb B OTYETbI, OTCNEXMBATb U/UAN aHaNM3NPOBaTb GUINYECKME XapPaKTEPUCTMKN,
Me[M LMHCKME nokasaTenu, MHGOPMaL Mo O CBOel GpU3NYECKON aKTUBHOCTU, CHE, MCUXUYECKOM
300pPOBbE, MUTAHUN W/UNW APYr1e CBeAEeHUs 1 NMOKa3aTenu, CBA3aHHbIE CO 30OPOBbEM WK
LBUraTeslbHON akTUBHOCTbIO.

+ MpunoxeHns 1 CepBUChHI, NO3BONFIOLLME NONB30BATENSIM COXPaHATb puanyeckue
XapaKTEePUCTUKU, MeAULMHCKME noka3aTenu, MHopMauuio o cBoen pUanyeckom akTUBHOCTH,
CHe, MCUXMYECKOM 3[A0POBbE, MUTAHUMU U/ APYTME CBEAEHMS U NOKa3aTeNu, CBA3aHHbIe CO
300POBbEM WMV LBUraTENBHOM aKTUBHOCTbIO, HA CBOEM YCTPOWCTBE U AeNIUThCS 3TON MHbOopMaLMen
C OPYrUMU MPUNOXEHNSIMU Ha YCTPONCTBE, KOTOPbIE MCMOMb3YIOT AaHHbIE B PA3PELIEHHbIX LEMNsX.

« MpunoxeHns 1 cepBuUChI, MO3BONSIOLLNE MONb30BATENSIM OTCIEXMBATL TEYEHNE XPOHNYECKMX
3ab0oneBaHui, NPUEM NEKAPCTBEHHbBIX CPELACTB UMK NMONyYeHME COMYTCTBYIOLLEN NOAAEPKKN.

3anpeLaeTca nonyyatb 4OCTYN K AaHHbIM NnatdopMbl “3[0poBbe U CNOPT" C HapyLIEHNEM 3TUX
npasun Unn gpyrunx ,D,eIZCTByPOLLLVIX yCJ'IOBI/IVI Mcnonb3oBaHUa Unn npasBun B OTHOWEHUN I'IJ'IaTC]JOprI
"300poBbe 1 CnopT", B TOM Yncne:

+ He ncnonb3yiTe ee ansg paspaboTkn NPUITOXEHUI, CPEd UK onepaLuin UM MHTErPaLUN B HUX Takux
LaHHbIX, €CNN MCNoNb30BaHWeE NnaTdopMbl "3[0poBbe U CNOPT" UK cOOM B ee paboTe MOXET C
[OCTaTOYHOWN BEPOSTHOCTBLIO NPVBOAUTL K MOPYE UMYLLECTBA, CMEPTH, TpaBMe U yuiepby Ans
dU3MYECKMX NULL UK OKPYXKatoLLEN cpepnbl (Hanpumep, Ans CO3[aHMs UK SKCMJTyaTaumnm aTOMHbIX
9NEeKTPOCTaHLUMM, B CUCTEMAX YNPaBIEeHWs NoNeTaMu, CUCTEMAX Xn3HeobecneyeHms nnm
BOOPYXEHUSIX).

+ He ncnonb3yiTe ee faHHble B NPUTOXEHUIX 6e3 rpadpuyeckoro nHtepdenca. Y kaxmoro
NPUNOXEHWS ONMXEH BbITb XOPOLIO 3aMETHbIM 3HAYOK, KOTOPbIN OTOBPAaXKaETCa Ha NaHenu
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NPUNOXEHWI, B HACTPOMNKAX NPUIOXEHUA Ha YCTPOWUCTBE, B YBEAOMIIEHMSX U T. A,

+ He ncnonbayiiTe ee B NPUNOXEHUAX, KOTOPbIE CUHXPOHU3UPYHOT LaHHbIE MEXAY HECOBMECTUMbIMU
YCTPOMCTBaMM NN NiaTopMamu.

+ He ncnonbayiite ee ang NOAKIIOYEHNS K MPUNOXEHUSM, CEPBUCAM UM GYHKLUSM,
npeaHa3HauYeHHbIM UCKYNTENBHO ANg AeTen.

+ MNMpuHUMaliTe padyMHble 1 HEOBXOAMMbIE MEPbI AN 3aLLUTbI MPUTOXKEHUIN U CUCTEM,
B3aMMOLENCTBYIOLMX C AaHHbIMU NnaTdopMbl "300pPOBbE M CNOPT", OT HECAHKLMOHUPOBAHHOIO U
HE3aKOHHOro [OCTYMa, UCMOMNb30BaHWS, YHUUTOXEHUS, NOTEPU, USMEHEHWS UM PACKPbITUS.

Bbl TakxKe JOMKHbI CObNoAaTh BCE HOPMATUBHbIE U lopuanyeckue TpeboBaHus, KOTopble MOryT
NPUMEHSATLCS K BaM C y4eTOM NpPefnonaraeMoro ncnonb3oBaHms nnatdopmbl "3gopoBbe 1 cnopTt” u
NoBbIX AAHHBIX, MOMYYEHHbIX U3 3TOro cepauca. HanpumMep, ecnv Ha Bac UM Ha NapTHepa Ballero
bu3Heca pacnpocTpaHseTcs gencTene 3akoHa CLUA "O npeeMCTBEHHOCTU CTPAXOBaHWUS U OTYETHOCTU
B o6bnacTu 3agpasooxpaHeHus” (HIPAA), Bbl 0693aHbl cObnoaaTth NpUMEHUMbIe TpeboBaHNS B
OTHOLWEHUN [OCTyNa K nHdopmMaLummn ¢ nnathopMbl "3[0poBbE U CNOPT" 1 UCMOMNb30BaHUS 3TUX
cBefeHun. Ecnu Ha Bac, kak Ha pa3paboTumka, pacnpocTpaHseTcs aencTane leHepanbHOro
pernaMeHTa o 3aluTe NepcoHasnbHbIX gaHHbIX (GDPR) B oTHOWEHUM Nonb3oBaTenen n3 EC, Bbl 4OMXHbI
BbINOSIHATL MPEAYCMOTPEHHbIE UM 0653aTeNbeTBa. [lencTByolee 3aKOHO[ATENbCTBO MOXET
npefycMaTprBaTh, YTO C IMLLAMK, Y4acTBYOLWMMIN B 06paboTke MHGOopMaLmK, A0 ee nepefayum AOMKHbI
6bITb 3aKJIIOYEHbBI fOMONHUTESNIbHbIE COTMALIeHMs, HAaNPUMEepP COrflaLlleHNe MEXLY LeSI0BbIMU
napTHepamu unu o6 06paboTke faHHbIX. Takxke pa3paboTunkm 0653aHbl CAMOCTOSTENbHO
yCTaHaBNMBaTb, HEOOXOAMMbI N 3TU [OKYMEHTbI A5 X ONepaLunii, 1 No 3anpocy NpegocTaBnaTh
Google noaTeepxaeHWe TOro, YTO COrNaLlEHUs 3aKoUYeHbl UK TpeboBaHMS COBMOLEHDI.

Ecnu B npepocTtaBneHHon Google MapknMpoBke 1iin CONPOBOAUTENbHON MHPOPMaLMK ANs
onpeneneHHbIX NPOAYKTOB U cepBrcoB Google SBHO He yka3aHo MHoe, Google He rapaHTupyeT
TOYHOCTb faHHbIX NnaTdopMbl "300pPOBbE M CMOPT" 1 HE NMOATBEPXKAAET UX NPUFOAHOCTL ANS MOObIX
Lenen u, B YaCTHOCTW, A9 UCCNENOBaHMI, 30PaBOOXPaHEHNS N MeanLMHbl. Google oTkasbiBaeTCcs OT
no6oMn OTBETCTBEHHOCTM, CBA3aHHOW C MCMONb30BaHWEM AaHHbIX NnaTdopMbl "300POBbLE 1 CNOPT".

OrpaHquHMe ucnosib3oBaHusa

B oTHOWeEHUN [OCTYNa K AaHHbIM NaTtPopMbl “3[0p0oBbe 1 CNOPT" U UX MCMONb30BaHUS BENCTBYIOT
ONUCaHHbIe HXE OrpaHNYeHus.

+ [aHHble MOTyT UCMONb30BAaTbCS TOMBKO B LEENSX NPEeLOCTABNEHNS UMW YIyYLIEHUS Pa3PeLIEHHbIX
BO3MOXHOCTEN U QYHKLMI, KOTOPbIE BUAHbI B UHTEpdEnce npuioxeHus.

+ MNepenaBaTb TPETHUM NULEAM AaHHbIE MOSIb30BATENS MOXHO UCKITIOUUTENBHO C €ro ABHOrO Cornacus n
TONMbKO B Criefyowmx Lenax: obecredyeHne 6e3onacHoCTy (Hanprmep, pa3bupaTtenbcTso B
OTHOLUEHUN HEAOMYCTMMOrO UCNONb30BaHUA CEPBUCOB), COBNOAEHEe AeNCTBYIOWEro
3aKoHOQAaTeNbCTBa UM NPeQoCTaBeHne MHGOPMaL MK B Pe3ynbTaTe CIMAHUA UKW NOrNOLWEHNS.

« Jiogy MOTyT Nnony4YaTtb AOCTYN K AaHHbIM NMOMb30BaTENs TOMbKO C €ro SBHOrO COrnacus, eciim aTo
TpebyeTcs AN obecneyeHns 6e30nacHOCTH, COBNMIOAEHNS 3aKOHOB UNK (B arpervpoBaHHoON dopme 1
B COOTBETCTBUM C IOPUANYECKUMU TPEOOBAHUSIMU) ANt BHYTPEHHUX OnepaLmn.
« 3anpelaeTcsa nepepaya, MCnonb3oBaHMe UK Npofaaxa AaHHbIX NnaTtdopmbl “3po0poBbe U
cnopT"” B N06bIX APYrUX Liendax, BKoYas nepeyncneHHble HUXe.
« Mepepnaya unu Npofaxa rnosib30BaTeNbCKMX AaHHBIX TPETbUM NMLAM, TakUM KaK pPeKnamHble
nnaTopMmbl, BPOKEPBI aHHbIX U APYr1e NPOAaBLbI MHOPMaLUK.
« MNepepaya, Npogaxa Unmn UCronb30BaHNWe NONb30BATENbCKMX AaHHbIX A4S MOKa3a peksiambl,
BKJTHOYas NepCOHANN3MPOBaHHbIE OOBABNEHUS U pekNiaMy Ha OCHOBE MHTEPECOB.
« Mepepnaya, NPOAAxXa UM UCMONb30BaHNE NMOMb30BATENbCKUX AaHHbIX AN ONPeneneHus
nnaTexecnocobHOCTN MU MPEROCTABNEHUS KPeanTa.
« MNepepaya, Npogaxa Unu NCrob30BaHNe NONb30BATENbCKMX AaHHbIX C JOObIM NPOAYKTOM UK
CEepBUCOM, KOTOPbIN MOXET KBanMdMLMPOBaTbCA Kak MEAULMHCKOE nafenve. VIcknoyeHnsmm
SBNAOTCA ClydYau, Korga NpunoxXeHne MeauLMHCKOro N3Lenus COOTBETCTBYET BCEM LENCTBYIOLNM



3aKoHaM, B TOM YMCNe eCnu PerynmpyoLme opraHbl, Takne Kak YnpasneHune CLUA no caHuTapHomy
Ha[30py 3a KAYECTBOM MULLEBBIX NPOLAYKTOB U MegukameHToB (FDA), npefocTaBunm Heobxogymble
paspeLleHns 1 opobpunn MCnonb3oBaHME faHHbIX NNaTdopMbl "300pP0BbE U CNOPT" B 3a9BNEHHbIX
Lensax, a nonb3oBaTenn NpefocTaBuv SBHOE Cornacue Ha 37o.

« MNMepepayva, npofaxa nm UCronb30BaHNE NOSIb30BATENbCKMX AaHHbIX B KakMX-M6H0 Lenax unm
KakUM-IMbo CnocoboM, 3aTparmeatoLM 3aKpbITyio MHGOPMALMIO O COCTOSAHUN 300PO0BbA (CM.
onpepeneHne Takon nHpopmaumm B 3akoHe CLUA "O npeemMCTBEHHOCTU CTPaXOBaHNUS 1
OTYeTHOCTU B 0bnacTu 3gpaBooxpaHeHns” (HIPAA)), KpoMe criyyaes, KOrga Takue onepauum
WMHMLMNPOBAHbI NONb30BaTENEM 1 COOTBETCTBYIOT TpeboBaHnaM HIPAA.

MuHumanbHas cdepa npuMeHeHus

3anpalumBaTh MOXHO TONbKO Te pa3peLleHus, KoTopble TpebytoTcsa Ang paboTbl GyHKLMUIA UM CEPBUCOB
B BalleM npogykTe. 3anpochl 4OCTYMa AOMKHbI OblTb KOHKPETHBIMU 1 KacaTbCsl IULLb HEOOXOLNMbIX
LLaHHbIX.

lMoHATHOE 1 TOYHOE 3asBNeHue u onucaHue

Ha nnatdopme "3popoBbe 1 cnopT"” xpaHUTcs nHdopmaLums o GU3nMyeckom akTMBHOCTU U 3L0POBbE,
BKO4asa nepcoHanbHble U KOHC])I/I,D,eHLI,I/IaHbeIe OaHHblEe. Pa3pa6owvn<m 0653aHbl MOHATHO paccKkasaTb,
KakK OHW paboTaloT C AaHHbIMKY, B NOAPOBGHON NOANTUKE KOHOUOEHLMANbHOCTU U 06ecneynTb BOCTYN K
3TOM MHPOPMaLMK. B OTHOLLEHNM pacKpbIBaEMbIX CBEAEHMI [OMKHbI cObnoaaTbes cnepytowmne
TpeboBaHus:

« ToyHO YKa3zaHbl MPUNIoXeHne nnmn cepBunc, 3anpalimpatrowie AoOCTyn K nNonb30BaTENIbCKUM OaHHbIM.

+ [pMBEAEHO NOHATHOE U MCYEPMBIBAOLLEE ONUCAHME TUMOB AAHHbIX, KOTOPbIE 3aMpPaLINBaoTCS,
cobumpatoTcs UM K KOTOPbIM OCYLLECTBASETCA AOCTYM. [laHHble CBA3aHbl C MOJb30BaTENbCKOM
bYHKUMEN MW peKOMEHaLMEN, MPeaiaraeMoi B NPUIIOXEHUN.

+ PasbacHeHo, kak AaHHble ByoyT MCMONb30BaTbCA U/UNK NepepaBaTbes. ECnv Bbl 3anpalumBaeTe Ux ¢
O[HOW LieNblo, @ OHU MCMONb3YHOTCA A9 YEro-To ele, HeobxoaMMo yBegoMUTL Nonb3osaTtenen 060
BCEX Lensx.

+ MpepocTaBneHa cnpaBoYHas MHPOPMaLUs O TOM, Kak NoNb30BaTENM MOTYT YNpPaBisTe CBOMMU
LaHHbIMK (B TOM YMCne yaansTb UX) B MPUIOXEHUN U YTO MPOUCXOAUT C faHHbIMU Nocne
OeakTneauunn nnn yganeHnsa akkayHTa.

 YkasaHo, kak obecneymBaeTcs 6€30MacHOCTb NPU 06PabOTKE IMYHLIX U KOHOUAEHLMANBHBIX faHHbIX
nonb3oBaTesiel, B TOM YMCe pacckasaHo O nepefave 3Ton MHPOpPMaLnUM C NPUMEHEHUEM
COBPEMEHHbIX METOAOB WndpoBaHus, Hanpumep npotokona HTTPS.

MoppobHee 0 TpeboBaHUAX K MPUMNOXEHMSM, MOAKIOYaOWMMCS K nnaTtdopme "300poBbe 1 cnopT'...

VPN-cepsuc

VpnService - 310 6a30BbI KJ1AacC, KOTOPbIN NO3BONSET CO3AaBaTh COHGCTBEHHbIE peleHns VPN B
MPUNOXEHUSX UMM PACLUMPSATb UX GYHKLMOHANBHOCTb. Co3aaBaTh 6€30MacHbIN TYHHENb OT YCTPOMCTBA
K yBaneHHOMy cepBepy MOryT TONbKO NPUTOXEHWS, KOTOpble NCMOoNb3yoT VpnService 1 0CHOBHas
dYHKLMS KOTOPBIX CBA3aHa ¢ opraHu3aument VPN-nogkoyeHns. 3T0 orpaHnuYeHne He
pPacnpOCTPaHSAETCS Ha NPUNTOXEHWS, AN PabOTbl OCHOBHbIX GYHKLNIA KOTOPbIX TPebyeTcs yaaneHHbIN
cepsep, Hanpumep:

* MPUNOXEHUS AN POAUTENBCKOrO M KOPNOPATUBHOIO KOHTPONS;

+ CpefncTBa MOHUTOPWHIA UCMOSIb30BaHMS NPUNOXEHWI;

* pelleHuns ng 3aluThl yCTPOUCTB (Hanpumep, aHTuBmpycHoe MO, cpefcTBa ynpasneHus
MOGUNbHBIMK YCTPONCTBaMK, BpaHaMayap);

+ CeTeBble MHCTPYMEHTHI (Hanpumep, AN yaaneHHoro LocTyna);
* NPWIOXEHUS AN19 MPOCMOTPa BEG-CTPaHULL;

* MPUNIOXEHMS ONEPaTOPOB, KOTOPLIM ANA NPefoCcTaBeHns TenepoHHon ceasn Tpebyetcs VPN.


https://support.google.com/googleplay/android-developer/answer/12991134
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService

3anpelyaeTcs UCnonb3oBaTh Knacc VpnService B cnegyowmx Lensx:

+ cHop NepcoHanbHbIX N KOHPUAEHLMANbHBIX faHHbIX NOSb30BaTeNen 6e3 packpbiTUS MHbOoPMaLum 06
3TOM U nony4vyeHusa cornacus,;

*+ nepeHanpasneHne Nonb30BaTENbCKOro Tpaduka U3 Apyrux NpUnoXeHUn Ha yCTPOCTBE Unu
MaHUMyNMPOBaHWE UM C LENbIO MOHETU3aLMM (HanpyMep, HanpaBlieHNe peknaMHoro Tpaduka yepes
CTPaHy, OT/IMYHYIO OT CTPaHbI, rAe HaXOAMTCS NOSb30BaTENb);

MpUNoXeHus, B KOTOPbLIX UCMONb3yeTcs VpnService, [OMXHbI:

+ copepxaTb COOTBETCTBYHOLLEE YOMMHAHWE Ha CTpaHuLe npunoxenns B Google Play;
 WKNdpoBaTh AaHHbIe, KOTOPbIE MePERAOTCS C YCTPOMUCTBA Ha KOHEUHYIO TOUKY TyHHens VPN;

¢ COOTBETCTBOBATb I'IpanmaM nporpamMmmsbl gnsa p83p860T‘4VIKOB , B TOM 4yucne npasmnam B
OTHOWEeHNN MOoLWEeHHNYeCTBa C peKJ'IaMOl;I , paspemeHMPl 1 BPEOOHOCHOro no

Pa3pelueHre Ha BbINoSTHEHWE OnepaLyn B TOYHOE BPEMS

Mbl NpepcTaBnsieM HoBoe paspelleHne USE_EXACT_ALARM, KOTOPOe NO3BONSIeT paboTaTb C GyHKLMEN
BbINOMHEHNS OMepaLMi B TOYHOE BPEMSI B NMPUNOXEHHUsX ¢ Lenesor Bepcuent OC He Huxe Android 13
(API ypoBHs 33).

USE_EXACT_ALARM — 370 orpaHuyeHHoe paspelieHne. OHO LOMKHO O6BABNSTLCS B MPUNOXEHNUSX,
TONBKO ecnn ang paboTbl UX OCHOBHbIX GYHKLMA TpebyeTcs BbINOMHEHWE Onepaunii B TOYHOE BPEMS.
Ecnne xone oba3aTenbHon NPOBEPKN BbIACHAETCH, YTO NPUNOXEHUSA, 3anpallnBatoine orpaHnYeHHoe
pa3peLUeHne, He COOTBETCTBYIOT KPUTEPUSM JOMYCTUMOrO UCMONb30BaHMWS, OHY CHUMAIOTCS C
nybnukaunm Ha Google Play.

HOHYCTMMOQ ucnosb3oBaHue paspewieHnus Ha BbinoIHEHUEe onepau,m7| B TOYHOEe BpemMs

PaspelueHne USE_EXACT_ALARM MOXHO YKa3blBaTb, TONIbKO €CNN As1 PaBOTbl OCHOBHbIX QYHKLMI
MPUNOXEHWS, BaXKHbIX A8 MOSIb30BaTENS, TPebyeTcs BbINOMHATL AENCTBUS B TOYHOE Bpems. Hanpumep,
ecnu:

* NPWIOXEHUE BbINOMHAET GYHKLMM ByanbHUKA UK TaMepa;
* MPWIOXEHUNE BbINOMHAET GYHKLMM KalEHAAPS C YBEAOMIIEHUSIMU O COBBITUSIX.

Ecnu BaweMy npunoxeHuto TpedyeTca GyHKLUS BbINONHEHUS ONepaLmii B TOYHOE BPEMS, HE YKa3aHHas
BblllE, BO3MOXHO, BaM nogonaeT paspeweHne SCHEDULE_EXACT_ALARM.

MNoppobHee 0 BbINOMHEHUN ONepaLuii B TOYHOE BpPeMS

Pa3pelueHmne Ha oTnpaBKy MNOSTHOSKPAHHbIX YBEO,O0MMEHUN
HaMepeHnN

YT106bI UICNONB30BaTb paspelleHne USE_FULL_SCREEN_INTENT B NPUNOXEHUSX,
noppepxwuatowmx Android 14 (ueneson yposeHb API 34) n 6onee HoBble Bepcun OC, TpebyeTcs
cneuvanbHbI JOCTYN . OTO paspelleHne aBTOMaTUYEeCKN NPefoCTaBNIeTCs NPUNOXEHNUIM, ANs
OCHOBHbIX GYHKLMA KOTOPbIX HYXXHbI YBELLOMEHUS BbICOKOTO NpuopuTeTa. TakuMmn GyHKLUSMU MOTYT
6bITb:

+ yCTaHOBKa OyaWnbHUKS;
* NpVeM BULEOBbI3ZOBOB U TeNEGOHHbBIX 3BOHKOB.
MpUNoXeHws, 3anpallMBatoLLMe 3TO paspeLleHne, NoLnexaT npoBepke. ECiM OHU He COOTBETCTBYIOT

KpuTepuaMm Boilwe, paspelleHne USE_FULL_SCREEN_INTENT He 6ygeT NpeaocTaBnsTbCs UM
aBTOMaTU4YeCKW. B TakoM crnyyae npuioXeHus SOMKHbI 3anpallrBaTth ero y nonb3oBarens.

O6paTnTe BHMMaHUWE, YTO MCMoNb30BaHNe paspellenns USE_FULL_SCREEN_INTENT BOmKHO
COOTBETCTBOBATb BCeM Mnpasunam Google Play ons paspaboTurkoB, B TOM Ynicie TPe6oBaHUSM B


https://support.google.com/googleplay/android-developer/topic/9858052?hl=ru
https://support.google.com/googleplay/android-developer/topic/9858052?hl=ru
https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691#zippy=%2Cexamples-of-common-violations
https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691#zippy=%2Cexamples-of-common-violations
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/reference/android/app/Notification.Builder#setFullScreenIntent(android.app.PendingIntent,%20boolean
https://developer.android.com/reference/android/app/Notification.Builder#setFullScreenIntent(android.app.PendingIntent,%20boolean
https://developer.android.com/training/permissions/requesting-special
https://developer.android.com/training/permissions/requesting-special
https://play.google.com/about/developer-content-policy/?authuser=0#!?modal_active=none
https://play.google.com/about/developer-content-policy/?authuser=0#!?modal_active=none

OTHOLLEHUM peKIIaMbl, HexenaTenbHoro MO ans MOBUIIbHbIX YCTPOMCTB M 3N10ynoTpebneHus
pecypcamu yCTPOMCTBa 1 ceTu. MoNHO3KPaHHbIE YBEAOMIIEHUS, 3anyCckaeMble C NMOMOLLbIO HaMEePEHWH,
He OOMKHbI BPeAWUTb YCTPOWCTBY MOSIb30BATENS, NMOMyYaTb K HEMY HECAHKLMOHUPOBAHHbIV OCTYM,
HapylwaTb paboTy 3TOro yCTPOMCTBA 1 BMELLMBATLCS B Hee. Takxe HefomnyCTUMO, YTOBbI MPUMOXEHNS C
3TVM paspelleHnemM BMeLWnBanunch B paboTy apyrmx NpUIoXeHUn 1 HeraTUBHO BAUSNV Ha yao6CTBO
MCMONb30BaHNA YCTPONCTBA.

Y3HaTb 6onblue o paspeleHnn USE_FULL_SCREEN_INTENT MOXHO B CpaBOYHOM LIEHTpE.

Age Signals APl n nonb3oBaTtenbckue gaHHble

B 3Tux npaBunax onucaHbl ycrosus ncnonb3osaHus Age Signals APl , KOTopbl NnpefocTaBnseT
LOCTYN K NINYHBIM ¥ KOHPMAEHLMANbHLIM flaHHbIM O BO3pacTe Nonb30BaTenen n poanTeNbCKOM
corfacum.

[JaHHble, nonyyeHHble yepes Age Signals API, MOXHO MCMONIb30BaTb TOMBKO A1 TOro, YTobbl
cobntofatb AeNCTBYIOLME OPUONYECKME U HOPMATVBHbIE 00S13aTeNIbCTBa, HanpuMep obecneymsaTb
B NPUIOXEHUM BO3MOXHOCTM, COOTBETCTBYIOLLME BO3PACTY NOMb30BaTENei.

Bam CTPOro 3anpeweHo ncnonb3oBaTb 3T AaHHbIe B onpeaeneHHbIX uendx, Bknovad, nOMMMO
npoyero:

* pekfiamMy, MapKeTUHT U NepCcoHanM3aLmnio, B TOM YMCE NoKas OObABNEHUI C TAPreTUHIOM;
+ aHanu3 gaHHbIX, NPOPUNNPOBaHME NONb30BaTENEN U BU3HEC-aHaANUTUKY;

* NPOAAXyY, Nepefavy UM packpbITUE AaHHbIX TPETbMM NMLAM MO NO60M NPUYNHE, KPOME CIyYaes,
Korga aTo CTPOro TpebyeTcsi MO 3aKOHY.

3noynoTpebneHne pecypcamm yCTPOUCTBA U CETU

3anpelyaetcs ny6nMkoBaTb NPUIOXKEHMWS, KOTOPbIE HAapyLLAloT PaboTy YCTPONCTBA NONb30BaTENS,
LPYrvx yCTPOMCTB, KOMMbIOTEPOB, CepBepoB, ceten, APl nnm cepercos (Bkntoyas Apyrue npuioxeHus
Ha ycTpoWcTBe, cepBucbl Google 1 ceTu onepaTopoB CBA3M), @ TakKe BMELLMBAKOTCA B UX PaboTy,
MOJyYatloT HECAHKLIMOHUPOBAHHbIV JOCTYN K HUM U BPEAAT MHbIM 06pa3oM.

MpunoxeHus, pasmelyaemble B Google Play, [omkHbl COOTBETCTBOBaTL TPEHOBAHUAM ONTUMU3ALUM
Lns Android, 3apuKcnpoBaHHbIM B OCHOBHbIX KPUTEPHSX KAYECTBA MPUNOXEHNI

MpunoxeHus, KOTopble pacnpocTpaHsitoTest B Google Play, He BOMXHbI USMEHATb CBOM KO, KakMM-nnbo
cnocoboMm, kpoMe o6HoBMeHUs yepe3 Google Play. OHM Takxe He JOMXHbI CKaYMBaTb UCMOMHAEMBIN
Kop, (Hanpumep, dansnel B popmate DEX, JAR nnmn SO) 13 kakmnx-nnbo MCTOYHUKOB, Kpome Google Play.
3TO NPaBWO He PacrpPOCTPaHSETCs Ha KO, KOTOPbIN 3aMyckaeTcs Ha BUPTYaNibHOW MalUMHE Unu
MHTepnpeTaTope U UMeeT orpaHuYeHHbin gocTyn kK APl Android (Hanpumep, kog JavaScript B
KomnoHeHTe WebView nnu 6paysepe).

MPUNOXEHNS UM CTOPOHHUIA Kop, (Hanpumep, SDK), ncnonbaytolme NHTeprnpeTupyemMble a3biku
(JavaScript, Python, Lua 1 T. A.), kKOTOpble 3arpyatoTcs Bo BpeMs paboTbl (a He 3arpyxeHb! B
NPUNOXeHWe N3HaYanbHO), He OOMKHbI HapyLwaTb npasuna Google Play.

3anpeLeHo 1cnonb3oBaTh KOf, KOTOPbIN CO3LaeT UM UCMONb3YeT yI3BMMOCTM 6€30MacHOCTU.
NHbopmMaLums 0 caMblx akTyasbHbIX Npobnemax 6€30MnacHOCTY COLEPXMTCS B Hawwen [porpamMme
MOBbILLEHMS 6E30MacHOCTU MPUNOXEHU AN Pa3paboTUMKOB.

MpuMepbl pacnpocTpaHeHHbIX 3r10ynoTpebneHuh pecypcaMu yCTPOMCTBa U CETH:
+ MNpunoxeHus, KOTOPbIE NPEPLIBAIOT NOKA3 PekiaMbl B APYrMX MPUNOXKEHUSX.
« MNpunoxeHns, KOTOpbIE BAUSIIOT HA FEMMIIIEN B Urpax, HanpruMep NO3BOSIOT XYyNbHUYATb.

. anIﬂO)KeHMFI, KOTOpPbl€ NOMOratoT B3JlaMbliBaTb CEPBUCHI, MNoO nnn yCTpOl‘/lICTBa n O6XO,D,MTb 3allTHbIE
CUCTEMBbI NN copepXat MHCTPYKLUKMN O TOM, KaK 3TO Aenatb.


https://support.google.com/googleplay/android-developer/answer/9857753?hl=ru&sjid=11744761627827448774-NA
https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/13392821#full_screen_intent
https://developer.android.com/google/play/age-signals/overview
https://developer.android.com/google/play/age-signals/overview
https://support.google.com/googleplay/android-developer/answer/16569691
http://developer.android.com/distribute/essentials/quality/core.html#listing
http://developer.android.com/distribute/essentials/quality/core.html#listing
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/google/play/asi.html#campaigns

+ [TpunoxeHuns, KOTOpbIE HapyLWaT YCIOBUS NCMNOSb30BaHUS CepBUCOB nnn API.

+ MNpunoxeHuns, KOTOpbIe NbITAOTCS 0OONTU OrpaHNYEHNs MO YNPaBAEHUIO NUTaHneM  (Kpome
pa3peLUeHHbIX CriyyaeB ).

+ MpunoxeHus, KOTOpble NPEROCTABASIOT YCNyri MPOKCU-CEepPBEPa TPETbUM NnLaM (paspelleHo,
TOSNBKO KOrf,a 3TO ABNAETCS OCHOBHON QYHKLMEN MPUNOXEHMS).

« [pUNoXeHUs U CTopoHHMI kop, (Hanpumep, SDK), KOTopble CKauMBatoOT UCMONHAEMbIN KO,
HanpumMep DEX-bainbl v HaTUBHBIN KOG, U3 MCTOYHMKA, OTNMYHOro oT Google Play.

« MpunoxeHuns, KOTOpble YCTaHaBNNBAIOT Ha YCTPOMCTBO APYrue NPUNOXeHUs, He NonyyrB 3apaHee
corfacuve nonb3osaTensi.

+ MpunoxeHus, KOTOpbIe COREPXAT CChINKM Ha BpedoHoCcHOoe MO unm crnocobCcTBYOT ero
pacnpOCTPaHEHNIO NN YCTaHOBKE.

)

MPUNoXeHWs UnNu CTOPOHHWI ko (Hanpumep, SDK), koTopble copepxaT KoMrnoHeHT WebView ¢
nHTepdencom JavaScript 1 3arpyxatoT HeHafeXHbIN Be6-KOHTEHT (Hanpumep, URL ¢ npoTokonom
HTTP) unu HenpoBepeHHbie URL, nonyyeHHble U3 HEHAOEXHbIX UCTOYHUKOB, HANpUMep 13
HeHaeXHbIX HaMEPEHWUN.

MpUNOXeEHWS, KOTOPbIE UCMOMBL3YIOT PaspeLueHre L NOMHOIKPaHHbIX 06BEKTOB intent , YTOGHI
BbIHYX[aTb MOMb30BaTENs B3aVMOLENCTBOBATb C OOBABIEHNAMU UM YBELOMIIEHUAMY,
npepbIBaloWUMN paboTy NPUAOXEHMS.

.

MpUNoXeHUs, KOTOpble 0BXOAAT 3aLLNUTY N30NMPOBaHHbIX cpel Android , 4To6bl cCOBMpaTh faHHbIe
0 OEeVCTBUSIX UM NIMYHOCTU NONb30BATENS U3 APYTrMX NPUNOXEHWUN.

Mcnonb3oBaHMe akTUBHbIX CIy>X6

PaspelieHne Ha 3anyck akTUBHbIX CyX6 obecrneunBaeT Haanexallee UCNoNb30BaHMe TakmnxX CryxXo6.
Ecnu npunoxeHune npegHasHayeHo ans Android 14 unu 6onee nosnHen Bepcun, Bbl BOMKHBI YKa3aTb
[onycTuMble TUMbl ANng BCeX NUCMOJIb3YEMbIX B HEM aKTUBHbIX CJ'Iy)K6. ,D,HFI KaXXaoro tnna Takxe
noTpebyeTcs 06bABUTL NOAXOASLLEE pa3peLleHme Ha 3arnyCcK akTUBHON cny>x6bl. Hanpumep, ecnu B
NPVNOXEHNM NCMONb3yeTCs ONpefeneHne MecTomnoNoXeH s Ha KapTe, B MaHNdeCTe Hy>XHO yKasaTb
paspeweHne FOREGROUND_SERVICE_LOCATION

O61bABNATL B NPUNOXEHMM Pa3peLleHne Ha 3aryck akTUBHbIX CIYX6 MOXHO TOJNbKO B ClieayoLmnx
cnyyasix:

+ Cnyx6a TpebyeTcs GyHKLMM, KOTOpas nofiesHa Ans nonb3oBaTens U CBA3aHa C OCHOBHbLIM
Ha3Ha4YeHneM NpunoxeHus.

+ Cnyx6a 3anyckaeTcs nonb3oBaTeneMm, unm ee paboTta 3aMeTHa s Hero. Hanpumep, cryxoa
BOCMPOM3BOAMUT MECHIO, TPAHCNNPYET MEAMAKOHTEHT Ha ApYyroe YCTPOWCTBO, NPefoCTaBnseT
TOYHbIE 1 MOHATHbIE YBEAOMIEHUS UMW NO 3anpocy Nonb3oBaTens 3arpyxaeT ¢oTo B 061aKo.

.

Monb3oBaTenb MOXET 3aBEPLINTb UM OCTAHOBUTb PABOTY CRyxX6bl.

.

Ecnv BbinonHeHne cnyx6bl 6yaeT NpepBaHo UM OTIIOXEHO, 3TO BbI30OBET Y MOJb30BaTeNs
HeraTUBHYIO peakuuio unu oyHkuma byaeT paboTaTb He Tak, kak npegnonaranocs (HanpuMep, Korga
HY>XHO MO3BOHUTb, CUCTEMA HE AOIKHA OTKIaAbIBaTh BbI3OB).

.

Cny>xx6a paboTaeT He fonblie, YeM TpebyeTcs AN BbINOMHEHNS 3a4aul.
KpuTepuu Bbile He PacNpPOCTPAHSIOTCS Ha CEAyoWmMe TUMbl aKTUBHBIX CRyX6:

« systemExempted  wu shortService ;
« dataSync (Tonbko npu ncnonb3osaHum eyHKUMN Play Asset Delivery ).

MoppobHee 06 NCMONb30BaHUM aKTUBHbIX CIYX0...

I'Iepep,aqa OaHHbIX, MTHNUNNPOBaAHHAA NMoJib30OBaTEN1EM

API ona nepenavn naHHblX, VIHVILI,VIVIpOBaHHOVI nosib3oBaTenieM, MOXET 3anyCKaTbCs B MPUITOXEHUSX,
TONbKO ecnu:


https://developer.android.com/training/monitoring-device-state/doze-standby.html
https://developer.android.com/training/monitoring-device-state/doze-standby.html
https://developer.android.com/training/monitoring-device-state/doze-standby.html#whitelisting-cases
https://developer.android.com/training/monitoring-device-state/doze-standby.html#whitelisting-cases
https://developer.android.com/about/versions/14/behavior-changes-14?hl=ru#secure-fsi
https://developer.android.com/about/versions/14/behavior-changes-14?hl=ru#secure-fsi
https://source.android.com/docs/security/app-sandbox
https://source.android.com/docs/security/app-sandbox
https://support.google.com/googleplay/android-developer/answer/13392821
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/guide/playcore/asset-delivery
https://developer.android.com/guide/playcore/asset-delivery
https://support.google.com/googleplay/android-developer/answer/13392821
https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers

+ 3aja4ya UHULMMPYETCS NONb30BaTENEM;
« OaHHble NepefarTcs Nno ceTy;

¢ 3afa4a BblNonHAETCAa HEe aonblle, Yem Tpe6yeTc9| ong nepepayvn naHHbIX.

MNMoppobHee 06 APl ons nepepayn gaHHbIX, MHULUMPOBAHHOM NONb30BaTENEM...

TpeboaHus Kk ncnonb3osaHuio napameTtpa FLAG_SECURE

YkazaHHbI B koge npunoxenus énar FLAG_SECURE  no3BonsieT orpaHnymTb 4EMOHCTPALMIO
KOH®UAEHLMaNbHbIX AaHHbIX B MPOAYKTE, HANPUMEP UCKITIOYUTb CO34aHNe CKPUHLLOTOB C HAMWU UK
NPOCMOTP TaknX CBEAEHNIN Ha He3aLMLLEHHbIX 3KpaHax. ObbsaBnaTe 3TOT dnar, eCnm KOHTEHT
NPUNOXEHWs He crnepyeT TPaHCIMPOBaTb, NOKa3biBaTb UM NepefaBaTh APYruM o6pasom 3a npegenb
NPUNOXEHWS UAW YCTPONCTBA NOSb30BaTENS.

Mo coobpaxeHusam 6€30MacHOCTH 1 KOHOUAEHLNANBHOCTY BCE NMPUIIOXEHNS, KOTOPbIE
pacnpocTpaHsitoTcs Yepes Google Play, fonxHbl yunTbiBaTh Hanmvume FLAG_SECURE B ppyrux
NPUNOXEHNAX. TO 3HAUMT, YTO 3anpeLLaeTcs co3aaBaTb cnocobbl obxopa napameTtpa FLAG_SECURE B
LPYrUX NMPUIOXEHNSX UK CNIOCOBCTBOBATL UX UCMONb30BAHMIO.

370 TpeboBaHWe He 3aTparMBaeT NPUOXEHNS, KOTOPbIE CYATAKOTCS MHCTPYMEHTAMU CrieLmanbHbIX
BO3MOXHOCTEN , ECNN OHU HE NEPERAIOT, HE COXPAHSIIOT U HE KELIMPYIOT KOHTEHT, 3aLLMLLEHHbIV
¢narom FLAG_SECURE, pns npefocTaBneHnst [OCTYMNa K TakMM LaHHbIM BHE YCTPOWCTBA
nonb3oBaTens.

[punoxeHusa ¢ nokanbHbIMU KOHTeUHepamMm Android

MpunoxeHns ¢ NokanbHbIMK KOHTeNHepamu Android Nno3BonaT co3paBaTb cpefy, KoTopas YaCTUYHO
nnu nonHocTbio MMuTUpyeT OC Android. Takas cpefia MOXeT CopepKaTb He Bce GyHKLUN
6esonacHocTu Android , N03TOMy pa3paboTymky MoryT fobaBuTb B daiin MaHudbecTa napameTp,
coobLatoLWmnin nokasnbHbIM KOHTENHepaM Android, YTo NPUNOXEHNE HE [OMKHO 3anyCcKaTbCs B
UMUTUPYEMON UMW CPERE.

MapamMeTp B MaHudecTe, obecneunBawLwmn 6e3onacHoCTb cpepbl

MapameTp REQUIRE_SECURE_ENV B MaHudecTe No3BongeT ykasaTb, YTO 3TO MPUNOXEHWE HENb3S
3anyckaTb B JlokanbHOM kKoHTenHepe Android. Mo coobpaxkeHnam 6e30nacHOCTH U
KOHOUAEHLMANBHOCTY NPUIOXEHWS, NPefoCTaBAsoWMeE NOoKaNbHble KOHTeNHepbl Android, BomKHbI
YyUMTbIBaTb HaNMumMe 3TOro NapameTpa B APYrnx NPUIOXKEHUSX, @ TakxXe:

« MpoBepsTb MaHUbECTLI NPUNOXEHWUIA, 3arpy>XKaeMbIX B JIOKaSNbHbIA KOHTEHep Android, Ha Hanuume
3TOro napameTpa.

« He 3arpyxatb B lokanbHbI KOHTeMHep Android npunoxeHus, B MaHUbecTax KOTOpPbIX 06bSBAEH 3TOT
napameTp.

+ He BbiCTynaTb B kayecTBe NPOKCU-CEePBEPA, NepexBaTbiBas UK Bbi3biBasi APl Ha yCcTpolncTBe, YTOObI
OHM Ka3asncb YyCTaHOB/IEHHbIMU B KOHTEMHEpPE.

+ He cozpaBaThb 1 He NMoMoraTb UCMONb30BaTb METOAbI 06X0Aa 3TOro napameTpa (HanpuMep, 3arpyxas
6onee paHHIOK BEPCUIO NPUNOXEHUS, YTOObI 0BONTK AENCTBYIOLMI NapaMeTp
REQUIRE_SECURE_ENV).

Y3HaTb 60onblue 06 3TUX NPaBMUIax MOXHO B HawweM CrpaBOYHOM LIEHTPE.

BeepneHue B 3abnyxxgeHue

Mbl 3anpelyaem nybnmMkoBaTb NPUIOXEHMS, KOTOPbIE MbITAOTCS BBECTU NOMNb30BaTENEN B 3abnyXaeHMe
UK cnocobCTBYIOT HeLOBPOCOBECTHOM LEATENbHOCTH, BKITHOUAs NPUITOXEHNS, 3aBNIEHHbIE GYHKLM
KOTOPbIX HEBO3MOXHO PEann3oBaTh Ha ycTponcTee. MIHpopmaLus 0 MPUNoXeHnK, ero onvcaHue, a


https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://source.android.com/docs/security/features
https://source.android.com/docs/security/features
https://source.android.com/docs/security/features
https://d.android.com/training/basics/intents/limit-play-loading
https://d.android.com/training/basics/intents/limit-play-loading
https://support.google.com/googleplay/android-developer/answer/13609005

Takxe GOTO 1 BUAEO JOMKHbI COOTBETCTBOBATb €ro GpyHKLMOHANBHOCTH. [PUIOXEHUS HE OOMXKHbI
UMUTUPOBATb GYHKLUM MW NPELyNPEXAEHNS ONEPALMOHHOM CUCTEMBI U ApYruX Nporpamm. JTiobbie
N3MEHEHMS HaCTPOEK YCTPOMCTBA AOMKHbI MPOM3BOAUTLCA C BEAOMA M COrflacus nosib3oBaTens.
Kpome Toro, y nonb3oBatens LOMKHA 6bITb BOSMOXHOCTb OTMEHUTbL U3MEHEHNS.

3aaBneHus, BBOASLWME B 3a6nyxXaeHve

CKPVHLUOTBbI, 3Ha4YKW, HA3BaHWUS, OMUCAHWS U ApYyrve MaTepuarnbl MPUIOXEHUS He [OMKHbI COfepXaTb
NOXHYIO MU BBOLSLLYIO B 3a61yXAeHVEe MHPOPMaLMIO.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

« Onuncanune GyHKUMI NPUIIOXEHWS BBOAUT B 3abnyXAeHNe U He COOTBETCTBYET AENCTBUTENIbHOCTU:

« CornacHo onucaHuio 1 CKPUHLLOTaM Urpa asndeTca FOHKOMN, OfHaKo B ,D,EI;ICTBI/ITeJ'IbHOCTI/I
npencrasndeT cobon ronoBOJIOMKY 13 6510KOB, B KOTOpOl‘/’I ncnonb3dyeTca KapTuHKa MallnHbl.

- CornacHo onncaHuo NPUNOXeHNE aBNaeTCA aHTUBUPYCOM, XOT4 B ,D,eVICTBMTeJ'IbHOCTVI copoepxuT
TOJIbKO peKoOMeHaauun o ToM, Kak yaandaTb BUPYCbI.

+ B onucaHuy NpuioXeHust ykasaHbl HEBbIMOMHMMbIE GYHKLMK (HanpyUMep, OTNyrMBaHWe HaCeKOMbIX),
LaXe ecnv OHO NPeACTaBNeHO Kak LWYTKa U PO3bIrpPbILL.

« MpUnoxeHne OTHECEHO K HEMPABUIIbHON KaTeEropmn (Hanpumep, MOXeT BbiTb HEBEPHO yKa3aHO
BO3PAaCTHOE OrpaHuyeHmne).

+ [pUNoXeHMe COREPXNUT ABHO HEAOCTOBEPHbIN KOHTEHT, CBA3aHHbIV C pe3ynbTaTaMun rofloCoBaHNs
NI CNOCOBHbIN NOBMMSATL Ha €ro NpoLecc.

+ B onucaHuy NpuioxeH1s COReP>XXaTcs NIOXHbIE 3agBNEHNS O TOM, YTO OHO CBA3aHO C
roCyfapCTBEHHBIMU YUPEXAEHNIMN, MPEAOCTaBNSET FOCYAAPCTBEHHbIE YCIYTN UM OKa3biBaeT
COQEVCTBUE B UX NOMYYEHUN, MPU STOM MPUIIOXKEHME HE BbIIO Haaexalm 06pasomM ogobpeHo ong
3TUX Lenen.

. I'Ipmnox(eHme JIOXXHO npencTaB/IEeHO KakK O¢VIU,VIaJ'IbeIl‘/‘I npoaykT WN3BECTHOW KOMMaHUN. 3anpeu.|,aeTc9|

MCMNONb30BaTh Takmne Ha3BaHus, kak "OT Oumbl Bunana®, "OdurumansHo oT OuMbl BunaHa™ n
nopo6bHble, 6e3 COOTBETCTBYIOLMX NPaB.



Breath analyser

Are you drunk?

Blow on your phone to get the results

J

2. [ing npunoxeHns 3asiBfeHbl HEBbIMONIHMMbIE GYHKLMKN (HanpuMep, NCMonb3oBaHWe TenedoHa B
KauecTBe ankoTecTepa).

HeCaHKLl,MOHMpOBaHHbIe M3MEHEHUA HAaCTPOEK YCTpOVICTBa

3anpelyaetcs ny6IMkoBaTb NPUIOXEHWS, KOTOPbIE BHOCAT M3MEHEHUS B HACTPOMKM YCTPOMCTBA U
Lpyrve npunoxexus 6e3 Benoma 1 cornacus nonb3osatens. K HacTponkaM yCTpoNCTBa OTHOCATCS
napameTpbl CUCTEMbI M Bpay3epa, 3aKNagKy, SPbIKK, 3HAYKN U BULXKETbI MPUNOXEHWI Ha TNaBHOM
3KpaHe.

Kpome Toro, 3anpeLieHo ykasaHHOE HuXe.

* MpUnoxeHns, KOTOPbIE N3MEHSIIOT HACTPOMKM UK GYHKLMM YCTPOMCTBA C COrnacus nonb3oBaTens,
HO TakMM 06Pa30M, YTO ITO HENb3S NNEFKO OTMEHUTD.

« MpunoxeHus 1 cogepxalinecs B HUX 0ObsBIEHUS, KOTOPbIE KaKMM-160 06pa3oM L06aBASIOT Ha
YCTPOMCTBO PEKNaMy Ui CCbISIKU Ha CEPBUCHI TPETbUX CTOPOH.

« MpunoxeHus, KOTopble 06MaHHbIM NyTeM NoBy>XAatoT NoNib3oBaTeNs YAANATb UV LeaKTUBUPOBaTb
nporpammbl 4pyrux paspaboTynkoB MMBO U3MEHSTb HACTPONKM YCTPONCTBA.

+ [punoxeHus, KOTOpbIE NPU3bIBAIOT NONL30BATENEN YAaNATb UMW OTKIHOYATb MPOrpaMMbl ApPYTrx
pPa3paboTuUMKOB MO0 U3MEHSATL HACTPOWKM YCTPOUCTBA. VICKIIIOYEHNE COCTABASIOT NMPUNOXEHNS,
obecneumBatoLne 6€30MacHOCTb YCTPONCTBA WU AaHHBIX.

NocobHnuyecTBO He[JOBPOCOBECTHOM OEATENBHOCTMU

3anpelyaeTcs Ny6nMKoBaTh NPUIOXKEHUS, KOTOPbIE PACcCCUYMTaHbl HA UCMOJIb30BaHME B
He[06POCOBECTHbIX Lensx. HanpuMep, NpunoxeHus Ans co3faHus nacnopToB U ApYyrunx
YAOCTOBEPEHMIN IMYHOCTH, HOMEPOB COLMANIBHOrO CTPAXOBaHUS, AUMNIOMOB, KPEAUTHBIX KapT,



6aHKOBCKMX CYETOB U BOOMUTENLCKUX NpaB. VIHbopMaLmsa O NPUNOXEHUN, Ero Ha3BaHWe, onnucaHue, a
TaKxe M306pa)KeHMFI 1 BUAEOPOJIKN OOJIKHbI COOTBETCTBOBATb €ro peasibHbiM q)yHKLI,VIﬂM n
cofepXaHuto, a CaMo NpunoXXeHne OoJIXXHO pa6OTaTb TaK, KaK 3TOro oxxmaaeT nonb3oBaTeb.

[JononHuTtenbHble pecypchl NPUNOXeHWs (HanpuMep, UrpoBble 06BEKTbI) MOTYT BbiTb LOCTYMHbI A
CKaYMBaHWS, TOMbKO ECM OHWU HEOBXOAMMbI AJIS UCTIONIb30BAHNS NPUOXeHUs. NPy 3TOM OHU [OMXKHbI
COOTBETCTBOBATL BCeM Npasunam Google Play, a npunoxeHue LOMKHO COO6LLaThb NONb30BATENHO
pa3Mep 3TMX GannoB o Hayana ckauvBaHus.

3asBeHNs 0 TOM, YTO NPUIIOXKEHME CO3AaHO A8 PO3bIrPbILLEN U B APYTMX Pa3BleKaTeNbHbIX Lensax, He
N36aBnstoT Pa3paboTUNKOB OT OTBETCTBEHHOCTU U HEOBXOAMMOCTM COBNOLAaTb HALUKM NpaBuna.

BoT npuMepbl Hanbornee pacnpocTPaHEHHbIX HapyLUeHUN:

« [MpuUnoxeHus, KOTopble KOMUPYIOT NHTEPdENC APYrnX NPUNOXEHUN NN BE6-CanToB, YTOHbI 06MAHOM
MONyYMTb NEPCOHASbHbIE UITN YYETHbIE JaHHbIE.

« MpUNoXeHUs, B KOTOPbIX YKa3aHbl HENPOBEPEHHbIE UM peabHble agpeca, Homepa TenedoHOB U
NOEHTUMKALMOHHBIE faHHbIE NOAEN UK KOMMNAHWK, pas3MeLLeHHble 6e3 cornacus aTUX NnL, Um
OopraHv3sauum.

+ [pUNOXeHNs, OCHOBHbIE PYHKLIMM KOTOPbIX MEHSIOTCS B 3aBUCUMOCTM OT MecTa NpoXMBaHUS
nonb3oBaTens, NapaMeTPoB YCTPOUCTBA U APYruX AaHHbIX NONb30BaTENs, €CNN 3TU Pasnnuns He
yKa3aHbl B §BHOM BUE B ONMUCAHUN MPUSTOXEHNS.

+ MpunoXxeHns, KOTOpbIe CUMBHO M3MEHSIOTCA B 3aBUCMMOCTU OT Bepcum 6e3 yBefoMneHus
nonb3oBaTens (Hanpumep, B pasgene YTo HOBOro ) 1 06HOBNEHMS ONUCaHMUS.

« [pUNOXEHWs, KOTOPbIE U3MEHSIIOT NN CKPbIBAIOT CBOU GYHKLUM BO BPEMSI MPOBEPKM.

. anIﬂO)KeHMﬂ, KOTOpPbI€ BbINONTHAKOT CKayMBaHME Yepe3 CeTb [OCTaBKM KOHTEHTa (CDN),
npenBapuTenbHO HE coobuias nonb3oBaTesNto Pa3mMep CkaunBaeMblxX q)al‘/‘lJ'IOB.

MaHnnynMpoBaHMe MeOMaKOHTEHTOM

3anpelyeHo nybnmkoBaTb MPUTOXEHWS, KOTOPbIE CMOCOBCTBYIOT PACNPOCTPAHEHNIO TOXHOW UMK
BBOASLEN B 3abnyxaeHne nibopmaLmmn B BULE N306paxeHuni, ayamo, BUgeo unm Tekcta. He
paspeLleHbl NPUNOXEHWS, PacipOCTpaHsIoLWMe 3aBeAOMO JIOXHbIe UK BBOASLWME B 3abnyxaeHue
N306paxeHns, TeKCT UM BULEO, KOTOPbIe MOTYT HAaHECTU BPER, B CBA3M C COBLITUAMM, TPEBYOLWMMN
[ENMKATHOrO OTHOLWEHWS, MNOSIMTUKON, COLManbHbIMU BOMPOCaMU U O PYTMMU OBLWECTBEHHO 3HAYMMbIMU
TEMaMU.

NcknoueHuns MOoryT 6bITb caenaHbl gnga I/IHq)OpMaLI,MI/I, ﬂpe,D,CTaBJ'Iﬂ}OLIJ,el‘/lI O6IJ.I,eCTBeHHbIIZ MHTEpPEC,
OTpenakTnpoBaHHOroO MEAMAKOHTEHTa C 3agBNneHnaMmmn onga nonb3oBaTenen UM BoasaHbIMM 3HaKaMu,
Oo4yeBUOHbIX MPMUMEPOB CaTUpbl MNX NapoAnn, a Takxe angd M306pa)KeHI/IIZ, FBHO CO3[aHHbIX
NCKYCCTBEHHbIM o6pasoM.

OTpepnakTMpoBaHHbIE MEgMamMaTepuanbl LOKHbI COOTBETCTBOBATL NpaBuiaM afs paspaboTumnkos
npunoxeHuin B Google Play, B TOM yMcrie NONOXEHNUAM O 3aMNPELLEHHOM KOHTEHTE.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« MpunoxeHus, Ha cTpaHuLax KoTopbix B Google Play ucnonbayrotca n3obpaxeHus cobbiTui,
TPebyoLMX AeTMKAaTHOTO OTHOLLEHWS, UV M3BECTHBIX MOAEN, C LeNblo MPOAEMOHCTPUPOBaTb
bYHKUMN U3MEHEHNS MEAVAKOHTEHTA.

+ MpunoxeHuna ans pegakTMpoBaHUS BUAEO, NO3BONAIOLME UMUTUPOBATb BbiMYCKM HOBOCTEW, L0HABUB
Ha3BaHUs U NIOTOTUMbI PeaibHbIX HOBOCTHbIX areHTCTB 6e3 9BHOro 0Tkasa OT 0643aTesNIbCTB UK
BOOSHOrO 3HaKa.

+ MNpunoxeHuns, eqUHCTBEHHOE NPeaHa3HauYeHne KOTOPbIX — CO34aHNe BBOAALLEro B 3abnyxaeHue
MeAMaKOHTEHTa.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/topic/9877466
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Lorem ipsum dolor sit amet, lorem ipsum dalor.

1. C NOMOLLbIO 3TOrO NPUNOXEHNS MOXHO PEAaKTMPOBaTh BULEO, UMUTUPYS BbIMyCKM HOBOCTEW, @
TakXke JO6aBNATb B K/IMMbl U306paXeHNs 3HAMEHUTOCTEN 1 OBLLECTBEHHDBIX AesTenen 6e3 BogsHOro
3Haka.

[Npo3payYyHOCTb NOBEOEHMS

Monb3oBaTeNnsaM OOMKHO BbITb MOHATHO, YTO AENaeT Balle NPUIOXEHNE. He NCMoNb3yhTe B HEM
CKPbITble, HEAKTUBHbIE UMM HE3a00KYMEHTUPOBaHHbIE GYHKLMW. 3anpeLLeHo nbiTaTbes n3bexatb
NPOBEPKM MPUNOXEHUIN KaKUMU-TTMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb Nonb3oBaTenen,
LieNIOCTHOCTb CUCTEMbI M COOTBETCTBUE NpPaBuiaM, MOXET NoTpeboBaTbCs AOMNONHUTENbHAS
MHPOPMALMS O MPUNOXEHUN.

NckaxeHne ¢pakToB
Mbl 3anpeLyaemM NPUIOXKEHUS U akKkayHTbl pa3paboTunKoB, KOTOpPbIE:

* BbIAAIOT cebs 3a Apyrvx NuL, Unu gpyrve opraHnsaLmu, a Takxke CKPbIBAKOT UM UCKaXaoT CBOKO
OCHOBHY!O Liefb UM CBEAEHNS O BNagenbLax;

+ HaMepeHHO BBOAAT NONb30BaTeNen B 3abnyxaeHue, HanprMep CKPbIBaloT UK MCKaXatoT
MHOOPMALMIO O CTPaHE NMPOUCXOXAEHWUS UK NPELOCTABNAIOT KOHTEHT MOSb30BATENSAM B APYrMX
cTpaHax;

.

COTPYQHMYAIOT C APYTMMU NMPUTIOXEHNSIMI, CanTamu, pa3paboTumkaMmn U akkayHTamu B Liensx
COKPBITUS UK aNbCUDUKALMN [AHHBIX O MPUSTOXKEHMMN UK Pa3paboTumnKe, a TakXe LPYron BaXHON
nHbopmaLmm (3TO OTHOCUTCS K KOHTEHTY, KOTOPbIN MMEET NOANTUYECKYHO, COLMANBHYO UK
06LLEeCTBEHHYIO HAMPaBIEHHOCTb).

MNpasuna Google Play B oTHOWweHuM uenesoro yposHsi API

YT106bl 06ecneunTb 6e30nacHOCTb NoMb30BaTeNeN, AN BCex npunoxeHun B Google Play Heobxoaumo
yCTaHOBUTb clegyrowme uenesble yposHu APL:



OGHOBNEHMUS M HOBbIE NPUMOXEHMUS [OMKHBI UCNONb30BaTh YpoBeHb Android API He Huke
BbINYLEHHOrO B TEYEHWNE rofa Nepen BbIXO[OM nocnefHen ocHoBHon Bepcumn Android. My6nvkaums B
Play Console npunoxeHun n o6HOBREHWUI, KOTOPbIE HE YAOBIETBOPSIOT 3TOMY TpeboBaHuio, byaeT
OTK/OHEHa.

PasmelyeHHble B Google Play npunoxeHus,, Ang KoTopbix He BbiNycKaloTcs O6GHOBIEHUS 11 B
KOTOPbIX YCTAaHOBNEH YpoBeHb API HMXe onybnMKoBaHHOMO B TEYEHME ABYX NET Nepes BbIXOLOM
nocnegHen ocHosHow Bepcumn Android, OyayT HeQOCTYMHbI HOBbIM NOSIb30BATENAM Ha YCTPOWUCTBAX C
6onee nosgHumm Bepcuamm OC Android. Te, KTO paHee ycTaHaBnMBan Takme npunoxexus ns Google
Play, cMOryT HaxoguTb, NepeycTaHaBNMBaTb 1 UCMONIb30BaTb UX Ha YCTPOMCTBax ¢ Ntobon Bepcuen OC
Android, nogaepXxnusaemMoi NpUNOXeEHNEM.

TexHnYeckme peKkoOMEeHAaLMN O TOM, KaK MEePEeNTN Ha HOBbIN LieneBon ypoBeHb APl B COOTBETCTBUN C
TPebOoBaHMSIMK, MOXHO HANTW B HALLEM PYKOBOACTBE

O TOYHBIX CPOKaX 1 CRyyasx-UCKOUYEHMAX PacCKasaHo B 3TON CrpaBOYHOM CTaTbe

Ncnonb3oaHue SDK B NpunioxeHusx

Ecnu Bbl XoTUTE 006aBUTb CTOPOHHUI SDK, TO BOMXKHbI YOEeAUTLCS B TOM, YTO €ro KO 1
peann3oBaHHble B HEM NPOLLECCHI HE HapyLatoT MpaBuna NpPorpamMMsl s pa3paboTymkos
npunoxenun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun o6pabaTbiBatoT Nonb3oBaTebCkne
OaHHble. Kpome Toro, cnepyeT NOHMMAaTb, Kakne paspeLleHns OHM UCMONb3YIOT, Kakne CBefeHns
cobupatoT 1 noyemy.

TpeboBaHust kK SDK

Pa3paboTunky MPUNOXEHUIN YaCTO UCMONb3YIOT CTOPOHHUIA KOp, (Hanpumep, SDK), 4To6bI
WNHTErpMpoBaTh BaXKHble GYHKLMN 1 CEPBUCHI B CBOM NPOJYKThI. Bkntovag SDK B npunoxeHue, BaxHO
ybenmnTbes, UTo 6€30MacHOCTb NONb30BaTENEN HE NOCTPAAAET U B KOLE HE NOSBATCS HOBblE
YSI3BMMOCTW. B 3TOM paspene Mbl 06BSCHNM, Kak HEKOTOPbIE U3 HALLIMX aKTyarbHbIX TpeboBaHWM K
KOHOUAEHLMANBHOCTM 1 6€30MaCHOCTU NPUMEHSIIOTCS B OTHOLWEHMM SDK 1 KaknM 06pa3oM OHK
LOSXHbI MoMoraTh pa3paboTunkam 6e3onacHo MHTErpMpoBaTb SDK B NPUNOXeHUS.

Ecnu Bbl XoTUTE 006aBUTb CTOPOHHUI SDK, TO BOMKHbI YOEeAUTLCS B TOM, YTO €ro Kof 1
peanv3oBaHHbIE B HEM NPOLLECChI HE HapyLatoT MpaBuna NporpaMmsl Ans pa3paboTuynkos
npvnoxenun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun o6pabaTbiBatoT Nonb3oBaTesibckne
OaHHble. KpOMe TOro, cnenyetT NnoHMMaTb, Kakne paspeleHna OHM NCNONb3YIOT, Kakne cBefeHnd
cobumpatoT 1 noyemy. MoMHMTE O TOM, YTO CH60p M 06PaboTka NONL30BATENBCKUX AaHHbIX CO CTOPOHDI
SDK AO/MKHbI COOTBETCTBOBATb MNONINTUKE NPUNTOXKEHUS.

YT06bI HE [OMYCTUTb HAPYLEHWUI, U3YYMTE BECH TEKCT CrefyoL X NPaBu 1 06paTuTe BHUMaHWe Ha
aKTyarnbHble TpeboBaHMs B OTHOLWEHMU SDK, KOTOpbIe MPUBEAEHbI HUXE.

npaBMna B OTHOLUEHUU NOoJib3OoBaTEsIbCKUX AaHHbIX

K paHHbIM nonb3oBaTesst OTHOCATCS CBEAEHWS, NPEeLOCTaBNEHHbIE UM, @ TAKXKE MOJyYeHHbIe B XOAEe ero
paboTbl, B TOM yncne nHpopmMauums ob yctponctee. Oba3aTesnibHO cooblymTe, Kak 1 Ans Yyero Bbl bygeTe
C06leaTb, 06pa6aTblBaTb M NCNOoJSIb30BaTb 3T AaHHbIE, @ TakKXe nonyvaTb N NpeaocTaBndaTb K HUM
pocTyn. Mcnonb3oBaTh Takyto MHGOPMALMIO B LIENSIX, O KOTOPbIX Bbl HE 3asBUMW, 3aNPELLEHO.

Ecnu B BalweM NpuIoXeHnn UCNonbayeTcs CTOPOHHMI kog, (Hanpumep, SDK), ybeguTech, YTo OH caM u
peann3oBaHHble B HEM MPOLECChl 06paboTKM NOSIb30BATENBCKMX AaHHbIX COOTBETCTBYIOT [paBunam
nporpammbl 4nis paspaboTumkos npunoxeHun B Google Play, B ToM uncrne TpeboaHusam 06
MNCMNONb30BaHUN N PacKpbiTUKM MHGOPMaL K. Hanpumep, Bbl [OMKHbI YAOCTOBEPUTLCS, YTO NOCTABLYMK
SDK He npofaeT nnyHble U KOHOULEHLManbHbIe faHHble MOb30BaTENd, MOSyYeHHbIe U3 Ballero
NpUNoXeHns. 3To TpeboBaHNe NPUMEHSETCS BHE 3aBUCUMMOCTM OT TOro, Kak ByayT nepeaaHbl
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nonb3oBaTeNnbCKMUEe AaHHblIE: NOCNEe OTNPaBKK Ha CcepBep UK B pe3ynbTaTe BHEAPEHUA CTOPOHHEIO
KO[a B Balle NpunoxeHue.

JInyHble n KOH¢M,D,eHU,VIaJ1beIe nosib3oBaTesibCKue AaHHble

« OrpaHuuvBanTe [OCTYN K NIMYHBIM N KOHPUAEHLMATBbHBIM NOMb30BaTENIbCKUM LaHHbIM, MOMyYeHHbIM Yepes
NPUIoXeHne, a Takxe nx cbop, NCnonb3oBaHWe 1 nepegady. AT AeNCcTBUS [ONYCKAOTCS TONbKO ANs
npenocTaBnenns GyHKLNIA CEPBUCA UM MPUSTOXKEHNS, @ TAKXE B LieNsX, COOTBETCTBYIOLLMX NPaBUIaM U He
HapyLatLmx 060CHOBaHHbIE OXMAAHWS NOSb30oBaTeNen.

M I'Ipmno»(eva, ncnonbsyoume finYHblie n KOH¢VIJJ,€HLWI8J'IbeIe nonb3oBaTeNlbCKMUE OaHHbIe 019 NOKa3a peknambl,
AO0/KHbI COOTBETCTBOBATb NpaBwu/iaM Google Play B OTHOWEHNN pa3MelleHnsa peknambl.

» Bce nnyHble U KOHPMAEHLMaNbHbIE AaHHbIe NONb30BaTeENeN AONXHbI 06pabaTbiBaTbCst 6€30nacHbIM 06pa3oM, B
TOM Ymncne C NPYMEHEHNEM COBPEMEHHbBIX METOLOB WNPPOBaHKMS, Hanpumep npoTtokona HTTPS.

« [pexne Yem 1Cnonb3oBaTb AaHHbIE, AOCTYM K KOTOPbIM PErYNNpyeTcs paspeleHnsMu Android, npunoxexue
LOMKHO 3aNpoCuTb AUHAMMYEcKoe paspelueHne (Bceraa, Koraa 3To BO3SMOXHO).

I'Ipop,a)Ka JINYHbIX U KOH(bVIp,eHLWIaHbeIX noJsib30BaTes/IbCKUX AaHHbIX

He nponaBalhTe JINYHbIE U KOH¢I/ID,eHl_|,VIaJ'IbeIe nonb3oBaTeENIbCKNUE OaHHbIe.

« [popaxa noppasymMeBaeT nepefavy MHGOPMaLMM TPETbUM INLLAM UM OBMEH €t C LIENbIO NosyyYeHUs
[EHeXHOro foxopa.

« Ecnu cBoM NMYHble 1 KOHUAEHLMAbHbIE aHHbIe NepefaeT caM Nonb30BaTeNb, ATO HE CUMTAETCS NMPOLAXKEN.
MpuMepbl Taknx CUTyaLMI: B NPUNOXEHUN eCcTb GyHKLMS AN nepefauv Gannos TPETbUM NnLaM; NPUIOXEHWE
npefHa3HauyeHo A NPOBEAEHNS HayUYHbIX UCCNEef0BaHUN, U [aHHble OTNPABNSIOTCS B 3TUX LiENSX.

PaCKprTMe MH¢OPM8LWIVI U pa3pelweHne Ha ucnosib3osaHue gaHHbIX

Ecnu Bale npunoxeHve cobrpaeT, UCMONb3YeT, NEPERaeT IMYHbIE 1 KOHOUAEHLMANbHbIE NOMb30BaTENbCKME
LaHHbIe UK NonyyYaeT JOCTYN K HAM B LENSX, KOTOPbIE MOTYT HE COOTBETCTBOBaTb O60CHOBAHHbBIM OXUAAHWAM
nonb3oBaTenen oT NpoaykTa uin GyHKLMW, HEO6XO[UMO cobntoaaTh TPeboBaHMS K PacKpbITUIO MHbOPMaLMK 1
NONYYEHUIO Pa3peLLEeHUs Ha UCTMONb30BaHNE AaHHbIX, yKa3aHHble B MPaBiuiax B OTHOLIEHUM TakuX AaHHbIX.

Ecnu B BalleM NpUIoXeHUn NPUMEHSIETCS CTOPOHHWIA KOg, (Hanpumep, SDK), npeaHasHayeHHbIn Ans cbopa NNYHbIX
1 KOHOUAEHLMANbHBIX NMONb30BATENbCKUX [aHHbIX, Bbl AOMKHbI NPEJOCTaBUTb AOCTATOUHbIE fOKA3aTENbCTBA TOrO,
YTO NPUNOXEHME He HapyLllaeT TpeboBaHus 13 pasaena "PackpbiTue MHPOpPMaL MK 1 pa3peLleHne Ha
MCMOMb30BaHME JaHHbIX" HACTOSLWMX NPaBun. MPUIOXEHNE LOMKHO COOTBETCTBOBATb, B YACTHOCTU, MONOXEHUSAM O
BOCTYyNe K faHHbIM, 1X c6ope, NCMONb30BaHMM 1 Nepefaye C NOMOLLbI0 CTOPOHHETO Kofa. [lokasaTenbcTaa
HeOoBXOAMMO OTNPAaBUTL B TEUEHME ABYX HELENb U APYroro nepropa (eCnv OH ykasaH) nocne nonyyeHns 3anpoca
ot Google Play.

O643aTeNbHO YAOCTOBEPLTECH, YTO B CTOPOHHEM Kofe (Hanpumep, SDK) He HapyliatoTcs npaBuna B OTHOLIEHNM
MoMb30BaTENbCKUX AaHHbIX.

C 6onee noppobHom nHpopMaLmel o TpeboBaHUAX K PaCKpPbITUIO MHOPMALIMK 1 MOMYYEHMIO Cornacus
Nosb30BaTeneil MOXHO 03HaKOMUTLCS B CripaBOYHOM LiEHTpE.

Mpumepbl HapylueHui, BbisBaHHbIX SDK

« MpunoxeHwue ncnonbayet SDK, KOTOpbIN COBUPAET NUYHBIE N KOHGUAEHLMNANbHbBIE MONIb30BATENIbCKME AaHHbIE U
He obpabaTbiBaeT MX COrNacHO NpaBuiaM B OTHOWEHUM NONb30BATENbCKMX AaHHBIX, TPE6OBaHUAM K PacKpbITUIO
VMHPOPMALIMN 1 paspeLLEHMIO Ha UCTONb30BaHNe AaHHbIX, a Takxe TpeboBaHUsSM, KacatowmuMmes JocTyna K
LaHHbIM U X 06paboTkK (BKMOYasa 3anNpeT Ha NPOAaAXxy).

» B npunoxeHvie uHterpmpoaH SDK, KOTOpbIN cobupaeT nnyHble U KOHPUAEHLMANbHbIE NONb30BaTENbCKUE
[aHHble MO YMONYaHMIO, YTO HapyLWwaeT TPeboBaHMS HACTOALWMX NPaBW B OTHOLWEHMN PACKPbITUS UHPOPMaLIMN 1
MoNy4YeHUsi Cornacusi nonb3osaTernen.

« [N NpunoxeHns 3asiBNEHO, YTO OHO COBUPAET NIMYHbIE 1 KOHUAEHLMANbHbIE MONb30BATENbCKME AAHHbIE TONBKO
Lns obecneyeHns paboTbl GyHKLUM, 3aLUMLLAIOWMX OT MOLWEHHUYECTBA 1 3noynoTpebnerunit, Ho SDK Takxe
nepepaeT cobpaHHble faHHbIe TPETbUM INLAM B PEKTaMHbIX LIENSX UK ANs aHanUTUKK.

« Mpunoxexue copepXxunT SDK, KOTOpPLI NEpenaeT CBEAEHNS 06 YCTAaHOBMIEHHbIX NakeTax C HapyLWeHneM
peKkoMeHAaLMIN No PacKpbITUIO MHbOPMaLUK /Ui TpeboBaHWIN NONUTUKK KOHGUAEHLMABHOCTY.

o YTO6BI Y3HaTb 6onbue, npquTaMTe npaBuia B OTHOWEHUN HeXenaTelbHOro Mno aong MOBUIIbHbIX yCTpOIZCTB.
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[ononHuTtenbHble TPe60BaHUSI B OTHOLWEHUU [OCTYMNa K IMYHbIM U KOHOUAEeHLMaTbHbIM
DaHHbIM

B Ta6nmue HUXe npeacTaBlieHbl Tpe6OBaHMFI K onpeneneHHbiM d)yHKLlI/IOHaJ'IbeIM 0COBEHHOCTSAM npmnoerMﬁ.

®yHKUMOHaNbHas 0CO6EHHOCTb TpeboBaHus

C60p NOCTOSIHHbIX MAEHTUGUKATOPOB MOCTOSIHHbIE NBEHTUDUKATOPbI YCTPONCTB HE JOMKHbI BbITb CBA3aHbI C
ycTporcTs (IMSI, IMEI-KOROB, CEPUAHBIX  puyHbIMM 1 KOHOUAEHUMANbHBIMU [AHHBIMU NONbL30BaTENEN UMK
Homepos SIM-kapT v T. A.) unu cbpacbiBaeMbIMU MAEHTUPUKATOPAMM YCTPOMCTB, 3a UCKIIOUYEHNEM
yCTaHOBKa CBA3M C TakuMu CcreaytoLmMX CUTyaLMil:

naeHTupunkaTopamu

« KOrAa 370 TpebyeTca Ans ycnyr TenepoHnm ¢ NpuBS3KOn K
NOEHTUOUKALMOHHBIM faHHbIM SIM-KkapTbl (HaNpuMep, Ans 3BOHKOB
no cetn Wi-Fi uepes onepatopa cBs3n);

* B KOPMOPATUBHBIX MPUTOXEHUSX, NPERHA3HAYEHHbIX ANs
yNpaBneHus yCTPOUCTBaMM U UCMOMNb3YEMbIX B PEXMME BafenbLa.

B aTux cnyvasix paspaboTumk LOmKeH SBHbIM 06pa3oM coobLwmnTb
Mosb30BaTENAM O CBA3M C MAEHTUPUKATOPaMM COrMacHO npasuiam B
OTHOLUEHMY MOJb30BATENbCKUX AAHHDIX.

NHbopMaumio 06 anbTepHaTMBHbIX YHUKAMNbHbIX MAEHTUdMKATOPaX
MOXHO HalTW Ha 3TON CTpaHuLe

[lononHWTENbHbIE PEKOMEHAALMM MO UCMONB30BAHNIO PEKNAMHbIX
naeHTuoukatopos Android npuBepeHbl B paBuiax pa3MeLeHuns
peknambl.

MpunoxeHne npegHa3HayeHo ansg geten B npunoxeHus paspeLleHo BkoYaTb Tobko SDK, koTopble npolunu
CaMOCTOATESbHYIO CepTUPMKALMIO 415 NCNONb30BaHNS B CepBUcax,
npepHa3HayeHHblx ans aeten. O3HaKOMbTECH C MOMHOW BEPCUEN
npasun 1 TpeboBaHui MporpaMmbl CAMOCTOSTENBHON cCepTUdUKaLLUm
peknamMHbix SDK B NPUNOXeHUSX NS BCeW CEMbM.

Mpumepbl HapylueHui, BbisBaHHbIX SDK
« Mpunoxexue ncnonbayet SDK, koTopbi cBa3biBaeT IMEI-Kkof 1 faHHble O MECTOMOMOXEHUN.

« Mpunoxerune pabotaeT ¢ SDK, KOTOPbIN CBA3bIBAET peknaMHbiin naeHTudukatop Android ¢ NOCTOSHHBIMU
MOEHTUUKATOPaMU YCTPOMCTBA B PEKMNAMHbBIX LLENAX UMK ANg aHaNUTUKK.
B npunoxeHue nHterpuposaH SDK, KOTOpbIV CBA3bIBAET peKNaMHbln uaeHTudukaTop Android ¢ agpecom
3MNEeKTPOHHON MOYTbI B LLENIsIX aHanUTUKK.

Pa3zpen 6e30nacHOCTU JaHHbIX

Kaxpoe npunoxeHvie [OMXHO CopepXaTb pa3faen 6e30nacHOCTU AaHHbIX, B KOTOPOM MOHSTHO M TOYHO OMUCAHO, Kak
cobMpaloTCs, UCMOMbL3YTCS U NEPEAAIOTCS NONb30BATENbCKME faHHbIe. ITO TAakXKE OTHOCUTCS K BaHHbIM, KOTOpble
cobupatotcs 1 obpabaTbiBatOTCS YepPe3 CTOPOHHME 61bNMoTekn nnmn SDK, ncnonbayemble B NPUNOXEHMSIX.
Pa3paboTumnk HeceT OTBETCTBEHHOCTb 3@ TOUHOCTb M aKTyanbHOCTb Takon MHpopmMaLmn. CBefeHNs B 9TOM pasfene
LOMXHbl COOTBETCTBOBATb TOMY, UTO YKa3aHO B MONMTUKE KOHOUAEHLUANBHOCTY NPUITOXEHUS (ECAM MPUMEHMMO).

M3yunTte BOMONHUTENBHYIO MHGOPMALMIO O TOM, KaK 3aMofHWUTL pasaen 6e30nacHoOCTU AaHHbIX, B CpaBoyHOM
LeHTpe.

O3HaKOMbLTECH TakxXe C MOJTHOM Bepcmeﬁ npasui B OTHOWEHWN NONb30BaTENIbCKUX OaHHbIX.

MNpaBuna ncnonb3oBaHus paspewieHnn n APl c pocTynom k KoHpuaeHUnanbHoOn
nHdopmMauum

3anpochkl Ha NpefoCTaBNeHNe paspeLleHnit n ucnonb3oBaHne API, KOTopble NOyYaloT JOCTYN K
KOHOUAEHUMaNbHOM MHbOPMaLMK, [OMKHbI 6bITb MOHATHBIMUK A Nonb3oBaTenen. 3anpalmBaTtb
paspeLleHns 1 ncnonb3osaTtb API, KOTOpble NOMyYatoT JOCTYN K KOHbMAEHLMaNbHOM nHbopmauuu,
MOXHO TOJIbKO B TOM CJly4ae, €Cfiv OHW HEOOXOAUMbI Af1s PABOThI YKe BHEAPEHHBIX GYHKLMA 1
CEepBUCOB, ONNCAaHHbIX Ha CTPaHuLe NpunoxeHus B Google Play. Henbas ncnonb3osaTb paspeLleHns n
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API, npegocTaBnstolme AOCTYN K LaHHbIM MOSIb30BATENS UM YCTPOWCTBA, A1 GYHKLUMI UK Lenen,
KOTOpble HE OTMEeY€eHbl B ONMUCAHWUM MPUMOXEHWS, HE Peann3oBaHbl UK He pa3peLleHbl. JIYHbie nnu
KOHPUMAEHUManNbHbIE AaHHbIE, NOSTyYEHHbIE C pa3peLleHns Nonb3oBaTens nam Npu noMowm Takmx API,
Henb3s NpoAaBaTh U NepefaBaTh C Lefbto Nocneyowen Npoaaxn H1 Npu Kakux ob6CToaTenbCTBax.

O3HaKOMBTECH C MOMHOW BEPCUEN MPaBUST UCMONb30BaHNS paspeLleHnin n APl ¢ BoCcTymnoMm K
KOHOUAEHLMANbHOW NHbOPMaL UK.

MpuMepbl HapyLLeHWI, Bbi3BaHHbIX TpuMeHeHueM SDK
+ B npunoxeHue nHterpuposaH SDK, KOTOpbIN 3anpaluvBaeT JOCTYN K faHHbIM O MECTOMONOXEHNN B
¢)OHOBOM pexnmMme anga 3anpeweHHbIX N1 He3adaBJIEHHbIX LI,eJ'IeIZ.

« Mpunoxexue ncnonbayeT SDK, koTopbi 6€3 cornacua nonb3osatensa nepepnaet IMEI-kog,
MOMyYeHHbIV C MOMOLLbIO pa3pelueHns read_phone_state B Android.

MpaBuna B OTHOWeEHUU BpegoHocHoro MO

OCHOBHOW NpUHLKMA NpocTon: akocucTeMa Android, Bkntovatowas Google Play n yctponcTtsa
nonb30BaTesNIeN, He NOSKHA NOABEPraTbC BO3AENCTBUIO BPEROHOCHOTO MO. PyKOBOACTBYSCh UM, Mbl
cTapaeMcs genaTb akocuctemy Android 6e3onacHon gns nonb3osaTenen n ux yctponcts Android.

BpepoHocHbIM MO cumTaeTcs noboi KOA, KOTOPbIN MOXET NPEACTaBNATb Yrpo3y A NonbL3oBaTens, a
TaKXe ero faHHbIX UK yCTPOoMCTB. Hanpumep, K BpegoHOCHOMY MO 0THOCATCS NOTEHLUMAaNbHO
onacHble npunoxenus (MOM), a Takxe UcnonHaemble daiibl U MogudrKaLn GpPenMBOPKOB,
OTHOCSILLMECS K TaKUM KaTeropmsaM, Kak TPOSIHCKME NporpamMmbl, PUWMHIOBOE M WnnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [LOHABMSEM HOBbIE KaTEropum.

3TW NpaBuna Takxe NPYMEHSIIOTCA K CTOPOHHeMY kogy (Hanpumep, SDK), KOTOpbIN BKIIOYEH B
NPUNOXEHNE.

O3HaKOMbTECH C MOJIHOW BEpCUen npasusl B OTHOWEHUW BpegoHocHoro MO.

MNpumepbl HapyLleHWI, Bbi3BaHHbIX NpuMeHeHneM SDK
« MNpunoxeHune copepxmnT 6nbnmotekn SDK OT NOCTaBLMKOB, PacnpoCTpaHaoLWmX BpefoHocHoe MO.

« MpunoxeHune HapyllaeT Mofenb pa3pelleHnin Android nnu kpageT yyYeTHble faHHble (Takue, Kak
TokeHbl OAUth) U3 Bpyrnx NPUIOXeHUN.

+ MpunoxeHus 3noynoTpebnaoT GYyHKLMAMK, YTOObI NPENITCTBOBAaTb YAANEHNIO UM OCTaHOBKE.

« MpunoxeHne oTknoyaeT SELinux.

« Mpunoxexue ncnonbayeT SDK, KOTOpbIM HapywaeT Moaenb paspeleHuin Android, nonydas
MOBbILEHHbIE MPUBUAErMM ON19 HE3ASBIEHHON Lenun bnarogaps SOCTYNy K AaHHbIM YCTPOMCTBA.

« MpunoxeHue copepxmt SDK ¢ KofoM, KOTOPbI 06MaHHbIM NyTEM 3aCTaBNSET NOMb30BaTENEN
npvobpeTaTb NOAMNUCKN UK OMauyMBaTb KOHTEHT Yepes onepaTtopa MOBUbHON CBA3M.

MpunoxeHus, KOTopble 6e3 pa3peLleHs NoNb30BaTeNs NoyYyatoT root-goCTyn Yepes NoBbIWEHNE
NPVBUAErNIA, OTHOCATCS K KaTeropum "lMonyyeHne root-gocTtyna’.

LWnnoHckoe MO

LUnnoHckum MO Ha3biBaKOT BPeLOHOCHOE NPUIOXKEHWE, KoL, UV NOBEAEHNE, KOTOPbIE MO3BONAOT
cobupartb, NnonyyaTb UK NepeaaBaTb TPETbUM NIMLAM AaHHbIe Nonb3oBaTens UM yCTPOMCTBa, Korga
3TO HE CBA3aHO C GYHKLMAMU, COOTBETCTBYIOWMMM NPaBUIaM.

K LLINMNOHCKOMY MO Takxe oTHOCUTCH Bpe,D.OHOCHbIVI KoL nnn noBegeHne, KoTopble MOryT CYMTaTbCA
crnocobamMu Cnexkn 3a nonb3oBaTenemM unm nony4yatoT AaHHble HE YBEeOOMNdAa ero n He nony4asa ero
cornacwus.

Bbl MOXETE 03HAaKOMUTBLCS C NMOJTHON BEPCUEN NMPaBW B OTHOLLEHMN LWNMoHcKoro M10.


https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380

HapylueHne npaBun B OTHOWEHUU WnuoHckoro MO 6yaeT cumtaTbes Bbi3aBaHHbIM SDK, B 4UaCTHOCTH, B
crnepyrowmx cny4vanx:

+ €Cnu B NpUNoXeHnn ncrnonbayetca SDK, KOTOpbIN NepenaeT faHHble U3 ayanosanvcen unm sanucem
3BOHKOB, KOria 3TO He CBA3aHO C GYHKLMSMU, COOTBETCTBYIOWUMM NpaBuiaMm;

*+ €CNY B NPUIIOXEHUM UCTIONb3YeTCs BPEAOHOCHbIV CTOPOHHMI KOf, (Hanpumep, SDK), KoTopbin
nepenaeT AaHHble C YCTPOMCTBA HEOXMAAHHBIM A1 MOJSIb30BaTENS CMOCOOOM U/UNKN He yBEROMIISAs
€ro ¥ He Nnonyyas ero cornacus.

MNpaBuna B oTHOWeEHUM HexenaTenbHoro MO gns MOGUNbHbLIX YCTPOUCTB

MNoHATHaa $yHKLMOHaNbHOCTb U ABHOE packpbiTUe MHpOopMaLm

JltoboW Kog [OMKEH UCMOMNHATL BCE, YTO 06€eLLaHO Nob30oBaTeNto. NPUNoXeHNs [OMXKHbI BbIMOHATb
BCe 3asBNeHHble GYHKLMM 1 He OOMKHbI BBOAMTH NONb30BaTENEN B 3aby)XaeHMe.

MpuMepbl HapyLLeHWH:
* MOLIEHHMYECTBO C PEKIaMoN;

¢ CoUumnanbHaga NHXXeHepua.

3awura nonb3oBaTeNbCKUX AaHHbIX

MOHATHO 1 NOAPOBHO paccKaXnTe O TOM, Kak NPUIOXEHWE NoslyyaeT [OCTYN K JINYHBIM 1
KOHOUAEHLMANbHBIM JaHHbIM MOJSIb30BATENS, Kak OHO UX COBMpPaET, UCNonb3yeT 1 nepepaeT. MNpu
paboTe ¢ Takon nHbopmaumnen HeobxoanMo cobntogaTe BCE NPUMEHMMbIE MPaBUIia B OTHOLIEHUN
MoNb30BaTENIbCKUX AaHHBIX, @ TaKXe NPUHUMAaTb Mepbl MPEROCTOPOXHOCTM AN 3alWMTbI STUX
CBELEHUN.

MpuMepbl HapyLWeHUI:
+ cbop gaHHbIX (wWnuoHckoe MO);

* HapyLlleHWe OrpaHUYEHHbIX Pa3pPEeLIEHN.

O3HaKOMbTECh C MOMHON BepCUen npasusl B OTHOLWEHUN HexenaTensHoro MO ans MoBubHbIX
YCTPOWCTB.

MpaBuna B 0OTHOLWEHMM 3110yNOTPebneHns pecypcamMmm yCTPOMUCTBa U CETU

3anpelyatoTcs NPUIoXeHWs, KOTopble HapyLlatloT paboTy YCTPOMCTBa NoNb3oBaTenNs, Apyrux
YCTPOWCTB, KOMMbIOTEPOB, CEPBEPOB, ceTel, APl unu cepBncoB (Bkntovas apyrue npunoxeHns Ha
ycTponcTBe, cepsuchl Google 1 ceTv onepaTopoB CBA3M), @ TaKXe BMELLINBAIOTCS B UX paboTy,
MoNyYatoT HECAHKLMOHMPOBAHHbIV JOCTYN K HUM WU BPEAST MHBIM 06pa3oM.

MPUNoXeHWs N CTOPOHHUI Kopg (Hanpumep, SDK), ncnonbsylolmne MHTEpNpeTUpyemMble 93bikn
(JavaScript, Python, Lua 1 T. f.), KOTOpble 3arpyxatoTcs BO BpeMs paboTbl (a He 3arpyxeHbl B
NPUNOXeHNEe N3HaYabHO), HE OOMKHbI HapyLwaTb npasuna Google Play.

3anpelleHo UCnonb3oBaTb KOA, KOTOPbIN CO3AaET UM UCMOSb3YeT yI3BUMOCTN 6€30MacHOCTU.
NHdopMaLms 0 cambix akTyasbHbIX NpobneMax 6€30nacHOCTM COOEPXUTCS B Hawwen MporpamMme
MOBbILEHWS 6E30MACHOCTM NPUNOXEHNI AN Pa3pPaboTUMKOB.

O3HaKOMBTECH C MOMHOW BEPCUEN NpaBus B OTHOLLEHW 3110ynoTpebneHns pecypcamu yCTponUcTBa 1
cetu.

MpuMepbl HapyLLeHWI, Bbi3BaHHbIX TpuMeHeHneM SDK

+ MpunoxeHne NpefocTaBnseT yCcnyr NPOKCU-cepBepa TPETbUM NnLaM (KpoMe CryyaeB, KOraa aTo
SBNSETCS OCHOBHOM GYHKLUMEN NMPUSTOXEHMS).

+ B npunoxeHve nHterpmpoBaH SDK, KOTOPbIN CKauMBaET UCMONHAEMbIN Kog, (Hanpumep, DEX-dainbl
WNN HaTUBHBIN Kop) He 13 Google Play.


https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/google/play/asi.html#campaigns
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru

+ B npunoxeHvie nHterpupoBaH SDK, KOTOpPbI COREPXUT KOMNOHEHT WebView ¢ nHTepdencom
JavaScript, 3arpyxatoLmin HeHagexHbI Be6-koHTEHT (Hanpumep, URL ¢ npotokoniom HTTP) nnn
HenpoBepeHHble URL, MONyYeHHbIEe N3 HEHAAEXHbIX UCTOYHMKOB (Hanpumep, URL 13 HeHapexXHbIX
obbekToB Intent).

+ B npunoxenune nHterpmpoBaH SDK, KOTOPLIN COREPXUT KOA, UCMOSb3YEMbIN A OOHOBMEHNS
cobcTBeHHoro APK.

+ B npunoxenune nHterpmpoaH SDK, KOTOpbIN ckaumBaeT $ansibl Yepes He3alULWEHHOe COeaUHEHNE,
YyeM nopdBepraeT pucky 6e30MacHOCTb NONb30BATENS.

+ B npunoxenun ncnonbayetcs SDK ¢ koLoOM, KOTOPbIN NO3BOMSET CKaunBaTh MW yCTaHABAMBATb
MPUNOXEHNS N3 HEM3BECTHbIX NCTOYHNKOB BHe Google Play.

+ B npunoxeHune nHterpnpoBaH SDK, KOTOPbIN MCNONb3YyeT akTUBHbIE CyX6bl 63 060CHOBaHHOM
NPUYNHbI.

+ B npunoxeHue nHterpmupoBaH SDK, KOTOPbIV UCMONb3YeT akTUBHbIE CIYXObl B LIENsiX,
COOTBETCTBYIOLWMX NPaBMaMm, HO He 0bbsiBNeH B daiine MaHudpecTa.

I'Ipaauna B OTHOLUEHUM BBeaeHUsA B 386J1Y)|(p,eHV|e

Mbl 3anpelyaem nybnmMkoBaTb NPUIOXEHMS, KOTOPbIE MbITAOTCS BBECTU NOMb30BaTENEN B 3abnyXAeHMe
UM cnocobCTBYIOT HeLOBPOCOBECTHOM LEATENbHOCTH, BKITHOUYAs NPUITOXEHNS, 3aBIIEHHbIE GYHKLM
KOTOPbIX HEBO3MOXHO peann3oBaTh Ha yCTponcTee. VIHpopMaLms o NPUIOXEHUN, ero onucaHue, a
TaKxke ¢OTO 1 BUAEO JOSKHbI COOTBETCTBOBATL €r0 GYHKLMOHANBHOCTU. MPUNOXEHNS HE [OMXKHbI
UMUTUPOBATb GYHKLUM UIW NPeLyNPEXAEHNS ONePaLMOHHOM CUCTEMBI U ApYruX Nporpamm. Jliobble
N3MEHEHMWS1 HAaCTPOEK YCTPOMCTBA LOJSIXKHbI MPON3BOAUTLCSA C BEAOMA U COrlacus nosnb3osaTens.
Kpome Toro, y nonb3oBaTensi LONXKHA 6biTb BO3MOXHOCTb OTMEHUTb U3MEHEHMS.

O3HaKoMbTECH C MOMHOW BEPCUEN NPaBUS B OTHOWEHNN BBEEHWS B 3abnyXaeHME.,

MNpospayHoCTb NOBEeAEHUs

Monb3oBaTensmM JOMKHO BbiTb MOHATHO, YTO AenaeT Balle NPUNoXeHue. He CNonb3ynTe B HEM
CKpPbITbIE, HEAaKTUBHbIE U HE3a[0KYMEHTUPOBAHHbIE GYHKLMW. 3aMpPELLEHO NbITaTbCA N3bexaTb
NPOBEPKM MPUIOXEHMIN KaKUMU-TTMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb Nonb3oBaTeNnen,
LIeNIOCTHOCTb CUCTEMbI M COOTBETCTBUE NpPaBuiaM, MOXET NoTpeboBaTbC AOMNONHUTENbHAS
MHbOPMaLUSA O MPUSTOXKEHUN.

NpuMep HapylieHusi, CBA3AaHHOIO ¢ NpuMeHeHueM SDK

+ B npunoxeHue nHterpuposaH SDK, no3sonsiowwnii n36exatb NPOBEPKUN NMPUTOXKEHNIA.

Kakue npasuna Google Play ons paspa6oTunkoB 06bI14HO CBSi3aHbl C HApYLIEHUSMU,
Bbl3BaHHbIMK NpuMeHeHuem SDK?

YaocToBEpbTECH B TOM, YTO BECb CTOPOHHUIA KOA, KOTOPbIA UCMONb3YET Balle NPUIoXeHue,
cooTBeTcTBYeT [paBunam nporpammbl s paspabotumkos B Google Play. [1ns atoro nsyymte
cnepytoume Matepmarnsl:

« [paBuia B OTHOWEHWN MONb30BATENbCKNUX AaHHbIX

« PaspeweHus n APl ¢ ocTynom K KoHbUAeHUnansHon nibopmaumnm

« MpaBuna B OTHOLIEHMM 310YyNOTPEBNEHNS pecypcammn yCTPOMCTBA U CETU

» BpegoHocHoe MO

- HexenatenbHoe MO gns MOBGUNbHbLIX YCTPOUCTB

« MporpamMma caMocTosITeNIbHOM cepTudUuKaLmm pekiaMHbix SDK B NpUIoXeHUSX O BCEN CEMbU
 NpaBuna pasmMelleHns pexknamsl

- BBepneHue B 3abnyxpeHve

« MpaBuna nporpamMmel gna pa3paboTunkos npunoxeHui B Google Play


https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9900633?hl=ru&ref_topic=9857752#
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/topic/9858052

Bbllwe nepeymncrieHbl npaBua, KOTOpble He cobogaloTea Yalle Bcero. OgHaKko 13-3a HEHaAEeXHOro
kopa SDK Balle NpuUioXeHne MOXET HapyLWMUTb U Apyroe NpasBusio, He BOLIEALWEe B 3TOT CMMCOK.
/3yuainTe npasmnia NOSHOCTbLIO M CeanTe 3a UX 06HOBEHUSMU. Befb MMeHHO pa3paboTumk
NPUNOXEHUs HECET OTBETCTBEHHOCTb 3a TO, YTo6bl SDK 06pabaTbiBain faHHbIe NPUIOXEHUS B
COOTBETCTBMU C NpaBuUIamu.

MonpobHY MHPOPMALMIO MOXHO HAUTK B HaweM CrpaBoOYHOM LiEHTpPE.

BpepnoHocHoe NO

OcHOBHOW NpuHLMN npocTon: akocuctema Android, Bkntoyatowas Google Play u yctponcTea
nonb3oBaTenen, He AOMXHA NOABEPraTbCs BO3LENCTBUIO BpefoHocHOro MO. PyKoBOACTBYSCH UM, Mbl
cTapaemca genatb akocucTeMmy Android 6esonacHor ans nonb3oBaTenen u nx ycTponcts Android.
BpenoHocHbIM MO cumTaeTcs no6om Kog, KOTOPbIA MOXET NPeacTaBnaTb yrpo3y A1s Nob3oBaTens, a
TaKXKe ero faHHbIX UK YCTPOWCTB. Hanpumep, kK BpegoHocHoMy MO oTHOCATCA NOTEHLMANBHO
onacHble npunoxenus (MOM), a Takxke UcnonHaemble daiibl U MogudUKaLn GPenMBOPKOB,
OTHOCSILLMECS K TaKUM KaTeropusM, Kak TPOSIHCKME NporpamMmbl, PULLIMHIOBOE M WNMoHCkoe MO. Mbl
MOCTOSIHHO OGHOBIISIEM 3TOT CMMUCOK U LOGABNSEM HOBblE KAaTErOpUK.

ATn NpaBuna Takxke NPUMEHSIOTCS K CTOPOHHEMY kogy (Hanpumep, SDK), KOTOpbI BKITOYEH B
NpuUnoXeHue.

Bpep,OHOCHbIe nporpamMmbl MOTYT pa3fninyaTbCd NO TUNY U NpUHUUNY ,D,eVICTBI/IFI, HO, KaK npasuno,
npecnegymroT Kakne-nmbo n3 crnepyowmx Luenemn:

« BMeLWaTenbCTBO B paboTy YyCTPOMCTBA NONb30BaTENS;
* MoJly4YeHne KOHTPONA Haf YCTPONCTBOM MOJSIb30BaTENS;

* BbINOJIHEHWE Y aNIEHHbIX ONepaLmi, NO3BOMSOLWMX NOMyYaTb JOCTYN K 3apaXeHHOMY YCTPONCTBY
WU KaKUM-1M60 06pa3oM MCNonb30BaTh ero;

¢ nepepnava nepCoHanbHbIX U YYETHDBIX OaHHbIX C yCTpOVICTBa 6e3 BefloMa 1 cornacus nonb3oBaTens;

+ pacchbifika C 3apaxeHHOro YCTPOMCTBa CriaMa Uiy KOMaHA, KOTOpble 3aTparnmeatoT apyrve
YCTPOWCTBA UMK CETH;

* MOLWEeHHn4eckne ,D,eI;ICTBI/IFI No OTHOLWEHWIO K NoNb30BaTento.

MpunoxeHus, ncnonHsemble dannsl u Mognobukaumn GpPenMBOPKOB, Aaxe €Cnv OHM U3HAYaNbHO He
6bINKN CO3aHbl C BPELOHOCHBIMY LESIIMM, MOTYT CUMTATbCS MOTEHLMANIbHO OMACHbIMU U MPEACTABNATb
yrposy Ans nonb3osaTens. [Jeno B TOM, YTO OHM MOTYT LeNCTBOBaTb NO-Pa3HOMY B 3aBUCMMOCTU OT
uenoro psaa ¢akTopoB. KOMNOHEHTbI, KOTOPbIE MOTYT MPEACTABAATb PUCK AJ1S OfHUX YCTPOWCTB
Android, coBeplueHHO 6e3BpeaHbl ANa Apyrx. Hanpumep, BpeaoHOCHbIE NPOrpaMMBbl, UCMONb3YtoLme
ycTapesuwme AP, He CTaHyT yrpo3oi Afs yCTPOMCTB, Ha KOTOPbIX YCTaHOBNEHa nocnefHss sepcus OC
Android, B oTnnumne oT yCTPOUCTB C 6bonee paHHUMK BEPCUAMU. [TPUIIOXKEHWS, NCNONHAEMble dalinbl 1
mMopudmrKaLm GpenMBOPKOB NOMEYAIOTCS KaK BPEAOHOCHbIE UMM MOTEHLMANBHO ONACHbIE, €CMNM OHK
NPencTaBnsStoT SBHYIO YrpOo3y A/ HEKOTOPbIX MAN BCeX NoNib3oBaTenen u yctponcts Android.

Mbl XOTWM, YTOBbI Halla aKocMCTEMaA Obifla 6e30MacHOM, MOCTPOEHHOW Ha MHHOBALMSX U [OBEPUM, a
TakXXe YToObl MOIb30BATENN NOHMMANN, KaK UMEHHO 3JI0YMbILLIIEHHMKIN MOTYT 3KCMlyaTUPOBaThb UX
YCTPOWCTBA. VIMEHHO NO3TOMY Mbl MOATOTOBUIIM ONUCaHWe KaTeropuin BpegoHocHoro MO.

MoppobHyto HGOPMaLMIO MOXHO HaNTK Ha canTe Google Play 3awwuTsl

Bakgopel

Kopg, KOTOprVI No3BONAET yOaNeHHO BbIMOJIHATb Ha yCTpOPICTBe HeXenaTeNbHble, NoOTeHUNanbHO
onacHble onepauunn.

Takve onepauum MOryT BKIIO4aTb NPOLLECCHI, M3-33 aBTOMATUUYECKOTO BbIMOMHEHWS KOTOPbIX
NPUNOXEHWE, NCMONHAEMBbIN dhann unm Moguonkaums GperiMBopka NONageT B Apyrue KaTeropum


https://support.google.com/googleplay/android-developer/answer/13326895
https://developers.google.com/android/play-protect/potentially-harmful-applications
https://developers.google.com/android/play-protect/potentially-harmful-applications

BpepoHocHoro MO. B uenom 63kaop — 3T0 CNoco6, C NOMOLLbK KOTOPOro NOTEHLMaNbHO OnacHbIe
onepawmy MOryT BbITb BbIMOMHEHbI HA YCTPOWCTBE. M03TOMY 63KA0P CMOXHO NOCTaBUTb B OAMH PSA, C
TakUMU KaTEropmaMU, Kak MOLIEHHUYECKOEe CrcaHne CPefCcTB Uin koMmepyeckoe wnvoHckoe MO. B
peaynbTate Google Play 3awmTa npu onpepeneHHbix 06CTOATENBCTBaX MOXET NOCUMTaTb HABoP
63KLOPOB YA3BUMOCTHIO.

MolieHHnyeckoe cnmcaHue cpencTs
Kog, KOTopbIV NPUBOAMT K aBTOMATUUYECKOMY CMIMCAHUIO CPEeLACTB NOMb30BaTeNs O6MaHHbIM CMOCOBOM.

CyluecTByeT Tpy KaTeropnm MOLEHHNYECKUX CIIMCAHWI CPELCTB Yepes OnepaTopoB MOBUSIbHOWN CBA3N:
SMS- 1 TenepoHHOE MOLLEHHMYECTBO, @ TaK)Ke MOLIEHHUYECTBO C 0DOPMIEHNEM NMOAMUCKN UK
OMnaTon KOHTEHTA.

SMS-moLeHHn4ecTBO

B aToM cnyyae kop NpvBOAUT K OTNpaBke nnaTHbIXx SMS 6e3 cornacus nonb3oBaTeNs UM CKPbIBAeT
cornalleHus, copepxatime nHpopmaunto o nepegade SMS, nnm coobLieHus, B KOTOPbIX ONepaTop
CBSI3W YBEAOMIISIET O CMUCAaHUM CPEACTB UM NOATBEPXAaeT 0bopMIeHe NOANNCKM.

BbiBaeT, UTO KOA, HE CKPBIBAET OT NOJIb30BATENs OTNPABKY COObLEeHMI, HO cnocobeTayeT SMS-
MOLUEHHWYECTBY APYrMMM NyTaMU. MprMepbl: COKPbITUE OnpefeneHHbIX Pa3fernoB CornalleHums ¢
nHpopMaLmen o nepepade SMS nnu NnpefcTasneHne 3TUX Pas3fenos B HEUMTaeMoM BUAE, 6OKMPOBKa
COO06LLEHWIA, B KOTOPbIX ONEPATOP CBA3U YBEAOMIISET NOSb30BATENS O CMIUCAHUM CPELCTB UMK
noATBEPXAAET NMOAMUCKY.

MoweHHn4YecTBO CO 3BOHKaMu
B aTtom Clnyvyae Kog npuBoAuUT K 3BOHKaM Ha njiaTHble HOMepa 6e3 cornacus nonb3oBaTens.

MowweHHNYeCTBO ¢ OPOPMIEHNEM MOZMUCKU MU OMNIATOVN KOHTEHTa
B aTOoM cnyyae kop, ucnonb3yeTcs gas Toro, 4tTobbl 06MaHHbIM MyTeM 3aCTaBWTb YesioBeka NprobpecTu
NOAMNUCKY UM OMNaTUTb KOHTEHT Yepes onepaTopa MOBUIIbHOM CBSA3U.

K 31Ol KaTeropmm OTHOCSATCS BCE CNNUCAHWUS CPERCTB, KPOME TeX, KOTOPbIE Bbl3BaHbI MiaTHbIMU SMS 1
3BOHKaMMU. [TprMepsbl: onnaTa yepes onepatopa unu no npotokony WAP 1 nepegaya MUHYT MOBUSTbHOM
cBs3u. MoweHHnyecTBo ¢ WAP 0cobeHHO pacnpocTpaHeHo. OHO MOXET UCMONb30BaTbCs AJis TOro,
4yTOBbI 06MaAHOM 3aCTaBWTb YENIOBEKA HaXaTb KHOMKY B HE3aMETHO 3arpy>XatoLeMcsi TPO3PayHoOM
KoMnoHeHTe WebView. B pesynbrate nognucka odopmnsetcs, a SMS nnm nucbMo ¢ NoATBEPXAEHNEM
TpaH3aKuuy nepexaaTbiBaeTCsl, YTOObl NONb30BaTENb HE Y3HAN O CMUCAHUN CPEACTB.

MO pnsa npecnenoBaHUs

MporpamMMHbIi Kof, KOTOPbIM B LESISX MOHUTOPUHIa COBMPaET NepcoHasbHble Unv KoHbGUaeHLNanbHbIe
Nnosb30oBaTeNbCKNE faHHbIe C YCTPOMCTBA U NepefaeT UX TPETbUM nnuam (KOMNaHuam unm
dU3MYEeCKMM nuuam).

MprnoXeHWs QOMKHbI PacKpbiBaTb MHGOPMaLMIO U MOMTyYaTb COrnacue B COOTBETCTBUM C NMpaBuiamm B
OTHOLUEHUM NONb30BaTENbCKUX JaHHbIX

PekoMeHAaUUM B OTHOLWEHUW NMPUJIOXXEHUN AJI1 MOHUTOPUHIa

EQVMHCTBEHHBIMU NPUEMNEMbBIMU MPUAOXKEHUSIMUN 1151 MOHUTOPUHIA SBASKOTCS NMPUIOXEHWS,
npeaHa3HaYeHHble AN POAUTENBCKOrO UM KOPMOPATUBHOMO KOHTPONS. MpU 3TOM AOMKHbI MOMHOCTHIO
cobnofaTbCs NPUBEAEHHBIE HMXE TPEOOBaHMS. C NOMOLLBIO 3TUX NPUNOXEHUI 3anpeLLaeTcs CNneguTb
3a ApyrumMu nuuamu (HanpuMep, 3a CynpyroM uim cynpyromn) faxe ¢ Be4oMa 1 Cornacus Takux nuu, u
Npv YCNOBWM NoKa3a yBeoMIIeHMs O nepefavye Hbopmaumn. Ytobbl 06bIBUTL, YTO MPUSTOXKEHME
Mcnonb3yeTcs OJis MOHUTOPUHIa, B daine MaHudecTa HeobXoanMo ykasaTb napameTp
IsMonitoringTool.

anIJ'IO)KEHVIH ong MOHUTOPWUHIa OOJ1XXHbl COOTBETCTBOBATb NEPEYNCNEHHbBIM HUXE Tpe6OBaHVI9IM.


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru

+ B onucaHuun NPUNOoXeHNa He OOJIXXHO rOBOPUTLCA, YTO 3TO WNNOHCKOE MNno nnu WHCTPYMEHT Ong
CereTHOPI CNEexXKu.

+ MpPUNOXEHNa He JOMXKHbI CKPbIBaTb CBOM QYHKLMN OTCNEXUBAHMS UNW BBOAUTL NOMb30BaTeNd B
3a6nyxaeHune no aTomy nosofy.

+ Bo Bpems paboTbl TaKMX NPUNOXKEHUI LOKHbI MOCTOSIHHO OTOBPAaXaTbCst YBEAOMIIEHME O TOM, YTO
NPUNOXEHME 3anyLeHOo, U YHUKaNbHbIN 3HAYOK, NO3BONSIOLLMI OLHO3HAYHO MAEHTUOULMPOBATb
npunoXxeHue.

« B onuncanum npunoxenus B Google Play fonHbl ynoMMHaTbCS ero GyHKLUM MOHUTOPUHIA UK
OTCNEXMBAHUS.

+ B npunoxeHusix 1 Ha ux ctpaHuuax B Google Play He [onxHO 6bITb CMOCO60B aKTUBMPOBATb
bYHKLMW, HapyLwatoLwne aTv NpaBua, Uiamn NofyyYnTb JOCTYN K TakuM GyHKUMaM. Hanpumep,
3anpeLLeHbl CChINIKM Ha He COOTBETCTBYLWME TpeboBaHuaM APK-dalirbl, pasmelleHHble He B Google
Play.

+ MpunoxeHns [OMKHbI COOTBETCTBOBATb AENCTBYIOLWEMY 3aKOHOAATENbCTBY. Bbl HEeCeTe NosHyo
OTBETCTBEHHOCTb 3a CobJofieHNe 3aKOHOB CTPaHbl, FAe Bale NpuioxeHne byaeT
pacnpoCTPaHATLCA.

MoppobHyo nHGOPMaLMIO Bbl HAMAETE B CNPABOYHOM CTaTbe 06 MCnonb3oBaHUK dnara
isMonitoringTool

Ataka Tuna "oTkas B 06cnyxxumsaHmm” (DoS)

Kog, KoTopbIli HE3aMETHO L1 NONb30BaTeNs 3anyckaeT aTaky Tuna "oTka3 B obcnyxusaHum” (DoS)
UNU NPUHMMAET yyacTue B pacrnpefeNeHHON aTake Takoro Tna, HanpaBneHHON Ha Apyrve CUCTEMbI 1

pecypcbl.

MpuMmep: oTnpaska 6osnbluoro konnyectsa HTTP-3anpocoB Af1s Co30aHNs Ype3MePHON Harpy3Ku Ha
yhaneHHble CepBepbl.

3arpysumku BpegoHocHoro MO
KO,D,, KOTOprlZ caMm rno cebe 6e38pep.eH, HO CKa4mBaeT aopyrme noTeHumManbHO onacHbIe NPUNOXEHUS.
Kop MoxeT 6bITb 3arpy34ymkom BpegoHocHOro MO, ecnin BbINONHAETCS XOTS 6bl OQHO U3 YCNOBUIA:

¢ €CTb OCHOBaHU1A CUYMTaTb, YTO OH CO34aH A4 pacnpOoCTpaHEeHNa NOTEeHUaNnbHO ONacCHbIX
I'IpVIJ'IO)KEHVIVI, CKaumBaeT Takune npunoxeHna nnn CoaepXXnT Ko, KOTOprVI MOXET CKa4ynBaTb U
YCTaHaBIMBaTb NMPUNOXEHUS;

*+ Kak MUHUMYM 5 % NPUNOXEHWI, CKaYaHHbIX 3TUM KOLOM, ABNSIOTCA NOTEHLMANBHO ONacHbIMM (TO
€CTb NPV MUHUMaNbHOM nopore B 500 ckayaHHbIX MPUNOXEHWIN AOMXKHO BbITb 0GHAPYXEHO XOTS Obl
25 NoTeHuUManbHO ONacHbIX).

Begnywwme 6paysepbl M NpUnoxeHus s obMeHa gannamm He CUMTaOTCa 3arpy34nmkaMm BPegoHOCHOMO
no, ecnu:

¢ CKaumBaHMEe B HNUX HE 3anyCKaeTCqa 6e3 y4yacTuna nonb3oBaTend,;

¢ CKa4dMBaHMe noTeHunanbHO OMacCHbIX I'IpVU'IO)KeHVIVI Ha4YMHaeTCqa TONIbKO Nocne Toro, Kak
nonb3oBaTesb AaeT Ha 3TO cornacue.

Yrposa gnsa yctpomucTs He Ha 6a3e Android
Kop, noTeHuManbHO onacHbIn Aas opyrux nnathopm.

MpunoxeHns ¢ Takum kogom 6esonacHbl ang yctponcts Android 1 1x nonb3oBaTenen, Ho cogepxat
KOMMOHEHTbI, KOTOPbIE MOTYT HAaHECTU BPEL, APpYr1M nnathopmam.


https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211

OUwnHr

Kop, nonyyeHHbIN SKobbl N3 HALEXHOrO UCTOYHMKA, KOTOPbIM 3aMnpallMBaET yYETHbIE UMK NNaTeXHble
[laHHble Nonb30BaTenNs, a 3aTeM nepefaeT UX TPETbUM NuLaMm. K 3ToN xe KaTeropum 0THOCUTCS KOA,
KOTOPbIV NMEePEXBATbIBAET yYETHbIE AaHHbIE NMPY UX Nepefave.

O6bl4HO CI)VILIJVIHFy noaBeprarnTcd HoOMepa KpeanTHbIX KapT, a TakXXe y4YeTHble faHHblie ANng akkayHTOB B
B6aHKOBCKMX CUCTEMAX, nrpax n coumnanbHbIX CETAX.

MoBbILEHWE NPUBUErNIA

Kop, KOTOpbIN HapyLlaeT LenoCTHOCTb CUCTEMbI, MPOHKKasa B TECTOBYIO cpefdy, nonyyas 6onee BbICOKUM
YPOBEHb MPUBUAETMIN U N3MEHSAS UM OTKIOYas BOCTYMN K OCHOBHBIM GYHKLMAM, CBA3aHHbBIM C
6e30MacHOCTbIO.

Mpumepsi:
+ MpunoxeHuns, KOTopble HapyWatoT Mofenb paspeweHnin Android nnu KpagyT yYeTHble faHHble (Takue
Kak TokeHbl OAuth) 13 gpyrux npunoxeHun.

+ MpunoxeHus, KOTOpble NPENATCTBYIOT YAANEHNIO UM OCTAHOBKE GYHKLIWI.

« MpunoxeHus, KOTopble OTKoYaoT Mogynb SELinux.

MpunoxeHns, KoTopble 63 pa3peLieHns Nob3oBaTeNs NoyyaoT root-gocTyn Yepes NoBbieHne
npuBKNErui, oTHOCATCA K kateropum "MonyyeHue root-gocTyna'.

[porpaMmbl-BbIMOraTenm

Kop, KOTOpbIV NoslyyaeT NOSHbIA UM YaCTUYHbIA KOHTPOMb Hag, YCTPONCTBOM UM AaHHbIMU Ha HEM U
TpebyeT, 4Tobbl ANg BOCCTAHOBNEHMS JOCTYyNa Nnonb3oBaTesb 3annaTui AeHbrn UNu BbINOMHMU Kakoe-
nmbo pencTeme.

HekoTopble 13 Takux NpPorpamm WrdpyoT AaHHbIE HA YCTPOWCTBE U TPEBYIOT AEHBIM 38 UX
paclmndpPOoBKY U/MK NOMYYAIOT NOSIHOMOUYNS aAMUHUCTPATOPA, YTO HE NMO3BONSET MNOJSIb30BATENIO
yAanuTb NporpaMmmy-BbiMoraTenb. MpumMepsi:

« MporpamMmbl, KOTOpblE BNOKUPYIOT NONL30BATENO AOCTYN K YCTPOWCTBY U TPEOYIOT AEHBIM 33 €ro
BOCCTaHOBJIEHME.

+ Mporpammbl, KOTOpble WNPPYIOT AaHHbIE U TPEBYIOT NaTy 9Ko6bl 3a MX PaCLUMPPOBKY.

+ MporpamMmbl, KOTOPbIE MOMYYaloT JOCTYN K MEHeAXEPY NPaBui YCTPOWCTBA, M3-3a Yero
Nofib30BaTeNb HE MOXET YAaNUTb 3TU NPOrPaMMbI.

Kog, pacnpocTpaHseMbIl BMECTE C YCTPOWCTBOM, NMPEfHa3HAYEHHBIN B MEPBYIO odepenb AN
NPUBUMErPOBAHHOIO YNPaBieH s YCTPOMCTBOM, MOXET BbiTb UCKIOUEH U3 KaTeropum NporpamMm-
BbIMOraTesiei, eCnv OH COOTBETCTBYeT TpeboBaHMSAM K 6€30MacHOCTM BrIOKMPOBKU 1 yNpaBneHus, a
TakKe K PacKpbITWIO MHPOPMALIMK 1 MOMYyYEHMIO COrnacus nonb3oBaTenen.

[NonyyeHwne root-pocTyna
Kog, KoTopbi nony4YaeT root-f4oCTyn K YCTPOUCTBY.

TakoW ko[, He BCEraa sIBNgeTcs BPeAOHOCHbBIM. K npuMepy, HEKOTOpble MPUOXEHWS 3apaHee
npeaynpexaatoT Nnosib30BaTesNs O TOM, YTO MOJyyaT root-AOCTyN K YCTPOWCTBY, U HE BbIMOMHAOT
LPYrvx OnacHbIX OeNCTBUM, XapakTEPHbIX A9 NOTEHLMANIbHO ONaCHbIX MPUNOXEHUN.

BpenoHOCHbIE NPUIOXEHWS HEe YBEAOMASIOT MONb30BaTENS O TOM, YTO OHUM NOMyYaT root-foCTyn K
YCTPOWCTBY, WY YBEROMIISIKOT, HO TAKXXe BbINONHAOT ApYyrue OeNCTBUS, XapakTepPHbIe Ans
MOTEHLMANbHO OMaCHbIX NPUNOXEHWI.



Cnam

Kog, KOTOprVI oTnpaBngeT He3anpalwnBaemble COO6LIJ,6HVI9I KOHTaKTaM noJib3oBaTeNd N1 NCnosib3yeT
yCTpOPICTBO B Ka4yeCTBe peTpaHCnaTopa nmcemMm Co cnamMom.

LLinnoHckoe MO

LnnoHckmm MO HasbiBatoT BPELOHOCHOE MPUOXEHME, KOF UV OENCTBUS, KOTOPbIE NO3BONAIOT
cobupatb, packpblBaTb UK NepeaaBaTh TPETbMM NULLAM AaHHbIe NONb30BATENS UM YCTPONCTBA, He
CBA3aHHble C PYHKLMAMU, COOTBETCTBYIOWMMUN NPaBUIaM.

K LNNOHCKOMY MO Takxe oTHOCUTCA Bpe,D,OHOCHbIPI KOo4 nnun nosefeHne, KoTopble MOTyT CHYUTaTbCA
crnocobamMm Cnexkn 3a Nonb3oBaTenem Unm npUBOOAT K PACKPbITUIO OAaHHbIX 6e3 ero cornacus unm
yBeOoOMNneHus.

LnuoHckue ,u,eﬁcmmq BK/KOYalOT, NOMMUMO NpoYero:

* 3aMucb ayf[mo Un BbI3OBOB Ha TenepoHe;
+ Kpaxy OaHHbIX MPUIOXEHWUI;

* nepepavy oaHHbIX C yCTpODICTBa, KOTOpaga coBepllaeTca HEOXNAaHHbIM ANng nNosib3oBaTeNA
cnoco6boMm, 6e3 ero cornacus Unu yBefoMIEeHUs 1 BbIMONHAETCS BPELOHOCHbIM CTOPOHHUM KOLOM
(Hanpumep, SDK) B cocTaBe NpUIoXeHUs.

MpUNoXeHs Takxe LOMXHbI COOTBETCTBOBATb BCeM lMpaBunnam nporpaMmsl s pa3paboTynkos
npvnoxenun B Google Play, B TOM yMcne CBA3aHHbIM C LaHHbIMU NONb30BaTENEN Y YCTPONCTB, TakuUM
KaK rnpaswuiia B OTHOWEHUWN HeXeNnaTesibHOro Mno onga MOBUNBbHBIX yCTpOl7ICTB, NoNb30BaATENbCKUX
LaHHbIX 1 pa3peLieHnin n APl ¢ [OCTYNoM K KOHOUAEHLMANbHON HbOPMaLLMK, a TakKe TPEeBGOBaHUAM K
SDK.

TposiHCKME NPUNOXEHUSs

Kop, KoTopbin KaxeTcs 6e3BpefHbIM (Hanprmep, 06bIYHOM UrPOi), HO BbIMONHSET HeXenaTenbHble
LEeWCTBMS NO OTHOLLEHUIO K NMOMb30BaTENHO.

OTa KJ'IaCCVIq)VIKaLI,I/IFI 06bIYHO Mcnonb3yeTcd B COMETaHUN C APYrMMny KaTteropnamMm noTeHumnanbHO
OnacHbIX NPUNOXEHUN. TPOAHCKOE NMPUIIOXEHWE BbIrNAANT 6e3BPefHO, HO COAEPXUT CKPbITbIN
BPELOHOCHbIN KOMMOHEHT. Hanpumep, urpa, kKotopasi B OHOBOM pexmnMe oTnpasnseT nnatHble SMS ¢
ycTponcTea 6e3 Begoma nonb3oBaTtens.

MprMeyaHme 0 HEOObIYHBIX MPUITOXKEHUSAX

Google Play 3awuta MOXET NOCUUTATb HOBbIE U PEKME MPUIOXEHMS HEOBLIYHBIMU NMPU OTCYTCTBUM
LOCTaTOYHOro KONIMYECTBA faHHbIX, yKa3blBaloWMX Ha 6e30MacHOCTb. OTO HE O3HAYAET, UTO
NPUNOXEHWE ABSETCH BPELOHOCHbLIM. HO B YMcCno 6e30MnacHbIX OHO CMOXET MOonacTb TONbKO Nocie
LOMOMHUTENBHON NPOBEPKM.

[NpMeyaHue Kk kaTeropun "bakgopsbl”

BkntoyeHne Kkofa B KaTeroputo 63KAOPOB 3aBUCUT OT TOFO, YTO MMEHHO OH fenaeT. YTo6bl kog
cunTanca 63akaopPOM, OH LOSIKEH MNO3BONATL 3aMyckaTb NPOLECCHI, M3-3a aBTOMATUYECKOrO
BbINOSIHEHWNS KOTOPbIX KOA, MOMafeT B Apyryto kateropuio BpegoHocHoro MO. Hanpumep, ecnu B
NPVNOXEHNM paspeLleHa uHaMmMyeckas 3arpy3ka koga v GUHaMUYeCKn 3arpyXaemblil Kog, U3snekaeT
SMS, Takoe npunoxeHue byaeT cumTaTbca 63KO0POM.

Ho ecnu B NPUNOXEeHNN pa3peLlleHO BbiNONMHEHME NPON3BOJZIbHOIO Koga 'y HaC HET OCHOBaHUM
CUMNTaTb, YTO STOT KO, ﬂ06aBJ'IeH ANga BbINOJIHEHUA BPEOOHOCHbIX MPOLLECCOB, Takoe NpunoXxeHmne He


https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888170
https://support.google.com/googleplay/android-developer/answer/13323374
https://support.google.com/googleplay/android-developer/answer/13323374

ByLeT OTHeCeHo K 63ka0paM. BMECTO 3TOro Mbl OTMETUM, UTO OHO UMEET YA3BMMOCTb, M MOMNPOCUM
pa3paboTumka yCTpaHUTb ee.

MoTeHumanbHo onacHoe 10O

MPUNOXEHNS U UMPbI, B KOTOPLIX GYHKLUM OTIMYAKOTCS OT 3asIBJIEHHbIX M CKPbIBAIOTCA Pa3NYHbIMM
crnocobamu. MNMogo6Hble NpoayKTbl KaxyTcs 6e30nacHbIMM NONb30BaTENAM U MarasvHaMm NpPUNoXeHuH,
NOCKOSbKY Pas3paboTumkit CKPbIBaKOT NMOTEHLMANbHO ONaCHbIA KOHTEHT, MAacKUpysa ero, MCrosb3ys
0ob6dycKaLmio U NOArpy>Xas Ko AUHAMUYECKN.

MoTeHumanbHo onacHoe MO Nnoxoxe Ha Apyrve NporpaMmbl U3 TOM Xe KaTeropuu, B 0CO6eHHOCTU Ha
TposiHbl. OfHaKO OHO CKPbIBAET BPEAOHOCHOE COAEPXKUMOE MHBIMU CMOCOBaMMU.

Bbipava cebs 3a gpyroe nuuo

3anpeLleHbl NPUNOXeEHUs, KOTOPble BBOAAT B 3abnyXaeHne nonb3oBaTenen, Bolgasas cebs 3a gpyroe
nuuo (Hanpumep, Apyroro pa3paboTynka, KOMMIAHWIO UM OPraHN3aLmMio) UK pyroe NpUIoXeHue,
XOTSl MO GaKTy HE UMEIOT K HAM OTHOLIEHUS. He MCnonb3ynTe 3Hauku, ONucaHus, Ha3BaHus 1 gpyrue
3NEMEHTbI, U3-3a KOTOPbIX NMOMb30BAaTENM MOTYT OWNBOYHO CUMTaTb, YTO BaLle NPUSIOXEHNE CBA3AHO C
LPYTUM NTMLOM MU NPUNOXKEHNEM.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYLUEHUN:

+ PaspaboTunk BBOAMT NONb30BaTENS B 3a6/yXAEHNE OTHOCUTENBHO CBA3W C APYrov KoMnaHuen/
pa3paboTynKoM:
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+ Push notifications now enabled

= Customize your feed based on your current location!

(D HasBaHve koMNaHUn-pa3paboTumka STOro NPUMOXKEHNUS NPEANonaraeT oduLManbHyo CBA3b C
Google, xoTsa 310 Henpaega.

+ 3HauUKKM 1 HAa3BaHWS NPUIOXEHUI BBOAST NOSIb30BATENS B 336y XAEHNE OTHOCUTENbHO CBA3U C
Lpyron KomnaHven/paspaboTymkom:
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(D B NpuAoXKeHU NCMONb3yeTCs FroCYAapCTBEHHbIN repb, YTo CO3AaeT IOKHOE NPeAcTaBneHne o
TOM, UYTO OHO CBSI3aHO C OpraHaMu rocyfapCTBEHHOW BacTU.

(2 B NpunoxeHUn BCTPEYaETCA NIOrOTUMN OpraHW3aL iy, M3-3a Yero nosib3oBaTeNn OWMBOUHO
CUMTAIOT, YTO 3TO OPULMANbHOE NPUNOXKEHNE KOMMaHUN.

* HasBaHus 1 3HauKkmn I'IpI/IJ'IO)KeHVIVI MOXOXW Ha Ha3BaHMUA U 3HaAYKM OPYrnMx NnpoaykKToB Uian cepBmncoB Ao
CTENEHU CMEeLlEeHUA:

A
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(D B 3HauKke NPUIOXEHUs UCMONb3YEeTCs NIOrOTUN NOMYNSPHOro CanTa, CBA3aHHOMO C KPUNTOBAMIOTON,
B pPe3ynbTaTe Yero BO3HMKAET JIOXKHOE MPEACTaBEHNe O TOM, YTO 3TO OdPULMATbHbIN CalnT.

(2) B 3HauKke NpUoXeH1s BCTPEYaeTcs Ha3BaHMe 1 repoi M3BECTHOrO cepuana, n3-3a Yero
NoNb30BaTeIN OWMBOYHO NMONArakoT, YTO OHO CBA3AHO C ATUM TENeLoy.

. anII'IO)KeHMFI JTOXXHO npencTaBfieHbl Kak Od)I/ILI,I/IaJ'IbeIe OT UMEHN }J,pyFOIZ KOMNaHun nnn nuua.

3anpeLlaeTcs NCNonb30BaTh Takue HadBaHus, kak "OT Oumbl bunana”, "OduumanbHo oT Oumsl
BunaHa" 1 nogobHbie, 663 COOTBETCTBYOWMX NPaB.

« MpunoxeHus HapywatoT npasunia drpmeHHoro opopmneHuns Android

OTBeTbl Ha YacTO 3aflaBaeMble BOMPOCHI O NpaBuiax B OTHOWEHWN Bblaa4n cebs 3a Apyroe nnuo Bbl
HaVl,que B 9TOWN CTaTbe CnpaBquoro LIeHTPa.

HexxenaTtenbHoe MO gnga MoburbHbIX yCTPOUCTB


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html
https://support.google.com/googleplay/android-developer/answer/16341334

B Google MbI npexae Bcero obpaliaeM BHUIMaHME Ha TO, YTO HYXHO Nonb3oBaTento. B MpuHumnax B
oTHoweHu MO u MpaBunax B OTHOLWEHUM HexenaTenbHoro MO copepxaTcs obline pekoMeHaaunm
ans Mo, obecneumpatoLwme ynobcTso A5 Nonb3oBaTeNien. T npaBuia OCHOBaHbI Ha NpaBmnax
Google B oTHOWEHMN HexxenaTenbHoro MO 1 nogyYepkmnBatoT NPUHLMMLI akocucTembl Android n Google
Play MapkeTa. MporpamMmMHoe obecrneyeHmne, KOTopoe HapywaeT 3TU NPUHLMIbI, NOTEHLMaNbHO ONacHo
[ng nonb3osaTtenen. Mbl CTapaemcsa 3aluiLaTh UX OT MOA06HbLIX NPOrpamMMm.

B Hpasmnax B OTHOLWEHNM HexenaTenbHoro 1O 0TMEeYeHO, YTO HexenaTenbHble nporpamMmmsl B
OCHOBHOM MMEIOT cnepyoume XxapakTepucTnukun:

+ OHU He COOTBETCTBYIOT OMMCAHMIO, YEM BBOASAT NONMb30BaTENEN B 3abnyXaeHMe.

+ OHM ycTaHaBnMBaTCS 06MaHHbIM NyTeM (CaMOCTOATENBHO UMW BMECTE C APYTMMU NPOrpamMmMamu).
+ OHU He coObLLaoT NOJIb30BATENO O CBOUX BAXKHbBIX GYHKLMSIX.

+ OHU BHOCSIT HEOXWOAHHBIE N3MEHEHUS B CUCTEMY.

+ OHu cobupatoT unu nepeparT KoHGUAEHUManbHy nHpopMaLmo 6e3 BegoMa nonb3oBaTens.

« OHM cobupaloT unu nepefatroT KOHGMAEHLMaNbHY MHPOPMaLMIO Hebe3onacHbIM Crocobom
(Hanpumep, He no npoTtokony HTTPS).

* OHu YCTaHaBIMBAKOTCA B KOMMNEKTE C ApYyrmMn nporpaMmmamm 6e3 BeOOMa nonb3oBaTteng.

Ha MobunbHbIX YyCTPOMCTBax NporpaMMHoe obecneyeHne npeacTaBngaeT cobom Kog B popme
NPUNOXEHNS, ABOMYHOrO daina, MogudrkaLum bpenmeopka v T. 4. YTobbl NpefoTBpaTuTL BPeq,
HaHoCUMbIM TakuMm MO, 1 n3bexatb c60eB B paboTe CUCTEMbI, Mbl MPEANPUHUMAEM HEOOXOAUMbIE
Mepbl.

MpaBuna B OTHOLLEHWW HexenaTenbHoro MO pacnpocTpaHsaoTes 1 Ha MO gns MOBUITbHbIX YCTPOWCTB.
Mbl ByieM paclumMpsaTb UX MO Mepe NOSIBIIEHNSI HOBbIX BULOB 3/10yNOTPebNeHNI.

MoHaTHas ¢yHKUMOHANBbHOCTb U IBHOE packpbiTue uHpopmaLmm

JTio6ovi Kog [OMKEH UCMONIHATL BCE, YTO 06eLaHO ros1b30BaTeMo. [ToMI0XEeHUS JOIKHbI BbIMOTHATh
BCE 3a5B/IeHHbIE QYHKLMM 1 HE JOIXHbI BBOAUTH M0Ib30BATENEN B 3a6/1yXAEHME.

« OYHKUUM U Leny NPUNOXEHUS BOMKHbI OblTb NMOHATHBI.

+ 9BHbIM 06PA30M 06 BACHNUTE NOJIb30BATENAM, KaKME UBMEHEHWS B CUCTEMY ByeT BHOCUTb
npunoxeHve. PaspelunTe Nonb3oBaTeNaM NPOCMaTPUBaTh U YTBEPXAATL BCE BaXHbIe NapaMeTpsbl
Mpwv yCTaHOBKe.

+ MporpamMmMHoe obecneyeHne He JOMMKHO UCKaXaTb MHGOPMALIMIO O COCTOSIHUM YCTPOWCTBA,
Hanpumep 3asBnsTb, YTO CUCTEMA HAXOAUTCS B KPUTUUECKOM COCTOSIHUM UM 3apaxkeHa BUPYCaMu.

+ He ucnonb3ynTte HeneranbHble METOAbI ANS YBEIMYEHNS PEKNIAMHOrO Tpadurka u/vnum KOHBEPCUMN.

+ 3anpelLleHbl NPUIOXEHNS, KOTOPblE BBOAAT B 3abyXAeHve nonb3osaTenei, Boigasas cebs 3a
Lpyroe nuuo (HanpuMep, Lpyroro pa3paboTunka, KOMMAHUIO UK OPraHM3aLMIO) UK Opyroe
NPUNOXeHWe, XOTs Mo GaKTy HE UMEIOT K HUM OTHOLLEHUS.

MpyMepbl HapyLUEHWNIA:

¢ MOWEHHNYECTBO C peKnaMon;

* coumanbHas UHXeHepus.
3awmTa nonb3oBaTeNbCKUX AaHHbIX U KOHOUAEHLMANBHOCTH

[TOHATHO 1 MOAPOBOHO PACCKAaXNTE O TOM, KaK MPUIIOKEHNE MOYyHYaeT JOCTYI K INYHbIM U
KOHQUAEHUMANIbHBIM JaHHbIM M0/Ib30BATENS, Kak OHO UX COBUPAET, UCTIOoNb3YeT u nepeaaer. lou
pabote ¢ HuMn HeobxoanmMo cob[aTs BCe AEVCTBYIOLNE MPaBUIa B OTHOLIEHNUM M0/1b30BATEIbCKUX
JaHHBIX, 8 TaKXe MPUHUMATb MEePbI MPEAOCTOPOXHOCTU AJ1S1 3aLYUTbI ITOU UHGOPMALMH.

MpUnoXxeHns LOMXKHbI COOTBETCTBOBATL BCeM [1paBunam nporpammbl Ans paspaboTyumKoB NPUIOXKEHWIA
B Google Play, B TOM u1cne cBS3aHHbIM C aHHbIMU NONb30BaTeNen N YCTPOWCTB, TakUM KakK NpaBuna B
OTHOLUEHWUM NOMNb30BaTENIbCKNX [aHHbIX, paspeLllennit n APl ¢ BOoCTynom K KoHbUAEHLManbHOM
nHoopmaLmm 1 wnuoHckoro MO, a Takxe TpebosaHmsM K SDK.


https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html
https://support.google.com/googleplay/android-developer/answer/10144311?sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838&sjid=15224346081630376820-EU#:~:text=email%20spam%20relay.-,Spyware,-Spyware%20is%20a
https://support.google.com/googleplay/android-developer/answer/13323374?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC

+ He npocuTe nonb3oBaTenen oTkIOUYMTb CPeACTBA 3aLiMTbl YCTPOMCTBA, B TOM uncre Google Play
3almTy, 1 He NbiTanTecb 06MaHHbIM MyTeM BbIHYAUTb UX 3TO cAenaTb. Hanpumep, Hebas
npegnaratb B NPUIOXEHUM JOMNONHUTENbHbIE BO3MOXHOCTU UIN Harpafbl B 0OMeH Ha OTKIOUYeHME
Google Play 3awuTsbl.

O6ecneyeHue yaobcTBa nonb3oBaTend

B3aMMOﬂeﬁCTBMe C MPpUI10XKeHneM JOJIXKHO 6bITb npocCTbIM U UHTYNUTUBHO MOHATHbIM. ﬂpMﬂO)KeHMe
HAOJIKHO COOTBETCTBOBATh 3as8BJ/IeHHbIM LjeJIdM U He BBOAUTb M0/1b30BaTeis B 3a6ny)ngHme.

- Ecnus NPUNOXeHn NoKa3blBaeTCAd peknamMa, OHa He OOJIXXKHa HapyLlaTb q)yHKLI,VIOHaJ'IbHOCTb
yCTpOVICTBa N NogBNATbCA BHE Cpefbl NPUNOXEHNA. Y nonb3oBaTens ofmkHa 6biTb BO3SMOXHOCTb
JaTb cornacue Ha ee nokas. Kpome Toro, ee gonmkHO ObITb NIErKO OTKIIIOYUTD.

+ MpPUNOXEHUsS He [OMXHbI BAMSITh HA MPUOXEHUS A PYrUX paspaboTumKoB, a Takxke Ha paboTy
yCTpONCTBA.

)

Mpouecc yaaneHus NpunoXeHns [OMKeH 6biTb MPOCTbIM U MOHATHbLIM.

+ MoGUNbHbIE NPUNOXEHNS HE BOMKHbI UMUTUPOBATbL YBEAOMIIEHMS ONEepPaLMOHHON CUCTEMBI U OPYTUX
nporpaMm. He oTknoyariTe NpesynpexaeHns apyrux npuUnoxXeHuin nan onepauuoHHoON CUCTEMbI,
0COBEHHO Te, KOTopble MHGOPMUPYIOT Nonb3oBaTens 06 naMeHeHusx B OC.

MpuMepbl HapyLUEHWIA:

+ 06bsABNEHNMS, MPepbIBatOLLE PABbOTy NMPUNOXEHNS;

¢ HECaHKUMOHMNPOBaHHOE UCNonb3oBaHe nnn nMMnTauuna ¢yHKU,VI;1 CUCTEMBDI.

3arpysumku BpegoHocHoro MO

Kop, KOTopbIi caM Mo cebe He aBnseTcs HexenaTtenbHbIM MO, HO ckaumBaeT Apyroe NoTeHUManbHo
onacHoe MO Ha Mo6uIIbHOE YCTPOWNCTEO.

Kon MoxeT 6biTb 3arpy34ymnkom BpegoHOCHOro MO, ecnu BbiNnonHseTcs Noboe N3 aTux yCJ'IOBVIl‘/‘II

+ €CTb OCHOBaHWA nonaraTb, YTO KO CO3AaH, YTOObI PAcCNpPOCTPaHATb HexenatenbHoe MO, 1 OH yxe
ckaumsan Takoe MO nnn CopepXnT KOA, KOTOPIN MOXET CKauyMBaTb U YCTaHaBAMBATbL NPUSTOXEHNS;

* MUHUMYM 5 % CKauMBaeMbIX TakMM KOLOM MPUMOXEHNI SBASIOTCS HexenaTeNbHbIM MO ¢
MUHUMabHBIM NoporoM B 500 pakTnyeckux ckaumBaHum (25 GakTUYEeCKUX cKaymBaHUi
HexenaTtenbHoro MO).

Begnywme 6paysepbl v NpUnoxeHus ois obMeHa gannamm He CUMTAOTCS 3arpy34nmkaMn BPegoHOCHOMO
MO, ecnu BoINONHATCA 06a yCnoBus:

¢ CKaumBaHWe He 3anyckaeTcqd 6e3 y4yacTuga nonb3oBaTend,

+ ckaumBaHue ntoboro MO HaumMHaeTCs TONbKO MNOCHEe TOro, Kak Nonb3oBaTeslb facT cornacue.

MoLeHHNYeCTBO C peknaMoun

MoLLEHHMYECKNE OENCTBUS C PEKSTAMHBIMU OBBSBIEHUAMM CTPOrO 3anpelleHbl. O6bsaBIIeHUS, KOTopble
CO3[atoT 419 PeKSlaMHON CeT BUAUMOCTb, ByATO YBEIMYEHNE NOCELLaeMOCTMN CBA3aHO C peasibHbIM
MHTEPECOM Nosb3oBaTeNnen — NpUMep MOLUIEHHUYECKON PeKnaMbl U HeQencTBUTENbHOTO Tpaduka. K
MOLLUEHHNYECTBY C PekiaMon MOryT OTHOCUTLCS CUTYyaLMK, KOrga paspaboTunki pasMellatoT peknamy
3anpeLleHHbIMK crnocobamu, HanpruMep NoKa3blBaloT CKPbITbIe 0ObIBNEHUS, UCMONb3YIOT
aBTOMAaTMYECKOE HaXaTne Ha OBbABIEHUS, N3MEHSIOT MHPOPMALMIO M NPUBEratoT K MHBIM PYYHbIM 1
aBTOMaTuueckum (poboTtaM, 60TaM 1 T. Ai.) METOLAM reHepaLun HeleNCTBUTENbHOMO PEeKIaMHOro
Tpaduka. HepencTBUTENbHbIN TPadUK U MOLEHHUYECTBO C O6BABNEHUAMM BPEeLHb! AN
peknamopgaTenen, pa3paboTUnKoB 1 NOSIb30BATENEN U B ONTOCPOYHOW NEPCMNEKTUBE CHUXAKOT
[oBepue K akocnucteMe MobUbHbIX 06BABAEHUN.


https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYLUEHUN:

« MpunoxeHne, NokasbiBaloLlee peKnamy, KOTopas He BULHA NONb30BATENAM.

« MpunoxeHne, KOTOPOE aBTOMaTUYECKN MPOBOLMPYET HaxaTne Ha 06baBNeHNs 6e3 Begoma
Nofb30BaTENs UN UCKYCCTBEHHO rEHepUpyeT KBUBANEHTHbIN CETEBOW TpaduK OIS NOMyYeH s
KJTMKOB.

MpunoxeHwne, oTnpasnsiolee GanblmnBbiE CChIIKMA HA YCTAHOBKY, YTOObI MOMYYMTb ONMaTy 3a
YCTaHOBKM, KOGbI BbIMOMHEHHbIE HE N3 CETW OTNPAaBUTENS.

MpunoxeHne, KOTOPOE BbIBOQUT Ha 3KPaH YCTPOMCTBA BCMIbIBAIOLWME O6BABIEHMS, KOrga caMo
NPWNOXEHNEe 3aKpbITO.

MpunoxeHne, KOTOPOE NPefOCTaBNSET 3aBELOMO NIOXHbIE CBElEHUs O PEKNTAMHOM WHBEHTAPE,
Hanpumep CoobLLaeT PEKNaMHbIM CETM, YTO OHO paboTaeT Ha ycTporcTae i0S, x0T dakTnyeckn
OHO paboTaeT Ha ycTponcTee Android, nnm HeBepHO yka3biBaeT Ha3BaHME NakeTa, NMPUHOCALLEro
LOXOg,

HecaHKUMOHMPOBaHHOE NCMOMb30BaHNE UM UMUTALMS GYHKLNN
CUCTEMDI

MPUNOXEHNS U OB BABNEHNS, KOTOPbIE COREPXKATCS B HUX, HE JOMKHBI UMUTUPOBATb GYHKLUN UK
npepynpexXaeHus onepaLnoHHON CUCTEMbI U APYTUX MPOrpaMM. CUCTEMHbIE YBELOMIEHUSI MOXHO
MCMOMb30BaTh TOJbKO AJ1 HEOTHEMIEMbIX KOMMOHEHTOB NPUIOXEHUS. Hanpumep, NnpunoxeHve
aBMAKOMMaHUM MOXET NMOKa3blBaTb YBELOMIIEHUS O pacrnpofaxax 6uneTos, a urpa — 0 BHyTPUUIPOBbIX
aKuusx.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEeHUN:

° an/IJ'IO)KeHMH, ncnonb3youme CUCTEMHbIE ONOBELWEHNA U npefynpexneHnd ongd peknambl:
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Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE ~ DOWNLOAD

@ CuctemHble yBEOOMJIEHUS, KOTOPbIE NOABNAIOTCA B 3TOM NPUNTOXEHUWN, COQEPXaT peknamy.

Opyrue npuMepbl C peknaMor MOXHO HaWTU B MpaBuiax ee pasmelleHys.


https://https//support.google.com/googleplay/android-developer/answer/9857753

CouwnarnbHas UHXeHepus

3anpeLueHo nybnmkoBaTb NPUTOXEHU, Bblgatowme cebs 3a OpuUrMHanbHble, C Lenbio 06MaHOM
3aCTaBWTb NOMb30BATENS BbINOMHUTE LENCTBUS, KOTOPbIE OH COBEPLUM Obl B UCXOLHOM MPUIIOXKEHWN.

MoHeTn3saunsa v peknamMa

Google Play nogaepxmBaeT pasnuuHble crnocobbl MOHETM3aL MK, BKIOYas MiaTHOE PacrnpoCTpPaHeHue,
NoAnuCKy 1 peknamMy, a Takxe npofaaxy KOHTEHTa yepes NpuioxeHue. Ytobsl obecneymnTb
YOOBNETBOPEHHOCTb MOJIb30BaTENEN, Mbl TPebyeM, YTOBbI Bbl COBMIOLANM NEPeYNCIeHHbIe HUXEe
npasuna.

MnaTexwu

1. Pa3paboTunku, KOTOpble B3UMAOT CPELCTBA 3a CKaunBaHUe npunoxenun ns Google Play, [omKHbI
MCMoNb30BaTb A8 TakMX TpaH3aKLuii nnaTexHyto cuctemy Google Play.

2. Ecniv B NPUIIOXEHMK, pacrnpocTpaHseMoM Yepes Google Play, TpebyeTcs unm npyHMMaeTcs nnata 3a
LOCTYMN K GYHKLMUSM UK CEPBUCAM, BKIOYAs NoBble BOSMOXHOCTM NPUSTOXEHMS, LndpOBOWA
KOHTEHT 1nv ToBapbl (anee — MoKynku B NPUNOXEHMM), TO Pa3paboTunK LOMKEH UCMNONb30BaTh ANs
TaKMX TPaH3aKunin nnaTexHyto cucteMmy Google Play, 3a CkNloueHWEM CryyaeB, yKasaHHbIX B
pasgenax 3, 8 n 9.

MprMepamun GyHKLMI UK CEPBUCOB, TPEBYIOLWNX MCNONBb30BaHUS NnaTexHon cuctemsl Google Play,
SBMSIOTCS B TOM Yncne cnepytowme NMokKynkv B pUnoXeHnu:

« O6beKTbl (HaNpUMep, BUPTYyanbHas BantoTa, LOMONHUTENbHOE BPEMS UMK JOMONHUTENbHBIE XU3HU B UrPE,
HOBbIE NPefMeTbl, NePCOHaXU 1 aBaTapbl).

« Mopnucku (Hanpumep, Ha UrPOBON, 06PaA30BAaTESbHbIN, My3bIKanbHbIA, GUTHEC- U BULEOKOHTEHT,
pacLIMPeHHbIE BEPCUN CEPBUCOB U T. A.).

o OYHKUMWN U KOHTEHT (HanpuMep, Bepcus NpuioXxeHus 6e3 peknambl UM BO3MOXHOCTU, HEAOCTYMHbIE B
6ecnnaTHoW BEPCUN).

« O6nayHble CEPBUCHI U MPOrpaMMHbIE MPOAYKTbI (HANPUMEP, XPaHUNMLLA AaHHbIX, @ Takxke MO ans
ynpasneHus GuHaHcaMu 1 3ddeKTUBHOrO BEAeHUs BusHeca).

3. MnatexHyto cucteMy Google Play Henb3s MCNonb30BaTh B NEPEYUCTEHHbIX HAXE CryYasX.
a. Ecnu Bbl NpenMyLLecTBEHHO NPYHUMaEeTe NIaTexm 3a:

* MOKYMKY UNK apeHy TOBapOB (HanpuMep, MPOAYKTOB NMUTaHWS, OLEXAbI, TOBAPOB ANd LOMa U
3NEKTPOHHbIX YCTPOWCTB);

* yCnyru, okasblBaeMble B peasbHOM Mype (HanpuMep, TPaHCMOPT, YCNyru KIMHWHIa, aBnabuner,
abOHEMEHT B TPEHAXEPHbIV 3a, JOCTaBKa efibl, GUneTbl Ha KOHLEPT);

+ OMnaTy CYETOB MO KPEAUTHON KapTe MMM CYETOB 3@ KOMMYHarbHbIE YCIyru (Hanpumep,
KabenbHOe TENEBUAEHNE U TENEKOMMYHUKALUOHHBIE YCIYTW).

b. Mpwv nepeBone CpencTB ApyruM Nonb3oBaTensM, cbope NoXePTBOBAHMN, He obnaraembix
Hanoramu, 1 onnaTe NoKynoK Ha OHNaNH-ayKLMOHaX.

c. Mpu onnate KOHTEHTA MMM CePBUCOB, KOTOPbIE MOMOratoT Y4aCTBOBATb B @3aPTHbIX OHMaMNH-
urpax, cornacHo pasgeny MpunoxeHus ang azapTHbiX Urp MpaBusl B OTHOLWEHUM a3apTHbIX 1P,
Urp Y COPEBHOBAHUI C peanbHbIMU AeHEXHbIMU MPU3aMU.

d. Mpwu onnaTe NOKynoK 13 KaTEropuii TOBapoB, KOTOPbIE CYNTAIOTCS HEMPUEMIEMbIMY COTTIACHO
npaBuiaM NIaTexHOro LeHTpa B OTHOWEHNMN KOHTEHTa

MpumeyaHue. Ha HEKOTOpPbIX PbIHKaxX Mbl paspellaem ucnonb3osaTtb Google Pay B npunoxeHusx,
npenHa3HauYeHHbIX AN NPOAaXun GUanyYeckmux ToBapos u/unu ycnyr. NMonpobHas nHGopmaLus npreeneHa


https://support.google.com/googleplay/android-developer/answer/9877032#gambling-app
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1

Ha cTpaHuue Google Pay ons paspaboTumkos

4. MpepnaraTtb B TPUIOXEHMSIX Apyriue cnocobbl onnaThl, KpoMe nnaTexHomn cuctemel Google Play,
3anpeLieHo (3a UCKIOYEHNEM CIlyYaeB, ONMcaHHbIX B pasgenax 3, 8 n 9). B yactHocTy,
nosib30BaTeNaM HeMb3a Npeaaratb Apyrue cnocobbl onnaTbi:

* Ha cTpaHuLe npunoxeHus B Google Play;
* B peKname BHyTpY NPUMOXEHUS, KaCaloLencs NnaTHOro KOHTEHTa;

* B KOMMOHeHTax WebView, KHoOMKax, ccblfikax, COOBLEHUSX, pEKNaMe 1 ApYyrux Npmn3abiBax K
LEVICTBUIO BHYTPU NMPUNOXEHUS;

* B MOJIb30BaTENbCKOM MHTEPdENCE, B TOM YMCIIE HA SKPAHAX PErMCTpaLmm 1 CO30aHUS akKayHTa:
HW B OLHOM WX pa3ferne nonb3oBaTenen Hemnb3s NepeHanpaBnsTb K Cnocoby onnatsl, OTIMYHOMY
OT nnaTexHon cuctemol Google Play.

5. BupTyarbHasi BanoTa BHYTPU NPUNOXEHWA [OMKHA UCMONb30BaTbCS TObKO B TOM NPOAYKTE, B
KOTOPOM OHa bbina KynneHa.

6. PaspaboTumkin 0693aHbl ABHO M YETKO MHPOPMMPOBATL NOMb30BaTENeN 06 YCNOBUAX M LieHaX Ha
npunoxeHne nnun nobble GYHKLUM N NOAAUCKM. LieHbl BHYTPM NPUNOXEHMS BOMKHbI COBNagaTh C
LileHaMu, KOTOpble NMOSIBASIOTCS B MAaTEXHOM UHTepdence Google Play. Ecnv 3a focTyn K dyHKLUSM,
YNOMSIHYTbIM B ONMcaHuu npunoxeHuns B Google Play, B3umMaeTcs oTaenbHas unv SOnonHUTENbHas
nnaTa, Bbl 0653aHbl NpefynpeanTb 06 3TOM NoMb30BaTENeN Ha CTPAHULE NPUNOXEHWS.

7. ECnu B NpUOXeHUN UN Urpe eCTb MEXaHU3Mbl, MO3BONAIOLME B Pe3yNbTaTe NoKynku Nony4YnTh
CnyyYaiiHble BUPTyasnbHble MPeaMeTbl (BKIOYas, MOMUMO NPOYeEro, nyTHoKChI), TO Bbl AOIKHBI
CBOEBPEMEHHO Y HEMOCPEACTBEHHO Nepes, NoKyMnKoN BHbIM 06pa30oM COO6LMTb NONIb30BATEN!O,
KaKoBa BEPOSATHOCTb MOJYYNTb TakMe NPERMETDI.

8. PaspaboTunki, KOTOpble NpeanaralT CBOM NPUIOXKEHWS MONb30BATENAM M3 YKa3aHHbIX CTPaH U
PErnoHoB, MOryT fO06aBNATb B HX anbTePHATUBHYIO NIATEXHYIO CUCTEMY, €CIIM 3aPErMCTPUPYHOTCS
B MpOrpamMmMe 1 NpuMyT LOMOMHUTENbHbIE YCIOBUS 1 TPEGOBaHMUS.

9. Pa3pa6OTHMKVI MOryT HanpaBnATb nonb3oBaTenen B onpepeneHHblX CTpaHax U pernoHax 3a
npenenbl NpUunoXeHnd B COOTBETCTBUN C Tpe6OBaHVIF|MVI nporpamMmel, eCiin OHU
3aperncTpunpoBanncob B He|7|, NPUHANN OONONHUTENbHbIE YCNOBKUA U COrnacuincb C Tpe6OBaHI/I9|MVI.

MpuMeyvaHue. YTobbl y3HATL CPOKM M NOMYUYNTL OTBETHI HA YACTO 3afaBaeMble BOMPOCHI MO 3TUM
npasunam, nocetute CnpaBoYHbIN LEHTP.

Peknama

[na nopaepXaHvs KayecTBa Mbl yUMTbIBAEM COfepXaHue, ayamuToOpUuIo 1 Cnocob nokasa obbsaBneHus, a
Takxe ygobcTBo, 6€30MacHOCTb U KOHGUAEHUMANbHOCTb Nonb3oBaTenen. O6bABNEHNS U CBA3aHHbIE C
HVMMW CneunanbHble NPeaSIoKEeHNs CUMTAIOTCS YaCTbO MPUNOXEHWS, MOSTOMY [OMKHbI
COOTBETCTBOBaTb BCeM npaBunam Google Play. Ecnv Bbl MoHeTU3npyeTte B Google Play npunoxerue,
npefHasHauYeHHoe Ans AeTen, TO Ha peknamy B HEM PacnpOCTPaHSAIOTCS LOMNONHUTENbHbIE
TpeboBaHus.

B CﬂpaBO‘-IHOM LLeHTPE MOXHO Y3HaTb 60ﬂbLIJe O NpaBunax B OTHOWEHUN NPOoABMXEHNA N OaHHbIX ONng
Google Play, a Takxe 0 HapyLeHWaX, CBA3aHHbIX C METOAaM/ NPOLABUXEHMS, KOTOPbIe BBOAAT
nonb3oBaTenen B 3abnyxaeHue.

CopepxaHue obbsBneHus

O6BABNEHUS U CBA3AHHbIE C HUMMU cneunanbHbie NpegnoXeHnsa CYNTaKoTCA YaCTbiOo NMPUNOXEHUA U
AOO/MKHbI COOTBETCTBOBAaTb HaWMM NpaBunaM B OTHOWEHUN 3anpeLleHHOro KOHTeHTa. Ha NPUNIoXeHna
ONa a3apTHbIX UTPD PacnpOCTPaHAOTCA OONONHUTENbHbIE Tpe6OBaHMﬂ.

Henpuemnembie o6baBneHuns


https://developers.google.com/pay/
https://developers.google.com/pay/
https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/topic/16471708
https://support.google.com/googleplay/android-developer/topic/16470499
https://support.google.com/googleplay/android-developer/topic/16470499
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032

Kak KOHTeHT NPUNOXeHnd, Tak U NOKa3blBa€Mble B HEM 06BbSABNIEHNS U CBA3AHHbIE C HUMMU npennoxeHuna

(Hanpumep, Korga peknaMa npepfiaraet ckayaTb Lpyroe NpunoxeHue), Heo6xoaMMo nopbupats ¢
YYETOM BO3PACTHbIX OTPAHUYEHNUI  MPUITOKEHMS.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

« O6bsBNEHNS, KOTOpPbIE HE COOTBETCTBYIOT BO3PACTHbIM OrpaHNYEHNAM NPUNOXKEHNSA:

EVERVONE] 2 TEEN
Q__ e o ARMY SHOOTE r
a
ESRB ESREB
Mature
Ad /
More adult games:
Army Shooter 2000 - FOR YOUR EYES ONLY
Download today! (18+ AND-OLDER):
Meet the cam girl of your dreams.

Fun Game

Excallont Apps

Ertartainmant

(D O6bsBneHne HEMPUEMIIEMO A1 LENEBO ayauTopui npunoxeHus (s Bcex), NOCKOmbKy
npeaHa3Ha4yeHo A1 NoAPOCTKOB.

2 O6baBNEHME HENPUEMNEMO AN LIeNeBon ayauTopun npunoxeHus (MoapocTku), NOCKONbKY
npefHasHayeHo Ans B3POCHbIX.

(3 O6bsiBNEHME C NPENOXEHNEM CKaYaTh NPUIOXKEHNE A1 B3POCbIX HEMPUEMIEMO OIS LieSIeBOoN
aypuTopum urpsl (Ong Bcex).

TpeGOBaHVIﬂ K 06bsBNEeHUsM B NMPUNoXeHusiX ana BCEW CEMbM

Ecnu Bbl MOHeTM3MpyeTe B Google Play npunoxeHne, npefHasHa4eHHOE ANs fETEN, OHO JOMIKHO
COOTBETCTBOBaTb TpeboBaHUAM MporpamMMbl "TpUNOXeHUs 0N1g BCE CEMbU" B OTHOLLEHMM PeKiaMbl 1


https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU

MOHEeTU3auuu.

O6bsBneHus, BBogsLwwMe B 3abnyXxgeHuve

B 06bSBNEHUAX HENB3S KONUPOBATb SNIEMEHTLI MHTEPhENCa NPUNOXEHNS, B TOM YMCIE YBELOMIIEHNS 1
CUCTEMHble NpepynpexaeHus. Monb3oBaTento fOMKHO BbiTb MOHATHO, B KAKOM UMEHHO MPUNOXEHNUM
nosBnseTcs obbaBneHue.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ O6bsBEHMS, KOTOPbIE BbIMMAAAT, KaK MHTEPPENC NPUNOXKEHMS:
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(D B 3TOM NPUIOXEHUI BOMPOCUTESbHbIN 3HAK Ha CAaMOM [ere ABngeTcs 06baBNeHNEM, KOTOPoe
nepeHanpaBgeT Nob30BaTENA Ha BHELLHIOK LIENEBYIO CTPaHULY.

+ O6bsABNEHMS, KOTOPbIE KOMUPYIOT CUCTEMHBIE OMOBELLEHNS:


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
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Your Android has a virus!

We've detected a virus on your Android
device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE ~ DOWNLOAD

10:00 PM

Tuesday, October 20
2

\ SPECIAL OFFER EXPIRES IN 2 HOURS!
®

Download the latest games from the leader in
mobile gaming!

(D @ Bblwe npeacTasneHbl NPUMepbl 06bABIEHNH, KOTOPbIE BHELWHE MOXOXM Ha CUCTEMHbIE
yBeLoMIIeHMs.
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(D Bblwe NpefcTaBieH NpuMep pasgaena, aNEMEHTbl KOTOPOro MOXOXMW Ha CMMCOK GYHKLMIA, HO
nepeHanpaBnsioT Nob30BaTeNs Ha peknamy.

O61baBneHus, npepbiBatowme paboTy NPUNoXeHus

O6bsBNEHMs, NpepbiBatoLme paboTy NPUIOXKEHWS, MOSBASIOTCS B HEOXUAAHHBIX MECTax, MOTyT
NPUBOANTbL K HEMPELHAaMEePEHHbIM HaXaTusM 1 HapyLlaTb GyHKLMOHANbHOCTb YCTPONCTBA.

Henb3as BbIHYyXA,aTb NMOb30BATENS HAXMMAaTb Ha OOBABIIEHUE UV OTNPABNATb IMYHbIE AAHHbIE ANs
peKSiaMHbIX Lenen, Npexae YeM OH NOJTyUYUT MOSHbLIN [OCTYN K NPUIOXEHNUI0. OBbABNEHUS HE LOMXKHbI
MOKa3bIBATbCS BHE NMPUITOXEHUS UMW BIUATH Ha APYTUe NPUIOXKEHUS U peknaMy B HUX, a Takxe Ha
paboTy yCTPOMCTBA, Ero NMOPTOB Y CUCTEMHbIX UK GUINYECKMX KHOMOK. B YacTHOCTK, 3TO OTHOCUTCS K
oBepsIEaM, COMNyTCTBYIOWUM QYHKLMSAM U pekfiaMHbIM 6iokaM — BUAXeTaM. ECiv B NPUOXeHUN ecTb
06DbABNEHNS, KOTOPbIE HE MO3BONAIOT HOPMAIIbHO €ro UCMOMNb30BaTh, OHW JOSIXHbI NErKO 3aKPbIBaTbCS.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYyLUeHUN:

+ Peknama, KOTopas 3aHMMaEeT BECb IKPaH, He NO3BONSET HOPMasbHO UCMONBb30BaTh MPUMOXKEHNE U HE
3aKpbIBAETCS SIBHbIM CMOCOOOM:
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(D B 2TOM 06BABNEHUM HET KHOMKM "3aKpbITh".

+ Peknama, BblHyX/atoLas nosib30BaTesis NepexonmTb Mo CCbiIKaM C MOMOLLbHO JIOKHON KHOMKM
"3aKpbiTh" UM BHE3AMHOTO MOSABEHMS B TEX YaCTAX 3KPaHa, Ha KOTOPbIE 0BbIYHO HaXMMalOT A1s
[OCTYNa K APYrMM GYHKLMAM NPUIOXEHUS:

(D B 3TOM 06BABNEHUM MCTIONB3YETCS JTIOXHAsA KHOMKa "3aKpbiTh".



(2 310 06BABEHME BHE3AMHO NOSBNSETCA B TOW YaCTW 3KpaHa, Ha KOTOPYIO MOJb30BaTESb NMPUBbIK
HaXvMaTb AN LOCTYNa K GYHKLUSM NMPUSTOXKEHNS.

- Peknama B NPUNOXEeHUN, KOTopad NOKa3blBaE€TCHd BHE €ro:
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( Monb3oBaTesb NEPEXOAUT U3 3TOTO MPUIIOXKEHWUS Ha MaBHbI 3KPaH, FAe BHE3aMHO NosBSeTCs
peknama.

+ Peknama, KoTopasl NosiBASeTCs Noc/e HaxaTus KHOMKW raBHOro aKpaHa UK BbINONHEHUS ApYruX
LeVCTBUIN, NPeLHAa3HAYEHHbIX S BbIXOAA U3 MPUNOXEHUS:
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(D Monb3oBaTenb MbITaeTC 3aKPbITb MPUIOXKEHNE U NEPENTU Ha MaBHbI 3KPaH, HO 3TOT NpoLecc
npepbiBaeTCa pekiamon.

Bonee kayecTBeHHas peknama

YT06bI UCNONb30BaHMeE NpunoxeHut Google Play 6b110 MakCMManbHO KOMPOPTHBIM, Pa3paboTunkm
LOMKHbI cCOBMofaTh Crefytolime peKOMEeHAALMM MO pa3MeLLEeHMo peknambl. Ecnv nonb3osaTenu He
OXMAAIOT 3TOrO, 3anpeLlaeTcs NokKasblBaTh:

* MOMHO3KPAHHbIE MEXCTPaHMYHble 06bABNEHNS Ntoboro dopmata (Buaeo, GIF, cTaTuyeckme
N306paxeHns 1 Np.), KOTOPble NOABNAOTCS HEOXMAaHHO, OBbIYHO KOrfa NoSIb30BaTENb BbIMOHAET
[OEeNCTBUE, He CBA3aHHOE C TEMOW 0ObABEHUS;

+ 0ObSIBIEHNS BO BpeM4a Urpbl B Havane ypoBHA UK NMPK Nokase ovepenHoro 6510Ka KOHTEHT3;

*+ MEXCTpaHUYHble 06bABNEHMA B hOpMaTe NONHOIKPAHHOIO BUAEO, KOTOPbIE NMOABAATCA 4O
3KpaHa 3arpysku NpuUoxeHns (3acTasku);

* TMOSIHO3KPAHHBIE MEXCTPaHMYHbIE OOBABNEHNS NNIOHOTrO GopMaTa, KOTOPbIE HEBO3MOXHO 3aKPbIThb MO
ncrteveHun 15 cek. NMoONHO3KPaHHbIE MEXCTPAHNYHbIE OOBSBIEHUS, KOTOPbIE Pa3peLLeHbl
MoNb30BaTENEM UM HE MELLAIOT BbINONHATL AENCTBUS (HanprMep, NpY NoKase nocne CTPaHULLbl C
pesynbTaTaMu Urpbl), MOTYT NOKasblBaTbCs fonblue 15 cek.

ATV NpaBuna He MPUMEHSIIOTCA K OGBABIEHNAM C BO3HArpaXaeHNeM, KOTopble SBHO paspeLleHbl
nonb3oBaTenem (HanpuMep, ecnu paspaboTumnk NpegnaraeT NOCMOTPETL pPeknamy B O6MeH Ha
Pa3BOKNPOBKY UrPOBOM GYHKLIMM UM KOHTEHTA). DT NpaBuiia TakXe He AeNCTBYIOT B OTHOLEHMN
MOHETM3aLIMN U PeKiaMbl, KOTOPbIE HE MELIAOT HOPMasnbHOMY MUCTOJIb30BaHMIO MPUIIOXEHUS UK UTPbI
(HaanMep, [onyckaeTcsd BUAEOKOHTEHT CO BCTPOEHHbIMU O6'bHBJ'IeHVIFIMVI N HEMOJZIHOSKPaHHbIE
6aHHepbI).

3TN pekoMeHgaLmnn chopmMynmpoBaHbl Ha OCHOBe cTaHaapToB Better Ads Standards — Mobile Apps
Experiences . [lononHWTenbHble CBEAEHNS 06 3TUX CTaHLapTax Bbl HavgeTe Ha cante Coalition for
Better Ads

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

» HeoxwnaaHHble 06bABNEHMS, KOTOpPbl€ NOKa3blBalOTCA BO BpeM4a Urpbl UK nepen noaBneHnem
oyepenHoro 6r10Ka KOHTEHTA (HaanMep, nocne Toro Kak nonb3oBaTesib HaXan KHOMKy, HO 0o
BbIMNOSIHEHWNSA CBA3aHHOIO C HeWn ,D,eVICTBMFI). MNonb3oBaTenun oXuaalT Havana Urpbl UK nogaBneHnA


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/
https://www.betterads.org/

HOBOW MHGOPMaLLMK, @ He NOKa3a PeKsiaMbl.
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(D CraTuueckoe 06bsIBREHNE HEOXMAAHHO MOSBIAETCS BO BPEMS UrPbl B HaYasne YpOBHS.
9:30 o vdn

Easy Loans

o get your personal loan
ppfy and direct bank transfer.

G|.|:—>§<;:|J-|) Quick Cash

@ % Fast Lender

L Approval

/T: Online Loan

& {é)} 000

@ BM,u,eopeKnaMa HEeOXMNOaHHO NoaBNAETCA B HaYane 6510Ka KOHTEHTA.

« [MonHO3KpaHHOE 0OBSBNIEHME, KOTOPOE NOSBASETCA BO BPEMS UrPbl U HE MOXET OblThb 3aKPbITO Yepes
15 cek.
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(D MexcTpaHnyYHoe 06bABNEHME NOSBASETCA BO BPEMSA UrPbl, U €ro HEBO3MOXHO 3aKPbITb MO

ncreveHnn 15 cek.

PeknaMHble NPUNOXeHUA

3anpeu1,aeTc9| I'IY6J'IVIKOBaTb NPUNoXeHnd, NoKa3biBaloWw e MeXXCTpaHNYHbIe obbsaBneHus, KOTOpble
OTBNEKAlOT NoNib3oBaTeENA OT B3aVIMOJJ,ePICTBVI9| C NPpUNOXXeHneM 1 BbINONMHEHNSA 3a4a4 B HEM.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

° anlﬂO)KeHMﬂ, B KOTOPbIX NOCNe KaXxnoro ,D,el;ICTBMFI nosib3oBaTensd (B TOM YKCe Nocne HaxaTuh,
NPOJSIUCTbIBAHNA U T. JJ,.) NOKa3bIBalOTCA MEXCTPaHUYHbIE 06bABNEHMS.

9:30 [ ] w4l

TEST YOUR GROWTH

Play Quiz & earn upto
15000 coins

Play Now

Play Now
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Share Start App




(D Ha nepBoil CTpaHULEe NPUNOXEHUs pacnonaraeTcs HECKOMbKO akTUBHbIX KHOMOK. Korga
nonb30BaTeslb HAXMMaET KHOMKY CTapT, NOSBASETCS MEXCTPaHUYHOE 0bbsiBNeHNe. 3aKpbIB €ro,
nonb3oBaTesSlb BO3BPALLAETCS B NPUIOXeHMe 1 BbibnpaeT CepBuUC, YToObl HaYaTb PaboTy, HO B 3TOT
MOMEHT OTKPbIBAETCS A PYyroe 06bsABAEHME.
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(2 Ha nepBom cTpaHuLe NPUNOXEHUS aKTMBHA TOMbKO KHoMka Mrpatb. Mocne HaxaTus Ha Hee
MOSIBNISIETCS MEXCTPAHNYHOE 06BbsBIEHUE. 3aKPbIB €ro, MoNb30oBaTeNb BbibMpaeT CTapT, Tak Kak 3TO
€0VHCTBEHHAs aKTUBHas KHOMKA, U B 9TOT MOMEHT OTKPbIBAeTCS Apyroe 06bsaBneHue.

MoHeTu3aumsa pyHKLMM BNOKNPOBKM SKpaHa

3anpelleHo nokasbliBaTh PeKnamy 1 pa3MeLLaTb nnaTHble GyHKLUMM Ha 3a6OKMPOBAHHOM 3KpaHe,
KpOMe Tex CIlyyaeB, KOrga npunoxeHe NnpegHa3HauyeHo UCKMIOYNTENBHO AN YNpaBneHms
3ab6nOKNMPOBAHHBIM 3KPAHOM.

MoweHHMn4YecTBO C pekriaMon

MoweHHnyeckne ,D,eﬁCTBI/Iﬂ C 06bABNEHUAMN CTPOro 3anpeuweHbl. ,D,OI'IOJ'IHI/ITeJ'IbHYIO I/IHC])OpMaLI.VIIO Bbl
HangeTe B HaLWMX npasunax B OTHOWEHUN MOLWEHHNYeCTBa C peKnaMon.

Mcnonb3oBaHWe gaHHbIX O MECTOMOOXEHNU B LLENSX PeKknaMbl

MPUNOXEHWS, KOTOPbIE NCMOMB3YIOT AOCTYM K AaHHBIM O MECTOMONIOXEHUM YCTPONCTBA A1 MOKasa
pekJiaMbl, OMKHbI COOTBETCTBOBATL NOMOXEHUSM pa3dpena JnuHas v kKoHbuaeHUansHas
MHPOpMaLMS, a TakXe Crnefyoumm TpeboBaHMIM:

Hy>HO SiCHO OHEeCTM 0 NONb30BaTeNs, YTO €CIM OH NPEeAOCTaBUT paspeLleHne, TO faHHbIe O
MECTOMOMNOXEHUN €ro YyCTPOMUCTBa ByAyT CObMPaTLCS UMW MCMONb30BaTLCS AN NOKa3a pekfiambl. Bbl
OOIMKHbI CO0BLWMTL 06 3TOM B 06513aTENBHOM NONNTUKE KOHOUAEHLMANbHOCTU NPUNOXEHNS, a TakxXe
[06aBUTb CChISIKM Ha MONUTUKN KOHOUOEHUMANbHOCTN PEKNAMHbBIX CETEW B OTHOLIEHUN
NCMONb30BaHWs AaHHbIX O MECTOMONOXEHUN.

Pa3pelueHuns Ha AOCTYN K AaHHbIM O MECTOMOMNOXEHUY MOTYT 3anpallMBaTbCs TOMNbKO ANs PaboThl
bYHKL WA U CEPBUCOB, KOTOPbIE €CTb B NMPUNIOXEHMW. Henb3s 3anpalurBaTh JOCTYN K LaHHbIM O
MECTOMOMOXEHUN, €CNM OH ByeT UCMONb30BaTbCs TONbKO AN PekiaMbl.

Ucnonb3oBaHue peknamMHoro ngeHtnédukatopa Android

B cepaucax Google Play 4.0 nossunuch Hosble API, a Takxe ngeHTuoukaTop s peknamogatenem n
TeX, KTO NpefoCTaBnsgeT yCnyru aHanmMTukn. YCNoBus UCNob30BaHUs ngeHTudukaTopa npuBefeHbl
HUXKe.

+ Ucnonb3oBaHue. PeknamHbin upeHTuounkatop Android (AAID) fOMKEH MCMONBb30BATLCS TOMBKO ANS
pa3MelLleHns pekriaMbl M aHanmaa ee nokasartenen. MNpu kaxaom obpalleHmmn K noeHTnuduKaTopy
OOSKHbI MPOBEPATLCS 3HAaYEHNS NapamMeTpoB "Peknama Ha 0OCHOBe MHTepecoB" 1 "flepcoHanm3auuns
peknamsbl".


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888170#location_permissions/

+ CBsi3b C UHPOpPMaLMel, No3Bonsiolwen MGeHTUMGULUPOBATb IMMHOCTb, U APYTUMU
upeHTudumKaTopamu.

+ PeknamHbI MAeHTUPUKATOP HENb3S CBA3bIBATL C MOCTOSHHBIMU MAEHTUPMKATOPAMM YCTPONCTBA,
Takumm kak SSAID, MAC-appec unu IMEI-kof, B peknaMHbIX Lenax. PeknamHbin geHTudukaTop
MOXHO CB$13blBaTb C AaHHbIMY, NO3BONSOWNMU NOEHTUPULMPOBATL INYHOCTb, TOSNbKO NpH
HanNMuMKM SBHOrO Corfacus Nonb3oBaTens.

+ 3anpelaeTcs CBA3bIBaTb B aHANMTUYECKUX LeNsiX PeklaMHbI UBEHTUPUKATOP C AaHHBIMY,
No3BONAOWNMY NAEHTUOULMPOBATL IMYHOCTb, AN MOCTOSIHHBIMU UAEHTUPUKaTOPaMMU
yCTponcTBa, Takmmn kak SSAID, MAC-appec unun IMEI-kog. MNoppobHas nHoopmaums o
NMOCTOSIHHbIX NAEHTUdMKATOPaX YCTPOMUCTBA NPMBELEHa B MPaBuiax B OTHOLIEHUN
Nosnb30BaTENbCKUX BaHHbIX

» YBaxxeHue npennhoeHMﬁ nonb3oBaTteng.

+ HoBbIV peknamHbIf MAEHTUGUKATOP, MPUCBOEHHbIN Nocne cbpoca, HUKOUM 06Pa30oM He [ONXKEH
6bITb CBSI3aH C NpefblayLUM MAEHTUGUKATOPOM MIIN €r0 [aHHbIMU 6e3 SBHO BbIPaXEHHOTO
cornacus nosib3oBaTens.

+ Kpome Toro, HeobXoAMMO YYnTbIBaTb HACTPONKM MNOSb30BATENS B OTHOLIEHWM NOA60pa U
nepcoHanu3aumnm peknambl. Ecnv aTu GyHKLMM OTKITIOYEHBI, TO BaM 3anpeLlaeTcs NCMonb30BaTh
pPeKaMHbI UOEHTUGMKATOP AN CO3OaHNS NOJSIb30BATENBCKOrO NPOdUNSA B PEKTAMHBIX LENSX UK
L9 NOKa3a NepcoHann3nMpoBaHHbIX 06bsBREHMN. K pa3pelleHHbIM MeToaM OTHOCATCS
KOHTEKCTHasi PeKnama, OrpaHMYeHne YacToTbl MOKA30B, OTCIEXMBAHMNE KOHBEPCUI, COOBLLEHNS O
HapyLLEHUSIX, @ TakXe 0BHapyXeHWe yrpo3 6e30MacHOCTU U CNyYyaeB MOLWEHHNYECTBA.

« Ecnu peknamHbin ngeHTuomnkatop Android yaanseTtcs Ha HOBOM YCTPOMCTBE, OH CTAHOBUTCS
HeZoCTyneH. BMecTo Hero 6yaeT nokasblBaTbCs CTPOKA, COCTOSALWAs U3 HyNen. YCTPoNCTBO 6e3
peknaMHoro I/I,D,eHTVId)VIKaTOpa Henb34 CBA3blBaTb C AaHHbIMU NMpeabiayuiero I/I,D,eHTVId)VIKaTOpa.

+ YBegoMsieHuMe nonb3oBarTenemn. B npuMeyaHnm o KOHPUAEHLUMANTBHOCTU, COOTBETCTBYIOLEM
TpeboBaHVAM 3aKOHOAATENBCTBA, NONb30BATENO HEOBXOAMMO CO06LUTL O cHOpE M UCMONb30BaHNUM
peKNaMHbIX UOEHTUPMKATOPOB, @ TaKXKe O HacToAWMX npasunax. MoapobHas MHbOPMaLMs O HaLIWX
CTaHpapTax KOH¢I/I,D,eHLI,I/IaﬂbHOCTI/I npueeneHa B paspene ,D,aHHbIe nonb3oBaTend

« CobniogeHune ycnoBui UCnonb3oBaHus. PekniamMHblii MOAEHTUGUKATOP MOXHO NMPUMEHSTb TONbKO B
cooTBeTcTBUM C lMpaBunammn Nporpammbl 4fis paspaboTunkos npunoxeHui B Google Play, npuuem
3TO YCIIOBME PACNpPOCTPAHSETCH HA BCEX, KOMY Bbl MOXETE NMPEROCTaBUTb NAEHTUDMKATOP B XOAE
KOMMepuecKomn fesTenbHOCTH. B nio6oM npunoxeHun, 3arpyxaemMom unv nybnukyemom B Google
Play, cnefnyeT nucnonb3oBaTb pekiamMHbIi UBEHTUGUKATOP (ECNN OH BOCTYMNEH Ha YCTPOWCTBE).
MpUMeHsTb AN8 PEKNaMHbIX Liernen apyrne MaeHTMoUKaTopbl yCTPOMCTB 3aMpeLLeHO.

JononHnTtenbHas MHbopMaLUa NPeacTaBieHa B HalWmMX NpaBuiax B OTHOLWEHUM NOSb30BaTENIbCKUX
[OaHHbIX.

[Mognucku

Pa3paboTunkam 3anpeLieHo BBOAMTb NONb30BaTeNen B 3abMyXAeHNe OTHOCUTENIbHO CEPBUCOB U
KOHTEHTA, BOCTYMHbIX MO nognucke. MHdopmMaLusa o Hel, B TOM YMcne Ha 3acTaBkax, akpaHe Bbibopa
TapudHOro nnaHa U B CaMmoOM MPUOXEHWUN, LLOMKHA BbITb MOHATHON. Mbl HE [ONYCKaeM NPUNOXEHUS,
KOTOPblE OBMaHHbIM UMM MaHUMYASTUBHBIM MyTEM MPUHYXAAIOT NOSIb30BaTENEN COBEPLIAThL NOKYNKK (B
TOM yucrne NpuobpeTaTb NOAMUCKM U KOHTEHT B MPUMOXEHMUAX). HEOBXOAMMO yKa3blBaTb TOSTbKO
LOCTOBEPHbIE U TOYHbIE CBELIEHUS O MPEUMYLLECTBAX MOAMUCKN U BPYTMX ee acrekTax.

MpennoxeHne OOMXKHO coaepXaTb BCIO HEOBX0AMMYO MHOOPMALMIO, B TOM uncne 06 yCroBusx,
CTOMMOCTM MOAMUCKN, NEPUOAMUYHOCTM OMNJIaThl U aBTOMaTMYECKOM NMPOAJIEHNM, @ TakXKe O TOM, MOXHO
1IN NONb30BAaTHCA NPUNOXEHNEM 6e3 NOANUCKN. Bce 3T cBeieHMs JOMKHbI ObITb 4OCTYMHbI 6e3
LOMOSMHUTENbHbIX AENCTBUIA CO CTOPOHbI NOMb30BaTEeNS.

Monb3oBaTenw, KOTopble NPUOGPENN MOANUCKY, AOMKHbI MOMYYaTb MOCTOSHHbIE UIN PETYNSIPHbIE
npevMyLLeCcTBa B TEYEHME BCErO CPOKa ee AencTeus. Hanpumep, B paMkax NOANUCKM 3amnpeLieHo


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/140504#subscriptions-benefit&zippy=%2Ccreate-a-new-subscription

NpPeAoCTaBsTb OfHOPA30BbIe UPOBble BOHYChI UV NEPEUNCTISTL BANOTY NPUIOXKEHNS EAUHBIM
nnaTexoM. Bbl MOXxeTe NpefoCcTaBsTb BO3HArpaXaeHUs nnm BoHyCbl TONbKO B AOMOSTHEHME K
MOCTOSIHHBIM UNW PEryNSpHbIM NPEVMYLLECTBaM, KOTOPble AENCTBYIOT Ha MPOTSXKEHUM CPOKa AENCTBUS
noanuckun. Ecnm Takux npenmMyLiecTs HeT, BMECTO MOAMNUCKY HEOBXOAMMO NpeaiaraTb KOHTEHT Al
NPOAAaXMN Yepes NpunoxeHue.

3anpelLeHo NpeacTaBnaTh Pa3oBoe NpefioXeHne Kak nognucky. Kpome Toro, Hefbas MeHsTb YCNoBMS
yxe obOpMIIEHHON NOANNCKM (HaNpUMep, OTMEHSTb, YMEHbLLATb KONIMYECTBO PErynspHbiX GOHYCOB MK
npekpaLaTb Ux NOAAEPXKY) TakuMm 06pa3oM, YTOBbI paKTUUECKM NOSb30BaTESNN NOSyYasnm TOSbKO
O[LHOKPATHOE NPEeNMYLLECTBO.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

+ E>XXeMecsauHble MOAMNNCKM, B YCIIOBUAX KOTOPbIX HE YKa3aHOo, YTO OHM ByayT aBTOMaTUYecku
NPOANATHLCA KaXKAbll MecsiL, CO CMMCcCaHMEM CPefCTB CO CyeTa.

+ [opoBble NOANMCKY, B MHGOPMALMKN O KOTOPbIX HaMboee 3aMeTHO BbleNIEHa UX MECAYHas
CTOUMOCTb.

» HenonHas nokanusauums yCJ'IOBVIlZ N CTOMMOCTU NOANUNCKN.

+ MNpennoxXeHns, B KOTOPbIX HEACHO YKa3aHOo, YTO Nosb30BaTeNlb MOXET NOMyUYnUTb 4OCTYM K KOHTEHTY
6e3 noanucku (ecnv aTo BO3MOXHO).

.

HeTouyHOoe ykazaHne HauMeHOBaHWs TOBapa, HanpuMep A NOANUCKN C aBTOMATUYECKUM
crnvcaHueM cpeacTs aaHa ¢opMynunposka "becnnatHas npobHas Bepcua” nunu "MonpobyinTe
nognucky Premium — 3 oHsg 6ecnnatHo".

« PacnpepeneHue npouecca NoKynkn Ha HECKOJSIbKO 3KPAHOB TakuM 06pa3oM, YTobbl Nonb3oBaTeNn
MOIMIN CNyYanHO HaXaTb KHOMKY NMOANUCKM.

+ MNoAanuckn, B KOTOPbIX HET MOCTOSIHHBIX UMW PErynapHbIX npenmyecTs. Hanpumep, 1 000
KPWUCTansoB B NEPBbIN MecsL, MOANUCKN U 1 KPUCTaN B KaX bl CNeayoLwmnin Mecsil, o KOHLa ee
Ccpoka AencTaus.

« lNonyyeHne pa3oBoOro NnpenMyLLecTsa 3a 0popMIEHNE NOAMNUCKN C aBTOMATUYECKUM MPOJIEHVEM U
ee OTMeHa nocre nokynky 6e3 3anpoca co CTOPOHbI MOSb30BATENS.

Mpumep 1
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https://support.google.com/googleplay/android-developer/answer/140504
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/1153481

(D KHorka "3aKpbITh" OTCYTCTBYET UMK MOX0 BUOHA, W MOMb30BaTEllb MOXET HE MOHATb, YTO QYHKLUM
NPUNOXeHUs ByayT LOCTYNHbI U 6€3 NOANNCKM.

(2 B npennoxeHnn BbigenseTcs LeHa 3a Mecsll, a He dakTnyeckas cymma. [onb3osaTtesib MOXET He
MOHATb, YTO NPU 0bOPMIIEHMM NOANNCKM ByaeT cnncaHa nnaTa 3a WeCTb MeCcsLEB.

@ B npennoXxeHnn ykasaHa T0J1IbKkO HayallbHasa LeHa, 1 NoNb30BaTeSlb MOXET HE NOHATb, Kakad CyMMa
6yp,eT CNncCbiBaTbCd aBTOMaTU4Ye€CKM NOCie 3aBepLlleHNda Ha4vyanbHOro nepmnoga.

@ Ycnosus ICNONb30BaHUS NOKANIM30BaHbl, a TEKCT npennoxeHna n BankoTa — HET, MO3TOMY YaCTb
I/IHq)OpMaLI,VM MOXET BblTb HEMOHATHA.

Mpumep 2
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Start your 3-day FREE trial now!

During your free trial, experience all of
the great features our app can offer!

® [Ona nepexona K KaxaoMy crnefyrolemMy 3KpaHy HyXHO HaXMUMaTb B OfHOM 1 TOM Xxe 06nactu, 1 npu
nocnegHeM HaxaTtum KHomnku "MpofomkuTe” opopMnseTcs nognucka.

(@ CymmMy, KOTOpYIO NPEACTOUT 3amniaTUTb B KOHLE NPOBHOro neproga, TPYAHO NpoYnUTaTh, MOSTOMY
nonb30BaTeslb MOXET NOoAyMaThb, YTO 3TO becnnaTHbIN TapudHbIN MNaH.

BecnnaTtHble Npo6HbIE BEpCUM U NPeAIoXEHUs ANa HOBbIX NONb3oBaTenemn



Eweé pgo Toro, Kak nosib3oBatenb 0poOpPMUT NOJZNMUCKY, Bbl JOJXKHbI NPELOCTaBUTb EMY SICHOE U
TOYHOE OMMCaHne YCNOBUIA Ballero NpeanoxXeHus, BKIoYas NpoLoSIKUTENBHOCTb, LLEHY, 4OCTYMHbIN
KOHTEHT Unn cepauChl. He 3abyabTe 06BACHUTD, KakK 1 KOrAa Nofib30BaTeNb nepenpeT ¢ becnnaTHom
NpPOo6HOM BEPCUM Ha NATHYIO NOAMNMUCKY, YTOYHUTb CTOMMOCTb M yKasaTb CMNOCO6bl OTMEHUTb MOAMUCKY
[LO OKOHYaHMS NPOBHOro nepunoaa.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIeHUN:

« MpennoxeHus, B KOTOPbIX HE yKa3aH U HESCHO yKa3aH CPOK AeNCTBUS BecnnaTHOM NpOoBHOM
BeEpCcun nnun LeHbl ong HoBbIX nosib3oBaTenemn.

. I'Ipep,noerMﬂ, B KOTOPbIX YETKO HE YKa3aHO, YTO Nnocne OKoOH4YaHuga Cpoka ,D,GVICTBVIQ npennoxeHud
noanmncka aBToMaTnU4YeCkKn CTaHeT nnaTHOMW.

+ TMpepnoxeHus, B KOTOPbIX YETKO HE YKa3aHO, YTO MOMb30BaTENb MOXET MOMYYUTb BOCTYMN K KOHTEHTY,
He 1cnonb3ys NPOBHYI0 BEPCUIO MOANUCKN (€CNM 3TO BO3MOXHO).

. I'Ipep,noerml, ANa KOTOPbIX YCNOBUA U LLEHbI NOKaIM30BaHbl HE MOJIHOCTbIO.
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(D KHorka "3aKpbITh" OTCYTCTBYET UMK MAOXO0 BUAHA, W MOMb30BaTENlb MOXET HE MOHATb, YTO QYHKLNM
NPUNOXeHWs ByayT LOCTYNHbI U 6€3 NOANNCKM.

tica de privacidad para mas

(2 B npennoxeHnn caenaH akLeHT Ha 6ecniaTHOM NPOBHON BEPCUN, 1 NOMb30BaTESNlb MOXET He
MOHSATb, YTO B KOHLLE NPOBHOro neproaa aBTOMaTUYECKU HAYHET B3MMaTbCS nnaTa.

(3® B npeanoxeHun He ykasaHbl CPOKV NPOBHOro Neproaa, 1 Nosb3oBaTerb MOXET HE MOHATb, Kak
[lONro KOHTEHT ByfeT focTyneH 6ecnnaTHo.

@ YcnoBws UCTONb30BaHKS NIOKANM30BaHbl, @ TEKCT NPEATIOKEHMS 1 BalkoTa — HET, MOSTOMY 4acTb
NMHOOPMALMN MOXET BbITb HEMOHATHA.

(® B npeanoxeHnn He 06bACHAETCS, Kak MOXHO OTMEHUTb 6ecnnaTHyo NPOBHYIO NOANMUCKY, YTOBbI
nocrne OKOHYaHWs ee AenCTBUS He Havana B3UMaTbCs nnata.

anaBneHMe nopgnuckamMmu, X otMeéHa n Bo3BpaTt CpeacTs



Ecnv B BalleM NPUIOXEHMN NPOAAOTCA NOANNCKM, HEOBXOAMMO NMOHATHO O6BACHUTL, KaK MOXHO
OTMEHUTb UX UM YNPaBAATb UMW, B NpUnoXeHnn Takxke foNKHa 6blTb BO3SMOXHOCTb OTMEHbI MOAMUCKN
OHNauH. [1ns 3Toro B HaCTPOMKax akkayHTa NPUIOXEHUS UM Ha aHaNorMYHOM CTPaHULLE MOXHO:

+ yKa3aTb CCbIJIKY Ha LleHTp nognuncok Google Play (o8 nognucok, KoTopble NPoLatTCes ¢
MCMONb30BaHNEM MiaTexHon cuctemsl Google Play);

* NpenocTaBUTb cnocob HanpamMyo OTMEHUTb NOANUCKY.

CornacHo npaswnam Google Play npu oTMeHe Nofnuncku, KynieHHom Yepes NiaTeXxHyo CUCTeMy
Google Play, Bo3BpaT cpefCcTB 3a TEKYLUA PaCYETHbIN NEPUOL HE NPOU3BOAUTCS. 1PN 3TOM KOHTEHT,
LOCTYMHbIV MO NOANUCKE, NPELOCTABSETCS NOSIb30BATENO A0 KOHLLA 3TOro nepuopa. 3ateM nognmcka
oTMeHseTca. Monb3oBaTeENM B HEKOTOPbIX CTPAHaX MOryT OTMEHWUTb MOLMMUCKY CPa3y U MONyYnTb
BO3BpaT CPEACTB 3@ OCTABLUEECs BPEMS COTNTACHO [eNCTBYIOWEMY 3aKOHOAATENbCTBY.

B kauyecTBe NOCTaBLUMKa KOHTEHTA UMW [OCTYNa Bbl MOXETE YCTaHOBUTL Goree rubkue npasuna
BO3BpaTa nnatexen. Yoeautech, YTo npaBuna Nognucku, ee 0OTMeHbI 1 BO3BPaTa NiaTexen
COOTBETCTBYIOT AENCTBYIOLEMY 3aKOHOAATENbCTBY, @ Take 0bsi3aTernlbHo coobLyanTe Nonb3oBaTeNsIM
060 BCEX N3MEHEHMSX B 3TUX NpaBuUnax.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:
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B NPUNoOXeHnn, HanpuMmep B HaCTpODIKaX aKKayHTa, HET CCblJIKM Ha CTpaHuLy, rae MOXHO ynpaBnaTb
noaonnckamMm N OTMEeHATb UX.

MNMporpamma camocTosaTenbHOM cepTudukauum peknamMmHbix SDK B npunoxeHusx
L5l BCEN CeEMbU

Kak onuncaHo B npaBunax nporpammel “MpunoxeHus ans Bcen cembn” , Npy pasmeLLeHnn peknambl B
NPUNOXeHWW, NPefHa3Ha4YeHHOM TOMNbKO ANS feTelr, HEOBXO[MMO NCMONb30BaTb UCKMIOUYNTENBHO
peknamMHble SDK, KOTOpble NPOLLIY CaMOCTOSITENBHYIO CEPTUPUKALMIO HA COOTBETCTBME NpaBuiam
Google Play, Bkntouasi npuBegeHHbIE HUXeE TPeboBaHMS K CaMOCTOSTENIbHOM cepTrdukaLmm
peknamMHbix SDK.


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335

Ecnu npunoxeHne paccumTaHo Kak Ha JeTew, Tak 1 Ha B3POCHIbIX, Bbl fOMKHbI CAENaTh TaK, YTOObl 4Ty
BUENN TONbKO Te 06BbABNEHMS, A1 KOTOPbIX MCMONb30Banuch peknaMHble SDK ¢ camocTosTenbHOM
cepTudmKaumen. obUTbCs 3TOr0 MOXHO, HaNPUMEpP, C NMOMOLLbIO HEUTPANbHOrO BO3PACTHOMO
dunbTpa.

Bbl 06913aHbI CnefuTb 3a TeM, YTobbl BCe UCnosnbdyemble Bamu Bepcun SDK, B TOM uncne ¢
CaMOCTOSATENbHOW cepTUdMKaLMen, COOTBETCTBOBANN LENCTBYIOWMM NPaBuiaM, 3akoHaM 1 HOPMaM.
KomnaHus Google He fienaeT HMKaKMX 3asiBNEHUM U HE JaeT rapaHTUn OTHOCUTENBHO TOYHOCTH
MHdOpMaL MK, NPesoCcTaBneHHON peknaMHbiMu SDK B npoLecce caMOCTOSTENbHON CePTUPUKALNN.

CamocTosTenbHas cepTudukalms peknamHbix SDK B NpunoxXxeHusx Lns BCen cemMbn 0b6s3aTesbHa
TOMIbKO B TOM cinyyae, ecnv 3T SDK ncnonb3ytotcs Ans nokasa peknambl fetam. Bol HeceTe
OTBETCTBEHHOCTb 3a cofepXaHne 06bIBNeHUN 1 cOop CBEAEHNUI COrMAacHO NpasuiiaM B OTHOLWEHUN
MOMb30BaTENbCKUX [AHHBIX W MpaBuiaM nporpamMmmsbl "TIpunoxeHns gns sce cembn”
CepTtudukaumns He TpebyeTcs:

+ O9 nokasa COBCTBEHHON peknaMsbl, korga SDK ncnonb3yetcs ana MmepyaHaansnHra u
NepeKpPeCTHOrO NPOABMXEHUS BALUUX MPUTOXEHUIN UM OPYroro Balero MeAMaKOHTEHTa;

* ONg NpaMbiX COEeNoK C peknaMogaTtenamu, Nnpu KOTopbiX SDK ncnonb3yeTcda TOJIbKO Angd ynpaslieHnd
MHBEHTapeM.

TpeboBaHua kK caMocToaTeNnbHOM cepTudukaumm peknaMHbix SDK B npunoxeHusx gna scen
cemMbu

+ OnpepenvTe NPU3HaKKM HeXenaTeNlbHbIX OObSBAEHWI U 3aNPETUTE KX B YCIOBUSX UM MOAUTHKE
peknamHoro SDK. OnpeneneHuns 0omkHbl COOTBETCTBOBATL [paBunam nporpamMmbl 4ns
pa3paboTumkoB npunoxeHun B Google Play.

+ BbibepuTe cnocob, ¢ MoMOLLbio KOTOPOro ByaeTe NpucBanBaTh O6bSBNEHNSIM BO3PACTHbIe
orpaHunyeHusi. Heo6xoaMMO HaCTPOUTb He MeHee ByX kaTeropuit: “[ns Bcex" v "[Ons B3pOCnbIX".
Bo3pacTHble orpaHMyeHUs BOMKHbI NPUCBANBATHCS MO TOMY Xe MeTomy, KOTOPbIN UCNOMb3yeTcs B
cepTndULMpPOBaHHbIX peknaMHbix SDK Google.

+ PaspewuTte nsgatensam sanpawmsaTh Nokas 06bABIEHNN, OPUEHTUPOBAHHBIX Ha feTew (B
onpeneneHHbIX MPUNOXEHUSIX UNN B KaXXA0M KOHKPETHOM cliyyae). Y6enuTech, YTO KOHTEHT B
006BSBNIEHNSX HE HapyLWaeT AeNCTBYoWee 3aKOHOAATENBCTBO, HanpuMep 3akoH CLUA "O 3awuTte
NUYHbIX cBeaeHun geten B uHTepHete" (COPPA) 1 leHepanbHbi pernameHT EC o 3awute
nepcoHanbHbix faHHbIx (GDPR) . Kpome Toro, B peknamHbix SDK, KOTOpbIE UCMOSb3YIOTCS B
pecypcax ans geten, HeobXoAMMO OTKIOUMTb NEPCOHANM3NPOBAHHYIO pekiaMy, peknamy Ha OCHOBE
WHTEPECOB, a TakXe PEMaPKETHHT.

« OrpaHunybTe Bbibop napatenen popmatamm o6bABNEHNA, COOTBETCTBYIOWMMM NpaBuiam B
OTHOLIEHUN PEKTaMbl U MOHETM3aLNUM Nporpammbl “MpUNoXeHNs Ans BCeM CEMbU” |, @ Takxe
TpeboBaHuaM nporpammsl "OpobpeHo npenogasatenamm’”

« Ecnu gna nokasa pekiambl AETAM UCMONb3YEeTCH TEXHONIOMMS Ha3HauyeHWs CTaBOK B PeasibHOM
BpeMeHH, ybepgmnTech, YTo dpaisbl 06bIBNEHMS MPOBEPEHDI, @ Y4aCTHNKAM ayKLIMOHa NPUCBanBaloOTCS
WNHAMKATOPbI KOHPUAEHLMANBHOCTH.

.

YT1obbl NOATBEPAMUTE COOTBETCTBUE peknaMHoro SDK npasunam, npegoctaBete Google TecToByto
BEPCUIO NPUSTOXEHUS 1 BCe HEOBXOAMMbIE CBEAEHMS B crielnansHon popme . CBOEBPEMEHHO
OTBevaliTe Ha nocnepytLme 3anpockl MHPopMaLum. Hanpumep, oTnpasnsiTe faHHble O HOBbIX
BEpPCUAX NpUNoxeHna BMecTe C TeCTOBbIM NPUNOXEHUEM, yTOObI noaTeepXXaaTb COOTBETCTBUE
Bepcum peknamHoro SDK BceM TpeboBaHMsSM K CAMOCTOSITENIbHOM cepTudUKaLmm.

« [poxopunTe caMoCTOATENbHYIO CepPTUGUKALIMIO , YTOObI MOATBEPXAATb COOTBETCTBUE HOBbIX
Bepcui MpaBunam nporpammbl 4nis paspaboTymkos npunoxeHuin B Google Play, B ToM uncne
npaBunam nporpammsl “TpunoxeHns s Bcen cemMbu'.

lMpumeyarne. PeknamHbie SDK ¢ caMOCTOSTENIbHOM CEPTUPUKALMNEN B MPUTOXEHNSIX [J18 BCEN CEMbU
HEOBXO[MMO UCIONB30BATb J15 T0Ka3a OObABIEHWI B COOTBETCTBUM CO BCEMU 3aKOHAMU U
1O/TOXKEHUSIMY, CBS3aHHBIMU C [ETbMU U MOTEHUMNAETIBbHO MPUMEHUMbIMU K AESITENbHOCTU U3AAaTeNeH.


https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076
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https://playacademy.exceedlms.com/sl/044a202e
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements

MoppobHee 0 BOAAHbIX 3HAKaxX B KpeaTUBax U NPeaoCTaBleHUN TECTOBON BEPCUMN NMPUNOXKEHNS
TpeboBaHus K NnaTdopMam MefMaL M, MOKa3blBaOWMM PeKknamy AeTaMm:

« CrnepyeT UCMNOJb30BaTb TONMbKO peknamHble SDK, npollegwme caMoCcToATENbHYO cepTUdMKaLmio B
pamkax MporpamMmmbl pekiaMbl B MPUIOXKEHUSX 415 BCEA CEMbU, UMW MPUHUMATbL Mepb,
rapaHTMpytoLLnE, YTO BCe 0ObABNEHUS Ha NnaTdopMax Mmeguaumm 6yayT COOTBETCTBOBATb 3TUM
TpeboBaHMSAM.

+ HeobxoonMo nepepasaTb MHGOPMALMIO O PEUTUHTE PEKIIAMHOTO KOHTEHTA 1 O TOM, YTO pecypc
npegHasHayeH ans geTten.

M3yunte cnmcok peknamHbix SDK, Npoluefwmnx caMoCTOATENbHYO CEPTUGMKALMIO B MPUNOXKEHUIX AN
BCEI CEMbMU, U KOHKPETHbIE BEpCcHM Takux SDK

Ecnv Bbl 3HaeTe opraHM3aLum, XenatwLme CaMoCToATENBHO cCepTUOULMPOBaTL peknamHbie SDK, Bbl
MOXeTe OTNPaBUTb UM GOpPMyY

HanHble ona Google Play n npogsuxeHune

MeTopbl, KOTOpPbIE Bbl NPUMEHSETE A1 MPOLBUXEHNS CBOErO NMPUIIOXEHUS, 3HAUNTENIBHO BUSIOT HA
BocnpusaTe Google Play nocetutensmu. He ncnonbayiTe HU3KOKAYECTBEHHYIO pPEKNaMy 1 craM, a
TakXXe He 3aBblluanTe NONySPHOCTb NMPUIOXEHNUS UCKYCCTBEHHO.

I'Ipo,u,BmKeHme NPUNJIOXKEHUA

3anpelyeHo ny6bnmMkoBaTb NPUNOXEHWS, MPSIMO N KOCBEHHO CBA3aHHbIE C METOLAMM MPOLABUXEHUS,
KOTOpble BBOAST B 3abMyXAeHWE UK MHBIM 06Pa3oM NPUUUHAIOT BPER, NONb30BaTENAM, @ Takxke
coobLecTBy paspaboTumkoB. CUMTAETCS, YTO METOLbI BBOAST B 3ab6MyXXAEHWE U MPUYUHSIIOT BPeq, ECNN
OHM HapyLwatoT MpaBuna NporpamMmbl s paspaboTyMKOB.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« Nokas peknambl, BBOAALLEN B 3abMyXXAEHNE , B MPUIIOXEHNSAX, HA CaUTax v LPYrux pecypcax.
Hanpwumep, K Hel OTHOCATCS OBBSBNEHNS, MOXOXME HA CUCTEMHbIE YBELOMIIEHUS.

+ okas peknambl CEKCyanbHOro xapaktepa  AJis NepeHanpasieHuns Nosib30BaTeNen Ha CTPaHuLy
npunoxeHusi B Google Play.

« MNpopBMXeHNe 1 yCTaHOBKA, B pe3yNibTaTe KOTOPbIX MPOUCXOAUT NepeHanpaBneHne nonb3oBaTenen B
Google Play unu ckaunBaHune npunoxexus 6e3 npenBapuTenbHOro 3anpoca.

« MNpoaBMXEHME C MOMOLLbIO HeXenaTenbHbix SMS-paccbinok.

- [obaBneHne B nMs pa3paboTumnka, Ha3BaHNE UM 3HAYOK MPUSTOXEHNS TEKCTA UM N30BPaXEHUI CO
CBefdeHNsIMIN O perTUHre Unn o6 ycrexe npunoxeHus B Google Play, LeHamu 1 peknamon, a Takxe
MHdopMaLmen 06 yyacTum B CylecTByowWwmx nporpammax Google Play.

Bbl 06913aHbl CefuTh 3a TeM, YTObbl 3TV NpaBuKa CobIOAANUCE B PEKNTAMHBIX CETSX, MAPTHEPCKMX
nporpamMmax 1 06bABNEHNSX, CBA3aHHbIX C BalUM MPUSTOXEHWEM.

MeTapgaHHbIe

M3 onncaHus NpunoxeHns Nonb3oBaTeny y3HatoT 0 ero GyHKLUMSAX U Ha3HauYeHUW. Mbl 3anpelyaem
ny6AnKoBaThb NPUIOXKEHUS C NOXHbLIMUK, HEMPABUIbHO OTGOPMATUPOBAHHBIMU, HELOCTATOUYHbIMY,
HepeneBaHTHbIMU, U3NTUWHUMU U HELOMYCTUMbIMM MeTafaHHbIMU. K MeTaflaHHbIM, MOMUMO MPOYEro,
OTHOCSTCS Ha3BaHME 1 OMUCAHWE MPUMOXEHWS, ero 3Ha4Y0K, CKPUHLLOTBI M PEKIaMHble 306paxeHus, a
TakXXe HasBaHWe KoMMnaHun-paspaboTymka. OnMcaHne NPUNIoXeHUs HLOMKHO BbiTb NMOHATHBIM U
rPamMoTHbIM. Mbl TaKXe 3aMpeLLaeM BKIOYaTb B ONMCaHKe OT3biBbl NONb30BaTeNen 6e3 ykazaHus
aBTOpa uMTaThl.
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https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
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Ha3BaHwue 1 3HaYOK MPUNIOXEHMS, @ TakXKe Ha3BaHUE KOMMaHUU-Pa3paboTumka No3BONSOT
NoNb30BaTENAM HAXO[AWUTb NPOLYKT U y3HaBaTb O HEM. He cnefyeT [o6aBnsaTh B 3T MeTafaHHble
CMalnMKu, 3MOA3UN UM NOBTOPSIOLLMECS CreLManbHble CUMBOJIbI. He MCMONb3ynTe Npu HanncaHum
TOSBbKO 3arnaBHble ByKBbl, ECNIN 3TO HE YaCTb Ha3BaHMWs Balero 6peHaa. He nob6aBnsnTe B 3HaUOK
MPUNOXEHNS CUMBOSTbI, BBOAALLME B 3a6yXAeHUe, HanpyUMep UHANKATOP HOBOrO coobiueHns (pu
OTCYTCTBUM TaKMUX COOBLLEHWNI) UM CUMBOJIbI CKAaUMBAHWS/YCTAHOBKM, ECJIN NMPUIOXEHUE HE CBSI3aHO
CO CKauMBaHMEM KOHTEHTA. B Ha3BaHUM NPUNOXeHUs JoMKHO 6biTb He 6onee 30 cumBonos. B
Ha3BaHWe M 3HAYOK MPUMOXEHWS, @ TakKe B UMS pa3paboTuvka Henb3s fo6aBnaTh TEKCT UK
N306paxeHUs CO CBEAEHUSAMUN O PEUTUHIE UM 06 ycnexe npunoxexus B Google Play, LeHamu 1
peknaMon, a Takxe ¢ MHpopmaLmen ob yuyacTum B CyLLECTBYOWMX nporpammax Google Play.

Kpome Toro, B cooTBeTCTBMU C NpaBunamu Google Play ons paspaboTymkoB Mbl MOXEM 3aMpOCUTb Y
BaC W Apyrue faHHble.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

30O 9.4 N 10:00

X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever
2) labradoodle

) poodle

) chihuahua

) akita

) pug

)

3
4
5
6
7) rottweiler

(D AHOHMMHbIE OT3bIBbI MOMIb30BATENEN.
(2 CpaBHeHMe NpUnoxeHuin unn 6peHaos.
(3 BriokM CNoB, a TakKe BEPTUKAsbHbIE UM FOPU3OHTaNbHbIE CMIMCKU CIIOB.

? 2 ]
Crane: travel PLANNER!!

* TravelCompany 7t ("7 7}

UPDATE
NOW

(D CnoBa, cocTosLmMe TONMbKO 13 3arnaBHbIX BykB (He YacTb HasBaHUs GpeHaa).
(2 MNocnepoBaTeNbHOCTM CreumasbHbIX CUMBOMOB, HE VMEIOLLME OTHOLLEHMS K MPUIIOXEHUIO.



(3 Omopaasu, cMannuku (BKIYas KAOMOA3M) U crieuuanbHble CUMBOSbI.
(® CumBonbl, BBOAALLME B 3a6NyXaeHMe.
(® TekcT, BBOAAWMIA B 3abnyXAeHME.

+ I306paxeHns unm TekCT C yKkasaHMEM PENTUHTa UMW NoKasaTenen NpUNoXeHus, HanpuMep 3Hauku
Harpag unm dpasbl "TpunoxeHue roga”, "N2 1", "Jlyywee npunoxeHne Google Play 20XXr.",
"MonynsipHoe" n T. A.

It's Magic - #1 in magic games

Music Player - Best of Play

Jackpot - Best Slot Machine
P

45 W

Rewards Game

+ /1306paxeHns nnm TeKCT C yKasaHWEM LieHbI UNK C peknaMHon nHdopmaumeit, Hanpumep "Ckupka 10
%", "Kewbak 500 pybnen”, "becnnaTHo B TEYEHME OrPaHUYEHHOIO BPEMEHU" U T. 1.

@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

a3 &

Fish Pin- Free For Limited Time Only

Golden Slots Fever: Free 100

+ /306paxeHuns unm TekcT ¢ ykasaHnmeM nporpamm Google Play, Hanpumep "Bbibop pegakumn®,
"HoBoe" u gpyrux.

Build Roads - New Game

Robot Game - Editor's choice

Bot npuMepbl HegonycTUMOro TekKcTa, u306pa)|(e|-|m7| U BUAEeO Ha CTpaHuue NpUnoXXeHusa:



/306paxeHns 1 BUAEO CEKCYanbHOro xapakTepa. He Cnonb3yinte n3obpaxeHus rpyau, arogud,
reHWTanui 1 NPoYMe OTKPOBEHHbIE PUCYHKM 1 GOTOrpadum YenoBeyeckoro Tena.

HenpwucTonHas nekcuka u gpyrue peyesble KOHCTPYKLMMW, HEAOMYCTUMbIE s LWIMPOKON ayauTopun,
B ONMUcaHun npunoxexus B Google Play.

CueHbl HacunKs Ha 3HaYKax NPUIOXKEHUS, B PeKNaMHbIX M306paxeHnsax 1 BULEO.

M306paxeHne ynotpebneHns HapkoTUKOB, B TOM YKCie B 06pa3oBaTesibHOM, LOKYMEHTAIbHOM,
Hay4YHOM WU Xy[,OXECTBEHHOM KOHTEHTE. [laHHble Ha CTPaHWLE NPUMIOXEHUS OOMXHbI MOAXOAUTb
4ns nobon ayantopuu.

BoT HECKONbKO COBETOB:

.

.

PacckaxuTe, MoYeMy Balle NPUNOXeHNE OCOBEHHOE, YTO BbIAENSAET Er0 CPEAN OCTaNbHbIX Y YEM OHO
MOXET NOHPABUTLCS MOMb30BATENAM.

Y6enuTech, YTO Ha3BaHWE ¥ ONUCaHWe [Al0T TOYHOE NPEACTABIEHNE O MPUNOXEHWUN U ero GYHKLMUSX.
He VICI'IOJ'Ib3yIZTe noBToOpgaloWMecsa Unn He Ce43aHHble C NPUJTOXEHNEM KIoYEeBbIE CTOBa U CCbIJTKWN.
OnucaHne npuUnoXxeHna oon>XXHoO 6bITb MNPOCTbIM U MOHATHbIM. KOpOTKI/Ie OMNMncaHmg nerye 4YmTaTb,
0COBEHHO Ha YCTPOMCTBAX C HEGOMbLUMM 3KPAHOM. CIIMLWKOM AJIMHHBIN, HENPABUIBHO
0THOPMATUPOBAHHbIV TEKCT, @ TakXe NINLLIHME NOJPOBHOCTH M NOBTOPbI MOTYT HapyLaTb NpaBuna
Google Play.

He 3abbiBaliTe, UTO CTpaHULLA BaLLEro NPUIOXeHUs AOMXXHA NOAXOAUTb ANS LUMPOKOW ayautopum. He
ucnonb3ynte B Google Play 3anpelieHHble M306paxeHns, BUAEO UK TEKCT.

OueHKuK, OT3bIBbl U KONTMYECTBO YCTaHOBOK

Pa3paboTunkam 3anpeLieHo NpeanpuHUMaTh NOMbITKM UCKYCCTBEHHO M3MEHUTb MNO3ULMI0 KaKoro-nbo
npunoxeHusi B pentuHre Google Play, HanpyMep ¢ NOMOLLbIO MOLWEHHNYECKMX YCTAHOBOK, OMaYyeHHbIX
WK JTOXHbIX OLLEHOK W OT3bIBOB. TakXXe B MPUMNOXEHWUN HEe Pa3peLleHO BO3HArpaxnaTb Nofb3oBaTenei
3a YCTaHOBKY APYrvX NPUIIOXEHUN (ECNM 3TO ABNSETCS OCHOBHbBIM HAa3HAYEHNEM MPUTTOXKEHNS).

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

.

MpoCb6bl OLEHNUTH MPUIOXEHNE B OBOMEH Ha MOOoLLpeHMe:



%0 © ¥4 W 10:00

= RescueRover Q +a

We'd love your feedback!

1 8.8 8.8 ¢

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

@®B yBeOOMNIEHNN NONb30OBaTENIO NpefnaraeTca CKnaka B OBMEeH Ha BbICOKYIO OLLEHKY.

+ TOMbITKM M3MEHUTb NO3ULMIO MPUOXeHWs B peTnHre Google Play ¢ nomollbto ¢anbLumBbiX OLEHOK,
BbICTaBNSAEMbIX OT NKLA NOfb30BaTENEN.

+ My6nukaLms oT3bIBOB, KOTOPbIE COLEPXKAT HELOMYCTUMbIA KOHTEHT, U NMOBYXAEHWE K 3TOMY
nonb3oBaTenen. K TakoMy KOHTEHTY OTHOCSTCSI, MOMUMO NMPOYEro, MHGOPMaLMs O MapTHepaXx,
KyMnoHax 1 UrpoBbIX KOAAX, afpeca 3NeKTPOHHOM NMOYTbI U CChINKM Ha BEG-CalTbl Unu Apyrue
MPUNOXEHNS.
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& RescueRover Q

Alfie Chung 1}
Kk kKK 9/20/15 20
-

Found the perfect pup!

I've been looking for a long time for an app that
would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfie! We're glad you like the app
and love your new dog.

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle 1"}
A KKk 10/12/15

©

Nice app
| like the appointment scheduling feature.

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

geta 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM OT3bIBE 33 pekaMy NPUIOXKEHUS NOb30BaTENAM NPeanaraeTcs KyrnoH O CKUAKON.

I You can spread the word about RescueRover and

Mo oueHKaM 1 O0T3biBaM MOXXHO MOHATb Ka4eCcTBO npunoXxeHusa. nOSTOMy OHM [OJIKHbI 6bITb
YeCTHbIMUM U OTpPaXKaTb MHEHUSA HaCcTOoALWUX nonb3oBaTenien no TeMe. Bot HeCKoNbKo COBETOB O
TOM, Kak OTBeYaTb Ha OT3bIBbl NOJIb3OBaTENEN.

+ He yKnoHsnTecb 0T 06CYXAEHNS YNOMSHYTbIX MPOGIEM 1 HE MPOCUTE MOBbLICUTH OLLEHKY.

* YkasblBanTe CnpaBOYHble PECYPChI, HaNpUMep NPEROCTaBLTE afPEC SNEKTPOHHOMN MOYTLI CIYXObl
nopaepxkun nam URL cTpaHuubl ¢ 4acTo 3afaBaeMbIiMy1 BONPOCaMU.

BospacTHble orpaHnyeHmns

BospacTHble orpaHunyeHns B Google Play npuceamBatoTcs MexayHapoLHOM Koanuumen Bo3pacTHOM
knaccudukaumm (IARC). OHM co3faHbl, YTOBbI pa3paboTumnkmn MOrnn coobLatb Nonb30BaTeNsIM, Ans
KaKowv ayauTOPUN NOAXOAAT NMPUNOXEHWS B X PEFVOHE. YCTaHaBNMBas BO3PACTHYO KaTeroputo
KOHTEHTa, npeacTaBuTenbcTBa IARC B OTAENbHbIX CTPaHax crneytoT onpegeneHHbiM npasmnam. B
Google Play Henb3as nybnmkoBaTb NPUIOXeHUs 6e3 ykasaHus BO3PACTHbIX OrpaHnyeHnin. ObpaTtute
BHMMaHWe, 4TO pekyiama B NPUIOXEHMSX [OMKHA NOAXOANTb A1t TOW e BO3PaCTHOW rpynrbl, YTO U
KOHTEHT NPUNOXEHUS, 1 He BbiTb pacCuMTaHa Ha 3HAYMTENbHO Honee B3POCyo ayauTopumto. YTobs
y3HaTb AOMONHUTENbHYIO UHOOPMALMIO, MPOYNTANTE NPaBUIIa B OTHOLLEHUW HEMPUEMEMOW PeKIIaMbl.

Onsa vero HY>XXHbl BO3pPaCTHbl€ OrpaHU4eHunsd

Bo3pacTHble orpaHnyeHus MoMoratoT kKnmeHTaM (0cCobeHHO poauTensam) NoHsATb, eCTb N B
MPUNOXEHNMN NMOTEHLMANBHO HEXENATENbHbIN A8 HUX KOHTEHT. OHM NO3BONSIIOT 6GIOKMPOBATH UK
bUNBLTPOBATb KOHTEHT /18 OTAEMNbHbIX NOMb30BaTENel, a TakxXe OnpefesieHHbIX CTPaH U PErvoOHOB B
COOTBETCTBUW C 3aKOHOLATENLCTBOM. C MOMOLLbIO BO3PACTHbIX OFPaHNYEHNI MOXHO OLEHUTb, ECTb N
y MPUIOXEHMS NPaBO y4acTBOBATb B CMELMANbHbIX MPOrpaMMax Al pa3paboTumKoB.

Kak npucBavBaloTcsi BO3pacTHbIE OrpaHUYEeHs


https://www.globalratings.com/
https://www.globalratings.com/
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753

YT1o6bl ONpenenvTb BO3PacTHYO KaTeropuio, HEO6Xo0AMMO 3anonHUTL aHkeTy B Play Console . B Hew
HY>XHO NOAPOBHO OMMCaTb BECb KOHTEHT B NMPUIIOXEHNW. Ha OCHOBE BalLMX OTBETOB HECKOJbKO
YMOMHOMOYEHHbIX OPraHW3aLnii MPUCBOST NPUIIOXEHNIO ONPefeNeHHOe BO3PaCTHOE OrpaHuyeHue.
MckaxeHne pakToB 0 KOHTEHTE MOXET NPUBECTU K YOANEHMIO U BIIOKMPOBKE NPUNOXEHNS, MO3TOMY
B aHKeTe BaXHO NPefoCTaBUTb TOUYHYIO MHGOPMaLMIO.

3anonHUTb aHKETY HYXHO [N KAXAO0rO MPUIOXKEHWS HE3ABUCKUMO OT TOro, ONy6IMKOBAHO JiM OHO B
Google Play unu Tonbko fobaeneHo B Play Console, nHaye eMy BygeT npucBoeH cTaTyc "bea
knaccudurkaumm'. Takme npunoxenus ypansotca 3 Google Play.

Ecnv Bbl USMEHUTE KOHTEHT UMM GYHKLMN NPUTOXEHNS U 3TO NMOBIMSET Ha OTBETbI B aHKETE, BaM
noHagobuTcsa 3anonHnTb ee B Play Console ewwé pas.

BospacTHOe orpaHunyeHmne, KOTOPOEe NPUCBANBAETCS MOCHE 3aMONHEHUS ATOW aHKETbI, OTHOCUTCS
TONbKO K KOHTEHTY BALLIEro NMPUIIOXEHNS U HE 3aTparMBaeT Apyrve GYHKLUM 1 MPaKTUKKY, Takme Kak
pekJiama 1 CorfialleHms ¢ nonb3osaTensmMu. Bol 0693aHbl cO0BLWaTh Nosib3oBaTeNsaM 060 BCex
LOMOMHUTENbHbIX BO3PACTHbIX OrPaHUYEHNSX, HANPUMEP YCTAHOBNEHHbIX B CBA3U C MEPAMM MO
obecneyeHmnio KOHGUAEHLNANBHOCTY.

|_|O,El,p06HyIO VIH(I)OpMaLI,I/I}O, B TOM yncrne o6 OopraHmM3aumax no OUeHKe KOHTEHTa B Pa3HbIX pernoHax,
N MHCTPYKLUMN NO 3aN0JIHEHUIO aHKETbI Bbl HangeTe B CI'IpaBOLIHOM LEeHTpe

Kak ocnopuTb BO3pacTHOE OrpaHnyYeHne

Ecnu Bbl He cornacHbl C MPUCBOEHHBIM OrpaHUYeHNeEM, NoganTe anennaunto Hanpamyto B IARC. Ons
3TOro nepenanTe no ccoinike B cepTmdmkaTe, NoTyYeHHOM Mo 3NIEKTPOHHOM NoyTe.

HoBocTu 1 XXypHasbl

[Lns BCex HOBOCTHbIX MPUMOXEHUI U XXYPHaNoB He0BXoAMMO BbibpaTb kaTeroputo "HoBocTu 1
XypHanbl" B Google Play Console 1 3anonH1Tb geknapaumio.

B 3Ty KaTeroputo BKIIOYAKOTCS BCE NPUIOXEHUS, AN KOTOPbIX BEPHO N060e U3 yTBEPXKAEHU:
« B Google Play Console pa3paboTumnk yka3an, 4To NpunoXeHne oTHOCUTCS K kaTeropum "HoBocTu 1

XypHanb!'.

+ B Google Play npunoxeHue onybnnkoBaHo B kateropuu "HOBOCTU 1 XypHarbl", @ ero HassaHue,
3HAYOoK, ONUCaHNe Nnu Ha3BaHWe KOMNaHWM-pa3paboTunka COQEPXKMUT CNOBO "HOBOCTM" NN
">KypHan".

Y3HaTb 60nbLUe O TOM, YTO CYMTAETCS HOBOCTHBIM NPUNOXEHNEM WU XYPHANOM, MOXHO M3
TPebOBaHWI K HOBOCTHbBIM MPUIOXEHUSIM.

Kpome Toro, npunoxeHuns na kateropuun "HoBOCTH 1 XXypHasbl" [OMKHbI:

* NpMBOANTb NCTOYHUKN BCEX HOBOCTHbIX N XYPHaNnbHbIX cTaTeu, BKtoYas, NoMUMOo npoyero,
I/IHq)OpMaLl,MIO 06 OPUTrNHanbHbIX N3naTenax Uin aBTopax;

+ PEerynsapHo NnomnoHATLCA HOBbIMU MaTepuanamMu (B NPUNOXEHUN HEe JOMKHO BbiTb CTAaTUYECKOro
KOHTEHTA);

« MPefocTaBnsATb BbICTPbIM M YBOOHBIN [OCTYN K [ENCTBUTENBHOM KOHTAKTHOM MHOpMaLMmn O
NPUNoXeHnn;

*+ ACHO YKa3sblBaTb MCTOYHUKM CTOPOHHErO KOHTEHTa (HanpuMep, arperatopbl HOBOCTEW U XypPHasOB);

+ faBaTb BO3MOXHOCTb O3HAaKOMUTLCS C KOHTEHTOM MNepeq NOKYNKOW, ECNN OH NPefoCTaBNgeTCs No
noAanuncke;

+ MIMETb OCHOBHYIO Lieflb, KOTOPasi HE CBOAMUTCS K MOJTyYEHMIO AOXOAa OT pPeKsiaMbl UMW NapTHEPCKOMY
MapKeTUHTY.


https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/9859655
https://support.google.com/googleplay/android-developer/answer/9859655
https://support.google.com/googleplay/android-developer/answer/10523915

CnaMm, pyHKLMOHANbHOCTb U YOo6CTBO A1s NOfb30BaTenen

MPUNOXEHNS OMKHBI COAEPXaTb MUHUMASbHbIN HABOP GYHKLMIN U KOHTEHTA U BbITb UHTEPECHBIMU OIS
nonb3oBaTenen. ECnv B npunoxeHnn NoCTOSHHO MPOUCXOAAT cbou, a TakxKe eClin OHO BECTIONE3HO UMK
co3[aHo A1 pacnpoCTpaHeHNs cnama cpeau nonb3osatenen mbo B Google Play, To nybnunkosaTb
Takoe NPUIOXEHNE HE UMEET CMbICNa.

Cnam

3anpeu.|,eHo I'Iy6J'IVIKOBaTb CKONMpoBaHHbIE N HN3KOKaYeCTBEHHbIE MPUNOXEHNS, a TakKXXe NPUITOXEHN],
pacnpocTpaHsiowme cnam.

CnaM B coobLeHusax

3anpelyeHo nybnmMKoBaTh NPUITOXEHUS, KOTOPbIE OTNPABASIOT OT MMEHU nonb3oBaTens SMS, nucbma v
Lpyrvie Buibl COobLLeHUi, He faBas NoJib30BaTe 0 BO3MOXHOCTY NPOBEPUTb COAePXKaHM1e 1
nonyvatens.

BoT npuMep pacnpoCTpaHEHHOro HapyLWeHMs:

« Mocne HaxaTus KHOMKK "TloaennTbcs” NPUNOXEHNE aBTOMATUYECKM OTNPABASET COOBLEHUS OT
MMEHM NOoNb30BaTeNs. Y Nob30BaTENS HET BO3MOXHOCTU NPOBEPUTL TEKCT COOBLLEHMI 1 BbIGPATH
nonyyartenen.

all ¥ 10:30 AM

Sent messages CL

O Saved Messages

. : .
I._|ke.th|s app?. Pettor Waugh -
Share it with your friends Congratulations, you have wen a

free trial...

Tarya Mayer 21:03
Congratulations, you have won a
free trial ..

Lisa Smith 21:03

Congratulations, you have won a
free trial ..

Albert Brown 2103
Congratulations, you have won a
free frial...

John Swift 21:03

Congratulations, you have won a
free trial...

Ronald Francis 21:08
Congratulations, you have won a
free frial...

< o} O

Cnam c uenbio nepeHanpasrneHus Tpapmka

3anpeLueHo ny6BnnkoBaTh NPUIOXEHMS, OCHOBHOW LieNibio KOTOPbIX ABMSETC NpuBneyeHne Tpaduka Ha
Be6-canT 6e3 paspelleHns Bragesbla unm agMMHUCTpaTopa canTa.

BoT npuMepbl Hanbonee pacnpocTpPaHEeHHbIX HapyLUEHUN:

+ MNpuNoXeHUs, OCHOBHOM LIENbIO KOTOPbIX SBMSETCSA NPUBNEYEHNe Tpadurka NepexofoB Ha Be6-canT
ONs fanbHenwero nonyyeHms 60HycoB 3a KOMMYECTBO PerncTpaumi Unmn nokynok Ha 3Tom Beb-
cawnre.



+ MNpunoxeHns, OCHOBHOW LIENbIO KOTOPbIX SBSETCS NpuBeYeHne Tpaduka Ha Beb-cant 6es
paspeLleHus:

Google Shopping h=4 ®

Q. chromecast

1GB 8GB 64 GB 17TB YouTube Netflix

Q Instare
Google Chromecast Google Chromecast Google -
- Charcoal - Stream - Charcoal (3rd Chromecas
from your device t... Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy
Free shipping 1) («

About ®

Google - Chromecast (Latest
Model) Streaming Media Player -
(21,649)

Compare prices from 50+ stores
More style options

(D 370 NpunoxeHue HasbiBaeTcs "BbirofHble ToBapbl y Teaa” u NpocTo nepeHanpasnseT
nonb3osaTenen B Google Mokynku.

MNMoBTOPSAOWMNNCA KOHTEHT

3anpeLyeHo ny6nmMKoBaTh NPUITOXEHUS, KOTOPbIE NMOSIHOCTHIO MOBTOPSIOT APYrME NMPUNOXEHNS, YXKe
pa3melleHHble B Google Play. Kaxpoe npunoxeHvie fOMXHO NPefoCTaBNsTb YHUKaNbHbIA KOHTEHT UK
ycnyry.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHWI:

+ KonunpoBaHme KOHTEHTa 13 ApYrux NPUnoXeHni 6e3 nepepaboTku 1 [OMNONHEHWN.

+ CosfaHne HeCKoMbKMX MPUNOXEHUI C OYEHb NMOXOXUMU QYHKLMAMM, KOHTEHTOM 1 BO3MOXHOCTSMMU.
Ecnu 06beM KOHTEHTa B KaXXA0M M3 TakuUX MPUNOXEHUN HEBENTK, BO3MOXHO, crieflyeT onybnmkoBaTb
OLHO NPUNOXEHNE, 06 bEANHSIOLEE BECb KOHTEHT.

. ere

Paint Clouds Paint Clouds Paint Clouds Paint Clouds
on Monday on Tuesday on Wednesday on Thursday
XYZ Developer X¥Z Developer XY¥Z Developer XYZ Developer

CDYHKLI,VIOHaJ'IbHOCTb, KOHTEHT 1 BO3MOXXHOCTU )18 Nofb3oBaTenen

MpunoxeHns BOMXHbI paboTaTb CTabuIbHO, BbiTb aAaNTUBHLIMU U YOOBHBIMUW A Nonb3oBaTenew, a
TakXe npepfiaraTb MHTEPECHbIE BO3MOXHOCTU. B Google Play 3anpelieHo ny6nmkosaTe 6ecnonesHble
MOBUNbHbIE NPUNOXeHUd, NPUNOXEHNS, KOTOPble HE coaepXaT MHTEPECHOIro KOHTEHTa, HE MMEIOT
LLeHHOCTU AJ191 NONb30BaTeNEeN UKW B KOTOPbIX MOCTOSIHHO MPOUCXOoaaT cbou.



HepocTaTo4YHO PYHKL MM U KOHTEHTA
3anpeLueHo nybnnkoBaTb NPUNOXEHUS, B KOTOPbIX HELOCTAaTOYHO QYHKLMA N KOHTEHTA.
BoT npumep pacnpocTpaHEHHOro HapyLeHus:

+ MpunoxeHns, B KOTOPbIX HAYETO HE MPOUCXOAMUT, ECIN MONb30BATENb HE 3aENCTBYET BCTPOEHHbIE
byHKLMM (HanpyMep, cepBuchl ANt paboTbl C TEKCTOBbIMU Unu PDF-dainamu).

+ MpUNoXeHUs, B KOTOPbIX OYEHb MaJIO KOHTEHTA U HET MHTEPECHbIX ANA NOfb30BaTeNs BO3MOXHOCTEN
(HanpuMep, ecTb TONbKO OfHM 060W).

+ MpUnoxeHus, He BbIMOHSIOWME HUKAKMX GYHKLIWNA.

== Challenger :) :

HepaboTatowme npnnoxeHus

3anpewaeTcs ny6anMkoBaTb NPUNOXEHNS, KOTOPbIE faloT CO0U, NPUHYAUTENBHO 3aKPbIBAKOTCS,
3aBMCAIOT UM PaboTatoT C APYrMMM olnbKamu.

BoT npuMepbl Hanbornee pacnpocTPaHEHHbIX HapyLUeHUN:

. anIJ'IO)KeHVI;I, KOTOpPbl€ HE YCTaHaBJINBAOTCA.



. anIJ'IO)KeHVIﬂ, KOTOpble YyCTaHaBNMBakOTCAd, HO HE OTKPbIBAKOTCA.

Loading... Unfortunately app has stopped.

T T
Report OK

. anIﬂO)KeHMFI, KOTOpPbl€ OTKPbIBAKOTCA, HO HE OTBEYalOT.

Photons isn't responding

Close app

Wait

Hpyrvne nporpamMmmsl

Bce npunoxeHus, pacnpocTtpaHsieMble yepesd Google Play, fomkHbl COOTBETCTBOBaTL TPEOOBAHUSM B
OTHOLLUEHUW KOHTEHTa, KOTOpble pasMelleHbl B 3ToM LieHTpe npaBun gna paspaboTunkos. OgHako ecnu
NPVNOXeHNe co3aaHo Ans 0cobeHHbIX GyHKUMM Android, MOryT Cyww,ecTBOBaTb AONONHUTENbHbIE



ycnosua. O3HaKOMbTECH CO CMUCKOM HuKe. BO3MOXHO, Kakne-To 13 3Tux npaBnn OTHOCATCA K BalleMy
NPUNOXEHNIO.

MpunoxeHua ona Android C MrHOBEHHbIM 3aryCKOM

MpunoxeHns pns Android ¢ MrHOBEHHbBIM 3aMyCKOM JOSXKHbI ObITb YALOOHBIMU B UCMOSIb30BAHWK, @
TakXe COOTBETCTBOBATb CTaHAAPTaM KOHGUAEHLMANBHOCTM 1 6e30NacHOCTM. YTOBbI 4OBUTLCS 3TOrO,
Mbl pa3paboTanu crneunasnbHbie Npasuna.

PaspaboTumku, xenawoumne pacnpocTpaHsaTb Yepes Google Play npunoxeHus gna Android ¢
MFHOBEHHbIM 3arMyCcKoM, AOMKHbI CO6I0AaTb 3TV NpaBuna Hapsay C ocTanbHbIMK MpaBunamu
nporpammbl s pa3paboTumKos.

NoeHTudumkaums

Ecnv npunoxXeHue ¢ MrHOBEHHbBIM 3aMyCKOM MPeLNonaraeT BXOf, B aKkayHT, B HEr0 He06XxoaMmMo
nHTerpuposatb GyHkumio Smart Lock ans naponeu

Moppepikka CCbINoK

Ecnu Heob6xoanMo nepeHanpaBnTb Nonb3oBaTeNsd U3 O[HOro NPUIOXEHNs B Apyroe, cnegyet
peann3oBaTb Nepexop, B NPUIOXEHNE C MIHOBEHHbIM 3aMyCKoM (€Civ 9TO BO3MOXHO), a He
ncnonb3oBaTb KOMNoHeHT WebView

TexHU4Yeckune xapakTepUCTUKN

Mpw pa3paboTke NPUNOXEHU C MFTHOBEHHBIM 3anyckoM 0693aTefibHO cobntofanTe TexHuYeckmne
TpeboBaHus Google, KOTOpble MOTYT MEHATLCS BPEMSI OT BDEMEHU, B TOM Uncne TpeboBaHus,
nepeyncneHHble B OTKPbITON [OKYMEeHTaLum

MpepnoXxeHne yCTaHOBUTb MPUIOXEHUE

MpunoXeHne ¢ MrHOBEHHbIM 3aMyCKOM MOXET NpepsiaraTb YCTaHOBUTb MPUSTOXEHME, HO 3TO He [OSXKHO
6blTb €ro OCHOBHOW dyHKLMeN. Kpome Toro, BomKHbI CoObmofaThCs crepytowme TpebosaHus:

 Mcnonb3yeTca cTaHgapTHLIN 3Havok Material Design "YcTaHOBUTL" 1 KHOMKa C HAGMUChIO
"YctaHoBuTb".

 icnonb3yeTcs He 6onee 2-3 CKPbITbIX NPELANOXEHWUA YCTAHOBUTL NPUTOXEHKE.

« MNpepnoxeHre 06 yCTaHOBKE HE MOXOXe Ha peknamy (HanpuMep, Henb3st UCNONb30BaTb GaHHePDI).

[ononHuTenbHble CBEAEHUS 1 yKazaHunsg MOXXHO HaWTK B 3TON CTaTbe

BHeceHne n3aMeHeHun B yCTPOUCTBO

MpUNoXeHne C MrHOBEHHbIM 3aMyCKOM He [OMKHO BHOCUTb B YCTPOMCTBO NOMb30BaTeNs U3SMEHEHMUS,
KOTOpble COXPaHATCA AoNblue, YeM paboTaeT camo NpUIoXeHue. Hanpumep, OHO He [OMIKHO MEHSTb
060U UNM co3paBaTb BUOXKET Ha MaBHOM aKpaHe.

BupumocTb paboTbl NpUoXeHus
[Tonb3oBaTtenb OO/MKEH 3HaTb, YTO NPUNOXeHne ¢ MrHOBEHHbIM 3anyCKOM pa60TaeT. CKprBaTb q)aKT
paboTbl NPUNOXEHNS OT NoNb30BaTeNs HEMb34.

NpeHTndukaTopbl ycTponcTea

Y NPUNOXeHNs C MFHOBEHHBIM 3aMyCKOM He AOMKHO 6bITb OCTYNa K MAEHTUdMKaTOpaM yCTPONCTBa,
KOTOpblE OCTaOTCA NOCNe 3aBepLIEHUs PabOTbl MPUIOXEHUS, €CNK MPU 3TOM NONb30BaTENb HE MOXET
CMEHUTb UX. Heckomnbko NprMepoB:


https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://developers.google.com/identity/smartlock-passwords/android/
https://developers.google.com/identity/smartlock-passwords/android/
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://material.io/icons/#ic_get_app
https://material.io/icons/#ic_get_app
https://developer.android.com/topic/instant-apps/ux-best-practices.html
https://developer.android.com/topic/instant-apps/ux-best-practices.html

« Homep Build Serial;
+ MAC-appeca ntobbix CETEBbIX NMPOLECCOPOB;
+ IMEI-kop n Homep IMSI.

MpUNoXeHne MOXeT NoNy4YnTb AOCTYN K HOMepY TenedoHa ¢ pa3peLleHns nonb3osatens. PazpaboTumk
HEe [OIKEH MbITAaTbCA ONPEAENUTb IMYHOCTb MOML30BATENS C NMOMOLLLIO 3TUX UAEHTUPUKATOPOB MUK
LPYrviX BaHHbIX.

CeTteBou Tpadpuk

CeTeBoi TpadumK BHYTPU NPUNIOXKEHUS C MTHOBEHHBIM 3aryCKOM LOMKEH WNPPOBATHCS C MOMOLLbIO
npoTokona ctaHgapTa TLS, Hanpumep HTTPS.

MNpaBuna Android B OTHOLIEHUU 3MOA3U

MpaBuna B OTHOLEHMM 3MOA3W NPU3BaHbI 06ECMeUnTb NHKNO3UBHOE 1 eAnHO06pa3Hoe
B3aMMOAENCTBME MEXy NOSb30BaTENIAMU. B CBA3K C 3TUM BCe NpunoxeHus ana Android 12 v Bblwe
LLOSIXHBI Mo AepXMBaThb NoCNefHo Bepcuio amMoasn Unicode

OHM y>e BOCTYMHbI B MPUOXEHMUAX, NCTIONb3YIOLWMX OMOA3M N0 YMONYaHWo, 6e3 Nonb3oBaTebCKom
peanusaunm, Ha Android 12 1 Bbiwe.

MPUNOXEHNs C NONb30BATENBCKMMUN 3MOA3M, B TOM YUCIIE U3 CTOPOHHMX BUBNNOTEK, LOSMXKHbI
MOMHOCTbIO NOQAEPXKMBATL NocnegHioo Bepcuto Unicode npu pabote Ha Android 12 1 Bbiwe B TeYeHUe
4 mecsiLeB nocre Bbinycka HOBbIX aMoa3u Unicode.

MHCprKLI,I/IVI Nno nopaepXxke COBpPEMEHHbIX aMOA3M COAepXKaTCd B pyKOBOLACTBE

CeMbM

Google Play — 370 yno6Has nnatdopma, roe paspaboTunky MOryT ny6siMkoBaTb MPUNOXEHUS Ans
nonb3oBaTenen Nobbix BO3PacToB. Mpexae YeM BKIOYaTh NPUIIOXEHNE B Nporpammy “MpunoxeHus
ns Bcen ceMbn” unu pobasnatb B Google Play npunoxexue, ueneson ayguTopuen KOToporo
ABNAOTCA OeTn, y6e,u,|/|Ter, YTO OHO ,D,el\/'ICTBI/ITeJ'IbHO nogoxoguT ongd ,u,eTe17| M COOTBETCTBYET
3aKOHOAATENbCTBY.

B Akapemumn ons paspaboTumMKoB MOXHO y3HaTb O TPEOOBAHMSAX K MPUITOXEHVSM AN OeTen 1
NpoBepKe Mo MHTEPAKTUBHOMY KOHTPOSIbHOMY CTIMCKY.

MNpasuna nporpammbl Google Play “lMpunoxxeHuns gnsa scen cembn”

Korpa pogutenu BbIGMPatOT KOHTEHT AN CBOMX AETEN, OHU XOTAT, YTOObI OH Bbll KAUECTBEHHBIM U
6e30onacHbIM. Ha 3Ton cTpaHuMue pacckasaHo, Kakum TpeboBaHWSM LOMKHbI COOTBETCTBOBATb
NPUNOXeHNd, KOTopble NpeaHa3HavYeHbl ans BCEWN CEMbU UMK TONbKO ona ,que|7|.

MoHsATNE "[ETN" MOXET TPAKTOBATbCS NO-Pa3HOMY B 3aBUCUMOCTM OT CTPaHbl U CUTyaummn. YTobbl
Y3HaTb, Kakne BO3pacTHble OrpaHn4YeHna NPUMEHAIOTCA K BalleMy NMPUNOXEHUIO N Kakmne
0693aTenbCTBA Bbl AOMKHBI COBNIOAATL Kak ero paspaboTumk, MPOKOHCYNbTUPYHUTECH C OPUCTOM. Bbl
3HaeTe CBOE NPUIIOXEHWE NyyLle BCEX, 1 TONbKO OT Bac 3aBUCUT, ByaeT nv oHO 6e30MnacHbIM Ans
nerten.

Pa3paboTumkm MOTyT 3aMpPOCUTb OLEHKY NMPUIIOXEHNI, COOTBETCTBYHIOLMX NPaBMiaM NporpamMmbi
Google Play "MpunoxeHus ons Bcen cemMbu", 4fis yyactus B nporpamme "OpobpeHo
npenogaBaTengaMn”, HoO Mbl He rapaHTUPYEM, YTO OHU BYAYT B HEE BKITIOYUEHDI.

TpebosaHus k npunoxenuto B Play Console

LieneBas ayAUTOpUSl U KOHTEHT


https://www.unicode.org/emoji/techindex.html
https://www.unicode.org/emoji/techindex.html
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/sl/91535e27
https://playacademy.exceedlms.com/sl/91535e27

Mepepn nybnvkaLmen NPUNoXeH1s HE06XoAMMO BblIGpaTh BO3PACTHYIO rpynny B pa3gene Lienesas
ayoutopus v koHTeHT B Google Play Console. HezaBUCUMO OT TOro, Kakyto rpynmny Bbl YKaXeTe, Mbl
6yneMm yunTbiBaTb, €CTb NN B BaLLEM NPUNOXEHUU N306paxeHNs 1 ppasbl, N3-3a KOTOPbIX MPUSTOXEHME
MOXHO CYECTb OPUEHTUPOBAHHbLIM Ha AeTen. KomaHpa Google Play ocTtaBnsieT 3a coboit npaBo
NpoBepSATb NPeLOCTaBNEHHYIO MHOPMALIMIO O MPUNOXEHNN 1 ONPELENsTb, TOYHO N BbiIGpaHa
Lenesas ayouTopus.

Heckonbko BO3paCTHbIX rPymnmn MOXHO BbI6paTh TONbKO B TOM Clly4ae, ECAN Bbl TOYHO YBEPEHDI, YTO
NPWNOXeHNEe NOOXOANT ANS BCEX HUX. Hanpumep, KOHTEHT Afs Manbilen U OWKONbHUKOB LOJIXKEH
OTHOCUTBCS TONbKO K KaTeropuu "[o 5 net". Ecnv Bbl pa3paboTanu NpunoXeHue Afs y4eHNKoB
onpeneneHHoro Knacca, Bbibepnte Hanbonee NOAXOASMNIA BO3pacT. FPynnbl, BKOYaoLWMe 1
B3POCSIbIX, ¥ AETEN, MOXHO YKa3blBaTb, TONIbKO €CJIN Balle NPUIIOXEHNE OEUCTBUTENbHO
npepHa3HayYeHo AJ1s BCex BO3pacToB.

O6HoBneHuda pa3pena "LieneBas ayaMTopus U KOHTEHT"

Bbl MOXeTe B 11060 MOMEHT U3MEHNTb MHOPMaLMIO B pa3fene "LieneBas ayoutopus U KOHTEHT" B
Google Play Console. Ytobbl HOBble cBefeHMs nosiBunuck B Google Play, He06X0oaMMO BbINyCTUTb
OBHOBIIEHME , OQHAKO NPOBEPUTH UX Mbl MOXEM €eLUE [0 TOro, Kak Bbl 3arpy3nTe HOBYHO BEPCUIO
NPVNOXEHWS.

Ecnu Bbl n3aMeHunmn Lenesyto ayanuToputo, ,D,O6aBVIJ'II/I B NPUNTOXEHNE peKiaMy nnun naaTHbIN KOHTEHT, Mbl
HacToATENbHO PEKOMEHAYeM CoobLUTL 06 3TOM NoNb3oBaTENAM. [/ 3TOro MOXHO UCMONb30BaTh
pasgen "4Yto HoBoro" Ha cTpaHuue B Google Play nnu yBegomMneH1s B CaMOM NPUNOXEHWUN.

UckaxxeHune dpakTtoB B Play Console

WckaxeHne dakToB o npunoxexun B Play Console, B Tom uncne B pasgene "LieneBas ayautopus v
KOHTEHT", MOXET NPUBECTM K YOANEHUIO UK BIIOKMPOBKE NMPUIOXEHNS, NO3TOMY BaXHO NPefoCTaBUTb
Kak MOXHO 6ornee TOUHyo MHpopMaLuio.

TpeboBaHus K NPUIOXEeHUaM ONg geTemn

Ecnn B Bally LeneByto ayanToputo BXOAAT AETU, Bbl OOJIXXHbI BbINONTHATb NepeYvYncrieHHble HXe
Tpe6OBaHMﬂ. Nx Heco6mo,|:|,eH|/|e MOXEeT NpuBeCTU K yaoaneHuto nnm 6I'IOKVIpOBKe NPUNoXeHnd.

1. KOHTEeHT npunoxeHus. [1eTam fomKeH 6bITb JOCTYMNEH TONIbKO NOAXOAAWMMA OS HAX KOHTEHT. Ecnn
B MPUSIOXEHNMN €CTb KOHTEHT, AOMYCTUMbIV HE BE3[e, OHO MOXET BbiTb LOCTYMHO TOMbKO B PErMOHE,
rae Takow KOHTEHT CUMTaeTCs NOoAXoAdWMM ANg fAeTen (orpaHnyeHrs no pernoHam).

2. ®yHKUMU npunoxxeHus. OCHOBHOM LieNbio NPUIOXEHNS He JOMKHAa ObiTb AEMOHCTPaLNs canTa
yepes komnoHeHT WebView nnu npueneveHne Tpaduka Ha cant 6e3 paspeLleHns ero BnagenbLa
WM agMUHUCTPATOpPAa.

3. OTBeTbl Ha Bonpocskl B Play Console. B Play Console Heo6xog1MMo TOYHO OTBEYaTb Ha BOMPOCHI O
NPUNOXEHNM, a TakKe 0BHOBNATb NPEROCTABEHHYIO MHOOPMALMNIO, ECIIN B HEM YTO-TO MEHSIETCS.
MommMo npouero, TpebyeTcs yka3biBaTb OCTOBEPHbIE flaHHbIe B pasaene "Llenesas ayamtopus u
KOHTEHT", pa3pene 6e30MacHOCTM faHHbIX 1 aHkeTe IARC gns npucBOEHUs BO3PacTHOro
orpaHuyeHums.

4. PaboTa ¢ gaHHbIMU. ECnin Balle NpunoxeHme cobupaeT Kakyto-nnbo IMYHYo 1
KoHbMAeHUManbHyo HGopMaLmio geTen, B TOM yncne ¢ nomolybto APl 1 SDK, Bbl 0653aHbI
coobwnTb 06 3TOM B iBHOM popMe. K KoHPMaeHLManbHoM MHGopMaLmMmn geTen OTHOCATCS,
HanpuMep, y4YeTHble faHHble, JaHHbIe C MUKPOPOHA 1 KaMepbl, CBEAEHNS Ha YCTPOWCTBE,
noeHTndukatTop Android 1 gaHHble 06 UCNONb30BaHUN 06BABNEHMI. Takxke ybeanTecs, YTo
NPUNOXeHNe COOTBETCTBYET ClieayolnM TpeboBaHNAM:

« MpunoxeHus, NpegHa3HaueHHbIE TONbKO AN18 OeTel, He [OMKHbI NepenaBaTb PEKIaMHbI
npeHTudukatop Android (AAID), cepuitHbin Homep SIM-KapTbl, cEpuiiHbIN HoMep cbopku, BSSID,
MAC-agpec, SSID, IMEI-kog wn/vinn Homep IMSI.


https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/113476
https://support.google.com/googleplay/android-developer/answer/113476
https://support.google.com/googleplay/android-developer/answer/113476
https://support.google.com/googleplay/android-developer/answer/9899234
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/11043825

+ MNpunoxeHus, eqUHCTBEHHON LIENEBOIN ayaMTOPUEN KOTOPbIX SBASIOTCS AETU, HE [OMKHbI
3anpawunsaTb paspeweHne AD_ID npu ncnonbaosaHumn Android APl ypoBHs 33 1 Bbille.

« TpunoxeHus, NpegHasHayeHHble ANns AeTen U B3pOCHblX, He [OMKHbI NepefaBaTh PekiaMHbIN
noeHtudmkatop AAID, cepuitHbin HoMmep SIM-kapTbl, CepUIHBIN HOMep c6opkK, BSSID, MAC-
appec, SSID, IMEI-kopg, n/unu Homep IMSI, ecnu nonb3oBaTenb Pe6EHOK UK ero Bo3pacT
HEen3BeCTeH.

 Henb3s 3anpawmBaTb HOMep TenedpoHa npu nomolmn knacca TelephonyManager B Android API.
. |_|pI/IJ'IO)KeHVI9I, npeaHa3Ha4YyeHHble TONbKO Ang p,eTePl, He OOJ/KHbI 3anpawnBaTb 4OCTYN K AaHHbIM O

MEeCTONONOXEHUN, a TakKXe CO6MpaTb, ncnonb3oBaTb 1 NepenaBsaTb VIHq)OpMaLI,MPO O TOYHOM
MECTONOJIOXKEHUNN.

- Ins 3anpoca nopkntoyeHns no Bluetooth Heobxopnmo ncnonb3oeatb CompanionDeviceManager
. MickntoueHne — npunoxeHus, NnpegHa3HaveHHble Tonbko ans Bepcuit OC, KOTopble He
nopaaepPXMBaloT 3TOT Knacc.

. API 1 SDK. Y6enutecn, uto APl 1 SDK ncnonb3yoTca B BalleM NPUIOXEHUN Hagnexalnm obpasom.

+ MpunoxeHus, NpegHasHaYeHHbIe TONbKO ANS AeTel, He LOMKHbI ncnonb3oBaTb APl unu SDK,
KOTOpble He Of06PEHbI A1 CEPBUCOB, PACCUYMTAHHbIX B OCHOBHOM Ha TaKyo LIENIEBYIO ayauTopuio.

+ DTO OTHOCMKTCA B TOM Ymncrne K AP, ncnonbsyowmm ong ayTeHTMdnkaLmm n asTopmnsaumm
TexHonoruto OAuth, B yCnoBusx MCMONb30BaHUS KOTOPbIX CKa3aHO, YTO OHU HE OJ0BPEHbI Ans
CepBUCOB, NPELHA3HAYEHHbIX NS AeTeN.

+ B npunoxeHusx, npeaHa3HauyeHHbIX 4ns 4eTen U B3POCHbIX, HENb3a ncnonb3osaTtb APl nnu SDK,
KOTOpble He 0pobpPEeHbI A1 CEPBMCOB, PACCUYMTaHHbIX Ha AeTen. VickntoueHns BO3MOXHbI, ecnun API
nnn SDK NpvMEHSIOTCA TONBbKO NMOCNe HENTPaNIbHOro BO3PaCcTHOro GUILTPa UNu eciiv Npu mUx
MCMONb30BaHUW faHHble AeTeln He cobupatoTcs. Kpome Toro, Takme NpunoXXeHUs He [OMXKHbI
TpeboBaTb, YTOObLI MONb30BATENM NOMyYany [OCTYN K KOHTEHTY Yepes APl unu SDK, He
opobpeHHbIe AN CEPBUCOB, KOTOPbIE NpefHa3HauyeHbl ons feTen.

. [lononHeHHas peanbHOCTb. ECnu B MPUNOXeHUN NCNONb3yeTcs [OMONHEHHas peanbHOCTb, Npu
3anycke pa3fenioB C HeW JOMKHO NOSIBASATLCS NPEaynpexmneHne, Copepxallee CneayoLLyio
nHbopmMaunio:

+ HanoMuHaHne o BaXXHOCTV POAUTENBCKOrO KOHTPONS.

+ HanomuHaHue 06 onacHOCT 06BLEKTOB peasibHoro Mupa (Hanpumep, "ObpallanTe BHUMaHUe Ha
npenMeThbl U NOAEN BOKPYT").

+ [nsg ucnonb3oBaHWs MPUNOXEHUS HE OOMKHbI TPE6OBaTb YCTPONCTBA, HE PEKOMEHA0BAHHbIE A1
peten (Hanpumep, Daydream unu Oculus).

. CoumanbHblie NpUnoXxxeHus u yHkuuu. Ecnv Balle npunoxeHme no3BonseT Nofnb30BaTeNSIM
LENUTbCSA UM 06MEHNBATBLCA MHbOPMaLIMEN, Bbl LOMXHbI B TOYHOCTM ONMUCATh 3T GYHKLUM B aHKETE
LS NPUCBOEHWS BO3PaCTHOro orpaHmyenus B Play Console.

+ CoumanbHble NPUIIOXEHMS. VX OCHOBHas LieSlb — NPefoCTaBNsaTb BO3MOXHOCTb AENNTHCS
KOHTEHTOM B CBOBOZHOW popMe nnm obLatbes ¢ 6onbwMMU FpynnaMu nogen. Bo Bcex
COLManbHbIX MPUOXEHUSX, B LIENEBYIO ayAUTOPUIO KOTOPbIX BXOAST AETH, Nepes,
NpefocTaBleHNEM NOJIb30BATENSAM AOCTYNa K 0OMEHY KOHTEHTOM UNU MHGOPMaLLMEN LOMXKHbI
MoKa3blBaTbCsl HAMOMWHAHMWS O TOM, KaK 3alMTUTb CEGA B MHTEPHETE U K KakUM pUCKaM B
pearnbHOM MVPe MOXET NPVBECTU OHNaWH-B3auMonencTane. Kpome Toro, Npexae Yem no3BonsiTb
LeTaM 06MEHUBATLCS NIMYHOM MHPOPMALMEN, Bbl BOMKHbBI TPEOOBATL AENCTBUS CO CTOPOHDI
B3pPOCHOro.

+ CouwanbHble dyHKLMW. ITO NMtobble JOMNOMHUTENbHbIE GYHKLMKU MPUNOXEHNWS, MO3BONSOLLNE
LENUTbCS KOHTEHTOM B CBOGOAHOM PpopMe mnm obLaTtbes ¢ 6onblwmnMm rpynnamm nogen. Ecnv B
NPUNOXEHMN €CTb coLManbHble GYHKLMN U B €ro LENEBYIO ayaUTOPUIO BXOAAT AETH, Nepes
npenoCcTaBleHMEM MONIb30BaTENSIM JOCTYNa K 0O6MEHY KOHTEHTOM Y MHPOPMALMEN Bbl BOMKHbI
NoKasblBaTb HANOMWHAHUS O TOM, Kak 3alWUTUTb CE6S B UHTEPHETE U K KaKUM PUCKaM B peasibBHOM
MUPE MOXET NMPUBECTU OHNANH-B3anMoaencTame. KpoMe Toro, B3poCbiM HEOGXO[UMO
NPefoCTaBUTb BO3MOXHOCTb YNPaBNaTh HACTPONKAMM COLMabHbIX GYHKLNN, B TOM Yyucne


https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://support.google.com/googleplay/android-developer/answer/9285070#neutral-agescreen
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BKJIIOYATb M OTKJIIOYATb X UJIN BBIGUPATb Pa3fiMuHble YPOBHU GYHKLMOHANBHOCTY As AETEN.
HakoHeL, npexpae yem BkoYaTb GyHKLMUM, KOTOPbIE MO3BONSIOT BETIM 0OMEHNBATHLCS IMYHOWM
nHpopmaLmen, Bbl LOMKHbI TpeboBaTb [ENCTBUS CO CTOPOHbI B3POCOro.

+ [lng aTOro y Bac AOMKEH 6biTb MEXaHN3M, MO3BONAIOWMNIA YOEAUTLCS, YTO NONb30BaTENb He
aBnseTcs pebeHKoM, 1 He NobyxaatloWwnii eTen HeBEPHO yKasbiBaTb CBOW BO3PACT, YTOObI
noslyyaTb JOCTYN K pasgenam, npegHasHauyeHHbIM 4g B3pochbix (HanpuMep, Bbl MOXeTe
3anpawwmsaTtb PIN-kog B3pocnoro, naponb, fgaty poXxaeHus, NoATBEPXKAEHNE agpeca
3NIEKTPOHHOM MOYTbI, YAOCTOBEPEHME NNYHOCTU C doTOorpaduen, naHHble KPERUTHOM KapTbl UK
HOMEp COLMabHOrO CTPaxoBaHMs).

+ [leTv He OOMKHbI BXOAWTb B LIENeBYI0 ayAUTOPUIO COLManbHbIX NMPUNOXEHNUI, OCHOBHaS Lenb
KOTOPbIX — OBLEHME C HE3HAKOMBIMM JIIOAbMU. DTO MOTYT BbiThb YaT-PyNeTKW, MPUIOXEHNS AN
CBWOAHUN, LeTCKNE OTKPbITblE YaT-KOMHATbI U T. .

8. CobniogeHne 3akoHogaTeNbCTBa. Balle NpunoxeHne 1 BCe Bbi3biIBaEMbIE UMM UCTONb3YyEMbIE UM
API 1 SDK He pomkHbl HapywaTtb 3akoH CLUA O 3aluTe NNYHbIX CBEAEHNIN OeTEN B UHTEPHETE
(COPPA), leHepanbHbIn pernamMeHT EC 0 3awwuTe nepcoHanbHbiX faHHbix  (GDPR), a Takxe gpyrvue
LEencTByloLMe 3aKOHbI U NpaBuna.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

anIﬂO)KeHMFI, KOTOpPblE PEKNAaMUNPYIOTCA KaK Urpbl on4d ,D,eTe;l, HO Ha CaMOM fene nogxopdaT TONnbkKO
0519 B3POCbIX.

.

MpunoxeHus, npumeHsowmne Te AP, KOTopble MO CBOMM YCIIOBUSM UCMOSIb30BaHUS 3anpeLleHbl As
OPUEHTUPOBAHHbIX Ha ETEN CEPBUCOB.

MpunoxeHus, B KOTOPbIX yroTpebneHne Tabaka, ankorons Unn 3anpeLleHHbIX BeWwecTs ynoM1MHaeTcs
B NpuBnekaTenbHon dbopme.

.

A3apTHbIE UTPbl Y UMUTHPYIOLLME UX MPUIOXEHMS.

.

MpunoXxeHns, cogepallme CLeHbl HaCUNns U KPOBOMPONUTUS, a TakXKe APYrol WOKUPYOLWMIA
KOHTEHT, He NOoOXOAAWNA AN OeTen.

MpunoxeHns, NpegHasHaYeHHble 419 3HaKOMCTB UK COAepXKallne peKoMeH4aLum 6payHoro unm
ceKcyarnbHOro xapakrepa.

.

MpPUNoXeHNs, CoaepXalime CCbifIKM Ha CalTbl, KOHTEHT KOTOPbIX HapywaeT Mpasuna nporpamMmbl A
pa3paboTumkoB

MpUNoXeHMs, B KOTOPbIX AETAM MOKA3bIBAIOT PEKNaMy s B3POCIbIX (HanpuMep, CBA3aHHYI0 C
HacunveM, a3apTHbIMK Urpamu, KOHTEHTOM CEKCYalibHOrO XapakTepa).

Peknama n MmoHeTn3auusa

Ecnv Bbl MoHeTU3MpYeTe B Google Play npunoxexue, npegHasHauyeHHOe Ang AeTemn, OHO JOMKHO
COOTBETCTBOBATb NPUBEOEHHbIM HUXE TPebOBaHMAM B OTHOLIEHWUN PEKNaMbl U MOHETU3ALNN.

3TN TpeboBaHUS OTHOCATCS K NOHOM MOHETNIALMMN 1 PEKNAME BaLUMX U CTOPOHHUX MPUNOXEHWUN,
nepexKpecTHOMY NPOABMXKEHNIO, MOKYMNKaM B MPUIOXEHUN U [PYTOMY KOMMEPYECKOMY KOHTEHTY
(HanpumMep, K NPOAaKT-MNENCMEHTY). HUUYTO N3 NEPEUYNCTIEHHOTO TaKXe He OMKXHO HapyLaTb
Fl,eIZCTByPOLLl,VIe 3aKOHbl 1 HOPMBbI, B TOM 4YKCne KopnopaTuBHbIE N OTpacneBble.

KomaHpa Google Play ocTtaBnseT 3a co601 NpaBo OTKNOHATh, yAanaTb U 61I0KMPOBaTh NPUITOXEHNS, B
KOTOPbIX CAMLIKOM HAaCTOMYMBO NPEeLNaraeTcs nnaTHbIN KOHTEHT.

Tpe6oBaHus K pekname

Ecnu B MpuioXeHnn NosiBNSeTCa peknama ang geten unmv nonb3osaTenen, Yer BO3pacT HEM3BECTEH,
HeobxoOuMo:

+ MCMONb30BaTh A8 Nokasa peknambl 3TUM NNLAM TONbKO pekraMHble SDK, npowepwmne
CaMOCTOSTENbHYIO CepTUdMKaLMio B paMkax [porpaMmbl peknambl B NPUIOXKEHUSX O BCEN CEMbY;


https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633

* UCKIIIOYUTb A8 TaKMX NONb30BaTENEN PEMAPKETUHT (peKnamy, HanpaBEHHYO Ha OTAENbHbIX
Nonb30BaTENeN 1 3aBUCALLYIO OT UCTOPWM B3aUMOLEWCTBUS C CANTOM WU MPUNOXEHUEM) U peKiamy
Ha OCHOBE MHTEPECOB (pekniaMy, HanpPaBlIEHHYIO Ha OTAENbHbIX MONb30BATENEN, Ube NMOBEAEHNE B
WHTEPHETe COOTBETCTBYET ONpPefeeHHbIM XapakTepucTmkam);

. y6eﬂ,VITbCFI, YTO KOHTEHT B peKlaMe ON14 Takux nonb3oBaTenen MoXHO NoKa3biBaTb neTtam,;

« ybennTbcs, YTO peknama 4ns Takux nosb3oBaTeNien COOTBETCTBYET TpeboBaHMaM K dopmaTy
06bABNEHUN ONF BCEN CEMbY;

« obecneunTb cobnofeHre AENCTBYIOWErO 3aKOHOAATENBCTBA M OTPACIEBbIX CTAHAAPTOB,
KacalowWmxca peknambl onsa geTen.

TpeboBaHuga kK popmaTam 06bABNEHUN

Peknama 1 cpefcTBa MOHETM3aL MKW B BalleM NPUIOXEeHUN HE OOMXHbI COfepXaTb BBOAALLNN B
3a6nyXaeHne KOHTEHT UNK BbiITb 0GOPMIIEHHBIMU TakM 06PA30M, YTO 3TO MOXET NPUBECTU K
CNyyYalHbIM KJIMKaM CO CTOPOHbI HECOBEPLIEHHONETHUX NONb30OBATENEN.

Huxe nepeuncrneHbl MpreMbl, KOTOPbIE 3anpeLeHo UCTONb30BaTb B NMPUNOXEHUAX, EAUHCTBEHHON
Ll,eJ'IeBOVI ayp,VITOpVIeIZ KOTOPbIX ABNAIOTCA OETU, @ TakKXe NpU NoKa3e pekyiaMbl 4eTaMm Unm nnuam
HEW3BECTHOro BO3PacTa B MPUMOXEHUAX, LLeNeBO ayauTOPUEN KOTOPbIX ABAAKOTCA AeTU 1 nLa
CTapLiero Bo3pacTa.

« Peknama v cpepcTBa MOHETMU3aLMK, KOTOPbIE MPEPLIBAIOT PaboTy NPUNOXEHMS, B TOM Ynchie
3aHMMAaIOT BECb 3KPaH, He NO3BONSIOT HOPMarbHO UCMOMb30BaTb NPUMOXEHNE U HE 3aKPbIBAOTCS
SIBHBIM CNIOCO60OM (Hanpumep, NONHO3KPaHHbIE OOBABNEHNS, KOTOPbIE COXHO 3aKPbITb).

- Peknama v cpefcTBa MOHETM3aLMUW, KOTOPbIE MELLAOT HOPManbHOMY UCMOMNb30BaHMIO MPUINOXEHMUS
UK Urpbl (B TOM Yncie O6BIBIEHNS C BO3HArpaXxa4eHWEM 1 paspeLleHHble NoNb30BaTENEM
0OBSABEHNS) U KOTOPbIE HENb3S 3aKPbITh Yepes NATb CEKYHA,.

+ Peknama v cpefcTsa MOHETU3ALMM, KOTOPbIE HE MELalT HOPMaslbHOM PaboTe NPUOXKEHUs Un
Urpbl, MOTYT HE 3aKPbIBaTbCS Yepes NATb CEKYHT, (HanpuMep, BULEOKIUM CO BCTPOEHHOW PEKNIAMOW).

. Me)KCTpaHMLIHaﬂ pPeknamMa n cpenctea MOHETU3aLU UKW, KOTOPbIE NOABNAKOTCA Cpa3dy nocne 3anycka
npuUnoXxeHus.

+ PasmelueHme HeCcKonbkrx 06bABNEHMI Ha CTpaHuLe. Hanpumep, o4HOBPEMEHHbIN Nokas 6onee
opfHoro 6aHHepa Unv BUOE006BbABNEHNS N PpEKNTaMHble HaHHEPbI, KOTOPbLIE COAEPXKAT HECKONIbKO
NpensioxXeHn B O[HOM MeCTe pa3MelLeHNs.

» Peknama n cpepncTtsBa MOHETU3aL MM, KOTOPbIE CIIOXHO OTIUYNTb OT KOHTEHTa NPUNOXEHUS.
Hanpumep, okHa Offerwall n gpyrve o6bsBneHus ¢ apPekTom NpUCyTCTBYUS.

+ icnonb3oBaHue WoKoBoro adpdekTa Unm TakTUK AMOLMOHANbHOrO MaHWUNyIMPOBaHMS, YTObbI
NMPOBOLMPOBATb MOMb30BaTENIEN HA MPOCMOTP OOBABAEHUI UM MOKYMKY B MPUNOXEHWUN.

+ Beopsuwme B 3abnyxaeHve 06bsaBIIeHNs, KOTOPbIE 3aCTaBASIOT NONb30BATENS NEPEXOQUTL NO
CCbIJIKaM C NMOMOLLbIO KHOMKM “3aKpbiTh", OTKPbIBalOLWEN Apyroe o6baBneHne, Unmn BHE3arnHoro
NosIBNEHNs B TEX YaCTAX 9KpaHa, Ha KOTOpPbIE NMONb30BaTENb 0ObIYHO HAXMMAET A8 [OCTyNa K
OPYrUM GYHKUUSM NPUNOXKEHNS.

« OTCYTCTBME YETKOrO YKa3aHUa Ha pasnmnums Mexmy BUpTyanbHON BantOTOM U peasibHbIMM GEeHbraMu
NP NOKynKax B NPUNOXEHUN.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

+ Peknama v anemMeHTbl MOHETU3aLMK, KOTOPbIE NEPEMELLAIOTCS MO 3KPaHy, YTOObI UX HEMNb3S GbINO
3aKpbITh.

+ Peknama v anemMeHTbl MOHeTU3aLmu, KOTOpPbI€ HENb34 3aKPbITb Yepe3 NATb CeKyH C MOMEHTa X
nogaBsneHna:


https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
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+ Peknama v aneMeHTbl MOHETU3aL MK, KOTOPbIE 3aHUMaIOT BOMbLUYIO YaCTb 9KpaHa U KOTopble TPYAHO
3aKPbITb N3-3a OTCYTCTBUSA CreLmaribHbIX KHOMOK.
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Peknama v anemMeHTbl MOHEeTU3aL MW, KOTOpPbl€ MOXHO NPUHATD 3a KOHTEHT NPUNIOXEHUS.
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Google Play 1 npy 3TOM HEOTIMYMMbIE OT KOHTEHTA NPUOXEHUS.
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MpumMepbl 06bABNEHUI, KOTOPbIE HENMb3sl NOKa3blBaTbh AETAM:

HeponycTuMbiii MynbTUMERUNHDBIA KOHTEHT. Peknama cepranos, G1nbMoB 1 My3blKanbHbIX
anbboMoB, He NpefHa3HAYEeHHbIX AN OeTew.

Heponyctumbie Bupeourpbl u ckaumsaemoe MNO. Peknama Bugeonrp n nporpamm, He
npefHa3HauYeHHbIX 0N AeTew.

3anpelleHHble UK BpeaHble BelwecTBa. Peknama ankorons, Tabaka, HApPKOTUYECKUX U
MCMXOTPOMHBIX BELLECTB, @ TakXe JIIoBbIX APYTr1X BELECTB, KOTOPblE MOTYT NMPUHOCUTL BPER,
340pPOBbIO.

A3apTHble urpbl. Peknama a3apTHbIX UrP, TOTANN3aTOPOB, @ TAKXKe JOObIX 4PYrMX AEHEXHbIX
COPEBHOBAHWUI UM KOHKYPCOB, B TOM YMACTIE TeX, FAE NOSIb30BATENSAM HE HY>HO MNaTuTb, YTObbI
NPVHATb yyacTure.

KoHTeHT pnga B3pocnbix U MaTepuanbl CeKCyanbHOro xapakrepa. Peknama ¢ 3poTmyeckmm,
HEeMPUCTONHBIM COAEPXaHNeM 1 MaTepranamu afis B3POCHbIX.

3HaKoOMCTBa M OTHOLWEHUS. Peknama catoB 3HaKOMCTB.

Hacunwue. Peknama, cofepxallas OTKPOBEHHbIE CLeHbl HAaCUNS UK APYre 30bpaxeHus,
Henogxooawue ong oeten.

PeknamHblie SDK

I'Ile Pa3MelleHnn peknambl B NPUNOXEeHNN, npeaHasHa4YeHHOM TONbKO N4 ﬂ,eTePl, HeO6XOJJ,I/IMO

MCNONb30BaTb UCKITKOYNTENBHO BEPCUN PEKITAMHbIX SDK, npouweglwmne CaMoCToAaTeNbHYIO


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/

cepTUdMKaLMIO B paMKax Hallen nporpammel . ECniv npunoxeHne paccumMTaHo kak Ha AeTen, Tak U Ha
B3POCbIX, Bbl AO/MKHbI NPEAyCMOTPETb MPOBEPKY BO3pacTa Nnob3osBaTens (Hanprumep, ¢ NoMOLLbio
HEeNTPanbHOro BO3PacTHOro GbunbTpa ) 1 y6eamTbes, YTo AeTV ByayT BUAETb TONbKO Te 06bABNEHUS,
[Ns KOTOPbIX MCMONb30BaNMCh Bepcumn peknamHbix SDK, npolueglune caMoCcToaTeNbHYy 0
cepTudmKaumio B pamkax nporpammel Google Play.

MoppobHyto MHPopMaLmio 06 3TUX TpeboBaHMSX Bbl HaNAETe Ha CTpaHuLe C NpaBunamMu MporpaMmel
caMoCToATENbHOW cepTUdMKaunm peknamHbix SDK B MpUnoxeHuax ansg scev ceMb . MocMoOTpeTb
TEKYLLMI CNINCOK Bepcuin peknamHbix SDK, KOTopble NPOLWN CaMOCTOATENbHYIO cepTUdUKaLMIO, MOXHO
3A€echb

Ecnu Bbl ucnonbadyeTe cepsrc AdMob, yTouHnTe nHdopmaLmio no paboTte ¢ HUM B CNpaBOYHOM LieHTpe

Bbl LOMKHBI CAMOCTOSTENIBHO MPOBEPATH, COOTBETCTBYET JIM BaLLE NPUNOXEHNE TPEOOBaHUAM K
peknamMe, NoKynkam B MPUIIOXKEHWUN 1 KOMMEPUYECKOMY KOHTEHTY. YTOUYHUTE AENCTBYIOWME NpaBuna y
CBOWX MOCTaBLLMKOB peknamHbix SDK.

MNpaBsuna MNporpammbl camocTosTenbHon cepTudukaumm peknamHboix SDK B
NPVNOXEHUsX Asi BCeN CeMbM

Mbl XOTUM caenaTtb ncrnonbaoBaHue nnatdopmbl Google Play 6e3onacHbiM ans geTten u Bcen cembu. B
YaCTHOCTW, Mbl CTPEMUMCS 3aLUMLLATL IMYHbIE AAHHbBIE HECOBEPLUEHHONETHNX 1 NMOKa3blBaTb UM TOMbBKO
Te 0OBABNIEHMS, KOTOPbIE MPEfHA3HAYEHbI A8 UX BO3PACTHOM rpynrbl. Mbl TpebyeM OT pa3paboTunkos
nnatdopm Meamaummn n peknaMHbix SDK caMoCcTosTeNbHO NOATBEPXKAATb, YTO UX PELUEHUS NOAXOAST
NS geTen n cooTBeTCTBYIOT [paBunamM nporpammbl ans paspaboTymkos npunoxeHmn B Google Play

W npasunam nporpammsl "TIpunoxeHus ons Bcer cembn” , B TOM Uncne TpeboBaHMsaM MNporpaMmbl
CcaMoCToSATENbHOW cepTUdMKaLnm peknamHbix SDK B MpUNoXeHusx Ans BCe ceMbu

3Ta nporpamMma romMoraeT paspaboTumkam onpepensitb, kakne peknamHbole SDK 1 nnatdopmsl
MeAMaL MM NPOLWAN CaMOCTOSTENbHYIO CEPTUPUKALMIO 1 MOTYT UCMONb30BaTbCS B MPUIOXEHMNSX,
pa3paboTaHHbIX CrieumanbHo Ans AeTen.

MckaxeHne ¢pakToB 0 cBoeM SDK, B TOM yucCre B 3asBKe Ha y4acTue , MOXET MPUBECTU K YAaNEHUIO
SDK n3 MporpaMmbl caMoCTOATENBHOM cepTUdUKaLMn peknamHbix SDK B NprnoXeHusx afis BCen
CeMbM 1nu ero 6IOKMPOBKE, NOITOMY y6eanTeCh, YTO Bbl NPELOCTABMASETE TOUHYIO MHPOPMALUIO.

TpeboBaHus

SDK v nnatoopmbl MegmraLmmn, 06CnyXmnBatoLne NpunoxXeHus, KOTopble y4acTByIOT B nporpamme "Ons
BCeN ceMbK", BOMKHbI OTBEYaTb NpaBunam ans paspaboTtunkos Google Play, B TOM uncne
NPUBELAEHHBIM HUXeE. HecooTBETCTBME NIOO6OMY 13 TPeBOBAHUIA MOXET NPUBECTU K yaaneHuto SDK nnn
nnathopmbl MeguaLmn n3 MporpamMmmbl CaMOCTOATENbHON cepTudmKaumm peknamHbix SDK B
NPUNOXEHUSX A5 BCEN CEMbM UM BNIOKMPOBKE [OCTYMNa K 3TON Nporpamme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, YTOObI B Balmnx SDK 1 Ha nnatdopmax MeamaLmnm BoINOHANUCH
yKa3aHHble TpeboBaHus. O3HaKoMbTECH C MMpaBunamy Nporpammbl As paspaboTymKoB NPUNOXEHNUI B
Google Play, npaBunamu nporpammbl "Mpunoxexuns ons scen cembn” n TpeboaHusamm MNporpammbl
caMocCTosATeNbHOW cepTudMKaLm peknamHbix SDK B TpUnoxeHusx ans BCe CEMbU.

1. Copep)xaHue obbaBneHus. Ecnu Balwum 06baBNEHMS JOCTYMHbI AETAM, UX COAEPXKaHMEe JOMKHO
COOTBETCTBOBATb BO3PACTHbLIM OrPaHNYEHUSM.

+ BaM Heobxonmmo: 1) faTb onpefeneHne HexenaTtebHbIM 0ObIBNEHUSIM U NOBELEHUIO; 2)
3anpeTuTb NX B YCNOBKSIX MCNONb30BaHUS Un npasunax SDK unu nnatdopmel. OnpepeneHns
LOMKHbI COOTBETCTBOBATH [1paBuiamM nporpamMmsl s paspaboTymkoB npunoxeHun B Google
Play.

+ O6s3aTeNbHO BbIbEPUTE CNOCOH, C MOMOLLBIO KOTOPOrO Bbl ByaeTe NpucBanBaTh 06BbIBIEHNSM
BO3pACTHblE OrpaHnyeHus. HeobxoaMMo HaCTPOUTb HEe MeHee ABYX KaTeropuii: "Ons Bcex" n "Ons
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B3POCHbIX". BO3pacTHbIE OrpaHUYEHNs JOSIKHbI MPUCBAMBATLCS MO TOW XE CUCTEME, KOTOPYHO
Google npepnocTtasnseT nocTtaswmkam SDK nocne 3anofiHeHns crielnansHon GopMbl

+ Ecnn gnga nokasa peknambl AeTsM UCMOb3yeTcs HasHayeHne CTaBoOK B peasibHOM BPEMEHM,
0693aTenbHO ybeamTech, YTo KPeaTuBbl NMPOBEPEHbI 1 COOTBETCTBYIOT BCEM TPebOBaHUAM BbllLE.

+ Y Bac TakxXe OomkeH 6biTb cnocob BU3yanbHOW NAEHTUdMKALMM KpeaTUBOB, KOTOPbIM 0603HaYaeT
UX MPUHAANEXHOCTb K BalleMy UHBEHTaPIO, HaNpPUMepP BOASHOW 3HAK C JIOrOTUMNOM Ballen
KOMMaHuUW.

. ®opMaT 06baBneHus. HeobxoamMmo, YTobbl BCce 0ObABNEHUS, KOTOPbIE BUAHbI AETAM,
cooTBeTCTBOBaNM TpeboBaHusaM K dopmaTy 0ObABIIEHNI A5 BCEN CEMbU. Bbl LOMKHBI 06ecneunTb
paspaboTurkaM BO3MOXHOCTb BblIGMpaTh hOpMaThl, OTBEYAOLWME NpaBunam nporpamMmsl Google
Play "MpunoxeHuns ons Bcen cembn”,

« Peknama He [omkHa CopepXaTb BBOLALLMIA B 3a6MyXAEHNE KOHTEHT UM 3NIEMEHTbI, KOTOPbIE
MOTYT NMPUBECTM K Cly4alHbIM KJIMKaM CO CTOPOHbI HECOBEPLLIEHHONETHUX Nonb3oBaTesnen. Cioga
OTHOCHTCS OOBSABNEHWS, KOTOPbIE 3aCTaBNSIOT NOMb30BaTENE NePEXOANTb MO CChINKaM C
MOMOLLbIO KHOMKM "3aKpbiTh", OTKPBIBAOLLEN APYroe 06BbABIEHNE, UM BHE3AMHOIO NOSBEHUS B
TEX YaCTsX AKPaHa, Ha KOTOPbIE NONb30BATENM OBObIYHO HAXMMAIOT A LOCTYNa K APYruM
bYHKLMAM NPUNOXEHNS.

+ HeponycTMa n36bbiTouHas peknama, B TOM YUCIIE NEMEHTbI, KOTOPblE 3aHUMAIOT BECb 3KPaH, He
NO3BONAOT HOPMAsbHO MCMONb30BaTh MPUOXEHME U HE 3aKPbIBAIOTCS SBHBIM CMIOCOHOM,
HanpuMep NoNHO3KPaHHbIE OOBABNEHUS, KOTOPbIE CTIOXHO 3aKPbITh.

« [N 06BbABNEHNI, KOTOPbIE MELLAIOT HOPMasbHOW PaboTe MPUNOXEHWS UIN UFPbl, HEOBXO[UMO
L,06aBVTb BO3MOXHOCTb 3aKPbITh UX Yepe3 5 CeKyHa.

+ 3anpeLlleHo pa3melleHne HECKONbKNX 06bABNEHUI Ha CTpaHuLe. HanpuMep, 04HOBPEMEHHbIN
nokas 6onee ogHoro 6aHHepa NN BUOEOOOBSBNEHUS U PEKNAaMHble HaHHEPDI, KOTOPblE CogepXaT
HECKOJTbKO MPEeLNOXEHNN B OQHOM MECTE Pa3MELLEHNS.

+ Peknama fomkHa SBHO OTNIMYaTLCS OT KOHTEHTa npunoxeHns. OkHa Offerwall n o6baBneHus ¢
3¢ HEKTOM NMPUCYTCTBUS, KOTOPbIE HECOBEPLUEHHONETHMI NOMb30BaTESNIb HE MOCYMTAET PEKNaMON,
3anpeLLeHb.

+ B 06bABIEHUAX HEMb3A UCTONb30BaTh LWOKOBbIA 9GGEKT UMM TAaKTUKN SMOLMOHABHOIO
MaHUNYNMPOBaHUs, YTOGbI MPOBOLMPOBATbL NOMb30BaTENe Ha MPOCMOTP PEKIaMbl UK MOKYMKY B
NPUOXEHUMN.

. Peknama Ha ocHOBe UHTepecoB unu pemapkeTuHr. O6a3aTenbHO yoeanTech, YTo 06bsIBNEHNS,
KOTOPbIE BULHbI ETAM, HE OCHOBaHbI Ha UX UHTEpPEecax (T. €. He HanpaBeHbl Ha OTAEMNbHbIX
nonib3oBaTenen, Ybe NOBelEHNE B UHTEPHETE COOTBETCTBYET ONPEfeNEHHbIM XapaKTePUCTUKAM) 1
He MoKasblBaloTCs C UCMOJb30BaHNEM PEMApKETMHra (T. €. He HamnpaBneHbl Ha OTAENbHbIX
nosib30BaTesNeln B 3aBUCHMOCTU OT UCTOPUM B3aMMOLENCTBUS C CalNTOM UIIN NPUNTOXKEHNEM).

. PaboTta c paHHbIMU. Kak nocTaBlymk SDK, Bbl 06583aHbl 06BACHNTL NONb30BaTENAM, KakUM 06pasom
byneTe obpabaTbiBaTh MX AaHHbIE, HANPUMEP CBEAEHUS C yCTponcTB. Obs3aTenbHO cooblmTe, Kak
1 ang yero SDK 6yneT ncnonb3oBaTth U cOBMpPaTh AaHHbIE, a Takxke NosyYyaTb U NPEROCTaBNATb K HUM
poctyn. NMpuMeHsaTb nHdopMaLMio B LEENSX, O KOTOPbIX Bbl HE 3asBUK, 3anpeLLeHo. OTu npasuna
Google Play pononHstoT TpeboBaHWs 0ENCTBYIOWErO 3aKOHOAATENBCTBA O KOHOUAEHLNANbHOCTH U
3aWnTe faHHbIX. Ecnuv Balwe npunoxeHne cobrupaeT Kakyo-mbo NnUHyo 1 KOHGUAEHLMAbHYIO
nHdopmaLmio feten, Bbl 0683aHbl cO0bWMTL 06 3TOM B ABHOM dpopme. K KoHbuaeHUnansHom
MHdOPMaLMM JeTeln, MOMUMO NPOYEro, OTHOCATCS YYETHbIE AaHHbIe, AaHHble C MUKPOdOHa U
KaMepbl, CBeeHNsa Ha yCTponcTee, nageHtuedukatop Android 1 gaHHble 06 NCNONb3OBaHNM
06bABNEHNN.

« BaM HeobxofMMO pa3pellnTb pa3paboTyrkam 3anpaLinBaTh Nokas 06bIBIEHNN,
OPUEHTUPOBAHHBIX Ha AeTen (B onpeneneHHbIX MPUNOXEHUSX UK B KaXA0M KOHKPETHOM ClyJae).
Y6epmnTech, YTO KOHTEHT B 06BSBNEHMSAX HE HAPYLLAeT AENCTBYIOLLEE 3aKOHOLATENbCTBO,
HanpuMep 3akoH CLUA "O 3awmTe NMuHbIX CBeAeHul aeTten B uHTepHete" (COPPA) 1
leHepanbHbiii pernameHT EC 0 3awmTe nepcoHanbHblx AaHHbIx (GDPR)


https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://gdpr.eu/

+ Kpome Toro, B peknaMHbix SDK, KOTOpble MCMONb3YIOTCA Ha pecypcax ans AeTEN, HYXHO
OTKJIIOYUTb NEPCOHANM3MPOBAHHYIO peknamy, 06bIBNEHNS HAa OCHOBE MHTEPECOB U
pemMapKeTUHr.

« Ecnu png nokasa peknambl 4eTIM UCMOMb3yeTCs Ha3HayeHe CTaBOK B peanibHOM BPEMEHM,
ybenunTech, YTo y4aCTHMKAM ayKLMOHa NPUCBANBAIOTCS MHAMKATOPbI KOHOUAEHLMANbHOCTU.

« MpunoxeHuns He fonxHbl nepegasaTb AAID, cepuitHbii HoMep SIM-kapTbl 1 c6opku, BSSID, MAC-
agpec, SSID, IMEI-kog 1 HoMep IMSI, 3anpoLeHHbIN Yy AeTelr 1 nonb3oBaTenien, Yen Bo3pacT
Hen3BeCcTeH.

5. Mnatdopmbl Meguaumu. MNpu nokase peknambl LETAM:

+ CnepyeT NpVMeHsTb TONbKO peknaMHble SDK, npoleawmne caMoCcTosTeNbHYO cepTUdMKaLMIO ANS
MCMOMb30BaHUS B NPUOXEHUSX LS BCEN CEMbU, UMW NMPUHUMaTbL Mepbl 3aLliMTbl, rapaHTUpytoLme,
UTO BCe 06BABNEHNS HA NnaTdopMe MeamaLuum byoyT COOTBETCTBOBaTb 3TUM TPEOOBAHUAM.

+ Heobxonmmo nepepaBaTbh MHGOPMALIMIO O BO3PACTHBIX OFPAHUYEHMSX A1 PEKIAMHOTO KOHTEHTA
¥ O TOM, YTO PECYPC NPEAHasHaueH anga geten.

6. CamocTosiTenbHas cepTuduKauus 1 COoTBETCTBME NpaBunam. Bbl JOMKHbI NpefocTaBuTb
Google Bce HeobxopmMMble CBEOEHUS, B YaCTHOCTM 0603HAYEHHbIE B crieuanbHon dopme |, 4Tobbl
NoATBEPANTL COOTBETCTBUE peknaMHoro SDK Bcem TpeboBaHMSAM K CaMOCTOSATENBHON
cepTudurkaumm. NNoMMMo NPoYero, BaM HyXHO:

+ [J06aBUTb JOKYMEHTbI Ha @HMIMACKOM $3bIKE: YCIOBUS UCMONL30BaHMS, NOANTUKY
KOHOMAEHLMANbHOCTN N PYKOBOACTBO MO MHTerpaumm Bawero SDK nnu nnatpopmbl meguraumm.

+ MNpepocTaBnUTb TECTOBbIV BAPUAHT NPUITOXKEHWS C NOCNEAHEN Bepcuen pekniaMmHoro SDK,
COOTBETCTBYIOLWEN TPEOOBaHMSM. Takoe NPUNOXEHNE AOMKHO NPeACcTaBsTs CO60M NONHOCTLIO
cobpaHHbIN ucnonHsembit APK-dpann ans Android, ncnonb3syrowmin Bce GpyHKLMM ykazaHHoro SDK.
Heobxop1mo, 4Tobbl TECTOBOE NPUOXEHNE:

6bIfI0 OTNPABMIEHO HaM B BUfE NOIHOCTbIO COBpaHHOro ucnonHsemoro APK-daiina gnsa
cMapTédoHoB ¢ OC Android;

MCMNonb30Basno peknamHblin SDK nocnepHen BbinyLWeHHON MW rOTOBSILLENCS K BbIMYCKY BEPCUM,
COOTBETCTBYOWMI NpaBunam Google Play;

3apencTBoBano Bce GpyHkUMmM peknamHoro SDK, B TOM uncne oTnpasky 3anpocoB Ans
nony4YeHns 1 nokasa o6bsaBReHUN;

Mo 3anpoCy NPEAOCTaBNAN0 MNOJHbINA JOCTYN KO BCEMY PEKTaMHOMY MHBEHTaPIO, KOTOPbIN
NoKasblBaeTCs NoNb30BaTENIO;

He OorpaHmnmymeano gocTtyn B 3aBUCUMOCTU OT MECTONOJTIOXEHN4;

MO3BONAIO ONpefeNaTb BO3PacT Nonb30BaTeNeN M NoKa3biBaTb KPeaTnBbl U3 MHBEHTAapPS,
MOAXOAALLErO AJSIS KOHKPETHOW BO3PaCTHOM rpynnbl (€CNW Bal MHBEHTapb NpeaHasHaueH ang
nonb3oBaTeNien BCex BO3PacToB);

nokasblBaso BCe 06bsABEHNS 13 BalLero MHBeHTaps (Korga HemTpanbHbi BO3PacTHOM GUILTP
OTKJTIOYEH).

7. Bbl 0693aHbl CBOEBPEMEHHO OTBEYATH Ha Jitobble NocneayLL e 3anpockl MHGopmaLum
CaMOCTOATENIbHO CePTUPULMPOBATL  KaXAylo OTNPAaBEHHYIO BEPCUIO HA COOTBETCTBUE
nocnegHum Mpasunam Nporpammbl 4fis paspaboTumkos npunoxenui B Google Play, Bkntoyas
TPebOoBaHWS K NPUNOXEHUSM NSt BCEN CEMbM.

8. lOpupuyeckue TpeboBaHus. PeknamHble SDK, npolelune caMoCcToaTeNbHYIO cepTudnkaLmio ans
MCMONb30BaHMs B NPUNOXEHUSX AN BCEN CEMbYW, HEOOXOAMMO NPUMEHSTb A5 NoKa3a 06bsBNEHNN
B COOTBETCTBUM CO BCEMYM 3aKOHAMU U MOMOXEHUSAMN OTHOCUTENBHO LETEW, KACAIOWMMUCS
nsparenen.

+ Bawwn SDK v nnatdopmbl MegumaLmm He JomkHbl HapywaTb 3akoH CLUA O 3awmnTe nnuyHbIX
ceefeHuin geten B uHtepHete  (COPPA), FeHepanbHbin pernameHT EC o 3aluTe nepcoHasnbHbIX
poaHHbix  (GDPR), a Takxe gpyrvie gencTBytoLMe 3aKOHbI 1 NpaBuna.

MpumeyvaHune. MoHaTME "OeTn" MOXET TPaKTOBaTbCs NO-Pa3HOMY B 3aBUCUMOCTU OT CTPaHbI U


https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679

cuTyaumn. YT106bI Y3HaTb, Kakne Bo3pacTHble OrpaHN4YeHna NPUMEHAIOTCA K BalleMy NMPUNoXXEeHUo
1 Kakue 0693aTenbCTBa Bbl LOMKHbLI COBMIOAATh, MPOKOHCYNLTUPYATECH C HOPUCTOM. IMEHHO
pa3pabOoTumMKK, 3HAOLLME CBOU MPOAYKTHI fyylue BCEX, NOMOraloT HaM AenaTb NPUNOXEHNUs B
Google Play 6e3onacHbIMU s BCEN CEMbU.

Bonee nogpobHyto nHpopmaLmio o TPeBOBaHMSX Bbl HANAETE Ha CTPaHuULEe C NpaBunamu MporpamMmsl
CaMOoCTOSATENbHOW cepTUdMKaLm peknamHbix SDK B MPUIOXeHWsX Afs BCE CEMbU.

KoHTponb 3a cobniogeHneM npasus

Jyywwe naberatb HapyLWEHNUI, YEM YCTPaHATb MX. ECK e npobnema yxxe BO3HMKNE, Mbl XOTUM, YTOObI
pa3pa60TqV|K|/| NOHUMaNN, Kak ICNpPaBUTb CBOU NPUNOXEHNA N NPUBECTU UX B COOTBETCTBME C HalLMMM
npasunamu. Mpw 06HapY>XEHUM HAPYLWEHUA UM BO3HUKHOBEHMMW BOMPOCOB O HAPYLIEHNM
coobLwuTe Ham 06 3TOM.

Cdepa pencrausg npasun

3TW NpaBuUna pPacnpoCTPaHSIOTCS Ha Nobble MaTepuans! (BKIoYas peknamy v nonb30BaTeNbCKUA
KOHTEHT), KOTOPbIe COQEPXUT UM NOKa3blBAET BaLle MPUOXEHME MO0 Ha KOTOPbIE OHO CChIaeTcs, a
Takxke Ha 06LLefoCTYMNHY MHGOPMaLIMIO B BalleM akkayHTe pa3paboTumnka Google Play (Bkntovas
Balle MMS U LENEBYIO CTPaHMLY CanTa).

3anpelyeHo ny6nmMKoBaTh NPUITOXEHNS, KOTOPbIE MO3BONSIOT YCTaHABINBATb ApYyrue NpunoxeHus. Ecnu
BaLUM NPUNIOXEHMSI 0BECTEUNBAIOT JOCTYN K APYTUM NPUNOXEHUSM, urpam unm MO 6e3 ycTaHOBKY, B
TOM yucne K GyHKUMAM, NPEfOCTABNEHHbBIM TPETbUMM NMLLAMK, Bbl LOMXHbI FAPAHTUPOBATb, YTO BECH
KOHTEHT, K KOTOPOMY NMPUIIOXEHUS MPEAOCTaBNSIOT JOCTYN, COOTBETCTBYET npasunam Google Play.
Takuve NpunoXxeHns MOryT NOABEPraTbCsl LOMOMHUTENBHON NPOBEPKEe Ha COBMoaEeHEe NpaBul.

B npaBunax ncnonb3yloTcs Te Xe TePMUHbI, 4To 1 B CornatlieHmy 0 pacnpoCcTpaHeH I NporpaMmMHbIX
NpoayKToB. Bale npunoxeHve 0693aHO COOTBETCTBOBATL TpeboBaHMAM NPaBUII 1 COralleHus, a
TaKKe MMeTb PEVTUHT B COOTBETCTBUM C HaLLEN CUCTEMON BO3PACTHbIX OrPaHUYeHU.

3anpeLyeHo nybnmKoBaTh NPUIIOXEHUS, NMOAPbIBAIOLWME [OBEPUE NoMb3oBaTenem K akocucteme Google
Play. MpuHMMas peleHne o nybnukauum npunoxernun B Google Play, Mbl yuntbiBaem psg ¢akTopos, B
TOM UKCne BEPOSITHOCTb BPEAOHOCHOMO NOBEAEHMS UK 3noynoTpebnexuns. BeposTHOCTb
3110yNnoTPebneHUs OLLEHMBAETCS Ha OCHOBE Pa3JIMUHbIX CBEAEHUN, BKOUYAs UCTOPUIO HAPYLLEHN,
Xanobbl Ha NPUOXeHKe 1 Pa3paboTumnkKa, OT3bIBbI NMONL30BATENEN, @ TAKXKE UCMONIb30BaHME
nonynsipHbIX 6PEHA0B, NEPCOHAXEN U APYTUX O6BEKTOB.

Kak aTo pabotaet

Google Play 3awmTa npoBepsieT NpUnoXeHUs BO BPEMSI YCTAHOBKU, @ Takxke NEPUOANYECKUN CKaHUPYeT
Ballle yCTponcTBo. Ecnu ByaeT o6HapyXeHO NOTEHLMANbHO ONacHOe NPUNOXEHWE, CEPBUC:

« OTnpaBuT BaM yBegoMieHne. Ytobbl 3aLUTUTb CBOE YCTPOWUCTBO, HAXMUTE Ha YBELOMIIEHUE U
BblbepuTe "Yoanute".
+ 3abrokupyeT NpUNoXeHue, ecrnu Bbl Ero He yhanuTe.

* Ypanut npunoXxeHune. Yalue Bcero onacHble NPUNOXEeHNA yaanaoTcqa aBTOMaTnU4eCkun, nocne 4ero
noaBngeTCcqa ypegomMrieHmne 06 aTom.

3awuTta ot BpegoHocHoro MO

Y106bI 3alumuaTtb BaC OT Bp€4OHOCHOIo CTOPOHHEro I'IO, MOLLEHHNYECKUX CalTOB U OPYyrnx yrpos,
Google MOXEeT nony4vyaTtb CBeAeHnd o:

¢ CeTeBbIX NOOKIJTIOYEHUAX Ballero yCTpOVICTBa;

* noTeHumanbHoO onacHbix URL;


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/answer/11044265
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/188189

* npunoxeHusx n3 Google Play 1 CTOPOHHNX MCTOYHMKOB, YCTAHOBIEHHbIX Ha BalleM YCTPOMCTBE, a
Takxe 06 onepaLoHHON CUCTEME.

Ecnun npunoxexne nnn URL nokaxeTcd Ham Nofo3puTenbHbIM, Bbl NONy4nUTe npegynpexpneHue. Mol
ocTaBnsieM 3a cobor NpaBo BrIoKMPOBaTh M yaansTb NpunoxeHns nnn URL, KoTopble MOryT HaHeCTH
BPER, yCTPOMCTBY, AaHHbIM UMK NOMNb30BaTENHO.

Bbl MOXeTe OTKIIOUNTL HEKOTOPbIE GYHKLMU 3aLLMTbl B HACTPOMKaxX YCTPOMCTBa, HO Google no-
npexHeMy ByneT nonyyatb CBeLEHUs O MPUMNOXEHMSX, YCTaHOBIIEHHbIX Yepe3 Google Play.
MPUNOXeHMs U3 CTOPOHHMX MCTOYHMKOB BCE PaBHO ByOyT NPOBEPSTHCS, XOTS MHPOPMALUS O HUX HE
bynet oTnpasnsTbes B Google.

Kak pa6oTaloT onoBelLeHuUsi O HapyLIEHUSAX KOHPUAEHLMUATIBHOCTU

Ecnun mbl ynanum ns Google Play npunoxeHue, KoTopoe MOXET NOMyYnTb JOCTYM K BaLUMM
NepCcoHanbHbIM AaHHBIM, Bbl NONyYMTE YBEAOMIIEHME 06 3TOM U CMOXETE YAANUTb NPUNOXEHMWE C
YyCTpOMCTBA.

KoHTpornb 3a cobniogeHnem npasun

MpoBepsis KOHTEHT M aKKayHTbl Ha NPeAMET HapyLIEeHUs 3aKOHOAATENbCTBA UMW HALUMX NPaBWI, Mbl
NMPUHMMAEM peLleHMEe Ha OCHOBE PasfiMyHoM MHPopMaLum. lOMUMO NPOYEro, K HEM OTHOCATCS
MeTafaHHble MPUNOXeHUs (HanpuMep, ero HasBaHWe 1 onncaHue), GyHKLUN NPUITOXEHUS Y CTOPOHHUI
KO[, B HEM, CBEL,EHMsI 06 aKKayHTe (Hanpvmep, UCTOPWS HapyLLEHWs NPaBwui), Pe3ynbTaTbl HaLLKX
MPOLUbIX MPOBEPOK U, ECNIN NPUMEHUMO, Apyras UHbOPMaLMS, NOSTyYEHHAs YepPe3 MEXaHU3MbI 4115
oTnpaBku xanob. Bbl 0653aHbl y6eauTbes, YTo No60M CTOPOHHMI ko (Hanpumep, SDK) B Ballem
MPUNOXEHNUMN 1 OTHOCSILLMECS K STOMY NMPUIOXEHUIO MPOLLECChl 06PabOoTKM AaHHbIX HA CTOPOHE
cospaTens kofa COOTBETCTBYIOT BCeM [1paBunam nporpammbl Ans paspaboTymkoB NPUNOXEHU B
Google Play.

Ecnwv Balle npunoxeHue Unmn akkayHT paspaboTumka HapyLlaeT kakne-nnbo Hallm NpaBuna, Mbl
NMPUMEM COOTBETCTBYIOLLME MEPDI, ONMUCaHHbIE HUXeE. Mbl NpefocTaBnM BaM MHGOPMALMIO O CBOUX
LeCTBMSX MO 3NEKTPOHHON MOYTE, @ Takke CoobL MM, Kak NofAaTb anensaumio, eCiu Bbl CUNTAETE, UYTO
npousoLuna ownobka.

ObpaTnTe BHUMaHWNE, YTO NP YAaNeHUM Unn oTRpaBke NpepynpexaeHns MoryT YKa3blBaTbCsl HE BCe
HapyLLEeHNs, OBHaAPYXXEHHbIE B BaLlEM aKKayHTe, NMPUIOXEHUW UK KaTaiore NPUNOXeHUN.
Pa3paboTunky 06513aHbl CaMu YCTPAHUTL OCTasnbHbIE HAPYLLUEHUS U NMPOBEPUTL CBOW KOHTEHT Ha
COOTBETCTBME HaWMWM NpaBunaM. Ecnv Bbl He yCTpaHWTE HapyLIEHUS B aKKayHTE U BCEX CBOUX
NPUNOXEHWUSIX, Mbl MOXEM MPUHSTb LOMONHUTENbHbIE NPUHYAUTENBHBIE MEPbI.

MOBTOPHBIE NI CEPbE3HbIE HAPYLWEHWS 3TUX NPaBUN (HanpUMep, MOWEHHNYECTBO MM pa3MeLLeHme
BpefoHocHoro MN0) nnu HapylweHne CornalleHus 0 PacnpoCTPaHEHNU NPOrPaMMHbIX MPOAYKTOB
npuBeneT K yAaNeHWIO IMYHOIO akkayHTa UMM CBA3AHHbIX C HAM akkayHTOB paspaboTunka Google Play.

MpuHyauTenbHble Mepbl

MpVHYOUTENBHBIE MEPLI MOTYT UMETb Pa3Hble MOCNEACTBUS A8 BalUMX MPUIIOXEHWI. 3a NPOBEPKY
MPUNOXEHUIN U KOHTEHTA B HUX, BbISIBIIEHWE W OLLEHKY MaTEPManoB, KOTOPbIe HAPYLIAKOT HaLW NpaBuna
N MPUYMHSIIOT Bpe[, Nonb30BaTeNsM, a Takxe akocucteme Google Play B uenom, B Google oTBevatoT Kak
noan, Tak 1 aBTOMaTU3NpPOBaHHbIE CUCTEMDI. I'Iocne,u,Hme no3BONAK0OT HaM HaxoauTb 6onblue
HapyLLEeHWU 1 BbICTPEE aHaNM3NPOBaTb NOTEHLMASbHBIE NPOBEMBI, YTO, B CBOIO OYepeib, NoOMoraeT
obecneymBaTtb 6e3onacHocTb Google Play. ABTOMaTM3MpOBaHHbIE CUCTEMbI TMBO YOANSIOT KOHTEHT,
HapyLaloLWwmn npaemna, NMMbo NepepatoT ero NOAroTOBNEHHbIM ONepaTopaM 1 aHanuTrKaMm, ecim
TpebyeTca 6onee TuaTenbHas NPoBePKa UM NOHMMaHNE KOHTEKCTa. PeaynbTaTsl MPOBEPOK BPYUHYHO
3aTeM VCMONb3YTCS A8 YyylleHWs MOAeNen MallMHHOTO 0ByJYeHus.


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html

Hwvxe npefcTaBneHbl BO3MOXHbIE AENCTBUS CO CTOPOHbI Google Play 1 nx noteHuuanbHble
NOCNencTBUs s Ballero NpunoxeHus/akkayHTa paspabotumnka Google Play.

3TU Mepbl NMPUMEHSIIOTCS KO BCEM PErmoHaM, eCcin He yka3aHo nHoe. Hanpumep, ecnm Batue
npunoxeHve 3abrokMpPoOBaHO, TO OHO ByAEeT HeJOCTYMNHO BO BCEX PernoHax. Ytobbl Mepbl nepectanm
LLeiCTBOBATb, HYXKHO NMOAaTh anennaumnio U [OXKAATbCS ee 0f0OPeHNs (ECNN He yKa3aHO UHOE).

OTKNOHEHME

« HoBoe npunoxeHune nnm obHoBneHne He bypet onybnukosaHo B Google Play.

« Ecnu HoBas BepCus MPUNOXEHWS OTKIIOHEHa, NpeablayLLas yCnewHo onybmMkoBaHHas BaMu Bepcus
no-npexHeMy byget goctynHa B Google Play.

» Bbl COXpaHUTEe OOCTYyN K CTaTUCTUKE, OUEeHKaM N OaHHbIM O KOJIMYeCTBE YCTAaHOBOK OTK/TIOHEHHOIO
npunoXxeHus.

 PenyTaums Balero akkayHTa paspabotumka Google Play He nocTpagaer.

MpuMeyaHue. He nbiTaiTech ony6nnKoBaTh OTKIIOHEHHOE NMPUNOXEHME 3aHOBO, MOKa He YCTpaHuTe
HapyLIeHus.

YpaneHue

« MpunoxeHue, a Takxxe BCe Npeablaylme ero sepcumn byayT yaaneHsl n3 Google Play. Monb3osatenu
6onblue He CMOryT ero ckavaTb.

+ Mockonbky npunoxexue byneT yaaneHo, Nonb3oBaTeN He CMOTYT MPOCMATPMBATL ro CTPaHuULy B
Google Play. UHpopmauus ByneT BOCCTAHOBNEH], €CMNM Bbl 3arpy3nTe BepCHto, KOTopast
COOTBETCTBYET NpaBuam.

- MNonb3oBatenn MOryT NOTEPATb BOSMOXHOCTb AenaTb NOKYNKW B MPUNOXEHNN N NCNONb30BaTb
Lpyrve nnatexHble GyHKLMKM, MOKa HOBas BEPCUS, OTBEYaloLLas BCeM TpeboBaHmaM, He ByneT
opobpeHa Google Play.

+ YpaneHue He CKaxeTcsl Ha penyTaumm Balero akkayHTa pa3paboTtuvka Google Play. OgHako ecnu
yOaneHnn HECKOSbKO, akKayHT MOXET OblTb 3a6/TOKMPOBaH.

MpuMeyaHue. He nbiTakTech ony6ivMKoBaTh YAaNeHHOE NPeasiokeHne 3aHOBO, NoKa He YCTpaHuTe
HapyLIeHus.

Brnokuposka

« MpunoxeHue, a Takxe BCe Npefbiayline ero Bepcum byanyT yaaneHsl u3 Google Play. Monb3osaTenu
6onblue He CMOTyT ero ckayaTtb.

+ K 61oKMpoBKe MOTYT NPMBECTU CEPbE3HBIE U CUCTEMATMYECKME HAPYLEHNS NPAaBUI, @ Takke
MOBTOPHbIE OTKIIOHEHUS U yAaNneHys NPUIOXKEHUs.

« MNonb3oBaTenu He CMOryT MPOCMATPMBATb CTPaHULY 3a6IOKMPOBAHHOIO NpunoxeHus B Google Play.
« Bbl 6onblue He cMoxeTe ucnonb3oBaTb APK 1 Habop App Bundle 3a6r10KMpOBaHHOrO NPUNOXEHUS.

« MNonb3oBaTenu NoTePSOT BO3MOXHOCTb AienaThb MNOKYMNKX B MPUIOXEHUN U UCMONb30BaThb Apyrue
MAaTEXHbIE PYHKLMM B HEM.

+ briokvMpoBKa paccMaTpuBaeTCs Kak npepynpexneHne, KOTopoe CKa3blBAeTCs Ha PenyTaLymn BaLlero
akkayHTa pa3paboTunka Google Play. Mocne Heckonbkux NpenynpexaeHnii IMYHbIN akkayHT, a
TaKXXe CBA3aHHbIE C HAM akkayHTbl pa3paboTtunka Google Play MoryT 6biTb yaaneHsi.

Orpan-leHme BNONMOCTU

+ BupgumocTb Bawero npunoxexus B Google Play 6yneT orpaHuyeHa. Mpu aTOM OHO OCTaHeTcs
LOCTYMHO MO NPSAMON CChISIKE Ha CTpaHuLYy npunoxeHus B Google Play.

+ OrpaHvyeHve BUOUMOCTM He MOBAUSET HA penyTaLuio Ballero akkayHTa paspabotuvka Google Play.

+ Monb3oBaTeny No-nNPexHeMy CMOryT MPOCMaTPUBATb CTPAHULY Npunoxexus B Google Play.



OrpaHuyeHue No permoHy

+ Balue npunoxeHue JOCTYMNHO TONbKO Norb3oBaTtensm Google Play 13 onpepeneHHbIX permoHos.
+ OcTarbHble MPOCTO He CMOTYT €ro HaNTU.

+ Monb3oBaTeny, KOTOpblE PaHee YCTAHOBUM NMPUSTOXEHME, CMOTYT NMPOJOIKaTb UCMONb30BaTb Ero Ha
CBOEM YCTPONCTBE, HO HE CKauMBaTb OBHOBNEHNS.

+ OrpaHuyeHune No pernoHy He BIMSET Ha penyTaLmio Ballero akkayHTa paspabotumka Google Play.

HanoxeHue OFpaHquHMﬁ Ha aKKayHT

+ HanoxuBs orpaHuyeHuns Ha Ball akkayHT paspaboTumka, Mbl yaanum us Google Play Bce npunoxeHus
B BalleM KaTasiore u 3anpeTvM BaM ny6MKoBaTb HOBbIE MK CYLLECTBYIOLLME NPUIOXEHUS. Y BacC
ocTaHeTcs pocTyn K Play Console.

+ Monb3oBaTeny He CMOTryT MPOCMaTPMBaTb CTPaHULbI yaaneHHbIX npuiioxeHuin B Google Play v Bal
npodunb paspaboTunka.

+ [onb3oBaTenu NoTEPSIOT BO3MOXHOCTb AenaTh MNOKYMNKX B MPUAOXEHUN U UCMOMb30BaThb Apyrue
nnaTexHble GyHKLUM.

« Bbl no-npexHeMy cMoxeTe ncrnonb3oBaTb Play Console, uto6bl npepocTtaBnste Google Play
OONONHUTENbHYIO I/IHd)OpMaLI,VIPO N USMEHATb AaHHble aKKayHTa.

+ Bbl cMOXeTe 3aHOBO ONy6nMKOBaTb MPUIIOXEHWS MOCE TOro, Kak YCTPaHUTE BCE HAPYLIEHUS NpaBul.

MpekpalwieHne nencTemnsa akkayHTa

YnanuB Ball akkayHT pa3paboTunka, Mbl Takxke yaanum n3 Google Play Bce npunoxeHus B BalleM
KaTanore v 3anpeTuM BaM Ny6IMKOBaTb HOBblE. Bce cBA3aHHbIE akkayHTbl pa3paboTumnka byayT
3abs10KMpOBaHbl HaBceraa.

.

MOBTOPHbIE BIOKUPOBKU UM BIIOKMPOBKU, CBA3AHHBIE C CEPbE3HbIMM HAPYLIEHWSIMU MPABWI1, MOTYT
NPUBECTM K yaaneHuto Bawwero akkayHta Play Console.

MocKonbKy NPUNOXEHUS, onybnMKOBaHHbIE Yeped 3TOT akkayHT, OyyT yaaneHsbl, Nofb30BaTeNun He
CMOryT MPOCMaTPUBaTb UX CTpaHuLbl B Google Play, a Takxe Baw npodunb paspaboTumka.

.

Monb3oBaTeny NOTEPAOT BO3MOXHOCTb AeNaTh NMOKYMKY B NPUIOXKEHUM U UCMONb30BaTh Apyrue
nnaTexHble GyHKLUM.

MpumeyaHune. Ecnun Bbl nonpobyeTe co3paTth APYrov akkayHT, OH Takxe byaeT 3abnokmpoBaH (6e3
BO3BpaTa pPermcTpaLmoHHOro B3Hoca). He nbiTaiTech pernctTpupoBaTh HOBble akkayHTbl Play Console,
€CN OAMH M3 BalUMX akKayHTOB 3ab6/10KMPOBaH.

Heucnon b3y€Mbl€ aKKayHTbI

HeuncnonbayeMbiMy Ha3blBAOTCS akkayHTbl Pa3paboTunKoB, B KOTOPbIX HE HabnofaeTcs HUKaKOM
aKkTMBHOCTU. OHM HEe COOTBETCTBYIOT TpeboBaHmam CornalleHns o pacnpocTpaHeH NPorpaMMHbIX
NPOAYKTOB

AkkayHTbl pa3paboTumkoB Google Play npegHa3HaueHbl Ais akTMBHOW Ny6Ankauum 1 nognepxkm
NPUNOXEHUIN. YTOGbI NPefoTBPaTUTL 310yNOTPEebNEHNE CEPBUCOM, Mbl 3aKPbIBAEM akkayHTbl, KOTOpble
He MCNONb3YITCS Ha NOCTOSIHHOM OCHOBE, HaNPUMepP A1 Pa3MeLLeHNs U 0BGHOBNEHNS MPUTOXEHUN,
NPOCMOTPa CTaTUCTUKM U yNpaBNieHUs faHHbIMU ans Google Play.

Ecnv Mbl 3aKpoeM Hencrnosb3yeMmblii akkayHT, OH CTaHeT HeaKTUBEH. Bbl noTepsieTe JOCTYN KO BCEM
oTyeTtaMm, CTaTUCTUKE U Apyrum ceegeHmam B Play Console go Tex nop, noka Mbl He BOCCTaHOBUM
aKKayHT. PernctpaumoHHbin c6op Bo3BpalleH He ByaeT. Mbl 3apaHee COOBLMM O 3aKPbITUM aKKayHTa,
MCMOSb3ya KOHTaKTHYIO MHGOPMaLLMIO, KOTOPYIO Bbl 4151 HETO yKasanu.

Ecnu B 6ygylueM Bbl CHOBa 3ax0TWTe Ny6nukoBaTh NpunoxeHus B Google Play, To cMoxeTe co3paTtb
HOBbIV aKKayHT.


https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/11605267

CoobueHne 0 HapyLEHUAX U OanbHenLwmMe Mepsbl

Mopava anennauun

Mbl BOCCTaHaBNMBaEM NPUIOXEHWS, TONbKO €CAM OHM BbINN yaaneHbl Mo oWnbKe 1 He HapyLwanm
MpaBuna nporpammbl Ans paspaboTunkos 1 ycnosus CornaweHuns 0 pacnpocTpaHeHM NPOrpPaMMHbIX
nponyKToB. ECnv Bbl BHUMATENbHO O3HAKOMUIMCH C MPAaBUIaMK 1 CYMTAETE, YTO HaLLe PELLEHNE MOFO
6bITb OLWMOOYHBIM, 0BXanyMTe ero Ha 3ToWN CTPaHULE, NN Cedys UHCTPYKLMSM, OTNPaB/IEHHbIM BaM
Mo 3NEKTPOHHON NouTe.

JononHuTenbHbIe pecypchl

Ecnu kakne-To NpuvHyauTeNbHblE MEPbI B OTHOLLEHUN BaLIEro NPUNOXEHUS UK OLLEHKU/KOMMEHTapun
nonb3oBaTesel Bbi3bIBAOT Y BAC BOMPOChI, MONPOBYMTE HAUTU OTBETHI MO CCbINIKAM HUXE UK
CBSXXMTECh C HaMu Yyeped CnpaBoyHbIn LeHTp. ObpaTuTe BHUMaHWE, YTO IOPMANYECKYHO MOMOLLb Mbl HE
okasblBaeM. Ecnv Takasi noOMoLLb BaM HyXHa, 06paTUTECH K IOPUCTY.

« MpoBepka NpUNoXeHNN

+ Kak coobLm1Tb O HapyLweHUn npaBun

+ Kak obpatutbcs B Google Play no noBogy yganeHus NpunoXxeH1s ninm 610KMpOoBKIN akkayHTa
« lNpepynpexpaeHns

+ Kak coobLwuTb 0 HENMPUEMSIEMOM MPUIIOXEHNUU UM KOMMEHTapUn

« Moe npunoxeHue 6bino yaaneHo n3 Google Play

« BrnokupoBka akkayHTa paspabotumka Google Play

TpebosaHus k npunoxxeHuto B Play Console

[Ons 6esonacHocT akocucTembl Google Play Bce pa3paboTumki LOMXKHbI BbINONHATL TpeboBaHus Play
Console. 3710 Xe kacaeTcsa Npodunen, CBI3aHHbIX C BallMM akkayHTOM pa3paboTuymka. [poBepeHHas
nHoopmaums bynet BuaHa B Google Play. 9To MOMOXET YKpenuTb foBepue Nonb3oBaTenen K
paspaboTymkam. MogpobHee o TOM, Kakne faHHble nokasbiBatoTca B Google Play...

Bbl MOXeETE cO3[,aTb JIMYHbIA UM KOPNOPATUBHBIM akkayHT padpaboTunka Google Play. [Ins ycnewHon
pervucTpauum BolibeprTe BEPHbIN TUM akkayHTa paspaboTyrka 1 nponamTe HEObXoaMbIe NPOBEPKU.

Bbl AOMXHBI CO3L,aTb KOPNOPATMBHBIN aKKayHT, eCnv NpefocTaBnseTe:

« ®uHaHCOBbIE NPOAYKTbI U YCIYTY, HAaNpUMep CBs3aHHble C 6aHKOBCKMMU OnepaumsMmn, KpeamuTamy,
6VPXXEBON TOProBren, MHBECTULMOHHBIMM GOHAAMM, MPOrPAMMHbBIMU KPUMTOKOLIENTbKaMU UIN
KpMNTOBaNOTHBIMU BrpXamu. MogpobHee o NpaBunax B OTHOWEHUN GUHAHCOBbIX YCIIYT...

+ MpunoxeHunsa ans 30OPOBbs, HaNPUMEP MeLULMHCKMUE NMPUIOXEHNUS U NMPUNOXKEHWS 4N
nccnefoBaHUii ¢ ydacTueM nogen. NopgpobHee o KaTeropusix NPUNOXEHU N1 30L0POBbS...

« MpunoxeHus, KOTopble MOFyT UCMONb30BaTb Knacc VpnService . MNoppobHee o npaBuiax B
OTHOLIEHUW NPUNOXEHNI, ncnonbayrowmnx VPN-cepBuchl...

« [MpUNoXeHWs rocyAapCTBEHHbIX OPraHoOB, HanpuMep paspaboTaHHbIe rOCY[apPCTBEHHbIM
YUPEXAEHMEM UM MO €ro NOPYUEHNIO.

BbibpaB TUN akkayHTa, CAenanTe crepytollee:

« MpenocTaBbTe TOYHbIE CBEAEHNS 06 akkayHTe pa3paboTumnka, B TOM YMCHE YKa3aHHbIE HUXE AaHHbIe.
« [MonHoe umsa nnn Ha3BaHWe 1 agpec.
+ Homep DUNS , ecnu akkayHT CO3faH A9 OpraHn3aumm.
+ KOHTaKTHbIN afpec aNeKTPOHHOM NOYTbl U HOMep TenedoHa.

+ ALpec anekTPOHHOM NoYThl 1 HOMeP TenedoHa paspaboTumka, LOCTynHble B Google Play (ecnu
NPYMEHMMO).


https://support.google.com/googleplay/android-developer/troubleshooter/2993242
https://support.google.com/googleplay/android-developer#topic=3450769
https://support.google.com/googleplay/android-developer/answer/2992033
https://support.google.com/googleplay/android-developer/answer/1085703
https://support.google.com/googleplay/android-developer/troubleshooter/2993242
https://support.google.com/googleplay/android-developer/answer/2985876
https://support.google.com/googleplay/android-developer/answer/113417
https://support.google.com/googleplay/android-developer/answer/2477981
https://support.google.com/googleplay/android-developer/answer/2491922
https://support.google.com/googleplay/android-developer/answer/10841920?sjid=14472573657234789663-AP#developer-information
https://support.google.com/googleplay/android-developer/answer/13634885
https://support.google.com/googleplay/android-developer/answer/9876821?hl=ru
https://support.google.com/googleplay/android-developer/answer/13996367
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://service.dnb.com/home
https://service.dnb.com/home

+ Cnocobbl onnatsl (ECIM MPUMEHNMO).
+ CBefieHuns o nnatexHoM npodune Google, cBI3aHHOM C BalUMM akkayHTOM pa3paboTunka.

+ Ecnu akkayHT CO3f,aH AN opraHm3auum, ybegutecs, 4To MHGOpMaLusa B HEM akTyasbHa U1
COOTBETCTBYET A@HHbIM O KOMMNaHuK B pernctpe Dun & Bradstreet.

Mpexpae Yem oTNPaBAATh NPUIOXKEHNE Ha NPOBEPKY, CAeNanTe CreaytLlee:

. I'Ipep,oc:TaBbTe TOYHbIE U MONHbIEe CBEAEHNA O NPUNOXEHUU N ero MeTafaHHble.

+ 3arpyauTe noanTuky KOHOUAEHUNANbHOCTM NPUNOXEHNS 1 fo6aBbTe 0bs3aTeNbHYO MHGOPMaLMO B
pas3gen 6e30nacHOCTU AaHHbIX.

+ YKaXuTe aKTUBHbIA TECTOBbIN akkayHT, MHGOPMALMIO A BXOLA B HEFO U Apyrue CBEAEHNS,
HeobxofuMble LS MPOBEPKM MPUIIOXEHUS, HAaNpPUMEp y4YeTHble AaHHble, QR-KOA 1 T. 4.

Y6enutech, 4To NpuoxeHne paboTaeT CTabubHO U KOPPEKTHO, a TakXe NPeaCcTaBNseT LeHHOCTb Als
nonb3oBaTenien. Bce ero anemMeHThbl, BKOYas peknamMHble CETU, CEPBUCHI aHANUTUKKN U CTOPOHHME SDK,
OOSKHbI COOTBETCTBOBATb [paBumniam nporpaMmbl Ana pa3paboTunkos npunoxeHni B Google Play.
Ecnu B LeneByto ayauTopumIio NPUIOXEHUs BXOASAT AETH, ybeanTech, YTO OHO COOTBETCTBYET MNpaBunam
nporpammbl "TpUnoxeHUs ans BCE ceMbu'.

He 3abbiBaiTe, UTO Bbl 06513aHbI 03HAKOMUTbLCS ¢ CornalleHMeM 0 pacnpoCTPaHEHUY NPOrPAaMMHbIX
NpoayKTOB U paBunaMu NporpaMmel As pa3paboTymkoB, a Takxe yOeauTbes, YTo NPUOXEHNE
OTBEYaEeT BCEM TPEHOBAHMAM.

MNepenava NnpaBa COOCTBEHHOCTU Ha aKKayHT

YTo6bI NnaTdopma Google Play octaBanacb 6e30nacHOM U HAQEXHOW 3KOCUCTEMOM SIS BCEX,
HEeo6xo4MMO COBMOAaTb MPUHLMMbI MPO3PaYHOCTM U OTBETCTBEHHO MOAXOAMUTL K BOMPOCAaM BlafeHus
akKKayHTaMun pa3pa6OT‘4I/IKOB. Mbl NOHMMaEM, YTO CMEHa Bnagenbla akkayHTa MOXeT Tpe6OBaTbC9|,
Hanpumep, B CBA3W C KafpOBbIMU U3MEHEHMAMM, NMPUOBPETEHNEM UMM PeopraHn3aLnen KoMnaHmum, a
TakxXe no ApyruM JonyCTMMbIM npuymHam. Pa3paboTumkm 0b6g3aTenbHO LOMKHbI CriefoBaTb
oduLmanbHOM NpoLledype nepegayn npasa CO6CTBEHHOCTM. DTO NO3BOMLET HAaM NMOAAEPXNBATb
LIeNIOCTHOCTb akocucTembl Google Play.

Tpe6oBaHus K nepepaye npaBa CO6CTBEHHOCTU Ha aKKayHT

YT106bl CMEHUTL BNafenblia akkayHTa paspaboTtumka Google Play, Heobxogmmo cnefoBatb
oduLmansHoM npoLenype nepegaqn npasa cobcTeeHHoCTU. OTBETCTBEHHOCTL 3a AENCTBUS B XOLE
3TOro MPOLECCa, B TOM YMCSiE B NEPexXOHbIV NEPUOS, HECYT Kak nepeaatolas, Tak 1 npuHuMatoLLast
CTOPOHbI.

3anpelyeHo nepenaBaTth NPaBo COOBCTBEHHOCTM Ha akkayHT HeobULManbHbIMKM Cocobamu, BKIoYas,
NMOMMMO MPOYETrO:

* TMOKYNKY, apeHay 1 NPOAaxy akkayHTOB, NMOMyYeHHbIX HE3aKOHHBIM MyTeM, Ha CTOPOHHUX TOPToBbIX
nnoLagKkax.

Ecnu Bbl XOTUTe NepenaTh NpaBa TONbKO Ha MPUIOXEHWE, Y3HaNTe, Kak NepeHecTy NPUIoXKeHue B
LPYyron akkayHT pa3paboTtunka Google Play.

Developer Distribution Agreement

TpebyeTcs nomoLLb?
MonpobywTe crnegytouiee:


https://support.google.com/googleplay/android-developer/answer/15748846
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/16909862
https://support.google.com/googleplay/android-developer/answer/6230247?hl=ru#zippy=
https://support.google.com/googleplay/android-developer/answer/6230247?hl=ru#zippy=
https://play.google.com/about/developer-distribution-agreement.html

CBsi3aTbCs C HaMU
PacckaxuTe 0 cBoel npobsieMe HalMM COTPYLHUKAM


https://support.google.com/googleplay/android-developer/gethelp

