[MpaBuna nporpamMmebl Onis pa3paboTymKoB

(nara BctynneHna B cuny: 15 monsg 2026 roga, ecim He yka3aHo MHOE)

Co3pagmm camMbiv HAQEXXHbIM MarasuH NPUIoXKeHUM BMecTe

Bawwu npgen n oTBETCTBEHHOCTb — 3a/10T Hawero obuiero ycnexa. MNpaBuna Nnporpammbl 4ns
pa3paboTunkoB 1 CornaleHne 0 pPacnpPOCTRAHEHNN NPOrRPAMMHbIX MPOAYKTOB NOMOratoT
HaM CcOo3f,aBaTb CaMble MHHOBALMOHHbBIE 1 HAOEXHbIE NPUIOXEHUS Bonee YyeM s
MunnMapga nonb3osatenen Google Play. PekomeHpoyemM 03HaKOMUTBLCS C MPaBUaMmn HUXE.

3anpew,eHHbIN KOHTEHT

Google Play ncnonb3aytot nogun co Bcero mupa. lNMpexpae yem onybnmkoBaTb NPUIOXeEHME,
ybegunTech, YTO OHO COOTBETCTBYET TPeOOBaHMSAM HALLEro CEPBMCA U 3aKOHAM CTpaHbl, B
KOTOPOM Bbl Er0 PacnpoCTpaHseTe.

HapyweHune npae pebeHka

Mbl HeMepgeHHO yaansem na Google Play npunoxeHus, B KOTOPbIX NONb30BaTENAM
pa3pellaeTca Co3haBaTh, 3arpy>aTtb UM PacipPOCTPaHATb KOHTEHT, CBA3AHHbIN C
aKCnyaTaunen geTen nunm XXecTokum obpalleHneM ¢ HUMn (Bkodas niobblie MaTepurarns,
AEMOHCTPMPYIOLLME HECOBEPLLEHHONETHMX B CEKCYaNlbHOM KOHTEKCTE). YTobbl COOBWNTD
O TakoM KOHTEHTe B NpopykTe Google, HaxmuTe MoxanoBaTtbea . Ecnu Bbl 06HapyxumTe

nofobHble MaTepuarnbl Ha APYrMx Pecypcax B MHTEPHETE, 0bpaTUTECh HAMPAMYIO B
MECTHYIO NPaBO3aLINTHY ORraHM3aLm

Mbl He ONyCKaeM UCMONb30BaHME MPUINOXEHNUI C LENbIO MOABEPrHyTh pebeHka
OMacHOCTU. B yacTHOCTK, 3anpelLieHa nponaraHaa aKCrnayaTaTopCKoro NoBeaeHus,
BK/tOYas:

* HEeOonyCTUMble AENCTBUA B OTHOLIEHMM AeTen (HanpuMep, Nacky UK OLLyMbiBaHUE);

* COBpAalLEHME HECOBEPLLEHHONETHMX, HAaNPUMepP 3HaKOMCTBO U 06LEHME C peOEHKOM B
NHTEPHETE C LIENbO COBEPLIEHMS AENCTBUI CEKCYanbHOro Xapaktepa (OHNamH unm
odnanH) n/vnu obMeHa ¢ HUM N3006pPaXEHNIMU CEKCYanNbHOro XapakTepa;

* CEeKCyanusauus HECOBEPLLUEHHONETHMX, HaNpUMep MaTepuranbl, EMOHCTPUPYOLWME,
NPOBOLMPYHIOLLME N NOOLWPAOLMNE CEKCYaNlbHOE Hacunve Hag AETbMU, UK
n3obpaxeHne geTen Takum 06pa3oM, KOTOPbIN MOXET NOBJIeYb 3a COOOM NX
ceKcyalbHYI0 aKCMyaTauuto;
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* LWAHTaX pa3obnayeHnsamMm NonoBoKn XN3Hu (HanpumMep, yrpo3bl UK WaHTaX pebeHka Ha
OCHOBE PeasibHOro UM MHUMOIO OCTYMNa K ero MUHTUMHBIM GoTorpaduam);

 TOProBns oeTbMun (Hanpumep, NpurnaleHne 1 BoenedyeHne pebeHka B 0eaTenbHOCTb,
BeOyLLyto K ero ganbHenlen KOMMepPYeCcKon cekcyanbHOW aKCnayaTauum).

Mbl NpyMeM BCe HeOHXOAMMble Mepbl BMOTb A0 0bpalleHMs B HauMoHaNbHbIN LEHTP MO
6opbbe ¢ akcnnyaTaumen n noxuweHmem geter (NCMEC), ecnv HaM CTaHET M3BECTHO O
KOHTEHTE C M306paxxeHNeM HECOBEPLLEHHONETHMX B CEKCyanlbHOM KOHTeKCTe. Ecnu Bbl
cunTaeTe, YTo pebeHOK B OMAacHOCTU UMW eMY YTPOXaeT CeKCyanbHOe Hacunmne unm
NOXMLLEHNE, HE3aMELTUTENBHO 06PATUTECH B MECTHbIE NPABOOXPAHUTENIbHbIE OPraHbl 1
CBSIXXMTECb C OpraHn3aumen no 3alwmTe npas oeTen

Kpome Toro, 3anpeLieHbl MPUNoXeHns, NpeaHasHavyeHHble Ona AeTel, HO coepxallme
mMaTepuansl AN B3POCbIX, B TOM YUCNE:

* NPUNIOXEHMUS CO CLLEHAMM HACUNNS, N306PaXEHNIMUN KPOBU N YBEYNI;

* MPUNOXEHMS, KOTOPbIE AEMOHCTPUPYIOT UM NOOLPSAIOT ONACHbIE UMW NPUYMHSAOWME
Bpen nencreums.

3anpeLyeHbl NpunoxeHus, GopMmnpyroLLMe HeraTMBHOE BoCNpusaTne ceba n cobCcTBeHHOro
Tena, HanpuMep Te, KOTopble N300paXxatoT B pasBieKkaTeNbHbIX LLENsSX NIacTUYECKYo
XVMPYPruto, NoTePLO BECa N ApYyrne KOCMeTUYeCcKne KOpPEeKTUPOBKM BHELLHErO BUAA.

MNpaBuna B OTHOWEHUM cTaHAaApTOB 6€30nNacHOCTU feTen

CornacHo TpeboBaHusam Google Play npunoxeHus ong 3HakoOMCTB 1 OOLLEHNS [OMKHbI
COOTBETCTBOBATb NpaBuiaM B OTHOLWEHWM CTaHAapTOB 6€30MacHOCTM AEeTEN.

TpeboBaHUS K 3TUM MPUNOXKEHUSIM:

- Ony6nukoBaHHble cTaHAAPTbl. HEOOXOANMO Pa3MeCTUTb SBHbIM 3aNpeT Ha
MCNONb30BaHME NPUNTOXEHNS B CBA3WN C CEKCYallbHbIM HACUMEM Haf OETbMU U
aKcnnyaTaumen geten. Ero MoxHo onybnmkoBaTb B 06WeA0CTYNHbIX YCIOBUSAX
MCNONb30BaHMs, NPaBuIax coobLecTBa UM QPyrux npaBmnax Ans nonb3oBaTeneu.

- C60p OT3bIBOB B MPUJTIOXKEHUU. BaM HYy>XHO NOATBEPANTbL, YTO B MPUSTOXKEHUN Y
nonb3oBaTeNen eCTb BO3MOXHOCTb OTMPAaBSATb OT3bIBbl, Xanobbl 1 BONPOCHI.

- bopbba c KOHTEHTOM, NpeAcTaBNAIOWMUM HECOBEPLUEHHONIETHUX B CEKCYaNlbHOM
KOHTeKCTe. Bbl LOMXKHbI NOQTBEPANTDL, YTO NPY OBHAPYXEHMUM B MPUIOXKEHMM NOJOOHbIX
MaTepuanoB ByayT NPUHATLI Hagnexaline mepsbl (BKoYas, yganeHme Takoro KOHTEHTA)
B COOTBETCTBUN C ONYyONNKOBAHHbIMW BaMU CTaH4apPTaMMN U NPUMEHUMbIM
3aKOHOaTENbCTBOM.

« CobniopgeHne 3aKOHOB B OTHOLIEHMM 6e30nacHOCTU feTeun. Bbl JOMKHbI
NOATBEPAMUTb, YTO NPUNOXEHNE COOTBETCTBYET AENCTBYHIOLLIEMY 3aKOHOAATENLCTBY B
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OTHOLEHNN 6e30NacHOCTM AeTEN, B TOM YMCE NO3BONSET OTNPABAATb Xanobbl Ha
KOHTEHT, NPEeACTaBNASOWNA HECOBEPLIEHHONETHNX B CEKCYallbHOM KOHTEKCTE, B
HaumoHanbHbi ueHTp CLUA no npobnemam nponaswmx 6e3 BeCTV 1 NOABERIAKOLLINXCA
aKcnayaTaumm feTenm  Unm NOXOXY MECTHYIO OpraHm3aLms.

- NHPopmauma o KOHTAaKTHOM nuue No Bonpocam 6esonacHocTu geten. Google Play
MOXET MPUCbINaTbh YBEOOMIEHNS O TOM, YTO B BaLLEM MPUSTIOXKEHUM NN Ha BaLLEN
nnatopme o0bHapPyXEH KOHTEHT, CBA3aHHbIN C CEKCYanbHbIM HACWUTMEM HAA AETbMU U
akcnayaTaunen geten. B npunoxeHnm Hy>XKHO yka3aTtb, KTO bygeT nony4yaTb Takme
coobueHnsa. OTOT NpeacTaBuUTENb OOMKEH 3HATb, KaK Bbl MPOBEPSETE MaTepuanbl 1 4TO
LenaeTe B ClyyYae HapyLeHn, 1 Npu He0bXo[MMOCTN NPUHUMATb MEPbI.

Bbl MOXeTe y3HaTb 6onbliue 0 NepeYncneHHbix TPeboBaHMIX N NX COBMIOAEHNN.

HenpueMnembint KOHTEHT

Mbl cTpemmumcs K Tomy, 4tobbl B Google Play 66110 6e30nacHO 1 KOMPOPTHO BCEM
nonb3oBaTenaM. Huxe nepeymcrneHbl BUAbl KOHTEHTA, KOTOPbIN CYMTaETCa Henogobawmm
N MOXET NPUYMHUTD NOAAM Bpe[.

KOHTEHT cekcyarnbHOro XxapakTepa WU HEMPUCTOMHAasA NEKCUKa

3anpelueHo nybnnkoBaTb NPUNOXEHMS, COaepXaLlne U NpoasuratoL e matepuansi
HEMPUCTOMHOrO UK CeKCyanbHOro xapaktepa (Hanpumep, NopHorpaduio) 1 nbom
KOHTEHT MK YCNyru, NnpeaHasHavyeHHble AN CekcyanbHOoro yaosneTsopeHus. Kpome Toro,
3anpeLLeHbl MPUNOXEHUS U KOHTEHT, B KOTOPbIX, MO BCEN BUAMMOCTU, PEKITaMUPYIOTCA UK
npeanaralTCs CEeKCyasbHble YCNyrv, NpegocTaBnsemMble 3a BO3HarpaxaeHue. Takxke
HEeAoMNyCTMMbI MPUITOXEHNS, KOTOPbIE COAEPXaT UM MNPOABUralOT KOHTEHT, CBA3aHHbIN C
9KCMNNyaTaTOPCKNUM CEKCyasibHbIM NMOBEOEHMEM, U PACNPOCTPAaHAIOT MaTepuranbl
cekcyanbHOro xapaktepa 6e3 cornacus npucyTCTBYOWNX B HUX NnL. Mbl MOXeM caenatb
UCKTIOYEHNE AN COAEPXKaLEero HaroTy KOHTEHTa, eCNN OH B OCHOBHOM MMeeT
obpazoBaTesibHble, XyOOXECTBEHHbIE, [OKYMEHTAabHbIE UM HAayYHble LEeNn 1 He
npeaHa3Ha4yeH Bbi3blBaTb CEKCYaslbHOE BO36YyXaeHMe.

B npunoxeHusax ¢ katanoramm KHUr 1 GubMOB Pa3fnMyHOM TEMATUKN pa3peLlaeTcs
PacnpPOCTPaHATb KHUTM (B TOM YMCTe 3NEeKTPOHHbIE U3AaHNa U ayQUOKHUMN) 1 BULEO C
KOHTEHTOM CeKCyaJlbHOro XxapakTepa, ecniv CobnoaaloTcs cnegytowme ycnoBus:

« KHUMM 1 dUNbMbl C KOHTEHTOM CEKCYaslbHOro XxapakTepa COCTaBNSIOT Masyto OO0 OT
obLiero yncna MaTepuranos, NpeacTaB/ieHHbIX B KaTanore.

* B npunoxeHun HeT akTUBHOIO NPOABMXKEHUS GUTBMOB UM KHUT C KOHTEHTOM
ceKcyarnbHOro xapaktepa. Takvme Npon3sefeHns MOryT NosSBNATLCA B PeKOMeHAaUmMsaX Ha
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OCHOBE UCTOPUN OENCTBUI NONb30BATENS UM BO BPEMS PEKNAMHbIX aKLUN.

* B NpunoXxeHun He pacnpoCTPaHSATCA KHUTU UNU GUNbMbI, B KOTOPbIX ECTb KOHTEHT,
CO3[alolL M Yyrposy Ang AeTen, nopHorpadusa unu gpyrue Matepuanbl CEKCyanbHOro
XapaKTepa, 3amnpeLleHHbIe AeNCTBYIOLWMM 3aKOHOAaTENbCTBOM.

- MpunoxeHne 3almLLaeT HECOBEPLIEHHONETHNX, OrPaHNYMBas UM QOCTYN K KHUram u
drnbMaM C KOHTEHTOM CEKCYanbHOro XapakTepa.

Ecnu npunoxeHne COaepXnT MaTepuarnbl, KOTOpble HE OTBEYAIOT YKas3aHHbIM 30eCb
npaBunam, HO CYMTAOTCA YMECTHBIMU B ONPEAENEHHOM PErMOHE, OHO MOXET BbITb
AOCTYIMHO B 3TOM PErnOHE, HO HE B APYTUX.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLIEHUN:

 N1306pakeHus], Ha KOTOPbIX NPUCYTCTBYHOT: OOHaXXEHHbIE NOAN B CEKCYaNbHOM
KOHTEKCTe U/unu ofeTble Henogobatolle Ans NosBReHUs Ha Ny6nmKe; HEMNPUCTONHbIE
Mo3bl, MPUYEM JIIOAU, UX MPUHUMAIOLWME, MOYTU UM NOSIHOCTbIO Pa3aeTbl IMOO NX
n3o0bpaxeHne pasmbITo.

* N306paxeHus, aHnMaLnn 1 UNNOCTPALLUN, CoaepXalume cekcyanbHble CLEHbI U
BbI3blBalOLLME NO3bl UM NPEACTABNSIOWME OTAENbHbIE YAaCTN TENAa B CeKCyaslbHOM
KOHTEKCTE.

« KOHTEHT, KOTOPbIN COAEPXUT N30OPaKEHNE CEKC-UTPYLLEK U GETULIEN, ABNSETCS
PYKOBOACTBOM MO CEKCY UM CBA3aH C HE3AKOHHbIMM CEKCYaNlbHbIMU MPaKTUKaMMU.

« KOHTEHT, copgep>calyi HENPUCTOMHYIO NEKCUKY, B TOM YMCIe OCKOPBUTENbHbIE
BbIPaXEHWS, OTKPOBEHHbIE TEKCTbI 1 KNKOYEBbIE C/TIOBA, CBA3aHHbIE C CEKCOM UM TEMaMu
LNs B3pOCHbIX. [006HbIM KOHTEHT TakXe 3anpeLLeH Ha CTPaHMLax NPUIOXeHUN B
Google Play.

« KOHTEHT, ONMCbIBAOLWNN, N30B6PaXKAIOLLNN NN MOOLWPAOLLNN 300PUNMIO.

- MpunoxeHus, NPOABUraloLLME CEKCYallbHbIE Pa3BieYeHMs, SCKOPT UK gpyrue Gopmbl
CeKCyanbHbIX YCyr, KOTOPble NPefoCTaBNATCA 3a BO3HArpaxmneHue, B TOM Yncne
cepBuChI, CNOCObCTBYOLWME 3HAKOMCTBAM UM AOTOBOPEHHOCTSIM O CBUAAHUSIX, Fae
OOVH U3 YYaCTHUKOB NpefaraeT ApyroMy AeHbrun, Nogapku Unu GUHaHCOBYHO
NnoanepXKy.

« [MpuUnoXxeHus, B KOTOPbIX NHOAEN YHUXKAOT UM PAaCCMaTPUBAIOT Kak CEKCYanbHbIN
06bekT. Hanpumep, cltoga OTHOCSATCS YTBEPXKAEHMS, YTO NPUNOXKEHNE MOXET
BMPTYasnbHO pa3feBaTb NOAEN UM NoKasbiBaTb TO, YTO CKPbLITO NoA, ogexaon (gaxe B
KayecTBe WYTOK M PO3bIrpbillen).

« KOHTEHT nnu gencTems, CBA3aHHbIE C YrpOo3amMu Uin aKCnyaTaunen cekcyanbHOro
XapakTepa, Bk/toyas ¢oTocbeMKy 6e3 paspeLleHuns, 3anncb BULE0 1
doTorpadmpoBaHme CKpbITON KAMEPOW, M306paKeHNs CekCyallbHOro XxapakTepa,



CO3[aHHble 6e3 pa3peLleHns B Buae anndernka nnm ¢ NoMOLLbIO aHaNOrMYHbIX
TEXHONOMNN, @ TaKXe OCKOPOUTENbHbIE MaTepUarnbl.

ﬂ,VICKpMMI/IHaLI,MOHHbIe BblCKa3blBaHUA

3anpeLeHo nybnmMkoBaTb NPUIOXEHUS, NponaraHANPYOLME HAaCUTUE UK PasXuraroLime
HEHaBUCTb K KakMM-11MO0 NnL,aM 1 CoLlMalibHbIM Fpynnam Ha noYee PacoBOW, STHUYECKOM
NN HaLMOHaNbHOW NPUHAANEXHOCTH, BEPOUCTOBEAAHUS, MHBANWUAHOCTM, BO3PACTa,
cTaTyca BeTepaHa, CEKCYanbHOM OpUEeHTaLUK, Nona, reHaepPHOM MAEHTUYHOCTU, KacCTbl,
UMMUIPaLMOHHOrO CTaTyca 1 APYrux NPM3HAKOB, CBA3aHHbIX C CUCTEMATUYECKOM
AUCKPUMUHALMEN UMW MaprHanu3aumnen.

MpunoxeHus, copepxalwmne 0bpasoBaTenbHble, Xy[OXECTBEHHbIE, [OKYMEHTaNbHbIE U
Hay4Hble MaTepuanbl Ha TEMY HaLM3Ma, MOTyT ObiTb 3ab6NOKMPOBaHbI B HEKOTOPbIX CTPaHax
B COOTBETCTBUM C AENCTBYIOLLMM 3aKOHOLATENbCTBOM.

BoT npumepbl Hanbonee pacnpoCTpPaHEHHbIX HAPYLIEHUN:

* KOHTEHT nnu YTBEPXAEHNA, NPN3BaAHHbIE y6e,D,VITb B TOM, YTO onpepnesieHHaqa rpynna
J'II-O,D,el‘/'I AKOObI HenoJIHOUEeHHa, HEHOPMaJibHa UJTN 3aCllyXkKMBa€T HEHABUCTMU.

« MNpunoxeHus, cogepxalme GUCKPUMMHALMOHHbIE 3aBNEHUS, CTEPEOTUMbI NN TEOPUN
O TOM, YTO ONPEAENEeHHOM rpynne naen aKkobbl NPUCYLLM HEraTUBHbIE XapaKTEPUCTUKM
(Hanpumep, XagHOCTb UM BE3HPaBCTBEHHOCTDL). MPUNOXEHNS, B KOTOPbIX IBHO WA
HEABHO YTBEPXKAAETCH, YTO HEKAs rpynna ftogen npeacraBnaeT cobon yrposy.

- MaTepuanbl unu BbiCkasblBaHWs, CO34aHHbIE A1 TOro, YTobbl ybeanTb gpyrux B TOM, 4TO
nogen MoXXHO HEHaBUAETb UM NOJBEPraTh AUCKPUMMHALMM HA OCHOBaHWM
NPUHAZNEXHOCTM K ONpepenieHHon rpynne.

« MaTepwuanbl, KOTOpble NPOABUralOT NOBEAEHME, aTPUBYTUKY, dnaryu, CUMBOSbI MU 3HAKW
OTNINYKS, CBA3AHHbIE C Fpynnamu, NponaraHaMpyoWwWMMmM HEHaBUCTb.

Hacunue

3anpeLeHo nNybnmMKkoBaTb NPUIOXEHMS, KOTOPbIE M306paXatoT onacHble LENCTBUS UNN
HeonpaBpaHHOEe Hacune, a Takxke cnocobCTBYOT UM. MNpUnoXeHus, n3obpaxatowne
BbIMbILSIEHHOE HAaCUIMe B KOHTEKCTE Urpbl, Kak NpaBuio, pa3peLleHbl. Hanpumep, B urpax
06 oxoTe nnu pbibanke, a TakXe NOCTPOEHHbIX HA CIOXeTax MyNbTGUNbMOB.

BoT npumepbl Hanbonee pacnpoCcTpPaHEHHbIX HAPYLIEHUN:

« PeannctmyHble n3obpaxeHus Unnm NnogpobHbie ONMCaHUs HAaCUTbCTBEHHbIX AEUCTBUI MO
OTHOLUEHMIO K YENOBEKY UM XXUBOTHOMY.



- [MpunoxeHus, nponaraHgupyowmne camoyburmcTeo, npuyunHeHmne cebe Bpeaa,
HapyLleHMe NULEBOro NOBEAEHMS, UTPbl C acOUKCUEN N Apyrue fLeNCTBUS, KOTOpble
MOTYT NPUBECTU K CEPbE3HBIM TPABMaM U CMEPTH.

HacunbCTBEHHbBIN 3KCTPEMM3M

Mbl He NO3BONSEM TEPPOPUCTUYECKUM MU OPYTMM ONACHbIM OPraHN3aumnam Unm
ABWXEHMSM, KOTOPbIE B3NN Ha Ce65 OTBETCTBEHHOCTb 3@ akTbl HACWUIIVS B OTHOLWEHUN
rPaXpaHCKMX NNLL, Y4aCTBOBANN B HUX UIIM TOTOBUIIUCH K HUM, Ny6NMKOBaTb NPUNOXEHMS B
Google Play onga niobbix uenewn, Bknovas BepboBKy.

3anpeu.|,eHb| NPUNOXEHNSA, B KOTOPbIX COOEPXKNTCA KOHTEHT, CBSI3aHHbIN C HACUNbCTBEHHbIM
AKCTPEMM3MOM, a TaKXe MaTepmalibl, Kacarowmecd niiaHnpoBaHnd, NOAroOTOBKU UJTA
noowpeHna Hacunnma B OTHOWEHUN TpaXXKOaHCKUX ML, HanpuMep nponaraHgmnpyrouwmne
TEPPOPUCTUYECKYIO OEATENIbBHOCTb, NPU3biBakOWMe K HaCUIMMO 1 npocnasndrowme
TepPaKThbl. Ecnu Takon KOHTEHT COoOEepPXnNTCyd B Ballnx o6pasoBaTeanb|x, OOKYMEHTAallbHbIX,
HaYy4HbIX NN Xy 0XECTBEHHbIX MaTepuManax, conpoBognTe ero HeO6XO,D,VIMbIMVI
NOACHEHUNAMMN.

Tparnyeckmne cobbiTns

3anpelaeTca nyb6nmMkoBaTb NPUIOXEHMUS, KOTOPbIE CNEKYNNPYIOT Ha CODbITUSIX,
TpebyoWwmnx OeNMKaTHOro OTHOLEHUS 1 UMEKLMX CYLLEeCTBEHHOE COLMaNbHOE,
KyNnbTYpHOE UK NONNTUYECKOE BUSHNE (rpaXaaHCKue YpesBbluyalHble CUTyaLmu,
NPUPOAHbIE KaTakM3Mbl, Ype3BblYaHbIE CUTYaL MK B chepe 34 paBOOXPaHEHNS,
KOHONNKTLI, CMEPTU N ApYyrue Tparnyeckne coobbiTus), UK BblpaXkaloT KpanHee
npeHebpexeHne nmu. MpunoxeHus, cogepalime matepuasnbsl 0 cobbITUK, TPeByOLWEM
AENNKATHOrO OTHOLLEHUS, MOTYT BblTb Ppa3pelLeHbl. OTO KacaeTcs ClyYyaeB, Korga KOHTEHT
nMeeT 00pa3oBaTENbHYO, [OKYMEHTaNbHYIO, HAYYHYIO UM XYA0XECTBEHHYIO LLEHHOCTb
Nn60 cosaaH, YTobbl NpepynpPeauTb UK NPOMHGOPMUPOBATL NoSb3oBaTeNnen 06 3Tom
cobbITUM.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

« BecTakTHOCTb NO OTHOLEHUIO K CMEPTU PeasnibHOro YenoBeka Unun rpynmnbl No4en,
HACTYNMBLUEN B PE3YNbTATE €CTECTBEHHbIX MPUYMH, CAMOYOMINCTBA, NEPELO3NPOBKU
nT. o

« OTpuLaHMe N3BECTHOrO Tparnyeckoro cobbiTns, NOATBEPXKAEHHOIO [OKYMEHTANbHO.

« 3BneyeHme BbIroabl 3 COOLITUS, TPEDYIOWEro ENNKATHOrO OTHOWEHMS, 6e3 oka3aHus
SBHOM NMOMOLLM NOCTPaAABLLMM.



3pgeBaTenbCcTBa U yrpo3bl

3anpeleHo nybnmMkoBaTb NPUIOXEHUS], COAEPXaLLMe Yrpo3bl, N3AeBaTeNbCTBA U
LOMOraTenbCTBa, a TakXXe CNOCOOCTBYIOLWMNE COBEPLLUEHMIO TaKNX OENCTBUN.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

* N3peBaTtenbCcTBa Haf XepTBaMu MeXOYHapOOHbIX UK PENNTNO3HbIX KOHCI)J'II/IKTOB.

- MaTtepwuanbl, HanpaBfiEHHbIE HA 3KCMNyaTaumMio OPYrmx Ntogen, Hanpumep Ha
BbIMOraTeNIbCTBO MW LWaHTaX.

- PasmelleHre MaTepranos C Lenbio Ny6InMYHO KOro-TO YHU3UTb.

- Hanagku Ha nuu, NoCTpagaBlmX B pedynbraTte TParnyeckoro CobbiTUS, Unn Ha nx
POLCTBEHHUKOB U ApYy3eNn.

OnacHble ToBapbI

3anpelyaeTca nybnmkoBaTb NPUNOXEHMUS, C MOMOLLbIO KOTOPbIX MOXHO NPUOBpecTu
B3pbIBYATbIE BELLECTBA, OFHECTPENIbHOE OPYXME, NAaTPOHbI, @ TAaKXKE HEKOTOPbIE AeTanu
L1991 OTHECTPENIbHOIo OPYXMKS.

- 3anpeLieHbl geTanu 1 npucnocobneHns, KOTopbie NO3BONAIT UMUTUPOBATD
aBTOMaTUYECKUI OrOHb UM NPEeAHa3HauYeHbl 45 Nepenenkm opyxms B
aBTOMaTUYECKOE, B TOM YMCIe MOABUXKHbIE NTOXM, aBTOMATMYECKME CMYCKOBbIE
yCTPOWMCTBA, Habopbl A9 NepeobopynoBaHNS OPYXNS, a TaKKe MarasuHbl U NIEHTHI,
copepxaune 6onee 30 NaTpOHOB.

3anpeLeHo nybnmMKkoBaTb NPUIOXEHUS, COAepPXKaLlMe MHCTPYKLUN MO NPOU3BOACTBY
B3PbIBYATbIX BEWECTB, OTHECTPENbHOIO N APYroro OpyXus, NaTPOHOB, a TakXe
3anpeLleHHbIX geTanen ans orHeCcTPenbHOro opyXus. 9To OTHOCUTCS B TOM YMCHE K
NHCTPYKLUMSM NO UMUTALLMN aBTOMATUYECKOrO OTHSl UMW Nepeaenke OrHecTPenbHOro
OpYXns B aBTOMaTUYECKOE.

MapunxyaHa

3anpelyeHo nybnnkoBaTb NPUIOXEHMS, C MOMOLLbIO KOTOPbLIX MOXHO NpUobpecTu
MapuxyaHy unv npoaykTbl ¢ Hel (HE3aBMCUMO OT TOrO, HACKOMbKO Takme NOKYMKu
3aKOHHbI).

BoT npumepbl Hanbonee pacnpoCcTpPaHEHHbIX HAPYLIEHUN:

« MpunoxeHus, B KOTOPbIX NOIb3OBATENM MOTYT 3aKa3aTb MapuxyaHy C MOMOLLbIO
BCTPOEHHOMW KOP3UHbI.

° CepBI/ICbI, KOTOpPblE€ NOMOratoT NoJib30BaTEJIIM OPraHnM30BaTb AOCTaBKYy MapuxXyaHbl.



- CepBMuCbl, KOTOPbIE 0ONEryatoT NPUOBPETEHNE NPOAYKTOB, COAEPXKALLMX
TeTparngpokaHHabuHoON, B TOM YNCNe Macesn Ha OCHOBE KaHHabuguona.

TabayHble n3genua 1 ankorornb

3anpelyeHo nybnnkoBaTb NPUMIOXEHMS, C MOMOLLbIO KOTOPbLIX MOXHO NMOKynaTb TabayHble
N3OENUs N CofepXallime HUKOTUH TOBapbl, B TOM YMCIIE SNEKTPOHHbIE CUrapeThl, BEMMbI U
cocaTesnibHbIM Tabak, a Takxke NPUIOXKEHUS, NOOLWPSOLME HE3AKOHHOE MM HeQOMNYyCTUMOE
notpebneHue ankorons, Tabaka UM HUKOTUHA.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLIEHUN:

- 3anpelaeTcs N306paxaTtb TO, Kak HECOBEPLIEHHONIETHNE YNOTPEBNAIOT UK
NpMoBpPeTatoT aNIKOrofbHbIE HAMUTKM W TabauHble U3genus. Takxe He paspeLleHo
NOOLPATL MX NPOJAXY AETAM M NOBYyXAaTb HECOBEPLUEHHONETHMX NOTPEBNATL Takme
NPOAYKTbI.

- HeponycTtumbl MmaTepuransl, NOgpa3ymMeBatoLLme, YTo ynoTpebneHme Tabaka MoxeT
MOBbLICUTb MHTENIEKT, CTATYC B OBLWECTBE UK yNyUWnTb NPOdECCUOHaNbHOe
NMONOXEHWNE, CEKCYanbHYIO XU3Hb U pU3NYECKYIO GOPMY.

- He paspeluaeTcs co3naBaTh NONoXMUTESbHbIN 06pas3 Ype3MepHOro ynoTpebneHns
ankorons, B TOM UKCne 3anoes Y COPEBHOBAHMIN MO PaCMUTMIO CIMPTHBIX HAMUTKOB.

- 3anpelaeTcs peknaMmpoBaTh, NPOABUraTh N IBHO LEMOHCTPUPOBATL TabayHble
n3genns. 9To TakXXe OTHOCUTCSA K CBA3AHHbBIM C HUMK BaHHepaM, KaTerop1siM TOBapoB U
CCbINIKaM Ha cauThbl, rge npogaeTcsa Tabak.

« Mbl MOXEM Pa3pPELINTb OrPaHNYEHHYIO MPOAaXxy TabauHblX U3AENUIA B NMPUIIOXEHUAX ONg
[0O0CTaBKW efbl/MPOAYKTOB B HEKOTOPbIX PErMOHAaxX NP YyCNoBMUM COBNIOAEHMS 3aLUTHbIX
Mep No NpoBepke Bo3pacTa (Hanpumep, NPOBEPKM YAOCTOBEPEHUS NINYHOCTU NP
JOCTaBKe).

« Mbl MOXEM paspeLmnTb NPoaaxy TOBapOB, pekiiaMMpyeMmblx B Ka4eCTBE NOMOLLM s
n3baBneHnst 0T HUKOTUHOBOW 3aBUCKMMOCTW, NPU YCIIOBUN COBMIOAEHNS 3aLLUTHBIX MEp
no npoBepke Bo3pacTa.

(DYHKLWII/I M KOHTEHT C OorpaHn4yeHnsamMm rno Bo3pacTty

YT106bI 3alMLLEaTb AETEN M OrpaXkaaTb UX OT MOTEHLMANbHO BPEAOHOCHOIO KOHTEHTA,
Pa3pPaboTUYMKN OMUCAHHBIX HUXE NMPUNOXEHUA OOMKHbI MCNONb30BaTh CreLnanbHble

NHCTRYMEHTbI 1 dyHKunKn Play Console aas peannsaumnm BO3paCTHbIX OFrpaHUYEHN.

1. MpuUnoxeHns, KOTOpPble NO3BONAIOT Y4aCTBOBATb B a3aPTHbIX UIPaX, a TakKXKe Urpax u1
COPEBHOBAHWUAX Ha PEabHble AEHbIN.



https://support.google.com/googleplay/android-developer/answer/9867159
https://support.google.com/googleplay/android-developer/answer/9867159
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032

2. MNpunnoxeHusi, OCHOBHAas PYHKLUS KOTOPbIX — 3HAKOMCTBA 1 NoA60p POMaHTUYECKNX

napTHepoB. MNpunoxeHus, rae 3To NoboYHas PyHKLMS, He 0693aHbl 6NIOKMPOBATb
L0OCTYN HECOBEPLIEHHONETHMM, €CNY NPEAYyCMOTPEHbI LONYCTMMbIE CNOCOObI NPOBEPKM
BO3pacTa, NO3BONAIOWME 3aKPbITb HECOBEPLIEHHONETHUM NOJIb30BATENSIM [OCTYM K
byHKLMSM ons 3HAKOMCTB M nogbopa pOMaHTUYECKUX NAapTHEPOB.

durHaHcoBblE YCnyrn

3anpelyeHo nybnnkoBaTb NPUIOXEHWS, MPEQOCTaBNSAIOLWME NONb30BATENAM AOCTYN K
BBOZALWMNM B 3abnyxgeHne nnn BpeoHOCHbIM GUHAHCOBLIM MPOAYKTaM U YCryram.

®OUHAHCOBLIMU CUMTAKOTCA BCE NPOAYKTbI U YCNYri, CBA3aHHbIE C yNpPaB/ieHNEM
dUHAHCaMW, UHBECTULMSMU 1 KPUMNTOBANOTaMK, B TOM YMCTE NepCOHanbHble
KOHCYmNbTaLUN.

Ecnuv Bawe npunoxeHune npegnaraet unn peknammpyet GUHaAHCOBbLIE MPOAYKTbI U YCNyry,
OHO JO/MKHO COOTBETCTBOBATb TPEHOBAHNAM rOCy[apCTBEHHOIO U MYHULMNAIbHOIO
3aKOHOLaTENbCTBA BO BCEX CTPAHaX U PernoHax, Ans KOTOpbIX OHO NpefHa3HayYeHo, —
Hanpumep, cogepxaTb MHGOPMaLMIO, 0COHO OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

Pa3paboTumkaM NpunoXeHnin, B KOTOPbIX €CTb GUHAHCOBbIE PYHKLMM, HYXXHO 3aMOfHNTb
cneuunanbHyto geknapaumio B Play Console.

BuvHapHble onymoHbI

3anpeu.|,eHo I'Iy6J'II/IKOBaTb NPUNOXEHNA, NO3BONAOWMNE MONb30BaTENAM TOProBaTb
6VIHaprIMVI ornunoHamu.

KpeouTbl

CornacHo HawuM npasunam, K NoTpebuTenbCKM KpeamnTaM OTHOCATCS 3aMbl,
€4VHOBPEMEHHO BbliaBaeMble GpU3NYECKMM NTMLOM WS OpraHM3aumnen oTaenbHOMy
KIIMEHTY He Ana NPUoBpeTeHMs OCHOBHbIX CPEACTB MK OnnaTbl 06pa3oBaHus. YTobbl
noTpebuTenn Mornm NPUHATL B3BELLEHHOE peLleHne, HeobxoaMMo NPEfOCTaBUTb UM
CBEEeHNS O KaueCTBe, XapaKTepUCTUKax, KOMUCCUM, rpadurKax NoraweHus, puckax un
NpeuMyLLecTBax KpeanTHbIX MPeaoXeHUN.

« MpuMepsbl: noTpebutenbckme KpeanTbl, KpeauTbl 4O 3apnaThl, 3aUMbl MEXAY
dM3MYeCKMMUN NTMLAMK, KPeguTbl MOA, 3a510r aBTOMObUNS.

+ B 3Ty KaTeropuio He BXOAAT: UMoTeka, KPeamTbl Ha NOKYMNKy aBTOMO6uNen n KpeguTHbie
NINHWK, B TOM YMCNEe KapTbl U NEPCOHaNbHbIE KPEAUTHbIE CYETa.


https://support.google.com/googleplay/android-developer/answer/16838200
https://support.google.com/googleplay/android-developer/answer/16838200
https://play.google.com/console/app/app-content/financial-features

Ecnu Bbl npegnaraete notTpebutensckne KpeauTbl, B TOM YACHE BblAaeTe UX HaNpsiMyto,
3aHMMaeTeCh NPMBEYEHNEM NOTEHLMANBHBIX KIIMEHTOB UM NOMOraeTe NoTpebutensam
CBSI3bIBATbCA CO CTOPOHHMMM KpeamnTopamu, Bbibepute B Play Console kateroputo
"®UHaHCBI" ONnsg NPUNOXeHUs 1 0693aTeNbHO yKaXnTe cnegyoLlyio MHGopMaLmio B ero
MeTagaHHbIX:

* MUHUMAanNbHbIN U MaKCUMaSbHbIN nepumon noraweHna gonra;

« MakCUMasbHYyO roqoBY0 NPOLEHTHYIO CTaBKy, B KOTOPYIO 06bIYHO BXOAUT CTaBKa Mo
Kpegpu Ty, a Tak)ke KOMUCCUM 1 NPOYME pacxonbl 3a rod, Unn OPYryro aHanornyHyto
CTaBKy, OTBeYaloLyo TpeboBaHNAM MECTHOIO 3aKOHOA,aTENbCTBa;

* MOKa3aTeNbHbIY NPMMeEp pacyeTa obLien CTOMMOCTHM 3a1Ma, BKIHOUYash OCHOBHYIO CYMMY
[0Mra n BCe [ENCTBYIOWNE KOMUCCUN;

* NONUTUKY KOHOUAEHLNANBHOCTH, B KOTOPOM NOAPOBHO ONMCAaHO, Kak U ANs Yero
NPUNOXeHne cobrpaeT 1 UCMONb3yeT NINYHbIE U KOHPUOEHLMANbHbIE NONb30BATENbCKNE
L aHHble, @ TaKXXe NnoslyyaeT 1 NPegocTaBnseT K HUM AOCTYN B COOTBETCTBUM C
OrpaHNYeHNIMHN, yKa3aHHbIMU B 3TOM MpaBune.

3anpelyeHo nybnnkoBaTb NPUIOXEHWS, Npepnaraolwme noTpebuTenbCckne KpeguTol,
KOTOpble HEOBXOAMMO NOIHOCTbLIO MOracuTb B TeYeHne 60 fHeN nocne Bblgayuv unm
paHbLLe (KPaTKOCPOUHbIE NOTPEBUTENBCKME KPEANTDI).

3anMbl B cyeT 3apaboTHOM NnaTbl

K 3aiMaM B cyeT 3apaboTHOW NnaTbl OTHOCATCA PUHAHCOBBIE YCYTW, C MOMOLLbIO KOTOPbIX
bur3MYecKoe NMLO MOXET MOMYYUTb YacTb 3apaboTaHHbIX MM (HO eLLé He BbiMnadveHHbIX
paboTtonaTtenem) cpeacTs. 3ariMbl TAKOrO TUMNAa UMEIOT Cheayowmne oTamumna ot
KNlaCCUYECKNX KpepuToB:

« MexaHu3M noralueHus. 3aM BO3BpaLlaeTcs aBTOMaTUYECKN: CyMMa BblUMTAETCa U3
3apaboTHOM NnaTbl UM BbINSTAYMBAETCA YEPES aBTOMNNATEX, MOAKTHOUYEHHbIN K
6aHKOBCKOMY CUeTy nonb3osaTtend. [Npu HeycrnewHoM aBTonaTexe AoNoNHUTENbHbIE
MPOLIEHTbI, MEHW MU KOMUCCUU HE B3UMAKOTCS.

« OrpaHuyeHne Ha OCHOBE J0x0[a. MakcumManbHO JOCTYMHbIN 3aM CTPOro OrpaHnYeH
CYMMOW, y>e 3apaboTaHHOWN NONb30BaTeNIEM B TEYEHME TEKYLLEro NIaTeXHoOro nepnoaa,
NMO3TOMY HE MOXET BblgaBaTbCs B CYET OyAyLLMX LOXOLOB.

« CTpykTypa komuccui. K 3amam B cyeT 3apaboTHOM nnaTtbl HE MPUMEHSIOTCS
NPOLEHTHbIE CTaBKW. 3a MCMOMb30BaHME TakKNX YCNYr CEPBUC B3UMAET HEOOSbLLYIO
KOMUCCUIO: PUKCUPOBAHHYIO UM B BUAE MPOLEHTHOM JONN OT TPaH3aKLUN.
O60CHOBaAHHOW CUMTAETCH MMHMMalbHag 1 MPO3payYHas KOMUCCUS, OTpaXatoL,as
peanbHy CTOMMOCTb NPefoCTaBlIeHNs YCNYTK U He 0bpeMeHsoLLas NonbL3oBaTens.



Hanpumep, kommnccust MoxeT cocTasnsaTb 1-5 gonnapos CLA 3a TpaH3akuuio unn 1-5 %
OT BblaHHOro 3amma.

« OTCcyTCTBME 3annCen B KpeguTHOU nctopum. OBbbIMHO CEPBUCHI, NPeanaraoLwme 3ammMbl B
cueT 3apaboTHOM NnaTbl, HE NePenaloT CBEAEHMS O TPaH3aKLUMaX B KpeguTHbIe 61opo,
NO3TOMY YCNyr1 TAKOro TUMa He BAMSIOT Ha KPEQUTHbIV PEUTUHT U HE CNOCOBCTBYIOT
POCTY [OITOCPOYHbIX [ONTOB NOMb30BATENS.

Ecnu Bbl NpepnaraeTe 3arMbl B CYET 3apabOTHOW NnaTbl, B TOM YMNChE BblgaeTe 1x
HanpaAMyto, 3aHMMaEeTECH MPUBNEYEHNEM NOTEHLMASBbHBIX KIIMEHTOB UM NOMOraeTe
noTpebuTensam CBA3bIBaTbCS CO CTOPOHHUMU KpepumTopamu, Boibepute B Play Console
KaTeroputo "®uUHaHChI" 4N NPUNOXEHUS U 06S3aTENbHO YKaXNTE CNEeQyoLLyo
NHPOPMaALMIO B €r0 MeTadaHHbIX:

* yCnoBug noraweHuna gonra,;

* BCE KOMMCCUM, B TOM YMCIIE 3a MCMONb30BaHNE YCNYrK, 3a TPaH3akL MK, a Takxe nobble
Lpyrue, OENCTBYIOWME NPU Bblgaye 3a1Ma;

* MOKa3aTeNbHbIN NPUMeEpP pacyeTa o0bwen CTOMMOCTI 3alUMa, BKITOYast BCE KOMUCCUM;

* MONUTUKY KOHOUOEHUNANBHOCTM, B KOTOPOW NOAPOOHO ONNCAHO, KaK U AN YEro
npunoXxeHne cobnpaeT 1 NCNONb3yeT NINYHbIE N KOHPUAEHLMANbHbIE NONb30BaTENIbCKNE
L,aHHble, a TaKXe Nony4YaeT U NPefoCTaBNsSeT K HUM AOCTYN B COOTBETCTBMM C
OrpaHMYEHNIMN, YKa3aHHbIMM B 3TOM MpaBuse.

Obuwume TpeboBaHUs

MpunoxeHnam ana nonyyeHus NnoTpebuTenbCKnx KpeguToBs; NPUNoXeHnam (Hanpumep,
arperaTopam 3asiBOK M NOCPEAHMNKAM), KOTOPble B OCHOBHOM MOMOratoT NOy4YnTb AOCTYM K
TakMM KpepuTaM Unuv KPeANTHbIM IMHMSAM; BCNIOMOraTeNlbHbIM KPEANTHBIM MPUIOXKEHUSM
(KanbkynsTopaM, CNpaBoOYHUKAM U T. f4.); NPUNOXEHNSM N5 3alMMOB B CYET 3apaboTHOM
nnaTbl (EWA) 3anpelueH goctyn K KOHPuaeHUnanbHbIM AaHHbIM, TakKUM Kak dpoTorpadum n
KOHTaKTbl. 3anpeLLaeTcs NCNosb3oBaTh Clegyowme paspeLleHns:

» READ_EXTERNAL_STORAGE;

« READ_MEDIA_IMAGES;

* READ_CONTACTS;

« ACCESS_FINE_LOCATION;

« READ_PHONE_NUMBERS;

* READ_MEDIA_VIDEO;

* QUERY_ALL_PACKAGES;

« WRITE_EXTERNAL_STORAGE.



K npunoxeHuaMm, B KOTOPbIX NCNONb3yeTcs KoHPUaeHumanbHasg nHpopmauus unu APl c
LOCTYMNOM K HEW, MPUMEHSIOTCS OOMNONHUTENbHbIE TPEOOBAHNSA 1 OrpaHNYEHUs. Y3HaTb
60bLIe MOXHO B NpaBMiax MCNONb30BaHUA PA3PRELIEHNN.

Y Hac gomkHa 6bITb BO3MOXHOCTb YCTAaHOBUTb CBA3b MEX[Y BallMM aKKayHTOM
pa3paboTunka U BCEMU NPEAOCTaBNEHHbIMU BaMU NIULEH3UAMU N OKYMEHTAMMU,
NOATBEPXAAOWNMI, YTO Bbl MOXETE NPEAoCTaBNaTh PUHaHCOBbIE NPOAYKTbl. Mbl Takxe
MOXXEM 3aMnpPOCUTb OOMNONHUTENbHbIE CBEAEHUS U OOKYMEHTbI, YTOObl yOEeaAnTbCS, YTO
Ball aKKayHT COOTBETCTBYET AENCTBYIOLWEMY MECTHOMY 3aKOHOAATENLCTBY.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLIEHUN:

MpunoxeHns ana NonyyYeHns NoTPebuTEeNbCKNX KPeQUTOB C TAPreTUHIOM Ha YKa3aHHbIe
HWXKE CTPaHbl JOJDKHbI OTBEYaTb AOMONHUTENbHBIM TpeboBaHMAM. Kpome Toro, unx
pa3paboTumkn JomkHbl 3anonHuTb B Play Console neknapaumio GUHaAHCOBbBIX GyHKLIUN U

OTNPaBUTb HaM YKa3aHHbIE B HEWN [OKYMEHTbI. 119 NPUNOXEHWI, BblGAOLWMNX 3aIMbl B CYET
3apaboTHOWM NNaTbl, 3TN TPEOOBAHNS AENCTBYIOT B TOM MEPE, B KAKOUW 3TO NPEAYCMOTPEHO
3aKOHO[aTENbCTBOM COOTBETCTBYHOLWMX topucankumm. Mo 3anpocy Google Play Bbl
00643aHbl NPEAOCTaBUTb AOMONTHUTENbHbIE CBEAEHNS UNN OOKYMEHTbI, NOATBEPXAAoLWMe
COOTBETCTBME AENCTBYIOLWMM HOPMATUBHBIM N NINLEH3MOHHbBIM TPEBOBAHUSAM.

1. CLLA

a. B CLUA 3anpeLieHbl NpUnoXeHus, npeanaratoLme noTpebutenbckmne KpeanTbl ¢
rogoBOW NPOLIEHTHOM cTaBkoW oT 36 %. MNybnukyembie B CLUA npunoxeHus,
npepnararoLmne NnoTpedbunTenbckme KPeanTbl, [OMKHbI COAepXaTb MHGOPMaLMIO O
MaKCMMaslbHOM rOAOBOM MPOLEHTHOM CTaBKE, PaCCYMTAHHOM B COOTBETCTBUM C
3akoHOM "O cnpaeennueoM kpeautoaHum™ (TILA).

b. 3TK NnpaBuna OTHOCATCA K NPUNOXEHMSIM, KOTOPbIE MPefiaraloT KPeanTbl Hanpamyio,
ULWLYT NOTEHLUMNANbHbIX KIIMEHTOB UM NOMOratoT NOTPeObUTENSM CBA3bIBATLCS CO
CTOPOHHUMW KPEQMUTOPAMMU.

2. UHpusa

a. Ona nybnukaumm B Google Play Ha npoBepKy MOXHO OTNPaBAsSTb TONbKO
NPUNOXEHNS ONs NOyYeHUss NOTPEOUTENBCKUX KPEANTOB, AN KOTOPbIX
npepocTaBeHa NMULEH3MNS U KOTOPbIe BXOAAT B CMUCOK "T1puUnoxeHusa ons
LMPPOBOro KPEANTOBAHNSA OT PETYNIMPYEMbIX OpraHM3aunin®, onybnmnmkoBaHHbIN
PesepBHbIM 6aHKOM VHAMW. IHCTPYKL MKW Bbl HAMAETe B 9TOW cTaTbe CnpaBoYyHOro
LieHTpa.

b. Ecnu Bbl HE yyacTBYeTE B KPEOMTOBAHMM HANPSMYHO U TONbKO NpefocTaBnseTe
nnaTtpopmy, KoTopas COLENCTBYET BblAaye KPeauTOB NOb30BATENSM CO CTOPOHDI
3apPErnCTPUPOBaHHbIX HEGAHKOBCKMX PUHAHCOBbLIX opraHmsaumm (HEPO) nnu
6aHKOB, Bbl fLOMMKHbI TOYHO OTPA3MUTb 3TO B AeKIapaLumu.


https://support.google.com/googleplay/android-developer/answer/9888170
https://play.google.com/console/app/app-content/finance-declaration
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://support.google.com/googleplay/android-developer/answer/16604194
https://support.google.com/googleplay/android-developer/answer/16604194

i. HasBaHus Bcex 3apernctpmpoBaHHbix HEPO 1 6aHKOB HYXHO B SBHOM BUAe
nepeyncnuTb B ONUCAHNU NPUNOXEHNS.

3. NHpoHe3una

a. Ecnu Balle npmnoxeHne CBA3aHO C Oka3aHWeM ycnyr LMppoBOro KpeoutoBaHus B
cootBeTcTBUM C MonoxeHnem OJK N2 77/POJK.01/2016 (B pencTeytowen pegakumm),
Bbl 0093aHbl NPefOCTaBUTb HaM AN MPOBEPKM KOMUIO AENCTBYIOWEN NTULEH3NN.

4. ®UNUNMNUHbLbI

a. Bce ¢vmHaHcoBbIE N KpeaUTHbIE KOMMaHUK, NPeanaratwmne KpeamTbl Yepes
nnaTdOpPMbl OHNANH-KPEANTOBAHMS, AOMKHbI MONYYUTb PErMCTPALMOHHbIN HOMEP
SEC (SEC Registration Number) 1 Homep cBMaeTenbCTBa O NpaBe Ha OCYLEeCTBIIEHNE
neatenbHocTu (Certificate of Authority Number) ot Komuccum GununnmH no LeHHbIM
bymaram 1 6upxam (PSEC).

i. B onncaHum npunoxeHuns Takke HeobXoaMMo yka3aTb Ha3BaHWE KOMMaHuu/
Koprnopauuu, permctpaunoHHbin Homep PSEC n Homep cBmnaeTensCcTBa O NpaBe Ha
OCYLLECTBNEHNE OEATENBHOCTU GMHAHCOBOU UMW KPEANUTHOM OpPraHn3aLmm
(Certificate of Authority to Operate a Financing/Lending Company).

b. MpunoxeHus, npegnaratowmne ycnyrn KpayapaHanHroBoro KpeanuToBaHus, HanpuMep
P2P-kpeaouToBaHue, Unn 3aHUMatoWwmnecs gpyron nogobHoN 0eaTenbHOCTbIO,
yKazaHHoOM B dununnuHckunx MonoxeHusx o kpayadpaHamHre (CF Rules), pomxkHb
obpabaTbiBaTb TPAH3aKL MM Yepes KpayadaHaNHIoBbIX MOCPELHMKOB,
3aperncTpmpoBaHHbix Kommnccren GnamnnuH no LeHHbiM bymaram 1 bupxam.

5. Hurepus

a. Unoposblie kpeguTtopsl (LK) 0onHbI NPONTN perncTpaunto CornacHo npoueaype
LIMITED INTERIM REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR
DIGITAL LENDING o6pa3sua 2022 roga (B AencTBylOLWEN pepakumm), KoTopas
yTBepxaeHa PenepanbHON aHTUMOHOMONBbHOW KOMUCCUEN MO 3aLimMTe NpaB
notpebutenen (FCCPC) Hurepun, 1 npuaepXmBaTbCs ykasaHHbIX B opme
nonoxeHuu. Takxke He06xogMMO NONy4YnTb BeprubULMpyemMoe NMCbMO-
nogreepxaeHne ot FCCPC.

b. Arperatopbl KpeAUTHbIX NPEANTOXEHNN 06s3aHbl NPEROCTaBAATb fOKYMEHTbI,
NOATBEPXAatoLWMe NpaBo OKasblBaTb YCNYrn LMdpPOBOro KPeaNTOBaHMUS, a Takxke
KOHTaKTHY0 MHPopmMaLmio Bcex LIK, ¢ KOTopbiIM1 OHM COTPYAHUYAIOT.

6. KeHua

a. Unoposble kpegutopsl (LK) gonxHbl nponTn npoueaypy pernctpauun LK n
Nony4YnTb NnueH3no oT LleHTpanbHoro 6aHka KeHumn (CBK). BmecTe ¢ geknapaumuen
BaM HEOOXOAMMO NPefoCTaBUTb KOMUIO CBOEN NnueH3nm ot CBK.



b. Ecnu Bbl He yyacTByeTe B KPEAUTOBAHUN HAaNPSMYLO U TONbKO NpefocTaBnseTe
nnat$opMy, KOTOpasi CORENCTBYET Bblfaye KpeguToB NONb30BaTENSM CO CTOPOHbI
3aperncTpmpoBaHHbix LK, Bbl OMKHbI TOYHO OTPa3UTb 3TO B AeKIapaunm 1
NPeROoCTaBUTb KONUWU NULEH3UN, BbiAaHHbIX CBK Balwinm napTHepam.

c. Cenyac Mbl NPUHMMaEM feKnapaunm n TMLEH3MM TONbKO OT NNL, KOTOpPbIe
nepeyncneHbl B Peectpe umodposbix kpeantopos (Directory of Digital Credit
Providers), onybnnkosaHHOM Ha oduumnanbHom cante CBK.

7. MakucTaH

a. Kaxpas HebaHkoBcKasi KpeauTHas opraHmsauma (HBPO) moxeT onybnmkoBaTb
TONbKO OfHO NPUNoXxeHne ona LndpoBOro kKpegmToBaHusa. Ecnm Bol nonbiTaeTechb
PA3MECTUTb HECKOJTbKO TaKNX NPUOXEHWN, Ball akkayHT pa3paboTumka n Bce
CBSI3aHHbI€ aKKayHTbl MOTYT ObITb 3a0N0OKMPOBAHbI.

b. YTo6bI OKa3bIBaTb yCnyru LMdpPoBOro KpeanToBaHus B NaknctaHe unm nomMoratb B UX
MONyYEeHUN, HYXXHO OTNPAaBUTb BbligaHHoe Komunccumen no LeHHbIM bymaram n bupxam
MakuncTaHa (SECP) cBMaeTenbCcTBO, NOATBEPXAAIOLWEE NPABO Ha TaKyto
neaTenbHocTb. Kpome Toro, 3anpeLeHo nybnmMkoBaTb NPUNOXEHNS, B KOTOPbIX
npepnaraTcs KpaTKOCPOUHbIE NOTPEOUTENBCKNE KPEAUTLI, OAHAKO B PEAKNX
Cnyyasix Mbl MOXEM [enaTb UCKITIOUYEHUS Ha TeppuTopum MaknctaHa B COOTBETCTBUN
C AEeNCTBYIOLWMM 3aKOHOA,ATENIbCTBOM.

8. TaunaHp,

a. PazpaboTumkam NpunoxeHnn, NpeanaraoLwmx noTpednuTenbckme KpeanTbl B
TannaHge C NPOLEHTHOM CTaBkou 15 % W1 BbllE, HYXXHO MONYyYnUTb NMLEH3MIO OT baHka
TavnaHpa unu MunucTtepcTea drHaHCOB. OHKM TakXe [OMKHbI NPefoCcTaBUTb
L,OKYMEHTbI, NOATBEPXAAIOLME, YTO C MOMOLLBIO MPUTOXEHNS MOXHO NOyYaTb
noTpebuTenbCckne KpeguTbl B 3TON CTPaHe Uiy nogasaTtbh 3asBKY Ha HUX. B
YaCTHOCTK, HEOBXOANMO OTMPABUTL:

i. Konuio n1ueH3nmn Ha gesTeNnbHOCTb B KAYeCTBE HAHODMHAHCOBOW OpraHn3aLnm
WM NOCTaBLMKA NOTPEOUTENBCKMUX KPeanTOB. [LlOKyMEHT [OMKEH OblThb BblgaH
baHkoM TannaHga.

ii. Konuio nuueHsnm Ha BefeHne KOMMEPYECKOM [eATENIbHOCTU B KAYeCTBE
nukodmHaHcoBom opraHuaaunn (Pico nnu Pico Plus). JJoOKyMeHT JonXeH ObiTb
BblgaH MMHUCTEPCTBOM PUHAHCOB.

b. B Google Play Ha cTpaHuuax BCex NPUNOXEHNN ANa NOnyyYeHns noTpebunTenbCKmnx
KpeanToB B TavnaHae OOMXHbI OblTb yKa3aHbl CNeayowmne faHHble:

i. MocTaBWMKN yCnyr KpeanToBaHMs, Nony4YMBLIME NULEH3MI0 OT BaHka TannaHga
(BOT) unn Ynpaenenus no ¢uckanbHom nonutuke (FPO).

il. HasBaHuMe ropugmyeckoro nuua paspaboTynka.



iii. MakcumanbHble NPOLEHTHbIE CTaBKM M BCE KOMUCCUMN.

. NMOMMMO yKa3aHHbIX Bblle CBEOEHNN, HA CTPaHULaX NPUIOXKEHNA ONS NONy4YeHus
noTpebutenbcknx KpeguToB B TannaHge ¢ NPOLEHTHON CTaBKOM HUxXe 15 % Takxke
LOMKHa bbITb cnegytowas nHdopmMaums:

i. 3asBneHne "9T0 NOCTaBLUMK YCNYT KPEAUTOBAHUS, AeSTENbHOCTb KOTOPOro He

perynupyeTcs baHkom TavnaHga (BOT) unu YnpasneHneM no ¢puckanbHOM
nonutuke (FPO)".

BoT npumepbl Hanbonee pacnpoCcTpPaHEHHbIX HAPYLIEHUN:

< Back M =

S Easy Loans

vorvews (D

Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

* Get cash sent to your bank account!
« Safe and easy

* Great short-term rate

* Fast lender approval

e Easy touse

* Loan delivered in an hour

* Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn't disclose Maximum Annual
Percentage Rate (APR), which generally

includes interest rate plus fees and other costs
for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHbIE UrPbl, UFPbl 1 COPEBHOBAHMUS C pearibHbIMK
OEHEXHBIMU MPU3amMu

|_|pVIJ'IO)KeHI/I9I N peknaMHble 00BbsABNEHMS, CBA3aHHbIE C a3apPTHbIMK UrpaMn Ha pealibHble
OEHbI'1, a Takxxe nporpamMmbl NOAJIbHOCTU B VIFpOBOl‘/‘I c|>opMe N NPUNOoXeHna onga KOPOTKUNX



bIHTE3N-TYPHUPOB paspeLleHbl NP YCIOBUM, YTO OHM COOTBETCTBYIOT ONPERENEHHbIM
TpeboBaHUaM.

MpunoXxeHua pna asapTHbIX Urp

JlonyckaloTcs NPUIOXeHUs, KOTOpble NO3BONAIOT UM MOMOraloT y4acTBOBATb B a3aPTHbIX
OHNaMH-Urpax B onpepneneHHbIX CTpaHax, eCriv cobnoaeHbl BCE OrpaHNMYeHns 1 npasmna
Google Play, a paspaboTtumk nofan 3agBky ~ Ha pacnpocTpaHeHue B Google Play
NPUNOXEHUA AN a3aPTHbIX UFP U NoNyunn paspelleHme. Mpu aTom pas3paboTumK SBIseTCs
0006pPEHHBIM rOCYAaPCTBEHHBIM ONEPaTopPOM U/UNN 3apPErMCTPUPOBaH B MECTHOM
BEOOMCTBE, OTBEYAIOLEM 3a UTOPHYIO AeATENbHOCTb, U NPefoCTaBM AENCTBYIOLLYIO
NNLEH3NIO ANS OCYLLECTBIIEHMS B CTPAHE TOM UFOPHOWN AeaTeNbHOCTH, KOTOPYH OH
npegnaraer.

Mbl [ONYCKaAEM TOJNbKO T€ NINLIEH3MPOBAHHbIE UMW Pa3PELIEHHbIE NMPUTOXEHUS, KOTOPbIE
npeanaraoT cneayoLwmne BUabl a3apTHbIX OHNANH-Urp:

* OHNANH-Ka3UHO;
* CTaBKM Ha pe3yNbTaTbl CNOPTUBHbLIX COPEBHOBaHWUN;

* CKauku (roe perynmpoBaHue 1 NULEH3MPOBaHME OCYLLECTBAAIOTCA OTAENbHO OT CTAaBOK
Ha crnopT);

- notepew;

* KOPOTKME PIHTE3N-TYPHUPBI.
PaspeLleHHbIe NPUNOXEHNS [OMKHbI COOTBETCTBOBATL CNEAYOWMM TPebOBaHMAM:

- Pa3paboTumnk nofan 3agBky v Nony4ms pa3peLleHre Ha pacnpoCcTpaHeHNE NPUTOXEHMS
yepes Google Play.

« [MpunoxeHne He HapyLWwaeT OENCTBYOLLME 3aKOHbI M OTpacneBble CTaHAapPTbl CTPaHbI, B
KOTOPOM OHO ByOeT pacnpoCTPaHATbCS.

« Y paspaboTunka ecTb 4EeNCTByOWaa NMLEH3NS Ha BeEHMNE UTOPHOW [eaTeNbHOCTM s
BCEX CTPaH WM WTATOB/TEPPUTOPUI, TAE PACNPOCTPAHAETCS NPUTOXEHNE.

+ Pa3paboTumnk He npeanaraeT Te BUbl a3apPTHbIX UTP, KOTOPbIE BbIXOOAT 33 PaMKKN ero
NULEH3NN.

° npl/IJ'IO)KeHI/Ie HEOOCTYNHO ONd HECOBEPLWEHHONTIETHUX.

« MNpunoxeHne HEQOCTYMNHO B CTPaHaXx, WTaTax/permoHax nnm reorpadpuyeckmnx panoHax,
Ha KOTOPbI€ HE PAaCNPOCTPAHAETCS NMLEH3UNS pa3paboTumka.

- MpunoxeHne pacnpocTtpaHnseTcs B Google Play 6ecnnatHo n HE ncnonb3yet dyHKLMIO
onnatbl KOHTeHTa Yyepe3 Google Play.

- [MpunoxeHne MOXHO becnnaTHO ckavaTb n3 Google Play.


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling

* [NpnnoxeHwio NPUCBOEHO BO3PaCTHOE OrpaHnyeHne "Tonbko Ansg B3pocCnbix" unm
9KBMBANEHTHOE COrNacHo pentuHry IARC.

B npunoxeHun n Ha ero ctpanuue B Google Play ecTb onvcaHne npyvHLmMnoB
OTBETCTBEHHOWN Urpbl.

Mpoure npunoxxeHus, CBA3aHHbIE C a3apTHbIMU UFPaMM Ha peasibHble
AEHbrn, KOHKYpcCaMu 1 TypHUpamm

Bo Bcex gpyrux npunoxeHusax, KOTopble He COOTBETCTBYIOT BbllenepeyncreHHbiM
TpeboBaHMAM K MPUTOXEHMSM AN @3aPTHbIX UTP M KOTOPbIE HE yKa3aHbl B pa3fene
"[pyrve NnnoTHbIe UFPOBbIE NPOEKTbI C PeanibHOW BaMtoTON" HMXKeE, 3anpeLLaeTcs
ny6aMKoBaTb KOHTEHT UMM CEPBUCHI, KOTOPbIE MO3BONAIOT UM MOMOTrakoT 3aktoYaTb Napw,
AenaTb CTaBKM UM UHBIM 06Pa30oM UCMONb30BaTb peasibHble AeHbrN (B TOM Yncne
coBepLaTb MNOKYMKM B NPUIOXEHMM) C LIENbIO MOMYyYMUTb NPU3, KOTOPLIN UMEET peasbHYyo
LEHEXHY CTOMMOCTb. DTO KacaeTcsl B TOM YMCe OHMANH-Ka3nUHO, CMOPTUBHbIX
TOTaNM3aToOPOB, NOTEPEN U UTP, B KOTOPbLIX MPUHUMAIOTCS OEHBIM, @ BbIMTPbILEM SBSAIOTCS
AEHEXHbIe N ApYyrue LeHHble Npu3bl (KpOMe NpPorpamMm, COOTBETCTBYHIOLMX ONMUCAHHbBIM
HUXe TpeboBaHMAM K NporpamMmmaM JNosaIbHOCTU B UFPOBOM dopme).

MNpumepsbl HapyLeHU

* Urpbl, B KOTOPbIX MPUHUMAOTCA fEHbIM B 0OMEH Ha BO3MOXHOCTb BbIMIPaTh EHEXHbIN
NIV MHOW MaTepuasbHbI NPU3.

« MprnoxeHus,, KOTOpble COQEPXAT SNEMEHTbI HaBUraLMm U GyHKLMK (MYHKTbI MEHHO,
BKNagKW, KHOMKKW, kKoMNoHeHTbl WebView 1 T. A.) C NPM3bIBOM CAeNnaTh CTaBky,
3aK/I0UYUTb Napy UIY MPUHSATL YY4acTue B Urpax, KOHKypcax uin COpeBHOBaHUSX C
peanbHbIMU AEHEXHbIMU Npu3amu, Hanpumep "Caoenante ctaeky!",
"3apeructpupymnteco!” unu "Mobenunte B copeBHOBaHUN!".

« MpunoXxeHus, KOTOPbIE MPUHMUMAIOT CTaBKW, UCMOSMb3YIOT BHYTPEHHIOK BasOTY,
BbINJIauYMBaOT BbIUIPbIWM UM BepyT 3anor B 06MEH Ha BO3MOXHOCTb BbIUIPaThb
LEHEXHBIM MY MHOW MaTepuanbHbIA NPU3.

[pyrve nMNoTHbIe UrpoBbie NPOEKTbI C peasibHOW BaslloTon

Meproanyeckm Mbl MOXEM PeasniM30BbIBaTb B HEKOTOPbIX PErMOHaX OrpPaHNYEHHbIe Mo
BPEMEHM NUSIOTHbIE NPOEKTbI A1 ONPefeneHHbIX TUMNOB UrP Ha peasibHble AeHbrU.
MoapobHyo nHpopMaLuio Bbl HaaeTe B 3Ton cTaTbe CNpaBoYHOro LieHTRa. MNunoTHbIN
NPOEKT MO PAacNPOCTPAHEHMIO MPUNTOXEHMI 1S OHNANH-YNPaBNEHNS KPpaH-MallMHOM,
KOTOPbIM Mbl NpoBOAMM B AnoHUK, 3aBepLunnca 11 nong 2023 ropa. C 12 niona 2023 ropa
B Google Play pa3spelueHo nyb6amMkoBaTb Takme NpUIoXEHNS MO BCEMY MUPY NPU YCIIOBUN,
YTO COBMIOAEHbI [ENCTBYIOWMNE 3aKOHbI M onpenesieHHble TpeboBaHus.



https://support.google.com/googleplay/android-developer/answer/9898843
https://developer.android.com/reference/android/webkit/WebView
https://support.google.com/googleplay/android-developer/answer/12918670
https://support.google.com/googleplay/android-developer/answer/12002615

MporpamMmbl NosnbHOCTU B Urposou popme

Mporpammbl NOSNbHOCTK, KOTOPbIE NOOLWPSOT NONb30BaTENEN MaTepUaNbHbIMU UK
LEeHEXHbIMM NPU3aMu, pa3peLLeHbl, €CNM OHM [ONYCKATCH 3aKOHOM U He TpebytoT

NONy4YeHUs OONONHUTENbHOW NNLEH3MM AN @3apTHbIX Urp. NporpamMmbl 10SIbHOCTH
LOIMKHbI COOTBETCTBOBATb NEPEYNCIIEHHbIM HUXeE TpebosaHusMm Google Play.

Bce npunoxeHus (MrpoBbie Y HEUrPOBbIE)

« MpenmywecTBa, 6OHYCbl UM BO3HArpaXxaeHu s, NpefocTaBsgeMble B paMKax
NPOrpamMMbl OANIbHOCTU, AOMKHbI ObITb SBHO AOMONHUTENBHLIMU 1 BTOPOCTENEHHBIMM MO
OTHOLLEHUIO K NI060N KBanMOULMPOBaAHHOM OEHEXHOM TPaH3aKLUMUM B NPUNOXeHUM (rae
KBaNnMOULMPOBaHHAA OeHeXHas TpaH3aKUna — OTAENbHaa TPaH3aKLUuWs C Lenblo
NPEeAOCTaBNEHNS TOBAPOB WU/ YCIYT, HE CBA3aHHbIX C NPOTrPaMMOn NTOSNTbHOCTH).
MpenmylecTsBa, OOHYCbl UM BO3HArpaXxaeHs He MoryT ObiTb NPegMeToOM NOKYMNKK Uin
NMeTb OTHOLIEHME K KakoMy-nbo cnocoby obmeHa. B npoTnuBHOM crnyyae 310 byaeT
cUMTaTbhCa HapyleHneMm MpaBus B OTHOLWEHUN a3apPTHBIX UTP, UTFP 1 COPEBHOBAHNUN C
peanbHbIMN JEHEXHBIMU MPU3aMMU.

« Hanpumep, HY ofHa YacTb KBANMGULNPOBAHHOWN AEHEXHON TPaH3aKLMN He MOXET
CNY>XWTb NNaTOM UM CTABKOW A9 y4acTus B NporpaMme nosaibHOCTU. Takxe
KBanMouUMpoBaHHasa AeHexXHasa TpaH3akLMsa He JOMKHA NPUBOAUTD K MOKYNKe
TOBAPOB MMM YCNYT MO MNOBbLIWEHHON LiEHE.

Urposble npunoxeHus

 BOHyCHble 6ansbl MK BO3HarpaxpeHus ¢ 6oHycamm, NnperMyLLecTBaMm U Harpagamu,
CBSI3aHHbIMM C KBaNMPULMPOBAHHOWN AEHEXHOW TPaH3aKLNEN, MOTYT HAYUCNATLCA U
MCMNONb30BaTbCS TONIbKO Ha OCHOBE PUKCUPOBAHHOM NPOMNOPLMM NPU YCIOBUK, YTO OHA
4eTKO 0603HaYeHa B NPUNOXEHNN N OBLLEROCTYMHbIX OPULNANbHBIX MPaBUIax
nporpamMmmbl. MNpenmyLiecTsa UM BblikynHas CTOMMOCTb HE MOTYT ObITb MOMyY€EHD,
HaYNCNEHbl NN NPUYMHOXEHbI B 3aBMCUMOCTM OT YCrexa Nofb30BaTens B Urpe unm
CNy4YaMHOro pesynbraTa.

HewurpoBbie npunoxeHus

 BOHyCHble 6ansbl MK BO3HArpaXaeHUs MoryT HauyMCnaTbCa MO pe3ynbTaTaM KOHKypca
U CRyYanHoOro pesynbTaTa, eC/iv OHM COOTBETCTBYIOT TPE6OBaAHUSAM, YKa3aHHbIM HMXE.
[lng nporpamm nosfbHOCTY C NPenMMyLLecTBaMm, bOHycaMu UK Harpagamu,
CBSI3aHHbIMM C KBaNUPUUMPOBAHHOWN AEHEXHOW TpaH3aKunen, He0bXoaAnMo:

* PaA3MECTUTb B NPUNOXEHUN OduMLMaNbHbIE NPABUIA NPOrPaMMbl;

* €CN1 CUCTeMa BO3HarpaxgeHns MeHseTca MM OCHOBaHa Ha Clly4aHOM UK
BEPOATHOCTHOM Bbl6OpE, B pamkax opuLManbHbiX NpaBui NpPorpaMMbl HEOOXOOUMO
pacKpbITb: 1) BEPOATHOCTb — A9 060N CUCTEMbI BO3HArpaXaeHus, B KOTOPOW Ans


https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME

onpepenexHus nobenntens CnonbayTcs GUKCUPOBaHHbIE KOIGDULMEHTDI; 2) METOS
BblbOpa (HanpuMep, NepeMeHHble, UCMONb3yeMble ANs onpefeneHns nobegutens) —
NS OpYrmMx nogobHbIX Nporpamm;

* yKa3aTb B 0pULManbHbIX NpaBuiiax NporpamMmMbl C PO3bIrpbIaMu, NOTEPESIMUN UK
APYrMMm noao6HbIMM NPOMOAKLMAMN GUKCUPOBAHHOE YMCIO NobeanTenen, Cpok
NofauM 3as8BOK M [aTy BPYYEHUS MPU30B A9 KaXX40oM Takon NpOMOaKLmK;

* yKa3aTb PUKCUPOBAHHbIE KOIPDULMEHTbI HAUMCNIEHNS U NOraweHns GOHYCHbIX 6annos

W Harpag Ha BMoHOM MeCTE B NPUNOXEHNN, a TakKXe B Oq)VILI,VIaJ'IbeIX npasunnax

Nporpammbil.
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Obsa3aTenbHO

MNpunoxeHnus, pacnpocTtpaHsieMble B Google Play, kotopbie copgep>xaT
pekaMy asapTHbIX Urp, a TakXKe Urp, KOHKYPCOB U TYPHMUPOB Ha
pearbHble AeHbru

MPUNOXEHNS C PEKTaMON a3aPTHbIX UIP, @ TakXe Urp, KOHKYPCOB 1 COPEBHOBAHWUI C
peanbHbIMU AEHEXHBIMWU NPU3aMUN Pa3PELLEHbI, ECN BbINONHAOTCSA NEPEYNCIIEHHbIE HUXE




yCrnoBus.

- [MpunoxeHne, 06bIBNEHNE N PEKNAMOAATENb HE HAPYLWAOT 3aKOHbI U OTPACNEBbIE
CTaHOapPTbl CTPaHbl, B KOTOPOW 00BbABNEHME ByAEeT NOKa3blBaTbCS.

- O6bsBNEHNE COOTBETCTBYET BCEM AENCTBYIOLMM MECTHbLIM TPEHOOBaHUAM K
NNLEH3MPOBAHMIO NPOOYKTOB U YCNYT, CBA3aHHbIX C a3apPTHbIMWU UrPaMu.

« NpunoxeHne He NokKa3sblBaeT pekiaMy a3apTHbIX UMP N1LuaM, He JoCTUrwmm 18 ner.
« MpunoxeHne He BXOQMT B Nporpammy “lMNpunoxeHuns ons scen cembn'™.
« Jlvua, He pocTurwue 18 neT, He BXOOAT B LLENEBYIO ayANTOPUIO MPUITOXEHNS.

- Ecnv peknammnpyoTcs NpUnoXeHus ans a3apTHbIX Urp (CM. Bbilwe), Ha LieneBou
CTpaHuue 0bbsBNEeHNs, B onucaHumn npunoxenus B Google Play nnm B camom
NPUNOXEHNN [OMKHbI COOEPXATbCA YETKNE CBEAEHUS O MPUHLMNAX OTBETCTBEHHON
Urpbl.

« [punoxeHne He SBNSETCH CUMYNSTOPOM a3apPTHBIX Urp (Takmx Kak Ka3vHO UK
BMPTYyallbHbl€ UFPOBbLIE aBTOMATbI).

« MpunoxeHne He 0Ka3blBAET YCIYri, CBA3aHHbIE C a3aPTHbLIMU UFPaMU, a TakXe Urpamu,
NoTEePEAMIN Y COPEBHOBAHMSMU C PeasibHbIMU OEHEXHbIMU NPU3aMu UK
conyTcTBYyOWUMN GYHKUMAMI (HanpuMep, He MOMOoraeT AenaTb CTaBky, BbIBOAUTb
BbIMTPbILWM, OTCNEXMNBATL CYET, KOTUPOBKM U Pe3ynbTaTbl UM YNPaBASaTb UFPOBbIMY
doHpamn).

» [punoXxeHne He NPOOBUraeT a3apPTHbIE UTPbl HA PearbHble AEHbIM U CBA3aHHbIE C HUMU
CEpPBUCHI.

Peknama a3apTHbIX Urp, @ TaKXe Urp, NoTepen U COPEBHOBAHWUI C peanbHbIMU OEHEXHbBIMM
npr3amm [OMNyckaeTCs TOSIbKO B MPUNOXEHUSX, COOTBETCTBYIOLWNX BCEM NEPEYNCNEHHBIM
Bbllle TPebOBaHMSAM, N B pa3peLIeHHbIX MPUNOXEHUSIX AN @3aPTHbIX Urp (CM. Bbilwe) Uu
KOPOTKUX PIHTEIN-TYPHMPOB (CM. HUXE) NPU YCNIOBUM, YTO OHM COOTBETCTBYIOT
TpeboBaHuaM 1-6.

MNpumepsbl HapyLweHU

« MpunoxeHne ons HECOBEPLUEHHONETHUX, PEKIIAaMUPYIOLLEE CEPBUCHI, CBA3aHHbIE C
a3apTHbLIMU UrpamMu.

« CUMynaTop KasmHO, KOTOPbIM NPOABUraeT peanbHOe Ka3nHO UK NepeHanpaBnaeT B
Hero nonb3oBaTenen.

« MpunoxeHne ona oTCNEXNBaAHNA LAHCOB Ha Nobeay B CMOPTUBHbLIX COPEBHOBAHUSX,
COAEep>Kallee CChIIKM Ha CalT, rae NpPUHMMakTCa CTaBKy.

« NpunoxeHus, cogepxaline peknamy asapTHbIX Urp, KOTOpas HapyLwaeT npasuna 06
06baBNEHNAX, BBOAILWMX B 3a6NyKAEHME, HAaNPUMEpP peK/laMHble 0ObABNEHMS, KOTOPbIE
BbIrNAAAT KakK KHOMKW, 3HAYKW UK OPYrMe MHTePaKTUBHbIE SNIEMEHTDI.



https://support.google.com/googleplay/android-developer/answer/9857753#deceptive

MNpunoXxeHus s KOPOTKUX PIHTE3IU-TYPHUPOB

MpunoxeHns ans KOPOTKUX GIHTE3N-TYPHUPOB, COOTBETCTBYIOLWME TPeHOBaAHNAM
LEeNCTBYIOLWEro MECTHOIO 3aKOHOLATENbCTBA, Pa3pPeLLIEHbl, €CNN BbINOHAIOTCS
NepeyYnCIEHHbIE HUXE YCIOBUS.

« Mpunoxexue unun 1) pacnpocTpaHaeTcs ncknoumtensHo B CLUA; nnm 2) cooteeTcTeyeT
TpeboBaHMAM K NPUNOXEHNAM O a3aPTHbIX Urp. [Ng pacnpoCcTpPaHEHUS NPUNTOXEHNUS
3a npepenamu CLUA pa3paboTumnk fomkeH nogaTth 3as8BKY, Kak YKa3aHo BbileE.

 PagpaboTumk nofan 3agBky. M NOAYYUS pa3peLlleHne Ha pacnpocTpaHeHe
npunoxeHuns B Google Play.

« punoxeHne He HapyLWwaeT 3aKOHbl M OTpacneBble CTaHAAPTbl CTPaH, B KOTOPbIX OHO
pacnpocTpaHsieTcs.

« BO3MOXHOCTb filenaTtb CTaBKM UK NPOBOAUTL OEHEXHbIE TPAH3aKLUMN B NMPUITOXEHUN
HefoCTYyNnHa A9 HECOBEPLUEHHONETHUX.

- MpunoxeHne pacnpocTtpaHsaeTtca B Google Play 6ecnnaTtHo n HE ncnonb3yet GyHKUUIO
onnatbl KOHTEHTa Yepeld Google Play.

- MpunoxeHne MOXHO 6ecnnaTHo ckavaTb 3 Google Play.

« [1pnNoXeHnto NPUCBOEHO BO3PACTHOE OrpaHunyveHme "Tonbko ansg B3pochnbix” nnu
9KBMBANEHTHOE cornacHo pentuHry IARC.

« B npunoxeHuun n Ha ero ctpaHuue B Google Play ecTb onncaHve npuHLmnos
OTBETCTBEHHOW Urpbl.

« NpunoXxeHMe He HapyLWaeT AENCTBYIOWME 3aKOHbI U OTPACNEBbIE CTaHAAPThI TEX LITATOB
nnn tepputopuin CLUA, roe oHO ByaeT pacnpoCTPaHATLCS.

« Y paspaboTumnka ecTb 4eNCTBYIOLWAs IMLEH3US Ha PacnpPOCTPaHEHNE NPUIIOXKEHNS Ans
Kaxgoro wrata unu Tepputopumn CLUA, roe Takas nuueHsnsa TpebyeTcs.

« Ecnny paspaboTumka HET NMULEH3UN Ha PACPOCTPaHEHME NPUNOXEHNS B KAKUX-TO
WwTaTax UM Ha HekoTopbix TeppuTopusix CLUA, ToO OHO AONXKHO ObITb TaM HEAOCTYMHO.

« MpunoxeHne HeJOCTYNHO B TeX WTaTax 1 Ha Tex Tepputopusix CLUA, roe npunoxeHus
O KOPOTKUX PIHTE3U-TYPHUPOB 3anpeLleHbl 3aKOHOM.

He3akoHHble oencTeug

3anpeLeHo nybnmMKkoBaTb NPUIOXEHUS, KOTOPbIE CMOCOBCTBYIOT COBEPLLEHNIO
HE3aKOHHbIX AEeNCTBUM MW NOOLWPSIOT UX.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLIEHUN:

- Mokynka 1 npogaxa 3anpeLLeHHbIX MpenapaTos.


https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru

* MI306paxeHune Toro, Kak HECOBEPLLUEHHONETHME UCNONMb3YIOT U NpUobpeTatoT
HApPKOTUKK, ankorosb 1 TabayHble 3Aenuns, a TakXe NooLpeHne aToro.

« VIHCTpYKLUMM NO NPON3BOACTBY 3anpeLleHHbIX MpenapaTos, B TOM Y1Chie Mo
BbIPALLNBAHNIO HAPKOTUYECKNX PACTEHUN.

KOHTEHT, co3aaHHbIN MOornb30BaTENAMU

K aTou KaTeropmn oTHOCUTCA KOHTEHT, CO3[4aBaeMbIN NOb30BATENSMMY, KOTOprVI BUOEH
M 0OCTYNEH HECKOJIbKMM MNOJIb30BATENAM MPUNTOXEHNS.

B copepXalimx Takom KOHTEHT NPUNOXEHUSX, BKITIOYas cneumanbHble bpay3epbl nm
KJIIMEHTbI, NepeHanpaBnaiowme nonb3osaTenien Ha NnaTGopMy C TakMM KOHTEHTOM, AOMKHA
6bITb peann3oBaHa HagexHas, addekTnBHasa 1 cTabunbHas cucTema MogepaLumm
NONb30BaTENbCKOro KOHTEHTA. BOT TpeboBaHus K Takon cucTEME:

« [lepepn TeM Kak co3fgaBaTbhb UK 3arpy>aTb MaTepuasnbl, NONb30BATENM OOMKHbI
NPUHUMaTb YCNOBUS UCMONb30BaHUA U/UNK Npasuna ans nonb3oBaTenen.

« [lomxHbl 6bITb faHbl ONPEeREeNeHNs HeXenaTenbHOro KOHTEHTa 1 NOBEAEHMS
(cornacytowmecs ¢ MpaBunammn nporpammbl gs pa3paboTymkos NpunoxeHnn B Google
Play). Ycnoeus ncnonb3oBaHusa unv npaeuia gns nosib3oBaTenen OOMKHbI 3anpeLaTtb
HeXenaTenbHbIN KOHTEHT U MOBELEHME.

« Monb3oBaTeNbCKM KOHTEHT AOMKEH MOAEPUPOBATLCH HACTONBKO, HACKONBbKO 3TO
YMECTHO A1 TOro TMna MaTepunanos, KOTOPbIE Pa3MEeLLatoTCs B MPUNOXEHUN. NoMUMO
NpPOYero, B NPUIOXEHUN OOMKHA BbITb peann3oBaHa CUCTEMA, NO3BONAIOLWAN NOAaBaTb
Xanobbl n 6NOKMPOBaTb HEXENATENbHbIN KOHTEHT 1 Nonb3oBaTenen. Mpu
HeobXxoANMOCTM pa3paboTUMK JOMKEH NPUHNUMATL MEPbI NPOTUB TaKMX MaTEPUANIOB U
nonb3oBaTenen. PasHble cLeHapun paboTbl C KOHTEHTOM, CO34aHHbIM NONb30BaTENAM,
MOryT TpeboBaTb pa3HbIX NOAXOA0B K MOgepauun. Hanpumep:

« Ecnu npunoxeHvne no3songeTt naeHTMGULMPOBaTb ONpeaeneHHyo rpynny
nonb3oBaTenen TakMMmM CPeACcTBaMn, Kak Bepudpukaumna nnnm opnanH-pernctpaumns
(Hanpumep, NPUNOXeHUs, NPefHa3HaYeHHbIe AN YYEHMKOB LIKOSbI UM COTPYLHUKOB
KOMMaHMK), TO B HEM JOMKHA 6bITb peannaoBaHa GpyHKLMS, NO3BONSAOLLAN XanoBaTbCs
Ha KOHTEHT M NONb30BaTENEN.

« Ecnv nonb3oBaTtenu B NPUIOXEHUM MOTyT B3aUMOAENCTBOBATb APYr C APYrOM OAMH Ha
oauvH (HanpuMep, NepenncbIBaTbCS HaNPSAMYLO, a Tak)ke oTMeYaTb UM YNOMUHATD
KOro-TO B KOHTEHTE UK YaTe), TO B HEM JOSKHA BbiTb PYyHKLMA BNOKMPOBKM
nonb3oBaTenemu.

« Ecnn npunoXxeHne npenocTtasndeT OOoCTyn K O6LIJ,e,D,OCTyI'IHbIM MaTepuanam,
CO3[0aHHbIM MOJIb30BaTENIAMA (HaanMep, NPUNOXeHna anga counalbHbIX ceTen u



BeAeHUs 6510roB), To B HEM JOJKHA ObITb GYHKLMOHAIbHOCTb, MO3BONAOLLAS
610KMPOBaTb NOIL30BATENEN U XANOBATbCSA HA HAUX U KOHTEHT.

« B AR-npunoxeHusix MogepaLmsa Nonb30BaTeIbCKOro KOHTEHTa (BK/OYas CUCTEMY
OTNPaBKM Xanob B NPUNOXEHNWN) AOMXKHA COCTOSTb B MPOBEPKE Kak Ha
HexenaTenbHbIN NONb30BaTENbCKUIA KOHTEHT (Hanpumep, AR-1306paxeHns
CeKCyanbHOro xapakTtepa), Tak U Ha KOHOUOEHUNANbHOCTb MECTOMONOXEHNS, K
KOTOPOMY MNpuBsi3aHa [ONOSIHEHHAas peasibHOCTb (Hanpumep, BOeHHble 6a3bl Unu
YyaCTHble BNageHuns, NOCKOsbKY Takas MpMBA3Kka MOXET Co3haBaTh Npobnembl ans
COBCTBEHHUKOB).

« [lomxHbl BbITb MPUHATLI MEPbI NPEAOCTOPOXHOCTU A9 TOro, YTOObl MOHETM3aL NS B
NPUIOXEHUN HE CNOCOBCTBOBANa HeXenaTeNbHOMY NOBEAEHMIO NONb30BaTENEN.

AnNusoauyecKkn BCTpEeYaloLWMNCA KOHTEHT CeKCyanlbHOro xapakrepa

KOHTEHT cekcyanbHOro xapakTepa CYMTaeTCcs ann3o4MyYeckn BCTPEYatoLWMMCS, €CNn OH
NoABNAETCA B MPUNOXEHUM C CO3AaHHbIM NONb30BaTENAMIN KOHTEHTOM, KOTOPOE: 1)
npenocTaBnseT fOCTYN K MaTepuanaM npenmyLLecTBEHHO HeCeKCyasibHOro xapakTepa; 2)
HE NPOLOBUIraeT U He PEKOMEHIYET KOHTEHT CEKCYaSlbHOro xapakTtepa. KOHTEHT
ceKcyallbHOro xapakTepa, onpefensemMbiin eNCTBYOWNM 3aKOHOAATENBCTBOM Kak

anNnM3ognyeckn BCTpevarowmnmed. Ero pasmMmeleHne sarnpeweHo.

SnM30anYeckn BCTPEYAOLWNNCSH KOHTEHT CEKCYalNbHOMO XapakTepa AonycKaeTcs B
NPUNOXEHUAX C KOHTEHTOM, CO3[aHHbIM NOJSIb30BaTENSMM, NPU COBNIOAEHNN BCEX
CNeayoLmx yCrnoBum:

« Takon KOHTEHT MO YMOMYaHWUIO CKPBIT GUNBTPaMU, AN NMOMHOMO CHATUS KOTOPbIX
TpebyeTcs kKak MMHMMYM [,Ba feNCTBUS. HanpuMep, OH MOXET ObiTb CKPbIT 33
MEXCTPaHWUYHbIM OOBABNEHNEM UM MO YMONYAHWUIO AOCTYMNEH TONbKO Nocne
OTK/IOYEHMs 6e30MacHoOro nomcka.

« [loCTyn K NPUIOXEHUIO SIBHbIM 06pa3oM 3abr1oknpoBaH ans aeten (0 ToM, KTo
CuMTaeTca OeTbMU, PaCcCKasblBaeTCa B NpaBuiax nporpamMmbl "MpunoxeHusa ans Bcen
ceMbn") NpY NOMOLLM CUCTEM NPOBEPKN BO3PACTa, HaNPUMEP HEUTRANbHOrO
BO3PAaCTHOro hpunbTpa UM APYrux CUCTEM, ONPEAENEHHbIX AENCTBYIOW MM
3aKOHOaTENbCTBOM.

- Bbl NpegocTaBunmv ncyepnbiBaowme oTBEThl B aHKETE A1 MPUCBOEHNS BO3PACTHOIO
OrpaHMYEeHNs OTHOCUTENIbHO KOHTEHTA, CO34aHHOro Nonb30BaTeNAMMN, Kak 3TOro
TpebyoT NpaBuia B OTHOWEHNN BO3RACTHbIX OrRaHUYEHWN.

Mol yonansem ns Google Play npunoxeHus, OCHOBHOE HasHauyeHne KOTOPbIX 3aK/lo4YaeTcs B
ny6nukauum HexxenaTenbHOro KOHTEHTA, CO30,aHHOMO NoNb30BaTENIMU. TaK Xe Mbl
NOCTYMNaeM C NPUNOXEHUAMN, B KOTOPbIX NONb30BATENIM HAaUYMHAIOT pasMeLLaTh FaBHbIM


https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9867159?visit_id=637661037575013539-1915084824&rd=1#neutral-agescreen
https://support.google.com/googleplay/android-developer/answer/9867159?visit_id=637661037575013539-1915084824&rd=1#neutral-agescreen
https://support.google.com/googleplay/android-developer/answer/9898843

o6pa30M HeXenaTenbHbI KOHTEHT UMK KOTOpPbl€ CTAaHOBATCA U3BECTHbI Cpean
nonb3oBaTteneu TEM, 4UTO HeXenaTeslbHbI KOHTEHT B HUX He yoandeTcs.

BoT npumepbl Hanbonee pacnpocTpPaHEHHbIX HAPYLIEHUN:

- MpoaBmXeHne MaTepManoB CEKCYanlbHOrO XxapakTepa, CO34,aHHbIX NOfb30BaTENSIMMY,
BKJIKOMAsA peann3aumio NnaTHbIX yHKL MM, KOTOPble CNOCOBCTBYIOT PACNpPOCTPaHEHWIO
HeXenaTenbHOro KOHTEHTA.

« [MpMNoXeHMs C KOHTEHTOM, CO3aHHbIM NONb3oBaTENAMU, rAe He obecneyeHa
[,O0CTaTOYHas 3almTa OT Yrpo3, AOMOraTenbCTB UM N3[EBATENbCTB, OCOBEHHO MO
OTHOLLUEHWNIO K HECOBEPLIEHHONETHNUM.

« 3anuncu, KOMMeHTapum n otorpadum B NPUNOXKEHUN, NPEeHA3HAYEHHbIE ANs
3anyrmBaHng 4pyroro YenoBeka nam NnpuabiBalowme K OCKopbneHnsam, BpeLoOHOCHbIM
LEeNCTBUSAM M HACMELLKaM MO OTHOLIEHUIO K HEMY.

« MpunoxeHus, pa3paboTUnKn KOTOPLIX UTHOPUPYIOT Xanobbl Nonb3oBaTeNen Ha
HENPUEMIEMbIN KOHTEHT.

KOHTEHT K cepBuUChbIl, CBA3aHHbIE CO 300POBbEM

Banpeu.l,eHo I'Iy6J'IVIKOBaTb NPUNoXeHnd, npenocTtaBdlolWmMe nonb3oBaTendMm OOCTyn K
OnacCHbIM KOHTEHTY U CepBMCaM, CBA3aHHbIM CO 300POBbEM.

MpunoXeHus, KOTOpbIE NPERNAratoT UM PEKNaMUPYIOT KOHTEHT U CEPBUCHI, CBA3aHHbIE CO
30,0POBbEM, [OMKHbI COOTBETCTBOBaTb TPeHOBaHMSAM AEeNCTBYIOLLEro 3aKkOHOA,aTeNbCTBa.

[punoxeHus ona 300PoBbs U MEOULMHCKME MPUIOXEHNS

Ecnu npunoxeHune cogepxmTt GyHKLMM UK CBEOEHMS, CBA3aHHbIE CO 300POBbEM, UK
nony4yaeT JOCTYN K A @aHHbIM O 30,0P0Bbe Anst PaboTbl ApYrnx GYHKLNUA, OHO JOMKHO
COOTBETCTBOBATb TEKYLMM NpaBuiam ans paspabotunkos npunoxeHunn B Google Play,
BK/HOYas NpaBuia B OTHOLIEHUN HapYLWeHWs KOHUAEHLMANbHOCTY, 310ynoTpebnerns

pPecypcamm YCTROMCTBA U MOLIEHHNYECTBA, @ TaKXXe NepPeYNCNEHHbIM HUXE TPebOBaHUAM.

- Oeknapauusg B Play Console:

- Bce pa3paboTunkim gomkHbl 3anofHUTb Aeknapaumio Ha cTpaHuue "KOHTEHT
npunoxenna” ("MOHUTOPUHT 1 ynydleHue > Mpaeuna > KOHTEHT npunoxenus") B Play
Console. NMopgpobHee 0 TOM, KaK 3anonHATb GOpPMY Aeknapalmn NRUNOXEHUA AN
3A0pPOBbA...

- TpeboBaHuA K NONNTUKE KOHPUAEHLNANBHOCTU U PAaCcKpbITUIO HGOPMaLUN:

« CcblfIka Ha NONMUTUKY KOHPUAEHLUMANbHOCTM OOMXHa ObITb NPMBEAEHA B
npegHa3HayeHHOM ans Hee pa3spgene Play Console n B camom npunoxeHum


https://support.google.com/googleplay/android-developer/topic/9877467?sjid=4099002138806266388-AP
https://support.google.com/googleplay/android-developer/topic/9877467?sjid=4099002138806266388-AP
https://support.google.com/googleplay/android-developer/answer/14738291#medical_device_apps
https://support.google.com/googleplay/android-developer/answer/14738291#medical_device_apps

(monyckaeTca pa3sMecTUTb TEKCT NpaBun). YoeanTech, YTo TEKCT NOUTUKM
KoHdupeHumansHocT (He B Buae PDF-danna) 0ocTyneH no akTMBHOM
06LLenoCTyNHON cehifike 6e3 orpaHMYeHnin Mo reo30He, He MOXET BblTb U3MEHEH U
COOTBETCTBYET MHOPMALNKN N3 pa3nena 6€30NacHOCTU OaHHbIX.

« B nonuturke KOHGMAEHLMANBHOCTU N B COOBLLEHMSAX O PACKPbITUM MHOPMALLUN,
pa3MeLLEHHbIX B MPUIIOXEHNN, HEOHBXOAMMO NOAPOOHO OOBACHUTL, KaK OHO cobupaeT

M UCNOJIb3yeT InYHbIE U KOHq)_I/I,D,eHLI,I/IaJ'IbeIe nonb30BaTeNIbCKNE NaHHbIE, a TaKXe

nonyvyaeT N NpegocTaBndeT K HAM OOCTYyM. OTO OTHOCUTCS K NMOOBLIM cBegeHndaMm, a He
TOJIbKO K YKa3aHHbIM B pa3faerne 6e30onacHoOCTH OaHHbIX. Ecnn B NPUNOXEHNN €CTb
Cl)yHKLLVIVI NN gaHHble, OoNnga AoCTyna K KOTOPbIM HY>XHbl OfacHbIE Ui oMHaMU4eCkKmne

paspewiednda , OHO OOJIXKHO COOTBETCTBOBATb BCEM ,El,eIZCTBy}OLLI,VIM Ipe6OBaHI/I9|M K

PACKPbLITUIO MHGOPMAaLIK 1 NONYYEHVIO Pa3pEeLlEeHNs Ha UCNONb30BaHNE A aHHbIX.

« Henb3sa 3anpawmBaTtbh pa3peLleHus], OT KOTOPbIX HE 3aBUCUT paboTa OCHOBHbIX
bYHKLMN NPUNOXEHNa ANs 300POBbs. Hencnonbayemble pa3peLlleHmns Hy>XXKHO yaanuTb.
Cnuncok paspeLleHni, CBA3aHHbIX C AaHHbIMUK OENNMKATHOrO XxapakTepa O 300POBbE,
npveefeH B pasfgene "Kakve paspelleHns oxBaTbiBalOT Npasuia B OTHOLEHUN
NPUNOXEHUA ANs 300PO0BbA?" 3TON CTaTbm CNPaBOYHOrO LIEHTRA.

- [laxe ecnv OCHOBHOE Ha3HAYeHME MPUNOXEHNS HE CBA3aHO CO 300POBLEM, HO B HEM
€CTb Kacatowmnecs 300p0oBbs GYHKLNN M [OCTYN K AAaHHBIM O 300POBbE, Ha HEro
PacnpPOCTPaHSAIOTCS NpaBuia B OTHOLIEHUN NPUNOXEHUI 19 30,0POBbS.
Monb3oBaTenam AOMKHa ObITb OYEBUAHA CBA3b MEXAY OCHOBHbIMU GQYHKL MMM
NPUNOXEHNS 1 NPUYMHAMM, MO KOTOPbIM COBMPALOTCS faHHbIe O 300poBbe. Hanpumep,
MPUNOXEHNIO CTPAXOBOW KOMMAHUM MOXET ObiTb HY>XEH AOCTYN K MEAULNHCKUM
L,aHHbIM 411 0GOPMAEHMS NOSIUCA, @ UTPE — K CBEAEHUAM O GU3NYECKON aKTUBHOCTM
LNS NPOABUXEHNS B UTPOBOM MpoLiecce. 9TO OrpaHNYEHHOE UCMOSIb30BaHME AAHHbIX
L,OIMKHO ObITb OTPAaXEHO B NONMUTUKE KOHOUAEHLNANBHOCTU NPUIOXEHMS.

« OyHKLMMN, CBSI3aHHbIE CO 3Q0POBbEM N MEQULIUHON:

« 3anpeLLeHbl MPUTOXEHNS, B KOTOPbIX CBA3aHHbIE CO 3[0POBbEM Y MEANLNHOM
bYyHKLMM BBOAAT B 3a0ny>XXAEHNE UM MOTYT HAHECTU BPEL.

 Ecnu ong BbINONHEHUS MeOQULMHCKMX GYHKLNN NPUIOXEHMS CBA3bIBAKOTCS C
BHELIHNUMWN YCTPONCTBaAMM UM annapaTHbIM obecneyeHnem, HanpuMep npubopamm
LS U3SMEPEHUS YPOBHS IOKO3bl B KPOBW, TO B ONUCAHUM NPUNOXEHNN HEOBXOAMMO
SIBHbIM 06pa3oM nepeyncnnTb TpeboBaHUs K 3TOMy 060pyaoBaHNIO. Henb3s
co3[aBaTb y NONb30BaTENEN BNeYaTNeHNe, YTO Takme NpunoXeHms MoryT paboTtaTb
HEe3aBUCMMO OT HEOHBXOANMOro BHELLHErO annapaTHoOro obecneyeHus.

« ECnun npunoxeHuns NCnonb3yoT OAaTYMKN YCTPOMCTBA, HanpuMep KkaMepy, Ans
BbINOSIHEHNSA PYHKLMIA, CBA3AHHBIX CO 3[0POBbLEM, B ONMUCAHUN MPUNOXKEHWN
HeobXx0ANMO SBHbIM 00pa30M yka3aTb MHPOPMALMIO O COBMECTUMOCTU. Hanpumep,
pa3paboTuYMKM NPUNOXKEHMI, MO3BONSOWMX NBMEPSTb YPOBEHDb KUCIOPOAA B KPOBU C


https://support.google.com/googleplay/android-developer/answer/10144311#safetysection
https://support.google.com/googleplay/android-developer/answer/10144311
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https://developer.android.com/guide/topics/permissions/overview#dangerous-permission-prompt
https://developer.android.com/guide/topics/permissions/overview#dangerous-permission-prompt
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MOMOLLbIO TONTbKO A,aTYMKOB YCTPONCTBA, AOMKHbI NEPEUYNCTINTD MOLENMN,
NoAAepXMBatoLLME 3TY BO3MOXHOCTb.

« Ecnu npunoxeHne perynmpyeTtcs kak MegULNHCKOE N3aenme, HeobxogmMMo 3To
yKa3aTb, a TakXXe NpeaocTaBuUTb CBEOEHNS, KOTOPbIE OMMCaHbl B 3TOW CTaTbe. Takme
NpUoXeHMsa nonyyaTt oTMeTky “MeaunumnHckoe nsgenve” B Google Play.
Pa3paboTumku, NPUNOXEHN KOTOPbIX KNacCcupuLMpyoTca Kak MeguumHckme
N3aenus, AOMKHbI MO 3anNpPOoCy NPEeAOCTaBUTb AOKYMEHTLI, MOATBEPXAAOWME
ofnobpeHne nnn cepTUPUKaLmio PErynmpyrowmnmM opraHom. B onrucanne npounx
MEeOULMHCKNX NPUTOXEHNA N NPUNOXEHUIN ANa 300POBbS HEOOXOAMMO 000aBUTL
SIBHbIN OTKa3 OT 005A3aTeNbCTB, YKa3blBaKOLWMIA Ha TO, YTO NMPUNOXKEHNS HE SBNAIOTCS
MEANLNHCKUMWN N3AENNAMN N HE NpedHa3HauYeHbl 419 ANarHOCTUKK, TeYEHUs 1
npodunakTUKM 3aboneBaHnN.

* B npunoxeHusax Takxe fOMKHbI ObITb HANOMUHAHMA A9 NONb30BaTENEeN O
HeOobXOAMMOCTM 00paLLaTbCA 3a KOHCYNbTALMAMN, AMArHOCTUKOM U NIEYEHNEM K
MEeANLNHCKUM paboTHMKaM.

- lononHuTtenbHble TpeboBaHUS:
Ecnv Bawe npunoxeHne ans 3g0poBbsS OTHOCUTCS K OQHOWN N3 yKa3aHHbIX HUXE rpyn,
Bbl JOSIXHbI BbIMOMHUTb ENCTBYOWME ANS HEro TpeboBaHus.

« MpunoxxeHunsa ang 3nopoBbS, CBA3aHHbIE C FOCYAAaPCTBEHHbIMU YUYPEXAEHUAMN.
Ecnu Bbl MONYYMAN OT rOCYAAPCTBEHHOIO YUPEXAEHUS UV aKKPEeaAUTOBAHHOM
opraHusauuy B chepe 30paBooXpaHEHNs paspeLLeHne Ha paspaboTky U
pacnpocTpaHeHne NPUNOXeHWs B MapTHEPCTBE C HUMW, Bbl AOSXHbI NPEgOCTaBUTb

« MpunoXxxeHns pnsa oTcneXXuBaHUs KOHTAKTOB U COCTOSIHUSA 3A0pOBbs. ECnv Baw
NPOAYKT NpefHa3Ha4YeH Ois OTCNEXNBAHMSA KOHTAKTOB C MHOULMPOBAHHbIMU U/UNn
COCTOSAHUNS 380p0BbS, BbibepuTe B Play Console kateroputo "lMpodunaktnka 6onesHen
N 06LECTBEHHOE 3[paBOOXPaHEHNE". Bam TakxXe HY)XHO 3anonHUTbL GopMy
npenBapuTeNbHOro YBELOMIIEHMS, YNIOMSHYTYIO BbILUE.

 MpunoxeHuns gna uccnegoBaHUn c yyacTuem ntopen. NpunoxeHns, B KOTOPbIX
NPOBOAATCS UCCNefoBaHNs B 06nacTy 30 paBOOXPaHEHNS C y4aCTMEM NOOEN, [OMKHbI
COOTBETCTBOBATb BCEM MpaBuiaM 1 3akoHaM. [TOMMMO NPOYEro, 3TO O3HAYAET, YTO
HeobxoaMMOo nonyyaTb MHGOPMUPOBAHHOE COrflacne OT COBEPLUEHHONETHMX
YY4aCTHMKOB UK OT POJMTENEN UNN ONEKYHOB HECOBEPLUEHHONETHUX. Pa3paboTumkam
TaKUX NPUNOXKEHNI TakXe crepgyeT NonyYnTb ogobpeHne Ha NpoBeaeHMe
NCCNEefoBaHN OT MHCTUTYLMOHANbHOIO HabntogaTeNbHOro CoBeTa N/uUnn
aHaNorMyHOro He3aBMCUMOro KOMUTETA MO 3TUKE, ECNU AN HUX HE NPEeRYCMOTPEHO
ncknoyeHne. CBMAETENbCTBO Takoro ogobpeHms HeobxoaMmMo NPeaoCcTaBnUTb MO
3anpocy.


https://support.google.com/googleplay/android-developer/answer/14738291#medical_device_apps?hl=ru&sjid=4927646806855805859-NC
https://support.google.com/googleplay/android-developer/answer/6320428

YT106bI Y3HATL HOMbLUE, NPOYMTANTE CTATbIO KaTeropum NnpuaoxXeHnin ans 3n0p0oBba U
L,0N0oNIHMTENbHaa MHOPMaL Mg,

IlaHHble NpunoXeHus "300poBbe N CNopT"

[laHHble, JOCTYN K KOTOPbIM OCYLECTBAETCS C MOMOLbIO Pa3peLEHNA Ha OCTYN K
NPUNOXEHMIO "300POBbE U CNOPT", CYNTAIOTCA NEPCOHANBHOWN N KOHOUAEHLMANBHOU
nonb3oBaTeNbCckon MHPopMaunen. K HUM NpruMeHs0TCS NpaBuna B OTHOLWEHWM
NONb30BATENbCKMX AAHHbIX M AOMNOMHUTENbHbIE TRebOBAHMSA

IlekapcTBa, OTNyCKaeMble MO pPeuenTy

Mbl 3anpelyaem nybnmnkoBaTb NPUOXEHUS, NpegHa3HauYeHHble ANs NPOoLaXn Un NOKynKm
6e3 peLenTa NeKkapcTB, OTNYyCKaeMbIX MO pPeLenTy.

3anpeLLeHHble BeLecTBa

B Google Play Henb3s ny6avMkoBaTh NPUNOXEHNUS ANS peknaMbl UM NPOJAXKN
3aMpeLLEHHbIX BEWECTB, AaXe eCNN OHM 3a8BNEHbI KAk 3aKOHHbIE.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

Bce npopyKTbl U3 HEMOMHOIO CNUCKa 3aMNpEeLLEHHbIX JIEKAPCTBEHHbIX MPENAPAaTOB U
nuuieBbix J06aBoK

« [lpopykThbl, cogepxalune adpenpy.

« MponyKTbl, COpepXaline XOPMOHUYECKNA FOHaAOTPOMNMH YenoBeka (XI'Y) kak cpeacTBo
LN9 NOXYOEeHUS UM KOHTPONS 3@ BECOM NIMOO B COYETAHUN C aHABONNYECKNMMU
cTepougamu.

« [dnetnyeckune nobaBKM U CPEeaCTBa PAaCcTUTENbLHOIO NPOUCXOXAEHNS, COAep KaLyme
CUNbHOOENCTBYIOWMNE UM OMACHbIE UHIPEANEHTHI.

« MpoAyKTbl, B ONMCaHMM KOTOPbIX COAEPXKATCA JIOXHbIE 3asBIEHMS O MOMb3e AN
3[,0P0BbS, HANPUMEP CPEACTBA, SKOObI CpaBHMMbIE MO 3PPEKTUBHOCTHU C
peLenTypHbIMU TEKAPCTBaAMM UM UHBIMU MOAKOHTPOSIbHBIMU NPEenapaTamu.

« MponyKTbl, HE NPOoLefLMe roCcy4apCTBEHHYIO cepTUPUKALNIO, B peKaMe KOTOPbIX
noapa3yMeBaeTCsl, YTO OHW He3onacHbl NN 3GPEKTUBHbI MPU NEYEHUN UK
npodunakTrke 3abonesaHm.

° npO,D,yKTbI, B OTHOLWEHNN KOTOPbIX BBEOEHDI MPaBUTENBbCTBEHHbIE CaHKLU NN nmbo
NPUHATBI 3aNpPETUTENbHbIE NN NpenynpeanTesibHble MEPbl CO CTOPOHbDI


https://support.google.com/googleplay/android-developer/answer/13996367
https://support.google.com/googleplay/android-developer/answer/13996367
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1

KOHTPONUPYHOLLMX OPraHoB.

° npO,D,yKTbI, HaMEHOBaHMA KOTOPbIX OYEHb NMOXOXWM Ha Ha3BaHMA 3anpeLeHHbIX MULEBbIX

n06aBoK, papMaLEeBTUYECKMX UMM NHBIX BELWECTB C KOHTPONMPYEMbIM 060POTOM N MOTYT
BBECTW B 3abnyXaeHue.

MoppobHyto MHGOPMaLMIo O 3anpeLleHHbIX GapMaLeBTMYECKMX NpenapaTax 1 NuLLEBbIX
no6aBkax MOXHO HanUTK Ha canTe www.legitscript.com

JloxxHast uHpopMaLusa O 300poBbE

3anpewaeTca ny6nmMkoBaTb NPUTOXEHWS, COAepXKaLie CBA3aHHbIe CO 3[0POBbEM
3a9BEeHNd, KOTOpbIe BBOAAT B 3abnyXaeHne 1 NPoTUBOpPEeYaT NPU3HAHHbIM MEANLNHCKUM
daKTaM unm MoryT NPUYMHUTL NONb30BaTENAM BPE.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

- OBbMaHHbIe YTBEPXAEHNS O BakLMHaxX (HanpuMep, O TOM, YTO OHU MOTYT n3MeHsTb [HK).
- MponaraHga onacHbIX, HEYTBEPXAEHHbIX METOLOB JIEYEHMS.

« MponaraHga Apyrux onacHblXx MeguLMHCKMX npouepyp (Hanpumep, KOHBEPCUOHHON
Tepanun).


http://www.legitscript.com/
http://www.legitscript.com/
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1. NMpunoxeHne cogepXxmT 0OMaHHbIE YTBEPXAEHMS, CBA3aHHbIE CO 30OPOBLEM WK
MeguUUHOM (3asiBNeHMs O rapaHTMPOBAHHOM MPefOTBPALLEHUN U NIEYEHUN PaKa).

[TnaTexu — MeguuUMHCKNE ycryriu

NS TpaH3aKLMK, CBA3aHHbIX C OKa3aHMEM Perynmpyembix MELULMHCKUX YCIyT,
MCNonb30BaThb NnaTexHy cuctemy Google Play He HyxHo. MogpobHee o npaBunax
Google Play B OTHOWEHMM NnaTexemn

KOHTEeHT, OCHOBaHHbIU Ha 6r1oKk4YenHe


https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions

Mo Mepe BbICTPOro PasBUTUS TEXHONOTMN BNOKYENH Mbl CTPEMUMCS NPELOCTaBUTb AJ1s
pa3paboTunKoB NNaTPopPMy, Ha KOTOPOM OHM MO Bbl BHEAPATH MHHOBALMM 1 CO3L,aBaTb
6onee ynobHble N UMMEPCKBHbIE CEPBUCHI A5 MONb30BaTENEN.

B uensx HacTosaWwero npaBuia Mbl PaCCMaTPUBAEM KOHTEHT HA OCHOBE BIoKYerHa Kak
TOKEHN3MPOBaHHbIE LMPPOBbIE 0O6BEKTHI, KOTOPbIE CO3AATCA U UCMOSb3YKOTCS NP
NnoMoLM TEXHONOrMM 6nokyerH. Ecnun Bawe NnpunoxeHne COQepXnT TaKON KOHTEHT, Bbl
A,OIKHbI COBMIOAaTh yKas3aHHble TpeboBaHMS.

KpuntoBanioTHbie 6MPXXHU U NPOrpaMMHble KOLIEeSbKK

YT1o6bI NOKYNaTb KPUMNTOBASIOTLI, @ TaKXXe BNafeTb UM 0OMEHNBATLCH UMK, HEOBXOAUMO
MCNONb30BaTb CEPTUDULMPOBAHHbIE CEPBUCHI B OPUCOMKLMAX C 3aKOHOOATENTbCTBOM,
perynupyowmnM obpalleHmne Takux BantoT.

Balle npunoxeHune Takxe AOMKHO COOTBETCTBOBATb ENCTBYIOWMM 3aKOHAM BCEX
PErMoOHOB M CTPaH, B KOTOPbIX OHO pacnpocTpaHaeTcs. He nybnukymnte ero B permoHax unm
CTpaHax, rge Balu NpOoAyKTbl U cepBuChl 3anpeleHbl. Google Play moxeT notpeboBatb OT
BaC NpefoCcTaBUTb [OMOMHUTENbHYIO MHGOPMALNIO NN OKYMEHTbI O TOM, YTO Balle
NPUIOXeHNE OTBEYAET BCEM OENCTBYIOLMM 3aKOHAM U INLLEH3NOHHbBIM TPeBOBaHUSM.

Y3HanTe 6onblue 0 TPeOOBAHUSAX B OTAENbHbIX CTRAHAX.

MalHUHI KpUNTOBANIOThI

3anpeLeHo nybnmMKkoBaTb NPUIOXEHUS, NPeaHa3HaYeHHble AN MalHUHIa KPMNTOBaNoT Ha
ycTpouncTBax. MpunoxeHns, perynnpyrolme ManHUHI KPUNTOBaNOT OUCTaHLMOHHO,
pa3peLLEeHbI.

Tpe6oBaHUA K NPO3pPaYHOCTH NPU pacnpoCTPaHEHUU TOKEHU3UPOBaHHbIX LLMPpPOBbIX
ob6bekToB

Ecnu Bawe npunoxeHne npogaeT unm no3BoNSeT NoNb3oBaTeNnam 3apabatbiBaTtb
TOKEHM3NPOBAHHbIE LMPPOBbIE 06BEKTDI, Bbl AOMKHbI COOBLWNTL 06 3TOM Yepes popMy
Aeknapaunm ¢nHaHCcoBbIX GYHKLMN Ha cTpaHuue "KoHTeHT npunoxenmsa” B Play Console.

Mpw co3paHnM KOHTEHTa 1S NPOAAXM Yepes NPUIOXEHNE Bbl fOMMKHbI YKasbiBaTb B
CBELEHUSX O KOHTEHTE, YTO OH NpeacTaBnseT cobom TOKEHM3MPOBAHHbIN LUPPOBOU
06beKT. JONONMHUTENBHYO MHPOPMALIMIO MOXHO HAUTK B CTaTbe Kak co3naTb KOHTEHT Ana

Npoaaxun Yepes NpPUNOXeHME.

3anpewaeTca ynoMnHaTb B NpuBeKkaTeibHoN GopmMe Uinmn NpoaBUratb BO3SMOXHOCTb
nony4yaTb JOXOM YePEe3 Urpy MU TPENOUHT.

JononHurtenbHble Tpeb6oBaHuUs kK ucnonb3oBaHuio NFT B urposoun popme


https://support.google.com/googleplay/android-developer/answer/16329703
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/1153481

YT06bI PaCNPOCTPAHATL MPUNOXEHNS AN a3aPTHbIX Urp, paboTatowme ¢
TOKEHU3MPOBAHHbLIMU LNPPOBbIMM 06bekTaMK, Hanpumep NFT, Hy>XHO NONy4YnTb
pa3pelleHne, nogas 3asBky. ITo TpebyeTtca cornacHo [pasunam Google Play B

OTHOLUEHWNWN a3aPTHbIX UTR, LR 1 COPEBHOBAHWI C PeabHbIMU AEHEXHbIMU NPU3aMMU.

Bo Bcex ocTasibHbIX MPUIOXKEHUSX, KOTOPbIE HE COOTBETCTBYIOT TPEOOBaHMSAM K
NPUNOXEHNAM AN a3aPTHbIX UFP U HE yKa3aHbl B pa3fene [pyrve nunoTHbIe UrROBbIe

MPOEKTbI C pPeanbHOW BalOTON, HUKAKNE OOBbEKTbI C LEHEXHOWN LLEHHOCTBIO HE AOMXHbI

NPUHUMATbCS B OBMEH Ha BOZMOXHOCTb Nosy4nTb 06bekTbl NFT HEM3BECTHOM CTOMMOCTMW.
O6bekTbl NFT, nprnobpeTeHHble NoNb30BaTENSMU, AOMKHbI MPUMEHSATLCS B UTpe Ans
YAPOLLEHNS ee NPOXOXAEHUS U yNYYLLEHNS UFPOBOro npouecca. HegonycTnumo, 4Tobsl
Takne 06bEKTbI MCMONb30BANMUCh A1 CTAaBOK UM 3aK/THOUYEHNS Napy B O6MeH Ha
BO3MOXHOCTb BbIMIPaTb NPU3bl peanbHOW AEHEXHOW CTOMMOCTH, B TOM YMCne gpyrue
o06bekTbl NFT.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

- [MpunoxeHuns, B KOTOPbIX NpogatoTca Habopbl NFT 6e3 nHopmaunm o ToMm, Kakune
06bekTbl NFT B HUX BKJTHOYEHbI M KaKOBa LLEHHOCTb COAEPXMMOTO.

« CvMynaTopbl @3apTHbIX Urp, Tpebytowme onnaTy Ang Hayana urpbl 1 NpegocTaBnsowme
B KayecTBe BO3HarpaxgaeHus obbekTol NFT.

KOHTeHT, co3paHHbIN UCKYCCTBE€HHbIM UHTEJIJ1IEKTOM

Mopenu reHepaTUBHOIO MCKYCCTBEHHOMO MHTENNIeKTa CTAaHOBATCA [OCTYMHEeE, 1
Pa3paboTUNKM MOTYT BHEOPSATb UX B NMPUIOXEHUS, YTOObI NOBbIWATL YAOOCTBO CBOUX
NPOAYKTOB 1 BOBJIEYEHHOCTb Nonb3oBaTenien. Mbl XOTUM, YTOBbl KOHTEHT, CO34aHHbIV C
MOMOLLbO Taknx Mopenen, bbin 6esonaceH Ansg BCeX, a NONy4YeHHbIe OT3bIBbl YYMTbIBANIMCH
npv ganbHenweM passuTum NPOLYKTOB.

KOHTeHT, co3paHHbIN NCKYCCTBEHHbIM UHTEJ1NTEKTOM

KOHTEHT, CO34,aHHbIN UCKYCCTBEHHBIM MHTENNIEKTOM, FEHEPUPYETCS MOAENSAMM
reHepaTuBHOro M Ha ocHOBe 3anpoCcoB nonb3oBaTtenen. Mpumepsbl:

* TEKCT, KOTOPbIN co3aaeTcs 4aT-60ToOM C reHepaTMBHbIM MW B npouecce obueHus ¢
nonb3oBaTeNeM, eCiv Takoe obLeHME ABNSETCS OCHOBHOM QYyHKLMEN MPUNOXKEHWS;

* N306paXKeHns 1 BUAEO, KOTOPbIE FEHEPUPYIOTCH UCKYCCTBEHHbIM MHTENIEKTOM Ha
OCHOBaHMM TEKCTOBbIX, FPadUUECKMX UK FONOCOBbIX 3aMNpPOCOB.

[na obecneyeHns 6e30NacHOCTU NONb30BaTENEN 1 B COOTBETCTBMM CO Chepor AencTBuS
npasun Google Play npunoxeHus, co3paroLme KOHTEHT C UCNOSIb30BaAHMEM
NCKYCCTBEHHOIO MHTENNEKTA, AOMKHbI OTBEYaTb NpaBuiaM Ans paspaboTunkos


https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots
https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots
https://support.google.com/googleplay/android-developer/answer/10146128
https://support.google.com/googleplay/android-developer/answer/10146128

npunoxenunn B Google Play. B yacTHOCTH, NpunoxeHnsam Henb3a reHepupoBaThb
3anpeLleHHbI KOHTEHT, HanpuMep CNocobCTBYIOWMIN aKCyaTaumm AeTer Uy HaCUano
Haf HMMK, @ TaKXKe BBEAEHMIO B 3abnyxaeHue.

OTpacneBble pekoMeHaaunm no obecneyeHmo 6e30NacHOCTN NPUNOXEHMN Ha Base
reHepaTuBHOro VM Bbl HavpeTe B 310N cTaTbe CNpaBOYHOro LIEHTPA.

MNpunoxeHus, cosgatowme KOHTEHT C nomouwbio N, oonxHbl NpefocTaBnsTh
Nonb30BaTeNsaM BO3MOXHOCTb OTMeYaTb OCKOpbuTENbHbIE MaTepuanbl UK coobuwaTtb O
HUX pa3paboTumKaM, He BbIXOAs 13 NpunoxeHus. PaspaboTunkam cnegyeT MCMNOb30BaTh
Xanobbl nonb3oBaTenen B Ka4eCTBe UCTOYHNKA MHPOPMaLMK oS GUNbTPaLUKM KOHTEHTA U
MoJepauun B CBOUX MPUNOXEHUSIX.

NHTennekTyanbHas cCOOCTBEHHOCTb

3anpelyaeTca HapyLlwaTb YbM-NMHO NpaBa Ha UHTENNEKTYaNbHYO COOCTBEHHOCTb
(ToBapHble 3HaKWN, aBTOPCKME NpaBa, NaTeHTbl, KOMMepPYECKMe TaHbl U T. 4.), @ Takxe
NOOLPATb HapyLLUEHME STUX NPaB UK CNOCOBCTBOBATL EMY. 3anpeT KacaeTcs Kak
NPUNOXEHWUN, TaK N aKKayHTOB pa3paboTunkoB.

Ecnun Ham CTaHeT M3BECTHO O NOAO06HbIX MaTepuranax, Mbl NPUMEM HeO6XoanMbIe Mepbl.
YT106bI COOBLNTL O HAPYLIEHUN aBTOPCKUX MPAaB M NOMYyYUTb OOMONHUTENbHYIO
nHdopMaumio, cregynTe HawmMM UHCTRYKLUMAM MO YaaleHuo KOHTeHTa 13 Google

YT106bI NOJATH Xanoby Ha NPUNOXEHME, B KOTOPOM NPOAAOTCS UM PEKNaMUpPYOTCS

Ecnu Bbl Bnapeney ToBapHOro 3Haka n BaM KaXXeTcs, YTO OH HE3aKOHHO UCMOJb3YETCH B
NPUIOXEHNN, KOTOPOE pacnpocTpaHseTcs yepes Google Play, pekomeHayem cHavana
06paTnUTbCAa K Pa3paboTumKy 3TOro NPUNOXEHUS. ECNn 3TO HE MOMOXET YCTPaHUTb
HapyLLEeHME, OTNPaBbTE Xanoby Ha HE3aKOHHOE MCMNONb30BaHWE TOBAPHOro 3HaKa C
MOMOLLbIO 3TON hOpPMbI

Ecnuy Bac ecTb NMCbMEHHOE pa3pelleHre OT NpaBoobnagaTens, TO MHTENNEKTYaNbHYO
cobCTBEHHOCTb (bpeHa, norotun u rpaduyeckme o6bekTbl) MOXHO UCMONb30BaTh B
NPUNOXEHUN UK Ha ero cTpaHuue. O6s93aTeNnbHO CBAXMTECH C KOMaHAon Google Play

nepeg nybnvkaumen npunoxeHus, YTobbl ero He OTKNOHWUN 3@ HapyLeHNE aBTOPCKUX
npas.

He3akoHHOE UCnonb3oBaHUE KOHTEHTA, 3aLLMLL,EHHOrO aBTOPCKMM
NnpaBoM


https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/16353813
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428

3anpelyaeTca HapyLlaTb Yy>Kne aBTOPCKMUE NpaBea. VIaMeHeHe MaTeprnanos, 3aLlmLLEeHHbIX
aBTOPCKMM MPaBOM, TaKXe MOXET MPUBECTM K HapyLEHUO. B HEKOTOPbIX Cryyasx
pa3paboTumKm [OMKHbI AOKa3aTb CBOE NPaBO Ha UCMOMIb30BaHME TOro UM MHOTO
aBTOPCKOroO KOHTEHTA.

He pekoMeHayeTcs MCnosb3oBaTb YYXKON KOHTEHT A1 AEMOHCTPALNN BO3MOXHOCTEN
CBOEro npunoxeHus. besonacHee BCcero co3natb OPUTrMHanbHble MaTepuarnbl.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

« O6NOXKN My3blKanbHbIX anbOOMOB, BUAEOUTP U KHUT.
« PeknamMHble n3obpaxeHuns n3 punbmoB, CEpPUanos, Tenenepesay nnn BUGEOUrp.

« MI306paxkeHnst unm 3acTaBkm U3 KOMUKCOB, MyNIbTGUIbMOB, GUTbMOB, BULEOKUMOB,
cepwanoB unu Tenenepesau.

« Jlorotnnbl yHUBEPCUTETCKUX UNU MPOPECCUOHaNbHbIX CNOPTUBHbBIX KOMaHL,
« doTtorpadum n3 Npoduns N3BECTHOIO YENOBEKA B COLMANBbHON CETHU.
« ®oTorpadunmn N3BECTHOrO YENOBEKA, CHATbIE NPOdECCUOHANbHbIM poTOorpadom.

 PenpoayKuumn KapTuH, 3alMLLEHHBIX aBTOPCKUM NPAaBOM, UM KOMUK, HEOTNTMYMMbIE OT
opuruHana.

« Ayomosanucu n3 matepmanos, 3aLMLLLEHHbIX aBTOPCKUM MPaBOM.

« Konun nnu nepeBoabl KHUT, HE ABJTAOLNXCA O6LIJ,eCTBeHHbIM OOCTOAHUEM.

MNoowpeHne HapyLeHUst aBTOPCKUX NpaB

3anpelueHo ny6MKoBaTh NPUNOXEHNS, MOOLPSIOLME HapyLWEeHNe aBTOPCKMX NpaB U
cnocobcTaytowme aToMy. ECriv Bbl He yBEPEHDI, YTO BalLe NPUTOXEHME HE HApPYLWAET 3TO
npaBuno, 0bpaTUTECh 3a COBETOM K IOPUCTY.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLIEHUN:

« MpunoxeHnsa onsg NOTOKOBOW Nepeaaum BUAEO UM ayano, KOTopblie No3BongoT 6e3
paspeLIeHNa ckavyaTb KOMUIO KOHTEHTA, 3alLMLLEHHOrO aBTOPCKMM NPaBOM.

« MpunoxeHus, NO3BONSAIOWMNE CNyLWAaTb, CMOTPETb U CKaYMBATb My3bIKy, BULEO U OPYron
KOHTEHT B 06x0[, 3aKOHa O 3alMTe aBTOPCKUX NPaB:
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(D B onu1caHum 3TOro NpUoXeHus nosib30BaTENaM NPeanaraeTcs CKaumBaTh KOHTEHT,
3aLLMLLEHHbIN aBTOPCKMM MpaBoM, 63 COOTBETCTBYHIOLWErO PaspeLLEHMS.

(2) CKPUHLLOT B OMUCAHUM 3TOTO MPUSIOXKEHWS NMPU3bIBAET NOMb30BaTeNen ckaunBaTb
KOHTEHT, 3aLUULLEHHbI aBTOPCKNM NPaBoM, 663 COOTBETCTBYIOLLErO Pa3peLeHus.

HapyLueHure npaB Ha TOBapHbIM 3HAK

3anpeLleHo nybnmkoBaTb NPUIOXEHWS, HapyLwatoLlwne npasa Ha TOBAPHbIM 3HaK.
ToBapHbIM 3HAKOM Ha3bIBAOT CIOBO, CUMBOJ UMM UX COYETaHMe, YKa3blBaloWme Ha
NPOV3BOAUTENS TOBapa UNu NocTaBLwmka ycnyr. OH gaeT Bnagesnbly UCKMOUMTENbHbIE
npaBa Ha ero UCMosb30BaHNE NPUMEHUTENbHO K fLaHHOMY TOBapy WK ycnyre.

HapyleHneM gaHHbIX NpaB CYNTAETCAa HEHaOJ1eXallee U HECaHKLMOHMPOBaHHOE
MCMNONb30BaHME MOEHTUYHOIO IMOO OYEHb MOXOXEro TOBAPHOro 3HaKa C Liefiblo [aTb
HEeBEpPHOe NpeacTaBneHne 06 UCToYHMKE NpoayKTa. ECnv B BalleM nNpuioxeHun
MPUCYTCTBYIOT TOBAPHbIE 3HAKW OPYrvX NPOAYKTOB, KOTOPbIE MOTYT BBECTU MOJb30BaTENEN
B 3a0Ny>XAeHME, OHO MOXET ObiTb 3a6N0OKMPOBAHO.

NopaenbHble TOBapbI

3anpelyeHo nybnnkoBaTb NPUIOXEHMS, B KOTOPbIX MPOAAKTCS U PEKNaMUpPYOTCS
nopenbHble ToBapbl. Peub nget 06 napgenusx, Ha KOTOPbIX €CTb 0603HAYEHMS,



NOEHTUYHBIE YYXKMM IOroTMMNaM / TOBApPHbIM 3HakaM MM OYEHb MOXOXME HA HUX. DTO
No3BONSET BblAaBaTb NOAAENbHbIM TOBAP 33 NOAJIMHHbBIN.

HapylweHne KoHPUOeHUnanbHOCTH,
3rioynoTpebneHne pecypcamm yCTPOUCTBaA U
MOLLUEHHUNYECTBO

KoHdunaeHumanbHOCTb Nonb3oBaTenen  6e30nacHOCTb CEPBMCOB OYEHb BaXKHbI A1 HaC.
MoaTtomy B Google Play cTporo 3anpelyaetcs nybnmkoBaTb BPELOHOCHbIE,
MOLLUEHHUYECKME N APYrue NPUNoXeHUs, KOTOpble HegoMnyCTUMbIM 06Pa3oM UCMONb3YHOT
PEeCypCbl CETU UNN YCTPOMCTBA, a TakXXe NepCcoHasbHble AaHHbIE.

INaHHblE MONb30BaTENS

Bbl LOMXHbI TOYHO M NOAPOBHO onmncaTb, kak obpabaTbiBaeTe faHHbIE NONb30BATENEMN,
HanpUMep MONyYEHHbIE OT HUX UK COBPaHHbIe BaMu, BKtOYas MHGOPMaL MO C YCTPONCTB.
Ob9a3aTenbHO coobwmTe, Kak 1 ans 4yero Bbl Oypete cobupaTb, 06pabaTtbiBaTb U
NCNONb30BaTb 3TU AaHHbIE, @ TAKXE NOMyYaTb U NPEAOCTABNATb K HAM OOCTY.
Mcnonb3oBaTh Takyto MHPOPMALMIO B LIENSX, O KOTOPbIX Bbl HE 3a8ABUIM, 3aMNPELLEHO.
Mobasa 06paboTka NMUYHbIX U KOHPUAEHLMANBHBIX NONb30BATENbCKMX AAHHbIX TakXe
LOMKHa OCYLECTBNATLCA C COONIOAEHMEM AOMNONHUTENBHbIX TPEOOBAHUM, YKa3aHHbIX B
pasgene "JInyHble n kKoHdUaeHUManbHble NOb30BaTENbCKNE OaHHbIe" HMXKE. [TOMUMO 3TUX
n gpyrux Mpaeun nporpammel gns paspabotumnkoB Google Play, Bbl Bcerga gonxHbl
cobntogaTb 3aKOHbI O 3aWMTE OaHHbIX U KOHPUAEHUNANBHOCTY, OENCTBYOLWNE B
IOPUCANKLMAX, TOE Bbl PACNPOCTPaHAeTe CBOU NPOAYKTbI MK cepBUChl. Hanpumep, ecnu
Bbl MpeanaraeTe CEPBUCHI NONb30BaTENAM U3 EBPONENCKOro Ccok3a, n3yunte
pPeKoMeHaaLumM No 3alnTe NePCOHaNbHbIX AaHHbIX HA MOBUIIbHbIX YCTRONCTBAX
NPUHATbIE PPaHLY3CKMM HaA30PHbIM OPraHoM Mo 3awmTte gaHHbIx (CNIL).

Ecnuv B BalleM NpuioXeHnn ecTb CTOPOHHMI ko, (Hanpumep, SDK), ybeguTech, 4ToO 3TOT
Kof, a TakxXe npouecchl 06paboTkn NONb30BATENbCKNX OAHHbBIX HA CTOPOHE ero
NoCTaBLLiMKa COOTBETCTBYIOT [1paBunnamM nporpaMmbl 4ns paspaboTumkoB NPUIOXEHUN B
Google Play, B ToM uncne tpeboBaHusM 06 MCNONb30BAHUKN U PACKPbLITUM MHOPMaLUN.
Hanpumep, Bbl LOMKHbI yOGOCTOBEPUTLCS, YTO NocTaBwmk SDK He npogaeT NuyHbIie U
KOHPUAEHUManbHbIE NONb30BaTENbCKME AaHHbIE, NOMYYEHHbIE N3 BaLLEro NPUIOXEHUS.
3710 TpeboBaHMe [ENCTBYET BHE 3aBMCUMOCTM OT TOro, NepenatnTcs NN NONb30BaTeNIbCKUE
[aHHbIe NoCcne OTNPaBKM Ha CepBep UK B pe3ynbTaTe BCTPanBaHUg CTOPOHHErO Kofa B
Balle NpuioxeHue. OTn TpeboBaHUS TakXe NPUMEHSIOTCS K CTOPOHHUM MHTerpaumam A
(Hanpumep, K NpogyKTaM, cepBmcaM u kofy). Bbl HeceTe OTBETCTBEHHOCTb 3a cobntofeHne


https://www.cnil.fr/en/mobile-applications-cnil-publishes-its-recommendations-better-privacy-protection
https://www.cnil.fr/en/mobile-applications-cnil-publishes-its-recommendations-better-privacy-protection

STUX NpaBwJl, B TOM YMCIe 3a OrpaHMYEHME NCMNONb30BaHUS, PacKkpbiTUe nHGopMaumnmn n
nonyyeHne cornacus.

JInyHbie U KOHCI)VI,EI,eHLI,VIaJ'IbeIe MoJyib30BaTENIbCKNE OaHHbIE

OMonHbIM TEKCT NpaBun

K nnyHbIM 1 KOHOUAEHUNANbHBIM NONb30BATENbCKUM [aHHbIM OTHOCUTCS B TOM YnCne
nHpopmaLms, Nnos3sonsgowas MAEHTUPULNPOBATL NMMYHOCTb, GMHAHCOBbIE, MNATEXHbIE U
y4YeTHble AaHHble, TenePOoHHass KHUra, KOHTaKTbl, AaHHble 3BOHKOB M SMS, faHHbIe O
300pOBbe , AaHHble NaaTthopMmbl "300POBbLE N CNOPT" , aHHbIE O MECTONONOXEHWM
YCTPOWCTBA W CMMCKE APYrUX NPUNOXEHUN HA YCTPONCTBE, AaHHbIE MUKPODOHA U
KaMepbl, a Takxke gpyras KoHpuaeHumanoHas MHGopMaLmns 06 yCTPONCTBE Unn ero
ncnonb3oBaHuu. ECnv Balle npunioxeHne NCNonb3yeT Taknue CBeaeHus, oT Bac TpebyeTtcs
cnepytoulee:

« OrpaHnyMBaTh AOCTYM K JINYHBIM N KOHPUAEHLUMANbHBIM NOSIb30BATENbCKUM OaHHbIM,
MONyYEeHHbIM Yepes NPUIoXeHne, a Takxe ux cbop, MCNonb3oBaHKe 1 nepepavy. ATn
AEeNCTBMS [OMNYCKaTCs TONbKO AN NPefoCcTaBneHns GyHKLUUA cepBmuca nnm
NPUIIOXEHNS, @ TakXXe B LIENsiX, COOTBETCTBYIOWMX NPaBUIaM 1 HE HapyLIaoLWnX
0b60OCHOBaHHbIE OXMNAAHUS NoNb3oBaTenen.

° npl/IJ'IO)KeHI/Iﬂ, ncnonb3yrowmne nnYHbie 1 KOH(I)I/I,EI,GHLI,VIaJ'IbeIe nonb3oBaTENIbCKNe
OaHHbIE OJ19 NOKa3a peKJiaMbl, OOJIKHbI COOTBETCTBOBATb NPaBu/1aM pa3MeLleHNdA

peknambl

- [laHHble pa3peLleHo nepegasaTh, €CNM 3TOro TpebyeT aencTeyollee
3aKoHO[aTeNbCTBO (HanpUMep, No 3anpPoCcy rOCOPraHoOB) UK COefKa No CANSHUIO UNn
npongaxe akTUBOB. Bbl AOMXHbI yBEAOMUTb 06 3TOM NOMb30BaTENEN IOPUANYECKN
npuemnemMbiM criocobom. Kpome Toro, nepepaya faHHbIX BO3MOXHa NOCTaBLMKaM
ycnyr

« ObpabaTbiBaTb BCE NINYHbIE N KOHPUAEHLMANbHbBIE AaHHbIE NOb30BaTeNnen 6e3onacHbIM
06pa3oM, B TOM YMCIie C MPUMEHEHNEM COBPEMEHHbIX METOL0B LWMPOBAHUS, HaNpUMep
npotokona HTTPS.

« [10 BOZMOXHOCTM 3anpawmBaTbh AUHAMUYECKNE Pa3peLlEHMS, NPEXAE YEM
MCMNONb30BaTb AaHHbIE, AOCTYN K KOTOPbIM perynmpyeTcs paspewenvamm Android

« He npopaBaTtb JINYHbIE U KOHCI)VI,D,GHLLI/IaJ'IbeIe Nnonb30BaTEJIbCKNE OaHHbIE.

- "MNpopaxa" nogpasymeBaeT OOMeH Unn nepefady Takmx faHHbIX TRETbMM NnLamM  C
Liefibio NoSyYeHNs [eHEeXHOro goxoaa.

« Ecnu cBom nuyHble 1 KOHOUAEHUMANbHbIE faHHbIE NepeaaeT caM Nosb30BaTeslb, 3TO
He cunTaeTcs npogaxen. MprMepbl TakMx CUTYaLMIn: B TPUNOXEHUN €CTb GYHKLMS


https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
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https://developer.android.com/training/location
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https://developer.android.com/training/location
https://support.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
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https://developer.android.com/guide/topics/permissions/overview
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https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing

ONs nepepayn GpannoB TPETbUM NIMLAM; NPUIIOXEHME NPpegHa3HayYeHo ong

npoBefeHna Hay4vHblX VICCJ'IG,EI,OBGHVII?I, N OaHHbIE OTMNPAaBNAKTCA B 3TUX LENAX.

g Ha uto 06paTtuTh BHUMaHME

YTto cnepyet penaTb

PasmMecTuTe RENCTBUTENBHYIO NONNTUKY
KOHPUOEHLMANBHOCTN B NPUNOXEHUN U Ha €ro
cTpaHuue B Google Play.

B pa3pene 6e3onacHOCTM faHHbIX B Play
Console ykaxuTe, kak Bbl cobupaeTe n
nepegaete nHdopmaumio.

Mepep cO60POM INYHBIX UK
KOHOUAEHLMANbHBIX faHHbIX NONyYanTe aBHoe
cornacue nonb3oBaTens.

Mcnonb3ynte Hapgnexalme Mepbl
6e30MacHOCTM ANS 3aLLUTbl NONb30BaTENbCKMX
L,aHHbIX, B TOM YMCIIe COBPEMEHHbIE METObI
WndbpoBaHMS Npu nepenave gaHHbIX.

CobupanTe 1 UCNoNb3ynTe TONbKO Te faHHbIE,
KOTOpble HEOHXOAMMbI AN PaboThbl
MPVNOXEHWS.

No6aBbTe dyHKLMIO yaaneHus akkayHToB. OHa
AOJIXHA BbITb 4OCTYMHA Kak B CAMOM
NPUNOXEHWUM, TaK U Ha CBA3aHHOM Be6-

pecypce.

Yero penartb HeNb3qa

He npepocTaBnsanTe BBOOALWYO B 3abnyXaeHne
NN HETOYHYIO MHPOPMALMIO O TOM, KaK Bbl
paboTaeTe C AaHHbIMU.

He cobupanTe paHHble, KOTOPbIE HE HYXXHbI A8
OCHOBHbIX QYHKLUIA MPUIOXKEHNS.

He npopaBaiiTe NMYHbIE U KOHOUOEHUNANbHbIE
Nonb30BaTeNbCKNE faHHbIE.

He HapywanTe npaBuna B OTHOWEHUN
6e3onacHoCcTM geTen. Ecnu Bawe npunoxeHue
npegHa3Ha4YeHo ans AeTen, OHO OOMKHO
COOTBETCTBOBATH MPaBuiaM NPOrpamMmbl
Google Play "MpunoxeHnsa aong scer cembu”, B
KOTOPbIX CopepXaTcs TpeboBaHMs K 06paboTke
NONb30BaTeNIbCKUX AaHHbIX.

He cobupanTe paHHble 6e3 cornacus
MoNb30BaTENS U HE NofyYanTe ero 06MaHHbIM
crnocobom.

He 3abbiBaiiTe 0 BaXXHOCTM ygoaneHus
aKkayHTOB. [pepocTaBbTe NONb30BaTENAM
BO3MOXHOCTb JIErko yAanuTb akkayHT U
AaHHble. BrokmpoBka akkayHTa He MOXET BbiTb
anbTepHaTMBOW.

PackpbliTne nHpopmaLmm n paspeLlleHmne Ha UCMonNb3oBaHUE

NaHHbIX

[} KpaTkoe onucaHue npaeun


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335

Mpasuna Google Play ycTaHaBnuBatoT cTporne TpeboBaHus kK 06paboTke KOHOUMAEHLMANBHOW
NNYHOM MHGOPMALMKN U AaHHBIX C YCTPOMCTBA, OCOHBEHHO ecnu ux cbop unm Ncnonb3oBaHne
MOryT 6bITb HEOYEBMAHbI 415 NONb30BATENS (Hanpumep, Npu cbope AaHHbIX B POHOBOM PEXMME).
3anpalumBaTh pa3peLleHns U Cornacue MOXHO TOJTbKO 1OC/E TOro, Kak Bbl MOKAXeTe B
NPUNOXEHNM YETKOE 1 3aMeTHOe yBefoMeHne. OHO JOMKHO NcYepnbiBatoLLe O6BbACHATD, Kak
MMEHHO Bbl MOJSTly4YaeTe JOCTYN K AaHHbIM, 3a4EM MX COBUpPaETe, Kak UCNONb3yeTe U C KEM
penuteck. Mocne Toro Kak Nosib3oBaTeNlb 03HAKOMUTCS C YBEOMJIEHMEM, Bbl 06S3aHbI NOMYUYNTb
ero ogHo3HayHoe cornacue. OT Hero TpebyeTcs aBHOe, aKTUBHOE AENCTBME — 3TO rapaHTUs TOro,
YTO €ro BbI6OP Oblfl OCO3HAHHBIM.

OMonHbIN TEKCT npaBun

Ecnu Bawe npunoxeHne cobupaeTt, UCNONb3IYeT U NEPEeRaeT NINYHbIE U
KOHUOEHLMANbHbIE NONb30BATENbCKNE faHHbIE B LIENSX, KOTOPbIE MOTYT He
COOTBETCTBOBaTb OOOCHOBAHHBLIM OXWOAHUAM NOSIb30BATENEN OT NPOoAyKTa U GYHKLNN
(Hanpumep, ecnu c6op MHOPMaALMM NPOXOAUT B POHOBOM PEXMME), BaM HEOOXOLMMO
BbINOSIHUTbL TPEHOBAHMS HUXKE.

PackpbiTne nipopmauuun. Bol fonmkHbI yKasaTb B NPpUNOXKEHUU cBeaeHus o cbope,
MCNONb30BaHUM U Nepegaye NNYHbIX AaHHbIX. [INS Takux CBeAeHUN feUCTBYIOT
cnepywouwme TpeboBaHus:

+ MIHdopmMaLms gonkHa 6biTb B CAMOM MPUOXKEHWM, @ HE TONbKO B €ro ONUCaHUKN UNN Ha
cauTe.

« NHdopMaLma oomkHa oTobpaxaTbcs Npu 06bIMHOM UCMONb30BaAHUKN NPUNOXeEHMS, 6e3
BbI30Ba MEHIO MM HAaCTPOEK.

« B nHpopMaLmm [ONKHO BbiTb YKa3aHO, Kakme AaHHble UCMONb3yeT Unn cobrpaet
NPUNoXeHNe.

* B HEen JonXHO 06BACHATLCS, KAk MIMEHHO MPUNOXEHME NCNONb3YET N NepefaeT AaHHbIe.

« IHpopMaLms He MOXET CcopepXKaTbCs TONbKO B NONNTUKE KOHPUOEHLNANBHOCTM UK
YCIIOBMSIX MCMOJSIb30BaHUS.

+ MIHdopMaL s HE MOXET BKOYATbCA B COCTaB APYrnMX CBEAEHWUN, HE CBA3aHHbIX C
BONpocaMu cb6opa NNYHbIX M KOHPUAEHLMANbHbIX AaHHbIX NONb30BaTENEN.

Cornacue nonb3oBaTeNien U pUHaMUYeckue paspelueHus. Bol JOMmKHbI 3anpocuTb
cornacue nonb3oBaTens U AMHaAMUYECKOE pa3pelleHre cpasy nocse nokasa
coobueHns o packpbiTum MHpopmMaLun, COOTBETCTBYIOLLErO YKa3aHHbIM paHee
npaBunaMm. [insa 3anpoca AeUCTBYIOT creayoume npaBsuna:

« 3anpoc fomnxkeH bbiTb cHOPMYNMPOBaH NPeLAeNnbHO ACHO U NPEACTABIIEH B OTAENbHOM
AManoroBoM OKHe.



- Cornacve nonb3oBaTesns [OMKHO NOATBEPXKAATLCA fencTBmeM (Hanpumep, HaxaTnem
KHOMKW MNN YCTaHOBKOW $naxka).

« CuTyauuu, Korga nonb3oBaTeslb HAMEPEHHO UMK CNyYanHO 3aKPbIBAET OKHO C
3anpoCcoM, B TOM YMCNE HaXXaTUEM B APYroM MEeCTe U KHOMKOW BO3BPaTa Ha rnaBHbIN
3KpaH, He MOTYT CYMTaTbCS COrnacuem.

« ABTOMATMYECKM 3aKpbIBaOLLMECS 3aMpPOChl (HanpuMep, No UCTEYEHMM ONpPeneNeHHOro
BPEMEHW) He MOTyT OblTb CPEACTBOM NOJTyYEHUS COrNlacus.

- 3anpoc porxeH 6biTb CHavYana ofobpeH nosb3osaTenieM. ToNbKo NOCe 3TOro Balle
MPUSIOXEHNE MOXET MOSYUNTb AOCTYM K NINYHBIM U KOHPUAEHLMASIbHBIM
MOSIb30BATENBCKUM AaHHbIM UM HaYaTb MX cObMpaTb.

MprnoXeHus, B KOTOPbIX NMNYHbIE N KOHOUAEHLMAbHbIE NONb30BATENIbCKNE AaHHbIE
obpabatbiBatoTCs 63 cornacus Nob3oBaTeNs Ha APYrMX NPaBOBbIX OCHOBAHMSX, [OSKHbI
COOTBETCTBOBATb AENCTBYIOWUM IOPUANYECKMM TPEOOBAHNSM U COLepXaTb HEOOXOaMMble
COOBLLEHNS O PACKPBITUN MHPOPMALMK, B TOM YMCNE COOBLLEHMS B CaMUX NMPUITOXEHUSIX,
Tpebyemble COrnacHo aTUM npasusiam. TakuM OCHOBaHMEM MOXET OblTb 3aKOHHbI
NHTEpec B pamkax MeHepanbHoro pernameHTa EC o 3awmTe nepcoHasbHbIX LaHHbIX
(GDPR).

YTOObI NPUBECTU NPUIIOXKEHNE B COOTBETCTBME NPaBunam, Mbl PEKOMEHAYEM BaM
npuaepxmeaTbcs cnepytouero popmaTa, korga TpebyeTtcs packpbiTb MHPOPMaLMIO:

- "[Ha3BaHune npunoxeHus] cobnpaet/nepenaeT/CUHXPOHU3NPYET/XPaHNT [TUN faHHbIX],
4yTObbl 06ECNEYUTbL PaboTy [Kakon dyHKUUK] [B Kakmx cnydasx]".

« [Mpumep. "Fitness Funds cobupaet gaHHbIe O MECTOMOIOXKEHUM, YTOObI OTCIEXNBATD
BaLLy GU3NYECKYHO aKTUBHOCTb, AaXe KOrAga MpunoXeHNe 3aKpbiTO UIN HE
MCroNb3YEeTCS, N YTOObI MOA[EPXXUBATL 10KA3 PEKIaMbI".

« lMpumep. "Call Buddy cobupaet, cuntbiBaeT v 3an1cbiBaeT JaHHbIE O BbI30BaX, YTOObI
UMETb [OCTYI K KOHTAKTaM, [4axXe KOr[a MpuioXeHne He UCronb3yeTcs”.

Ecnu B BalweM NpuioxXeHUn NCNonb3yeTcs CTOPOHHUI ko, (Hanpumep, SDK),
npepHasHa4YeHHbIM 4ns cOopa NMMYHbIX U KOHPUAEHLMANBbHbBIX NONb30BATENbCKNX OAHHDbIX,
Bbl AO/IKHbI MPEAOCTaBUTb AOCTATOYHbIE AOKA3aTENbCTBA TOrO, YTO Balle MPUNIOXKEHNE HE
HapyLliaeT TpeboBaHUs U3 pa3gena "PackpbiTue nHGoOpMaLMM 1 paspeLLEHME Ha
NCMNONb30BaHME OaHHbIX" HAacToALWMX npasun. [punoxeHne JOMKHO COOTBETCTBOBATL B
TOM YNCIE NOSNIOXEHUSAM, CBA3aHHbIM C JOCTYMOM K AaHHbIM, a TakXke nx cbopowm,
MCMNONb30BaHMEM N Nepepayen C MOMOLLBbIO CTOPOHHEro Kopa. [JokasaTenbCcTea
HeobX0AMMO OTNPaBUTb B TEYEHNE ABYX Hepesb Uy Apyroro nepuoaa (ecnm oH ykasaH)
nocne nonyyeHus 3anpoca ot Google Play.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapYLIEHUN:



MpunoxeHne cobrpaeT faHHble O MECTOMONOXEHMM YCTPOUCTBA, HO HE COQEePXUT
3aMETHOro yBegoMIieHnst 06 MCNONb30BaHMN UX NPUOXEHMEM B POHOBOM pexnme u/
WY O TOM, ANS KaKOW QYHKLUM HYXXHbI 3TU OAHHbIE.

MpunoxeHune 3anpalnBaeT gMHaMUYECKOE pa3peLleHne Ha AOCTYN K AaHHbIM 40
pPacKpbITUS MHOPMALLUM O TOM, A1 YEFO UCMONb3YHTCS 3TU AaHHbIE.

MpunoxeHne nonyyaeT JOCTYN K CMUCKY YCTaHOBNEHHbIX NPUIOXEHWI NONb30BaTENs U
He obpabaTbiBaeT 3TN faHHbIE Kak IMYHbIE UM KOHOUAEHLNANbHbIE B COOTBETCTBUM C
NONNTUKOWN KOHOUAEHLNANbHOCTH, NpaBuiamMm 06paboTkn AaHHbIX, @ TaKXKe COrflacHO
TPebOoBaHUAM K PACKPbITUIO MHGOPMaL MM N Pa3peLLEHMIO Ha UCNONb30BaHNE faHHbIX.

MpunoxeHne nonyyaeT AOCTYN K CIUCKY KOHTAKTOB NOSb30BaTENS U HE 0bpabaTbiBaeT
3TN JaHHbIE KakK JIMYHbIE NN KOHOUOEHUMaNbHbIE B COOTBETCTBMM C NONNTUKOM
KOHOUOEHUMANbHOCTH, a Takxe TpeboBaHMAMN K 06paboTKe AaHHbIX M Pa3peLIEHNIO Ha
NCMNONIb30BaHMNE OaHHbIX.

MpunoxeHne 3anncbiBaeT faHHble, KOTOPbIE NOSBASIOTCS Ha 9KPaHe, U He
obpabaTbiBaeT MX KaK MYHbIE UK KOHPUAEHLMANbHbIE B COOTBETCTBUMN C HACTOALWNMU
npaBuaamu.

MpunoxeHne cobupaeT AaHHblE O MECTOMONOXEHUM YCTROUCTBA , HE PacKpbIBag, AN
YEro OHU HYXHbl, 1 He MoJyyasa cornacue nosb3oBaTens B COOTBETCTBUN C
NpVBEAEHHbIMU Bbille TPEBOBaAHUAMMU.

MprnoXxeHne NCNonb3yeT OrpaHMYEHHbIE paspelleHmns B pOHOBOM pexmme (B TOM ymcne
L9 OTCNEXMBAHNS UMW B UCCNELOBATENbCKMX UM MapPKETUHIOBbIX LIeNIsX), He
packpbiBasi, 41s Yero oHn TpebytoTCs, 1 He NoMny4Yas cornacue Nob3oBaTens B
COOTBETCTBUM C NPUBELAEHHbBIMY Bbilwe TPeboBaHMSIMU.

MpunoxeHne ncnonb3yet SDK, KOTOPbI COBUPAET NUYHbIE U KOHOUAEHLMANbHbIE
nonb3oBaTeNbCkME AaHHbIE N He 06pabaTbiBa€T UX COrNacHO NpaBuiiaM B OTHOLWEHNUN
NoNIb30BaTENbCKMX AaHHbIX, TPEOOBAHUSAM K PACKPbITMIO MHPOPMALMM U Pa3pPELLEHNIO
Ha MCMONb30BaHNE AaHHbIX, a TakXe TpeboBaHMnaM K 06paboTke AaHHbIX (BKOYas
3anpeT Ha Npopaxy).

MoapobHee 0 packpbITUM MHGOPMALIMK N Pa3PELIEHNN HA NCMONb30BAHWE OaHHbIX...

OrpaHuyeHmne gocTyna K NMUYHbIM U KOHPUOeHUnabHbIM
NaHHbIM

(&} KpaTkoe onucaHue npaeun

B Google Play nenctsyloT onpefeneHHble orpaHuyeHns ana npuioXeHun, KoTopble
06pabaTbiBatOT PUHAHCOBbLIE [AHHbIE, KOHTAKTHYIO MHPOPMALMIO UM MOCTOSAHHbIE
naeHTudmkaTopsl. Hukorga He packpbiBanite GUHAHCOBbIE faHHbIE U HOMEPa 0dULMaNbHbIX


https://developer.android.com/training/location
https://developer.android.com/training/location
https://support.google.com/googleplay/android-developer/answer/11150561

YAOCTOBEPEHUI NMYHOCTU. 3anpelleHo 6e3 paspeLieHmns nybnmkoBaTb MYHYK KOHTAKTHYHO
nHdopMaLMIO Apyrnx Nogen. B npunoxeHusx ons getern HeobxoanMo NCnonb3oBaTb
onobpeHHbie SDK. MNMpurnoxeHus, CBA3blBalOLLME NOCTOSIHHbIE MAEHTUDMKATOPLI C BPYFUMK
LaHHbIMW, OOMKHbI MCMNONb30BATLCS A5 ONPEAENEHHbIX LENEW, CBA3aHHbIX C TENEPOHMEN UK
ynpaBfieH1eM KOPNopaTMBHbIMU YCTPOUCTBAMW, U COQEPXKATb SBHblE YBEAOMNEHUS 06 3TOM.
YTob6bl 06ecneunTb cobntogeHne NpaBmil, NPOYMNTANTE UX MOSHbIN TEKCT.

(NonHbIK TEKCT npaBun

Hwxe nepeuncneHbl [ONOMHUTENbHbIE TPEOOBAHUS K MPUIOXEHMSM, BbINOSHSAOLWNM
ornpegeneHHble GyHKUUN.

DyHKUNA

ObpaboTka NAEHTUPUKALNOHHBIX,
$VHAHCOBbIX U NAATEXHbIX JAHHbIX

ObpaboTka TeNnePOoHHbIX HOMEPOB U
APYror KOHTaKTHOW MHbOopMaLUK

AHTVBUMPYCHbIE U ApYrne 3aWwunTHbIe
dyHKUMM

JeTCKUM KOHTEHT

C60p NOCTOSAHHbIX
NOEHTUPUKATOPOB YCTPOWCTB
(Hanpumep, IMEI, IMSI, cepuiiHbix
HomepoB SIM-kapT 1 T. g.)

Tpeb6oBaHus

Balue npunoxeHne He OOMKHO HWU NPU KaKMUX
obcTosSTENBCTBAX NYOIMKOBATL NTMYHbIE U
KOHUAEHUMANbHbIE AaHHble, CBA3aHHbIE C PUHAHCOBOM
UNN NNaTEXHOW [EeATENbHOCTbIO, @ TakXe HoMepa
odu1LMaNbHbIX YGOCTOBEPEHNUM IMYHOCTMU.

3anpelyeHo 6e3 paspeLleHns nybnmkoBaTb 1 PackpbiBaThb
NNYHYIO N KOHOUAEHUMANbHYIO MHGOPMaLMIO ApYyrmx
nopen.

B nonuTtrke KoHGMAEHLMANbHOCTN U MHbOPMaL MK 06
NCNONb30BaHMWN JIMYHbIX fAHHbIX OOSIKHO O6bACHATLCS,
Kakue JaHHble cobupatoTcs U NepenaoTcs, Kak OHK
NCMNOJb3YOTCS U KTO MOXET NOMYyYNTb K HAM JOCTYM.

B npunoxeHuu, npegHasHa4yeHHOM B TOM Yucne U ans
LeTen, He JOMKHbl ncnonb3oBaTbcst SDK, KoTopble He
opobpeHbl gng nogobHbIX cepBncoB. C MNOMHbIM CMUCKOM
npaBui N TPeboBaHNN MOXHO 03HAKOMUTLCS Ha 3TON
CTpaHuue

MoCTOAHHbIE NAEHTUPUKATOPLI YCTPONCTBA HE [OMXKHbI
6bITb CBA3aHbI C JIMYHBIMU N KOHOUAEHLMANbHBIMY
LaHHbIMW NONb30BAaTENS U C NAEHTUMKATOPAMU, KOTOPbIE
MOryT 6bITb COPOLLEHDI, 33 UCKITIOUYEHMEM:

+ TenedOoHHOWM CBA3K ¢ NomoLbio SIM-kapTbl (Hanpumep,
Lns 3BOHKOB No ceTu Wi-Fi yepes onepatopa cBa3n);

+ KOPMOPATMBHbIX NMPUIOXEHUM AN yNPaBNeHUs
YyCTPOMCTBaMW, UCMOMNb3YEMbIX B PEXMME BragesbLa.

B Takux cnyyasx paspaboTyumk OOMXKEH SBHbIM 06pa3om
COoO6WNTb NoNb30BaTENAM 06 MCMOIb30BAHMM
NOeHTMOMKATOPOB B COOTBETCTBUN C MPaBMaaMu B
OTHOWEHUW NONb30BATENLCKNX AaHHbIX



https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311

NHbopmaLmio 06 aibTePHATUBHBIX YHUKANbHbIX
NOEHTUOUKATOPAX MOXKHO HANTU Ha 3TOW CTpaHULIEe

[lononHnTENbHbIE PEKOMEHAaLMN MO UCNOSIb30BAHUIO
peknamMHbIx naeHTudunkaTtopos Android npueeaeHsbl B
rnpaBunax pasMeLleHns pekiambl

(¢ Ha uyTo 06paTUTb BHUMaHUE

Yto cnepyeT pgenatb

ObecneybTe 6e3onacHyo 0bpaboTky
KOHTAKTOB.

Y6enutecn, uto Bce SDK, ncnonb3yemsle B
NPUNOXEHUSX, NPefHa3HaYeHHbIX AN aeTen,
opobpeHbl ons 3TOM Lenu.

PackpbiBanTe MHdoOpMaL Mo 06 MCNOb30BaAHUN
LaHHbIX B NPUIIOXEHUAX ANs obecneyeHms
6e3onacHocTW. Ecnv B BalleM NpuioxeHnu
€CTb aHTUBUPYCHbIE QYHKLUN UK YHKLMM
6e30nacHOCTH, B NONUTUKE
KOHOUAEHLMANBHOCTN [OSIXKHO ObiTh YETKO
yKa3aHo, Kakune faHHble cobupatoTcs 1
nepepatoTcs.

CBs3blBaNTe NOCTOSIHHbIE MAEHTUDMKATOPSI
(Hanpumep, IMEI) ¢ gpyrumu
NONb30BaTENIbCKMMW AAaHHBIMU TOMNBKO NS
onpefeneHHbIX Lenewn, CBa3aHHbIX C
TeneboHNen nnn ynpasneHnem
KOpNopaTUBHbIMU YCTPOWCTBAMM.

YBepomnante o6 MCnonb3oBaHUU
noeHTUduKaTopos. Nonb3oBaTenu 4OKHbI
ObITb SIBHO NMPOVHPOPMMpPOBaHbl 060 BCex
pa3peLleHHbIX cnocobax NCNoib30BaHUS
NOCTOSHHbIX NOEHTUDUKATOPOB.

Pa3zpen 6e30nacHOCTM OaHHbIX

[} KpaTkoe onucaHue npaeun

Yero penartb HenNb3q

He packpbiBaniTe GMHAHCOBYO MHPOPMALMIO 1
HOMepa odurLManbHbIX YGOCTOBEPEHUN
JINYHOCTM.

He packpbiBaniTe faHHble [ENMKATHOrO
xapakTepa. He nybnukynte ¢uHaHCOBbIE
L,aHHble N HoMepa oduLMaNbHbIX
YOOCTOBEPEHUIN IMYHOCTM.

He nybnukynte n He packpbiBanTte 6e3
paspeLLeHns NIMYHYIO N KOHOUAEHLMANBbHYIO
nHoOpMaLMIO Opyrux Nogen.

He ncnonb3ynTte B NpUNOXeHUsIX AN AeTemn
SDK, koTopble He 6binn ofobpeHsbl. He
[,06aBNanTe B NPUNOXEHWUS, NPEAHA3HAYEHHbIE
ons peten, SDK, koTopble He 0gobpeHbl gs
TakuXx Lenen.

He cBasbiBanTe ngeHTudmnkaTopbl 6€3
HeobxogmnMocTu. He cBsi3biBanTe NOCTOSAHHbIE
NOEHTUDUKATOPDI C APYTrMMU
NOSIb30BaTENIbCKMMU AaHHbIMK, 33
NCKIOYEHNEM [BYX O[OOPEHHbBIX CNy4Yaes.

B Google Play Heobxoanmo nogpobHO yKkasbiBaTb, Kak Balle NpUioXeHne cobmnpaeT n ucnonb3yet
nonb3oBaTeNbCckne AaaHHble. Kaxpoe npunoxerue B Play Console ponmxHo cogepxatb pasgen


https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753

6e30nMacHOCTM AaHHbIX, B KOTOPOM TOYHO OMMUCAHO, Kak COBUPALOTCS, MCNONb3YIOTCS U
nepenatTcs gaHHble (kak camum npunoxeHueM, Tak u SDK B HeM). Bbl 0693aHbl cneguTb, YTobbI
CBEQEHMS B 3TOM pasfene 6biiv akTyanbHbiMU. OHWU [OSXKHBI COOTBETCTBOBATbL MHbOPMaL MK,
N3M0XXEHHOW B NONUTUKE KOHOUAEHUNANbHOCTM NPUNOXEHMS. DTN CBeAeHMs ByayT NokasaHbl B
pa3gene 6€30MacHOCTUN AaHHbIX Ha CTpaHuLue npunoxeHus B Google Play, yTobbl nonb3oBaTtenu
MOTIN NOHSATb, Kak bypyT 0b6pabaTbiBaTbCs UX OAHHbIE, U MPUHATL OCO3HaHHOE pelleHmne. YTobbl
obecneunTb CObMOAEHMNE NPaBUS, MPOYNTANTE UX MNOSHbIN TEKCT.

OMonHbIM TEKCT NpaBun

Kaxpoe npunoXxeHne OOoNXHO cogepXaTb pa3fen 6€e30MacHOCTM AaHHbIX, B KOTOpPOM
NMOHATHO N TOYHO OMNCAaHO, KakK CO6MpaPOTC9l, MCNOJIb3YKOTCA 1 NepenarTcyd
nonb30oBaTEJIbCKNE OaHHbIE. Pa3pa6OT‘-IMK HEeCEeT OTBETCTBEHHOCTb 3a TOYHOCTb U
aKTyaJibHOCTb I/IHCI)OpMaLI,MI/I. OTU CBEAEHUS OOMKHbI COOTBETCTBOBATb VIH(I)OpMaLl,I/IVI,
N3MOXEHHOW B NONNTUKE KOH(I)M,D,eHLI,VIaJ'IbHOCTI/I NPUIIOXEeHUA (ecnm I'Ipl/IMeHI/IMO).

MopgpobHee 0 TOM, kak 3anoNHUTbL Pa3aes 6e30NacHOCTU AaHHbIX

(¢ Ha 4To 06paTUTb BHUMaHME

YTto cnepyet penaTb

No6aBbTe NONUTUKY KOHOUAEHLMANBHOCTM B
Play Console n B camo npunoxeHue.

[lo6aBbTe B NPUNOXEHNE 3aMETHOE U MOHATHOE
COOBLIEHNE O PACKPBLITUN MHPOPMALIUM U NPK
HeobXoAMMOCTM NoslyvanTe SBHOE cornacue
nonb3oBaTenen. [na noaTBepPXAeHMs cornacus
NnoJib3oBaTeNb OOSKEH BbINOMHUTb
onpegeneHHoe genctene. O6HoBNSINTE
nHdopmaulmio B pasaene 6e3onacHoCT
A,aHHbIX U NONNTUKE KOHPUOEHLMANTBHOCTH,
Korga MeHsiete cnocobbl 06paboTku
MONb30BaTENIbCKUX AAHHbIX B MPUTOXEHUN.

MpoBepsiTe npouenypbl 06paboTkM AaHHbIX
BCEX CTOPOHHMX nocTaswmkoB SDK. 370
OTNIMYHAs BO3MOXHOCTb NPOBEPUTD
NPUNOXEHNE, N3YYNTb KO, U MOHSATb, YTO B HEFO
nMHTerpupoBaHo. Ha cante Play SDK Index
MHOTME NOCTaBLLMKM NYBNMKYOT MHPOPMaLUto
O TOM, Kak OHM paboTatoT C faHHbIMU.

Yero penaTtb HeNb3qa

He nbiTaTech CKPbITh OT NONIb30BaTENEN
nHbOpPMaLMIO O TOM, KaK Bbl cObupaeTe u
“cnonb3yeTe faHHbIE.

He 3anpalumnBainTe pa3pelleHns yCTponcTea Ao
TOro, Kak nosib3oBaTeslb Aan cornacue.

B cnyuasx, korga ons nonyyeHus cornacus
nonb3oBaTens TpebyeTcs onpeneneHHoe
pencteue, He 0ob6aBnanTe B NPUNOXeEHNe
BCM/blBaOLME OKHa C 3anNpoCcOM, KOTopble
aBTOMaTUYECKM 3aKPbIBAOTCS.


https://support.google.com/googleplay/android-developer/answer/10787469#types
https://support.google.com/googleplay/android-developer/answer/10787469#types

[lonuTrka KOHPUOEHLMarTbHOCTH

(s} KpaTkoe onucaHue npaeun

Ins obecneyeHns 6e3onacHOCTM Nonb3oBaTenen y Bcex npunoxexHun B Google Play gonxHa
6bITb NOAPO6HAs NONUTUKA KOHOUAEHLMANBHOCTH, AOCTYNHAs B CaMOM NPUNoXeHnn. CCbiniky Ha
Hee TakXe Heobxopumo fo6asuTh B Play Console. B nonntuke KOHGUAEHLNANBHOCTH HYXXHO
06BACHUTD, KakK NPUSTIOXEHNE COBMPAET M UCMONb3YeT BCE TUMbI NONb30BAaTENIbCKUX AaHHbIX U
NHbOPMALMM C YCTPOWCTB, a TakxXe Nony4yaeT 1 NpefoCcTaBnseT K HuUM gocTtyn. Ecnu B
NPUNOXEHNM MOXHO CO3[aBaTb akkayHTbl, Bbl Tak)e AOMKHbI MPefoCTaBUTb NOIb30BaTENIM
ABHbIN cnocob ux ypanexus. Monyyve 3anpoc Ha yaaneHve akkayHTa, HeobXxoamMMo He NPOCTo
NPUOCTaHOBUTL €ro paboTy, a yaanuTb BMECTE CO CBA3aHHbIMM MOJIb30BATENIbCKUMU AaHHBIMU.

(ONonHbIK TEKCT npaBun

Ccbinka Ha NONUTUKY KOHOUOEHUMANBbHOCTIN JOMKHa ObITb NpuBEeaeHa B
npegHa3HavyeHHOM anga Hee pasgene Play Console n B camoM npunoxeHun (gonyckaercs
pPa3MeCcTUTb TEKCT NpaBui). B aToM gokyMeHTe 1 B MHpopmaLmm 06 NCNONb30BaHMM
L,aHHbIX, Pa3MeLLeHHON B MPUIIOXEHNN, [OMKHO NOAPOB6HO 0BBACHATLCS, Kak OHO
nonyvaet, cobupaeT, UCcnonb3yeT 1 nepepaeT TPETbUM NMLLAM NOSIb30BaTENbCKME OaHHbIE.
370 KacaeTcs NboM MHGOpPMaL MK, a HE TONbKO CBEAEHWM, ONUCAHHbIX B pa3aene
6e30nacHOCTU OaHHbIX. TEKCT OOMKEH COAEPXKaTb:

* MHPOPMaLMIO O pa3paboTumnke, a Takxke O KOHTAKTHOM JIMLE MO BOMPOcam
KOHOMAEHLMANBbHOCTM UM O MEXaHN3Me NOJaun 3arnpocos;

* TUMbI IMYHBIX N KOHOUOEHLMANBbHBIX NMOJIb30BATENBCKUX OaHHbIX, KOTOPbIE AOCTYTHbI
NPUNOXEHWNIO U KOTOPbIE OHO COBMPAET, UCMOSNb3YeT U NepeaaeT, a Takxke CBeAeHUs O
TOM, KTO MOJly4yaeT gocTyn K 3Ton nHdopmalmu;

« MHPOpPMaLMIO O Npouenypax 6e3onacHon 06pPaboTKN NNYHBIX N KOHOUAEHLMANBHbIX
L,aHHbIX;
* NpaBuna pa3paboTunka B OTHOWEHMM XPaHEHNS N yaaNeHUs faHHbIX;

* YeTKoe yKasaHWe Ha TO, YTO 3TO NONUTUKA KOHOMAEHUMANbHOCTM (HanpuMep, MOXeT
6bITb YNOMSAHYTO B 3arofioBKe).

B nonuTtuke KOHPUAEHUNANBHOCTN HEOBXOAMMO NPUBECTM HA3BaHUE NPUOXEHNS UK
YNOMSIHYTb NUL0 (HanpuMep, paspaboTunka U KOMMaHWU), yKasaHHOEe Ha CTpaHuLLe
npunoxeHus B Google Play. [laxxe ecnv npunoxeHne He MMeeT JOCTyna K JINYHbIM U
KOHOUAEHLMANbHbIM [aHHbIM, Y HEFO [OJIXKHA OblTb MONMUTUKA KOHPUOEHLNANBHOCTW.

Y6enunTecn, YTo 3TOT AOKYMeHT (He B Buae PDF-dainna) oocTyneH no akTMBHOM
00LEenoCTYNHOM CCbifike 6€3 OrpaHMYeHnI No re030HE M HE MOXET ObITb NU3MEHEH.



g Ha 4To 06paTuTbh BHUMaHME

YTto cnepyet penaTb Yero penartb HeNb3qa

Y6epuTecs, uto B Play Console no6aBneHa He ncknoyanTte U3 noanTUKu

CCbIJIKa Ha NOAPOBHYI NONUTUKY KOHGUMAEHUMaNbHOCTU HGopMaLmio 06

KOHOUOEHLMANbHOCTH. 06paboTKke JaHHbIX NONb30BaTENEN U
YCTPOWNCTB.

ObecneubTe fOCTYN K NOUTHKE He 3abypabTe yka3aTb B NOIMTUKE

KOHPUOEHLMANBHOCTU U3 NPUITOXEHNS. KOHOUAEHUMNANbHOCTM 0693aTeNbHYIO

I/IHq)OpMaLWII'O O NPUJTOXXEHNN N KOMMNaHUN.

B nonutuke pomHa bbITb TOYHO ONmMcaHa BCH He npepnarante 3aMoOpo3Ky akkayHTa BMECTO
MHPOPMaLMS O TOM, Kak NpUoXeHue noslyyaet | €ro yaaneHus.

LOOCTYN K OaHHbIM, COBUPAET, UCMONb3YEeT U

nepegaeTt ux.

YKaxuTe B MONUTUKE Ha3BaHME NPUSTOXEHUS U He pobasnsiiTe CKpbITbIX 3TAMNOB B NPOLECC

CBEAEHMS O KOMMNaHUU. yAaneHus akkayHTa v He YCNOXHANTE ero.

CpenaiTe NpoLece yaaneHus akkayHTa He 3abbiBanTe 6€3B03BPATHO YAANSATL BCE

MOHSATHBIM 1 OOCTYMHBIM. Nosib30BaTeIbCKME AaHHbIe BMECTE C
aKKayHTOM.

Mpv yoaneHun akkayHTa CTUpanTe Bce He 3abbiBaitTe 3anonHaTb pasaern

CBA3aHHbIE C HUM MONb30BaTENbCKME AaHHbIE. 6€e30MacHOCTM faHHbIX 1 MOAAEPXMBATH €70 B

aKTyaJibHOM COCTOAHUN.

Y6eoutech, YTO NONUTUKA
KOHPUOEHLMANbHOCTN [OCTYMNHA BO BCEX
CTpaHax.

TpeboBaHMe B OTHOLIEHWM YOareHNs akKayHTOB

[z} KpaTkoe onucaHue npaeun

B cooTBeTcTBUMM C NpaBunamm Google Play 1 ona cobniogeHus npae nonb3oBaTenen Ha
yrnpaBneHne CBOMMM JaHHbIMUY, €CNN B MPUNOXEHMM MOXHO CO3[aBaTb akkayHTbl, TO B HEM TakXe
LOMKHA 6bITb PYHKLMSA X yaaneHus. OHa foskHa 6biTb LOCTYMNHA Kak B CAMOM MPUMNOXEHUK, Tak
N Ha cBA3aHHOM Beb-pecypce. Ecnun nonb3oBaTenb 3anpoCcun yganeHne akkayHTa, Bbl OJXKHbI
YOanUTb BCE NONb30BaTeNbCKNE faHHblEe, CBA3aHHbIE C 9TUM akkayHTOM. HeocTaTouHO NpocTo
NPUOCTAHOBUTb €ro paboTy. Y6eauTech, YTO NPOLECC yaaneHns akkayHTa NOHSTEH 1 npocT. Ecnu
BaM HYXXHO XPaHWUTb ONpeaeneHHyo nHGopmMaLmio, B TOYHOCTM ONULLIMTE CBOW NpaBuna ee
XpaHeHWs B NONUTUKE KOHPUAEHLMATIBHOCTM.



OMonHbIK TEKCT NpaBun

Ecnn nonb3oBaTtenu MOTIyT CO3[,aBaTb akKKayHTbl MPAMO B BallEM MPUJTOXXEHNN, B HEM

TakXe [oSkHa 6biTb BO3SMOXHOCTb 3anpallnBaTh YAaneHne akkayHTta. Takyto onuuio

OONXHO ObITb NErko HaUTK B NPUNOXEHUN. KpOMe TOro, NOJsib30BaTENIN OOJDKHbI UMETb

BO3MOXHOCTb 3aMpOCUTb yganeHne akkayHTa He U3 NPUIOXeHUs, HanpuMep Ha BalleM
canTte. Ccbinky Ha TakoM PECYPC HYXXHO yKa3aTb B COOTBETCTBYOWeEM none ¢popmbl URL B

Play Console.

I'IpM YAaneHnn akkayHTa B NPUIoXEHNN NO 3arpocCy Nonb30BaTeENA Bbl TAKXXE OOJDKHbI

YAannTb NoNb30BaTE/NIbCKNE OaHHbIE, CBA3aHHbIE C 3TUM aKKayHTOM. BpeMeHHaﬂ

OeakTunBauund, OTKNo4YeHNne nnm npnocTtaHoOBKa pa6OTbI aKKayHTa HE CYMUTAKOTCA

ypaneHveMm. Ecnu Bam Hy>XXHO XpaHWUTb onpegeneHHyo MHGopMaumnio B 060CHOBaHHbIX
Lensx, Hanpumep ana obecneyeHms 6e3onacHoCcTH, 6opbObl C MOLWEHHNYECTBOM UM
cobntogeHns HopMaTUBHbIX TPEHOBaHWI, Bbl 06583aHbl SBHO NPOMHGOPMMPOBATL

nonb3oBaTenen o CBouX npaBunnax XxpaHeHma gaHHbIX, HAnpmMep B NOJINTUKE

KOHbMOEHUMANbHOCTW.

MoapobHee 0 TpeboBaHUAX B OTHOWEHUN YAaNeHUs akkayHTOB U 06 naMeHeHnn GopMbl

"be3onacHOCTb AaHHbIX"...

g Ha uTo 06paTuTh BHUMaHME

YTto cnepyet penaTb

MpenycMoTpUTE B MPUIIOXEHMUM MOHATHbIN
cnocob ypanutb akkayHT.

MpepocTaBbTe [OCTYMHbIN BHELWHNIA BEO-
pecypc Ans yoaneHus akkayHTa.

ObecneybTe NOHSATHbIN U MPOCTOW NPOLLEece
yOaneHus akkayHTa Ans nonb3oBaTeneun.

Mo 3anpocy nonb3oBaTens yaananTe sce
[aHHble, CBA3aHHbIE C ero akkayHTOM.

Ecnu Heo6xo[MMO XpaHWUTb faHHble
nonb3oBaTens (Hanpumep, B Lenax
cobniofeHVs HopMaTUBHbIX TPeboBaHMN),
YETKO YKaxuTe 3TO B NONUTUKE
KOHOUOEHLManbHOCTH.

Yero penartb HeNb3qa

MpepnaranTte oba cnocoba ypaneHus — B
MPUNOXEHNM N Yepes BHELHWUI pecypc.

He ncnonb3ynTe BBOASAWMNE B 3a6nyXaeHNe
MexaHW3Mbl 1 63 He0bXo0aMMOCTU He
YCINOXHSITE NPOLECC YAaNeHus.

He npennaraiTe 3aMOPO3Ky akkayHTa BMECTO
ero yaaneHums.

Mpwv nonyyeHnn 3anpoca Ha yaaneHue
aKKayHTa HE OCTaBNANTE HUKakME CBA3AHHbIE
nonb3oBaTeNlbCkNe faHHbIE.

He yka3biBanTe HepaboTatoLme uam
yCTapeBLIME CCbIIKM Ha CTPaHULY BHEWHETO
pecypca Ang yaaneHus akkayHTa.


https://support.google.com/googleplay/android-developer/answer/13327111
https://support.google.com/googleplay/android-developer/answer/10787469
https://support.google.com/googleplay/android-developer/answer/10787469

ABHO yNOMSHWUTE Ha pecypcax ana yaaneHus He onyckauTe B TeKCTE NONNTUKN

aKKayHTa, K KakoMy MPUNOXEHUIO NN CEPBUCY KOHGUAEHLMaNbHOCTU NHGOPMaLMIO O
OHV OTHOCSTCS. HEoHX0AMMOCTM XPaHUTb AaHHbIE.

lcnonb3oBaHMe ngeHTdunKkaTopa NpUIoXeHus

[z} KpaTkoe onucaHue npaeun

NoeHTndurkaTop Habopa NpUNoXeHUn NpefHa3HaveH onsg NogaepXKn BaXHbIX GYHKLUN, He
CBSI3aHHbIX C PEKIaMOK, HaNpUMep AN aHaNUTUKW 1 NPefoTBPaLLeHNs MOLeHHYecTBa. Ero
3anpeLeHo MCMob30BaThb A1 NEPCOHANM3aLmMn peknambl U OLEHKN ee 3GGEKTUBHOCTH, a Takxe
CBS3bIBaTb C MHPOPMaLMeEN, NO3BONSIOWEN MAEHTUOULMPOBATbL MMYHOCTb, U APYT UMK
naeHTndMKaTopaMmn yCTpomucTea (Hanpumep, ¢ peknamHbiM naeHTuoukatopom Android). Bam
HY>XHO yKa3bIBaTb NOMHY0 MHPopMauumo. Obs3aTenbHO coobwuTte, Kak Bbl cobupaeTe u
ncnonb3dyete naeHTUdMKaTOp Habopa NPUNOXEHU, B NPUMEYaHUN O KOHPUAEHLNANBHOCTY,
COOTBETCTBYOLEM TPeOOBaHNSM 3aKOHOAATENIbCTBA. YTOObI 06ecneunTb cobnogeHne npasu,
NPOYNTANTE MUX NOMHbIA TEKCT.

OMonHbI TEKCT NpaBun

Android npencTtaBnT HOBbIM MGEHTUPUKATOP OJ19 OCHOBHbIX MPUMEPOB MCMOIb30BaHWS,
HanpuMMep aHaNUTUKN N MPEROTBPALLEHNS MOWEHHNYECTBA. YCIOBMS CMNONIb30BAHNS
noeHTUPrKaTOpa NPMBEOEHbI HUXE.

- Ucnonb3oBaHue. MipeHTndumkaTop Habopa NPUNOXKEHUN HENB3S NCNOSIb30BATb AN
nepcoHanmMaaunn n aHanusa pekamsi.

- CBsA3b ¢ MHPOpMaLUen, NO3BONSAOWEN UAEHTUPULUPOBATDL JIMMHOCTDb, U APYTUMHU
npeHTudukatopamu. MgeHtndpukatop Habopa NPUNOXKEHNN HENB3S CBA3bIBATL B
peknaMHbIX Lenax ¢ ngeHtueukatopamm Android (Hanpumep, AAID) nnm ¢ kakumm-nmbo
nepcoHasnbHbIMU U KOHPUAEHLNANBHBIMU AaHHBIMMU.

« Mpo3payHocTb U cornacue. B npuMevyaHnm o KOHGMOEHLMANBHOCTH,
COOTBETCTBYIOLWEM TPEOOBAHMSAM 3aKOHOLATENLCTBA, B TOM YMC/E B NONINTUKE
KOHPUAEHLMANbHOCTN, HEOBXOAMMO NPOMHGOPMUPOBATL NONb3oBaTeNs 0 cbope n
NCNONb30BaHUN NOEHTUPUKATOPOB NPUIOXKEHUS, @ TaKXKe O HACTOSWMX NpaBunax. B
HEKOTOPbIX Cly4Yasix HeobXoAMMO NONYyYMTb cornacue nonb3oBartenen. NogpobHas
nHPopMauma o Hawmx CTaHgapTax KOHPUAEHUNaNbHOCTN NpUBELEHa B pasaene
[laHHble nonb3oBaTeENd

(¢ Ha uyTo 06paTUTb BHUMaHME

Yto cnepyeT penatb Yero penartb HenNb3qa


https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1
https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1

Ncnonb3ynte ngeHTndukatop Habopa
NPUNOXEHNA ONS BaXKHbIX GYHKLMI, HaNnpuMep
aHanUTVKM N NpefoTBpaLLEHNS
MOLIEHHNYECTBA.

B npuMeyaHn o KOHPUAEHUMANbHOCTH,
COOTBETCTBYIOLWEM TPeboBaHMSM
3aKOHO4ATEeNbCTBa, M B NOMUTUKE
KOHPUOEHLMANBHOCTN ONULINTE, KaK Bbl
cobupaeTe 1 ucnonb3yete MAEHTUGUKATOPbI
Habopa NPUIOXEHNN.

Mpexpae yem cobmpaTtb 1 UCMONL30BATb
npeHTndmKaTopbl Habopa NPUNOXEHUN,
noslyunTe OT NoNb30oBaTeNen Heobxoanumoe
cornacue, UMeloLLee IopPUANYECKYIO CUITY.

He ncnonb3ynte ngeHtnoukatop Habopa
NPUIOXEHWI, YTOObI NEPCOHANN3NPOBATb
peknamy unm oueHnBaTb ee 3PpHeKTUBHOCTb.

He cBasbiBanTe ngeHtTudumnkatop Habopa
NpunoxeHun ¢ ngeHtuéeukatopamm Android
WU NINYHBIMU U KOHOMAEHLMANbHBIMY
A,aHHbIMU NONb30BaTeNEN B PEKNAMHbIX LENsX.

He ypanante n3 nonmMtukm
KoHdMAEHUNaNnbHOCTM cBeAeHNs 06
MCNONb30BaHUN naeHTUduKkaTopa Habopa
NPUNOXEHMI. Bbl [ONXHbI NPEROCTaBUTD
NOJSIHYO HPOPMaLMIO.

PaMoOuHble cornaweHns 0 KOHPUOEHUNANbHOCTM OaHHbIX
mexpay EC, CLUA, BenmkobputanHuen n LLsenuapnen

s} KpaTkoe onucaHue npasun

Ecnu Bawe npunoxeHne obpabaTbiBaeT NepcoHasbHble AaHHble NONb30BaTeENENn 13
BenukobpuTtaHun, Lsenuapumn nnm ctpaH EBponenckom aKkoHOMUYECKOW 30HbI, Bbl JOMKHbI
cobntofaTtb 3aKOHbI 3TUX CTPaH B 06n1acTn KOHGUAEHUMANbHOCTN U 3aLUTbI fLaHHbIX.
Heobxoonmo nonyyaTb cornacue nosib3oBaTenen 1 3almiLaTh UX OaHHbIe OT HeJOMNyCTMMOro
NCNONb30BaHMs. Bbl Takxe 06513aHbl CleguTb 3a cObnogeHnemM TpeboBaHUn U HEMELANIEHHO
yBegoMnaTb Google, ecnv He MoXeTe MX BbINOMHUTL. YTOObI 06ecneynTb cobntofeHre npasumn,

NPOYNTANTE MUX NOMHbIA TEKCT.

OMonHbIK TEKCT NpaBun

Ecnu Bbl nonyyaeTe 4OCTYN K IMYHbIM AaHHbIM NOSIb30BaTENEWN, NPeoCTaBNEHHbIM
komnaHmeun Google 1 cosgaHHbIM Ha TeppuTopun EBPONEnNCcKon 3KOHOMUYECKOW 30HbI,
BenukobpuTtaHumn nnu LLsenuapum (oanee — NepcoHanbHble faHHble, co3naHHble B EC),
ecnu ucnonb3yeTte unn obpabartbiBaeTe 3Ty MHPOPMALMIO U MO HEN MOXKHO NMPAMO UK
KOCBEHHO YCTAHOBUTb JIMYHOCTb YefioBeKa, TO Bbl SOSKHbI:

- Cobntopgatb BCe OENCTBYIOLLNE 3aKOHbI, [UPEKTUBbI, PErNIaMeHTbI U NpaBuna B
OTHOLWEHMN KOHPUOEHLNANBHOCTM, 6€30NaCHOCTU U 3aLNTbI AaHHbIX.

° I'Ionyanb OOCTyn K JIMYHbIM OaHHbIM N NCNOJIb30BaTb UX TOJIbKO B TE€X LENAX, C KOTOPbIMU

cornacuncs ux snagenet.



* MpuMeHaTb HEOBXOAMMbIE OpPraHM3aLMOHHbIE M TEXHUYECKNE CPeaCcTBa AN 3aLnUThI

nepCOHaﬂbeIX OaHHbIX, CO30aHHbIX B EC, ot noTepun, HegonyCcTuMoro NCnonb3oBaHUY,

HECaHKLMOHNPOBAHHOIO UJIN HE3AKOHHOIO OOCTYyMNa, PaCKpbITUA, USBMEHEHNA U

YHUYUTOXEHUS.

- ObecneumBaTb HEOOXOOAUMBIV YPOBEHb 3aWUTbl UHGOPMALMMN B COOTBETCTBUM C

OpuHUnnaMun paMoYyHoOro cornatieHna o KOHCI)_I/I,D,eHLI,I/IaJ'IbHOCTVI OaHHbIX nnn

MCMONb30BaTb AENCTBYHOLWMNN MEXAHN3M NEPeaaYn faHHbIX cornacHo Yecnosuam Google

B OTHOLIEHW 3allnTbl AaHHbIX MPK B3a|/IMO)J,eIZCTBI/IVI MeXNYy KOHTPONEPaMU OaHHbIX.

Bbl 0693aHbl perynsapHo cBepaTbCs ¢ 3TuMM TpeboBaHuamu. Ecnu cobniogaTtbh Ux CTaHeT

HEBO3MOXHO UM BO3HUKHET Cepbe3HbIVI PUCK TOro, 4YTO Bbl HE CMOXETE obecneunTb

COOTBETCTBME MM, HEMELTEHHO coobwnTe Ham 06 3ToM No appecy data-protection-
office@google.com 1 cpasy npekpatTute 06paboTky MNepcoHanbHbIX faHHbIX,
cosfaHHbIx B EC, nnm kak MOXHO CKOpee BOCCTaHOBUTE HEOBXOOUMBIN YPOBEHb MX

3aLWmThl.

(¢ Ha uTo 06paTUTb BHUMaHME

YTto cnepyeT pgenatb

CobnioganTe Bce OENCTBYHOLLME 3aKOHbI B
OTHOLWEHUN KOHPUAEHUMANBHOCTH,
6e30MacHOCTM U 3aLlWUTbl JaHHbIX, HAaNpUMep
GDPR.

MonyyanTe [OCTYN K NePCOHaNbHbIM AaHHbIM U
NCNONb3yNTE UX TONbKO B LIENSX, Ha KOTopble
nonb3oBaTesb Aan cornacue.

MpUMeEHsINTE TEXHNYECKME U OPraHN3aLNOHHbIe
Mepbl ANs 3aLUThl IMYHBIX JaHHbIX
nonb3osaTenen us EC.

Ecnu Bbl HE MOXeTe BbIMOMHUTb 3TW YCIOBUS,
HeMepneHHo coobwuTe 06 atom B Google no
appecy data-protection-office@google.com u
NpUMUTE Mepbl NO YCTPaHEHNIO NPO6eMbI.

YT106bI 06ECNEUNTD HENPEPBLIBHOE BbIMOSTHEHME
STUX YCNTOBUK, PETYNISIPHO KOHTPONUPYMTE
cobnogeHne TpeboBaHN, OCOBEHHO Nocne
HOPMAaTMBHbIX UM 3aKOHOAATENbHbIX
N3MEHEHUN B NPUMEHNMbIX MpaBunax.

Yero penaTtb HenNb3qa

He nrHopupynTte 3akoHbl O
KOHPMAEHLMNANbHOCTH, MOCKOMbKY
HecobnogeHne NPUMEHMMbIX 3aKOHOB
SIBNSETCS HapyLeHNeM npasus.

He nonyyanTte gOCTyn K NepCoHanbHbIM
LaHHbIM N He obpabaTbiBanTe KX B LENsX, Ha
KOTOpPbIE NOSIb30BaTENb COrlacua He gaBarn.

He ponyckanTe HebezonacHoM 06paboTkK
NepCcoHasbHbIX faHHbIX, KOTOPass MOXET
NPUBECTU K UX NOTEPE U HELOMYCTUMOMY
MCMOMNb30BaHMIO.

He npeHebperanTe 06493aHHOCTbIO YBEAOMNATb
Google. Ecnv Bbl He MOXETE BbINOMHUTb 3TU
yCNnoBusi, HEMeASIEHHO cooblmTe 06 3TOM B
Google.

He npopaBanTe n He nepepaBanTe
Monb30BaTeSIbCKNE faHHble, HE BbIMOSIHUB BCE
TpeboBaHMs 3aKoHOAATENbCTBA M MPaBUI.


https://www.dataprivacyframework.gov/program-articles/Participation-Requirements-Data-Privacy-Framework-(DPF)-Principles
https://www.dataprivacyframework.gov/program-articles/Participation-Requirements-Data-Privacy-Framework-(DPF)-Principles
https://business.safety.google/controllerterms/
https://business.safety.google/controllerterms/
mailto:data-protection-office@google.com
mailto:data-protection-office@google.com
mailto:data-protection-office@google.com

PaspelwweHunsa n APl ¢ pocTynom K KoHPMaeHUmanbHOM
NHPopMaLmu

3anpochbl Ha NPeAOCTaBEHNE Pa3pPEeLLEHMI U UCNONb30BaHKe AP, KOTOpbIe NonyYatoT
LOCTYN K KOHPMAEHLMANbHOWN MHGOPMALMK, [OMKHbI ObITb MOHATHBIMU NS
nonb3oBaTtenen. 3anpawmnBaTb pa3peLleHns n ncnonb3osaTb AP, KOTopble nonyyatoT
LOCTYN K KOHPMAEHLMANbHOM MHGOPMALMK, MOXHO TOSIbKO B TOM Clly4ae, €C/v OHU
Heobxopammbl ang paboTbl GYHKLUN 1 CEPBUCOB, KOTOPLIE YXXE €CTb B MPUIOXKEHUN U
onucaHbl Ha ero cTpanuue B Google Play. Henb3s ncnonb3oBatb Takue paspelleHus n API,
NpefoCcTaBnsaWme 4OCTYN K AaHHbIM NOSIb30BATENS UM YCTPOUCTBA, AN GYHKLUNA UK
Lienen, KOTopble He OTMEYEHbI B ONMMCaHUN NMPUIIOXEHNS, HE PeanM30BaHbl UK He
pa3peLleHsbl. JInyHble Unn KoHenaeHumanbHble AaHHbIe, MONYyYEHHbIE C pa3peLlleHmns
nonb3oBaTtens unuv npu nomowm tTakmx API, Henb3gd NnpogasaTbh N NepefasaTh C LENblO
nocnegyrLen NpogaXxm HU NP Kaknx 06CToaTeNbCTBAX.

3anpalumnBanTe paspeleHuns B KOHTEKCTe (No Mepe BO3HUKHOBEHUS HEOOXOAUMOCTM B
HKX), YTOObI NONL30BATENM MOHMMANK, 3a4EM 3TO HYXKHO MPUoXeHuto. icnonb3ymnTe
LLaHHble TONbKO B TEX LIENSX, HA KOTOPbIe NoNb30BaTeNb Aan cornacue. Ecnm B
LanbHeunwem BaM NoOHagobuTca ncnonb3oBaTb UX B APYrvx Lenax, BaM Heobxognumo bypet
Nony4YnTb SBHOE COornacue nofb30oBaTens Ha 3To.

OrpaHun4YeHHbIe paspeLLeHmns

KpoMme Toro, K paspelleHunsiM, KOTopble YKasaHbl HUXE 1in 0603HaYeHbl B OKYMEHTaLNK
ANa pa3paboTumMKoOB Kak OMacHble , cneumanbHble  unu Tpebyoume ocobon noanucu
, TIPUMEHSIIOTCS [ONONHUTENbHbIE TPEOOBAHUS N OFrPaHNYEHMS:

- [laHHble NONb30BaTENS M YCTPOUCTBA, NOMTyYEHHbIE C MOMOLLbIO OrPaHNYEHHbIX
pa3peLeHnn, CUNTAOTCS NIMYHOWN 1 KOHPUAEHUMANbHON MHGOPMaLMEN, Ha KOTOPYIO
pPacnpoCTPaHSAIOTCS NPaBuaa B OTHOLEHUM NOb30BATENbCKMX AaHHbIX

« Ecnu nonb3oBaTtenb OTK/IOHAET 3aMnpOoC Ha OrPaHMYEHHOE pa3peLleHNe, Bbl HE OOMKHbI
nblTaTbCa NepeybennTb ero. Henb3s 3acTaBnATb NOIb30BATENEN NPEOOCTaBNATh
pa3peLLeHns, KOTOpble He ABNSIKOTCA KPUTUYECKM BaXXHbIMU. B 9TOM cryyae Bbl 00s13aHbI
NPUNOXNTb 0OOCHOBAHHbIE YCUNNS A1 TOro, YTOObI BCE PaBHO 0becneunTb
nonb3oBaTenam OocTyn K GYyHKUMSM NPUNOXeHUs (HanpruMep, NpeaycMoTpPeTb
BO3MOXHOCTb BBOA,a TENEPOHHOrO HOMEpPa BPYYHYIO, ECNM AOCTYN K CMMCKY BbI30BOB
OrpaHuYeH).

« CTporo 3anpeLeHo NCNoNb30BaTb Pa3peLleHns B LIENsX, HE COOTBETCTBYHOLLNX
npasunam Google Play B oTHowWweHWK BpeaoHocHoro MO (Bknoyas 3noynotpebnexve
MOBbIWEHHbIMW MPUBUIETUAMU ).



https://developer.android.com/guide/topics/permissions/overview#dangerous_permissions
https://developer.android.com/guide/topics/permissions/overview#dangerous_permissions
https://developer.android.com/guide/topics/permissions/overview#special_permissions
https://developer.android.com/guide/topics/permissions/overview#special_permissions
https://developer.android.com/guide/topics/permissions/overview#signature_permissions
https://developer.android.com/guide/topics/permissions/overview#signature_permissions
https://developer.android.com/guide/topics/permissions/overview#signature_permissions
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380

[lng HEKOTOPbIX OrPaHMYEHHbIX Pa3peLleHnii MOryT AeNCTBOBaTb [OMNOMHUTENbHbIE
TpeboBaHus, onucaHHble Huxe. CobnogeHne aTux ycnosmm nomoraeT obecneymeaTb
KOHPUAEHLMANbHOCTb NOMb30BaTeNnen. B oueHb peakux cryyasx Mbl MOXEM caenaTb
NCKJTIOYEHWNE, eCNv NPUNOXEHNE BbINOSHAET Kakmne-nnbo BaXKHbie N BOCTpeboBaHHbIE
bYHKUNK, KOTOPbIE B HACTOSLWMNN MOMEHT HE MOTYT BbiTb peann3oBaHbl 4pyrMM cnocobom.
MpUHUMan peleHne B TaKUX CUTYaLMaX, Mbl Y4MTbIBAEM NOTEHLMANbHbIE YrPO3bl
KOHPUAEHLMANbHOCTN 1 6€30MacHOCTM faHHbIX.

AnbTEepHAaTMBbI OrPaHUYEHHbIM Pa3peLleHnsaM a9
NpPenoCTaBNeHns MUHUMAbHO HEOBXOAMMOro YPOBHS
OocTyna

CunCTEMHbIE MHCTPYMEHTbI BbIOOpa M anbTepHaTMBHbIE CPEACTBA, TakKMe Kak NaHesb
"Mopenutbca” , co3daHbl, YTOObI MOMOYb pa3paboTumkaM 3ab60TUTLCS O

KoHdMpeHumanbHocTu. Mpn paboTe ¢ $OTO, BUOEO, KOHTAKTaMU U BPYron IMYHOWN 1
KOHUMOEHUManbHON NHOopPMaLmen, Tpebytowen 0cobbix pa3pelleHnii, He0OXoaMMO
CTporo cobnogaTth NpaBuia 3alnThl aHHbIX. 3anpawmBaTb U UCNOb30BaTb
NepeUYnCcneHHble HXKe paspeLleHns Ha OOCTYN K KOHPUaeHUnanbHon nHpopmMaumm
MOXHO, TONbKO €CNN anbTePHATUBHbBIX CNOCOH0B MNONYYNUTb MUHUMANIbHO HEOOXOAUMBIN
YPOBEHb AOCTYNa HEAOCTATOYHO ANa PaboTbl OCHOBHbIX GYHKLMA MPUNOXEHMS.
[ononHnTenbHyO MHPOPMALNIO Bbl HaMAEeTe B HaweM CNpaBOYHOM LIEHTPE.

PaspelwweHnsa ona ¢oTo n sngeo

Bce doTorpadum nonb3oBatenem OTHOCATCS K IMYHOM U KOHOUAEHLMANBHOM
nHopMaL MK, Ha KOTOPYHO PAcnNpPOCTPAHSOTCS NPaBMaa B OTHOWEHUN

NO0b30BATENbCKUX NaHHbIX.

Mpunoxenus, npeaHasHavyeHHble gns Android 13 nnn 6onee no3gHMx Bepcum (ypoBeHb
API 33 u Bbilwe), MOTyT 3anpalimBaTb paspeLweHns READ_MEDIA IMAGES u
READ_MEDIA_ VIDEO, TONbKO €CNN CUCTEMHBIX MHCTPYMEHTOB Bbibopa (Hanpumep,
Bblbopa dhoTorpadun B Android ) HEAOCTATOUYHO ANd PaboTbl OCHOBHbIX PYHKL MM
npunoxexus. Ecnu Balwe npunoxeHve 3anpalnBaeT paspeLlleHmns
READ_MEDIA_IMAGES n READ_MEDIA_VIDEO, BaM HY>XHO 3anofiHUTb Aeknapauuio B
Play Console, o6bacHUMB, ong Yyero Heob6xogMm AOCTYN K 3TUM Meguadannam n novyemy

MHCTPYMeHTa Bbibopa poTorpacdum B Android nnmn anbTepHaTUBHbIX CPELACTB
HeA0CTaTOUHO.

PaspeleHunsa Ha gocTtyn K SMS 1 crnmcky Bbi3OBOB


https://developer.android.com/training/sharing/send#why-to-use-system-sharesheet
https://developer.android.com/training/sharing/send#why-to-use-system-sharesheet
https://developer.android.com/training/sharing/send#why-to-use-system-sharesheet
https://support.google.com/googleplay/android-developer/answer/16935362
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/data-storage/shared/photo-picker
https://developer.android.com/training/data-storage/shared/photo-picker

SMS 1 cnNCcokK BbIZOBOB CUMTAIOTCS NIMYHBIMU U KOHPUAEHUNANbHBIMY AaHHbIMU. K HUM
NPUMEHSAIOTCS NONOXeHUa pasgena JInyHaga v KoHpuaeHunanbHaga uipopmanma , a

TaKXe crnepyroLme orpaHnYeHus:

OrpaHuyYeHHoe paspelueHue TpeboBaHus

Mpynna paspeweHni Ha BOCTYN K CMUCKY BbISOBOB MpunoxeHne JOoMKHO bbITb
(Hanpumep, READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTpmpoBaHO Kak MOMOLLHUK UK
PROCESS_OUTGOING_CALLS) 06paboTunK 3BOHKOB MO YMOYaHMIO.
lpynna paspeweHun Ha goctyn kK SMS (Hanpumep, MpunoXxeHne [OMKHO BbITb
READ_SMS, SEND_SMS, WRITE_SMS, RECEIVE_SMS, 3aperncTpmMpoBaHO Kak MOMOLLHUK 1N
RECEIVE_WAP_PUSH, RECEIVE_MMS) 06paboTunk SMS no ymonyaHuio.

MpUNoXeHNaM, KOTOpbIe HEe MOTyT BbITb Ha3HaYEeHbI MOMOLLHMKOM UM 06paboTynkom SMS
NN 3BOHKOB MO YMOJYaHMIO, 3anpeLeHo 3anpawmBaTtb NogobHbie pa3peleHus. B Tom
yncne Hesnbas yKasblBaTb COOTBETCTBYIOWME Tern B MaHndecTe. 3anpawmsBaTb Takme
paspeLeHns MOXHO TOMbKO MOCHE TOro, Kak Nnosib30BaTeNlb CaM YCTaHOBUT NPUIOXKEHNE B
KayecTBe MOMOLHNKA 1M 06paboTumka ang SMS nnu 3BOHKOB NO yMOMYaHMIO. Kak TONbKO
Nnonb30BaTeNlb U3MEHUT CBOW BbIGOP, NPUMNOXEHNE AOMKHO MPEKPATUTb UCMOSIb30BaTb 3TH
pa3pelueHns. [lonycTMMble CLEHAPUM UCNOIb30BAHUS U UCKITIOYEHNS OMMCaHbl B 3TOU
cTaTbe CnpaBOYHOrO LIeHTPa

[punoXxeHnsa MOryT UCMNOMb30BaTb YKa3aHHbIE Bbille Pa3peLleHns U NonyYeHHble
6narogaps UM faHHbIE TONbKO AN PaboTbl OCHOBHbIX GYHKUMIA (Hanpumep, ans
obecrneyeHnss BOIMOXHOCTEN, IBHO YKa3aHHbIX B ONMCAHUKN NpunoxeHns). OCHOBHbIMK
Ha3bIBalOTCA GYHKLMM, 6E3 KOTOPbIX NPUIOXEHNE HEBO3MOXHO MCMONb30BaTh. [Nepenaya
[OaHHbIX, B TOM YncCre gns UCronb30BaHUs Mo NNMLEH3UY, a TakxXe npefocTaBneHne
L,0CTyNa K HAM [OMNYCKaeTCs TOMbKO B LieNnsx, He0H6xoaMMbix s paboTbl OCHOBHbIX
bYHKLMN NPUNOXEHNS NN CEPBUCOB B HEM. 3anpeLLeHo UCNONb30BaTh AaHHbIE B NIOObIX
LPYrux Lensax, BKoyas yny4ylleHne CepBUCOB UM NPUNOXKEHUI, PEKSTaMy 1 MaPKETUHT.
Henb3s ncnonb3oBaTh anbTepHaTMBHbIE CNOCOObI (BKtOYas apyrue paspelieHms, APl u
CTOPOHHME UCTOYHWUKW) A9 NOSTYYEHUS faHHbIX, CBA3aHHbIX C Pa3peLLeHMsIMN Ha JOCTYM K
CNUCKy BbI30OBOB 1 SMS.

Pa3peLueHV|9| Ha OOCTYN K AaHHbIM O MECTOMOJTIOXEHNN

[laHHblE O MECTOMONOXEHUM YCTROMUCTBA  CYMTAKOTCS JIMYHBIMU U KOHOUAEHLMANBHBIMMA.
K HUM NPUMEHSIOTCS NMONOXEHMS NPABMA O NNYHON U KOHOUAEHLMANbHON nHdopMaLmMm

M OOCTYNE K AaHHbIM O MECTOMONOXEHNN B HOHOBOM PEXMUME, a TaKXKe clepytoLme
TpeboBaHus:
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* [NpunnoxeHwns He [OMKHbI MCMOMb30BaTb AaHHbIE, 3alMLEHHbIE pa3peLleHaIMmM Ha
LOCTYN K MECTOMONOXEHUIO (Hanpumep, ACCESS_FINE_LOCATION,
ACCESS_COARSE_LOCATION, ACCESS_BACKGROUND_LOCATION), ecnv aTn cBeeHus
He HY>XHbl 419 PaboTbl PYHKLNN 1 CEPBUCOB, KOTOPBIE YXXE €CTb B MPUIOXEHUN.

« Hu npun kakux 06CTOATENBCTBAX HENMb3A 3anpawmBaTtb OOCTYN K AaHHbIM O
MEeCTONOJIOXEHNN, ECIT OHU 6yp,yT MCNONb30BaTbCA TOJIbKO A4 peKNaMbl N aHaAJTIUTUKW.
[MpUNoXeHus, B KOTOPbIX 3TN JaHHbIE 6y,u,yT NCNoNnb30BaTbCyd B TOM YMCle gng noka3a
PeKnambl (nocne nonyyeHuna pa3peeHnsa ot I'IOJ'IbSOBaTeJ'Iﬂ), OOJDKHbI COOTBETCTBOBATb
npaBuiaM pasMeLLEHNA PEKI1aMbl

- 3anpalwuvBaTb cnegyeT MUHMMaNbHO HEOBXOAMMbIN YPOBEHb AOCTYMa (TO €CTb AOCTYnN K
NPUBNNINTENBHLIM, 8 HE K TOYHbIM A @HHbIM O MECTOMOMNOXEHUM N PA3PELLEHNE Ha
MCMNONb30BaHME B aKTUBHOM PEXMME, a He B GOHOBOM) M TOJIbKO €CNN AOCTYN
AencTBUTENbHO TpebyeTca ansg paboTbl cepBuca v GyHKLMM, UMEIOLMXCS B
npuUnoxeHnn. Nonb3oBaTeny OONXHbI SCHO MOHUMATb, MOYEMY AN TOW UIU UHON
bYHKLMM HY>XEH 3anpalivMBaeMblil YPOBEHb JoCTyna. Mbl MOXeM OTkasaTb B Ny6GnmMkaLmm
MPUNOXEHN, KOTOPbIE 3anpallnBaoT GOHOBbIN AOCTYN K AaHHbIM O MECTOMONOXEHUM
6e3 Beckoro 060CHOBaHMS.

« [lOoCTyn K flaHHbIM O MECTOMOJIOXEHNN B GOHOBOM PEXMME MOXHO UCMONb30BaTb TONbKO
B TOM CIly4ae, €CNN OHWN HYXHbl A58 paboTbl GYHKLMI, KOTOPbIE NONIEe3HbI AN
NoNb30BaTENS U CBA3aHbl C OCHOBHbIM Ha3HAYEHMEM NMPUSTOXEHWS.

MpunoxeHne MOXeT NosydYaTb 4OCTYN K CBEAEHUSAM O MECTOMONIOXEHUN B aKTUBHOM
pexunme (Korga ¢ NpUNoXeHMem paboTatoT), eCNU UCTONIb30BaHME 3TUX OaHHbIX:

« Heo6X0OMMO ANS BbIMNO/IHEHMS B NPUNOXEHNN LENCTBUS, NHULUMNPOBAHHOIO
nosib3oBaTeNieM,

* NPeKpaLLaeTcs cpasy Nocne BbiMONHEHNS 3TOrO AENCTBUS.

MpunoxeHns, pa3paboTaHHble cnelmanbHO Ang AeTen, 4OMKHbI COOTBETCTBOBaTh
TpeboBaHNAM NporpamMmbl [pPUIOXKXeHNa 19 BCEN CEMbU

[loNONHUTENbHYIO MHPOPMAaLMIO MOXHO HAaNTW B 3TOM CNPABOYHOM CTaTbe

Pa3pelueHne Ha goCcTyn KO BceM dpannam

NHbopMaumsa o pannax 1 nankax Ha yCTPOMUCTBE NOSb30BATENS CYNTAETCS IMYHOU U
KOHUOEeHLManbHoM MHGopMaLMen 1 [oNXXHa COOTBETCTBOBATb NOJIOXEHNAM pa3gena
JInyHaa 1 KoHbUaeHUnanbHaa MHbopMaLms , a Takxke Cneayowmnm TpeboBaHNaM:

« [MpunoXeHns QOMKHbI 3anpalwmnBaTh JOCTYM K XPaHWUULLY YCTPOMCTBA TONIbKO B TOM
cnyvae, ecnum ato Heobxogmnmo ansa paboTbl NpunoxeHus. OHM He MOryT 3anpalnBaTh
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LOCTYN K XPAHWUULLY OT MMEHWN TPETbEero nuua ans nobbix Lenen, He CBA3aHHbIX C
KJIOUEBBbIMU PYHKLNAMU MPUNOXKEHMS.

Yctponcteam Android ¢ Bepcuen R nnm 6onee nosgHen gns ynpaBneHns GOCTYNnom K
obLeMy XxpaHunmLLly HeobxogMmo paspelieHe MANAGE EXTERNAL STORAGE . Bce

NPUNOXEHNS, NPefHAa3HAYEHHbIE A1 3TOWN BEPCUM CUCTEMDBI U 3anpallnBatoLmne gOCTyn
K obwemy xpaHunuuwy ("OocTyn ko BceM darnam"), NpoxoasT COOTBETCTBYHOLLYIO
npoBepKy nepeq nybnukaumen. NpunoxeHns, KOTOPbIE MOTYT UCMOb30BaTb 3TO
pas3pelLeHne, OOMKHbI IBHO npegnaraTb Nofb3oBaTeNsaM BKITOUYNTb OCTYM KO BCEM
dannaM B MeEHIO HacTpoek "CneunanbHbi OCTYN oA NPUIOXEHUN". IONONHNTENBHYO
NHGOPMALMIO MOXHO HaUTK B 3TOM CTaTbe

Pa3peLlueHune Ha JoCTyn K CIUCKY NakeToB (NpUnoXXeHun)

CnnCOoK YCTaHOBEHHbIX NMPUIOXEHNN Ha YCTPOWUCTBE MOMb30BaTENS CUYMTAETCS JIMYHOWN U
KOHOMOEHUMaNbHON NMHOPMALMEN, HA KOTOPYHO PACNPOCTPAHAKTCA NONOXEHNS pa3aena
JlnyHag n koHdMaeHUManbHaa MHhopmauunsa , a Takxe crnegyoume TpeboBaHma:

MpunoxeHns, OCHOBHOW GYHKLIMEN KOTOPbIX SBASIETCS 3aMyCkK, MOUCK APYrUX NPUTOXEHNI
Ha YCTPOMCTBE UM B3aUMOLENCTBME C HUMUK, MOTYT MOMYy4YMTb COOTBETCTBYIOLLEE
pa3peLeHne Ha NPOCMOTP APYrUX YCTAHOBIEHHbIX MPUNOXEHWI credyowmm 0b6pasom:

« lnpokni BOCTyn K CNUCKY NaKeToB. TO BO3MOXHOCTb MPUIOXEHNS BULETb BCE
YCTaHOBJIEHHbIE Ha YCTPOWCTBE NPUoxXeHus (NakeTbl).

« MpunoxeHus ¢ uenesbiM ypoBHeM API 30 nnu Bbile — MOTYT MNOMYYUTb WMPOKNIA

L,OCTYN K CAUCKY YCTAHOBMIEHHbIX MPUTOXEHU C MOMOLLbIO Pa3peLleHmns
QUERY ALL PACKAGES , TONbKO Korga Ansi KOppekTHOW paboTbl MPUNOXEHMWS

Heob6X0AMMO MoNyyYaTb faHHbIE O APYTrMX NPUTOXEHUSX HA YCTPOUCTBE U/Unu

B3aMMOAENCTBOBAaTb C HUMM.

« Henb3ga ncnonb3osatb pa3peweHne QUERY_ALL_PACKAGES, ecnu npunoxeHue
MoXeT paboTaTb ¢ bonee orpaHMYeHHbIM Habopom nakeToB . Hanpumep, Bbl
MoXeTe BblIbpaTb OTAesbHbIE NAKeTbl, 4OCTYN K KOTOPbIM ByaeT 3anpalmnBaTh Bawe
NPUNOXeHNe.

« Micnonb3oBaHMe anbTepPHATMBHbBIX METOR0B AN 06ECNeYEeHMs LWMPOKOro AOCTYNa,
611M3KOro K TOMY, KOTOPbIA MOXHO MOMY4YMTb C MOMOLLBIO Pa3peLleHNs
QUERY_ALL_PACKAGES, ponyckaeTcs TONbKO A/ paboTbl OCHOBHbIX
NONb30BATENbCKUX QYHKLMN MPUITOXEHWS, @ TakXe [ B3aMMOLAENCTBUS C
NPUNOXEHNAMWN, HANGEHHBIMU 3TUMU METOAAMM.

« O TOM, B Kaknx cfiyyasix MOXXHO UCMNonb3oBaTh pa3peweHne QUERY _ALL_PACKAGES,
paccka3aHo B 3101 cTaTbe CnpaBOYHOro LieHTPa

« OrpaHu4YeHHbIN gocTyn. [pUNoXeHne C orpaHMYEHHbIM OOCTYNOM ByaeT 3anpalmnBaTb
TONbKO MHPOPMaLMIO 06 oNpeaeneHHbIX MPUNOXEHUaX, NpUMeHss bonee cTporune
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MeTOo[bl, HAaNpPMMeEp C NOMOLLBIO YKa3aHHbIX MapamMeTpoB B dpanne MmaHupecTta. IToT
MeTO[, MOXHO MCMONb30BaThb, KOraa NPUIoXeHne COOTBETCTBYET MPaBUIaM U MY HYXXHO
ynpaBnsTb OPYrMMu NPUOXEHNIMN UM B3aUMOLENCTBOBATbL C HUMMW.

« [lOCTyn K CNNCKY YCTaHOBNEHHbIX NPUIOXEHNI OOMXKEH BbITb HANPAMYIO CBA3aH C
OCHOBHbIM Ha3HAYEHMEM MM OCHOBHbIMU MONb30BATENBCKUMU GYHKLMUSAMU NMPUITOXKEHUS.

Hu npu Kakmnx 06CTOSTENBCTBAX HENb3s NPOAAaBaTb fAHHbIE O CMIUCKE NPUNOXEHUN,
nony4YeHHble OT NpunoxeHun n3 Google Play, a Takke NnpenocTaBnaTb AOCTYN K 3TOM
NHPOPMaLMM AN aHANTUTUKA U NOJyYEeHUs [,OX00a OT PeK/ambl.

APl pna cneumanbHbIX BO3MOXHOCTEN
Accessibility APl Henb3sa ncnonb3oBaTb:

« 1N N3MeHeHMs HaCcTPOeK NoNb3oBaTesns 6e3 ero cornacus, a Takxe ana 61oKMPOBKK
BO3MOXHOCTW OTKJTHOUYEHUS UMW YA ANEHNUS NPUSTOXEHUI 1 CEPBUCOB, 3a UCKITIOUYEHNEM
Cny4YaeB, KOrga 310 Pa3peLLeHO POAUTENEM UM ONEKYHOM Yepes NpUnoXeHne
POAUTENBCKOrO KOHTPONSA UMM YNOMHOMOYEHHbBIM afMUHUCTPATOPOM Yepes MO ang
ynpaBieHns KOPNopaTUBHLIMU YCTPONCTBaMM.

- [Ins o6xopa BCTPOEHHbIX HACTPOek 6e30MacHOCTH, KOHPUAEHLNANBHOCTHU U
yBegomneHun nnatdopmsl Android.

« [1N9 M3MEHEeHUs NONb30BATENLCKOro MHTEPdENCA NN B3aMMOLENCTBUSA C HAM
cnocobamu, HapyLwarwmMm npaBuna gns paspadboTunkos npunoxeHnn B Google Play
(Hanpumep, ¢ uenbo obmMaHa nonb3oBaTenen).

Accessibility APl He npegHa3Ha4yeH 1 He MOXET 3anpaLMBaTbCs A1 CEQYOWNX Lenen:

* yOaNeHHOM aygmo3anncu 3BOHKOB;

* BOBMOXHOCTU MPUNOXKXEHNA CaMOCTOATENIbHO MHNLNNPOBATb, MJIaHNPOBATb UJTA
BbIMOJIHATb ,D,el‘/lICTBl/Iﬂ WJIn NpuHNMaTb peLlleHnd.

NHpopmaumsa 06 ncnonbloBaHum Accessibility APl gonxHa 6biTb Ha CTpaHULE NPUIOXEHMS
B Google Play.

PekoMeHpauum no ucnonb3oBaHuio atpubyTa IsAccessibilityTool

Ecnn ocHOBHas GyHKLUS NPUNOXEHUS — HENOCPEACTBEHHAs NOAAEPXKKA NIOAEN C
MHBASIMOHOCTbIO, Bbl MOXETE yKa3aTb, 4To 3T0 MO Ansg focTyna K cneynanbHbiM
BO3MOXHOCTSM, ncnonb3ys IsAccessibilityTool.

B npoTuBHOM cnyyae ncnonb3oaTb ¢nar IsAccessibilityTool 3anpeleHo, a npunoxexue
A,0MKHO COOTBETCTBOBATb TPEBOBAHMSAM K PACKPbITUIO MHPOPMALIUN U NMONTYyYEHUIO
cornacus nonb30BaTeNen, ONMCcaHHbIM B NNPaBUIax B OTHOWEHWW NONb30BaTENbCKUX
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OaHHbIX , MOCKOJbKY q)yHKLI,VIVI NPUNoXeHnd, CBA3aHHbIE CO CneunanbHbIMA

BO3MOXHOCTAMU, HEOYEBUOHbI.

Ncnonb3ynte APl n paspewerHns ¢ 6onee y3kon 06nacTbio 4ENCTBUS, YEM Y
Accessibility API, ecnv 3Toro gOCTaToOYHO ANA HY>XXHON GYHKLMOHANBHOCTH.

NHPopMaLmio 0 3anpelyeHHbIx cnocobax ncnonbdoBaHus IsAccessibilityTool n
PYyKOBOLCTBO MO 3TOMy dnary Bbl HangeTe B CnpaBoYHON cTaTbe 0 AccessibilityService
API.

Pa3pelleHune "3anpoc naketoB yCTaHOBKN"

PaspeweHne REQUEST INSTALL PACKAGES no3BongeT 3anpawmnBaTtb yCTAaHOBKY

NakeToB NPUNOXEHWI. [1Ng ero ncnonb3oBaHus TPebyoTCa Cneayowme OCHOBHbIE
dyHKLNK:

OTMpaBka 1 Nosy4YeHne NakeToB NPUIOXEHUN;

YCTaHOBKa NakeToB I'Ipl/IJ'IO)KeHI/IVI Nno KOMaHAae rnoJsib3oBaTesi|.

[lonyckaeTcs Hannume cnepyowmx GyHKLUN:

NPOCMOTpP BEH-CTPaHUL, nn BeH-NOUCK;

0OMeH COOBLWEHNIMM C BO3MOXHOCTbLIO NPUKPENNeHns ¢annos;

nepepava v COBMECTHOE MCMNONb30BaHNE GaloB, a Takxke ynpasieHne NMu;
yrnpaBneHne KoprnopaTMBHbIMU YCTPOUCTBAMU;

pe3epBHOE KONMUPOBAHNE N BOCCTAHOBIEHUE;

MepeHOC faHHbIX C OQHOro YCTPOMUCTBA Ha ApYyroe;

CUHXPOHM3auma TeledpoHa C HOCUMbIM YCTPONCTBOM UM yCTponcTBoM loT (Hanpumep,
C YMHbIMM Yacamu unm Smart TV) yepes conyTcTBytoLLee NPUTOXEHME.

OcHoBHas GyHKLUA — 3TO rMaBHOE HasHaveHue npunoxeHus. OHa fonXHa 6biTb ABHO
0603HauYeHa B ONMCaHNM NPUTOXEHMS.

PaspelweHne REQUEST_INSTALL_PACKAGES Henb3a MCnosb3oBaTb A1 OOHOBMEHMS,
N3MeHeHns nnu obvepmnHeHus opyrux APK B dpanne ob6bekTa. 3TO MOXHO cAenaTtb TONbKO
B Lensix ynpaeneHus yctponcteoM. OBHOBIEHNE M YCTAaHOBKA NakeTOB LOMKHbI

BbIMOMHATLCA MO MHMLMATMBE M NOL, KOHTPOJSIEM NOMb30BaTENs B COOTBETCTBUM C
npasunamm Google Play B 0OTHOWEHMY 310yN0TREONEHMS peCypPCcamMmn YCTRONCTBA U CETH.

Pa3peLueHV|;| MCNoJib3oBaTb AaHHbIE HATEJIbHbIX 0aTYNKOB
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[ aHHble 0aTuMKOB, U3MepsoWwnx drsmyeckne napameTpsl Tena (Hanpumep, nynsc, SpO, n
TeMnepaTypy KOXu), cunTatoTcs KOHOMAEHLMaNbHOM NoNb30BaTeNbCKON MHbopMaLmen.
Ha npunoxeHus, KOTopble 3anpaLimBatoT SOCTYN K 3TUM CBEOEHMSM, PACNPOCTPaHAOTCS
npaBufia B OTHOLEHWM NOIb30BATENLCKMX AaHHbIX U NRUAOXKEHWI OAS 30,0P0BbS. ITU
npaBuia SENCTBYIOT gng paspewennn android.permission.BODY_SENSORS u

android.permission.BODY_SENSORS _BACKGROUND Ha yCTpPOWCTBax BCEX TUMOB, B
TOM umcne TenedoHax, nnaHweTtax u yctponcrteax Wear OS.

HaumHas ¢ OC Android 16 BMecTo eguHOro paspelenns BODY_SENSORS 6yayT
NCNONb30BaTbCH OTAESbHbIE Pa3peLleHns 019 KOHKPETHbIX TUNOB AaHHbIX
android.permissions.health.* (Hanpumep,
android.permission.health.READ_HEART_RATE,
android.permission.health.READ_OXYGEN_SATURATION,
android.permission.health.READ_SKIN_TEMPERATURE ). 3TO NO3BOMNT NOBbICUTb
KOHbUMAEHUManbHOCTb MHPOPMaLUN.

B npunoxenuax gns Android 16 unu 6onee nosgHen Bepcum npu goctyne K AP, gns
KOTOpPbIX paHee TpeboBanock BODY_SENSORS , Hy»HO 6yaeT Mcnonb30BaTb OTAESbHbIE
pa3peluenHns. [logpobHee...

MepcoHanbHble KOHPUAEHLMANbHbIE AaHHbIE MOXHO COBUPaTh TONbKO B Of0BOPEHHbBIX
Lensix U B MHTepecax nosb3osaTens. [oaToMy Mbl Byaem NnpoBepaTb BCE 3anpocChl Ha
YyCTapeBLUME N HOBbIE PA3pPELLEHNS, Kacatowmecs HaTemNbHbIX 4aTunkoB. K gonycTnmbim
BapMaHTaM MCMNOJIb30BaHUS B NEPBYIO O4YEPEefb OTHOCUTCS OTCNEXMBaHME GU3NYECKON
dopMmbl (Hanpumep, 3anNMcb TPEHUPOBOK B peanbHOM BpeMeHU), 3abonesaHum 1
CaMOYyBCTBUS, a Tak)Xe UCCefoBaHna B 06nacTui 3gpaBooOXpaHeHms (Mpy Hanvyumm
HeobX0ANMbIX Of0OPEHNIN) N ONTUMUN3ALNS PYHKLNN CONYTCTBYIOLWMX NPUIIOXKEHNI AN
HOCMMbIX YCTPOUCTB.

MoppobHee o npaBunax, TReboBaHMAX, @ Takxke PaspeLleHHbIX 1 3anpeLLeHHbIX NpUMepax
MCNOSIb30BaHWA...

PaspelwweHunsa Android gnsa Health Connect

300POBbLE M CNORPT  — 3TO ogHa 13 nnatpopm Android, KOTopasi NO3BONSET NPUTOXEHNAM
AN OTCNEXMBaHWS 300P0BbS 1 GPUINYECKOM aKTUBHOCTU XPaHUTb fL@aHHbIE HA YCTPOUCTBE
1 06MEHMBATLCS MMM B paMKax eQuHON 3KOCUCTEMbI. B 3TOM cepBuce nonb3oBaTenu
TaKXXe MOryT paspellaTb 1 3anpeLuatb NPUIOXEHMSIM 3anncbiBaTb N CYUTLIBATb
NHPOPMaLMIO O 30OPOBbE M ABUTrATENbHOM aKTUBHOCTU. IHGOpMaLma O 300pOBbE MOXET
BKJIIOYATb B Cebs aHaMHEe3, AMarHo3bl, HA3HAYEHHbIE IEKAaPCTBA U NHbIE BULbI NIEYEHUS,
peaynbTaTbl 1TabopaToOPHbIX UCCNEe0BaHUN N APYrne KIMHUYECKME faHHbIe, MONyYEeHHbIe
OT MEAULNHCKNX OPraHn3auumn nam Yyepes nogaep>KmBaemMbie CTOPOHHME NNaTthOpMbl.
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https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/guide/health-and-fitness/health-connect

Mnatdopma "300poBbe 1 CnopT" NOAAEPXKMBAET 3aNUCh U YTEHNE OaHHbIX RA3NUYHbIX
TUNOB , HAaNPUMepP CBeAEHMM O TeMNepaType Tena, KOMYECTBE LWaroB U MHGoOpMaLmnm o
300pOBbE.

[laHHble, BOCTYN K KOTOPbIM OCYLLECTBAETCA Yepes3 paspeLweHnsa ons nnatdopmbl
"3Q0pPOBbE N CMOPT", CYNTAIOTCSH NEPCOHANBHOM U KOHPUAEHLNANBHOW NONb30BATENbCKOMU
nHdopmaumen. K HUIM NPUMEHSIOTCA NpPaBmia B OTHOLWEHUM NONb30BATENbCKMX JAHHbIX.

Ecnn Baw npogyKT OTHOCUTCS K MPUMOXEHUSM 011 300POBbS UIN Y HEMO €CTb CBA3aHHbIe
CO 300pOBbeEM PYHKLNM N JOCTYN K MHPOPMaL UMM O 300POBbE, B TOM UYUCNE K AaHHbIM
nnaTtdopmbl "300p0BbE N CNOPT", OH TakXe JOMKEH COOTBETCTBOBATb NpaBuiam B
OTHOLWEHWN MPUIOXKEHUN A9 30,0R0Bb.

Ecnu Bbl xoTUTE MCnonb3oBaTb NnatdopMy "300poBbe N CMOPT" B CBOEM NPUNTOXEHUN,
npounTanTe RYKOBOACTBO Ans padpabotunkos Android . Y3HaunTe, Kak 3anpoCuThb

OOCTYN K HY>XHbIM TMNaM OaHHbIX C aToun I'IJ'IaTq)OprI, N NoJNlyyvynTe OTBETbI Ha Opyrmne 4acto
3afaBa€eMbl€ BOMNPOCHI O pa3peLleHndx.

YTo6bI NPUNOXEHNS, pacnpocTpaHsemble B Google Play, Mornm cunTbiBaTh 1 3anncbiBaTthb
nHdopmMaumo Ha nnatpopme "300poBbe N CNOPT", OHWU JOMKHbI COOTBETCTBOBATb
YKa3aHHbIM HMXE TPebOoBaHUSM.

PaspeweHHble uenu goctyna Kk nnarpopme Health Connect n ee ucnonbsosanus

Ncnonb3oBaTtb Nnatdopmy "300p0OBbe 1 CNOPT" MOXHO TOMBKO NpKn cobntogeHnn
LEVCTBYHOLWMX NPaBU 1 YCIIOBUI UCNONb30BAHUS U B LIENSAX, YKA3aHHbIX B 3TUX NpaBunax.
To ecTb 3anpalmBaTh pa3peLleHnss MOXHO, €Cv Balle NPUIOXEHUE NN CEPBUC
OTHOCUTCS K OQHOM 13 000OPEHHBIX KaTEFOPUMN.

OpobpeHbl cnepytolme kateropun: Grnanyeckas akTMBHOCTb U 300POBbIM 06pa3 XU3HHU,
Harpapgbl, peKOMeHgaunn GpuTHeC-TPEHEPOB, KOPNOPaTUBHOE 300POBbE, MEANLIMHCKAS
NMOMOLLb, UCCNEROBaHNA B 061aCTN 30paBOOXPAHEHNS U UTrPbl. [TPUNIOXKEHNSIM N3 3TUX
KaTeropum, nonyunBLIMM PaspeLLEHUs], HEMb3S MCMOb30BaTb UX A1 HE3ASBNEHHbIX UK
3anpeLyeHHbIX Leneun.

3anpalwmBaTb pa3peLleHns Ha AOCTYN K AaHHbIM NnaTtdopMmbl "300POBbE U COPT" MOTyT
TOJIbKO MPUSIOXKEHMS UMM CEPBUCHI, B KOTOPbIX €CTb XOTS 6bl OfHa GyHKLMS,
npegHa3HayYeHHas ons Toro, YTobbl MOMOraTb NONb30BATENSM CNEANTL 3a 300POBLEM U
d13nYeCcKon akTMBHOCTBIO. K HUM OTHOCATCS:

« MpunoxeHnsa n cepsunChbI, MO3BONAIOLLME NOSb30BATENSM HANPSMYIO OTMevaTb B
)XypHane, BKlo4YaTb B OTYETbl, OTCNEXMBATb U/UNN aHaNU3upoBaTb GpM3nyeckmne
XapakTepUCTUKKN, MEAULIMHCKME NoKa3aTenn, MHGopMaLmnio 0 CBoen puanyeckom
aKTUBHOCTM, CHE, MCUXMYECKOM 300POBbE, MMTAHWUM U/ [PYyrie CBeAEeHNS U
nokasaTenn, CBsi3aHHble CO 3[0POBbEM UM OBUrATENIbHON aKTUBHOCTLIHO.


https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/13996823
https://support.google.com/googleplay/android-developer/answer/13996823
https://developer.android.com/health-and-fitness/guides/health-connect
https://developer.android.com/health-and-fitness/guides/health-connect
https://support.google.com/googleplay/android-developer/answer/12991134
https://support.google.com/googleplay/android-developer/answer/12991134

« MpunoXxeHns 1 cepBUChbIl, NO3BONSIOLLME NONb30BATENSAM COXPaHATb pUsnveckme
XapaKTepuUCTUKN, MegULUHCKUE nokasartenu, uHpopmauuio o cBoen pusn4eckomn
aKTUBHOCTU, CHe, NCUXUYECKOM 3[0POBbE, MUTAHUMN U/UNU OPYrMe CBELEHNS U
nokasaTenu, CBA3aHHbIe CO 300POBLEM MW ABUraTeIbHOM aKTUBHOCTbLIO, HA CBOEM
YCTPOWUCTBE U OENUTbCA 3TOM MHPOPMaLMEN C APYTMMU NPUNOXEHUSIMU Ha YCTPOUCTBE,
KOTOPbI€ UCNOMb3YIOT faHHbIE B Pa3PeLleHHbIX Lensx.

« [MpunoxeHnsa 1 cepBu1ChbI, MO3BONAIOLME NOSIb30BATENSAM OTCIEXUBATL TEYEHNE
XPOHMYEeCKnx 3abonesaHni, NpUeM 1IeKapCTBEHHbIX CPEACTB UM NonyyYeHne
COMyTCTBYIOWEN MOAAEPXKKM.

3anpeLlaeTcs nonyvaTb OCTYN K faHHbIM nnaTdopMbl "300poBbe U CNopT" ¢ HapyLWeHNeEM
STUX NPaBUS UNN OPYrUX SEUCTBYIOWMX YCIOBUA UCNONb30BAHUS UM NPaBus B
OTHOLWEHUM NnaTPopMmbl "300pPOBbE U CMOPT", B TOM YMCHE:

« He ncnonb3ymnte ee ana paspaboTky NPUIOXEHUN, CPES NN ONepPaLUA UM MHTErpaLum
B HMX TakMX AaHHbIX, ECMM UCMNONb30BaHWe nNnatdopmbl "3gopoBbe 1 cnopt" nnmn cbon B
ee paboTe MOXET C AOCTAaTOYHON BEPOSATHOCTbLIO MPUBOAMTL K MOPYE MMYLLECTBA,
CMepTH, TpaBMe U ylepby ans Gnanyeckmx NuL, N oKpyxxawlLen cpeabl (Hanpumep,
LANS CO34aHUS UNW SKCMTyaTal MM aTOMHbIX 3NEKTPOCTaHLUNKN, B CUCTEMAX YNPaBeHus
rnoneTamm, CUCTeEMax Xn3HeobecrneyeHns Unm BoOOPyXXeHUsIX).

« He ncnonb3ynte ee gaHHble B NpunoxeHusax 6es rpadumyeckoro nHtepdpenca. Y kaxporo
NPUNOXEHNS OOMKEH ObITb XOPOLIO 3aMETHbIM 3HAYOK, KOTOPbLIN OTOBpaXKaeTcs Ha
NaHenu NPUIOXEHN, B HACTPOMKAX MPUNOXEHNN HA YCTPOUCTBE, B yBEOOMIIEHUSX U T.
n.

« He ncnonb3ynte ee B NPUIOXEHNNX, KOTOPbIE CUHXPOHU3UPYIOT faHHbIE MEXAY
HECOBMECTMMbIMU YCTPOMUCTBAMU MK NnaThopMamu.

« He ncnonb3ynte ee png NOAKMIOYEHUS K MPUTOXEHUSIM, CEPBUCAM UNN PYHKLMNSM,
NpefAHa3HaYeHHbIM UCKITIOUYUTENBHO ANs OETEN.

« MNpuHMManNTe pasyMHble 1 HEOBXOAMMbIE MEPbI ANA 3aLWMTbl MPUNOXEHUN U CUCTEM,
B3aMMOLENCTBYIOLWNX C AaHHbIMK nnaTtdopMbl "3gopoBbe 1 cnopTt”, oT
HEeCaHKUMOHNUPOBAHHOIO N HE3aKOHHOIO AOCTYNa, UCMONb30BaHUS, YHUUTOXEHUS,
noTepn, U3IMEHEHUS UITN PACKPbITUS.

Bbl Takke [omkHbl cobniogatb BCe HOPMaTUBHbIE U lopUaMYeckue TpeboBaHUs, KOTopble
MOTYT NPUMEHATBLCH K BaM C yY4E€TOM NPEANOonaraeMoro UCrosb3oBaHWs nNaaTdopMmbl
"300poBbe 1 cnopT" 1 NOBLIX AaHHbIX, MONYYEHHbIX U3 3TOro cepBuca. Hanpumep, ecnu Ha
BaC WM Ha NapTHepa Bawero 6b1usHeca pacnpocTpaHseTcs gencreme 3akoHa CLUA "O
NPeeMCTBEHHOCTM CTPAXOBaHUS 1 OTYETHOCTU B 0bnacTu 3gpaBooxpaHerms” (HIPAA), Bbl
0653aHbl CObMOAaTh NPUMEHUMbIE TPEOOBAHNS B OTHOLLEHMM [OCTYNa K MHGOopmMaLmm ¢
nnat$opmbl "300pOBbE M CNOPT" M UCNONb30BaHMS 3TUX CBeAeHu. Ecnu Ha Bac, kKak Ha
pa3paboTunka, pacnpocTpaHaeTca AencTeme feHepanbHOro pernaMmeHTa o 3awmTe



nepcoHanbHbIX gaHHbiX (GDPR) B oTHOWeEHUM nonb3osatenen n3 EC, Bbl OOMXHbI
BbIMOMHATL NPeAyCMOTPEHHbIE UM 0653aTeNbCTBA. [JeMCTBYOWEE 3aKOHOAATENbCTBO
MOXET NpefycMaTpmuBaThb, YTO C 1LaMK, y4acTByoWmMMK B 06paboTke nHdopmauum, o
ee nepepaym fOMKHbI ObITb 3aK/THOYEHbI JOMONHUTESIbHbIE COrNaLIeHnsi, HanpuMep
cornaweHue Mexay [efoBbIMMU NapTHepamm unn 06 06paboTke faHHbIX. Takxke
pa3paboTumkmn 0693aHbl CAMOCTOATENBHO YCTaHaBAMBaATb, HEOOXOANMbI I 3TN LOKYMEHTI
LNs UX onepaunii, U No 3anpocy npepocTasnaTb Google nogTBepxaeHme Toro, 4To
cornalleHns 3aknoyeHbl nn TpeboBaHUs COBNIOAEHDI.

Ecnn B npepocTtaBneHHon Google MmapkmpoBke 1M cConpoBOANTENBHOW MHPOPMALMK ANs
onpeneneHHbIX NPOAyKTOB 1 cepBncoB Google 9BHO He yka3aHo nHoe, Google He
rapaHTUpyeT TOYHOCTb AaHHbIX NnaTtdopMsbl “300p0BbE M CNOPT" U HE MNOATBEPXOAET UX
NPUrogHOCTb NS NobbIX Leneun n, B YaCTHOCTK, AN UCCNEeA0BaHN, 30PaBOOXPaHEHUS U
mMeanuunHbl. Google oTkasbiBaeTcs OT Nt0OOM OTBETCTBEHHOCTH, CBA3aHHOM C
NCNONb30BaHNEM [aHHbIX nnaTdopMbl "300poBbe 1 cnopT'.

OrpaHquHMe ncnornb3oBaHUA

B oTHOWeHMM gocTyna K gaHHbIM nnaTtdopMbl "300poBbe M CNOPT" U UX UCMONb30BaHMUS
LEVCTBYIOT OMUCAHHbIE HUXE OrPaHUYEHNS.

- [laHHblE MOTYT MCMOMNb30BATLCS TONbKO B LLENsSX NPefoCTaBNEHUS NN yyYLEeHNs
pa3peLIEeHHbIX BO3MOXHOCTEN U GYHKL MKW, KOTOPbIE BUAHbI B MHTEPdENCE NPUNOXKEHMS.

- MNepenaBaTtb TPETbUM NNLLAM faHHbIE NOSIb3OBATENS MOXHO UCKITIOYMUTENBHO C Er0
SIBHOMO COrflacusl U TONbKO B CNEAYOWNX Lenax: obecneyeHne 6€30nacHOCTM
(HanpumMep, pas3brpaTenbCTBO B OTHOLEHUM HEAOMYCTUMOrO MCMONb30BaHNS
CepBUCOB), COBNIOAEHNE AENCTBYIOLWENO 3aKOHOAATENIbCTBA MW NPEROCTaBEHNE
NHPopMaL MK B peldynbTaTe CAUSHNUS UKW NOTNOWEHMS.

- Jlloan MoryT nosyyaTb SOCTYN K AaHHbIM NONb30BATENs TOMbKO C €ro SBHOrO COrnacus,
ecnu aTo TpebyeTcs ans obecnevyeHns 6e30nacHOCTM, COBNMOAEHNS 3aKOHOB UK (B
arpervpoBaHHoM ¢opMe N B COOTBETCTBMM C OPUANYECKUMU TPEBOBAHUAMM) ANS
BHYTPEHHMX OnepaLmm.

- 3anpelaeTcs nepepava, MCMNosib3oBaHUEe UM Npopaxka AaHHbIX NnaTopMbl
"3popoBbe U crnopT" B NM06LIX APYrUX Lensx, BKo4yas nepeyncrieHHblie HuXe.

- MNepenava nnm npopaxa nonb30BaTENbCKUX AHHbBIX TPETbUM NMLAM, TaKUM Kak
peknamMHble NNaTPopmbl, OpOKepbl [aHHbIX U ApyrMe NpoaaBLbl MHGOPMaL K.

- Mepegaya, Npoaaxa Vv UCMosib30BaHME MOMb30BATENIbCKMX AaHHbIX ANg Nokasa
peknaMbl, BKIOYas NEPCOHAIM3NPOBaHHbIE OOBABIEHUS 1 PEKNAMy Ha OCHOBE
VHTEPECOB.

° I'Iepe,u,aqa, npopa>ka nin Ncrnonb3oBaHNE NOJIb30BATEJIbCKUX OAHHbIX ON14
onpeneneHnd NNaTexecrnocobHOCTU UK npenocTtasneHna Kpegnrta.



- Mepepaya, Npogaxa 1M UCrnosib30BaHNE NONb30BATENbCKMUX AaHHbIX C I06bIM
NpPOoOYyKTOM UMM CEPBUCOM, KOTOPbIA MOXET KBaNMPULNPOBATLCS Kak MEAULNHCKOE
nsgenuve. NcknioyeHnsamMmn aBnaioTcs criydan, korga npunoxeHne MeguumnHCKoro
N3[enns COOTBETCTBYET BCEM AENCTBYHOLWMM 3aKOHaM, B TOM YNCTE eCNN
perynupytoumne opraHbl, Takme Kak YnpasneHune CLUA no caHuTapHOMY Hag30py 3a
KayeCTBOM MULLEBBIX NPOAYKTOB 1 MeaukameHToB (FDA), npegocTaBunnm
HeobXOofMMble paspeLleHns U 00obpPUIM NCNONb30BaHME AaHHbIX NNaTGOPMbI
"300poBbe 1 cnopT" B 3as8BEHHbIX Lensx, a Nonb3osaTeny npegocTaBunn SsBHoe
cornacue Ha aTo.

- Mepepaya, Npopaxa 1M UCnosib3oBaHNE NONb30BATENIbCKUX OaHHbIX B KAaKMX-NN60
Lensx unm kakum-nnbo cnocobom, 3aTparmsaoLmM 3akpbITyo MHGOPMaL MO O
COCTOSIHMM 3[0POBbS (CM. onpepeneHne Takon nHpopmaumm B 3akoHe CLUA "O
NPEeMCTBEHHOCTM CTPaXOBaHUA M OTYETHOCTM B 0ONacTy 3apaBoOOXpaHeHns"
(HIPAA)), KpoMe cryyaes, korga Takme onepaunmn MHULNUMPOBaHbI NONb30BaTENEM U
COOTBETCTBYIOT TpeboBaHuaM HIPAA.

MuHuManbHasa cpepa npMMeHeHus

3anpalwmBaTbh MOXHO TOMbKO Te paspeLleHms, KoTopble TpebytoTcs ons paboTbl GyHKLMN
NN CEPBMCOB B BallEM NPOAYKTe. 3anpochl AOCTYNa [OMKHbI ObITb KOHKPETHBIMU U
KacaTbCs NULLb HEOHBXOANMbIX OaHHBbIX.

NoHATHOE U TOYHOE 3asiBNeHue U onucaHue

Ha nnatpopme "3popoBbe 1 cnopT" XpaHUTCS MHPOPMaLNS O GU3NYECKON aKTUBHOCTU U
340POBbE, BKJIKOYAS NEPCOHabHbIE N KOHPUOEHUNANbHbIE faHHbIe. Pa3paboTumkm
00693aHbl NOHATHO pPacckasaTb, kak OHM PaboTatoT C faHHbIMK, B NOAPOOHOM NONNTUKE
KOHPUAEHLMANbHOCTN N 06ecneyunTb OCTYN K 3TOWM MHPOPMaLMn. B OTHOLWEHNN
pacKpblBaEMbIX CBEOEHNN OOMKHbI CObNoaaThes cnegyowme TpeboBaHus:

« TOYHO yKa3aHbl MPUIIOXKEHME UNN CEPBUC, 3anpalumBatoL e OCTyn K
NONb30BaTENbCKUM OaHHbIM.

« NprBEOEHO NOHATHOE M MCYEPMbIBAOLWEE ONUCAHNE TUMOB AaHHbIX, KOTOPbIE
3anpalmBaloTCs, COOMPAOTC UMK K KOTOPbIM OCYLLECTBAAETCS AOCTYN. [laHHble
CBS13aHbl C NONb30BATENbCKON QYHKLMEN MW PEKOMEHOALMEN, NPEAIaraeMon B
NPUNOXEHUN.

« Pa3bacHeHO, kak faHHble ByoyT MCNONb30BaTbCs U/Mnu nepegaBaTbcs. ECnu Bbl
3anpalimMBaeTe UX C OQHOM LeNbio, @ OHN MCNONb3YOTCA ANF Yero-To ewe, HeobxoamMmMo
yBe4OMUTb Nofib3oBaTenen 060 Bcex Lensx.

- MpepocTaBneHa cnpaBoYHas MHPOPMaL M O TOM, Kak NoSib30BaTENN MOTYT YNpPaBnsTh
CBOMMM A aHHbIMU (B TOM unchne yganaTb Ux) B NPUIOXEHUM U YTO NPOUCXOANT C
A aHHbIMM NOCne feakTnBaumm Unn yaganeHus akkayHTa.



- Yka3aHo, kak obecneunaeTtca 6e30nacHOCTb Npu 06paboTke NUYHBIX 1
KOHOUAEHLMANbHbIX AaHHbIX NONb30BaTENIeN, B TOM YMC/E PAcCKal3aHOo O Nepepaye aTon
nHdopMaLMM C NPUMEHEHNEM COBPEMEHHbIX METOLOB LWNPPOBAHUS, HaNnpUMep
npotokona HTTPS.

MoppobHee 0 TpeboBaHUSAX K MPUIOXKEHNAM, NOAKAYAOWMMCS K nnathopme "3a0poBbe
n cnopt'...

VPN-cepsuc

VpnService - 310 6a30BbIM KNacc, KOTOPbIM NO3BONSET CO34aBaTb COOCTBEHHbIE
peweHuns VPN B npunoxeHmax nnmn pacwmpsite nx ¢pyHKLMoHanbHoCcTb. Co3gaBaTb
6e30MnacHbIV TYHHENb OT YCTPOUCTBA K yAaIeHHOMY CEPBEPY MOTYT TOJIbKO NPUIOXEHMS,
KOTOpbIe MCNOMb3YT VpnService n OCHOBHAas GYHKLMS KOTOPbIX CBA3aHa C OpraHn3aumen
VPN-nopkntoyeHns. 9T0 OrpaHUYeHne He pacnpoCTPaHAETCS Ha NPUNOXEHWS, Ana paboTbl
OCHOBHbIX QYHKLMI KOTOPbIX TPEebyeTCs yaaneHHbIn cepBep, Hanpumep:

* NPUNOXEHNA Ona poanTeNIbCKOro N KoOpnopaTtnBHOIro KOHTPOJI4;
* Cpeactea MOHUTOPKUHIA NCNoJTb30BaHUA npvmoerm?l;

* pelleHus ons 3aWnTbl YCTPONCTB (HanpuMmep, aHTusmpycHoe MO, cpefcTBa ynpaBneHus
MOBUbHbIMK YCTPOMCTBaMM, BpaHaMayap);

* CETEeBble MHCTPYMEHTbI (Hanpumep, Ans yganeHHoro 4ocTyna);
* MPUNOXEHMS AN NPOCMOTPa BEO-CTPaHWLL;

* NPUNOXEHMS ONEPaTOPOB, KOTOPLIM ANF NPefoCTaBneHus TenepoHHOM CBA3M TpebyeTcs
VPN.

3anpelyaeTca ncnonb3oBaTh knacc VpnService B cnenyowmx Lensx:

« cHOp NepcoHanbHbIX M KOHPUAEHLMANbHBIX AaHHbIX NONb3oBaTeNen 63 packpbiTUS
nHpopmaLmm 06 3TOM 1 NONyYEHUs1 COrnacus;

* NepeHanpasieHne NoNb30BaTENbCKOro Tpaduka U3 Apyrnx NPUNOXEHUN Ha YCTPONCTBE
U MaHUMYNUPOBAHNE UM C LIENbIO MOHETU3aUUN (HanpuMep, HanpasneHne
pPeKNaMHoro Tpadurka Yepes CTpaHy, OTNIMYHYIO OT CTPaHbI, e HaxoAUTCS
nonb3oBaTenb);

MpunoxeHus, B KOTOPbIX UCnonbdyeTcs VpnService, fOMKHbI:

* CofepXaTb COOTBETCTBYIOLLEE YNOMUHAHME Ha CTpaHuLe npunoxeHus B Google Play;

* WwndpoBaTb faHHbIE, KOTOPbIE NEPEAAIOTCA C YCTPOMCTBA HAa KOHEYHYIO TOUKY TYHHEnNs
VPN;

« COOTBETCTBOBATb [1paBunam nporpammbl Aag Pa3paboTymkoB , B TOM YNCHIE NpaBuiam
B OTHOLWIEHNN MOLWEHHNYECTBA C PEKIAMON  , PA3RELWIEHNA W BREAOQHOCHOrOo MO
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Pa3pelueHe Ha BbINOSTHEHWE OnepaLni B TOYHOE BPEMS

Mbl npeacTaBngemM HoBoe paspeweHne USE_EXACT_ALARM, KOTOpoe No3BongeT paboTtatb
C QYHKLUMEN BbINONHEHNS ONepaLi B TOYHOE BREMS B NMPUNOXEHUSX C LLeNEBOU
Bepcuen OC He Huxe Android 13 (APl ypoBHs 33).

USE_EXACT_ALARM — 3TO OrpaHuyeHHoe paspelueHne. OHO JOMKHO OObABNSTLCS B
NPUNOXEHUSX, TONbKO eCNn AN PaboTbl MX OCHOBHbIX GYHKLMI TPEBYeTCS BbIMONHEHME
onepaummn B TOYHOEe BpeMms. Ecnu B xoge 0693aTenbHON NPOBEPKMN BbISCHAETCS, YTO
NPUNOXEHNS, 3anpallnBaloLLMe OrpaHNYeHHOE paspeLleHne, He COOTBETCTBYHIOT
KpUTEpPMSM [ONYCTMMOrO UCNOSIb30BaHMS, OHU CHUMAKOTCS ¢ nybnvkaummn Ha Google Play.

JonycTumMoe ucnonb3oBaHue paspeLleHMs Ha BbINOJIHEHNE OonepaLnui B TOYHOE
Bpems

PaspeleHne USE_EXACT_ALARM MOXHO yKa3blBaTb, TONbKO €C/iv gns paboTbl OCHOBHbIX
bYHKLMIN NPUNOXEHNS, BaXKHbIX 415 NONb3oBaTens, TpebyeTcs BbIMONHATL AENCTBUS B
TOYHOE BpeMms. Hanpumep, ecnu:

* NPUNOXEHNE BbINOJIHAET q)yHKLl,I/Il/I 6y,u,manV||<a nnn TaVlMepa,'

* NPUNOXEHME BbINONHAET GYHKUNN KaneHaaps C YBEAOMIEHUAMN O COBbITUSIX.

Ecnu BaweMy npunoxeHuio TpebyeTtcs GyHKLMS BbINONHEHUS ONepauun B TOYHOE BPEMS,
He yKa3aHHas Bbille, BO3MOXHO, BaM nogoungeT paspeweHne SCHEDULE _EXACT_ALARM.

MoapobHee 0 BbiNONHEHMM ONepaLni B TOYHOE BREMS

Pa3pelueHne Ha OTrpaBKy NOSTHO3KPAHHbIX YBEOOMIEHUM
HamMepeHumn

YT106bI MCNONBL30BATh paspeLeHne USE FULL SCREEN INTENT B NpUIOXEHUSX,
nogaepxusatowmx Android 14 (ueneson yposeHb APl 34) n 6onee Hosble Bepcun OC,
TpebyeTcs cneunanbHbii AOCTYN . OTO pa3pelleHre aBTOMaTUYECKN NPEeROCTaBNsSEeTCS
NPUNOXEHNAM, AN OCHOBHbIX GYHKL MM KOTOPbIX HY>XHbl YBEAOMIIEHUS BbICOKOMO

npuoputeTa. TakuMm GyHKLMSMU MOTYT BObITb:

* YCTaHOBKa 6YANNbHUKS;

* NpuemM BnaeoBbI3OBOB U TeJ'IeCPOHHbIX 3BOHKOB.

MNpunoxeHus, 3anpawmnBatolme 3TO paspeLeHne, nognexaTt nposepke. Ecnv oHn He
COOTBETCTBYIOT KPUTEPUSM BbllLe, pa3pelweHme USE_FULL_SCREEN_INTENT He bygeT
NPefoCcTaBnaTbCs UM aBTOMaTUYECKU. B TakoM cryyae npunoXeHus SOMKHbI 3anpalmnBaTth
ero y nosb3oBarens.
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ObpaTtuTe BHMMaHUE, YTO UCMNONb30BaHMe paspelenns USE_FULL_SCREEN_INTENT
L,OIMKHO COOTBETCTBOBATL BCeM npaBuiam Google Play nns pa3paboTymkoB, B TOM Yncne

TPebOBaHNAM B OTHOLIEHMM pekaMbl, HexxenaTenbHoro MO ana MoBunbHbIX YCTROUCTB U

3/10yNoTREbNEHNI PECYPCaMM YCTPONCTBA 1 CETU. [TONHO3KPAaHHbIE YBEOOMIEHNS,

3anyckaeMble C MOMOLLbIO HAMEPEHWI, HE [OMKHbI BPEAUTb YCTPOUCTBY MOSb30BaTENS,
nony4YyaTb K HEMY HECAHKLMOHMPOBAHHbIN OOCTYN, HapywaTb paboTy 3TOro ycTpomcTea u
BMELMBATbLCA B Hee. Takxxe He[onyCcTMMO, YTOObl NPUIIOXKEHUS C STUM pa3peLleHNneEM
BMeLWMBan1ch B paboTy gpyrux npunoXeHUn n HEraTUBHO BAMSNIM Ha yOOOCTBO
MCNONb30BaHMS YCTPOUCTBA.

Y3HaTb 6onblue o0 paspewennn USE_FULL_SCREEN_INTENT MOXHO B CipaBOYHOM
LIEHTPE.

Age Signals APl n nonib3oBaTesibCkue gaHHble

B aTux npaBmnax onucaHbl ycnosus ncnonb3oBaHua Age Signals APl , koTopbin
npepocTaBnseT JOCTYM K IMYHbIM U KOHOUAEHLMANbHBIM JaHHbIM O BO3pacTe
nonb3oBaTenemn v POAUTENBCKOM COrTacum.

[aHHble, nonyyeHHble Yyepes Age Signals API, MOXHO MCNoNb30BaTb TONbKO ANF TOro,
yTObbI COBNOAATh 4EUCTBYOLINE IOPUANYECKNE NN HOPMATUBHbIE 06A3aTENLCTR],
HanpuMmep obecneymBaTb B NPUNTOXEHMM BO3MOXHOCTWN, COOTBETCTBYIOLLNE BO3PACTY
nonb3oBaTenemn.

Bam cTporo 3anpeLieHo NCnonb30BaTh 3TW JaHHbIE B ONPEAENeHHbIX Lensx, BKOYas,
NMOMMUMO MPOYEro:

* peknamy, MapkKeTUHI 1 NepCOoHann3aLmio, B TOM YMC/ie Nokas 06bIaBNEHUN C
TapreTUHrom;

* @aHanuM3 gaHHbIX, NPOPUNNPOBaHME NONb30BaTeNEN U BU3HEC-AHANUTUKY;

* NpoAaxy, nepegayvy Unm packpbiTye AaHHbIX TPETbUM NLaM Mo Nobon NPUYNHE, KpoMe
Cny4aeB, Korfa 3To CTPOro TpebyeTcs no 3aKOoHy.

3noynoTtpebneHune pecypcamMmm yCTPOUCTBa U CETU

3anpeliaeTca nybnmMkoBaTb NPUIOXEHMS, KOTOPbIE HapyLwatloT paboTy yCTpoOMCTBa
nonb3oBaTens, [pPyrux yCTponcTs, KOMMNbIOTEPOB, CEPBEPOB, ceTen, APl nnm cepemcos
(BKNtOYas gpyrue npunoXeHns Ha yCTpoucTee, cepsurcbl Google n ceTu onepaTopos
CBS3M), @ TakKe BMELIMBAIOTCS B UX paboTy, NONyYatoT HECAHKLMOHUPOBAHHbIN [OCTYN K
HUM U BPEAAT MHbIM 06pa3oM.
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Mpunoxenuns, pa3mewaemMble B Google Play, 4OmKHbI COOTBETCTBOBaTL TPebOBaHMAM

onTummsaumm gna Android, 3a$mkcnpoBaHHbIM B OCHOBHbIX KPUTERUSAX KAYECTBA
NRUAOXEHWN

MpunoxeHus, KOTopbie pacnpocTpaHstoTca B Google Play, He 0omkHbI M3MEHATb CBOM KOp,
Kakum-1mbo cnocobom, kpome obHoBneHMs yepesd Google Play. OHu Takxe He [OMKHbI
CKauMBaTb UCMoNHsAeMbIN kog (Hanpumep, dannbl B popmate DEX, JAR nnm SO) 13 kakux-
nnbo NCTOYHNKOB, kpoMme Google Play. 9To npaBunio He pacnpoCTPaHSAETCS Ha Kog,
KOTOPbIN 3aMyCKaeTCs Ha BUPTyalibHOW MaLVHE UNN MHTEPNPEeTaTope U UMeeT
orpaHuyeHHbi goctyn K APl Android (Hanpumep, kop, JavaScript B komnoHeHTe WebView
unu 6paysepe).

MprnoXeHUs nmn CTopoHHUIM Kog, (Hanpumep, SDK), ncnonbaytowme MHTepnpeTMpyemMble
a3bikn (JavaScript, Python, Lua n T. f.), KOTOpble 3arpy>atoTcs Bo BpeMs paboThl (a He
3arpy>keHbl B MPUIIOXKEHNE N3HAYaNbHO), HE [OMKHbI HapywaTb npaeuna Google Play.

3anpeLLeHo NCnonb30BaTh Ko, KOTOPbIA CO34aeT UM UCMOSb3YET YSI3BUMOCTM
6esonacHocTu. MHPopMaLma 0 caMbix akTyanbHbIX Npobnemax 6€30MacHOCTH
COOEPXNTCS B Haweu [TporpamMmme noBbiweHns 6€30MNaCHOCTU NPUAOXKEHUA OIS
pa3paboTumKoB.

MpumMepbl pacnpocTpaHeHHbIX 3r10ynoTpebneHn pecypcaMmm yCTpoMCTBa U CETU:

« MpUnoxeHns, KOTOpPbIe NPEpPbLIBAOT NOKa3 PeKaMbl B APYrMX NPUNIOXEHNSX.

« MpunoxeHus, KOTOPbIE BAUSIOT Ha reMMMNen B Urpax, HanpMMep No3BonsoT
XyNbHUYaTb.

« NpunoxeHuns, KOTopble MOMOratoT B3naMbiBaTb cepsuchl, MO unm yctponctsea u
06x0OnTb 3aLUTHBIE CUCTEMbI UM COAEPXAT MHCTPYKLUM O TOM, KaK 3TO AenaTb.

« [TpUnoxeHus, KOTOPbIE HapyLWaKT YCNOBUS NCNOMb30BaHUS cepBucoB nnu API.

« NpUnoxeHns, KOTopble NbITalOTCH 06ONTU OrPaHNYEHUS MO YNPABIEHNIO NMUTAHUEM
(KpoMe pa3peLUeHHbIX CyYaeB ).

* [NpunoxeHus, KOTOpPblE NPEAOCTABAKIOT YCNYrv MPOKCU-CEePBEPA TPETbUM NMLLaM
(pa3peLLeHo, TONbKO KOrfa 3TO ABMSETCH OCHOBHON QYHKLMEN NPUSTOXEHWS).

« MpunoxeHus nn CTopoHHMM kog (Hanpumep, SDK), KOTopble CKauyMBatOT UCNOSTHIEMbIN
kopn, Hanpumep DEX-dannbl MM HaTUBHbLIN KOR, U3 NCTOYHKUKA, OTNIMYHOro oT Google
Play.

« MpunoxeHus, KOTOPble YCTaHABNMBAKOT Ha YCTPOUCTBO APYrMe NPUIOXEHNs, He
nonyymB 3apaHee cornacme nonb3oBaTens.

« NpunoxeHus, KOTopble CoOOePXaT CChIIKM Ha BpegoHocHoe MO nnu cnocobCcTByIOT ero
PacnpPOCTPAHEHMIO NN YCTaHOBKE.
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« MNMpunoxeHus nnm cTopoHHMn kopg, (Hanpumep, SDK), koTopble cogep)XaT KOMMOHEHT
WebView ¢ nHtepdencom JavaScript n 3arpyxxatoT HEHafeXHbI BEH-KOHTEHT
(Hanpumep, URL ¢ npoTtokonom HTTP) unu HenposepeHHble URL, nonyyeHHble 13
HEeHaOeXHbIX UCTOYHMKOB, HaNpUMep U3 HEHAAEXHbIX HAMEPEHUMN.

« [MprnoxeHus, KOTOPbIE NCNONB3YIOT Pa3peLleHre ANa NONHO3KPAaHHbIX 06BbEKTOB intent
, UTOBbI BbIHY>AaTb MNONb30BaTENS B3aMMOAENCTBOBATb C OOBABNEHNSMUN UK
yBEAOMIIEHUAMM, NPEPbLIBAOWNMN PAabOTY NPUTOXKEHMUS.

« MpunoxeHus, KOTopble 06XOQAT 3aLNTY N30IMPOBaHHbIX cpen Android  , 4TOObI

cobvpaTb AaHHbIe O 4eNCTBUSX UK IMYHOCTM NONb30BaTENS U3 APYTUX MPUTOXEHUN.

Mlcnonb3oBaHMe aKTUBHBIX CITy>X0

PaspelueHne Ha 3anyCcK akTUBHbIX CNy>6 obecneunBaeT Hagexallee NCcnonb3oBaHne
Takux cnyx6. Ecnm npunoxeHune npegHasHayeHo ang Android 14 nnv 6onee no3gHen
BEPCUW, Bbl [OMKHbI YKa3aTb fONYCTUMbIE TUMbl A5 BCEX UCMOSIb3YEMbIX B HEM aKTUBHbIX
cnyx6. [ns kaxaoro Tuna Takxke notpebyeTcs 06baBMTb NOAXOASLLIEE PA3PELIEHNE Ha
3anyCcK akTMBHOWM cnyx06bl. Hanprumep, ecnv B NpUnoXeHUn NCNOMnb3yeTcs onpeneneHme

MECTOMOJIOXEHMS Ha KapTe, B MaHNGECTE HYXHO yYKa3aTb paspelleHne
FOREGROUND_SERVICE_LOCATION

Ob6bABNATL B MPUNOXEHUN pa3peLleHre Ha 3anyCk aKTUBHbIX CY>X6 MOXHO TONbKO B
cnegylowmx cny4vasx:

« Cnyxba TpebyeTtca pyHKLMM, KOTOpas None3Ha Ang nonb3oBaTens 1 CBs3aHa C
OCHOBHbIM Ha3HAYeHNEM MPUNTOXKEHMS.

- Cnyx6a 3anyckaeTcs nonb3oBaTenem, unu ee paboTta 3ameTHa gns Hero. Hanpumep,
cny>6a BOCNPON3BOAMT NECHIO, TPAHCNPYET MEANAKOHTEHT Ha ApYyroe YCTPOMUCTBO,
NPefoCTaBNsSET TOYHbIE N MOHATHbIE YBEOOMIIEHMS UM MO 3anpoCy Nonb3oBaTeNs
3arpyxaet ¢oTo B 0bnako.

« MNonb3oBaTenb MOXET 3aBEPLWNTb UM OCTAHOBUTL PaboTy CnyX6Obl.

- Ecnu BbinonHeHue cnyx6bl 6yaeT npepBaHo UM OT/IOXKEHO, 3TO BbI3OBET Y
NoNb30BaTENs HEraTMBHYIO peakumio nn eyHkumsa byaeTt paboTaTb He TakK, Kak
npepnonaranocb (Hanpumep, Korga HyXHO NO3BOHUTb, CUCTEMA HE [OMKHA
OTKN1aAblBaTb BbI30B).

« Cnyxba paboTaeT He fonblle, YeM TpebyeTcs ANna BbINOIHEHMS 3afa4uN.
KpuTepun Bbile He pacnpoCTPaHAIOTCS Ha CNeayowme TUMbl aKTUBHbIX CIyX6:

« systemExempted wu shortService ;

- dataSync (Tonbko npu ncnonb3oBaHun GyHkUKin Play Asset Delivery ).

MoapobHee 06 NCNONb30BaHMM aKTUBHBIX CYXO...
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I'Iepe,u,aqa AdaHHbIX, NTHNLUNNPOBaAHHAA NMoJib30BaTEesiEM

AP| pns nepepayv gaHHbIX, MHULUMWPOBAHHOW NONb30BaTENIEM, MOXET 3aMyCKaTbCs B

NPUNOXEHNAX, TONNbKO €CI:

* 3apgava NHNUMnpyeTcq nonb3oBaTenem,
* OJaHHblE NepenarTcd nNo CeTy,;

° 3adayYa BbIMNMOJIHAETCA HE O0J1blle, YEM Tpe6yeTCﬂ On4a nepenavn gaHHbIX.

MoppobHee 06 API ong nepenayv AaHHbIX, UHULMMPOBAHHOW NOIb30BATENEM...

TpeboBaHus k ncrnosnib3oBanuto napameTpa FLAG SECURE

Yka3aHHbIN B kope npunoxenusa ¢nar FLAG_SECURE ~ no3BonseT orpaHnynTb
AEMOHCTpaUMIO KOHGUAEHLUNANBbHBIX AaHHbIX B NPOAYKTE, HAaNpPUMeEpP UCKIIOYMUTb CO34aHne
CKPWUHLLIOTOB C HUMW UM MPOCMOTP TaKUX CBEAEHUM HA HE3ALLMLLEHHbIX 3KPaHaXx.
ObbaBnanTe aToT dnar, eCNn KOHTEHT NPUIIOXKEHNS He credyeT TPaHCINPOBATb,
NoKa3blBaTb UM NepefaBaTb APYyruM 0b6pa3om 3a Npefesbl NPUNOXEHNs N YCTPOUCTBA
nonb3oBaTens.

Mo coobpaxeHnssM 6€30MacHOCTU U KOHOUAEHLMANBHOCTN BCE NPUMTOXEHWS, KOTOPbIE
pacnpocTpaHstoTca yeped Google Play, pomxHbl yuntbiBaTb Hanmune FLAG_SECURE B
APYrMX NPUNOXEHMAX. DTO 3HAUUT, YTO 3anpeLLaeTca co3gaBaTb CNocobbl 06xona
napameTtpa FLAG_SECURE B gpyrux npuaoxXeHusax nim cnocobCcTBoOBaThb MX
NCMONb30BaHMIO.

3710 TpeboBaHMe He 3aTparnBaeT NPUNOXEHUS, KOTOPbIE CYNTAOTCH MHCTRYMEHTaMM
crneLmanbHbiX BO3MOXHOCTEN , ECNN OHWU HE NepeaatoT, He COXPAHSIOT N HE KeLnpyroT

KOHTEHT, 3awuweHHbin pnarom FLAG_SECURE, ona npefocTaBneHus [ocTyna K Takum
L,aHHbIM BHE YCTPOWCTBA NONb30BaTENS.

[lpnnoXxeHnsa ¢ nokanbHbIMY KOHTENHepamm Android

MprnoXeHMsa ¢ NoKanbHbIMN KOHTEMHEpPaMu Android No3BoNAOT Co3haBaTh CPey,
KOTOpast YaCTUYHO Unu nonHocTblo MnTUpyeT OC Android. Takaa cpega MoXeT
cogepxaTb He Bce dyHkumm 6e3onacHoct Android , N0O3TOMy pa3paboTymku MoryT

po6aBuTh B $ann MaHMdeCcTa napameTp, coobLaowmm nokanbHbIM KOHTENHepam Android,
YTO NMPUNIOXKEHNE HE OOIMKHO 3aMyCKaTbCs B UMUTUPYEMOW UMUK Cpege.

MNapameTp B MaHudecTe, obecneumBamowmm 6e3onacHoOCTb cpeabl

MNapametp REQUIRE_SECURE_ENV B MaHudecTe no3BonseT ykasaTb, YTO 3TO
NPUNOXEHNE HENb3S 3anyckaTb B TIOKaNbHOM KOHTeMHepe Android. Mo coobpaXkeHnsm
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6€30MacHOCTUN N KOHOUAEHUNANBHOCTM NPUIIOXKEHUNS, MPEeQOCTaBNSIOWME TOKASbHbIE
KOHTenHepbl Android, [OMKHbI YY4NTbIBATb HANIMYME STOrO NapameTpa B Opyrmx
NPUNOXEHUSX, @ TaKXe:

« [MpoBepaTb MaHNPECTbI NPUNOXEHUN, 3arpy>XaeMbix B NOKaNbHbIM KOHTEMHep Android,
Ha Hanuyue 3Toro napameTpa.

« He 3arpyxaTtb B nokanbHbl KOHTEMHep Android npunoxeHus, B MaHNndeCTax KOTOPbIX
06bABNEH 3TOT NapameTp.

« He BbICTynaTb B Ka4eCTBE MNPOKCU-CepBEPA, NepexBaTbiBag Unn Bbi3biBad AP| Ha
YCTPOUCTBE, YTOObI OHU Ka3annCb YCTAHOBNIEHHbIMU B KOHTEMHEPE.

- He co3paBaTb 1 He NoOMOraTb NCMONb30BaTb METOAbI 06X04a 3TOro napameTpa
(HanpuMep, 3arpy>asa 6onee paHHIOK BEPCUIO NMPUNTOXEHNS, YTOObI 060NTH
pencteytowmin napametp REQUIRE_SECURE_ENV).

Y3HaTb 60nblie 06 3TUX NpaBunax MOXHO B HaweM CNpaBOYHOM LIEHTPE.

BeeneHue B 3abnyxxgeHue

Mbl 3anpeL,aemM nybnmMkoBaTb NPUIOXEHNS, KOTOPbIE MbITAKOTCA BBECTWN NONIb30BATENEN B
3abnyxpeHne unu cnocobCcTBYOT HEAOOPOCOBECTHOM AEATENBHOCTM, BKIOYas
NPUNOXEHWS, 3as9BNEHHbIE PYHKLNN KOTOPbIX HEBO3MOXHO peann3oBaTb Ha YCTPOUCTBE.
NHdopMaums 0 NPpUnoXeHUn, ero onncaHue, a Takxke ¢oTo 1 BUAEO OOMKHbI
COOTBETCTBOBATb €ro GYHKLMOHANbHOCTU. MNPUNOXEHNS HE OOMKHbI UMUTUPOBATb
OYHKUMM N NPeaynpeXneHns onepaumnoHHOM CUCTEMbI U ApYrux nporpamMm. Jltobblie
N3MEHEHNA HAaCTPOEK YCTPOMCTBA OOMKHbI MPON3BOANTBLCA C BEAOMa U cornacus
nonb3oBatens. Kpome Toro, y nonb3oBaTens gomMkHa 6biTb BOSMOXHOCTb OTMEHUTb
N3MEHEHMS.

1. O6MaHHbIe yTBEpPXOEHUS

CKPVHLLOTbI, 3HAYKK, HA3BaHWUS, ONUCAHUS 1 Apyrue MaTepurasbl NPUIOXKEHNS HE [OMKHbI
COLepPXaTb NOXHYIO UM BBOAALWYIO B 3abnyxaeHve nHdopmaumio.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLIEHUM:

« OnucaHne GyHKLMIN NPUNOXEHNS BBOAUT B 3abNy>XXAEHME UN HE COOTBETCTBYET
OENCTBUTENbHOCTU:

- CornacHo onMcaHuIO U CKPUHLLOTaM Urpa SBASETCS FOHKOW, OQHAKO B
LENCTBUTENBHOCTU NPEACTABNSET COOOM roIoBONOMKY U3 B6N10KOB, B KOTOPOW
MCNONb3yeTCs KAPTUHKA MALUMNHBI.


https://support.google.com/googleplay/android-developer/answer/13609005

- CornacHo onMcaHuIo NPUIOXKeEHNE IBNSETCS aHTUBUPYCOM, XOTS B AEUCTBUTENBHOCTH
COLEPXMUT TONbKO PEKOMEHAALNN O TOM, KaK YAanaTb BUPYChI.

B onvcaHum NpunoxeHns ykasaHbl HEBbINONHUMbIE GyHKLMM (Hanpumep, OTNyrmBaHne
HaCeKOMbIX), fLaXe eC/i OHO MPEeACTaABNEHO Kak WYTKa UM PO3bIrpbILL.

MpunoxeHne OTHECEHO K HEMPaBUbHOWN KaTeropun (Hanpumep, MoOXeT ObiTb HEBEPHO
yKa3aHO BO3paCTHOE OrpaHMyeHune).

MpunoxeHne CoaepXnT 9IBHO HEQOCTOBEPHbIN KOHTEHT, CBSI3aHHbIV C pe3yfibTaTamMu
rofI0COBaHMS UM CMOCOBHbIV MOBNAUSATL HA €ro NpoLecc.

B onvcaHum NpunoxeHns cogepXaTtcs NoXHbIe 3as9BNEHNS O TOM, YTO OHO CBS3aHO C
rOCyAapCTBEHHbIMU YUYPEXOEHMSMY, NPEeOCTaBNSeT roCyqapCTBEHHbIE YCNYrn UK
OKa3blBaeT COAENCTBUE B MX NOJSTyYEHMM, MPU STOM MPUNOXEHME HE BObINo Hagnexalmm
06pa3omM ofobpeHo ang aTux Leneu.

MpunoxeHne NOXHO NPeacTaBneHO Kak OPULNanbHbIN NPOAYKT M3BECTHON KOMMAHUN.

3anpewaeTcs ncnonb3oBaTb Takme Ha3BaHus, kak "OT Oumbl bunaHa", "OduumanbHO OT
Ounmbl BuunaHa" n nogobHble, 63 COOTBETCTBYIOLWMX NPAB.



Breath analyser

Are you drunk?

Blow on your phone to get the results.

2. [lns npunoxeHus 3asBfieHbl HEBbINMOMHMUMbIE GYHKLUM (HAanpuUMep, UCNOoNb30BaHNe
TenepoHa B KaUeCTBe ankoTecTepa).

2. HecaHKLMOHMPOBaHHbIE U3MEHEHMUSI HACTPOEK YCTPOMUCTBA

2.1. 3anpeuaeTcs nybnmMkoBaTb NPUIOXEHUS, KOTOPbIE MEHSIIOT HE OTHOCSILLMECS K HUM
HaCTPOMKN nnn GYHKLNKN yCTpomncTBa 6e3 BegoMa 1 cornacusa nonb3osatens. K
HaCTPOMKaM 1 GYHKLMAM YCTPOMCTBA OTHOCATCS NapaMeTpbl CUCTEMbI U Bpay3epa,
3aknagku, apnblki, 3HaUYKK, BUAXKETbI M BHELLHUI BUA NMPUIOXKEHMI HA FMaBHOM 3KpaHe.

2.2. KpoMme Toro, 3anpeLeHo yKa3aHHOE HUXe.



2.2.1. NpunoXeHns, KOTOpPble U3MEHSOT HACTPONKM U PYHKL MM YCTPOUCTBA C
corflacusi Nonb3oBaTenNs TakK, YTO 3TO HEeNb3s NErko OTMEHUTb.

2.2.2. MpunoxeHus 1 06bABNEHNS, KOTOPbIE MEHSIOT HACTPOWKM MU GYyHKLMN
YCTPOUCTBA B MHTEPECAX TPETbUX NINL, U B PEKITIAMHbIX Liensx.

2.2.3. MNpunoxeHus, KOTopble 06MaHOM NOBYXAAOT NONb30BaTENS YAANATb UK
OTKJIKOYaTb NPOrpamMmbl Apyrmx pa3paboTunkoB MO0 N3MEHATb HACTPOMKM NN
byHKLMM YyCTPOUCTBA.

2.2.4. TpUnNoxeHus, KOTOpble NPU3bIBAOT MW NOOLLPSAOT NONb30BaTENEN YaaNaTb UK
OTKJTOYaTb NPOrpaMMbl ApYrux pas3paboTunkos nMbO N3MEHATb HACTPOUKN UK
dYHKLMM yCTponCTBa. VIcKtoueHne CoCTaBnaoT NPUIOXEHNUs, obecneymBatoLme
6e30MacHOCTb YCTPONCTBA UNN JaHHbIX.

3. MocobHmYecTBO HEeQO0H6POCOBECTHON OEATENBHOCTH

3.1. 3anpewaeTcs Nyb6aMKOBaTb NPUOXEHNS, PAaCCYMTaHHbIE Ha HELOBPOCOBECTHOE
ncnonb3oBaHue. B aTy kaTeropuio, TOMUMO NMPOYEro, BXOASAT NPUOXKEHUS, KOTOPbIEe
No3BONKIOT UM NMOMOraloT co3faBaTb NacrnopTa U Apyrne ygocToBePEHUs IMYHOCTH,
HOMepa COLMaNbHOro CTPaxoBaHUS, AUMNOMbI, KPeQUTHbIE KapTbl, BAHKOBCKME cyeTa u
BOAUTENbCKUE yaocToBepeHus. IHpopmMaLumns o NpUnoxeHnn, ero HassaHue, onnucaHue,
N306paxKeHns N BUAEOPOSIMKN, OEMOHCTPUPYOWME GYHKLNN U/UIN KOHTEHT NPUNOXEHMS,
LOMXKHbI COOTBETCTBOBATb PeanbHbiM GYHKUUSAM U/UNN KOHTEHTY. MNpunoxeHne gomkHO B
TOYHOCTW OTBEYATb Pa3yMHbIM OXMOAHUSIM MONb30BaTeNs.

3.2. [JononHnTEeNbHbIE PECYPChI NPUNOXEHUS, HAaNPUMEP UIPOBbLIE PECYPCHI, MOTYT ObITb
LOCTYMHbI A1 CKaYMBaHWS, TOIbKO €CNN HEOBXOANMbI A1 UCMOSIb30BaHMS NPUIOXEHMS.
Mpwn 3TOM OHM JOMXHbI COOTBETCTBOBATbL BCeM npaBunam Google Play, a nepepg
CKa4MBaHMEM HYXXHO MOKa3aTb MNOb30BaTENO NPeaynpexaeHne o pasmepe davna.

3.3. 3agBneHns 0 TOM, YTO NPUNOXEHME CO3[0aHO AN PO3bIrpbIWEn v B Bpyrmnx
pa3BnekaTenbHbIX Lensx, He n3baenaT pa3paboTuMKoB OT OTBETCTBEHHOCTU U
HeobxoanMOCTM cobnoaaTh HalWKW NpaBuna.

BoT npumepbl Hanbonee pacnpoCcTpPpaHEHHbIX HAPYLIEHUN:

« MpunoxeHus, KOTOPbIe KOMUPYIOT NHTEPdENC Apyrnx NpUnoXeHun nnm Beb-canTos,
4TO6bI 0BMAHOM MOMNYYNTb NEPCOHANbHbLIE UMW YYETHbIE OAHHbIE.

« MMprnoxeHus, B KOTOPbIX YKa3aHbl HEMPOBEPEHHbIE UM PeasnbHble afpeca, HOMepPa
TeNepoHOB N NAEHTUDUKALNOHHBIE [AHHbIE NOAEN UM KOMMAHUI, pa3MeLleHHble 6e3
cornacus 3Tux N UM OpraHn3saunin.

« MpunoxeHns,, OCHOBHbIE PYHKL MW KOTOPbIX MEHSILOTCS B 3aBMCUMOCTM OT MECTa
NPOXMBAHMS NOb30BATENS, MAapPaMeTPOB YCTPOMUCTBA U APYrMX OaHHbIX



noJib3oBaTesNid, eClin 3TN pPa3nnyngd He ykadaHbl B 41BHOM BMOE B ONMNCaHNUN NPUITOXEHNA.

+ MpUNoXeHWs, KOTOPbIE CUITbHO U3MEHSAIOTCS B 3aBMCUMOCTU OT Bepcun 6e3
yBeOoMeHnsa nonb3osaTtensa (HanpuMmep, B pasaene Yto HOBOro ) U 06HOBNEHUS
OnnCaHus.

« [prnNoXeHus, KOTOPbIE N3MEHSIIOT UM CKPbIBAIOT CBOM GYHKLMM BO BPEMSI NPOBEPKMU.

« [MpunoxeHus, KOTOPbIE BbIMOMHAKT CKauMBaHWe Yepes ceTb focTaBku KoHTeHTa (CDN),
npepBapuTenbHO He coobLyas NONb30BATEND pPa3Mep CkavymBaeMbix Gansos.

4. ManunynmpoBaHMe MeOUakOHTEHTOM

4.1 3anpelyeHo nybnmkoBaTb NPUIIOXKEHMS, KOTOPbIE CMOCOBCTBYIOT PAaCNpPOCTPAHEHMIO
NOXHOM NN BBOZSLEN B 3abnyxaeHne nHopmaumm B BULE N30bpaxeHuit, ayamo, BULEO
nUnn TekcTa. He paspeLueHbl NPUNOXEHNS, PaCNpPOCTPaHAIOLWME 3aBEAOMO JTOXHbIE UK
BBOASLME B 3abnyxaeHne n3obpaxeHuns, TEKCT UM BULEO, KOTOPbIE MOTYT HAHECTU BPE,
B CBSI3W C COBbITUAMMK, TPeBYOWMMM 0ENNKATHOrO OTHOLIEHMS, NONNTUKOWN, COLManbHbIMU
BOMpPOCaMu 1 ApyrMMm obLecTBEHHO 3HAYNMbIMIN TEMAMMN.

4.2 VickntoyeHunsa MoryT 6biTb caenaHbl ans nHeopMaLlmm, NpeacTaBnaoLLemn
OOLLECTBEHHDIN MHTEPEC, OTPEOAKTUPOBAHHOIO MEOMAKOHTEHTA C 3a9BIEHUAMU OIS
nonb3oBaTeNen nnn BOAAHbIMU 3HAKaMK, OYEBUAHbLIX MPUMEPOB CaTUPbI UM NAPOANK, a
TaKkXke Ang n3obpaxeHui, SBHO CO34,aHHbIX MCKYCCTBEHHbIM 06pa3oM.

4.3 OTpepakTMpOBaHHble MegramaTepmanbl OMKHbI COOTBETCTBOBATL NpaBuiaM As
pa3paboTunkoB npunoxeHun B Google Play, B TOM ymcne nonoxeHusM 0 3anpeLeHHOoM
KOHTEHTE.

BoT npumepbl Hanbonee pacnpoCcTpPpaHEHHbIX HAPYLIEHUN:

« MpunoxeHus, Ha cTpaHuuax KoTopbix B Google Play ncnonb3ytorcs naobpaxeHus
cobbITnn, TPpebyowmnx GeNMKaTHOrO OTHOLIEHWS, U N3BECTHbIX NIIOGEN, C LIENbIO
NPOAEMOHCTPUPOBATL GYHKLNN NBMEHEHNS MELMAKOHTEHTA.

° anﬂO)KeHI/IFI Ong penaktTnpoBaHuga BUOaeo, NO3BONAOWNE UMUTUPOBATb BbIMYCKU
HOBOCTEM, ﬂ,06aBl/IB Ha3BaHUA N NTOroTUnbl peajibHblX HOBOCTHbIX areHTCTB 6€e3 ABHOro
OTKa3a 0T 00a3aTeNnbCTB UK BOOAHOIO 3HaKa.

« MpunoxeHus,, eAMHCTBEHHOE NpeaHasHauYeHne KOTOPbIX — CO34aHMe BBOAALLErNO B
3abnyxgeHne MeanakoHTEHTa.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/topic/9877466

-

MAKE YOUR OWN NEWS BROADCAST!

Don't llke the news today?
You can change it!

Change audio. sdd famous figures,
and generate & fake neaws clip!

BREAKING NEWS

Larem ipsum dolor sit amet, lorem ipsum dolor.

1. C NOMOLLbIO 3TOrO NPUNOXEHNS MOXHO PefakTMpoBaTh BUAEO, UMUTUPYS BbIMYCKM
HOBOCTEWN, a Takxke f06aBNaTb B KNUMbl N300paxeHUss 3HAMEHNTOCTEN N OBLLECTBEHHbIX

peatenen 6e3 BoogHOro 3Haka.

5. [Npo3payHOCTb NoBegeHUS

Monb3oBaTeNaM AOMKHO ObITb MOHATHO, YTO AENAET Balle NPUIoXeHne. He ncnonbaymTe B
HEM CKpPbITble, HEAaKTUBHbIE UM HE3a[0KYMEHTUPOBAHHbIE GYHKL MM, 3anNpeLLEHO MNbITaTbCs
n3bexaTtb NPOBEPKM MPUIIOXKEHUIN KaKMMN-NNH0o cnocobamn. Ytobbl obecneunTs
6e30MacHOCTb NoNb30BaTeNEN, LLENOCTHOCTb CUCTEMbI U COOTBETCTBUE NpPaBMIaM, MOXET
noTpeboBaTbCs [ONOHUTENbHAA MHGOPMALMS O MPUIOXEHUN.

ckakeHne ¢pakToB

Mbl 3anpeLLaem NPUNoXeH1s 1N akkayHTbl pa3paboTuymMkoB, KOTOPbIE:



* BblAatoT cebs 3a OPYyrux nuy nnn gpyrmne opraHn3daunn, a Takxke CKpbiBatoT UJTA
MCKaXakoT CBOKO OCHOBHYIO LEJ1b U1K CBEOEHUA O Blafenblax;

+ HaMepeHHO BBOAST MONb30oBaTeNen B 3abnyXaeHne, HanpuMep CKPbIBaOT U
MCKaXarT MHPOPMALMIO O CTPaHE NPOUCXOXAEHNS UMW NPELOCTABNAOT KOHTEHT
nonb30BaTeNaM B A PYrMX CTPaHax;

* COTPYLHMYAIOT C APYIrMMU NPUNIOXKEHNSMU, CaUTaMK, pa3paboTumkamMm N akkayHTamu B
Lensx cCokpbITMs unu danbcndmkaLmm GaHHbIX O MPUIOXEHUN UK pa3paboTumke, a
TaKXe OPYrov BaXHOW MHPOpMaLMK (3TO OTHOCUTCS K KOHTEHTY, KOTOPbIA UMeeT
NONUTUYECKYIO, COLMANbHYIO MW OBLLECTBEHHYO HANPaBIEHHOCTD).

NpaBuna Google Play B oTHOWweHUM Lenesoro yposHs API

YTo6bI 06ECNeunTb He30NacHOCTL NONb30BaTENEN, AN BCceX npunoXxeHun B Google Play
HeobXxogMMOo YCTaHOBUTb cnepytowme uenesbie ypoBHU API:

O6HOBNEHNS N HOBbIE MPUNOXEHUS JOMXXHbI MCNONb30BaTb ypoBeHb Android API He
HVXXEe BbIMYLLEHHOrO B TEYEHWNE rofa nepep BbIXOAOM NoCcnenHen OCHOBHOM BEPCUN
Android. NMy6nukaums B Play Console npunoxeHun 1 06HOBNEHMI, KOTOPbIE HE
YLOBNETBOPSAIOT 3TOMY TpeboBaHMIO, ByaeT OTKIOHEHa.

PasmeleHHble B Google Play npunoyxeHus, gns KOTOpbiX He BbiMyCKaloTCS
O6GHOBNEHUS 1 B KOTOPbIX YCTAaHOBNEH YpOoBeHb API HMxe onybnnKoBaHHOIO B TEYEHME
LBYX NET Nepeq BbIXOAOM nocnegHen ocHoBHou Bepcumn Android, 6yayT HeQOCTYMNHbl
HOBbIM MOSIb30BATENSM Ha YCTPOUCTBax ¢ bonee no3gHumn sepcmamm OC Android. Te, KTo
paHee ycTaHaBnMBan Takue npunoxeHus ns Google Play, cMoryT HaxoguTb,
nepeycTaHaBNMBaTb M UCMONb30BaTb MX Ha yCTpoucTBax ¢ ntobon sepcmen OC Android,
NOALEPXKMBAEMOWN MPUNTOXKEHNEM.

TexHnyeckme pekoMeHpaumnmn o ToM, Kak MepenTn Ha HOBbIN LienieBon ypoBeHb API B
COOTBETCTBUM C TPEOOBAHUSMUN, MOXHO HAUTU B HALLEM RYKOBOACTBE

O TOYHbIX CPOKaX U CNy4Yasx-UCKIIIOUYEHUAX PacCKa3aHO B 3TON CNPaBOYHOM CTaThbe

Ncnonb3oBaHue SDK B NpmnoXeHusx

Ecnu Bbl XoTUTe 806aBUTb CTOPOHHMI SDK, TO [OMXHbI yOeanTbcs B TOM, YTO €ro kog, u
peann3oBaHHblE B HEM MPOLECChl He HapyLwatoT MpaBmna nporpamMmbl Afa paspaboTymkos
npunoxeHunn B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun obpabatbiBatoT
nonb3oBaTeNbCckMe faHHble. Kpome Toro, crnefyeT noHMMaTh, Kakue paspeLleHmst OHK
MCNONb3YIOT, KAKNE CBEAEHNS CODMPAIOT M NMOYEMY.


https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://support.google.com/googleplay/android-developer/answer/11926878
https://support.google.com/googleplay/android-developer/answer/11926878

TpeboBaHusa kK SDK

Pa3paboTumky NPUNOXEHNN YaCTO MCMONb3YIOT CTOPOHHMI Kopg, (Hanpumep, SDK), 4Tobbi
NHTErpmnpoBaTh BaXHble GYyHKLNN N CEPBUCHI B CBOU NPOAYKTbI. Bkntovas SDK B
NPUNOXEHNE, BaXKHO y6eamTbCs, YTO 6€30MacHOCTb NoNb3oBaTeNen He NOCTPaZaeT U B
KOZE He NosBATCS HOBblE YS3BUMOCTU. B 3TOM pa3sgene Mbl 06BbSICHMM, Kak HEKOTOPbIE U3
HaLLMX aKTyanbHbIX TPeOOBaHMN K KOHOMAEHUMNANBHOCTN 1 6€30MaCHOCTN NPUMEHSIOTCS B
oTHoweHun SDK 1 kaknm 06pa3om OHM JOMXHbI MOMOraTb pa3paboTunkam 6e3onacHo
nHTerpmposatb SDK B npunoxeHums.

Ecnu Bbl X0TUTE [O6aBUTL CTOPOHHUM SDK, TO AOMKHbI y6eanTbca B TOM, YTO €ro Kog v
peanM3oBaHHbIE B HEM MPOLLECChI HE HapywatoT [paBuna nporpamMmsbl ansg paspaboTymkos
npunoxerHunn B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun obpabatbiBatoT
nonb3oBaTenbckue aaHHble. Kpome Toro, cnepyeT NoHMMaTh, Kakme pas3peLleHns OHm
NCMONb3YIOT, Kakne CBefeHus CobupatoT n noyemy. MomMHMUTE 0 TOM, 4YTO COOp U
06paboTka NONbL30BATENBCKUX AAHHbBIX CO CTOPOHbI SDK fOMKHBI COOTBETCTBOBATD
NONMUTUKE NPUIOXKEHNS.

YT106bI HE JOMYCTUTH HAPYLUEHWI, N3YYMTE BECb TEKCT CEQYyOLWMX NpaBun n obpatmre
BHMMaHME Ha aKTyanbHble TpeboBaHUs B OTHOLWEHUN SDK, KOTOpbIe NpUBEAEHbI HAXE.

I'IpaBMna B OTHOLUWEeHUU NOoJSib30BaTEeJIbCKUX AaHHbIX

K BaHHbIM Nonb3oBaTesNs OTHOCATCS CBEOEHNS, MPEefOCTaBNEHHbIE MM, @ TakxXe
nosny4YeHHble B xofe ero paboTbl, B TOM yncne nHoopmauus o6 yctponctee. Ob6a3aTenbHO
coobwunTe, Kak 1 gna yero Bbl OyneTte cobupatb, 0bpabaTtbiBaTh M MCMNOMb30BATh 3TU
L,aHHble, a TaKXe NoyYaTb M NPefoCcTaBnaTh K HAM JOCTyn. icnonb3oBaTh Takyto
NHPOPMALMIO B LIENSIX, O KOTOPbIX Bbl HE 3asBUNN, 3aMpeLLeHo.

Ecnu B BaleM NpunoXeHUn NCnonb3yeTcs CTOPOHHUIN Koa (Hanpumep, SDK), ybeantecs,
YTO OH CaM U peann3oBaHHbIE B HEM NPOLECChl 06paboTky NONb30BATENBCKUX OaHHbIX
COOTBETCTBYIOT [paBmnam nporpammbl gis pa3paboTunkos npunoxeHnn B Google Play, B
TOM yncne TpeboBaHMAM 06 NCNONMBb30BAHUN N PACKPLITUN MHPOPMaLMK. Hanpumep, Bbl
LOJIKHbI YOOCTOBEPUTbLCS, YTO NOoCTaBWwKuK SDK He npofaeT nnyHbie n KoHbunageHumanbHble
[aHHble MONb30BaTENS, MOMTYYEHHbIE U3 BALLErO NPUNOXEHUS. DTO TpeboBaHNe
NPUMEHSETCS BHE 3aBMCUMOCTM OT TOro, Kak OyayT nepefaHbl Nob30BaTENbCKME AaHHbIE:
nocre oTnpaBkn Ha CEPBEP UMW B pPe3ynbTaTe BHELPEHWS CTOPOHHErO Ko4a B Balle
npUNoxeHue.

JInyHble 1 KOH¢VIJJ,eHLlMaJ1beIe nosfb3oBaTesibCKMe gaHHble

« OrpaHuyMBanTe [OCTYN K IMYHBIM U KOHOUAEHLMANBbHBIM NOSIb30BATENbCKUM AAaHHbIM, MNONYyYEHHbIM
yepes NPUNoXeHWe, a Takxe ux cbop, NCNoNbL30BaHNE U nepefavy. T GENCTBUS [OMYCKAOTCS



TONIbKO Ang npenoctaBneHunsd ¢yHKLl,MlZ cepBuCa U NpUNoXeHnd, a Takxke B Lensdx,
COOTBETCTBYOWMX NpaBunaM n He HapyLwaroLwmnx 0DOOCHOBaHHbIE OoXnaaHuga nonb3oBaTenen.

+ [MpunoXxeHus, NCNONb3YOLME NNYHbIE N KOHOUAEHUMANbHbIE NONb30BaTeNbCKME AaHHbIe ANs
nokasa peknambl, OMKHbl COOTBETCTBOBATb NpaBunam Google Play B OTHOWEHUN pa3MeLleHmns
peKknambl.

« Bce nuyHble 1 KOHOUMAEHLManNbHbIE AaHHbIE NOb30BaTENEN AOMXHbI 06pabaTbiBaTbCa 6€30MacHbIM
06pa3oMm, B TOM YucCre C NPUMEHEHNEM COBPEMEHHBIX METOAOB WKdPOBaHKS, HanpuMep
npotokona HTTPS.

« [Mpexpae yeM UCnonb3oBaTh AaHHble, [OCTYN K KOTOPbIM perynupyeTca pa3peweHmsmmn Android,
NPUNOXEHNEe JOMKHO 3aNpPOCUTb AMHAMUYecKoe paspelueHune (Bcerga, Koraa aTo BO3MOXHO).

I'Ipo,qa)Ka JINYHbIX U KOHq)VIP,eHLlMaﬂbeIX noJib3oBaTeJ/IbCKUX AaHHbIX

He npo,u,aBaﬁTe JINYHbIE U KOHq)M,D,eHLI,VIaJ'lebIe nosib3oBaTeESIbCKMNE OaHHbIE.

+ Mpopaxa nogpasyMeBaeT nepegavy MHGOpPMaLUM TPETLUM NNLLAM UM OOMEH €10 C LIeSbIo
Nony4YeHns AEHEXHOro [oXoaa.

+ Ecnu cBoM NnyHbIE U KOHOUAEHLMANbHBIE LaHHbIE MePefaeT caM Nob30BaTesNb, 3TO HE
cunTaeTcs npopaxen. NpumMepbl TakMx CUTyaLMn: B MPUNOXEHUM eCTb GYHKLNUS ANS nepegayn
bannoB TpeTbMM NULLAM; NPUNOXEHWE NPeAHa3HaYeHo AN NPoBefeHMs HayUHbIX
NCCNefoBaHUN, U faHHbIe OTNPaBAAIOTCS B 3TUX LiENsaX.

PaCKprTMe MHd)OpMaLIMM n pa3pelieHne Ha mcnorfibsopaHue gaHHbIX

Ecnu Bawe npunoxeHne cobupaeT, NCNONb3yeT, NepenaeT IMYHbIE N KOHPUAEHUNANbHbIE
noNb30BaTeNbCKMe faHHbIe UK NoNyYaeT JOCTYN K HUM B LeNisiX, KOTOpble MOTYT HE COOTBETCTBOBATb
060CHOBAHHbIM OXMAaHWUSM NOMb30BaTeNen OT NPOAYKTa UK GYHKLMK, HEOBXoAMMO cobnopaThb
TpeboBaHMs K PaCKpbITUIO MHGOPMALUM U NOSTYYEHNIO Pa3peLleHns Ha UCNONb30BaHNE [aHHbIX,
yKa3aHHble B IpaBMaax B OTHOWEHWN TakUX AaHHbIX.

Ecnuv B BaleM NpunoXxeHnr NpUMeHseTca CTOPoHHUIM ko (Hanpumep, SDK), npegHasHauveHHbIN ans
cbopa NMYHbIX U KOHOUAEHUMANbHbBIX NONb30BATENIbCKMX AaHHbIX, Bbl fOMKHbI NPEAOCTaBUTb
[,0CTaTOYHbIE A0KA3aTeNbCTBa TOro, YTO NPUSIOXKEHNE He HapyLwaeT TpeboBaHus U3 pasgena
"PackpbiTne nHpopmaLmnmn n paspeLlleHne Ha NCNoNb3oBaHWe AaHHbIX" HACTOSLWMX NpaBu.
MpunoxeHne OONMXHO COOTBETCTBOBATb, B YaCTHOCTW, NMONIOXEHMSM O LOCTYNe K AaHHbIM, Ux cbope,
NCNONb30BaHMKN 1 NEpPefayve C NOMOLL b CTOPOHHEro kofa. [JokazaTenbCTBa HEOOXOANUMO OTNPaBUTb
B TEYeHWe OByX HefeNb Uv Apyroro nepuoga (ecnv oH ykasaH) nocne nonyyeHus sanpoca ot Google
Play.

Ob6s3aTenbHO YAOCTOBEPLTECH, YTO B CTOPOHHEM Koae (Hanpumep, SDK) He HapylualoTca Npasvna B
OTHOLIEHWW NOJIb30BATENBCKUX AAHHbIX.

C 6onee nogpobHoN MHPOpMaLmern o TPEBOBaHNSAX K PACKPbITUIO MHGOPMALUK U NOSTyYEHNIO
cornacms nonb3oBaTeENEN MOXHO O3HAaKOMUTbCA B CpaBOYHOM LIEHTPE.

NpumMepbl HapylweHU, BbizaBaHHbIX SDK

 lMpunoxeHue ncnonblyet SDK, KoTopbi cOBUPaET NNYHbIE N KOHPUOEHUNANbHbIE
nonb3oBaTesibCkue AaHHble U He 0bpabaTbiBaeT UX COrNacHO NpaBuiamM B OTHOLWEHUN


https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/11150561

noJIb30BaTEJIbCKUX OaHHbIX, Tpe6OBaHMFIM K PaCKpbITUIO MHq)OpMaLI,MM N pa3pelieHnto Ha
MCnonb3oBaHMe OaHHbIX, @ TakXe Tpe6OBaHI/IF|M, Kacaruwmnmca goctyna K gaHHbIM 1 UX O6pa6OTKl/I

(Bknovasa 3anpeT Ha Npoaaxy).

+ B npunoxeHue nHterpuposaH SDK, KOTOPbIM COBMPAET NNYHbIE N KOHOUAEHUNANbHbIE
Monb30BaTeNIbCKME AaHHbIe MO YMOMNYAHMIO, YTO HapyLlaeT TpeboBaHNS HACTOSLWMX NPaBUS B
OTHOLLIEHWUW PACKPbITUS MHPOPMALMM N MONYYEHUS COrNacus Nonb3oBaTenen.

+ [N npunoxeHus 3agBieHO, YTO OHO COBMPAET NMYHbIE U KOHPUAEHLNANbHbIE NONb30BATENBCKME
AaHHblE TONbKO Ana obecneyeHns paboTbl GYHKLNN, 3aLLMLLAIOLWMX OT MOWEHHMYECTBA U
3noynoTpebnexunn, Ho SDK Takxe nepenaeTt cobpaHHble faHHble TPETbMM NNLAaM B PeKTaMHbIX

uenax unn onga aHannTunkun.

+ MpunoxeHue copepxnt SDK, KOTOpbIM NnepenaeT CBefeHNs 06 yCTaHOBMIEHHbIX NakeTax C
HapyLeHneM pekoMeHaaLmn No PacKpPbITUIO MHOPMaLMK U/Unn TReOBOBaHWUI NONUTUKN

KOHPUAEHLNANBHOCTH.

« YT0ObLI Y3HaTb HOsbLUE, NPOYMTANTE NPABMIIA B OTHOWEHWM HexenaTenbHoro MO ana MobuiabHbIX

YCTPOWNCTB.

JononHutenbHbie Tp&GOBaHMﬂ B OTHOLWEeHN gocTtyna K JINYHbIM U

KOHPUAEHUMaNbHbIM faHHbIM

B Tabnuue Huxe npepcTaBneHbl TpeboBaHMs K onpeneneHHbiM GyHKLMOHaNbHbIM OCOBEHHOCTSAM

NPUNOXEHUN.

¢yHKIJMOHaJ1bHa$I 0COBEHHOCTb

C60p NOCTOSHHbIX
noeHtTudukatopos yctpomncts (IMSI,
IMEI-KOf0B, CEpPUNHbIX HOMEPOB
SIM-kapT 1 T. A.) NN yCTaHOBKa
CBSI3U C TaKUMU UAEHTUMKaTOpPamMm

TpeboBaHus

MOCTOAHHbIE NAEHTUPUKATOPLI YCTPONCTB HE AOMKHbI ObITb
CBSA3aHbl C IMYHBIMU Y KOHOUAEHLMANBHBIMU LaHHbIMM
nonb3oBaTenen unu cbpacbiBaeMbiMn MaeHTUPUKaTOPaMm
YCTPOWCTB, 33 UCKITIOYEHNEM CNEQYIOWNX CUTYaLUIA:

+ KOrga 3710 TpebyeTcs gns ycnyr tenedoHmmn ¢ NpmuBA3KON K
NOEHTUPMKALMOHHBIM AaHHbIM SIM-KapTbl (Hanpumep, ans
3BOHKOB no ceTu Wi-Fi yepes onepatopa cBs3wn);

+ B KOPMNOPATMBHbIX MPUIIOXEHMSX, NPEAHA3HAYEHHbIX And
ynpaBfieHWs yCTPONCTBAMM U UCMOJb3YEMbIX B PEXUME
BnagenbLa.

B aTux cnyyasx pa3paboTumK fOMKEH BHbIM 06pa30oM
CcOoO0BLWMTb NONb30OBATENAM O CBA3UN C NAeHTUdMKaTopamm
COrNacHoO NpaBuiaM B OTHOLWEHUW NOJIb30BATENbCKMNX

[AaHHbIX.

NHbopmaLmio 06 anbTepHATUBHbIX YHUKANbHbIX
naoeHTMdMKaTopax MOXHO HAaUTN Ha 3TOM CTRaHULLE

JononHuTenbHble PEKOMeHAaLMM MO UCNONb30BaHMIO
peknaMHbIx naeHTUdunkaTopos Android npuseneHbl B
npaBuiax pa3MeLleHns peknambl.



https://support.google.com/googleplay/android-developer/answer/9859455?hl=ru
https://support.google.com/googleplay/android-developer/answer/9859455?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753

[NpunoxeHne npegHa3HayeHo ang B npunoxeHuns paspeLleHo Bka4vaTb Tobko SDK, koTopble

neten NPOLLM CaMOCTOSATENbHYIO cepTUdUKaLmio ons
MCMNONb30BaHUA B CEPBUCAX, NPEAHA3HAYEHHbIX ANS AeTen.
O3HaKoMbTECb C NOMHOM BEPCUEN NpaBun 1 TpeboBaHUN
[porpamMMbl CaMOCTOATENBHOWN CERTUDMKALNN REKNAMHbIX
SDK B NpuNoXeHusx aag BCen CeEMbU.

NpumMmepbl HapylweHu, BbizaBaHHbIX SDK

+ MpunoxeHne ncnonbdyeT SDK, koTopbiv cBa3biBaeT IMEI-KOA 1 AaHHbIE O MECTOMOMNIOXKEHUN.

« MpunoxeHue paboTtaeT ¢ SDK, KOTOPbIN CBA3bIBAET peKNaMHbli ngeHTudnkatop Android ¢
MOCTOSIHHBIMU MAEHTUOUKATOPAMMN YCTPOMCTBA B PEKNAMHbBIX LENSX MW ANS aHANUTUKN.
B npunoxexue nHterpuposaH SDK, KOTOpbIV CBA3bIBAET pekiaMHbIn naeHTudukaTop Android ¢
afpecoM 3N1eKTPOHHOWN MOYTbI B LEENSX aHaNUTUKN.

Pa3zpen 6e3onacHOCTU AaHHbIX

Kaxaoe npunoxeHne [omKHO copepXaTb pasnen 6e30nacHOCTM AaHHbIX, B KOTOPOM MOHATHO 1
TOYHO OMMUCAHO, Kak COBUPAIOTCS, UCMOMNb3YIOTCS Y NepPesanTCs NoNb30BaTENbCKME AaHHbIE. ITO
TaKXXe OTHOCUTCSA K flaHHbIM, KOTOpble cobupatoTcs n 06pabaTbiBalOTCS Yepe3 CTOPOHHNE BMBNNOTEKM
nnn SDK, ncnonb3yemble B NpUIoXeHUsIX. Pa3paboTumk HeceT OTBETCTBEHHOCTb 3@ TOYHOCTb U
aKTyanbHOCTb Takon nHpopmaummn. CeefeHns B 3TOM pasfene AOoMKHbl COOTBETCTBOBATb TOMY, YTO
yKa3aHO B NMONUTUKE KOHPUAEHUNANBHOCTM NPUIOXEHUS (€CNN NPUMEHNMO).

N3yuynTe pononHMTENbHYIO MHGOPMAaLMIO O TOM, KaK 3anofiHUTb pasfen 6€30nacHOCTU AaHHbIX, B
CrnpaBOYHOM LIEHTRE.

O3HaKoMbTECb TakXe C NMOSIHOW Bepcmeﬁl npaBu B OTHOWEHWK NOJIb30BATENIbCKUX AAHHbIX.

MpaBuna ucnonb3oBaHusa paspeweHnn u APl ¢ pocTtynom K
KOHdMaeHumanbHOU nHdopmMaunm

3anpochbl Ha NPeAOCTaBEHNE Pa3pEeLLEHMI U UCNOoNb30BaHKe AP, KOTOpble Nony4yatoT
LOCTYN K KOHPMAEHLMANbHON MHGOPMALMW, [OMKHbI ObITb MOHATHBIMU NS
nonb3oBaTtenen. 3anpawmnBaTb pa3peLleHns 1 ncnonb3oBaTb AP, KOTopble nonyyaroT
LOCTYN K KOHPMAEHLMANbHOWN MHGOPMALMM, MOXHO TOSIbKO B TOM Clly4ae, €C/v OHU
HeobxoanMbl ang paboTbl yXXe BHEAPEHHbIX PYHKLMI U CEPBUCOB, ONMMCAHHbIX Ha
cTpaHuue npunoxeHus B Google Play. Henb3g ncnonb3osaTb paspeluenns n API,
NpefoCcTaBnsaoWme OCTYN K AaHHbIM NOSIb30BaTENS UM YCTPOUCTBA, AN GYHKLUNA UK
Lienen, KOTopble He OTMEYEHbI B ONMMCaHUN NPUSIOXEHNS, HE PeanM30BaHbl UK He
pa3peLeHsbl. JInyHble Unn KoHenaeHumanbHble AaHHbIe, MONyYEHHbIE C pa3peLlleHmns
nonb3oBaTtens unu npu nomowm tTakmx API, Henb3g NnpogasaTh K NepefasaTh C LENbIO
nocnegymroLen NpogaXxm HU NP Kaknx 0b6CToaTeNbCTBaX.


https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://support.google.com/googleplay/android-developer/answer/10144311

O3HaKkoOMbTECh C NMONHOW BEPCMEN NPAaBUII UCMNONb30BaHMA paspeleHmi n APl ¢ [OCTYNoM
K KOHOMAEHLMANbHOW UH)OPMALINN.

Npumepsbl HapyLeHW, Bbi3BaHHbIX NpUMeHeHueM SDK

- B npunoxeHue nHterpmpoBaH SDK, KOToOpbIN 3anpalmBaeT [OCTYN K AaHHbIM O
MECTOMOMNOXEHMN B GOHOBOM PEXUME AN 3aMPELLEHHbIX UN HE3AABNEHHbIX LENeNn.

- MpunoxeHne ncnonb3yet SDK, koTopbin 6e3 cornacusa nonb3opatensa nepenaet IMEI-
Kopg, NONyYeHHbIN C NoMoubto pa3pelueHmns read_phone_state B Android.

MNpaBuna B oTHOWEHUM BpepoHocHoro MO

OCHOBHOM NpUHLMN NpocTon: akocucTema Android, Bkntovatowas Google Play u
YCTPOWCTBa NoNb30BaTeNen, He AOMKHA NoABepPraTbCs BO3AENCTBUIO BpegoHocHoro MO.
PykoBOACTBYACb UM, Mbl CTapaeMcs fenatb akocnucteMmy Android 6e3onacHon ons
nonb3oBartenen n nx yctpomcts Android.

BpepoHocHbIM MO cumnTaeTcs ntobour Kof, KOTOPbIA MOXET NpeacTaBnsaTb Yrpo3y ansa
Nonb30BaTeNs, @ TakxXe ero faHHbIX UN YCTPoOUCTB. Hanpumep, kK BpegoHocHomy MO
OTHOCSTCS NOTEHLMANbHO onacHble npunoxenus (MOIM), a Takke MCNonHAeMble dansibl 1
mMoaunoukaumm GpPenmMBOPKOB, OTHOCSLLMECS K TAKUM KaTEropUsM, Kak TPOSIHCKME
nporpamMmbl, GULLIKMHIOBOE U WNNoHCcKoe MO. Mbl NOCTOAHHO 0H6HOBNSIEM STOT CMMUCOK U
[,06aBNSEM HOBbIE KAaTEFOPUN.

ST npaBuna TakxXe NPUMEHSAIOTCA K CTOPOHHEMY kopy (Hanpumep, SDK), KoTopblii
BKJIIOUYEH B NPUNOXEHUE.

O3HaKOMbTECH C MOSIHON BEPCUEN NPaBU B OTHOLWEHWM BpenoHocHoro MO.

NMpumMmepbl HapyLweHu, Bbi3BaHHbIX NpuMeHeHneM SDK

« MpunoxeHne cogepXxunT 6ubnnotekn SDK 0T NOCTaBLLMKOB, PAaCNpPOCTPaHSIOLLMX
BpegoHocHoe 0.

« MNpunoxeHne HapywaeT Moaenb pa3peweHnn Android nnu KpageT yYeTHble AaHHble
(Takne, kak TokeHbl OAuth) 13 gpyrmux NPUNOXeHUN.

« MpunoxeHns 3noynoTpebnsaioT GyHKUUAMI, YTOObI NPENSTCTBOBATbL YAANEHUIO UK
OCTaHOBKe.

- MNpunoxeHne otknoyaeT SELiNux.

- MpunoxeHne ncnonb3yet SDK, KOTOpbIM HapyLllaeT Mogenb pa3peLeHnin Android,
nosny4as NoBblLEHHbIE MPUBUNErM O HE3AABNEHHOW Lenn bnarogapsa 4ocTyny K
L,aHHbIM YCTPONCTBA.


https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888380

« Mpunoxexne cogepxunT SDK ¢ KOAOM, KOTOPbIM O6MaHHbIM NyTEM 3acTaBnseT
nonb3oBaTenen NpuobpeTaTe NOAMUCKA UAN OMNAYMBATb KOHTEHT Yepes onepaTopa
MOBUTbHOM CBA3MN.

MpunoxeHus, KOTopbie 6e3 pa3peLlleHns NoNb3oBaTeNs MOMyYatoT root-gocTyn yepes
NOBbILEHNE NPUBUIIErNI, OTHOCATCS K KaTeropun "fonyyeHune root-goctyna’.

LLinnoHckoe MO

LUnnoHckum MO HazbiBatoT BpPeOOHOCHOE NnpuinoXxeHne, Kkog nin nosegeHne, Kotopblie
Nno3BOJIAIOT CO6VIpaTb, nonyyaTtb Unn nepenaBaTb TPETbMM NLUAM OaHHbIE MOb30BaATENA
nnn yCTpOI‘/IICTBa, KOrga 31O HE CBA3aHO C q)yHKLI,VIﬂMVI, COOTBETCTBYHOLWNMIK NpaBuaM.

K LWNMMOHCKOMY MO Takxe OTHOCUTCS Bpe,D,OHOCHbIIZ KOO nin noBegeHmne, Kotopbie MOryT
cunTaTbhCs cnocobamm Cnexkn 3a NonNb3oBaTeneM Un nony4yatoT AaHHbIE HE yBEOOMIAA
€ro n He nojty4daqa ero cornacus.

Bbl MOXeTe 03HAaKOMUTBLCS C NMONTHOW BEPCMEN NPABUI B OTHOWEHUN WNNoHckoro MO.

HapyweHwne npaBun B OTHOWEHUN wnmoHckoro MO 6ypeTt cumTtaThbes BbidBaHHbIM SDK, B
YaCTHOCTMU, B CNeAyoLKnX Cnyyasx:

* ecnun B NpunoxeHnn ncnonsdyetca SDK, kKoTopbin nepefaeT gaHHbIe U3 aygmo3anmcen
MY 3anmMcen 3BOHKOB, KOrfa 3TO He CBA3aHO C GYHKLUMSAMU, COOTBETCTBYIOWUMN
npaBunam;

* €CN B NPUSTOXEHMM NCMONb3YEeTCs BPeOOHOCHbIN CTOPOHHUI kop, (Hanpumep, SDK),
KOTOPbIV NepenaeT AaHHble C yCTPOMCTBA HEOXNAAHHbBIM A9 MNob30BaTesNs Cnocobom
N/UNn He yBeLOMAS ero 1 He nosy4yas ero corfiacus.

MNpaBuna B oTHOWeHUM HexkenatenbHoro MO gnsg MobunbHbIX
YCTPOUCTB

MNoHATHas PyHKLUMOHANBHOCTb U SBHOE pacKpbiTUe UHPopMaLMm

NMo6ou Ko, AONXKEH UCMONHATL BCE, YTO 06€elLaHO Nob3oBaTento. MNPUNoXeHnsa OOMXKHbI
BbIMOMHATL BCE 3aABNEHHbIE PYHKLMM U HE [OMXKHbI BBOAUTb NONb30BaTENEN B
3abnyxpeHue.

Npumepsbl HapyLweHUN:
* MOLLEHHMYECTBO C pPeKnamou;

* CoumanbHada NHXeHepKu4d.

3awuTa Nnonb3oBaTeNbCKUX AaHHbIX


https://support.google.com/googleplay/android-developer/answer/9888380

MOHATHO M NOAPOBHO PacCKaXmMTe O TOM, Kak NMPUNOXEHWE NONyYaeT [OCTYN K JINYHBIM U
KOHOUAEHLMANbHbIM LaHHbIM NONb30BATENS, KAk OHO X COBMPAET, UCMONb3YeT U
nepepaert. Mpu paboTe ¢ Takon MHPOPMaLMeN HeObxo[MMOo cobnoaaTh BCE NPUMEHMMbIE
npaBuna B OTHOLEHUN NONb30BATENIbCKUX faHHbIX, @ TakXe NPUHMMATb Mepbl
NPenoCTOPOXHOCTM A1 3aLNTbI 3TUX CBEAEHUN.

Npumepsbl HapyLeHUN:
 cbop paHHbIX (wnuoHckoe MO);

* HapylleHMe OrpaHNYEHHbIX PaspeLleHni.

O3HaKOMbTECb C NOSIHOW BEPCUEN MPaBU B OTHOLIEHUW HexenaTensHoro MO ana

MOBWIbHbIX YCTROUCTB.

[NpaBuna B OTHOWEHUM 3110ynoTpebrneHus pecypcamm yCTPOUCTBa U
cetn

3anpeLatoTcs NPUNOXEHNS, KOTOPbIE HapyLatoT paboTy YyCTPOMUCTBA NOIb30BATENS,
APYrvx YCTPOMCTB, KOMMbIOTEPOB, CepBepoB, ceTen, APl unmn cepencos (Bknovas gpyrue
NPUNOXEHNS Ha YCTPOMCTBE, cepBuchl Google 1 ceTn onepaTopoB CBA3M), a TakXe
BMELLMBAIOTCS B MX PaboTy, NoONy4atoT HECAHKLMOHMPOBAHHbBIN OOCTYMN K HAM UK BPepsaT
NHbIM 0Bpa3oM.

MprnoXeHns nnmn CTopoHHUIM Kog, (Hanpumep, SDK), ncnonbayowme MHTepnpeTMpyemMbie
a3blkn (JavaScript, Python, Lua v T. A.), KOTOpble 3arpyxatoTca Bo Bpems paboTbi (a He
3arpy>keHbl B MPUIIOXKEHNE N3HAYaNbHO), HE [OMXKHbI HapywaTb npaeuna Google Play.

3anpelLLeHo NCcnonb30BaTh Ko, KOTOPbIA CO34aeT UM UCMOSb3YET YSI3BUMOCTM
6esonacHocTu. MHPopMaLma 0 caMbix akTyanbHbIX Npobnemax 6€30nacHOCTU
COAEPXMTCS B Hawen [1porpamMmme noBbllleHVs 6€30NaCHOCTY NRUNOXEHNIA A
pa3paboTumKoB.

O3HaKOMbTECb C NOMIHOW BEPCUEN MPaBul B OTHOLIEHWM 3710y N0TREONEHMS PECYRPCaMM

YCTPOWCTBA N CETH.

NMpumepbl HapyLleHW, Bbi3BaHHbIX NpUMeHeHueM SDK

« [MpunoxeHne NpefoCTaBnASET YCNyr NPOKCU-cepBepa TPETbUM NnLaM (KpoMe cryyaes,
Korga 3To ABNSeTCS OCHOBHOM GYHKLMEN NPUIIOXKEHNS).

- B npunoxeHune nHterpmpoBaH SDK, KOTOPbI CKauyMBaET UCMONHAEMbIN Kog, (Hanpumep,
DEX-dannbl unv HaTUBHbIN Kop) He n3 Google Play.

B npunoxenune nHterpmpoBaH SDK, koTopbin cogepxuTt koMnoHeHT WebView ¢
nHTepdencom JavaScript, 3arpyxxaroLmin HeHageXHbi Be6-KoHTeHT (Hanpumep, URL ¢


https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://developer.android.com/google/play/asi.html#campaigns
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru

npotokonoM HTTP) unun HenpoBepeHHble URL, nony4YeHHble N3 HeHaOEXHbIX MCTOYHUKOB
(Hanpumep, URL 13 HeHageXHbIX 06bekToB Intent).

B npunoxeHne nHterpmpoBaH SDK, KOTOPbIN COQEPXMUT KOA, NCMONb3YeMbIV A8
obHoBneHus cobcTBeHHoro APK.

« B npunoxeHue nHterpmposaH SDK, KOTopbIn ckaumBaeT ¢paunsbl Yepes He3aLLMLLEHHOE
coeuHeHue, YeM NoaBepraeT pucky 6e3onacHOCTb NONb30BaTeNS.

« B npunoxeHnn ncnonbldyetca SDK ¢ kogoM, KOTOPbIN MO3BONSET CKauMBaTb UK
yCTaHaBNMBaTb NPUIIOXEHNS N3 HEU3BECTHbIX MCTOYHMKOB BHE Google Play.

« B npunoxeHue nHterpmpoBaH SDK, KOTOPbIN MCNONb3YeT aKTUBHbIE CryXbbl 6e3
060CHOBAHHOWN MPUYUHDI.

+ B npunoxeHue nHterpmposaH SDK, KOTOPbIN MCNOSMb3YyeT akTUBHbIE CNYXObl B LLENSIX,
COOTBETCTBYIOLLNX NPaBuUIaM, HO He 0ObsBNEH B danne MaHudpecTa.

MpaBuna B oTHOWwWeHUU BBefeHUs B 3abnyxaeHue

Mbl 3anpeL,aemM nybnmMkoBaTb NPUIOXEHNS, KOTOPbIE MbITAKOTCA BBECTW NONb30BATENEN B
3abnyxpeHne unu cnocobCcTBYOT HEAOOPOCOBECTHOM AEATENBHOCTM, BKIOYas
NPUNOXEHUS, 3as9BNEHHbIE PYHKLNN KOTOPbIX HEBO3MOXHO PeannM3oBaTb Ha YCTPOUCTBE.
NHdopMaums 0 NpUnoxXeHUn, ero onncaHue, a Takxke ¢oTo 1 BUAEO OOMKHbI
COOTBETCTBOBAaTb €ro GYyHKLUMOHANbHOCTU. [TPUNOXEHNS HE QOMKHbI UMUTUPOBATb
GYHKUMM N NPEeRyNPEeXaeHns onepaumoHHOM CUCTEMBI U ApYrux nporpamMm. Jltobblie
N3MEHEHNA HAaCTPOEK YCTPOMCTBA OOMKHbI MPON3BOAUTBLCA C BEAOMa U cornacus
nonb3oBatens. Kpome Toro, y nonb3oBaTtens gomkHa 6biTb BOSMOXHOCTb OTMEHNUTb
N3MEHEHMS.

O3HaKOMbTECH C MONMHOW BEPCMEN MPaBUI B OTHOLIEHUN BBEAEHMS B 3aby>XAeHNME.

lNMpo3pavyHOCTb NoBefeHuUs

Monb3oBaTensam JOMKHO HbITb MOHATHO, YTO AenaeT Bale npuoxeHune. He ncnonbaymnTte B
HEM CKPbITble, HEaKTUBHbIE NN HE3a[,0KYMEHTUPOBAHHbIE PYyHKLMN. 3anpeLeHo NbiTaTbecs
n3bexaTb NPOBEPKN NPUNTOXKEHUI KakuMU-NMB0o cnocobamu. YTobbl obecneunTb
6e30nacHOCTb NoSib30BaTeNen, LLeNOCTHOCTb CUCTEMbI U COOTBETCTBME NPaBuiaM, MOXET
notpeboBaTbCa AONONHUTENbHAA MHGOPMALNS O MPUSTOXKEHUMN.

Npumep HapylweHus, cBa3aHHOro ¢ npuMeHeHuem SDK

- B npunoxeHue nHterpmposaH SDK, no3sonstowmm n3bexatb NPOBEPKM NPUNOXEHNN.

Kakue npasuna Google Play ons pazpabot4ynMkoB 06bl4HO CBSi3aHbl C HAPYLUEHUSIMU,
Bbl3BaHHbIMU NpuMeHeHuem SDK?


https://support.google.com/googleplay/android-developer/answer/9888077

YoocTOBEpPbTECH B TOM, YTO BECb CTOPOHHUWN KOA, KOTOPbIM NCNOSMb3yeT Balle NPUIoXeHue,
cooTBeTCcTBYyeT [paBunamM nporpammsbl ans paspabotunkos B Google Play. [1ng atoro
n3yymTe crnepyowme matepuansi:

« [lpaBnna B OTHOLWEHWW MONb30BATENLCKNX OAHHbIX

- PaspeweHus 1 API ¢ 0ocTynom K KoHGuaeHunanbHom nHhopmarmm

- [paBuna B OTHOWEHWM 3/1I0YNOTREONEHNSA PECYPCaMM YCTPOUCTBA U CETH

« BpepoHocHoe IO

- HexenatensbHoe MO anga MobuabHbIX YCTROUCTB

- [lporpamma camocTosATENbHOW CEPTUDMKALIMN PekNnaMHbiX SDK B NpunoxeHuax ans

BCEN CEMbMU

« [lpaBuna pasmelleHns peknambl

- BeeneHuve B 3abnyxaeHue

- [MpaBuna nporpammsl Ang paspaboTumkoB npunoxerHunn B Google Play

Bbilwe nepeuncneHsl npaeuna, KoTopble He cobntopgatoTesa yale Bcero. OgHako 13-3a
HeHafexHoro kofga SDK Bale npunoXxeHne MOXeT HapyLWnTb 1 Apyroe NpaBuno, He
BOLlefLlee B 3TOT CNUCOK. MI3yyanTe npaBmna NOMHOCTbIO U CReanTe 3a Nx 06HOBNEHUSMMU.
Bepnb MMEHHO pa3paboTumK NPUIOXKEHMS HECET OTBETCTBEHHOCTb 3a TO, YTobbl SDK
06pabaTbiBanu gaHHbIE NPUIOXEHWS B COOTBETCTBUM C NPaBUIaMMU.

MNoppobHy MHPOPMALMIO MOXHO HANTK B HaweM CnpaBOYHOM LIEHTRE.

BpenooHocHoe O

OCHOBHOM NpUHLUMN NpocToun: akocucTema Android, Bkntovatowas Google Play u
YCTPOWCTBa NoNb30BaTENEN, HE AOMKHA NOABEPraTbCs BO3AENCTBUIO BpegoHocHoro MO.
PykoBOACTBYACb UM, Mbl CTapaeMcs fenatb akocnuctemy Android 6e3onacHon ons
nonb3oBartenen n nx yctpomcts Android.

BpenoHocHbIM MO cuntaeTcs nobom kod, KOTOPbIA MOXET NPeACTaBNSaTb Yyrpo3y Ans
NonNb30BaTeNs, @ TakxXe ero faHHbIX Un YCTPoUCTB. Hanpumep, k BpegoHocHomy MO
OTHOCSTCS NOTEHLMANbHO onacHble npunoxenus (MOM), a Takxke UcnonHsemble Gansbl 1
mMoandukaumm GperMBOPKOB, OTHOCSLLMECSH K TAaKUM KaTeropusiM, Kak TPOSIHCKUe
nporpamMmbl, GULLIMHIOBOE U WNNOHCKoe MO. Mbl NOCTOAHHO OH6HOBNSIEM STOT CMMUCOK U
[,06aBNSEM HOBbIE KAaTETOPUN.

ST npaBuna TakxXe NPUMEHSIOTCA K CTOPOHHEMY kopy (Hanpumep, SDK), KoTopbii
BKJIIOYEH B NMPUNOXEHKE.

BpenoHOCHbIEe NporpaMMbl MOTYT PasfiMyaTbCs Mo TUMY U NPUHLMNY OEUCTBUS, HO, KaK
npaBuno, NPecneayoT Kakne-nmbo U3 cnepyowmnx Lenen:


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9900633?hl=ru&ref_topic=9857752#
https://support.google.com/googleplay/android-developer/answer/9900633?hl=ru&ref_topic=9857752#
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/topic/9858052
https://support.google.com/googleplay/android-developer/answer/13326895

-« BMELAaTeNbCTBO B paboTy yCTPOMCTBA NONb30BaTENS;
* MONyYeHne KOHTPONS Haf YCTPOMCTBOM MOfb30BaTeNs;

* BbINOJSIHEHME YAaneHHbIX onepaLmii, NO3BONAOWMNX NOMyYaTb AOCTYN K 3apaXeHHOMY
YCTPOMWCTBY UK KakMM-nnb6o 06pa3oM MCnonb30BaTh Ero;

* nepepayva NepcoHanbHbIX UM YYETHbIX faHHbIX C YCTPOUCTBa 6e3 Begoma 1 cornacus
nonb3oBaTens;

* pacchbifika C 3apaXkeHHOro yCTPOMCTBa cnaMa uUnv KoMaHg, KOTopble 3aTparvBatoT
Apyrue ycTpomucTBa Unmv ceTu;

°* MOLWIEeHHn4YeckKkmne JJ,GIZCTBVIF! MO OTHOLWEHUIO K NOJ1Ib30BATESIO.

MpunoxeHus, ncnonHsgemble pannbl n MogMdrKaLmm GPEeNMBOPKOB, [aXe €CNU OHU
N3HaYanbHO He 6blNn co3aaHbl C BPEAOHOCHBIMU LENSMM, MOTYT CYMTATbCA MOTEHLMANbHO
ONacCHbIMK 1 NPEACTaBAATb Yrpo3y Afa nonb3osatens. [eno B TOM, YTO OHM MOTYT
LEeNCTBOBATb NO-Pa3HOMY B 3aBUCMMOCTM OT Lenoro paga ¢aktopos. KOMMOHEHTHI,
KOTOpPbIe MOTyT NPeAcTaBnaTb PUCK AN OAHMUX ycTponcTs Android, coBeplieHHO
6e3BpenHbl Ang gpyrux. Hanpumep, Bpe[oHOCHbIE MPOrpaMMbl, UCNOSb3YoLWne
ycTapeBLlumne API, He CTaHyT yrpo3ou s yCTPOUCTB, Ha KOTOPbIX YCTaHOBMIEHA NOCNEOHSS
Bepcus OC Android, B 0TnnMyme oT yCTpomncTB ¢ 6onee paHHMMU BepCcUaMn. Npunoxexus,
ncnonHsiemole Gannbl n MogudrKaLnum GpPerMBOPKOB NOMEYAOTCS Kak BPeAOHOCHbIE UK
NOTEHLMANbHO OMacHbIe, €CNN OHW NPEACTABNKIOT ABHYIO YrpO3Y A1 HEKOTOPbIX MW BCEX
nonb3oBaTenen n yctpomcTs Android.

Mbl XOTMM, 4TObbI Hala 3KocucTeMa bbina 6e30nacHON, MOCTPOEHHOM Ha MHHOBALMSX U
LOBEPUN, a TaKXKe YTODObl NONb30BATENM NOHMMANM, Kak UMEHHO 3/10YMbILLAIEHHUKN MOTYT
3KCNyaTUPOBaTb UX YCTPOUCTBA. IMEHHO NO3TOMY Mbl MOAFOTOBUIM ONUCAHNE KaTEropum
BpenoHocHoro 0.

MoapobHyto MHGOPMaLMIO MOXHO HaUTKU Ha canTe Google Play 3awiuTol

Bakpgopbl

Ko, KOTopbI NO3BONSIET YAaNEHHO BbINOMHATL Ha YCTPONCTBE HEXenaTeNbHble,
NOTEHLMANbHO OMacHbIe onepaLun.

Takue onepaumm MOryT BKIHOYaTb NPOLLECCHI, N3-3a aBTOMATUYECKOrO BbINOMHEHNS
KOTOPbIX NPUSIOXEHME, UCMOJTHAEMbIN darn unn Mmogudukaums pperiMBopKa NonageT B
Lpyrue kateropuun spegoHocHoro MO. B uenom 63akgop — 310 cnocob, ¢ NoMOLLbio
KOTOPOro NOTEHLMAIbHO OMAacHble OnepaLmy MOryT OblTb BbINOIHEHbI HA YCTPOWCTBE.
MoaToMy 63KA0P CNOXHO MOCTABUTb B OAMH PSS C TaKMMU KaTEropusmu, kak
MOLLEHHNYECKOE CNMCaHNe CPEeACTB UM KomMmepyeckoe wnunoHckoe MO. B pesynbtaTte


https://developers.google.com/android/play-protect/potentially-harmful-applications
https://developers.google.com/android/play-protect/potentially-harmful-applications

Google Play 3awuta npu onpeneneHHbIXx 06CTOSTENBCTBAX MOXET NOCYMTaTb HAbOP
63K40POB YS3BMMOCTLIHO.

MoLleHHnYeckoe cnmucaHme cpencTe

Ko, KOTopbiv NPUBOANT K aBTOMATMYECKOMY CMINCaHUIO CPenCcTB Nofb30oBaTens
0BMaHHbIM cnocobom.

CyluecTByeT TpU KaTErOPUMN MOLLIEHHMYECKUX CMIMCAHNIA CPEACTB Yepes onepaTopoB
MObunbHOM CBA3K: SMS- 1 TenepoHHOE MOLIEHHNYECTBO, @ Tak)Ke MOLWEHHNYECTBO C
odopMNeHNEM NOAMUCKN MW ONNATON KOHTEHTA.

SMS-moleHHn4yecTBo

B aTOM cnyyae Kog npuBOgMT K OTNpaBke nnaTHbix SMS 6e3 cornacma nonb3oBaTens unm
CKPbIBAET COrnalweHus, cogepxatwme nHbopmaumo o nepegave SMS, nnum coobleHuns, B
KOTOpPbIX ONepaTop CBA3WN yBEOOMSET O CNUCAHMM CPencTB Unn NOATBEPXAAET
odopMIieHME NOJMNUCKN.

BbiBaeT, UTO KO, HE CKPbIBAET OT NOSb30BaTENs OTNPAaBKY CO0bLeHMI, HO cnocobCcTeyeT
SMS-MOLLEHHMYECTBY APYrMMK NyTamu. MprMepsbl: COKPbITUE ONpeneneHHbIX pa3aenos
cornawenuns ¢ nHeopmaumen o nepegave SMS nnu npencrTaBneHme 3TUX Pasfaenos B
HeunTaeMoM Buae, 6nokmMpoBka cCOObLLEHNI, B KOTOPbIX ONepaTop CBA3M yBEAOMNSET
nonb3oBaTens 0 CNMCaHUM CPEACTB UK NOATBEPXAAET NOLAMNMCKY.

MoLeHHn4YecTBo co 3BOHKaAMU
B aTOM cnyyae Kog npuBOOMT K 3BOHKAM Ha NiaTHbIe HOMepa 6e3 cornacma nonb3oBaTens.

MoLeHHnYecTBo ¢ 0popMIEHNEM NOAMUCKU NN OMIaTON KOHTEHTA
B aTOM Cnyyae kof ncnonb3yeTcs g Toro, YTobbl 06MaHHbIM NYyTEM 3aCTaBUTb YeNoBeKa
nprobpecTn NONUCKY MW ONNATUTb KOHTEHT Yepes onepatopa MOBMNbHON CBA3WN.

K 3TOM KaTeEropmm OTHOCATCS BCE CNUCAHUS CPEOCTB, KPOME TeX, KOTOPbIE BbI3BaHbI
nnaTHbiIMM SMS 1 3BOHKamU. [TpuMepsbl: onnaTta yepes onepatopa mnu no npotokony WAP
n nepepavya MUHYT MobunbHoun cBs3n. MoweHHnyecTBo ¢ WAP ocobeHHO
pacnpocTpaHeHo. OHO MOXET MCMONb30BaTLCS s TOro, YTo6bl 06MaHOM 3aCTaBUTb
YyenoBeKa HaXkaTb KHOMKY B HE3aMETHO 3arpy>atoLLemMcs Npo3pavyHOM KOMMOHEHTE
WebView. B pesynbtaTte nognucka opopmngetcs, a SMS nnm nncbMo ¢ NOATBEPXKAEHNEM
TPaH3aKLMM NepexBaTbiBaeTCs, YTOObI NONb30BAaTENb HE y3HaN O CNMCaHUN CPEACTB.

1O pnga npecnepoBaHus

MporpamMMHbIv KO, KOTOPbIN B LIeNSIX MOHUTOPUHIa cObrpaeT nepcoHasbHble Unu
KOHUOEHLMaNbHbIE NONMb30BATENLCKNE faHHbIE C YCTPOWCTBA M NepefaeT ux TPeTbUM



nnuam (KoMnaHUam unmn Gu3nyecknm nuuam).

MpUnoxeHNs OMKHbI packpbiBaTb MHPOPMALMIO U NONyYaTb COrnacue B COOTBETCTBUM C
npaBvaaMy B OTHOWEHWW NONb30BaTENbCKMUX AaHHbIX

PekoMeHpauuu B OTHOWEHUMN anIﬂO)KeHVIﬁ Ansg MOHUTOPUHra

EQVMHCTBEHHBIMM NPUEMIEMbBIMU NPUNOXEHUAMU O19 MOHUTOPUHIA ABNSIOTCS NPUOXEHUS,
npepHasHa4YeHHble O POAUTENBCKOrO UM KOPNOPATUBHOIO KOHTPONS. [pn 3TOM JOMXHb
NOTHOCTbIO COBNOAAaTLCS NPUBEAEHHBIE HMXE TpeboBaHMS. C MOMOLLbIO 3TUX
NPUOXEHN 3anpelLaeTcs CNegnTb 3a ApYyruMum nuuammn (Hanpumep, 3a CynpyroM unm
Cynpyrom) gaxe c BegoMa 1 cornacust Takux nnL, 1 nNpu yCrnoBumM nokasa yBegoMneHuns o
nepepaye MHPopmaunun. Ytobbl 06BLABUTL, YTO NPUIIOXKEHNE NCMONbL3YETCA ANS
MOHUTOPUHra, B panne maHndpecta HeobxoamMmo ykasaTtb napameTp IsMonitoringTool.

MpVNoXeHUs AN MOHUTOPUHIA JOMKHbI COOTBETCTBOBATb NEPEYNCNEHHbBIM HUXE
TpeboBaHUaM.

+ B onncaHumn npmunoxeHns He JOMKHO FOBOPUTBLCS, YTO 3TO WnuoHckoe MO unm
NHCTPYMEHT A1 CEKPETHOM CNEXKMW.

« MpunoxeHnsa He [OMKHbI CKPbIBaTb CBOM GYHKLNN OTCNIEXUBAHUS U BBOAUTD
nonb3oBaTens B 3abny>geHue no aTomy noBogy.

-« Bo Bpems paboTbl Takmx NPUNOXEHNN AOMKHbI MOCTOSHHO OTOBpaxaTbCs yBeAOMIIEHNE
O TOM, YTO NPUNOXEHNE 3aMyLLEHO, N YHUKASIbHBIN 3HAYOK, MO3BONSAOLMNA OAHO3HAYHO
NOEHTUPULMPOBATL NPUITIOXKEHNE.

« B onucaHumn npunoxerusa B Google Play 0onxHbl ynOMUHATBCS €ro GyHKLUN
MOHUTOPWHIa NN OTCNEXMBAHMS.

« B npunoxeHusax n Ha nx ctpaHuyax B Google Play He gomkHO 6bITb cnoco6oB
aKTMBMPOBaTb GYHKLMK, HapyLwalowme 3T1 Npasuia, Unn NoayuYnTb GOCTYN K TakuM
byHKUMaM. HanprmMep, 3anpeLyeHbl CCbIIKM Ha He COOTBETCTBYOWME TpeboBaHuam APK-
daunnbl, pasmeLleHHble He B Google Play.

« MpunoxeHus [OMKHbI COOTBETCTBOBATb OENCTBYIOWEMY 3aKOHOAATENbCTBY. Bbl HeceTe
MOMHYI0 OTBETCTBEHHOCTb 3a COBMOAEHME 3aKOHOB CTPaHbI, rOe Balle NPUIoXeHne
BypeT pacnpoCTPaHATbLCS.

MNoppobHyo MHPOPMaLMIO Bbl HANGETE B CNPABOYHOM CTaTbe 06 MCNOb30BaHUK dnara
isMonitoringTool

ATaka Tvna "oTka3 B o6cnyxueaHun” (DoS)

Koga, KOTopbi HE3aMETHO A1 NONb30BaTeNs 3anyckaeT aTtaky Tvna "oTka3 B
obcnyxmsaHum” (DoS) Mnn NpUHUMAET yYyacTue B pacnpeneneHHon atake Takoro T1na,


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/12955211
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https://support.google.com/googleplay/android-developer/answer/12955211

HanpaBneHHOM Ha [pyrne CUCTEMbI U PECYPCHI.

Mpumep: oTnpaBka 6onbloro konuyectsa HTTP-3anpocoB s CO30aHNS Ype3MepHOU
Harpy3ku Ha yaasieHHble CepBEpbI.

3arpysumkm BpegoHocHoro O

Ko, koTopbi caM no cebe 6e3BpefeH, HO CKauyMBaeT gpyrme NoTeHLNANbHO ONacHble
NPUNOXEHUS.

Kop MOXeT ObITb 3arpy3unkomM BpegoHocHoro MO, ecnu BbINOMHAETCS XOTa 6bl OQHO U3
YyCNOBUMK:

* €CTb OCHOBaHMA CYMNTATb, YTO OH CO34aH AN paCrnpoCTpaHEHNA NOTEHLMATbHO
OnacHbIX I'IpI/IJ'IO)KeHVIl‘/‘I, CKaymBaeT Takmne npuioXxXeHmsa nin Cooep>XXmT Kopg, KOTOprl‘;I
MOXET CKa4vnMBaTb U YCTaHaBJINBATb NMPUJTOXEHWS;

* KaK MUHUMYM 5 % NPUNoXeHn, CKa4aHHbIX 3TUM KOLOM, SBNSKOTCA NOTEHLNANBHO
onacHbiMuK (TO eCcTb NPU MUHUMaNbHOM nopore B 500 ckayaHHbIX NPUNOXEHNIN OOMKHO
6bITb 0OHAPYXXEHO XOTA 6bl 25 NOTEHUNANbHO OMACHbIX).

Bepylume 6pay3epbl 1 NPUNOXeHUs A oOMeHa pannaMm He CYNTALOTCS 3arpy34nkamm
BpepnoHocHoro N0, ecnu:

* CKa4mBaHME B HMUX HE 3amnyCKaeTcd 6e3 y4yacTn4d nNonb30BaTENS,

* CKauvmBaHMe noTeHumnasibHO OnacHbIX I'IpVIJ'IO)KGHVIVI Ha4YMHaEeTC4A TOJIbKO MOcCsie Toro, Kak
nonb3oBaTeJib A4a€T Ha 3TO Cornacue.

Yrpo3a gns yctponcTts He Ha 6a3e Android
Kop, noTeHumanbHO onacHbIN gns Apyrux nnathopm.

MpunoxeHns ¢ Takum KogoM 6e3onacHbl ans yctponcTs Android 1 nx nonb3oBaTteneu, HO
COLepP>XaT KOMMOHEHTbI, KOTOPbIE MOTYT HAHECTU BPER, APYrMM nnatdopmam.

OULLINHI

Kog, nony4yeHHbIn 9Ko6bl M3 HaAEXHOr0 UCTOYHMKA, KOTOPbIV 3anpaLiMBaeT YYETHbIE UK
nnaTeXHble faHHble NOSIb30BaTENS, @ 3aTEM NepefaeT Ux TPeTbMM nuaM. K aTom xe
KaTeropmm OTHOCUTCS KOf, KOTOPbIN NePEXBATLIBAET YYETHbIE fAHHbIE NPU X NEpPeaave.

O6bIYHO PULWMHTY NOJBEPralOTC HOMEPA KPEeOUTHbIX KapT, @ TakxXe yYeTHble faHHble oS
aKKayHTOB B OAHKOBCKMX CUCTEMAX, UrPax U COLMAnbHbIX CETSIX.



[oBbILLEHME NPUBUIErUM

Kop, KOTOpbIM HapyLlwaeT LeNoCTHOCTb CUCTEMbI, MPOHUKas B TECTOBYIO cpeny, nony4yas
6onee BbICOKUI YPOBEHb NPUBUIETUIA UM N3MEHSAS U OTKIOYas [OCTYN K OCHOBHbIM
bYHKUMAM, CBA3aHHBIM C 6€30MacHOCTbIO.

MNpumMepsbl:
« [MpunoxeHns, KOTOpbIE HApPYLWaT Mogesb pa3pewerHnn Android nu KpagyT yyYeTHble
LaHHble (Takme kak TokeHbl OAuth) 13 gpyrux NpUNoXeHNN.

« MpunoxeHus, KOTOpbIe NPENATCTBYIOT YAANEHMIO UM OCTAHOBKE GYHKLMN.

« MpunoxeHus, KOTopbie OTKOYAOT Moaynb SELinux.

MpunoxeHus, KOTopble 6e3 paspeLleHns NoNb3oBaTeNs NoNyYatoT root-gocTyn yepes
NOBbILEHNE NPUBUNErIM, OTHOCSATCS K KaTeropun “MonyyeHue root-gocTyna”.

[MporpamMmbl-BbIMOraTenm

Kog, KOTopbiv NoAyYaeT MOMHbIN UM YaCTUYHBIA KOHTPOSb Hag, yCTPOUCTBOM UK
L, aHHbIMU Ha HEM K1 TpebyeT, YToObI AN BOCCTAHOBMNEHMS AOCTYNa NOb30BaTeNb 3anaaTui
OEeHbIrY UK BbINOMHUI Kakoe-nnubo aencTeme.

HekoTopble 13 Taknx NporpamMm wWrdpyoT faHHbIe Ha YCTPOUCTBE M TPEBYIOT OEHbIMN 33 UX
pacwmnPpoBKy U/MAv NONyYatoT NOAHOMOYNS aAMUHUCTPATOPA, YTO HE NO3BONSET
NonNb30BaTeNo yAanuTb NPOorpamMmy-BbiMoratenb. MNpumepsi:

« [Mporpammbl, KOTOpblE BNOKMPYIOT NONB30OBATENO AOCTYN K YCTPOUCTBY U TpebytoT
[EeHbr1 3a ero BOCCTaHOBIIEHUE.
« MporpamMmbl, KOTOpbIE WNOPYIOT AaHHbIE 1 TPEOYIOT NnaTy SKobbl 3a UX pacluMdpPOBKY.

» MporpaMMbl, KOTOPbIE MOMNYYaT 4OCTYN K MEHEAXKEPY NPaBuNn YCTPONCTBA, N3-3a Yero
nonb3oBaTeNlb HE MOXET yaanuTb 3TU NPOrpPaMMmbl.

Ko, pacnpocTpaHseMblin BMECTE C YCTPOMUCTBOM, NpeaHa3HaYeHHbIN B NEPBYIO oyepenb
LS NPUBUIIErMPOBAHHOIO YNPaBeHNs YCTPOUCTBOM, MOXET BblTb UCKITIOYEH N3
KaTeropum nporpamMm-BbiMOraTenen, ecnm OH COOTBETCTBYET TpeboBaHUAM K
6e30nacHOCTK BIOKMPOBKKN 1 yNPaBNeHNs, a Takxke K PpackpbITUIO MHPOpMaL MM 1
NONy4YEHUNIO COornacus Nonb3oBaTesen.

[lonydeHune root-gocTtyna

Kom, KoTopbiv nonyyaeT root-gocTyn K yCTPOUCTBY.



Takow KOp, He Bcerga siBnseTcst BPeAOHOCHbIM. K npuMepy, HEKOTOPbIE NPUTOXEHNS
3apaHee npepynpexaatoT Nosb30BaTeNs O TOM, YTO NoslyyaT root-gocTyn K yCTPOUCTBY, U
He BbIMOJSHAOT OPYrMX ONACHbIX OEUCTBUM, XapakTePHbIX AN NOTEHLMANbHO OMAaCHbIX
NPUNOXEHWUN.

BpenoHOCHbIE NPUNOXEHUS HE YBELOMASIOT MNOMb30BATENS O TOM, YTO OHM MONy4YaT root-
LOCTYN K YCTPOWUCTBY, U YBEAOMSIOT, HO TakXXe BbINOSHSAKOT ApYyr1e OeNCTBUS,
XapaKTepHble AN NOTEHLNANbHO ONACHbIX NPUIOXEHWA.

Cnam

Kog, KoTopbi OTNpaBnseT He3anpalumBaeMble COOOLLEHNS KOHTAKTaM Nofb30BaTeNs Um
MCNONb3yeT YCTPOMCTBO B KAYECTBE PETPAHCNATOPA MMCEM CO CMaMOM.

LLInnoHckoe MO

lUnnoHckunm MO Ha3biBalOT BPEOOHOCHOE NPUNOXEHNE, KOA UNW OENCTBUS, KOTOpble
NMo3BONSOT cObMpaThb, PacKpbIBaTb UM NepeaaBaTb TPETbUM NMLEAM OaHHble
nonb3oBaTens UM yCTPOMUCTBA, He CBA3aHHbIe C GYHKLMSMM, COOTBETCTBYIOLW MMM
npasunam.

K WNMMOHCKOMY MO TakXxe OTHOCUTCS Bpeﬂ,OHOCHbII;I KOO niin noBefeHmne, Kotopbie MOryT
cuMTaTbCs Cnocobamu cnexkun 3a Nonb3oBaTeNeM Unu NPMBOOAT K PACKPbITUKO OaHHbIX
6e3 ero cornacusa unm yBEOOMJIEHUS.

LLInnoHckue JZI,GIZCTBW}I BKJTKO4aOT, MOMMMO MPOYEro:

* 3anncb ayamno Unu BbI3OBOB Ha TeNEPOHE;
* KPaXxy AaHHbIX MPUNOXEHWUI;
* nepegayvy AaHHbIX C YCTPOMUCTBA, KOTOpasi COBEPLUAETCS HEOXMAAHHbIM AN

nonb3oBaTens cnocobom, 6e3 ero cornacus UM yBegoMneHns 1 BbiNMoSHAETCS
BPE€OOHOCHbIM CTOPOHHUM kopoMm (HanpumMep, SDK) B cocTaBe NpUioXeHus.

MpUNOXeHMsa TakXe [OMKHbI COOTBETCTBOBATL BCEM [paBunam nporpammbl gis
pa3paboTumkoB npunoxeHunn B Google Play, B TOM yncne cBA3aHHbIM C aHHbIMU
nonb3oBaTENEN N yCTPOMCTB, TakMM Kak NpaBuia B OTHOWEHNN HexxenatensHoro MO ang

MOOWIbHBIX YCTROWCTB, N0/1Ib30BATENbCKMX AaHHbIX U padpeweHnn n APl ¢ OCTYNoM K
KOH®UMOEHUManbHON MHGOPMaLMK, a Takxe TpeboBaHuam K SDK.

TpostHCKMeE NpunoXxeHus


https://support.google.com/googleplay/android-developer/answer/9970222
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https://support.google.com/googleplay/android-developer/answer/9888170
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Kop, koTopbIn kaxeTca 6e3BpeHbIM (Hanpumep, 06bIYHOM UTPOI), HO BbINONHAET
HexenaTenbHble AeNCTBUS MO OTHOLWEHUIO K MNOMb30BaTENHO.

OTa knaccudukaums 0bbI4MHO UCNOMb3YEeTCs B COYETAHUN C OPYITMMIN KaTEropuUsMm
NOTEeHUMaNbHO OMACHbIX MPUNOXEHNA. TPOAHCKOE NPUNOXEHWE BbirnaanT 6e3spenHo, HO
COAEPXNT CKPbIThIN BPEAOHOCHbIN KOMMOHEHT. Hanpumep, nrpa, kotopasi B GOHOBOM
pexunme oTnpaBnseT nnaTtHole SMS ¢ ycTponcTea 6e3 BegoMa nosib3oBaTens.

[MprMeyaHme 0 HEOObIYHbBIX MPUIOXEHMUAX

Google Play 3awmTta MOXET NOCYMTATb HOBbIE M PeaKMe NPUNOXKEHUS HEODBbIYHBIMU NPK
OTCYTCTBMM [OCTATOYHOrO KONIMYECTBA AaHHbIX, yKa3blBaloWmMX Ha 6€30nacHOCTb. 3TO He
O3HaAvaeT, YTO NPUNIOXKEHUNE ABNSETCS BPEAOHOCHBIM. HO B uncno 6e30onacHbix OHO CMOXET
nonacTb TONbKO NOCEe [ONOIHUTENBHON NPOBEPKM.

[lprMeyaHue K kaTeropumn "bakgopsbl”

BkntoueHne kofa B kKaTeroputio 63akgopOoB 3aBMCUT OT TOrO, YTO MMEHHO OH AenaeT. YTobbl
KoL, cumTanca 6akgopoM, OH AOMXKEH NO3BONATb 3anyckaTb NPOLLECCHI, M3-3a
aBTOMAaTUYECKOrO BbINOSIHEHMS KOTOPbIX KOA, NONaAeT B APYryto KaTeropmo BPegoHOCHOro
MO. Hanpumep, ecnu B NpUIoXeHU paspelleHa ouHammnyeckas 3arpyska koga u
AVHaMMYeCKM 3arpy>xaemblin kog nsenekaeT SMS, Takoe npunoxeHue byaet cumtaTbes
63KA0POM.

Ho ecnu B npunoxeHnn paspeLleHo BbINOTHEHNE MPON3BOJIbHOIO KOAA U Yy Hac HeT
OCHOBAHWUWN CYNTATb, YTO STOT KOA A06aBNEH AN BbiNOSHEHMS BPEOOHOCHbIX MPOLLECCOB,
Takoe NpunoXxeHue He ByneT OTHeCEHO K 63akaopaM. BMeCTO 3TOro Mbl OTMETMM, YTO OHO
NMEET yA3BMMOCTb, N MONPOCKM pa3paboTumnka yCTpaHUTb ee.

[ToTeHumanbHO onacHoe 10

MPUNOXEHNS 1 UTPbl, B KOTOPbIX GYHKLMM OTANYAIOTCS OT 3aBNEHHbIX U CKPbIBAKOTCS
pa3nyHbiMM cnocob6amu. MogobHbIE NPOAYKTbI KaXyTcs 6e30nacHbIMM NONb30BaTENSIM U
MarasmHaMm NpUNoXeHMI, MOCKONbKY Pa3paboTuMKM CKPbIBAKOT NOTEHLMANBHO ONACHbIN
KOHTEHT, MackMpys ero, UCnosb3ys obdyckaumnio 1 noarpyxas Ko ANHaMUYECKN.

MoTeHumanbHO onacHoe MO noxoxe Ha Opyrve NnporpaMMbl U3 TOW Xe KaTeropuu, B
0COBEHHOCTM Ha TPOsiHbl. OQHAKO OHO CKPbIBAET BPEAOHOCHOE COOEPXNUMOE UHBIMM
crnocobamu.

Bbigaua cebsa 3a gpyroe numuo



3anpelLLeHbl NPUNOXeEHWSs, KOTOPbIe BBOAAT B 3abnyxxaeHne nonb3oBaTtenen, Boigasas cebs
3a gpyroe nuuo (HanpumMep, ApPyroro paspaboTymka, KOMMAHWIO UM OPraHN3aLMIO) UK
Lpyroe npuioxeHune, xotsa no GakTy He MMEIOT K HUM OTHOLWeHWs. He ncnonb3ynte
3HAuKK, ONMUCaHNS, Ha3BaHUS N OPYrne 3NEMEHTbI, N3-3a KOTOPbIX MONb30BaTENN MOTYT
OWMBOYHO CUMTATb, YTO BaLLE NPUNOXEHNE CBA3AHO C APYTUM JIULOM WU NPUTOXKEHNEM.

BoT npumepbl Hanbonee pacnpoCcTpPaHEHHbIX HAPYLIEHUN:

+ Pa3paboTumk BBOGUT Nonb3oBaTens B 3abnyXaeHne OTHOCUTENbHO CBA3WN C JpYyron
KOMMaHnen/pa3paboTunkom:

30 @ 94 B 10:00
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(1 HasBaHuWe KoMMaHMU-pa3paboTurka 3TOro NPUNOXEHUs Npeanonaraet
oduumanbHyto cBa3b ¢ Google, xoTd 3TO Henpasaa.

« 3HAYKM N Ha3BaHWUS NMPUSTIOXEHNIA BBOAST NONb30BaTENs B 3ab6nyXAeHNe OTHOCUTENbHO
CBSI3M C [ pYyror KoMnaHnen/pa3paboTumnkom:



(D B NpunoxeHnn NCMonb3yeTcs roCcyaapCTBEHHbIV repb, UTo Co3haeT IOXKHOE
NPeAcTaBeHNE O TOM, YTO OHO CBA3aHO C OpraHaMm rocyfapCTBEHHON BNACTM.
(2) B npunoxeHnn BCTpeYaeTcs TIOroT1n opraHn3aLmm, M3-3a Yero nonb3osaTeni
OWMBOYHO CUMTAIOT, YTO 3TO OdMLMANbHOE NPUTOXKEHNE KOMMAHMUMN.

« HasBaHusg 1 3Ha4kmn I'IpVIJ'IO)KeHI/IVI NOXOXXW Ha Ha3BaHUA 1N 3HAYKN OPYrmnx npoaykToB 1Ujin
cepBuncoB OO0 CTENEHN CMELWIEHNA!
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(D B 3HauKe NpUIoXeH1s NCMofb3yeTcs NOroTum NonynsapHOro canTa, CBA3aHHOIO C



KPMNTOBAaNOTON, B Pe3ysibTaTe Yero BO3HMKAET JIOKHOE NPEACTABNEHNE O TOM, YTO 3TO
oduLManbHbI CauT.

(2) B 3HauKe NpUIoXeHNs BCTPeYaeTcs Ha3BaHWe 1 report U3BECTHOro cepuana, M3-3a
Yyero nosib3oBaTeNM OWNBOYHO NonaratT, YTO OHO CBA3aHO C 3TUM TENELOY.

« NpUnNoXeHMa NOXHO NPEACTABNEHbI Kak OPMLMaNbHbIE OT UMEHW [PYroM KOMMaHUM Un
nvua. 3anpewaeTcs NCNonb3oBaTb Takme Ha3BaHus, kak "OT Oumbl bunaHa",
"OdunumanbHO oT Anmbl BunaHa" n nogobHble, 63 COOTBETCTBYIOWMX NPAB.

« MpunoxeHnsa HapywatoT npasuna GupmeHHoro ohopmnexms Android

OTBeTbl Ha YacTO 3a4aBaeMble BONPOCHI O NpaBuiax B OTHOWEHMN Bblgaum cebs 3a gpyroe
N0 Bbl HANJETE B 3TOM CTaTbe CnpaBOYHOro LEHTRA.

HexxenatenbHoe MO g MoObusribHbIX YCTPOUCTB

B Google mbl npexpe Bcero obpaliaeM BHMMaHME Ha TO, YTO HY>KHO MOnb3oBaTento. B
MpuHuunnax B oTHoweHwuu MO v [paBunax B OTHOWEHWW HexenaTenbHoro 0O copgepxaTcs
obwwme pekomeHgauum gns MO, obecneunBatowme ygobCcTBo AN NonbL3oBaTenen. dmm
npaBuna OCHOBaHbI Ha MpaBunax Google B oTHoWweHMM HexenaTensHoro MO u

nogyepkmBatoT npuHumnbl akocmnctembl Android n Google Play MapkeTa. MporpammHoe
obecneyeHne, KOTOPOE HapyLIaeT 3TU NPUHLMMbI, MOTEHLMANbHO ONACHO ANs
nonb3oBaTenen. Mbl CTapaeMcs 3almwaTth UX OT NOAOBHbIX NPOrpamm.

B [MpaBunax B OTHOWEHUN HexenaTenbHoro 10 0OTMeYeHo, YTO HexenaTtesbHble

NpPOrpamMMbl B OCHOBHOM MMEIOT CNEAyOLME XapaKTePUCTUKN:

« OHU He COOTBETCTBYIOT ONMNCaHUIO, YEM BBOOAT nonb3oBaTenen B 3a6ny>|<p,eHV|e.

« OHM ycTaHaBNMBaOTCH 06MaHHbIM NyTeM (CaMOCTOSITENBHO UIM BMECTE C APYrMMU
nporpammamu).

+ OHM He coobLLaloT NOMNb30BATENIO O CBOUX BaXHbIX GYHKLUSX.
« OHM BHOCST HEOXMOAHHbIE U3BMEHEHUS B CUCTEMY.

 OHM coBupaloT UK NepenatoT KOHPUOEHUNaNbHy MHopMaLmio 6e3 BegomMa
nonb3oBaTens.

« OHM cobupatoT unn nepearoT KoHPuOeHLManbHyo nHGopmaLmo Hebe3onacHbIM
crnocobom (Hanpumep, He no npotokony HTTPS).

« OHV yCTaHaBNMBAKOTCS B KOMMNJIEKTE C ApYyrMMmn nporpamMMamm 6e3 Begoma
nonb3oBaTens.

Ha MO6unbHbIX YCTPOMUCTBAaxX NporpamMMHoe obecneyeHne npeacTaBnseT cobom kog, B
dopMe NpunoxeHus, [BONYHOro parna, mogndukaumm ¢permeopka 1 1. g. Y1obbl


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html
https://support.google.com/googleplay/android-developer/answer/16341334
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html

npefoTBpaTUTb BPed, HaHOCKMMbIN TakuM MO, n nsbexatb cboes B paboTe CUCTEMbI, Mbl
npeanpuHMMaeM HeobxoauMble Mepbl.

MpaBuna B OTHOWEHUK HexenaTenbHoro NO pacnpocTpaHsaTcs U Ha MO gns MOBUNbHbIX
YCTPOMCTB. Mbl Byaem paclumpsitb X NO MepPe NOSBNEHNS HOBbIX BULOB 3/10ynoTpebneHnn.

MoHaTHas PyHKLMOHANBbHOCTb U IBHOE pacKpbiTue uHpopmMaumm

JIrobowi ko [OMKEH UCMOMHATL BCE, YTO 06€ELYaHO M0s1b30BaATESO. [ToNI0KEHUS [OKHbI
BbIMOJIHATb BCE 3a5BJIEHHbIE QYHKLUMU U HE AOIKHbI BBOANTH MO/Ib30BATENEN B
3a651yxgeHume.

° CDyHKLI,I/II/I n uenn npununoXxeHma OOKHbI ObITb MOHATHBbI.

+ 9BHbIM 06pa30M 06BLACHUTE NONL30BATENAM, KakKne N3MEHEHMS B CUCTEMY ByneT
BHOCUTb NpunoxeHne. Paspewnte nonbL3oBaTeNaM NpoCMaTpUBaTh N YTBEPXAATb BCE
BaXXHble MapaMeTpbl NPU YCTAaHOBKE.

- MporpamMmMHoe obecneyeHne He OOMKHO UCKaxaTb MHGOPMALMIO O COCTOSIHUM
YCTPOWCTBA, Hanpumep 3asBsiTb, YTO CUCTEMA HAXO[QMUTCS B KPUTUUYECKOM COCTOSHUN
UK 3apaxKxeHa BUpycamu.

« He ncnonb3ynte HeneranbHble METOAbI AN YBENNYEHUS PEKITAMHOIO Tpadurka n/nnm
KOHBEPCUMW.

- 3anpeLueHbl NPUIOXEHNS, KOTOPble BBOAAT B 3abnyxaeHue nonb3oBaTenen, BblgaBas

cebs 3a gpyroe nuuo (Hanpumep, opyroro pa3paboTymka, KOMNaHMIO UK
OpraHn3aLuio) Unu gpyroe NpUnoXeHne, Xotsa no ¢akTy He UMEKT K HUM OTHOLUEHMS.

Mpumepbl HapyLWEHWI:

+ MOLUEHHMYECTBO C peknamon;

* CoumanbHada NHXeHepKu4d.
3au.w|Ta noJib3oBaTeJIbCKUX AaHHDbIX U KOHd)VIHeHLWIaHbHOCTVI

[TOHATHO M NOAPOBHO PACCKAXUTE O TOM, KaK MPUIIOKEHNE MOYYaET JOCTYI K JINYHBIM U
KOHGUAEHMNASIbHBIM AHHbIM M0/Ib30BATESIS, KaK OHO MX COBUPAEET, NCMONb3YET U
nepegaert. oy pabote ¢ HUMu HeobxoamnmMo cob[aTh BCE AEUCTBYIOLMNE NPAaBNIE B
OTHOLLEHUU 10/Tb30BATENIbCKUX [aHHbIX, 8 TAKXKE MPUHUMATL MEPbI MPELOCTOPOXHOCTH
4719 3aLNTbl ITON MHPOPMAELNN.

MpunoxeHns OOMKHbI COOTBETCTBOBATbL BCEM [1paBmnam NnporpamMmmsbl Ans pa3paboTunkos
npunoxeHun B Google Play, B TOM yncne cBa3aHHbIM C fLaHHbIMW NOSIb30BaTENEN U
YCTPOWUCTB, TaKMM KakK MpaBua B OTHOLWEHWM NONb30BaTENbCKNX [aHHbIX, Ra3peLleHni 1

API c pocTynom K KOHGUAEHUMaNbHOW NHGORMaLMK M WnmnoHckoro MO, a Takxe

TReboBaHuam k SDK.


https://support.google.com/googleplay/android-developer/answer/10144311?sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838&sjid=15224346081630376820-EU#:~:text=email%20spam%20relay.-,Spyware,-Spyware%20is%20a
https://support.google.com/googleplay/android-developer/answer/13323374?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC

« He npocuTe nonb3oBaTenen oTkNoYMTbL CPELACTBA 3aLLMTbl YCTPOUCTBA, B TOM YnCne
Google Play 3awuTy, 1 He nbiITanTeCb 0OMaHHbIM NyTEM BbIHYAUTb UX 3TO CAENaTh.
Hanpumep, Henb3sg npeanaratb B NPUNOXEHUM [ONONHUTENbHbIE BO3MOXHOCTU UK
Harpagzbl B 06MeH Ha oTkntoyeHne Google Play 3awumTbl.

Ob6ecnevyeHune ypobcTBa nosb3oBartens

B3aumogevnicTamne ¢ npunoXeHNeM JOMKHO ObITb MPOCTbIM U UHTYUTUBHO MMOHSATHbIM.
[punoxeHne JO/IKHO COOTBETCTBOBATL 3a8B/IEHHbIM LI€JIIM U HE BBOAMUTb 10/1b30BATESIS B
3a6nyxaeHue.

« Ecnun B NpunoxeHnn nokasblBaeTca peknama, OHa He [OSKHA HapyLwaTb
dYHKLMOHANbHOCTb YCTPOWCTBA M NOABAATLCA BHE CPEAbl MPUIOXEHUS. Y NONb30BaTENS
[,0/KHa BbITb BO3MOXHOCTb faTb COrnacue Ha ee nokaa. Kpome Toro, ee JOomkHO 6bITb
NErko OTK/OYNTD.

« MMprNoXeHWs He JOMKHbI BNNATbL Ha MPUTOXEHNS APYrMX pa3paboTumKoB, a Takxe Ha
paboTy ycTponcTea.

- [Mpouecc yaaneHus NPUNoXeHUs [OMKEH 6biTb MPOCTbIM M MOHSATHbLIM.

« MobunbHble NPUNOXEHNS HE OOMKHbI UMUTUPOBATL YBEAOMNEHNS ONepaLOHHOM
CUCTEMbI U ApYyrux NporpamMm. He oTknovanTe NnpepynpexneHns opyrux npuioxeHnun
MY ONepPaLMOHHON CUCTEMBI, OCOBEHHO Te, KOTOPblE MHGOPMUPYIOT NonNb3oBaTens 0b
nameHeHuax B OC.

Mpumepbl HapyLWEHWI:

« 00bsSIBNEHNs, NpepbiBalowme paboTy NPUNOXEHNS;

* HECAHKUMOHUNPOBAHHOE NCMONb30BaHNE NN UMUTaLLNA CI)yHKLLVIﬁ CUCTEMDI.

3arpy3uunku BpegoHocHoro MO

Kop, koTopbi cam No cebe He aBnseTca HexenaTenbHbiM [0, HO ckauMBaeT apyroe
noTeHumnanbHo onacHoe NO Ha MOBUNBHOE YCTPONCTBO.

Kon MOXeT ObITb 3arpy34yMkom BpegoHoCcHoro MO, ecnuv BbiNonHsAeTCs Ntoboe 13 aTux
YCIOBUM:

* ©CTb OCHOBaHMS nonaraTtb, YTO KO CO3[aH, YTOObl PacnpPOCTPaHATb HexenaTebHoe
MO, v oH yxe ckauymBan Takoe MO nnn coaepXmnT Kog, KOTOPbIA MOXET CKauyMBaTb U
yCTaHaBNMBATb NPUTOXEHMS;

* MUHUMYM 5 % CKaUMBAEMbIX TAKMM KOLOM MPUNOXEHUIM SBASKOTCS HexenaTtenbHbiM MO ¢
MUHUManbHbIM noporom B 500 dakTnyeckmx ckaumBaHni (25 Gaktmyeckmx ckaunsaHmmn
HexxenaTtensHoro MO).



Benylume 6pay3epbl 1 NPUIOXeHUs oS oOMeHa gpannaMm He CYNTALOTCS 3arpy34ynkKamm
BpepoHocHoro MO, ecnu BbINOAHAOTCA 06a ycnosus:

* CKa4ynBaHME HE 3arnyCcKaeTCcs 6e3 y4dyacTunga nonb3oBaTeNy,;

+ ckaumaHue noboro MO HauMHaeTca TONbKO NOCHe TOro, Kak Nonb3oBaTeNb OacT
cornacue.

MoLLUEHHNYECTBO C peKsiaMmomn

MolleHHMYeCcKne OeNCTBUS C PEKNIAMHbIMU OBBSBNIEHNSMUN CTPOrO 3anpPeLLEHbI.
Ob6baBneHMs, KOTOPbIE CO30A0T AN PEKNIAMHON CETU BUAUMOCTb, BYATO yBENNYEHME
NOCELLAEMOCTHM CBSA3aHO C peaibHbIM MHTEPECOM MOMb30BaTeNen — NpuMep
MOLUEHHNYECKOMW pekiaMbl N HEOEUCTBUTENLHOrO Tpaduka. K MOLWEHHNYECTBY C peKiaMon

MOTYT OTHOCUTbCS CUTyaL MK, Korga pa3paboTumkm pasMeLLaoT peknamy 3anpeLeHHbIMI
cnocobamu, HanprMep NokasbiBalOT CKPbITbie 0OBSABNEHMS, UCMONb3YIOT aBTOMATUYECKOe
HaXkaTue Ha 06bABNEHMS, UBMEHSIOT MHPOPMALMIO UK NPUBEratoT K MHbIM PYYHbIM 1
aBToMaTu4ecknm (pobotam, 60TaM U T. f.) METOOAM reHepaunn HeenCTBUTENbHOMO
peknamMHoro Tpaduka. HegencTBMTENbHbIN TPAPUK N MOLEHHMYECTBO C OOBSABNEHUSIMM
BPeOHbl AN peknamogaTtenein, pa3paboTunkoB 1 NoOb30BaTENEN U B AONTOCPOYHOM
NnepcrneKTMBE CHUXAKOT JOBEPUE K IKOCUCTEME MOBUIBbHBIX 06 BABNEHNN.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLIEHUN:

° anIJ'IO)KeHI/Ie, NnoKa3biBakoWEee peKlaMy, KOTopasd HE BUAHa NOJIb30OBATENAM.

« MpunoxeHue, KOTOPOEe aBTOMaTUYECKN NPOBOLMPYET HaxaThe Ha 06baBneHns 6e3
BeJOMa Nosib30BaTeNs UM UCKYCCTBEHHO reHepupyeT aKBMBASIEHTHbIVM ceTeBomr TpaduK
A9 MONYYEeHUs KITMKOB.

- MpunoxeHwne, oTnpasnsiowee danblmBble CCbIIKWU Ha YCTAHOBKY, YTOObI MONYyYnTb
onnaTy 3a YCTaHOBKM, 9KOObI BbINMOMHEHHbIE HE N3 CETWU OTNPaBUTENS.

« MpunoxeHne, KOTOPOE BbIBOQUT Ha 3KPaH YCTPOMCTBA BCMblBaloWMe 06bSBNEHNS,
KOrga caMo MpUIOXEHNE 3aKPbITO.

- MpunoxeHne, KOTOPOE NPefOCTaBNSET 3aBEAOMO JIOXHbIE CBEAEHMS O PEKITAMHOM
WNHBEHTape, Hanpumep coobLiaeT pekiaMHbIM CETSIM, YTO OHO paboTaeT Ha yCTPONCTBE
i0S, xoTa pakTnyeckn oHo paboTtaeT Ha ycTpouncTee Android, nnvm HeBepHO yKka3biBaeT
Ha3BaHWe nakeTa, NPUHOCALLErO AOXOA.

HecaHKLMOoHNMpOBaHHOE NCMOb30BaHUE NN UMUTALMUS
PYHKUNM CUCTEMBI


https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287

MprNoXeHUs nnmn o6bABNEHUNS, KOTOPbIE COREPXATCS B HUX, HE AOMKHbI UMUTUPOBATb
bYHKUMM UK NpepynpexaeHns onepaLnoHHON CUCTEMbI U [PYTMX NporpaMm. CUCTEMHblE
YBELOMJIEHUS MOXHO MCMOSIb30BaTh TOSIbKO A1 HEOTBEMEMbIX KOMMOHEHTOB
npunoxeHus. Hanpumep, NpunoXxeHne aBUakoMMNaHNM MOXET NOKa3biBaTb YBELOMIEHMUS O
pacnpopaxax buneTos, a Urpa — 0 BHyTPUUIPOBbIX aKLUSX.

BoT npumepbl Hanbonee pacnpoCcTpPaHEHHbIX HAPYLLIEHUN:

. |_|pl/IJ'IO)KeHI/19|, ncnosib3yrowmne CUCTEMHbIE OMOBELWEHNA 1 NpeaynpeXxneHnd onga
peknambl:
® 40T 9.4 W 10:00

= RescueRover Q +& ¢

Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE DOWNLOAD

(D CucTeMHble yBEeAOMIIEHMs, KOTOPbIE MOSBASIOTCS B 3TOM MPUSIOXKEHWM, Codep)aT
peknamy.

[pyrvue npumepbl C PeKIaMon MOXHO HaNTWN B NpaBuiax ee pasMelleHuns.

CoumanbHas nHxeHepus


https://https//support.google.com/googleplay/android-developer/answer/9857753

3anpeLeHo nybnmMkoBaTb NPUIOXEHWS, Bblgalowme cebs 3a opurnHanbHble, C LEenbto
0OMaHOM 3aCTaBUTb MNONb30BaTENS BbINONHUTL OENCTBUS, KOTOPbIE OH COBepLun bbl B
NCXOLHOM NPUIOXEHNMN.

MoHeTn3sauusa u pekramMa

Google Play nogpepxunBaeT pasnnyHble CNocobbl MOHETU3ALUK, BKIKOYAs NaTHOE
pacnpocTpaHeHne, MOANUCKY 1 peknaMy, a Takke NPoJaXxy KOHTEHTa Yepes NpUIoXeHue.
Y1061 OBECNEUNTb YO,OBNETBOPEHHOCTb NOMb30BaTENEN, Mbl TPebyeM, YTOObI Bbl
cobntofany nepeyncrneHHble HUXe npaBuna.

[MnaTtexwu

1. PazpaboTumkn, KOTOpbIe B3MMAIOT CPEACTBa 3a CKaunmBaHue npunoxeHmn ns Google
Play, pomKHbI ICNONb30BaTb AN8 TakMxX TPaH3aKUM nnaTexHyo cuctemy Google Play.

2. Ecnu B npunoxeHun, pacnpocTtpaHsemMom yepes Google Play, TpebyeTcs nnu
NPUHMMAaETCH nnaTa 3a AOCTYN K pYHKLUAM UMK CepBMCaM, BKOYas Nobblie
BO3MOXHOCTM NPUIIOXEHUS, LMPPOBOIM KOHTEHT UnKn ToBapbl (oanee — Mokynku B
NPUNOXEHNN), TO Pa3paboTuMK AOMKEH MCMONb30BaTh ANF TaKUX TPaH3aKLUN
nnaTexHyto cuctemy Google Play, 3a UCKntoueHrEM CryyYaeB, yKa3aHHbIX B pa3genax 3,
8no.

MpuMepamn GYHKLUA UM CEPBUCOB, TPEBYIOLLMX NCMONb30BaHMS NIATEXHON CUCTEMBI
Google Play, sBnsitotcs B TOM umcne cnepytowme Mokynku B NPUIIOXKEHUN:

+ Ob6bekTbl (HanpuMep, BUPTYyanbHas BantoTa, LOMNOSHUTENIbHOE BPEMS UMW [OMOSTHUTESNbHbIE
XU3HW B Urpe, HOBblE NPeaMEeTbl, NEPCOHAXM 1 aBaTapbl).

« MNopnucku (HanpuMep, Ha UrpoBoK, 06pa30BaTesbHbIN, My3biKasibHbIN, GUTHEC- UNK
BUOEOKOHTEHT, PacCLUMpPEHHbIE BEPCUM CEPBUCOB U T. A.).

o QYHKLMM N KOHTEHT (HanpuMep, BEPCUS MPUNOXEHUS 6E3 peknambl U BO3SMOXHOCTH,
HepoCTyMHble B 6ecnnaTHon Bepcum).

+ O6nayHble CepBUCHI U NPOrpaMMHble NPOAYKTbI (HaNpPUMepP, XpaHUIMLLA AaHHbIX, @ TakXe
MO pna ynpasneHuns ¢puHaHcamm 1 3bdEKTUBHOrO BeaeHUs busHeca).

3. MnatexHyto cuctemy Google Play Henb3s MCNONb30BaTb B NEPEYNCIEHHBIX HUXE
cnyyasx.

a. Ecnu Bbl npenmMmyuwecTBeHHO NpUHNMaeTe NJIaTeXn 3a:

* MOKYNKY UV apeHy TOBapOB (HanpuMep, NPOAYyKTOB NMUTAHUS, OREXAbl, TOBAPOB
LN [OMaA U 3NEKTPOHHbBIX YCTPOUCTB);



* YCNyru, okasblBaeMble B peasibHOM Mupe (Hanpumep, TPaHCNoPT, YCIYrn KITMHUHTA,
aBnabuneT, aboHEMEHT B TPEHAXEPHbIN 3aJ, 4OCTaBKa efbl, bUNeTbl Ha KOHLEPT);

* OMnaTy CYETOB MO KPEAUTHOWN KapTe UM CYETOB 38 KOMMYHaJSIbHbIE YCNyri
(Hanpumep, kabenbHoe TeneBnaeHNe U TENEKOMMYHMKALMOHHbBIE YCIYTL).

b. Mpn nepeBoae cpencTs opyr1um nonb3oBatensam, cbope NnoxepTBOBaHUI, HE
obnaraeMblx Hafloramu, 1 onnaTte NoKyrnokK Ha OHNaMH-ayKLMOHaX.

c. MNpuv onnaTte KOHTEHTa UK CEPBUCOB, KOTOPbIE MOMOraloT Y4aCTBOBATb B a3aPTHbIX
OHNAaWH-Urpax, CornacHo pasgeny [punoxeHusa ang azapTHbix Urp MNpaeun B

OTHOLUEHNWN a3aPTHbIX UTR, UFR 1 COPEBHOBAHMI C PEeabHbIMU AEHEXHbBIMY NPU3aMMU.

d. Mpwn onnaTe NOKYMNoK U3 KaTeropmm TOBapOB, KOTOPbIE CUNTAKOTCSH HEMPUEMIIEMbIMU
COrnacHO NpPaBuUiaM MAATEXHOrO LIeHTPa B OTHOWEHWN KOHTEHTA

MpumeyaHne. Ha HEKOTOPbIX PbiHKaX Mbl paspeLuaem ucnonb3osatb Google Pay B
NPUNOXEHNSX, NPefHa3HaYEHHbIX AN NPOAaXu GU3NYecknx TOBapoOB U/UIN YCRYT.
MoppobHas nHoopmaLums npueedeHa Ha cTpaHuLe Google Pay nng paspaboTymkos

. Mpepnaratb B NPUNOXEHMSX Bpyrne cnocobbl onnathbl, KPOME NIaTeXHON CUCTEMBI
Google Play, 3anpeLlieHo (3a UCKIIOYEHMEM CIyYaeB, ONUCaHHbIX B pasgenax 3, 8 1 9). B
YaCTHOCTW, NONb30BaTENAM HeNb3a NpegnaraTb Apyrue cnocobbl onnaTbl:

* Ha CTpaHuue npunoxeHuns B Google Play;
* B peKsiame BHYTPU NPUIIOXKEHUS, KaCcatoLWencs NnaTHOro KOHTEHTa;

« B KOMNoHeHTax WebView, KHoMnkax, CCblikax, COOBLWEHMSX, pekname 1 gpyrunx
NPM3bIBax K 4ENCTBUIO BHYTPWU MPUNOXEHWS;

* B MOMb30BaTENIbCKOM UHTEPdENCE, B TOM YMCHE Ha SKPaHax pernctpauumn n co3gaHus
aKKayHTa: H/M B OLHOM UX pasfene nofb3oBaTenen Henb3a nepeHanpaBnsaTh K
cnocoby onnatbl, OTAIMYHOMY OT NnaTexHon cuctemsl Google Play.

. BupTyanbHas Bantota BHyTpU NPUNOXEHMI [OKHA UCMOMb30BATbCS TOMbKO B TOM
NPOAYKTE, B KOTOPOM OHa bbina KynneHa.

. PazpaboTumkm 0693aHbl IBHO 1 YETKO MHGOPMMPOBATb NONb30BATENEN 06 YCIIOBUSX 1
LLeHax Ha NpunoXeHne nunu nobblie GyHKLMN 1 NOANNCKU. LIeHbl BHYTPU NPUNIOXEHNS
LOMKHbI COBNafaTh C LleHaMK, KOTOpble NOABASIOTCS B NIaTeXHOM nHtepdernce Google
Play. Ecnu 3a gocTyn K yHKLMSM, YIOMSHYTbIM B ONUCaHWUK npunoxenuns B Google Play,
B3MMaeTCa OTAEeNbHas UK OONONMHUTENIbHAA NaTa, Bbl 0653aHbl NpeaynpeanTb 06 3ToM
nonb3oBaTenen Ha CTpaHULE NPUTOXEHMS.

. Ecnun B npunoxeHnn nnm urpe ectb MeXaHM3Mbl, NO3BONSAOWME B pe3ynbTaTe NOKYMNKM
MONyYMTb ClyYalHble BUPTYyarnbHbie NpeaMeThl (BKouas, NMoOMMMO NpPoYero, nyThoKchl),
TO Bbl JOMKHbI CBOEBPEMEHHO M HEMOCPEACTBEHHO Nepes NOKYnkon aBHbIM 06pa3om
COo06LWMTb NONb30BATENID, KAKOBA BEPOATHOCTb MONYyYnUTb Takme npeameTsbl.


https://support.google.com/googleplay/android-developer/answer/9877032#gambling-app
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://developers.google.com/pay/
https://developers.google.com/pay/

8. PaspaboTunkn, KOTOpble NPeanaratoT CBOU NPUIOXEHNS NONb30BATENAM N3 YKa3aHHbIX

CTPaH 1 PErMOHOB, MOTYT [,O6ABNATb B HUX aNIbTEPHATUBHYIO MNATEXHYIO CUCTEMY, ECIN
3aperncTpmpyoTca B MporpaMmMe 1 NpUMyT AOMONHUTENbHbIE YCNOBUS U TpeboBaHMS.

9. Pa3paboTunkum MOryT HamnpaBnsSTb NOSIb30BaTENEN B ONpeneneHHbIX CTpaHax u
pervoHax 3a npeaenbl NPUNoXeHUs B COOTBETCTBUM C TREOOBAHUSAMM NPOrPaMMbl, €CIN

OHU 3aPErnCTPMPOBANINCDL B HEW, MPUHANN AOMNONHUTENbHbIE YCIIOBUS U COrNacuinch C
TpeboBaHNaMMU.

MpuMeyaHue. YTobbI y3HATL CPOKM M NONYYUTb OTBETHI Ha YACTO 3a4aBaeMble BOMNPOCHI
no 3TMM npasunam, nocetTute CnpaBOYHbIV LEHTP.

Peknama

[ng nopaep)XaHnsa KauecTBa Mbl YUNTbIBAEM COAEPXKaHWE, ayauToOpuIo 1 crnocob nokasa
00bsABNEHMS, a Takxe yaobcTBo, 6€30MacHOCTb U KOHPUAEHLMANTBHOCTb NOIb30BaTENEN.
O6bsABNEHMS U CBSI3aHHbIE C HUMU CrielManbHble NPEANoXEHNS CYUNTAOTCS YaCTbiO
NPUNOXEHNS, NO3TOMY LOMKHbI COOTBETCTBOBATb BCEM Npasunam Google Play. Ecnv Bbl
MoHeTm3unpyeTe B Google Play npunoxeHue, npegHa3HauyeHHOe Ang AeTen, To Ha peknamy
B HEM PACNPOCTPAHATCH AOMNONHUTENbHbIE TPEOOBAHMS.

B CnpaBOYHOM LLEEHTPE MOXHO y3HaTb 60Mblie O NpaBunax B OTHOLWEHWM NPOOBUKEHNS U
LaHHbIx ang Google Play, a Takxke 0 HapyLUEHMSsX, CBA3aHHbIX C METO,aMUN MPOABUXKEHNS,

KOTORbIE BBOAAT NOAb30BaTeNEeN B 3abnyxaeHue.

CopepxaHue obbsaBneHus

O61bsBNEHNS N CBA3aHHbIE C HAMW CrielnanbHble NPeaIoXeHNs CYNTATCA YaCTbto
NPUNOXEHUS M OOMKHbI COOTBETCTBOBATH HAWMM MPaBuSiaM B OTHOLWEHWM 3aMpeL,eHHOoro
KOHTEHTa. Ha NpMnoXeHns Ans a3apTHbIX UrR PAciPOCTPAHAOTCS [ONONHUTENbHbIE
TpeboBaHuMs.

Henpuemnemsbie o6baBreHus

Kak KOHTEHT NPUOXEHMS, Tak 1 NOKa3blBaEMble B HEM OOBABNEHUS U CBA3aHHbIE C HUMU
npepnsioxeHns (HanpuMep, Korga pekiama npegaraeT ckayatb opyroe npunoxeHue),
HeobxoanMo nogbupaTtb C y4ETOM BO3PACTHbIX OTRAHUYEHUN  NMPUIIOXEHMS.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLIEHUN:

« O6BABNEHNS, KOTOPbIE HE COOTBETCTBYHOT BO3PACTHbIM OFPaHUYEHMSM NPUITOXKEHUS:


https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/topic/16471708
https://support.google.com/googleplay/android-developer/topic/16470499
https://support.google.com/googleplay/android-developer/topic/16470499
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
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D O6baBrIEHME HENPUEMIIEMO OIS LIENEBON ayamnTopun npunoxeHus (Ons scex),
MOCKOJbKY NpegHa3HauYeHo ajg NogpoCTKOB.



(2 O6baBneHVe HenpreMnemo Ans Leneson aygutopum npunoxerms (MogpocTtku),
NOCKONbKY NpefHasHaYeHo AN1s B3POCbIX.

(3 O6baBneHne C NPeanoXeHNEM CKavaTb NPUOXEHNE A8 B3POCIbIX HENPUEMIEMO A
LeneBow aygutopun urpbl (ns Bcex).

Tpeb6oBaHUs K 06bSABNEHUSAM B NPUITOXXEHUNAX AN BCEN CEMbU

Ecnu Bbl MOHeTU3MpyeTe B Google Play npunoxeHwve, npegHa3HayeHHOe ans feTeun, OHO
L,OIMKHO COOTBETCTBOBATb TRebOBaHMAM Nporpammbl "MpUaoXeHns Ana BCen cemMbn” B
OTHOLWEHWW PEKNaMbl U MOHETU3ALUN.

O6baBneHus, BBogawue B 3abnyxgeHune

B 06b9BNEHMSAX HENB3S KOMMPOBATb 3N1IEMEHTbI MHTEPdENCa NPUIOXKEHUS, B TOM YMChe
yBELOMIEHMS U CUCTEMHbIE NpepynpexaeHus. Nonb3oBaTento JOMKHO ObiTb MOHSATHO, B
KaKkOM UMEHHO NPUSTIOXEHUN NOSBNSETCH 0ObaABNEHNME.

BoT npumepbl Hanbonee pacnpoCTpPaHEHHbIX HAPYLIEHUN:

« O6BSBNEHMs, KOTOPbIE BLIMMSANAT, Kak MHTEPdENC NPUNOXEHWS:


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
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(1) B 3TOM NPUNOXEHUN BOMPOCUTENBHbIN 3HAK Ha CaMOM fefe SBNSeTCa 06baBIEHNEM,
KOTOpOE NepeHanpaBnseT Nob30BaTENS Ha BHELLHIOW LLENEBYIO CTPaHMULY.

+ O6bABNEHNS, KOTOPbLIE KOMMUPYIOT CUCTEMHbIE OMOBELLEHUS:
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Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE ~ DOWNLOAD
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\ SPECIAL OFFER EXPIRES IN 2 HOURS!!
®

Download the latest games from the leader in
mobile gaming!

(D (@ Bblwe npeacTaBneHbl NpuMepbl 06bABNEHMIN, KOTOPbIE BHELLIHE MNOXOXM Ha
CUCTEMHbIE YBEOOMIIEHUS.
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@ Bbiwe npencTtaBJieH NpUMep pa3fesa, aneMeHTbl KOTOPOro NOXoXn Ha CnMcok
CI)yHKLl,VIl\/‘I, HO nepeHanpaB/idaoT Nonb30BaTeNd Ha peKnamy.

O6mbsBneHus, npepbiBaloLwme paboTy NPUNOXKEHUS

O6bsBneHus, NpepbiBatoLmne paboTy NPUIOXKEHUS, NOABASIOTCA B HEOXMAAHHbIX MECTaX,
MOTYT NPUBOANTb K HEMPEAHAMEPEHHbIM HAXAaTUAM U HapyLLaTb PYHKLMOHANbHOCTb
YCTPOWCTBA.

Henb3s BbIHYXXAaTb NOIb30BaTENs HAXMMaTb Ha 06BABIEHNE UM OTNPABNATb NINYHbIE
[aHHbIE AN PEKTaMHbIX LieNnen, NPeXae YeM OH NMOoJTyYUT MOMHbIA OOCTYN K NPUIOXEHWIO.
O61bsBNEHNS HE [OSKHbI MOKA3bIBATbCS BHE MPUIIOXEHUS UK BAUATb Ha Apyrve
NPUNOXEHUSA U PEKTAMY B HUX, @ TakXXe Ha paboTy YCTPOWCTBA, Ero NOPTOB Y CUCTEMHbIX
N GU3NYECKnX KHOMOK. B 4aCTHOCTK, 3TO OTHOCUTCA K OBEpPIeaM, CONyTCTBYIOLNM
bYHKUMAM 1 peknaMHbIM 61okaM — BUAKeTaM. ECnv B NpUnoXxeHun ectb 06baBneHns,
KOTOPbIE HE MO3BONAOT HOPMASbHO €ro UCMOJIb30BaTh, OHW AOJXKHbI TIErKO 3aKpPbliBaTbCA.



BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLIEHUN:

- Peknama, KOTOpada 3aHMMaeT BeCb 3KPaH, HE MO3BONAET HOPMasibHO MCMNOJIb30BATb
NPUNOXEHNE N HE 3aKpPblBaETCH 9BHbIM CI'IOCO6OMI
a0 ®© ¥4 0 10:00

Apps from GrooveeGames

(1) B 3TOM 06BbABNEHNUM HET KHOMKM "3aKpbiTh".

« Peknama, BbIHYy>X[,atoLas nosb30BaTeNs NepexoqmTb Mo CCbifIkaM C MOMOLLbIO JIOXKHOM
KHOMKW "3aKkpbITb" UM BHE3AMHOIO NOSBIEHMS B TEX YaCTIX 3KpaHa, Ha KOTopble
0ObIYHO HaXMMAIOT O AOCTYNa K APYrM GYHKLMAM NPUNOXEHMS:



() 75.287 > 583
N r

(D B 2TOM 06BbSABIEHMN UCTIONB3YETCS NIOXHAs KHOMKa "3aKpbITh".



Tap to Jump!

(2 370 06BABNEHNE BHE3AMHO MOSBSETCS B TON YaCTU SKPaHa, Ha KOTOPYIO
nonb3oBaTeNb NPUBbIK HAXMMAaTb A8 OCTYNa K GYHKLUAM NPUITOXEHMS.

« Peknama B NPUNOXEHNN, KOTOPasd NOKa3blBAETCA BHE €r0:
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@ lNonb3oBaTenb nepexoonT N3 3aToro NPUNoXeHmnd Ha rnaBHbIN 3KpaH, raoe BHe3arnHo
NnoABNAETCA peKsiaMa.

+ Peknama, KOTOpaa NnogBngaeTCyd nocne HaXaTtng KHOMKW rmaBHOrro aKpaHa uinn
BbINOJIHEHUA OPYTUNX ,D,GVICTBI/IIZ, npenHa3HavYeHHbIX 054 BbiIXOo4a U3 NMPUIoXXeHud:
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(D Monb3oBaTenb NbITAETCA 3aKPbITb MPUNOXEHME U NEPENTU Ha FMaBHbIN 3KPaH, HO 3TOT
npoLecc npepbiBaeTcs peknaMon.

bonee kayecTBeHHas pekfama

YT106bI MCNONB30BaHUE NpunoxeHun Google Play 66110 MakcManbHO KOMGOPTHbIM,
pa3paboTunkm [OMKHbI cCObnoaaTh Cneaytowme pekoMmeHaaumm no pasMeLleHmnio
peknambl. ECnn nonb3oBaTenu He OXNAaT 3TOro, 3anpeLLaeTcs NokasbiBaThb:

* MONTHO3KPaHHbIe MEXCTPaHMYHble 06bsaBNEHNs Noboro popmaTta (BUaeo, GIF,
cTaTuyeckme n3obpaxeHus 1 np.), KOTopble NOABNSIOTCA HEOXMOAHHO, OObIYHO Korga
NoNb30BaTENb BbIMNONHAET 4ENCTBME, HE CBA3aHHOE C TEMOM 0ObsABNEHMS;

+ 06BABNEHNS BO BPEMS UTPbl B HAYase yPOBHS UM Npu Nokase ovyepenHoro 6noka
KOHTEHTa;

* MEXCTPaHMYHble 0OBABNEHUSA B pOpMaTE NONIHOSKPAHHOIO BUAEO, KOTOPLIE
NoABNSAOTCA OO0 KPaHa 3arpy3ku NpunoxeHns (3actasku);

* MONTHO3KPAaHHbIE MEXCTPaHMYHble 06bsBNEHNS Ntoboro popmaTta, KOTOPblIE HEBO3MOXHO
3aKpbITb MO UcTeyeHnn 15 cek. MoNHOSKPaHHbIE MEXCTPaHNYHbIE OOBSABIIEHMS, KOTOPbIE

pas3peLleHbl MoNb30BaTeNIEM UMM HE MELLAIOT BbINONHATL AeNCTBUA (HanpuMep, Npu
nokase Mnocrie CTPpaHuLbl C pe3ynbTaTamy Urpbl), MOTYT NokasbiBaTbCs AosbLlie 15 cex.



3TK NpaBuna He NPUMEHSIIOTCS K 0O BABNEHMSIM C BO3HArpaXxaeHneMm, KotTopble IBHO
paspelleHbl Nofb3oBaTeNnieM (HanpuMep, ecnv paspaboTunk NpeanaraeT NOCMOTPETb
peknamy B 06MeH Ha pa3biioKMPOBKY UIPOBOM GYHKLUN UK KOHTEHTA). OTW NpaBuna
TaKXe He JEeNCTBYIOT B OTHOLUEHUN MOHETM3aL MM N PEKTaMbl, KOTOPbIE HE MEeLWatoT
HOPMaJIbHOMY UCMOMb30BAHMNIO MPUIIOXKEHNUS UK UrPbl (HAaNpPUMep, LOonyCcKaeTcs
BMOEOKOHTEHT CO BCTPOEHHbIMU OOBSBNEHUAMM U HEMONMHO3KPaHHbIE GaHHEPBI).

3Tn pekoMeHpaumm chopMynmMpoBaHbl Ha OCHOBE cTaHaapToB Better Ads Standards —
Mobile Apps Experiences . [lononHuTenbHble CBegeHUs 06 3TUX CTaHOapTax Bbl HAUgeTe
Ha canTe Coalition for Better Ads

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLIEHUN:

« HeoxunpaHHble 06bIBNEHNS, KOTOPbIE NOKAa3bIBAOTCS BO BPEMS UIPbl NN NEPEL,
NOsSIBNEHNEM O4YEePELHOro 6510Ka KOHTEHTa (HanpMMep, NoCe TOro Kak Nofb30BaTe b
HaXkas KHOMKY, HO [0 BbIMOJIHEHWS CBA3aHHOTO C HeW gencTeus). Monb3oBaTtenm
OXMAAKT Havana urpbl v NOsIBAEHNS HOBOW MHPOPMALMK, a HE NoKa3a peKambl.
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(D CraTnyeckoe 06bsBNEHNE HEOXNAAHHO NOSBNAETCH BO BPEMS UrPbl B HAYase YPOBHS.


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/

530 [ ] w4l

— Easy Loans

Rafiable way to get your personal losn
quickly: Easily apofy and direct bank transfer,

Gfﬁ 1 QuickCash

@\ 06 Fast Lender
L

Approval

LN

‘?g Online Loan

o ©

(2) Bupeopeknama HEOXUAaHHO NOSIBNSAETCH B Havyane 6rioka KOHTEeHTa.
+ MNMonHoakpaHHOE 06BbABNIEHNE, KOTOPOE MOSIBNIETCH BO BPEMS UrPbl M HE MOXET OblTh

3aKpbITO yepes 15 cek.



530 [ ] w4l

(D MexcTpaHuuHoe 06baBeHNe NOSBAETCS BO BPEMS UMPbl, 1 €r0 HEBO3MOXHO
3aKpbITb NO UCTEYEHUU 15 cek.

PeknamMHblie NMPUNOXEHUA

3anpelaeTca ny6aMkoBaTh NPUIOXKEHMS, NOKA3bIBAKOWMNE MEXCTPaHNYHbIE OOBbSBNEHNS,
KOTOpble OTBMIEKAIOT NOSIb30BaTENS OT B3aUMOAENCTBUS C MPUTOXEHMNEM WU BbINOSIHEHMS
3a[ay B HEM.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

« MpunoXxeHus, B KOTOPbIX NMOCE KaXXaoro AeNcTems Nonb3osatens (B TOM yMcne nocne
HakaTUi, NPONIUCTbIBAHNS U T. f.) NOKa3blBaOTCA MEXCTPAHMUYHbIE OOBABNEHNS.



530 [ ] w4l

TEST YOUR GROWTH

Play Quiz & earn upto
15 coins

it App Rate

(1 Ha nepBovi CTpaHuLLE NPUIOXKEHMS PaCMONaraeTcsa HECKOSIbKO aKTUBHbIX KHOMOK.
Korpa nonb3oBaTesnb HaXMMaeT KHOMKy CTapT, NOSBNSETCS MEXCTPaHUYHOE
obbsiBNeHME. 3aKpbiB €ro, Nosb30BaTeNlb BO3BPALLAETCS B MPUIOXEHME 1 BbiOMpaeT
CepBuc, 4yTobbl HauaTb PaboTy, HO B 3TOT MOMEHT OTKPbIBAETCS Opyroe obbsBneHmeE.

2nd AD

(2) Ha nepBoW cTpaHuLLe NPUIOXEHNS aKTUBHA TOMbKO KHomnka Urpatb. MNocne HaxaTus
Ha Hee NosIBNSETCA MEXCTPaHMYHOE 0ObsABNEHME. 3aKPbIB €ro, Nob30BaTENb BbiOMpaeT



CTapT, Tak KaK 3TO eANHCTBEHHas akTUBHAsA KHOMKA, U B 3TOT MOMEHT OTKPbIBAEeTCH
Lpyroe obbaBneHue.

MoHeTu3auus ¢yHKLMn 6roKMpOBKU dKpaHa

3anpelLeHo nokasbiBaTb PeKiamMy 1 pasMeLaTb NnaTHble GyHKLMM Ha 3a610KMPOBAHHOM
9KpaHe, KpOMe Tex CnyyYyaeB, Korga npuioxeHne npegHasHauyeHo UCKMIOYUTENBHO s
ynpaBneHus 3ab110KMPOBaAHHBIM SKPAHOM.

Mol eHH14YecTBO C peknaMmon

MolueHHMYeCcKne 0encTBus ¢ 06bIBNEHMSIMM CTPOrO 3anpeLLeHbl. JononHUTENbHYO
NHPOPMaLMIO Bbl HANOETE B HALUMX NPAaBUAAaX B OTHOWEHMM MOWEHHNYECTBA C PEKNaMOMN.

Ncnonb3oBaHue AaHHbIX O MECTOMOJIOXXEeHNN B Lenax peKriaMbl

MpunoxeHns, KOTOPbIE NCMOMb3YIOT OCTYN K A @HHbIM O MECTOMONOXEHMM YCTPOMUCTBA
L5 NOKa3a peKsiambl, OMMKHbI COOTBETCTBOBATb NONOXEHMSM pa3gena JInyHas n
KoHdUAeHLanbHas MHHGoOPMaLIKUS, a Takxe CNeaywWwmnMm TpeboBaHNIM:

 Hy>XHO SICHO [OHECTM [0 NONb30BATENS, YTO ECNN OH NPE[OCTABUT Pa3peLIEHE, TO
[ aHHblE O MECTOMONOXEHMN €ro yCTPoncTBa ByayT cobmnpaTbCs UNn NCNob30BaTbCS
AN9 NoKa3a peknambl. Bbl 4OmMKHbI CO0OWNTL 06 3TOM B 0693aTENBHOM NONNTUKE
KOHOUOEHUMANbHOCTU MPUIIOXEHUS, @ TakKKe [OOaBUTb CChINIKM Ha NONUTUKM
KOHOUOEHUMANbHOCTN PEKAMHbIX CETEN B OTHOLLIEHWM UCMNONb30BAHUS AaHHbIX O
MECTOMONOXEHUMN.

- PaspelleHvs Ha 0OCTyN K AaHHbIM O MECTOMNOIOXEHMM MOTYT 3aMpPalliMBaTbCS TONbKO
LN paboTbl GYHKLUNN 1 CEPBMUCOB, KOTOPbIE ECTb B NPUIOXEHUU. Henb3sa 3anpalumBaTb
LOCTYN K fAHHBIM O MECTOMOOXEHNW, ECNIN OH BYAET NCMONb30BATLCS TONbKO OIS
peknambl.

Ncnonb3oBaHue pekniaMmHoro nuaeHtupukatopa Android

B cepsucax Google Play 4.0 nossunuce HoBble API, a Takxe ngeHtuoukaTop ans
peknamopgartenen n Tex, KTo NpefoCcTaBnseT yCnyrn aHanuTukun. YCnoBms MCNosib30BaHuMs
noeHTudunKaTopa NpuBeaeHbl HUXE.

« Ucnonb3oBaHue. PeknamHbin ngeHtndpukatop Android (AAID) gomkeH NCnosib3oBaTbCa
TONbKO ANA pa3MeLLEeHMs pekaMbl M aHanmM3a ee nokasartenen. Mpu kaxaom obpaLlleHnn
K noeHTUdUKaATOPY OOMKHbI NPOBEPATLCS 3HAYEHUA NapaMeTpoB "PeknamMa Ha OCHOBE
nHTepecos" 1 "llepcoHannsaunsa peknamsbl'.

- CB93b ¢ MHPOpMaLMen, no3BonsaoWwen UAEHTUPULMPOBATDb IMYHOCTb, U PYTUMHU
naeHTuduKkaTopamm.


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888170#location_permissions/

« PeknamHbI noeHTUPUKATOP HENb3S CBA3bIBaTb C MOCTOAHHBIMU MOEHTUPUKATOPAMM
yCcTpouncTBa, Takmumm kak SSAID, MAC-agpec nnu IMEI-kop, B peknamHbIX Lensix.
PeknamMHbIM MOEHTUPMKATOP MOXKHO CBSI3blBaTb C JaHHbIMK, MO3BONAIOLLMMU
NOEHTUONLMPOBATL IMYHOCTb, TOMbKO MPWU HANIMYNK SBHOMO COrnacus Noab3oBaTens.

- 3anpelaeTcs CBA3bIBaTb B aHAIMTUYECKUX LLENSX PEKTAMHbIN MOEHTUPUKATOP C
OaHHbIMK, MO3BONSOWMMU UOAEHTUPULNPOBATb IMYHOCTb, UU NOCTOSAHHbLIMU
noeHTUPrKaTopamm yCTpomcTBa, Takumm kak SSAID, MAC-apgpec unu IMEI-kog.
MoapobHas HPOPMaLMa O MOCTOAHHBIX NOEHTUPMKATOPAX YCTPOMUCTBA NPUBELEHA B
OpaBuiax B OTHOWEHWUN NOMb30BATENbCKMUX AaHHbIX

- YBa)XKeHune npepnoyYTeHnun nonb3oBarens.

« HOBbIV peknamMHbIN NOEHTUPUKATOP, MPUCBOEHHBIM Nocne cbpoca, HUKOUM 0H6pPa3oM
He JOoSKeH 6bITb CBA3aH C NPeAbIAYLWUM NAEHTUDUKATOPOM UM Er0 faHHbIMKN 6e3
SIBHO BbIpPaXXEHHOro Cornacus nonb3oBaTens.

+ Kpome Toro, HeobXoANMO YUNTbIBATb HACTPOMKM NONb30BATENS B OTHOLLEHNM
nogbopa n nepcoHannaaumm peknambl. ECnv 3t dyHKLMM OTKIIIOUYEHDI, TO BaM
3anpeLLaeTca NCNob30BaTb PEKNaMHbIN NAEHTUOMKATOP AN CO3AaHNA
MoNb30BaTENbCKOro NPOGUNa B PEK/IaMHbIX LLeNax Unun ansa nokasa
NepCoOHaNN3MPOBaHHbIX 06bsSBNEHUN. K pa3pelleHHbIM MeTo4aM OTHOCATCS
KOHTEKCTHas peKkriama, OrpaH1YeHne YacToTbl MOKA30B, OTC/IEXMBAHNE KOHBEPCUN,
CcOoObLEHNSA O HapYLLEHUSIX, @ TakxXe OBHapyxeHne yrpo3 6e30nacHOCTU 1 ClyYaeB
MOLIEHHNYECTBa.

« Ecnu peknamMHbin ngpeHtndmkatTop Android yganaeTcs Ha HOBOM YCTPOUCTBE, OH
CTaHOBUTCS HeZOCTYyNeH. BMecTo Hero bypeT nokasbiBaTbCA CTPOKA, COCTOAWAs U3
Hynen. YCTPOMUCTBO 6€3 peknaMHOro MaeHTUPUKaToOpa Henb3s CBA3bIBaTh C AaHHbIMU
npeablaylero naeHTudmKaTopa.

- YBepgoMneHue nonb3oBarteneun. B npyMeyaHnn o KOHPUOEHUNANbHOCTMH,
COOTBETCTBYIOWEM TPebOBaHNIM 3aKOHOAATENbCTBA, NOL30BATENO HEOOXOAMMO
coobwmTb 0 cObope N NCNONL3OBAHUN PEKNTAMHBIX UAEHTUPUKATOPOB, a TakXKe O
HacToAWwmx npasunax. NogpobHasa MHGopMaL s O HaWmMx CTaHpapTax
KOHPUOEHUMaNbHOCTM NpuBefeHa B pasgene [laHHble nonb3osareng

- CobniogeHne ycnoBmu MCnonb3oBaHUs. PeknamHbIN MOEHTUPUKATOP MOXHO
NPUMEHSTb TONbKO B COOTBETCTBUM C [TpaBmnamm nporpamMmel AN paspaboTymkos
npunoxeHunn B Google Play, npruyem 3710 ycnosme pacnpoCcTpaHIeTcs Ha BCEX, KOMY Bbl
MOXeTe NPefoCTaBUTb NOEHTUPUKATOP B XO4E KOMMEPYECKOM AeATENbHOCTU. B niobom
NPUNOXEHNN, 3arpy>kKaemMom unu nybnukyemom B Google Play, cnegyeTt ncnonb3oBatb
PeKNaMHbIN naeHTUPUKaTop (eCnm oH AOCTYNEH Ha yCTponcTae). MpuMeHsTb ong
PEeKaMHbIX Leneun gpyrme naeHTneumnkaTopbl yCTPOMUCTB 3anpeLLeHO.

[lononHuTenbHas VIHCI)OpMaLI,VIFI npencrtaBJieHa B HaWKMX NpaBuJiax B OTHOWEHWN
NoNb30BaATEJIbCKNX NAaHHbIX.



https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA

[Topnucku

Pa3paboTumkaM 3anpeLeHo BBOAUTb Nosib3oBaTenen B 3abny>xageHne OTHOCUTENBHO
CEPBUCOB M KOHTEHTA, AOCTYMHbIX NO nognucke. MHopmaumsa o HeK, B TOM YUCTe Ha
3acTaBkax, akpaHe Bbibopa TapudHOro nnaHa U B CaMOM MPUOXEHUM, OOMXKHA ObITb
MOHATHON. Mbl HE oNyCcKaeM NPUOXEHUS, KOTOPbIE 0BMaHHbBIM UM MAHUMYNSTUBHbLIM
nyTeM NPUHYXOalT NONb30BaTENEen CoBepLIaTh NOKyNkM (B TOM uncne npnobpetaTtb
MOAMUCKN U KOHTEHT B MPUNIOXeEHMUsIX). HeobXxoanMo ykasbiBaTb TOIbKO LOCTOBEPHbIE U
TOYHbIE CBEAEHNA O MPEMMYLLECTBAX MNOAMNUCKM N OPYrnX ee acnekTax.

MpennoxeHne [OMKHO COAepPXaTb BCO Heobxoanmyto nHdopmaLuio, B TOM Yncne ob
YCIOBMSIX, CTOUMOCTM NOAMUCKN, NEPUOAMUYHOCTM ONNaThl U aBTOMATUYECKOM NPOASIEHNN,
a TakXe 0 TOM, MOXHO N1 NONb30BaTbCs NPUIoXeHeM 6e3 nognucku. Bce aTu ceegeHms
LOMKHbI ObITb OCTYMHbI 6€3 [ONONHUTENbHbIX OENCTBUN CO CTOPOHbI MONb30BaTENS.

Monb3oBaTenu, KoTopble NpMobpeny NoOANUCKY, LOMKHbI NOyYaTb MOCTOSAHHbIE UK
perynspHble NpeMmyLLecTBa B TEYEHNE BCErO Cpoka ee fencTeums. Hanpumep, B pamkax
NOANNCKM 3anpeLLeHO NPefoCTaBNaTb OfHOPA30Bble UTPOBbIe BOHYCbI UM NePEeYnCnaTb
BastOTY NPUIIOXEHNS eANHbIM MNaTexoM. Bbl MOXeTe NpefoCcTaBnsTb BO3HArpaxaeHus
U 6OHYCbl TONbKO B AOMOMHEHNE K MOCTOSHHBIM UM PETrYNISPHBIM NPENMYLLECTBAM,
KOTOpble AENCTBYIOT Ha NPOTAXEHUM CPpOKa AeNCcTBMS Nognucku. Ecnmn Takmnx
NPenuMyLLecTB HEeT, BMECTO NOAMNUCKM HEOBXOAMMO Npeafiaratb KOHTEHT A4 NPOAAXM
yepes NpunoxeHue.

3anpelLeHo npeacTaBnsaTb Pa3oBOE NPERIoXeEHME Kak nognucky. Kpome Toro, Henb3s
MEHSATb YCNOBUS Yxxe 0POPMIIEHHOM NOANUCKK (HanpuMep, OTMEHATb, YMEHbLUATb
KONMMYECTBO PErynsipHbIX OOHYCOB UMM NpeKpaLlaTh UX NOALEPXKKY) TakKUM 06pa3om,
4yTO6bI PaKTUYECKM NONB3OBATENN MOMYYaNM TONbKO OOHOKPATHOE NPEVMYLLECTBO.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLIEHUN:

- ExxemecsiyHble NOANMCKN, B YCIOBUSAX KOTOPbIX HE YKa3aHO, YTO OHKM ByayT
aBTOMaTUYECKM NPOJIATECS KaX bl MECSL, CO CMMCaHMEM CPefCTB CO CYeTa.

- [opoBble NOANUCKM, B UHPOPMALIMM O KOTOPbIX Hanbonee 3aMeTHO BbigeneHa ux
Mecsa4YHasi CTOMMOCTb.

« HenonHasa nokanunsauus yCJ'IOBl/Il‘/‘I M CTOMMOCTU NOAMNCKN.

« MpepnoxeHus, B KOTOPbIX HEACHO YKa3aHO, YTO NoMb30BaTeNb MOXET MOMYYUTb AOCTYM K
KOHTEHTY 6e3 nognuckun (ecnm aTo BO3MOXHO).

« HeToyHOe yka3aHve HanMeHOBaHWNA TOBapa, Hanpumep Oas NoOANUCKU C

aBTOMATMYECKUM CNUCaHMEM CPeACTB AaHa ¢opMynmpoBka "becnnatHas NnpobHas
Bepcusa” nnu "Monpobynte nognucky Premium — 3 gHa 6ecnnatHo".


https://support.google.com/googleplay/android-developer/answer/140504#subscriptions-benefit&zippy=%2Ccreate-a-new-subscription
https://support.google.com/googleplay/android-developer/answer/140504
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/1153481

- PacnpepeneHue npouecca NOKYnkKn Ha HECKOMbKO 3KPaHOB TakuM 06pa3oM, YToObl
Nonb30BaTENN MO Cy4YalHO HaXaTb KHOMKY MNOAMMUCKMW.

+ Mopnuckun, B KOTOPbIX HET NOCTOSHHbIX MU PErYNSPHBIX NpeuMywecTs. Hanpumep, 1
000 kpucTannoe B NeEPBbIM MECAL, MOAMUCKN 1 1 KPUCTaNN B KaXXAbl CNEAYOLWNN MecsL
[0 KOHLLA €€ CpOKa AENCTBMS.

+ MMonyyeHne pa3oBoro NpenmyLecTsa 3a 0dopPMIIEHNE NOANUCKM C aBTOMAaTUYECKNM
NPOANEHMEM N ee OTMEHA NOoCe NOoKynky 6e3 3anpoca Co CTOPOHbI NOMb30BaTeNS.
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(D KHorka "3aKpbITh" OTCYTCTBYET UMK MIOX0 BUAHA, M MOJSIb30BATENb MOXET HE MOHATb,

4TO PYHKLUN NPUNOXKEHMS ByayT AOCTYMNHbI M 6€3 NOJNUCKN.

(2) B npennoxeHnn BbiaenseTcs LeHa 3a MecsL, a He dakTnyeckas cyMmma. Monb3oBaTenb
MOXET He MOHATb, YTO NP 0PopPMNEHUM Nognmckm byaeT cnucaHa nnaTa 3a WeCTb
MecsLEB.

@ B npennoXXeHmn ykadaHa TOJIbKO Ha4valibHada UeHa, 1 Nonb30BaTE/lb MOXET HE MNMOHATD,
Kakaa CyMmMa 6yp,eT CnncbiBaTbCA aBTOMATUYECKHM NOCI1Ee 3aBePLUEHNA HaYalbHOIo



nepvopga.

(@ Ycnosus UCMOMb30BaHWS TOKaNM30BaHbl, @ TEKCT NPEQSIOKEHNS 1 BanoTa — HET,
NMO3TOMY YaCTb MHPOPMALMN MOXET OblTb HEMOHATHA.
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(@ Ona nepexopa K KaXaoMy CreaytoweMy aKpaHy HY)KHO HaXXUMaTb B OLHON 1 TOW Xe
obnacTu, n npu NOCNefHeM HaxaTum KHonku “MNpogonxumTe” odopmnseTcs Nnognmcka.

(2) CyMmMy, KOTOPYIO MPeacTOUT 3annaTuTb B KOHLLE MPOBHOro Neproaa, TPYAHO NpoYnTaTh,
NO3TOMY MONIb30BaTENb MOXET NOAYMAaTb, YTO 3TO BecnnaTHbIN TapPUHbIN NNaH.

BecnnaTHble NPOOHbIE BEPCUM N NPEJIOKEHNS 0,151 HOBbIX
rnonb3oBaTenen

Ewe po Toro, kak nonb3oBartenb 0pOPMUT NOANUCKY, Bbl LOKHbI NPEOCTaBUTbL EMY
SCHOE N TOYHOE OMMCaHME YCNOBMIM BaLLEro NPeaIOXEeHNs, BKIIoYas NPOAOIKNTENbHOCTD,
LleHY, OOCTYMHbIN KOHTEHT MUnn cepBuChl. He 3abyabTe 06bICHUTDL, Kak U KOraa
nonb3oBaTenb nepenget ¢ 6becnnatHoM NPO6HOM BEPCUMN Ha MNATHYHO NOAMNUCKY, YTOYHUTD
CTOMMOCTb M yKa3aTb CNOCObbl OTMEHUTb NOANUCKY A0 OKOHYaHMS NPOBHOro nepuopa.

BoT npumepbl Hanbonee pacnpoCTpPaHEHHbIX HAPYLIEHUN:

« MpepnoxeHusi, B KOTOPbIX HE YKa3aH UM HESICHO YKa3aH CPOoK AenCTBums becnnaTtHon
NPOBGHOW BEPCUM UMW LiEHbI A1 HOBbIX MONb30BaTENEN.

« [MpennoxeHus, B KOTOPbIX YETKO HE YKA3aHO, YTO NOCSIe OKOHYaHMS CPOKa AEeNCTBUS
npeasnioXeHns NOANMCKa aBTOMATUYECKM CTaHET NNIaTHOWN.

- [MpennoxeHus, B KOTOPbIX YETKO HE YKA3aHO, YTO NOMb30BaTENb MOXET MONYyYMTb [OCTYN
K KOHTEHTY, HE MCMONb3ys NPOBHYI0 BEPCUIO NOAMNUCKM (ECNM 3TO BO3MOXHO).

° I'Ipe,u,noermq, OJ19 KOTOPbIX yCNnoBU4 U LLEHbI JTOKannM30BaHbl HE MOJIHOCTbIO.
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(D KHorka "3aKpbITh" OTCYTCTBYET UMK MIOX0 BUAHA, M MOSIb30BATENb MOXET HE MOHATb,
4yTO GYHKLUUN NPUNOXeEHMs ByayT [OCTYNHbl 1 6e3 nognucku.

(2 B npennoxeHun caenaH akueHT Ha 6ecnniaTHoM Npo6HOM BEPCUM, U NOSb30BATENb
MOXET HE MOHATb, YTO B KOHLLE NPOBHOro nepmnoaa aBToMaTUYECKN HAYHET B3UMATbLCS
nnara.

(3) B NpeanoxeHnn He ykasaHbl CPOKM NPOBHOro Neproaa, 1 Nnosb3osBaTeSlb MOXET He
MOHATb, KaK JONrO KOHTEHT ByfeT focTyneH 6ecnnaTHo.

(@) Ycnosus CMOSb30BaHWS TOKaNM30BaHbl, a8 TEKCT NPEOSIOKEHNs 1 BanoTa — HeT,
NO3TOMY YaCTb MHPOPMALMN MOXET OblTb HEMOHATHA.

(® B npeanoxeHnn He 06BACHAETCS, Kak MOXHO OTMEHUTb BECMNATHYIO MPOBHYIO
NoAnncKy, 4Tobbl MOCIie OKOHYaHMSA ee OeNCTBUS He Hayana B3MMaTbCca nnaTa.

VnpaBneHMe noanuckamu, ux oTMeHa v Bo3BpaT CpencTB



Ecnu B Bawem NPUNOXeHNN NpPoaatoTCA No4NMCKN, HeO6XO,EI,l/IMO NOHATHO O6'b$|CHl/ITb, KakK
MOXXHO OTMEHUTb UX UJTN yNpaBndaTb UMW. B NPUNOXEHNN TaKXXe OOJNXHa ObITb
BO3MOXHOCTb OTMEHbI MOAMNCKHA OHNaWH. [lna aToro B HaCTpOVIKaX aKKayHTa NnpuioxeHud
NN Ha aHaNoOrM4yHou CTpaHunue MOXHO:

* yKasaTb CCbINIKY Ha LeHTp nognucok Google Play (ans nognvcok, KoTopble NpoaatTes C
MCNoNb3oBaHMEM NnaTeXHon cuctemsl Google Play);

* NPEeROCTaBUTb CNOCOH HAMPSMYO OTMEHUTb MOANUCKY.

CornacHo npasunam Google Play npu oTMeHe nognucku, KynineHHOW Yepes NnaTexHyo
cucTteMy Google Play, Bo3BpaT CpeAcTB 3a TEKYLNIA PacUYeTHbIV NEPUOL, HE MPOM3BOANTCS.
Mpv 3TOM KOHTEHT, [OCTYMHbIM MO NoANMCKe, NPEAOCTaBNAETCA NOb30BATENIO A0 KOHLLA
3TOro nepuopa. 3aTeM nognmcka oTMeHsieTcs. Monb3oBaTeNN B HEKOTOPbIX CTPaHax MoryT
OTMEHUTb NMOAMMUCKY Cpa3y M NONy4YnTb BO3BPAT CPEACTB 3a OCTABLUEECS BPEMS COMIaCHO
LENCTBYIOLEMY 3aKOHOAATENbCTBY.

B kauecTBe NocTaBLMKa KOHTEHTA MAN JOCTYyNa Bbl MOXETE YCTaHOBUTb 6onee rubkne
npaBunia Bo3BpaTa nnaTtexen. Yoeantech, 4to npaBunia NoANUCKN, ee OTMeHbI U BO3BpaTa
nnaTexen COOTBETCTBYIOT OENCTBYIOWEMY 3aKOHOAATENBCTBY, @ TakXXe 0083aTeNbHO
coobuanTe nonb3oBaTensM 060 BCEX MBMEHEHUAX B 3TUX MpaBUNax.

BoT npumepbl Hanbonee pacnpoCcTpPaHEHHbIX HAPYLIEHUN:
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B NPUNOXEHNN, HaNpuMep B HaCTpOl)’IKaX aKKayHTa, HET CCblJIK/M Ha CTpaHunuy, rgpe MOXHO
yrnpaenidaTb NOOMMCKaMn N OTMEHATb UX.

MporpamMma camocToaTenbHOU cepTudukaumm peknamMmHoix SDK B
NPUNOXEHUAX OIS BCEN CEMbMU

Kak onvcaHo B npaBunax nporpammsbl "TpunoxeHvsa ang Bcev cembu” , npu
pa3MeLLeHNIN pPeKambl B MPUNOXEHMM, NPEeRHA3HAYEHHOM TOMNbKO AN AeTer, He0bXoANMO
NCNONb30BaTb UCKITIOYMNTENBHO peknamMHble SDK, KOTopble NpOoLWSivN CaMOCTOSTENbHYIO
cepTudmrKaLno Ha cooTeeTCcTBME NpaBuiam Google Play, Bkntoyas npuBefeHHbIE HUXE
TpeboBaHNA K CAMOCTOATENbHOM cepTudmKaummn peknamHbix SDK.

Ecnun npunoxeHne paccuymMTaHo Kak Ha AeTeN, Tak U Ha B3POCHbIX, Bbl 4OSIKHbI CAENAaTb Tak,
4yTOObl 4ETU BUAENWN TONIbKO T€ OOBABNEHUS, AN KOTOPbIX MCMOSIb30BaNMNCh PeKNaMHble
SDK ¢ camocTosaTensHon ceptudunkaumen. obUTbCa 3TOro MOXHO, HaNpPUMeEp, C MOMOLLbIO
HEeNTPanbHOro BO3PACTHOro GunbTpa.


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335

Bbl 0693aHbl cneguTb 3a TeM, YTobbl BCe ncnonb3yemble Bamm Bepcun SDK, B TOM uncne ¢
CaMOCTOSITENIbHOM cepTUdmKaLmnen, COoTBETCTBOBaNIM OEUCTBYIOWNM NpaBmiaM, 3aKoHam
n HopMaMm. Komnanus Google He genaeT HUKaKuxX 3asBNEHUN U HE [AEeT rapaHTum
OTHOCUTENbHO TOYHOCTM MHPOPMALMK, MPEROCTaBNEHHON peknaMHbiMmi SDK B npouecce
CaMOCTOSITENIbHOM cepTudmKaLunn.

CamocTodatenbHas ceptudmkauma peknamHbix SDK B NprnoXxeHnsx gns BCEN CEMbU
obs3aTeNlbHa TOIbKO B TOM cnyyae, ecnv 3Tn SDK ncnonb3yotcs ons nokasa peknamsl
AeTaM. Bbl HeceTe OTBETCTBEHHOCTb 33 COAEPXaHME 00BABNEHUM U COOP CBEAEHNN
COrnacHo npasuiaM B OTHOWEHWW NONb30BaTENbCKMX AaHHbIX W OpaBuiaM NPOrpamMmbl

"Mpunoxenuns onga Bcen cembn” . Ceptudukaumsa He TpebyeTcs:

* NS NOKa3a COBCTBEHHOM peknambl, korga SDK ncnonb3yeTtca ans MepyaHgan3nHra u
NepeKpecTHOro NPOABMXEHUS BaLMX NPUIOXEHUIN NN OPYroro Balero
MELMaKOHTEHT];

* 0N Np4aMbIX COENOK C peKnamMogaTtendamMmn, npm KOTopbIX SDK NCNOJNb3yeTCy TOJIbKO ON14
yrnpaBneHna NHBEHTAPEM.

TpeboBaHuga K camocToATeNbHOU cepTudmkaumm peknamHoix SDK B npunoxxeHumsx
ONs BCEN ceMbu

- Onpepennte NpU3Hakm HeXenaTenbHbIX 0OBABNEHUIM U 3aNPETUTE UX B YCITOBUSAX NN
nonutuke peknamMHoro SDK. OnpegeneHns OoMKHbI COOTBETCTBOBATL [1paBunam
nporpamMmbl Ans paspabotunkos npunoxeHun B Google Play.

- BbibepuTe cnocob, C NOMOLLbIO KOTOPOro bygeTe NpUcBanBaTb OObSBNEHMSM
BO3PAaCTHbIE OrpaHnyeHns. HeobxogMMo HaCTPOUTbL He MeHee ABYX kaTteropumn: "[ns
Bcex" n "[ng B3pocnbix". Bo3pacTHble OrpaHnyYeHus SOMKHbI NPUCBaNBATbLCS MO TOMY Xe
MeTofy, KOTOPbIA UCMONb3YeTCs B CePTUPULMPOBAHHbIX peknamHbix SDK Google.

- PaspewwnTte napgatensm 3anpawmnBaTb Nokas 06baBNeHNN, OPUEHTUPOBAHHbLIX HA AeTen
(B onpeneneHHbIX NPUIIOXKEHUSX U B KAXKA,0M KOHKPETHOM cny4yae). YoeamuTech, YTo
KOHTEHT B OOBbSBNEHMAX HE HApYyLLAEeT AEeMUCTBYOWEe 3aKOHOAATENbCTBO, HanpumMep
3akoH CLIA "O 3auiuTe nuyHbix cBeaeHun aeten B uHtepHete" (COPPA)

[eHepanbHbIn pernaMeHT EC 0 3aumTe nepcoHanbHbix AaHHbiX (GDPR) . Kpome Toro, B

peknamHbix SDK, KOTOpble MCNOb3YIOTCS B pecypcax ons neteur, Heobxoammo
OTK/IOYUTb NEPCOHANN3NPOBAHHYIO PEKIaMy, PEK/TAaMy Ha OCHOBE MHTEPECOB, a TakXe
PEMaPKETUHT.

 OrpaHunybTe BbibOp n3patenen ¢opmatamm 06baBNEHNIM, COOTBETCTBYIOWMMM NpaBUIam
B OTHOLIEHWUW peknaMbl 1 MOHETU3ALIUN NROrpPamMmsbl “MpunoxeHns ong Bcen cembn”

a Takxe TpeboBaHusaM nporpammbl "OnobpeHo npenogasarengammn”

- Ecnu png nokasa peknambl 0ETAM UCMNONb3YEeTCA TEXHONOrNS Ha3HAaUYEHNS CTAaBOK B
peanbHOM BpeMeHu, ybeanTech, YTo Gpannbl 0OBABNEHNSA NPOBEPEHDI, @ Y4aCTHUKAM
ayKLMOHa NPUCBaMBaOTCA MHOMKATOPbl KOHGUAEHLNANBHOCTMW.


https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://gdpr.eu/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://playacademy.exceedlms.com/sl/044a202e
https://playacademy.exceedlms.com/sl/044a202e

« YT106bI NOATBEPANTL COOTBETCTBME peklamHoro SDK npaBunam, npepocTtaBbte Google

TECTOBYIO BEPCUIO MPUNOXEHMS U BCE HEOBXOOMMblE CBEAEHMS B cneLmanbHon Gopme

. CBOEBpEMEHHO OTBEYaNTE Ha NocnenyoLwme 3anpocsl Hopmaumn. Hanpmmep,
OTNPaBAsSUTE AaHHblE O HOBbIX BEPCUSX MPUNOXEHNS BMECTE C TECTOBbIM MPUNTOXEHNEM,
4yTObObLI MOATBEPXAATb COOTBETCTBMNE BepCUMN peknamHoro SDK Bcem TpeboBaHMsM K
CaMOCTOSITENIbHOM cepTudmKaLunn.

« [poxoanTe CaMOCTOATENbHY CERTUGUKALMIO , YTOObI MOATBEPXAATb COOTBETCTBUE

HOBbIX Bepcui [paBunam nporpammsl ana paspaboTumkoB npunoxeHunn B Google Play, B
TOM uKMCne NpaBuiam Nporpammsl "MpunoxeHnsa ang Bcem ceMbu'™.

lpumeyarHue. PeknamHbie SDK ¢ caMOCTOSTENIbHOU CEPTUPUKALNEN B MPUTOXEHUSIX 4115
BCey ceMby HeobXo[MMO UCIOMb30BATb AJ18 M0Ka3a 06bIBAEHN B COOTBETCTBUM CO
BCeMU 3aKOHaMU U MOJIOXEHUSIMU, CBA3aHHbIMU C ETbMU U TOTEHUNATbHO PUMEHUMbIMU
K [eSTe/IbHOCTU U3aaTesnen.

MoapobHee 0 BOASHbIX 3HAKaX B KPeaTuBax M NpenocTaBieH TECTOBON BEPCUN

MNPUIOXEHWS
TpeboBaHusa k nnatdopmMam MeamaLmn, NOKa3biBAKOWNM peKNaMy AeTIM:

« CnepyeT UCnonb30oBaTh TONbKO peknaMHble SDK, npollefwme CaMmoCTOSTENbHYO
cepTudmrKauno B paMmkax MNporpammbl peknambl B NPUNOXEHUSX AN BCEN CEMbU, UK
NPUHMMATb MepbI, FapaHTUPYoLWMe, YTO BCE 0OBABNEHMS Ha NnaThopMax Megmraunm
6ynyT COOTBETCTBOBATb 3TUM TPeboBaHMSM.

- Heobxopmmo nepepaBaTb MHGOPMALMIO O PEUTMHIE PEKITAMHOIO KOHTEHTA M O TOM, YTO
pecypc npefHasHayeH ons geTen.

N3yunTe cnncok peknamHbix SDK, npolweawmx caMoCcToIaTeNbHYI0 cepTudmKaLnio B

MNPUIOXEHUSAX AN BCEW CEMbW, U KOHKRETHbIe Bepcumn Takmx SDK

Ecnn Bbl 3HaeTe opraHnsaumn, Xenarwuime CaMoCTOATENbHO CePTUPULMPOBATL
peknamHble SDK, Bbl MOXeETE OTNPaBuTb UM hopmy.

HanHble ona Google Play n npogsmxeHue

MeTofbl, KOTOPbIE Bbl MPUMEHSETE A1 MPOABMKEHMS CBOETO NPUNOXEHMS, 3HAYNTENbHO
BNUKIOT Ha Bocnpusitue Google Play nocetutenamm. He ncnonb3ymnTte HU3KOKa4YE€CTBEHHYO
peknamy 1 cnam, a Takxke He 3aBbllwanTe NonynsSPHOCTb NPUNOXEHUS UCKYCCTBEHHO.

npO,D,BI/I)KeHI/Ie NMPUNOXEHUA

3anpeLlieHo nybnmkoBaTb NPUIOXEHWS, MPSMO UM KOCBEHHO CBA3aHHbIE C METOfaMu
NPOABUXEHNS, KOTOPbIE BBOAAT B 3a6My>XXAEHME NN MHBbIM 06Pa30oM NMPUUNHSIOT Bpes


https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/?p=adnet
https://support.google.com/googleplay/android-developer/?p=adnet

Nnonb30BaTeNaM, a Takxe coobLecTBy paspaboTumkoB. CUMTaeTcs, YTO METOAbI BBOAST B
3abnyxaeHve 1 NPUYMHSIOT Bped, eC/iv OHWU HapywatoT MNpaBuna nporpammbl 4ns
pa3paboTumKOB.

BoT npumepbl Hanbonee pacnpocTpPaHEHHbIX HAPYLIEHUN:

- MNoka3a peknamebl, BBOAgLWEN B 3abnyxaeHne , B NPUIOXEHUSX, HA CaUTax U Apyrunx

pecypcax. Hanpumep, K Hen OTHOCATCS 0ObABNEHUS, MOXOXME HA CUCTEMHbIE
yBeOOMIIEHNS.

- MNoka3s peknaMbl CEKCYanbHOrO xapakTepa  ANg NepeHanpaBieHns Nonb3oBaTeNen Ha
cTpaHuuy npunoxenus B Google Play.

- MponoBmXeHMe 1 yCTaHOBKA, B pe3ynibTaTe KOTOPbIX MPOUCXOAUT NepeHanpaBneHmne
nonb3oBaTenen B Google Play nnu ckauvBaHme npunoxeHus 6e3 npepBapuTesibHOro
3anpoca.

« [MpoaBuXeHne C NOMOLbIO HexenaTenbHbIX SMS-pacchbInok.

- [lobaBneHune B uMs pa3paboTumnka, Ha3BaHME UM 3HAYOK NPUNTOXEHNS TEKCTA UK
N306paxKeHnI CO CBEAEHMSIMU O penTuHre unmn ob ycnexe npunoxenus B Google Play,
LeHaMu 1 peknamon, a Takxke nHdopmaumen 06 yyacTum B CyLLECTBYIOLMX NPOrpamMmmax
Google Play.

Bbl 0653aHbl cnegnTb 3a TEM, YyTOObI 3TU npaBsuna CO6J'I}O,D,aJ'II/ICb B PEKMNaMHbIX CETSX,
NapTHEPCKUX NnporpamMmmax u O6'b9|BJ'IeHI/I9|X, CBA3aHHbIX C BallMM NMPUITOXEHNEM.

MeTapaHHble

13 onncaHmsa NpunoXeHns Nonb3oBaTeNn y3HatoT 0 ero GyHKLMSAX U HasHaveHuun. Mbl
3anpeLiaem nybnmkoBaTb NPUIOXEHUS C NIOXKHbIMU, HENPABUIbHO OTGOPMATUPOBAHHbBIMY,
HeQOCTaTOUYHbIMY, HEPENEBAHTHLIMU, USMTULWHUMWN MU HELONMYCTUMbIMU MeTagaHHbIMU. K
MeTafaHHbIM, MOMUMO MPOYEro, OTHOCATCA Ha3BaHME U ONMCaHNE NPUSTOXEHWS, ero
3HAYOK, CKPUHLLIOTbI U PeKTaMHble N306paXKeHs, a TakXe Ha3BaHMe KOMMaHUK-
paspaboTunka. OnncaHme NPUNOXeHNUs [ONIKHO 6bITb MOHATHBIM U FPAaMOTHbIM. Mbl TakXe
3anpeLiaem BKIOUYaTb B ONMCaHNE OT3bIBbl NONIb30BaTeNen 6e3 ykasaHus aBTopa LMTaThbl.

Ha3BaHWe 1 3HaYOK NPUIIOXKEHMS, @ TakXKe Ha3BaHME KOMMNaHUN-pa3paboTymKa No3BONAOT
Nonb30BaTENaM HAXOAUTb NPOAYKT U y3HaBaTb O HeEM. He cnepnyeT nobaenaTh B 3Tu
MeTafaHHble CMaunnky, 3MOA3UN UM NOBTOPAIOLWMECS crielanbHble CMMBOSbI. He
NCMNONb3yMNTE NPWU HaNMCaHUM TONbKO 3arfaBHble BYKBbl, €CNM 3TO HE YaCTb Ha3BaHMS
Bawero 6peHpa. He pobaBnsanTe B 3Ha4YOK NPUNTIOXKEHMS CUMBOJbI, BBOASLLME B
3abnyxneHve, HanpuMep MHAMKATOP HOBOro COOBLWEHNs (NPKY OTCYTCTBUN TaKnX
COOOLLEHNIN) NN CUMBOJSIbI CKaUMBaHWSA/YCTaHOBKM, €CN NPUIOXEHNE He CBA3aHO CO
CKauMBaHMEM KOHTEHTA. B Ha3BaHWMM NPUIOXeHWs [OMKHO 6biTb He 6onee 30 cumeonos. B


https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9878810
https://support.google.com/googleplay/android-developer/answer/9878810

Ha3BaHMe 1 3HAYOK NPUIIOXKEHUS, a TakxXe B UMK pa3paboTumka Henb3s 0o6aBnaTb TEKCT
NN N306paxeHNs CO CBEQEHUAMU O PENTUHTE UK 06 ycnexe npunoxeHus B Google Play,
LLleHaMn 1 pekniaMou, a Takxke ¢ MHpopMaLmnen 06 yyacTmm B CyLECTBYOLWMX NPOrpaMmax
Google Play.

Kpome Toro, B cootBeTCTBUM C NnpaBunamm Google Play ong paspaboTunkoB Mbl MOXEM
3anpocCuTb y Bac 1 fpyrue gaHHbIe.

BoT npumepbl Hanbonee pacnNpocTpaHEHHbIX HapyLIEHUN:

30 @ 94 B 10:00

X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever

2) labradoodle

3) poodle

4) chihuahua

5) akita

6) pug

7) rottweiler

(D AHOHMMHbIE OT3bIBbI MOMb30BATENEN.
(2) CpaBHEHME NPUNOXEHUIN Un 6peHaoB.
(3 Brioku CnoB., a Takxe BepTMKasbHbIE UM FOPU3OHTasbHbIE CMIUCKU COB.



Crane: travel PLANNER!!

* TravelCompany 7t ("7 )

UFDATE
NOW

(1 Cnosa, cocTosilme TOMbKO U3 3arnaBHbiX 6yks (He YacTb Ha3BaHUa bpeHaa).

(2 MNocnepoBaTenbHOCTH CreLmarnbHbIX CUMBOSIOB, HE UMEIOLLME OTHOLIEHUS K
NPUIOXEHMIO.

(3 3Mopau, cMannukm (BKOYas KaOMOA3M) U CrieLmasbHble CUMBOSIbI.

(4) CvmBObl, BBOASLLME B 3abMyXaeHME.

(® TekcT, BBOAAWMI B 3abnyXaeHMe.

 N1306paxkeHnst UnNKn TEKCT C YyKa3aHMEM PENTUHTa UK Noka3aTesen NPUNoXeHNs,
HanpuMmep 3Haukn Harpapg unu epassl "MpunoxeHne roga”, "N2 1", "Jlyuwee

npunoxenune Google Play 20XX r.", "lNMonynspHoe" n T. a.

It's Magic - #1in magic games

Rewards Game

&

. l/I3o6pa>KeH|/|9| NI TEKCT C YKa3aHMEM LEHbl NN C peKﬂaMHOVI l/lHCI)OpMaLI,VIel‘/‘L

Hanpumep "Ckupka 10 %", "Kewbak 500 pybnen”, "becnnatHo B TeueHne
OrpaHMYeHHOro BpeMeHun" n 1. 4.



@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

-

Fish Pin- Free For Limited Time Only

Golden Slots Fever: Free 100

 N306paxeHns unm TEKCT C ykaldaHuem nporpamm Google Play, Hanpumep "Bbibop

pepakuun”, "Hosoe" u gpyrux.

Build Roads - New Game

Robot Game - Editor's choice

BoT npumMepbl HeAONYCTUMOro TeKCTa, M3o6paxxeHun 1 BMAEeoO Ha cTpaHuue
NPUNOXeHUs:

N306paxeHns 1 BUREO CEKCYanbHOro xapakTepa. He ncnonb3ymnte nsobpaxeHus rpyau,
AroguL, reHMTanmMm n NPoYne OTKPOBEHHbIE PUCYHKUN 1 GOTOrpadmm YeoBEYECKOro
Tena.

HenpucTonHaa nekcrka n gpyrme peyeBble KOHCTPYKLUKN, HEAOMYCTUMbIE O WMPOKOM
ayauTopuu, B onncaHum npunoxenuns B Google Play.

CLI,eHbI HaCunng Ha 3Ha4vkax npunoXXeHnd, B PpeKnaMHbIX V|3o6pa>|<eHm|x n BNOEO.

N306paxkeHne ynoTpebneHns HapkOTMKOB, B TOM YnCie B 06pa30BaTENbHOM,
L,OKYMEHTaNbHOM, HAy4YHOM UIN Xy[0XECTBEHHOM KOHTEHTE. [JaHHble Ha CTpaHuLE
NPUNOXEHNS OOMKHbI MOAXOAUTL ANa Ntobor ayautopun.

BoT HEeCKONbKO COBETOB:



- PacckaxuTte, noyemMy Balle NpuIoxeHne oCobeHHOe, YTO BbiAeNseT ero cpeau
OCTaJIbHbIX M YEM OHO MOXET NMOHPABUTLCS NONb30BATENSM.

« Y6enutech, YTo Ha3BaHWE M ONMUCAHNE [al0T TOYHOE NPEACTABNEHNE O MPUTOXKEHUN U
ero pyHKUuax.

« He ncnonb3ynte NOBTOPSAIOWMNECS UM HE CBA3AHHbIE C NPUOXEHMEM KITHOYEBbLIE CII0BA
N CCbISIKMN.

« OnucaHne NPUNOXeHUs [OMKHO OblTb MPOCTLIM U NOHATHLIM. KOPOTKME ONMncaHnsa nerye
ynTaTb, OCOBEHHO Ha YCTPOMCTBAX C HEGONbLWNM 3KPaHOM. CIUWKOM OJIMHHbBIN,
HenpaBWIbHO OTGOPMATUPOBAHHDBIV TEKCT, @ TAKXe NULIHWE NOAPOOBHOCTM 1 NOBTOPDI
MOryT HapyLwaTb npasuna Google Play.

- He 3abbiBainTe, YTO CTPaHML,a BaWEro NPUIOXKEHMS fOMKHA NOAXOANTb OAS LWMPOKOM
ayautopuu. He ncnonbadymnte B Google Play 3anpelyeHHble n3obpaxeHus, BULEO UK
TEKCT.

OueHKU, OT3bIBbl M KOFIMYECTBO YCTaHOBOK

Pa3paboTumkam 3anpeLeHo npeanpuHMMaTh NOMbITKU MCKYCCTBEHHO M3MEHUTb NMO3ULLUIO
Kakoro-nnbo npunoxeHus B pentuHre Google Play, Hanpumep ¢ nomowbto
MOLIEHHNYECKMNX YCTAaHOBOK, OMTAYEHHbIX U NTOXHbIX OLLEHOK U OT3bIBOB. TakXe B
NPUNOXEHUN HE Pa3pPELLEHO BO3HArpaxaaTb Nonb30BaTeNen 3a yCTaHOBKY ApYrunx
NPUNOXeHU (eCNn 3TO SABNSETCA OCHOBHbLIM Ha3HAYEHNEM MPUNOXKEHUS).

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLUEHUM:

« Mpocbbbl OLLEHNTb NPUIOXEHNE B OOMEH Ha NOOLLPEHME:



0@ W4 0 10:00

= RescueRover Q +2

We'd love your feedback!

L8 .8.8.8

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOT NOW  GET DISCOUNT

(D B yBeoMneHnm nonb3oBaTesnto Npeanaraetcs ckmaka B 06MeH Ha BbICOKYHO
OLLEHKY.

+ [onbITKM N3MEHUTbL NO3ULMIO MPUNOXEHMS B penTuHre Google Play ¢ nomoLybto
danbWwmBbIX OLLEHOK, BbICTABASEMbIX OT /MLa NONb30BaTENEN.

« My6nuKauna oT3bIBOB, KOTOPbIE COAEPXKAT HEAOMYCTUMBIA KOHTEHT, 1 NOByXAeHNe K
3TOMy nonib3oBaTenen. K TakoMy KOHTEHTY OTHOCSTCS, MOMMMO MPOYero, MHPopmaLmns o
napTHepax, KyrnoHax U UrpoBbIX KOJAX, afpeca SNEeKTPOHHOW NMOYTbI U CCbINIKX Ha BEO-
CaWTbl U BPYTNE NPUNOXKEHNS.



0@ W4 0 10:00

€ RescueRover Q

Alfie Chung i

ok wok & 9/20/15 20
-

Found the perfect pup!

I've been looking for a long time for an app that

would help me find my new best friend. Thanks,

RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfiel We're glad you like the app
and love your new dog.

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle 1}
* %k k& 10/12/15

e

Nice app

I like the appointment scheduling feature.
Reply from RescueRover on 10/5/15

Thanks, Jack! Let us know where we can improve!

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2) B aTOM 0T3bIBE 33 peknamy NPUIOXKEHNs Nonb30BaTeNSM NPeaaraeTcs KynoH co
cKnaKomn.

Mo oueHKkaM U 0T3biIBaM MOXXHO MOHATb Ka4€CTBO NMPUITOXXEHUS. I'IosTomy OHMU
AOJDKHbI 6bITb YECTHBIMU U OoTpaxaTb MHEHUS HaCcToALWNX nonb3oBaTesien no TemMe.
BoT HECKONbKO COBETOB O TOM, KakK OTBeYaTb Ha OT3biBbl NOJIb30OBaTENEN.

« He yknoHantecb OoT 06CyXaeHMs YNOMSHYTbIX MPOB6NEM 1M HE NPOCUTE NOBLICUTb OLLEHKY.

« YKasblBanTe CnpaBOYHbIE PECYPChI, HANPUMEP NPEAOCTaBbTE afpPeC NEKTPOHHOM
NouYTbI CNYX6bl NoaaepPxXku unn URL cTpaHWULbl C YacTo 3a4aBaeMbiMU BONPOCaMM.

Bo3pacTHble orpaHuyeHus

BospacTHble orpaHnyeHmns B Google Play npucBansatoTcs MexxayHapoaHOW Koanuumen
Bo3pacTHou knaccudumkaumm (IARC). OHM co3paHbl, YTOObI Ppas3paboTUNKM MO
coobwaTb Nonb3oBaTenaMm, oS Kakou ayantopum NoaxoasaT NPUIOXKEHUS B UX PErNOHE.



https://www.globalratings.com/
https://www.globalratings.com/

YcTaHaBnmBas BO3PaCTHYIO KaTeropuo KOHTEHTa, npeactasmtenbcTea IARC B OTAENbHbIX
CTpaHax cnepyroT onpefeneHHoimM npasmnam. B Google Play Henb3sa nybnunkoBaTb
npunoxeHns 6e3 ykazaHusa BO3PaCTHbIX orpaHnyeHmin. ObpaTtnte BHMMaHME, YTO pekiaMa
B NPUNOXEHNAX [OHKHA MOAXOAUTL A1 TOM )€ BO3PAaCTHOM rpynmbl, YTO N KOHTEHT
NPUNOXEHNS, U He BbITb paccyMTaHa Ha 3HaAUMTENbHO Bonee B3POCNyHO ayanTopuio. YTobbl
Yy3HaTb LOMONMHUTENbHYO MHPOPMALMIO, MPOYMTANTE NPaBMIa B OTHOLEHNN

HenpMemaeMoun peknamsi.

,D,J'IFI Yyero Hy>XHbl BO3pPaCTHbI€ OrpaHn4eHuns

Bo3pacTHble orpaHNYeHms MOMOratoT KimeHTaM (0COBEHHO POAUTENSIM) NMOHSATb, €CTb NN B
NPUNOXEHUN NOTEHLNANBbHO HEXeNaTemnbHbIN s HAX KOHTEHT. OHM NO3BONSIOT
6nokMpoBaTb UM GUNLTPOBATb KOHTEHT A1 OTAENbHbIX MONb30BaTENEN, @ TakXKe
onpegfeneHHbIX CTPaH M PErMoHOB B COOTBETCTBUM C 3aKOHOA,aTENbCTBOM. C MOMOLLbIO
BO3PACTHbIX OFPaHNUYEHNN MOXHO OLEHUTb, €CTb /N Y NPUSIOXKEHNS NPaBO Y4aCTBOBATb B
crneuunanbHbIX NPorpamMmax gis paspaboTumKkos.

Kak npmnceanBaroTCA BO3pPaCTHbIE OrpaHU4YeHuUd

YTO6bI ONPEenenTb BO3PACTHYHO KaTeropmo, He0bXoanMMO 3aMnoNHUTb aHKeTy B Play
Console. B Hen Hy>HO nogpobHO onucaTtb KOHTEHT B NPUIIOXEHNN. Ha OCHOBE BaLmX
OTBETOB HECKOJIbKO YMOTHOMOYEHHbIX OPraHn3aLnn NPUCBOST NPUNOXEHNIO
onpepneneHHoe BO3pacTHOe orpaHnyeHmne. MickaxeHne ¢pakToB O KOHTEHTE MOXET
NPUBECTU K yOaNEHUIO UK BIOKMPOBKE NPUTOXEHUS, MO3TOMY B aHKETE BaXKHO
NpPefoCTaBUTb TOYHYO MHOPMALMIO.

3anofIHUTb aHKETY HYXXHO A KaXXA0ro HOBOrO NPUIIOXEHNS, OTnpaBieHHoro B Play
Console, a Takxe gns Bcex npunoxeHun B Google Play. MNpunoxeHns 6e3 BO3paCTHbIX
orpaHuyeHunn ygansatortca na Google Play.

Ecnu Bbl USMEHUTE KOHTEHT UK GYHKLUM NPUOXEHUS 1 3TO NOBNUSET HA OTBETHI B
aHKeTe, BaM NoHagobuTcsa 3anonHuTh ee B Play Console ewé pas.

BospacTHOe orpaHunyeHne, KOTOPOE NPUCBANBAETCS NOCNE 3aNOSIHEHNS 3TOM aHKETbI,
OTHOCUTCS TONbKO K KOHTEHTY BaLLEro NPUIIOXEHUS N He 3aTparMBaeT apyrue GyHKUUN 1
NPaKTUKK, Takme Kak peknaMa 1 cornaleHms ¢ nonb3osaTtensamMu. Bol 0693aHbl coobuiaTtb
nonb3oBaTenam 060 BCEX AONOMHUTENbHbIX BO3PACTHbIX OrPaHNYEHNaX, HanpuMep
YCTaHOBJIEHHbIX B CBA3U C MEPaMU MO 06ecneyeHnto KOHOMAEHLNANbHOCTW.

MoppobHyto nHbopMaL Mo, B TOM umcne 06 opraHn3aumax no oLeHKe KOHTEHTa B Pa3HbIX
PErnoHax, M MHCTPYKLUN MO 3aMNONHEHMIO aHKETbI Bbl HanaeTe B CnpaBOYHOM LIEHTRE.

Kak ocrnopuTb BO3pacTHOE orpaHuyYeHne


https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9859655#How%20to%20complete%20a%20rating%20questionnaire
https://support.google.com/googleplay/android-developer/answer/9859655#How%20to%20complete%20a%20rating%20questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/9859655

Ecnu Bbl HE COrnacHbl C NPUCBOEHHBIM OrPaHNYEHNEM, MOfaNTE anennsaumo Hanpamyio B
IARC. [1ng aTOro nepenpmTe no ccbiike B cepTudukaTte, Noy4eHHOM Mo 31eKTPOHHON
noyTe.

HoBOCTW 1 XYypHaribl

[N BCEX HOBOCTHbBIX NPUNOXEHWI N XYPHANoB HEOH6XOAMMO BblGpaThb KaTEropumio
"HoBocTu 1 xypHanbl" B Google Play Console n 3anonHuTb geknapauuio.

B 3Ty KaTeroputo BKOYAIOTCA BCE NPUSTOXEHUS, A1 KOTOPbIX BEPHO Ntoboe 13
YTBEPXOEHNN:

« B Google Play Console paspaboTumnk ykasan, 4To NPUIoXeHNe OTHOCUTCS K KaTeropum
"HoBOCTM 1 XypHanb!".

- B Google Play npunoxeHne onybnvmkoBaHo B kateropum "HOBOCTU 1 XypHansbl", a ero
Ha3BaHWe, 3HaYOK, ONMMUCaHMNE UNN HAa3BaAHNE KOMMaHUM-Pa3paboTumka COOAEPXMUT COBO
"HoBOCTU" nnu "xypHan'.

Y3HaTb H60MblUe O TOM, YTO CYMTAETCH HOBOCTHbBIM MPUNOXEHUEM NN XYPHANOM, MOXHO 13
TReOOBaHUN K HOBOCTHbIM MRUAOXEHUSM.

Kpome Toro, npunoxeHusa na kateropmun "HoBOCTU 1 XypPHanbl" OOMKHbI:

* NPUBOAUTb UCTOYHMKN BCEX HOBOCTHBIX M XYPHANbHbIX CTaTEN, BKIILOYAs, MOMMMO
npoyero, HGopMaLno 06 OpUrMHANbHbIX U3AATENSX UM aBTOPaX;

* PErynsgpHO NOMOMNHATLCA HOBbIMU MaTepuanaMu (B MPUNOXEHUN HE [OMKHO 6bITb
CTaATMYECKOro KOHTEHTA);

* MPEROCTaBNATb ObICTPLIM U YOOOHbIM [OCTYN K AEUCTBUTENbHOM KOHTAKTHON
NHPOPMaLMM O NPUNOXEHNN;

* SICHO yKa3blBaTb MCTOUYHMKM CTOPOHHErO KOHTEHTa (Hanpumep, arperatopbl HOBOCTEN U
XXYPHasnoB);

* [aBaTb BOSMOXXHOCTb O3HAaKOMUTbCA C KOHTEHTOM Nepen I'IOKyI'IKOVI, €Cnn OH
npenocTtaBndeTcyd no noanncke,;

* MMETb OCHOBHYIO LieSlb, KOTOpasi He CBOAUTCS K MOJyYEHMIO JOXOAa OT PeKsiambl UMK
NapTHEPCKOMY MapKeTUHTY.

CnaM, pyHKUMOHANbHOCTb 1 YOoObCTBO A4 Nofib3oBaTenemn

MpUNOXeHMa OOMKHbI COQEPXaTb MUHUMANbHbIN HABOP GYHKLMM U KOHTEHTA U BbITb
NHTEPECHbIMW AN19 Nosib3oBaTenen. Ecnv B NpunoXeHnn nocTossHHO NPoucxoasaT cbou, a


https://support.google.com/googleplay/android-developer/answer/10523915

TaKXe ecnvm OHO 6ecnonesHo UM cCo3naHo s PacnpPoCTPaHEHNs cnamMa cpeam
nonb3oBaTenen nnb6o B Google Play, To ny6nnkoBaTh Takoe NPUNOXEHNE HE UMeeT
CMbICna.

Cnam

3ar|peu.LeHo I'Iy6J'II/IKOBaTb CKOI'II/IpOBaHHbIe N HN3KOKa4YeCTBEeHHbIe I'IpI/IJ'IO)KeHI/Iﬂ, a TakXxe
I'IpI/IJ'IO)KeHI/Iﬂ, pacnpOCTpaHmou.Lme cnam.

Cnam B coobLweHuax

3anpeLleHo Nyb6nnkoBaTb NPUNOXEHMS, KOTOPbIE OTNPABNAOT OT MMEHM NONb30BaTENS
SMS, nucbMa n gpyrme Bugbl COOBLWEHNN, HE AaBas NOMb30BATENO BO3MOXHOCTU
NPOBEPUTb COAEPXKAHNE N NOoNyYaTens.

BoT npumep pacnpocTpaHEeHHOro HapyLIeHus:

« [locne HaxaTug kHonKkK "lMNogennTtbcsa” NpunoXxeHne aBToMaTUYeCkn oTrnpasnaeT
COOObLLEHMS OT MMEHM NONb30BaTENS. Y MONb30BAaTENS HET BO3MOXHOCTM NPOBEPUTD



TEKCT COObLEeHM 1 BbIBpaTb NonyyaTenen.
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Big Bus Info

Sent messages CL

Omuhhmagaa

Petter Waugh 21:03
Congratulations, you have won a
free trial...

Tanya Mayer 21:08
Congratulabions, you have won a
free trial...

Lisa Smith 03

Congratulations, you have won a
free trial...

Albert Brown 21:08
— — Congratulations, you have won a
free frial...

John Swift 03

Congratulations, you have won a
free trial...

Ronald Francis 1:02

Congratulations, you have won a
free frial...

Like this app?
Share it with your friends

CnaM c uenbio nepeHanpaeneHus Tpadpuka

3anpelyeHo ny6nnkoBaTb NPUNOXEHMS, OCHOBHOM LIENbIO KOTOPbIX SBNISIETCS NPUBNEYEHNE
Tpaduka Ha Beb6-canT 6e3 paspelleHns Bnagenblia UM agMMHUCTpaTopa camTa.

BoT npumepbl Hanbonee pacnpPoCcTpPaHEHHbIX HaPYLLIEHUN:

« [MprnoxeHns, OCHOBHOW LieNblo KOTOPbIX SABNSETCS NpuBnevyeHne Tpadurka nepexofos Ha
Be6-canT ans panbHeunwero nonyyeHns 6OHyCOB 3a KONMYECTBO PErncTpaunim unm
NMOKyMnoK Ha 3TOM Beb-cauTe.

+ MNpUNoXeHns, OCHOBHOW LIENbIO KOTOPbIX SBSETCA NpuBneYyeHmne Tpaduka Ha Beb-canT
6e3 paspelueHus:



Google Shopping h=4 ®

Q. chromecast

1GB 8GB 64 GB 1TB YouTube Netflix

Q In stare

Google Chromecast Google Chromecast Google -

- Charcoal - Stream - Charcoal (3rd Chromecas
from your device t... Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy

Free shipping (1) (¢

Google - Chromecast (Latest
Model) Streaming Media Player - ...

(21,649)

Compare prices from 50+ stores

Mere style options

(D 310 NpunoxeHue HasbiBaeTcs "BbirogHble ToBapbl y Tega” 1 NPocTo
nepeHanpaenseT nonb3osatenen B Google Mokynku.

[NoBTOPAIOWMNCH KOHTEHT

3anpeLlieHo nybnmkoBaTb NPUIOXEHMS, KOTOPbIE NOMHOCTLIO NOBTOPSOT Apyrue
NPUNOXEHUS, ye pa3melleHHble B Google Play. Kaxaoe npunoxeHne gomkHO
NpenoCcTaBNsATb YHUKANbHbIA KOHTEHT UMW YCAYTY.

BoT npumepbl Hanbonee pacnpocTpPpaHEHHbIX HAPYLIEHUK:

« KonupoBaHne KOHTEHTA M3 APYrnX NPUNOXeHUN 6e3 nepepaboTkm U SOMNONHEHWN.

+ Co3paHue HeCKOMNbKUX MPUMOXEHUNA C OYEHDb NMOXOXUMU QYHKLMAMM, KOHTEHTOM U
BO3MOXHOCTAMU. ECNI 06bEM KOHTEHTA B KaXX[0M U3 TakuX NMPUNOXEHUIN HEBENUK,
BO3MOXHO, criegyeT onybnmnkoBaTb OQHO MPUNOXEHME, 06beAUHAIOLLEE BECb KOHTEHT.



> eere

Paint Clouds Paint Clouds Paint Clouds Paint Clouds
on Monday on Tuesday on Wednesday on Thursday
XYL Developer XYZ Developer XYZ Developer XYZ Developer

q)YHKLl,I/IOHaJ'IbHOCTb, KOHTEeHT N BO3MOXXHOCTU ONA nonb3oBaTeneun

MpunoxeHns 0onxHbl paboTaTb CTabUNbHO, HbITb a4anTUBHbIMU U YOOOHBIMU s
nonb3oBaTenewn, a Takxe npepfiaraTb MHTEPECHbIE BO3MOXHOCTU. B Google Play
3anpeLeHo nybnmkoeaTb 6ecnonesHble MOOUbHbIE MPUNOXEHNS, MPUTOXEHUS, KOTOPbIE
He coepXaT MHTEPECHOro KOHTEHTA, HE MMEIOT LEHHOCTM AN NoSib30BaTeNnen unm B
KOTOPbIX MOCTOSIHHO NPoMCXoasaT cboun.

1. HepoctaTouYHO OYHKLMN N KOHTEHTA
3anpeLieHo Nyb6nnkoBaTb NPUNOXEHMS, B KOTOPbIX HEAOCTATOYHO GYHKLMA N KOHTEHTA.
BoT npumep pacnpocTpaHEHHOro HapyLeHuns:

« MpUNoXeHus, B KOTOPbIX HAYETO HE MPOUCXOAUT, €CNIM NONb30BAaTENb HE 3a0eNCTBYET
BCTPOEHHbIe PyHKLMM (Hanpumep, cepBuChl Ans paboTbl C TEKCTOBbIMU U PDF-
dannamn).

+ MpunoxeHuns, B KOTOPbIX OYEHb MaJSIO KOHTEHTA U HET MHTEPECHbIX OJ19 Nob3oBaTens
BO3MOXHOCTEN (HanpuMep, eCTb TONbKO OgHM 060M).

+ MpunoxeHus, He BbIMOMHALWME HUKAKNX QYHKLNNA.



<

>

2. HepaboTatowme pyHKLmMN

3anpelyaetca nybnnkoBaTb NPUNOXKEHMUS, KOTOPbIE AatoT OO, MPUHYAUTENBHO
3aKpPbIBaAlOTCS, 3aBUCAOT UM PaboTatoT C APYyrMMm olwmnbKamm.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLLIEHUN:

+ MpUnoxeHns, KOTOPbIE HE YCTaHaBNMBAIOTCS.



° |_|pl/IJ'IO)KeHI/IS:|, KOTOpPbIE YCTaHaBINBAKOTCA, HO HE OTKPbIBAkOTCA.

Loading... Unfortunately app has stopped.

Report OK




« MprnoxeHwus, KOTOPbIE OTKPbLIBAIOTCS, HO HE OTBEYAIOT.

Photons isn't responding

»  Close app

(L) Wait

Ilpyrmue nporpammbl

Bce npunoxeHus, pacnpocTpaHsieMble yepes Google Play, [omkHbl COOTBETCTBOBATb
TpeboBaHMAM B OTHOLWWEHMM KOHTEHTA, KOTOPbIE pasMelLeHbl B 3TOM LleHTpe npaBun pns
pa3paboTumkoB. OfHaAKO ecnv NPUNOXeHne Co3naHo s ocobeHHbIx GyHkumm Android,
MOTYT CYyLEeCTBOBAaTb [OMNONHUTENbHbIE YCNOBUS. O3HAKOMBTECH CO CMUCKOM HMXKE.
BO3MOXHO, Kakne-To 13 3TUX NPaBWIT OTHOCATCS K BalleMy MPUITOXEHUIO.

[punnoxeHnsa onsa Android ¢ MrHOBEHHbIM 3aryCckom

Mpunoxenns ans Android ¢ MrHOBEHHBIM 3aMyCKOM AOMKHbI 6bITb YAOOHBIMY B
MCNONb30BaHMK, @ TakXKe COOTBETCTBOBATb CTaHAapPTaM KOHPUAEHUNANBHOCTHM 1
6e3onacHoCTU. YTobbl OBUTLCA 3TOrO, Mbl paspaboTanu crneumanbHble Npasuna.



PaspaboTumky, xenatowme pacnpocTpaHaTb Yepe3 Google Play npunoxexus gns Android
C MFHOBEHHbIM 3aMyCKOM, [OMKHbI COBNOAAaTh 3T NpaBmna Hapsagy C OCTanbHbIMU
[paBunamm nporpammel 409 PaspaboTuMKoB.

NoeHTndpukaums

Ecnu npunoxeHne ¢ MrHOBEHHbIM 3aMyCKOM MPefnofiaraeT BXOA, B aKKayHT, B HErO
HeobxoanMo MHTerpupoBaTb PyHKLMIO Smart Lock ana naponen

Noppep>kka cCbiNoK

Ecnn HeobxogMMo nepeHanpaBuTb NOSIb30BATENS N3 OQHOIO NPUNOXEHNS B OPYroe,
cnepyeT peann3oBaTb Nepexo B MPUIOXEHNE C MTHOBEHHbLIM 3anyckoM (ecnu aTo
BO3MOXHO), a He nCnonb3oBaTb KOMNOHeHT WebView

TexHu4yeckue xapakTepUCTUKu

Mpw pa3paboTke NPUIOXKEHMIM C MTHOBEHHbIM 3amnycKoM 0b6a3aTenbHo cobnopgante
TexHuyeckune TpeboBaHns Google, KOTOpblE MOrYT MEHSATLCS BPEMSI OT BPEMEHM, B TOM
yncne TpeboBaHuMs, NEPEUNCIIEHHbIE B OTKPbLITOM AOKYMEHTaL UK

MpennoXxeHne yCTaHOBUTb MPUNOXKEHUEe

MpunoXeHne C MrHOBEHHbIM 3aMyCKOM MOXET npeparatb YCTaHOBUTb NPUIOXEHNE, HO
3TO He JOMXHO 6bITb €ero OCHOBHOM PyHKUMEN. KpoMe TOro, fomkHbl cobntogaTbcs
cnepytouwne TpeboBaHUs:

« MicnonbayeTcs cTaHpapTHbIY 3Ha4yok Material Design "YCTaHOBUTL" M KHOMKA C
Haganucbeto "YCTaHOBUTBL".

- MicnonbayeTcs He 6bonee 2-3 CKPbITbIX NPEATOXEHNA YCTAHOBUTb NPUIIOXEHME.

« MpepnoxeHne 06 ycTaHOBKE HE NMOXOXe Ha pekiaMy (Hanpumep, Henb3s UCNoNb30BaThb
BGaHHepbI).

[lononHuTenbHble CBEOEHNS U YKa3aHna MO>XXHO HaUTN B 9TOWN CTaTbe

BHeceHne naMmeHeHun B YCTPOUCTBO

MpunoxeHne ¢ MrHOBEHHbIM 3aMyCKOM HE JOMKHO BHOCUTb B YCTPONCTBO MOMb30BaTeNs
N3MEHEHUS, KOTOPbIE COXPAHSAOTCS [osbLie, YeM paboTaeT caMo nNpunoxeHune. Hanpumep,
OHO He JOMKHO MEHSATb 060N MM CO3LaBaTb BUAXKET Ha MaBHOM 3KpaHe.

BupmmocTb paboTbl NpUNoXXeHNs


https://play.google.com/about/developer-content-policy/
https://developers.google.com/identity/smartlock-passwords/android/
https://developers.google.com/identity/smartlock-passwords/android/
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://material.io/icons/#ic_get_app
https://material.io/icons/#ic_get_app
https://developer.android.com/topic/instant-apps/ux-best-practices.html
https://developer.android.com/topic/instant-apps/ux-best-practices.html

Monb3oBaTenb LOMKEH 3HATb, YTO NPUIIOXKEHNE C MTHOBEHHbIM 3amnyckom paboTaert.
CkpbIBaTb GakT paboTbl NPUNOXEHNS OT NONb30BATENS HENb3S.

NpeHTndukaTopbl ycTponcTBa

Y NPUNOXEHNS C MTHOBEHHbIM 3aMyCKOM He JOSIKHO ObiTb 4OCTYNa K MaeHTUduKaTopam
YCTPOWCTBA, KOTOPbIE OCTAOTCS MOCIe 3aBEPLLEHNS PabOThl MPUNOXEHWS, ECIIU NPU 3TOM
nonb3oBaTeslb HE MOXET CMEHUTb UX. Heckonbko NprMMepos:

« Homep Build Serial;
- MAC-agpeca ntobbix CeTEBbIX NPOLLECCOPOB;

« IMEI-kop,  HoMep IMSI.

MpunoxeHne MOXeT NOYYNTb OCTYN K HOMepy TeniedoHa C pa3peLleHns Nonb3oBaTens.
Pa3paboTumK He [OMKEH NbITaTbCA ONPEefennTb IMYHOCTb NONb30BATENS C MOMOLLbIO 3TUX
NOEHTUOUKATOPOB UU BPYTUX OaHHBbIX.

CeTeBoun Tpaduk

CeTeBon TpaduK BHYTPU NPUSTOKEHUS C MTHOBEHHbIM 3aMyCKOM [OSIKEH WMPPOBaTLCS C
nomoluibto npoTtokona craHaapta TLS, Hanpumep HTTPS.

Mpasuna Android B oTHOLIEHUHN 3MOA3U

MpaBuna B OTHOLWEHMM 3MO[3M NPU3BaHbl 06ecneynTb MHKTI3UBHOE N eaMHO0bpa3Hoe
B3aMMOJENCTBNE MeXAY Nonb3oBaTenamu. B cBa3u ¢ aTum Bce npunoxenus ang Android
12 v BbllE AOMKHbI NOAAEPXNBATL MOCNEAHIOK Bepcuto amoasu Unicode

OHWU y>e OOCTYMHbI B MPUIOXEHMSX, MCMONb3YIOLWMX 3MOL3M NO yMon4YaHuio, 6e3
nonb3oBaTenbCckon peanusaumm, Ha Android 12 u Bbiwwe.

MpUNOXeHMa C NONb30BATENLCKUMM 3MOL3U, B TOM YMCIIE U3 CTOPOHHUX BMBNMOTEK,
LOMKHbI MOMIHOCTLIO NOAAEPXKMBATb NOCNeAH0 Bepcuto Unicode npu pabote Ha Android
12 1 BbiWeE B TEeYEHNE 4 MecsLLEB NOCIE BbiNycka HOBbIX amof3n Unicode.

NHCTPYKLUMM NO NOAAEPXKKE COBPEMEHHbIX 3MOL3N COLEPXATCS B RYKOBOACTBE

CeMbu

Google Play — 310 yno6Hasa nnatpopma, rae paspaboTumkm MoryT nybnmkosaTtb
NPUNOXEHNa AN NOb30BaTeNen nobbix BO3PacTOB. [pexae Yem BKIIoYaTb NPUIOXEHME
B Nporpammy "lMpunoxeHuns ona scen cembn” nnu pobaenate B Google Play npunoxeHue,


https://www.unicode.org/emoji/techindex.html
https://www.unicode.org/emoji/techindex.html
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2

LLleneBon ayauTOpPMEN KOTOPOro SABNAOTCS AeTH, ybeanTeck, YTO OHO AENCTBUTENBHO
noaxoanT Ona OeTten n CoOOTBETCTBYET 3aKOHOOATENbCTBY.

B AkapeMun ang paspaboTynmkoB MOXHO Y3HaTb O TRe6OBaHUAX K NPUIOXKEHUAM ANa
AeTen 1 NPOBEPKE MO MHTEPAKTUBHOMY KOHTPOJIbHOMY CHMUCKY.

MNpaBuna nporpammbl Google Play "lpunoxxeHus gnsa scen cembn”

Korpa poaunTenu BolbMpatoT KOHTEHT A1 CBOUX OETEN, OHM XOTAT, YTOObI OH Bbin
KauyeCTBEHHbIM 1 6e30MacHbIM. Ha 3TOM CTpaHuLe pacckasaHo, Kaknum TpeboBaHUSM
LOMKHbI COOTBETCTBOBATb NPWIIOXEHNS, KOTOPbIE NPEAHA3HAYEHbI 471 BCEN CEMbU NN
TOJSIbKO OJ19 AEeTEN.

MNoHATHe "geTn” MOXeT TPaKTOBaTbCH NO-Pa3HOMY B 3aBUCUMOCTM OT CTPaHbl U CUTyaLUN.
YTObbI Y3HATL, KakMe BO3PaCTHbIE OrPaHNYEHMS NMPUMEHSIOTCS K BalleMy NPUIOXEHUIO U
Kakne 06s3aTenbCcTBa Bbl 4OMKHBI COBMIOAATh Kak ero paspaboTumk,
NMPOKOHCYNBTUPYNTECH C IOPUCTOM. Bbl 3HaeTe CBOE NPUNOXEHME NyyLlle BCEX, U TOSIbKO OT
Bac 3aBUCUT, BygeT v oHo 6e3onacHbIM s feTen.

Pa3paboTumky MOTyT 3aMpOCUTb OLLEHKY MPUTOXEHWI, COOTBETCTBYIOWMX NPaBUIaM
nporpammbl Google Play "lMNpunoxeHns pns Bcen cembi”, AN y4actvs B Iporpamme
"OpobpeHo npenofaBartengaMm”, HO Mbl HE FapPaHTUPYEM, YTO OHUM ByayT B HEE BKIIIOYEHDI.

TpeboBaHus k npunoxeHuio B Play Console

LieneBas ayautopusa u KOHTEHT

Mepen nybnukaumen NpunoxeHns HeO6xoaMMO BbibpaTb BO3PACTHYHO rpynny B pa3gene
LleneBag ayoutopus n koHTeHT B Google Play Console. HesaBucmnmo ot Toro, Kakyto
rpynny Bbl yKaxxeTe, Mbl ByAeM yunTblBaTb, ECTb JIN B BALLEM MPUNOXEHUM N30OPAXEHNS U
dpasbl, N3-3a KOTOPbIX MPUIOXKEHNE MOXHO CYECTb OPUEHTUPOBAHHbLIM Ha ETEN.
KomaHpga Google Play octaBnsieT 3a cobou npaBo NPOBEPSATb NPE[OCTaBEHHYIO
NHPOPMALMIO O MPUITOXEHUN U ONPERENATb, TOYHO N BbiOpaHa LeneBas ayantopus.

Heckonbko BO3pacTHbIX Fpymnn MOXHO BbibpaTb TONbKO B TOM CllyYae, €Cnu Bbl TOYHO
YBEPEHbI, YTO MNPUITOXEHME NOAXOANT ANK BCEX HMX. Hanpumep, KOHTEHT ANg Manbilen u
LOLIKONbHWKOB AOMXEH OTHOCUTLCS TONbKO K kKaTteropum 1o 5 net". Ecnu Bbl pa3paboTtanu
NPUoXeHNe 4N Y4EHNKOB ONpepeneHHoro Knacca, Bolbepute Hanbonee NogxoasaLLmnmn
BO3pacT. [pynnbl, BKKOYaOLWMe 1 B3POCHbIX, U AEeTEN, MOXHO YKa3blBaTb, TONbKO €CNK
Balle NPUIOXeHWe OENCTBUTENBHO NpegHa3HavYeHo Os BCEX BO3PAaCTOB.

O6HoBneHuns pasgena “LleneBas ayputopusi u KOHTEHT"


https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/sl/91535e27
https://playacademy.exceedlms.com/sl/91535e27
https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/9285070

Bbl MOXeTe B Nt06ON MOMEHT M3MeHUTb NHPOpMaLMIO B pa3aene "Lienesas ayantopums u
KOHTEeHT" B Google Play Console. YTobbl HOBble cBepeHus nosisunmce B Google Play,
HeobXxo4nMO BbiNyCTUTb OOHOBNEHME , OOHAKO NPOBEPUTbL UX Mbl MOXEM eLé [0 TOro,

KaK Bbl 3arpy3mte HOBYHO BEPCUIO NMPUITOXEHNA.

Ecnu Bbl UBMEHUNM LLENEBYIO ayauUTOPUIO, [OOABUNKM B MPUNIOXKEHNE PEKTAaMY U MNATHbIN
KOHTEHT, Mbl HACTOATENbHO PEKOMEHAYEM COObWNTL 06 3TOM nonb3oBaTensaM. s aToro
MOXHO MCMONb30BaTh pasaen "YTo HoBoro" Ha cTpaHuue B Google Play nnu ysegomneHus
B CaMOM MPUSIOXEHUN.

UckaxxeHue ¢pakToB B Play Console

NckaxeHune ¢pakToB o npunoxeHunn B Play Console, B Tom uncne B pasgene "Llenesas
ayauToOpUs U KOHTEHT", MOXET NPUBECTU K yAaNEHNIO UM BIIOKMPOBKE MPUNOXEHMS,
NMO3TOMY BaXHO MNPEAOCTaBUTb Kak MOXHO bonee TOUHY MHPOPMaLMIO.

TpeboBaHMs K NPUNOXEHUAM 018 OeTen

Ecnu B Bally LeneByO ayaNTOPUIO BXOASAT BETH, Bbl [OKHbI BbINOMHATL MEPEYUCIEHHbIE
HUXe TpeboBaHums. VX HeCcobnoaeHNe MOXET NPUBECTU K YAANEHUIO U BII0KMPOBKE
NPUNOXEHUS.

1. KOHTeHT npunoxeHus. [leTam AoNXeH OblTb AOCTYNEH TONbKO MNOAXOAALWMIA A8 HUX
KOHTEHT. ECN B NPUNOXEHUN €CTb KOHTEHT, OOMYCTMUMbIN HE BE3[e, OHO MOXET B6bITb
OOCTYMHO TOMbKO B PErMOHE, Fae TaKoW KOHTEHT CUMTAETCS NOAXOAAWNM Ana aeTen
(orpaHMyeHns No pervoHam).

2. OyHKUUM NnpunoxxeHns. OCHOBHOM LieNbio NPUIIOXKEHNS HE [OMKHA BbiTh
0EMOHCTpaLua canta yepes komnoHeHT WebView nnu npueneyeHve tpaduka Ha canut
6e3 paspelleHuns ero BnagesnbLla nnm agMMHUCTpaTopa.

3. OTBeTbl Ha Bonpochbl B Play Console. B Play Console Heo6xonnmMo TOYHO OTBeYaTh Ha
BOMPOCHI O MPUNOXEHMM, @ TaKXKE OOHOBNSATb NPEAOCTABNEHHYO MHPOPMALMIO, ECNN B
HEM UTO-TO MeHsieTcs. [ToMnumo npoyero, TpebyeTcsa ykasbiBaTb 4OCTOBEPHbIE AaHHbIE B
pasgene "LleneBas ayantopusa 1 KOHTEHT", pasaene 6€30nacHOCTM AaHHbIX N aHKEeTe
IARC pgng npncBoeHmns BO3PacTHOroO OrpaHnyeHms.

4. PaboTa ¢ gaHHbIMU. ECnu Balwe npunoxeHne cobrnpaeT Kakyo-nnmbo nnMyHy u1

KOH®UMAEeHUMaNbHYK MHbOopMaLKio aeTen, B TOM yncne ¢ nomolbio APl n SDK, Bbl
0653aHbl CO0bWNTL 06 3TOM B iBHOM dopme. K kKoHbMaeHUnanbHon nHpopmaumm
[0EeTen OTHOCATCS, HaNpUMep, yYeTHble OaHHbIe, AaHHbIe C MUKPODOHa 1 KaMepbl,
cBefeHust Ha ycTpoucTee, ngeHtuoukatop Android 1 gaHHble 06 MCNONB30BaHUK
ob6bsiBNeHM. Takxe ybeguTech, YTO NPUNOXEHNE COOTBETCTBYET CNeAY oL MM
TpeboBaHuaM:


https://support.google.com/googleplay/android-developer/answer/113476
https://support.google.com/googleplay/android-developer/answer/113476
https://support.google.com/googleplay/android-developer/answer/9899234
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/11043825
https://support.google.com/googleplay/android-developer/answer/11043825

« MpunoxeHwns, NnpefHas3HaYeHHbIe TONbKO A9 AeTeun, He [OMKHbI NepenaBaTb
peknamHbin ngeHtTueukatop Android (AAID), cepuiHbii Homep SIM-KapTbl, CEPUMHbIN
Homep cbopkn, BSSID, MAC-agpec, SSID, IMEI-kog n/unn Homep IMSI.

« MNpunoxeHns, eANHCTBEHHOW LLENEBOW aygUTOPUEN KOTOPbIX ABNAOTCS AETU, HE
LOMKHbI 3anpawmsaTh pa3pelwenne AD_ID npu ncnonb3oanumn Android APl ypoBHS
33 n BbiWE.

« MpunoxeHwns, NnpefHasHaYeHHbIe ona AeTen U B3POCHbIX, HE LOMKHbI NepefaBaTb
peknamHbin ngeHTudukatop AAID, cepunHblin Homep SIM-kapTbl, CEPUNHBIA HOMEP
cbopku, BSSID, MAC-agpec, SSID, IMEI-kog, n/vinn Homep IMSI, ecnu nonb3oBaTenb
pebeHOoK nnm ero BO3pacT HEM3BECTEH.

 Henb3ga 3anpawmnBaTth HOMep TenedoHa Npun nomoum knacca TelephonyManager B
Android API.

« MpunoxeHwus, NnpefHas3HaYeHHbIe TONbKO A9 AeTeun, He [OMKHbI 3anpaLimBaTb OOCTYN
K @HHbIM O MECTOMONOXEHUN, a TakXe cobupaTb, MCNOL30BaTb U NepenaBaTb
MHGOPMaLMIO O TOYHOM MECTOMONOXEHUMN.

« [na 3anpoca nogknioyeHuns no Bluetooth Heobxoanmo ncnonb3oBaTb
CompanionDeviceManager . VICKNOYeHNE — NPUIOXEHWS, NpeaHa3HaYEeHHbIe

Tonbko ang sepcuit OC, KOTOpbIE HE NOAAEPXMBAIOT STOT KNacc.

5. APl u SDK. Y6egutecn, uto APl 1 SDK ncnonb3ytoTcs B BaleM NPUIoXeHUn
Hagnexawmm obpasom.

« MNpunoxeHwns, NpegHa3HauYeHHbIE TONbKO A1 OEeTEN, HE AOMXKHbI NCNoNb30oBaTh API
nnn SDK, koTopble He 0f0bpEeHbI ANg CEPBMCOB, PACCUYUTAHHbBIX B OCHOBHOM Ha TaKyto
LeneByo ayguTopuio.

« OTO OTHOCUTCS B TOM yncne K API, ucnonb3yowmm gnsg ayTeHTudumKaumm n
aBTOpm3aumm TexHonoruno OAuth, B yCnoBmax MCNONb30BaHNS KOTOPbIX CKa3aHo,
YTO OHU HEe OJOBPEHbI AN CEPBUCOB, NPEAHA3HAYEHHbIX AN OeTen.

« B npunoxeHusax, npegHasHavyeHHbIX Ans geTen U B3POCHbIX, HENb3a NCNONb30BaThb API
nnm SDK, KoTopble He 0g0bpeEHbI 4N CEPBUCOB, PACCYMTAHHBIX Ha OETEN.

NcknioveHns BO3MOXHbI, ecnu APl nnu SDK npruMeHsoTCa TONbKO nocne

HEMUTPAaIbHOro BO3RACTHOro GuabLTRa UK eCnNn NPU UX UCNOSIb30BAHUN OaHHbIE
neTen He cobupatoTtcs. KpoMe Toro, Takme NpunoXeHUs He AoMKHbI TpebosaTb,
4TOObI NOIB30BATENM NOMYYann OCTYN K KOHTEHTY Yyepe3 APl unn SDK, He
0op00peHHbIe O CEPBUCOB, KOTOPbIE NPefHa3HaYeHbl ons geTen.

6. [lonosiHeHHas peanbHOCTb. ECn B NPUNIOXEHUM NCNOMb3YeTCa OOMNONHEHHas
peanbHOCTb, MPW 3anycke pa3fenioB C Hel OOMKHO NOABNATLCS NpenynpexaeHve,
cofepxallee crnegyoLlyo nHpopmMaumio:

+ HanomunHaHue 0 BaXXHOCTU POAMUTENBCKOTO KOHTPONS.


https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://support.google.com/googleplay/android-developer/answer/9285070#neutral-agescreen

« HanomuHaHue 06 onacHoCTV 06bEKTOB peanbHOro Mupa (Hanpumep, "ObpallanTte
BHMMaHWE Ha NpeaMeThbl U Nofen Bokpyr").

+ [1n9 ncnonb30oBaHUS NPUOXEHUS HE JO0MXHbI TPeboBaTb YCTPONCTBA, HE
pekoMeHOoBaHHble ana geten (Hanpumep, Daydream nnu Oculus).

. CoumanbHbie npunoxxeHus u pyHKuuun. Ecnm Bawe npunoxeHne no3BonseT
NoNb30BaTENAM OENUTLCSA UM 06MeHMBATLCA MHGOPMaLMEN, Bbl OOSKHbBI B TOYHOCTH
onucatb 3TN PYHKLMM B aHKETE [/5 NPUCBOEHUS BO3RACTHOrO orpaHnyeHus B Play
Console.

« CouuanbHble NpUIoxeHust. Iix oOCHOBHas Lenb — NPefoCTaBNSTb BO3MOXHOCTb
LENNTBCA KOHTEHTOM B CBO6OAHOM dOpMe Mim 06LaTbCa ¢ 6onblwnMMK rpynnamm
nogen. Bo Bcex coumanbHbIX NPUNOXKEHNSX, B LLENEBYIO ayaANTOPUIO KOTOPbIX BXOOSAT
L0eTu, nepep NnpefocTaBeHMEM NOJIb30BaTENSM [OCTYNa K OOMEHY KOHTEHTOM WK
MHPOPMaLMEN [OMKHbI MOKa3biBaTbCA HAMOMMHAHUS O TOM, Kak 3aWwunTuUTb cebs B
MHTEPHETE U K KaKUM pUCKaM B peasibHOM MMpPE MOXET NPUBECTN OHNMaNH-
B3aumMopgeuncTame. Kpome Toro, npexae Yem no3BondTb AeTIM 0OMEHMBATLCS IMYHOM
MHPOPMaLMen, Bbl [OMKHbI TPeH6OBaTb AENCTBUS CO CTOPOHbI B3POCIIOro.

« CoumanbHble GyHKLMU. DTO Ntobble LONONHUTENBHbIE GYHKLUN NPUOXEHNS,
NO3BONAIOLLME AENNTBCA KOHTEHTOM B CBOOOAHOM dOopMe Uim 06LaTbCa ¢ 6onbLNMN
rpynnamu nogen. Ecnu B npunoxeHnn ectb counanbHble GYHKLUN U B €r0 LeNIEBYIO
ayoUTOPUIO BXOOAT OETH, Nepen NpefoCcTaBNeHNEM Nob30BaTeNsIM JOCTYNa K
06MEHY KOHTEHTOM U MHOOPMALMEN Bbl OMKHbI MOKa3biBaTb HAMOMUHAHUS O TOM,
KaK 3aWnTUTb cebs B UHTEPHETE U K KAKUM PUCKaM B peaslbHOM MUPE MOXET
NPVBECTN OHNaNH-B3anMopencTeune. Kpome Toro, B3pOCbiM HEO6X0aUMO
NPenoCTaBMTb BO3MOXHOCTb YNPaBaTh HACTPOMKAMM COLManbHbIX GYHKLMI, B TOM
yncne BKOYaTb U OTKIOYATb UX UK BbiIBMPaTb pa3finyHble YPOBHM
bYHKLMOHANBHOCTK ANg aeTen. HakoHew, npexae YeM BKoYaTb GyHKL MM, KOTOPbIE
NO3BONISOT AETSIM OOMEHMBATBLCA NMMYHOM MHPOPMaALIMEN, Bbl BOMKHbI TpeboBaTb
L0ENCTBUS CO CTOPOHbI B3POCHOrO.

« [1ng 3TOro y BaC JOMKEH ObITb MEXAHN3M, NO3BONAOLWNN YOEANTLCS, YTO
Nonb30BaTENb He ABNAeTCs pebeHKOM, 1 He NoByXaalowWwm AeTen HEBEPHO
yKa3blBaTb CBOM BO3PACT, YTOObI Mony4YaTb 4OCTYN K pa3genam, NnpeaHa3HauYeHHbIM
05 B3pOcCHbIx (Hanpumep, Bbl MOXeTe 3anpawmnsatb PIN-kof B3pOoCnoro, naporsb,
L,aTy POXAEHMS, MOATBEPXKAEHME afpeca 3NEKTPOHHOWN NOYTbI, YAOCTOBEPEHME
NMYHOCTU C poTorpaduen, aHHbIe KPEANUTHOM KapTbl UM HOMEP COLMANbHOro
CTpaxoBaHus).

« [leTn He JOMKHbI BXOAUTL B LeneByto ayanToputo ColmanbHbIX ﬂpVIJ'IO)KeHVIVI,
OCHOBHa4 Lejlb KOTOPbIX — O6IJ.I,eHVIe C HE3HAKOMbIMW NTIOObMN. 310 MOryT ObITb YaT-
PyneTku, npunoxXxeHud on4d CBVI,D,aHVIVI, OETCKME OTKPbITbIE€ YaT-KOMHATbl U T. 0.


https://support.google.com/googleplay/android-developer/answer/9859655?visit_id=637679283344610643-1951945832&rd=1#questionnaire

8. CobniopgeHune 3akoHopaTenbcTBa. Balle npmnnoxeHne n Bce Bbi3biIBAEMbIE UK

ncrnonb3dyemblie UM APl n SDK He pomxHbl HapywaTb 3akoH CLUA O 3almTe nnMyHbIX
cBefeHun neten B uHTepHete  (COPPA), [eHepanbHbiv pernameHT EC o 3auute

nepcoHanbHbix AaHHbix  (GDPR), a Takxke gpyrve gencTsyowme 3akoHbl U NpaBua.

BoT npumepbl Hanbonee pacnpocTpPpaHEHHbIX HAPYLIEHUN:

« MpunoxeHus, KOTOPbIe PEKTaMUPYIOTCS KaK Urpbl AN [eTEN, HO Ha CaMOM Jene
NOAXOQSAT TONbKO As B3POCHbIX.

« [punoxeHuns, npumeHsowmne te AP|, KoTopble N0 CBOUM YCNOBUSAM UCMNONb30BaHNSA
3anpeLyeHbl 419 OPUEHTUPOBAHHbIX HA AETEN CEPBUCOB.

« MpunoxeHus, B KOTOPbIX ynoTpebneHne Tabaka, ankorons nnm 3anpeLleHHbIX BeLecTB
yNnOMUHAETCs B NpUBNeKaTenbHou popme.

« A3apTHbI€ UTPbl 1 UMUTUPYIOLWMNE UX MPUNTOXKEHMS.

- MpunoxeHus, cogepXaline CLueHbl HaCUNNS 1N KPOBOMPONIUTUS, a TakxXe 4pyron
LWOKNPYIOLLMIA KOHTEHT, HE NOAXOOSALWMA AN OeTEN.

« MpunoxeHus, npegHasHavYeHHble A1 3HAaKOMCTB USN cofepKalle pekoMeHnaumum
6payYHOro MM cekcyanbHOro xapakTepa.

« MpunoxeHus, cogepKaLime CChlfIKM Ha CalTbl, KOHTEHT KOTOPbIX HapyLuaeT [NpaBuna

« MprnoxeHus, B KOTOPbIX AETAM NOKA3bIBAOT peknaMy Ans B3pOChbix (Hanpumep,
CBSI3aHHYIO C HAaCUIMEM, a3aPTHbIMU UFPaMK, KOHTEHTOM CEKCYanbHOro XxapakTepa).

Peknama n MoHeTu3aLums

Ecnu Bbl MOHeTU3MpyeTe B Google Play npunoxeHue, npegHasHayeHHoe s fgeten, oHo
[,0/MKHO COOTBETCTBOBAaTb NPUBEAEHHbLIM HMXE TPeboBaHMSM B OTHOWEHUN PEKITaMbl U
MOHETU3aLUN.

31K TpeboBaHMa OTHOCATCS K NIOOOM MOHETU3ALUMM U PEKIIaMe BaLLNX N CTOPOHHMUX
NPUIOXKEHNN, NEPEKPECTHOMY NPOABVKEHMIO, MOKYMNKAM B MPUIOXEHUU U OPYTOMY
KOMMEPYECKOMY KOHTEHTY (HanpuMep, K NPOAaKT-NNencMenTy). Huyto ns
NePEYNCIEHHOrO TaKXe He [OMKHO HapyLLaTb AEUCTBYIOLWME 3aKOHbI U HOPMbI, B TOM
yncne KOpnopaTMBHbIE N OTPaCEBbIE.

KomaHnpa Google Play octaBnseTt 3a cobon NpaBo OTKNOHATb, YAaNaTb U 651I0KMPOBaTh
MPUNOXEHNS, B KOTOPbIX CIULLIKOM HaCTOMYMBO NpepnaraeTcs niaTHbI KOHTEHT.

TpeboBaHus K pekname

Ecnn B npunoxeHnn nosiBnseTcs peknama gns geten unv noib3oBaTenen, Yem Bo3pacT
Hen3BecTeH, HeobxoaMMOo:


https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/

* UCNOJIb30BaThb AJ1d NOKa3a pekKJiaMbl 3TUM JIMLLaM TOJNbKO PEKITaMHbIE SDK,_npowepuune

CaMOCTOATENbHYIO CepTUdUKALIMIO B paMkax [1porpaMmbl pekiambl B NRPUIOXEHNIX OIS
BCEWN CEMbMU;

* UCKJTIOUNTb NS TaKMX NONb30BaTENen PpeMapKeTUHT (peknamy, HanpasBieHHYo Ha
OTAENbHbIX NONb30BATENEN U 3aBUCALLYH OT UICTOPUN B3aMMOLENCTBMSA C CANTOM NN
NPUNOXEHNEM) N PEKaMy Ha OCHOBE MHTepPecoB (peknamy, HanpasBlieHHYo Ha
OTAENbHbIX NMONb30BATENEN, Ybe MOBEAEHME B MHTEPHETE COOTBETCTBYET ONPEnENeHHbIM
XapakTepucTukam);

° y6e,D,I/ITbC9I, YTO KOHTEHT B peEKJiaMe OJid Taknx Nnonb3oBaTeNen MOXHO NOKa3blBaTb
OeTaMm,

« ybeguTbCe, YTO peknamMa gis Takmx Nonb3oBaTeNen COOTBETCTBYET TPEOOBaAHUAM K
dopmaTy 06BABNEHMI ANS BCEN CEMbY;

-« obecneunTb cobnoaeHe LENCTBYIOWErO 3aKOHOAATEIbCTBA U OTPACNEBbIX
CTaHOAPTOB, KacalowWwmxcs peknaMbl gna geTen.

TpeboBaHua K popMaTam 06bSABNEHUMN

Peknama 1 cpegcTBa MOHETM3aLMN B BalEM NPUTOXEHUM HE JOMXKHbI COOepXaTb
BBOOSLLMN B 3a6ny>KAEeHNE KOHTEHT nnn 6biTb OPOPMIEHHBIMU TaknM 06pa3oMm, YTO 3TO
MOXET MPMBECTU K CyYaNHbIM KJIMKaAM CO CTOPOHbI HECOBEPLLUEHHONETHMX
nonb3oBaTenemn.

Huxxe nepeyncneHbl Npuembl, KOTOPbIE 3aNpPeLLEHO NCMOb30BAaTb B MPUNOXEHMUSX,
€0VHCTBEHHOW LEeNeBon ayanTopmen KOTOPbIX SBNKAIOTCA AETH, a TakXe Npu nokase
peknaMbl AeTIM MU NMLAM HEUM3BECTHOMO BO3pacTa B NPUNOXEHMSX, LLENEBOU
ayguTOpUEN KOTOPbIX ABNAOTCS AETU M N1La CTapLllero Bo3pacTa.

- Peknama 1 cpefactea MOHETM3aLMM, KOTOPbIE NPEpPbIBaOT PaboTy NPUMOXEHNS, B TOM
umcne 3aHMMaloT BECb 9KPaH, He NO3BONAIT HOPMasbHO UCMOSb30BaTb NMPUIOXEHKE U
HEe 3aKpPblBaOTCS ABHbIM CNOCO60M (HanpuMep, NONHOIKPaHHbIE 06bABNEHNMS, KOTORbIE
CNOXHO 3aKPbITb).

- Peknama v cpefncTBa MOHETU3ALNN, KOTOPbIE MELLAIOT HOPMASIbHOMY MCMONb30BaHNIO
NPUNOXEHNS MW UFPbl (B TOM YMCNE OOBSBIEHNS C BO3HArPaXKAeHNEM N PaspeLLEHHbIE
Nonb3oBaTeNEM 0OBABNEHMS) N KOTOPbLIE HEMb3S 3aKPbITb YEPE3 NATb CEKYHA,

- Peknama v cpefncTBa MOHETU3aLMM, KOTOPbIE HE MELLIAIOT HOPMasibHOM paboTe
NPVNOXEHUS U UTPbl, MOTYT HE 3aKPbIBaTbCs Yepes NaTb cekyHa, (Hanpumep,
BMOEOKNM CO BCTPOEHHOW peksiaMon).

« MexcTpaHnyHasa peknama u cpefcTBa MOHETM3aL MK, KOTOPbIE NOSBASIOTCS Cpa3y Nocne
3anycka npunoXeHus.

- PasmelleHne HeCKONbKMX 06bIBNEHNM Ha CTpaHuLe. Hanpumep, 0OQHOBPEMEHHbIV NOKas3
6onee ogHOro 6aHHepa nnn BUAEOOHBABNEHMS N PEKTaMHble BaHHEpPbI, KOTOPbIE


https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads

copgepXxaTt HECKOJbKO ﬂpe,D,J'IO)KeHVIVI B OOHOM MeCTE pa3MeLleHnd.

Peknama n cpegcTBa MOHETM3aLMN, KOTOPLIE COXHO OTIMYMUTbL OT KOHTEHTA
npunoxenus. Hanpumep, okHa Offerwall n gpyrvne o6bvasneHus ¢ appekTom
NPUCYTCTBUS.

icnonb3oBaHWe WOoKOoBOro adpdekTa nmn TakTUK 3MOLMOHANIbHOrO MaHMMYNMPOBAHWS,
4TO6bLI MPOBOLMPOBATL NONb30BaTENEN HA NPOCMOTP 0OBABNEHUI U NOKYNKY B
NPUNOXEHUN.

Beogswme B 3abnyxaeHrne o6bsaBeHs, KOTOpble 3aCTaBSAOT NOb30BaTENS
nepexonuTb MO CChISIkaM C MOMOLLbI KHOMKM "3aKkpbIiTh", OTKPbIBAKOLWEN Apyroe
00BbSABNEHME, NN BHE3AMHOIO NOAB/IEHNS B TEX YACTAX 9KpPaHa, Ha KOTOpPbIE
nonb3oBaTeNb 0ObIYHO HAaXMMAET ANg [OCTyna K APYrMM GyHKLNSM NPUNOXKEHUS.

OTCyTCTBME YETKOro YKa3aHUsi Ha Pasfinuns Mexay BUpTyasrbHOW BaNOTOM U peasibHbIMK
LEeHbramu nNpu NOKynkax B NPUAOXKEHUN.

BoT npumepbl Hanbonee pacnpoCTpPaHEHHbIX HAPYLIEHUN:

- Peknama v aneMeHTbl MOHETU3aLUK, KOTOPbIE NEPEMELLAIOTCS MO 3KPaHY, YTOObI X

Henb3s HbI10 3aKPbITh.

« Peknama 1 anemMeHTbl MOHEeTM3auum, KOTOpPbIE HEJIb34 3aKpPbITb YEPEI NATb CEKYH[, C
MOMEHTa X NogBNIEHNSA:

FISH WORLD

=/ Pick a fish to earn 100 stars




« PeknamMa n anemMeHTbl MOHETMU3aLuu, KOTOpPbIE 3aHMMAKOT 6OJ'IbLIJy}O 4YaCTb 3KpaHa ”

KOTOpPblE TPYAHO 3aKpblTb N3-3a OTCYTCTBUA CneynalibHbIX KHOMOK.
3 © .4 B 10:00

Apps from GrooveeGames
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DOWNLOAD NOW!

° BaHHepr C HECKONbKUMM 0OBABNEHMNAMM.
3 © .4 B 10:00

= Count the Droids :
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» Peknama 1 anemMeHThl MOHETU3auUnn, KOTOPbIE MOXXHO MNPUHATb 38 KOHTEHT MPUJTOXXEHUA.
2D ¥4 W 10:00

= Count the Droids ¢

+ KHonkn, 06baBNeHna NN NHbIE 3NEMEHTbI MOHETN3aLUnn, pexknamMmmpyrowme gpyrme

npogykTbl B Google Play n npu 3TOM HEOTNMYMMbBIE OT KOHTEHTA NPUIIOXKEHUS.
300 O ¥4 B 10:00

= Count the Droids

Mpumepbl 06bSBNEHNN, KOTOPbIE HENMb3sl NOKa3biBaTb AETAM:

- HeponycTuMbI MynbTUMEAUMUHBIM KOHTEHT. Peknama cepunanos, $puUnbMoB 1
My3blKasbHbIX aNbOOMOB, HE NPefHa3HaYEHHbIX ANF OeTEN.

+ Heponyctumbie Bugeourpbl n ckaunsaemoe MO. Peknama Bugeonrp n nporpamm, He
npefHa3HaYeHHbIX oia AeTew.



- 3anpeLeHHble UK BpefaHble BewecTBa. Peknama ankorons, Tabaka, HApPKOTUYECKNX
N MCUXOTPOMHbIX BELECTB, @ Takxe NobbIX OpYyrnx BEWeCTB, KOTOPble MOTyT NPMHOCUTb
BPEL 340PO0BbIO.

« AsapTHble urpbl. Peknama azapTHbIX Urp, TOTANM3aTOPOB, a TakXe NobbIX Apyrmux
[AEHEXHbIX COPEBHOBAHUN UMW KOHKYPCOB, B TOM YMCe TeX, FAe Nofb30BaTeNnam He
HY>XHO NNaTUTb, YTOObI NPUHATbL yYacTue.

- KOHTeHT png B3pocnbix U1 MaTepuarnbl CeKcyanbHOro xapakrepa. Peknama c
3POTUYECKMM, HEMPUCTONHBIM COAEPXAHMEM U MaTepuanaMmm s B3POCHbIX.

- 3HaKoMCTBa U OTHOWweHus. Peknama canToB 3HaKOMCTB.

- Hacunue. Peknama, cogepxalyass OTKPOBEHHbIE CLLEHbI HACUNSA UK [pyrue
n3obpaxeHus, Henoaxoaswme ons geTen.

PeknamHbie SDK

Mpw pasmeLleHnn pekaMbl B MPUIOXEHUN, NPEAHAa3HAYEHHOM TONbKO A1a AeTew,
HeobXxo4ANMO MCNONb30BaTh UCKNIOYMTENBHO Bepcun peknamHbix SDK, npowepune

CaMOCTOATE/IbHYO CERTUDMKALIMIO B PAMKax Halen nporpamMmmel . Ecnu npunoxexne
pPacCUYMTaHO KaK Ha JeTeu, Tak U Ha B3POCHIbIX, Bbl [OKHbI NPeAyCMOTPETb NPOBEPKY
BO3pacTa nonb3oBaTens (Hanpumep, C NOMOLLbIO HENMTPRANBHOrO BO3RACTHOrO hunstpa )
n ybepuTbCs, UTO Aetr 6yayT BUOETb TONbKO Te 06bABNEHMS, O KOTOPbIX
NCNONb30BanuCb Bepcumn peknamHbix SDK, npoweglmne caMoCToATeNbHYIO cepTudmkaumto
B paMkax nporpammbl Google Play.

MoppobHyto MHPopmaLunto 06 3TUx TpeboBaHMAX Bbl HAUAETE HA CTPAHULE C NpaBuIamMu
[MporpamMmbl CaMOCTOSATENbHOW CEPTUDMKALMU RekNaMHbiX SDK B MPUIOXEHUIX A9 BCEU
cembu . [TOCMOTPETb TEKYLMM CINCOK BEPCUM peKnamMHbix SDK, KoTopble npoLwnm
CaMOCTOSATESNbHYIO CePTUPUKALNIO, MOXHO 3[ECb

Ecnu Bbl ucnonbadyete cepeuc AdMob, yTouyHnTe nHPopMaLmio No paboTe ¢ HUM B
CnpaBoYHOM LIEHTPE

Bbl LOMKHbI CaMOCTOSATENBHO NPOBEPSATb, COOTBETCTBYET /1N BalLe NPUIIOXKEHNE
TpeboBaHMAM K pekaMe, NoKyMnKam B NPUIOXEHUN N KOMMEPYECKOMY KOHTEHTY. YTOUHUTE
LEVCTBYIOLWME NpaBuia y CBOMX NOCTABLMKOB peknaMHbIx SDK.

MNpaBuna MNporpamMmMbl caMOCTOATENbHOU CEPTUPUKALMN PEKITAMHbIX
SDK B npuno>eHusix gris BCeEU ceMbMu

Mbl XOTUM caenatb ucnosb3oBaHue nnatdopmbl Google Play 6e3onacHbiM ong geten un
BCEN CeEMbM. B YaCTHOCTM, Mbl CTPEMMMCS 3aLLMLLATb IMYHbIE fAHHbIE
HEeCOBEPLUEHHOMNETHUX 1 NOKa3blBaTb MM TONbKO T€ 0OBABNEHMS, KOTOPbIE MPEeAHA3HAYEHDI
N8 X BO3pacTHOW rpynnbl. Mbl Tpebyem oT pa3paboTumkoB nnatdopM Megmaumnm n
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peknaMHbix SDK caMOCTOSITENIbHO NOATBEPXKAATb, YTO UX PELLEHUS NOOAXOQAT AN AEeTEN U

COOTBETCTBYIOT [1paBuaam NROrpamMmbl oas pa3paboTymkoB npunoxeHnn B Google Play
N NpaBunamM nporpammsl "MpunoxeHns oas Bcen cembun” , B TOM Ymcne TpeboBaHmam

[porpammbl camocToaTeNbHOW CepTUdUKaLMM peknamHbix SDK B NpUAOXKEHNUAX Ans BCel

ceEMbMA

OTa nporpaMMa noMoraeT pa3paboTunkaM onpeaenstb, Kakne peknamHbole SDK u
nnatdopmbl MeanaL N MNPOLIM CaMOCTOATENBbHYIO CeEPTUOUKALMIO N MOTYT
NCMNONb30BaTbCS B NPUNOXEHUAX, pa3paboTaHHbIX CneunanbHO ons oeTen.

NckaxeHune dakToB 0 cBoeM SDK, B TOM uncre B 3ag9BKe Ha y4acTue , MOXET NPUBECTU K

ypaneHuto SDK 13 MNporpammel camocTosTenbHon ceptudumkanmm peknamHoix SDK B
NPUNOXEHNIX ANS BCEN CEMbU UNN ero 6nokMpoBke, NO3TOMY YbeamTeCh, YTO Bbl
npepocTaBngeTe TOYHYIO MHPOPMaLUIO.

TpeboBaHus

SDK 1 nnatdopmbl MegnaLmm, 0b6Cny>xmBatroLme NpunoxXeHus, KOTopble y4acTBYIOT B
nporpamme "[ns BCen ceMbun”, OOMKHbI OTBEYATb NpaBunam gns paspabortumkos Google
Play, B TOM uncne npmBeneHHbIM HUXe. HecooTBeTcTBME ntobomy na TpeboBaHm MOXET
npuBecTu K yaganennto SDK nnu nnatopmbl Megunanmm na Nporpammbl CaMOCTOATENbHOM
cepTudmrkaunm peknamHbix SDK B NpunoxeHusIxX ons BCen CEMbU Um 610KNpoBKe
L,0CTyNa K 3TOW NporpamMmme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, YTOObI B Bawwmnx SDK 1 Ha nnatdopmax meguaumm
BbINOJIHANNCH yKa3aHHble TpeboBaHMa. O3HAKOMbLTECH C [1paBunamu NporpaMmel Ana

pa3paboTumkoB npunoxeHunn B Google Play, npaBunamu nporpammsl "MpunoxexHusa ana

BCen cembun” 1 TpeboBaHMaMHM [TpOrpamMMbl CaAMOCTOSATENIbHOW CEPTUDMKALIMM REKITAMHbIX

SDK B NpuaoXeHusax ang BCeW CEMbM.

1. Copep)xaHue obbaBneHus. Ecnuv Balwmn 06baBneHNs [OCTYMNHbI AETIM, X COpepXaHme
L,O0MKHO COOTBETCTBOBATb BO3PACTHbIM OrPaHMYEHUSM.

+ Bam HeobxoguMmo: 1) oaTb onpeaeneHne HexenaTtebHbIM 06bABNEHNIM 1
noBeOeHuto; 2) 3anpeTuTb X B YCIIOBMSIX UCNOMb30BaHUS unn npasunax SDK nnu
nnatdopmbl. OnpepeneHns OMmKHbl COOTBETCTBOBATL [1paBuaam nporpamMmbl oasa

pa3paboTumkoB npunoxerHunn B Google Play.

« Obs3aTenbHO BbibepuTe Cnocob, ¢ NOMOLLBIO KOTOPOro Bbl ByaeTe npucBanBaTth
06BABNEHNIM BO3PACTHbIE OrpaHNYeHns. HeobxoanmMo HaCTPOUTbL HE MEHee OBYX
kaTeropuu: “Ons Bcex" u "OAnsa B3pocnbix". BO3paCTHble OrpaHNYeHNs LOMXKHbI
NprMcBanBaTbCs NO TOW Xe cucTeme, KoTopyto Google npenocTaBngeT NoCTaBLWMKam
SDK nocne 3anofHeHuns cnewmanbHon GopMmbl
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Ecnn ona nokasa peknambl AETSM UCMNOJb3YeTCH Ha3HaYeHMe CTaBOK B peasibHOM
BpeMeHu, 0693aTenbHO yoegumTech, YTO KpeaTuBbl MPOBEPEHbI U COOTBETCTBYIOT BCEM

TpeboBaHMAM BbiLLE.

« Y Bac Takxe fonxeH 6biTb CNocob BU3YyanbHON MAEHTUGUKALUM KPEeaTUBOB, KOTOPbIN

0603HavYaeT NX NPUHAANEXHOCTb K BalleMY MHBEHTAPIO, HAaNPUMepP BOASHOM 3HAK C
NOroTMMNOM Ballen KOMMaHUMN.

2. ®opmMaT 06bABNEHUs. Heobxoanmo, 4Tobbl BCce 06BbABNEHMS, KOTOPbIE BUAHbI AETAM,
COOTBETCTBOBaNM TpeboBaHUAM K dopMaTy 06bABNEHMI ONg BCEN CeMbW. Bbl LOMKHbI
obecneunTb pa3paboTunkaM BO3MOXHOCTb BbibupaTtb ¢opmMaThl, OTBEYaOWME
npasmnam nporpammel Google Play "MpunoxexHnsa ans Bcen cembu’,

Peknama He [OMKHa COAEePXXaTb BBOASALWNN B 3ab1y>XAEHNE KOHTEHT UMN 3NIEMEHTD,
KOTOpbIE MOTYT MPUBECTM K Cly4YalHbIM KJIMKAM CO CTOPOHbI HECOBEPLUEHHONETHUX
nonb3oBatenen. Ctoga OTHOCATCS O6bSBEHMS, KOTOPbIE 3aCTaBNSAIOT NOb30BaTENEN
NepexonuTb MO CCbINIKaM C MOMOLLbIO KHOMKM "3akpbiTh", OTKPbIBAKOLWEN OpYyroe
0ObSBEHME, NIV BHE3AMHOIO NOSBIIEHMS B TEX YACTIX 3KPaHa, Ha KOTopble
nonb3oBaTeNy 06bIYHO HAXUMAIOT ANa AOCTYNa K APYrUM QYHKLMAM MPUITOXEHMSI.
HeponycTrMa n3bbiTouHas peknama, B TOM YNCE 31IEMEHTbI, KOTOPbIE 3aHUMaIOT

BECb 3KPaH, HE NO3BONAIOT HOPMAJIbHO UCMONb30BaTb NPUNOXEHME N HE
3aKpbIBAKOTCS ABHBIM CMOCOOOM, HaNnpUMep NONHO3KPAaHHbIE 0ObABAEHMS, KOTORbIE

CNOXHO 3aKPbITb.

Ong 06baBNEHN, KOTOPbIE MELWAKT HOPMAaJIbHOW paboTe NPUNOXEHUS N UTPbI,
HeobxoamMo 0o6aBUTb BO3MOXHOCTb 3aKpPbITb MX Yepe3 5 CeKyHp,

3anpelLLeHo pasMelleHne HECKONbKNX 06BSBNEHNIN Ha CTpaHuue. Hanpumep,
OfHOBPEMEHHbIN Noka3 6onee ogHoro 6aHHepa U BUAEOOOBSABNEHNS U PEKITAMHbIE
H6aHHepbl, KOTOPbIE COAEPXAT HECKOMNbKO NPEeasioXEHNA B O4GHOM MECTE Pa3MELLEHMSI.

PeknaMa [ofHa SBHO OTNIMYATLCS OT KOHTEeHTa npunoxeHus. OkHa Offerwall n
06baBneHMs ¢ 9PPEKTOM NPUCYTCTBUSA, KOTOPbIE HECOBEPLIEHHONETHUI
NONb30BaTENb HE MOCUYMTAET PEKTAMOW, 3aNpPELLEHbI.

B 06baBNEHMsIX HENB3S UCMOMNb30BATh LWOKOBbIM 3PPEKT MM TaKTUKM
3SMOLMOHANbHOIO MaHUMYNMPOBaHWUS, YTOObI NPOBOLMPOBATbL NOML30BAaTENEN Ha
NPOCMOTP pPeKnaMbl NN NOKYNKY B MPUNOXEHUN.

3. Peknama Ha OCHOBE MHTEPECOB UNn pemMapkeTuHr. Obg3aTenbHO y6eamTech, YTo
06bABNEHNS, KOTOPbIE BUAHbI AETAM, HE OCHOBaHbl Ha UX MHTEpecax (T. €. He
HanpaB/ieHbl Ha OTAENbHbIX NOb30BaTENEN, Ybe NOBEAEHNE B UHTEPHETE
COOTBETCTBYET ONpPeAeneHHbIM XapakTePUCTMKaM) U HE NOKa3biBalTCA C
MCMONIb30BaHMEM PEMAaPKETUHTIA (T. €. HE HanpaBeHbl Ha OTOENbHbIX NONb30BaTENEN B
3aBMCUMOCTU OT UCTOPUM B3aUMOLENCTBUSA C CAUTOM UIN MPUNTOXKEHUEM).
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4. PaboTa ¢ gaHHbIMU. Kak nocTtaBwmk SDK, Bbl 0693aHbl 0OBACHUTb MONb30BaTENAM,
Kaknm obpa3om bygete obpabaTbiBaTb UX OAHHbIE, HANPUMEP CBEAEHMS C YCTPONCTB.
Obs3aTenbHO coobumTe, Kak 1 gns yero SDK 6yaeT Mcnonb3oBaTh M COBMpPaTb faHHble,
a TakXe nony4aTtb U NPefaoCcTaBnsaTb K HUM focCTyn. NpUMeHATb MHOPMaLUIO B LLENsX, O
KOTOpPbIX Bbl HE 3asBUNM, 3anpeLLeHo. 3T npaeuna Google Play pononHstoT
TpeboBaHMS OENCTBYIOLEro 3aKOHOA4ATENbCTBA O KOHPUAEHLUMANBHOCTU U 3aLLmTe
OaHHbIX. Ecnn Bale npunoxeHne cobupaeT Kakyr-nmbo NnYHY 1 KOHOUAEHLNAbHYO
vHbopMaL Mo feten, Bol 0683aHbl COOOWMTL 06 3TOM B iBHOM popme. K
KoHdUAEHLMaNbHOM MHOPMaLUN AeTeN, MOMMMO NPOYEro, OTHOCSATCS YUYETHbIE
[aHHble, AaHHble C MUKPODOHa M KaMepbl, CBEAEHNS Ha YCTPONCTBE, MAEHTUPUKATOP
Android n paHHble 06 UCNONb30BaHUN OOBABIEHUMN.

« BaM Heobxognmo paspewnTb paspaboTumnkam 3anpallrBaTh NOKa3 0OBABNEHWUMN,
OPUEHTMPOBAHHbBIX Ha AeTen (B onpepeneHHbIX NPUNOXEHUSX NN B KaXA0M
KOHKPETHOM chny4yae). YoeouTech, YTO KOHTEHT B OOBbSIBNEHMAX HE HapyLLaeT
LEVCTBYOLLEE 3aKOHOA,ATENBbCTBO, HanpmMep 3akoH CLUA "O 3aumte NnYHbIx
cBeneHun neten B uHTepHeTe" (COPPA)  u [eHepanbHbi pernamenT EC o 3auute
rnepcoHasnbHbIX AaHHbIX (GDPR)

« Kpome Toro, B peknaMHbix SDK, KOTOpble MCMONb3YOTCA Ha pecypcax ana aeten,
HY>XHO OTK/IOYNTb NEPCOHANN3NPOBAHHYIO PekiaMy, 0ObsIBNIEHMS Ha OCHOBE
WHTEPECOB U PEMAPKETUHT.

« Ecnn ong nokasa peknambl OETIM UCMONb3yeTCsd HadHaYeHne CTaBOK B peasibHOM
BPEMEHN, ybeomTech, YTO y4aCTHMKAM ayKLMOHA MPUCBANBAOTCA MHANKATOPSI
KOHOUOEHUMANbHOCTU.

« MpunoxeHunsa He pomxHbl nepegasatb AAID, cepuiHbin HoMep SIM-kapTbl 1 cOOpKY,
BSSID, MAC-agpec, SSID, IMEI-kog v Homep IMSI, 3anpoLueHHbIn y aeten u
nonb3oBaTeneun, Yem BO3pacT HEM3BECTEH.

5. Mnatdopmbl Mepgunaumu. NMpun Nnokase peknambl 4ETIM:

- CnepyeT NpUMEHSTb TONbKO peknamMHble SDK, npolweawme caMmoCTOSTENbHYIO
cepTudMKaumnio 4Nng UCNONb30BaHUS B MPUTOXEHUSX AN BCEN CEMbW, U NPUHUMATb
Mepbl 3alUTbl, FAPaAHTUPYIOLWNE, YTO BCe 0OBABNEHMS Ha NnaTopme MeguaLmnm
6ynyT COOTBETCTBOBAaTb 3TUM TPebOBaHUSM.

+ Heobxoanmo nepenaBaTb UHPOPMALIMIO O BO3PACTHBIX OrPaHNYEHNax ang
PEKNTAMHOTO KOHTEHTA M O TOM, YTO Pecypc NpeaHasHaueH ansd geTen.

6. CamocToaTenbHas ceptuduKkaLmusa nu COoTBETCTBME NpaBunam. Bbl JONXKHbI
npepoctaBnTb Google Bce HeobxoauMmble CBeAEHMS, B YaCTHOCTU 0O0O3HAYEHHbBIE B
cneumanbHon ¢opme , YTobbl NOQTBEPANTL COOTBETCTBME peknamHoro SDK BceM
TpeboBaHMAM K CaMOCTOSATENIbHOW cepTudumKaunn. MoMMMO NPoYEro, BaM HYyXHO:
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+ [06aBNTb JOKYMEHTbI HA @HIMTMNCKOM S3bIKE: YCIIOBUS MCNOJIb30BaHMS, NONNTUKY
KOHOMOEHUManbHOCTM U PYKOBOACTBO MO MHTerpauuu sawero SDK nnu nnatgopmbl
Mefguaunm.

« MpenocTaBnTb TECTOBbLIVM BaRUAHT NPUNOXKEHNS C NOCNEeQHEN BEPCUEN PEKITAMHOIO
SDK, cooTBeTcTBYtOWEN TPEOOBaHMAM. Takoe NPUNOXEHME AOMKHO NPeacTaBnsaTh
cobon NoNHOCTLIO cObpaHHbIN ncnonHaemblt APK-dann gnsa Android, ncnonb3syrowmm
BCE PyHKUMM yKa3aHHOro SDK. Heobxogmmo, 4Tobbl TECTOBOE NPUIOXEHME:

+ 6b110 OTNPABNEHO HaM B BMAE NOJTHOCTbIO cobpaHHOro ncnonHsemoro APK-dainna
nns cmaptdoHoB ¢ OC Android;

* MCMNONb30Baso peknamHbii SDK nocnegHen BbiNyWwWEeHHOW UKW rOTOBALENCS K
BbIMYCKY BEPCUM, COOTBETCTBYOWMIM npaBunam Google Play;

* 3apencTBoBasno Bce GpyHKUUM peknamHoro SDK, B TOM ymcne oTnpaBKy 3anpoCcoB
015 NONy4YeHUs 1 Nokasa 06baBNeHUI;

* MO 3anpocy NPefoCTaBnANo MNOSHbIN JOCTYN KO BCEMY PEKIIaMHOMY UHBEHTAPIO,
KOTOPbIV NMOKa3blBAETCS NONb30BATEN!O;

* HE OrpaHmnymBasno gocTtyn B 3aBUCUMOCTUN OT MECTONMOJIOXXEHWA,;

* MO3BONANO ONPEAENsATb BO3PACT Nonb3oBaTeNnen U nokasblBaTb KpeaTuBbl U3
NHBEHTapPS, NOAXOAALWEro A1 KOHKPETHON BO3PaCTHOM rpynnbl (ecnu Baw
MHBEHTapb NpeaHa3Ha4YeH ans nonb3oBaTenen BCex BO3PacToB);

* NMOKa3bIBasio BCe 0OBSABIIEHNS U3 BalIero MHBEHTaps (koraa HeMTPasbHbIN
BO3PACTHOM GUIBTP OTKITOYEH).

7. Bbl 06513aHbl CBOEBPEMEHHO OTBEYATb Ha N0ObIE NOcnepyoLme 3anpochl MHGOpPMaL MM
N CaMOCTOATENbHO CEePTUDULIMPOBATL  KaXayto OTAPaBEHHYIO BEPCUIO Ha
CcooTBEeTCTBUE nocneaHUM MpaBunam Nporpammsl ana pa3paboTyMKoB NPUIOXKEHUN B
Google Play, Bkntouas TpeboBaHMsa K MPUIOXKEHVSM ONF BCEWN CEMbU.

8. Opupguueckmne TpeboBaHusa. PeknamHble SDK, npolweplune caMoCTOATENbHYIO
cepTuduMKaumio 4Ng UCNONb30BaHUS B MPUIOXEHUIX AN1F BCEN CEMbW, HEOBXOQUMO
NPUMEHATL A9 Noka3a 06bsSBNEHNN B COOTBETCTBMM CO BCEMU 3aKOHAMM U
MONOXEHMSIMU OTHOCUTENBHO AETEW, KaCaloWnMNCs nagatenen.

+ Bawwn SDK v nnatdpopMbl Megmaumm He fomKHbl HapywaTtb 3akoH CLUA O 3awute
NWYHbIX cBepeHun neten B uHtepHete  (COPPA), leHepanbHbi pernameHnT EC o
3aluMTe nepcoHanbHbix AaHHblx  (GDPR), a Takxe gpyrne oencTByolmMe 3akoHbl 1
npasuna.

lNpumMevaHue. lNoHATHE "0eTn" MOXET TpaKTOBaTbCH NO-Pa3HOMY B 3aBUCUMOCTH OT
CTpaHbl 1 cuTyaummn. Ytobbl y3HaTb, Kakme BO3PaCTHbIE OrPaHUYEHNS MPUMEHSIOTCS K
BaLLEMY MPUSIOXKEHMIO U Kakne 06593aTenbCTBa Bbl AOMKHbBI cCObnoaaTh,
NMPOKOHCYNbTUPYUTECH C IOPUCTOM. VIMEHHO pa3paboTunku, 3HaKOWME CBOWN MPOAYKThI


https://support.google.com/googleplay/android-developer/answer/9536665
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679

nyylie BCeX, NOMOratT HaM fenaTb npunoxeHus B Google Play 6e3onacHbiMu gns
BCEWN CEMbM.

Bonee nogpobHyto MHPopMaLmio O TPeboBaHUSAX Bbl HAMAETE Ha CTPAHULE C NpaBuiamMm
[porpaMMbl CaMOCTOATENIbHOW CeRpTUbUKALINN peknaMHbix SDK B NpUAOXEHWSX A0S BCEY

CeMbM.

KoHTponb 3a cobnogeHnemM npasus

Nyywe nsberatb HaPYLLEHNIN, YEM YCTPaHSATb MX. ECnn e npobnema yxxe BO3HMKIA, Mbl
XOTUM, YTOBbI Pa3pPaboTUMKM MOHMMANN, KaK UCMPaBUTb CBOU NPUIOXEHUS U MPUBECTUN UX
B COOTBETCTBUE C HALIMMM npaBuiamn. Mpn 06HaRYXKEHUN HARYLIEHU U
BO3HWMKHOBEHMM BOMPOCOB O HAPYLWEeHUM  coobwumTe Ham 06 3TOM.

Cdepa gencraeums npasBu

9T npaBuna pacnpocTpaHaloTCs Ha Ntobble MaTepuansl (BKtoYas peknamy u
NONb30BaTENbCKMI KOHTEHT), KOTOPbIE COQEPXMT UM NOKA3bIBAET BaLLe NPUSIOXEHME
nM60o Ha KOTOPbIE OHO CChITAETCS, a Takxke Ha 0bLWefoCTYNHY0 MHGOPMALMIO B BalLEM
aKkkayHTe paspaboTtumka Google Play (Bkntouas Balle UMs U LeNIeByO CTPaHWLYy CanTa).

3anpeLlieHo nybnmMkoBaTb NPUIOXEHWS, KOTOPbIe MO3BONAIOT yCTaHABNNBATL Apyrue
npunoxeHus. Ecnv Bawm npunoxeHuns obecneunsatoT OCTYN K fPYrMM MPUIOXEHNSM,
urpam unm MO 6e3 ycTaHOBKYW, B TOM uncne K GYHKLMSAM, NPEROCTaBEHHbIM TPETbUMU
NLaMK, Bbl OOMKHbI FAPAHTMPOBATb, YTO BECb KOHTEHT, K KOTOPOMY MPUIOXEHUS
npenocTaBngloT AOCTYN, COOTBETCTBYET npasunam Google Play. Takvue npunoxeHns MoryT
nopBepraTbCca AONOSIHUTENbHOM NPOBEpKe Ha cobnogeHne npasui.

B npaBurnax ncnonb3ytoTcs Te Xe TePMUHbI, YTo 1 B CornalieHnm 0 pacnpoCTRaHeHNN

MpPOrpamMMmHbIX NPOAYKTOB. Balwe npunoxeHne 06493aHO COOTBETCTBOBATb TPeboBaHMNAM
npaBun 1 COrnalweHuns, a Takxke UMeTb PENTUHT B COOTBETCTBUMN C HaLLEN CUCTEMOM
BO3PRACTHbIX OTRaHUYEHUN.

3anpelyeHo nybnnkoBaTb NPUIOXEHMS, MOAPbIBAOLLME [OBEPUE NONb30BaTENEN K
akocucteme Google Play. NpuH1Mas peweHne o nybnukauunmn npunoxexHmn B Google Play,
Mbl YUnTbiBaeM psig, $akTopoB, B TOM YMC/ie BEPOSTHOCTb BPEAOHOCHOMO NOBEAEHNS UMK
3noynoTtpebneHns. BeposTHOCTb 3110ynoTpebneHns OLEeHNBAETCS Ha OCHOBE PasfiMYHbIX
CBELEHMI, BKNKOYAs NCTOPUIO HapyLWeEHNN, Xanobbl Ha NPUNOXeHMe 1 pa3paboTunka,
OT3blBbl NMOSIb30BATENEN, @ TAKXKE MCMONb30BaHNE NONYNsPHbIX 6PEHA0B, NEPCOHAXEN U
APYyrnx o6bekToB.

Kak aTo paboTtaet


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/answer/11044265
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/188189
https://support.google.com/googleplay/android-developer/answer/188189

Google Play 3awmTta npoBepseT NpUIOXeHNs BO BPEMS YCTAHOBKM, a Takxe
nepuoanyeckn CKaHMpyeT Balle YCTPOUCTBO. Ecnn ByneT obHapy>XeHO NOTEeHLUMaNbHO
OnacHoe NPUIoXeHne, CEPBUC:

- OTnpaBuT BaM yBegoMeHne. Ytobbl 3aWmnTuTh CBOE YCTPOMUCTBO, HAXXMUTE Ha
yBefoMIIeHNE 1 BbibepuTe "Yoanutb".

- 3abnokmMpyeT NpUNOXeHne, ecnv Bbl €ro He yganuTe.

« Ypanut NPUNoXeHne. Yauwle Bcero onacHole NPUNOXEHUA YOanAaloTCd aBTOMaTU4YECKN,
nocne 4yero nogendeTcd yBegomMmineHmne 06 aTOM.

3awmTa ot BpegoHocHoro NO

YT106bI 3alLMLLEaTh BAC OT BPEAOHOCHOrO CTOPOHHEro MO, MOLEHHUYECKMX CaNTOB U
apyrux yrpos, Google MoxeT nonyyaTb CBeOEeHUS O:

* CEeTeBbIX NOAK/OYEHMSIX BaLlLEro yCTPOUCTB;
e MoTeHuuanbHO onacHbiX URL;

* npunoxeHusx n3 Google Play n CTOPOHHMX NCTOYHMKOB, YCTAHOBNEHHbIX HA BaLLEM
YCTPOWCTBE, a Takxe 00 onepaLnoHHON CUCTEME.

Ecnu npunoxeHune nnu URL nokaxeTcs HaM NoJo3puTeNbHbIM, Bbl MNOyYnUTE
npegynpexaeHne. Mol octaBnsgem 3a cobon npaBo 61OKMPOBaTb U yaanaTb NPUIIOXKEHNS
nnn URL, KOTOpble MOryT HaHECTW Bpepn, yCTPOUCTBY, [aHHbIM UM NONb30BATENHO.

Bbl MOXETE OTKNIOUNTL HEKOTOPbIE GYHKLNN 3aLWNTbl B HACTPOMKAX YCTPOMUCTBA, HO
Google no-npexHemy byaeT nonyyaTb CBEAEHUS O NPUNOXEHUSIX, YCTAHOBIIEHHbIX Yepes
Google Play. MprnoxeHnsa n3 CTOPOHHUX NCTOYHMKOB BCE PaBHO OyayT NPOBEPATHCS, XOTS
nHpopmaLmsa 0 H1X He ByaeT oTnpasBnsaTbea B Google.

Kak pa6oTaloT onoBelieHUs 0 HapyLeHUaX KOHPUAEeHLNanbHOCTH

Ecnu mbl yaanum n3 Google Play npunoxeHne, KOTopoe MOXeT NOoNyYmTb [OCTYN K BalUMM
NepCcoHasbHbIM JaHHbIM, Bbl MONyYnTE YBEOAOMIIEHME 00 3TOM U CMOXETE yaanuTb
NPWNOXEHNE C YCTPOUCTBA.

KoHTponb 3a cobnogeHnem npasurn

MpoBepss KOHTEHT N akKayHTbl Ha NpeaMeT HapyLlWeHNs 3aKOHOAaTENbCTBa UM HaLUMX
npaBu, Mbl NPUHMMAEM PELLEHME Ha OCHOBE pPasfiMyHon nHdopMaumm. MoMnuMo npouero,
K HEM OTHOCATCA MeTafaHHble NPUIoXeHUs (HanpruMep, ero HasBaHUe 1 ONucaHue),
bYHKLUM NPUNOXEHUS U CTOPOHHUI KOf, B HEM, CBeeHNs 06 akkayHTe (Hanpumep,
NCTOPUS HapyLUEHMS NMPaBu), Pe3yNbTaTbl HaWKX NPOLLSIbIX NPOBEPOK 1, eCni
NPUMEHMMO, Apyras nHbopmaLms, NoNyYeHHas Yyepes MexaHn3ambl 4 OTNpPaBKM Xanoo.



Bbl 06513aHbI y6eanTbcs, 4To ntobon CTopoHHMM Kog, (Hanpumep, SDK) B Ballem
NPUNOXEHNN U OTHOCALLMECS K STOMY MPUNOXEHMIO NPOLECCh 06paboTKMN AaHHbIX Ha
CTOPOHE co3pgaTens koga COOTBETCTBYIOT BCeM [1paBunam nporpammsbl ans
pa3paboTunkoB npunoxeHun B Google Play.

Ecnu Bale npunoxeHne nnm akkayHT pa3paboTumka HapywaeT Kakme-nmbo Hawm
npaeuna, Mbl NPMMEM COOTBETCTBYIOLWWME MEPbI, ONMMCaHHbIE HMXE. Mbl NPefOoCTaBNM BaM
NHGOPMALMIO O CBOMX AEUCTBUSAX MO 3NEKTPOHHOW NOYTE, a TakXKe COobL MM, KaK NoaaThb
anennsuunio, eCnv Bbl CYMTaETE, YTO Npomn3oLwna owmnbka.

ObpaTtuTe BHMMaHWE, YTO NPY yoaneHun unm oTnpaBke NpeaynpexneHns MoryT
YKa3bIBaTbCS HE BCE HapYLIEHWNS, OBOHAPY>XEHHbIE B BalleM akkayHTe, NMPUIOXEHUN UK
KaTanore npunoxeHnn. PaspaboTunkmn 06g3aHbl CaMn YCTPAHUTb OCTalbHble HAPYLIEHWS U
NPOBEPUTbL CBOW KOHTEHT Ha COOTBETCTBME HALWMM NpaBuiam. Ecnu Bbl He ycTpaHuTe
HapyLLEeHNS B akkayHTe N BCEX CBOUX NMPUIIOXKEHUSX, Mbl MOXEM NPUHATb SOMNONHUTENbHbIE
NPUHYANTENbHbIE MEPbI.

[MOBTOPHbIE UM CEPbE3HbIE HAPYLUEHMS 3TUX NpaBun (HanpMMep, MOLEHHMYECTBO UMK
pa3melLeHne BpenoHocHoro MO) nnun HapyweHne CornaleHns 0 PacnpPOCTRaHEHNUN

OpOorpaMMHbIX NPOAOYKTOB npmBeneT K yaaneHMto JIMYHOIro akkayHTa UJin CBA3aHHbIX C

HUM aKKayHTOB pa3paboTumka Google Play.

[MpyHYyanTENbHbIE MEPDI

MpvHyauTenbHble Mepbl MOTYT MMETb Pa3Hble NOCNeaCcTBMS A8 BalUMX NPUIOXEHMI. 3a
NPOBEPKY NPUSIOXEHUI N KOHTEHTA B HUX, BbISBIEHNE N OLEHKY MaTePUasioB, KOTOpble
HapyLatoT HaLWKW NpaBua 1 NPUYNHSIOT BPe NoSib30BaTeNsM, a TakXe 9KocUcteMe
Google Play B uenom, B Google oTBeyatoT KaK ntogn, Tak 1 aBTOMaTU3NPOBaHHbIE
cucTeMbl. [locnegHne NO3BONSIOT HaM HaxoauTb Honblue HapyweHun 1 bbicTpee
aHaNM3MpPOoBaTb NOTEHLMAIbHbIE NPOBEMbI, YTO, B CBOIO OYEpeqb, MOMoraeT
obecneunBaTb 6e3onacHocTb Google Play. ABTOMaTn3npoBaHHble cUCTEMbI NGO yoanaioT
KOHTEHT, HapYyLLaoLWmMIM NpaBmna, 60 NepenatoT ero NOArOTOBIIEHHBIM OrNepaTopam U
aHanuTuKaM, ecnu TpebyeTcs bonee TwaTesbHas NPoOBepKa UM NOHMMaHME KOHTEKCTa.
PeaynbTaTbl NPOBEPOK BPYYHYIO 3aTEM MCMOSb3YOTCS A8 YyylleHns Mogenem
MaLUMHHOrO 0byyeHus.

Hwxe npeacTaBneHbl BO3MOXHbIE AENCTBUS CO CTOPOHbI Google Play n nx noteHumnanbHbie
nocneacTBus ois Balero NnpuioxeHus/akkayHTa paspabotumka Google Play.

ST Mepbl NPUMEHSIOTCA KO BCEM PErMoHaM, eCin He yKa3aHo nHoe. Hanpumep, ecnu
Balle NPUIOXeHNe 3abN1I0KNPOBaHO, TO OHO ByAeT HeQOCTYMNHO BO BCEX PErnoHax. YTobb
Mepbl NepecTanu 4encTBoBaTb, HY>XHO NoAaTh anennaumio U 4OXAaTbCs ee 0fobpeHns
(ecnu He yka3aHO UHOE).


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html

OTKnNoHeHune

- HoBoe npunoxeHune nnm obHoBneHne He bynet onybnukoBaHo B Google Play.

« Ecnu HoBas Bepcus NpUNoXeHus OTKIIOHEHa, NpeablayLlas ycrnewHo onybamMkoBaHHas!
BaMK Bepcus No-npexHemy byaet goctynHa B Google Play.

* Bbl COoXpaHunTe OoCTyn K CTaTUCTUKE, OUEeHKaM 1 jaHHbIM O KOJIM4YeCTBE YCTAaHOBOK
OTKJIOHEHHOIO NPUNOXEHUS.

- PenyTauwus Bawero akkayHTa pa3paboTtumka Google Play He nocTpagaer.

MprvmMeyaHune. He nbiTantTecb onybnmnkoBaTb OTKIIOHEHHOE NPUIOXEHME 3aHOBO, NOKa He
YyCTPaHUTE HapyLeHus.

YpaneHue

- MpunoxeHune, a Takxke BCe npeabiayLme ero sepcun byayT yaaneHsl n3 Google Play.
Monb3oBaTenu 6onblue He CMOTYT ero ckayaTb.

- MockonbKy npunoxeHue byneT yaaneHo, Noib30BaTeNM He CMOryT NPOCMaTpUBaTh €ro
cTpanuuy B Google Play. iHpopMaums byneT BOCCTaHOBMIEHA, €CNM Bbl 3arpy3nTe
BEPCUIO, KOTOpPasi COOTBETCTBYET NpaBusiaMm.

- MNMonb3oBaTeny MoryT NOTEPSATb BO3MOXHOCTb AeNaTb NOKYMNKN B MPUNOXEHUMN U
MCNONb30BaTb Apyrne nnaTexHbole GyHKLUK, NOKa HOBasi BEPCUS, OTBEYAKOLLas BCEM
TpeboBaHuaMm, He bygeT ogobpeHa Google Play.

* YpaneHue He CKaXeTCs Ha penyTauumn Bawero akkayHTta pa3paboTtumka Google Play.
OpHaKko ecnu yaaneHumn HECKOJIbKO, akKKayHT MOXET 6bITb 3a0110KMPOBaH.

MpvmMeyaHune. He nbiTanTecb onybnmnkoBaTb yaaneHHoe npensioxXeHne 3aHOBO, Noka He
YyCTPaHUTE HapyLleHus.

Brioknposka

- MpunoxeHune, a Takxke BCe npeabiaylme ero sepcun byayT yaaneHsl n3 Google Play.
Monb3oBaTenu 6onblue He CMOTYT ero ckavaTb.

« K 6110KMpoBKE MOryT NPUBECTUN CEPLE3HbIE N CUCTEMATMYECKME HAPYLIEHWS NPaBu, a
TaK>Xe NOBTOPHbIE OTKNOHEHMUS U yAANEHUS MPUNOXEHMS.

- MNonb3oBaTenu He CMOryT MPOCMAaTPMBAaTb CTPaHULY 3abNOKMPOBAHHOMO MPUNOXEHWS B
Google Play.

- Bbl 6onble He cmoxeTe ncnonb3oBatb APK n Habop App Bundle 3abnoknpoBaHHOro
MPUNOXEHWS.

- Monb3oBaTeny NOTepPsItOT BO3MOXHOCTb AeNaTb NOKYMNKWN B MPUNOXEHUM U UCNONb30BaTb
Lpyrue nnaTexHble GyHKUUN B HEM.



- bnokmpoBka paccmaTpuBaeTCs Kak npegynpexmneHme, KOTopoe CKasblBaeTCs Ha
penyTaunmn Balero akkayHTa pa3spabotunka Google Play. [Mocne Heckonbkmx
NPeRynpPeXaeHNA NNYHBIN aKKayHT, @ TakxXe CBA3aHHbIe C HUM akKayHTbl pa3paboTumnka
Google Play MoryT 6bITb yaaneHsi.

OrpaHquHme BUWOMNMOCTU

- BugumocTb Bawero npunoxenus B Google Play 6yneT orpaHuyeHa. Npu aToM OHO
OCTaHeTCs [OCTYMNHO NO NPSMOW CChIfIKe Ha CTpaHuLy npunoxeHus B Google Play.

« OrpaHuyeHne BUOUMOCTM He NMOBNSET Ha PenyTaLMIO Ballero akkayHTa pa3paboTymka
Google Play.

- MNonb3oBaTenu No-NpPexHeMy CMOryT NPOCMaTpPUBaTb CTPaHULYy npunoxeHus B Google
Play.

OrpaHuyeHue no peruoHy

- Bawwe npunoxeHne [OCTYNHO TONbKO nonb3osatenam Google Play n3 onpegeneHHbIx
PErMOHOB.

« OcTanbHble NPOCTO HE CMOTYT €ro HanTw.

- [Monb3oBaTenn, KOTOpblie paHee YCTaHOBUN NPUIOXEHME, CMOTYT NPOAONXaTb
MCMNONb30BaTb €ro Ha CBOEM YCTPOMCTBE, HO HE CKauMBaTb OOHOBMIEHMSI.

« OrpaHuyYeHne No PernoHy He BAUKET Ha PenyTaLMIo Ballero akkayHTa paspaboTymka
Google Play.

HanoxeHue orpaHU4YeHUM Ha aKKayHT

« HanoxwmBs orpaHnYyeHns Ha Bal akkayHT pa3paboTunka, Mbl yaanum ns Google Play Bce
NPUNOXEHNS B BalLEM KaTanore 1 3anpetvM Bam nybnnkoBaTb HOBblE UK
CywecTByloLWMe NpunoxeHus. Y Bac octaHeTcsa goctyn k Play Console.

- MNonb3oBaTenu He CMOryT NPOCMAaTPMBATb CTPaHWULbI yAaneHHbIX NpunoxexHnn B Google
Play n Baw npodunb paspaboTunka.

- Monb3oBaTenu NOTEPSIOT BO3MOXHOCTb AeNnaTb NOKYMNKN B MPUAOXEHUM U UCMONb30BaTb
Lpyrue nnaTexHble GyHKLUN.

- Bbl no-npexHemMy cMoxeTe ucnonb3osaTtb Play Console, utobbl npegocTtaBnate Google
Play ononHuTenbHy0 MHGOPMaLMIO N UBMEHATL AaHHbIE aKKayHTa.

« Bbl cMOXeTe 3aHOBO ONy6IMKOBaTb NPUIOXEHNS NOCNE TOro, KaK YCTPaHUTE BCE
HapyLLEeHMs NpaBu.

NpekpaweHne oencTBmns akkayHTa



« YpanuB Bal akkayHT pa3paboTumnka, Mbl Takxe yaanum na Google Play Bce npunoxeHus
B BalLeM KaTasiore n 3anpeTnm Bam nybnmkoBaTb HOBblE. BCe CBA3aHHbIE akKayHTbI
pa3paboTumka OyayT 3abn0OKMpPOBaHbl HaBCcerga.

« [oBTOPHbIE BNOKMPOBKN MM BNOKMPOBKK, CBS3aHHbIE C CEPbE3HBIMU HAPYLIEHUAMM
npaBu, MOryT NPUBECTU K yAaneHuto Balero akkayHta Play Console.

« [ockonbKy NpunoxeHus, onybnnmkoBaHHbIE Yeped 3TOT akkayHT, byayT yaaneHsl,
Nonb3oBaTeNN He CMOTryT NPOCMAaTPMBATbL MX CTpaHuULbl B Google Play, a Takxe BaL
npodunb paspaboTumka.

- Monb3oBaTenu NOTEPSIOT BO3MOXHOCTb AeNnaTb NOKYMNKN B MPUAOXEHUM U UCMONb30BaTb
Lpyrue nnaTexHble GyHKLUN.

MpumeyaHme. Ecnv Bbl nonpobyeTe co3naTth ApYron akkayHT, OH Takxke byaneT
3abnokmpoBaH (6e3 Bo3BpaTa permcTpaLMoHHOro B3Hoca). He nbitantech
perncTpmpoBaTb HoBble akkayHTbl Play Console, ecnun oguH 13 Balwmx akkayHTOB
3abnokMpoBaH.

Hencnonb3yeMmbie akkayHTbI

Hencnonb3yembiM1 Ha3bIBalOTCA akkayHTbl pa3paboTunkoB, B KOTOPbIX HE HabnopaeTcs
HUKAKOW aKTUBHOCTU. OHM HE COOTBETCTBYIOT TpeboBaHMaM CornaleHuns o
PAaCNpPOCTRAaHEHNN NPOrRPAMMHbIX NROAYKTOB

AkkayHTbl padpaboTtunkoB Google Play npenHasHaueHbl 4ns akTMBHOW Nybnvkaumm u
noaaepXKM NPUNoXeHnn. YTobbl NpeaoTBpaTUTb 3/10YNOTPEDBNEHNE CEPBMCOM, Mbl
3aKpblBaEM akKayHTbl, KOTOPbIE HE NCMOJIb3YOTCS Ha MOCTOSHHOW OCHOBE, HanpuMep Os
Pa3MeLLEHNS N OOHOBNEHUS NPUTOXEHNIN, MPOCMOTPA CTaTUCTUKN N YNPaBEHNS
AaHHbIMK ons Google Play.

Ecnu mbl 3aKpoeEM HeVICI'IOJ'Ib3yeMbIVI AKKayHT, OH CTaHET HEAKTUBEH. Bbl noTepgaeTe ooCcTyn

KO BCEM OTYyeTaM, CTaTUCTUKe 1 gpyrum ceegeHmsam B Play Console no tex nop, noka Mbl
He BOCCTAHOBMM aKKayHT. PernctpaumoHHbin cOop BO3BpaLLeH He byaeT. Mbl 3apaHee
COOBLWMM O 3aKPbITUM aKKAYHTa, UCMONb3Ys KOHTAKTHYO MHPOPMALMIO, KOTOPYHO Bbl AN
Hero ykasanwu.

Ecnn B 6ygywem Bbl CHOBa 3axoTuTte nybnmkoBaTtb npunoxexus B Google Play, To cmoxeTe
CcO3[aTb HOBbIW aKKayHT.

CoobuieHne 0 HapyLWeHUaX 1 ganbHenwmne Mepbl

NMNopava anennauuun


https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/11605267

Mbl BOCCTaHaBMBAEM MPUTOXEHUS, TONbKO €CNM OHM BbInNK yaaneHbl No ownbke n He
Hapywanu MNpaBuna nporpaMMmbl gns paspaboTunkos u ycnosus CornaweHms o
pacnpoCTPaHEHUN NPOrPaMMHbIX NPOAYKTOB. ECNv Bbl BHUMATENbHO O3HAKOMUIINCH C
npaBuIamMmn 1 CYMTaETE, YTO HaLLEe pelleHne MOrno BbiTb OLWNMBOYHBIM, 0BXanynTe ero Ha
3TOV CTPaHULLE, NN CNeaya NHCTPYKLMWSM, OTNPaBIEHHbIM BaM MO 3M1EKTPOHHOM NoyTe.

HononHuTernbHble pecypchl

Ecnn kakne-To NpuHyguTENbHbIE MEPbI B OTHOLLIEHWW BALIErO MPUTOXEHMUS MW OLEHKN/
KOMMEHTapun Nonb3oBaTeNen Bbi3bIBAKOT Y BAC BOMPOChHI, NONpobynTe HanTn OTBETHI MO
CCbIJIKaM HWXE WU CBAXMUTECH C HaMM Yyepes3 CnpaBoyHbIv LieHTR. ObpaTuTe BHUMaHME,

YTO OPMAMYECKYIO MOMOLLb Mbl HE OKa3blBaeM. ECnv Takas MOMOLLb BaM HYXHa,
06paTnTECH K IOPUCTY.

« [NpoBepKa NPUIOXKEHUN

» Kak coobuimTb O HapyLEeHUN NPaBMN

- Kak obpatutbed B Google Play no noBoay. yoaneHvs npunoXxeHns nnmn 6noknMpoBku
aKkKayHTa

- [lpenynpexnexus

- Kak coobumTb 0 HENPUEMIEMOM NPUAOXEHWUM NN KOMMEHTaRPUN

- Moe npunoxeHue 6bin1o yaaneHo na Google Play

- bnokunpoBka akkayHTa pa3paboTumka Google Play

TpeboBaHus Kk npunoxeHuto B Play Console

Ins 6e3onacHocTn akocuctembl Google Play Bce pa3paboTumkm fOMKHbI BbINOMHATD
TpebosaHusa Play Console. 3710 xe kacaeTcs npodunen, CBA3aHHbIX C BaLIUM akKayHTOM
pa3paboTuunka. MpoBepeHHas nHPopmaumsa bypeT BugHa B Google Play n nomoxet
YKpenuTb JoBepue nosb3oBaTenen Kk paspadboTumkaM. MNogpobHee o0 TOM, Kakme AaHHble
nokasbiBatoTcsa B Google Play...

Bbl MOXETE CO3[aTb IMYHBIN MM KOPMOPATMBHBIN akkayHT pa3paboTtumka Google Play.
Y106kl 6GbICTPO M 63 NPobHNEM HayaTb PaboTy, BaXXHO NPaBUILHO BbIOPATL TMM akKayHTa U
NpouTM 06593aTENBbHYIO MPOBEPKY.

1. Bbl monxHbI co30aTh KOpnopaTuBHbIM akkayHT Play Console, ecnu npegocTtaBnseTe:

1.1. ®UHaHCOBbIE NPOQYKTbI U YCIYrK, HAaNpPUMepP CBSI3aHHble C BAHKOBCKUMU
onepauuamu, Kpeantammn, bpxxeBon TOProBneun, UHBECTULNOHHBIMU GOHAAMN,
NPOrpaMMHbIMU KPUNTOKOLLENbKaMWN UM KPUNTOBANOTHLIMK Bupxkamu. MNoapobHee o
npaBuaax B OTHOWEHUN hUHAHCOBbIX YCAYT...



https://support.google.com/googleplay/android-developer/troubleshooter/2993242
https://support.google.com/googleplay/android-developer#topic=3450769
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https://support.google.com/googleplay/android-developer/answer/9876821?hl=ru

1.2. MpunoxeHns ans 300pPOBbs, HANPUMEP MEAULNHCKME MPUNOXEHNS U NPUIOXEHUS
LN UCCNepfoBaHN C yyacTrem niogen. NogpobHee 0 KaTeropuax NPUOXeHU ona
300RO0BbA...

1.3. MpunoxeHus, NoNyuYnBLIME Pa3pELLEHME Ha NCMONb30BaHMeE Knacca VpnService
MNoppobHee 0 NpaBuaax MCNonb3oBaHug VpnService...

1.4. MpunoxeHus rocyfapCTBEHHbIX OpraHn3aunn, Hanpumep paspaboTaHHble
rocygapCTBEHHbIM YUYPEXAEHUEM UMM MO ero NopyyYeHuio.

2. BbibpaB TMN akkayHTa, CAenanTe crnenyollee:

2.1. MpepocTaBbTe TOYHbIE CBEAEHNS 00 akkayHTe pa3paboTunka, B TOM ymcne
YKa3aHHbI€ HUXE OaHHbIE.

2.1.1. TlonHoe uMsa U1 Ha3BaHWe 1 agpec.

2.1.2. Homep DUNS , ecnu akkayHT cO3[aH g5 opraHn3aumu.

2.1.3. KOHTaKTHbIV appec 3NEKTPOHHOWN NOYTbl U HOMepP TenedoHa.

2.1.4. Appec anekTPOHHOM NOYTbl U HOMep TenedoHa pa3paboTumka, KOTopble
6ynyT noka3sbiBaTbca B Google Play (ecnun npumeHnmo).

2.1.5. Cnocobbl onnaTbl (€CNY NPUMEHMMO).

2.1.6. CBepgeHus o nnatexxHom npodune Google, CBA3aHHOM C BalUMM akKayHTOM
pa3paboTymka.

2.2. Ecnu akkayHT CO3[aH s opraHmsaumm, yéegurtech, YTO ero faHHble akTyasbHbl U
COOTBETCTBYIOT MHPOPMaL MM 0 komnaHum B pernctpe Dun & Bradstreet.

3. MNpexpe Yem O0TNPaBAATb NPUNOXEHME Ha NPOBEPKY:

3.1. YKaxuTe TOYHbIE M MOJIHblE CBEAEHNS O MPUNOXEHNN U €ro MeTagaHHbIe.

3.2. 3arpyauTe NonnTUKY KOHOUOEHUNANbHOCTM NPUNOXEHNS 1 fobaBbTe
ob6s3aTenbHyo0 nHGopMaLmio B pa3nen 6€30MacHOCTU AaHHbIX.

3.3. MNpepocTaBbTe aKTUBHbIM TECTOBbIM akKayHT, MHPOPMaLMIO ANF BXOAA B HEFO U BCE

ocTallbHble pecypcChbl, HE0ObXoANMbIE oS NPOBEPKUN NpunoxeHus B Google Play (B
YACTHOCTW, YYeTHbIe AaHHble, QR-kO4 M T. A.).

Kak 1 Bcerga, npunoxeHue fomkHo pabotaTb cTabunbHO, BbICTPO pearnpoBaThb Ha
LEeNCTBUA NONb30BaTeNen 1 yaepXmBaTb UX MHTEPEC. Bce ero anemMeHTbl, BKNoYas
pPeKaMHble CETU, CEPBUCHI aHANUTUKKN 1 CTOPOHHME SDK, fOmKHbI COOTBETCTBOBATb
[paBunam nporpammbl Ana paspaboTumkos npunoxexHnn B Google Play. Ecnu B uenesyto

ayauTOPUIO NPUNOXEHNS BXOAAT AeTH, ybeamTechb, YTO OHO COOTBETCTBYET NpaBuiam

nporpammsl “MpunoxexHns ona Bcen cembn'”,

He 3abbiBanTe, 4TO Bbl 06513aHbl 03HAKOMUTLCS ¢ CornaweHmem 0 PacnpPOCTRPaHEHUN



https://support.google.com/googleplay/android-developer/answer/13996367
https://support.google.com/googleplay/android-developer/answer/13996367
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://support.google.com/googleplay/android-developer/answer/16558241#vpn
https://service.dnb.com/home
https://service.dnb.com/home
https://support.google.com/googleplay/android-developer/answer/15748846
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html

NPOrpPaMMHbIX MPOAYKTOB W [IpaBuaamMu NporpaMmbl oas paspaboTyumkoB , a Takxke
ybepunTbes, UTO NPUNOXEHNE OTBEYaET BCEM TPeboBaHUAM.

[lepenava npaBa COBCTBEHHOCTM Ha akKayHT

Ytob6bl nnatdpopma Google Play ocTtaBanack 6€30nacHOM 1 HAZEXHON 3KOCUCTEMOW OISt
BCEX, He06X0AMMO cobntoaaTh NPUHLMMbLI NPO3PAYHOCTM U OTBETCTBEHHO NOAXOAUTD K
BOMNPOCaM BNafeHUst akkayHTaMu pa3paboTumkos. Mbl MOHMMaEM, YTO CMEHa BnagenbLa
aKkkayHTa MOXeT TpeboBaTbCs, HanpMMep, B CBA3W C KafpPOBbIMU N3MEHEHUSAMU,
NpMobpeTeEHNEM UM PEOPraHn3aLMen KOMMAHUK, a TakXe Mo ApYyrMM AONyCTUMbIM
npuyYnHaM. Pa3paboTumkm 0653aTenbHO JOMKHbI ClefoBaTh 0dULManbHOM NpoLeaype
nepepayn npaBa COBCTBEHHOCTUN. DTO NO3BONSET HAM NOALEPXKMBATD LLEIOCTHOCTb
akocuctembl Google Play.

TpeboBaHus K nepepaye npaBa CO6CTBEHHOCTU Ha aKKayHT

YTo6bI CMEHMTDL BNagenbLa akkayHTa paspaboTtumka Google Play, Heobxoanumo cnepgosaTb

LAEeNCTBMS B X0 3TOro NPOoLecca, B TOM YNC/E B NEPEXOAHbIA NEPUOM, HECYT Kak
nepepatouas, Tak n NPUHUMaOLWLas CTOPOHDI.

3anpeLleHo nepepasaTb NPaBo COOCTBEHHOCTM Ha akkayHT HeodULManbHbIMU
cnocobamu, BkoYas, NOMUMO MPOYEro:

* MOKYNKY, apeHAY W NPOAaXy akkayHTOB, NMONTyYEHHbIX HE3aKOHHbIM NyTEM, Ha CTOPOHHMX
TOProBbIX NSOLWaAKaX.

Ecnu Bbl XOTUTE nepenartb npaBa TOJIbKO Ha NPUJIOXeEHNe, y3Hal‘/‘|Te, KaK MEPEHECTH

NpUIOXeHWe B ARYIoN akkayHT paspabortumnka Google Play.

Developer Distribution Agreement

Ha aToi cTpaHuLe MOXeT 6bITb KOHTEHT, NEPEBEAEHHDIN C MOMOLLbIO UCKYCCTBEHHOIO UHTENNEKTA.
MepeBoabl oT N MoryT copgepykaTb OWNOKM.

TpebyeTcs noMoLLb?
MonpobynTe cnepyoLlee:
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CBd3aTbcd C HaMU
Pacckaxute 0 cBoer Npobrneme Halmm COTpyaHUKaM


https://support.google.com/googleplay/android-developer/gethelp

