Setting up ADCS for
auto-enrolling Chrome
devices

y



Setting up CEP and CES



Official Documentation

Setting up CEP and CES


https://technet.microsoft.com/en-us/library/dd759243.aspx
https://technet.microsoft.com/en-us/library/dd759243.aspx
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WINMAIN Off

ROLES AND FEATURES

All roles and features | 63 total

Add Roles and Features

Filter Remove Roles and Features

Refresh

BEER Server Name  Name Type Path

WINMAIN ~ WoW64 Support Feature  WoW64 Support
WINMAIN ~ Wireless LAN Service Feature  Wireless LAN Service

WINMAIN ~ Windows Process Activation Service  Feature  Windows Process Activation Service

WINMAIN  Configuration APls Feature  Windows Process Activation Service\Configuration APls
WINMAIN ~ Process Model Feature  Windows Process Activation Service\Process Model
WINMAIN ~ Remote Server Administration Tools ~ Feature  Remate Server Administration Tools
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Add Active Directory Certificate Services

DESTINATION SERVER

Select server roles ket ol

Before You Begin Select one or more roles to install on the selected server.

Installation Type Description

Server Selection B 1 ~| Active Directory Certificate Services
|  (ADCS}is used to create

ve Directory ces (Instal certification authorities and related

Features [ Active Directory Federation Services role services that allow you to issue

and manage certificates used in a

; variety of applications.
Role Services [ Active Directory Rights Management Services M -

[ Active Directory Lightweight Directory Services

[ Application Server

[] DHCP Server

[ DNS

[ Fax Server

] Fil d St

[ Hyper-v

[] Network Policy and Access Services

Confirmation

[ Print and Document Services
[ Remote Access
[[] Remote Desktop Services

ort

TWINMAIN  Wireless LAN Service “Feature  Wireless LAN Service

WINMAIN  Windows Process Activation Service  Festure  Windows Process Activation Service
test-cert.crt
Sshreehe WINMAIN  Canfiguration APls Feasture  Windows Process Activation Service\Configuration APls

WINMAIN Process Model Feature Windows Process Activation Service\Process Model

“ WINMAIN  Remote Server Administration Tools Feature Remote Server Administration Tools
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Add CEP and CES roles

I' Manage  Tooks
DESTINATION SERVER 3

Select role services Shrabheans,

Before Vou Begin Select the role services to install for Active Directory Certificate Senvices

Installation Ty; Role services Description
Certification Autharity (CA) is used

| toissue and manage certificates.
Certificate Enrallment Policy Web Service Multiple CAs can b linked to form a

Certificate Enrollment Web Service public key infrastructure.
[] Certification Authority Web Enrollment
[[] Network Device Enrolment Service

Confirmation [] Online Responder

ence  Last Occurrence

ort
WINMAIN ~ Wireless LAN Service Feature Wireless LAN Service

WINMAIN ‘Windows Process Activation Service Feature Windows Pracess Activation Service

WINMAIN  Configuration APls Feature Windows Process Activation Service\Configuration APls
WINMAIN Process Model Feature Windows Pracess Activation Service\Process Model
WINMAIN Remote Server Administration Tools Feature Remate Server Administration Tools
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Install

DESTINATION SERVER

Installation progress wiomaincomesan

View installation progress

@ Festureinstallation
=

Installation started on winmain.chrome.lan

Active Directory Certificate Services
Certification Authority
Certificate Enrollment Palicy Web Service
Certificate Enrollment Web Service
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Toals

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel

Manage  Tools

ence  Last Occurrence

ort

WINMAIN Wireless LAN Service Feature Wireless LAN Service

WINMAIN ‘Windows Process Activation Service Feature Windows Process Activation Service

WINMAIN ‘Configuration APls Feature Windows Process Activation Service\Configuration APls
WINMAIN Process Model Feature Windows Process Activation Service\Process Model

WINMAIN Remate Server Administration Tools Feature Remate Server Administration Tools
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After installation, click on Configure ADCS on the destination server

Add Roles and Features Wizard

Manage  Tools
DESTINATION WER

Installation progress winmain crome an

View installation progress

@ reature installation

Configuration required. Installation succeeded on winmain.chrome.lan.
NetBeans — = =
74 Active Directery Certificate Services
Additions| steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on the destination server ence  Last Occurrence

Certificate Enrollment Web Service
Remote Server Administration Tools
ration Tools
rectory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous
er Admini: Tocls\Rol; inis Tools\DNS Server Tools

WINMAIN Process Model Feature Windows Process Activation Service\Process Model
WINMAIN Remote Server Administration Tools Feature Remote Server Administration Tools

WINMAIN Role Administration Tocls Feature Remote Server Admini: inis Tools

WINMAIN  AD DS and AD LDS Tools Feature Remote Server i ini Tools\AD DS and AD LDS Tools
WINMAIN  Active Directory module for Windows...  Feature Remote Server Admini ini Tools\AD DS and AD LDS Tools .,
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Select CEP and CES role service to configure

Add Roles and Features Wizard

DESTINATION SERVER

Installation progress wioranshyemalan

. DESTINATION SERVER
Role Services VriiaEehrEne

Authentication Ty
Service Account for CES o~
ertificate Enrollment Web Service

ertificate Enrollment Policy Web Service

fole Administration Tools\DNS Server Tools
rocess Model

More about AD CS Server Roles
test-cert.crt G i
fole Administration Tools

Conigiie lole Administration Tools\AD DS and AD LDS Tools

¢ ole Administration Tools\AD DS and AD LDS Tools .,
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Select Username and password type authentication

Add Roles and Features Wizard \;‘_lL‘

mstal\atiom png ress DESTINATION SERWER

winmain.chrome.Jan

[ AD C5 Configuration

. ; DESTINATION SERVER
Authentication Type for CES winmain.chrome an
Credentials Select the type of authentication

Role Services

ca O Windows integrated authentication

O Client certificate authentication

Service Account for CES
@) User name and password

' fole Administration Tools\DNS Server Tools

rocess Model

More about Authentication Type for CES
" kole Administration Tools

Configure fole Administration Tools\AD DS and AD LDS Tools

 kole Administration Tools\AD DS and AD LDS Tools
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Double check and confirm

test-cert.crt

Add Roles and Features Wizard

Installation progress

DESTIMATION SERVER
winmain.chrome.an

Confirmation

Credentials

Role Services

CA for CES

Authentication Ty

Service Account for CES
Authentication Type for C...

Enzble Key-Basa

DESTINATION SERVER

winmain.chrome.lan

To configure the following roles, role services, or features, click Configure.

~ Active Directory Certificate Services

Certificate Enrollment Web Service

CA Name: winmain.chrome.lan\chrome-WINMAIN-CA
Renewal Only Mode: False

Authentication Type: Username and password authentication
Allow Key-based Renewal: False

Account: CHROME\Administrator

Server Authentication 17837366414116F31D6F16AF7262D2830AE3F 136
Certificate:

Certificate Enroliment Palicy Web Service
Authentication Type: Username and password authentication
Enable Key-based Renewal: False

Server Authentication 17837366414116F31D6F16AF726202830AE3F 136
Certificate:

TASKS ¥

fole Administration Tools\DNS Server Tools

Fhole Administration Tools

| fole Administration Tools\AD DS and AD LDS Tools

rocess Model

 fole Administration Tools\AD DS and AD LDS Tools .,
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Video tour



http://www.youtube.com/watch?v=m_EMtDb1DOk

Creating and editing
Certificate Templates



Official Documentation

Creating Certificate Templates

Certificate Templates Overview



https://technet.microsoft.com/en-us/library/cc731705(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc731705(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc730826(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc730826(v=ws.10).aspx

Video tour
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http://www.youtube.com/watch?v=v55zMLghTcs

