[paBunna nporpamMmbl gns pa3paboTumkos

(gata BcTynneHus B cuny: 4 mapta 2026 r., eCiiv He yka3aHo MHOE)

Co3paguM caMbit HaAEXHbIA Mara3uH NPUoXKeHU BMecTe

Balum npev 1 oTBETCTBEHHOCTb — 3a50r Hallero obuiero ycnexa. Mpasuna nporpammsl Ans
pa3paboTumkoB 1 CornalleHre 0 pacnpoCTPaHEHNUM MPOrPaMMHbIX MPOLYKTOB MOMOraloT HaM
€03[aBaTb CaMble MHHOBALMOHHbIE U HAAEXHbIE NPUNOXEHUS Bonee YeM Ans MUNnMapaa
nonb3oBaTenen Google Play. PekomeHayeM 03HAaKOMUTLCS C NPaBUIaMM HUXE.

3anpeLLeHHbIN KOHTEHT

Google Play ncnonbayioT nogu co Bcero mupa. Mpexae yem ony6nnkoBaTb NpUoXeHue, ybeamTecs,
YTO OHO COOTBETCTBYET TPeOOBaHMAM Hallero CepBMCa U 3aKOHaM CTPaHbl, B KOTOPOM Bbl €ro
pacnpocTpaHserTe.

HapyLwweHnne npae pebeHka

Mbl HemepfieHHo ypansem us Google Play npunoxeHus, B KOTOPbIX NOSIb30BATENSAM pa3peLlaeTes
C03[,aBaThb, 3arpyXxaTb UMM PACNPOCTPAHATb KOHTEHT, CBA3aHHBIN C 3KCMyaTaumen neten unm
XECTOKUM 0BpaLLEHNEM C HUMM (BKKOYas Ntobble MaTepuarsl, LEMOHCTPUPYOLNE
HECOBEpPLUEHHONETHNX B CEKCYaSIbHOM KOHTEKCTE). YTOObI COOBLLUTL O TAKOM KOHTEHTE B NPOAYKTE
Google, HaxmuTe MoxkanoBaTtbes . Ecnv Bl 06Hapy>xmTe Nofo6HbIe MaTepuarbl Ha Apyrvx pecypcax
B MHTEPHETE, 06PATUTECH HAMPSAMYIO B MECTHYIO NMPaBO3aLLUTHYIO OPraHn3aLmio

MbI He fomnyckaeM MCMoNib30BaHNEe NMPUITOXEHUI C Liefbio MOofABeprHyTb pebeHka onacHocTu. B
YaCTHOCTM, 3aMnpeLleHa nponaraHa aKCnyaTaTopCKoro NoBeAEHNS, BKIOYas:

+ HEeponycTMble OeNCTBKS B OTHOWEHUN AeTen (HanpuMep, Nacku Unu oLynbiBaHUe);

+ COBpalleHNe HECOBEPLUEHHONETHMX, HaNpMMep 3HaKOMCTBO U 0bLeHne C pebeHKOM B MHTEPHETE C
Lienbio COBEPLUEHNS AEeNCTBUI CeKCyaNlbHOro xapakTepa (OHnanH unm odnaiH) n/unm obmMeHa ¢ HUM
N306paxeHNaIMI CeKCyanbHOro XapakTepa;

+ CeKcyanusalus HECOBEPLUEHHONETHMX, HanpUMep MaTepuarnsl, LeMOHCTPUPYIOLLME,
NPOBOLMPYIOLLME UK MOOLLPSIOLLME CEKCYaNbHOE HAacUe Hag AeTbMW, UK N300paxeHne feTen
TakMM 06pa30oM, KOTOPLIN MOXET NMOBMIeYb 3a COBOWN UX CEKCYabHYIO aKCNyaTaLuuto;

WaHTaXx pa3obnayeHnsamMm NoNoBO XM3HM (HanprMep, Yrpo3sbl UK WaHTax pebeHka Ha OCHOBe
peanbHOro UM MHUMOTO AOCTYNA K €ro MHTUMHbIM doTorpaduam);

.

TOProBns AeTbMu (HanpvMep, NpurialleHne 1 BoBleYeHne pebeHka B LesTeNlbHOCTb, BELYLLYHO K ero
LanbHenLen KOMMEPYECKOW CEKCYaNlbHOM 3KCMyaTaumm).

Mbl NpUMeM Bce HEOBXOAMMbIE Mepbl BMOTh J0 0bpalleHuns B HaumoHanbHbIN LEHTP no 6opbbe ¢
akcnnyaTtaumen n noxuiweHmem geten (NCMEC), ecnm HaMm CTaHET U3BECTHO O KOHTEHTE C
N306paxeHNeM HECOBEPLLIEHHONETHUX B CEKCYaSlbHOM KOHTEKCTe. ECNN Bbl cunTaeTe, YTo pebeHokK B
OMacHOCTU UIM eMyY YTPOXaeT CekCyanbHOe HacUIne Uin NOXMLLEHNE, He3aMedJIMTENbHO 0bpaTnTech
B MECTHblE NPaBOOXPAHNTENbHbIE OPraHbl U CBAXMUTECH C OpraHn3aL el no 3almuTe npas geTen

KpoMme Toro, 3anpeLeHbl NpuUoXeHus, NpefHasHayeHHble AN eTeN, HO cofepyKalime maTepuansl ans
B3POC/IbIX, B TOM UuChe:

* MPUITOXEHNS CO CLIEHAMWN HacuUnus, N306PaXEHNIMU KPOBU U yBEUU;

* MPUSIOXKEHNS, KOTOPbIE AEMOHCTPUPYIOT AN MOOLLPSIOT OMNACHbIE UMK MPUYMHSIOLLME BPes,
OencTBu.


https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/contact/rap_family
https://support.google.com/googleplay/contact/rap_family
https://support.google.com/websearch/answer/148666
https://support.google.com/websearch/answer/148666
https://support.google.com/websearch/answer/148666
https://support.google.com/websearch/answer/148666

3anpeLueHbl NPUNoXeHNs, GopMUpytoLLMe HeraTUBHOE BoCcnpuaTme cebs n CoObCTBEHHOIO TeNa,
HanpuMep Te, KOTOpble M306paXxatoT B PasBeKaTeNbHbIX LENSX NAacTUYEeCKYO XUPYPruto, NoTepLo
BeCa N Apyrme KOCMeTMYeckne KoppekTUPOBKM BHELIHErO BUaa.

MNpaBuna B oTHoWwEeHUM cTaHAapTOoB 6e30nacHOCTU feTen

CornacHo TpeboBaHusm Google Play npunoxeHus onsg 3HakoMCTB 1 OBLEHUS JOMXKHbI
COOTBETCTBOBATb MPAaBU/IaM B OTHOLIEHWN CTaHAAPTOB 6€30MacHOCTN AeTew.

Tpe6OBaHI/I$I K 3TUM NPUNTOXEHNAM!

« Ony6nukoBaHHble cTaHAapPTbl. He06Xx0aMMO pa3MeCcTUTb SBHbIM 3anpeT Ha UCMOIb30BaHWE
MPUNOXEHWS B CBA3W C CEKCYaslbHbIM HAaCKUMEM Hal AETbMM 1 IKCMnyaTaunen geten. Ero MoxHo
ony6MKoBaTh B 06LWEAOCTYMHbIX YCNOBMAX UCMOMNb30BaHMUS, NpaBuiax coobLecTsa Unm Apyrux
npasBunax 4 nonb3oBaTenen.

+ C60p OT3bIBOB B NPUNIOXEHUU. BaM HYXXHO NOATBEPANTb, UTO B MPUIOXEHUM Y NOMNb30BaTENEN eCTb
BO3MOXHOCTb OTMNPaBAATb OT3bIBbI, Xanobbl ¥ BOMNPOCHI.

« bopbb6a ¢ KOHTEHTOM, NPEeACTaBAAIOWMUM HECOBEPLLUEHHONETHUX B CEKCYalbHOM KOHTEKCTE. Bbl
LOMKHbI MOATBEPAUTD, YTO NPY OBHAPYXXEHUN B MPUSTOXEHMMN NMOJOOHBIX MaTEPUANOB BYLYT NPUHSTHI
Hagnexalume Mepbl (BkNoyasl, yaaneHue Takoro KOHTEHTa) B COOTBETCTBUM C OMyHIMKOBaHHbIMM
BaMW CTaHAAPTaMu Y MPUMEHNMBIM 3aKOHO[,ATENIbCTBOM.

« CobniopaeHue 3aKOHOB B OTHOLEHUM 6e30nacHOCTU AeTel. Bbl JOMKHbI MOATBEPAMUTD, YTO
NPUNOXeHNe COOTBETCTBYET AENCTBYIOWEMY 3aKOHOL,aTENIbCTBY B OTHOLIEHUM 6E30NacHOCTM AeTen,
B TOM 4KClie NO3BOSISET OTNPABAATL Xanobbl Ha KOHTEHT, NPELACTABMSAOLWMN HECOBEPLIEHHONETHNX B
cekcyanlbHOM KOHTEKCTe, B HauumoHanbHbIn LeHTp CLUA no npobrnemam nponasLvx 6e3 BeCTu 1
NOABEpPratoLMXCcs aKCNIyaTaunm GeTer UM NOXOXYIO MECTHYIO OpraHM3aLms.

* UHdopMaLmsa o KOHTAaKTHOM NuLEe No BonpocaM 6e3onacHocTu geten. Google Play MoxeT
npuCbINaTh YBEAOMIIEHUS O TOM, YTO B BaLLEM MPUIOXEHWUUN UK Ha Ballel NnaTdopmMe o6HapyXeH
KOHTEHT, CBA3aHHbIN C CEKCYasnbHbIM HAaCUIIMEM Haf, AETbMU 1 SKCNyaTaunen geten. B npunoxexHmm
HY>HO yKasaTb, KTO ByAeT nonyyaTts Takie CoobLeHus. ITOT NPeacTaBuTesNb AOMKEH 3HaTb, KaK Bbl
npoBepsieTe MaTepuasbl U YTO LeNaeTe B CllyYae HapyLWEHWUI, U NPU HEOBXOAMMOCTU NPUHMMATb
Mepbl.

Bbl MOXeTe y3HaTb 6onbLe O NepeyncrieHHbIX TPe6oBaHMaX U UX COBMIIOAEHNIN.

Henpuemnembin KOHTEHT

Mbl cTpemMumcs K ToMmy, 4Tobbl B Google Play 6bino 6e30nacHo 1 KOMPOPTHO BCEM MOJSIb30BATENSAM.
Hwvxe nepeyncrneHbl BULbl KOHTEHTA, KOTOPbIV CYMTAETCS HENMOQOOAWUM 1 MOXET NPUYUHUTD JIOAAM

Bpeg.

KoHTeHT CEeKCyalibHOro Xxapakrtepa u HeI'IpMCTOIhHaﬂ JIeKCunka

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, COLepPXalle UMK NPOABUratoLLne MaTepuasbl HENMPUCTOMHOTO
UNK cekcyarnbHOro xapaktepa (Hanpumep, nopHorpaduio) 1 NobON KOHTEHT UAK YCAyTW,
npeaHasHauyeHHble A8 CEKCYabHOro yA0BeTBOpeHWs. KpoMe TOro, 3anpeLyeHsl NpUaoXeHms 1
KOHTEHT, B KOTOPbIX, MO BCEN BUAMMOCTU, PEKNAMUPYIOTCS MU NPEAIaraloTCsa CeKCyasbHble YCnyru,
npepocTaBseMble 3a BO3HarpaxaeHue. Takke HefomnyCTMbI MPUOXEHMs, KOTOpble CopepXaT uiu
NPOABUraloT KOHTEHT, CBA3aHHbIN C 9KCMTyaTaTOPCKUM CEKCyasibHbIM MOBEAEHUEM, UMK
pacnpoCTPaHAOT MaTepuanbl CEKCYanbHOro xapakTtepa 6e3 cornacusi MpUCYTCTBYIOWMX B HUX L. Mbl
MOXEM CAenaTb UCKMOUEHWE AN COAEPXKALLErO HAaroTy KOHTEHTA, ECNIM OH B OCHOBHOM MMeeT
06pa3oBaTeNbHbIe, XYAOXECTBEHHbIE, LOKYMEHTANbHbIE UIN Hay4HbIE LiENU U He NpefHa3HaueH
BbI3bIBaTb CEKCYarnbHOE BO3BYXaeHMeE.

B NpunoxeHunsx ¢ Katanoramu KHUr 1 GunbMOB pasfMyHON TEMaTUKM Pa3pellaeTcs PpacnpoCTPaHsTh
KHUIM (B TOM YMChE BNEKTPOHHBIE M3OaHUS U ayANOKHUIM) U BULEO C KOHTEHTOM CEeKCyarnbHOro
XapakTepa, ecnv cobnioaarTca creayoLmne yCrnosus:
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« KHUMM 1 GUNbMbl C KOHTEHTOM CEKCYasIbHOro XapakTepa COCTaBNAOT Mayto A0S0 OT 06LWero uncna
MaTepuanos, NPeacTaBleHHbIX B KaTanore.

+ B npunoxeHUn HET aKTUBHOMO NPOABUXEHNS GUITbMOB UMM KHUT C KOHTEHTOM CEKCyasibHOro
xapakTtepa. Takve Npon3BeneHNs MOryT NOSBIATLCS B PEKOMEHAaLMAX Ha OCHOBE UCTOPUN
AEVNCTBUI NONb30BaTeNs UMW BO BPEMS PEeKSTaMHbIX akLWNA.

+ B npunoxeHun He pacnpoCTPaHAIOTCH KHUMM UK GUNbMbI, B KOTOPbIX €CTb KOHTEHT, CO3AatoLLMiA
yrposy ans geten, nopHorpadus Unm gpyrue matepuasbl CEKCYanbHOrO XxapakTepa, 3anpeLleHHble
LEeVCTBYIOWNM 3aKOHOLATE/IbCTBOM.

+ MpunoxeHune 3alnLLaeT HECOBEPLIEHHONETHUX, OrPaHNYNBas UM BOCTYN K KHUraM 1 ¢puibMam C
KOHTEHTOM CeKCyasibHOrO XapakTepa.

Ecnn NpUNoXeHne CoaepXXnT MaTepumanbl, KOTOPble HE OTBEYaloT yKa3aHHbIM 30€eCb NpaBunam, HO
CUYMTaKOTCAa YMECTHbIMK B onpefeneHHOM permoHe, OHO MOXeET ObITb OOCTYNHO B 3TOM pernoHe, HO He B

LPYrux.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

N306paxeHus, Ha KOTOPbIX MPUCYTCTBYIOT: OBHAXXEHHbBIE NIOAN B CEKCYaSIbBHOM KOHTEKCTE U/UNK
opeTble Henopobatole A1 NOSBNEHWS Ha Ny6IMKe; HEMPUCTOMHBIE NO3bl, MPUYEM NIOAM, UX
NPVYHUMaIOLLME, NOYTU UM MONTHOCTBIO Pa3aeThl MO0 UX N306PaXEHME Pa3MbITO.

.

l/I306pa>KeHm|, aHMaunn n UNNICTPaunmn, cogepXxaline cekCyanbHble CUEHbl U Bbi3bliBaloW e NO3bl
nnun npeacrtasngowimne otTaesnbHble YaCTu Tena B CEKCYyaJlbHOM KOHTEKCTE.

KOHTEHT, KOTOPbIN COAEPXKUT U30BPaKEHNE CEKC-UTpYLIEK UMK GETULLEN, ABNSETCH PYKOBOLCTBOM
MO CEKCY UM CBA3aH C HE3aKOHHbBIMU CEKCYarbHbIMY MPaKTUKaMMU.

.

KOHTeHT, copep>aLumin HEMPUCTONHYIO NIEKCKKY, B TOM YMCTE OCKOPOUTENbHBIE BbIPAXEHNS,
OTKPOBEHHbIE TEKCTbI U KITKOYEBbIE C/TOBA, CBA3aHHbIE C CEKCOM UM TEMaMK NSl B3POCHIbIX.
Mop06HBIN KOHTEHT TakXe 3anpeLLeH Ha CTpaHMuax npunoxenun B Google Play.

.

KOHTEHT, onuncbiBaoLWmMI, N306paxatoLimin UK NOOLLPSIOW NI 300bUIKIO.

.

MpUNoXeHWs, NPOABUraloLLMe CEKCYallbHble Pa3BliIeYEHNs, SCKOPT UK Apyrue GopMbl CEKCYasTbHbIX
YCRyr, KOTOpPble NPEfOCTaBNATCS 38 BO3HArpaXxneHue, B TOM YMCe CEPBUCHI, CMOCOBCTBYOWME
3HAaKOMCTBaM W/ JOrOBOPEHHOCTSM O CBMAAHUSX, Me OAMH U3 y4aCTHUKOB NpepsiaraeT gpyroMy
AEeHbr1, NoJapKN UM GUHAHCOBYHO MOAAEPXKKY.

.

MPUNOXeHNs, B KOTOPbIX NOAEN YHUXKAIOT UM pacCMaTPUBAIOT Kak CeKCyasbHbIN 06beKT.
Hanpumep, ctoga OTHOCATCS YTBEPXKAEHMS, YTO NPUNOXEHNE MOXET BUPTYasnbHO pasfeBaTh NMogen
WM NMOKa3biBaTb TO, YTO CKPbITO MOA OAeXA0N (faXe B Ka4ecTBe WYTOK U PO3birpbILLen).

KOHTEHT UNn fencTBIS, CBA3aHHbIE C Yrpo3aMu UMK SKCMyaTalmen CeKCyabHOro XxapakTepa,
BK/toUYas GpoToCHEMKY 6E3 paspelleHns, 3anncb BUAEO 1 GoTorpadpupoBaHne CKPLITON KaMepown,
n306paxeHns cekcyanbHOro xapakTepa, co3faHHble 6e3 paspelieHuns B Buae gunderika uam ¢
NMOMOLLbIO aHaNOTMYHbIX TEXHOMOTUI, @ TaKXXe OCKOPBUTENbHbIE MaTepuanbl.

ID,VICKpVIMVIHa LNOHHbIE BblICKa3blBaHUS

3anpeu.LeHo I'Iy6J'IVIKOBaTb NPUNoXeHund, nponaraHgupytowmne Hacunme Unn pas3xurarouime HeHaBnUCTb K
KaKMM-nnbo Jindam n coumanbHbIM rpynnaM Ha noyvse pacosoﬁ, STHUYECKOWN UNn HaLI,I/IOHaﬂbHOIZ
NPUHaANEeXXHoOCTW, BeponcnosenaHud, MHBanngHOCTK, BO3PaCTa, CTaTyCa BETepaHa, ceKcyaanoﬁl
OopueHTauun, nona, reH,u,epH0|7| NOEHTUYHOCTU, KaCTbl, UMMUTPALLMOHHOIO CTaTyCca U apyrmnx
NPU3HAKOB, CBA3aHHbIX C cucTemMaTUiYeckom JJ.VICKpVIMMHaLI,I/Iel;I nnn MaprMHanmaaumeﬁl.

MpunoxeHus, cogepxalune obpasoBaTenbHble, XyA0XKECTBEHHbIE, AOKYMEHTasbHbIE U HayYHble
MaTepunanbl Ha TEMY HaLM3Ma, MOTYT 6bITb 3a610KMPOBaHbI B HEKOTOPbIX CTPaHax B COOTBETCTBUN C
LEeNCTBYIOWMNM 3aKOHOAATEIbCTBOM.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

+ KOHTEHT nnu yTBEPXAEHUS, NPU3BaHHbIe YOeaNTb B TOM, YTO ONpefeNieHHas rpynna niogen Skoobl
HEerMonHOLEHHa, HEHOPMaSibHa UMK 3acCiyXUBaeT HEHABUCTU.



. anIJ'IO)KeHVIﬂ, cogepXxauwme oUCKpUMMHaUMOHHbIE 3adB/IieHNd, CTepeOoTunbl MK TEOPUN O TOM, YTO
onpegneneHHow rpynne Nogei skobbl NPUCYLLM HEraTUBHbIE XapaKTepUCTUKK (HanpuMep, XagHOCTb
UM 6E3HPABCTBEHHOCTb). NPUINOXEHNS, B KOTOPBIX SBHO UJIN HESIBHO YTBEPXAAETCS, UTO HEKas
rpynna niofen npeacTaBnsgeT cobom yrposy.

« MaTepuanbl Ui BbICKa3blBaHUS, CO3AaHHbIE A TOro, YTobbl y6eauTb fpyrnx B TOM, YTO Jitogen
MOXHO HeHaBWAETb UMW MOABEPraTb AUCKPUMUHALUM HA OCHOBAaHUM MPUHAAJIEXHOCTU K
onpeneneHHon rpynne.

. MaTepmanbl, KOTOpPble npoaBuratoT noseneHme, anVI6yTVIKy, cpnarm, CWMBOJ1bl NN 3HAKWN OTNNYUA,
CBfA3aHHbIE C rpynnamu, nponaraHaupyoLWLYMN HEHABUCTb.

Hacunwue

3anpelueHo nNy6nmMKoBaTb NPUIOXEHMS, KOTOpble N306paXatoT onacHble AeNCTBUS UK
HeonpaBhaHHOE Hacuve, a Takke CnocobCTBYIOT UM. MpunoxeHus, N306paxatoLie BbiMbILIeHHOe
Hacunve B KOHTEKCTE Urpbl, Kak NPaBuUo, paspelleHbl. Hanprmep, B urpax o6 oxoTe unu peibaske, a
TaKXe NMOCTPOEHHbIX Ha ClOXEeTax MyrbThUIbMOB.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUI:

« PeanncTuyHble n3obpaxeHns nnm noapobHbie ONMCaHNa HAaCUTbCTBEHHbIX AENCTBUIM MO OTHOLWEHMIO
K YeNloBEKY UJIN XMBOTHOMY.

« MpunoxeHns, nponaraHavpyoLe caMoybuincTBO, MpUUMHeHWe cebe Bpena, HapyLleHre NULEBOro
NOoBefEHMs, UrPbl C aCOUKCHEN N OpYyrre AENCTBUS, KOTOPbIE MOTYT MPUBECTM K CEPbE3HbIM TPaBMaM
U CMepTu.

HacunbcTBeHHbIN 9KCTpeMU3mM

Mbl He MO3BOMIIEM TEPPOPUCTUYECKUM UNU APYTM OMACHBIM OPraHU3aLMUaM UK OBUXXEHUSM, KOTOPbIE
B35IM Ha cebsi OTBETCTBEHHOCTb 3a akKTbl HACUNS B OTHOLIEHWUW FPaXAaHCKMX NiL, Y4acTBOBASIM B HUX
WV FOTOBUNUCH K HUM, Ny6nnkoBaTb npunoxerus B Google Play pns niobbix Lenen, Bknoyas
BepOOBKY.

3anpeu.|,eHb| NPUNOXeHNs, B KOTOPbIX COOAEPXNTCA KOHTEHT, CBSI3aHHbIV C HACUJIbCTBEHHbIM
OKCTPEMU3MOM, a TaKXe MaTepunanbl, Kacalolwmecsd nilaHMpoBaHUA, NOArOTOBKN UJTN NOOLWPEHUA
Hacunmga B OTHOWEHNK rpaxXgaHCKux nuu, HanpuMmep nponaraHgmpyrowmne TeppopurucTnyeckyto
[OEeATeNIbHOCTb, NPU3biBaloOUIME K HAaCUNIKO U NpocnaBngdtoWme TepakThbl. Ecnu Takom KOHTEHT
COAEepPXNTCA B Ballnx o6pasoBaTeanb|x, AOKYMEeHTallbHbIX, HAay4HbIX NN XyA0XXECTBEHHbIX
MaTepuanax, conposogunTe ero HeO6XO,D,MMbIMVI NOACHEHNAMN.

Tparunuyeckue cobbiTus

3anpelyaetcs ny6aMkoBaTb NPUIOXEHMS, KOTOPbIE CIEKYIMPYIOT Ha COBbITUSAX, TPEBYIOLLMX
LENVKATHOrO OTHOLIEHUS U UMEIOLLMX CYLLECTBEHHOE COLMAnbHOE, KYNIbTYPHOE WIIN NMONUTUYECKOE
BnvaHUe (rpaxzaaHckue YpesBblyalHble CUTyaLMK, NPUPOAHbIE KaTakIM3Mbl, Ype3BblUaHbe CUTYaLLMUM
B cdhepe 30paBOOXPaHEHNS, KOHGMMKTbI, CMEPTU U Apyrue Tparnyeckue cobbiTus), Unm BbipaxaroT
KpalHee npeHebpexeHne nMn. MpunoxeHus, cogepxaluve maTepuanbl 0 CObbITUK, TpebyoLeM
LENMKaTHOrO OTHOLLEHUS, MOTYT BbITb Pa3peLleHbl. ITO KACAETCH ClyYaeB, KOrAa KOHTEHT UMeeT
06pa30BaTeNbHYIO, AOKYMEHTAbHYIO, HAYUHYIO TN XyLOXECTBEHHYIO LLEHHOCTb NMB0 CO3AaH, YTObbI
npeaynpeauTs Unu NPorMHGOPMUPOBaTL NOb30BaTENeN 06 ITOM COBbLITUN.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUN:

+ BeCTaKTHOCTb MO OTHOLIEHWIO K CMEPTU PeasibHOro YenoBeka Uiu rpynrbl I04en, HaCTyNMBLLEN B
pesynbTaTe eCTECTBEHHbIX MPUYNH, CaMOybUINCTBA, NEPEfO3NPOBKA U T. 4.

. OTpVILI,aHVIe M3BECTHOIO Tparn4yeckoro cobbITu, NoATBEPXAEHHOIoO JOKYMEHTalJIbHO.

« /13BneyeHme BbIroabl U3 COBLITUS, TPEBYIOLWErO AENNKATHOIO OTHOLLEHWS, 6e3 OKa3aHWs SABHOM
noMoLwKn NoCTpapaBLlWnNM.



N3peBaTenbcTBa U yrposbl

3anpeLueHo nybnnkoBaTb NPUNOXEHUS, COLEepXaLLMe Yrpo3bl, U3GeBaTENbCTBA U LOMOraTeNbCTBa, a
TakXe CrocobCTBYOLWME COBEPLLEHMIO TAKMUX OENCTBUN.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

. V|3,D,eBaTeJ'IbCTBa Hap XXepTBaMu MeXAYHapOAHbIX UTN PENUTNO3HbIX KOHCI)J'IVIKTOB.

« MaTepuansbl, HanpaBneHHble Ha IKCNyaTaLuilo APYrux Noaen, HanpyuMep Ha BbIMOraTeNIbCTBO UM
WaHTax.

+ PasMelleHne MaTepunasnos C Lenbio Ny6nmMyHO KOro-To yHU3UTD.

+ Hanapgku Ha finu, NOCTpafaBLUKX B pesynbTaTe TParmyeckoro cobbiTus, Unu Ha UX POLCTBEHHUKOB U
LpYy3en.

OnacHble ToBapbl

3anpewaeTcs NybankoBaTb NPUNOXEHNS, C MOMOLLBIO KOTOPbIX MOXHO NPUoBpecTu B3pbiBYaThIE
BEeLLEeCTBa, OrHECTPENIbHOE OPY>XWe, MAaTPOHbI, @ TaKXe HEKOTOPbIE AeTann A OrHECTPENbHOro
opyXusi.

 3anpelyeHbl fgeTanu n npucrnocobneHns, KoTopblie NO3BONSIOT UMUTUPOBATL aBTOMATUYECKMIN OrOHb
WAV NpefHa3HavyeHbl 4S8 nepenenikv opyxus B aBTOMaTUYECKOE, B TOM YACIIE NOLBUXKHBIE NOXN,
aBTOMAaTUYECKME CMYCKOBbIE YCTPOMCTBA, HAbOPbI AN18 NepeobopynoBaHUS OPYXUS, @ TaKXKe
MarasuHbl 1 NIeHTbl, cogepxalymne 6onee 30 NaTPOHOB.

3anpelyeHo nybnmMkoBaTb MPUTOXEHWS, cCofepyKalume MHCTPYKLMM MO NPOU3BOLACTBY B3PbIBYATbIX
BELLECTB, OFHECTPESIbHOrO U APYroro opy>us, NaTPOHOB, @ TakXe 3anpeLLeHHbIX fAeTanemn ans
OFHECTPENbHOrO OPYXMUs. DTO OTHOCUTCS B TOM YUCHE K UHCTPYKLMSM MO MMUTALMN aBTOMaTUYECKOrO
OrHSl UNU NepeRENKe OrHECTPENBHOIO OPYXUS B aBTOMATUYECKOE.

MapwuxyaHa

3anpelyeHo nybnmMkoBaTb MPUTOXEHWS, C MOMOLLBbIO KOTOPbIX MOXHO NPUOBPECTM MapuXyaHy Uim
NPOAYKTbI C HeW (HE3aBUCKMMO OT TOTO, HACKOJbKO Takue MOKYMKW 3aKOHHbI).

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HaPYLLUEHUN:

« MNpunoxeHus, B KOTOPbIX NONb30BaTENM MOTYT 3aKa3aTb MapuxyaHy C NMOMOLLbIO BCTPOEHHOM
KOP3WHbI.

« CepBuCbI, KOTOPbIE MOMOralT NOIb30BATENSAM OPraHM30BaTh JOCTaBKY MapuXyaHbl.

+ CepBsuChbl, KOTOpble 06MeryaoT NpMobpeTeHne NPoayKTOB, COAEPXaLLMX TeTPparnapoKkaHHabuHos, B
TOM YKC/e Macen Ha OCHOBe kaHHabuaunona.

Ta6auHble n3pgenva n ankorosib

3anpeu.|,eHo I'Iy6J'IMKOBaTb NpUNoXeHnd, C NOMOLLbIO KOTOPbIX MOXXHO NMOKyNnaTb TabayHble n3pgenna n
copepXxawme HUKOTUH TOBapbl, B TOM YNCE 3JTEKTPOHHbIE CUTapeThl, BEWMbl U cOcaTeNbHbIN Tabak, a
TakKXe NpunoXeHud, noowparoume HesakoHHOe nnn HegonycTnmoe r|0Tpe6neHV|e ankorons, Tabaka
NI HUKOTUHa.

DononHutenbHas uHdopmauus

+ 3anpelyaeTca M306paxaTb TO, Kak HECOBEPLIEHHONETHME YNOTPEONSIOT UK NpruobpeTatoT
anKorosibHble HanUTKK 1 TabayHble n3pnenug. Takxe He pa3peleHOo NooWpaATb UX NpoAaxy AeTaM 1
nobyxnaTb HECOBEPLIEHHONETHMX NOTPEBNATL Takue NPOLYKTbI.

« HeponycTumbl MaTepuansl, NnofpadymMeBsatolue, 4To ynotpebneHve Tabaka MOXeT NOBbICUTb
WHTENNEKT, CTATyC B OBLECTBE UIIN YNYUYWNTb NPOPECCUOHANbHOE MONTOXEHNE, CEKCYalbHYHO XWU3Hb
nnu epusmyeckyto popmy.



+ He paspeluaeTtcs co3gaBaTb NOSIOXUTESNbHbIM 06Pa3 YPE3MEPHOro YNoTPEeONEHUs ankorons, B TOM
yucrne 3arnoeB U COPEBHOBAHMUI MO PACMUTUIO CAINPTHBIX HAMUTKOB.

+ 3anpelyaeTcs peknaMmMpoBaTb, NPOLBUTaTb 1 IBHO AEMOHCTPUPOBATb TabayHble U3genms. 3To
TakKXXe OTHOCUTCA K CBA3aHHbIM C HUMU 6aHHepaM, KaTeropmamM ToBapoB U CCblJIkaM Ha CaDITbI, roe
npopaeTcs Tabak.

+ Mbl MOXeEM pa3peLnTb OrpaHUYEHHYIO MPOAAXY TabauHbIX U3LENVIA B MPUNOXEHUIX AN [OCTaBKU
€[,bl/MPOAYKTOB B HEKOTOPbIX PEFMOHAX NPY YCIOBUW COBMIOAEHNS 3aLMTHBIX MEP MO NPOBEpPKe
BO3pacTa (Hanpumep, NpoBEPKM YAOCTOBEPEHMS IMYHOCTU NPU LOCTABKE).

+ Mbl MOXeM paspeLInTb NPOoLaxy TOBapOB, PeKTaMUPYEMbIX B KAUECTBE NOMOLLM A1 N36aBNeHUs OT
HMKOTVMHOBOW 3aBUCKMMOCTH, NPW YCIIOBUM COBNMIOAEHNS 3aLLUTHBIX MEP MO NPOBEPKE BO3pacTa.

cDYHKLI,VIVI N KOHTEHT C OrpaHn4eHnaMun no Bo3pacTty

YTO6bI 3aLMLLATE JeTel N Orpax[aTh UX OT MOTEHLMANbHO BPELOHOCHOIO KOHTEHTA, Pa3paboTymkn
OMMCAaHHbIX HUXE MPUNOXEHUIN BOMKHBI MCMONb30BaTh CreLManbHble MHCTPYMEHTbI U dyHKLuK Play
Console ons peanvsaummn BO3PaCTHbIX OrPaHUYEHUI.

1. MpWNoXeHWs, KOTOPble NO3BONAIOT Y4aCTBOBATb B a3aPTHbIX UrPaX, a Takxke Urpax v COPEBHOBaHUAX
Ha peasibHble AeHbIM.

2. NpunoxeHusa ANs 3HaKOMCTB U NOL60pa POMaHTUYECKMX MapTHEPOB.

®uHaHcoBbIE YCnyru

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, NPELOCTaBNAOLME NOb30BATENAM LOCTYN K BBOAALMM B
3a6nyxzaeHne U BpeAoHOCHbIM GUHAHCOBBIM MPOAYKTAM U YCIyraMm.

PUHaAHCOBbIMY CUMTAIOTCS BCE npoayKTbl N yCNnyru, ceBa3aHHble C ynpaBieHNeEM q)MHchaMM,
MHBECTULUAMUN N KPUNTOBANKOTaMU, B TOM YMCne NepCcoHallbHble KOHCYNbTalun.

Ecnu Bale npunoxeHve npepnaraeT unm pekiaMmpyet GrHaHCOBbIE NPOAYKTbI U YCIYrK, OHO JOJSIKHO
COOTBETCTBOBAaTb TPEBOBAHUAM FOCYAAPCTBEHHOMO Y MYHULMMANbHOrO 3aKOHOAATENbCTBA BO BCEX
CTpaHax v permoHax, As KOTOpbIX OHO NPEefHa3HaYeHO, —HanpuMep, cogepXxaTtb MHPopMaLuo, 0cobo
OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

PaspaboTumkaM NpunoxeHun, B KOTOPbIX ECTb GUHAHCOBBIE GYHKLMM, HYXXHO 3aMOfHUTL CreunanbHyo
neknapauuio B Play Console.

BuvHapHble onuMoHbI

3ar|peu.|,eHo I'Iy6J'IMKOBaTb NPUNoXeHnd, No3BoNgdoLWLMe NoNIb30BaTENIIM TOProBaTb 6VIHaprIMM
onuynoHamn.

Kpeputbl

CornacHo HawuM npasunam, K NoTpebuTenbCKMM KpeamTam OTHOCATCA CCyLbl, E4MHOBPEMEHHO
Bbl@aBaeMble GU3NYECKUM NULLOM WU OPraHn3aLMen OTAENbHOMY KIIMEHTY He Ans NpUobpeTeHus
OCHOBHbIX CPEACTB UK onsiaThl 06pa3oBaHus. YToBbI NOTPEOUTENN MOTIN MPUHATL B3BELIEHHOE
pelueHne, HeOBXOAMMO NPEfOCTaBUTb UM CBELEHUS O KaUeCTBE, XapakTepuUCTNKax, KOMUCCUN,
rpaduKax noraleHus, puckax u NPeMMyLLecTBax KpeanTHbIX MPEeAIOKEHNN.

+ MpuMepbl: NOTPeBUTENbCKUE KPELUTbI, KPEQUTbI HAaNMUYHbIMUK, 3aiMbl MeXY GUINYECKUMU NULLAMY,
KpenuTbl MOA, 3an0r aBToMo6MIS.

+ B 3Ty kaTeropuio He BXOAST: UMOTEKa, KPEAUTBI Ha NMOKYNKY aBTOMOGUNEN 1 BO3OGHOBNSIEMbIE
KpeamTbl, B TOM YMCIe KapTbl U NepCOoHasibHble KPEAUTHbIE CYETA.

K 3aMmMaM B cueT 3apaboTHOM nnaTtbl OTHOCATCS GUHAHCOBbIE YCNYTK, C MOMOLLbIO KOTOPbIX
dur3MYecKoe NMuo MOXET MOJTYYUTb YaCTb 3apPaboTaHHbIX UM (HO eLlé He BbinnavyeHHbIX


https://support.google.com/googleplay/android-developer/answer/9867159
https://support.google.com/googleplay/android-developer/answer/9867159
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
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https://play.google.com/console/app/app-content/financial-features

paboTopaTtenemM) CpeacTB. 3alMbl TAkoro TUMa UMEKOT CreayoLme OTANYNS OT KNaCcCUYeCKnx
KpeauToB:

+ MexaH13M noraweHus. 3aM BO3BPaLLaeTCs aBTOMATUYECKM: CYMMa BblYUTAETCS U3 3apaboTHOM
nnaTbl UK BbINIaYMBAETCS Yepes3 aBTOMNATEX, NOAKIIOYEHHbIM K GAHKOBCKOMY CUETY Mosib3oBaTens.
Mpu HeycnewHoM aBTonnaTeXe [ONONHUTENbHbIE MPOLEHTbI, MEHN UM KOMUCCUM HE B3UMAIOTCS.

« OrpaHuyeHne Ha ocHoBe Joxofa. MakcumanbHO SOCTYMHbIA 3aiM CTPOrO OFPaHNYEH CYMMOW, yXe
3apaboTaHHOW NONIb30BaTENEM B TEYEHME TEKYLLErO MIATEXHOr0 NEPUOLA, MOSTOMY HE MOXKET
Bbl4aBaTbCs B CYET OynyLNX LOXOAOB.

« CTpykTypa komuccui. K 3aiMamM B c4eT 3apaboTHOM NyiaTbl HE MPUMEHSIOTCS NMPOLEHTHbIE CTaBKU.
3a 1UCrnoNb30BaHMe TakUX YCIyr CEPBUC B3UMAET HEBGOMbLLYIO KOMUCCUIO: GUKCUPOBAHHYIO UJIN B
BMAE NPOLEHTHON [ONN OT TpaH3aKLMn. O6OCHOBAHHON CUMTAETCS MUHMMArbHast M MPO3payHas
KOMMCCUS, OTpaxatoLLas peanbHylo CTOMMOCTb MPEROCTaBEHNS YCNYT U He 0bpeMeHsioLas
nonb3oBaTens. HanprMep, KoMmccus MOXeT cocTaBnaTb 1-5 ponnapos CLUA 3a TpaH3akumio nnm 1-
5 % OT BblgaHHOro 3alMa.

.

OTcyTCTBME 3aNnUCen B KpeguTHON nctopun. OBbIYHO CEPBUCHI, MPeanaratolmne 3anmbl B cHET
3apaboTHON NnaThl, HE NEPERAIOT CBEAEHNS O TPAH3aKLMSAX B KPEAUTHbIe 60pOo, MO3TOMY YCIyru
TaKOro TUMa He BIUSIIOT Ha KPEQUTHbIA PENTUHT U HE CMIOCOBCTBYIOT POCTY LONTOCPOYHbIX AOMTOB
nonb3oBaTens.

Ecnwv Bbl Nnpepnaraete NoTpebuTenbckue KpeauTbl, B TOM UACHE BbILAETE UX HAMPsSMYLO, 3aHUMaeTeCh
NpUBNEYEHNEM NOTEHLMANBHBIX KIIMEHTOB UK MOMOraeTe NOTPEBUTENSM CBA3bIBATLCSH CO CTOPOHHUMM
Kpegutopamu, Boibepute B Play Console kateropuio "®uHaHChI" gis npunoXxeHus 1 obs3aTenbHoO
yKaxuTe crnepytolyto MHbopMaLmio B ero MeTagaHHbIX:

* MUHUMAJIbHbIA U MaKCUMaSbHbIN NEpUop NoralleHuna gonra;

+ MaKCUMasbHYI FrOA0BYHO MPOLEHTHYIO CTaBKy, B KOTOPYIO 06bIYHO BXOAMT CTaBka No KpeauTy, a
TaKXXe KOMUCCUM U MPOYME Pacxombl 3a rod, Un Apyryto aHaIoOrMYHyo CTaBKY, OTBEYAIOLLYHO
TpebOBaHNSIM MECTHOrO 3aKOHOLATENIbCTBA;

+ rokasaTeslbHbIi NpMMep pacyeTa obLielt CTOMMOCTH 3aiiMa, BKITHOUYas OCHOBHYIO CYMMY [JONra U BCe
LENCTBYIOLWME KOMUCCUY;

* MONIUTUKY KOHOUAEHLMANbHOCTH, B KOTOPOW NOAPOBHO ONMCAHO, KaK U s YErO NPUNOXEHNE
CcoBMpPaeT 1 UCTONb3YET NMYHbIE U KOHUAEHLMANbHBIE MONB30BATENBCKUE LaHHbIE, @ TaKkXe
nosly4aeT 1 NPefoCTaBgeT K HUM JOCTYN B COOTBETCTBMUN C OrPaHUYEHUAMY, YKa3aHHbIMK B 3TOM
npasune.

3anpelyeHo nybnmkosaTb NPUIOXEHWs, Npeanarallmne noTpebuTenbckme KpeanTsl, KOTopbie
Heob6X0AMMO MOMHOCTLIO NMoracuTb B TeueHne 60 gHel nocne Bblgayv 1nm paHblue (KpaTKoCpOoUHble
noTpebUTeNbCKME KPEQUTDI).

Ecnu Bbl NpepnaraeTe 3aMbl B cYeT 3apaboTHOM NaThl, B TOM YUCHe BbIfaeTe UX HamnpsiMyio,
3aHUMaeTeCh NPUBMIEYEHNEM NOTEHLMANBbHbBIX KIIMEHTOB MM MOMOraeTe NOTPebuTensaM CBA3bIBaTbLCS
CO CTOPOHHMMU KpeguTopamu, Beibepute B Play Console kateropuio "®uHaHChI" fns NpunoxeHns n
0693aTeNbHO YKaXuTe CnefyoLyto MHPOpPMaLMo B ero MeTafaHHbIX:

ycnosug noraweHnd nonra;

BCE KOMUCCUM, B TOM YMCIE 3a UCTONb30BaHNE YCNyry, 3a TpaH3akLuK, a Takxe nobble gpyrue,
LEeVCTBYOLWME NpU Bblgaye 3a1Mma;

)

rnokasaTesibHbIl npuMep pacyeTta obLen CTOMMOCTHM 3anMa, BKoYas BCe KOMUCCUK;

.

MONTUKY KOHOUAEHUMANBHOCTY, B KOTOPOW NOAPOGHO OMUCAHO, Kak U A1 Yero NpuioXxeHue
COBMPaET 1 UCMONb3YET NNYHbIE U KOHUAEHLMASbHBIE NOMb30BATENbLCKUE faHHbIE, a Takxke
nosly4YaeT U NPefoCTaBSET K HUM JOCTYN B COOTBETCTBUUN C OrPaHUYEHNIMY, YKa3aHHbIMK B 3TOM
npasure.

Y Hac ponxHa 6bITb BO3MOXHOCTb YCTaAHOBUTb CBA3b MeXAY BallMM akKKayHTOM paspa60TqMKa n
TIIOBBLIMUN TMLEH3NAMUA 1 OOKYMEeHTaMu, KOTOpbI€ Bbl OTNpaBndeTe HaM Angd NOATBEPXXAEHUA npaBa



npenocTaBndATb I'IOTpe6VITeJ'IbCKVIe KpeauTbl. MbI Takxe MoxeM 3anpoCcnTb OONONHUTENbHbIE CBEAEHUA
NN OOKYMEHTDI, YTOOGbI y6ED,VITbCF|, YTO Bbl c06n|op,aeTe MeCTHO€e ,u,e17|CTBy+ou.|,ee 3aKOHOOaTENbCTBO.

MpunoxeHus, B KOTOPbIX MPeanaratoTcs NoTpebuTensckne KPeamThl UM OCHOBHBIM Ha3HaYeHeM
KOTOPbIX ABSETCA MOMOLLb B NOMYYEHUN TakUX KPeauToB (HanpuMep, NoUcK KNMEHTOB 1N
NOCPELHUKOB), MPUSTOXEHWS, rae MOXHO OTKPbIBATb KPEAUTHbIE TMHUK, BCTIOMOraTebHble
NPUNOXEHNS ANS XeNnaowWwmx B3aTb KPeauT (HanpuMep, KpeauTHbIe KanbKynaTopbl, CNPaBOYHMUKM MO
KPEOUTHbIM YCNOBUSAM U T. A.), @ TakxXe NPUSTOXKEHWS, B KOTOPbIX NPefoCTaBNAOTCS 3aMbl B CHET
3apaboTHOM NnaTbl, He AOMKHbI UMETb AOCTYN K KOHOMAEHUNANbHON MHOPMALLIUK, B TOM Ymcne
doTorpadusam 1 KoHTakTaM. 3anpeLtaeTcs UCNob30BaThb Cleayolne pas3peLeHns:

.

Read_external_storage;

.

Read_media_images;

Read_contacts;

Access_fine_location;

Read_phone_numbers;

Read_media_videos;

Query_all_packages;

Write_external_storage.

K npunoxeHnsm, B KOTOPbIX UCMONb3yeTcs KoHUAeHUnanbHas nHopmauns nnm APl ¢ BOCTynom K
TaKUM [aHHBIM, MPUMEHSIIOTCS JOMONHUTENbHbIE TPeHOBaHUS U OrpaHNYeHNs. [JONONHUTENbHYIO
nHbOPMaLMIO Bbl HAMAETE B NPaBUiax UCMOSb30BaHMS PaspeLleHmii.

NoTtpebuTtenbckue KpeauTbl C BBICOKOW FOJO0BOM NPOLLEHTHOW CTaBKOMN

B CLUA 3anpelueHbl NpunoxeHus, npegnaratowme noTpebutenbckme KpeauTbl C rofgoBON NPOLEHTHOM
cTaBkow oT 36 %. Mybnukyemble B CLUA npunoxeHus, npeanaratowne notpebuTenbckmue KpeguTsl,
LOSMKHbI cofepXaTb MHPOPMaLMI0 O MaKCUMabHOW rof0BOV NPOLEHTHOW CTaBKe, PacCYNTaHHON B
COOTBETCTBUM C 3akoHOM "O cnpaBegnnesom kpegmtoBaHum” (TILA)

otn npaBuna OTHOCATCA K MPUNOXEHUAM, KOTOPbIE npeanaratoT KpeanTbl HanpaMyro, ULWLYT
NOTEHUMaNbHbIX KIIMEHTOB U NOMOratoT I'IOTpe6VITeJ'IﬂM CB43bIBaTbCA CO CTOPOHHUMU KpeEANTOPaAMN.

TpeGOBaHml ANs oTAeNbHbIX CTPpaH

MpunoxeHns ans NonyYyeHus NoTPebUTENbCKNX KPEAMUTOB C TAPreTUHIOM Ha YKa3aHHbIE HXE CTPaHbI
LOSKHbI OTBEYaTb AOMONHUTENbHBIM TpeboBaHMaM. Kpome Toro, Ux pa3paboTumkm LOMKHbI 3aM0SHUTb
B Play Console peknapauuto $prHaHCOBbIX GYHKLMI 1 OTAPABUTb HAaM YKa3aHHbIE B HEN [OKYMEHTbI.
[ns NpUnoxeHni, BbigatoLWwmx 3aiMbl B CYET 3apaboTHOM nnaThl, 3TV TpeboBaHWS AENCTBYIOT B TON
Mepe, B Kakol 3TO NPefyCMOTPEHO 3aKOHOLATENIbCTBOM COOTBETCTBYIOLMX IOPUCAMKLMIA. Mo 3anpocy
Google Play Bbl 06513aHbl NpefocTaBWTb LOMNONHUTENbHbIE CBEAEHNS U LOKYMEHTbI,
NnoaTBepXaatolmne COOTBETCTBME AEUCTBYIOWNM HOPMATUBHbBIM U INLEH3NOHHBIM TPe6OBaHNAM.

1. UHpuna

« Ons ny6bnukauum B Google Play Ha npoBepKy MOXHO OTNPaBNsTb TONbKO MPUNOXEHUS Ans
NOJTy4YeHUs NOTPEBUTENBCKNX KPEAUTOB, KOTOPbIE NPEQOCTABUIN JIMLEH3NIO U BXOOAT B CNIUCOK
"MpuUnoxeHus ns LMPPOBOro KPEAUTOBAHNUS OT PErynupyeMbix OpraHM3aLmnin®, onyb6ankoBaHHbIN
PesepBHbIM BaHKoM HAUW. VIHCTPYKLUKM Bbl HanpeTe B 3Ton cTaTbe CnpaBOYHOro LieHTpa.

« Ecnu Bbl He yyacTByeTe B KPEAMTOBaHMM HanpsMyto 1 TONbKO NpepocTasnseTe nnatpopmy,
KOTOpasi COLENCTBYET Bblaye KPeauToB Nofb30BATESM CO CTOPOHbI 3aPErnCTPUPOBAHHbIX
HebaHKOBCKUX pUHAHCOBbIX opraHm3auuin (HBPO) unmu 6aHKOB, Bbl LOMKHBI TOYHO OTPA3UTb 3TO B
peknapaumn.

+ HanumeHoBaHuWs Bcex 3aperncTpmpoBaHHbix HBPO 1 6aHKOB [OMXKHbI ObITb NEPEUNCIIEHDI B
OMNMCaHUU NPUIIOXEHNS, N 3Ta MHGOPMALLMS JOSKHA OblTb XOPOLWWO 3aMETHa.

2. UHpoHe3usa


https://support.google.com/googleplay/android-developer/answer/9888170
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://play.google.com/console/app/app-content/finance-declaration
https://support.google.com/googleplay/android-developer/answer/16604194

Ecnu Balle npunoxeHne CBA3aHO C OKa3aHWEM YCNyr LMbPOBOro KpeanToBaH1s B COOTBETCTBUM C
MonoxeHnem OJK N2 77/POJK.01/2016 (B pencTeytoLien pegakium), Bbl 06g3aHbl NPeaoCcTaBUTb
HaM )15 NPOBEPKM KOMUIO AENCTBYIOWEN NINLEHINN.

3. dununnuHbl

Bce ¢puHaHCOBbIE 1 KPEAUTHbIE KOMMNAaHWUW, Npeanaraowme KpeguTbl Yyepes nnatPopmMbl OHMANH-
KpenuTOBaHWS, [OMKHBI MOMYUYNTb PerncTpaumoHHbii Homep SEC (SEC Registration Number) un
HOMep CBUAETENbCTBA O NpaBe Ha ocyllecTBneHne geatenbHocTu (Certificate of Authority
Number) ot Komuccum ®uamnnmH no ueHHbiM 6ymaram 1 6upxxkam (PSEC).

+ B onucaHum npunoxeHus Takxxe He0Ob6Xo[MMO yKa3aTb Ha3BaHNE KOMMNaHUW/KOprnopaLum,
permcTpaumnoHHbIn Homep PSEC 1 HOMEp CBMAETENbCTBA O NPaBe Ha OCYLLECTBIEHNE
LEeaTenbHOCTU GUHAHCOBOW UK KpeauTHou opraHnaaunm (Certificate of Authority to Operate a
Financing/Lending Company).

Mpunoxenwns, npegnaratowme ycnyru kpayadpaHamMHroBoro KpeantoBaHus, HanpuMep P2P-

KpeouToBaHWe, UK 3aHNMaIOLMECs L PYyrov NOLO6HON AEATENbHOCTbIO, YKa3aHHOM B

dununnuHckux MonoxeHusx o kpayadaHauHre (CF Rules), nonxkHbl o6pabaTtbiBaTh TPaH3aKLMUK

yepes KpayadpaHAMHIOBbIX MOCPEOHMKOB, 3aPErMCTPUPOBAHHbIX Komuccren OunmnnuH no

LleHHbIM Bymaram u Gupxam.

4. Hurepus

Lndposblie kpeguTopbl (LLK) AoMmKHbI NPOUTY perucTpaumio cornacHo npoueaype LIMITED
INTERIM REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR DIGITAL LENDING
obpa3sua 2022 roga (B fenicTByloWeN pegakumm), Kotopas yTeepxaeHa depgepansHon
aHTVMOHOMOJIBHOM KOMUCCHEW MO 3alumTe npae notpedutenen (FCCPC) Hurepuu, n
NPUAEPXKMBATLCA YKa3aHHbIX B OpMe MNOSTIOXKEHNN. Takxke HEOOXOAMMO NONYyYnTb
BepudmumpyemMoe nucbMo-nopgTeepxaeHne ot FCCPC.

ArperaTopbl KPEAUTHbIX NPELNoXeHUN 0693aHbl NPEOCTaBNATh 4OKYMEHTbI, MOATBEPXAAOWNE
NpaBo 0OKa3bIBaTb YCNyrn LUPPOBOro KPEAUTOBAHMS, @ TakKe KOHTaKTHYI0 MHbopmaumio Bcex LK,
C KOTOPbIMW OHU COTPYAHUYALOT.

5. KeHuns

Lindposble kpeautopsl (LLK) monmxHbl NponTn npoueaypy peructpaumm LIK n nonyunTs nuueHsuno
oT LleHTpanbHoro 6aHka Kenun (CBK). BMecTe ¢ feknapaumeri BaM HEO6X0AMMO NpefoCcTaBUThb
Konuio ceoew nunueHsnm ot CBK.

Ecnu Bbl He yyacTByeTe B KpeAUTOBaHUN HANPSMYIO 1 TONbKO NpefocTasnseTe nnatdopmy,
KOTOpasi COLEeVCTBYET Bblavye KPeANTOB NOMb30BATENSM CO CTOPOHbI 3aperncTprpoBaHHbix LK,
Bbl OMKHbI TOYHO OTPA3nUTb 3TO B AEKIAPALUM U NPEeLOCTaBUTb KOMUK IMLEH3WI, BbliAaHHbIX CBK
BalLMM NapTHepaMm.

Cenyac Mbl NpUHMMaEM fekfapaummn U MMLEH3UN TONbKO OT JINL, KOTOPbIe NEPEYNCIIEHDI B
PeecTpe undposbix kpeputopos (Directory of Digital Credit Providers), ony6nnkoBaHHOM Ha
oduumnansHom camte CBK.

6. MakucTaH

+ Kaxpas HebaHKOBCKas KpeauTHas opraHuaauns (HBPO) MoxeT ony6nMKoBaTh TONbKO OfHO

npunoxexHune onsa LI,VIquOBOFO KpeaonToBaHu4. Ecnu Bbl nonbiTaeTechb Pa3MeCTUTb HECKOJIbKO TakKnx
MPUMNOXEHWN, Ball aKKayHT pa3paboTunka 1 BCe CBA3AHHbIE akKayHTbl MOTYT ObiTb
3abnoKMpPOBaHbI.

YT106bI OKa3bIBaTb YCNYrY LUPPOBOro KPEAMTOBaHUS B MakMCTaHE UM MOMOraTb B MX NOMyYEHNH,
HY>XHO OTNPaBWTb BblfaHHoe Komuccuen no ueHHbiM Gymaram v 6upxam MakuctaHa (SECP)
CBUAETENbCTBO, NOATBEPXAAIOLEE MPABO Ha TaKylo AesTeNbHOCTb. KpoMme Toro, 3anpeLieHo
ny6/MKOBATb NPUNOXEHUS, B KOTOPbIX MPEAIaratoTCs KPaTKOCPOYHbIE MOTPEBUTENbCKUE KPEQUTbI,
OfHaKO B PeAKMX Clyyasx Mbl MOXEM AenaTbh UCKIIOYEHNS Ha TeppuTtopun MNakmuctaHa B
COOTBETCTBUM C AENCTBYIOLLMM 3aKOHOAATENbCTBOM.

7. TaunaHp,



+ PaspaboTturkam npunoxeHui, npegiaratolmx noTpedbutensckme KpeauTol B TaunaHae ¢
NPOLEHTHOM cTaBko 15 % U Bbile, HY>XXHO NOAYyYNTb NULeH3MIo oT baHka TaunaHga unm

MI/IHVICTepCTBa ¢VIHaHCOB. OHM Takxe [OMXHbI npenocTaBUTb AOKYMEHTbI, noATBEPXAaloWme, Yto

C NMOMOLLbIO MPUNOXEHNA MOXXHO MOJTyYaTb n0Tpe6V|TeanKme KpeaounTbl B aTon CTpaHe nnn
nofaBaTb 3a49BKY Ha HUX. B yacTHOCTH, HEOBXOAMMO oTnpaBnTb:

+ Konuto nMueH3nn Ha fesTenbHOCTb B Ka4eCcTBe HaHOPUHAHCOBOW OpraHn3aLumn nnm
NoCTaBLUMKa NOTPEBUTENbCKUX KPEAUTOB. [JOKYMEHT JOMXEH 6bITb BbigaH baHkom TannaHpa.

+ Konuo nMueHsnn Ha BeieHne KOMMEPYECKON AeaTeIbHOCTU B KAaYeCTBE NMKOGUHAHCOBOM

opraHusaumm (Pico unm Pico Plus). JokyMeHT fomKeH 6bITb BblAaH MUHUCTEPCTBOM GUHAHCOB.

B Google Play Ha cTpaHuMLax BCex MPUIIOXEHWIN ANS NOyYeHUs NOTPEBUTENbCKUX KPeaUTOB B
TannaHae [ONMXKHbI BbiTh YKa3aHbl Crefylowme faHHble:

+ MNocTaBWWKM ycnyr KpeauToBaHus, NonyunsLIMe nnLeHano ot bardka TannaHga (BOT) unm
YnpaBneHus no ¢uckanbHomn nonutuke (FPO).

- HasBaHue ropnan4eckoro nmua pa3pa60TqMKa.
« MakcumanbHble NPOLUEHTHblE CTaBKN 1 BCE KOMUCCUWN.

+ TIOMUMO YKa3aHHbIX Bbilie CBEAEHWI, Ha CTPaHULLAX NMPUNOXEHUI AN NONyYeHNs
noTpebuTenbckux KpeanTos B TannaHge ¢ NPOLEHTHON CTaBKOM HMXe 15 % Takxe JomkHa 6biTb
cnepytowas nHbopmaLms:

+ 3agBneHune "OTo NOCTaBWMK YCNYTr KPEAMTOBaHWS, AeaTEeNbHOCTb KOTOPOro He perynmpyeTcs
Bankom Tamnanpa (BOT) unu YnpasneHuem no ¢puckansHon nonutuke (FPO)™.

BoT npuMep pacnpocTpaHEeHHOro HapyLeHus:
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$ Easy Loans
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Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

Get cash sent to your bank account!
Safe and easy
Great short-term rate

.

Fast lender approval
Easy to use
Loan delivered in an hour

Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn't disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs
for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHbIE UrPbl, UrPbl U COPEBHOBAHMS C PeasibHbIMU OEHEXHbBIMU
npu3amm
anIJ'IO)KeHVIFI N peknamMHbie O6'b9|BJ'IeHVI9I, CBf3aHHbI€ C a3apPTHbIMU UTPaMUn Ha pealibHble OEHbrY, a

TaKXe NPOrpamMmbl JIOATIbHOCTU B UFPOBOM GOPME 1 MPUNTOXEHMUS As1 KOPOTKMX GIHTEIU-TYPHUPOB
paspelLLeHbl MPU YCNOBKM, YTO OHU COOTBETCTBYIOT ONPEAENEHHbIM TPeboBaHMSM.



MpunoxeHus ansa asapTHbIX Urp

[JonyckatloTcs NPUoXeHUs, KOTOpbIe NO3BOMSIOT UM MOMOraloT y4aCTBOBaTb B @3aPTHbIX OHMaMH-
urpax B onpegesieHHbIX CTpaHax, eciv cobniofeHsl BCe orpaHuyeHns v npasuna Google Play, a
pa3paboTumk nopasn 3asaBky — Ha pacnpocTpaHeHue B Google Play npunoxeHuwn ons asapTHbIX Urp 1
nonyunn paspelueHue. Mpu 3ToM pa3paboTunk ABNSeTCs OQO0O6PEHHbBIM FOCYAaPCTBEHHBIM ONEPaTOPOM
U/Mnn 3aperncTpmMpoBaH B MECTHOM BELJOMCTBE, OTBEYAIOLLEM 3@ UFOPHYIO AeATEeNIbHOCTb, U
NpPeaoCTaBUI LENCTBYIOLLYIO NMULEH3MIO A1 OCYLLECTBEHWS B CTPaHE TOW UrOPHON AEATENBHOCTH,
KOTOpYlO OH Npepnaraer.

Mbl gonyckaeM TONbKO Te NIMLEH3NPOBAHHbIE UM Pa3peLleHHbIe NPUIOXEHUS, KOTOpbie NpeasiaraoT
cnepytolme BUabl a3apTHbIX OHMANH-UIp:

* OHNaNH-Ka3nHO;

+ CTaBKM Ha pesynbTaTbl CMOPTUBHbLIX COPEBHOBAHWI;

+ CKauku (roe perynmpoBaHue U NULEH3NPOBaHNE OCYLLECTBNSIOTCS OTAENBHO OT CTaBOK Ha CMopT);
+ noTtepewu;

+ KOPOTKMNE GIHTEIU-TYPHMPBI.
Pa3pelleHHble NPUIOXEHNUS LOMKHbI COOTBETCTBOBATb ClEAYOWNM TpeboBaHNaM:

« PaspaboTumk nogan 3asiBky v NOAy4Yns pa3peLlleHne Ha pacnpoCTPaHEHNE NPUSTOXEHNS Yepes
Google Play.

« [MpunoxeHne He HapyLlaeT AENCTBYIOLWME 3aKOHbI 1 OTPaCcNeBble CTaHAAPTLl CTPaHbl, B KOTOPOMN OHO
OyLeT pacnpoCcTpaHaTbCS.

Y pa3paboTurka ecTb AeNCTBYIOLAA NNLEH3US Ha BEAEHWE UTOPHOM LesTeNbHOCTW AN BCEX CTPaH
WU WTaTOB/TEPPUTOPUIA, TOE PacCNpPOCTPAHAETCS MPUIIOXKEHME.

+ Pa3paboTunk He npepnaraeT Te BUAbl a3apTHbIX Urp, KOTOPbIE BbIXOAAT 3@ PaMKU €ro NINLEH3UM.

« MNpunoxeHne HeQOCTYNHO A1 HECOBEPLUEHHONETHMX.

« MpunoxeHne HeLOCTYMNHO B CTPAHAX, WTaTax/permoHax unm reorpaduyecknx pamoHax, Ha Kotopble
He pacnpOoCTpaHseTCa NNLUEH3Us pa3paboTymka.

« MpunoxeHue pacnpocTpaHseTtcs B Google Play 6ecnnatHo 1 HE ncnonbayeT GyHKUMIO onnaTthl
KOHTeHTa uepe3 Google Play.

« MpunoxeHne MOXHO BecnnaTHo ckavaTtb M3 Google Play.

« [prnNoXeHnto NPUCBOEHO BO3PACTHOE orpaHmnyeHne "Tonbko A9 B3POChbIX" Uv 9KBUBAIEHTHOE
cornacHo pentuHry IARC.

+ B npunoxeHuu 1 Ha ero cTpaHuue B Google Play ecTb onncaHvne npyvHUMNOB OTBETCTBEHHOW Urpbl.

Mpoure NpunoxeHus, CBA3aHHbIE C a3apPTHLIMU UFPaMU Ha pearnbHble AeHbr U,
KOHKYpCaMu 1 TYpHUpamu

Bo BCex gpyrvx NPUNOXeHUsIX, KOTOPbIe HE COOTBETCTBYIOT BbILLIENEPEUYNCIIEHHBIM TPEOOBAHMSAM K
NPUNOXEHWAM AN a3aPTHbIX UTP U KOTOPbIE He yKasaHbl B padgene "[pyrue nuinoTHbIe UrpoBble
MPOEKTbI C pearnbHON BanMtoTON" HUXe, 3anpeLlaeTcs nybnmnkoBaTb KOHTEHT MU CEPBUCHI, KOTOPbIE
MO3BOSISIOT MMM MOMOTaIOT 3aKNoYaTb Napy, AeNaTbh CTaBKW UM MHbIM 06PA30M UCMONb30BaTb
pearnbHble AeHbr1 (B TOM YMCNe COBEpPLLATb MOKYMNKW B MPUNOXEHWN) C LeSbio MOMy4YUTb MPU3, KOTOPbIN
MUMEET peasbHyo AEHEXHYIO CTOMMOCTb. DTO KacaeTcsi B TOM UYMCIE OHMaNH-Ka3nHO, CMIOPTUBHbIX
TOTaNM3aTopPOB, NOTEPEN U UTP, B KOTOPbIX MPUHUMAIOTCS AEHBIM, @ BbIMFPbILLEM SBASIOTCS LEHEXHbIE U
Lpyrvie LeHHble Mpu3bl (KpoOMe NPorpaMM, COOTBETCTBYHOLLMX OMUCAHHBIM HUXE TPEBOBaHMAM K
nporpaMmmam NI0SNIbHOCTY B UTPOBOM GOPME).

MpuMepbl HapyLweHun

* Urpsbl, B KOTOPbIX MPUHUMAIOTCS AEHBIM B OBMEH Ha BO3MOXHOCTb BbIMFPaTb AEHEXHBIN NN MHOW
MaTepuanbHbI NPU3.
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MPUNOXeHWs, KOTOPble COLEPXKAT NEMEHTbI HaBUraLum Unmn dyHKLUK (MyHKTbI MEHIO, BKIAAKW,
KHOMKW, KOMMNOHeHTbl WebView 1 T. fi.) ¢ Np13bIBOM caenaTh CTaBKy, 3aKMounTb Napyu UK NPUHATD
yyacTue B Urpax, KOHKypcax Unm COPeBHOBAHMSIX C peanbHbIMK AEHEXHbIMW NPU3aMu, Hanpumep
"Cpenavite cTaBky!", "3apeructpupymntecs!” unu "Mobennte B copeBHoBaHUM!".

MpUNoXeHwus, KOTOpble MPUHUMAIOT CTaBKW, UCMOMb3YIOT BHYTPEHHIOIO BasOTY, BbINiayvBaoT
BbIMIPbIWW MK BepyT 3anor B 06MeH Ha BO3MOXHOCTb BbIMFPaTh AEHEXHbIN NIV MHON
MaTepuranbHbIN NPU3.

Opyrve nunoTHbie UrPOBblE NPOEKTHI C pearnbHOW BanioTon

MeproanYeckn Mbl MOXEM Peanv30BbiBaTb B HEKOTOPbIX PEFMOHAX OrpaHUYEHHbIE MO BPEMEHM
MUOTHbIE MPOEKTbI 419 ONPEQENEHHbIX TUMOB UIP Ha peanbHble AeHbru. MogpobHyo MHGOPMAaLLMIO Bbl
HangeTe B aToN cTaTbe CNpPaBOYHOro LEeHTPa. MMNOTHBIN NPOEKT NO PacnpPOCTPAHEHNIO MPUNOXEHUN
LSl OHNAaNH-YNPaBIEHUs KPaH-MaLIVMHOW, KOTOPbIN Mbl MPOBOAMAM B ANOHWHK, 3aBepLunics 11 nions
2023 ropa. C 12 nions 2023 roga B Google Play pa3pelueHo nybnnkoBaTh Takue NpuioXeHus no Bcemy
MUPY MPW YCNOBMU, YTO COBMIOLEHDI AENCTBYIOLME 3aKOHbI U OMpefeNieHHble TPeGoBaHMs.

MporpaMMbl NoanbHOCTY B UrpoBomn ¢opme

MporpamMmbl NOSNIBHOCTH, KOTOPbIE MOOLLPAIOT NOJSIb30BATENEN MAaTEPUATbHBIMU U [EHEXHBIMU
npu3amu, paspeLleHbl, ECNTM OHM JOMYCKaOTCA 3aKOHOM U He TPEBYIOT NoNyYeHWs LOMNOHUTENBHOW
NULEH3UN AN @3apTHbBIX Urp. MporpamMmbl NOSNbHOCTY [OMKHBI COOTBETCTBOBATb NEPEYNCTIEHHBIM
HWxe TpebosaHuam Google Play.

Bce npunoxeHus (Urpoebie U HEUrpPOBbIe)

+ MpeunmyluecTBa, GOHYCbI UM BO3HArpPaXXaeHus, NPeoCTaBISEMbIE B paMKax MPOrpammbl
NOANBHOCTU, JOMKHbI BbITb IBHO [OMONHUTENBHBIMU U BTOPOCTENEHHBIMU MO OTHOLIEHWIO K JII060W
KBanMMLMPOBAHHON [EHEXHOW TPaH3aKL MK B NPUIIOXeHU (foe KBanuduLMpOoBaHHas AeHexXHas
TpaH3aKkuus — OTAeNbHas TPaH3aKLMs C LeSblo NPefoCTaBeHUs TOBAPOB UIIN YCAYT, HE CBA3aHHbIX C
nporpaMmon nosnbHOcTH). MpenmyLiecTsa, 60OHYCbl UM BO3HArPaxaeHus He MOryT BbiTb
NpeaMeToM MOKYMKU UM UMETb OTHOLLEHNE K KakoMy-nnbo cnocoby obMeHa. B npoTMBHOM criyyae
3TO BYRET cumnTaThCs HapylweHueM MpaBun B OTHOLIEHWUM a3apTHbIX UFP, UrP 1 COPEBHOBAHMUN C
peanbHbIMU JEHEXHbBIMY NPU3aMK.

+ Hanpwumep, HM ofiHa YaCTb KBaNMPULMPOBAHHON AEHEXHOW TPAH3AKLMM HE MOXET CIY>XWTb
nnaTon UNW CTaBKOW ANS yYacTHsi B NPOrpaMmMe NosiibHOCTU. Takxe KBanubuumMpoBaHHas
LEHeXHas TpaH3aKLuMsa He [OMKHA NPUBOAMUTD K MOKYMKe TOBAPOB UIN YCIYT MO NOBbILLEHHON
LeHe.

Urpoeble  npunoxeHus

+ BoHycHble 6annbl nnm BO3HarpaxneHus ¢ 6oHycamu, NpenMyLecTBaMmn U Harpagamu, CBs3aHHbIMU C
KBanMOULMPOBAHHON [EHEXHOW TPaH3aKLMEN, MOTYT HAYUCNSTLCS U UCMONb30BaTLCS TOMbKO Ha
OCHOBE PUKCUPOBAHHOW MPOMOPLIMM NPU YCIIOBUM, YTO OHA YETKO 0603HAYEHA B MPUSTOXEHUN 1
06LWefoCTyMHbIX 0dULMaNbHbIX NPaBMiax NporpaMmel. NpenMylecTsa Unmn BoikynHasi CTOMMOCTb He
MOTyT ObITb NONYyY€EHbI, HAYUCTIEHBI UM MPUYMHOXEHbI B 3aBUCMMOCTM OT yCrnexa Nonb3oBaTtens B
Urpe unu cryvyamHoro pesynbraTa.

Heurposbie npunoxeHus

+ BOHyCHble 6annbl UM BO3HArpaXAeHst MOryT HAaUNCIIATLCA NO pesynbTaTaM KOHKypca Uin
CNy4YanHOro peaysnbTaTta, EC/IM OHU COOTBETCTBYIOT TPEOOBaHMAM, YKa3aHHbIM HXKE. [N nporpaMm
NOSANIBHOCTU C NPEMMYLLECTBAMKN, BOHYCaMM UK Harpagamm, CBA3aHHbIMU C KBATIMGULMPOBAHHOM
LEHEXHOM TpaH3aKLumen, HeobxoanMo:

* Pa3MecTuUTb B NPUNTOXEHNN OCI)I/ILI,I/IaJ'IbeIe npaBunna NporpamMmmbl;

+ €CN CUCTEMa BO3HAarpaxzaeHus MEHAETCS UM OCHOBaHa Ha Clly4alHOM U BEPOATHOCTHOM
BbI6OpE, B paMkax oduLManbHbIX NPaBu NPorpamMMbl HEOBXOAMMO PacKpPbITb: 1) BEPOATHOCTb —
LNs Ntobor cMCTEMbl BO3HArpaxaeHus, B KOTOPOWN ANs onpefeneHns nobenmTens NCnonbaytoTcs
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durKCMpOoBaHHble KOIDDULNEHTHI; 2) METOR, Bbibopa (Hanpumep, NepeMeHHbIe, UCNOoNb3yeMble Ans
onpegeneHus nobeguTens) — ona gpyrux Nnogo6HbIX NPorpaMm;

+ yKasaTb B opuLManbHbIX MpaBuiax NporpaMMbl C PO3birpbiliami, NOTEPEIMIU UM BPYTMU
Nogo6HbLIMU NPOMOAaKLMIMN GUKCUPOBAHHOE YMCNo nobeauTenen, CPok Noaaym 3asgBokK 1 gaTty
BPYYEHUS NPU30B A1 KaXA0oM Takou NpoMoaKLmu;

* ykasaTb PUKCUPOBaHHbIE KOIGDULMEHTLI HAUNCIIEHUS U NOTalleHns BOHYCHbIX 6afoB UK Harpag,
Ha BYOHOM MEeCTe B NMPUNIOXEHMM, a Takke B 0PULMabHbIX NMPaBUnax nporpammbi.

Tvn Urpoeas ¢opma u Harpapbl Ha Ycnosusa YkasaHue ponu
nNpUnoXeHus MeHsiowmecs ocHoBe Mcnonb3oBaHUa BEPOSAITHOCTYU UK
c BO3HarpaxpeHus ¢ukcupoBaHHoOM nporpamMmbl MeTofa Bbibopa B
nporpammonm nponopuuun nosiNbHOCTH Ycnosusix
NOSINBbHOCTU Mcnonb3oBaHuUs

no6on nporpamMmbl
nosinbHOCTU CO
cry4yanHbIiM
pos3birpbiieM NPU3oB

Wrpa 3anpelyeHo PaspelweHo Ob6g3aTenspHo Henpumennmo (B
UrPOBbIX MPUOXEHNSX
LN nporpamm
NOSNBbHOCTYN Henb3s
MCnonb3oBaThb
3NEMEHTI,
OCHOBaHHble Ha
cnyvanHoCTH)

Heunrposoe PaspeweHo PaspelueHo Obsa3aTenbHO Obsa3aTenbHo
npunoxeHue

MNpunoxeHus, pacnpocTtpaHseMbie B Google Play, koTopble copepikaT peknamy
a3apTHbIX Urp, a TaKXKe Urp, KOHKYPCOB N TYPHUPOB Ha pearibHble AeHbru

MpUNOoXeEHMS C PeKTaMOm a3apTHbIX UrpP, @ TaKXKe Urp, KOHKYPCOB U COPEBHOBAHMWN C peasibHbIMK
LEHEXHBIMU NMPU3aMU1 PaspeLLeHbl, €CIN BbIMONHSAIOTCS NEePEUNCIEHHbIE HUXE YCNOBUS.

« MNpunoxeHune, 06bSBREHNE U peklaMofaTenb He HapYLLAlOT 3aKOHbI U OTPacneBble CTaHAaPTbI
CTpaHbl, B KOTOPOW 06bsIBNIEHNE ByaeT NokasbiBaTbCS.

+ Ob6bsBEHME COOTBETCTBYET BCEM AENCTBYIOLUM MECTHBIM TPEOOBaHMAM K NTULEH3MPOBAHMIO
NPOJYKTOB M YCAYT, CBA3aHHbIX C a3aPTHbIMU UrPaMu.

« MNpunoxeHne He NokasbIBAET pPeKnamy asapTHbIX UrP NuuaM, He focTurwmMm 18 ner.
« MNpunoxeHne He BXoAMT B Nporpammy "TpunoxeHns s Bcen ceMbin’.
- Jlnua, He pgocTuriune 18 neT, He BXOAAT B LIENIEBYIO ayAUTOPUIO NPUOXEHUS.

« Ecnu peknammpyoTcs NpUoXeHus 4as asapTHbIX Urp (CM. Bbille), Ha LIENeBoW CTpaHuLe
06BSBNEHNS, B ONUCaHUM NpuioxeHns B Google Play nnmn B caMoM NPUnoXeHUn [OMKHbI
copepXaTbCs YeTKMe CBEAEHMS O NPUHLMMNAX OTBETCTBEHHOMN UIPbI.

+ MpunoxeHune He SBRSETCH CUMYNATOPOM a3apTHbIX UrP (TakUX Kak KasuHO UiV BUPTYanbHble
UrpOBblE€ aBTOMATI).

» [TpunoxeHne He OKa3biBaET YCNYyru, CBA3aHHbIE C a3apPTHLIMU UFPaMK, a TakXKe Urpamu, noTepesamMmn 1
COPEBHOBAHUAMMU C peasibHbIMU OEHEXHbIMY MPU3aMu UM COMYTCTBYIOWNMM GYHKLMAMM (HanpuMep,
He NMoMoraeT fenaTb CTaBKM, BbIBOAWTL BbIUrPbILLM, OTCIEXMBATb CHET, KOTMPOBKW U Pe3ynbTaTbl Ui
YyNpaBnsTb UrPOBbIMU GOHOAMM).

° anIJ'IO)KeHVIe He npoAaBUraeT a3apTHble UIPbl Ha peanbHble AEeHbINM U CBA3aHHbIE C HUMK CEPBUCDI.

Peknama asapTHbIX UIP, @ TakXXe Urp, NOTepen 1 COPEBHOBAHUI C peasibHbIMU AEHEXHBIMU NMPU3aMu
LOMYCKaeTCs TOMbKO B MPUOXEHUSX, COOTBETCTBYIOLMX BCEM NEePeUNCEHHbIM Bbilue TPe6oBaHMAaM,




B Pa3peLLEHHbIX NMPUNOXEHUSX LS a3aPTHbIX UrP (CM. BbilE) UM KOPOTKUX GIHTE3U-TYPHUPOB (CM.
HUXEe) NPW YCNOBWK, YTO OHW COOTBETCTBYIOT TpeboBaHWaM 1-6.

Mpumepbl HapyLeHUH
+ punoxeHne ans HECOBEPLIEHHONETHMX, PEKNaMMpPYIoLLEe CePBUChHI, CBA3aHHbIE C a3aPTHbLIMM
nrpamu.

+ CUMynNaTOp Ka3nHO, KOTOPLIV NMPOABUraeT peasnbHOe Ka3uHO WK NepeHanpasseT B Hero
nonb3oBaTenemn.

. I'Ipmnoerme Ang oTCcnexunBaHMg WaHCOB Ha no6eny B CNOPTMBHbIX COPEBHOBaAHUAX, coaep xallee
CCbINIK/ Ha Cal;IT, roe NPpUHMMaOTCa CTaBKWU.

« MpunoxeHus, cofepxalune peknamy asapTHbIX Urp, KOTopas HapyLwaeT npaBuna 06 06bABNEHNSX,
BBOLSLUYMX B 3a6My>XAEHVE, HAaNPUMEpP peknamHble 06bABNEHNS, KOTOPbIE BbIMMAAAT Kak KHOMKY,
3HAYKM UK OPYrve UHTEPaKTUBHbLIE SNIEMEHTbI.

MNpunoxxeHns ans KOPOTKUX GIHTE3N-TYPHUPOB

MpUNoXeHWs Ons KOPOTKUX GIHTE3U-TYPHMPOB, COOTBETCTBYIOLME TPeHOBAHMAM OENCTBYIOLWErO
MECTHOro 3aKOHOAATENbCTBA, Pa3pPeLLeHbl, €CNN BbINMOMHSIOTCS NEPEUNCIIEHHBIE HNXKE YCIIOBUS.

« MpunoxeHue nnu 1) pacnpocTpaHaeTcs ncknoumtensHo B CLUA; unu 2) cooTBeTcTByeT TpeboBaHMIM
K NPUNOXEHUaM ans a3apTHbIX Urp. Ong pacnpocTpaHeHus npunoxeHuns 3a npegenamm CLIA
pa3paboTumK AOMKEH NOAATh 3asBKY, Kak YKa3aHO BblILLE.

+ Pa3paboTumk nofan 3asBKy W NOMyYuI paspeLleHre Ha PacnpoCcTpaHeHne npunoxenus B Google
Play.

+ TMpUNOXEHNE HE HapYLLAET 3aKOHbI M OTPAC/EBblE CTaHZAPTLI CTPaH, B KOTOPbIX OHO
pacrnpocTpaHsaeTcs.

+ BO3MOXHOCTb fenatb CTaBkn nm NPOBOOUTb AEHEXHbIE TPaH3aKUMM B MPUITOXEHNN HEOOCTYMHa
Ona HeCoBepPLWEHHONETHUX.

« MpwunoxeHune pacnpocTtpaHseTtca B Google Play 6ecnnaTHo 1 HE ncnonb3yeTt GyHKLMIO onnathl
KOHTeHTa yepe3 Google Play.

« MpunoxeHue MoXHO becnnaTHo ckavaTb 3 Google Play.

+ [prnNoXxeHnto NPUCBOEHO BO3paCcTHOE orpaHnyeHne "Tonbko A9 B3POChbIX™ Uv SKBMBaSIEHTHOE
cornacHo pentuHry IARC.

- B NPUNOXEeHUN N Ha ero CTpaHuue B Google Play €CTb OnncaHne npuHUMnoB OTBETCTBEHHOM nrpbl.

« MNpunoxeHne He HapyLWwaeT AENCTBYIOWME 3aKOHbI M OTPACNEeBbIE CTAHAAPThI TEX WTATOB UK
TeppuTopun CLUA, roe oHo ByaeT pacnpoCTPaHsAThLCS.

+ Y paspaboTyrka ecTb AenCcTByoLas TNMLEH3NS Ha PacipPOCTPaHEHNE MPUNOXEHNS A1 KaX[oro
wTaTa unu Tepputopumn CLUA, roe Takas nuueH3ns TpebyeTcs.

+ Ecnu 'y paspaboTurka HET NMLEH3UM Ha PacNpPOCTPAHEHNE NPUNIOXEHNS B KaKUX-TO WTaTax UM Ha
HekoTopbix Tepputopusx CLUA, To OHO [OMKHO BbITb TaM HEROCTYIHO.

« MpunoxeHne HeLOCTYMHO B TeX WTaTax U Ha Tex Tepputopusx CLUA, roe npunoxeHvs ans KOPOTKUX
bIHTE3N-TYPHMPOB 3aMNpeLLEHbI 3aKOHOM.

He3akoHHble gencTeuns

3ar|peu.|,eHo I'Iy6J'IMKOBaTb NPUNOXeHN], KOTOpPblIe CFIOCO6CTByIOT COBEPLUEHNIO HE3aKOHHbIX ,D,eﬁCTBI/IVI
NN NOOLWPAKOT UX.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

« TMokynka v npoaaxa 3anpeLieHHbIX NpenapaTos.

+ N306paxeHne TOro, kKak HECOBEPLLEHHONETHNE UCMONb3YHOT UM MPUOBPETAOT HAPKOTUKK, ankorosb
1 TabayHble N3LENNs, @ TakxKe NOOLLPEeHNE ITOrO.


https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru

+ VIHCTpyKLMKM NO NPOM3BOACTBY 3aMnpeLLeHHbIX NPenapaTos, B TOM YMCe MO BblpalLMBaHUIO
HapKOTUYECKNX PACTEHUN.

KOHTEHT, co30aHHbIM NMofb30BaTENAMMU

K aTon KaTeropmm OTHOCUTCA KOHTEHT, cos,u,aBaeMan nonb3oBaTeNnamMu, KOTOprVI BUOEH Unn OOCTyneH
HECKONMbKM NOoNnb3oBaTeENdaM NPUITOXKEHNA.

B copepallunx Takon KOHTEHT NPUITOXEHUSIX, BKIKOYas crieuunanbHble 6pay3epbl v KIIMEHTHI,
nepeHanpasnaoLiMe Nonb3oBaTenen Ha NNaTGopMy C TakMM KOHTEHTOM, AOMXHA BbITb peanM3oBaHa
HapexHas, addeKkTUBHas 1 cTabunbHas cucTema MOAEPaL UM Nonb30BaTEeNIbCKOro KOHTEHTa. BoT
TpeboBaHUs K Takow cucTeme:

° I'Iepen TEM KaK co3faBaTb UK 3arpy>Xatb MaTepuanbl, NoN1Ib30BaTENIN OOJI>KHbI MPUHUMATb yCnoBUA
MCNONb30BaHUS U/Unun npasuna on4g nonb3oBaTeneun.

+ [lomxHbl BbITb AaHbl ONpPefeneHns HexxenaTenbHOro KOHTeHTa 1 nosefeHus (cornacyromnecs ¢
MpaBunamu Nporpammbl Ans paspaboTumkos npunoxeHui B Google Play). Ycnosus ncnonb3osaHus
WAV NpaBuia 4ns Nosib30BaTeNEN OOMKHbI 3anpeLLaTbh HEXeNaTeNbHbI KOHTEHT U NOBELEHME.

+ Monb30BaTENbCKMUIA KOHTEHT AO/MKEH MOAEPUPOBATLCA HACTONbKO, HACKOMbKO 3TO YMECTHO /1 TOro
TUMNa MaTEpPManoB, KOTOPbIE Pa3MeLLatoTCs B MPUITOXEHMM. TTOMUMO NMPOYEro, B NMPUIOXEHNW LOSIKHA
6bITb peann3oBaHa CMCTEMA, MO3BOAOLLAA NOAABaTb Xanobbl U 61I0KMPOBATL HEXENATENbHbIN
KOHTEHT 1 nosib3oBaTenen. MNpu HeOBXOANMOCTH Pa3pPaboTUMK [OMKEH NPUHUMATL MEPbI NPOTHB
Takux MaTepuanoB 1 Nob3oBaTenei. PasHble CLEeHapumn paboTbl C KOHTEHTOM, CO34aHHbIM
nonb3oBaTensaM, MoryT TpeboBaTb pasHbiX NOAXOA0B K MofepaLmn. Hanpumep:

« Ecnv npunoxeHune no3sonseT OeHTUOULMPOBATb ONpefeneHHyo rpynmny nosib3oBaTenen Takumm
CpeacTBaMu, kak BepudmrKaLms unu opnanH-perncTpauus (Hanpumep, NpunoxeHus,
npeaHa3HaYeHHble A8 YYEHWUKOB LWKOSbl UM COTPYAHMUKOB KOMMaHWK), TO B HEM JOMKHA 6biTb
peanu3oBaHa GYHKLMS, MO3BONSIOLLAsN XanoBaTbCs Ha KOHTEHT 1 NONb30BaTENew.

« Ecnv nonb3oBaTenu B MpuUnoxeHnn MOryT B3aMMOAENCTBOBATb APYr C APYrOM OAMH Ha OfMH
(HanprMep, NepenncbIBaTLCS HAMPSAMYHO, @ TakXXe OTMeYaTb UMM YNOMUHATb KOro-TO B KOHTEHTE
WK YyaTe), TO B HEM [OMXHA BblTb GYHKLMS BNOKMPOBKYM NONb30BaTENEN.

« Ecnu npunoxeHune npegocTaBngeT SOCTYN K 06WenoCTyNHbIM MaTepuanaMm, Co34aHHbIM
nonb3oBaTeNs MU (HanpuMep, NPUNOXEHNS AN COLMAbHbIX CETEN U BEAEHUS BNOroB), TO B HEM
[OMKHa BbITb GYHKLMOHANBHOCTb, NO3BONAOLWas 611I0KMPOBaTL NONb30BAaTENEN M XanoBaTbCa Ha
HUX N KOHTEHT.

+ B AR-npuinoxeH1ax MogepaLms nosib30BaTeNbCKOro KOHTEHTa (BK/Ho4Yas CMCTEMY OTNPaBKM Xanob
B MPUIOXEHMM) JOMXKHA COCTOATb B MPOBEPKE Kak Ha HeXenaTenbHbIN NMob30BaTEeNIbCKUN KOHTEHT
(HanpuMep, AR-1306paXKeHNs CEKCYallbHOro XxapakTepa), Tak U Ha KOHGUAEeHLMaNbHOCTb
MECTOMOMOXEHWS, K KOTOPOMY MpUBsS3aHa LOMONHEHHas peanbHOCTb (Hanpumep, BOeHHble 6a3bl
WM YacTHblE BMiafeHus, NOCKOSbKY Takas NpuBsska MOXeT co3aaBaTb Npobnemb! ang
COBCTBEHHUKOB).

+ [omHbl 6bITb MPVHSATHI MEPbI NPELOCTOPOXHOCTYM [ TOrO, YTOBbI MOHETU3ALMS B NPUIIOKEHUN HE
crnocobcTBOBaa HeXxenaTebHOMyY NMOBEAEHMIO MOb30BaTENEN.

3nu3oguUecKuin BCTpeYaloLwmincs KOHTEHT CeKCyarnbHOro Xxapakrepa

KOHTEHT cekcyasibHOro XxapakTepa CYMTAETCA NM30QNYECKN BCTPEYAIOWMNMCS, ECSIN OH MOSBNSETCS B
MPUNOXEHNUU C CO3[aHHbIM MONIb30BATENIIMM KOHTEHTOM, KOTOpoe: 1) NpefocTaBnsaeT focTyn K
MaTepuanam npenMyLLecTBEHHO HECEKCYabHOro XapakTepa; 2) He NPOABUraeT U He peKoMeHayeT
KOHTEHT CeKCyanbHOro xapaktepa. KOHTEHT cekcyasibHOro xapakTepa, onpefensembli 4ENCTBYOLWMM
3aKOHOAATENbCTBOM Kak HE3AKOHHbINM, @ Tak)Xe KOHTEHT, CO30atoLLNIA Yrpo3y ANd AeTel, He cuMTaeTcs
3anNM3o4unyYecku BCTpevaowmmes. Ero pasmelleHme 3anpeLeHo.

onmM3opuyeckn BCTpeHalOUJ,VIl‘/IICﬂ KOHTEHT CeKCyaJlbHOro xapakrtepa gonyckaeTcd B MPUIIOXXEHNIX C
KOHTEHTOM, CO3[aHHbIM NMOJSIb30BATENAMU, NPU CO6J’IIOJJ,eHI/IVI BCeX cnepyroumnx yCﬂOBVIl;K


https://support.google.com/googleplay/android-developer/answer/9878809

Takon KOHTEHT MO YMONYAHUIO CKPbIT GUABTPAMK, A1 NMOMHOFO CHATUS KOTOPbIX TPebyeTcs Kak
MVHWMYM ABa AencTBus. HanpuMep, OH MOXeET 6biTb CKPbIT 338 MEXCTPaHUYHbIM OOBbSIBAEHNEM UMK
MO YMOYaHUIO AOCTYNEH TOMNbKO NOCSEe OTKOYEHMs 6e30NacHOro nomcka.

.

JocTyn K NpUNoXeHuto 9BHbIM 06pa3oM 3abnoknpoBaH ona aeten (o ToM, KTO CUMTaAETCs AeTbMU,
pacckasblBaeTCs B NpaBuiax nporpammbl "TIpunoxeHns ang Bcer cembin™) Npy NOMOLLU CUCTEM
NPOBEPKM BO3PaCcTa, HanpuMep HENTPanbHOro BO3PacTHOro GuIbTpa Uan fpyrnx CUCTeM,
onpeneneHHbIX 4eNCTBYIOWNM 3aKOHOLATENBCTBOM.

Bbl npepocTaBunmn ncuepnbiBatoLMe OTBETbI B aHKETE AN MPUCBOEHNS BO3PACTHOIO OrpaHnyeHns
OTHOCUTENBHO KOHTEHTA, CO3AaHHOrO NONb30BATENSMU, Kak 3TOro TPEBYIOT NpaBumia B OTHOLWEHUN
BO3PACTHbIX OFPaHNYEHWNN.

Mbl yoansem us Google Play npunoxeHus, 0CHOBHOE Ha3HaYeHNe KOTOPbIX 3aK/oyaeTcs B ny6namMKaLmum
HeXenaTenbHOro KOHTEHTa, CO3AaHHOIO NoJIb30BaTeNAMU. Tak e Mbl MOCTYNaeM C MPUIOXEHNSIMY, B
KOTOPbIX NOMb30BATESNIN HAYMHAIOT pasMeLLaTh rNaBHbIM 06Pa30M HeXenaTenbHbI KOHTEHT UIN
KOTOpbIE CTAHOBATCH M3BECTHbI CPEAM MONIb30BATENEN TEM, UTO HEXENATENbHbIN KOHTEHT B HUX HE
ypansercs.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

« MpoaBvXeHVe MaTepnanoB CEKCyanbHOro XxapakTepa, CO3faHHbIX Nosib30BaTeNsIMu, BKOYas
peanuaauuio NnaTHbIX GYHKLMI, KOTOpble CMOCOBCTBYIOT PACNpPOCTPAHEHNIO HEXENATEeNIbHOro
KOHTEHTA.

+ MPUNOXEHUS C KOHTEHTOM, CO3[aHHbIM MOJIb30BATENAMM, rae He obecrneyeHa [OCTaTOYHas 3aluTa
OT yrpos, LOMOraTeflbCTB UNKN N3LEeBATENbCTB, OCOOEHHO MO OTHOWEHWUIO K HECOBEPLIEHHONETHUM.

« 3anucu, KOMMeHTapum 1 potorpadurmn B NPUNOXEHUM, NPefHa3HaUYeHHbIe ANs 3anyruBaHus Lpyroro
yenoBeka UM NPU3bIBatOLLME K OCKOPONEHUSM, BPELOHOCHBIM LeNCTBUAM U HAaCMeLKaM Mo
OTHOLUEHUIO K HEMY.

+ MpunoxeHus, pa3paboTunKy KOTOPbIX UTHOPMPYIOT Xanobbl NOSIb30BaTENEN HA HEMPUEMIIEMbIN
KOHTEHT.

KOHTEHT 1 cepBUCbI, CBA3aHHbIEe CO 300pPOBbEM

3anpeu.|,eHo I'Iy6J'IMKOBaTb npuUnoXeHnda, npenocTtaBngdowne nonb3oBatendamM oOoCTyn K OnaCcHbIM
KOHTEHTY 1 cepBunCaM, CBA3aHHbIM CO 300POBbEM.

MpUNOXeHNs, KOTOpbIE NpeanaratoT UK PeKNaMUPYIOT KOHTEHT 1 CEPBUCHI, CBA3aHHbIE CO 300POBLEM,
LLOJI)XHbI COOTBETCTBOBATb TPEOOBaHMSM AENCTBYIOLLEro 3aKOHOAaTENbCTBA.

anHO)KeHVIH Ansg 3a0poBbA U MEOAULUHCKUE NMPUISTOXEHUSA

Ecnu npunoxeHve CopepXnT GyHKLMN U CBEAEHMS, CBA3aHHbIE CO 300POBLEM, UMK NONyYaeT
LOCTYN K AaHHbIM O 3[0pOBbe ANa paboTbl APYrux GYHKLMUIA, OHO AOSKHO COOTBETCTBOBATL TEKYLLUM
npaBunam s paspaboTumkos npunoxeHun B Google Play, Bkntouas npaBuna B OTHOWEHUN
HapyLweHns KOHOUAEHLMANbHOCTH, 3N10ynoTPebneHns pecypcammn yCTpOMCTBA M MOLLIEHHUYECTB], a
TaKXe NepeyncrneHHbIM HUXe TPeboBaHMaM.

- Oeknapauus B Play Console:

+ Bce pa3paboTumkm SOMKHbI 3aNONHNTL AeKnapaLntio Ha cTpaHuue "KoHTeHT npunoxeHus"
("MOHWTOPWHT 1 ynyJlweHue > Mpaeuna > KoHTeHT npunoxexus”) B Play Console. Monpo6Hee o
TOM, Kak 3amnonHaTb GpopMy AeKnapaLum NpunoxeHun oas 3gopoebs...

« TpeboBaHMA K NONUTUKE KOHPUAEHLMANBHOCTU U PAacKpPbITUIO MHPOpPMaLMK:

« Ccblnka Ha NoIMTUKY KOHPUAEHLMANBHOCTU [OSIXKHA ObITb NPUBELEHA B NPEefHAa3HAYEHHOM A1
Hee paspene Play Console 1 B caMOM NpunoXxeHun (BonyckaeTcs pasMecTUTb TEKCT NPaBul).
Y6epuTech, UTO TEKCT NONUTUKM KOHbUAaeHUMansHocTH (He B Buae PDF-danna) gocTyneH no
AKTVBHOWN OBLE[OCTYNHOM CChifike 6€3 OrpaHUYeHNiA MO re030He, HE MOXKET BblTb M3MEHEH U
COOTBETCTBYET MHPOPMaLMM U3 paspena 6e30macHOCTU faHHbIX.


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9867159?visit_id=637661037575013539-1915084824&rd=1#neutral-agescreen
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https://support.google.com/googleplay/android-developer/answer/9898843
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https://support.google.com/googleplay/android-developer/answer/14738291#medical_device_apps
https://support.google.com/googleplay/android-developer/answer/10144311#safetysection

B nonuntuke KOHGUAEHUMANBHOCTU U B COOBLLEHUSIX O PACKPbITUM MHPOPMALNKM, PA3MELLEHHBIX B
NPUNOXEHUW, HEOBXO[MMO NOAPOBHO O6BICHUTD, KaK OHO COBUPAET M UCMONb3YeT JINYHbIE U
KOH®UAEHLMaNbHbIE MOIb30BATENBCKME faHHbIE, @ TAakXe NonyyaeT U NpefoCTaBnseT K HUM
LOCTYM. TO OTHOCUTCS K NOBLIM CBEIEHMSM, @ HE TONbKO K YKa3aHHbIM B pasfene 6e3onacHoCcTH
BaHHbIX. ECin B NpunoxeHnn ectb GyHKLMN MW faHHbIe, 4SS JOCTYNa K KOTOPbLIM HYXHbl OMacHble
WM GUHAMUYECKME Pa3peLlleHns , OHO JOMKHO COOTBETCTBOBATb BCEM AENCTBYIOWMM
TPebOoBaHMSM K PacKpbITUIO MHGOPMALIMU U NONYYEHNIO Pa3peLLEeHMs Ha UCMONIb30BaHNE AaHHbIX.

Henb3s 3anpalwmBaTth paspeLleHuns, OT KOTOPbIX HE 3aBUCUT paboTa OCHOBHbIX GYHKLNIA
NPUNOXEHUSs As 3[0POBbS. Hencnonb3yemble pa3peLleHmns HYXXHO YaanuTb. CrCOK paspeLleHni,
CBSA3aHHbIX C aHHbIMW OENMKaTHOrO XapakTepa O 340poBbe, NpuBeAeH B pasgene "Kakue
paspeLleHns OXBaTbIBAOT NPaBuUIa B OTHOLEHUW NPUAOXEHWUI A8 300POBbA?" 3TON CTaTb
CnpaBOYHOro LIeHTPA.

[laxke ecriv OCHOBHOE HasHauyeHWe NPUOXEHUS HE CBA3AHO CO 3LOPOBLEM, HO B HEM ECTb
Kacatowmecs 300poBbs GYHKLUM 1 [OCTYN K AaHHbIM O 3[0POBbE, HA HEr0 PaCMPOCTPaHSIOTCS
npaBuna B OTHOLLEHWUWN MPUNOXEHWUI AN 300POBbs. [onb30BaTeNsM [OMXHa ObITb OYEBUAHA CBA3b
MeX [y OCHOBHbIMU QYHKLMSAMU MPUNOXEHUS U NPUYMHAMK, MO KOTOPbIM COBMPAIOTCS faHHbIE O
3A0poBbe. HanprMep, NPUIOXEHWIO CTPaxX0BOW KOMMAHUM MOXET BbITb HYXXEH [OCTYM K
MeOULMHCKMM OaHHbIM A1 OGOPMIIEHMS MOMNCA, @ UTPe — K CBEAEHUSM O GU3MYECKON
aAKTUBHOCTM NS NPOABUXEHWS B UTPOBOM NpoLecce. ATO OrpaHUYEeHHOE NCMNONb30BaHME aHHbIX
LOMKHO BbITh OTPAXEHO B MOAUTUKE KOHOUAEHUMANBHOCTW NPUITOXEHUS.

+ ®YHKLUU, CBA3aHHbIe CO 3A0POBbEM U MEeAULUHOM:

3anpeLeHbl NPUIOXEHWs, B KOTOPbIX CBS3aHHbIE CO 3[0POBbEM U MeAULMHON GYHKLMM BBOAST B
3a6ny>Kp,eHme nnm MoryT HaHeCTu Bpea.

Ecnu ons BbINONHEHMS MEAUUMHCKUX GYHKLNIA MPUNOXKEHNS CBA3bIBAIOTCA C BHELUIHUMM
YCTPOMCTBaMM UK annapaTHbIM o6ecredveHrem, Hanpumep Nnpubopamm ANs N3MEPEHUs YPOBHS
FNOKO3bl B KPOBW, TO B ONUCaHUN I'IpVIJ'IO)KeHI/IDI HeO6X0,D,VIMO ABHbIM o6pa30M nepevyncnunTb
TpeboBaHNs K 3TOMy 060pyA0BaHMI0. Henb3sa co3naBaTh y Nnosb3oBaTene BrevatyieHne, Yto
TaKkue NMPUIOXEHNS MOryT paboTaTb HE3ABMCUMO OT HEOBXOAVMOrO BHELWHEro anmnapaTHOro
obecrneyeHus.

Ecnu npunoxeHus CNonb3yoT AAaTYMKM YCTPOMCTBA, HanprUMep Kamepy, Afs BbINOIHEHNS
bYHKLMIM, CBA3aHHBIX CO 300POBbEM, B OMMUCaHUM NPUIOXKEHNI HEOBXOAMMO SBHbIM 06Pa30M
yKa3aTb MHPOPMALMIO O COBMECTMMOCTU. Hanpumep, paspaboTumkiu MPUIIOXKEHWIN, MO3BONAIOLLMX
N3MepsTb YPOBEHb KNCNOPOAaA B KPOBM C NMOMOLLbIO TOMbKO AaTUYMKOB YCTPOWCTBA, LOMXKHbI
nepeyYncnUTb MOAENN, NoOAAEPXKMBAOLLME 3TY BOSMOXHOCTb.

Ecnv npunoxeHue perynvpyeTcs Kak MeauUnHCKOe n3fenne, HeobxoaMMo 3TO yKasaTb, a Takxke
NpefoCcTaBUTb CBEAEHNS, KOTOPbIE OMUCAHbI B 3TON CTaTbe. TakmMe NPUIIOXEHNUS NOJSTyYaT OTMETKY
"MepuumHckoe nagenne” B Google Play. PazpaboTumnki, MPUIoXeHNS KOTOPbIX
KnaccuduUMpyTCs Kak MeQULUHCKUE N3Oenns, [OIKHbI N0 3anpocy NpefoCTaBUTb JOKYMEHTDI,
noaTBepXaatoLLmMe oLobpeHme U cepTUbUKaLMIO PEFYANPYIOLWLMM OpraHoM. B onvcaHme npoumnx
MeAMLMHCKMX NPUNOXEHNA U NPUNOXEHWUI ANS 300POBbsS HEOBXOANMO [06aBUTL SBHBIN OTKa3 OT
0693aTENbCTB, YKA3blBAOWMI HA TO, YTO MPUSTOXKEHMS HE SBNSIOTCS MEAULUHCKUMU U3AENUSIMU 1
He NpefgHa3HayeHbl AN AMarHOCTUKM, NeYeHns N NPodUNaKTUKN 3a60NeBaHUN.

B npunoxeHuax Takxe LOSIKHbI 6biTb HANOMUHAHUS AN NOSb30BaTENEN O HEOBXOAUMOCTH
06paLLaTbCs 3a KOHCYNbTaLMAMM, AUArHOCTUKON U NTEYEHNEM K MEAULIMHCKUM PabOoTHUKAM.

- [lononHuTenbHble TpeboBaHUS:
Ecnu Balle npunoxeHne gns 300p0oBbS OTHOCUTCSA K OLHON M3 yKa3aHHbIX HUXE rpynm, Bbl JOMKHbI
BbIMOMHWTD OENCTBYIOLWME S HEFO TPeboBaHMS.

MpunoxeHus Ang 3OPOBbS, CBA3aHHbIE C FOCYAaPCTBEHHBIMU YUYpeXAeHUaMu. Ecnv Bbl
MONyYnsv OT roCyAapCTBEHHOIO YYPEXAEHMUS MU aKKPEeLUTOBaHHOW OpraHu3auum B chepe
30paBOOXPaHEHNS paspeLleHne Ha pa3paboTky U pacnpoCTpaHEHUE NPUITOXEHUS B MapTHEPCTBE
C HVMW, Bbl OOMKHbI NMPEROCTaBMUTb HaM NOATBEPXKAAIOWME [LOKYMEHThI Yyepes Gopmy
npenBapuTENbHOMO YBEAOMIEHNS.


https://support.google.com/googleplay/android-developer/answer/10144311
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https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/13996367#zippy=%2Cwhat-permissions-are-in-scope-of-the-health-apps-policy:~:text=What%20permissions%20are%20in%20scope%20of%20the%20health%20apps%20policy%3F
https://support.google.com/googleplay/android-developer/answer/13996367#zippy=%2Cwhat-permissions-are-in-scope-of-the-health-apps-policy:~:text=What%20permissions%20are%20in%20scope%20of%20the%20health%20apps%20policy%3F
https://support.google.com/googleplay/android-developer/answer/14738291#medical_device_apps?hl=ru&sjid=4927646806855805859-NC
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428

. an/InO)KeHVIFI Anga oTcneXuBaHUa KOHTaKTOB U COCTOSAHUSA 30,0POBbS. Ecnu Baw npoaykKT
npegHasHayeH AJis OTCNEXMBAHUA KOHTAKTOB C MHPULMPOBAHHBIMU U/UIN COCTOSIHUS 300POBbA,
Bbl6epuTe B Play Console kaTteroputo "lMpodunaktmka 6onesHen n obwectseHHoe
3[paBOOXpaHeHNE". BaM Takxke HY>XXHO 3anonHUTb GopMy NpeaBapuUTENbHOIO YBEAOMIEHMS,
YMNOMSIHYTYIO Bbille.

+ MpunoxeHusa ana nccrnepgoBaHUn ¢ ydacTmeM nofen. MpunoxeHns, B KOTOPbIX NPOBOAATCS
nccnenoBaHns B 06nacTy 30paBoOOXPaHEHUS C y4acTMEM NOAEN, AOMKHbI COOTBETCTBOBATb BCEM
npaBunam 1 3akoHam. MoMK1MO NPOYEro, 3To 03HaYaeT, YTO HeOBXoAMMO NonyvaTb
NHGOPMUPOBAHHOE COrfacue OT COBEPLIEHHONETHMX YYaCTHUKOB WM OT POAMUTENEN NN
OnekyHOB HECOBEPLWEHHONETHUX. Pa3pa60Tq|/|KaM TakKnx I'IpVIJ'IO)KeHI/IVI TakKXe cnegyeTt nonyvnTb
ofobBpeEHNe Ha NPOBEAEHNE UCCNIEA0BaHNIA OT MHCTUTYLMOHANbHOro HabnogaTeNibHoro coseta u/
N aHanorM4yHOro He3aBMCMMOIro KOMUTETA MO 3TUKE, eCnn ANg HUX He NpeayCcMOTpPEeHO
ncknoveHne. CenaeTenbCTBO Takoro opobpeHns HeObXo[MMOo NPeoCcTaBnTb MO 3anpocy.

YT106bl y3HaTb BOMbLUE, NPOYMTANTE CTaTblo KaTeropuv npunoxeHu ans 30opoBbs U LOMOMHUTENbHAS
nHpopmMaLuums.

IaHHble npunoxeHns "3goposbe 1 cnopT”

[aHHble, OCTYN K KOTOPbIM OCYLLECTBASETCS C NMOMOLLbIO PA3PEeLEHNA Ha OCTYN K NMPUIOXEHUIO
"300pOBbe U CNOPT", CUNTAIOTCS NEPCOHANbHOM U KOHPUAEHLMABHOW NONb30BaTENIbCKOM
nHoopmaLmen. K HUM NPUMEHSIIOTCS MPaBUIa B OTHOLEHWUM MOJIb30BATENbCKUX AaHHbIX U
LOMNONHNUTENbHblE TPEGOBaHMS

JlekapcTBa, OTNyCKaeMble Mo peLenTy

Mbl 3anpelyaem ny6nmMkoBaTh NPUNOXEHNS, MPERHA3HAYEHHDBIE ANS MPOLAAXM MU NMoKynku 6e3
peLenTa feKapCTB, OTNyCKaeMblX MO PeLenTy.

3anpeLLeHHbIe BELLECTBA

B Google PIay Henb34 I'Iy6ﬂI/IKOBaTb NPUNOXeHNa ong peknambl Uin npoaaxun 3anpeleHHbIX BeWwecCTB,
[Oaxe eclin OHU 3adBJieHbl KaK 3aKOHHbIe.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ Bce npofyKTbl M3 HEMOJIHOMO CMMCKa 3anpeLLeHHbIX JIEKapCTBEHHbIX NMPENapaTos U MULLEBbIX
nobasok

» MpopykTbl, cogepxalme adpenpy.

+ MpoayKTbl, cCopgepXallne XOPMOHMUECKNUIA FOHaAoTPOMNMUH YenoBeka (XIMY) kak cpeacTso ang
NOXYZAEHMWSA UM KOHTPONSA 3a BECOM JIMBO B COYETaHUN C aHAaBONMYECKUMM CTEPOUAAMU.

+ [Onetuueckme pobaBku U CPELACTBa PACTUTENIbHOrO NPOUCXOXAEHUS, CoaepXKalLme
CUNbHOAEWCTBYIOLWNE UMW ONAacCHbIE UHTPERNEHTDI.

° npO,D,yKTbI, B ONMUCaHNKN KOTOPbIX COAEeP>XaTCA IOXHbIE 3adaBNeHNa O NoNb3e Ang 340p0oBbs, HanpuMep
cpencTsa, AKOObI CpaBHMMbIE MO 3¢¢eKTVIBHOCTVI C peuenTtypHbiMM nekapcTtBaMn Ui MHbIMA
NOAKOHTPOJIbHbIMU NpenapaTaMu.

+ MpoayKTbl, HE MPOLWEALME rOCYAaPCTBEHHYIO CEPTUDMKALMIO, B PEKIIaMe KOTOPbIX
MoApPasyMeBaeTCs, YTO OHM 6e30MacHbl UN 3hPEKTUBHbI MPY NEYEHUM UK NPOGUNAKTUKE
3aboneBaHuN.

. npOD,YKTbI, B OTHOLIEHMN KOTOPbIX BBEAEHbI MNPaBUTENbCTBEHHbIE CaHKLNN nmbéo NPUHATDI
3anpeTuTenibHble Unn npenynpeanTenbHble Mepbl CO CTOPOHbI KOHTPOMMPYIOWKWX OPraHoB.


https://support.google.com/googleplay/android-developer/answer/13996367
https://support.google.com/googleplay/android-developer/answer/13996367
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1

. npOJJ,yKTbI, HanMeHOBaHNA KOTOPbIX O4YEHb NMOXOXWN Ha Ha3BaHMA 3anpeLlleHHbIX NMULEBbIX ,D,O6aBOK,
dapMaLEeBTUUECKMX UMM MHBIX BELWECTB C KOHTPONMPYEeMbiM 060POTOM 1 MOTYT BBECTU B
3abnyxpeHve.

MoppobHyto nHbOPMaLMIo O 3anpeLLeHHbIX dapMaLEBTUYECKMX NPenapaTax U NULWEBbIX fobaBKax
MOXHO HalTK Ha canTe www.legitscript.com

J1loxxHas nHpopMaLms 0 300poBbe

3anpeu.|,aech I'Iy6J'IVIKOBaTb NpUNoXeHund, cogepxatline ced3aHHble CO 300POBbEM 3agBNEHNA, KOTOPbIE
BBOOAT B 3a6ny>|<,|:|,eHV|e n npotmeopedaT Nnpn3HaHHbIM MEOANLNHCKUM q)aKTaM nnm MOryT NPUYNHNTD
nonb3oBaTendam Bpen.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ ObMaHHble YTBEPXAEHMS O BaKLMHaxX (HanpuMep, 0 TOM, YTO OHU MOTYT U3MeHaTb OHK).
« MponaraHga onacHbIX, HEYTBEPXKAEHHbIX METOOB JIEUEHNS.

+ MponaraHpa gpyryx onacHbIX MeaULMHCKMX NpoLenyp (HanpuMep, KOHBEPCUMOHHOM Tepanun).

100% Cancer
Prevention

Finally, this is your
CANCER CURE!

LOADING...

1. NpUnoxeHne CoOpePXUT 0OMaHHbIE YTBEPXKAEHWS, CBA3aHHbIE CO 3L0POBbEM UMW MELMULVHOW
(3agBneHns 0 rapaHTMPOBAHHOM MPEfOTBPALLEHNMN U NIEYEHNMN PaKa).

CBsizaHHble C MeauLMHON GYHKLUU

3anpeLyeHo ny6nmMKoBaTh NPUIOKEHUS CO CBEAEHNSMM O 300POBLE UM MEAULMHE, KOTOPbIE BBOLAST B
3a6nyXAeHNe U SBNSIOTCA NOTEHLMANbHO ONacHbIMK. HanprMep, 3anpeLleHo pasMelleHne
MPUNOXEHWI C BCTPOEHHOW PYHKLMEN N3MEPEHNS YPOBHS KUCTOPOAA. MPUNOXEHNS BOMKHbI
NOLLEPXMNBATb CBA3b C BHELHMM annapaTHbIM 06ecrneyeHmeM, HOCUMbIMI YCTPOUCTBaMM UIN
cneuvanbHbIMU AaTYMKaMu CMapTHOHOB A1 UBMEPEHUS YPOBHS KUCIOPOAa B KPOBU. B MeTafaHHbIX


http://www.legitscript.com/
http://www.legitscript.com/

HY>XHO yKa3aTb, YTO Takne NPUNoXeHns He NpegHasHauyeHbl Ang MEAUUNHCKAUX Lenen, Co3aaHbl TONbKO
ns oblero HabtoLeHUs 33 3OPOBLEM N HE ABNSIOTCS MEAULMHCKUMUM YCTporcTBaMn. Kpome Toro,
[OMKHbI 6bITb NEpeYncneHbl MOAENN COBMECTMMOIO 060PYA0BaHNS UM YCTPONCTB.

MnaTexu — MeanLUMHCKNE yCcnyrm

[ns TpaH3aKUMI, CBS3aHHbIX C OKa3aHUEM PETYNMPYEMbIX MEAVLMHCKMX YCIYT, UCMONb30BaTh
nnaTexHyto cuctemy Google Play He HyxHo. MogpobHee o npasunax Google Play B oTHoWeHMK
nnaTexewn

KoHTeHT, ocHOBaHHbIN Ha 6oKYenHe

Mo Mepe BbICTPOro Pa3BUTUS TEXHOMOTMM BNOKYENH Mbl CTPEMUMCS NPEROCTABUTD AJ18 Pa3paboTumkos
nnathopmy, Ha KOTOPOM OHWU MONIK Bbl BHEAPSATL MHHOBALMK M cO3aBaTb 6onee yaobHble 1
MMMEPCHBHbIE CEPBUCHI A11S NONb30BaTENEN.

B uenax Hactogduero npasuyiia Mbl paccMaTpmnBaeM KOHTEHT Ha OCHOBE 6n0|<qe|?|Ha KaK
TOKEHU3NPOBaHHbIE LMbPOBbIE 06BEKTHI, KOTOPbIE CO3LAOTCS U MCMONb3YIOTCA NPU NOMOLLM
TEXHONOrUKN 61Io0KYeNH. ECnm Balle NpUnoXeHUe COREPXUT Takon KOHTEHT, Bbl JOMKHbI cobnoaaTh
yKa3aHHble TpeboBaHus.

KpunToBanioTHble 6UPXU U NPOrpaMMHbIe KOLLENbKU

YT06bI NOKYNaTh KPUMTOBANIOTHI, @ TAKXE BNafeTb UM 0OMEHMBATLCS VMK, HEOBXOAMMO MCMOSb30BaTh
cepTndULMPOBaHHbIE CEPBUCHI B OPUCAMKLMAX C 3aKOHOLATENIbCTBOM, Perynmpyowmum obpalleHve
TakuX BasnoT.

Bawwe NPUNoXeHne TakXXe A0/MKHO COOTBETCTBOBATb JJ,eVICTByIOLIJ,VIM 3aKOHaM BCEX pPernMoHoB 1 CTpaH, B
KOTOPbIX OHO pacnpocTpaHseTcs. He nybnukynTe ero B pervoHax Unm cTpaHax, rge Balv npoayKTbl 1
cepBuchl 3anpeLleHbl. Google Play MoxeT noTpeboBaTh OT BaC NPefoCTaBUTb LOMNOSHUTENbHYIO
I/IHq)OpMaLI,VIIO NN OOKYMEHTbl O TOM, YTO Balle NPUIOXKEeHNE OTBEYAET BCEM JJ,GI;ICTByPOLIJ,VIM 3aKOHaM “
NNLEH3MOHHBIM TPeBOBaHMAM.

Y3HalTe 6onblue 0 TpeboBaHUAX B OTAEMNbHbIX CTPAHaX.

MaWlHUHI KpUNTOBanNIOTHI

3anpeLleHo nybnnkoBaTb NPUNOXEHUS, MPefHa3HaYeHHbIe A1 MaHUHIA KPUNTOBAsOT Ha
yCcTponcTBax. MpunoxeHus, peryivpyrowme MauHMHI KpUNTOBAOT AUCTAHUMOHHO, paspeLleHb.

Tpe6oBaHUs K NPO3PaYHOCTU NPU PACNPOCTPaHEHUU TOKEHU3UPOBAHHbIX LIUPPOBbLIX O6BEKTOB

Ecnu Bale npunoxeHve NpoaaeT UM No3BOMSET NoNb30BaTeNIM 3apabaTbiBaTb TOKEHU3NPOBaHHbIE
LUndpoBble 06bEKTHI, Bbl AOMKHbI COOBLWNTL 06 3TOM Yepe3 GopMy Aeknapaunm GUHAHCOBbIX GYHKLMN
Ha cTpaHuue "KoHTeHT npunoxeHus" B Play Console.

Mpu CO3AaHMN KOHTEHTA AJIS NPOAAXM Yepe3 NPUITOXEHUE Bbl LOMKHbI YKa3biBaTb B CBEAEHUSX O
KOHTEHTE, YTO OH MPEACTABNSET COOOM TOKEHN3MPOBAHHbIV LMbPOBOM 06beKT. [ONOMHUTENBHYIO
MHPOPMALMIO MOXHO HalTK B cTaTbe Kak co3naTh KOHTEHT A9 MPOLAXM Yepes NpuroXeHue.

3anpelyaetcs ynoMmHaTh B npuenekaTensHon ¢opMe uiv NpoaBuratb BO3MOXHOCTb MOJSyYaTh AOXOL
yepes Urpy Unu TPEMAMHr.

JononHuTtenbHblie TpeboBaHusA k ucnonb3osaHuio NFT B urposon popme

YTOBbI PACNPOCTPaHATE NPUMOXEHNUS A1 a3aPTHbIX UrP, PpaboTalowme ¢ TOKEHN3MPOBAHHbIMM
undpoBbIMM 06bekTaMu, Hanpumep NFT, Hy)XHO NONyYnTb paspeLleHne, Nohas 3asBKy. 1o TpebyeTcs
cornacHo Mpasunam Google Play B OTHOWEHNM @3apTHbIX UTP, UFP 1 COPEBHOBAHUN C peanbHbIMU
LEeHEeXHbIMU Npu3amMu.


https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/16329703
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032

Bo Bcex OCTabHbIX NMPUIOXEHNUSIX, KOTOPbIE HE COOTBETCTBYIOT TPEOOBAHMSAM K MPUNOXEHUSAM OIS
a3apTHbIX UrP 1 He yKa3aHbl B pasfene [Apyrve nunoTHbIE UTPOBbIE NPOEKTLI C peanbHOM BakoTon,
HWMKakne 06BbEKTbI C AEHEXHOWN LLEHHOCTBIO HE JOMKHbI MPUHMMATBLCS B 0OMEH Ha BO3MOXHOCTb
nonyunTb 06bekTbl NFT HensBecTHoM ctonMocTn. O6bekTbl NFT, npuobpeTeHHble NONb30BaTENIMY,
JOSDKHbI MPUMEHATHCS B UrPe ANs YNPOLEHNS ee NPOXOXAEHNS 1 YyULIEeHNs UrPOBOro npoLecca.
HeponycTrMo, 4yTo6bl TakMe 06BEKTBI UCMONB30BANNCh A1 CTABOK UMM 3aKJTFOUEHUS Napy B OOMEH Ha
BO3MOXHOCTb BbIMFPaTb NPU3bl PeanibHOM LEHEXHOW CTOMMOCTU, B TOM Yncne apyrune obbekTbl NFT.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« MpunoxeHus, B KOTOPbIX NpogatoTcs Habopbl NFT 6e3 nHdopmaLmmn o Tom, kakme 06bekTbl NFT B HUX
BK/IOYEHbI M KAKOBA LLEHHOCTb COAEPXMNMOTrO.

« CvMynsaTopbl @3apTHbIX Urp, Tpebytow e onnaTy Afs Havana Urpbl M NPefoCcTaBnsoWme B KaYecTBe
BO3HarpaxgeHus oobekTol NFT.

KOHTeHT, co3gaHHbI UCKYCCTBEHHbIM UHTENIEKTOM

Mopenu reHepaTUBHOrO NCKYCCTBEHHOIO MHTENNEKTa CTAaHOBATCA AOCTYMNHEE, U pa3paboTumkn MoryT
BHEOPATb UX B MPUNOXEHWS, YTOBbI MOBbLIWAaTbL YA06CTBO CBOMX MPOLAYKTOB 1 BOBJIEUYEHHOCTb
nonb3oBaTenen. Mbl XOTUM, YTOObI KOHTEHT, CO3[aHHbIM C MOMOLLbIO Taknx Mogenen, 6bbin besonaceH
[N BCEX, @ NOSyYeHHbIe OT3bIBbl YUMTbIBANUCH NPY AaNIbHENLLEM PA3BUTUN NPOLYKTOB.

KOHTEeHT, co3pgaHHbIN UCKYCCTBE€HHbIM UHTENJIEKTOM

KOHTEHT, CO3AaHHbIN NCKYCCTBEHHbBIM MHTENNEKTOM, FeHepupyeTcs MOAensaMu reHepatmeHoro VW Ha
OCHOBE 3aMnpoCoB nonb3osaTenen. Mpumeps!:

+ TEKCT, KOTOPbIM co3aaeTcs 4aT-60ToM C reHepaTmBHbIM M B npouecce obLeHns ¢ nonb3oBaTenem,
€cnu Takoe obLeHMe ABNSETCS OCHOBHOW GYHKLMEN NPUNTOXEHNS;

. |A306pa>Keva n BNOEO, KOTOPbIE reHepunpyrTCa MCKYCCTBEHHbBIM NHTENNIEKTOM Ha OCHOBaHUN
TEKCTOBbIX, rpa¢~mqe<:|<mx nMnmn ronocoBbIX 3anpoOCOoB.

[na obecneyeHns 6e30nacHOCTM NOMb30BaTENEeN U B COOTBETCTBUM CO CHEPOI AeNCTBUS NpaBus
Google Play npunoxeHus, co3natolmne KOHTEHT C MCMNONMb30BAHMEM UCKYCCTBEHHOIO MHTENEKTa,
LOSKHbI OTBEYaTb NpaBuiam ang pa3paboTunkos npunoxeHu B Google Play. B yacTtHocTu,
NPVNOXEHNSM HENb3s FeHEPUPOBATb 3amnpPeELLEHHbIN KOHTEHT, HAaNPUMepP crnocobCTBYOWMI
aKCMnyaTaumm geTen nm HaCUnuo Hag HUMK, a Takxke BBELEHUIO B 3abMyXaeHue.

OTpacnesble pekoMeHaaLmm No obecneyeHnto 6e3onacHOCTM NPUNOXEHMIN Ha 6a3e reHepaTUBHOIO
MW Bbl HarpeTe B aTo cTaThe CNpaBoOYHOro LEeHTPa.

MpunoxeHus, cospatoLne KOHTEHT € NoMoLbio MW, BOmKHbI MpeaoCcTaBnaTb Nofib3oBaTeNsMm
BO3MOXHOCTb OTMeYaTb OCKOPOUTENIbHbIE MaTepuanbl UM coobLiaTb O HUX pa3paboTunkam, He
BbIXO[SA U3 NPUIOXEHUS. Pa3paboTunkam creflyeT NCMoNb30BaTh Xasobbl Nob30BaTeNeN B Ka4eCcTBe
NCTOYHMKA MHPOPMaLMM AN GUNbTPaLUM KOHTEHTA 1 MOLEPaLMN B CBOUX NMPUNOXEHNSIX.

NHTennexkTyanbHas COBCTBEHHOCTb

3anpelyaeTca HapylaTb YbM-NMB0 NpaBa Ha UHTENNEKTYalbHY0 COBCTBEHHOCTb (TOBApPHbIE 3HAKMK,
aBTOPCKUE NPaBa, MaTeHTbl, KOMMepYeCcKne TalHbl U T. [.), @ TaKXe NOOWPSTb HapyLUEHWE 3TUX NpaB
unm cnocobCcTBOBaThL eMy. 3anpeT KacaeTcs Kak NPUIOXEHWN, Tak U akkayHTOB pa3paboTumKoB.

Ecnu Ham cTaHeT n3BeCTHO O NOJO6BHbIX MaTepunanax, Mbl MPUMEM HEOHXOLMMbIe Mepbl. YTO6bI
COOBLWMNTb O HAPYLWEHUN aBTOPCKMX NPaB 1 NOMYyYUTb AOMOMHUTENbHYIO MHOOPMALMIO, CieaynTe
HaLMM UHCTPYKLMSM MO yAaNeHno KOHTeHTa n3 Google

YT06bI NOAATH Xanoby Ha NPUOXEHME, B KOTOPOM NMPOAAITCS UNN PEKTAaMUPYIOTCS NOAAENbHbIE
TOBapbIl, 3aMNoNHUTE 3Ty GopMy


https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots
https://support.google.com/googleplay/android-developer/answer/10146128
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/16353813
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=

Ecnv Bbl BNagesnew, ToBapHOro 3Haka U BaM KaeTcsl, YTO OH HE3aKOHHO UCMOMb3YeTCs B NMPUIOXEHNU,
KOTOpOe pacnpocTpaHseTcs Yepes Google Play, pekomeHayeM cHauana o6paTnTbes K paspaboTumky
3TOro NPUNOXeHWs. ECfiv 3To He MOMOXET YCTPaHWUTb HapyLeHne, OTNpaBbTe Xanoby Ha He3akoHHoe
MCMOMb30BaHWE TOBAPHOIO 3HaKa C MOMOLLbIO 3TON GOPMbI

Ecrnv y Bac eCTb MMCbMEHHOE pa3peLLeHre OT NPaBOObNaAaTENS, TO MHTENNEKTYaNbHYIO
COBCTBEHHOCTb (6peHL, NoroTun 1 rpadpuyeckne 06beKTbI) MOXHO UCMONL30BaTb B MPUTOXEHUMN UK
Ha ero cTpaHuue. Oba3aTenbHO CBIXMTECH C KOMaHaou Google Play  nepeg nybnukaunen
MPUNOXEHWS, YTOBbI €r0 HEe OTKIOHUIN 3@ HapYLLIEHNE aBTOPCKMUX NPaB.

He3akoHHOE Ncnofib3oBaHME KOHTEHTA, 3aLULL,EHHOrO AaBTOPCKUM NpaBOM

3anpelyaeTcs HapyLlaTb YyXune aBTopckue npaea. MIaMeHeHne MaTepranos, 3aluLieHHbIX aBTOPCKUM
NpaBoM, TakXe MOXET NPUBECTU K HapyLWeHM0. B HEKOTOPbIX Cryyasx pa3paboTUnKM LOMXKHbI
[loKasaTb CBOE NPaBO Ha UCMOJIb30BaHME TOrO UM MHOTO aBTOPCKOrO KOHTEHTA.

He pekomMeHgyeTcd ncnonb3oBaTb l-Iy)KOl;1 KOHTEHT Ong neMOHCTpaunmn BO3MOXHOCTEWN CBOEro
NPpUNoXeHn4d. besonacHee Bcero co3patb opuUrnHanbHble MaTepuManbl.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

.

O6noXKMN My3blKasibHbIX arlbOOMOB, BUAEOUTP U KHUT.

.

PeknaMHble n306paxeHus 13 GubMoB, CEPUANoB, Tenenepenay unm BULEOUrp.

.

l/I306pa>KeHm| NN 3aCTaBKN N3 KOMUKCOB, MyJ'Iqu)I/IJ'IbMOB, CI)VIJ'IbMOB, BUOEOKITNMOB, Cepvlanos nnum
Tenenepegau.

JloroTunbl YHUBEPCUTETCKUX MU MPOPECCUOHANBHBIX CNOPTUBHbLIX KOMaHA,

« ®oTorpadumm 13 npoduss N3BECTHOrO YeNOBEKA B COLMANbHOMN CETY.

» ®oTorpadmm N3BECTHOrO YenoBeka, CHATbIe MPpodecCcroHanbHbIM GoTorpadom.

+ PenpopyKunv KapTuH, 3aluLLEHHbIX aBTOPCKUM NMPaBOM, UM KOMWUW, HEOTAINYMMbIE OT OPUrMHana.
+ Ayamosanucu n3 MmaTepmuarnos, 3aLMLLEHHbIX aBTOPCKMM MPaBOM.

« Konun nnn nepeBofbl KHUT, HE ABNAOWNXCA 00OLWLECTBEHHbBIM [OCTOSHUEM.

MoowpeHre HapyLLEHUS aBTOPCKUX NpaB

3anpeLeHo ny6amMKoBaTh NPUIOXKEHUS, MOOWPAIOLLNE HAaPYLLEHE aBTOPCKMX Npas uUnu
cnoco6cTBytoLiMe 3ToMy. ECiv Bbl HE YBEPEHbI, UTO Balle NPUOXEHWE He HapyLLIaeT 3TO NPaBUIIO,
obpaTnTeCch 3a COBETOM K IOPUCTY.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

+ MpunoxeHns ans NOTOKOBOM NeEpPefayn BULEO UM ayamno, KOTOpbie MO3BONSIOT 6e3 paspelleHms
cKayaTb KOMMI0 KOHTEHTA, 3aLliMLIEHHOIO aBTOPCKMM NPaBOM.

+ MpunoxeHuns, NO3BONAOLME ClyLWaTb, CMOTPETb U CKauMBaTb My3biKy, BUAEO U APYTroi KOHTEHT B
06x0[, 3aKOHa O 3aLLMTe aBTOPCKUX NPaB:


https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428
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@ B onucaHuun atoro NPUNoXeHnd nonb3oBaTensdaM npennaraeTca CKkaunmBaTb KOHTEHT, 3aLIJ,I/ILIJ,eHHbIVI
ABTOPCKMM NpPaBOM, 6e3 COOTBETCTBYIOLWErO pa3pelieHnd.

@ CKpVIHIJJOT B ONMCaHNN STOro NPUNOXEeHUA Npu3bliBaeT nonb3oBaTesien CKauymMBaTb KOHTEHT,
3aLIJ,MLIJ,eHHbIl7I ABTOPCKMM NpPaBOM, 6e3 COOTBETCTBYIOLWEro pa3peLleHnd.

HapylweHune npaB Ha TOBapHbIM 3HAK

3anpelyeHo ny6nmMKoBaTh NPUIIOXKEHNS, HapyLlaloL e NpaBa Ha TOBAPHbIN 3HaK. TOBapHbIM 3HAKOM
Ha3bIBAIOT C/IOBO, CUMBOJT UM UX COYETaHUE, YKa3biBalOLWMe Ha MPOM3BOAUTENS TOBapa Miu
nocTasluvka ycnyr. OH faeT BNafenbLy UCKMOUMTENbHbIE MPaBa Ha ero UCMoNb30BaHNe
NPUMEHUTENBHO K [laHHOMY TOBapy Unu ycnyre.

HapylieHnem gaHHbIX NpaB CYNTAETCH HEHAEXALlEee UM HECAHKLMOHMPOBaHHOE VCMONb30BaHME
MOEHTUYHOrO NIMBO OYEHb MOXOXEro TOBAPHOIo 3HaKa C Lenbio AaTb HEBEPHOE NnpeacTasfieHne 06
MCTOYHMKE MpoayKTa. ECnn B BaleM NPUIOXEHUM NPUCYTCTBYIOT TOBApPHbIE 3HAKN APYTrMX MPOAYKTOB,
KOTOpbIe MOTYT BBECTU NONb30BaTeNel B 3ab/yXaeHNe, OHO MOXET BbITb 3a610KNPOBaHO.

MNoppenbHble TOBapHbI

3anpeLleHo NybnmkoBaTb NPUTOXEHUS, B KOTOPbIX MPOAAKTCA U PEKSTAaMUPYIOTCS NOAAENbHbIE
ToBapbl. Peub MOeT 06 M3nenmax, Ha KOTOpbIX eCTb 0603HAYEHNS, MAEHTUYHbIE YYXXMM Nlorotmunam /
TOBapPHbIM 3HAKaM UM OYEHb MOXOXME Ha HUX. DTO NO3BONSET BblAaBaTb NOALAENbHBIN TOBAP 3a
NOASIVHHBIN.

HapyweHne koHdunaeHunanbHOCTH, 3noynotpebneHne
pecypcamm yCTpOMCTBa 1 MOLLEHHNYECTBO

KoHduaeHUnansHOCTb Nonb3oBaTenen n 6e30MnacHOCTb CEPBMCOB O4YeHb BaXKHbI AJi Hac. [osTomy B
Google Play cTporo 3anpelyaetcs ny6nmMkoBaTh BPeLOHOCHbIE, MOWEHHUYECKUE U Opyrve

NPUNOoXeHnd, KOTopble HegonyCTMbIM o6paaoM MCNonb3ykT pecypcChbl ceTn nnn yCTpOl‘/’ICTBa, a Takxe
nepcoHanbHble AaHHbIe.

IlaHHble Nonb3oBaTens



Bbl OMKHBI TOYHO M MOAPOBHO onmncaTh, Kak 0bpabaTbiBaeTe Nonb30BaTeNIbCKME AaHHbIE, HANPUMEpP
nony4YeHHble OT Hero UM cobpaHHble BaMu, B TOM uncne uHbopmaumio ¢ yctponcts. Obg3aTensHO
coobwunTe, Kak 1 Ans Yyero Bbl Oyaete cobupatb, 06pabaTbiBaTb U UCMONL30BaTh 3TN faHHbIE, @ TakxXe
nonyyatb ¥ NPefoCTaBNaTb K HAM JOCTYN. Micnonb3oBaTtb Takyto MHPOPMaLMIO B LieNsx, O KOTOPbIX Bbl
He 3asBuUnK, 3anpeLLeHo. JTiobas 06paboTka NNYHbIX 1 KOHPUMAEHLMANbHBIX MONb30BATENbCKMUX AaHHbIX
TaKXe [OMKHA OCYLLECTBATLCS B PaMKax LOMONHUTENBHbIX TPEOOBaHMI, yKa3aHHbIX B pasgene
"JInyHble N KOHPUAEHLMaNbHbIE NONb30BaTENbCKME AaHHble" HUXE. [TOMUMO 3TUx 1 gpyrux MNpasun
nporpammbl 4ns paspabotumkos Google Play, Bbl [OMXHbI BCe BpeMs COBMOAaTh 3aKOHbI O 3aLuTe
LaHHbIX N KOHOUAEHLNANBHOCTY, [EUCTBYIOWME B IOPUCAMKLMSX, TOE Bbl PACNpPOCTPaHIEeTe CBOU
NpomyKTbl UK cepBuChl. Hanpumep, ecnuv Bbl NpepfiaraeTe CepBUCHI NoNb3oBaTeNsM 13 EBponenckoro
C01033, N3yunTe pekoMeHAaLuUy No 3alMTe NepPCOoHanbHbIX AaHHbIX HA MOBUAbHbLIX YCTPOUCTBAX
NPUHSATbIE GPaHLYy3CKUM HaZ30PHbBIM OPraHOM Mo 3awuTe aaHHbIx (CNIL).

Ecnv B BalleM NpUNOXeHWN eCTb CTOPOHHMI Kop, (Hanpumep, SDK), ybenmTech, YTo 3TOT KOf, a Takxke
npouecchl 06paboTKM NONb30BATENbCKMX AaHHbIX HA CTOPOHE ero NoCTaBLLMKa COOTBETCTBYIOT
MpaBunam nporpaMMel Ans pa3paboTunmkoB npunoxeHuin B Google Play, B Tom ynicne TpeboBaHusM 06
MCMOJNb30BaHMM U PacKpbITUM nHopmaLmn. Hanpumep, Bbl [OMKHbI YAOCTOBEPUTLCS, YTO NOCTaBLLMK
SDK He npopaeT nnuHbie 1 KOHPUAeHUManbHble NoNb30BaTebCKME AaHHbIE, MOMyYeHHbIe U3 BaLlero
npunoxeHus. 3To TpeboBaHNe AeNCTBYeT BHE 3aBUCMMOCTU OT TOrO, NepefatoTcs nu
MoNb30BaTeNIbCKME [AaHHblE MOC/E OTNPABKM Ha CEPBEP WM B Pe3ynbTaTe BHELPEHUS CTOPOHHETO
KOf,a B Balle NPUNOXEHME.

JInyHblEe M KOHq)MﬂeHuMaﬂbele nosfib3oBaTesibCKue gaHHblie

K nnYHbIM 1 KOHOMAEHLMANbHBIM NOIb30BATENbCKMM A aHHbIM OTHOCUTCS B TOM YMCTEe MHPOPMaLMS,
No3BoNsWan NOEHTUPULMPOBATL TMYHOCTb, GUHAHCOBBIE, NNATEXHbIE U YYETHbIE AaHHbIE,
TenedOoHHasa KHUra, KOHTaKTbl, JaHHble 3BOHKOB 1 SMS, faHHble 0 300pOBbe  , fAaHHbIe NNaThopmsl
"300poBbe 1 CNopT"  , AaHHbIe O MECTOMONIOXEHUN YCTPOMUCTBA W CIUCKE OPYTrMX MPUNOXEHUIN Ha
YCTPOWCTBE, faHHble MUKPOdOHa M KaMepbl, a TakXe Apyras KoHduaeHunanbHas nHpopmaLms 06
YCTPOWCTBE UMW €ro UCNoNb30BaHMK. ECv Balle NpunoXeHne NCNonb3yeT Takme CBEAEHWUS, OT Bac
TpebyeTcs cnegytouiee:

« OrpaHunuMBaTh JOCTYN K MYHBIM Y KOHPUAEHLMANBHBIM NONb30BaTENLCKNM LaHHbIM, NOMYYEHHbIM
yepes NPUNOXEHWE, a TakKe UX COOop, UCMONb30BaHUE U Nepegady. TN AENCTBUS [OMYCKAOTCS
TOMNbKO A8 NPefocTaBneHns GyHKLMUIA CEPBUCA UITN NMPUIOXEHUS, @ TAKXKe B LeNsX,
COOTBETCTBYIOLWMX MPAaBUIaM 1 He HapyLLAIoLWMX O6OCHOBaHHbIE OXWMAAHWS NONb30BaTENEN.

+ TpUNOXeHUs, NCNONb3YIOLLMNE NNYHbIE U KOHOUAEHLMANbHbIE NONb30BATENbCKNE faHHbIe AN
rokasa peknambl, LOMKHbI COOTBETCTBOBATb NpaBuiaM pasMeLLEHNS PEKNaMbl

« [aHHble pa3peLleHo nepenaBaTb, ECNN ATOrO TPeByeT AeNCTBYIOLEee 3aKOHOAATENBCTBO
(HampuMep, Mo 3anNpoCy rocopraHoOB) UMK CAeska MO CAVSAHUIO U NPOLaXe aKTUBOB. Bbl LOMXKHbI
yBEeLOMUTb 06 3TOM MOJIb30BaTeNEN OPUANYECKN NpUeMneMbiM crocoboM. Kpome Toro, nepegava
L,aHHbIX BO3MOXHA NOCTaBLLMKaM yCnyr

+ ObpabaTbiBaTb BCE IMYHbIE N KOHPUAEHLMANbHbIE AaHHbIE NOMb30BaTENEN 6Ge30nacHbIM 06pa3oM, B
TOM YuMCIe C MPUMEHEHMEM COBPEMEHHbBIX METOLOB WNPPOBaHMS, Hanpumep npoTtokona HTTPS.
+ [10 BO3BMOXHOCTHM 3anpalumBaTbh GUHAMUYECKNE pa3peLLeHNs], NPexae YeEM UCMONb30BaTb JaHHbIE,
LOCTYN K KOTOPbIM perynunpyeTcs paspelueHnamu Android
» He npogaBaTb NMYHbIE N KOHPUOEHUMANbHbIE NONb30BaTEbCKUE AaHHbIE.
« "Mpopaxa" nogpasymeBaeT OOMeH UK Nepefady Takux AaHHbIX TPETbUM IMLaM  C Lenbio
nosly4yeHnst AEHEXHOro oxona.

« Ecnn cBOoM NnYHblE U KOHPUAEHLNANbHbIE faHHbIE NepPefaeT caM Nosib3oBaTesNb, 3TO He
cunTaeTcs npopaxen. NpuMepbl Takux CUTYaLNUA: B NPUTOXEHUN eCTb GYHKLMA AN nepenayn
$annos TPETbUM NMLAM; MPUIOXEHNE NPE[HA3HAYEHO ANS NPOBEAEHUS HAYYHbIX
NCCNEenoBaHWI, N faHHbIe OTMPAaBNAOTCS B 9TUX LEeNsX.

PackpbiTe HpopMaLum 1 paspeLieHre Ha UICMOorb30BaHUe JaHHbIX


https://www.cnil.fr/en/mobile-applications-cnil-publishes-its-recommendations-better-privacy-protection
https://www.cnil.fr/en/mobile-applications-cnil-publishes-its-recommendations-better-privacy-protection
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://developer.android.com/training/location
https://developer.android.com/training/location
https://support.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
https://developer.android.com/guide/topics/permissions/overview
https://developer.android.com/guide/topics/permissions/overview
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing

Ecnwv Bawwe npunoxeHue cobmpaeT, UCNOMb3yeT 1 NepefaeT JIMUHbIE U KOHbUAEHLMAMNbHbIE
nonb30BaTeNlbCKNE AaHHble B LENSX, KOTOPbIe MOryT HEe COOTBETCTBOBATb 06OCHOBAHHBLIM OXWIaHUSAM
nonb3oBaTesier OT NPoaykTa unu GyHKUMKM (HanpuMep, ecnv cbop NHGopMaL MM NPOXOAUT B GOHOBOM
pexume), BaM HEOBXOAUMO BbINOMHUTL TPEOOBAHMS HUXE.

PackpbiTe nudpopmaummu. Bbl fOMmKHbI yKasaTb B NPUIOXEHMM CBefeHus o cbope,
MCNoNb30BaHUM U Nepepaye NUYHbIX faHHbIX. JNg TakMX CBegeHu AencTByIOT cregyowue
TpeboBaHus:

NHbopmMaLms fomkHa 6biTb B CAMOM MPUNOXEHUN, @ HE TONbKO B Ero ONMCaHWUU U Ha CalTe.

NHbopMaLms fonkHa 0TOH6paxaTbCs NMPU 06bIYHOM UCTONBb30BAHWUM NPUNOXEHUS, 6€3 BbI30BA MEHIO
WNN HaCTPOEK.

.

B VIH(bOpMaLI,VIVI OMKHO BbITb YKa3aHO, Kakune fgaHHble ncnonb3yeTt nnun co6mpaeT npunoxeHune.

.

B Hel [onXHO 06bACHATHLCS, KaK UMEHHO npunoxXxeHne NcnonblyeT 1 nepenaeT gaHHbIe.

.

VlHq)OpMaLl,VIFI HE MOXET Ccofep>XXaTbCAd TONbKO B NMOINUTUKE KOHq)VI,D,eHLI,VIaJ'IbHOCTVI nnn ycnoeumax
MCcnonb3oBaHU4.

V]H¢OpMaLI,I/IFI HEe MOXEeT BKJ1I04aTbCsa B COCTaB Opyrmx CBe,D.eHI/Il;I, He CBA3aHHbIX C BONpOCaMu 060pa
JINYHBIX N KOH(DVIJJ,eHLI,VIaJ'IbeIX [aHHbIX Nofb3oBaTenen.

Cornacue nonb3oBaTenen U gUHaMUYeCckue paspelneHus. Bol gomkHbl 3anpocuTb cornacue
nonb3oBaTens U AMHaMUYECKOe pa3peLleHne cpasy nocne nokasa coobleHns o packpbiTuu
MHpopMaLUN, COOTBETCTBYIOLLErO YKa3aHHbIM paHee npaBusiaM. [1ns sanpoca AeNCTBYIOT
cnepylowme npaeuna:

.

3anpoc gomkeH 6biTb CHOPMYNNPOBaH NPEAENbHO SCHO U MPEACTaBIEH B OTAENbHOM AMafIorOBOM
OKHe.

Cornacwe nonb3oBaTens [OMKHO NOATBEPXAATbCA AENCTBMEM (HANpUMep, HaXaTUeM KHOMKU Uin
YCTaHOBKOM dnaxka).

.

CVITyaLJ,VIVI, Korga nonb3oBaTeslb HaMEePEHHO Unn CHyHaVIHO 3aKpbIBAa€T OKHO C 3anpoCcoMm, B TOM
4Yncne Haxxatmem B opyromM Mecrte nnm KHOMKOW BO3BpaTa Ha rNaBHbIN 9KpaH, HE MOr'yT CUNTaTbCA
cornacuem.

.

ABTOMaTMYECKM 3aKPbIBaKOLLMECS 3aMPOChl (HanpUMep, Mo UCTEYEHNN ONPEeAeNIEHHOrO BPEMEHN) He
MOTYT 6bITb CPEACTBOM MONTYYEHUS COrNIAcHs.

3anpoc pomxkeH 6biTb CHavYana opobpeH nosb3oBaTeneM. TONbKO NOCNE 3TOro Balle NPUIOXEHNE
MOXET MOMYUNUTb JOCTYN K NINYHBIM Y KOHPUAEHLMANbHBIM NONb30BAaTENbCKMM OaHHbIM UK HavaTb UX
cobuparb.

MPUNOXeHNs, B KOTOPbIX NYHbIE U KOHOUAEHLMANbHBIE NOSIb30BATENBCKME faHHblE 06pabaTbiBalOTCS
6e3 cornacus nonb3oBaTesNs Ha APYruX NPaBOBbIX OCHOBAHUSAX, LOMKHbI COOTBETCTBOBATb
LEeNCTBYIOWUM IOpUANYECKUM TPEBOBAHMAM M coepXKaTb HEOBXOAMMbIE COOBLLEHNS O PacKPbITUK
NHdOpPMaLMK, B TOM YMCIIE COOBLLEHMS B CAMUX NPUSTOXEHUNAX, TPEOyeMble COrnacHO 3TUM NpaBuiiaMm.
TakM OCHOBaHMEM MOXET HbITb 3aKOHHbIV MHTEPEC B paMkax 'eHepanbHoro pernameHTa EC o 3awmnte
nepcoHanbHbIx AaHHbIx (GDPR).

YT06bI NPMBECTUN NMPUSTOXKEHNE B COOTBETCTBME NPaBWIiaM, Mbl PEKOMEHAYEM BaM MPUAEPXMBATHCS
cnegytouiero ¢opmarta, korga Tpebyetca packpbiTb MHbOPMaLMIO:

+ "[HasBaHune npunoxexus] cobrpaeT/nepenaeT/CUHXPOHNU3NPYET/XPAHUT [TUM AaHHbIX], YTOOLI
obecneunTb paboty [kakon dyHkuuK] [B Kakmx cnydasx]™.

« lNpumep. "Fitness Funds cobupaeT faHHbIE O MECTOMOMOXEHUM, YTOObI OTC/IEXMBATDL Bally
PU3NYECKyrO aKTUBHOCTb, AAXE KOTAA MPUIIOKEHNE 3aKPbITO MU HE UCTIONb3YETCS, U YTOObI
oaL[ePXNBAaTh MOKa3 peksiamsl".

« Mpumep. "Call Buddy cobupaet, cunTbiBaeT v 3an1CbiBAET 4aHHBIE O BbI30BAX, YTOObI UMETb JOCTYI
K KOHTaKTaM, [4axe KOr[a npunoxXeHne He ncrosb3yeTca .

Ecnu B BaleM NpUIoXeHNN UCNonb3yeTcs CTOPOHHMI kog, (Hanpumep, SDK), npeaHasHauyeHHbIN gng
c60pa NNYHBIX N KOHPUAEHLMANBHbIX NMOMb30BATENbCKUX AAHHbIX, Bbl LOXKHbI MPELOCTaBUTb



LOCTaTOYHble [OKa3aTeNIbCTBA TOrO, UTO Balle NPUIIOXEHNE HE HapyluaeT TpeboBaHWa U3 pasgena
"PackpbITvie MHGOpMaLUN 1 pa3peLlleHne Ha UCNOob30BaHNe OaHHbIX" HACTOSILWMX NpaBun.
MpunoxeHne [OMKHO COOTBETCTBOBATbL B TOM YMCIIE MONOXEHUSAM, CBA3aHHbBIM C OCTYNOM K AaHHbIM,
a Takxe 1x cbopoMm, NCMONb3OBaHMEM U Nepefayelt C NOMOLLbI CTOPOHHEro Kofa. [lokasaTenbCcTBa
Heobxo4MMO OTNPaBWTL B TEYEHWE ABYX HELeNlb UM APYroro nepuona (ecnv oH ykasaH) nocrne
nonyyeHus sanpoca ot Google Play.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

+ MpunoxeHne cobupaeT faHHble O MECTOMOMOXEHUN YCTPONCTBA, HO HE COLEPXKMUT 3aMETHOIO
yBeLoMSIeHNS 06 NCNONBb30BaHUN UX NPUTOXKEHNEM B GOHOBOM PEXUME U/UAN O TOM, 4SS Kakon
bYHKLMM HYXHbI 3T faHHblE.

+ MNpunoxeHne 3anpawmnBaeT AMHAMUYECKOE pa3peLleHre Ha JOCTYN K AaHHbIM O PacKpbITUS
NMHbOPMALMK O TOM, A1 YEFO UCMONbL3YIOTCS 3TW AaHHbIE.

« MpunoxeHne nonyyaeT JOCTYN K CNUCKY YCTaHOBEHHbIX NMPUIOXEHWI NONb30BaTENS U HE
06pabaTbiBaeT 3TV faHHble KaK JIMYHbIE UM KOHbUAEHUMANbHbBIE B COOTBETCTBMM C MOIUTUKON
KOHOUIAEHLMANBHOCTH, NPaBuIaMnM 06paboTKM AaHHbIX, @ TAaKXe COrfacHoO TPeboBaHMAM K
packpbITUIO MHGOPMALUKN U Pa3PELLEHMIO HA UCMOSIb30BAHME faHHbIX.

« MpwunoxeHune nonyyaeT [OCTYN K CNUCKY KOHTAKTOB NOfb30BaTeNs U He 06pabaTbiBaeT 3TW faHHble
KaK TMYHbIE UNN KOHOUAEHLMANbHbIE B COOTBETCTBUM C NMONIMTUKON KOHOUAEHLMANBHOCTY, @ TakxXe
TpeboBaHMMI K 06PaboTKe JaHHbIX U PA3PELLEHUIO HAa UCMONB30BaHNE JaHHbIX.

« MNpunoxeHne 3anncbiBaeT faHHbIE, KOTOPbIE NOSBASIOTCS Ha AKpaHe, U He obpabaTbiBaeT UX Kak
NNYHBIE NN KOHPUAEHLMANbHbIE B COOTBETCTBUM C HACTOSLLMMUW NPaBUIaMu.

+ MpunoxeHne cobupaeT faHHble O MECTOMONOXEHUN YCTPONUCTBA , HE PACKpPbIBas, A/s YErO OHU
HY>XHbI, ¥ HE NOMyYas cornacue nosib3oBaTenNs B COOTBETCTBUN C NPUBEAEHHBIMU BbiLE
TpeboBaHUAMM.

+ MpunoxeHne NCMoNb3yeT OrpaHNYEHHbIE paspeLleHns B OHOBOM pexume (B TOM uncne ons
OTCNEXUBAHWS UAW B UCCNEQ0BATENIbCKUX UM MAPKETUHIOBbIX LeSISX), HE pacKpbIBasi, A4S YEro OHU
TpebytoTCs, 1 He Nonyyas cornacue nosib3oBaTens B COOTBETCTBUN C NPUBEAEHHBIMU BbiLLE
TpeboBaHUAMM.

« MpunoxeHne ncnonbayet SDK, KOTOpbI COBUPAET NNYHbIE U KOHPUOEHLMANBbHbIE
Nonb30BaTeNIbCKMe faHHble U He 06PabaTbIBAET MX COrMacHO NpaBunam B OTHOLEHUM
MoNb30BaTENIbCKUX AAHHbIX, TPEHOBaAHMSM K PacKpbITUIO MHGOPMALIMU N Pa3PELIEHMIO Ha
MCMONb30BaHME [aHHbIX, a Takxe TpeboBaHMAM K 06paboTke faHHbIX (BKIOYas 3anpeT Ha NpoJaxy).

MonpobHee 0 packpbiTUX MHGOPMALIMN U Pa3PELIEHNM Ha UCTIONb30BaHUE [aHHbIX...

Orpan-leHMe AocTyna K NINYHbIM U KOH¢MAeHL|VI8HbeIM AaHHbIM

Hwvxe nepeyncrneHbl LONONHUTENbHbIE TPEHOBAHMS K MPUNOXEHMUSAM, BbIMOHSIOWMM ONPEEneHHbIe
dYHKUMNN.

DyHKUUSA Tpeb6oBaHus
O6paboTka NAEHTUGUKALMOHHDIX, Balue npunoxeHne He [OMKHO HY NPU Kaknx 0BCTOATENbCTBaX
GUHAHCOBBIX M NIATEXHbIX AaHHbIX ny6nnKoBaTb IMYHbIE U KOHOUAEHUMANbHbIE faHHbIE, CBS3aHHbIE C

GUHAHCOBOW MMM NNATEXHOM AeaTENbHOCTbIO, a TakKe HoMepa
odULManbHbIX YAOCTOBEPEHUIN INYHOCTU.

O6paboTka TenedoHHbIX HOMEPOB 1 3anpetyeHo 6e3 paspeLleHuns ny6ankoBaTb 1 PackpbiBaTb JIMUHYIO 1
LPYroi KOHTaKTHOM MHOPMaLIMK KOHOMAEHUMaNbHYIO MHPOPMALMIO APYrvX NIOAEN.

AHTVBMPYCHbIE 1 ApYyrve 3alnUTHble B nonuTrke koHGUAEHUMANbHOCTY 1 MHPOPMaL MK 06

byHKLUM MCNONb30BaHUM NINYHBIX [aHHbIX JOMKHO OBBICHSATLCS, Kakne

LOaHHble co6Mpa|0ch 1 nepenaroTcyd, Kak OHM MCNOMb3YOTCA U KTO
MOXET NMOoNy4nTb K HUM OOCTYnM.

TCKUA KOHTEHT NPUIOXEHUW, NPE[HAa3HAYEHHOM B TOM YuCre U ANs eTew, H
€TC OHTE B oxe €0Ha3Ha4YeHHO ) cne eTe e
OOMKHbI ncnonb3osaTbest SDK, KOTOpPbIE HE OJJ,O6peHbI onsa


https://developer.android.com/training/location
https://developer.android.com/training/location
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I'IOJJ,06HbIX CepBnCoOB. C NOMHbIM CMNCKOM npasun un Tpe6OBaHI/IIh
MOXXHO 03HaKOMUTBLCS Ha 3TON CTpaHuue

C60p NOCTOSHHBIX NAEHTUGUKATOPOB MOCTOSIHHbIE UAEHTUDUKATOPBI YCTPONCTBA HE JOMKHbI BbITh
ycTpoicTs (Hanpumep, IMEI, IMSI, CBSI3aHbl C IMYHBIMU U KOHGUACHLMANBHBIMA AaHHbIMU
CepuiiHbIX Homepos SIM-kapT 1 T. A.) Nnonb3oBaTeNs U ¢ UAEHTUMKATOPaMM, KOTOPbIE MOTYT BbiTh

cOpoLLeHbl, 3a UCKITIOYEHNEM:

« TenepoHHON CBA3M ¢ noMolbio SIM-kapTsl (Hanpumep, ong
3BOHKOB Mo ceTn Wi-Fi uepes onepatopa cBs3n);

+ KOPMOPaTMBHbIX MPUIIOXEHU AN YNPaBNeHUs YCTPOWCTBaMU,
MCnonb3yeMbix B pexvMe BragenbLa.

B Takux cnyyasx pa3apaboTunk [OMKEH SBHbIM 06pa3oM coobWNTb
nonb3oBaTesNiaM 06 NCNONb30BaHUM UBEHTUPUKATOPOB B
COOTBETCTBUM C MPaBWUIaMIN B OTHOLLEHUM NOSIb30BATENbCKMX
LaHHbIX

NHbopMaumio 06 anbTepHaTUBHBIX YHUKAMNbHbIX MAEHTUdMKATOPax
MOXHO HalTW Ha 3TOW CTpaHuLe

[JlononHWTeNbHbIE PEKOMEHAALMM MO UCMONb30BAHNIO PEKNAMHbIX
noeHTuomkatopos Android npuBepeHbl B paBuiax pa3MeLLeHus
peknambl

Paspen 6e3onacHOCTU gaHHbIX

Kaxxgoe npunoxeHune OOMKHO copepkaTb pasges 6e30MnacHOCTU AaHHbIX, B KOTOPOM MOHATHO U TOYHO
onmncaHo, Kak cobrpatoTCs, MCMOSb3YHTCA 1 NepenatoTcs Nonb3oBaTebCkme faHHble. PaspaboTumk
HeCeT OTBETCTBEHHOCTb 3a TOYHOCTb U aKTyallbHOCTb VIHq)OpMaLI,I/IVI. o™n cBegeHnsd OOJIKHbI
COOTBETCTBOBATb MHPOPMALNM, UBNTOXKEHHOW B MOSIMTUKE KOHPUAEHUMANBHOCTM NpUnoxeHus (ecnm
NPUMEHNMO).

MoppobHee 0 TOM, Kak 3aMonHUTL pasfen 6e30MNacHOCTY JaHHbIX

Monutuka koHdUAEeHUMaNbHOCTU

Ccblfnka Ha NonUTMKY KOHUAEHLMANbHOCTM JOMmKHa BbiTb MpKBeAeHa B NpefHa3HaueHHOM Ais Hee
pasgene Play Console 1 B caMom npunoxXeHuu (gonyckaeTca pa3mMecTuTb TEKCT NpasBui). B aTom
LOKYMEHTE 1 B MHbOpMaLMmn 06 1CMoMb30BaHUM [aHHbIX, Pa3MELLEHHON B MPUNOXEHNM, LOMKHO
noapPo6HO 06BACHATLCA, Kak OHO MOJyYaeT, COBUPAaET, UCMOSb3YET M NEPenaeT TPETbUM InLam
nonb30BaTeNlbCkMe faHHble. DTO KacaeTcs Nobon MHopMaL MK, a He TONTbKO CBEAEHWIN, ONUCAHHbBIX B
pa3nene 6€30MacHOCTM faHHbIX. TEKCT JOMKEH COQepXaTb:

MHPOPMaLMIO 0 pa3paboTumke, a TakKe O KOHTAaKTHOM fi1LLe N0 BONPOCaM KOHGUAEHLMANbHOCTH
WK O MEXaHW3ME NMOAAYMN 3anpocoB.;

)

TUMbI INYHBIX M KOHOULAEHUMAMbBHbIX MONb30BATENBCKUX LaHHbIX, KOTOPblE LOCTYMHbI MPUIIOXEHUIO 1
KOTOpbIE OHO COBMPAET, UCMONb3YET M NEPERAET, @ TAKXKE CBEAEHMS O TOM, KTO MOMyYaeT AOCTYM K
3TOM MHPOpMaLUY;

nHPopMaLmio 0 Npoueaypax 6e3onacHon 06paboTKN NMUHBIX U KOHGUAEHLMANBHBIX AAHHbIX;

npasunna paspa60TqMKa B OTHOLWEHUN XPpaHEeHN] U yoaneHUa OaHHbIX;

)

yeTKoe ykasaHue Ha TO, YTO 3TO MONUTUKA KOHOUAEHLMANbHOCTM (HanpuMep, MOXeT BbITb
YMNOMSIHYTO B 3arosIoBKe).

B nonutuke KOHPMAEHUMANBHOCTN HEOBXOAMMO NPUBECTM Ha3BaHME NPUINOXEHNS U YNIOMSIHYTb
nuuo (HanpuMep, pa3paboTumnka UM KOMMaHUIO), yKa3aHHOE Ha CTpaHuLe npunoxeHus B Google Play.
[axe ecnu NpunoxeHne He MMeeT BOCTYNa K IMUYHBIM 1 KOHOMAEHLNANbHBIM JaHHbIM, Y HEro JOMXHa
6bITb MONNTMKA KOHPUAEHLMNANBHOCTY.

Y6epuTech, 4To 3TOT AOKYMEHT (He B Buae PDF-daiina) 4ocTyneH no akTMBHOW 06Le[0CTyNHON
ccbinike 6e3 orpaHMYeHuU No reo30He 1 He MOXET ObiTb USMEHEH.


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/10787469#types
https://support.google.com/googleplay/android-developer/answer/10787469#types

Tpe6oBaHUe B OTHOLIEHUM YaaneHUs akkayHTOB

Ecnv nonb3oBaTeny MoryT CO3L,aBaTb akkayHTbl MPSIMO B BaLLEM MPUIOXEHWW, B HEM TaKxXe [OSIKHa
6bITb BOSMOXHOCTb 3anpaluvBaTh YAaneHne akkayHTa. Takyto Onumio OMKHO BbiTb NIErKO HaNTN B
npunoxeHun. Kpome Toro, Nonb3oBaTeny LOMKHbI UMETb BO3SMOXHOCTb 3aNpOCUTb YAaneHne akkayHTa
He 13 NMPUNTOXEHNS, HAaNPUMep Ha BaleM canTe. CChiiKy Ha Takol PeCcypC HY>XHO yKas3aTb B
cootBeTcTBYyloLeM none ¢opmel URL B Play Console.

Mpu yoaneHnm akkayHTa B NPUIIOXEHUM MO 3amnpocy MoJib30BaTeNs Bbl TAkXKe JOMKHbI YAANNUTb
NoNb30BaTeNIbCKME AaHHbIE, CBA3aHHbIE C 3TUM aKKayHTOM. BpeMeHHas feakTmBaLus, OTKIIIOYEHUE Uin
npuocTaHoBKa paboTbl akkayHTa He cuMTaloTCs yaaneHueM. Ecnv Bam Hy>XXHO XpaHUTb ONpefeneHHyo
MHdOpPMaLMIO B 0OOCHOBAHHBIX LiEensx, HanpuMep ans obecrneyeHus 6esonacHocTy, 6opbbbl ¢
MOLUEHHNYECTBOM UM COBNIOAEHNSI HOPMATUBHbIX TPEOOBAHUI, Bbl 06513aHbl SBHO NPOUHGOPMUPOBAThL
Nonb30oBaTENeN O CBOUX MPaBUIIaX XPaHeHUs AaHHbIX, HANMPUMep B MOUTUKE KOHGUAEHLNANBHOCTY.

MoppobHee o TpeboBaHMAX B OTHOLIEHUN YAaNeH s akkayHTOB U 06 MaMeHeHUn GopMmbl
"BesonacHocTb gaHHbIX"...

Ucnonb3osaHue naeHTudUKaTopa NpUnoXXeHus

Android npeacTaBUT HOBBIN UOEHTUOUKATOP AJI OCHOBHbIX MPUMEPOB MCMONb30BaHUS, HanpUMep
aHanMTUKN U NPEROTBPALLEHNS MOLWEHHNYECTBA. YCNIOBUS NCMOMb30BaHUS UAEHTUdKKATOPA
npuBeaeHb! HUXeE.

« Ucnonb3oBaHue. VgeHTndurkaTop Habopa NprNoXeHU HeNb3s UCMOMNb30BaTb A1
nepcoHannsaunn n aHannisa peknambl.

+ CB3b Cc UHPOpPMaLuel, No3Bonsiowen MGEeHTUMGULUPOBATL IMYHOCTb, U APYTUMU
vmpeHTudukaTopamu. VigeHTndrkaTop Habopa NPUNOXKEHUI HENB3S CBA3bIBATb B PEKITAMHDBIX LeNsX
¢ ngeHtudukatopamm Android (Hanpumep, AAID) unu ¢ KakUMU-NMBGO NEPCOHANBbHBIMU 1
KOHOUAEHUMANBbHBIMU [aHHBIMU.

» Npo3payHocTb U cornacue. B npumeyaHnm o KOHOUAEHLNANBHOCTH, COOTBETCTBYHIOLLEM
TpeboBaHWSM 3aKOHOAATENBCTBA, B TOM YMCIIE B NOIMTUKE KOHPUAEHUMANBHOCTN, HEOBXOAUMO
NPOVHPOPMMPOBATL NONb30BaTENS O c6ope U NCMONb30BaHUM NAEHTUOUKATOPOB NPUNOXEHNS, a
TaKXXe O HAaCTOAWMX NpaBmnax. B HEKOTOPLIX Cryyasx HEOBXOAMMO NONyYnTb cornacue
nonb3oBaTenen. NogpobHas nHGopmMaLms O HaWKX CTaHAAPTaX KOHOUMAEHUNANbHOCTY NPUBELEHA B
paspene [JaHHble nonb3oBaTens

PaMouHble cornauweHus o koHpupaeHunanbHOCcTU paHHbix Mexay EC, CLUA, Benuko6putaHuen u
LLiBenuapuen

Ecnv Bbl nonyyaeTe AOCTYN K JIMYHBIM JaHHbIM NOfb30BaTeNen, NpefocTaBeHHbIM KomnaHuen Google
W CO3[,aHHbIM Ha TeppUTOpUM EBPONENnCcKomn 3KOHOMUYECKON 30HbI, Bennkobputanum unu Lsenuapun
(nanee — MNepcoHanbHble faHHble, co3naHHble B EC), ecnu ucnonbsyete nnv obpabatbiBaete aTy
MHGOPMALMIO U MO HEN MOXHO NPSIMO MM KOCBEHHO YCTAHOBUTb JIMYHOCTb YENOBEKA, TO Bbl JLOMKHbI:

+ CobniopaTh BCe AEeNCTBYIOLWME 3aKOHbI, AUPEKTUBLI, PErTAMEHTbI U NPaBuia B OTHOLWEHMN
KOHOUAEHLMANbHOCTH, 6€30MacHOCTU U 3aLUTbl faHHbIX.

+ Mony4aTb AOCTYN K IMYHbIM GaHHbIM M UCMONb30BaTb MX TONbKO B TEX LIENSX, C KOTOPbIMM Cornacuscs
ux Bnagened,

+ MpUMEHATb HEOBXOAMMbIE OPraHM3aLMOHHbIE U TEXHUYECKNE CPEeACTBa ANa 3aWmMTbl MepCcoHanbHbIX
AaHHbIX, co3aaHHbIX B EC, OT noTepu, HeQonyCcTMMOro UCnofb30BaHUs, HECAHKLIMOHUPOBAHHOMO UK
HEe3aKOHHOro JOCTYMa, PacKpPbITUS, USMEHEHUS N YHUUTOXEHMS.

+ ObecneumBaTb HEOBXOAMMbIN YPOBEHb 3aLNTLI MHGOPMALIMM B COOTBETCTBMU C MPUHLMNEaMM
PaMOYHOrO COrMalleHns O KOHGUAEHLMANBHOCTM aHHbIX WM UCMOMNb30BaTh AENCTBYHOWMNA
MexaHW3M nepegayn gaHHbIX cornacHo Ycnosmam Google B OTHOWEHUM 3aLMUTbl faHHbIX RN
B3aMMOAENCTBUM MEXAY KOHTPONERAMU AAHHbIX.
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Bbl 06513aHbl PErynsipHO CBEPSATLCS C 3TUMMK TpeboBaHuaMU. Ecnn cobntopgaTth MX CTAHET HEBO3MOXHO
W BO3HMKHET CEePbE3HbIN PUCK TOTO, YTO Bbl HE CMOXETE 06ECMNEUNTb COOTBETCTBIE UM, HEMELANEHHO
cooblwmnTe Ham 06 3ToM No agpecy data-protection-office@google.com 1 cpasy npekpaTuTe
06paboTky MepcoHanbHbIX faHHbIX, CO3aaHHbIX B EC, Mnn kak MOXHO CKOpee BOCCTaHOBUTE
Heob6XOAMMbIN YPOBEHb WX 3aLLUTI.

Pa3peLweHuns n APl c gocTynom Kk KoHduaeHunanbHou nHdopmaLmnm

3anpockl Ha NPefoCTaBeHNE paspeLleHnit n ucnonb3oBaHne API, KOTOpble NOMYyYatoT JOCTYM K
KoHbUAEHLMaNbHOM NHGOPMALMK, [OMKHbI BbITb MOHATHLIMU ANS MOSb30BaTENEN. 3anpalinBaTh
paspeLleHns 1 ucnonb3oBaTb API, KOTOpbIe NOMyYaloT JOCTYN K KOHGUAEHUMANbHON MHGOPMaLLMK,
MOXHO TOJIbKO B TOM CIly4ae, €CiM OHW HeOBXOAUMbI Ans PaboTbl GYHKLMA U CEPBUCOB, KOTOPbIE YXe
€CTb B MPUSIOXEHMU 1 OMNKMCaHbl Ha ero cTpaHuue B Google Play. Henbas ucrnonb3oBaTh paspeLleHns u
API, npepocTaBnstowme AOCTYN K aHHbIM MOSIb30BaTENS MW YCTPOWCTBA, AN GYHKLUMI Unun Lenen,
KOTOpPble HE OTMEYEHbl B ONUCaHNKU NPUJTOXEHNA, HE peanin30BaHbl TN HE pa3peLlEHbl. JInyHble nnun
KOHPUAEHLManbHbIe AaHHble, NOMyYEHHbIE C pa3peLleHns Nonb3oBaTeNs Unmn Npu noMoLum Takmx API,
Henb3s NPofaBaTh M NepefaBaTh C LEenbio Nocneayowen NPoAaXu HU Npu Kaknx obCcToaTensCcTBax.

3anpalwmrBanTe paspeLleHns B KOHTEKCTE (MO Mepe BO3HUKHOBEHUS HEOBXOAMMOCTH B HUX), YTOBbI
Nonb30BaTesIN MOHUMANK, 3a4EM ITO HYXHO NPUNOXEHUIO. VICNoNb3yTe faHHbIe TONbKO B TEX LENsX,
Ha KOTOpble Nosb3oBaTeNb fan cornacue. Ecnu B fanbHenwem BaM NOHafobWTCS UCNONb30BaTh UX B
LPYrux Lensx, BaM HeobxoammMo ByaeT nonyynTb SBHOE corflacue nonb3oBaTens Ha 3To.

OrpaHUYeHHble paspeLleHms

Kpome Toro, K paspelleHmnsM, KOTOpble YKa3aHbl HUXe UM 0603HauYeHbl B JOKYMEHTaL K Ans
pa3paboTuMKOB KaK onacHble , creuuanbHble  Unu Tpebytolmne ocobor Nognucu , MPUMEHSIHOTCS
LOMOMHUTENbHbIE TPeBOBAHNS U OrPaHUYEHNS:

+ [laHHble Nonb30BaTENS U YCTPOMNCTBA, MNOMYYEHHBIE C MOMOLLbIO OFPAHUYEHHbIX PaspeLLEHNH,
CUMTaIOTCS NIMYHOM U KOHOUAEHLMANBHON HbOPMaLLMEN, Ha KOTOPYIO PAcNpPOCTPaHAOTCA NpaBuna
B OTHOLUEHWM NMOb30BATENbCKMX JaHHbIX

+ Ecnv nonb3oBaTesib OTKIIOHAET 3anpoC Ha OrpaHNYeHHOE paspeLleHmne, Bbl HE AOMKHbI MbITaTbCS
nepey6eaunTb ero. Henbaa 3acTaBnaTh Nob3oBaTenen NpefoCcTaBNAaTb Pa3peLleHus, KOTopble He
ABMFIOTCH KPUTUYECKM BaXKHbIMU. B 3TOM criyyae Bbl 0693aHbl NPUIOXUTb 060CHOBAHHbIE YCUANUS ANs
TOro, YTOObI BCE PABHO O6GECMEUNTL NONb30BATENSAM JOCTYN K GYHKLMAM NPUSIOXEHWS (Hanpumep,
npegycMoTPEeTb BO3MOXHOCTb BBOAA TENehOHHOro HoMepa BPYUHYI0, ECN JOCTYN K CIUCKY
BbI30BOB OrPaHNYeH).

« CTpOro sanpeLyeHo UCMonb30BaTh PaspeLleHns B LieNisX, He COOTBETCTBYIOWMX npaBunam Google
Play B oTHOWweHun BpegoHocHoro MO (BkJtoyast 310ynoTpebrieHre noBbiEeHHbIMU NPUBUIErUSMU

).

LS HEKOTOPbIX OFPAHMYEHHbIX Pa3pELLEHNI MOTYT AeMCTBOBATb AOMNOMHUTENbHbIE TPEOOBaHNS,
onucaHHble Huxe. CobnofeHre 3TUX YCNoBUiA MoMoraeT obecneumBaTb KOHGUAEHLMANbHOCTb
nonb3oBaTenen. B oueHb pegkunx cryyasx Mbl MOXEM CAeNaTbh UCKMIOYEHWE, ECIIN MPUSTOXEHNE
BbINOJIHAET Kakne-nmbo BaxHble M BOCTPeboBaHHbIe GYHKLMK, KOTOPbIE B HACTOSILLMA MOMEHT HE MOTYT
6bITb peann3oBaHbl APYruM cnocoboM. NMprHUMas pelleHne B TaKUX CUTYaLUsX, Mbl YYUTbIBAEM
NoTeHLManbHbIe Yrpo3bl KOHOUAEHLNANBHOCTY 1 6E30MAaCHOCTU AaHHBIX.

PaspeweHuns Ha gocTyn K SMS 1 cnncky BbI3OBOB

SMS 1 cnMCoK BbIZOBOB CUUTAIOTCS JINYHBIMU U KOHOUAEHUMANbHbIMU AaHHbIMU. K HUM NpUMEHSoTCS
nonoxeHus pasgena JlinyHas n KoHbuaeHUnansHasg HpopmMauma , a Takxke cnegyowme
OrpaHNYeHUs:
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OrpaHuYyeHHoe pa3spelieHune TpeboBaHusa

lpynna paspelueHunin Ha BOCTYN K CNUCKY BbI30BOB (Hanpumep,  MpunoxXeHne JOMKHO BbiTb
READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTpmMpoBaHo Kak NMoMOLHUK UK
PROCESS_OUTGOING_CALLS) 06paboTUMK 3BOHKOB MO YMOMUYAHMIO.

lpynna paspelweHui Ha gocTyn K SMS (HanpumMep, READ_SMS,  [lpunoxeHune fomkHO 6biTb
SEND_SMS, WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH, 3aperncTpupoBaHoO Kak MOMOLLHWUK UK
RECEIVE_MMS) 06paboTumk SMS no ymonyaHuto.

MPUNOXeHNaM, KOTOPbIE HE MOTYT BblTb Ha3HAYEHbI MOMOLHUKOM Ui 06paboTumnkom SMS unu
3BOHKOB MO YMONYaHWIO, 3anpeLLeHo 3anpallrBaTh NOfo6HbIE pa3pelleHus. B ToM yncrne Henbss
YKa3blBaTb COOTBETCTBYIOLMNE TErM B MaHUdecCTe. 3anpalimBaTth Takne paspeLlleHns MOXHO TONbKO
rocne Toro, Kak Nofib30BaTeNb CaM YCTAHOBUT NPUIOXEHNE B KAYECTBE NMOMOLLHMKA UM 06paboTumnka
4ns SMS vnnv 3BOHKOB MO yMonyaHuio. Kak TonbKo Nonb3oBaTenb M3MEHUT CBOM BbIGOP, MPUIOXeHne
OOIMKHO NMPeKpaTUTb CNONb30BaTb 3TV paspelleHns. JonyCcTMMbie CLLEeHapMM UCMOMNb30BaHUS U
UCKJTIOYEHUS OMUCaHbI B 3TON cTaTbe CnpaBOYHOro LEHTPa

MPUNOXEHNS MOTYT UCTIONb30BaTh YKa3aHHbIE Bbille Pas3peLleHuns U NofyyYeHHble bnarogaps UM
LlaHHble TONbKO ANs PaboTbl OCHOBHbIX GYHKLMI (Hanpumep, ans obecneyeHns BO3IMOXHOCTEN, SBHO
yKa3aHHbIX B ONMUCAHMN NPUIOXeHNs). OCHOBHBIMU Ha3biBalOTCs GyHKLMMW, 63 KOTOPbIX NMPUITOXEHNE
HEBO3MOXHO MCMOMb30BaTh. [lepefaya faHHbIX, B TOM YMCHE 41 UCMONb30BAHUS MO JIMLEH3MK, @
TaKxe npefocTaBneHne LOCTyna K HAM AOMNYCKAaeTCs TOMbKO B LENsX, HE06X0AMMbIX Ans paboThl
OCHOBHBIX GYHKLMIA MPUNOXEHNS UM CEPBUCOB B HEM. 3aMpeLLeHO UCTONb30BaTh AaHHbIE B NIIOObIX
LPYrux Lensx, BKioyas yyylleHre CepBUCOB UIN NMPUIOXEHUN, PEKNaMy U MAPKETUHT. Henb3as
MCMOMb30BaTh aflbTEPHATUBHbIE CMOCO6LI (BKIIOYas apyrue paspelleHus, APl 1 CTOPOHHME UCTOYHUKM)
LLNS NONYYeHUs aHHbIX, CBA3aHHbIX C PaspeLLeHnaIMIN Ha fOCTYM K CMIUCKY Bbi30BOB 1 SMS.

PGBpGLLIGHVIﬂ Ha OOCTYN K OaHHbIM O MECTOMOJT10XXEHNN

[laHHbIE O MECTONONOXEHUN yCTpOI;ICTBa CUMNTalOTCA NMNYHbIMU U KOH¢VI,D,eHLLI/IaJ'IbeIMVI. K H1um
NPUMEHAIOTCA NOJIOXKEHNA nNpaBun O NIMYHOM ” KOHqDI/l,D,eHLI,I/IaﬂbHOI‘/‘I MHq)OpMaLI,I/IVI n 0octyne K
OaHHbIM O MECTONONOXEHNN B GOHOBOM peXKMMe, a Takxe cnepgywoume Tpe6OBaHVIF|I

+ MpUnoxeHns He LOMXHbI UCMOSb30BaTh AaHHbIE, 3alLMLLEHHbIE PA3PELIEHNIMU Ha JOCTYN K
MeCTOMNonoXeHuto (Hanpumep, ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), ecnv 3T1 CBeLEHUs He HYXHbl Ans paboTbl GyHKLMI 1 CEPBUCOB,
KOTOPbIE Y€ ECTb B MPUNOXEHNN.

+ Hv npu kakmx o6CcTOATEeNIbCTBAaX HeJlb3s 3anpalunBaTh 4OCTYM K 4aHHbIM O MECTOMOMOXEHWN, €CN
OHU BYAYT UCMONb30BAaTHCA TONbKO AN PeKNaMbl M aHAaNUTUKU. MPUNOXKEHWS, B KOTOPbIX 3TU AaHHbIE
6yOyT MCMONb30BaTbCS B TOM YMCTie AN NMOoKa3a peknambl (Mocne nonyyYeHus paspeLieHns ot
nofb3oBaTens), AOMKHbI COOTBETCTBOBATH NPaBuiaM pasMelleHus pekiambl

+ 3anpawuBaTb CnefyeT MUHUManbHO HEOBXOANMbIN YPOBEHb JOCTyna (TO eCTb AOCTYN K
NPUBAN3UTENBHBIM, @ HE K TOYHbIM JaHHbIM O MECTOTMOJNIOXEHUM U pa3peLleHe Ha NCMOoNb30BaHME B
aKTVBHOM pPexuMme, a He B GOHOBOM) M TONTbKO €CNN AOCTYN AeNCTBUTENbHO TpebyeTca ang paboThl
cepBurca Unn GYHKLUM, UMEIOLLMXCS B NPUSTOXEHUN. MoNb30BaTEeNM LOMKHbI ACHO NOHMMAaTb, NoYeMy
A5 TON MW MHOM GYHKLMMN HY>XKEH 3anpaluvMBaeMblil YpoBeHb JoCTyna. Mbl MOXEM OTKa3aTb B
ny6nnkauum NPpUNOXeHN, KOTopble 3anpaLinBaoT GOHOBLIN JOCTYN K AaHHbIM O MECTOMOJIOXEHUN
6e3 BeCckoro 060CHOBaHMS.

. ﬂ,OCTyI’I K AaHHbIM O MECTOMONOXEHNN B ¢OHOBOM pPexXnmMe MOXHO NCNoNb30BaTb TOJIbKO B TOM
Clniyyae, eCn OHU HY>XXHbl ons pa6OTbI beHKLI,VIVI, KOTOpPbIE MONE3Hbl ANg NoONb30BaTENA U CBA3aHbl C
OCHOBHbIM Ha3Ha4YeHneM NPpUNoXXeHns.

MpUNoXeHe MOXET Mony4aTb 4OCTYMN K CBEAEHUSM O MECTOMOMNOXEHUM B aKTUBHOM pexumMe (koraa C
NpVNoXeHneM paboTatoT), eCNn UCNONb30BaHNE STUX AaHHbIX:

* HEeobXOAMMO ANS BbIMONHEHWS B NPUNOXeHUn LencTeung, MHNLUNNPOBAHHOIO NoNb3oBaTeNieM;
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* MpekpallaeTca cpasy noce BbiNoNHEeHUs 3TOr0 AEeNCTBUS.

MpunoxeHus, paspaboTaHHble CreunanbHO AN A4eTel, [OMKHbI COOTBETCTBOBaTL TpeboBaHMAM
nporpammbl MpUNoxeH1s s BCen ceMbm

[JononHUTeNbHY0 MHGOPMALLMIO MOXHO HaMTU B 3TO CMPABOYHOM CTaTbe

Pa3pelueHne Ha JocTyn KO BceM dannam

NHopmMauums o dannax 1 nankax Ha yCTPOWCTBE NONb30BaTesNs CYMTAETCS NMUYHOM U
KoHbUAEHUMaNbHOM nHbopMaLMen U [oMXKHa COOTBETCTBOBATb NOMOXEHNIM pasaena JindyHas u
KOHdUAeHUnanbHas nHpopMaLmus , a Takxke CrefyolwmuM Tpe6oBaHUIM:

+ MpunoxeHns [OMKHbI 3anpalurBaTh JOCTYN K XPaHUULLY YCTPOMCTBA TOMbKO B TOM Cllyyae, eCnu
3TO HEOBXOAUMO A1 PabOThl NPUOXEHMS. OHM HE MOTYT 3anpaLinBaTh JOCTYN K XPaHUIULLY OT
VMEHW TPETHETO NINLLA AJIS NMOObIX LEeNe, He CBA3aHHbIX C KIMYeBbIMU QYHKLUSMU MPUIOXKEHUS.

+ YctponcTeam Android ¢ Bepcuen R nnm 6onee nosnHen s ynpaeneHus OCTynoM K obemy
XpaHuUnuLly Heobxoaumo paspelueHne MANAGE _EXTERNAL_STORAGE . Bce npunoxeHus,
npeaHa3HaYeHHble AN 3TON BEPCUM CUCTEMBI 1 3aMpallnBaloLMe JOCTYN K 06LeMY XpaHUIULLY
("OocTyn Ko BceM dainnam"), NPOXOAaT COOTBETCTBYHOLLYIO NPOBEPKY Nepes ny6imkaumnen.
MpunoxeHus,, KOTOpPble MOTyT NCMOMIb30BaTb 3TO Pa3peLleHne, OOMKHbI SBHO npegnaraTb
Nofb30BaTENAM BKOYMTb JOCTYN KO BCEM dalniaM B MEHIO HacTpoek "CrnewumanbHblin [OCTYN Ans

NPVNOXeHU". JONOMHUTENBHYIO MHOOPMALMI0 MOXHO HaNTK B 3TOM CTaTbe

Pa3peweHus gna ¢oTo n Bngeo

®OTO 1 BUOEO HA YCTPOMCTBE MOJIb30BATENS CUMTAOTCS JIMUHOMN U KOHOUAEHUMANBHON MHGOPMaLLeEN,
KoTopas perynupyetcs npasunammn Google Play B OTHOWEHMM NONb30BATENBCKMX LaHHbIX.
MpunoxeHNsaM paspeLleHo nonyyaTte SOCTYN K GOTO U BUAEO, TONIbKO €CNN 3TO HEOBXOAMMO NS
paboTbl NpunoxeHus. OHW He MOTYT 3anpallrBaTh JOCTYMN OT UMEHU TPETbUX NUL, B LENSX, HE
CBAA3aHHbIX C OCHOBHbIMUN QYHKLMAMM NPUNOXKEHMS. YTOObI HapexXHee 3aWnTUTb KOHPULAEHLMANBHOCTD
nonb3oBaTeNemn, PEKOMEHOYETCS NMPUMEHSITb CUCTEMHBIN MHCTPYMEHT Bbibopa ¢alnsios, HanprMep OKHO
Bblbopa PpoTorpadui

MPUNOXEHNSM, KOTOPbIE 3aNpaLIMBatOT AOCTYN K $OTO M BUAEO B OOLLEM XPAHUIULLE HA YCTPOWUCTBAX,
Heob6XxoaMMO NPonTH NPoBepKy. OHa JOMKHA NOATBEPAUTL, YTO AN PAbOThl OCHOBHOW GYHKLNM
NPUNOXEHNS eMy TPebyeTcs MOCTOSIHHO UMK YacTo obpalyaThes K Takum dannam. Ecnv aToT gocTyn
HY>XEH MPUSTOXEHMIO TOJNBKO OAMH Pa3 UM PELKO, B HEM CleLyeT UCMNONb30BaTb CUCTEMHbIN
MHCTPYMEHT Bblbopa $annos, Hanpumep okHO Bbibopa doTorpaduii

K NprnoxeHusaM, KOTOpbIM Hy>KeH 06LLMin BOCTYN K GOTO U BUAEO, TakXe NPUMEHSIOTCA Cregyolme
TpeboBaHus:

+ Ecnv npunoxexune nopaepxmsaeT Android 13 (ypoBeHb API 33) unu 6onee nozpHue sepcumn OC, To,
YyTO6bI NONYYNTHL JOCTYN K GOTOrpadusM Unv BUAEO B OOLLEM XPAHWUULLE HA YCTPOWCTBE, EMY
HeobxoauMo paspelleHne READ_MEDIA IMAGES  wnv READ_MEDIA VIDEO . Bce Takue
MPUNOXEHWS, 3anpalumBatoLime paspelleHre READ_MEDIA IMAGES wnv READ_MEDIA VIDEO,
nepeg nyénvKaumnen JOMKHbI MPONTU MPOBEPKY Ha 06OCHOBAHHOCTb JOCTYNa.

« Ecnu npunoxeHue 3anpawmsaeT pa3peweHve READ_MEDIA_ VIDEO wnu READ_MEDIA IMAGES,
HeobX0QUMO NMOATBEPAMUTDL, YTO AN PAabOTbl ero OCHOBHOM GYHKLMUM TPebyeTCs MOCTOSAHHbIN Un
YyacTbI OCTYN K GOTO MU/MNW BUAEO B OBLLEM XPaHUIULLE.

Ecnu npunoxeHunto He HyXHbl pa3pelterns READ_MEDIA VIDEO n READ_MEDIA_IMAGES vnu OHO He
COOTBETCTBYET TPebOBaHWAM A1 UX MONyYeHWs, yaanuTe 3T1 pa3peLieHns n3 dainna maHudecTa,
MHaue Bbl He NPOoNAeTe NPOBEPKY Ha COBNOAEHME NPaBuJI.

B cootBeTtcTBUMM C npasmnamMn nonyvyeHna orpaHNYeHHbIX paspeLueHvu?l Bbl OO/MKHbI MPUTOXUTb
060CHOBaHHbIEe ycunua ong Toro, YyTO6bI npenocTaBuUTb C])yHKLI,VII/I NPUNOXeHUd Nonb3oBaTeNaMm,
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KOTOpble HE paspeLwwunn obwmn focTyn K Mmegradannam Ha yCTponCTBe.

Ecnu npunoxeHuio 06ocHOBaHHO TpebyeTcs focTyn K $OTO Unm BUREO, O[HAKO B COOTBETCTBUM C
rnpasunaMmn emy Hemnb3g NpefocTaBUTb paspeweHne READ_MEDIA_IMAGES wnun READ_MEDIA_VIDEO,
B HEM MOXHO UCMONb30BaTb CUCTEMHbBIM MHCTPYMEHT Bbibopa $annios, Hanpumep okHO Bbibopa
doTorpaduin . MogpobHee...

PaspelueHure Ha JoCTyn K CIUCKY NakeToB (MpUnoXXeHni)

CnuncoK YCTaHOBMIEHHbIX MPUSTOXEHWI Ha YCTPONCTBE MOJIb30BATENS CUMTAETCS JIMUHON 1
KOHdUMAEHUMaNbHOW NHPOPMaLMen, Ha KOTOPYIO PacNPOCTPaHSATCS NONOXeHus pasaena JlnuHas v
KOHdUOeHUnanbHasa nHpopMaLms , a Takxke crefytolne TpeboBaHus:

MPUNOXEHNS, OCHOBHOW GYHKLIMEN KOTOPbIX SBMSETCS 3aMyck, MOUCK APYTrUX MPUIOXKEHUI Ha
YCTPONCTBE MMM B3aUMOLENCTBUE C HAMM, MOTYT MOJyYnTb COOTBETCTBYIOLLEE Pa3peLLeHme Ha
NMPOCMOTP APYrvX YCTAaHOBMIEHHBIX MPUNOXEHWI CleyoLMM 06pa3oM:

+ LlLupokuit gocTyn K CNUCKY NakeToB. DTO BO3IMOXHOCTb NMPUIOXEHNS BUAETb BCE YCTAHOBJIEHHbIE
Ha YCTPOWMCTBE NPUNOXEHNs (NaKeTbI).

« MpunoxeHuns ¢ uenesbiM yposHeM APl 30 uauv Bbilwe — MOTYT NOYYUTb WNMPOKUIA BOCTYN K CIIUCKY
YCTaHOBJIEHHbIX NMPUIIOXEHNIN C MOMOLLbIO pa3peleHns QUERY_ALL_PACKAGES |, Tonbko korga
L151 KOPPEKTHOM PaboTbl MPUSTOXKEHMS HEOBXOAMMO MONyYaTb JaHHbIE O APYIMX MPUIOXEHUIX Ha
YCTPOWCTBE W/WUNM B3aUMOLENCTBOBATb C HUMM.

+ Henb3aa ncnonbsosaTb paspelueHe QUERY_ALL_PACKAGES, ecnu npuioXeHne MoxeT
paboTaTb C 6bonee orpaHNyYeHHbIM HabopoMm NakeToB . HanpuMmep, Bbl MOXeTe BbibpaTb
OTRENbHbIE MakeTbl, [OCTYN K KOTOPbIM ByAeT 3anpaluvBaTh Balle NPUIIOXEHME.

Micnonb3oBaHWe anbTEPHATMBHBIX METOLOB AJ1 06ECNEYEHNs WNPOKOro JOCTYNa, 6NmM3Koro K

TOMY, KOTOPbIA MOXHO MOJTy4YMTb C MOMOLLbIO pa3dpelleHus QUERY_ALL_PACKAGES, gonyckaeTcs

TONbKO Onga paGOTbI OCHOBHbIX NONb30BATEJIbCKUX ¢yHKLI,I/Il;I NPUNOXEHN4, a Takxe on4d
B3aMMO[ENCTBUS C NpUNoXeHnamm, HaAEeHHbIMU 3TUMM METOAAMM.

O TOM, B KaKMX Clly4asix MOXHO MCMONb30BaTh pa3pelleHre QUERY _ALL_PACKAGES, pacckasaHo B

aTOoM cTaTbe CNpaBOYHOro LieHTpa

+ OrpaHu4YeHHbI BOCTYM. MPUNTOXEHME C OrPaHMYEHHbIM JOCTYNOM ByLeT 3anpalmnBaTh TONbKO
nMHdopMaLmio 06 onpeaeneHHbIX MPUIOXEHMSX, MPUMEHSS Bonee CTpPorne MeTofbl, HanpuMep ¢
MOMOLLbIO YKa3aHHbIX MapaMeTpoB B daline MaHudpecTa. ITOT METOA MOXHO MCMONb30BaTh, KOraa
NPpUNoXeHne COOTBETCTBYET NpaBuJiaM N1 eMY HYXXHO ynpasaTb ApyruMmn NpunoXxXeHnamMm nnm
B3aMMOLENCTBOBaTb C HUMMU.

+ [locTyn K CINCKY YCTaHOBIEHHbIX MPUNOXEHUIN [OMKEH BbITb HANPAMYHO CBA3aH C OCHOBHbIM
Ha3Ha4YeHeEM UM OCHOBHbIMU NONb30BaTEIbCKNMU ¢yHKL|,VI9IMI/I npunoxXxeHns.

HuW npwn kaknx obCTOSTENLCTBAX HENb3s NPOAABATL AaHHbIE O CMINCKE MPUNOXEHWI, NONYYEHHbIE OT
npunoxeHun n3 Google Play, a Takxe npefocTaBnsaTe LOCTYM K 3TOM MHPOPMALUK AN aHANUTUKKN 1
nony4yeHus goxofa OT peknambl.

APl pns cneuunanbHbIX BO3MOXXHOCTEN
Accessibility APl Henb3s ncnonb3oBaTh:

+ [N 3MeHeHUs HacTpOeK Mosib3oBaTens 6e3 ero cornacus, a Takxe Ans 6roK1MpPoBKM BO3MOXHOCTU
OTKNIOYEHNA Unn yoaneHusa I'IpI/IJ'IO)KeHVIVI M CepBUCOB, 3a UCKIKOYEHNEM CllyYaeB, Korga 31o
pa3peLleHO POAUTENIEM UM OMEKYHOM Yepes NPUIOXEHNE POLUTENBCKOTO KOHTPONS UMK
YMNOSIHOMOYEHHBIM aAMUHUCTPATOPOM Yepes MO ang ynpaBneHus KOPnopaTUBHbIMU YCTPONCTBAMMU.

+ [lns 06xofa BCTPOEHHbIX HACTPOEK 6e30MaCHOCTH, KOHOUAEHUMANBHOCTU U YBEOOMIIEHUN
nnatdopmbl Android.

+ [lns n3amMeHeHUs Nonb30BaTENbCKOrO MHTEpdEeca Uu B3aMMOLENCTBUS C HUM crnocobamy,
HapyLLaloWyMN NpaBuna Afs pa3paboTunkos npunoxeHun B Google Play (Hanpumep, ¢ Lenbto


https://developer.android.com/training/data-storage/shared/photopicker
https://developer.android.com/training/data-storage/shared/photopicker
https://developer.android.com/training/data-storage/shared/photopicker
https://support.google.com/googleplay/android-developer/answer/14115180
https://support.google.com/googleplay/android-developer/answer/9888076/
https://support.google.com/googleplay/android-developer/answer/9888076/
https://support.google.com/googleplay/android-developer/answer/9888076/
https://developer.android.com/studio/releases/platforms
https://developer.android.com/studio/releases/platforms
https://developer.android.com/reference/kotlin/android/Manifest.permission#query_all_packages
https://developer.android.com/reference/kotlin/android/Manifest.permission#query_all_packages
https://developer.android.com/training/basics/intents/package-visibility#declare-other-apps
https://developer.android.com/training/basics/intents/package-visibility#declare-other-apps
https://support.google.com/googleplay/android-developer/answer/10158779
https://support.google.com/googleplay/android-developer/answer/10158779
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru&sjid=9328586825007120077-NA#sharing&zippy=%2Cdata-types%2Cdata-sharing

obMaHa nonb3osaTenen).
Accessibility APl He npefiHa3HaYeH U He MOXET 3anpaLMBaTbCA ANS CleyoLWwmX Lenen:

* yOaNeHHON ayM03anncy 3BOHKOB;

* BO3BMOXHOCTU NPUNOXEHNA CaMOCTOATENIbHO MHULUMNPOBATDL, NNaHNPOBATb UM BbINONHATb ,D,el‘/lICTBI/IFI
M NpUHUMaTb pelleHnd.

NHdopmaums 06 ncnonbzosaHum Accessibility APl fonHa 6bITb Ha CTpaHuLe npunoxeHus B Google
Play.

PekoMeHpauum no ucnonbsoBaHuio atpubyTa IsAccessibilityTool

Ecnv ocHoBHag GyHKLMA NPUTOXEHUS — HENOCPEACTBEHHAs NOAAEPXKKA NoAeN C MHBANUOHOCTbIO, Bbl
MOXeTe yKasaTb, 4To 3710 M0 Ang focTyna K cnewuansHbiM BO3SMOXHOCTSM, UCMOMb3ys
IsAccessibilityTool.

B npotuBHOM cnyyae ucnonb3osatb ¢nar IsAccessibilityTool 3anpeleHo, a npunoxeHve gomkHO
COOTBETCTBOBATb TPEGOBAHUAM K PACKPbITWIO MHPOPMALMK 1 MOMYyYEHWIO COrnacus nonb3oBaTenew,
OMMCaHHbIM B NMpaBuiax B OTHOLEHWN NOMb30BaTENIbCKUX AaHHbIX , MOCKOSbKY GYHKLMK
MPUNOXEHNS, CBA3aHHbIE CO CNeLnanbHbIMU BO3MOXHOCTSIMU, HEOUYEBUIHbI.

Mcnonb3ynte APl 1 paspelueHuns ¢ bonee y3kon 0bnacTblo encTBus, YeM y Accessibility API, ecnu
3TOro JOCTAaTOYHO A1 HYXKHOW GYHKLMOHANBHOCTY.

NHdopMaumio 0 3anpeLleHHbIx crnocobax ncnonb3osaHus IsAccessibilityTool n pykoBogcTeo no atomy
¢dnary Bbl HaaeTe B CNpaBoYHOM cTaTbe 0 AccessibilityService API.

Pa3pelueHne "3anpoc nakeToB yCTaHOBKMN"

PaspelweHne REQUEST_INSTALL_PACKAGES  no3BonsgeT 3anpalunBaTb YCTaHOBKY NakeToB
NPUNoXeHWN. [N ero UCnonb3oBaHUs TPeBbYOTCS credytolmne OCHOBHbIE GYHKLNUM:

+ OTMpaBKa U NoJlyYeHMe NaKeTOB NPUNOXKEHWI;

+ YCTaHOBKa NMaKeTOB NMPUIOXEHNIN MO KOMaHAE NoMb30BaTeNs.
[JonyckaeTcs Hanmune cnepyowmx GyHKUMIR:

* MPOCMOTpP BEB-CTPaHUL, UK BEH-MOUCK;

+ 06MEH COOBLLEHNAMI C BO3MOXHOCTbIO MPUKPEnieHns Gansos;

+ nepefava M COBMECTHOE MCMOJb30BaHune Gansios, a Takxe ynpasneHue umuy;
* ynpaB/ieHne KOPnopaTUBHLIMU YCTPONCTBAMU;

+ pesepBHOE KOMMPOBaHUE U BOCCTaHOBIIEHUE;

* NMepeHOC LaHHbIX C OQHOIO YCTPOMCTBA Ha LPYroe;

* CUYHXPOHM3aLMs TenedoHa C HOCMMbIM YCTPOWCTBOM MMM YCTPONCTBOM loT (Hanpumep, C yMHbIMK
Yyacamu unm Smart TV) yepes conyTcTBytoLLEE MPUTOXKEHME.

OcHoBHast q)yHKLI,I/Iﬂ — 3TO MNaBHOE Ha3Ha4YeHne NPpUNoXeHns. OHa gonxHa 6bITb SBHO 0603HaYEHa B
OnMcaHnn NPUNoXeHus.

PaspeweHne REQUEST_INSTALL_PACKAGES Henb3g UCMONb30BaTh A5 OOHOBIIEHNS, UBMEHEHNS UK
o6benunHeHns ppyrux APK B daine o6bekTa. OTO MOXHO CLeNaTh TOMbKO B LENSX ynpaBneHus
ycTponcTBoM. OBHOBREHME M YCTAaHOBKA NakeToB LOJKHbI BbIMOMHATECS MO MHULMATUBE U NOS,
KOHTPOJIEM MOJIb30BaTENs B COOTBETCTBUM C npaBunamu Google Play B OTHOLWEHUM 310ynoTpebneHus
pecypcamu yCTPOMCTBa U CETU.

Pa3peu.|eH|/|;| MCnoJib3oBaTb AaHHbIE HATEJIbHbIX 0aTYMKOB
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[aHHble [aTuMKOB, U3MepsioWMX GU3NYECKME NapaMeTpbl Tena (Hanpumep, nynbsc, SpO, u
TemnepaTypy KOXu), CYNTAIOTCS KOHPUAEHLMANBHON NONb30BaTENbCKON MHbOopMaLmel. Ha
NPUIOXEHNS, KOTOPbIE 3anpaLvBaloT JOCTYN K 3TUM CBEAEHUSM, PACNPOCTPaHSAIOTCS Npasunia B
OTHOLLEHUM NOJIb30BATENBCKUX AAHHBIX U MPUNOXEHWIA N1 3L0POBbs. TU NpaBuiia 4ENCTBYIOT ANs
paspeweHni android.permission.BODY_SENSORS uandroid.permission.BODY_SENSORS
_BACKGROUND Ha yCTpOMCTBax BCEX TUMOB, B TOM uncne TenedoHax, nnaHweTax u yctponcrteax Wear
OsS.

HauunHasa ¢ OC Android 16 BMecTo efiMHoro paspetieHuns BODY_SENSORS 6yayT MCMONIb30BaTbCS
OTAEsNbHbIE pa3peLleHns AN KOHKPETHbIX TUMOB faHHbIX android.permissions.health.*
(Hanpumep, android.permission.health.READ_HEART_RATE,
android.permission.health.READ_OXYGEN_SATURATION,
android.permission.health.READ_SKIN_TEMPERATURE ). 3TO NO3BOMMT NOBLICUTb
KOHOUAEHLNANbHOCTb MHPOPMaLUK.

B npunoxenusax ona Android 16 unmn 6onee nosgHen sepcun npu gocTyne K API, Ans KOTopbix paHee
Tpebosanocb BODY_SENSORS , HyXHO ByfeT UCMoJib30BaTb OTAESbHbIE paspeLieHus. MogpobHee...

MepcoHanbHble KOHUAEHLMaNbHbIE faHHble MOXHO COBMPaTb TONbKO B OROOPEHHbIX LIENsSX 1 B
MHTepecax nonb3osatens. [oaToMy Mbl Byfem NpoBepsTb BCE 3anpOChl Ha YCTAPEBLUME Y HOBbIE
paspeLLeHHs, KacaroLmecs HaTeNlbHbIX 4aTyuMkoB. K 4OMyCTUMbIM BapuaHTaM UCMONb30BaHUS B NEPBYIO
ouyepefnb OTHOCUTCS OTCreXMBaHVE prnsnyeckon GopMbl (HampuMep, 3anncb TPEHMPOBOK B PearibHOM
BPEMEHMU), 3a60NIEBAHNI M CAMOYYBCTBUS, @ TAKXe UCCrefoBaHus B 0611acTu 3gpaBooxpaHeHus (npu
HanMuYMn HeO6XOLMMBIX O[0BPEHMI) M ONTUMU3ALMS GYHKLMIA COMYTCTBYIOLWMX NPUITOXEHUI AN
HOCUMbIX YCTPOWCTB.

MoppobHee o NpaBunax, TPeboBaHKSX, a TakKe PaspeLleHHbIX U 3anpeLLeHHbIX NpUMepax
UCMONb30BaHUS...

Pa3peweHnsa Android gns Health Connect

300poBbE M CNOPT  — 3TO ofHa 13 nnatdopm Android, koTopas NO3BONAET NPUIIOXKEHMIM A9
OTCNEXUBaHWS 300POBbs U GUINYECKOW aKTUBHOCTU XPaHWUTb faHHbIe Ha YCTPOMCTBE N 06MEHUBATLCS
MU B paMKax efMHOM 9KOCUCTEMbI. B 3TOM cepBuMCe Nob30BaTENN Takxke MOryT pa3peLlaTb U
3anpelwaTb NPpUoXeHNaMm 3anncbiBaTtb U CHNTbIBATb VIH(])OpMaLI,I/IPO O 340poBbe U p,eraTeanoﬁ
aKTUBHOCTU. MIHbOpMaLMsa 0 300POBbE MOXET BKIOYaTb B CEOS aHAMHES, AMarHO3bl, Ha3HAYEHHbIE
nekapcTBa M MHble BUAbI NEeYEHUs, pe3ysbTaTbl TabopaToOPHbIX MCCIIEQ0BaHUNA U ApYrMe KIMHUYecKne
[laHHble, NMoJSyYeHHble OT MEAULIMHCKUX OPraHn3aLunii nu Yyepes NogaepXXMBaeMble CTOPOHHUE
nnaTtpopmbl.

Mnatdopma "3gopoBbe 1 CNOPT" NOQAEPXKUBAET 3aMUCh U YTEHUE AaHHbIX PA3MUYHbIX TUMOB
HanpuMep CBELEHWI O TeMMepaType Tena, KONMYECTBE WaroB 1 nHbopMaLmn o 3L0POBbE.

[aHHble, [OCTYN K KOTOPbIM OCYLLECTBASETCS Yepes3 pa3peLleHns ana nnatdopmsl "3goposbe 1 cnopt”,
CUMTAIOTCS NEPCOHANBHOW U KOHOUAEHLMANBHOW NOMIb30BaTENbCKOM MHPopMaLmen. K Hum
NPUMEHSIOTCS NPaBusia B OTHOLIEHUI MONb30BaTENbCKMX AaHHbIX. ECNn Baw NpogyKT OTHOCUTCS K
NPUNOXEHNIM AN 30OPOBbS UMM Y HEFO €CTb CBA3AHHbIE CO 3[0POBbEM PYHKLNN U AOCTYN K
nHbOopMaLMn 0 300POBbE, B TOM YMcCne K AaHHbIM nnatdopmsbl "3[0poBbe U CNOPT", OH TakXe JOIMKEH
COOTBETCTBOBATb NPaBuIaM B OTHOLLIEHWNWN NPUTOXEHWNIA A1S 30,0POBbS.

Ecnu Bbl XOTWTe UCMonb3oBaTh NiaTdopMy "300pOBbEe M CNOPT" B CBOEM NPUIOXEHUN, MPOYMTaNTE
PYKOBOACTBO A9 pa3pabotunkos Android . Y3HalTe, Kak 3anpoCuTb JOCTYM K HYXXHbIM TUNam
LaHHbIX C 3TON NNaTdOpPMbI, U NOAYUYNTE OTBETHI HA APYrve YacTo 3aaBaeMble BONPOCh! O
paspeLleHnsXx.

YT06bI NPUNOXEHWS, pacnpocTpaHsemble B Google Play, MOrnm cumTbiBaTb 1 3anncbiBaTb MHPOPMALUIO
Ha nnatpopme "300poBbE M CNOPT", OHM HOMKHbI COOTBETCTBOBATb YKa3aHHbIM HUXE TPeboBaHMAM.


https://support.google.com/googleplay/android-developer/answer/10144311?#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/12261419?hl=ru#:~:text=laws%20and%20regulations.-,Health%20Apps,-If%20your%20app
https://developer.android.com/about/versions/16/behavior-changes-16
https://support.google.com/googleplay/android-developer/answer/12991134?sjid=16523468427823376810-EU
https://support.google.com/googleplay/android-developer/answer/12991134?sjid=16523468427823376810-EU
https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/13996823
https://developer.android.com/health-and-fitness/guides/health-connect
https://developer.android.com/health-and-fitness/guides/health-connect
https://support.google.com/googleplay/android-developer/answer/12991134
https://support.google.com/googleplay/android-developer/answer/12991134

Pa3pelueHHble Lenu poctyna k nnatpopme Health Connect u ee ucnonbsobsanus

Mcnonb3oBaTb nnatdopMy "300p0BbE M CNOPT" MOXHO TONBKO NPWU COBMIOAEHUN LENCTBYIOWMNX
npasun un yCﬂOBVIﬁ MCnonb3oBaHUA U B LENdX, yKa3daHHbIX B 3TUX NpaBunax. To ecTb 3anpawnBaTb
paspeLLeHns MOXHO, ECIIN BaLLe NPUIOXEHNE UM CEPBUC OTHOCUTCS K OQHOMN U3 OB0BOPEHHbIX
KaTeropumn.

OpobpeHbl crnegytolime kateropun: usnyeckas akTMBHOCTb U 300P0BbIM 06pas XN3HK, Harpagbl,
peKkoMeHaaLmMmn GUTHEC-TPEHEPOB, KOPNOPaTUBHOE 3A0POBbE, MEAMLMHCKAS NMOMOLLb, UCCIIef0oBaHUS
B 0651aCTV 30paBOOXPaHEHNs 1 UrPbl. NPUNOXEHNSM U3 TUX KAaTErOPWIA, MOMYUYMBLLMM PaspeLIeHus,
HeNb3a UCMOMNb30BaTh UX AJ18 HE3aABIEHHbIX UM 3aMPELLEHHbIX Lenein.

3anpalwmnsaTb pa3pelleHns Ha [OCTYN K AaHHbIM NNaTopMbl "3[0POBbLE M CAOPT" MOTYT TOMBKO
MPUNOXEHUS AW CEPBUCHI, B KOTOPbIX ECTb XOTs 6bl OfHa GYHKLMS, NpefHa3HaYeHHas Ans TOro, YTobbl
rmomoraTb Nonb30BaTeNSM CNefUTb 3a 300POBLEM U PU3NYECKON aKTUBHOCTBIO. K HUM OTHOCSTCS:

MpUnoxeHns 1 cepBKChl, NO3BONSIOLLNE NONL30BATENIM HAaNPAMYIO OTMeYaTb B XXypHane,
BKJ1IOMaTb B OTYETbI, OTCNEXUBATb U/UAN aHaNU3MpoBaTb GU3MYECKME XapPaKTEPUCTUKN,
MeAMLMHCKME NoKasaTenum, MHGOPMaLMIO O CBOEN GU3NYECKON aKTUBHOCTM, CHE, NCUXMYECKOM
3[0pOBbE, MUTAHUN U/MNKN Apyrue CBeOEHUs U NOKa3aTeNu, CBA3aHHbIE CO 300POBbEM NN
LBUraTeNnbHON akTUBHOCTbIO.

.

MPUNOXEHWS 1 CEPBUCHI, NMO3BOSIAIOLLME NONb30OBATENIIM COXPaHATb GpU3UYECKUE
XapaKTepUCTUKU, MEAULMHCKME NoKa3aTenu, uHbopmaLuuio o cBoen pusmyeckom akTUBHOCTH,
CHe, MCUXMYECKOM 3[0POBbe, MUTaHUMU U/ APYTUe CBEAEHMS 1 NOKa3aTeN, CBA3aHHbIE CO
340POBLEM UMW ABUraTESIbHON aKTUBHOCTBIO, Ha CBOEM YCTPOMCTBE U LEeNUTLCS 3TON MHOpMaLMen
C APYrMMU NPUNOXEHWUSIMU Ha YCTPOWCTBE, KOTOPbIE NCMOSb3YIOT AaHHbIe B PA3PELIEHHBIX LENSX.

MPUNOXEHMS U CePBUChI, MO3BONAOLLME NOMb30BATENAM OTCNEXMNBATL TEUYEHNE XPOHUYECKMX
3aboneBaHnn, NPYEM NeKapCTBEHHbIX CPEACTB MW MOJTyYEHNE COMYTCTBYIOLEN NOALEPXKKM.

3anpetaeTca nonyyatb JOCTYN K AaHHbIM NnaTtdopMbl "3[0poBbe U CNOPT" C HapyLIEHNEM 3TUX
npaBun UK APyrux [ENCTBYIOWMX YCNOBUI MCNOMNb30BAHUS UM NPABUIT B OTHOLWWEHUN NNaTdOopMbl
"3p0poBbe 1 CnopT", B TOM YuChe:

« He ncnonb3yite ee ans paspaboTku NPUNOXEHNIA, CPES UM ONePaLMn UM UHTEFPALUN B HUX Taknx
[aHHbIX, ECNM UCMNOMb30BaHNe NnaTdopMbl “340POBbE 1 CNOPT" UK cOoM B ee paboTe MOXET C
L[OCTaTOYHON BEPOSITHOCTbLIO NPUBOAUTL K MOpYe UMYLLECTBA, CMEPTH, TPaBMe U yulepby ans
bGU3MUECKUX UL, UK OKPYXKatoLLEen cpenbl (HanpyMep, Ans CO3AaHWs MW SKCTyaTaLum aTOMHbIX
3J'IeKTpOCTaHLI,I/IVI, B CUCTeMaXx ynpaBneHna nonetamMu, CuCteMax XunsHeobecneueHns nnm
BOOPYXXEHUSIX).

+ He ncnonbayiiTe ee faHHble B NpUIoxeHUsax 6e3 rpaduueckoro nHtepderica. Y kaxgoro
NPUNOXEHUS BONXKEH BbITb XOPOLIO 3aMETHbIV 3HAYOK, KOTOPbIN OTOBPaXKaAETCs Ha NaHeNu
NPUNOXEHWI, B HACTPOMNKAX NPUAOXEHUI Ha YCTPOWUCTBE, B YBEAOMIIEHMSX U T. [,

+ He ncnonbayiiTe ee B NPUNOXEHUSAX, KOTOPbIE CUHXPOHU3UPYIOT LaHHbIE MEXAY HECOBMECTUMbIMU
YCTPOMCTBAMM NN NAaTopMamMu.

« He ncnonbsyinTe ee ans NOAKIOUYEHNS K MPUINIOXKEHUSM, CEPBUCAM UK GYHKLMSM,
npefHa3HaYeHHbIM UCKOUYUTENIBHO A1 AeTew.

« MNpuHUMaKiTe padyMHble M HEOBXOAMMbIE MEPbI ANS 3aLMTbI NPUOXEHUIN U CUCTEM,
B3aMMOLEMNCTBYIOLLMX C AaHHbIMU NnaTdopMbl "300pPOBbE M CNOPT", OT HECAHKLMOHUPOBAHHOIO U
HE3aKOHHOro focTyna, UCNonb3oBaHUA, YHUUTOXEHUA, NOTEPU, UBMEHEHNA UNN PAaCKPbITUSA.

Bbl TakoKe [OMKHbI COBNOAaTh BCE HOPMAaTUBHbIE U lopuanyeckne TpeboBaHns, KOTOpble MOTryT
NPUMEHSATLCS K BaM C y4eTOM NpefnonaraeMoro ncnonb3oBaHns nnatdopmbl "3gopoBbe 1 cnopTt” u
NoBbIX faHHDBIX, MOMYYEeHHbIX U3 3TOro cepauca. Hanpumep, ecnv Ha Bac UKW Ha NapTHepa Ballero
6u3Heca pacnpocTpaHsieTcs gencTane 3akoHa CLUA "O npeeMCTBEHHOCTU CTPAXOBaHWS U OTYETHOCTH
B 0o6nacTu 3agpaBooxpaHeHus” (HIPAA), Bbl 0693aHbl cObnoaaTth NpUMeEHUMbIe TpeboBaHUs B
OTHOLWEeHUN gocTyna K uHbopmauum ¢ nnatpopmbl "300poBbe 1 CNOPT" U UCMONB30BAHNUS 3TUX
cBefeHun. Ecnun Ha Bac, Kak Ha pa3paboTyrka, pacnpocTpaHsieTcs aencTeme leHepanbHOro



pernaMeHTa o 3aluTe NepcoHasnbHbIX faHHbIX (GDPR) B oTHOLWEHUM Nonb3oBaTenen n3 EC, Bbl 4OMXKHbI
BbIMOMHSATL NPenyCMOTPEHHbIE UM 0693aTeNbCcTBa. [encTByolWee 3aKOHOZATENBCTBO MOXET
npegycMaTpuBaTh, YTO C ML aMK, y4acTByOLWMMU B 06paboTke MHPOpMaLMK, [0 ee nepenayr gOSKHbI
6bITb 3aKJII0YEHbI [OMONHUTENbHbIE COrNAallEeHNs, HanpUMepP CornaleHne Mexay LenoBbIMU
napTHepamun nnm o6 06paboTke AaHHbIX. Takxke pas3paboTumkm 06s3aHbl CAMOCTOSTENIBHO
yCTaHaBNMBaTb, HEOBXOAMMbI N 3TN JOKYMEHTbI A9 UX OnepaLuni, 1 No 3anpocy NpeaocTaBnaTh
Google nopTeepxaeHWe TOro, YTO COrNaLleHUs 3aKtoueHbl v TpeboBaHUs COBMOLEHDI.

Ecnu B npepocTtaBneHHon Google MapkupoBKe 1M CONPOBOAUTENbHON MHPOPMaLMK ANs
onpeneneHHbIX NPOAyKTOB 1 cepBrcoB Google SBHO He yka3aHo uHoe, Google He rapaHTupyeT
TOYHOCTb [aHHbIX MNaTdopMbl "3[0POBLE U CMOPT" 1 HE NOATBEPXKAAET UX NMPUTO[HOCTb A NoBbIX
Lenew 1, B YaCTHOCTU, AN UCCNEROBAHMN, 30PAaBOOXPAHEHUS U MeauLMHbI. Google oTkasbiBaeTcst OT
nobon OTBETCTBEHHOCTM, CBA3aHHOW C MCMONb30BaHWEM AaHHbIX NnaTdopMbl "300pOBbE 1 CNOPT".

OrpaHquHMe ucnosib3oBaHua

B oTHOwWweHMN gocTyna K AaHHbIM nnaTdopMbl "300pOBbE M CNOPT" U UX MCMONb30BaHWS OENCTBYIOT
OMUCaHHbIE HUXE OrpaHnyYeHms.

. ,D,aHHbIe MOTYT NCMOJ1Ib30BaTbCs TOJNIbKO B Lendax npenocTaBneHns Unn ynyyleHnsa pa3peLlleHHbIX
BO3MOXHOCTEN U QYHKLMI, KOTOPbIE BUAHbI B UHTEpdEnce npuioxeHums.

« MNepepaBaTb TPETHMM NKLLAM JaHHbIE NOSIb30BATENS MOXHO UCKITIOUUTENBHO C €ro IBHOIO COorfiacus u
TONbKO B Criepytowwmx Lensx: obecneyeHme 6esonacHocTu (Hanpumep, pasbupaTenscTBo B
OTHOLUEHUN HEQOMYCTMMOrO UCNONb30BaHUA CEPBUCOB), COBNOAEeHMEe AeNCTBYIOWEro
3aKOHOAATENbCTBA UIIN NPEfOCTaBNEHNE UHDOPMALLMI B PE3YNbTATE CIIUSHUS UM NOTOLLEHMS.

« Jilogy MOTyT nony4YaTb AOCTYN K AaHHbBIM MOMb30BaTENs TOMbKO C €ro SBHOrO COrnacus, eciiv aTo
TpebyeTcs AN obecneyeHns 6e30nacHOCTH, COBNMIOAEHNS 3aKOHOB UK (B arpervpoBaHHoON dopme 1
B COOTBETCTBUM C IOPUANYECKUMU TPEOOBAHUSIMU) ANt BHYTPEHHUX OnepaLmn.

« 3anpelaeTcsa nepepaya, MCnonb3oBaHMe UK NPoAaxa AaHHbIX NnaTtdopmbl “3po0poBbe U
cnopT"” B N06bIX APYrUX Liendx, BKoYas nepeyncneHHble HUXe.

« Mepepaya unu Npogaxa rnosib30BaTeNbCKMX AaHHBIX TPETbUM NMLAM, TakUM KaK PeKnamHble
nnaTopmbl, BPOKEPBI AaHHbIX U APYr1e NPOAaBLbl MHOPMaL UK.

« MNepepaya, Npogaxa 1nm UCronb3oBaHMe NONb30BATENbCKMX AaHHbIX OS5 NOKa3a peksiaMbl,
BKJTIOYasi NePCOHANM3MPOBaHHbIE OOBABNEHUS U pekiaMy Ha OCHOBE MHTEPECOB.

« MNepepaya, NpofAaxa nnu NCNonbL30BaHNe NONb30BATENbCKMX AaHHbIX AJiS ONpefeneHms
NNaTexXecrnoCobHOCTU UM NPEROCTABIIEHUS KPeauTa.

« MNepepaya, Npopgaxa Unu NCronb30BaHNE NONb30BATENbCKMX AaHHbIX C TIOObIM NPOAYKTOM UK
CEPBMCOM, KOTOPbIA MOXET KBannduLuMpoBaTbCs Kak MeguumnHcKoe napenune. VicknoyeHnsMm
SBNAOTCA ClyYau, Korga NpunoxeHne MeauLMHCKOro N3Aenus COOTBETCTBYET BCEM AENCTBYIOLNM
3akoHaM, B TOM YMCne eCnu perynmpytolme opraHbl, Takne Kak YnpasneHune CLUA no caHuTapHomy
HaA30py 3a Ka4eCTBOM MULLEBbIX NPOAYKTOB 1 MeankaMeHToB (FDA), NpefocTaBuim Heobxoanmble
paspeLLeHns 1 0LobpMIM NCMONb30BaHME AaHHbIX NIATPOPMbI "300POBbE 1 CMOPT" B 3a9BNEHHbIX
Lensix, a nonb3oBaTeny NpPefoCTaBUIv SBHOE COrflacue Ha 3To.

« MNMepepayva, npofaxa nm UCronb30BaHNE NOSIb30BATENBCKMX LaHHbIX B KaKMX-NMH0 Lensx unm
KakMM-nnbo cnocoboM, 3aTparmBatoLMM 3aKpbITYO MHGOPMALMIO O COCTOAHMUM 300P0BbS (CM.
onpepeneHne Takon nHpopmaumm B 3akoHe CLUA "O npeemMCTBEHHOCTU CTPaXOBaHUS 1
OTYETHOCTU B 0bnacTu 3apaBooxpaHeHns” (HIPAA)), Kpome criyyaes, KOrga Takue onepauum
MHULMMPOBAaHbI MOJSIb30BATENEM M COOTBETCTBYIOT TpeboBaHusM HIPAA.

MuHuManbHas cpepa npUMeHeHUus

3anpalumBaTh MOXHO TONBKO TE pa3peLLeHus, KOTopble TPebytoTcsa Ang paboTbl GYHKLMIA UM CEPBUCOB
B BalleM npogykTe. 3anpochl 4OCTYNa AOSMXKHbI BbITb KOHKPETHBIMU 1 KacaTbCs SNl HEOBXOLMMbIX
LLaHHbIX.

lNMoHsATHOE M TOYHOE 3asiBNeHue 1 onucaHue



Ha nnatpopme "300poBbe 1 cnopT" XpaHUTCa MHPopMaLmsa 0 GU3MYECKON aKTUBHOCTU N 300POBLE,
BK/tOYas NepcoHanbHble 1 KoHbMaeHUManbHble faHHble. PaspaboTumkn 0653aHbl MOHATHO pacckasaTth,
KaK OHM paboTaloT C faHHbIMKY, B MOAPOOHON NoNnTMKE KOHOUAEHUNANbHOCTM N 06ecneynTb [OCTYN K
3TON MHPOPMaLMK. B OTHOLIEHNM pacKpbIBaeMbIX CBEAEHUIN [OMKHbI COBNOAaTbCA Cnegytowmne
TpeboBaHus:

ToyHOo YKa3aHbl NpUIoXeHne nnn cepBuc, 3anpawmnBarowme oCcTyn K NoNnb3oBaTeNIbCKUM OaHHbIM.

MpuBEREHO NOHATHOE Y UCYEPTLIBAIOLLEE ONMCAHME TUMOB LaHHbIX, KOTOPbIE 3anpallMBaOTCS,
coburpatoTcs Unm K KOTOPbIM OCYLLECTBSETCA AOCTYM. [laHHble CBS3aHbl C MONb30BaTENbCKOM
bYHKLMEN Unn pekoMeHaaunen, NpeanaraemMon B NpuioXeHnm.

Pa3bacHEHO, Kak faHHble ByayT MCMonb30BaTbCa M/UNK nepefasaTbesa. ECnv Bbl 3anpaluvBaeTe ux ¢
O[LHOW Liefblo, a OHW UCMOMbL3YIOTCS AN Yero-To elwé, HeobxoaMMo YBEAOMUTb NOJb30BaTeNEN 060
BCEX Liensx.

- MNpepocTaBneHa cnpaBoYHas MHPOpPMaLMsa O TOM, Kak NOonNb30BaTENM MOMYT YNPaBsTb CBOUMM
LaHHbIMK (B TOM YMCne yaanaTb UX) B MPUNOXEHUM 1 YTO NPOUCXOQUT C AaHHbIMU NOCTe
LeaKTUBaLMn NN YAANeH s akkayHTa.

« YkasaHo, kak obecrneymBaeTcs 6€30MacHOCTb NPU 06PabOTKeE IMYHBIX U KOHOUAEHLMANBHBIX OaHHbIX
nonb3oBaTeniei, B TOM YNC/ie paccKal3aHo O nepefave 3Ton MHPopMaLMM C MPUMEHEHMEM
COBPEMEHHbIX METOA0B WNdpPOBaHNUS, Hanpumep npoTtokona HTTPS.

MoppobHee 0 TpeboBaHMSAX K NPUNOXEHNSM, NOAKIOYaOWMMCS K nnatdopme "3nopoBbe 1 cnopT"...

VPN-cepsuc

VpnService - 310 6a30BbI KJ1TAaCC, KOTOPbIN NO3BONISET CO3AaBaTh COH6CTBEHHbIE peleHns VPN B
MPUNOXEHUSX UMM PACLUMPSATb UX GYHKLMOHANBHOCTb. Co3aaBaTh 6€30MacHbIN TYHHENb OT YCTPOMCTBA
K yBaneHHOMy cepBepy MOryT TONbKO NPUTOXEHWS, KOTOpble NCMOoNb3yoT VpnService 1 0CHOBHas
dYHKLMS KOTOPBIX CBA3aHa ¢ opraHu3aument VPN-nogknoyeHns. 3T0 orpaHnUYeHne He
pPacnpOCTPaHSAETCS Ha NPUITOXEHWS, AN PabOTbl OCHOBHbIX GYHKLNUMA KOTOPbIX TPebyeTcs yaaneHHbIN
cepsep, Hanpumep:

* MPUNOXEHUS AN POAUTENBCKOrO Y KOPNOPATUBHOIO KOHTPONS;

+ CpencTBa MOHUTOPWHIA UCMOSIb30BaHMS NPUNOXEHWI;

* pelleHuns ng 3aluUThl YCTPOUCTB (Hanpumep, aHTuBmpycHoe MO, cpefcTBa ynpasneHus
MOGUNbHBIMK YCTPONCTBaMK, BpaHaMayap);

+ CeTeBble MHCTPYMEHTHI (Hanpumep, AN yoaneHHoro LocTyna);
* NPUIOXEHUS N8 MPOCMOTPa BEG-CTPaHULL;

* MPUNIOXEHMS ONEPaTOPOB, KOTOPLIM ANg NPefoCcTaBeHns TenedoHHon ceasn Tpebyetcs VPN.
3anpeLlaeTcs ucnonb3oBaTh knacc VpnService B Cnepyrowmnx Lensx:

+ c6op NepcoHarbHbIX 1 KOHOUAEHLMANBHBIX AaHHbIX Nonb3oBaTenen 6e3 packpbiTus MHbopmaummn 06
3TOM U MOJyYeHMs cornacus;

* MepeHanpaBieHne Nomb30BaTeNbCKOro Tpadurka U3 [Pyrux NPUIOXKEHNN Ha YCTPONCTBE U
MaHUMyNMPOBaHWE UM C LENbIo MOHETU3aLMUK (HanprMep, HanpasfieHne peknaMHoro Tpaduka yepes
CTpaHy, OT/IMYHYIO OT CTPaHbI, FAe HAaXOLUTCS NOMNb30BaTeNb);

MpunoxeHus, B KOTOPbIX UCNONb3yeTcs VpnService, BOMXHbI:

+ cofepxaTb COOTBETCTBYIOLLEE YNOMUHAHWE Ha CTpaHuLLe NpunoxeHus B Google Play;
* WMPPOBaTb AaHHbIE, KOTOPbIE NEPEQAIOTCA C YCTPONCTBA Ha KOHEYHYIO TOUKY TyHHens VPN;

« COOTBETCTBOBATHL [paBuiiam NporpamMmmbl 4fs pa3paboTynkoB , B TOM YWCe NpaBuiam B
OTHOLIEHUN MOLLEHHWYECTBA C PEKNaMOn , pa3peweHnin 1 BpenoHocHoro MO


https://support.google.com/googleplay/android-developer/answer/12991134
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://support.google.com/googleplay/android-developer/topic/9858052?hl=ru
https://support.google.com/googleplay/android-developer/topic/9858052?hl=ru
https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691#zippy=%2Cexamples-of-common-violations
https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691#zippy=%2Cexamples-of-common-violations
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467
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Pa3pelleHe Ha BbINONTHEHWE OMNepaLLMn B TOYHOE BPEMS

Mbl npencTaBnseM HOBOe paspelleHne USE_EXACT_ALARM, KOTOpOe No3BONSIET paboTaTb C GyHKLMEN
BbINOJSIHEHMS OMepaLMi B TOYHOE BpeMs B MPUNOXeHusx ¢ uenesow Bepcuenn OC He Huxe Android 13
(APl ypoBHs 33).

USE_EXACT_ALARM — 3TO orpaHuyeHHoe paspelieHne. OHO LOSIKHO OOBABNSTHCS B NMPUNOXEHUSIX,
TONbKO ecnv Anist paboTbl X OCHOBHbIX GYHKLMI TPEBYETCS BbINONHEHNE ONepaL i B TOYHOE BPEMSI.
Ecnu B xope 0653aTeNIbHOM NPOBEPKU BbIICHAETCS, YTO NMPUIOXEHMS, 3anpallvBatoLL e OrpaHuYeHHoe
paspeLleHne, He COOTBETCTBYIOT KPUTEPUSIM AOMYCTUMOrO UCMNONb30BAHUS, OHU CHUMAIOTCS C
ny6nukauum Ha Google Play.

NonycTumoe ncrnonb3oBaHue pa3peLleHns Ha BbiMOJIHEHUE ONepaLuin B TOYHOE BPeEMS

Pa3pelweHne USE_EXACT_ALARM MOXHO yKa3blBaTb, TOJIbKO €CNn AN PaboTbl OCHOBHbBIX GYHKLMIA
NPUNOXEHNWS, BaXHBIX 419 NONb30BaTeNs, TPebyeTCs BbINONHATL AENCTBUS B TOYHOE Bpems. Hanpumep,
ecnu:

* NpuUnoxeHune BbINOJIHAET q)yHKLI,MI/I 6yJJ,VIJ'IbHVIKa nnn Ta17|Mepa;

* NpuUnoxeHune BbINOJIHAET ¢yHKLI,VII/I KaneHgapsa ¢ ypeooMneHnamm o CObbITHSIX.

Ecnu BawweMy npunoxeHuo TpebyeTcs GyHKLMS BbINOIHEHUS ONepaLuii B TOYHOE BPEMS, HE YKa3aHHas
BbllIE, BO3MOXHO, BaM NOAOMAET pa3pelleHne SCHEDULE_EXACT_ALARM.

I'Iop,po6Hee O BbINONTHEHUN onepaum?l B TOYHOE BpeM4a

Pa3pelueHne Ha oTnpaBKy NOSTHO3KPAHHbIX YBE4,O0MMNEHUN
HaMepeHnn

YT06bI UICNONbL30BaTb paspelleHne USE_FULL_SCREEN_INTENT B NPUNOXeHUSX,
noppepxuBatowwmx Android 14 (ueneson yposeHb API 34) n 6onee HoBble Bepcun OC, TpebyeTca
creumanbHbIM 4OCTYN . OTO paspelleHne aBTOMaTUYECKUN NPEROCTABNSETCS NPUNOXEHNUSM, 4Ns
OCHOBHbIX GYHKLMIA KOTOPbIX HYXHbI YBEAOMNEHUS BLICOKOTO NpuopuTeTa. TakuMin GyHKLMAMM MOTYT
ObITb:

* yCTaHOBKa GYAUNbHUKA;

* npuem™ BnOeoBbi3OBOB U TeJ'IeCI)OHHbIX 3BOHKOB.

MpUnoxeHus, 3anpaluMBatoLLme 3TO paspeLleHne, Nognexart nposepke. ECiM OHU He COOTBETCTBYHOT
KpuTepuaMm Bhbilwe, paspelweHne USE_FULL _SCREEN_INTENT He 6ygeT NnpefocTaBnsThCs UM
aBTOMaTUYeCKU. B TakoM crydae NpunoxeHus LOMKHbI 3anpalmnBaTh ero y nofb3osaTens.

O6paTnTe BHUMaHKE, YTO UCMONb30BaHMe pa3pelieHmsa USE_FULL_SCREEN_INTENT OOMKHO
COOTBETCTBOBATb BCeM npasunam Google Play ons paspaboTyrkoB, B TOM YiCie TPEOOBaHMSM B
OTHOLLEHUM peKIiaMbl, HexxenaTenbHoro MO ans MOBUIbHbIX YCTPOMCTB M 3n0ynoTpebneHus
pecypcamu yCTponCcTBa 1 ceTu. MOoNHO3KPaHHbIE yBEAOMIIEHNS, 3anyckaeMble C MOMOLLbIO HaMepPEeHU,
He LOSIXXHbI BPEAUTb YCTPOMCTBY NOMb30BATENS, NOyYaTb K HEMY HECAHKLMOHUPOBAHHbIV JOCTY,
HapylaTb paboTy 3TOro YCTPOMCTBA M BMELLMBATLCS B Hee. Take HeflonyCcTUMO, YTOBbI MPUNOXEHNS C
3TWM pa3peLleHMeM BMELINBANUCH B paboTy APYrMX NPUIOXEHNA N HEFraTUBHO BAUSNN Ha YROHCTBO
MCMNONb30BaHKs YCTPONCTBA.

Y3HaTb 60nblue 0 paspeleHnn USE_FULL_SCREEN_INTENT MOXHO B CrpaBOYHOM LiEeHTpeE.

Age Signals APl 1 nonb3oBaTtenbckue gaHHble

B aTux npaBmnax onncaHbl ycrnoBus ucnonb3osBaHus Age Signals APl , KOTopbIv NpegocTaBnseT
LOCTYN K JINYHBIM U KOHGUAEHLMANbHBIM JaHHbIM O BO3pacTe Nofib30BaTENEN U POAUTENTbCKOM
cornacuu.
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https://developer.android.com/google/play/age-signals/overview

[JaHHble, nonyyeHHble Yyepes Age Signals API, MOXHO MCNONb30BaTh TOMBKO A5 TOro, YTO6bI
cobntofaTtbh AeNCTBYIOLME OPUANYECKME UMM HOPMaTKBHbIE 0693aTeNbCTBa, HanpuMep obecneymsaTb
B NPUMNOXEHNM BO3MOXHOCTI, COOTBETCTBYHOLLME BO3PACTY MNofb3oBaTenen.

BaM CcTporo 3anpeLieHo MCronb30BaTh 3TU AaHHbIE B ONPEAENEHHbIX Lenax, BKIouas, NoM1Mo
npouyero:

* peknamy, MapkeTuHr n nepCoHannsauuio, B TOM Yyncne nokas 06bABNIEHNN C TaAPreTuHrom;
* aHaJIn3 OaHHbIX, I'IpOCbVIJ'IVIpOBaHI/Ie nonb3oBaTenemn un 6VI3HeC-aHaJ'IVITMKy,’

+ npogfaxy, nepefavy UM packpbiTve AaHHbIX TPETHMM N1LLaM Mo NoboN NpUYKHe, KPOMe CryYaes,
KOrfa 3TO CTPOro TpebyeTcs Mo 3aKOHY.

3noynoTpebneHne pecypcamMm yCTPOUCTBA U CETU

3anpelaetcs ny6anMkoBaTb NPUIOXEHWS, KOTOPbIE HapyLLAloT PaboTy YCTPOWCTBA NONb30BaTENS,
LpYyrvx yCTPOMCTB, KOMMbIOTEPOB, CePBEPOB, ceTen, APl nnu cepBrcoB (Bkntouas opyrue npuioxeHus
Ha ycTpoWicTBe, cepBucbl Google 1 ceTn onepaTopoB CBA3M), a TakKe BMELIMBAIOTCS B UX paboTy,
nony4yaroTt HeCGHKLI,I/IOHVIpOBaHHbII;I AOCTYyN K HUM Unn BpeadaT NHbIM o6pasoM.

MpunoxeHus, pasmelaemole B Google Play, LOMXHbI COOTBETCTBOBATb TPEHOBaHMSM ONTUMU3ALNK
ons Android, 3adukcnpoBaHHbIM B OCHOBHbIX KPUTEPUSIX KaUECTBA MPUIOXEHUIA

MpuNoXeHns, KoTopble pacnpocTpaHsioTcs B Google Play, He omKHbI USMEHATL CBOM KO, KakuM-nnbo
cnocobom, kpoMe 0b6HoBNEHUs Yepe3 Google Play. OHM Takxe He JOMKHbl CKauMBaTb UCMONMHAEMbIN
kog (Hanpumep, bannbl B popmate DEX, JAR nnm SO) 13 kaknx-nnbo NCTOYHUKOB, KpoMe Google Play.
DTO NPaBWIIO He PacrnpOCTPaHAeTCs Ha KOf, KOTOPbIM 3anyckaeTcs Ha BUPTYasibHOM MalunHe Uin
MHTEpNpeTaTope U UMeET OrpaHnyeHHbin gocTyn kK APl Android (Hanpumep, kog JavaScript B
KomnoHeHTe WebView unu 6paysepe).

MpUnoXeHnsa nnu CTOPOHHWUI Kog, (Hanpumep, SDK), ucnonbaytowme MHTepnpeTnpyemble a3bikm
(JavaScript, Python, Lua 1 T. g.), KOTOpble 3arpyatoTcs BO BpeMs paboTbl (a He 3arpyxeHbl B
NPUNoXeHe N3HavabHO), He AOMKHbI HapywaTb npasuna Google Play.

3anpelyeHo Ucnonb3oBaTh KOA, KOTOPbIN CO30aET UM UCMOSb3YeT yI3BUMOCTN 6E30MacHOCTHU.
MHbopMaLms 0 caMbix akTyanbHbIX MPobreMax 6e30nacHOCT COREPXMTCS B Hawwel Nporpamme
NOBbILEHMS 6e30MacHOCTU MPUIOXKEHU AN Pa3pPaboTUMKOB.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUI:

MpuMepbl pacnpocTpaHeHHbIX 3110ynoTpebneHu pecypcaMu yCTPOMCTBa U CETH:
+ MNpunoxeHus, KOTOPbIE NPEPLIBAIOT NOKA3 PekiaMbl B APYrMX MPUNOXKEHUSX.
+ MNpunoxeHus, KOTOpbIE BAUSIIOT HA FEMMIIIEN B Urpax, HanpruMep NO3BOJSIOT XYyNbHUYATb.

+ MNpunoxeHuns, KOTOpble MOMOratoT B3JlaMblBaTb CepBUChI, MO UM yCTPONCTBa M 0BXOANTb 3aLUUTHBIE
CUCTEMBI UM COAEPXKAT MHCTPYKLMM O TOM, KaK 3TO Aenatb.

 [prnNoXeHns, KOTOpble HapyLLIaloT YCNOBUS MCMONb30BaHWS cepBncoB nnu API.

+ MpunoxeHus, KOTOPbIE MbITAOTCS 0BONTW OrPaHNYEHNS MO YNPaBNeHUo NuTaHneM  (Kpome
paspeLleHHbIX cryyaes ).

« MNpunoxeHus, KOTOpble NPEOCTaBNSIOT YCIYr1 NPOKCU-CepBEPA TPETbUM NULLAM (paspeLLeHo,
TONIbKO KOFf,a 3TO SBNSETCS OCHOBHOWM GYHKLMEN NMPUNOXKEHNS).

« MpunoxeHuns nnm cTopoHHUM Kop, (Hanpumep, SDK), KOTopble CKauMBaOT UCTMONHIEMbIN KOA,
Hanpumep DEX-dainbl v HaTUBHbIV KO, U3 UCTOYHMKA, OTAMYHOro oT Google Play.

+ MpunoxeHus, KOTOpbIe YCTAHABNMBAIOT Ha YCTPOMUCTBO APYrue NPUNOXEeHUs, He NoNyYnB 3apaHee
cornacue nonb3oBaTens.

+ MpunoxeHus, KOTOpble COLEPXAT CChINKK Ha BpefoHocHoe MO unu cnocobcTByioT ero
PacrnpOCTPaHEHMIO UIN YCTaHOBKE.


https://support.google.com/googleplay/android-developer/answer/16569691
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« [MpunoxeHus nnn cTopoHHMI kop, (Hanpumep, SDK), koTopble copepxaT komnoHeHT WebView ¢
nHTepdencom JavaScript 1 3arpyxaroT HeHafeXHbI Be6-KOHTEHT (Hanpumep, URL ¢ npoTokonoMm
HTTP) nnu HenposepeHHble URL, Nony4YeHHble N3 HEHaAEXHbIX MCTOYHMKOB, Hanpumep s
HeHaOeXHbIX HAMEPEHUN.

« MNpunoxeHuns, KOTOpble UCMOMbL3YIOT PaspeLleHne Ans NoHO3KPaHHbIX 06bekToB intent , 4TOGLI
BbIHY>[1aTb MOMb30BaTeNs B3aMMOLENCTBOBATb C OOBABIEHNIMU UMW YBELOMIIEHUAMY,
npepbiBaoLL MU PaboTy NPUIOXEHNS.

+ MpunoxeHus, KOTOpble 0BXOAAT 3aLUUTY U30IMPOBaHHbIX cped Android , UTobbl coObMpaTh faHHbIE
0 BENCTBUSX UMK IMYHOCTM MOMb30BATENS U3 LPYTMX NPUIOXEHUN.

Mcnonb3oBaHMe akTUBHbIX CIy>X60

PaspelieHne Ha 3amnyck akTUBHbIX CIyX6 obecrneunBaeT Hagnexalee UCNob30BaHMUE TakmUX CRyxXoH.
Ecnu npunoxexuve npepgHasHadveHo ang Android 14 unu 6onee nosgHen BEPCUK, Bbl OSXKHbI yKa3aTb
LONYCTUMbIE TUMbI 4S9 BCEX MCMOSIb3YEMbIX B HEM aKTUBHbIX CNy>6. [15 KaX[0oro Tmna Takxke
notpebyeTtcs 06bABUTL NOAXOAALEE Pa3PELIEHME Ha 3aMyCK akTUBHOW Cny>6bl. Hanpumep, ecnu B
NPUIOXEHNN UCMONb3YETCs ONPefeeHne MeCcTOMNONOXEHMS Ha KapTe, B MaHUPECTE HYXHO ykasaTb
paspeweHne FOREGROUND_SERVICE_LOCATION

O6baBNaTh B NPUNOXeHUn paspelleHne Ha 3anyCk akTUBHbIX CJ'Iy)K6 MOXHO TOJIbKO B Cneayowmnx
cnyyagax:

+ Cnyx6a TpebyeTcs dyHKLMM, KOTOpas NonesHa AJis Nonb3oBaTeNs U CBA3aHa C OCHOBHbIM
Ha3HaYeHNEeM NPUIOXEHNS.

+ Cnyx6a 3anyckaeTca nonb3osaTeneMm, Unu ee pabota 3aMeTHa g Hero. Hanpumep, crnyxoa
BOCMPOM3BOAMT MECHIO, TPAHCINPYET MEAMAKOHTEHT Ha APYroe YCTPOWCTBO, NPefoCTaBnseT
TOUHbIE U MOHSATHbIE YBELOMIIEHUS UMM MO 3aNpPOCy NoMb30BaTeNs 3arpyxaeT ¢oTo B 061aKo.

MNonb3oBaTenb MOXET 3aBepwunTb NN OCTaHOBUTb pa60Ty CJ'Iy)K6bI.

Ecnu BoinoniHeHve cnyx6bl ByaeT NpepBaHO UK OTIIOXEHO, 3TO BbI3OBET Y NOMb3oBaTeNs
HeraTMBHYO peakuuto unu eyHkums byneT paboTaTb He Tak, Kak npegnonaranock (Hanprmep, koraa
HY>XHO NMO3BOHUTb, CUCTEMA HE OO/KHA OTK/aAbIBaTb Bbi30B).

Cnyx6a paboTaeT He gonblue, YeM TpebyeTcs ANS BbINOMHEHWS 3a,auu.
KpuTepuu Bbllle He pacnpOCTPaHSIOTCS Ha CepyoLme TUMbl aKTUBHbIX CIyX6:

- systemExempted  u shortService ;

+ dataSync (Tonbko npu ucnonb3osaHuM GyHkUmMI Play Asset Delivery ).

MoppobHee 06 NCMONb30BaHUM aKTUBHbIX CIyX0...

MNepepada gaHHbIX, UHULMMPOBaHHasA NOMb30BaTENEM

API anga nepefayn faHHbIX, UHULMUPOBAHHOW MOMb30BaTeNeM, MOXET 3anycKaTbCs B NMPUTOXEHNSX,
TONbKO ecnu:

+ 3aja4ya UHULMMPYETCS NONb30BaTeNEM;
+ OaHHble NepefaroTcs Nno ceTu;

¢ 3afa4a BbINonHAETCAa HE oonblle, Yem Tpe6yeTc9| ona nepenayvn naHHbIX.

Moppo6Hee 06 API ona nepegayun faHHbIX, UHULUUPOBAHHOM MONIb30BATENEM...

TpeboBaHusa K ncnonb3oBaHuo NnapameTpa FLAG_SECURE

Yka3aHHbI B koge npunoxexus ¢nar FLAG_SECURE ~ no3BonsieT orpaHnymTb [EMOHCTPALMIO
KOH®UAEHLMaNbHbIX AaHHbIX B MPOAYKTE, HANPUMEP UCKITIOYUTb CO3[aHNe CKPUHLLOTOB C HAMWU U
NPOCMOTP TaKMX CBEAEHUN Ha HE3ALLMLLEHHbIX 9KpaHax. ObbaBnanTe 3TOT dnar, eCnm KOHTEHT


https://developer.android.com/about/versions/14/behavior-changes-14?hl=ru#secure-fsi
https://developer.android.com/about/versions/14/behavior-changes-14?hl=ru#secure-fsi
https://source.android.com/docs/security/app-sandbox
https://source.android.com/docs/security/app-sandbox
https://support.google.com/googleplay/android-developer/answer/13392821
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/guide/playcore/asset-delivery
https://developer.android.com/guide/playcore/asset-delivery
https://support.google.com/googleplay/android-developer/answer/13392821
https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers
https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE

NPUNOXEHWsI He crnepyeT TPaHCIMPOBaTb, NOKa3biBaTb UM NepefaBaTh APYruM 06pasom 3a npenenb
NPUNOXEHUS UAW YCTPONCTBA NOSb30BaTENS.

Mo coobpaxeHnsM 6€30MacHOCTM U KOHPUAEHLMANTBHOCTU BCE NMPUSTOXEHMS, KOTOPbIE
pacnpocTpaHsitoTcs Yepes Google Play, BonxHbl yunTbiBaTb Hanuune FLAG_SECURE B gpyrux
NPUNOXEHMSX. DTO 3HAUUT, YTO 3anpeLLaeTcs co3naBaTb cnocobbl ob6xona napametpa FLAG_SECURE B
LPYrUX NMPUIOXEHNSX UK CNIOCOBCTBOBATb UX UCMONb30BAHMIO.

370 TpeboBaHWe He 3aTparMBaeT NPUIOXEHNS, KOTOPbIE CYATAIOTCS MHCTPYMEHTAMU CrieLManbHbIX
BO3MOXHOCTEN , ECNN OHU HE NEPERAIOT, HE COXPAHSIIOT U HE KELIMPYIOT KOHTEHT, 3aLLMLLEHHbIV
¢narom FLAG_SECURE, pns npefocTaBneHns [OCTyNa K TakMM faHHbIM BHE YCTPOWCTBA
nonb3oBaTens.

[punoxeHusa ¢ nokanbHbIMU KOHTenHepamm Android

MpunoXxeHns ¢ NokanbHbIMK KOHTeNMHepaMu Android no3BonsoT co3faBaTth cpedy, KoTopas YaCTUYHO
unu nonHocTbto MuTMpyeT OC Android. Takas cpefa MOXeT cofepXaTb He Bce GpYHKLMM
6esonacHocTu Android , NO3TOMyY pa3paboTymkm MoryT fobasuTb B dann MaHudbecTa napameTp,
coobLaoLWmMin nokanbHbIM KOHTENHepaM Android, YTo NPUNOXEHNE HE [OMKHO 3anycKaTbCs B
UMUTUPYEMON UMY CPERE.

MapameTp B MaHudecTe, obecneunBawowwmn 6e3onacHOCTb cpepbl

MapameTp REQUIRE_SECURE_ENV B MaHudecTe No3BOSISET yKa3aTb, YTO 3TO NPUIIOXKEHNE HENb3S
3anyckaTb B JlokanbHOM KoHTenHepe Android. Mo coobpaxxeHnam 6e30nacHOCTH U
KOHOUAEHLMANBHOCTM NPUIOXEHWS, NPefoCTaBAsoWMeE NOoKaNbHble KOHTeNHepbl Android, LomxXHbl
YyUnTbIBaTb HaNMumMe 3TOro NapameTpa B APYrnX NPUIOXKEHUSX, @ TakxXe:

« MpoBepsaTb MaHUGECTLI NPUNOXEHWNIA, 3arpy>XKaeMbIX B JIOKaNbHbIA KOHTEHep Android, Ha Hanuune
3TOro napameTpa.

+ He 3arpyxatb B lokanbHbI KOHTeMHep Android npunoxeHus, B MaHUbecTax KOTOpbIX 06bSBAEH 3TOT
napameTp.

+ He BbiCTynaTb B KaYeCTBE NPOKCU-CEPBEPA, NEPExXBaTbiBas UK Bbi3biBasi APl Ha yCcTpolcTBe, YTOObI
OHM Ka3anncCb YCTAaHOBNEHHbIMU B KOHTENHEPE.

+ He cozpaBaTb 1 He MoMoraTb UCMONb30BaTb METOAbI 06X0ofAa 3TOro napameTpa (HanpuMep, 3arpyxas
6onee paHHIOK BEPCUIO NPUNOXEHUS, YTOObI 0B6ONTK AENCTBYIOLMI NapaMeTp
REQUIRE_SECURE_ENV).

Y3HaTb 60nblie 06 3TUX NPaBKUIax MOXHO B HalweM CnpaBoYHOM LiEHTpE.

BeBepeHue B 3abnyxpgeHue

Mbl 3anpelaem ny6anMkoBaTb NPUIOXEHMS, KOTOPbIE MbITAOTCA BBECTU NOMb30BaTeNEN B 3abnyXaeHe
UK cNocobCTBYIOT HeLOBPOCOBECTHOW LEATENbHOCTH, BKITHOUYAs NPUITOXEHNS, 3aBNIEHHbIE GYHKLM
KOTOPbIX HEBO3MOXHO PEann30BaTh Ha ycTponcTee. MIHpopmaLmus 0 MPUNoXeHNI, ero onvcaHue, a
TaKkxe GOTO U BUAEO LOMKHbI COOTBETCTBOBATb €ro GpyHKLMOHANBHOCTH. [PUIOXEHUS HE LOSXKHbI
UMUTUPOBATb GYHKLUM UIW NPeLyNPEXAEHVs ONePaLMOHHOM CUCTEMBI U ApYriX Nporpamm. Jliobbie
N3MEHEHMS HaCTPOEK YCTPOMCTBA AOMKHbI MPOM3BOAUTLCA C BEAOMA M COrlacks Nosib3oBaTess.
Kpome Toro, y nonb3oBatens LOMKHA 6bITb BOSMOXHOCTb OTMEHUTbL U3MEHEHNS.

3aaBneHus, BBOAsLWME B 3abnyxxgeHve

CKPWHLLOTbI, 3HAYKK1, Ha3BaHWs, ONMUCaHWA U LPyrue MaTepuarbl NPUIOXEHWS He AOMKHbI COpepXaTb
NOXHYIO ST BBOASALLYIO B 3abnyxaeHne nHbopMaLmio.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:
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https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
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https://source.android.com/docs/security/features
https://source.android.com/docs/security/features
https://d.android.com/training/basics/intents/limit-play-loading
https://d.android.com/training/basics/intents/limit-play-loading
https://support.google.com/googleplay/android-developer/answer/13609005

« OnucaHune GyHKUMI NPUIIOXEHWS BBOAUT B 3abnyXOEHNE UM HE COOTBETCTBYET fEeNCTBUTENIbHOCTHU:

« CornacHo onucaHuio 1 CKPUHLWLOTaM Urpa asndeTca FOHKOM, OfHaKo B }J,el‘/lICTBI/ITeJ'IbHOCTI/I
npencrasndeT cobon ronoBOJIOMKY 13 6roKoB, B KOTOpOl‘/II ncnonb3dyeTcd KapTnHKa MallnHbl.

« CornacHo OnMCcaHuio NPUNOXEHNE SBNSETCS aHTUBMPYCOM, XOTS B AE€NCTBUTENBHOCTH COLEPXUT
TONbKO PEKOMEHAALMUM O TOM, Kak yaansaTb BUPYCbI.
+ B onucaHuy NpuioXeHus ykasaHbl HEBbINOMHUMbIE GYHKL UK (HanpUMep, OTNYrMBaHWE HAaCEKOMbIX),
L.aXKe ecnv OHO NPefCTaBNeHO Kak LWYTKa UMW PO3bIrpbiLl.

+ MpunoxeHne OTHECEHO K HEMPaBUIIbHON KaTeropun (HanpuMep, MoXeT BbITb HEBEPHO yKa3aHO
BO3PACTHOE OrpaHuyeHme).

. I'Ipvmoerme COAEepPXNT 9BHO He,U,OCTOBeprII7I KOHTEHT, CBA3aHHbIV C pe3ynbrataMn ronocoBaHuA
WM CNOCO6HbBIN NOBANATL Ha €ro npouecc.

+ B onucaHum NpuioXeH1s COpepXKaTcs NIOXHbIE 3agBNEHNS O TOM, YTO OHO CBA3aHO C
rocyaapCTBEHHbIMU yYpeXXaeHnaMun, npenoctaBsngeT rocyaapCTBeHHbIE YCNYT NN OKa3blBaeT
COLEVCTBUE B UX MOMYYEHNN, MPU STOM MPUSIOXKEHME HE BbIIO HaZexal M 06pasomM ofobpeHo ons
3TUX Lenen.

+ MpunoxeHne NOXHO NPELCTaBIEHO Kak OPULMaNbHbIA MPOAYKT M3BECTHOM KOMMaHMKW. 3anpeliaeTcs

MCMNOMb30BaTh Takmne Ha3dBaHus, kak "OT Oumbl Bunana”, "OdurumnansHo oT Oumbl BunaHa" n
nopobHble, 6e3 COOTBETCTBYIOLWMNX NPAB.

Breath analyser

Are you drunk?

Blow on your phone to get the results

2. [ing npunoxeHns 3asiBNeHbl HEBbIMONIHUMbIE GYHKLMKM (HanpuMep, UCNonb30BaHWE TenedoHa B
KauecTBe ankoTecTepa).

HeCaHKLl,MOHMpOBaHHbIe M3MEHEHUA HAaCTPOEK YCTpOVICTBa

3anpelyaeTtcs ny6IMKoBaTb NPUIOXEHWS, KOTOPbIE BHOCAT M3MEHEHUS B HACTPOMKM YCTPOMCTBA U
Lpyrue npunoxexus 6e3 Benoma 1 cornacums nonb3osatens. K HacTpolikaM yCTpoNCTBa OTHOCATCS



napameTpbl CUCTEMbI M Bpay3epa, 3aKNagky, SPIbIKK, 3HAYKN U BULXKETbI MPUNOXEHWI Ha TNaBHOM
aKpaHe.

KpoMe Toro, 3anpeLeHo ykasaHHOE HUXeE.

. anIJ'IO)KeHVIFI, KOTOpPbIE N3MEHAIOT HaCTpOl‘/IIKVI nnn ¢yHKLI,VIVI yCTpOVICTBa C cornacuga nosib3oBateng,
HO Takum o6pa30M, YTO 3TO HENb34 NErKko OTMEHUTb.

+ MNpunoxeHus 1 cogepXallnecs B HUX 0ObsBIEHUS, KOTOPbIE KaKMM-1M60 06pa3oM L06aBAAOT Ha
YCTPOWCTBO PeKfiaMy Uim CChifikM Ha CEPBUCHI TPETHUX CTOPOH.

« MpunoxeHus, KOTopble 06MaHHbIM MyTeM NOBYXXAAKOT NONb30BaTENs YAANATb NN feakTUBMPOBaTb
nporpamMmbl Apyrnx paspaboTunkos 60 U3MEHSATb HACTPOWMKM YCTPOUCTBA.

. I'Ip|/|n0>Keva, KOTOpPbl€ NPpU3blBaOT nonbaoBaTeneﬁ yoanaTb Unn OTKNKOYaTb NporpamMmbl Apyrmx
pa3paboTYMKOB MO0 U3MEHSATL HACTPOWKM YCTPOMUCTBA. VICKIIIOYEHNE COCTABNSIOT NMPUNOXEHNS,
obecneymBatoLe 6€30MacHOCTb YCTPOMUCTBA UM [AHHbIX.

NocobHnyecTBO He[OBPOCOBECTHOM OEATENBHOCTM

3anpelyaeTcs My6MKOBaThb NPUIOXEHUS, KOTOPbIE PACCUYMTaHbl HA UCMOJIb30BaHME B
Hepo6POCOBECTHbIX LEensx. HanpuMep, NpunoxeHus s co3faHus nacnopToB U Apyrnx
YAOCTOBEPEHUI IMYHOCTM, HOMEPOB COLMaNbHOrO CTPAxXOBaHUS, AUMNIOMOB, KPEAUTHBIX KapT,
6aHKOBCKMX CYUETOB U BOQUTENBCKUX MpaB. IHbopMaL s O NPUNOXEHUN, €ero Ha3BaHWe, ONUCcaHue, a
TakoKe N306paxeHMs 1 BULEOPONNKN [OINXKHbI COOTBETCTBOBATb €ro peanbHbiM GYHKLUAM U1
COLEePXaHWIo, @ CaMo NMPUITOXEHNE [OMKHO paboTaTh Tak, Kak 3TOr0 OXMAAET NONb30BATENb.

[ononHnUTeNbHbIE pecypcbl NPUNoXeHUs (HanpuMep, UrpoBble 06bekTbl) MOTYT BbiTb AOCTYMHbI AN
CKauMBaHW4, TONbKO ECNM OHWU HEOBXOAMMbI AJ1 MCTIOSIb30BaHWS NPUIOXEHUs. [Py 3TOM OHM JOMKHbI
COOTBETCTBOBAaTb BCeM npasunam Google Play, a npunoxeHne fomkHO coobLaTb NoNb30BaTENHO
pa3Mep aTMx Galnos 4o Hauyana ckauvMBaHus.

3asBneHnsa 0 ToM, YTO npunoXxeHme co3gaHo ang pOBbIprILIJePI 1 B OPYrux passfiekaTesibHbIX Lendx, He
n3basnaoT pa3pa60THMKOB OT OTBETCTBEHHOCTU U HeO6XO,D,I/IMOCTI/I CO6J'I}O,D,aTb Hawu npasuna.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« [MpuUnoxeHus, KOTopble KOMUPYIOT NHTEPdENC APYrnX NPUNOXEHUN UK BE6-CaUTOB, YTOHbI 06MAHOM
MONyYMTb NEPCOHASbHBIE UITU YYETHbIE [aHHbIE.

« MpuUNoXeHns, B KOTOPbIX YKa3aHbl HENPOBEPEHHbIE UM peanbHble agpeca, Homepa TenedoHOB U
NOEHTUUKALMOHHBIE AaHHbIE NOAEN UK KOMMNAHUK, pasMeLLeHHble 6e3 cornacus aTUX NnL, Uam
OopraHv3sauum.

+ MpUNoXeHUs, OCHOBHbIE GYHKLMN KOTOPBIX MEHSIIOTCS B 3aBUCMMOCTUN OT MeCTa MPOXMBaHUS
nonb3oBaTend, napamMeTpoB yCTpOIZCTBa Mnn opyrux gaHHbIX Nnonb3oBaTend, eCin 3T pasnnyng He
yKa3aHbl B §BHOM BUE B OMUCAHUN MPUSTOXEHNS.

+ MpunoxeHns, KOTopble CUMbHO M3MEHSIOTCA B 3aBUCMMOCTU OT Bepcum 6e3 yBefoMneHus
nonb3oBaTens (Hanpumep, B pasgene YTo HOBOro ) 1 06HOBNEHMS ONUCaHMUS.

« [pUNOXEHWs, KOTOPblE U3MEHSIIOT NN CKPbIBAIOT CBOU GYHKLMM BO BPEMSI MPOBEPKM.

« [MpuUNoXeHns, KOTOPbIE BbIMOMHSAIOT CKauMBaHMe Yepes CeTb JoCTaBku KOHTeHTa (CDN),
npenBapuTeENbHO He coobLLas NOIb30BATENIO Pa3Mep CkaunBaeMbiX Gpansios.

MaH1nynMpoBaHMe MeOMaKOHTEHTOM

3anpelyeHo nNybnmkoBaTb MPUTOXEHWS, KOTOPbIE CMIOCOBCTBYIOT PACNPOCTPAHEHNIO TOXHOW UMK
BBOASLEN B 3abnyxaeHne nibopmaLmn B BULE N306paxeHuni, ayamo, BUgeo unm Tekcta. He
paspeLLeHbl NPUNOXEHWS, PAcpPOCTPaHsIoLWMe 3aBEAOMO NIOXHbIE UK BBOASLWME B 3abnyxaeHue
N306paxeHns, TeKCT UM BUAEO, KOTOPbIe MOTYT HAaHECTU BPER, B CBA3M C COBbITUAMM, TPEBYOLWMMN
[eNIMKaTHOrO OTHOLWEHWS, NOIMTUKON, COLManbHbIMU BOMPOCaMU U O PYTMMU OBLWECTBEHHO 3HAYMMbIMU
TEMaMU.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru

VckntoueHns MoryT 6bITb cenaHbl ans MHbopMaLmm, NpeacTaBnaoLLEN OOLECTBEHHbIN MHTEPEC,
0TPenakTMPOBAHHOTO MEAVAKOHTEHTA C 3asBNEHMSIMU A9 NONb30BaTeNe 1y BOASHbIMU 3HaKaMy,
OYEBUIHbIX MPUMEPOB CaTUPbI UNN MAPOAUK, @ TAKXKE ANF N30BPAXKEHUN, SBHO CO3LaHHbIX
MCKYCCTBEHHBIM 06pa3oM.

OTpepnaKkTMpoBaHHble MEQMAMaTePHarnbl LOMKHbI COOTBETCTBOBATb NMpaBuiaM A pa3paboTunkos
npunoxeHun B Google Play, B TOM Uicne nonoXeHWsIM 0 3arpeLLEHHOM KOHTEHTE.

BoT npumMepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEHUN:

« MpunoxeHws, Ha CTpaHuLax KoTopbix B Google Play ncnonbaytoTcs n3obpaxeHus cobbITul,
TPebyoLMX AeIMKAaTHOTO OTHOLLEHWS, MW M3BECTHBIX MIOLAEN, C LeNblo MPOAEMOHCTPUPOBaTb
bYHKUMN U3MEHEHNS MEAVAKOHTEHTa.

« MpunoxeHunsa ana pefakTMpoBaHns BUAEO, MO3BOSIAKOLLME UMUTUPOBATH BbiMyCKW HOBOCTEN, J06aBVB
Ha3BaHWS U NIOTOTUMbl PeanbHbIX HOBOCTHbIX areHTCTB 6€3 ABHOro 0Tkasa oT 0643aTeNbCTB Unn
BOLSHOIO 3HaKa.

+ [punoxeHuns, eQUHCTBEHHOE NpefHasHaYeHre KOTOPbIX — CO3AaHMe BBOAALLErO B 3abyxaeHve
Me[MaKOHTEHTA.

~

MAKE YOUR OWN NEWS BROADCAST!
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Laorem ipsum dolor sit amet, lorem ipsum dalor.

1. C NOMOLLbIO 3TOTO NPUNOXEHNS MOXHO PefakTUPOoBaTb BUAEO, UMUTMPYS BbiNMYCKM HOBOCTEW, a
TakXe 106aBNATb B K/IUMbl N306paXXeHns 3HaMEHUTOCTEN 1 0BLLECTBEHHbIX AeaTenen 6e3 BogaHoro
3Haka.

[po3payYyHOCTb NoBEOEHMS

Monb3oBaTeNaM AOMKHO BbITb MOHATHO, YTO AENaeT Balle NPUNOXEHNE. He NCMOoNb3yNTe B HEM
CKpbITble, HEaKTUBHbIE NN HE3aAOKYMEHTNUPOBAHHbIE ¢yHKLI,VII/I. 3anpeu.LeHo nbiTaTbCs U36eXaTb
NPOBEPKM MPUIIOXEHNIN KaKUMU-TTMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb Nonb3oBaTeNen,
LieNIOCTHOCTb CUCTEMbI M COOTBETCTBME NpaBuiiaM, MOXET NoTpeboBaTbCs JOMNONHUTENbHAS
MHPOPMaLUS O MPUSTOXKEHUN.

NckaxkeHne dpakTos


https://support.google.com/googleplay/android-developer/topic/9877466

Mbl 3anpeLLaem NpUIoXKeHWs 1 akkayHTbl pa3paboTumKoB, KOTOpPbIE:

+ BblgatloT cebs 3a APYruX UL, UK APyrre opraHn3aumni, a Takxke CKPbIBAOT UMW MCKaXakoT CBOKO
OCHOBHYIO LiEMb USIM CBEAEHUS O BNagenbLax;

+ HaMepeHHO BBOLAT NOSb30BaTENEN B 3abnyXAeHWE, HAaNPUMEpP CKPbIBAKOT UMM MCKaXatoT
MHPOPMALMIO O CTPaHE MPOUCXOXAEHMS UMW MPEAOCTABNAIOT KOHTEHT MOMb30BaTENAM B LPYruX
cTpaHax;

+ COTPYQHMYAIOT C APYTMMU NMPUIIOKEHUSIMU, CaNTaMK, Pa3paboTumKaMmn U akkayHTamu B LENSX
COKPbITUA UK danbCUbUKaLLMN [aHHbIX O MPUITOXEHMUMN UK Pa3PaboTUMKe, a TakXKe 4PYro BaXHON
MHPOPMaLMK (3TO OTHOCUTCS K KOHTEHTY, KOTOPbIN MMEET MOIMTUYECKYIO, COLMabHYIO UMK
O6LLECTBEHHYIO HANPaBEHHOCTb).

MNpaeuna Google Play B oTHoweHun uenesoro yposHsi API

Y106l 0HECneunTb He30MacHOCTb NONb30BaTENEN, AN BCeX npunoxeHun B Google Play Heobxonmmo
YCTaHOBUTb cnegytolme uenesble ypoBHU API:

O6HOBNEHMSA U HOBbIE MPUNOXEHUS OOMKHbI MCNONb30BaTh YpoBeHb Android APl He Hxe
BbINYyLLEHHOro B TEYEHWNE rofa Nepen, BbIXOJOM nocnenHen ocHosHon Bepcumn Android. My6nvkaums B
Play Console npunoxeHunin 1 o6HOBREHWIA, KOTOPbIE HE YAOBETBOPSIOT 3TOMY TpeboBaHuio, byaeT
OTK/OHEHa.

PasmeuieHHble B Google Play npuno)xeHus, ans KOTOpbIX He BbiMyCKaloTCAa 06HOBNEHUS 1 B
KOTOPbIX YCTAHOBMEH YPOBEHb AP| HIXe ony6IMKOBaHHOIO B TeYEHME ABYX NeT nepepn BbIXOAOM
nocnegHen ocHosHow Bepcumn Android, OyayT HeQOCTYMHbI HOBLIM MOSIb30BATENAM Ha YCTPOWCTBAX C
6onee nosgHumm Bepcuamm OC Android. Te, KTO paHee ycTaHaBnMBan Takme npunoxexuns ns Google
Play, cMOryT HaxoauTb, NepeycTaHaBnMBaTb U MCMOb30BATb UX HA YCTPOWCTBaXx C Ntobon Bepcren OC
Android, nogaep>XnBaemMon NPUNOXEHNEM.

TexHUYeckme peKkOMEHAALMN O TOM, KakK MEPENTU Ha HOBbIN LieneBon ypoBeHb APl B COOTBETCTBUN C
TpeboBaHUSIMU, MOXHO HANTW B HALLEM PYKOBOACTBE

O TOYHBIX CPOKaX M Cryyasx-UCKIOUYEHMAX PACCKa3aHo B 3TON CNPaBOYHON CTaTbe

ﬂpasuna B OTHOLIEHUU NOoJib3OBaTEsIbCKUX AaHHbIX

K paHHbIM nonb3oBaTessi OTHOCSATCS CBEAEHMS, NPEeLOCTaBNEHHbIE UM, @ TAKXKE MOJyYeHHbIe B XOAe ero
paboTbl, B TOM ymcne nHpopmMaums ob yctponctee. Oba3aTesnibHO cooblymTe, Kak 1 Ans Yyero Bbl bypeTe
cobupatb, 06pabaTbiBaTh M UCMONb30BATh 3TW JaHHbIE, @ TAKXe MOJlyYaTb U NPEROCTaBNATb K HUM
pocTyn. Micnonb3oBaTh Takytlo MHGOPMALMIO B LIENSIX, O KOTOPbIX Bbl HE 3asBUMY, 3aNPELLEHO.

Ecnu B BaleM NpUIoXeHnn UCNonb3yeTcs CTOPOHHMI kop, (Hanpumep, SDK), ybeauTeck, YTo OH caM r
peann3oBaHHble B HEM NpoLecchbl 06paboTKM NONb30BaTENBCKMX faHHbIX COOTBETCTBYIOT NpaBunam
nporpammbl 4nis paspaboTumkos npunoxeHun B Google Play, B ToM uncrne TpeboaHuam 06
MNCMNONb30BaHUN N PacKpbiTUKM MHGOPMaL K. Hanpumep, Bbl [OMKHbI YAOCTOBEPUTLCS, YTO NOCTABLLMK
SDK He npogaeT nuyHble U KOHOULEHLManbHbIE faHHbIe MOSb30BaTENS, MOSyYEHHbIe U3 BalIero
NPUNoOXeHust. ATo TpeboBaHNE NMPUMEHSIETCS BHE 3aBUCKMMOCTM OT TOro, Kak BynyT nepefaHbi
nosnb30oBaTeNbCKNE faHHbIe: NocNe OTNPaBKM Ha CEPBEP WU B peaysbTaTe BHEAPEHUS CTOPOHHENO
KOAa B Balle NPUIoXeHue.

JInyHble n KOH¢VI,D,eHU,VIaJ1beIe nosib3oBaTesibCKue AaHHble

« OrpaHuuMBaiTe JOCTYM K SINUHBIM U KOHOUAEHLMANbHBIM MONb30BaTENIbCKMM faHHbIM, MOMYYEHHbIM Yepes
NpUIoXeHue, a Takxe Ux cbop, NCMonb3oBaHMe 1 nepegady. AT AeNCTBMS AONYCKaOTCS TOMNbKO AJ1s
npefocTaBfneHns GyHKLUA CepBmrca UM NPUOXKEHUs, a TakxKe B LieNiSX, COOTBETCTBYIOLMUX NPaBuiaM 1 He
HapyLlaoLWmnx 060CHOBaHHbIE OXMAAHNS NONb30oBaTENEN.

. I'Ipmno»(eva, ncnonb3youme finYHblie n KOH¢VIJJ,€HLWI8J'IbeIe nonb30oBaTeNbCKME OaHHbIE 019 NOKa3a peknambl,
AO0/KHbI COOTBETCTBOBATb NpaBu/iaM Google PIay B OTHOLWEHNN pa3MelleHnsa peknambl.


https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://support.google.com/googleplay/android-developer/answer/11926878
https://support.google.com/googleplay/android-developer/answer/11926878

» Bce nuyHble 1 KOHPMAEHLMaNbHbIE AaHHbIe NONb30BaTENeN AONXHbI 06pabaTbiBaThCst 6e30nacHbIM 06pa3oM, B
TOM UKCne C NPMMEHEHNEM COBPEMEHHbIX METOL0B WKdpPOBaHNS, HanpuMmep npotokona HTTPS.

« [pexae Yem 1Cnonb3oBaTb AaHHbIE, AOCTYM K KOTOPbIM PErynnpyeTcs paspeleHnsmu Android, npunoxexue
[OMKHO 3aMpoCUTb AUHaMMYecKoe paspelueHne (Bceraa, Koraa aTo BO3SMOXHO).

I'Ipop,a)Ka JINYHbIX U KOH¢MAeHLI,VIaJ1beIX MoJsib30BaTe/IbCKUX AaHHbIX

He npopaBaviTe NMYHble U KOHPUAEHLMANBHbBIE MOIb30BATENbCKME AaHHbIE.

« Mpopaxa noapasymesaeT nepeaady MHPOPMaLMU TPETbIUM MWLM U OBMEH €0 C LieSiblo MonyyYeHns
[EeHEXHOro AOXO0Aa.
« Ecnv cBOV NYHbIE M KOHOUAEHUMANbHbIE AaHHbIE MEPEfaET CaM MoMb30BaTENb, 3TO HE CUMTAETCS NPOLAXEN.
MprMepbl TaKUX CUTYaLMiA: B MPUOXEHUM €CTb GYHKLMA ANs nepefadn Ganios TPeTbUM NULaM; NpUIoXeHue
npefHasHayeHo Ans NPOBEAEHNS HayUYHbIX UCCNENOBaHWI, U faHHble OTNPAaBASIOTCS B 3TUX LiensX.

PackpbiTue MHpopMaL M1 U paspelleHe Ha UCMOoNb30BaHMe AaHHbIX

Ecnu Bawe npunoxeHue cobupaeT, UCMoNb3yeT, NepefaeT INUHbIe U KOHOUAEHUMASbHbIE MONb30BaATENIbCKUE
LaHHble UK NosyyaeT JOCTYN K HUM B LENsX, KOTOpble MOryT HE COOTBETCTBOBaTb OGOCHOBAHHbIM OXMUAAHUAM
nonb3oBaTenei OT NPOAYKTa UK GYHKLMK, HEOBXOAMMO cobMoaaTh TPEGOBaHMS K PacKpbITUIO MHOPMALIK 1
MOMYYEHUIO Pa3PELLEHNS Ha UCTIOMNb30BaHMNE [AaHHbIX, YKa3aHHbIE B MPaBUIax B OTHOLWEHUM TakUX AaHHbIX.

Ecnv B BaleM NpUIoXeHUM NPUMEHSETCS CTOPOHHMI Kog, (Hanpumep, SDK), npegHasHayeHHbI Ang c6opa NMUHbIX
1 KOHOUAEHLMANBHBIX NONb30BATENbCKMX LaHHbIX, Bbl LOMKHbI MPEeLOCTaBUTb AOCTAaTOUHblE LOKA3aTENbCTBA TOrO,
4TO NPUOXEHME He HapyllaeT TpeboBaHus 13 pasfena "PackpbiTve MHPOpMaL UM 1 pa3peLleHne Ha
MCMOMb30BaHWE JaHHbIX" HACTOSLLMX NPaBui. MPUIOXEHNE JOMKHO COOTBETCTBOBATb, B YaCTHOCTU, MONOXEHWSAM O
BOCTYNe K flaHHbIM, 1X c6ope, NCMOoNb30BaHNM 1 NepeAaye C NOMOLLbIO CTOPOHHETO KoAa. [Joka3aTenbcTea
HeOoBXOAMMO OTNPAaBUTL B TEUEHME ABYX HELENb MU APYroro nepropaa (eCnu OH ykasaH) nocne nonyyeHns 3anpoca
o1 Google Play.

O653aTeENbHO YAOCTOBEPLTECH, YTO B CTOPOHHEM Kopfe (Hanpumep, SDK) He HapyluatoTcs npaBunia B OTHOLIEHNM
MoMb30BaTENbCKNX AaHHbIX.

C 6onee nofpobHom nHpopmMaLmen o TpeboBaHNsX K PacKpPbITMIO MHOPMALLIMKU 1 NMONYYEHUIO cornacus
NoNb30BaTENEN MOXHO 03HAKOMUTLCS B CNPaBOYHOM LIEHTPE.

Mpumepbl HapylueHui, BbisBaHHbIX SDK

« [punoxexue ncnonbayeT SDK, KOTOPbIA COBUPAET NNYHbIE M KOHOUAEHLMANbHbIE NONb30BaTENbCKME AaHHbIE 1
He o6pabaTbiBaeT UX COrNacHO NpaBuiaM B OTHOLUEHWUM MOJSIb30BATENbCKUX AaHHbIX, TPeHOBaHNSM K PaCKPbITUIO
MHGOPMaLUM 1 PA3PELLIEHMIO HA UCMONTb30BAHUE JaHHbIX, @ TakxXe TpeboBaHMsAM, KacatoLwmmes 4ocTyna K
LaHHbIM U UX 06paboTKKM (BKtOYAs 3anpeT Ha NPOJaxy).

« B npunoxeHue nHterpmpoBaH SDK, KOTOpbIN coBUpaeT NnyHble U KOHPUAEHLMANbHbIE NOSTb30BaTENbCKNE
[laHHble MO YMOJTYaHMIO, YTO HapyLLaeT TPeboBaHNA HAaCTOALWMX NPaBUI B OTHOLIEHUM PacKPbITUS MHbOPMaLMKN 1
Nony4YeHns corfiacus nosib3oBaTenen.

« [1ns npunoxeHus 3asBNEHO, YTO OHO COBMPAET NINYHbIE U KOHOUAEHUMANbHbIE MONb30BaTENIbCKUE AaHHbIE TONbKO
ons obecrneyeHuns paboTbl GYHKLMM, 3aLLMLLAIOWNX OT MOLEHHUYECTBA 1 310ynoTpebneHnit, Ho SDK Takxe
nepenaeT cO6paHHbIE AaHHbIe TPETbUM fIMLaM B PEKIaMHbIX LeNsax Uin ans aHaauTuku.

« Mpunoxexune copepxumT SDK, KOTOpbIV NEpenaeT CBEREHNS 06 YCTAaHOBMEHHbIX NakeTax C HapyLWeHneM
PEKOMEHALNI NO PACKPBITUIO MHPOPMALMUN U/ TpeBOBaHMIN NONUTUKN KOHOUOEHLMANBHOCTL.

o YTO6BI Y3HaTb 6onbuie, I'IpOHVITaIZTe npaBunia B OTHOWEHUN HEXenaTelbHOro Mo pgna MOBUIIbHbIX yCTpOI;ICTB.

JononHuTtenbHble TPe60BaHUSI B OTHOLWEHUU OCTYMNa K IMYHbIM U KOHOUAEeHLMalbHbIM
DaHHbIM

B Ta6nmue HWXe npeacTaBlieHbl Tpe6OBaHI/Iﬂ K onpeneneHHbIM CI)yHKLlI/IOHaJ'IbeIM 0COBEHHOCTAM I'Ipl/lJ'IO)KeHVIﬁ.

®yHKUMOHaNbHas 0CO6eHHOCTb TpeboBaHus

C60p NOCTOSIHHbIX MAEHTUGUKATOPOB MOCTOSIHHbIE UBEHTUDUKATOPbI YCTPONCTB HE JOMKHbI BbITh CBA3aHbI C
ycTpoicTs (IMSI, IMEI-KOROB, CEPUIAHBIX  quyHbIMM 1 KOHOUAEHUMANbHBIMU AAHHBIMU NMONb30BaTENEN UK
HomepoB SIM-KkapT 1 T. A.) un c6pachiBaEMbIMU MAEHTUPUKATOPAMM YCTPONCTB, 33 UCKIIOYEHNEM
YCTaHOBKa CBA3M C TakKuMu CRERYIOLMX CUTYaLMIL:

naeHTupunkaTopamu

« KOrAa 370 TpebyeTca Ans ycnyr TenedpoHnn ¢ NpuBS3KON K
NOEHTUOUKALNOHHBIM faHHbIM SIM-KkapTbl (HaNpuMep, ANs 3BOHKOB


https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/11150561
https://support.google.com/googleplay/android-developer/answer/9859455?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru

no cetu Wi-Fi uepes onepatopa cBa3u);

* B KOPMOPATUBHBIX MPUITOXEHUSX, NPEeAHA3HAYEHHbIX ANs
ynpaBneHus yCTPOMCTBaMU U UCTONb3YEMbIX B PEXMME BagenbLa.

B aTux cnyyasx paspaboTunk [OMKEH SBHbIM 06pa3oM CoobWNTb
Nosb30BaTENSM O CBA3M C MAEHTUGMKATOPAMM COrMaCHO NpaBuiam B
OTHOLUEHWU NOJIb30BATENIbCKUX [aHHbIX.

NHdopmaumio 06 anbTePHATMBHBIX YHUKANbHbIX MOEHTUdMKATOPAX
MOXHO HaNTW Ha 3TOW CTpaHuLe

[lononHuTenbHble PeKOMeHAALUM MO UCMONb30BAHMIO PEKNAMHbIX
npeHTuoukatopos Android npuBepeHbl B paBuiax pa3MeLeHus
peknambl.

MpunoxeHne npefHasHaYeHo Ang aeten B npunoxeHus paspelleHo BKYaTh ToNbko SDK, KOTopble MpoLwsin
CaMOCTOATENbHYO CEPTUPMKALMIO 41K UCTIONBb30BaHUS B CEPBUCAX,
npenHasHayeHHbix ans geten. O3HaKOMbTECH C MOJIHOW BEPCUEN
npaeun 1 TpeboBaHmi MporpamMmmbl CaMOCTOSTENIbHON cepTUdUKaLm
peknamHbix SDK B NpunoxeHusx ois BCEN CEMbMU.

MpuMepbl HapyLwweHUn, BbiaBaHHbIX SDK
« MpunoxeHwue ncnonbayet SDK, koTopbin cBa3biBaeT IMEI-Kop, 1 faHHbIE O MECTOMONOXEHUN.

« MpunoxeHve paboTaeT ¢ SDK, KOTOpbIN CBA3bIBAET PeKNaMHbIN aeHTudukaTop Android ¢ NOCTOAHHbIMK
MOEHTUUKATOPAMUN YCTPOMCTBA B PEKMAMHBIX LENFX UMK LNS aHaNUTUKK.
B npunoxexue nHterpuposaH SDK, KOTOpbIV CBA3bIBAET peknamHbli ngeHTudukatop Android ¢ agpecom
3NEKTPOHHOM NOYTbI B LIENSX aHAIMTUKN.

Pazpen 6e30nacHOCTU JaHHbIX

Kaxgoe npunoxeHve [OMKHO CopepXaTtb pasgen 6e30nacHOCTU AaHHbIX, B KOTOPOM MOHSTHO M TOYHO OMUCAHO, Kak
CcoBMpaloTCH, UCMOMb3YIOTCA U MEPERAOTCS MOb30BATENbCKME faHHbIe. ITO TakXKe OTHOCUTCS K AaHHbIM, KOTOpble
cobupatotcsa 1 obpabaTbiBalOTCa YepPe3 CTOPOHHME 6UbMoTekn nnmn SDK, ncrnosib3yemble B NPUNOXEHUSX.
Pa3paboTumk HeCET OTBETCTBEHHOCTb 3@ TOYHOCTb U akTyaNlbHOCTb Takon nHpopMaumn. CeefeHus B 9TOM pasgene
LOMKHbI COOTBETCTBOBATbL TOMY, YTO YKa3aHO B MOMMTUKE KOHOUAEHLNANBHOCTY NPUIOXEHMUS (€CAM MPUMEHMMO).

M3yunTte AONONHUTENBHYIO MHOPMALMIO O TOM, KaK 3anofHUTb pasaen 6e30MnacHOCTM AaHHbIX, B CrpaBoyYHOM
LeHTpe.

O3HaKOMbTECH TakXe C MOJSIHOM Bepcmeﬁ npaBui B OTHOWEHUN NONMb30BaTENIbCKUX OaHHbIX.

MNpaBuna ncnonb3oBaHus paspelieHumn u APl ¢ gocTynom K KoHdupeHumanbHom
nHdopmauum

3anpockl Ha NpefoCTaBeHNe paspeLeHnit n ucnonb3osaHne API, KOTOpble NOMYyYatoT JOCTYM K
KoHbUAEHLMaNbHOM NHGOPMALMK, [OMKHbI BbITb MOHATHLIMU ANS MOSb30BaTENEN. 3anpallnBaTh
paspeLleHns 1 ucnonb3osaTb API, KOTOpble NONyYaloT JOCTYN K KOHGUAEHUMaNbHON MHGOPMaLMK,
MOXHO TOJIbKO B TOM CIly4ae, €Civ OHV HeOBXOAUMbI As PabOThbl yKe BHEAPEHHBIX GYHKLMIA 1
CEpPBUCOB, ONNCAHHbIX Ha CTPaHMLe Npunoxexus B Google Play. Henb3s ncnonb3oBaTh paspeLleHns n
API, npepocTaBnstowme AOCTYN K aHHbIM MOSIb30BaTENS MW YCTPOWCTBA, AN GYHKLUMI Unun Lenen,
KOTOpPble HE OTMeY€EeHbl B ONNCaHNN NPUJTOXEHNA, HE peanin30BaHbl NN HE pa3peLlEHbl. JInyHble nnun
KOHPUAEHLManbHble AaHHble, NOMyYEHHbIE C pa3peLlleHns Nonb3oBaTeNs Unn npu noMoLum Takmx API,
Henb3s NpofaBaTh M NepefaBaTh C LEenbio Nocneayowen NPoAaXm HU Npu Kaknx obcToaTensCcTBax.

O3HaKOMBTECh C MOMHON BepCUen npasusl UCMonb3oBaHUs paspeLieHnii n APl ¢ BoCcTynoMm K
KoHdUAeHLManbHOM nHdopmaLmn.

MpuMepbl HapyLLeHUI, Bbi3BaHHbIX TpuMeHeHueM SDK

+ B npunoxenune nHterpmposaH SDK, KOTOpbIN 3anpalmBaeT JOCTYN K AaHHbIM O MECTOMONIOXEHUN B
$HOHOBOM pexnMe Ana 3anpeLeHHbIX UK He3asBNEHHbIX Lenen.
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https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.

« MpunoxeHune ncnonbayet SDK, koTopbin 6€3 cornacus nosb3oBatens nepepaet IMEI-kog,
MOMyYEHHBIV C MOMOLLbIO pa3pelueHns read_phone_state B Android.

MpaBuna B 0OTHOWeEHUU BpegoHocHoro MO

OCHOBHOW NpUHLKMA NpocTon: akocucTeMa Android, Bkntovatowas Google Play n yctponcTtsa
nonb30BaTesNIeN, He NOSKHA NOABEPraTbCs BO3AENCTBUIO BPEROHOCHOTO MO. PyKOBOACTBYSCh UM, Mbl
cTapaemca fenatb akocucteMy Android 6esonacHor s nonb3oBaTenien u nx yctponcts Android.

BpepoHocHbIM MO cunTaeTcs nobom KoA, KOTOPbI MOXET NPeACcTaBnsTb Yrpo3y AN Nob3oBaTens, a
TaKXe ero faHHbIX UK yCTporcTB. Hanpumep, K BpegoHocHOMyY MO 0THOCATCS NOTEHLMAaNbHO
onacHble npunoxenus (MOM), a Takxe UcnonHaemble daiibl U MogudrKaLmn GpPenMBOPKOB,
OTHOCSILLMECS K TaKUM KaTeropmsM, Kak TPOSIHCKME NporpamMmbl, GpUWMHIoBOE u WwnmnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABMSEM HOBbIE KaTEropum.

STW NpaBuna Takxe NPUMEHSIIOTCS K CTOPOHHeMY kogy (Hanpumep, SDK), KOTOpbIn BKIIOYEH B
NPUNOXEHNE.

O3HaKoOMBTECH C MOMHOW BEPCUEN MPaBUSI B OTHOLLIEHUIN BpegoHocHoro MO.

MNpumepbl HapyLleHWI, Bbi3BaHHbIX NpuMeHeHneM SDK
« MpunoxeHune copepxmnT 6nbnmotekn SDK OT NOCTaBLMKOB, pacnpoCTpaHaoLWmx BpefoHocHoe MO.

« MpunoxeHune HapyllaeT Mofenb paspelleHunii Android unu kpafeT yueTHble AaHHble (Takue, Kak
TokeHbl OAUth) U3 BpYrnx NPUIOXEHUN.

« MpunoxeHns 3noynoTpebnaoT GyHKLMSMM, YTOObI NPENSTCTBOBATbL YAANIEHNIO UM OCTaHOBKE.
« MpunoxeHne oTknoyaeT SELinux.

« MpunoxeHue ncnonbayeT SDK, KOTOpbIM HapywaeT Moaenb paspeleHuin Android, nonydas
NOBbIWEHHbIE NPUBWUIETMIN OIS HE3aABNEHHOW Lenn 6narogaps 4OCTYNy K AaHHbIM YCTPOWCTBA.

« MpunoxeHne conepxut SDK ¢ KOLOM, KOTOPbI OGMaHHBIM MyTEM 3aCTaBNAET NONb30BaTeNen
npuobpeTaTb MOAMNUCKM UM OMflauMBaTh KOHTEHT Yepes onepaTopa MOBUIbHON CBA3M.

Ncnonb3oaHne SDK B NpunioxeHusx

Ecnu Bbl XoTUTE fOBaBUTL CTOPOHHMI SDK, TO JOMKHbI y6eauTbCsi B TOM, YTO €ro Kog, u
peann3oBaHHble B HEM NPOLLECCHI HE HapyLatoT MpaBuna NPorpamMMsl s pa3paboTymkos
npunoxenun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun o6pabaTbiBatoT Nonb3oBaTebCkne
OaHHble. Kpome TOro, cnepyeT NOHWMAaTb, Kakne paspeLleHns OHM UCMONb3YIOT, Kakne cBefeHns
cobMpatoT 1 noyemy.

TpebosaHus kK SDK

Pa3paboTumnkn NPUITOXKEHUI YacTO UCMONb3YHOT CTOPOHHWI KOf, (Hanpumep, SDK), 4To6bi
WHTErpMpoBaTh BaXKHble GYHKLMN 1 CEPBUCHI B CBOWM NPOJYKThI. Bkntovas SDK B npunoxeHue, BaxHO
ybenmTbes, UTo 6€30MacHOCTb NONb30BaTENEN HE NOCTPaAaET U B KOLE HE NOSBATCS HOBblE
ySI3BMMOCTW. B 3TOM pa3spene Mbl 06BSCHUM, Kak HEKOTOPbIE U3 HALLIMX aKTyarbHbIX TPeboBaHWM K
KOHOUAEHLMANBHOCTM 1 6€30MaCHOCTU NPUMEHSIIOTCS B OTHOLWEHMM SDK 1 KaknM 06pa3oM OHK
LLOSIXHbI MoMoraTh pa3paboTunkam 6e3onacHo MHTErpMpoBaTb SDK B NPUNOXEHUS.

Ecnu Bbl XoTUTE 006aBUTb CTOPOHHUI SDK, TO AOMXKHbI Y6EeAUTLCS B TOM, YTO €ro KO 1
peann3oBaHHble B HEM NPOLLECChHI HE HapyLatoT MpaBuna NPorpamMMbl Afs pa3paboTymkos
npunoxenun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun o6pabaTbiBatoT Nonb3oBaTesibckne
OaHHble. KpOMe TOro, cnepyet NnoHMMaTb, Kakne paspeleHna OHM NCNONb3YIOT, Kakne cBeaeHund
cobumpatoT 1 noyemy. MoMHKTE O TOM, YTO C60p M 06PaboTka NONBL30BATENBCKUX AaHHbIX CO CTOPOHDI
SDK AO/MKHbI COOTBETCTBOBATb MNONINTUKE NPUNOXKEHUS.


https://support.google.com/googleplay/android-developer/answer/9888380

YT106bl HE AONYCTUTb HAPYLIEHWUI, U3YUYNTE BECb TEKCT CriedytoLlmx NpaBui n 06patnute BHUMaHUE Ha
aKTyanbHble TPe6OBaHUS B OTHOWEHMM SDK, KOTopble NPUBELAEHbI HUXE.

MpunoxeHns, KoTopble 63 pa3peLleHns Nob3oBaTeNs NoyyatoT root-goCTyn Yepes NoBbiWEHNE
npuBKNErni, oTHOCATCA K kateropum "MonyyeHue root-gocTyna'.

LWnnoHckoe MO

lWnnoHckum MO HasbiBalOT BPELOHOCHOE NPUIIOXEHWE, KO, NN NOBELEHME, KOTOPbIE MO3BONSOT
cobupatb, Nony4YaTb UK NepefaBaTh TPETbMM NULLAM JaHHbIe NOSIb30BaTENS UM YCTPONCTBA, Koraa
3TO He CBA3aHO C GYHKLMAMM, COOTBETCTBYIOWMMMN NPaBUIaM.

K wnunoHckomy MO TakXe OTHOCUTCS BPEAOHOCHBIN KOL, UM NOBEAEHNE, KOTOPbIE MOTYT CYMTATLCS
cnocobamMu Cnexku 3a Nnosnb3oBaTeNieM Uin NosyyatoT faHHbIe He YBELOMISS Ero U He nonyyas ero
cornacus.

Bbl MOXETE 03HAKOMUTBLCS C NOSIHON BEPCUEN NPAaBUI B OTHOLLEHUU WNMOHCKoro [10.

HapyLeHne npaBui B OTHOWEHMM WNMOHCKOro MO 6yaeT cumtaTbes Bbl3BaHHbIM SDK, B YaCTHOCTH, B
cnepyrwmnx cny4vaax:

*+ €cnv B NpunoxeHun ncnonbayetcs SDK, KOTOpbIV NepefaeT faHHble U3 ay[Mo3anvcent Unmn 3anucemn
3BOHKOB, KOF4a 3TO He CBA3aHO C QYHKLMSMM, COOTBETCTBYIOLUMU NPaBUIam;

+ €CNY B NPUIIOXEHUM UCTIONb3YeTC BPEAOHOCHbI CTOPOHHUI Kof, (Hanpumep, SDK), koTopbii
nepefaeT faHHble C yCTPONCTBA HEOXMAAHHbBIM [/ MONb30BaTENs CNOCOOOM U/UNN He YBEL,OMIISAS
€ro ¥ He Nnoryyas ero cornacus.

MNpaBuna B oTHOWEHUM HexenaTenbHoro MO pgns MOBGUNBbHBLIX YCTPOUCTB

MoHsTHas ¢YHKL|VIOHa.I'IbHOCTb U ABHO€ pacKpbiTue MH¢OpMaU,VIVI

JTiobon Kof [OMKEH UCMOSHATL BCE, YTO 0beLl,aHo Nnonb3oBaTesto. NpuioXeHns 4OMKHbI BbiNOMHATb
BCE 3asBNEHHblE GYHKLMM 1 HE OOMKHbI BBOAMTL NONb30BaTENEN B 3abyXaeHMe.

Mpumepbl HapyLieHuiA:
* MOLIEHHNYECTBO C PEKSTAMOMN;

¢ coumnanbHasga UHXeHepu4.

3awmTa nosib3oBaTeNbCKUX JaHHbIX

MOHATHO 1 NoAPOBHO paccKaXnTe 0 TOM, Kak NPUIOXEHWE NoyyaeT QOCTYN K JIMYHbLIM 1
KOHOUAEHUMANbHbIM JaHHbIM NOJIb30BaTENS, Kak OHO X cobupaeT, Ucnonb3yeT 1 nepepaeT. Mpu
paboTe ¢ Takon nHdopmaumnen HeobxoanMo cobnogaTe BCe NPUMEHVMbIE NPaBuia B OTHOLEHUN
NoNb30BaTENIbCKUX AaHHbIX, @ TaKXe NPUHUMaTb Mepbl MPEAOCTOPOXHOCTM AN 3alWMTbI STUX
CBEeEeHUN.

MNpumepbl HapyLWweHun:
« c6bop paHHbIX (wnuoHckoe MO);
+ HapyLUEHME OrPaHUYEHHbIX Pa3peLleHm.

O3HaKoMbTECh C MOMIHOW BEPCUEN NpaBuUsl B OTHOWEHUN HexenaTtenbHoro MO gns MobunbHbIX
YCTPOWCTB.

MpaBuna B OTHOLWEHMM 311I0ynoTpebrieHus pecypcamMm yCTPOUCTBA U CETH

3anpeLatoTcst TPUNOXEHUs, KOTopble HapyLaloT paboTy YCTPOMCTBA NOMb30BaTeNs, APYyrux
YCTPOWCTB, KOMMbIOTEPOB, CepBeEPOB, ceTer, APl unu cepeucos (BkNouas Apyrve npunoxeHns Ha
yCTpOWCTBE, cepBuCbl Google 1 ceTn onepaTopoB CBA3M), a TAKXKE BMELLMBAKOTCS B UX PaboTy,
MoNyYatoT HECAHKLMOHNUPOBAHHBIV JOCTYMN K HUM WA BPERST MHBIM 06pa3oM.


https://support.google.com/googleplay/android-developer/answer/9888380
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MpUNoXeHWs N CTOPOHHWUM kop, (Hanpumep, SDK), ncnonb3aytolne MHTEPNPETUPYEMbIE 3bIKU
(JavaScript, Python, Lua u T. fi.), KOTOpble 3arpyxatoTcs BO BpeMs paboTbl (a He 3arpyxeHsl B
NPUNOXeHNe N3HaYabHO), He AOMKHbI HapywaTb npasuna Google Play.

3anpelLleHo UCnonb3oBaTb KOA, KOTOPbIN CO30aET UM UCMOSb3YeT yI3BUMOCTU 6E30MacHOCTHU.
ViHpopmaL s 0 caMbix akTyasbHbIX MPo6nemMax 6e30MacHOCTH COREPXMTCS B Halwel Nporpammve
MOBbILIEHWS 6E30MACHOCTM NPUNOXKEHNI AN Pa3pPaboTUMKOB.

O3HaKoMbTECH C MOMHOW BEPCUEN NMPaBuil B OTHOLWEHU 3M10yNOTPEGNEHNS PecypcaMmn YCTPONCTBa U
cetu.

MpuMepbl HapyLLeHWI, Bbi3BaHHbIX NpuMeHeHueM SDK

+ MpunoxeHne NpefoCTaBnseT yCnyr MPOKCU-cepBepa TPETbUM NnLaM (KpOMe CryyaeB, KOraa aTo
SBNSETCA OCHOBHOW GYHKUMEN MPUSTOXEHWS).

+ B npunoxeHve nHterpupoBaH SDK, KOTOPbIN CKauMBaET UCMONHAEMbIN Kog, (Hanpumep, DEX-darinbl
WNU HaTWBHbIV Kop) He 13 Google Play.

+ B npunoxeHune nHterpmuposaH SDK, KOTOpbIN cOpepXMT KoMnoHeHT WebView ¢ nHtepdencom
JavaScript, 3arpyxatowmin HeHagexHbln Be6-koHTeHT (Hanpumep, URL ¢ npoTtokonom HTTP) unu
HenpoBepeHHble URL, MONyYeHHbIe N3 HEHAAEXHbIX UCTOYHMKOB (Hanpumep, URL 13 HeHageXHbIX
06bekToB Intent).

+ B npunoxeHune nHterpupoBaH SDK, KOTOPbIN COREPXKMUT KOA, NCMONb3YeMbIN AN OBOHOBMIEHUS
cobcTBeHHOro APK.

+ B npunoxenune nHterpmposaH SDK, KOTOpbIN ckaumBaeT ¢aitsibl Yepes He3alULeHHoe coeauHeHne,
YyeM nofeepraeT pucky 6e3onacHOCTb NOb30BATENS.

+ B npunoxenun ncnonbayetcs SDK ¢ KOLOM, KOTOPbIV NMO3BOMSET CKauyMBaTh UM yCTaHABNMBATb
NPUNOXEHNS U3 HEN3BECTHbIX NCTOYHMKOB BHE Google Play.

+ B npunoxeHue nHterpupoBaH SDK, KOTOpPbIV UCMONb3YET akTUBHbIE CIyX6bl 663 060CHOBaHHOM
MPUYMUHBI.

+ B npunoxeHue nHterpmpoBaH SDK, KOTOPbIN UCMONb3YeT akTUBHbIE CIYXObl B LIENsX,
COOTBETCTBYIOLWMX MpaBMiaM, Ho He 0ObsBNeH B dpanne maHudecTa.

MNpaBuna B OTHOWEHUMU BBEAEeHUSA B 3abnyXxgeHue

Mbl 3anpeltaemM ny6nMKoBaTb NPUNOXEHUS, KOTOPbIE MbITalOTCS BBECTU NONb3oBaTeNel B 3abnyxaeHue
MM cnocobCTBYOT He[OBPOCOBECTHON AEATENBHOCTH, BKIOUYAs MPUIIOXKEHWS, 3asBEHHbIe GYHKLUN
KOTOPbIX HEBO3MOXHO peanM3oBaTh Ha yCTponcTee. MIHdopMaLms 0 NPUNOXEHNM, ero OnncaHue, a
Takxe $pOTO 1 BUAEO JOSIKHbI COOTBETCTBOBATL €ro GpYHKLMOHAIbHOCTU. MPUIOXEHNS HE JOMKHbI
UMUTUPOBATb GYHKLUM UK NPedynpexaeHns onepaLoHHON CUCTEMbI U ApYrux nporpamMm. Jlobbie
N3MEHEHMNS HACTPOEK YCTPOWMCTBA AOMKHbI MPOM3BOAMUTLCS C BEAOMA U COrnacus nonb3oBaTens.
KpoMme Toro, y nosib3oBaTens fomkHa 6blTb BOSMOXHOCTb OTMEHUTb N3MEHEHUS.

O3HaKOMbTECh C NOMHON BepCcuen npasusl B OTHOLWEHWN BBELEHWS B 3a05yXaeHNe.

np03pa‘-lHOCTb noeefneHus

Monb30BaTENSAM AOMKHO BbITb MOHATHO, YTO AENAET Balle NPUMIOXEHUE. He NCMONb3yTE B HEM
CKpPbITble, HEAKTMBHbIE UM HE3aL0KYMEHTUPOBaHHbIE GYHKLMW. 3anpeLleHo nbiTaTbes n3bexaTb
NPOBEPKM MPUSIOXEHNIN KaKMMU-TIMBO cnocobamun. YTobbl obecneuntb 6e30nacHOCTb NoMb3oBaTeNEN,
LLeNOCTHOCTb CUCTEMbI 1 COOTBETCTBME NPaBuiaM, MOXET NOTPeboBaTbC AOMNONIHUTENbHAS
NHdOPMALMS O NPUNOXEHNN.

Mpumep HapylueHus, cBi3aHHOro ¢ NpuMeHeHueMm SDK

+ B npunoxeHve nHterpmpoBaH SDK, nossonsiowmii n3bexartb NPoBEPKU NPUNOXEHNI.

Kakue npasuna Google Play pns paspaboTunkoB 06bI14HO CBSi3aHbl C HAPYLUEHUSMU,
Bbi3BaHHbIMU NpuMeHeHueM SDK?


https://developer.android.com/google/play/asi.html#campaigns
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YOOCTOBEPBLTECH B TOM, YTO BECb CTOPOHHUIA KOA, KOTOPbIA UCMOSb3YET Balle NPUIOXEHME,
cooTBeTcTBYeT [paBnnam nporpammbl Ans paspaboTtunkos B Google Play. [1ns atoro nsyuute
cnepylLme MaTepuansi:

» [MpaBuna B OTHOLIEHUM NONb30BATENbCKNX BaHHbIX

+ PaspeleHuns n APl ¢ LOCTynoMm K KOHbUAEeHUNansHoM nibopmaumnm

« MpaBuna B OTHOLEHNM 310YyNOTPEBNEHNS pecypcamMmn yCTPOMUCTBA U CETU

» BpepoHocHoe MO

« HexenatenbHoe MO pns MOBGUNbHbBIX YyCTPONCTB

- MporpamMmMa caMoCTosATENbHOM cepTUdMKaL MM peknamHbix SDK B NpUNOXeHWsX Afis BCEN CEMbM
« lNpaBuna pasmMelleHns peknambl

- BBeneHuve B 3abnyxaeHve

« MpaBuna nporpammsl i pa3paboTunKoB NpunoxeHun B Google Play

Bbilwe nepeyncneHbl npaBuna, KOTopble He cobniogatoTcs Yale Bcero. OfHaKo 13-3a HEHAZEXHOrO
kofa SDK Balue NpunoXxeHne MoXeT HapyLNTb U OPYyroe NpaBuio, He BoWweLwee B 9TOT CMUCOK.
MN3yyanTe npaBuna NofnHOCTbIO U CNefUTe 3a UX OBHOBNEHMSMU. Belb UMEHHO pa3paboTumk
NPUNOXeHNs HECET OTBETCTBEHHOCTb 3a TO, YTO6bl SDK 06pabaThiBani faHHbIe NPUITOXEHNS B
COOTBETCTBUM C MpaBUamMu.

MoppobHy NHPOPMALMIO MOXHO HANTK B HaweM CrpaBOYHOM LIEHTPE.

BpenoHocHoe 10O

OcHoBHOWM NpuHLUKMM NpocTon: akocucTeMa Android, Bkntovatowas Google Play n yctponcTtsa
nonb3oBaTesNiel, He LOSXKHa NOABEPraTbCs BO3AENCTBUIO BPeROHOCHOrO MO. PyKoBOACTBYSCb UM, Mbl
cTapaemcs fenatb akocucteMmy Android 6e3onacHom ans nonb3oBaTenen n nx yctponcts Android.

BpenoHocHbIM MO cumTaeTcs Nto6om Kof, KOTOPbIN MOXET NMPEACcTaBNsTb yrpo3y A1 Nob30BaTens, a

TaKXe ero faHHbIX UK yCTponcTB. Hanpumep, K BpegoHocHOMyY MO 0THOCATCS NOTEHLUMANbHO
onacHble npunoxenus (MOM), a Takxe UcnonHaemblie daiibl U MogudrKaLn GpPenMBOPKOB,
OTHOCSILLMECS K TAKUM KaTeropusaMm, Kak TPOSHCKME NPOrpaMMbl, GULLIMHIOBOE v WwnnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABNSEM HOBbIE KAaTEropUN.

ATW NpaBuna Takxe NPYMEHSIIOTCH K CTOPOHHeMY kofy (Hanpumep, SDK), KOTOpbIN BKIKOYEH B
NPUNOXEHNE.

BpenoHOCHble NpOrpaMMbl MOTYT Pa3nmMyaTbCs Mo TUMY WM NPUHLMNY ENCTBUS, HO, KaK NpaBuIo,
npecnemyroT kakue-nnmbo 13 cregyowmx uenem:

+ BMeLIaTeNbCTBO B paboTy YCTPONCTBA NONb30BaTENS;
* MOJlyYeHVe KOHTPOS Haf, yCTPONCTBOM NMOMb30BaTeNS;

* BbIMOMHEHWE YAaNEeHHbIX ONepaLiA, NO3BONSIOWMX NOMyYaTb JOCTYMN K 3apaXEHHOMY YCTPONCTBY
WU KaKUM-1M60 06pa3oM UCMoNb30BaTh €ro;

* nepepava nepCoHanbHbIX NN YYETHbIX OaHHbIX C yCTpOl;ICTBa 6e3 BeOoMa M cornacud nonb3oBatens;

* paccblfika ¢ 3apaxeHHOro YCTPOMCTBA Crnama Wy KOMaHf, KOTopble 3aTparvMBatoT apyrune
YCTPOWCTBA UK CETH;

* MOLUEHHMYECKME AENCTBUS MO OTHOLLEHMIO K MONb30BaTENHO.

MPUNOXeHNs, UCMOMHAEMbIE dannbl U MOgUdUKALMN GPENMBOPKOB, Laxe ECNM OHWU U3HAYANbHO He
6bInV co3aHbl C BPELOHOCHbBIMY LEEMSIMI, MOTYT CUMTATbCS MOTEHLMANIbHO OMACHbIMU U NPeLCTaBNsaTh
yrposy ang nonb3osaTens. [1eno B TOM, YTO OHU MOTYT [eCTBOBaTb NO-Pa3HOMY B 3aBUCUMOCTM OT
uenoro psafa ¢akTopoB. KOMNOHEHTbI, KOTOPbIE MOTYT NPEACTaBAATb PUCK AJ1 OLHUX YCTPONCTB

Android, coBeplueHHO 6e3BpefHbl ANs Apyrux. Hanpumep, Bpe[oHOCHbIE NPOrpaMMBbl, UCMOMb3YoLWme
ycTapesLwme API, He CTaHyT yrpo30oi AN19 YCTPOWCTB, Ha KOTOPbIX yCTaHOBMEHa nocneaHss sepcusa OC
Android, B oTAnumne oT yCTPOUCTB C boree paHHUMYK BePCUAMU. [TPUIIOXKEHWS, MCMONHAEMble dalinbl 1


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
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mMopudmKaLm GpenMBOPKOB NOMEYAIOTCS KaK BPEAOHOCHbIE MM MOTEHLMANIBHO OMACHbIE, €CI OHU
NPEeACTaBNAIOT ABHYIO Yrpo3y A8 HEKOTOPbIX UMW BCEX NONb30BaTenen u yctponcts Android.

Mbl XOTWM, YTOBbI Halla akocMcTeMa Obinla 6e30MacHOM, MOCTPOEHHOW Ha MHHOBALMSX U [OBEPUM, a
TakXXe YToObl MOIb30BATENN NOHMMANN, KaK UMEHHO 3/I0YMbILLIIEHHMKM MOTYT 3KCMTyaTUPOBaThb UX
yCTpOWCTBa. IMEHHO NMO3TOMY Mbl MOATOTOBUM ONUCAHNE KaTeropuii BpepoHocHoro MO.

MoppobHyto HGOPMaLMIO MOXHO HaNTK Ha canTe Google Play 3awwuTsl

Bakgopel

Kog, KOTOprVI no3BondeT yaaneHHO BbINOJIHATb Ha yCTpOl‘/lICTBe HeXenaTtenbHble, NOTEHLNaNbHO
onacHble onepauunn.

Takune onepaLmmn MOryT BKHOYATb MPOLECChI, U3-33 aBTOMATUYECKOro BbIMONHEHUS KOTOPbIX
NPUNOXeHWe, NCnonHaemMbln dann nnn mogudrkaums bpermeopka nonageT B Apyrue Kateropum
BpenoHocHoro MO. B uenom 6akgop — 370 cnocob, ¢ NOMOLLbIO KOTOPOro NOTEHLMaNbHO OnacHble
onepaumm MoryT 6biTb BbINOSIHEHbI Ha YCTPOMCTBE. [T03TOMY 63KA0P CIOXHO NOCTaBUTbL B OQUH PSA, C
TakKMMU KaTeropnamu, Kak MoleHHN4YeCkoe cnncaHne CpeacTs nian KOMMepyeckoe WMNMOHCKoe Mo.B
pesynbrate Google Play 3awuta npu onpegeneHHbix 06CTOATENLCTBAX MOXET NOCYMTaTb Habop
63KA0POB YSI3BMMOCTbIO.

MoLlleHHnYyeckoe cnmcaHmne cpencTs
Kog, KOTOpbIf NPUBOAMUT K aBTOMATMUYECKOMY CMUCaHUIO CPEACTB Nofb30BaTeNs 06MaHHbIM Coco60oM.

CyLlecTByeT TpU KaTeropmm MOLLEHHNYECKNX CNIMCAHUIN CPEACTB Yepes onepaTopoB MOBUTbHON CBA3N:
SMS- 1 TenepoHHOE MOLLEHHMYECTBO, @ TaK)KE MOLIEHHUYECTBO C 0DOPMIEHNEM NOAMUCKMN UK
OMnaTon KOHTEHTA.

SMS-moleHHn4ecTBO

B aTOM cnyyae kop NpyvBOAUT K OTNpaBke nnaTHbIx SMS 6e3 cornacus Nonb3oBaTeNs UM CKpbiBaeT
cornalleHus, cogepxatime nHpopmaunto o nepegade SMS, nnm coobLieHus, B KOTOPbIX ONepaTop
CBA3U yBEeOOMNAET O CnNMcCaHnn CpeacTB Unu noaTeepXxnaeTt ocpopMneHme NoANNCKMW.

BbiBaeT, UTO KO HE CKPbIBAET OT NOMb30BaTENs OTNPAaBKy COOBLEHNIA, HO cnocobeTByeT SMS-
MOLUEHHWYECTBY APYrMMM NyTaMU. MprMepbl: COKPbITUE OnpefeneHHbIX Pa3fernoB CornalleHms ¢
nHoopmaLmen o nepegaye SMS nnv npencTaBneHne aTMX PA3fenoB B HEUMTAaEMOM BUaE, BrIOKMPOBKa
COO06LLEHWIA, B KOTOPBIX ONEPaTOP CBA3U YBEAOMIISET NOSb30BATENS O CMMCAHUM CPELCTB UMK
noaTBepPXAaeT NOAMUCKY.

MowweHHn4ecTBo cO 3BOHKaMu
B aTtom cnyvae Ko npmnBOAUT K 3BOHKaM Ha niiaTHble HOMepa 6e3 cornacus nonib3oBaTens.

MowweHHNYeCTBO ¢ OPOPMIEHNEM MOZMUCKU TN OMNIATOVN KOHTEHTa
B aTOM cryyae Kop, McrnosnbayeTcs AJfis Toro, YTobbl 06MaHHbIM MyTeM 3aCTaBWUTb YENOBEKA MPUOBPECTH
NOANUCKY MW OMNaTUTb KOHTEHT Yepes onepaTopa MOBUIIbHOM CBSA3U.

K aTol KaTeropum oTHOCSTCS BCE CMNCAHWUS CPERCTB, KPOME TeX, KOTOPbIE Bbl3BaHbl MiaTHbIMU SMS 1
3BoHKaMu. Mpumepsl: onnaTta yepes onepaTtopa unm no npotokony WAP 1 nepegaya MUHYT MOBUIIbHON
cBs3u. MoweHHnyecTBo ¢ WAP 0cobeHHO pacnpocTpaHeHo. OHO MOXEeT UCMOoNb30BaTbCs Al TOro,
4yTOBbI 06MaAHOM 3aCTaBWTb YeNIOBEKA HaXaTb KHOMKY B HE3aMETHO 3arpy>XatoLeMcsi TPO3payHOM
KoMrnoHeHTe WebView. B pesynbrate nognucka odopmnsetcs, a SMS nnm nMcbMo ¢ NOATBEPXAEHNEM
TpaH3aKuuW nepexeaTbiBaeTCsl, YTOObl NONb30BaTENb HE Y3HAN O CMUCaHUN CPEACTB.

MO pnsa npecnenoBaHUs

MporpaMMHbIN KOA, KOTOPBIN B LEMSIX MOHUTOPUHIa COGUPaeT NEPCOHanbHbIe MW KOHPMAEHLaNbHbIE
noNb30BaTeNIbCKME faHHblE C YCTPOWCTBA M NEPEdaET UX TPETbUM NINLAM (KOMMNAHUSM UMK


https://developers.google.com/android/play-protect/potentially-harmful-applications
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dU3MYECKMM NnLam).

MpPUNOXeEHMS [OMKHbI PAcKPbIBaTh MHPOPMALMIO M NOMYyYaTb COrnacue B COOTBETCTBUM C NMPaBuUiaMu B
OTHOLIEHU NOb30BATENbCKMUX AAHHbIX

PekoMeHpaLun B OTHOLIEHUN ﬂpVIIIO)KEHVIﬁ ANna MOHUTOPUHIa

EAUHCTBEHHBIMU NPUEMAEMbIMU MPUNOXEHUSIMU NSt MOHUTOPYVHIA SBNSHOTCS MPUNOXEHNS,
npefHa3HaYeHHbIe AN POAMTENBCKOrO UM KOPNOPATUBHOIO KOHTPONS. Mpy 3TOM BOMXHbI MOMHOCTHIO
cobnofaTbCs NPUBEAEHHbIE HIXE TPEeOOBaHMS. C MOMOLLbIO 3TUX NPUITOXEHNUI 3anpeLLaeTcs CNEANTb
3a Apyrumu nuuamu (HanpuMep, 3a Cynpyrom uUnm Cynpyromn) gaxe ¢ BeAoMa 1 Coriacus Takvx nuu u
Mpw YCroBMM NMOKa3a yBEAOMIEHUS O nepefaye MHPopMaLMn. YTobbl 06BABKTb, YTO NMPUIOXKEHNE
UCnonb3yeTcs A5 MOHUTOPWHIA, B danne MaHndecTa HEOBXOAMMO yka3aTb napameTp
IsMonitoringTool.

anIJ'IO)KeHVIFI Ang MOHUTOPWHIa AOJIXXHbl COOTBETCTBOBATb NEpPEYNCNEHHbIM HUXE Tpe6OBaHVI9IM.

+ B onvcaHum npunoxeHus He [OMKHO FOBOPUTBLCS, YTO 3TO WNMOHCKoe MO UK UHCTPYMEHT Ans
CEKPETHON CNEXKMN.

. |_|pVIJ'IO)KeHVI$| He OOJ/KHbI CKpbIBaTb CBOU CI)yHKLLI/IVI OoTCnexnBaHM4a UM BBOOAUTb NMONb30BAaTENA B
3abnyxaeHue no aTomMy Nnoeogy.

+ Bo BpeMs paboTbl TaKMX NPUAOXKEHU BOMKHbI MOCTOSIHHO OTOBPaXaTbCst YyBEAOMIIEHME O TOM, YTO
MPUNOXEHVE 3aMyLLEeHO, U YHUKAbHbIA 3HAYOK, MO3BONSIOLLMIA OAHO3HAYHO MAEHTUOULMPOBATD
npunoXeHue.

+ B onucaHum npunoxenus B Google Play LomkHbl yOMUHATLCS €ro GYHKLUM MOHUTOPUHIA UK
OTCNEXMBaHMS.

+ B npunoxeHusx n Ha nx ctpaHuuax B Google Play He fonHO 6biTb CNOCO6OB aKTUBMPOBaTh
dYHKU MM, HapyLwatoLwme aTn npasuna, Unn NonyyYnTb JOCTYN K TakuM GyHKUMaM. Hanpumep,
3anpeLLeHbl CChINKM Ha HEe COOTBETCTBYIOLME TpeboBaHuam APK-daiinbl, pa3melleHHble He B Google
Play.

+ MpunoxeHns [OMKHbI COOTBETCTBOBATb AENCTBYIOLEMY 3aKOHOAATENLCTBY. Bbl HECETE NOJHYO
OTBETCTBEHHOCTb 3a COBNIOAEHNE 3aKOHOB CTPaHbI, FAe Balle NpunoXxeHue dynet
pPacnpoCTPaHATbCS.

MoppobHyto nHGOpPMaLMIO Bbl HAMAETE B CNPABOYHOM CTaTbe 06 Mcnofib3oBaHMK dnara
isMonitoringTool

ATaka Tuna "oTka3 B o6cnyxusaHum" (DoS)

Kop, KOTOpbIV He3aMeTHO A8 NoMb30BaTeNs 3arnyckaeT aTaky Tuna "oTka3 B o6cnyxunsaHumn” (DoS)
WNU NPUHMMAET yyacTue B pacrnpefeNleHHON aTake Takoro TUna, HanpaBneHHON Ha Apyrve CUCTEMbI 1
pecypcsl.

Mpumep: oTnpaska 6onbluoro konnyectsa HTTP-3anpocoB Afg co3faHna Ype3MepPHON HarpysKku Ha
yOaneHHble cepaepbl.

3arpysumku BpegoHocHoro MO
Kop, koTopbIn cam no cebe 6e3BpefeH, HO CKaumMBaeT Apyrue noTeHLnanbHO ONacHbIe MPUIOXEHMS.
Kop MOXeT 6bITb 3arpy34ymMkom BpegoHocHoro MO, ecniv BbINONHAETCH XOTA 6bl OQHO M3 YCNOBUIA:

¢ €CTb OCHOBaHW4 CYMUTaTb, YTO OH CO34aH ANd pacnpoCTpaHeHUda NoTeHUanbHO ONacHbIX
I'IpVIJ'IO)KeHI/IVI, CKauyMBaeT Takmne npunoxeHusa nnn coaepxxmnT Koa, KOTOprVI MOXET CKaynBaTb 1
YCTaHaBNMNBaTb NMPUNOXEHUSA;

¢ Kak MUHUMYM 5% I'IpVIJ'IO)KeHVIl‘/‘I, CKa4aHHbIX 3TUM KOOOM, 4BNAOTCA NOTEHUMaNbHO ONaCHbIMU (TO

€CTb NpY MUHMManbHOM nopore B 500 ckayaHHbIX MPUNOXEHUN [OMKHO BblTb OBHAPYXEHO XOTS Obl
25 noTeHumanbHO OnacHbIx).
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Begnywme 6paysepbl M NpUnoxeHns ong obMeHa pannamm He CUMTalOTCa 3arpy34nmkaMm BpegoHOCHOMO
no, ecnu:

¢ CKaumBaHMe B HUX HE 3anyCcKaeTcd 6e3 y4yacTung nonb3oBaTend,

¢ CKadmBaHMe NnoTeHUManbHO onacHbIX I'IpVIJ'IO)KeHI/IVI HaYMHaEeTCd TONbKO nocne Toro, Kak
nosib3oBaTesb AaeT Ha 3TO cornacue.

Yrpo3a pns yctponcTB He Ha 6a3e Android
Kop, noTeHLManbHO onacHbIn ans gpyrux nnatdopm.

MpunoxeHus ¢ Takum KogoM 6e3onacHbl Ans ycTponcTts Android 1 ux nonb3oBaTenem, Ho cogepxat
KOMMOHEHTbI, KOTOPblE MOFYT HAHECTW BPe[, APYr1M nnatdopmam.

OuUwnHr

Kog, I'IOJ'Iy‘-IeHHbIVI AKOObl U3 HaOeXHOoro NCTo4YHuMKa, KOTOprPI 3anpawmnBaeT y4YeTHble U NNaTeXHble
OaHHble NoNb30BaTeNd, a 3aTeM nepefaeT Ux ToeTbM Nnuam. K aTon xe KaTeropmm oTHOCUTCA Kopa,
KOTOprVI nepexBaTbiBa€T y4€THbIE [JaHHbIE NPU X Nepeaye.

O6bIYHO GULLMHTY NOABEPralOTCS HOMEPA KPEeAUTHbIX KapT, @ TakXKe yYeTHble AaHHble A1 akKayHTOB B
6aHKOBCKMX CUCTEMAX, Urpax 1 coLManbHbIX CEeTSsIX.

MoBbIWEeHME NpUBUIErNIA

Kop, KOTOpbIV HapyLllaeT LenoCTHOCTb CUCTEMBI, MPOHUKaa B TECTOBYIO cpefy, nony4yas 6onee BbICOKMN
YPOBEHb MPUBUNETUIN UM N3MEHSAS UM OTKIOYas JOCTYN K OCHOBHbLIM GYHKLMAM, CBA3aHHbIM C
6e30MacHOCTbIO.

Mpumepsbl:
+ MpunoxeHus, KOTOpble HapyLIaloT Mofenb paspelleHunit Android unu kpagyT yyeTHble faHHble (Takue
Kak TokeHbl OAuth) 13 gopyrux NpunoXxeHUn.

+ MNpunoxeHus, KOTOPbIE NPENATCTBYIOT YAAIEHWIO UM OCTAHOBKE bYHKLWN.

« MNpunoxeHus, KOTopble OTKoYaT Moaynb SELinux.

MpunoxeHus, KOTopble 6e3 paspeLleHns NoNb3oBaTeNs NoNy4YatoT root-4oCTyn Yepes NoBblleHNe
NPVBUNErNIA, OTHOCATCS K KaTeropum “lMonydyeHune root-gocTtyna'.

MporpamMmbl-BbIMOraTenm

Kopg, KOTOpbIV MosiyyaeT NOsHbIA WU YaCTUYHbIA KOHTPOMb Hafg, YCTPONCTBOM UM AaHHbIMM Ha HEM U
TpebyeT, 4Tobbl 415 BOCCTAHOBNEHMS [OCTYrMa Nofib30BaTe b 3aniaTu AeHbr1 UK BbIMOMHU Kakoe-
nmbo gencTsme.

HekoTopble 13 Takux Nporpamm WrdpytoT faHHbIE HAa YCTPONCTBE U TPebyIoT AEHbIM 33 UX
pacLWndPOBKY U/WUMK NOMYYaloT NONHOMOUNS aAMUHUCTPATOPA, YTO HE NO3BOMSET NONb30BATENIO
yAanuTb NporpaMmmy-BbiMoraTenb. Mpumepsi:

+ MporpamMmbl, KOTOpPblEe BNOKUPYIOT NONB30BATENIO AOCTYM K YCTPOWCTBY M TPEBYIOT AEHbIM 33 ero
BOCCTaHOBJIEHNE.

+ Mporpammbl, KOTOpbIE WNPPYIOT AaHHbIE M TPEBYIOT NnaTy 9Kobbl 3a MX PaCLUMBPOBKY.

+ MporpaMMbl, KOTOpPbIE NONYYaKOT AOCTYN K MEHEAXKEPY NPaBU YCTPOMNCTBA, U3-3a Yero
NoNb30BaTeslb HE MOXET YAANUTb 3TW NPOrPaMMbl.

Kog, pacnpocTpaHseMblii BMECTE C YCTPOWCTBOM, NPEfHa3HaYeHHbIN B NEPBYIO ouepenb AN
MPUBMNErMPOBAHHOIO YNPaBieHWs YyCTPOMCTBOM, MOXET 6biTb UCKIOYEH U3 KAaTeropmnn NporpamMm-



BbIMOraTesiel, eCnv OH COOTBETCTBYET TPeB6OBaHMAM K 6€30MacHOCTM 6MIOKUPOBKM U YNpaBleHus, a
TakXe K packpbITUO MHGOPMALMK 1 NMONYYEHNIO Cornacus nonb3osaTenei.

MNonyyeHune root-gocTtyna
Kog, KOTopbIn nosly4YaeT root-gocTyn K yCTPONCTBY.

Takon Kof, He Bcerga sIBNsieTcs BPeLOHOCHbBIM. K npuMepy, HEKOTOPbIE NMPUIOXEHUS 3apaHee
npenynpexaatoT Nofib30BaTeNs O TOM, YTO MOJlyyaT root-fOCTyN K YCTPOWCTBY, U HE BbIMOSTHAOT
LPYrux onacHbIX AEUCTBUN, XapakTePHbIX A8 MOTEHLMANBHO OMACHbIX MPUNOXEHWUN.

BpenoHOCHbIe NPUIOXEHUS He YBEAOMIISIOT NONIb30BaTENs O TOM, YTO OHU NOMyYaT root-gocTyn K
YCTPOWCTBY, UM YBEAOMIISIOT, HO TakXXe BbINOMHSAOT ApYyr1e 4eNCTBUS, XapakTepHble ANs
MOTEHLMANBHO ONACHbIX NPUNOXEHWI.

Cnam

Kop, KOTOpbIN OTNPaBsSeT HeaanpalwmnBaeMble COOBLEHNS KOHTAKTaM MOJb30BATENS U UCTIONb3YET
YCTPOMCTBO B KQUeCTBE PETPAHCIATOPA NMUCEM CO CMaMoM.

LLInnoHckoe MO

LnuoHckum MO Ha3biBaOT BPeLOHOCHOE MPUIOXEHWE, KO U BENCTBUS, KOTOPbIE MO3BOSIAOT
coburpaTb, packpbiBaTb MU NepefaBaTb TPETHMM NIMLLEAM LaHHblE MONb30BATENS UMW YCTPONCTBA, He
CBS3aHHble C GYHKLMSMU, COOTBETCTBYIOLWMMM NPABUIaM.

K wnuoHckomy MO Takke OTHOCUTCS BPELOHOCHLI KO UIM NOBEAEHNE, KOTOPbIE MOTYT CUMTATHLCS
crnocobamMm Crexku 3a NoNb3oBaTeNEM UM NPUBOAAT K PAaCKPbITUIO AaHHbIX 6€3 ero cornacus unm
yBELOMIEHMS.

LLInnoHckne fencTeusa BKOYaT, MTOMUMO npovero:

¢ 3anncb ayano mnnu BbiI3OBOB Ha TenquOHe;
* KpaXy OaHHbIX I'IpVIﬂO)KeHMIZ,'

+ nepepavy faHHbIX C YCTPOMCTBA, KOTOpasi COBEPLIAETCH HEOXUAAHHbBIM 419 NOb30BaTENs
crnocobowm, 6e3 ero cornacus unv yBegoMIeH s 1 BbiNONHAETCS BPEAOHOCHBIM CTOPOHHUM KOJOM
(Hanpumep, SDK) B cocTaBe NPUNOXEHNS.

MpunoxeHns Takxe JOMKHbI COOTBETCTBOBATb BCeM [1paBunamM nporpammbl ans paspaboTymkos
npunoxeHun B Google Play, B TOM Ynicne CBS3aHHbIM C AaHHbIMK NOJIb30BATENEN U YCTPONCTB, TaknM
KaK npaBuna B OTHOLWEHMWN HexenaTesibHoro MO ang MobubHbIX YCTPOWCTB, NOMb30BaTEIbCKMUX
LaHHbIX U pa3peleHnin u APl ¢ BOCTYNoM K KOHGUAEHUMANbHON MHGOPMALIUK, a TakKe TPeboBaHMAM K
SDK.

TposiHCKME NPUNOXXEHUS

Kop, koTopbii kaxeTcs 6e3BpefHbIM (Hanprmep, 06bIYHON UFPOI), HO BbIMONHAET HEXeNaTebHble
LEVNCTBYWS MO OTHOLWEHWIO K MOMb30BAaTENHO.

ATa knaccudukaLms 06blYHO UCMONb3YETCH B COYETaHWUM C APYrMMU KaTeropuaMm NoTeHLManbHo
OMacHbIX NPUMOXeHN. TPOSHCKOE NPUNOXEHWE BbIMMSANT 6€3BPEHO, HO COAEPXMT CKPbITbIN
BPELROHOCHBIV KOMMOHEHT. Hanpumep, urpa, kotopasi B $OHOBOM pexrMe OTrnpaBnseT nnaTtHele SMS ¢
ycTponcTBa 6e3 Begoma nosb3oBaTens.

an/IMeLIaHI/Ie O HeOObIYHbIX NPUSTOXXEHUNAX


https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888170
https://support.google.com/googleplay/android-developer/answer/13323374
https://support.google.com/googleplay/android-developer/answer/13323374

Google Play 3awmta MOXET NOCUNTATb HOBbIE U PeLKME NMPUNOXEHWS HEOBbIYHBIMY NMPU OTCYTCTBUM
LLOCTaTOYHOro KONMYECTBA AaHHbIX, YKa3blBalOLWMX Ha 6€30MacHOCTb. STO HE 03HAYAET, YTO
NPUNOXeHMe ABNSEeTCS BPeOOHOCHbIM. Ho B Uncno 6e30nacHbix OHO CMOXET NMOMacTb TONbKO nocne
LLOMONHUTENBHOW NPOBEPKM.

[NpuMeyaHuve K kaTeropun "bakgopsbl”

BkntoueHue kofa B KaTeropuio 63KA0pOB 3aBUCUT OT TOrO, YTO MMEHHO OH AenaeT. YTobbl Kog
cunTancs 6aKpopPOM, OH [OSMKEH NO3BONSATL 3aMyckaTb NPOLECCHI, 3-3a aBTOMATUYECKOro
BbINOMHEHNS KOTOPbIX KOA, NOMafeT B APYryto Kateropuio BpegoHocHoro MO. Hanpumep, ecnu B
NPUNOXEHUN pa3peLleHa AMHaMMyeckas 3arpyska Koga U [UHaMUYECKn 3arpy>Kaemblii KOp U3BneKaeT
SMS, Takoe npunoxeHune byaeTt cuMTaTbCcst 63KAOPOM.

Ho ecnu B NpunoXeHUn pa3peLLeHo BbINOMHEHWE NMPOM3BOBHOMO KOAA U Y HAaC HET OCHOBAHWN
CUMTaTb, YTO STOT KOF, AO6ABMEH ANS BbINOMHEHUS BPELOHOCHBIX NMPOLIECCOB, Takoe NMPUOXEHNE He
ByLeT OTHeceHo K 63ka0paM. BMECTO 3TOro Mbl OTMETUM, UTO OHO UMEET YA3BMMOCTb, M MONPOCUM
pa3paboTumka yCTpaHUTb ee.

MoTeHumanbHo onacHoe 10O

MPUNOXEHNS U UTPbl, B KOTOPbIX GYHKLMW OTIMYAIOTCS OT 3aBNEHHbIX U CKPbIBAKOTCA Pa3fivyHbIMU
cnocobamu. Mopo6Hble NPOAYKTbI KaXyTcsl 6€30MacHbIMU MOSIb30BATENSM U MarasvHam NpunoXeHnn,
MOCKOMbKY pa3paboTunKy CKPbIBAOT NMOTEHLMASIbHO ONACHbIA KOHTEHT, Mackupys ero, UCrnonb3ys
0b6dycKaLmio U NOArpy>Xas Ko AUHAMUYECKN.

MoTeHumanbHo onacHoe MO noxoxe Ha Apyrve NporpamMmbl U3 TOW Xe KaTeropum, B 0COGEHHOCTM Ha
TposiHbl. OfHaKO OHO CKPbIBAET BPEAOHOCHOE COAEPXKUMOE MHBIMU CMOCOBaMMU.

Bbipava cebs 3a gpyroe nuuo

3anpeLleHbl NPUOXeHWs, KOTOPble BBOAAT B 3aby>XAeHWe nonb3oBaTernel, BoliaBas cebs 3a apyroe
nnuo (Hanpumep, Pyroro pa3paboTynka, KOMMAHWIO UM OPraHN3aLMIo) NN OPYroe NPUNoXeHue,
XOTS N0 GaKTy He UMEIOT K HAM OTHOLEHUs. He MCNonb3ynTe 3HaUYKK, ONUCaHUS, Ha3BaHWa U apyrue
3MEeMEHTbI, M3-3a KOTOPbIX MONb30BATENN MOTYT OWMBOYHO CUMTATb, YTO BaLle NPUIOXKEHUE CBA3aHO C
LPYTUM JIMLOM U NPUIOXKEHUEM.

BoT npuMepbl Hanbonee pacnpoCcTPaHEHHbIX HapYLLUEHUN:

+ Pa3paboTunk BBOAMT NONb30BATENS B 3ab/y)XAEHME OTHOCUTENBHO CBA3W C APYroM KoMNnaHnemn/
pa3paboTUYNKOM:
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(D HasBaHve KoMNaHUn-pa3paboTumka STOro NPUMOXKEHNS NPEANonaraeT opuLManbHYO CBA3b C
Google, xoTs 370 Henpaega.

+ 3HauKkK 1 Ha3BaHWS NMPUIOXEHUI BBOAAT MOJSIb30BATENS B 3a6Jy>XXAEHNE OTHOCUTENBHO CBA3U C
L,PYron KoMNnaHnen/pa3paboTynKkoMm:

@

(D B NpuAoXeHUn NCroNb3yeTcsl FOCYAapCTBEHHbIN repb, YTO CO3AAET NIOKHOE NPEACTaBNeHne O
TOM, UTO OHO CBSI3aHO C OpraHamu rocylapCTBEHHON BNacTy.

@ B NpuAOXKeHUN BCTPEYAETCS NIOrOTUM OpraHn3aLmm, M3-3a Yero nosib30BaTe M OWMB0YHO
CUMTaIOT, YTO ITO OPULMANEHOE NPUNOXKEHNE KOMMaHUN.

« HasBaHusa 1 3Haukun I'IpI/IJ'IO)KEHVIVI NOXOXW Ha Ha3BaHMNA N 3HAYKN OPYIrMX NpoayKTOB Ui CepBUCOB [0
CTeENEeHn CMeLleHna:
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(D B 3HauKe NPUIOXEHUS NCTONb3YETCsl TOTOTUM MOMYIAPHOrO CailTa, CBA3aHHOTO C KPUMTOBAIOTOW,
B pe3y/bTaTe Yero BO3HUKAET JIOKHOE NPEeACcTaBieHne O TOM, YTO 3TO ObuLMasbHbIA CalT.

(2 B 3Hauke NPUIoXeHUs BCTPEYaETCs Ha3BaHMe U repoi N3BECTHOTO cepuana, 13-3a yero
NoJb30BaTENN OLWMBOYHO MONAratoT, YTO OHO CBA3aHO C ATUM TEfeLoy.

. I'Ipvmox(eva NTOXXHO npencTaBfeHbl Kak oq>|/|u,|/|aanb|e OT UMEHN ﬂ,pyFOP‘I KOMnNaHun nnn nuua.

3anpeLiaeTcs NCNonb30BaTh Takue Ha3dBaHus, kak "OT Oumbl bunana”, "OduumanbHo OT Oumbl
BunaHa" 1 nogobHble, 6e3 COOTBETCTBYIOLWMX NPaB.

« MpunoxeHus HapywatoT npasunia drvpmeHHoro opopmneHuns Android

OTBeTbI Ha YacTo 3aaBaeMble BOMPOCHI O NPaBMIax B OTHOLEHWM Bblgaum cebs 3a gpyroe nmuo Bbl
HanpeTe B 9ToM cTaTthe CnpaBoYHOro LIEHTRA.

HexxenaTtenbHoe MO anga MoburbHbIX yCTPOUCTB

B Google Mbl npexae Bcero obpalaemM BHMMaHWE Ha TO, YTO HYXXHO nonb3osaTento. B MpuHumnax B
oTHoweHuu MO u MpaBunax B OTHOLWEHUM HexenaTenbHoro MO copepxaTtcs oblne pekoMeHgauum
onsa MO, obecneunBatowme ynobcTeo Ans nonbaosatenen. 3Tv npaBumia OCHOBaHbI Ha MpaBunax
Google B oTHOWEHMN HexenaTeNbHoro MO 1 nogyepKnBaoT NPUHLMMBLI 3kocKucTembl Android n Google
Play MapkeTa. MporpamMmHoe obecrneyeHne, KOTOPOE HapyLWaeT 3TN NPUHLMMbI, MOTEHLMANBbHO ONAacHO
Lns nonb3osaTenei. Mbl cTapaemcs 3almiaTth Ux OT NOJOOGHbIX MPOrpamm.

B I'Ipanmax B OTHOLIEHUWN HexenaTenbHoro MO oTMeYeHo, YTo HexenaTtesbHble nporpamMmsbl B
OCHOBHOM MMEIOT cnegyrouwme XxapaktepucTtnku:

OHW He COOTBETCTBYIOT OMNMCAHMIO, YEM BBOAST NoNb3oBaTenen B 3abnyxaeHue.

OHM ycTaHaBNUBAIOTCS OOMaHHbIM MyTeM (CaMOCTOATENBHO UMM BMECTE C APYTMMU NPOrpaMMamu).
OHM He coobLalOT NOMb30BATENO O CBOMX BaXHbIX QYHKLMNX.

OHWM BHOCST HEOXMO,AHHbIE N3MEHEHWS B CUCTEMY.

OHM cobupaloT nnu nepeparoT KOHPUAEHUMANbHYO nHbopMaL Mo 6e3 BegoMa nosb3oBaTens.

OHU cobupatoT Unu nepefaT KoHGUaeHUManbHyo nHdopMaumio Hebe3onacHbIM Cnocobom
(Hanpumep, He no npoTtokony HTTPS).

OHU yCTaHaBNMBAOTCA B KOMMNJEKTe C APYrMMU MporpaMmMamMu 6e3 BefomMa nonb3osaTens.


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html
https://support.google.com/googleplay/android-developer/answer/16341334
https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html

Ha MOBUbHbIX YCTPOMCTBaX NporpaMMHoe obecrneyeHne npeacTaBngaeT cobon kog B popme
NPUNOXeEHWs, ABONYHOTO daiina, MogudmrkaLnm ¢ppenmeopka u T. 4. YTobbl NpefoTBpaTNTL BPeA,
HaHocKMbIN TakuMm MO, 1 nsbexatb cboeB B paboTe CUCTEMDI, Mbl MPEANPUHNMAEM HEOOXOAUMbIE
Mepbl.

MpaBuna B OTHOLWEHUK HexenaTenbHoro MO pacnpocTpaHstoTes 1 Ha MO s MOBUNbHbBIX YCTPOWCTB.
Mbl 6yfeM paclumMpsaTb UX MO MEPE MOSIBIEHUSI HOBbIX BULOB 3/10ynoTPEBneHumn.

MoHaTHas ¢yHKUMOHANbHOCTb U IBHOE packpbiTue uHpopmMaLmm

Jobovi KO [OIIKEeH UCMOJIHATL BCE, YTO o6eu{aHo nosib3oBare’ito. anﬂO)KeHMfI HOJIXKHbI BbINOJIHATb
BCe 3asBJIeHHble ¢yHKL{MM U HE [OKHbI BBOAWTbL M10/1b30BATENEN B 386/7}/)Kﬂ6’HM€.

. (DyHKLl,VIVI n uenn NnpunoxeHnsa OonKHbl ObITb NMOHSATHbI.

+ 9BHbIM 06PA30M 06 BSACHNUTE NOJSIb30BATENAM, KaKME U3MEHEHWS B CUCTEMY ByeT BHOCUTb
npunoxeHue. PaspelurTe Nonb3oBaTENSIM NPOCMaTPUBATL U YTBEPXKAATb BCE BaXHble NapaMeTpsl
npv yCTaHOBKE.

+ MporpamMMHoe obecrneyeHne He LOMKHO UCKaXaTb MHGOPMALIMIO O COCTOSAHMM YCTPOWCTBA,
HanpuMep 3asBAaTb, YTO CUCTEMA HAaXOAUTCA B KPUTUUECKOM COCTOSIHUM U 3apaXkeHa BUpYCaMu.

* He VICI'IOJ'Ib3yl‘/IITe HeneranbHble MeTOoAbl )19 YBEJIMYEHNA PEKNAaMHOro Tpa¢MKa n/mnn KOHBEpPCUun.

+ 3anpelLleHbl NPUIOXEHNS, KOTOPble BBOAAT B 3abnyXAeHue nonb3osaTenei, Bolgasas cebs 3a
apyroe niuo (HanpuMep, Apyroro pa3paboTunka, KOMMIAaHUIO UK OPraHM3aLMio) Unv Opyroe
NPUNoXeHue, XoTa Mo GaKTy He UMEIOT K HUM OTHOLLEHMS.

MpuMepbl HapyLUEHWIA:

* MOWEHHNYECTBO C peKnaMon;

¢ COUManbHasa NHXeHepud.
3awmTa nonb3oBaTENbCKUX JAHHbIX U KOH(I)VIHeHLWIaﬂbHOCTVI

[MOHATHO 1 MOAPOBOHO PACCKAaXNTE O TOM, KaK MPUIIOKEHNE MOTYyHYaeT JOCTYI K INYHBIM U
KOH®UAEHUMAENIbHBIM JaHHbIM [0/Ib30BATENS, Kak OHO UX COBUPAET, UCTIOoNb3yeT v nepeaaer. llpu
paborte ¢ HUMU HeObX0[MMO CObIOAATL BCE AEVCTBYIOLYME MPaBUIAa B OTHOLIEHUN M01b30BATENLCKMX
[aHHbIX, 8 TaKXe MPUHUMATb MEPbI MPEROCTOPOXHOCTY AJ15 3aLYMUTbI ITOM UHPOPMALIMH.

MpUNoXeHWs LOMXHbI COOTBETCTBOBATL BCeM [1paBuiaM nporpamMmbl s paspaboTymKkoB NPUNOXKEHUI
B Google Play, B TOM yMcne cBA3aHHbIM C LaHHbIMUW MOSIb30BATENEN U YCTPONCTB, TaKMM Kak NpaBuna B
OTHOLLIEHUW NOJIb30BATENbCKUX AAHHbIX, paspelleHnit u APl ¢ BOCTYNoOM K KOHPUAEHLNANBHOM
nHdopMaLmm 1 wnuoHckoro MO, a Takxke TpeboBaHUaM kK SDK.

+ He npocuTe nonb3oBaTenei OTKMIOYMTL CPEACTBA 3alLUTLI YCTPOWMCTBA, B TOM uncne Google Play
3alwmTy, 1 He NbiTakTeCb OBMaHHbLIM MyTEM BbIHYLAWUTb WX 3TO CAeNaTb. Hanpumep, Henbas
npepnaratb B NPUIOXEHUN LOMNOMHUTENbHbIE BO3MOXHOCTMW UM Harpagbl B OGMeH Ha OTKioYeHne
Google Play 3awuTsbl.

O6ecneyeHne yaobcTBa nonb3oBaTend

BaaMMo,qeircrsme C IMPpUI1oXKeHneM JOJIXKHO 6bITb rnpocCTbIM U UHTYNUTUBHO IMOHATHbIM. anﬂO)KeHMe
HAOJIKHO COOTBETCTBOBATh 3asBJ/IeHHbIM LjeJIdM U He BBOAUTb M0/1b30BaTesis B 385ﬂy)KﬂE'HM6'.

- Ecnus NPUNoOXeHnn NokKa3blBaeTCd peknamMa, OHa He OJIXKHa HapyLwaTb q)yHKLLVIOHaJ'IbHOCTb
yCTpOPICTBa N NoaBNATbCA BHE Cpefbl NPUNOXEHNA. Y nonb3oBaTtens gosmkHa ObITb BO3SMOXHOCTb
AaTb cornacue Ha ee nokaas. KpOMe TOro, ee AOJIXXHO ObITb NIErKO OTKIIIOYUTD.

« MpUNoXeHWs He JOMKHbI BUATL Ha NPUIOXEHUS APYrMX pas3paboTumKkoB, a Takxe Ha paboTy
yCTpONCTBA.

+ Mpouecc yaaneHus NpunoXeHus JOMKEH 6biTb MPOCTLIM U MOHATHBIM.

+ MOGUNbHbIE NPUNOXEHNS HE [OMKHLI UMUTUPOBATbL YBEAOMIIEHMS ONEePaLMOHHON CUCTEMBI U OPYTUX
nporpamm. He oTknovanTe npeaynpexmneHns apyrux NpuioXeHnn nnm onepaLmoHHON CUCTEMDI,
0COBEHHO Te, KOTOPble MHPOPMMPYIOT Nosb3oBaTeNs 06 nameHeHmsx B OC.


https://support.google.com/googleplay/android-developer/answer/10144311?sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838&sjid=15224346081630376820-EU#:~:text=email%20spam%20relay.-,Spyware,-Spyware%20is%20a
https://support.google.com/googleplay/android-developer/answer/13323374?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC

MpuMepbl HapyLUEHWI:

« 0bObABNEHNs, NpepbliBatoLL e PaboTy NPUIOXEHUS;

* HeCaHKLUMOHUPOBAaHHOE UCMNONb30BaHNE U UMUTaL NS ¢>yHKU,VII‘/II CUCTEMBDI.

3arpy3suunku BpepgoHocHoro MO

Kop, koTopbivi caM no cebe He sBnseTcs HexenaTenbHbiM MO, HO ckauMBaeT Apyroe NoTeHLMaNbHO
onacHoe MO Ha MObUIIbHOE YCTPOWNCTBO.

Kogn moxeT BbiTb 3arpy3unkoM BpegoHocHoro MO, ecnu BbINOMHAETCS No60e U3 3THX YCIOoBUIA:

¢ €CTb OCHOBaHu4 nojlaraTb, YTO KO CO34aH, YyTO6bI PacnpPoOCTPaHATb HEXenaTenbHOe MNO, n oH yxXe
ckaumBan Takoe MO unn COAEPXNT KOL, KOTOprVI MOXET CKayMBaTb U YCTaHaBIMBATb NPUNOXEHUS;

* MUHUMYM 5 % CKauvBaeMbIX TaknM KOLOM NMPUNOXEHWUI SBASIOTCS HexenaTeNbHbIM MO ¢
MVHMManbHbIM NoporoM B 500 pakTnyeckux ckaumBaHum (25 GakTUYeCKnX ckaymBaHui
HexenaTenbHoro MO).

BepyLme 6pay3epbl M NPUNOXeHUs ans obMeHa GpaniaMm He CYMTAKOTCS 3arpy3ymKamy BPEQOHOCHOTO
MO, ecnu BoiNONHAOTCA 06a yCNoBuS:

¢ CKaumBaHWe He 3anyckaeTcqa 6e3 y4acTug nosib3oBaTtend,;

+ ckaumBaHwue moboro MO HauMHaeTCs TOMNbKO NOCHe TOro, Kak Nonb3oBaTesb [acT cornacue.

MoLLUEHHMYECTBO C peKnaMmou

MoLLEHHMYECKNE LENCTBUS C PEKSTAMHBIMU OOBSBIEHUSAMU CTPOrO 3anpelleHbl. O6bsBeHWs, KOTopble
€O3[al0T A1 PeKklaMHOM CeT! BUAMMOCTb, ByATO YBEIMYEHNE NOCELLAEMOCTUN CBA3aHO C pearbHbIM
WMHTEPECOM MOob30BaTENEN — MPUMEP MOLUIEHHNYECKOM peKnaMbl U HeAenCTBUTENbHOrO Tpaduka. K
MOLUEHHNYECTBY C PEKIIAMOIN MOTYT OTHOCUTLCS CUTYaLMK, KOrAa pas3paboTumkmn pasMeLLatoT peknamy
3anpelLleHHbIMK crnocobamu, HanprMep NoKa3biBalOT CKPbITbE 0ObSBNEHUS, UCMONb3YIOT
ABTOMATMYECKOE HaXaTne Ha OOBABMIEHUS, U3MEHSIOT MHPOPMALMIO AN NPUBEratoT K MHBIM PYYHbIM U1
aBTOMaTMuyeckum (poboTtam, 60TaM U T. [i.) METOAAM reHepaLMn HeleNCTBUTENBHOTO PEKSTAMHOTO
Tpaduka. HepencTBMTENbHBIN TPadUK N MOLIEHHNYECTBO C OOBSABNEHNAMN BPEAHb! ANS
peknamogaTenew, pa3paboTunKOB 1 NOSIb30BATENEN U B LOSITOCPOYHOW NEPCTeKTUBE CHUXAIOT
LoBepMe K 3KOCUCTEME MOBUNbHBIX 06 BSBAEHNI.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLLUeHUN:

.

anIJ'IO)KeHVIe, NOKa3biBakoWee peknamy, KoOTopasd He BUAHa NoJib30BaTENIAM.

.

MpunoxeHve, KOTOPOe aBTOMAaTUYECKN NPOBOLMPYET HaxaTue Ha obbsBneHns be3 Begoma
NoNb30BaTeNs UM UCKYCCTBEHHO rEHEPUPYET SKBMBASIEHTHBIN CETEBOM TPadUK ANs MOyYeHus
KJTIMKOB.

anIﬂO)KeHVIe, oTnpasngrouiee ¢aJ'IbLLIVIBbIe CCbINIKN Ha YCTaHOBKY, YTOOBI nony4ynTb onnaTy 3a
YCTaHOBKMW, SKOObl BbINOSIHEHHbIE HE U3 CEeTU oTnpasuTend.

MpunoxeHne, KOTOPOE BbIBOQUT Ha 3KPaH YCTPOMCTBA BCMIbIBAIOLWME O6BABIEHMS, KOrga caMo
NPVNOXeHNEe 3aKpbITO.

MpunoxeHne, KOTOPOE NPefOCTaBNSET 3aBELOMO JIOXHbIE CBEIEHUS O PEKITAMHOM MHBEHTAPE,
HanpuMep coobLaeT pekiaMHbIM CETSIM, YTO OHO paboTaeT Ha ycTpouncTtse iOS, XoTd dakTUyYeckm
OHO paboTaeT Ha ycTponcTee Android, nnm HeBepHO ykasbiBaeT Ha3BaHME NakeTa, NMPUHOCALLEro
L,OXOf.

HeCaHKLl,MOHMpOBaHHOG ncnoJsib3oBaHMe NJih UMMUTaL A qDYHKLl,MI;I
CUCTEMDI


https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287

MpURoXeHUs NN 06bABNEHMS, KOTOPbIE COAEPXATCA B HUX, HE JOSXKHbI UMUTUPOBATb GYHKLUM UK
npegynpexneHns onepawmMoHHON CUCTEMbI U APYrux NporpaMm. CUCTEMHbIE YBEAOMIEHNS MOXHO
MCMNOJIb30BaTb TOJIbKO AJ1S HEOTHEMJIEMbIX KOMMOHEHTOB MPUTOXEHWS. Hanpumep, NpunoxeHve
aBMaKOMMaHMN MOXET NOKa3biBaTb YBEAOMIIEHMS O Pacnpoaaxax 6uneTos, a urpa — 0 BHYTPUUIPOBbIX
aKLUsX.

Bor npunMepbl Haubonee pacnpoCcTpaHeHHbIX Hapyl.ueHm}i:

. |-|pVIJ'IO)KeHVI9I, ncnonb3yroume CUCTEMHblE ONnoBeLWeHNa 1N NpenynpeXXaeHna ongd peknambl:
30 © ¥4 B 10:00

RescueRover Q +2

Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE DOWNLOAD

(D CucTeMHbIE YBEOMIIEHMS, KOTOPbIE MOSIBASIIOTCS B 3TOM MPUIIOXEHUN, COlepXaT peknamy.

[Opyrvie npyMepsbl C PEKNaMON MOXHO HaWTV B NMpaBuiax ee pasMeLLeHNs.

CoumanbHas HXXeHepus

3anpeu.|,eHo I'Iy6J'IMKOBaTb NpuUnoXeHunqd, Bblaarowne cebs 3a opurnHanbHble, C LUenbto obMaHOM
3aCTaBWTb NONb30BaTENs BbINOMHUTb AENCTBUS, KOTOpPbl€ OH cOoBepLmnn Obl B UCXOOHOM NPUNOXEeHUN.

MoHeTn3saunsa v peknama

Google Play nogaepxmBaeT pasnuuHble Crocobbl MOHETM3aLMK, BKIOYas MiaTHOE PacrnpoCTpPaHeHue,
NOAMNUCKY M peknamy, a Takxe Npofaxy KOHTeHTa Yepes npunoxeHve. Ytobsl obecneunTb
YAOBNETBOPEHHOCTb MONb30BaTENEN, Mbl TPEBOYEM, UTOGbI Bbl COBMIOAANM NEPEUNUCTIEHHBIE HIXE
npasuna.

MnaTexu

1. PaspaboTumku, KOTopble B3MMAIOT CPEACTBA 3a CkauMBaHWe NpuioxeHun ns Google Play, gomxHsbl
MCMoNb30BaTb AN8 TakMxX TPaH3aKLuii nnaTexHyto cuctemy Google Play.


https://https//support.google.com/googleplay/android-developer/answer/9857753

2. Ecnu B npunoxexuu, pacnpoctpaHseMoM yepes Google Play, TpebyeTcs unu npyHuMaeTcs nnata 3a
LOCTYN K GYHKLMSAM UAN CEpBUCAM, BKItOYas TI06ble BO3MOXHOCTN NPUIOXEHWS, LMPPOBOI
KOHTEHT WUy ToBapbl (fanee — NOKynku B MPUIIOXEHMM), pas3paboTumK JOMKEH UCMONb30BaThb A1S
TakUX TPaH3aKLUMIn nnaTexHyo cuctemy Google Play, 3a UCKIIlOUEHMEM ClyyaeB, yKa3aHHbIX B
pasgenax 3, 8 n 9.

MprMepamu GYHKLWIA UK CEPBUCOB, TPEBYIOLWMX MCMONb30BaHUS NnaTexHoi cuctemsl Google Play,
ABNAIOTCS B TOM uncne cnegytowme MoKynky B MPUIOXEHNN:

« O6beKTbl (HanpuMep, BUPTYyanbHas BantoTa, AOMOMHUTENbHOE BPEMS UK JOMOMHUTENbHbIE XNU3HU B Urpe,
HOBble NPeAMETbI, NEPCOHAXM 1 aBaTapbl).

« Mopnucku (Hanpumep, Ha UrpPoBON, 06pa3oBaTeSbHbIN, My3blKanbHbIV, GUTHEC- UK BULEOKOHTEHT,
pacLMpPEHHbIE BEPCUU CEPBUCOB U T. A.).

« OYHKUMW 1 KOHTEHT (HanpuMep, BepCHs NPUNOXEHNUs 6e3 peknambl U BO3MOXHOCTU, HEQOCTYMHbIE B
6ecnnaTHoM BEPCUM).

+ O6nayHble CepBUCHI 1 NPOrpaMMHble MPOAYKThI (HaNpUMep, XpaHunuwWa gaHHbix, a Takxe MO ang
ynpasneHus duHaHcamu 1 adbeKTUBHOrO BegeHUs 6usHeca).

3. MnaTexHyto cucteMy Google Play Henb3s MCNonb30BaTh B NEPEYNCTIEHHbIX HUXE ClydasX.
a. Ecnv Bbl NpenMyLLecTBEHHO NPUHMMAaETE NaTeXM 3a:
* TOKYMKY WUJIM apeHy TOBapOB (Hanpumep, NpoayKTOB NUTaHWs, OaeXbl, TOBAapOB A8 AoMa u
9NEKTPOHHbIX YCTPOWUCTB);
* YCIyru, OkasblBaeMble B peanbHOM Mupe (HanpuMep, TPaHCMNOPT, YCAYrn KINHUHIa, aBuabunerT,
abOHEMEHT B TPEHaXXepHbI 3aJ, JOCTaBKa efjbl, GUNeTbl Ha KOHLEPT);

+ OMyIaTy CYETOB MO KPEAUTHON KapTe WM CYETOB 338 KOMMYHarbHbIe YCIyru (Hanpumep,
KabernbHOe TENEBUAEHNE U TENEKOMMYHUKALUOHHbBIE YCIYT1).

b. MNpw nepeBoge cpencTB APYyrMM Nob30BaTENSAM, COOPE NOXEPTBOBAHNI, HE 0blaraemblx
Hanioramu, 1 onJiate Nokynok Ha OHMaNH-ayKLMOHAX.

c. MNpw onnate KOHTEHTa NN CEPBUCOB, KOTOPbIE MOMOraloT Y4aCTBOBATb B @3aPTHbIX OHNANH-
urpax, cornacHo pasgeny MpunoxeHus ansg azapTHbiX Urp MpaBu B OTHOLWEHUM a3apTHBIX 1P,
nrp un COpeBHOBaHI/IPI C pealibHbIMMN OEeHEXHbIMU NPpU3aMn.

d. Mpw onnaTte NOKYMNoK U3 KAaTEropuin TOBapOB, KOTOPbIE CUMTAIOTCS HEMPUEMSIEMbIMM COFMTACHO
npaBuiaM NNaTeXHOro LeHTpa B OTHOLWEHMMN KOHTEHTa

MpumeyaHne. Ha HEKOTOPbIX PbIHKaxX Mbl paspellaem ucnonb3osaTe Google Pay B npunoxeHusx,
npefHa3HaYeHHbIX AN NPOAAXU PUINYECKUX TOBAPOB W/unwm ycnyr. MoapobHas MHpopMaLms NnpuBefeHa
Ha cTpaHuue Google Pay ons paspaboTuvkos

4. MpepnaraTb B NPUNOXEHUSX ApYriMe cnocobbl onnathl, KpoMe nnaTexxHom cucteMbl Google Play,
3anpeLLeHo (3a UCKIIOYEHMEM CITyYaeB, ONMCaHHbIX B pasfenax 3, 8 n 9). B yacTHocTy,
nonb3oBaTeNndaM Henb3g npepnaratb gpyrue CI'IOCO6bI onnaTtbl:

* Ha cTpaHuLe npunoxeHus B Google Play;

* B pekslamMe BHYTPU MNPUIIOXKEHMS, KAaCalOLWENCS NATHOMO KOHTEHT3;

* B KOMMOHeHTax WebView, KHonkax, CCblikax, COOBLLEHUSX, pekiame 1 fPpyrux Npuabisax K
LEeNCTBUIO BHYTPU NPUNOXEHNS;

* B MONb30BaTENbCKOM UHTEPdENCE, B TOM UYNCNE Ha SKpaHax PeErncTpaLum n Co3faHns akkayHTa:
HM B OLHOM WX pa3fene nonb3oBaTeNiein Henb3asa nepeHanpaBnsaTe K CNOCoby onnathbl, OTANYHOMY
OT nnaTexHomn cuctemol Google Play.

5. BMpTyaanaﬂ BanOTa BHYTpU I'IpVIﬂO)KeHMIZ [O/MKHa NCnonb3oBaTbCd TOJIbKO B TOM NMPOAYKTE, B
KOTOPOM OHa 6bina KynneHa.

6. PazpaboTunky 0b6si3aHbl SBHO U Y€TKO MHGOPMMPOBATb NOSb30BaTesNeN 06 YCNOBUSX U LLeHaX Ha
NpUnoxeHve unu nobble GyHKLUM U NOANUCKN. LieHbl BHYTPU NMPUNOXEHNS SLOMKHbI COBMagaTh C


https://support.google.com/googleplay/android-developer/answer/9877032#gambling-app
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://developers.google.com/pay/
https://developers.google.com/pay/

LileHaMu, KOTOpble MOSIBASIOTCS B MAaTEXHOM UHTepdence Google Play. Ecnv 3a focTyn K dyHKLUSM,
YNOMSIHYTbIM B ONMCaHuKn NpunoxeHus B Google Play, B3uMaeTcs oTaenbHas unv AononHUTENbHas
nnaTa, Bbl 0653aHbl NpefynpeanTb 06 3TOM NoMb30BaTeNeN Ha CTPaHMULE NPUNOXEHNS.

7. Ecnv B NPUNOXEHUU NN Urpe eCTb MEXaHW3MbI, MO3BONSIOLME B pe3ynbTaTe NOKYNKM NosyynTb
CnyyYaviHble BUPTyasnbHble MPeAMeTbl (BKIOYas, MOMUMO NPOYEro, nyTHoKChI), TO Bbl AOIIKHBI
CBOEBPEMEHHO U HEMOCPELACTBEHHO NEePeR, MOKYMNKOW IBHbIM 06pa30M COOBLMTH NOMb30BATENIO,
KaKoBa BEPOATHOCTb MOJYYNTb TakMe NPERMETDHI.

8. 3a UCKOYEHMEM CIyYaeB, YKa3aHHbIX B pasaene 3, paspaboTumkmu pacnpoCTpaHIeMbix Yepes
Google Play npunoxeHu, B KOTOPbIX OT NOMb30BaTeNel B yKadaHHbIX CTPaHax 1 permoHax
TpebyeTcs nnv NpYHUMaeTcs nnata 3a [NoKynku B MPUNOXEHUsX, MOTYT NpepafiaraTe BHYTPY
NPUNOXEHWUIN aNbTEPHATUBHYIO NIATEXHYIO CUCTEMY B JOMOSIHEHUE K cucTeMe Google Play. [ns
3TOro Heo6Xo0AMMO 3aMnoNHUTL GOPMyY Aeknapauum 4ns NOLXOAALEN NPOrpamMMbl U MPUHATD
LOMOJIHUTESbHBIE YCNOBUS U TPeHOBaHMS NPOrpaMMbl, yKasaHHbIe B 3TOW popMe.

9. Pa3paboTumnky pacnpocTpaHaeMbix yepes Google Play npunoxeHuin MoryT npegaratb
nonb3oBaTesNisiM U3 cTpaH EBponenckoin akoHoMuyeckon 3oHbl (E93) nepexonuTs B gpyrne
NPUIOXEHNS U Ha APYrue CanTbl, HaNPUMeEp ANs NPOABMKEHUS LMbPOBbIX CrielnanbHbIX GYHKLMN 1
YCnyr B NPUNOXeHUn. Takme paspaboTuymkin OOMKHbI 3aMonHUTL GopMy Aeknapaumm gng nporpaMmbl
N NPUHATbL OOMONIHUTENbHbIE YCNIOBUS U TPpebOBaHMS NPOrpamMMbl, yKa3aHHbIe B 3TON dopme.

MpuMeyvaHue. YTobbI y3HATL CPOKM U NOMYUYNTL OTBETHI HA YACTO 3afaBaeMble BOMPOCHI MO 3TUM
npasunam, nocetute CnpaBoYHbIN LEHTP.

Peknama

[na nopaepXaHvs KayecTBa Mbl YYMTbIBAEM COfepXaHue, ayamuTopuio 1 cnocob nokasa obbsaBneHus, a
Takxe ygobcTBo, 6€30MacHOCTb U KOHGUAEHUMANbHOCTb Nonb3oBaTenen. O6bABNEHNS U CBA3aHHbIE C
HVMMW cneunanbHble NPeaSIoKEHNs CYMTAKOTCS YaCTbO MPUNOXEHUS, MOSTOMY [OMKHbI
COOTBETCTBOBATb BCeM npaBuniam Google Play. Ecnv Bbl MoHeTU3npyeTte B Google Play npunoxerwe,
npefHasHauYeHHoe 4ns AeTeN, TO Ha peknamy B HEM PacnpOCTPaHSIOTCS [OMNONIHUTENbHbIE
TpeboBaHus.

B CI'IpaBO‘-IHOM LLeHTPE MOXHO Y3HaTb 6OJ'IbLIJe O NpaBunax B OTHOWEHUN NPOABMXEHNA N OaHHbIX ONg
Google Play, a Takxe 0 HapyLeHWaX, CBA3aHHbIX C METOAAaMU NPOLABUXEHMS, KOTOPbIE BBOAAT
nonb3oBaTenen B 3abnyxaeHue.

CopepxxaHue obbsiBneHus

O6b9BNEHNS N CBA3AHHbIE C HUMW CMELMaSIbHbIE NMPEOJIOKEHNS CUNTAIOTCS YaCTbiO NPUSTOXKEHUNS U
LOSMKHbI COOTBETCTBOBATb HALIMM NMPaBWUIaM B OTHOLWEHMMW 3amnpeLLeHHOro KoOHTeHTa. Ha npunoxexus
[N a3apTHbIX UIP PAacnpPOCTPaHIIOTCSH [OMNONHUTENbHbIE TPEOOBAHMS.

Henpuemnembie o6baBneHuns

Kak KOHTEHT NMPUNOXEHNWS, TaK 1 MOKa3biBAEMbIE B HEM OOBABNIEHUS 1 CBA3aHHbIE C HUMU NPERJIOXKEHUS
(Hanpumep, Korga peknaMa npepfiaraet ckayaTb Lpyroe NpunoxeHue), HeobxoaMMo nopbupats ¢
YYETOM BO3PACTHbIX OTPAHUYEHNUI  MPUSIOXEHNS.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIEHUN:

. O6'b9|BJ'IeHI/I9l, KOTOpbl€ HE COOTBETCTBYIOT BO3PACTHbLIM OrpaHNYEHNAM NPUITOXEHNA:


https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/answer/12570971
https://support.google.com/googleplay/android-developer/contact/external_offers_program
https://support.google.com/googleplay/android-developer/answer/14372887
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
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Meet the cam girl of your dreams.
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Excallont Apps

Erertainmant

(D O6bsiBNEHME HENPUEMIEMO OIS LIENIEBON ayauTOpun npuoxeHus (Jns Bcex), NOCKOMbKy
npegHasHauyeHo Ang NOAPOCTKOB.

(2 O6baBREHME HEMPUEMEMO A LIENEBO ayamuTopum npunoxenus (MogpocTkm), NOCKObKY
npegHasHayeHo Ang B3POCHbiX.

(3 O6baBREeHUE C NPENOKEHVEM CKavaTb NPUNOXEHNE 119 B3POCbIX HEMPUEMNEMO AN LieNeBon
ayauTopwum urpsl (ng scex).

TpeboBaHus K 06bSABNIEHUAM B MPUIOXEHUSX OIS BCEA CEMbMU

Ecnu Bbl MOHeTU3NpyeTe B Google Play npunoxeHue, npegHasHayeHHoOe AN1s BeTel, OHO [OMKHO
COOTBETCTBOBAaTb TPEHOBaHMSM Nporpammbl "MprunoxeHns ons BCen ceMbn™ B OTHOLIEHUWN PeKaMbl U
MOHeTU3aLuK.

O6bsiBneHus, BBogsawwMe B 3abnyxxgeHuve

B 06bsBNEHUAX HENB3S KOMMPOBATb SNIEMEHTLI MHTEPENCA NPUNOXEHNS, B TOM YMCIE YBELOMIIEHNS 1
cUCTEMHbIE NpedynpexaeHus. Monb3oBaTesto LOMKHO ObITb MOHATHO, B KAKOM MMEHHO NPUIOXEHUN
nosiBNgeTcs obbaBneHune.


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYLUEHUN:

+ O6bsABNEHMS, KOTOPbIE BbIFAASAT, Kak MHTEPHENC NPUNOXKEHUS:
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(D B 3TOM NPUNOXKEHNI BOMPOCUTESNbHBIN 3HAK Ha CaMOM Aene SBNSeTcs 06baB/ieHMeM, KOTOpoe
nepeHanpaBnseT Nosib30BaTeNs Ha BHELLHIOK LIENeBYyo CTPaHNLyY.

« O6bsBNEHNS, KOTOPbIE KONUPYOT CUCTEMHbIE ONOBELEHNA:
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Your Android has a virus!

We've detected a virus on your Android
device! Tap DOWNLOAD to get a

free virus scanner!
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( Bblwe NpefcTaBieH NpuMep pasaena, aNEMEHTbl KOTOPOro MOXOXM Ha CMIMCOK GYHKLMUI, HO
NepeHanpaBnsoT NONb30BaTENS HA PEKNaMy.



O6baBneHus, npepbiBaloLme paboTy NpUIoXXeHus

O6bsaBneHus, NpepbiBatoLLme paboTy NPUNOXEHWS, MOSBASIOTCS B HEOXUAAHHBIX MECTax, MOryT
MPUBOANTL K HEMPELHAMEPEHHbBIM HAXaTUSM 1 HapyLlaTb GYHKLMOHANbHOCTb YCTPONCTBA.

Henb3s BbiHYXAaTb NONb30BATENS HAXMMaTb Ha OOBABNIEHNE MW OTNPABAATH NIMYHbIE [aHHbIE OIS
peKNIaMHbIX Lenen, Npexae YeM OH MOTyYnT MOMHbIN [OCTYN K NPUIIOXeEHNI0. O6bABNEHUS HE LOMXKHbI
MOKa3bIBaTbCS BHE NMPUSIOXKEHNUS UMW BAUATD Ha APYTMe NPUIOXKEHUS 1 peksiaMy B HUX, a Takxe Ha
paboTy yCTPOWCTBA, Ero NOPTOB U CUCTEMHBIX U GUINYECKMX KHOMOK. B 4aCTHOCTK, 3TO OTHOCUTCS K
OBepIIEAM, COMYTCTBYIOWUM QYHKLMSM U pekniaMHbIM BiokaM — BueTam. Ecnu B npunoxeHun ecTb
06bABNEHNS, KOTOPbIE HE MO3BOMAOT HOPMAJIbHO €ro UCMOMb30BaTh, OHW JOJIKHbI NIErKO 3aKPbIBATLCS.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

° PeKnaMa, KOTOpasa 3aHMMaeT BECb 3KpaH, HE NO3BOJIAET HOPMaJlbHO NCNOJIb30BaTb NPUTIOXEHNE U HE
3aKpPbIBAETCA 9BHbIM cnocobom:
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(D B 3TOM 06bABNEHUM HET KHOMKM "3aKpbITb".

+ Peknama, BbIHYXAatowwas nofib30BaTens NePeEXofnTb Mo CCblIKaM C MOMOLLbIO NOXHOW KHOMKK
"3aKpbITh" UM BHE3AMHOrO NOSIBIEHMS B TEX YACTAX 9KPaHa, Ha KOTOPble 06bIYHO HAXUMaIOT As
LOCTYNa K ApYruM GYHKLUSIM NPUIIOXKEHUS:



Q) 15.267 (> 583

(D B 2TOM O6BSBIEHUM UCMONb3YeTCs NOXHas KHOMKa "3aKpbITb".

Tap to Jump!

(2 3710 06BABEHME BHE3AMHO NOSBASETCA B TOW YaCTW 3KpaHa, Ha KOTOPYIO MOb30BaTESb NPUBbIK
HaXvmaTb AN LOCTYNa K GYHKLUSM NMPUTOXKEHNS.

- Peknama B NPUNOXeHUN, KOTopad NOKa3blBaE€TCH BHE €ro:
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(D Monb3oBaTenb NEPEXOAMUT U3 STOTO NMPUIOXKEHUS Ha FNaBHbIN 9KPaH, FAe BHE3anHo NosBseTcs
peknama.

. PeKnaMa, KOTOpasa NoABNAETCA NoCne HaXaTua KHOMNKK rMaBHOIo aKpaHa WUJih BbINONMHEHUA OPYTINUX
LeNCcTBMIN, NpegHa3HauYeHHbIX 419 BbIXOAA U3 MPUNOXEHNS:
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(D Monb3oBaTesb NbITAETCH 3aKPbITb MPUNOXEHNE U NEPENTU Ha rMaBHbIN 3KPaH, HO 3TOT NPOLLECC
npepbiBaeTCa peknamon.

Bonee kayecTBeHHas peknamMma

YT106bl MCNoNb30BaHMe NpunoxeHuin Google Play 66110 MakcMManbHO KOMGOPTHBIM, paspaboTymkm
LOSIXHbI cobnofaTh cnepytolme pekoMeHaaLMm no pasmeLLeHmnio peknamol. Ecnv nonb3oBatenu He
OXWOAOT 3TOrO, 3anpeLLaeTcs NoKa3biBaTh:



NOMHO3KPaHHbIE MEXCTPaHNYHbIe 0bbaBneHns noboro popmarta (Buaeo, GIF, ctaTnudeckne

N306paxeHns 1 Np.), KOTopble NOSBNAOTCA HEOXUAAHHO, OBbIYHO KOrfa NoMb30BaTeSb BbIMOSIHAET

nencTene, He CBA3aHHOE C TEMOU OB6bABNEHUS;

« 06bABNEHNS BO BPEMS Urpbl B Ha4ase ypoBHS UKW Npu Nokase ovepenHoro 6/10ka KOHTeHTa;

« MEXCTpaHW4Hble 06baBNEHNS B popMaTe NONHOSKPaAHHOIO BUAEO, KOTOPbIe MOSBNAOTCS A0
aKpaHa 3arpysku NpunoxeHns (3acTasku);

MONTHO3KPAHHbIE MEXCTPaHNYHbIE 06BSABEHMS No6Oro popmaTa, KOTOpble HEBO3MOXHO 3aKPbITb MO
ncreveHnn 15 cek. MoNHO3KPaHHbIE MEXCTPAHNYHbIE OOBSBIEHUS, KOTOPbIE Pa3peLLEHbl
MoNb30BaTENIEM UM HE MELLAIOT BbIMOHSATL AeNCTBUS (Hanpumep, Npu nokase nocne CTpaHuLbl C
pesynbTaTamu Urpbl), MOryT NMokasbiBaTbCs Aorblue 15 cek.

3T NpaBuna He NPYMEHATCA K 0ObSBNEHUIM C BOSHArpaxaeH1eM, KOTopble SBHO paspeLleHbl
nonb3osaTenem (HanpuMep, ecnu pa3paboTumk NpeasiaraeT NOCMOTPETL PekaMy B 0O6MeH Ha
Pa36IOKMPOBKY UIPOBOW GYHKLIMM UMM KOHTEHTA). DT NpaBuiia TakXe He AEeNCTBYIOT B OTHOLIEHMN
MOHETU3aLMM 1 pekfiaMbl, KOTOPbIE HE MELLAOT HOPMasIbHOMY MCMOMb30BaHUIO MPUTOXKEHMS UMW UTPbl
(HampumMep, [onyckaeTcs BUAEOKOHTEHT CO BCTPOEHHbIMU OB bABIEHUAMU 1 HEMOMHOIKPAHHbIE
6aHHepbI).

3TN pekoMeHzaLmnmn chopmMynmpoBaHbl Ha OCHOBe cTaHaapToB Better Ads Standards — Mobile Apps
Experiences . [lononHuTenbHble CBEAEHNS 06 3TUX CTaHOapTax Bbl HavgeTe Ha cante Coalition for
Better Ads

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEHUN:

« HeoxupaHHble 06bsIBNEHUS, KOTOPbIE NOKa3bIBAOTCS BO BPEMS UIPbl UK Nepeq NOsIBEHNEM
ouepepnHoro 6roka KOHTEHTa (HanpuMep, Nocne Toro Kak NoJib30BaTesNb HaXas KHOMKY, HO 10
BbINOJSIHEHNS CBA3AHHOIO C Hel aencTBus). [onb3oBaTeny OXMAA0T Havyana Urpbl UK NosIBNEHUS
HOBOWM MHOPMaLLMK, a He NoKa3a PeksiaMbl.
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(D CraTuyeckoe 06bsIBNEHNE HEOXMAAHHO MOSBIAETCS BO BPEMS UrPbl B HaYase YPOBHS.


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/
https://www.betterads.org/
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(2 Bugeopeknama HeoXunaaHHO NosBAseTcs B Havyane 6rioka KOHTEeHTa.

° nOﬂHOGKpaHHOG o6baBneHue, KOTOpPOE NoaBNnaeTCqa BO BpeEMSA UTPbl N HE MOXET ObITb 3aKpbITO Yepes
15 cexk.
$:30 [ ] vdl

(D MexcTpaH1uHoe 06bsABNEHNE NOSBNSETCS BO BPEMS UrPbl, 1 €r0 HEBO3MOXHO 3aKPbiTb MO
ncrteuyeHnm 15 cek.

PeknaMHble NPUNOXEHUA

3anpeu1,aeTCﬂ |'|y6J'IVIKOBaTb NPUNOoXeHnd, NoKa3biBaloWw e MEXCTPaHNYHbIE obbsBnEeHus, KOTOpble
OTBJIEKAIOT MNONb30BaTENA OT B3aVIMOD,ePICTBVI9| C NPUNOXeHNeEM 1 BbINONMHEHNSA 3aa4 B HEM.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:



+ MNpunoxeHus, B KOTOPbIX MOCE KAXAO0ro AeNCTBUS NOSb30BaTeNs (B TOM UMCIIE NOCHE HaxaTui,
MPONMUCTLIBAHUSA U T. [i.) MOKA3bIBAIOTCA MEXCTPAHUUHbIE OOBABIEHUS.
530 9 »dl

TEST YOUR GROWTH

Play Quiz & earn upto
oins

(D Ha nepBoM CTpaHULE NMPUITOXEHUS PacroiaraeTcs HECKOJbKO akTMBHbIX KHOMOK. Koraa
nofb30BaTeNb HAXMMaET KHOMKY CTapT, NOSBASETCa MEXCTpaHUYHoe o6bsBneHne. 3akpbiB ero,
nonb30BaTeNb BO3BPALLAETCS B MPUNOXEHWE 1 BbibupaeT CepBuc, YTObbI HayaTb paboTy, HO B 3TOT
MOMEHT OTKPbIBAEeTCS ApYyroe obbasneHue.

2nd AD

(2 Ha nepBoil CTpaHuLEe NPUNOXEeHUs aKTUBHA TOJIbKO KHOMKa Urpathb. Mocne HaxaTus Ha Hee
NosiIBASETCS MeXCTPaHUYHOe 06bsBIEHME. 3aKpbIB €ro, Nonb3oBaTesb BblbupaeT CTapT, Tak Kak 3To
€[MHCTBEHHAas aKTUBHas KHOMKa, U B 3TOT MOMEHT OTKPbIBAETCS ApYyroe obbsBneHune.

MoHeTusauma ¢yHKLMM 611T0KMPOBKM IKpPaHa

3anpelyeHo noka3sbiBaTb pekiaMy U pa3MeLLaTh NiaTHble GYHKLMKU Ha 3a6MOKMPOBAHHOM 3KPaHe,
KpOMe Tex CllyyaeB, KOrga npunoxeHue NnpeaHasHauyeHo UCKIOYNTENBHO ANg yNpaBieHms
3a6/10KMPOBAHHBIM 3KPAHOM.

MolweHHHn4YecTBO C pekriaMon

MoLeHHNYeckne 0encTBrs C OObIBNEHUSAMU CTPOMO 3anpeLueHbl. JoNoNHUTENbHYIO UHGOPMALMIO Bbl
HalgeTe B HalWWX NpaBunax B OTHOWEHUN MOLIEHHWUYECTBA C PEKTaMON.


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691

Mcnonb3oBaHMe gaHHbIX O MECTOMOOXEHUN B LLeNsaX PeKnamMbl

MpUNoXeHus, KOTOpble NCMONb3YIOT OCTYN K AaHHBIM O MECTOMONIOXEHMN YCTPOMCTBA A1 Nokasa
peknambl, BOMKHbI COOTBETCTBOBATb MOSIOXEHWSM pasgena JInuHas n koHduaeHumansHas
nHbOPMaLMS, a TakXKe CNERYIOWMM TPEOOBaHUSAM:

+ HyXHO 9CHO OHECTU [0 MOMb30BATENS, YTO EC/IM OH NMPEAOCTAaBUT Pa3peLIeHE, TO AaHHbIE O
MECTOMOOXEHNM ero yCTPONCTBa ByayT cOBMpPaTbCd UM MCMONb30BaTLCA A9 NoKasa peksiambl. Bbl
LOMKHbI COOBLNTL 06 3TOM B 0693aTENIbHON NONNTUKE KOHGUOEHLMANBHOCTM NPUMOXEHMS, a TaKkxXe
[006aBUTb CCbINKM Ha MNOAUTUKN KOHGUAEHLMANIbHOCTU PEKNAMHbIX CETEN B OTHOLEHUM
MCNONIb30BaHNA OaHHbIX O MECTOMNOJTIOXEHUNN.

+ PaspelueHns Ha JOCTYN K flaHHbIM O MECTOMOMOXEHMM MOTYT 3anpallMBaTbCs TONbKO A9 PaboThl
bYHKUMIA U CEPBUCOB, KOTOPbIE €CTb B NMPUITOXEHUW. Henb3g 3anpalwmnBaTb LOCTYN K AaHHBIM O
MECTONMOJOXEHUM, ECNIN OH BYAET UCTMONb30BaTbCS TOMbKO AJ1 PEKNAMbI.

Wcnonb3oBaHue peknamHoro ngeHtunédukartopa Android

B cepaucax Google Play 4.0 nosiBunuch HoBble AP, a Takxke MAEHTUOUKATOP AN peknaMogaTene n
TeX, KTO NPEROCTaBNSET YCNYrn aHaNUTUKN. YCIOBUS UCTIONb30BaHWs MAEHTUdUKATOPa NPUBEAEHDI
HUXKe.

« Ucnonb3zoBaHue. PeknamHbin ngeHtuounkatop Android (AAID) foneH MCnonb30BaTbCa TONbKO A
pas3MeLLeHns pekiambl 1 aHanM3a ee nokasatenen. MNpu Kaxaom obpalleHnn K UBEHTUPUKaTopy
LOJSIKHbI MPOBEPSATLCA 3HaUYEHNs NnapaMeTpoB "PeknaMa Ha oCHoBe NHTepecoB" 1 “llepcoHannaaums
peknamsbl".

« CBa3b ¢ UHpopMaLuen, noseonsawLen UAEHTUGULUPOBATL IMYHOCTD, U APYTUMHU
vaeHTuduKaTopamu.

+ PeknamHbI MAEHTUPUNKATOP HENb3S CBA3bIBATb C MOCTOSHHLIMU MAEHTUPUKATOPaMM YCTPONCTBA,
Takumn kak SSAID, MAC-appec nnu IMEI-kog, B peknaMHbIX Lensx. PeknamHbin MgeHTudukaTop
MOXHO CBSI3bIBaTb C fa@HHbIMM, MO3BONSIOWMMU NAEHTUPULMPOBATb NMNYHOCTb, TOMBKO MNP
HaNMuMmM 9BHOrO Cornacus nonb3oBaTens.

+ 3anpellaeTcs CBA3bIBaTb B aHANIMTUYECKUX LENsX PeKTaMHbIN MAEHTUOUKATOP C AaHHbIMY,
NO3BONSIOLWMMUN MAEHTUPULMPOBATD JIMYHOCTb, UM MOCTOSHHBIMU MAEHTUPUKATOPaAMU
yCTpouncTBa, Takmmm kak SSAID, MAC-appec unu IMEI-kog. MNoppobHas nHoopmaums o
MOCTOSIHHbIX MAEHTUdUKATOPAX YCTPOWCTBA NPMBELEHA B NpaBuiax B OTHOLWEHUN
Nonb30BaTENbCKNX BAaHHbIX

+ YBa)KeHue npepnovYTeHun nonb3oBaTens.

+ HoBbl peknamHbI nAeHTUdUKATOP, MPUCBOEHHbBIM Nocne cbpoca, HUKOMM 06pPa3oM He JOMKEH
6bITb CBA3aH C NPeabIAyLNUM MAEHTUPUKATOPOM UK €ro AaHHbIMU 6€3 SBHO BblPaXeHHOMo
cornacws nonb3oBaTens.

+ Kpome TOro, Heo6X0AMMO yUMTbIBATb HACTPOWKU MOSIb30BATENS B OTHOLLIEHMM Nofbopa 1
nepcoHanunsaumm peknambl. ECnv aTu GyHKLMUM OTKIIIOYEHBI, TO BaM 3anpeLLaeTcs 1Cnob3oBaTh
peKnaMHbI UOGEHTUGMKATOP A1 CO3LaHUS MONb30BATENBCKOrO NPOGUNS B PEKNAMHbIX LEENFX UK
LJ151 TOKa3a NepCoHann3nMpoBaHHbIX 06bsiBNeHUN. K pa3pelleHHbIM MeTofaM OTHOCATCS
KOHTEKCTHas peKnama, OrpaHMyeHne YacToTbl MOKa30B, OTCNEXMBAHME KOHBEPCUI, COOBLLEHNS O
HapyLIeHUsIX, @ TaKxe 06Hapy>eHue yrpo3 6e30MnacHOCTH 1 CIly4aeB MOLIEHHNYECTBA.

« Ecnu peknamHbin ngeHTudumkatTop Android ynanseTcs Ha HOBOM YCTPOMCTBE, OH CTAHOBUTCS
HepocTyneH. BMecTo Hero 6yaeT nokasblBaTbCa CTPOKa, COCToAWas U3 Hynen. YcTponcTeo 6e3
PEKNaMHOro NAeHTUdMKaTOpa HeMb3sd CBA3bIBaTh C faHHbIMU NPeablayLWwero MageHTudnKaTopa.

+ YBepgoMneHue nonb3oBartenemn. B npuMeyaHnm o KOHPUAEHUNATbHOCTU, COOTBETCTBYOLWEM
TpeboBaHMNAM 3aKOHOAATENBCTBA, NONb30BaTESO HEOBXOANMO COObLWMTL O cOopPe N UCMONb30BaHNUM
pPEeKNaMHbIX MAEHTUPUKATOPOB, a TaKXKe O HAaCToAWMX NpaBunax. MogpobHas MHPopPMaLMS O HALLKUX
cTaHaapTax KoHbUAEeHLManbHOCTU NpUBefeHa B pasferne [JaHHble nonb3oBaTtens

+ CobniopeHne ycnoBui Ncnonb3oBaHus. PeknaMHbIli MOeHTUGUKATOP MOXHO NMPUMEHSTb TONbKO B
COOTBETCTBMU ¢ [1paBuIaMmn NporpaMmsbl i pa3paboTunkoB npunoxerHun B Google Play, npuyem


https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888170#location_permissions/
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076

3TO YCIIOBME PACNpPOCTPAHSETCS HA BCEX, KOMY Bbl MOXETE NPEAOCTaBUTb NAEHTUDMKATOP B XOAE
KOMMepuecKomn fesTenbHOCTH. B nio6oM npunoxeHun, 3arpyxaemMom unv nybnukyemom B Google
Play, cnegmyeT ncnonb3oBaTh PekiaMHbIN MAEHTUOUKATOP (eCnv OH JOCTYNEH Ha YCTPOWCTBE).
MpUMeHsTb ANs PEKNaMHbIX Lernen apyrne MaeHTMoUKaTopbl yCTPOMCTB 3anpeLLeHo.

JononHnTtenbHas MHbopMaLma NPeacTaBieHa B HalWmMX NpaBuiax B OTHOLWEHUM MOMb30BaTENIbCKUX
[OaHHbIX.

Nopannckun

Pa3paboTumkam 3anpeLleHo BBOAWTb NONib30BaTeNeN B 3ab61yXAeHNe OTHOCUTENBHO CEPBUCOB 1
KOHTEHTa, [OCTYMHbIX MO nognucke. MiHbopmaLms o Hel, B TOM YMCe Ha 3aCTaBKax, akpaHe Bbibopa
TapudHOro nnaHa U B CaMmoOM MPUOXEHWUN, [LOMKHA BbITb MOHATHON. Mbl HE [ONYCKaeM NPUOXEHUS,
KOTOpble 0BOMaHHbIM U MaHWMNYNSTUBHBIM MyTEM NPUHYXAAMOT NOJSIb30BATENEN COBEPLIATL NOKYNKK (B
TOM uncne npuobpeTaTtb NOAMUCKU K KOHTEHT B NMPUIOXEHNSX). He0BX0QUMO yKasbiBaTb TOMNbKO
LOCTOBEPHbIE U TOYHbIE CBELIEHUS O MPENMYLLECTBAX MOAMUCKN U BPYTMX €€ achekTax.

MpepnoxeHne JOMKHO codepXaTb BCIO HEO6X0ANMYI0 MHOPMaLMIO, B TOM Ynclie 06 YCoBuUSX,
CTOMMOCTM NOANUCKN, NEPUOZMYHOCTIN ONSaThl U aBTOMATUYECKOM MPOATIEHUN, @ TaKXKE O TOM, MOXHO
NN NONb30BaTbLCS NPUNOXeHNeM 6e3 NoANUCkK. Bee aTu ceBefeHns [OoMKHbI BbiTb 4OCTYMNHbI 6€3
LONONHUTENBHBIX OENCTBUI CO CTOPOHbI NMOMb30BaTENS.

Monb3oBaTenu, KoTopble NPMOBPeN NOANUCKY, LOMKHbI MOMYyYaTb MOCTOSIHHbIE UMW PETYNSPHbIE
npevMyLLecTBa B TEYEHME BCErO CPOKa ee AencTaeus. Hanpumep, B pamkax NOANUCKM 3anpeLLeHo
NpPeRoCTaBAsTb OLHOPA30BbIE UFPOBbIE BOHYChI UM NEPEUNCTIATD BANOTY NPUIOXKEHUS EAUHBIM
nnaTeXxoM. Bbl MOXeTe MPenoCcTaBnaTb BO3HArpaxaeHUs Ui 60HyCbl TONbKO B fOMOSTHEHME K
MOCTOSIHHBIM UNW PErynsapHbIM NPerMyLLeCcTBaM, KOTOpble AENCTBYIOT Ha MPOTSXKEHUM CPOKa AENCTBUS
nognucku. Ecnm Takux NpenmMyLLecTB HET, BMECTO MOAMUCKM HEOBXOAMMO NpeaiaraTb KOHTEHT AJis
Nponaxu Yyepes NPUNoXeHne.

3anpelleHo NpencTaBnaTb Pa30BOe NPEAIOXEHNE Kak NOANMCKY. Kpome Toro, Henb3s MeHsSTb YCNoBUs
yXe 0pOpPMIIEHHOM NOANUCKN (HaNpPUMeEpP, OTMEHSTb, YMEHbLLIATb KONIMYECTBO PErynspHbIX GOHYCOB UK
npekpaLLaTb UX NoAAepPXKy) Takum 06pa3oM, YTobbl GakTUYeCKU NonbL30BaTENM NOMyYanu TONbKO

O HOKPAaTHOE MPenMyLLECTBO.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

+ ExXXeMecsyHble NOANNCKY, B YCIIOBUSX KOTOPBIX HE yKa3aHOo, YTO OHM ByayT aBTOMaTU4eCKu
NPOANIATLCA KaXAbl MECsIL, CO CMMCAHMEM CPELCTB CO CYETA.

« opoBble Nognucky, B MHGOPMaLMM O KOTOPbIX HaMboree 3aMeTHO BbleNEHa UX MeCAYHas
CTOMMOCTb.

+ HenonHas nokanusauus yCnoBuii 1 CTOUMOCTU NMOAMMUCKMN.

+ [Mpeanoxenus, B KOTOPbIX HESICHO YKa3aHO, YTO NONb30BaTeSlb MOXET NOMYYNTb JOCTYN K KOHTEHTY
6e3 noanuncku (ecnm aTo BO3MOXHO).

» HeTouHOe yKa3aHne HanMeHOBaHWNSA TOBapa, HanprMMep A8 NOANUCKM C aBTOMaTUYECKUM
cnvcaHueM cpepncTs aaHa dopmynuposka "becnnatHas npobHas Bepcus” nnu "Monpobynte
nognucky Premium — 3 oHg 6ecnnaTtHo".

+ PacnpepneneHue npouecca Nokynku Ha HECKOMbKO 3KPaHOB TaknM 06pa3oM, YTobbl NONb30BaTENM
MOTIM CIy4aHO HaXaTb KHOMKY MOAMMUCKN.

+ Mognucku, B KOTOPbIX HET MOCTOSIHHBIX UKW PerynspHbIx npemMyects. Hanpumep, 1 000
KPWUCTansoB B NEPBbIN MecsL, MOANUCKN U 1 KPUCTaN B KaXabl CNERYOLWMIA MecsiL, [0 KOHLa ee
CpoKa fencTsus.

- [MonyyeHne pa3oBOro npenMylLecTsa 3a 0popMeHme NOAMUCKN C aBTOMaTUYECKMM MPOASIEHNEM 1
ee OTMeHa nocre nokynkx 6e3 3anpoca co CTOPOHbI MOSIb30BaTENS.

Mpumep 1


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/140504#subscriptions-benefit&zippy=%2Ccreate-a-new-subscription
https://support.google.com/googleplay/android-developer/answer/140504
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/1153481
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(D KHonka "3aKkpbiTh" OTCYTCTBYET UMM NNOXO BUIHA, Y NOMb30BATENb MOXET HE MOHSTh, YTO GYHKLMUM
NPVNOXeHWs ByoyT HOCTYNHbI U 6€3 NOANNCKM.

(2 B npennoxeHuy BbiAENseTcs LeHa 3a Mecall, a He dakTuyeckas cymma. Monb3osaTeslb MOXeT He
MOHATb, YTO NPU 0OPMIIEHMM NOANNCKM ByaeT CnnucaHa nnaTa 3a WeCTb MeCsLEB.

@ B npennoXxeHnn ykasdaHa TOJIbKO HaYvallbHaq LeHa, U NoNnb30oBaTes/lb MOXET HE MNOHATb, Kakasd CyMMa
6yp,eT CrnuncbiBaTbCd aBTOMaTU4YeCKM nocne 3aBeplieHnd HayanbHOro nepuoga.

@ Ycnoeus 1cnonb3oBaHUs NOKaNM30BaHbl, a TEKCT NPELOXKEHNs 1 BakoTa — HET, MOSTOMY 4acTb
MHPOPMALMKN MOXET BbITb HEMOHATHA.

Mpumep 2
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(D Ons nepexofa K KaXaoMy CrefytoleMy akpaHy Hy>XHO HaXMMaTb B OfHOM 1 TOW e obnacTu, 1 npu
nocnegHeM HaxaTtum KHomnku "MpogomkuTe” opopMnsgeTcs nognucka.

(2 CyMMy, KOTOPYIO NPEeACTONT 3annaTuTb B KOHLIE NPOBHOro nepuoaa, TPYAHO NPOYMTaTh, MO3TOMY
nonb3oBaTeNlb MOXET NOAyMaTb, YTO 3TO BecnnaTHbIN TapUdHbIA NaH.

BecnnaTHble I'Ip06HbIe BepCcun 1 npennoxXXeHud and HoOBbIX nofib3oBaTenemn

Ewé po Toro, Kak nosib3oBatenb 0pOpPMUT NOANMUCKY, Bbl JOMXKHbI NPELOCTaBUTb EMY ACHOE U
TOYHOE OMMCaHNe YCNOBUI BaLIEro NpennoXeHus, BKIloYas MPOLOIKUTENBHOCTb, LLEHY, LOCTYMHbIN
KOHTEHT UNN cepBuChl. He 3abyabTe 06BACHUTb, Kak 1 KOrga nofib3oBaTenb NepenaeT ¢ 6ecnnaTHom
NPOBHON BepCUM Ha NNaTHy NOAMUCKY, YTOYHUTb CTOMMOCTb M yKa3aTb COCO6bl OTMEHUTbL MOAMUCKY
[10 OKOHYaHMS NPOBHOro Nepuoaa.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

« MpennoxeHus, B KOTOPbIX HE YKa3aH U HEACHO ykasaH CPOK AeNCTBUA 6ecnnaTHoM Npo6HoM
BEPCUM U LieHbI AN HOBbIX MONb30BaTENEN.

. I'Ipep,no>KeHV|9|, B KOTOPbIX YETKO HE YKa3aHO, YTO NocCne OKOHYaHUAa CpOoKa ,D,eVICTBMﬂ npennoxeHud
noanncka aBTOMaTUYECKN CTaHET nnaTHoMW.

° npeJIU'IO)KeHVIﬂ, B KOTOPbIX YETKO HE YKa3aHO, YTO NOJIb30BATESIb MOXET NONYYNUTb AOCTYN K KOHTEHTY,
He ncnonb3y4d I'Ip06Hy}O BEPCUIO NoANNCKN (ecnm cae] BO3MO)KHO).

. I'Ipe,qno>KeHV|9|, 0Na KOTOPbIX YCNOBKA U LLeHbl NOKaNM30BaHbl HE NOJIHOCTbIO.
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(D KHonka "3aKkpbITb" OTCYTCTBYET UMM MJIOXO BUAHA, U MONb30BaTENb MOXET HE MOHATb, YTO BYHKLMM
NPVNOXeHUs ByoyT LOCTYNHbI U 6€3 NOANNCKM.

@B npennoXxeHunn caenaH akueHT Ha 6ecnnatHom HpO6HOﬁ BEpCUKn, 1 nonb3oBaTeslb MOXET HE
NOHATb, YTO B KOHLE I'IpO6HOFO nepunopa aBTOMaTU4yeCkn Ha4vYHET B3MMaTbCA nnaTa.

(3 B npennoxeHnmn He ykasaHbl CPOKU NPOBHOro Neprofa, 1 Nosib3oBaTeslb MOXET He MOHATb, Kak
LONro KOHTEHT BydeT focTyneH 6ecnnaTHo.

@ YcnoBus ICNONb30BaHMS NOKaNN30BaHbl, a8 TEKCT npennoXxeHnda n BankoTa — HET, NO3TOMY 4YaCTb
VIHq)OpMaLI,VII/I MOXET 6bITb HEMOHATHA.

(® B npennoxeHnn He 06BACHAETCS, Kak MOXHO OTMEHUTb 6ecnnaTHyo NPo6HYIo NOANMCKY, YTo6bI
nocne OkoHYaHWa ee OeNCTBUSA He Hayasla B3MMaTbCs nnaTa.

YnpaBneHue nognuckaMu, UX OTMEHa U BO3BpaT CPEeACTB

Ecnu B Bawem NPUNOXEeHUN NpoaJatoTCa NOANUCKMN, HeO6XOJJ,VIMO MOHSATHO O6BACHUTb, KAK MOXHO
OTMEHUTb UX UNN YNPaBiaTb UMU. B NPUNOXEHNN TakK>XXe O0/mKHa 6blTb BO3MOXHOCTb OTMEHbI noannckun
OHJaH. [nga atoro B HaCTpOIZKaX aKKayHTa NMPUNOXeHUa nnn Ha aHanorMyHom CTpaHuUe MOXHO:

* yKasaTb CCbIIKY Ha LeHTp nognucok Google Play (0518 noanncok, KoTopble NPOQaTCs C
MCMONb30BaHWEM MAaTeXHOW cuctembl Google Play);

+ NPEenoCTaBUTb CNOCo6 HANPSMYO OTMEHWUTL NMOAMUCKY.

CornacHo npasunam Google Play npu oTMeHe Nognucku, KynneHHOM Yepes nnaTexHy cuctemy
Google Play, Bo3BpaT CpeacTs 3a TEKYLLMUIA PACYETHbIV NEPUOL HE MPOU3BOAUTCS. [1pM STOM KOHTEHT,
LOCTYMHbIV MO NOANMUCKE, NPEefOCTaBNSeTCs NOb30BaTENO A0 KOHLLA 3TOro nepuopa. 3atem noanmcka
OoTMeHseTcs. [Nonb3oBaTeny B HEKOTOPbIX CTPaHax MOryT OTMEHUTb NOAMNUCKY Cpasy 1 NOnyyYnTb
BO3BpaT CPEACTB 3a OCTaBLUEECs BPEMS COMTaCHO [eNCTBYIOWEMY 3aKOHOAATENbCTBY.

B kauecTBe nocTaBLLMKa KOHTEHTa NN AO0CTyna Bbl MOXETE YCTAaHOBUTb 6onee rmbkne npasuna
BO3BpaTa nnaTexen. y6e,D,VITer, YTO Npasunia NoANNCKN, ee OTMEeHblI 1 BO3BpPaTa nnaTexewn



COOTBETCTBYIOT AENCTBYIOLWEMY 3aKOHOLATENIbCTBY, a Takxke 0653aTeNbHO COObLaNTe NOb30BATENIM
060 BCEX N3MEHEHMSX B 3TUX NpaBunax.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUeHUN:
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B NPUNoXeHnn, HanpuMmep B HaCTpOVIKaX aKKayHTa, HET CCblJIKM Ha CTpaHuLy, rae MOXHO ynpaBnaTb
noannckamMm N OTMEeHATb UX.

Mporpamma camocTosATeNibHOM cepTuduKaumnm peknamMmHbix SDK B npunoxxeHusx
0151 BCEN CEMbMU

Kak onuncaHo B npaBunax nporpammbl “MpunoxeHus ans Bcen cembn” , Npy pasmeLLeHnn peknamsl B
NPUNOXEHWW, NPefHa3HaYeHHOM TOMNbKO AN feTel, HEOBXO[MMO NCMONb30BaTb UCKTIOUYUTENBHO
peknamHble SDK, KOTOpble NPOLLIY CaMOCTOSITENBHYIO CEPTUPUKALMIO HA COOTBETCTBME NPaBuIam
Google Play, Bknitouasi npuBefeHHbIE HUXE TPeboBaHMS K CaMOCTOSTENIbHOM cepTrdUuKaLmm
peknamHbix SDK.

Ecnu npunoxeHne paccumTaHo Kak Ha JeTew, Tak U Ha B3POCHIbIX, Bbl OMKHbI COAeNaTh TaK, YToObl 4Ty
BUAENN TONbKO Te 06BABNEHS, A1 KOTOPbIX MCMONb30BaNuCh pekniaMHble SDK ¢ camocTosTenbHOM
cepTudukaumen. JobUTbCS 3TOrO MOXHO, HAaNPUMEP, C MOMOLLbIO HEUTPANbHOMO BO3PACTHOMO
dunbTpa.

Bbl 06913aHbI CefiMTh 3a TeM, YTobbl BCE UCMONb3yeMble Bamu Bepcumn SDK, B TOM uncre ¢
CcaMOoCToSATENbHOW cepTudMKaLMen, COoOTBETCTBOBaNM LENCTBYIOWMM NpaBunaM, 3akoHaM 1 HOPMaM.
KomnaHus Google He fienaeT HMKaKnX 3asBNEHUM 1 He JaeT rapaHTUii OTHOCUTENBHO TOYHOCTH
nHbOopMaLMK, MPEROCTaBEHHOW peknamMHbiMM SDK B npoLlecce caMoCTOSTENbHON CepTUhUKALIN.

CamocTosTenbHas cepTudmrkaums peknaMHbix SDK B NpuioxeHnax ons Bcen cembm oba3aTenibHa
TONbKO B TOM cnyyae, ecnu 3T SDK ncnonb3yoTesa ansg nokasa peknamsl getam. Bel HeceTe
OTBETCTBEHHOCTb 3a COfEPXKaHMEe 0ObABEHN U CHOP CBEAEHWIN COrNacHO npaBuiam B OTHOLEHNUM
Nnonb30BaTeNbCKMX AAHHbIX W NpaBunaM nporpammbl "TpunoxeHuns onsa scen cembu”
CepTudukauns He TpebyeTcs:


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335

+ [N9 nokasa cobcTBeHHOW peknambl, korga SDK ncnonbayetcs ang MepyaHgansvHra u
NepeKPeCTHOro NPOLBMXEHUS BALUMX NMPUITOXEHWUI UM APYTOro Ballero MeLUakoHTEHTa;

« ONS NPSMbIX CAENOK C peknamogatensamu, npu kotopbix SDK ncnonb3yetcs TonbKo Afis yrnpaBneHus
NHBEHTapPEM.

Tpe6oBaHus k camocToaTenbHOM cepTudukaumm peknamHoix SDK B npunoxxeHusx gns scem
ceMbu

OnpepennTte NpU3aHaKky HexenaTeNbHbIX 06bABNEHMI U 3aNPETUTE UX B YCIIOBUAX MW MOSIUTUKE
peknamHoro SDK. OnpepaeneHus BOMXHbl COOTBETCTBOBATbL paBmiamM nporpamMmbl Ang
pa3paboTumkos npunoxeHunn B Google Play.

BbibepurTe cnocob, c NOMOLLbKO KOTOPOro byneTe npucBanBaTbh 06bABIEHNSM BO3PACTHbIE
orpaHuyeHus. HeobxoonMMo HaCTPOUTb He MeHee ABYX KaTeropui: "[ns Bcex" u "Onsa B3pocnbIx".
Bo3pacTHble orpaHMyeHUs [OMKHbI MPUCBANBATHCS MO TOMY Xe MeTomy, KOTOPbIN UCMOMb3YeTCs B
cepTMdnLMPOBaHHbIX peknamHbix SDK Google.

PaspelunTe n3gaTensM 3anpalivBaTh Noka3 0ObABNEHNI, OPUEHTUPOBAHHbIX Ha aeTen (B
onpeneneHHbIX MPUNOXEHUIX UIN B KaXXA0M KOHKPETHOM cliyyae). Y6enuTech, YTO KOHTEHT B
06BbSABNEHNSAX HE HapyLWaeT AeNCcTBYyolWee 3aKOHOAATENBCTBO, HanpuMep 3akoH CLUA "O 3awuTte
NNYHBIX CBeaeHuI getel B MHTepHeTe" (COPPA) v MeHepanbHbii pernameHT EC 0 3awwuTte
nepcoHanbHbIx aaHHbIx (GDPR) . Kpome Toro, B peknaMHbix SDK, koTopble NCNOMb3YyoTCcs B
pecypcax gns ngeten, HeobxoAMMO OTKIOUNTL MEPCOHANN3NPOBAaHHYIO PeKNaMy, pekniamy Ha OCHOBE
WHTEPECOB, a TakXKe PeMapKeTUHT.

OrpaHunybTe BbIGOp nagatenen ¢opmataMum 06bIBNEHNIA, COOTBETCTBYIOWMMUN NpaBuiam B
OTHOLLUEHUW PeKIIaMbl ¥ MOHETM3ALMUN NPOrpaMmbl “TIPUNOXEHNs 0SS BCEN CEMbU" |, @ TaKXe
TpeboBaHWaM nporpammbl "OpobpeHo npenogasatensmmn”

.

Ecnv ons nokasa peknambl eTIM UCMONb3YEeTCs TEXHONOr st Ha3HaYeHWsi CTaBOK B peanbHOM
BpPEMEHU, ybeaunTech, YTo dalsbl 06bIBNEHNS MPOBEPEHDI, @ YYaCTHUKAM ayKLMOHa NPUCBaNBaOTCS
WNHOMKATOPbI KOHPUMAEHLMANBHOCTH.

YT06bI NOATBEPAUTL COOTBETCTBME peknamHoro SDK npasunam, npegoctaBbTe Google TecToByto
BEPCUIO MPUNOXEHUS U BCE HEOBXOAUMbIE CBELlEHMS B cneumnanbHor opme . CBOEBPEMEHHO
OTBevaliTe Ha nocnepyLme 3anpockl MHGopMaLum. Hanpumep, oTnpasnsiTe faHHbIe O HOBbIX
BEPCUSIX MPUNOXEHNS BMECTE C TECTOBbIM NMPUMOXEHNEM, YTOObI MOATBEPXAATb COOTBETCTBMNE
Bepcun peknamHoro SDK BceM TpeboBaHUAM K CaMOCTOATENbHOW cepTuduKaLmm.

MpoxoauTe CaMOCTOATENbHYIO CepTUdUKALUID , YTOBbI MOATBEPXAATh COOTBETCTBME HOBbIX
Bepcwui MpaBunam nporpammel 4ns pa3paboTunkos npunoxeHun B Google Play, B Tom uncne
npasunam nporpaMmsbl "MpuUoxXeHns oas Bcen ceMmbn™.

Mpumeyarne. PeknamHele SDK ¢ caMOCTOSITENIbHOV CepTUPUKALMNEN B MPUITIOXEHNSX [7151 BCEU CeMby
HEObX0[MMO MCMOL30BATb J15 10Ka3a OObSIBIEHMI B COOTBETCTBUMN CO BCEMU 3aKOHaMU 1
1O/TOXKEHNSAMY, CBA3aHHBIMU C JETbMU U MOTEHLMAESIbHO MPUMEHUMbIMU K AESITENbHOCTH U3LaTENEMN.

MNMoppobHee 0 BOASHbIX 3HAKax B KpeaTuBax M NpefoCTaBneHUN TECTOBON BEPCUM NMPUNOXEHUS
TpeboBaHua Kk NnatpopmMam MegmaLmMm, NoKasblBaloWMM peknamy feTam:

+ CrepyeT ncnonb3oBaTh TOMbKO pekniamHble SDK, npoliefluve caMocTosTeNbHYIO cepTUdUKaLmio B
pPaMKax I'IporpaMMbl PeKnaMbl B MPUNOXEHUAX ANs BCEN CeMbW, NN NPUHNUMATb MepPbI,
rapaHTupytoLLue, uTo Bce 06bABNEHNS Ha NnaTtdopmMax Meguaumm 6yayT COOTBETCTBOBATb 3TUM
TpeboBaHUSAM.

+ Heobxoounmo nepepasaTtbh MHGOPMALMIO O PENTUHIE PEKITAMHOIO KOHTEHTa M O TOM, YTO pecypc
npefHasHayeH ons geteu.

MN3yunte cnucok peknamubix SDK, npowepmnx CaMoCTOATENbHYO CEPTUDMKALMIO B MPUIOXEHUSX A9
BCEW CEeMbMU, 1 KOHKPETHblE Bepcum Takmx SDK

Ecnu Bbl 3HaeTe opraHn3aunm, XenawLmne CaMoCTOITENBHO CepTUPNUMPOBaTb peknamMHble SDK, Bbl
MOXeTe OTnpaBuUTb UM GOpMy


https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://gdpr.eu/
https://gdpr.eu/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://playacademy.exceedlms.com/sl/044a202e
https://playacademy.exceedlms.com/sl/044a202e
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/?p=adnet
https://support.google.com/googleplay/android-developer/?p=adnet

HanHble ona Google Play n npogsuxeHune

MeTogbl, KOTOPbIE Bbl MPUMEHSIETE ANA NPOLBUXEHNS CBOETO NPUNOXEHNS, 3HAUUTENBHO BMAIOT Ha
BocnpusaTe Google Play nocetutensmu. He ncnonbayiTe HU3KOKAYECTBEHHYIO PEKNaMy 1 craM, a
TakXXe He 3aBblluainTe NONySPHOCTb NMPUIOXKEHNUS UCKYCCTBEHHO.

MponBuXeHMEe NPUNOXEHMS

3anpelyeHo ny6bnmMkoBaTb NPUOXEHWS, MPSIMO N KOCBEHHO CBS3aHHbIE C METOLAMM MPOLABUXEHUS,
KOTOpble BBOASAT B 3abMyXAeHWE UK MHBIM 06Pa3oM NPUUUHAIOT BPER, NOMNb30BaTeNAM, a Takxke
coobuiecTBy pa3paboTumkoB. CUMTAETCS, YTO METOAbI BBOAAT B 3a6My>XAEHWE M NMPUYUHSIOT BPER, ECNK
OHM HapyLwatoT MpaBuna NporpaMmbl s paspaboTymKoB.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEeHUN:

« MNoka3s peknambl, BBOASLLEN B 3a0NyXXAEHNE , B MTPUNTOXEHMSX, Ha CalTax 1 Opyrux pecypcax.
Hanpwumep, Kk Hel OTHOCATCS OBbSIBNEHNS, MOXOXME HA CUCTEMHbIE YBELOMIIEHUS.

+ okas peknambl CEKCyanbHOro xapaktepa  AJis NepeHanpasieHuns nob30oBaTeNemn Ha CTpaHuLy
npunoxexusi B Google Play.

« MNpopaBMXeHNe 1 yCTaHOBKA, B pe3ysibTaTe KOTOPbIX MPOUCXOAUT NepeHanpaBneHne nonb3oBaTenen B
Google Play nnu ckauvBaHve npunoxeHus 6e3 npefBapyTeNbHOMO 3anpoca.

« MpoaBMxXeHMe C NOMOLLbIO HexenaTenbHbix SMS-paccbinok.

- [obaBneHne B MMs pa3paboTyumka, Ha3BaHNE UM 3HAYOK MPUSTOXEHNS TEKCTA UM N30BPAXEHUI CO
CBefEeHNaIMN O penTUHIe Unn 06 ycnexe npunoxeHus B Google Play, LeHamu 1 peknamon, a Takxe
NHdopMaLmen 06 yyacTumn B CylecTByowWwmx nporpammax Google Play.

Bbl 06513aHbI cneagunTb 3a TeM, YTObbI 3TN NpaBua CobIOAANUCH B PEKNAMHbIX CETSAX, MaPTHEPCKMX
nporpamMmmax 1 06bSBNEHUAX, CBA3aHHbIX C BALUUM MPUNOXKEHUEM.

MeTapgaHHbIe

N3 onncaHus NPUNIOXEeHNAa NoNb30BaTe N Y3HAtOT O €ro ¢yHKLI,MFIX N Ha3Ha4YeHun. Mel 3anpewaem
I'Iy6J'II/IKOBaTb NPUAOXKEHUS C JTIOXHbIMKY, HENPaBUIIbHO OTGOPMATUPOBAHHLIMU, HELOCTATOYHbIMY,
HepeneBaHTHbIMU, USNULWLHUMKU NN HeQOoNYCTUMbIMN ME€TadaHHbIMU. K MeTapgaHHbIM, MTOMUMO npovyero,
OTHOCATCA Ha3BaHMe 1 OonncaHne NPUNoXXeHus, ero 3Ha4oK, CKPUHLWOTbI U peKnaMHble M306pa)KEHVIFI, a
TakKXe Ha3BaHue KOMI'IaHI/IVI—pa3pa6OTqI/IKa. OnucaHue npuUnoXeHna OonKHO 6bITb MOHATHBLIM U
rPaMOTHbIM. Mbl Takxe 3anpelwaemM BkKNnYvaTb B OnncaHne OT3biBbl nonb3oBaTenen 6es YKa3aHusa
aBTOpa uuTaThbl.

Ha3BaHwue 1 3HaYOK NPUNOXEHMS, a TakxXe Ha3BaHWE KOMMaHUU-pa3paboTymka No3BONSOT
MoNb30BaTENAM HAXOAWUTb NPOAYKT U y3HaBaTb O HEM. He crefyeT [o6aBnsaTb B 3T MeTafaHHble
CMalnMKK, 3MOA3U UM NOBTOPSIOLLMECS CreLManbHble CUMBOJIbI. He MCMONb3ynTe Npu HanncaHum
TOMNbKO 3arfiaBHble BYKBbI, €CNIM 3TO HE YaCTb Ha3BaHWs Ballero 6peHpa. He nobaBnsinTe B 3Ha4OK
MPUNOXEHWS CMMBOJSTbI, BBOASALME B 3a6My>XAeHUe, HanpyUMep UHANKATOP HOBOrO cooblueHus (npu
OTCYTCTBUM TaKMUX COOBLLEHWNI) UM CUMBOJIbI CKQUMBAHMS/YCTAHOBKM, ECJIN NMPUIOXEHUE HE CBSI3aHO
CO CKauMBaHMEM KOHTEHTa. B Ha3BaHWUM NPUNOXeHWs fOMKHO 6biTb He 6onee 30 cumBonos. B
Ha3BaHMe M 3HAYOK NPUSTOXKEHMS, a TakXe B UMs paspaboTurka Henb3s fob6aBnsTh TEKCT UK
N306paxeHUs CO CBEAEHUSIMUN O PEUTUHIE UM 06 ycnexe npunoxexus B Google Play, ueHamu 1
peknaMomn, a Takxe ¢ MHpopmaLmen ob yuyacTum B CyLLeCTBYOWMX nporpammax Google Play.

Kpome Toro, B cooTBeTCTBMM C NpaBunamu Google Play ons paspaboTymKoB Mbl MOXEM 3aMpOCUTb Y
BaC 1 Apyrue faHHble.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:


https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9878810
https://support.google.com/googleplay/android-developer/answer/9878810
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X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever

2) labradoodle

3) poodle

4) chihuahua

5) akita

6) pug

7) rottweiler

(D AHOHMMHbIE OT3bIBbI MOSIb30BATENEN.
(@ CpaBHeHMe NPUIIOXEHNI UM BPEeHAOoB.
@ bnoku CNnoB, a TakXe BepTUKanbHble NN TOPU3OHTallbHblE CMTUCKK CNOB.

(|b 2]

Crane: travel PLANNER!!

* TravelCompany 7t ("7 )

UFPDATE
NOW

(D CnoBa, cocTosLLME TONLKO U3 3arnaBHbIX ByKB (He YacTb Ha3BaHUs 6peHaa).

(@ MocnepoBaTeNbHOCTM CrieLmasbHbiX CUMBOJIOB, HE MEIOLLME OTHOLWEHUS K MPUNOXEHUIO.
(3 OMoa3K, cMannnKK (BKoYas KAOMOL3M) U CreLmanbHble CUMBOJIbI.

(® CumBonbl, BBOAALLME B 3a6nyXaeHMe.

(® TekcT, BBOAAWMIA B 3abnyXaeHMe.

* N306paxeHns Unm TEKCT C YKa3aHWEM PENTUHIA UM NOKa3aTenen NPUNOXEHUs, HaNnpUMep 3HauKku
Harpag vnm dpasbl "TpunoxeHune roga”, "N2 1", "Jlyywee npunoxeHne Google Play 20XXr.",
"MonynsipHoe" n T. A.



It's Magic - #1in magic games

Music Player - Best of Play

Jackpot - Best Slot Machine
Siot Game

Rewards Game

O@
+ N306paxeHnst Unm TEKCT C yKa3aHWEM LieHbl UK C pekSlaMHOM MHpopMaLuen, Hanpumep "Ckugka 10
%", "Kew6bak 500 pybnen"”, "bBecnnaTHO B TEYEHNE OFPaHNYEHHOIO BPEMEHN" U T. 4.

@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

L

Fish Pin- Free For Limited Time Only

A5 &

Golden Slots Fever: Free 100

+ N306paxeHns nnm TEKCT C ykazaHueM nporpamm Google Play, Hanpumep “Bbibop pepakumn®,
"HoBoe" u gpyrux.

Build Roads - New Game

Robot Game - Editor's choice

BoT npuMepbl He[oMYCTUMOrO TEKCTa, U306paxeHUn U BUA,EO Ha CTPaHULLe NPUIOXEHUS:

 I306paxeHns 1 BULEO CEKCYanbHOro XxapakTepa. He ncnonbaynte n3obpaxeHus rpyau, aroguu,
reHUTanuUm 1 NPoYne OTKPOBEHHbIE PUCYHKU 1 PpoTorpadmm YenoBeyeckoro Tena.

+ HenpucTonHas nekcuka u gpyrne peyeBble KOHCTPYKLMKN, HeLOMYCTUMbIE AN WNPOKOW ayanuTopmu,
B OnMcaHum npunoxexus B Google Play.

+ CueHbl HacCUNKs Ha 3HaYKax NPUITOXEHUS, B PEKNTaMHbIX M306paXeHNsIX U BULEO.

+ N306paxeHne ynoTpebneHns HapKOTUKOB, B TOM Yucrie B 06pa30BaTeNlbHOM, OKYMEHTANIbHOM,
Hay4YHOM UM XyooXXeCTBEHHOM KOHTEHTE. ,D,aHHbIe Ha CTpaHuue NpunoXxeHna aoKHbl NOAXOAUTb
4na niobon aygutopumn.



BoT HeCKOnbKO COBETOB:

)

PacckaxuTe, novyemy Balle npunoxeHume 0cobeHHoe, YTO BbIAENAeT ero cpenun oCtalbHbIX 1 YEM OHO
MOXET NOHPaBUTbCH NONb30BaTENAM.

Y6enuTtech, YTO Ha3BaHME 1 ONUCAHKE 4al0T TOYHOE NPEACTaBIEHNE O MPUIIOXEHNUN U ero GyHKLUSX.

He VICI'IOJ'Ib3yIZTe noBTopgaloWmMeca Nnn He ced3aHHble C NPUTOXEHNEM KIoYEBbIE C/TOBa U CCbIJTKWN.

OnucaHne NpUNoXeHUs AOMXHO BbITb MPOCTLIM U NMOHATHLIM. KOPOTKME ONucaHWa nerye Yitath,
0COBEHHO Ha YCTPONCTBaX C HEBOMbLWNM 3KPAHOM. CAMWKOM LAMHHbIN, HENPaBUIbHO
0THOPMATUPOBAHHBIN TEKCT, @ TakXXe JIMWHKME NOJPOBHOCTY 1 MOBTOPbI MOTYT HapyLIaTb NpaBuia
Google Play.

He 3abbiBaliTe, YTO CTPaHMLA BaLLEro NPUOXEHNS LOMKHA NOAXOAWTb ANs LUMPOKON ayauTopumn. He
ncnonb3dynte B Google Play 3anpeLLeHHble N306paxeHuns, BULEO UK TEKCT.

OueHKu, OT3bIBbl N KONTMYECTBO YCTaHOBOK

PaspaboTurkam 3anpeLeHo NpeanpuHUMaTh NOMbITKWU MCKYCCTBEHHO M3MEHUTb MO3MLMI0 KaKoro-nmbo
npunoxeHusi B pentuHre Google Play, HanpyMep ¢ NOMOLLbIO MOLWEHHNYECKMX YCTAHOBOK, OMMaYeHHbIX
WSV NTOXHbIX OLLEHOK 1 OT3bIBOB. TakXe B MPUMOXEHNM He pa3peLleHO BO3HarpaxaaTe Nonb3oBaTenemn
3a YCTaHOBKY APYrvX NPUIOXEHUN (ECN 3TO ABNAETCA OCHOBHbIM Ha3HaYeHNEM MPUTIOKEHWNS).

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEeHUN:
« Mpocbbbl OLEHUTL MPUNOXEHNE B OOMEH Ha NoOoLpeHMEe:
30 © ¥4 0 10:00

= RescueRover Q +2

We'd love your feedback!

* ok kKK

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

d

(D B yBegoMneHuM Nonb3osaTento npefanaraeTcs Ckuaka B OGMeH Ha BbICOKYIO OLIEHKY.

 oNbITKM N3MEHUTb MNO3ULUIO NPUNOXeHNA B pel;ITMHFe Google PIay C NoOMoLWbto q)aﬂbLlJVIBbIX OUEHOK,
BbICTaBNAEMbIX OT NMLLa NOfb30BaTeNnen.

+ MNyb6nuKaums O0T3bIBOB, KOTOPbIE COAEPXKAT HELOMYCTUMbIN KOHTEHT, 1 MOBYXXAEHUE K 3TOMY
nonb3osaTesnien. K TakoMy KOHTEHTY OTHOCSTCS, MOMUMO NpoYero, nHoopmaLms o napTHepax,



KyNnoHaXx 1 UrpoBbixX KoAax, agpeca SJ'IeKTpOHHOIZ NoyTbl U CCbIIKM Ha BEG-CanTbl Un apyrue
NPUNoXeHn4d.
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& RescueRover Q

Alfie Chung i

Kk kkk 9/20/15 20
A4

Found the perfect pup!

I've been looking for a long time for an app that

would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfiel We're glad you like the app
and love your new dog.

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle 1}
A kK ok 10/12/15

©

Nice app

| like the appointment scheduling feature.

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM OT3bIBE 33 peKnaMy NPUIOXKEeHUs Nob30BaTENIM NPeanaraeTcs KyrnoH CO CKUAKON.

I You can spread the word about RescueRover and

Mo oueHKaM u o0T3biBaM MOXXHO MOHATb Ka4eCcTBO npunoXxeHus. nOSTOMy OHU OOJDKHbI 6bITb
YeCTHbIMU N OTPaXKkaTb MHEHUS HACTOALWMNX nonb3oBaTenien no TeMe. Bot HeCKonbko COBETOB O
TOM, KaK OTBeYaTb Ha OT3bIBbl NOJIb3OBaTENEN.

+ He yKnoHsnTech 0T 06CYXAEHNS YNOMSHYTbIX TPOGIEM U HE MPOCUTE MOBbLICUTH OLIEHKY.

+ YkasbiBanTe CrpaBOYHble PECYPChI, HaNpUMep NPEROCTaBbTE afpPeC SNEKTPOHHOMN MNOYTbLI CIYXObl
nogaepxXku nnm URL cTpaHULbl C YacTo 3aaBaeMbIMU BOMPOCaMMU.

BospacTHble orpaHnyeHms

BospacTHble orpaHunyeHns B Google Play npuceamBatoTcs MexayHapogHON Koanuumen Bo3pacTHOM
knaccudukaumm (IARC) . OHM coapaHbl, YTobbl paspaboTumkn Moriv coobLyaTtb nonb3oBaTensaM, ans
KaKoW ayauTOPUN NOAXOOAT NMPUNOXEHWS B X PEFVOHE. YCTaHaBNMBas BO3PACTHYO KaTeroputo
KOHTEHTa, npeacTaBuTenbcTBa IARC B OTAENbHbIX CTPaHax crnedytoT onpeaeneHHbiM npasmnam. B
Google Play Henb3as ny6nmMkoBaTb NPUIOXeHUS 6e3 ykasaHus BO3PACTHbIX OrpaHnyeHnin. ObpaTtute
BHMMaHMe, YTO peKnaMa B NPUNOXKEHUSX JOMKHA MOLXOAUTb s TOW e BO3PACTHON rpynmbl, YTO U
KOHTEHT NPUNOXEHUS, 1 He BblTb pacCcuMTaHa Ha 3HaYMTENbHO Honee B3pOCyo ayauTopuio. YTobs
Y3HaTb AOMONHUTENbHYIO HOOPMALLMIO, MPOUYNTANTE NPABUIIa B OTHOLIEHWUW HEMPUEMEMON PeKIaMbl

[ns yero Hy>KHbl BO3PAaCTHbIE OrpaHUYEHNS

BO3paCTHbIe orpaHunyeHmna NnoMorarT KIIMeHTaM (OCO6€HHO pOD,VITeJ'IFIM) MOHATb, €CTb 1N B
NPUNOXeHnn NnoTeHumnanbHO HeXenaTenbHbIN ONS HUX KOHTEHT. OHM NO3BONSAOT 6J'IOKI/IpOBaTb nnn
q)MJ'IprOBaTb KOHTEHT ONngd OTAENbHbIX ﬂOJ'IbBOBaTeﬂeIZ, a TakKXe onpepneneHHbIX CTpaH 1 permoHoB B


https://www.globalratings.com/
https://www.globalratings.com/
https://www.globalratings.com/
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753

COOTBETCTBUM C 3aKOHOAATENLCTBOM. C NOMOLLbIO BO3PaACTHbIX orpaHquHMM MOXHO OLUEHUTb, €CTb N
Y NpunoXeHna npaBo y4aCTBOBATb B CneunalibHbiX NporpamMmax ong pa3pa6OT'~IVIKOB.

Kak npuceanBarOTCAd BO3PAaCTHbIE OrpaHU4YeHus

YT06bI ONPERENUTL BO3PACTHYIO KaTEropuio, HEOBXOAMMO 3anonHUTL aHkeTy B Play Console . B Hel
HY>XHO MNOAPOGHO OMMCaTb BECb KOHTEHT B MPUIOXEHNU. Ha OCHOBE BalLMX OTBETOB HECKOMbKO
YMOSTHOMOYEHHbIX OPraH13aLMi NPUCBOSAT NPUITOXEHUIO ONPERENeHHOe BO3PACTHOE OrpaHNYeHme.
VickaxeHne $aKToB O KOHTEHTE MOXET NMPUBECTU K YAANEHUIO U GTOKMPOBKE MPUMIOXKEHUS, MO3TOMY
B aHKeTe Ba)KHO NPefoCTaBUTb TOUHYIO MHOPMALUIO.

3anonHUTb aHKETY HYXXHO NS KaXA0ro NMPUIOXEHWS HE3aBUCKUMO OT TOro, ONy6nMKOBAaHO i OHO B
Google Play unu Tonbko nobaeneHo B Play Console, nHaue emy 6ygeT npucBoeH ctatyc "bea
knaccudukaumn®. Takme npunoxenus ypansiortcs us Google Play.

ECnv Bbl UBMEHUTE KOHTEHT MK GYHKLMM NPUSIOXKEHNUS U 3TO MOBAMSET Ha OTBETHI B aHKETEe, BaM
noHagobuTcsa 3anonHuTb ee B Play Console elwwé pas.

BospacTHOe orpaHnyeHmne, KOTOpoe NPUCBaNBAETCS MOCSE 3aMNOfHEHWS 9TOW aHKeTbl, OTHOCUTCS
TOMNbKO K KOHTEHTY Ballero NpuioXeHus 1 He 3aTparmsaet apyrve GyHKLUU U NPaKTUKK, Takme Kak
peknama 1 cornaweHus ¢ nonb3osaTtensamu. Bol 0693aHbl coobLaTh Nonb30BaTeNsM 060 BCex
LLOMOSTHUTENbHbIX BO3PACTHbIX OrPaHNYEHUSX, HAaNPUMep YCTAHOBIIEHHbIX B CBA3M C MEPaMu Mo
obecneyeHmo KOHGUOEHLMANbHOCTY.

MonpobHyto MHGOPMaALMIO, B TOM Ynciie 06 OpraHn3aLMsx No OLEeHKEe KOHTEHTa B Pa3HbIX PErMOHaX,
M MHCTPYKLMK NO 3aMOJHEHWIO aHKETbI Bbl HangeTe B CrpaBoYHOM LieHTPe

Kak ocnopuTb BO3pacTHOE orpaHuyeHue

Ecnwv Bbl He cOrnacHbl C NMPUCBOEHHbBIM OrpaHUYEHeM, NofanTe anennsumio Hanpsmyio B IARC. [ns
3TOro nepenpuTe No Cchinke B ceptudmkaTe, NosyYeHHOM Mo NEKTPOHHOM NoyTe.

HoBocTu 1 XypHansbl

[1n9 BCex HOBOCTHbIX MPUIOXEHWUI M XypPHaNoB HEOBXOAMMO BbIGpaTh KaTeropuio "HoBOCTHM 1
XypHanbl" B Google Play Console 1 3anonHuTb geknapauuio.

B 3Ty KaTeropuio BKIKOYAKOTCA BCE NPUNOXEHUA, ANng KOTOPbIX BEPHO noboe n3 yTBep)K,D,eHVIl‘/III

+ B Google Play Console paspaboTuumk ykasas, 4To NpuoXeHne 0THOCUTCS K KaTeropum "HoBocTu u
XypHanbl'.

« B Google Play npunoxeHne ony6nvkoBaHoO B KaTeropumn "HOBOCTM 1 XypHasbl', @ ero Ha3saHue,
3HAYoK, ON1caHne UM Ha3BaHWe KOMMNaHUM-pa3paboTumka COQEPXMT CNOBO “"HOBOCTU" UK
">XypHan".

Y3HaTb 60MblUE O TOM, YTO CYMTAETCA HOBOCTHBIM MPUTOXEHNEM UM XYPHANIOM, MOXHO 13
TpeboBaHWI K HOBOCTHbLIM MPUIOXEHUSM.

Kpome Toro, npunoxeHuns n3 kateropun "HOBOCTU 1 XypHanbl" OOMKHbI:
* NPVBOAUTL MCTOYHUKMN BCEX HOBOCTHbIX M XYPHaMbHbIX CTaTeN, BKIHOYas, MOMUMO NPOYEro,

MHPOPMaLMIO 06 OPUTMHANbBHbBIX U3[ATENSX UMW aBTOPAX;

*+ PErynsapHO NomnoHATLCS HOBbIMU MaTepuanamMu (B NPUIOXEHUN He JOMKHO BbiTb CTAaTUYECKOrO
KOHTEHTA);

* NPefoCTaBNsATb ObICTPLIN U YAOOHbI LOCTYN K AEUCTBUTENIbHON KOHTAKTHON MHGOPMaLMK O
MPUNOXEHNM;

* ICHO YKa3blBaTb MCTOYHMKU CTOPOHHETO KOHTEHTa (HanpuMep, arperatopbl HOBOCTEN W XYPHAmNOB);


https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#ratings
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https://support.google.com/googleplay/android-developer/answer/10523915

+ JaBaTb BO3MOXHOCTb O3HAaKOMUTLCS C KOHTEHTOM Mepeq NoKYNKOW, ECN OH NPeAoCTaBgeTCs No
noanuncke;

* MMEeTb OCHOBHYIO LieJib, KOTOpasa He CBOAUTCSA K MONy4YeHUIO AoxXoha OT peknaMbl U1 NapTHEPCKOMY
MapKeTUHry.

CnaMm, dyHKLMOHaNbHOCTb 1 YOo6CTBO A5 Nofb3oBaTenen

MPUNOXeHNs BOMXKHbI CoAepXaTb MUHMMASbHbIA HAB0P GYHKLMI U KOHTEHTA U BbITb UHTEPECHBIMU A8
nonb3oBaTenien. Ecnv B npunoXxeHny NoCTOSHHO NPOUCXOasaT cbou, a Takxke ecriv OHO 6ecnonesHo unu
CO3[,aHO OS89 pacnpOCTPaHeHNs cnaMa Cpeam nonb3osaTtenen nmbo B Google Play, To nybnukosaTtb
TaKoe NPUSIOXKEHME HE MMEET CMbICHa.

Cnam

3anpeLueHo ny6nnkoBaTh CKOMMPOBaHHbIE M HU3KOKaYECTBEHHbLIE MPUMOXKEHNS, @ TakXKe NPUIIOXEHMS,
pacnpocTpaHsoLWwme cram.

CnaM B coobLeHusax

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, KOTOPbIE OTNPABASIOT OT MMEHU nonb3oBaTens SMS, nucbma v
Lpyrve Buibl COobLLeHWUi, He faBas NoJib30BaTe o BO3MOXHOCTY NPOBEPUTb COaepXKaHue 1
nonyyaTens.

BoT npuMep pacnpoCTPaHEHHOro HapyLWeHMs:

« Mocne HaxaTus KHoMNkW "ToaennTbcs” NPUNOXEHNE aBTOMATUYECKM OTNPABASET COOBLEHNS OT
VIMEHW MOoMnb30BaTeNs. Y Nonb3oBaTesNs HET BO3MOXHOCTU NPOBEPUTL TEKCT COOBLLEHNI 1 BbIBPaTb
nonyyartenen.

all = 10:30 AM

Big Bus Info

Sent messages ()

OSavadMessages

Like this app? Waugh -
Share it with your friends Congratulations, you have won a

free trial...

Tanya Mayer 21:03
Congratulations, you have won a
free trial...

Lisa Smith 203

f \ Congratulations, you have won a

( ] free trial ..

Albert Brown 2102
— — Congratulations, you have won a

fres trial...

Jahir Swift 2:03
Congratulations, you have won a
free trial ..

Ronald Francis 2108
Congratulations, you have won a
free trial...

CnaM c uenbio nepeHanpasneHns Tpaduka



3anpelyeHo nybnmkoBaTb NPUIOXEHWS, OCHOBHOW LIeSIbl0 KOTOPbIX SBASETCS NpuBeYeHne Tpaduka Ha
Beb6-canT 6e3 paspelleHns BragenbLa nin agMMHUCTpaTopa canTa.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUeHUN:

+ MpUNoXxeHNs, OCHOBHOM LIeSbiO KOTOPbIX ABMISETCS NpuBReYeHre Tpadrka nepexonos Ha Be6-canT
ANs ganbHenwwero noyyYeHns 60HyCcoB 3a KOJIMYECTBO PErMcTpaLmin UM noKynok Ha 3ToM Be6-
caunte.

+ [punoxeHuns, OCHOBHOM LiENbi0 KOTOPbIX ABSETCS NpUBNeYeHne Tpaduka Ha Be6-caiT 6e3
pa3peLieHus:

Google Shopping h=4 ®

Q. chromecast

1GB 8GB 64 GB 1TB YouTube Netflix

Q Instore

Google Chromecast Google Chromecast Google -

- Charcoal - Stream - Charcoal (3rd Chromecas
from your device t... Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy

Free shipping (O] (¢
About ®

Google - Chromecast (Latest

Model) Streaming Media Player -
(21,649)

Compare prices from 50+ stores

More style options

(D 3710 npunoxeHne HasbiBaeTCs "BbirogHble ToBapsl y Tega” v NpPOCTo nepeHanpasnseT
nonb3oBaTenen B Google Mokynku.

MNoBTOPSAOWMNNCA KOHTEHT

3anpelyeHo nybnmMkoBaTb MPUIOXEHWS, KOTOPbIE MOTHOCTbLIO MOBTOPSIOT APYT1e NPUNOXEHUS, YXe
pasMelleHHble B Google Play. Kaxpoe npunoxeHue 0OMKHO NPefoCTaBNsaTb YHUKANbHbIA KOHTEHT Un

ycnyry.
BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

+ KonvpoBaHue KOHTEHTa U3 APYrX NPUIOXEHUI 6e3 NepepaboTku U LONOMHEHUA.

» Co3paHne HeCKOMbKNX I'IpI/IJ'IO)KeHVIVI C O4Y€Hb NOXOXNMU q)yHKLI,VIFIMVI, KOHTEHTOM N BO3MOXHOCTAMMW.
Ecrnv o6bem KOHTEHTa B Ka>XAOM N3 TakKnx I'IpVIJ'IO)KeHVIIZ HeBeNnK, BO3BMOXHO, cnegyet OI'Iy6]'II/IKOBaTb
OOHO NpunoxeHue, O6'be,D,VIHﬂIOLIJ,ee BECb KOHTEHT.

seree

Paint Clouds Paint Clouds Paint Clouds Paint Clouds
on Monday on Tuesday on Wednesday on Thursday
XYZ Developer XYZ Developer X¥Z Developer XYZ Developer



CDYHKLI,VIOHaJ'IbHOCTb, KOHTEHT 1 BO3MOXXHOCTM 418 Nofb3oBaTenen

MpunoXxeHns BOMXHbI paboTaTb CTabUNIbHO, BbiTb aAaNTUBHLIMU U YOOBHBIMUK A Nonb3oBaTenew, a
TakXe npepfiaraTb MHTEPECHbIE BO3MOXHOCTU. B Google Play 3anpelieHo ny6amkosaTe 6ecnonesHble
MOBUNbHbIE NPUNOXeHUd, NPUNOXEHUS, KOTOPble HE coaep>XaT MHTEPECHOIro KOHTEHTa, HE MMEIOT
LLeHHOCTU AJ191 NONb30BaTeNEN UMW B KOTOPbIX MOCTOSIHHO MPOUCXOoaaT cbou.

HepocTaToO4YHO PYHKL UM U KOHTEHTA
3anpelyeHo nybnmkoBaTb MPUIOXEHWS, B KOTOPbIX HELOCTATOYHO GYHKLUMA U KOHTEHTA.
BoT npuMep pacnpocTpaHEHHOrO HapyLeHUS:

+ MNpunoxeHus, B KOTOPbIX HUYETO HE MPOUCXOAUT, ECNIN NOMb30BATENb HE 3aleNCTBYET BCTPOEHHbIE
byHKLMM (HanpyMep, cepBUchl AN paboTbl C TEKCTOBbIMU Unu PDF-dainamm).

+ TPUNOXEHNS, B KOTOPLIX OUEHb MANIO KOHTEHTA U HET MHTEPECHbIX AJ1 NONL30BaTeNs BO3MOXHOCTEN
(HanpuMep, ecTb TOMbKO OfHU 060U).

+ MNpunoxeHus, He BbIMONHSALME HUKAKUX GYHKLNNA.

== Challenger 3 :

HepaboTalowme npunoxeHus

3anpelyaetcs ny6nmMkoBaTb NPUIOXEHWS, KOTOPbIE faloT CO0U, MPUHYLUTENBHO 3aKpPbIBAOTCH,
3aBMCatOT UK PaboTaloT C ApyrMMmn owmnbkamu.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

» [TpunoxeHne He yCcTaHaB/nBaeTCH.



. I'Ipmnoerme yCTaHaB/MBaeTCyd, HO He OTKpPbIBaeTCs.

Loading... Unfortunately app has stopped.

T T
Report OK

. I'Ipmnoerm, KOTOpPblE 3arpy>arwTcsd, HO He OTBe4aloT.

Photons isn't responding

Close app

Wait

Hpyrvne nporpamMmsl

Bce npunoxeHus, pacnpocTtpaHsieMble yepesd Google Play, fomkHbl COOTBETCTBOBaTL TPEOOBAHUSM B
OTHOLLUEHUW KOHTEHTa, KOTOpble pasMelleHbl B 3ToM LieHTpe npaBun gna paspaboTunkos. OgHako ecnu
NPVNOXeHNe co3aaHo Ans 0cobeHHbIX GyHKUMM Android, MOryT Cyww,ecTBOBaTb AONONHUTENbHbIE



ycnosus. O3HaKOMbTECH CO CMUCKOM HMKe. BOBMOXHO, Kakme-To 13 3Tux npaBunn OTHOCATCA K BalleMy
NPUNOXEHNIO.

MpunoxeHua ona Android C MrHOBEHHbIM 3aMyCKOM

MpunoxeHns ans Android ¢ MrHOBEHHbBIM 3aMyCKOM JOSXKHbI ObITb YLOOGHBIMU B UCMOSIb30BAHWK, @
TakXXe COOTBETCTBOBATb CTaHAAPTaM KOHGUAEHLMANBHOCTM 1 6e30NacHOCTH. YToBbl 4OBUTLCS 3TOrO,
Mbl pa3paboTanu crieymnanbHble npaBuna.

PaspaboTumku, xenawoume pacnpocTpaHsaTb yepes Google Play npunoxenus gna Android ¢
MrHOBEHHbIM 3aryCKoM, AOMKHbI COBI0AaTb 3TV NpaBunia Hapsay C ocTanbHbiMK MpaBunamm
nporpaMmbl ans pa3paboTumnkos.

NoeHTudumkaums

Ecnv npunoxXeHne ¢ MrHOBEHHbBIM 3aMyCKOM MPeLNonaraeT BXOf, B aKkayHT, B HEr0 He06Xo4MMOo
UHTerpupoBatb GyHkumio Smart Lock ons naponeu

MNoppepikka CCbinok

Ecnu HeobxoanMo nepeHanpaBnTb Nonb3oBaTeNsd U3 OQHOro NPUIOXEHUs B Apyroe, cnegyet
peann3oBaTb Nepexop, B NPUIOXEHNE C MIHOBEHHbIM 3aMyCKOM (€Cn 3TO BO3MOXHO), a He
ncnonb3oBaTb KOMNoHeHT WebView

TexHU4Yeckune xapakTepUCTUKN

Mpun pa3paboTke NPUNOXEHNA C MTHOBEHHBIM 3aMyCckoM 0653aTeNibHO cobnopanTe TeXHUYeckne
TpeboBaHus Google, KOTOPbIE MOTYT MEHSTLCS BPEMS OT BPEMEHU, B TOM UnCe TpeboBaHUs,
nepeuncneHHble B OTKPbITOM JOKYMEHTaLMUM

MpepnoXxeHne yCTaHOBUTb MPUIOXEHUE

MpunoXeHne ¢ MrHOBEHHbIM 3aMyCKOM MOXET NpeasiaraTb YCTaHOBUTb MPUSTOXEHME, HO 3TO He [OSKHO
6blTb €ro 0OCHOBHOW dyHKLMeN. KpoMe Toro, BomKHbI CObmoaaThCs crepytolme TpeboBaHus:

« Micnonb3yeTca cTaHpapTHbIN 3Havok Material Design "YcTaHOBUTL" 1 KHOMKa C HAGMUChIO
"YcTaHoBuTb".

 icnonb3yeTcs He 6onee 2-3 CKPbITbIX NPELANOXEHUA YCTAHOBUTL NPUTOXKEHKE.

« MpennoxeHne 06 yCTaHOBKE HE NMOXOXE Ha peknamy (HanpuMep, Henb3sg UCMNob30BaTh GaHHEpPDI).

[ononHuTenobHble CBEAEHUS 1 yKazaHunsg MOXXHO HaWTK B 3TON CTaTbe

BHeceHne n3aMeHeHnn B yCTPOUCTBO

MpWnoXeHne C MrHOBEHHbIM 3aMyCKOM He JOMIKHO BHOCUTb B YCTPOMCTBO NOMb30BaTeNs N3MEHEHMUS,
KOTOpPbIE COXPaHATCA AoMblue, YeM paboTaeT camo NpUIoXeHue. HanpuMmep, OHO He [OMIKHO MEeHSTb
060M UNM co3aaBaTb BUOXKET Ha FaBHOM aKpaHe.

BuanmocTb paboTbl MPUIOXEHUS
[Tonb3oBaTtenb OO/MKEeH 3HaTb, YTO NPUNOXeHne C MrHOBEHHbIM 3anyCKOM pa60TaeT. CKprBaTb q)aKT
pa6OTbI NPUNOXeHUsa OT NONb30BaTENd HENb34.

NpeHTndumkaTopbl ycTpomncTea

Y NpunoxXeHUs C MTHOBEHHBIM 3aMyCKOM He JOMKHO 6biTb JOCTYNa K UOEHTUPMKATOPaAM YyCTPOMCTBA,
KOTOpbIE OCTAOTCA NOCe 3aBepLUeHMs PaboTbl MPUIOXEHMWS, €CIU NMPU 3TOM MOJb30BaTeSb HE MOXET
CMEHWTb UX. HecKonbko NpuMepoB:


https://play.google.com/about/developer-content-policy/
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« Homep Build Serial;
+ MAC-appeca ntobbix CETEBbIX NMPOLECCOPOB;
+ IMEI-kop n Homep IMSI.

MpUNoXeHe MOXET MoNy4YUTb AOCTYM K HOMEpPY TenedoHa C paspeLleHns nosbaosatens. PaspaboTumk
He [OSIXEH MNbITaTbCA ONPenesinTb IMYHOCTb MOJIb30BATENS C NMOMOLLbIO 3TUX UAEHTUPUKATOPOB UK
LPYrUX BaHHbIX.

CeTteBou Tpadpuk

CeTeBow TpadmK BHYTPU NPUNOXKEHUS C MTHOBEHHBIM 3aMyCKOM LOMKEH WNPPOBATHCSH C MOMOLLbIO
npoTokona ctaHpapTa TLS, Hanpumep HTTPS.

MNpaBuna Android B oTHOIEHMM 3MOA,3U

MpaBuna B OTHOLIEHMN 3MOA3M NPU3BaHbl 06€CNeYnTb NHKITH3NBHOE 1 eAMHO0BpPasHoe
B3aMMOAENCTBME MeX Iy NoSb30BaTeNIMu. B CBA3KM C 3TUM BCe NpunoxeHus ana Android 12 v Bblwe
LLOSIXHbI MOAAepXMBaTb NocNefHow Bepcuio amoasn Unicode

OHM y>e BOCTYMHbI B MPUOXEHMUAX, NCTIONb3YIOLWMX OMOA3M N0 YMONYaHWo, 6e3 Nonb3oBaTebCKom
peanusaunm, Ha Android 12 1 Bbiwe.

MPUNOoXeHNs C NONb30BATENBCKMMUN 3MOA3M, B TOM YUCIIE U3 CTOPOHHMX BUBNNOTEK, LOMXKHbI
MOMHOCTbIO NOAAEPXKMBATL NnocnegHioo Bepcuto Unicode npu pabote Ha Android 12 1 Bbilwe B TeYeHUE
4 mecaueB nocre Bbinycka HOBbIX amMoA3n Unicode.

MHCprKLI,I/IVI no nopaepXxke COBpPEMEHHbIX aMOA3K COAepXKaTCA B pyKOBOACTBE

CeMbM

Google Play — 370 yno6Has nnatpopma, roe paspaboTunky MoryT ny6siMkoBaTb MPUNOXEHUS oS
nonb3oBaTenen Nobbix BO3PacToB. Mpexae YeM BKIOYaTb NPUIIOXEHNE B Mporpammy “MpunoxeHus
ans Bcen cembn” unu obasnatb B Google Play npunoxerue, ueneson aygutopuen KOToporo
ABNAOTCA OeTn, y6e,u,|/|Ter, YTO OHO ,D,GVICTBI/ITGJ'IbHO noaoxoguT ongd ,u,eTe17| M COOTBETCTBYET
3aKOHOAATENbCTBY.

B Akapemumn ons paspaboTumMKoB MOXHO y3HaTb O TPEOOBAHMSAX K MPUITOXEHVSM AN OeTen 1
NpoBepKe Mo MHTEPAKTUBHOMY KOHTPOSIbHOMY CIMCKY.

MNpasuna nporpammbl Google Play “lMpunoxeHuns gnsa scen cembn”

Korpa pogutenu BbIGMPatOT KOHTEHT AN CBOMX AETEN, OHU XOTAT, YTOObI OH Bbll KAUECTBEHHBIM U
6e30onacHbIM. Ha 3Ton cTpaHuMue pacckasaHo, Kakum TpeboBaHWSM LOMKHbI COOTBETCTBOBATb
NPUNOXeHNd, KOTopble NpeaHa3HavYeHbl ans BCEWN CEMbU UMK TONbKO ona ,que|7|.

MoHsATUE "[ETN" MOXET TPAKTOBATbCS NO-Pa3HOMY B 3aBUCUMOCTM OT CTPaHbl 1 CUTyaLmun. YTobbl
Y3HaTb, Kakne BO3pacTHble OrpaHNYeHNa NPUMEHAIOTCA K BalleMy NMPUNOXEHUIO N Kakne
0693aTenbCTBA Bbl AOMKHBI COBMIOAATL Kak ero paspaboTumk, MPOKOHCYNbTUPYHUTECH C OPUCTOM. Bbl
3HaeTe CBOE NPUIIOXEHME NyyLle BCEX, 1 TOMbKO OT Bac 3aBUCUT, ByaeT nv oHO 6e30MnacHbIM Ans
nerten.

Pa3paboTumkm MOTyT 3aMpPOCKTb OLEHKY NMPUIIOXEHNI, COOTBETCTBYHIOLMX NPaBUiaM NporpamMmbi
Google Play "MpunoxeHus ons Bcen cemMbu', 4ns yyactus B nporpamme "OpobpeHo
npenogasaTengaMn”, HO Mbl He TapaHTUPYEM, YTO OHU BYAYT B HEE BKITIOUEHDI.

TpebosaHus k npunoxxeHuto B Play Console

LeneBas ayanTopus U KOHTEHT
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Mepepn nybnvkaLmen NPUnoXeH1s He0b6XoaMMO BblIbpaTh BO3PACTHYIO rpynny B pa3gene Lienesas
ayouTopus 1 koHTeHT B Google Play Console. HezaBMCUMO OT TOro, Kakyto rpynmny Bbl YKaxeTe, Mbl
BY[EM yUMTbIBATb, ECTb /M B BalUEM MPUIOXEHUN N306paxeHUs 1 Gppasbl, 13-3a KOTOPbIX NPUIOXEHNE
MOXHO CYECTb OPUEHTUPOBAHHbLIM Ha aeTen. KomaHpa Google Play ocTtaBnsieT 3a coboi npaBo
MpoBepsATb NPEeLOCTABNEHHYIO MHOPMALIMIO O MPUNOXEHNN 1 ONPELENsaTb, TOYHO N BbiIGpaHa
Lenesas ayauTopus.

Heckonbko BO3paCTHbIX rpymnmn MOXHO BbI6paThb TONbKO B TOM Cly4ae, ECAN Bbl TOYHO YBEPEHDI, YTO
NPVNOXeHWe NOAXOANT ANS BCEX HMX. Hanpumep, KOHTEHT Ans Manbilwen U fOWKONbHUKOB LOJIXKEH
OTHOCUTBCS TONbKO K KaTeropun "[o 5 net". Ecnv Bbl pa3paboTanu NpunoXeHue ans y4eHNKoB
OnpeneneHHoro knacca, Bolbepnte Hanbonee NOAXOASALWMI BO3pacT. [pynnbl, BKOYaoWwme u
B3POCHbIX, ¥ AeTeN, MOXHO YKa3biBaTb, TOJIbKO €CJIN Balle NPUIIOXEHNE AeUCTBUTENIbHO
npegHasHayeHo s BCex BO3PacTOB.

O6HoBneHuda pa3pena "LieneBas ayauTopus  KOHTEHT"

Bbl MOXeTe B 11060 MOMEHT U3MEHNTb MHOPMaLMIO B pa3fene "LieneBas ayaguTopus U KOHTEHT" B
Google Play Console. Ytobbl HOBble cBeeHMs nosiBunuck B Google Play, He06X0aMMO BbINyCTUTb
OOHOBIIEHME , OQHAKO NPOBEPUTH UX Mbl MOXEM €LUE [0 TOro, Kak Bbl 3arpy3nTe HOBYIO BEPCUIO
NPVNOXEHWS.

Ecnu Bbl U3MeHUNn Lenesyto ayauToputo, ,D,O6aBVIJ'II/I B NPUNTOXEHNE peKiaMy nnun I'IJ'IaTHbIIZ KOHTEHT, Mbl
HaCTOATENIbHO PEKOMEHAYEM COOBLWMTL 06 3TOM NONb30BaTENAM. [15 3TOr0 MOXHO MCMONb30BaTb
pasgen "Yto HoBoOro" Ha cTpaHuue B Google Play nnu yBegomMneHns B CaMOM NPUNOXEHWUN.

UckaxeHue ¢pakTos B Play Console

WckaxeHne ¢akToB o npunoxexun B Play Console, B ToM uncne B pasgene "LieneBas ayautopus u
KOHTEHT", MOXET NPUBECTM K YAANEHUIO UK BIIOKMPOBKE NMPUIOXEHNS, NO3TOMY BaXHO NPefoCTaBUTb
Kak MOXHO 6ornee TOUHyIo MHpopMaLuIo.

TpeboBaHUs K NPUNOXEHUAM ANa geTeun

Ecnwv B Bally LeneByto ayAUTOPUIO BXOAST AETU, Bbl [OMKHbI BbINOMHSATL NEPEUNCNEHHBIE HUXE
TpeboBaHus. VIx HecobnofeHe MOXET NPUBECTU K yOANEHMIO UM BIIOKMPOBKE NPUSTOXKEHNS.

1. KOHTEeHT npunoeHus. [1eTam fomkeH 6biTb JOCTYMNeH TONIbKO NOAXOAAWMIA A8 HAX KOHTEHT. Ecnn
B MPUSIOXEHNMN €CTb KOHTEHT, AOMYCTUMbIV HE BE3[e, OHO MOXET BbiTb LOCTYMHO TOMbKO B PErMOHE,
rae Tako KOHTEHT CUMTAeTCs NOAXOAdWMM ANg AeTen (orpaHnyeHrs no pernoHam).

2. ®yHKUMU npunoxxeHus. OCHOBHOW LiENbio NPUNOXEHNUS HEe JOMKHAa BbiTb AEMOHCTPaLNs canTa
yepes komnoHeHT WebView nnm npueneveHne Tpaduka Ha cant 6e3 paspeLieHns ero BnagenbLa
WM aMUHUCTPATOPA.

3. OTBeTbl Ha Bonpochl B Play Console. B Play Console Heo6x0a1Mo TOYHO OTBEYaTb Ha BOMPOCHI O
NMPUNOXEHNN, @ TaKKe 0BHOBNATb NPEROCTABEHHYIO MHDOPMALMNIO, ECIIN B HEM YTO-TO MEHSIETCS.
MoMuMo npoyero, TpebyeTcs ykasbiBaTb 4OCTOBEPHbIE fAaHHbIe B pa3gene "Lienesas aygutopus u
KOHTEHT", paspene 6e30nacHOCTM faHHbIX U aHkeTe IARC s NpuCBOEHMS BO3PACTHOMO
orpaHuyeHus.

4. PaboTa ¢ gaHHbIMU. ECNin Balle NpUIoXeHNe COBUPAET KaKyo-MBO TNYHYIO U1
KoHbMaeHUnanbHyo nHGopmaLmio geTen, B TOM yncne ¢ nomolybto APl 1 SDK, Bbl 0653aHbI
coobwnTb 06 3TOM B iBHON dopMe. K KoHPMaeHLManbHoM nHGopMaLmMmn eTen OTHOCATCS,
Hanpumep, y4eTHble AaHHbIE, AaHHblE C MUKPOGhOHA U KaMepbl, CBEAEHNS Ha YCTPOWCTBE,
npeHtTudukatop Android 1 faHHble 06 MCnonb30BaHUM 0BbABNEHNI. Takxe ybeamTech, 4To
NPWNOXEHNE COOTBETCTBYET CrieayoWwmM TpeboBaHNaM:

+ MpunoxeHus, NpegHa3HaYeHHbIE TONbKO AN OeTe, He [OMKHbI NepenaBaTb PEKIaMHbI
noeHtudmkatop Android (AAID), cepuinHbin HoMep SIM-kapTbl, CEpUHLIA HoMep cbopku, BSSID,
MAC-agpec, SSID, IMEI-kog w/vinn Homep IMSI.

« MpunoxeHns, e4MHCTBEHHOMN LIeNIeBON ayanTOPUEN KOTOPbIX SBASIOTCA AETU, HE [OMXKHbI
3anpawueaTb paspeweHne AD_ID npu ucnonbaosaHumn Android APl ypoBHs 33 1 Bbille.


https://support.google.com/googleplay/android-developer/answer/9285070
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« MpunoxeHus, NpegHa3HaueHHble A8 OeTen U B3POCIblX, HE LOJIKHbI NepenaBaTh PEKTaMHbIN
naeHtTuodukatop AAID, cepuiHbin Homep SIM-KapTbl, CepuinHbi Homep cbopku, BSSID, MAC-
agpec, SSID, IMEI-kog n/vnun Homep IMSI, ecnv nonb3oBaTeNlb pebeHOoK UK ero Bo3pacT
HEeN3BeCTEH.

+ Henb3s 3anpawunsaTb HOMep TenedoHa npu nomoluu knacca TelephonyManager B Android API.

« MpUnoxeHus, NpegHa3Ha4YEHHbIE TONbKO ANS AeTEN, He JLOMKHbI 3anpallrnBaTh 4OCTYN K AaHHBIM O
MECTOMOMOXEHMH, a Takke cobMpaTb, MCNONb30BaTb 1 NEPeRaBaTb MHGOPMALMIO O TOYHOM
MECTOMOOXEHMUM.

- [na 3anpoca nogknoueHns no Bluetooth Heobxogumo ncnonb3oeate CompanionDeviceManager
. VickntoueHune — npunoxeHus, npepHasHayeHHble Tornbko Ans sepcun OC, KoTopble He
NOAAEPXKMBAIOT 3TOT Knacc.

. API u SDK. Y6enuTecb, 4to APl 1 SDK ncrnonb3ytoTcs B BalleM NPUIOXEHUN Hagnexalmnm o6pasom.

« MpunoxeHuns, NpegHasHaYeHHbIe TONbKO ANS AeTel, He BOMKHbI ncnonb3oBaTb APl nunun SDK,
KOTOpble He 0fo6pPeHbl A CEPBUCOB, PACCUYMTaHHbLIX B OCHOBHOM Ha Takylo LieNeByto ayauTopuio.
« OTO OTHOCUTCA B TOM umncne K AP, ncnonbayowmm gns ayTeHTudukaumm n aBtopmsanmm
TexHonoruto OAuth, B yCnoBumsx NCNOMb30BaHNSA KOTOPbIX CKa3aHO, YTO OHM He Of0BpEHbI Ans
CEpPBUCOB, NPefHa3HauYeHHbIX 411 LeTen.

+ B npunoxeHusix, NpegHa3HauyeHHbIX 4N AETEN U B3POCHbIX, HENb3s ncnonb3osaTb APl nnmn SDK,
KOTOpble HE 0L06PEHbI AJ1S CEPBUCOB, PACCUMTAHHBIX HA AeTen. VIcknioueHns BO3MOXHbI, ecnu API
nnn SDK NpuMeHsIoTCS TONbKO NOCHe HelTpanbHOro BO3PacTHOMO GUNbTPa UM eciu Npu nx
MCMOJIb30BaHMMN faHHbIe feTeln He cobupatoTcs. Kpome Toro, Takue NpUnoXeHus He LOKHbI
TpeboBaTb, YTOObI MONL30BATENN NOMYYann [OCTYN K KOHTEHTY Yepes APl unu SDK, He
Of06PEHHbIE AN CEPBUCOB, KOTOPbIE MPefHa3HauYeHbl Ana feTen.

. lononHeHHas peanbHOCTb. ECnu B NPUNOXeHUN UCTONb3yeTcs AOMONHEHHAs peanbHOCTb, Npu
3anycke pa3fenoB C Hel [OSKHO NOSIBASTLCS NPeaynpexmneHne, Copepxallee CneayoLLyio
MHbOopMaLnio:

+ HanoMuHaHne 0 BaXHOCTV POAUTENBCKOrO KOHTPONS.

+ HanomuHaHne 06 onacHOCTV 06BEKTOB peasnibHOro Mupa (Hanpumep, "Obpallante BHUMaHUE Ha
npegMeTsl U NoAeN BOKpyr").

+ [ng UCnonb30BaHWs MPUNOXEHNS HE AOMKHbI TPE6OBaTb YCTPONCTBA, HE PEKOMEHA0BAHHbIE A1
neten (Hanpumep, Daydream unu Oculus).

. CoumanbHble npunoxeHus u GyHkLMu. ECniv Balle NpunioXeHne No3BONSeT NoNb30BaTENIM
LENUTbCS UM 06MEHNBATLCA MHbOPMaLIMEN, Bbl LOSKHbLI B TOYHOCTM OMMUCATh 3TU GYHKLUM B aHKETE
L9 NPYCBOEHNS BO3PACTHOrO orpaHuueHus B Play Console.

+ CoumanbHble NPUIoXeHus. X ocHoBHag Lieslb — NPefoCcTaBNaTb BO3MOXHOCTb AENNTHCS
KOHTEHTOM B cBOHofHOM dopMe uim obLwatbes ¢ 6onblumMMm rpynnamm nopen. Bo Bcex
coumnanbHbIX NPUNOXEHNAX, B LLeNneByto ayauUTOPUIO KOTOPbIX BXOOAT AETU, Nepen
npefocTaBeHneM NoJib30BaTENIM AOCTYNa K 06MeHY KOHTEHTOM UK MHGOPMaLIMen LOMXKHbI
NOKa3blBaTbCA HAaMOMMUHAHNA O TOM, KaK 3alNTUTb ce6q B MHTEPHETE N K KaKUM PUCKaM B
peasnibHOM MUPE MOXET NPUBECTM OHNANH-B3aUMopencTBemne. Kpome Toro, npexzae YeM no3sonsaTb
LeTsM 0OMeHMBATLCA NIMYHON MHDOPMaLMEN, Bbl [OMKHbI TPeOOBaTb AENCTBUS CO CTOPOHBI
B3pOCOro.

« CoumanbHble GyHKLUN. DTO Ntobble JONONHUTENbHbIE GYHKLNN NPUNOXEHNS, MO3BONSIOLME
LEeNnnTbCs KOHTEHTOM B CBOH6OAHOMN dopMe nnmn obuwatbecs ¢ bonbwmmn rpynnamum nogen. Ecnv s
NPUNOXEHUN €CTb CoLMnanbHble YHKLMM N B €r0 LLENEBYIO ayAUTOPUIO BXOAAT AETU, Nepeq
npenocTaBneHNEM NONb30BATENSAM JOCTYNa K OOMEHY KOHTEHTOM 1 MHbOPMaLMEN Bbl LOMKHbI
MOKa3bIBaTb HAMOMWHAHMS O TOM, KaK 3alWUTUTb CeOS B UHTEPHETE U K KAKUM PUCKaM B peasnibHOM
MUpe MOXET MPUBECTU OHNalH-B3anMopencTeme. Kpome Toro, B3pOCibiM HEO6XOAUMO
npenocTaBUTb BO3IMOXHOCTb YNPaBsTe HACTPOWKAMM COLManbHbIX GYHKLMIN, B TOM Yncne
BK/OYATb M OTK/OYATb MX UNK BbIBMpPaTh pasnnyHble YPOBHU GYHKLMOHANBHOCTU ANS OeTEN.
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HakoHeL, npexae Yem BkoYaTb GyHKLUM, KOTOPbIE MO3BONAIOT AETAM O6MEHNBATHCS JIMUHOWM
MHpOpMaLMen, Bbl JOMKHbI TpeboBaTb AeNCTBUS CO CTOPOHbI B3POCIIOrO.

+ [lns aT0ro y Bac [OMKeH BbiTb MEXAHN3M, MO3BONAOWNIA YOELUTHLCS, YTO NONIb30BATENb HE
ABNAeTCH pebeHKOM, 1 He NoBYXAAoWNA feTen HEBEPHO yKa3blBaTb CBOM BO3PACT, YTOObI
nony4aTtb JOCTYN K pasgenam, NnpeaHasHauyeHHbIM 8 B3POCbiX (HanpuMep, Bbl MOXeTe
3anpawwnsaTb PIN-Kof B3pocnoro, naposb, AaTy POXAeHUs, NOATBEPXAEHNe agpeca
9NEKTPOHHOMN MOYThI, YAOCTOBEPEHME JIMYHOCTU C bOTOrpaduen, JaHHbIe KPeaAUTHON KapTbl UK
HOMEp COLManbHOrO CTPaxoBaHua).

« [leTn He JOMKHbI BXOAUTL B Luenesyto ayguTtoputo counalbHbIX I'IpVII'IO)KeHVIIZ, OCHOBHa4 Lenb
KOTOPbIX — o6u.|,eH|/|e C HE3HAKOMbIMU NIOAbMU. DTO MoryT ObITb YyaT-pyneTku, NpunoXxeHma ona
CBM}J,aHI/IlZ, [EeTCKNUE OTKPbITblE YaT-KOMHaTbl U T. AO.

8. CobniogeHne 3akoHopaTeNbCcTBa. Balle NpuioxeHne 1 BCe Bbi3bIBAEMbIE UMM UCTMONb3YEMblE UM
API 1 SDK He pomkHbl HapywaTb 3akoH CLUA O 3alnTe NMYHbIX CBEAEHUIN OeTel B UHTEPHETE
(COPPA), l'eHepanbHbIii pernamMeHT EC 0 3alimTe nepcoHasnbHbix AaHHbix  (GDPR), a Takxe gpyrue
LEencTByloLME 3aKOHbI 1 NpaBusa.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

MPUNOXEHMS, KOTOPbIE PEKNaMUPYIOTCS KakK Urpbl Ang AeTel, HO Ha CaMOM fesie NOAXOAAT TONbKO
LS9 B3POCTIbIX.

MpunoxeHus, npumeHstowme Te API, KOTOpble MO CBOMM YC/IOBMSIM UCMOJIb30BAHMS 3anpeLLeHbl 45
OPVEHTUPOBAHHbIX HA AETEN CEPBUCOB.

.

MpUNoXeHus, B KOTOPbIX yroTpebneHne Tabaka, ankorons Unmn 3anpeLleHHbIX BeLecTs ynoM1MHaeTcs
B NpuBnekaTensHon ¢popme.

A3apTHbIE UIPbl Y UIMUTUPYIOLLE UX MPUIOXEHMS.

MpUNoXeHWs, COpepXaLlme CLEHbl HACUNS U KPOBOMPONUTUS, @ Takxke APYrom LOKUPYIOLLUI
KOHTEHT, He NOAXOAsINIA ANg AeTen.

MpunoxeHns, NpefHa3HavyeHHble Ag 3HaKOMCTB UMW CoaepXallne pekoMeHaaumMm 6padyHoro nunm
CeKCyaslbHOro xapakTepa.

MpunoxeHus, copepallme CCbifkM Ha CailTbl, KOHTEHT KOTOPbIX HapylwaeT MpaBuia NporpaMmbl s
pa3paboTunkos

.

MpUNoXeH s, B KOTOPbLIX AEeTAM MOKa3biBaloT peknamMy Ansg B3pOChbixX (HanpuMep, CBA3aHHYH0 C
HacunneM, a3apTHLIMU UrPaMK, KOHTEHTOM CEKCYanbHOro XapakTepa).

Peknama n MoHeTM3aumsA

Ecnu Bbl MOHETU3MpPYeTe B Google Play npunoxeHue, npegHa3HauyeHHOE Ans AeTel, OHO JOMKHO
COOTBETCTBOBATb MPUBEAEHHBIM HUXE TPEBOBAHWSM B OTHOLLEHWUI peKiaMbl 1 MOHETU3aLMN.

STn TpeboBaHUS OTHOCATCSA K M0G0 MOHETU3ALMUM U PEKNaMe BaLUMX U CTOPOHHMX NPUITOXEHNU,
NepeKPeCTHOMY MPOABMKEHWIO, MOKYNKaM B MPUAOXKEHUN U APYTOMY KOMMEPYECKOMY KOHTEHTY
(HanpvMep, K NPOAAKT-MAENCMEHTY). HMUTO U3 NepeyncneHHoro Takke He fOMKHO HapyLwaThb
LEeNCTBYIOLME 3aKOHbI 1 HOPMbI, B TOM YKCIEe KOPNOPaTUBHbIE U OTPACEBBIE.

KomaHpa Google Play octaBnsieT 3a cob6oi npaBo OTKOHSATb, yAaNsATh U BNIOKMPOBATL NPUNOXEHUS, B
KOTOPbIX CAMLIKOM HACTONUYMBO NPeLnaraeTcs NnaTHbIN KOHTEHT.

Tpeb6oBaHus K pekname

Ecnv B NpunoxeHnn NosBngeTca peknama ang geten uim nonb3osaTtenen, Yen Bo3pacT HEN3BECTEH,
HEeobXoAnMO:

+ UCMONb30BaTh A9 NoKasa peknambl 3TUM NnLaM ToNbKO pekriamMHble SDK, npolepiwmne
CcaMoCTOSATENbHYO cepTudmKaLmIo B pamkax MporpamMmbl peknambl B MPUNOXEHNUSX A5 BCEN CEMbMY;

* UCKITIOYUTb AN TaKMX NONb30BaTENEN PEMAPKETUHT (peKaMy, HanpaBfIEHHYO Ha OTAENbHbIX
NoNb30BaTENEN U 3aBUCALLYIO OT UCTOPWU B3aUMOLEWCTBUS C CANTOM WU MPUNOXEHUEM) U peKNiamy
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Ha OCHOBE MHTEpPecOoB (peknamy, HanpaBNeHHYIO Ha OTAENbHbIX NMoNb30BaTeNen, Ybe NoBeaeHe B
WNHTEPHETE COOTBETCTBYET ONPERENEHHBIM XapakTepUCTUKaM);

+ y6epuTbCs, UTO KOHTEHT B peksiaMe ANd Takux Nonb30oBaTenein MoXHO NokasbiBaTb AeTIM;
+ y6eguTbCs, UTO peknama Ais Takmx Nnosnb3oBaTenen CooTBeTCTBYET TpeboBaHUAM K popMaTy
06bABNEHUN OJ19 BCEN CEMbY;

« obecneunTb cobniofeHne AeNCTBYIOWErO 3aKOHOL,aTE/IbCTBa U OTPAaC/eBbIX CTAHAAPTOB,
KacaloWmxcs peknambl 4ng geTen.

TpeboBaHua K popmaTam 06bABNEHUN

Peknama 1 cpegctsa MOHETU3aLMM B BalEM NPUNOXEHUN HE BOMKHbI COAEPXaTb BBOAALLNA B
3a6ny>XaeHNe KOHTEHT UK BblTb 0GOPMIEHHBIMU TakUM 06Pa30M, YTO 3TO MOXKET NPUBECTU K
CNyYanHbIM KNMKaM CO CTOPOHbI HECOBEPLIEHHONETHMX NOSIb30BATENEN.

Huxe nepeuncneHbl NpremMbl, KOTOPbIe 3anpeLLeHo UCMOoNb30BaTb B MPUIOXEHUSX, EAUHCTBEHHON
LleNleBON ayaAMUTOPUEN KOTOPbIX ABNAIOTCA AETH, a TakXKe Npu Nokase pekyiambl 4eTaM UK N1Lam
HEeW3BECTHOro BO3PacTa B NPUIIOXEHUSIX, LLeIEBON ayAUTOPUEN KOTOPbIX ABNSIOTCS AEeTU U N1La
cTapLiero Bospacra.

)

Peknama 1 cpefcTBa MOHETM3aL MK, KOTOpble MPEPbIBAOT PaboTy NPUAOXEHWS, B TOM Yyncne
3aHMMAIOT BECb 3KPaH, HEe MO3BONAIOT HOPMaJIbHO UCMONb30BaTh NMPUIOXEHNE U HE 3aKPbIBAKOTCS
SIBHbIM CNIOCOBOM (HamnpuMep, NofHO3KPaHHbIE OOBABIEHWS, KOTOPbIE CIOXHO 3aKPbITb).

Peknama u cpefcTBa MOHETU3ALMM, KOTOPbIE MELaloT HOPManbHOMY UCMOSIb30BaHMIO NPUIOXEHUS
UnK Urpbl (B TOM Yncne 06bSIBEHNS C BO3HArpaXxaAeHWEM 1 pa3peLleHHble NoNb30BaTeENeM
06BSABNEHNS) U KOTOPbIE HENb3S 3aKPbITh YePe3 NSATb CEKYHL,

Peknama 1 cpefcTBa MOHETM3aL MK, KOTOPbIE HE MELLAoT HOPMasbHON PaboTe NPUNOXEHNUS UMK
Urpbl, MOTYT HE 3aKPbIBATbCS Yepes NATb CEKYHT, (HanpuMep, BULEOKIIUM CO BCTPOEHHOW PEKTAMOW).

.

MexXcTpaHWyHas pekraMa 1 CpefcTBa MOHETU3aLMK, KOTOpbIe NMOSBNSIOTCS Cpasdy Nocie 3anycka
NPUNOXEHNS.

Pa3MeLLeHne HECKOMNbKMX OObSBNEHU Ha CTpaHULe. Hanpumep, OfHOBPEMEHHbI nokas 6onee
ofHOro 6aHHepa 1Ny BUAEOOOBABIEHUS U pekflaMHble 6aHHEPDI, KOTOPbIE COQEPXaT HECKOMbKO
NPeanoXeHUn B OGHOM MECTE Pa3MELLEHUS.

Peknama un cpegcTea MOHETMU3AL MM, KOTOPbIE CIOXHO OTAIMYUTL OT KOHTEHTA MPUNOXEHMS.
Hanpumep, okHa Offerwall n gpyrue o6baBneHus ¢ apdeKToM NpucyTCTBUS.

Micnonb3oBaHuWe LWOKOBOro addekTa UM TakTUK IMOLMOHANIBHOrO MaHUMYIMPOBaHWS, YTOObI
NPOBOLMPOBATb NOMb30BaTENIEN Ha MPOCMOTP OOBABNEHWUI UM MOKYMKY B MPUNOXEHWUN.

.

Beogaswme B 3abnyxneHne 06baBIEHUs, KOTOPbIE 3aCTaBMSOT Nob30BaTENs NEPEXOAUTL MO
CCbIfIKaM C MOMOLLbIO KHOMKM "3aKkpbiTb", OTKPbIBAKOWEN ApYyroe 06bsBAEHNE, U BHE3AMHOMO
NOSIBMEHNSI B TEX YaCTAX 9KPaHa, Ha KOTOpble NoNb30oBaTeNb 06bIYHO HAaXMMaeT AN [OCTyna K
LPYrM GYHKLMSAM NPUIOXEHNS.

OTCyTCTBVIe YETKOro ykasaHusa Ha pas3nnumna mexay BmpTyaanoﬁ BafloTON U peanbHbIMK €HbraMun
npu NOKynKax B NPUITOXEHNN.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLLIeHUN:

+ Peknama v aneMeHTbl MOHETU3aL MK, KOTOPbIE MEPEMELLAIOTCS MO SKPaHY, YTOObI MX HENb3s HbIN0
3aKpbITh.

+ Peknama v anemMeHTbl MOHETU3aLun, KOTOpPbl€ HENb34 3aKPbITb Yepe3 NATb CEKYHO, C MOMEHTa UX
noaBneHuna:


https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
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Pick a fish to earn 100 stars
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+ Peknama v aN1eMeHTbl MOHETU3aL MK, KOTOPbIE 3aHUMaIOT BOMbLUYIO YaCTb 9KpaHa U KOTopble TPYAHO
3aKPbITb U3-3a OTCYTCTBUSA CreLMaribHbIX KHOMOK.
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Peknama v anemMeHTbl MOHETU3aL MW, KOTOpPbl€ MOXHO NPUHATD 3a KOHTEHT NPUTOXEHUS.
30k T W4 W 10:00

= Count the Droids :

KHomnkK, 06b9BNEHNS UMW UHbIE SNIEMEHTSI MOHETU3auunn, peknammpytowmne gpyrme npoayktbl B

Google Play 1 npy 3TOM HEOTIMYMMbIE OT KOHTEHTA NPUOXEHUS.
30O 94 K000

= Count the Droids

MpumMepbl 06bABNEHUI, KOTOPbIE HENMb3sl NOKa3blBaTbh AETAM:

HeponycTuMbiii MynbTUMERUNHDBIA KOHTEHT. Peknama cepranos, G1nbMoB 1 My3blKanbHbIX
anbboMoB, He NpefHa3HAYEeHHbIX AN OeTew.

Heponyctumbie Bupgeourpbl u ckaumsaemoe MNO. Peknama Bugeonrp n nporpamm, He
npefHa3HauYeHHbIX 0Nis JeTew.

3anpelleHHble UK BpeaHble BelwecTBa. Peknama ankorons, Tabaka, HApPKOTUYECKUX U
MCMXOTPOMHBIX BELLECTB, @ TakXe JIIoBbIX APYTr1X BELECTB, KOTOPblE MOTYT NMPUHOCUTL BPER,
30pPOBbIO.

A3apTHble urpbl. Peknama a3apTHbIX UrP, TOTANN3aTOPOB, @ TAKXKe JOObIX 4PYrMX AEHEXHbIX
COPEBHOBAHWUI UM KOHKYPCOB, B TOM YMACTIE TeX, FAE NOSIb30BATENSAM HE HY>HO MNaTuTb, YTObbI
NPUHATb yyacTue.

KoHTeHT pna B3pochnbiX U MaTepuanbl CeKcyanbHOro xapakrepa. Peknama ¢ apoTU4eckmm,
HEeMPUCTONHBIM COAEPXaHNeM 1 MaTepranamu afis B3POCHbIX.

3HaKoOMCTBa M OTHOLWEHUS. Peknama caiTtoB 3HaKOMCTB.

Hacunue. Peknama, copepxallas OTKPOBEHHbIE CLEHbl HAaCUINS UK APYre N306paxeHus,
Henogxojawme onsg neten.

PeknamHblie SDK

I'Ile Pa3MelleHnn peknambl B NPUNOXEeHNN, npeaHasHa4YeHHOM TONbKO N4 ﬂ,eTePl, HeO6XOJJ,I/IMO

MCNONb30BaTb UCKITKOYNTENBHO BEPCUN PEKITAMHbIX SDK, npouweglwmne CaMoCToAaTeNbHYIO


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/

cepTudMKaLMIO B paMKax Halleln nporpaMmbl . ECIM NpUoXeHne paccunTaHo Kak Ha geTen, Tak U Ha
B3POCbIX, Bbl O/MKHbI NPEAyCMOTPETb MPOBEPKY BO3pacTa Nnosb3osaTens (Hanprumep, ¢ NoMOLLbio
HEeNTPanbHOro BO3PacTHOro GbunbTpa ) 1 y6eamTbes, YTo AeTV ByayT BUOETb TONbKO Te 06bABNEHUS,
L1191 KOTOPbIX UCMOMb30BaNMCh BEPCUM peknamHbix SDK, npolieswme caMmocToaTeNbHYO
cepTudmKaumio B pamkax nporpammel Google Play.

MoppobHyto MHPopMaLmio 06 3TUX TpeboBaHMSX Bbl HaNAETe Ha CTpaHuLe C NpaBunamMu MporpaMmel
caMoCToATENbHOW cepTUdMKaunm peknamHbix SDK B MpUnoxeHuax ansg scev ceMb . MocMoOTpeTb
TEKYLLMI CNINCOK Bepcuin peknamHbix SDK, KOTopble NPOLWN CaMOCTOATENbHYIO cepTUdUKaLMIO, MOXHO
3A€echb

Ecnu Bbl ucnonbadyete cepsrc AdMob, yTouHnTe nHdopMaLmio no paboTte ¢ HUM B CNpaBoOYHOM LieHTpe

Bbl LOMKHBI CAMOCTOSTENIBHO MPOBEPATH, COOTBETCTBYET JIM BaLLE NPUNOXEHNE TPEOOBaHUAM K
peknamMe, NoKynkam B MPUIIOXKEHWUN 1 KOMMEPUYECKOMY KOHTEHTY. YTOUYHUTE AENCTBYIOWME NpaBuna y
CBOWX MOCTaBLLMKOB peknamHbix SDK.

MNpaBsuna MNporpammbl camocTosTenbHon cepTudukaumm peknamHboix SDK B
NPVNOXEHUsX Asi BCeN CeMbM

Mbl XOTUM CaenaTb ncrnonb3oBaHue nnatdopmel Google Play 6e3onacHbiM ans neTen u Bcen cembn. B
YaCTHOCTH, Mbl CTPEMUMCS 3aLLMLLATD INYHbIE JaHHbIE HECOBEPLIEHHONETHMX U NOKAa3bIBaTb UM TONbKO
Te 0ObABNEHMS, KOTOPbIE NPEfHa3HaYeHbl A8 UX BO3PACTHOW rpynrbl. Mbl TpebyeM oT pa3paboTunkos
nnatdopm MeamnaLmm n peknamHbix SDK camocToaTensHO NoaTBEPXKAATb, YTO MX PELIEHNS MOAXOOAT
LNs AeTen 1 COOTBETCTBYIOT [paBuiaM nporpammbl 4is paspaboTumkos npunoxeHnii B Google Play

W npasunam nporpammsl "TpunoxeHus ons Bcer cembn” , B TOM Uncne TpeboBaHMsaM MNporpaMmbl
camocTosATENbHOM cepTudMKaLmMmn peknamHbix SDK B NMpUnoXeHUsX AJist BCEN CEMbM

3Ta nporpamMma romMoraeT paspaboTumkam onpepensitb, kakne peknamHbole SDK 1 nnatdopmsl
MeAMaL MM NPOLWAN CaMOCTOSTENbHYIO CEPTUPUKALMIO 1 MOTYT UCMONb30BaTbCS B MPUIOXEHMNSX,
pa3paboTaHHbIX CrieumanbHo Ans AeTen.

MckaxeHne ¢pakToB 0 cBoeM SDK, B TOM yucCre B 3asBKe Ha y4acTue , MOXET MPUBECTU K YAaNEHUIO
SDK n3 MporpaMmbl CaMoCTOATENBHOM cepTudMKaLMn peknamHbix SDK B NprnoXeHusx afis BCen
CeMbM 1nu ero 6IOKMPOBKE, NOITOMY y6eanTeCh, YTO Bbl NPELOCTABASETE TOUHYIO MHPOPMALMUIO.

TpeboBaHus

SDK v nnatoopmbl MegmraLmmn, 06CnyXmnBatoLmne NpunoxXeHus, KOTopble y4acTByIOT B nporpamme "Ons
BCeN ceMbK", BOMKHbI OTBEYaTb NpasBunam ans paspaboTtunkos Google Play, B TOM uncne
NPUBELEHHBIM HUXeE. HecooTBeTCTBME NIOO6OMY 13 TPEBOBAHUIA MOXET NPUBECTU K yaaneHuto SDK nnn
nnathopmbl MeguaLmn 13 MporpamMmmbl CaMOCTOATENbHON cepTudmKaumm peknamHbix SDK B
NPUNOXEHUSX OS5 BCEN CEMbM UM BNIOKMPOBKE [OCTYMNa K 3TON Nporpamme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, YTOObI B Balmnx SDK 1 Ha nnatdopmax MeamaLmnm BoINOHANUCH
yKasaHHble TpeboBaHus. O3HakoMbTeCh C MpaBunamy nporpamMmmbl 451 paspaboTUnKoB MPUNOXKEHNI B
Google Play, npaBvnamu nporpammbl "MpunoxeHus ons scen cembun™ n TpeboBaHusaMm MporpaMmel
camocToATeNnbHON cepTudukaLmum peknamHbix SDK B NpunoXeHUsx Ans BCEV CEMbMU.

1. Copep)xaHue obbaBneHus. Ecnu Balwm o6baBNEHMS JOCTYMHbI AETIM, UX COAEPXKaHMEe JOMKHO
COOTBETCTBOBATb BO3PACTHbLIM OrPaHNYEHUSM.

+ BaM Heobxonmmo: 1) faTb onpefeneHne HexenaTtebHbIM 0ObIBNEHUSIM U NOBELEHUIO; 2)
3anpeTuTb NX B YCNOBKSIX MCNONb30BaHUS Un npasunax SDK unu nnatdopmel. OnpepeneHns
LOMKHbI COOTBETCTBOBATH [1paBuiamM nporpamMmsl s paspaboTymkoB npunoxeHun B Google
Play.

+ O6s3aTeNbHO BbibEpUTE CNOCOH, C MOMOLLBIO KOTOPOro Bbl ByaeTe NpucBanBaTbh 06BbIBIEHNSM
BO3pAaCTHblE OrpaHnyeHus. HeobxoaMMo HaCTPOUTb He MeHee ABYX KaTeropuii: "Ons Bcex" n "Ons
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B3POCHbIX". BO3pacTHbIE OrpaHUYEHNs JOSIKHbI MPUCBAMBATLCS MO TOW XE CUCTEME, KOTOPYHO
Google npepnocTtasnseT nocTtaswmkam SDK nocne 3anofiHeHns crielnansHon GopMbl

+ Ecnn gnga nokasa peknambl AeTsM UCMOb3yeTcs HasHayeHne CTaBoOK B peasibHOM BPEMEHM,
0693aTenbHO ybeamTech, YTo KPeaTuBbl NMPOBEPEHbI 1 COOTBETCTBYIOT BCEM TPebOBaHUAM BbllLE.

+ Y Bac TakxXe OomkeH 6biTb cnocob BU3yanbHOW NAEHTUdMKALMM KpeaTUBOB, KOTOPbIM 0603HaYaeT
UX MPUHAANEXHOCTb K BalleMy UHBEHTaPIO, HaNpPUMepP BOASHOW 3HAK C JIOrOTUMNOM Ballen
KOMMaHuUW.

. ®opMaT 06baBneHus. HeobxoamMmo, YTobbl BCce 0ObABNEHUS, KOTOPbIE BUAHbI AETAM,
cooTBeTCTBOBaNM TpeboBaHusaM K dopmaTy 0ObABIIEHNI A5 BCEN CEMbU. Bbl LOMKHBI 06ecneunTb
paspaboTurkaM BO3MOXHOCTb BblIGMpaTh hOpMaThl, OTBEYAOLWME NpaBunam nporpamMmsl Google
Play "MpunoxeHuns ons Bcen cembn”,

« Peknama He [omkHa CopepXaTb BBOLALLMIA B 3a6MyXAEHNE KOHTEHT UM 3NIEMEHTbI, KOTOPbIE
MOTYT MPUBECTU K CMyYalHbIM KIIMKaM CO CTOPOHbI HECOBEPLIEHHONETHMX Nosib3oBaTesnen. Ciofa
OTHOCATCS O6BbABMEHMSs, KOTOPbIE 3aCTABSIOT NONb30BaTENEN NEPEXOAUTb MO CChIIKaM C
MOMOLLbIO KHOMKM "3aKpbiTh", OTKPBIBAOLLEN APYroe 06BbABIEHNE, UM BHE3AMHOIO NOSBEHUS B
TeX YacCTax 9KpaHa, Ha KOTOpble MOMb30BaTeIM 06bIYHO HAXUMAIOT A8 AOCTYNa K ApyruMm
bYHKLMSAM MPUNOXKEHNS.

. He,D,OI'IyCTVIMa N36bITOYHAA peknamMa, B TOM YNCNe 3JIEMEHTbI, KOTOPbIE 3aHNMAIOT BE€Cb 3KPaH, HE
No3BONAKOT HOPManbHO NCMONb30BaTb NMPUITOXEHWE N HE 3aKPbIBalOTCA ABHbIM crnocobowm,
HanpummMep noJIHOSKPaHHbIE 06bsABNEHNS, KOTOpPblI€ CNTOXHO 3aKpbITb.

« [N 06BbABNEHNI, KOTOPbIE MELLAIOT HOPMasbHOW PaboTe MPUNOXEHWS UIN UFPbl, HEOBXO[UMO
L,06aBVTb BO3MOXHOCTb 3aKPbITh UX Yepe3 5 CeKyHa.

+ 3anpeLlleHo pa3melleHne HECKONbKNX 06bABNEHUI Ha CTpaHuLe. HanpuMep, 04HOBPEMEHHbIN
nokas 6onee ogHoro 6aHHepa NN BUOEOOOBSBNEHUS U PEKNAaMHble HaHHEPDI, KOTOPblE CogepXaT
HECKOJTbKO MPEeLNOXEHNN B OQHOM MECTE Pa3MELLEHNS.

« Peknama pfomkHa SBHO OTNIMYaTbCS OT KOHTeHTa npunoxenus. OkHa Offerwall n o6bsBneHus ¢
3¢ HEKTOM NPUCYTCTBMS, KOTOPbIE HECOBEPLIEHHONETHUI NOJIb30BaTe b HE NOCUYUTAET PeKaMon,
3anpeLLeHb.

+ B 06BABNEHNUSAX HEMb3S UCMOMNB30BATh LOKOBbIN 3bGEKT UMM TAaKTUKN IMOLMOHANBHOTO
MaHWUMyMPOBaHUs, YTOGbI MPOBOLMPOBATbL NOMB30BATENEN Ha MPOCMOTP PEKNaMbl MU MOKYMKY B
MPUNOXEHNM.

. Peknama Ha ocHOBe UHTepecoB unu pemapkeTuHr. O6a3aTenbHO yoeanTech, YTo 06bsIBNEHNS,
KOTOPbIE BULHbI ETAM, HE OCHOBaHbI Ha UX UHTEpPEecax (T. €. He HanpaBeHbl Ha OTAEMNbHbIX
nonib3oBaTenen, Ybe NOBelEHNE B UHTEPHETE COOTBETCTBYET ONPEfeNEHHbIM XapaKTePUCTUKAM) 1
He MoKasblBaloTCs C UCMOJb30BaHNEM PEMApKETMHra (T. €. He HamnpaBneHbl Ha OTAENbHbIX
nosib30BaTesNeln B 3aBUCHMOCTU OT UCTOPUM B3aMMOLENCTBUS C CalNTOM UIIN NPUNTOXKEHNEM).

. Pabota c paHHbIMU. Kak nocTaBlymk SDK, Bbl 06583aHbl 06BACHUTL NONb30BaTENAM, KakUM 06pasom
byneTe 0bpabaTbiBaTh MX AaHHbIE, HANPUMEP CBEAEHUS C yCTponcTB. Obs3aTenbHO cooblmTe, Kak
1 ang yero SDK 6yneT ncnonb3oBaTth U cOBMpPaTh AaHHbIE, a Takxke NosyYyaTb U NPEROCTaBNATb K HUM
poctyn. NMpuMeHaTb nHdopMaLMio B LEENSX, O KOTOPbIX Bbl HE 3asBUMK, 3anpeLLeHo. OTu npasuna
Google Play gononHstoT TpeboBaHWs 0ENCTBYIOWErO 3aKOHOAATENBCTBA O KOHOUAEHLNANBHOCTH U
3alnTe faHHbIX. Ecnv Balwe npunoxeHne cobnpaeT Kakyo-mbo NMUHYo 1 KOHGUAEHLMANbHYIO
nHdopmaLmio feten, Bbl 0683aHbl CO0bWMTL 06 3TOM B ABHOM dpopme. K KoHbUaeHUnansHom
MHdOpPMaLMM JeTeln, MOMUMO NPOYEro, OTHOCATCS YYETHbIE AaHHbIe, AaHHblEe C MUKPOdOHa U
KaMepbl, CBe,eHNsa Ha yCTponcTee, naeHTuoukatop Android 1 gaHHble 06 NCNONb3OBaHNM
06bABNEHNIN.

« BaM HeobxofMMO pa3pellnTb pa3paboTyrkam 3anpaLinBaTh Nokas 06bIBIEHNN,
OPUEHTUPOBAHHBIX Ha AeTen (B onpeneneHHbIX MPUNOXEHUSX UK B KaXA0M KOHKPETHOM ClyJae).
Y6epmnTech, YTO KOHTEHT B 06BSBNEHMSAX HE HAPYLLAeT AENCTBYIOLLEE 3aKOHOLATENbCTBO,
HanpuMep 3akoH CLUA "O 3awmTe NMuHbIX CBeAeHul aeTten B uHTepHete" (COPPA) 1
leHepanbHbiii pernameHT EC 0 3awmTe nepcoHanbHblx AaHHbIx (GDPR)


https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://gdpr.eu/

+ Kpome Toro, B peknaMHbix SDK, KOTOpble MCMONb3YIOTCA Ha pecypcax ans AeTEN, HYXHO
OTKJIIOYUTb NEPCOHANM3MPOBAHHYIO peknamy, 06bIBNEHNS HAa OCHOBE MHTEPECOB U
pemMapKeTUHr.

« Ecnu png nokasa peknambl 4eTIM UCMOMb3yeTCs Ha3HayeHe CTaBOK B peanibHOM BPEMEHM,
ybenunTech, YTo y4aCTHMKAM ayKLMOHa NPUCBANBAIOTCS MHAMKATOPbI KOHOUAEHLMANbHOCTU.

« MNpunoxeHus He JomxHbl nepepaaTtb AAID, cepuiHbin HoMep SIM-kapTbl 1 c6opku, BSSID, MAC-
agpec, SSID, IMEI-kog 1 HoMep IMSI, 3anpoLweHHbIN Yy AeTelr 1 Nonb3oBaTeNen, Yen Bo3pacT
Hen3BeCcTeH.

5. Mnatdopmbl Meguaumu. MNpu nokase peknambl LETAM:

+ CnepyeT NpVMeHsTb TONbKO peknaMHble SDK, npoleawmne caMoCcTosTeNbHYO cepTUdMKaLMIO ANS
MCMOMb30BaHUS B NPUOXEHUSX LS BCEN CEMbU, UMW NMPUHUMaTbL Mepbl 3aLliMTbl, rapaHTUpytoLme,
UTO BCe 06BABNEHNS HA NnaTdopMe MeamaLuum byoyT COOTBETCTBOBaTb 3TUM TPEOOBAHUAM.

+ Heobxonmmo nepepaBaTb MHPOPMALMIO O BO3PACTHBIX OrPaHNYEHNIX AN PEKNAMHOIO KOHTEHTa
1 O TOM, YTO PECYPC NPEeAHasHaueH anga geten.

6. CamocTosiTenbHas cepTuduKauus 1 COoTBETCTBME NpaBunam. Bbl JOMKHbI NpefocTaBuTb
Google Bce HeobxopmMMble CBEOEHUS, B YaCTHOCTM 0603HAYEHHbIE B crieuanbHon dopme |, 4Tobbl
NoATBEPANTL COOTBETCTBUE peknaMHoro SDK Bcem TpeboBaHMSAM K CaMOCTOSATENBHON
cepTudurkaumm. NNoMMMo NPoYero, BaM HyXHO:

+ [J06aBUTb JOKYMEHTbI Ha @HMIMACKOM $3bIKE: YCIOBUS UCMONL30BaHMS, NOANTUKY
KOHOMAEHLMANbHOCTN N PYKOBOACTBO MO MHTerpaumm Bawero SDK nnu nnatpopmbl meguraumm.

+ MNpepnocTaBnUTb TECTOBbIV BAPUAHT NPUSTOXKEHWS C NOCNEAHEN Bepcuen peknaMmHoro SDK,
COOTBETCTBYIOLWEN TPEOOBAHMSIM. Takoe NPUNOXEHNE JOMKHO NPeacTaBsTs CO60M NONHOCTLIO
cobpaHHbIN ncnonHsembit APK-dpann ans Android, ncnonb3syrowmin Bce GyHKLUMM ykazaHHOro SDK.
Heobxopnmo, 4Tobbl TECTOBOE NPUOXEHNE:

6bIfI0 OTNPABMIEHO HaM B BUfE NOIHOCTbIO COBpaHHOro ucnonHsemoro APK-daiina gnsa
cMapTédoHoB ¢ OC Android;

MCMNonb30Basno peknamHblin SDK nocnepHen BbinyLWeHHON MW rOTOBSILLENCS K BbIMYCKY BEPCUM,
COOTBETCTBYOWMI NpaBunam Google Play;

3apencTBoBano Bce GpyHkUMmM peknamHoro SDK, B TOM uncne oTnpasky 3anpocoB Ans
nony4YeHns 1 nokasa o6bsaBReHUN;

Mo 3anpocy NPefoCTaBASANIO NOJHbIN AOCTYM KO BCEMY PEKAMHOMY MHBEHTAPIO, KOTOPbIN
noka3biBaeTCsa Nosib30BaTeN!o;

He orpaHmymeano gocTtyn B 3aBUCUMOCTUN OT MECTONOJTOXEHNS;

MO3BONAIO ONpefeNaTb BO3PacT Nonb30BaTeNeN M NoKa3biBaTb KPeaTnBbl U3 MHBEHTAapPS,
MOAXOAALLErO AJSIS KOHKPETHOW BO3PaCTHOM rpynnbl (€CNW Bal MHBEHTapb NpeaHasHaueH ang
nonb3oBaTeNien BCex BO3PacToB);

nokasblBaso BCe 06bsABEHNS 13 BalLero MHBeHTaps (Korga HemTpanbHbi BO3PacTHOM GUILTP
OTKJTIOYEH).

7. Bbl 06913aHbl CBOEBPEMEHHO OTBEYATH Ha Jitobble NocneayLL e 3anpockl MHGopMaLum
CaMOCTOATENIbHO CePTUPULMPOBATL  KaXAyto OTNPAaBIEHHYIO BEPCUIO HA COOTBETCTBUE
nocnegHum Mpasunam Nporpammbl 4fis paspaboTumkos npunoxenui B Google Play, Bkntoyas
TPebOoBaHWS K NPUNOXEHUSM NSt BCEN CEMbM.

8. lOpupuyeckue TpeboBaHus. PeknamHble SDK, npolelune caMoCcToaTeNbHYIO cepTudnkaLmio ans
MCMONb30BaHMs B NPUNOXEHUSX AN BCEN CEMbYW, HEOOXOAMMO NPUMEHSTb A5 NoKa3a 06bsBNEHNN
B COOTBETCTBUM CO BCEMYM 3aKOHAMU U MOMOXEHUSAMN OTHOCUTENBHO LETEW, KACAIOWMMUCS
nsparenen.

+ Bawwn SDK v nnatdopmbl MegumaLmm He JomkHbl HapywaTb 3akoH CLUA O 3awmnTe nnuyHbIX
ceefeHuin geten B uHtepHete  (COPPA), FeHepanbHbin pernameHT EC o 3aluTe nepcoHasnbHbIX
poaHHbix  (GDPR), a Takxe gpyrvie gencTBytoLMe 3aKOHbI 1 NpaBuna.

MpumeyvaHune. MoHaTME "OeTn" MOXET TPaKTOBaTbCs NO-Pa3HOMY B 3aBUCUMOCTU OT CTPaHbI U


https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679

cuTyauumun. Y106bI Y3HaTb, Kakne Bo3pacTHble OrpaHN4YeHna NPUMEHSAIOTCA K BalleMy NMPUNoXeHUo
1 Kakne 0653aTenbCTBa Bbl LOMKHbLI COBMIOAATL, MPOKOHCYNBTUPYATECH C FOPUCTOM. IMEHHO
pa3paboTurKy, 3HaKOLME CBOM NPOLAYKThI Nyylle BCEX, MOMOraloT HaM AenaTb NPUIoXeHNs B
Google Play 6e3onacHbIMU A1l BCEN CEMbM.

Bonee nogpobHyto nHpopmaLmio 0 TPeBOBaHMSX Bbl HANAETE Ha CTPaHuULe C npaBunamu MporpamMmsl
CaMOCTOSATENbHOW cepTUdMKaLm peknamHbix SDK B MPUIOXeHMSX Afs BCE CEMbMU.

KoHTponb 3a cobniogeHneM npasus

JNyywe n3beratb HapyLWEHNI, YEM YCTPaHATb MX. ECin e npobnema yxxe BO3HMKNE, Mbl XOTUM, YTOObI
pa3pa60TqV|K|/| NOHUMaNN, Kak NCNpPaBUTb CBOU NPUNOXEHNA N NPUBECTU UX B COOTBETCTBME C HaWlMMM
npasunamu. Mpw 06HaPYXXEHUM HAPYLWEHUA UM BO3HUKHOBEHMMW BOMPOCOB O HAPYLIEHNM
coobLwuTe Ham 06 3TOM.

Cdepa pencraeus npasun

3TM NpaBuna pacnpoCcTPaHsIOTCS Ha Nobble MaTepuans (BKoYas peknamy v nonb30BaTeNbCKUA
KOHTEHT), KOTOPblE COLEPXMUT UM NOKa3bIBAET Balle NPUIOXEHME TMBO Ha KOTOPbIE OHO CChINaeTcs, a
Takxke Ha o6LLefOCTYMNHY MHGOPMALIMIO B BalleM akkayHTe pa3paboTumnka Google Play (Bkntovas
Ballle MMS 1 LENEBYIO CTPaHMLY CanTa).

3anpelyeHo ny6nmMKoBaTh NPUITOXEHNS, KOTOPbIE MO3BONSIOT YCTaHABINBATbL ApYyrve NpunoxeHus. Ecnu
BaLUM NPUNOXEHMSI 0BECMEUNBAIOT JOCTYN K APYTUM NPUNOXEHUSM, urpam unum MO 6e3 ycTaHOBKY, B
TOM yucne K GyHKUMAM, NPE[OCTaBNEHHBIM TPETbUMU NMLLAMK, Bbl LOMXHbI FAPAHTUPOBAaTb, YTO BECH
KOHTEHT, K KOTOPOMY MPUIOXEHUS NPEeLOCTaBNAOT LOCTYM, COOTBETCTBYET npasunam Google Play.
Takuve NpunoXeHns MOryT NOABEPraTbCs LOMNOMHUTENBHON NPOBEPKEe Ha CObMoaeHe NpaBul.

B npaBunax ncnonb3yloTcs Te Xe TePMUHbI, YTo 1 B CornatlieHmy 0 pacnpoCcTpaHeHN NporpamMMHbIX
npoayKToB. Bale npunoxeHve 0693aHO COOTBETCTBOBATL TpeboBaHMAM NPaBUI 1 COralleHus, a
TakKe MMeTb PEVTUHT B COOTBETCTBUM C HaLLEN CUCTEMOW BO3PACTHbIX OrpaHUYeHU.

3anpelyeHo nybnmKoBaTh NPUIOXEHUS, NOAPbIBAIOLME [OBEPUE NoNb3oBaTenem K akocucteme Google
Play. MpuHMMas pelweHne o nybnukauum npunoxenun B Google Play, Mbl yuntbiBaem psg ¢akTopos, B
TOM UKCne BEPOSITHOCTb BPEAOHOCHOMO NOBEAEHMS UK 3n0oynoTpebnexuns. BeposTHOCTb
3110ynoTpebneHns OLEHMBAETCS Ha OCHOBE Pa3JIUHbIX CBEAEHUN, BKOUYAs UCTOPUIO HAPYLLEHN,
Xanobbl Ha NPUOXeHNe 1 pa3paboTumnka, OT3bIBbI NMOL30BATENEN, @ TAKXKE UCMONb30BaHME
nonynsipHbIX 6PEHA0B, NEPCOHAXEN U APYTUX O6EKTOB.

Kak aTo paboTaet

Google Play 3awwmTta npoBepseT NpUIOXKeHMs BO BPEMS YCTAHOBKM, @ TakKe NeproanYeckn CKaHupyeT
Ballle ycTponcTBo. Ecnu yaeT o6HapyxXeHO NOTEHLMANbHO ONacHOe NPUNOXEHWE, CEPBUC:

« OTnpaBuT BaM yBefoMJIeHME. YTOObI 3aLMTUTb CBOE YCTPOMCTBO, HAXMUTE HA YBEOOMIIEHNE U
BblbepuTe "Yoanute".
« 3abrnokupyeT NpUNoXeHue, ecnv Bbl Ero He yaanuTe.

* Ypanut npunoXxeHune. Yale Bcero onacHole NPUNOXEeHNA yaanaoTca aBTOMaTnu4eCkun, nocne 4ero
nogaBngeTca yseaomMsieHne 06 atom.

3awumTa ot BpegoHocHoro MO

YT106bI 3aLMLLaTL BAC OT BPEAOHOCHOMO CTOPOHHErO MO, MOWEHHUYECKMX CaUTOB U APYrUX yrpos,
Google MOXEeT nony4yaTtb CBeAeHnd o:

¢ CeTeBbIX NOAKJTIOYEeHUNAX Ballero yCTpOVICTBa;

* noTeHumanbHoO onacHbix URL;


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/answer/11044265
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/188189

* npunoxeHusx n3 Google Play 1 CTOPOHHNX MCTOYHMKOB, YCTAHOBIEHHbIX Ha BalleM YCTPOMCTBE, a
Takxe 06 onepaLoHHON CUCTEME.

Ecnun npunoxexne nnn URL nokaxeTcd Ham Nofo3puTenbHbIM, Bbl NONy4nUTe npegynpexpneHue. Mol
ocTaBnsieM 3a cobor NpaBo BrIoKMPOBaTL M yaansTb NpunoxeHns nnn URL, KoTopble MOryT HaHeCTH
BPEL, yCTPOMCTBY, AaHHbIM UMK NOMNbL30BaTENHO.

Bbl MOXeTe OTKIIOUNTL HEKOTOPbIE GYHKLMU 3aLLMTbl B HACTPOMKaxX YCTPOMCTBa, HO Google no-
npexHeMy ByneT nonyyatb CBeLEHUs O MPUMNOXEHMSX, YCTaHOBIIEHHbIX Yepe3 Google Play.
MPUNOXeHMs U3 CTOPOHHMX MCTOYHMKOB BCE PaBHO ByOyT NPOBEPSTHCS, XOTS MHPOPMALUS O HUX HE
bynet oTnpasnsTbes B Google.

Kak pa6oTaloT onoBelLeHuUsi O HapyLIEHUSAX KOHPUAEHLMUATIBHOCTU

Ecnun mbl ynanum ns Google Play npunoxeHue, KoTopoe MOXET NOMyYnTb JOCTYM K BaLUMM
NepCcoHanbHbIM AaHHBIM, Bbl NONyYMTE YBEAOMIIEHME 06 3TOM U CMOXETE YAANUTb NPUNOXEHMWE C
YyCTpOMCTBA.

KoHTpornb 3a cobniogeHnem npasun

MpoBepss KOHTEHT M aKKayHTbl Ha NPeAMET HapyLIeHUs 3aKOHOAATENbCTBA UMW HALUMX NPaBWI, Mbl
NMPUHMMAEM peLleHME Ha OCHOBE PasfiMyHOM MHPopMaLum. lOMUMO NPOYEro, K HEM OTHOCATCS
MeTafaHHble MPUNOXeHUs (HanpuMep, ero HasBaHWe 1 onucaHue), GyHKLUN NPUITOXEHNUS Y CTOPOHHUI
KO[, B HEM, CBELEHMs 06 akKayHTe (HanpvMep, UCTOPWS HapyLLEHWs NPaBwui), Pe3ynbTaTbl HaLLKX
MPOLUSbIX MPOBEPOK U, ECNIN NPUMEHUMO, Apyras UHGOPMaLMS, NOSTyYEHHAs Yepe3 MEXaHU3MbI 4115
oTnpaBku xanob. Bbl 0653aHbl y6eauTbes, YTo No60M CTOPOHHMI ko (Hanpumep, SDK) B Ballem
MPUNOXEHNUMN 1 OTHOCSILLMECS K STOMY NMPUIOXEHUIO MPOLLECChl 06PabOoTKM AaHHbIX HA CTOPOHE
cospaTens kofa COOTBETCTBYIOT BCeM [1paBunam nporpammbl Ans paspaboTymkoB NPUNOXEHU B
Google Play.

Ecnwv Balle npunoxeHue Unmn akkayHT paspaboTumka HapyLlaeT kakne-nnbo Hallm NpaBuna, Mbl
NMPUMEM COOTBETCTBYIOLLME MEPDI, ONMCaHHbIE HUXeE. Mbl NpefocTaBnM BaM MHGOPMALMIO O CBOUX
LeVCTBMSX MO 3NEKTPOHHOM MOYTE, a TakKe CoobLW MM, Kak NofAaTb anenssaumio, eCin Bbl CUMTAETE, YTO
npousoLuna ownobka.

ObpaTnTe BHUMaHWNE, YTO NP YAaNeHUM Unn oTRpaBke NpepynpexaeHns MoryT YKa3blBaTbCsl HE BCe
HapyLLEeHNs, OBHaAPYXXEHHbIE B BaLlEM aKKayHTe, NMPUIOXEHUW UK KaTaiore NPUNOXeHUN.
Pa3paboTunky 06513aHbl CaMu YCTPAHUTL OCTasnbHbIE HAPYLLUEHUS U NMPOBEPUTL CBOW KOHTEHT Ha
COOTBETCTBME HaWMWM NpaBunaM. Ecnv Bbl He yCTpaHWTE HapyLIEHUS B aKKayHTE U BCEX CBOUX
NPUNOXEHWUSIX, Mbl MOXEM MPUHSTb LOMONHUTENbHbIE NPUHYAUTENBHBIE MEPbI.

MOBTOPHbIE UMK CEPbE3HbIE HAPYLLEHWS STUX MPaBUA (HanpyUMep, MOLEHHUYECTBO UK pasMelleHne
BpefoHocHoro M0) nnu HapylweHne CornalleHus 0 PacnpoCTPaHEHNUN NPOrPaMMHbIX MPOAYKTOB
npuBeneT K yAaNeHuIo IMYHOIO akkayHTa UMM CBA3aHHbIX C HAM akkayHTOB paspaboTunka Google Play.

MpuHyanTEenbHblE MepbI

MpVHYOUTENBHBIE MEPLI MOTYT UMETb Pa3Hble MOCNEACTBUS A8 BalUMX MPUIIOXEHWI. 3a NPOBEPKY
MPUNOXEHUIN U KOHTEHTA B HUX, BbISIBIIEHWE W OLLEHKY MaTEPManoB, KOTOPbIe HAPYLIAKOT HaLW NpaBuna
N MPUYMHSIIOT Bpe[, Nonb30BaTeNsM, a Takxe akocucteme Google Play B uenom, B Google oTBevatoT Kak
noan, Tak 1 aBTOMaTU3NpPOBaHHbIE CUCTEMDI. I'Iocne,u,Hme no3BONAK0OT HaM HaxoauTb 6onblue
HapyLLEeHWU 1 BbICTPEE aHaNM3NPOBaTb NOTEHLMASbHBIE NPOBEMBI, YTO, B CBOIO OYepeib, NoOMoraeT
obecneymBaTtb 6e3onacHocTb Google Play. ABTOMaTM3MpOBaHHbIE CUCTEMbI TMBO YOANSIOT KOHTEHT,
HapyLaloLWwmn npaemna, NMMbo NepepatoT ero NOAroTOBNEHHbIM ONepaTopaM 1 aHanuTrKaMm, ecim
TpebyeTca 6onee TuaTenbHas NPoBePKa UM NOHMMaHNE KOHTEKCTa. PeaynbTaTsl MPOBEPOK BPYUHYHO
3aTeM VCMONb3YTCS A8 YyylleHWs MOAeNen MallMHHOTO 0ByJYeHus.


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html

Hwvxe npefcTaBneHbl BO3MOXHbIE AENCTBUS CO CTOPOHbI Google Play 1 nx noteHuuanbHble
NOCNencTBUs s Ballero NpunoxeHus/akkayHTa paspabotumnka Google Play.

3T1 Mepbl MPUMEHSIOTCS KO BCEM PErmoHaM, eCin He yka3aHo nHoe. Hanpumep, ecnu Balue
npunoxeHve 3abrokMpPoBaHO, TO OHO ByAEeT HeJOCTYMHO BO BCEX PernoHax. Ytobbl Mepbl nepectanm
LLeiCTBOBATb, HYXKHO NMOAaTh anennaumnio U [OXKAATbCS ee 0f0OPeHNs (ECNN He yKa3aHO UHOE).

OTKNOHEHME

« HoBoe npunoxeHune nnm obHoBneHne He bypet onybnukosaHo B Google Play.

« Ecnu HoBas BepCUS MPUNOXEHWS OTKIIOHEHa, NpeablayLias yCnewHo onybMkoBaHHas BaMu Bepcus
no-npexHeMy byget goctynHa B Google Play.

» Bbl COXpaHUTEe OOCTYyN K CTaTUCTUKE, OUEeHKaM N OaHHbIM O KOJIMYeCTBE YCTAaHOBOK OTK/TIOHEHHOIO
npunoXxeHus.

 PenyTaums Balero akkayHTa paspabotumka Google Play He nocTpagaer.

MpuMeyaHue. He nbiTaTech ony6nnKoBaTh OTKIIOHEHHOE NMPUNOXEHWE 3aHOBO, MOKa He YCTpaHuTe
HapyLIeHus.

YpaneHue

« MpunoxeHue, a Takxxe BCe Npeablaylme ero sepcumn byayT yaaneHsl n3 Google Play. Monb3osatenu
6onblue He CMOryT ero ckavaTb.

« Mockonbky npunoxexue byneT yaaneHo, Nonb3oBaTeN He CMOTYT MPOCMAaTPMBATL Ero CTpaHuLy B
Google Play. UHpopmauus ByneT BOCCTAHOBNEH], €CMNM Bbl 3arpy3nTe BepCHto, KOTopast
COOTBETCTBYET NpaBuam.

- MNonb3oBatenn MOryT NOTEPATb BOSMOXHOCTb AenaTb NOKYNKW B MPUNOXEHNN N NCNONb30BaTb
Lpyrve nnatexHble GyHKLMKM, MOKa HOBas BEPCUS, OTBEYaloLLas BCeM TpeboBaHmaM, He ByneT
opobpeHa Google Play.

+ YpaneHue He CKaxeTcsl Ha penyTaumm Balero akkayHTa pa3paboTtuvka Google Play. OgHako ecnu
yOaneHnn HECKOSbKO, akKayHT MOXET OblTb 3a6/TOKMPOBaH.

MpuMeyaHue. He nbiTakTech ony6ivMKoBaTh YAaNeHHOE NPeasiokeHne 3aHOBO, NoKa He YCTpaHuTe
HapyLIeHus.

Brnokuposka

« MpunoxeHune, a Takxe BCe Npepbliayline ero Bepcum bynyT yaaneHsl u3 Google Play. Monb3oBatenu
6ornblue He CMOTyT ero ckayaTb.

+ K 61oKMpoBKe MOTYT NPMBECTU CEPbE3HBIE U CUCTEMATMYECKME HAPYLEHNS NPAaBUI, @ Takke
MOBTOPHbIE OTKIIOHEHUS U yAaNneHys NPUIOXKEHUs.

« MNonb3oBaTenu He CMOryT MPOCMATPMBATb CTPaHULY 3a6IOKMPOBAHHOIO NpunoxeHus B Google Play.
« Bbl 6onblue He cMoxeTe ucnonb3oBaTb APK 1 Habop App Bundle 3a6r10KMpOBaHHOrO NPUNOXEHUS.

« Monb3oBaTenu NoTePSOT BO3MOXHOCTb AienaThb MOKYMNKX B MPUIOXEHUN U UCMOMb30BaThb Apyrue
MAaTEXHblIE PYHKLMM B HEM.

+ briokvpoBKa paccMaTpuBaeTCs Kak npepynpexneHne, KOTopoe CKa3blBAeTCs Ha PenyTaLyn BaLlero
akkayHTa pa3paboTunka Google Play. lMocne Heckomnbkux NpenynpexaeHnii IMYHbIN akkayHT, a
TaKkXXe CBA3aHHbIE C HAM akkayHTbl pa3paboTtunka Google Play MoryT 6biTb yaaneHsi.

Orpan-leHme BNONMOCTU

« BugmmocTb Bawwero npunoxexus B Google Play 6ygeT orpaHunyeHa. Mpu 3TOM OHO OCTaHeTCs
LOCTYMHO MO NPSIMON CChISIKE Ha CTpaHuLy npunoxexuns B Google Play.

+ OrpaHvyeHve BUOUMOCTM He MOBMUSIET HA penyTaLuio Ballero akkayHTa paspabotuvka Google Play.

+ Monb3oBaTeny No-nNPexHeMy CMOryT MPOCMaTPUBATb CTPAHULY Npunoxexus B Google Play.



OrpaHuyeHue No permoHy

+ Balue npunoxeHue JOCTYMNHO TONbKO Norb3oBaTtensm Google Play 13 onpepeneHHbIX permoHos.
+ OcTarnbHble MPOCTO HE CMOTYT €ro HaNTU.

+ Nonb3oBaTenu, KOTopble paHee YCTaHOBWM NPUIIOXEHWE, CMOTYT MPOAOIXKaTh MCMONb30BaTb ero Ha
CBOEM YCTPOWCTBE, HO HE CKauMBaTb OBHOBNEHNS.

+ OrpaHuyeHune No pernoHy He BIMSET Ha penyTaLmio Ballero akkayHTa paspabotumka Google Play.

HanoxeHue Ol'paHM‘-leHMﬁ Ha aKKayHT

+ Hanoxus orpaHuyeHuns Ha Ball akkayHT pa3paboTumka, Mbl yaanum ns Google Play Bce npunoxeHus
B BalleM KaTaniore v 3anpeTvM Bam ny6MKoBaTb HOBbIE MK CYLLECTBYHOLME NPUIOXEHUS. Y BacC
ocTaHeTcs gocTyn K Play Console.

+ Monb3oBaTeny He CMOTryT MPOCMaTPMBAaTb CTPaHULbI yAaNeHHbIX NpuiioxeHuin B Google Play v Baw
npodunb paspaboTunka.

+ Monb3oBaTenu NoTePSOT BO3MOXHOCTb AenaThb MOKYMNKX B MPUIOXEHUN U UCMOMb30BaThb Apyrue
nnaTexHble GyHKLUM.

« Bbl no-npexHeMy cMoxeTe ncrnonb3oBaTb Play Console, uto6bl npepocTtaBnste Google Play
OONONHUTENbHYIO I/IHd)OpMaLI,VIPO N USMEHATb AaHHble aKKayHTa.

+ Bbl cMOXeTe 3aHOBO ONy6nMKOBaTb MPUIIOXEHWS MOCE TOro, Kak YCTPaHUTE BCE HAPYLIEHUS NpaBul.

MpekpalweHne nencTemnsa akkayHTa

YnanuB Ball akkayHT pa3paboTunka, Mbl Takxke yaanum n3 Google Play Bce npunoxeHus B BalleM
KaTanore v 3anpeTuM BaM Ny6IMKOBaTb HOBblE. Bce cBA3aHHbIE akkayHTbl pa3paboTumnka byayT
3abs10KMpOBaHbl HaBceraa.

.

MOBTOPHbIE BIOKUPOBKU UM BIIOKMPOBKU, CBA3AHHBIE C CEPbE3HbIMM HAPYLIEHWSIMU MPABWI1, MOTYT
NPUBECTM K yAaneHuto Bawwero akkayHta Play Console.

MocKonbKy NMPUNOXEHMS, OnMybnMKOBaHHbIE Yeped 3TOT akkayHT, OyyT yaaneHsbl, Nofb30BaTeNun He
CMOryT MPOCMaTPUBaTb UX CTpaHuLbl B Google Play, a Takxe Baw npodunb paspaboTumka.

.

Monb3oBaTeny NOTEPAOT BO3MOXHOCTb AeNaTh NMOKYMKY B NPUIOXKEHUM 1 UCMONb30BaTh Apyrue
nnaTexHble GyHKLUM.

MpumevaHune. Ecnm Bbl nonpobyeTte co3aaTth ApYron akkayHT, OH Takxe 6yaeT 3abnokmposaH (6e3
BO3BpaTa pPerncTpaLmoHHOro B3Hoca). He nbiTaiTech perncTpupoBaTh HOBble akkayHTbl Play Console,
€CIM OAMH M3 BalUMX akKayHTOB 3a6110KMPOBaH.

Heucnon b3yeMble aKKayHTbl

HeuncnonbayeMbiMy Ha3blBAOTCS akkayHTbl Pa3paboTunKoB, B KOTOPbIX HE HabnofaeTcs HUKaKOM
aKkTMBHOCTU. OHM HEe COOTBETCTBYIOT TpeboBaHmam CornalleHns o pacnpocTpaHeH NPorpaMMHbIX
NPOAYKTOB

AkKayHTbl pa3paboTunkoB Google Play npegHa3HaueHbl Ais akTMBHOW Ny6Ankauum n nognepxkm
NPUNOXEHUIN. YTOObI NPefoTBPaTUTL 3110yNoTPebNEHNE CEPBUCOM, Mbl 3aKPbIBAEM akKayHTbl, KOTOpble
He MCNONb3YTCS Ha NOCTOSIHHOM OCHOBE, HaNPUMeEpP A1 Pa3MeLLeHNs U OBHOBNEHNS MPUTOXEHUN,
NpPOCMOTPa CTaTUCTUKM U yNpaBiieHUs faHHbIMU ans Google Play.

Ecnu Mbl 3aKpoeM Hencrnosb3yeMmblii akkayHT, OH CTaHeT HeaKTUMBEH. Bbl noTepsieTe JOCTYN KO BCEM
oTyeTtaMm, CTaTUCTUKE U Apyrum ceegeHmam B Play Console go Tex nop, noka Mbl He BOCCTaHOBUM
aKKayHT. PernctpaumoHHbin c6op Bo3BpalleH He ByaeT. Mbl 3apaHee COOBLMM O 3aKPbITUM aKKayHTa,
MCMOSb3ya KOHTaKTHYI MHGOPMaLLMIO, KOTOPYIO Bbl 4151 HETO yKasanu.

Ecnu B 6ygylueM Bbl CHOBa 3ax0TWTe Ny6nukoBaTh NpunoxeHus B Google Play, To cMoxeTe co3paTtb
HOBbIV aKKayHT.


https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/11605267

CoobueHne 0 HapyLEHUAX U OanbHenLwmMe Mepsbl

Mopava anennauun

Mbl BOCCTaHaBNMBaEM MPUIOXEHWS, TONbKO ECAM OHM BbIN yaaneHbl Mo OWNOKe 1 He HapyLwanm
MpaBuna nporpammbl Ans paspaboTymkoB 1 ycnosus CornaweHuns 0 pacnpoCcTpPaHeHM NPOrPaMMHbIX
nponyKToB. ECnv Bbl BHUMATENbHO O3HAKOMUIMCH C MPAaBUIaMK 1 CYMTAETE, YTO HaLLE PELLEHNE MOTTO
6bITb OLWIMBOYHBIM, 0BXanyMTe ero Ha 3ToN CTPaHULE, UMK Credys UHCTPYKLMSM, OTNPaB/IEHHbIM BaM
Mo 3NEKTPOHHON NouTe.

JononHuTenbHbIe pecypchl

Ecnu kakne-To NpuvHyauTeNbHblE MEPbI B OTHOLLEHUN BaLIEro NPUNOXEHUS UK OLLEHKU/KOMMEHTapun
nonb3oBaTesel Bbi3bIBAOT Y BAC BOMPOChI, MONPOBYMTE HAUTU OTBETHI MO CCbINIKAM HUXE UK
CBSXXMTECh C HaMu Yyeped CnpaBoyHbIn LeHTp. ObpaTuTe BHUMaHWE, YTO IOPMANYECKYHO MOMOLLb Mbl HE
okasblBaeM. Ecnv Takasi noOMoLLb BaM HyXHa, 06paTUTECH K IOPUCTY.

« MpoBepka NpUNoXeHNN

+ Kak coobLm1Tb O HapyLweHUn npaBun

+ Kak obpatutbcs B Google Play no noBogy yganeHus NpunoXxeH1s ninm 610KMpOoBKIN akkayHTa
 MNpepynpexpaeHns

+ Kak coobwuTb 0 HENPUEMSIEMOM MPUIIOXEHNUU UM KOMMEHTapUn

« Moe npunoxeHue 6bino yaaneHo n3 Google Play

« BrnokupoBka akkayHTa paspabotumka Google Play

TpebosaHus k npunoxxeHuto B Play Console

[Ons 6esonacHocT akocucTembl Google Play Bce pa3paboTumki LOMXKHbI BbINONHATL TpeboBaHus Play
Console. 3710 Xe kacaeTcsa Npodunen, CBI3aHHbIX C BallMM akkayHTOM pa3paboTuymka. [poBepeHHas
nHoopmaums bynet BuaHa B Google Play. 9To MOMOXET YKpenuTb foBepue Nonb3oBaTenen K
paspaboTymkam. MogpobHee o TOM, Kakne faHHble nokasbiBatoTca B Google Play...

Bbl MOXeETE cO3[,aTb JIMYHbIA UM KOPNOPATUBHBIM akkayHT padpaboTunka Google Play. [Ins ycnewHon
pervucTpauum BolibeprTe BEPHbIN TUM akkayHTa paspaboTyrka 1 nponamTe HEObXoaMbIe NPOBEPKU.

Bbl AOMXHBI CO3L,aTb KOPNOPATMBHBIN aKKayHT, eCnv NpefocTaBnseTe:

« ®uHaHCOBbIE NPOAYKTbI U YCIYTY, HAaNpUMep CBs3aHHble C 6aHKOBCKMMU OnepaumsMmn, KpeamuTamy,
6VPXXEBON TOProBren, MHBECTULMOHHBIMM GOHAAMM, MPOrPAMMHbBIMU KPUMTOKOLIENTbKaMU UIN
KpMNTOBaNOTHBIMU BrpXamu. MogpobHee o NpaBunax B OTHOWEHUN GUHAHCOBbIX YCIIYT...

+ MpunoxeHunsa ans 30OPOBbs, HaNPUMEP MeLULMHCKMUE NMPUIOXEHNUS U NMPUNOXKEHWS 4N
nccnefoBaHUii ¢ ydacTueM nogen. NopgpobHee o KaTeropusix NPUNOXEHU N1 30L0POBbS...

« MpunoxeHus, KOTopble MOFyT UCMONb30BaTb Knacc VpnService . MNoppobHee o npaBuiax B
OTHOLUEHUW NPUNOXEHNI, ncnonbayrowmnx VPN-cepBuUchl...

« [MpUNoXeHWs rocyAapCTBEHHbIX OPraHoB, HanpuMep pa3paboTaHHbIe rOCYapPCTBEHHbIM
YUPEXAEHVMEM UM MO Er0 NOPYUEHWNIO.

BbibpaB TUN akkayHTa, CAenanTe crepytollee:

« MpenocTaBbTe TOYHbIE CBEAEHNS 06 akkayHTe pa3paboTumnka, B TOM YMCHE yKa3aHHbIE HXE AaHHbIe.
« [MonHoe umsa nnn Ha3BaHWe 1 agpec.
+ Homep DUNS , ecnu akkayHT CO3faH A9 OpraHn3aumm.
+ KOHTaKTHbIN afpec aNeKTPOHHOM NOYTbl U HOMep TenedoHa.

+ ALpec anekTPOHHOM NoYThl 1 HOMep TenedoHa paspaboTumka, LOCTynHble B Google Play (ecnu
NPYMEHMMO).


https://support.google.com/googleplay/android-developer/troubleshooter/2993242
https://support.google.com/googleplay/android-developer#topic=3450769
https://support.google.com/googleplay/android-developer/answer/2992033
https://support.google.com/googleplay/android-developer/answer/1085703
https://support.google.com/googleplay/android-developer/troubleshooter/2993242
https://support.google.com/googleplay/android-developer/answer/2985876
https://support.google.com/googleplay/android-developer/answer/113417
https://support.google.com/googleplay/android-developer/answer/2477981
https://support.google.com/googleplay/android-developer/answer/2491922
https://support.google.com/googleplay/android-developer/answer/10841920?sjid=14472573657234789663-AP#developer-information
https://support.google.com/googleplay/android-developer/answer/13634885
https://support.google.com/googleplay/android-developer/answer/9876821?hl=ru
https://support.google.com/googleplay/android-developer/answer/13996367
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://service.dnb.com/home
https://service.dnb.com/home

+ Cnocobbl onnatsl (ECIM MPUMEHNMO).
+ CBefieHuns o nnatexHoM npodune Google, CBI3aHHOM C BalUMM akKayHTOM pa3paboTunka.

+ Ecnu akkayHT CO3f,aH AN opraHm3auum, ybegutecs, 4To MHGOpMaLusa B HEM akTyasbHa U1
COOTBETCTBYET A@HHbIM O KOMMNaHuK B pernctpe Dun & Bradstreet.

Mpexpae Yem oTNPaBAATh NPUIOXKEHNE Ha NPOBEPKY, CAeNanTe CreaytLlee:

« MpenocTaBbTe TOYHBIE U MOMHbIE CBEAEHMS O NPUNOXEHUN U €r0 METaLaHHbIE.

+ 3arpysuTte nonuTuKy KOHGUAEHLUANBHOCTM NPUOXEHMS 1 106aBbTe 0693aTENbHYIO MHGOPMaLMIO B
pas3gen 6e30nacHOCTU AaHHbIX.

* YKaxuTe aKkTVBHbI/ TECTOBbIN aKKayHT, MHOPMaLMIO AN BXOAA B HEMO U Apyrue CBefeHus,
HeobxoauMble AN MPOBEPKN NPUNOXEHUS, HaNpUMepP yYyeTHble faHHble, QR-KOg U T. 4.

Y6enutech, 4To NpuoxeHne paboTaeT CTabubHO U KOPPEKTHO, a TakXe NPeaCcTaBNseT LeHHOCTb Als
nonb3oBaTenien. Bce ero anemMeHThbl, BKOYas peknamMHble CETU, CEPBUCHI aHANUTUKKN U CTOPOHHME SDK,
OOSKHbI COOTBETCTBOBATb [paBumniam nporpaMmbl Ana pa3paboTunkos npunoxeHni B Google Play.
Ecnu B LeneByto ayauTopumIio NPUIOXEHUs BXOASAT AETH, ybeanTech, YTO OHO COOTBETCTBYET MNpaBunam
nporpammbl "TpUnoxeHUs ans BCE ceMbu'.

He 3abbiBaiTe, 4TO Bbl 0693aHbl 03HaKOMUTBLCS ¢ CornaleHneM o pacnpoCTPaHEHUN NPOrPaMMHbIX
NpoayKToB 1 MpaBuiaMu NporpaMMbl AN1g paspaboTunKoB, a TakKe YOeanTbes, YTo NPUNIoXeHue
oTBEYaeT BCEM TPeboBaHUAM.

Developer Distribution Agreement

TpebyeTcs nomoLb?
MonpobywTe crnepytoLlee:

CBs3aTbCs C HaMU
PacckaxwTe 0 cBoeln npobneme HalwmM COTpyAHMKaM


https://support.google.com/googleplay/android-developer/answer/15748846
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/gethelp

