[paBunna nporpamMmbl gns pa3paboTumkos

(nata Bctynnenns B cuny: 31asrycta 2024 r., eciiv He yka3aHo MHOE)

Co3paguM caMbift HaAEXHbIM Mara3uH NPUoXKeHU BMecTe

Balum npen n oTBETCTBEHHOCTb — 3a0r Halero obuwero ycnexa. Mpasuna nporpaMmmbl Ans
pa3paboTunkos 1 CornalleHne 0 pacnpoCTPaHEHUN NPOrPaMMHbIX MPOAYKTOB NMOMOratoT HaMm
co3[aBaTb CaMble MHHOBALMOHHbIE Y HAZEXHbIE NPUIIOXEHUS Bonee YeM ang Munnmapna
nonb3oBatenen Google Play. PekoMeHLyeM 03HAaKOMUTLCS C MPaBMAaMmn HUXeE.

3anpeLLeHHbIN KOHTEHT

Google Play ncnonbaytoT nogum co Bcero mupa. Mpexge yeM ony6ankoBaTb NpunoxeHue, ybegurecs,
UTO OHO COOTBETCTBYET TPEOOBAHMAM HALLEro CEpBMCa M 3aKOHaM CTPaHbl, B KOTOPOW Bbl €70
pacnpocTpaHseTe.

HapyLwweHnne npae pebeHka

Mbl HemegieHHO ypansiem u3 Google Play npunoxeHus, B KOTOPbIX NMOMb30BATENSM paspeLiaeTcs
C0o3[,aBaTb, 3arpy>aTb UM PACNPOCTPaHATb KOHTEHT, CBA3aHHbIN C 3KCMyaTaunen geten nunm
XECTOKMM 06palleHneM ¢ HUMUK (BKtoYasi obble MaTepuasbl, LEMOHCTPUPYOLWME
HeCOBEpPLUEHHONETHUX B CEKCYarlbHOM KOHTEKCTE). YTObbl COOBLWMTbL O TaKOM KOHTEHTE B NPOAYKTE
Google, HaxmuTe MoxkanoBaTbea . Ecnv Bbl 06HapyxuTe nofobHble MaTepuranbl Ha APyrux
pecypcax B UHTEpHEeTe, 06paTUTECh HAMPSIMYIO B MECTHYIO MPABO3aLLUTHYIO OpPraHn3aLmio

Mbl He fonyckaeM UCMoNb30BaHWE MPUIOXEHWI C LeNbio MOLBEPrHyTb pebeHka onacHocTu. B
YaCTHOCTH, 3anpeLleHa nponaraHaa aKCnyaTaTopckoro NOBEAEHMS, BKIOYas:

* HeponycTVMble OeNCTBUS B OTHOLIEHWN feTen (HanpuMmep, Nacku Unu owwynbiBaHue);

* COBpalLeHNe HEeCOBEPLLUEHHONETHUX, HaNpPUMepP 3HAaKOMCTBO 1 obLieHne ¢ pebeHKOM B MHTEPHEeTe C
Lienbio COBEPLLIEHMS OENCTBUI CEKCYaNbHOro xapakTepa (oHnanH unu odnanH) n/unm obmMeHa ¢ HUM
N306paxeHnsIMM CEKCyanbHOro XxapakTepa;

* CeKcyanusauus HeCOBEPLUEHHONIETHUX, HaNpPUMep MaTepuarsbl, LEMOHCTPUPYIOLLME,
NPOBOLMPYIOLLME UK MOOLLPSIOLLME CEKCYASTbHOE HAaCUMe Hap, OeTbMU, UK N30bpaxeHne aeTen
TaknM 06pa3oMm, KOTOPbIV MOXET NOBIEYb 3a COBOM UX CEKCYanbHYO aKCMyaTaLuio;

WwaHTax pa3obnayeHnsaMm NonoBow XM3HM (HanprMep, Yrpo3bl UK WaHTax pebeHka Ha OCHOBe
peanbHOro UM MHUMOTO [OCTYNA K ero MHTUMHbIM doTorpadusm);

TOProBns AeTbMU (HanNpuMep, NpUrialleHne 1 BoBieyeHe pebeHka B AeATENbHOCTb, BEAYLLYIO K
€ro panbHewlen KOMMEPYECKOM CeKCyasibHOWM SKCMyaTaumm).

Mbl npuMeM Bce HeobxoanMble Mepbl BMOTb A0 obpalleHns B HauMoHabHbIN LeHTP No 6opbbe ¢
akcnnyatauuen n noxuweHunem geten (NCMEC), ecnv Ham CTaHET M3BECTHO O KOHTEHTE C
n306paxeHNeM HECOBEPLUEHHONETHNX B CEKCYaSlbHOM KOHTEKCTE. ECNM Bbl cuMTaeTe, YTo pebeHokK B
OMaCHOCTU UM eMY YTPOXAET CEKCYaJlbHOE HAaCUne v NoXMLLEHNE, He3aMeR IUTENBHO 0BpaTUTECH
B MECTHbIE NPaBOOXPaHUTESIbHbIE OPraHbl M CBAXMUTECH C OpraHM3aLmnen no sawnTe npas geTen

Kpome Toro, 3anpeLieHbl NPUIoXeHus, NpeaHa3HadeHHble ANg AeTen, HO cogepxallme maTepuansi
LNS B3POC/IbIX, B TOM Ymncre:

* MPUNOXEHNS CO CLLEHAaMU HAaCUus, N306paxXeEHNIMIN KPOBU 1 YBEUUI;

* MPUNOXEHWNS, KOTOPbIE 4EMOHCTPUPYIOT UM MOOLWPSIOT OMacHble UK NPUYMHSIOLME BPEeS,
OEeNCTBUS.
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3anpelyeHbl NpunoxeHus, GopMupytoLie HeraTUBHOE BOCMPUSATUE cebs 1 COBCTBEHHOrO Tena,
HanpuMep Te, KOTOpble N306paXxatoT B pasBiekaTenbHbIX LENIX NNacTUYecKyro XMpypriuto, noTepio
Beca v gpyrue KocMeTmyeckme KOpPEeKTUPOBKM BHELLHErO BUAA.

Henpuemnembin KOHTEHT

Mbl cTpeMumcs K ToMy, 4Tobbl B Google Play 66110 6e30onacHo 1 KOMGOPTHO BCEM MOSIb30BATENSAM.
Hunxe nepeyvyncneHbl BUabl KOHTEHTa, KOTOprI;I cynTaeTcqd HeI'IO,IJ,068POLIJ,VIM N MOXET NPUYNHUTDb Ntoaam
Bpea.

KoHTeHT CEeKCyalsibHOIro Xxapakrtepa un HeI'IpVICTOIhHaﬂ JIeKCunkKa

3anpeLleHo Ny6amMKoBaTb NPUNOXEHNS, COQEPXKaLLNE TN NPOLABUratoLMe MaTepPUasbl HEMPUCTONHOIO
WM CeKcyanbHOro xapakTepa (Hanpumep, NopHorpaduio) 1 Nobon KOHTEHT UK YCIYTK,
npefHasHayYeHHbIe A58 CEeKCYyallbHOro yooBneTBopeHus. KpoMe Toro, 3anpeLleHbl NPUIoXeHUs v
KOHTEHT, B KOTOpPbIX, MO BCEN BUAUMOCTU, PEKIAMUPYIOTCS UM NPeafiaraloTcs cekcyasibHble YCnyru,
npenocTtasndemMble 3a BO3HarpaxneHue. Takxe HefonyCcTuMbl NPUNOXEeHUA, KOTOpble coaepxXaTt Uunun
NPOABUraloT KOHTEHT, CBA3aHHbIN C 9KCMNyaTaTOPCKMUM CEKCyasbHbIM MOBEAEHNEM, UMK
PacnpOCTPaHSIOT MaTepurasibl CEKCYanbHOro xapakTepa 6e3 cornacus NPUCyYTCTBYOLWMX B HUX WL,
Mbl MOXeEM chenaTtb UCKNKoYeHne ang copepxxalero Haroty KOHTeHTa, eCJih OH B OCHOBHOM nMeeT
0b6pa3oBaTeNbHbIE, XY[OXECTBEHHbIE, LOKYMEHTASIbHbIE UM HayYHblEe LeNn U He NpefHa3HaveH
BbI3bIBaTb CEKCYyasnbHOe BO3ByXaeHwue.

B npunoxeHusix ¢ Katanoramn KHUr 1 GUIbMOB PasfMYHON TEMATVKW Pa3peLlaeTcs PacnpoCTpaHsTh
KHWUTY (B TOM YMCTE SIEKTPOHHbIE U3AAHUS W aYAMOKHUIM) Y BULEO C KOHTEHTOM CEKCYaslbHOTrO
xapakTepa, ecniv cobiogaTcs crnegyiolme yCnosus:

* KHUMM 1 GUNbMbI C KOHTEHTOM CEeKCyaNlbHOrO XapaKTepa COCTAaBMSIOT Manyto JOJ0 OT 06Lero ynucna
MaTepuasnos, NPeacTaBeHHbIX B KaTasore.

* B npunoxeHuu HET akTMBHOMO NPOABUXEHUS GUNBMOB UM KHUT C KOHTEHTOM CEKCYaSlbHOro
xapakTepa. Takve Npon3BefeHNs MOryT NOSBASTLCS B PEKOMEHaLMsSX Ha OCHOBE NCTOPUK
LEeNCTBMIN NOSIb30BATENS UM BO BPEMS PEKITaMHbIX aKLM.

* B NpunoxeHunu He pacnpoCTPaAHAOTCS KHUMM UK GUITbMbI, B KOTOPbIX ECTb KOHTEHT, CO3AaOLUIA
yrposy ons getei, nopHorpadus unu gpyrue Matepuanbl CEKCyanbHOro XxapakTepa, 3anpeLieHHble
LEVCTBYIOWMM 3aKOHOAATENBCTBOM.

« MpunoxeHve s3aWwmILaeT HECOBEPLIEHHONETHNX, OFPaHNYMBAsd UM JOCTYN K KHUraM n dbunbMam ¢
KOHTEHTOM CEeKCYyanbHOro XxapakTepa.

Ecnv npunoxeHve conepXuT MaTepuarbl, KOTOPble HE OTBEYAIOT yKa3aHHbIM 3[,eCb NPaBunam, Ho
CUMTaKOTCS YMECTHbIMM B ONPefeSIEHHOM PernoHe, OHO MOXET BbiTb LOCTYMHO B 3TOM PETrMOHE, HO He
B APYrUX.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HapyLUEHUN:

* N306paxeHus, Ha KOTOPbIX MPUCYTCTBYIOT: OOHaXEHHbIE NIOAM B CEKCYanbHOM KOHTEKCTE U/Uin
opeTble Henopobatole Ans NOSBNEHNUS Ha My6SIMKE; HEMPUCTOWHbIE MO3bl, MPUYEM SO, UX
NPUHMMAIOLWME, MOYTU MK NOSIHOCTbBIO Pa3feThbl NGO MX M306paKeHNe Pa3MbITO.

* M306paxeHuns, aHMMaLUK 1 UNNIOCTPaL UK, COLepXaLimMe CekcyarbHble CLEHbI U Bbi3blBatoL e NO3bl
UNN NpeacTaBnsiolMe OTAENbHbIE YaCTN TeNa B CEKCYaNlbHOM KOHTEKCTE.

+ KOHTEHT, KOTOPbIV COOEPXMUT N3006paxeHne cekc-urpywek nnu GeTulien, aBnaeTcs pykoBOACTBOM
Mo CeKCY MMM CBA3aH C HE3aKOHHbIMUN CEKCYanbHbIMU MPaKTUKaMU.

+ KOHTEHT, copepxalLLin HENMPUCTOMHYIO NIEKCUKY, B TOM YUCIE OCKOPOUTENbHBIE BbIPaXeHWs,
OTKPOBEHHbIE TEKCThI U KITHOYEBbIE CNOBA, CBA3aHHbIE C CEKCOM MW TEMaMu A1t B3POCHbIX.
Mopo6HbIN KOHTEHT TakXXe 3arnpeLLeH Ha CTpaHuLax npunoxeHun B Google Play.

+ KOHTEHT, onunchiBatoLLMi, M306paxatowwmii U NOOLWPAoLLMIA 300$UNKIO.



MpUNoXeHus, NPOABUratoLLne CEKCYalibHbIe Pa3BIEUYEHNS, ICKOPT UK Apyrue GopMbl CEKCYabHbIX
YCIyr, KOTOPble NPEAOCTaBAAOTCS 3@ BO3HArpaxmaeHve, B TOM Y1crie CEPBUCH], CNOCOBCTBYOWME
3HAKOMCTBaM UM [OTOBOPEHHOCTSM O CBMAAHUSX, FOE OOVH U3 YYaCTHUKOB NpepaiaraeT 4pyromy
LEHbI1, Nofapkun U GUHAHCOBYIO NOAAEPXKKY.

MpUNoXeHNs, B KOTOPbIX NMIOAEN YHUXKAIOT UM PacCMaTPUBAOT Kak CEKCyarbHbI 0OBEKT.
Hanpumep, ctofia OTHOCATCA YTBEPXKAEHUS, YTO NPUNOXEHNE MOXET BUPTYaNlbHO pasaeBaTh Jloaen
WM NOKa3bIBaTb TO, YTO CKPLITO MO OAEXAO0N (faXe B KAaYeCTBE WYTOK U PO3bIrpbILLEN).

KOHTEHT nnu 0encTBus, CBs3aHHbIe C Yrpo3amu UK SKCMyaTaLumen CEKCYallbHOro XapakTepa,
BKntoyas GOTOCbEMKY 6E3 pa3peLLeHIs, 3anMCb BULEO 1 doTorpadpupoBaHNe CKPbITOM KaMepowu,
N306paxeHns CeKCyanbHOro XapakTepa, Co3fAaHHble 6e3 paspelleHns B Buae gundenka unm c
MOMOLLbIO aHANOTMYHbIX TEXHONOMUIA, @ TaKXXe OCKOPOUTENbHBIE MaTepUanbl.

,D,I/ICKpI/IMI/IHa LUMNOHHbI€ BblCKa3biBaHUA

3anpelyeHo ny6nmMKkoBaTb NPUNOXEHUS, NPonaraHANPYoLWMe HaCUIE UK PasXuralolme HeHaBUCTb K
KaKMM-1IM60 NnLLaM 1 CoLManbHbIM FpynnaM Ha NOYBE PacOBOM, STHUYECKOWN MUIIM HALMOHAIbHOM
NPVHaANEXHOCTH, BEPOMCNOBEAaHNs, MHBANMOHOCTW, BO3pacTa, CTaTyca BeTepaHa, CEKCyasnbHON
OpWEHTaLMK, NoNa, FreHAEPHOM MAEHTUYHOCTH, KacTbl, UMMUIPALMOHHOIO CTaTyca 1 Bpyrux
NPU3HaKOB, CBA3aHHbIX C CUCTEMATUYECKOW AUCKPUMUHALMEN UMW MapriHanvsaumen.

MpunoxeHns, copepxalyne 06pa3oBaTeNbHbIe, XYLOXECTBEHHbIE, [OKYMEHTAIbHbIE U Hay4Hble
MaTepuasnbl Ha TEMY HaLM3Ma, MOTyT BbiTb 3a6110KMPOBaHbl B HEKOTOPbIX CTPaHax B COOTBETCTBUM C
LENCTBYIOLWMM 3aKOHOAATENBCTBOM.

BoT npuMepbl Hanbonee pacnpoCTPaHEHHbIX HapyLIeHU:

+ KOHTEHT nnun yTBEpPXAEHUS, NPU3BaHHbIe YOeAWTb B TOM, YTO ONPERENEHHas rpynna nogen akobb
HerosIHOLEHHa, HEHOPMarbHa U 3aCNyXXMBaET HEHABUCTMU.

« MpunoxeHus, cogepxatime GUCKPUMUHALMOHHBIE 3asiBIEHUS, CTEPEOTUNbI UM TEOPUM O TOM, YTO
onpeneneHHom rpynne nofemn aKkobbl NPUCYLLM HEraTUBHbIE XapakTePUCTUKKN (HanpuMep, XagHOCTb
U 6€3HPaBCTBEHHOCTD). MPUNOXEHWS, B KOTOPbIX SBHO UM HESIBHO YTBEPXAAETCS, YTO HEKas
rpynna niogen npeacTaBnseT cobon yrposy.

+ MaTepuansl UM BbICKa3blBaHUS, CO3LaHHbIe 41s TOro, YTobbl y6eauTb pyrux B TOM, YTO NOAEN
MOXHO HEHaBUAETb UM NOABEPraTh AUCKPUMUHALMM HA OCHOBAHUU NMPUHAANIEXHOCTU K
onpepeneHHon rpynre.

+ MaTepwansl, KOTOpble NPOABUratoT NMOBEAEHNE, aTPUBYTVKY, Graru, CUMBObI UM 3HAKU OTIIMYNS,
CBSI3aHHbIE C rpynmnamu, NponaraHaupPYoLWYMN HEHABUCTb.

Hacunue

3anpeLieHo Ny6nMKoBaTb NPUNOXEHUS, KOTOPblE M306paxatoT OnacHble AeNCTBIS UK
HeonpaBLaHHOE Hacumve, a Takxe cnocobCTBYIOT UM. [pUNoXeHUs, N306paxatoLme BbIMbILLIEHHOE
Hacunve B KOHTEKCTE Urpbl, KaK MPaBuIio, pa3peLleHbl. Hanpumep, B urpax o6 oxote unu poibarnke, a
TakXXe NOCTPOEHHbIX Ha CHOXETax MySibTGUIbMOB.

BoT npuMepbl Hanbonee pacnpocTpaHEeHHbIX HapyLIEHUN:

+ PeanucTunyHble N306paxxeHns nnm NogpobHbIE ONUCAHMS HACUNBCTBEHHbIX AEVCTBUMA MO OTHOLWEHUIO
K 4enoBseky nnm XXMBOTHOMY.

« MpunoxeHus, NnponaraHaMpyoLmne camoybuincTeo, NpuIYMHeHne cebe Bpeaa, HapyLeHne NUeBoro
noBefeHus, Urpbl ¢ achuKcuen n opyrue ReNcTBUs, KOTOPbIe MOryT NPUBECTU K CEPbE3HBIM
TpaBMaMm WU CMepPTH.

HacunbcTBEeHHBbIN 3KCTPEMU3M



Mbl HE NO3BONSEM TEPPOPUCTUYECKUM UNN OPYTMM ONAaCHbIM OpraHn3aunaM nnm oBMXeHnam, Kotopble
B35IM Ha Ce69 OTBETCTBEHHOCTb 33 aKTbl HACUIINSA B OTHOLLEHWM FPaX[AaHCKMX ML, y4acTBOBaNM B
HWUX UM TOTOBUIUCH K HUM, Ny6rMKoBaTb npunoxeHus B Google Play gns nobbix uenewn, Bkoyas
BepOOBKY.

3arlpeUJ,eHbI NPUNOXeHNS, B KOTOPbIX COOEPXNTCA KOHTEHT, CBSA3aHHbIN C HACUJIbCTBEHHbIM
OKCTPEMUI3MOM, a TaKXXe MaTepualbl, Kacatowmneca niaHnpoBaHNd, NOAroToBkn U NOOLWPEHNSA
Hacunma B OTHOWEHUN FrpaXKaaHCKUX nuu, HanpuMep nponaraHgnpytowmne TeppopncTtnyeckyto
OesiTeNlbHOCTb, NPU3bIBalOLWME K HACUNUIO M NPOCNaBnsaolWme TepakTbl. ECnv TakoWM KOHTEHT
COOEepPXNTCA B BalnX O6pa3OBaTeJ'IbeIX, OOKYMEHTaJIbHbIX, HAY4YHbIX NN Xy[0>XXECTBEHHbIX
MaTepuanax, conposoguTe ero Heob6X0AMMbIMUN MOSICHEHUAMU.

Tparnyeckue cobbitus

3anpetyaeTcs Ny6rMKoBaTh NMPUIOXKEHUS, KOTOPbIE CMEKYNMPYIOT Ha COBbITUSX, TPEBYOLMNX
LeSIMKaTHOrO OTHOLIEHMS 1 UMEIOLLUX CYLLECTBEHHOE COLMAIBHOE, KYNbTYPHOE MUK MOIMTUYECKOE
BAMsHUE (rpaxKhaHCKMe Ype3BblYaHble CUTYaLMK, MPUPOAHbIE KaTaKIN3Mbl, YpEe3BblualHble CUTYyaLUn
B chepe 30paBOOXpaHeHs, KOHGAMKTbI, CMEPTU U Opyrue Tparnyeckre cobbiThs), NN BbipaXatoT
KpanHee npeHebpexeHne umu. NMprnoxeHus, cogepxallne MatTepuanbsl 0 CoObbITUY, Tpebytollem
LENMKATHOrO OTHOLLEHUS, MOTYT BbITb pa3peLleHbl. ITO KAacaeTCs ClyyaeB, KOrAa KOHTEHT UMeeT
obpaszoBaTesibHyt, AOKYMEHTAbHYH, HAyUYHYIO UK XYLOXECTBEHHYHO LLEHHOCTb IGO0 CO3AaH, YTOObI
npesynpeanTb UK NPoMHGOPMMPOBATL NONbL30BATENEN 06 3TOM COOLITUN.

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapYLUEHUN:

+ BecTakTHOCTb MO OTHOLIEHUIO K CMEPTU PeanbHOro YeNoBeKa UM rpynnbl MOfAen, HaCTyNUBLLEN B
pe3ynbTaTe eCTECTBEHHbIX MPUYMH, CaMOyBUCTBA, NEPefo3nPOBKA U T. [,

° OTpmu,aHme M3BECTHOIro Tparn4yeckoro cobbITus, NOATBEPXXAEHHOro AOKYMEHTallbHO.

+ 3BneyeHme Bbirogbl N3 cobbiTUS, TPebyoLEero AenmMkaTHOro OTHoLWeHMs, 6e3 okasaHus SBHOWN
NMOMOLLM NOCTPafABLLNM.

N3peBaTenbcTBa U yrpossbl

3anpelyeHo nybnmMkoBaTb NPUNOXEHUNS, COQepPXalle Yyrposbl, M3QeBaTeNnbCTBa U [OMOraTenbCcTBa, a
TakXe CMOCOOCTBYIOLME COBEPLLIEHMIO TAaKUX AENCTBUN.

BoT npuMepbl Haubonee pacnpPoOCTPaHEHHbIX HapYLIEeHU:

* MapgeBaTenbcTBa Haf XepTBaMU MEXAYHAPOLHbIX UM PENTUTMO3HBIX KOHGINKTOB.

« MaTepuansl, HanpaBfieHHbIE Ha SKCMNNyaTaLuMIo APYrUX NOLEN, HanpuMep Ha BbIMOraTeNbCTBO UK
LIaHTax.

+ PaamellyeHne MaTepManos C Lenbto Ny6MYHO KOro-TO YHU3UTb.

+ Hanapku Ha nuu, NoCTpagaBLINX B pesynbTaTe TParmiyeckoro cobbiTUs, Un Ha UX POACTBEHHUKOB U
Lpy3en.

OnacHble ToBapbl

3anpetuiaeTcs Ny6rMKOBaTh NMPUIOXKEHUS, C MOMOLLBIO KOTOPbIX MOXHO NMPUOGPECTH B3PbIBYATHIE
BELLECTBa, OrHECTPESIbHOE OPYXME, NAaTPOHbI, @ TAKXKE HEKOTOPbIE AeTanu A/ OrHeCTPeslbHOro
opyXus.

. 3anpeu.|,eHb| netanmun I'IpVICI'IOCO6J'IeHI/I9I, KOTOpble NO3BONIAKOT UMUTUPOBATb aBTOMaTI/IHECKVIVI OroOHb
WY NpefHa3HaYeHbl A8 Nepenenkn OpyXxms B aBTOMATUYECKOE, B TOM YMCSIE NOABUXKHbIE JIOXMN,
aBTOMaTMYECKME CMYCKOBbIE YCTPOUCTBA, Habopbl A5 NepeobopynoBaHUs OPYXHMs, a Takxe
MarasuHbl U NeHThl, cogepxalne 6onee 30 NaTPOHOB.

3anpetieHo Ny6InKoBaTb NMPUNOXEHNS, COAEPXaLiMe MHCTPYKLMN MO NPON3BOACTBY B3PbIBYATHIX
BELLECTB, OTHECTPENBHOIO M APYrOro OPYXKMs, NaTPOHOB, a TakXXe 3anpeLleHHbIX JeTanen ang



OrHECTpPENbHOro opyxu4a. OTO OTHOCUTCS B TOM YnChe K MHCTPYKLMAM NO UMUTAL NN aBTOMATUYECKOIro
OrHg nnu nepepenke OrHeCTpenbHOro opy>Xmna B aBToOMaTnyeckoe.

MapwuxyaHa

3anpelyeHo ny6nmnkoBaTb NPUNOXEHNS, C MOMOLLbIO KOTOPbIX MOXHO NMPUOBPECTU MapuxyaHy Unm
NPOAYKTbI C HEl (HE3aBMCUMO OT TOrO, HAaCKOJIbKO TaKue MOKYMKWU 3aKOHHbI).

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLIeHU:

+ MprnoxeHns, B KOTOPbIX NOMb30BATENIN MOTYT 3aKa3aTb MapMXyaHy C NMOMOLLbIO BCTPOEHHON
KOP3WHbI.

° CepBMCbI, KOTOPbIE NOMOratoT NoNb30BaTENAM OPraHnM30BaTb AOCTaBKY MapuXyaHbl.

« CepBuChbl, KOTOPble 06neryaloT NpMobpeTeHVE MPOAYKTOB, COAEPXALLNX TETPArnagpokaHHabvHor, B
TOM UMCre Macen Ha OCHOBe KaHHabugmona.

TabauHble n3genusa n ankoronb

3anpeu.|.eHo I'I}/6J'IVIKOBaTb NPUNOXEeHUS, C NOMOLbIO KOTOPbIX MOXXHO NMOKYMNaTb TabauyHble n3penna n
conepawmne HUKOTUH ToBapbl, B TOM YNCE SJIEKTPOHHbIE CUTapPEeThI, BENMbl U cocaTenbHbIN Tabak, a
TaK>Xe NpunoxXxeHusd, nooupdarumne HezakoHHoe Unn Hegonyctnmoe n0Tpe6neHme ankorons, Tabaka
NN HUKOTUHa.

JononHuTtenbHas uHpopmauus

- 3anpelyaeTcsd N306paxaTtb TO, KAK HECOBEPLLEHHONETHNE YNOTPEBNIIOT UK NpUobpeTaloT
anKorosibHble HanUTKK 1 TabauHble n3genus. Takxke He paspeLleHo NooWPATb UX NPOAAXY AETAM U
nobyxaaTb HECOBEPLEHHONETHMX NOTPEBNATb Takue NPoayKTbI.

+ HeponycTumbl MaTepurarnbl, NogpasyMeBatoLune, YTo ynotpebneHmne Tabaka MOXET NOBLICUTb
WHTENNEKT, CTaTyC B OOLWECTBE MW YAyYLIUTb NPOdECCUOHaNbHOE NMOMOXEHNE, CEKCYanbHYH XM3Hb
nnu dusmyeckyto dopmy.

 He paspelaeTcs co3paBaTh NOMOXMTESbHbIN 06pa3 Ype3MepHOro ynoTpebneHuns ankorons, B TOM
yncne 3anoes un COpeBHOBaHVIl7I no pacnnUTUo CNUPTHbLIX HAaNUTKOB.

- 3anpelyaeTcs pekiaMmMpoBaTh, MPOABMraTb U IBHO AEMOHCTPUPOBATL TabayHble 3nenuns. ATo
Tak)Xe OTHOCUTCS K CBA3aHHbIM C HUMK BaHHEepaM, KaTeropusam TOBapOB U CChISIKaM Ha CalThl, rae
npopaetcs Tabak.

+ Mbl MOXeM pPa3peLnTb OFPaHUYEHHYIO NPOAAXY TabauHbIX U3AENNIA B MPUNTOXEHUSX AN LOCTABKM
elbl/NPOAYKTOB B HEKOTOPbIX PErMoHax Npu yCrnoBmMmn COBNMIOAEHNS 3aLLUTHBIX MeP MO NPoBepKe
BO3pacTa (HanpuMmep, NPOBEPKM YLOCTOBEPEHNS TIMYHOCTU NPU LOCTABKE).

+ Mbl MOXeM paspeLwnTb NPoJaxy TOBapOB, PEKNIaMUPYeMbIX B KQUECTBE NOMOLLM ANs U36aBNEHUS OT
HWKOTMHOBOW 3aBUCUMOCTW, NPW YCIIOBUU COBNIOAEHMS 3aLUUTHBIX MEP MO NPOBEpPKe BO3pacTa.

®uHaHcoBbIE YCnyru

3anpelyeHo ny6nmnkoBaTb NPUNOXEHNS, NPELOCTABNAIOWME NONb30BATENAM AOCTYN K BBOAALWMM B
3a6nyXAeHVe nnv BpeLOHOCHbBIM GYHAHCOBBIM MPOAYKTaM U YCyraMm.

OrHaHCOBbIMU CYNTAIOTCS BCE npoayKTbl U yCcnyrun, CBa3aHHbIe C ynpaBneHnemM CI)VIHaHCGMVI,
MHBECTULNAMU N KDUNTOBANKTaMn, B TOM YMCe NepCoHalibHble KOHCYNbTalnn.

Ecnu Bawe npunoxeHune npegnaraet Unn peknammnpyeTt GrHaHCOBbIe NPOAYKTbI U YCIYri, OHO AOMKHO
COOTBETCTBOBATbL TPEOOBAHUAM rOCYLaPCTBEHHOIO U MyHULMMANbHOMO 3aKOHOAATEIbCTBa BO BCEX
CTpaHax 1 permoHax, 4nas KOTOpbIX OHO NpeaHas3HauYeHo, —HanpmMmep, coagepxatb MHdopMaLmio, 0co60
OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

Pa3paboTumkaM NpUNoXeHum, B KOTOPbIX €CTb GUHAHCOBbIE GYHKLMK, HY>KHO 3aMOSIHUTb CleunanbHyo
neknapauuto B Play Console.


https://play.google.com/console/app/app-content/financial-features

bu HapPHbI€ OMNMLUUNOHDI

3anpelyeHo nybnmkoBaTh NPUIOXEHUS, NO3BOSIAIOLWME NONb30BaTENAM TOProBaTh 6UHaPHLIMM
onuuoHamu.

MNoTpebutenbckne KpeauThbl

CornacHo HalWwuM npaBunam, K noTpebuTeNbCKUM KpeanuTaM OTHOCSTCS CCYAbl, €AMHOBPEMEHHO
npepocTaBnsemMble G3MYECKUM IULOM UIIM OpraH13aLmMen OTAENBHOMY KIIMEHTY HE ANS
NpUoBpPETEHNS OCHOBHBIX CPEACTB UKW onnaThl 06pa3oBaHus. MoTpebuTenam Takux ycnyr
HEeo6XOAMMO NPEeAOCTaBNATb CBEAEHNS O KaYeCTBe, XapakTePUCTMKaX, KOMUCCUW, rpadukax
noraleHus, pUCKax 1 NPenMyLLECTBaX KPEAUTHbIX MPEQSIOKEHWUI, YTOGbI OHU MO MPUHUMATb
B3BELUEHHbIE PELLEHMS.

« MpuMepsbl: NOTPebUTENbCKNE KPeaUTbI, KPEAUTbl HANIMYHbIMUY, 3aNMbl MEXIY GU3NYECKUMUN NULLEAMMU,
KpeauTbl Nog, 3anor aBToMobumns.

+ He OTHOCSTCS K 3TOM KaTErOpUK: UNOTEKA, KPEAUTLI HA NOKYMNKY aBTOMO6UIEN, BO306HOBNSEMbIE
KpepuTbl (KapTbl, NEPCOHANbHbIE KPDEQUTHbIE CYETA).

Ecnu Bbl npeanaraete NoTpebuTenbCKme KPeLnuThl, B TOM YMCTIE BbIAAETE UX HANPAMYIO, 3aHUMaeTeCh
npvBIeYEHNEM NOTEHLMNANbHBIX KIIMEHTOB UMM MOMOraeTe noTpebuTensam CBa3biBaTbCs CO
CTOPOHHMMU KpeanTopamu, Beibepute B Play Console kaTeroputo "®uHaHcbl" g NpunoxeHuns u
0653aTeNIbHO YKaXunTe cnegyowyo nHbopMaLumnio B ero MeTafaHHbIX:

* MUHMMarbHbIA U MaKCUMaSbHbIN nepuopn noraweHna gonra;

+ MaKCUMasbHYIO FOfL0BYIO MPOLEHTHYIO CTaBKY, B KOTOPYIO OBbIYHO BKIOYAETCS KpeauTHasa CTaBka, a
TakXe KOMUCCUM 1 MPOoYMne pacxofbl 3a rofl, Un Xe APYryto aHanorMyHyto CTaBKy B COOTBETCTBUM C
LEVCTBYIOWMM 3aKOHOAATENBCTBOM;

* NMoKasaTesbHbIN NpuMep pacyeTa obLien CTOMMOCTI 3aMa, BKIOYash OCHOBHYIO CyMMY fora v
LEeVCTBYyoLNE KOMUCCUY;

MONIUTUKY KOHPUAEHLMANBbHOCTH, B KOTOPOW NOAPOGHO OMUCAHO, Kak M s YEro NPUIOXEHUe
MCMONb3YeT U COBMPAET NNYHbIE U KOHUAEHLMASIbHbIE MONb30BATENbCKME AaHHbIE, a TakXKe
NoslyyaeT M NPefoCTaBAeT K HUM [OCTYN B COOTBETCTBUU C ATUMM NPaBUnam.

3anpeleHo nybnmnkoBaTh NPUNOXKEHWS, Npeaiaraolme noTpebruTenbckme KPeanTbl, KOTOpbIe
Heo6X0aMMO MOSIHOCTLIO MOracuTh B TedeHne 60 OHeW Nocne Bbiaaun unm paHblue (KpaTKOCPOUHbIe
noTpebuTeENnbCKUE KPeanuTbl).

FlpaBVlna MOryT HE ,D,eIhCTBOBaTb B OTHOWEHUN anInO)KeHMIZ, npennararowmx FIOTpe6MTeJ'IbCKI/Ie
KpenuTbl B CTPaHaXx, NpaBOM KOTOPbIX ABHO pa3pelleH Takow Bup, KpeanToBaHUA. BoaMOXHOCTb
chenatb UCKKo4YeHe U3 npasui oueHnBaeTCda UCxoaa N3 MECTHOIO 3aKOHOAaTENbCTBa.

Y Hac 0onXHa 6bITb BO3MOXHOCTb YCTaHOBUTb CBA3b MeXAYy BallM aKKayHTOM pa3pa60T'~|MKa n
NIOBBLIMU INLEH3NAMM 1 AOKYMEHTaMW, KOTOpble Bbl OTNpaB/ideTe HaM ANng NoATBepPXAeHUd TOro, 4To
Bbl MOXETE NPenoCTaBNAaATb FIOTpe6I/ITeJ'IbCKI/Ie KpeguTbl. Mbl Takxe MOXEM 3anpocuTb
[OONOJIHUTENbHbIE MaTepuanbl, yTObbI y6e,U,VITbCF|, yTO Bbl COBNIOAAETE MECTHOE 3aKOHOA,aTENbCTBO.

anII'IO)KeHI/ISI, KOTOpbIe npegnaratoT I'IOTpe6VITeﬂbCKVIe KpeauTbl NI OCHOBHbIM Ha3Ha4YeHNEM
KOTOpPbIX ABNSETCA NOMOLLb B MOSYYEHUN TakUX KPEAUTOB (HanpuMep, NOMUCK KIIMEHTOB UK
NOCPenHUKOB), NGO BCMOMOraTeNbHblE MPUOXEHNUS (HanpPUMepP, KPeaUTHbIE KanbKynsaTopbl,
CMPaBOYHUKN MO KPEAMUTHLIM YCNOBUSM U T. f.), @ TaKXe NPUNOXEHNS, NPELOCTaBNAOWME 3alMbl B
cyeT 3apaboTHOM NNaThl, HE LOMKHbI UMETb JOCTYN K KOHOUAEHLNANBHON MHPOPMALLUKM, B TOM YMCTie
doTorpaduam 1 KoHTakTam. 3anpeLLaeTca UCNoNb30BaTh CliefyoLlMe paspeLeHmns:

+ Read_external_storage.
+ Read_media_images.

- Read_contacts.

+ Access_fine_location.



+ Read_phone_numbers.
+ Read_media_videos.
* Query all_packages.

« Write_external_storage.

K npunoxeHusMm, B KOTOPbIX UICNONb3yeTCs KOHPUAEHUNaNbHas nHbopmauus unm APl ¢ pocTynom K
TakUM [aHHbIM, TPUMEHSIIOTCS LOMNOSIHUTESNbHbIe TPEBOBAHUS U OrpaHUYeHus. [LonoNHUTENbHYO
nHbopmMaL Mo Bbl HAMAETE B MPaBuUiax NCMosib30BaHKs paspeLLleHnii.

MoTpeburenbckue KpeauTbl C BbICOKOW rOA0BON NPOLLEHTHOM CTaBKOM

B CLUA 3anpelueHbl NpUIoXeHus, Npeparatolmne noTpebutenbckme KpeamTbl C FOQOBOM NPOLEHTHON
cTaBkom OT 36 %. Nybnukyemble B CLUA npunoxeHuns, npegnaratowmne noTpedbutensckme KpeauThl,
LOJMXHbI cofepXaTb MHGOPMALMIO O MaKCHMMaSIbHOW FOA0BOW MNPOLEHTHOM CTABKE, PAaCCYNTaHHOM B
COOTBETCTBMM C 3akoHOM "O cnpaBegnnesom kpegutosaHum” (TILA)

o1n npasufia OTHOCATCA K MPUNIOXEHUAM, KOTOPbIE NpennaratoT KpeanTbl Hanpamyto, UWLYT
NoTeHUNaNbHbIX KNMEHTOB N NOMOratoT I'IOTpe6I/ITeJ'I9|M CBA3bIBaTbCA CO CTOPOHHUMU KpeanTopamMu.

Tpe6oBaHUsa B OTAENbHBIX CTPaHax

B oTHOWeEHUM NPUAOXEHWI, MPefaraowmx noTpebuTensckne KPeauTbl Nob30BaTENSIM U3 YKa3aHHbIX
HUXe CTPaH, [ENCTBYIOT LOMNOMHUTESNbHbIE TPeboBaHMS. ECV Bbl NNaHUPyETE PAcNpPOCTPaHATb Takne
NPUNOXEHNS, TO JOSKHbI 3anonHUTL B Play Console pneknapaunto dnHaHcoBbix GyHKLMA. Bbl 0693aHbI
no 3anpocy Google Play oTnpaBuTb AOMONHUTENbHbIE CBEAEHWS UM [OKYMEHTbI, MOATBEPXAatowye
COOTBETCTBME AENCTBYIOLMM HOPMATUBHbBIM U JIMLEH3NOHHBIM TPEOOBAHMSM.

1. UHpua

« Ecnun y Bac ecTb nuueH3uns PesepBHoro 6aHka IHAMM Ha Bblgavy NnoTpebuTenbCKnx KpeanuTos,
OTMNpPaBbTE HaM [Ns MPOBEPKMN ee KOMuIO.

+ Ecnu Bbl He yyacTByeTe B KpeAMTOBaHMMN HANPSMYIO U TONbKO NpefocTaBnseTe nnathopmy,
KOTOpas ynpoLaeT NpoLece BblAaun KPegnuToB 3aperncTpupoBaHHbIMU HEGaHKOBCKMMN
KpeauTHbIMK opraHnsaumnamm (HEPO) nnu 6aHkamu, yKkaxmnte aT0 B AeKnapauumn.

+ HanmeHoBaHUa Bcex 3aperncTpupoBaHHbix HBDO 1 6aHKOB LOMXKHbI ObiTh NEPEYNCNEHDI B
OMMUCaHUN NPUNOXEHUS, N 3Ta HGOPMaALMS BOMKHA BbITb XOPOLLO 3aMeTHa.

2. NHpoHe3uns

 Ecnu Balle NpunoXeHne cBA3aHO C OKasaHWeM ycnyr LbpoBoro KpeanToBaHna B COOTBETCTBUM
¢ Nonoxexnem OJK N2 77/POJK.01/2016 (MOXET BpeMs OT BPEMEHN U3MEHATLCS), Bbl 0693aHbI
NpPefoCcTaBUTb HaM A1 MPOBEPKM KOMUIO AENCTBYIOLEN NMULEH3NUN.

3. dununnuHel
+ Bce ¢rHaHCOBbIe 1 KpeanTHbIe KOMNaHWK, Npeanaratolme KpeanuTbl Yepes nnatdopmbl OHNANH-
KpeauTOBaHUS, OOMKHbI MONYYnTb PErMCTPaLMOHHBIN HoMep SEC (SEC Registration Number) un
Homep cepTudukaTa nonHomoumn (Certificate of Authority Number) ot Komuccumn dununnmn no
LleHHbIM ByMaram 1 6upyxam (PSEC).

+ B onvcaHunm npunoxeHus Takxxe HEOGXOAMMO yKa3aTb Ha3BaHWe KOMMaHUW/KopropaLmy,
perucTpauunoHHbin Homep PSEC 1 Homep cepTudukaTa NONHOMOYMI Ha yNpaBneHne
duHaHcoBON UK KpeauTHOM opraHusaumen (Certificate of Authority to Operate a
Financing/Lending Company).

+ MpunoxeHuns, CBA3aHHbIE C OCHOBAHHOMN Ha KPeauToBaHUN KpayadaHaMHIOBOW AeATENbHOCTLIO,
Takon kak P2P-kpefnmToBaHve, nnm gpyron nogo6bHoM AesTeNbHOCTH, YKa3aHHOW B
dununnuHckux MonoxeHusx o kpayadaHguHre (CF Rules), nomkHbl 06pabaTbiBaTb TPaH3aKLMK
yepes kpaynbaHOUHIOBbLIX MOCPEAHUKOB, 3apPErMcTPUPOBaHHbIX Kommccnen ®uannnmH no
LLeHHbIM ByMaraM v bupxam.

4. Hurepus


https://support.google.com/googleplay/android-developer/answer/9888170
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://play.google.com/console/app/app-content/finance-declaration

+ LUndposbie kpegutopsl (LLK) gonxHbl 3anonHuTb dopmy LIMITED INTERIM
REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR DIGITAL LENDING o6pa3ua
2022 ropa (MOXeT BpeMsi OT BpEMEHU U3MEHSATLCS), KOTopas yTeepxaeHa PepepasnbHon
aHTVMOHOMOJIbHON KOMUCCHEN Mo 3aluTe npas notpebutenen (FCCPC) Hurepuu, n
NpUAEPXMNBATLCS YKa3aHHbIX B GOpMe NonoXeHU. Takke HeOBXOAMMO NOyYnTb
BepuouLMpyemoe nucbMo-noaTeepxaeHne ot FCCPC.

ArperaTopbl KpeAUTHbIX NPEANOXEHNA 0693aHbl MPEeAOCTaBNATb JOKYMEHTbI, NOATBEPXAalowme
NpaBO OKa3blBaTb YCNyru LMGPOBOro KPegmMToBaHUS, a Takxke KOHTakTHY0 Hopmaumio Beex LK,
C KOTOPbIMU OHW COTPYLHWYALOT.

5. KeHus

+ LUundposbie kpegutopsl (LK) fomxHbI NponTn npouenypy pernctpaumm LK v nonyymTs nMueH3no
oT LleHTpanbHoro 6aHka Kenun (LLBK). BMecTe ¢ feknapaunen BaM HEOH6XO[MMO NPeRoCTaBUTb
Konuo ceoen nuueHsum ot LBK.

« Ecnu Bbl He yyacTByeTe B KPEAMTOBAHMMN HAMPSIMYIO 1 TONbKO NpefocTaBnseTe nnatpopmy,
KOTopas ynpoLaeT NpoLEece Bblgauyn KPeanuToB 3aperncTpupoBaHHbiMm LIK, ykaxuTe aTo B
LeknapaLummn 1 npegocTaBbTe KOnuu nvueHsnin LIBK gns cBoux napTHEPOB.

+ Cenyvac Mbl NPUHMMAEM geknapaLmn 1 IMLEH3NN TOMbKO OT JinL, KOTOPbIE NEPEYUCTIEHBI B

PeecTtpe uudposbix kpeautopos (Directory of Digital Credit Providers), ony6nMKoBaHHOM Ha
oduumnansHom camte LBK.

6. MakucTtaH

+ Jliobaa HebaHKOBCKasa KpeauTHas opraHusauna (HBOO) moxeT ony6imkoBaTb TONbKO OfHO
NpUnoXeHne ans LMPpPoBoOro KpenmMToBaHms. ECiv Bbl NoMbITaeTeECh PAa3MECTUTb HECKOMBbKO
TaKWUX NPUNOXEHNI, Ball aKKayHT pa3paboTyrka U BCe CBA3aHHbIE akKayHTbl MOTYT 6bITb
3a6510KMPOBaHBI.

+ YT06bl OKa3bIBaTb yCNyrn LnMdpoBoro KpeanToBaHusa B MakucTaHe Uam nomMoraTb B UX NONYyYEHUH,
HY>XHO OTNPaBMWTb BbifaHHOe KoMuccurel no LeHHbIM Bymaram u 6upxam MakucTtaHa (SECP)
CBUOETENbCTBO, NOATBEPXKAAMOWEe NPABO Ha TaKyko OEeATENbHOCTb.

7. TannaHpg
+ Pa3paboTunkam NpunoxeHun, npepnaraowmx noTpebutenbckme KpeguTol B TannaHae ¢

NPOLEHTHOM CTaBKoW 15 % U Bbile, HY>XHO NONYyYMTb NMULLEH3UIO OT BaHka TaunaHga unu

MuHucTepcTBa GUHAHCOB. OHM TakKe [OMKHbI TPEROCTaBUTb LOKYMEHTbI, NOATBEPXAAoLWMe,

YTO C NMOMOLLIO NMPUOXEHNS MOXHO NOMyYaTb NOTPEOUTENBCKME KPEAUTBI B 3TON CTPAHE Unn

nopaBaTb 3asBKY Ha HUX. B yacTHOCTU, HEOBXOAMMO OTNPAaBUTD:

+ Konwuto nuueHsnmn Ha BesTenbHOCTb B KAaYeCTBE HAHOGUHAHCOBOW OpraHn3aLmm unm
noCTaBLMKa NOTPebUTENBCKUX KPEANTOB. [JOKYMEHT AomKeH 6biTb BblaH baHkoM TannaHaa.

+ Konusa nuueHann Ha feaTenbHOCTb B Ka4ecTBe MMKOGUHAHCOBOW OpraHn3aummn. JoKyMeHT
LOSIXEH 6bITb BblfaH MUHUCTEPCTBOM GUHAHCOB.

BoT npuMep pacnpocTpaHeHHOro HapylueHuUs:



< Back

B
Il

S Easy Loans

*x (ot ]

Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

Get cash sent to your bank account!

Safe and easy

Great short-term rate

Fast lender approval

Easy to use

Loan delivered in an hour

Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn't disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs

for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHbIE UrPbl, UrPbl U COPEBHOBAHMS C PeasibHbIMU OEHEXHbBIMU
npu3amm

MpUNoXeHUs N pekiaMHble 06bSBNEHNS, CBS3aHHbIE C a3apPTHLIMU UrPaMu Ha peasibHble feHbrN, a
TakKXe NPOorpamMbl NOSNIbHOCTU B UTPOBON GOPME U MPUNOXEHMUS A KOPOTKMX GIHTE3N-TYPHUPOB
paspeLLeHbl NPY YCIOBUM, YTO OHW COOTBETCTBYIOT ONpefeNieHHbIM TpeboBaHUAM.

MpunoxeHus pns asapTHbIX Urp

,D,OI'IyCKaPOTCH NPUNOXEHUS, KOTOPbIe MO3BONAIOT UK MOMOraloT y4aCTBOBaTb B a3aPTHbIX OHManH-
urpax B OnpefeneHHbIx CTpaHax, ecnu cobnofieHbl BCe orpaHudeHus 1 npasuna Google Play, a
pa3paboTumK Nopan 3asBky  Ha pacnpocTpaHeHue B Google Play npunoxeHu ons a3apTHbIX Urp u
nonyumn paspeteHue. MNpu 3ToM pa3paboTumnk SBNSETCS OLOOPEHHBIM rOCYLaPCTBEHHbBIM ONepPaTopoOM
U/Mnn 3aperncTpMpoBaH B MECTHOM BELOMCTBE, OTBEYAIOLLEM 33 UFOPHYIO AEATENBHOCTD, 1
NPeaoCTaBn AENCTBYIOLWYIO NMLEH3MIO A1 OCYLLECTBIEHUS B CTPaHE TOW UTOPHON AESTENBHOCTH,
KOTOPYIO OH Npepnaraert.

Mbi [AonyckaeM TONbKO T€ NUUEH3MPOBaHHbIE NN pa3pelleHHble NPUIOXEeHUd, KOTOpble npeanaratoT
cnepyrouwme bl a3apTHbIX OHﬂaﬁH-I/IFpZ

* OHNANH-Ka3nHo;

.

CTaBKM Ha pe3yNbTaTbl CMOPTUBHbBIX COPEBHOBAHWMN;

+ ckauku (roe perynupoBaHue v NMLEH3NPOBaHNE OCYLLECTBAOTCS OTAENbHO OT CTABOK Ha CropT);
+ noTtepev;

KOPOTKME GIHTE3U-TYPHUPBI.
Pa3peLlueHHble NPUNOXEHWS [OMKHbI COOTBETCTBOBATb CNEAYIOLUM TPEOOBaAHUAM:

+ Pa3paboTuvk nogan 3asiBKy 1 NONYyYUn pa3peLleHme Ha PacnpoCTpaHEHUE NPUNOXEHUS Yepes
Google Play.


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling

« MpunoxeHne He HapyLWwaeT AENCTBYIOWME 3aKOHbI M OTPACNEBbIE CTAHAAPTLI CTPaHbI, B KOTOPOW OHO
6yneT pacnpoCcTpaHsTbCS.

+ Y pa3paboTunka ecTb AENCTBYIOLAs NNLEH3VS Ha BeleHe UTOPHON feaTeNlbHOCTM AJ1F BCeX CTpaH
W WITATOB/TEPPUTOPUIA, FOEe PACMPOCTPaHSETCS NPUMNOXEHME.

+ Paspabotumk He npepnaraeT Te BUAbI a3apPTHbLIX UIP, KOTOPbIE BLIXOAAT 3@ PAMKU €r0 JIMLEH3UN.
« MNpunoxeHve HEQOCTYNHO AN HECOBEPLUEHHONETHMX.

« MpunoxeHne HeLOCTYMHO B CTPaHax, WTaTax/permoHax unmn reorpadpuyeckmx panoHax, Ha KOTopble
He pacnpoCTpaHseTCs NMLEH3Usa paspaboTumka.

« MpunoxeHue pacnpocTtpaHseTcs B Google Play 6ecnnatHo u HE ncrnonb3yeT dyHKUMIO onnaTthl
KOHTeHTa yepe3 Google Play.

« lMpunoxeHne MOXHO 6ecnnatHo ckayatb U3 Google Play.

+ [MpUNOXeHMI NPUCBOEHO BO3PACTHOE OrpaHnyeHne "Tonbko AN B3POCbIX" NN 3KBUBANIEHTHOE
cornacHo peunTtuHry IARC.

+ B npunoxeHun n Ha ero ctpaHuue B Google Play ecTb onncaHue npyHLMNOB OTBETCTBEHHON UrpPbl.

Mpoure NpunoxeHus, CBA3aHHbIE C a3apPTHLIMU UFPaMU Ha pearnbHble AeHbIU,
KOHKYpCaMu 1 TypHUpamu

Bo BCex Apyrux npunoXeHnsx, KOTOPbIe He COOTBETCTBYIOT BbilUENEPEYUCIEHHbIM TPE6OBaHNAM K
NPUNOXEHNUSM A8 a3aPTHbLIX UrP U KOTOPbIE HE YKa3aHbl B pasgene "[Opyrvue nunoTHble UrpoBble
MPOEKTbl C peanbHOW BantoTON" HUXe, 3anpellaeTcs nybnmnKoBaTb KOHTEHT UM CEPBUCHI, KOTOPbIE
MO3BOAIOT UM MOMOraloT 3ak/io4aTh Napu, AenaTb CTaBKW UK MHbIM 06Pa30M UCMOMb30BaTh
peanbHble feHbMM (B TOM YMCE COBEPLUAThb MOKYMNKW B MPUNOXEHUM) C LENBIO MOMYYUTb NPU3, KOTOPbIN
MMEET pearibHyo LEHEXHYI CTOMMOCTb. DTO KAaCaeTCs B TOM YMCIIE OHNTANH-Ka3WMHO, CMOPTUBHbIX
TOTaNM3aToOPOB, JIOTEPEN U UrP, B KOTOPbIX MPUHUMAIOTCS LEHbIM, @ BbIUTPLILEM SBASIOTCA AEHEXHble
W Opyrue LeHHble Npu3bl (KPOMe NPorpaMm, COOTBETCTBYIOLLMX ONMCAHHBIM HUXE TPeGOoBaHUAM K

nporpaMmam NoSINIbHOCTU B UTPOBOM GopME).

MpumMmepbl HapyLLueHU

* Urpbl, B KOTOPbIX MPUHMMAIOTCS AEHBIN B 0OMEH Ha BO3MOXHOCTb BbIUIPaTb LEHEXHbIN UM UHOM
MaTepuanbHbIA NPU3.

« MpUNoXeHNs, KOTOpPbIE COAEPXaT SNEMEHTbI HaBUraLUM UK GYHKLMK (MYHKTbI MEHIO, BKIAAKW,
KHOMKM, KOMMOHeHTbl WebView 1 T. f.) ¢ NpU3bIBOM cAenaTb CTaBKY, 3akJIIOUUTb Napy UK NPUHSATb
y4yacTue B Urpax, KOHKypcax Ui COpeBHOBaHMSAX C peabHbIMU AEeHEXHbIMU NpU3amMu, HanpuMep
"CpenaunTe ctaBky!", "3apeructpupymnteco!” unu "Mobepgnte B copeBHOBaHUK!".

 [pnnoxeHns, KOTopble NPUHUMAKOT CTaBKKU, CMOSb3YIOT BHYTPEHHIOKD BatOTY, BbiMfaynsaoT
BbIMFPbILIM UK BePYT 3anor B 0OMeH Ha BO3MOXHOCTb BbIUIPaTh AEHEXHbIN U MHOW
MaTepuanbHbIA NPU3.

[pyrve nunoTHbie UrpoBbie NPOEKTbl C peasibHoON BanoTon

MeproamnYeckn Mbl MOXEM PEann30oBbIBaTb B HEKOTOPLIX PEFMOHAX OrPaHNYEHHbIE MO BPEMEHM
MUNOTHbIE MPOEKTHI A9 ONPEefeNieHHbIX TUMOB UrP Ha peanbHble AeHbri. Moapo6HY NHPOPMALMIO Bbl
HanpeTe B aToM cTaTbe CnpaBoYHOro LeHTpa. MUNoTHLIN NPOEKT MO PacnpOCTPaHEHNIO NPUNOXEHNIA
LNS OHNaNH-YNpPaBneHns KpaH-MallMHOKN, KOTOPbIN Mbl MPOBOAMAN B ANOHMM, 3aBepLimncsa 11 uons
2023 ropa. C 12 uons 2023 roga B Google Play paspelweHo nybnnkoBaTb Takne NpuUioxXeHns no BCeMy
MUPY NPW YCNOBWU, YTO COBNIOAEHBI AEUCTBYIOWNE 3aKOHbI U ONpefefieHHble TPEOoBaHUS.

MporpamMmsbl NOANbHOCTU B UrpoBon popme

MporpamMmbl NOSIFIBHOCTU, KOTOPbIE MOOLWPSIOT NONb30BaTENEeN MaTepPUanbHbIMU UAN AeHEXHbIMU
npu3amu, paspeLUeHbl, ECAV OHU AOMYCKAOTCS 3aKOHOM U He TPEBYIOT NOMyYeHNs BONOTHUTENBHON
NULEH3MN AN1F @3apTHbIX Urp. MporpaMMmbl NOSBHOCTU [OMKHbI COOTBETCTBOBATb NEPEYNCTIEHHBIM
HUXe TpeboBaHusam Google Play.


https://support.google.com/googleplay/android-developer/answer/9898843
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Bce npunoxeHus (urpoBble U HEUrPOBbIE)

« MpeumMylecTBa, 6OHYCbl UM BO3HArpaXneHus, NpeaocTaBigemMbie B paMkax nporpammbi
NOSANBbHOCTM, AOMKHbI BbITb SBHO AOMONHUTENbHLIMUA U BTOPOCTENEHHBIMU MO OTHOLIEHWIO K 060
KBanMULMPOBAHHOM LEHEXHON TPaH3aKLUM B NPUNOXeHUn (roe KBanupuumpoBaHHas feHexHas
TpaH3aKLUua — oTaeNbHas TpaH3aKUMs C Lesblo NPeaoCTaBieHns TOBapOB UMW YCIYT, He CBA3aHHbIX
C nporpamMmo NosnbHOCTH). NMpenMyluecTsa, GOHYCbl UM BO3HArpaXaeH1s He MoryT 6biTb
npeaMeToM NoKynku UM UMeTb OTHOLWEHME K KakoMy-nnbo cnocoby obMeHa. B npoT1BHOM ciyyae
97O BymeT cumMTaThCst HapyLeHeM MpaBun B OTHOWEHUM a3apPTHbIX UFP, UFP Y COPEBHOBAHUM C
peanbHbIMU fEeHEXHbIMU NPU3aMU.

« HanpuMmep, HM ofiHa YacTb KBaNMGULNPOBAHHON AEHEXHON TPaH3aKLMM HE MOXET CNYXUTb
MAaTon UNu CTaBKOW OIS yYacTUs B MPOrpamMme NosnbHOCTU. TakKe KBanmdpuumpoBaHHas
OEeHeXHasa TpaH3akKunga He OOJIXKHa NpMBOAUTb K NOKYyNKe TOBAapOB UK YCNyTr Nno I'IOBbILIJeHHOPI
LeHe.

Vll'pOBble npUnoXxeHus

+ BOHyCHble 6ansbl UM BO3HArpaXXaeHus ¢ 6oHycaMu, NperMyLLecTBaMm U HarpagaMu, CBA3aHHbIMU C
KBanU$MLUNPOBAHHON LEHEXHON TPaH3aKLen, MOryT HaUMCTATbCS U UCNOMb30BATLCS TOMbKO Ha
OCHOBE PMKCMPOBAHHON NPOMNOPLMM MPU YCIOBKM, YTO OHa YETKO 0603HAYEHa B MPUNOXEHNUM U
06LefOCTYMNHbIX ObULMaNbHBIX NPaBUIax NPorpaMmel. MpenMyLLecTBa Unm BbikyrnHasi CTOUMOCTb He
MOryT 6bITb NONYYEHbI, HAYUCNEHbI UM NPUYMHOXEHbI B 3aBUCUMOCTHM OT YCMexa Nnosnb30oBaTens B
Urpe nnu cny4yanHoro pesynbrara.

HeurpoBble NpUnoXxeHus

+ BOHyCHble 6ansibl UK BO3HArpPaXaeHnsa MoryT HaunCNAaTbCs No pesynbTaTaM KOHKYpca unm
CNnyyalrHoro pesynbsTaTa, ECIM OHU COOTBETCTBYIOT TPEBOBaHUAM, YKa3aHHbIM HMxXe. [Ing nporpamm
NOSANbHOCTM C NpenMyLiecTsamMu, GoHycamm Unu Harpagamu, CBA3aHHbIMU C KBaNMOULNPOBAHHOM
LEHEXHOW TpaH3aKLmen, He0bXO[MMO:

* Pa3MeCTUTb B NPUNOXKEHUN OCI)VILI.VIaJ'IbeIe npasuna nporpamMmmbl,;

* €CIIM CUCTEMa BO3HarpaXaeHs MeHaeTCs U OCHOBaHa Ha Cry4YaHOM Ui BEPOSTHOCTHOM
BbiGOpE, B pamMKax opuLManbHbIX NMPaBusl MPOrpamMmMbl HEOBXOAUMO PACKPbITh: 1) BEPOSTHOCTb —
LNS I06OV CUCTEMbI BO3HArpaXxaeHus, B KOTOPOW Ana onpeaeneHms nobeantens ncnosb3yrTcs
dukcupoBaHHble KoadduLMeHTbl; 2) MeTog Bbibopa (HanpuMmep, NepeMeHHbIe, NCMoJb3yemble s
onpepenexHusa nobeoutensa) — aAng apyrux nogo6HbIX NporpamMm;

* yKasaTb B oduLManbHbIX NpaBunax NporpamMmmbl C po3birpbiliaMu, NOTEPEIMU UAN BPYTMMI
Nopo06HBIMU MPOMOAKUNAMU GUKCUMPOBAHHOE YMCO NobeaunTenen, CPoK Nogayun 3assok 1 gaTty
BPYYEHNS NPU30B AN KaXA0W Takow NpoMoaKkLmy;

* yKa3aTb PUKCUPOBAHHbIE KOIDDULMEHTBI HAUUCTEHUS U NOralleHns BOHYCHbIX 6annoB Unm
Harpag Ha BUAHOM MeCTe B NMPUIOXEHUN, a TakXe B 0bULManbHbIX NpaBuiax NporpaMmbl.

Tun Urposasa ¢opma u Harpapbl Ha Ycnosus YkasaHue gonu
NpUNoXeHuns MeHsowmecs ocHoBe MCnonb3oBaHMs BEPOSAITHOCTYU UNMn
c BO3HarpaxpeHus $ukcupoBaHHoM nporpamMmbl MeTopfa Bbi6opa B
nporpammon nponopuuu NOSINbHOCTYU Ycnosusx
NOSNbHOCTHN Mcnonb3oBaHus

no6on nporpamMmbl
NOSNBHOCTM CO
cny4YyanHbIM
pos3birpbilieM NPU30B

Urpa 3anpelyeHo PaspeleHo Ob6sa3aTenbHO Henpumennmo (B
NUrPOBbIX MPUNOXEHUNAX
A9 nporpamMm
NOANbHOCTU HENDB34
MCNnonb30BaThb
3NEMEHTDI,
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Tun Urposasa ¢popma u Harpapbl Ha Ycnosusa YkasaHue gonu
NpUNoXeHus MeHsolwmecs ocHoBe ncnonb3oBaHuUs BEPOSATHOCTU UNKN
c BO3HarpaxpgeHus $ukcupoBaHHoM nporpamMMmbi MeTopfa Bbibopa B
nporpammonm nponopuuu nosinbHOCTU Ycnosusax
nosinbHOCTU MCMONb30BaHUs
no6on nporpamMmmbl
NOSNBbHOCTM CO
cny4anHbIM
po3birpbiieM NPU30B
OCHOBaHHblEe Ha
CNyYyanHoCTH)
Heurposoe Pa3speLeHo Pa3peleHo Ob6g3aTenbHo Ob6s3aTenbHo
npunoxeHune

MpunoxeHus, pacnpocTtpaHseMbie B Google Play, koTopble cogepikaT peknamy
a3apTHbIX Urp, a TaKXXe Urp, KOHKYPCOB U TYPHUPOB Ha pearibHble AEeHbIN

MPUNOXEHNS C PEKNAMO a3apTHbIX UrpP, @ TakXe Urp, KOHKYPCOB U COPEBHOBAHWUI C peanbHbIMU
LEHEXHbIMM NPU3aMy Pa3pPEeLLEHbl, ECIIN BbIMOJHSIOTCS NEPEUNCIEHHbIE HVXE YCIIOBHS.

« MNpunoxeHune, 06bIBNEHNE Y PEKNaMO[ATENb HE HAPYLLAKOT 3aKOHbI M OTpacieBble CTaHAAPTHI
CTpaHbl, B KOTOPOW 06bsaBEHNe ByaeT NokasblBaTbCS.

+ ObbsaBNEHNE COOTBETCTBYET BCEM AEWNCTBYIOWMNM MECTHbIM TPEBOBAHNAM K IMLEH3MPOBAHUIO
NPOAYKTOB W YCNYT, CBA3aHHbIX C a3aPTHbIMU UrPaMu.

« MNpunoxeHve He NOKa3blBaeT peknamy azapTHbIX Urp NuLam, He JocTurwmm 18 net.

« MpunoxeHue He BXOQUT B Nporpammy "lMpunoxeHns pns BCen ceMbm'.

« Jlnua, He gocTuriune 18 neT, He BXOAAT B LLIeNeBYO ayAUTOPUIO MPUNOXEHNS.

« Ecnu peknamupytoTcs NpUIoXeHus s a3apTHbIX Urp (CM. Bbile), Ha LeneBo CTpaHuLe
06BABNEHUS, B ONCAHWUM Npunoxenns B Google Play unm B caMoM NpunoXxeHUn GOMKHbI
copepxaTbCs YeTKMe CBELAEHUS O MPUHLMMNAX OTBETCTBEHHON UrPbI.

« MpunoxeHne He ABNSETCS CUMYNATOPOM a3apTHbIX Urp (TakMX Kak Ka3vHO Uiv BUPTyanbHble
UrpOBblE aBTOMATbI).

+ MNpunoxeHue He 0Ka3bIBAET YCNyry, CBA3aHHbIE C a3aPTHbIMU UrPaMK, a TakxKe Urpamu, noTepesMmn
N COPEBHOBAHUSAMU C PeanbHbIMU LEHEXHbBIMU NMPU3aMU UM COMYTCTBYOWUMUN GYHKLMSIMU
(Hampumep, He MoMoraeT fenaTb CTaBKW, BbIBOAUTb BbIMIPbILLM, OTCNEXMBATb CYET, KOTUPOBKY 1
pesynbTaTbl MW YNPaBAsTb UrPOBbIMU GOHOAMM).

° anIﬂO)KeHVIe He NpoABUraeT a3apTHbI€ UTPbl Ha pealibHble OEeHbIM U CBA3aHHblIE C HUMUKN CEPBUCHI.

Peknama asapTHbIX Urp, a TakXXe Urp, TIOTEPEN M COPEBHOBAHWUI C peanbHbIMK LEHEXHbIMU NPU3aMiu
LOMYCKaeTCs TONbKO B NMPUIOXKEHUSAX, COOTBETCTBYIOLLNX BCEM NMEPEUYNCIIEHHBIM Bbille TPEeBGOBaHUAM,
B Pa3peLLEHHbIX MPUNOXEHNSIX LS a3aPTHBIX UrP (CM. BbILLE) UMM KOPOTKMX GIHTE3U-TYPHUPOB (CM.
HUXE) MPU YCNIOBUM, YTO OHM COOTBETCTBYIOT TpeboBaHuaM 1-6.

MpumMmepbl HapylueHu

« MNpunoxeHve [ns HECOBEPLIEHHONETHNX, PeEKNaMmpytoLLee CEPBUCHI, CBA3aHHbIE C a3apTHbIMU
urpamu.

+ CuMynsaTop KasnHO, KOTOPbIV MPOABUraeT peanbHoe Ka3uHO MW NepeHanpaBnseT B Hero
nonb3oBaTenen.

« MpunoxeHne ans oTCNeXMBaHUS LIAHCOB Ha Nobefy B CMOPTUBHbIX COPEBHOBAHMSX, COAepXaLlee
CCbINKW Ha CaunT, rae NPMHNMALOTCS CTaBKU.

« MpunoxeHuns, copepxallne pekamy a3apTHbIX Urp, KOTOpas HapyLluaeT npaBuna 06 06baBIeHMSIX,
BBOOAWNX B 3a6ny>|<,u,eH|/|e, HanpuMmep pekiaMHbie 06'b9lBJ'IeHVIﬂ, KOTOpPbI€ BbIMAAAT KakK KHOMKMK,
3HAYKMN UK OPYrve UHTEPAKTUBHbIE 3IEMEHTbI.


https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/answer/9857753#deceptive

Mpuno>xeHuns ana KOPOTKUX PIHTE3U-TYPHUPOB

MpUNoXeHUs AN KOPOTKUX GIHTE3N-TYPHNPOB, COOTBETCTBYIOLME TPEGOBAHUAM AENCTBYIOLLErO
MECTHOro 3aKOHOLATENbCTBA, Pa3pELLEHbl, ECIN BbIMONHSAIOTCS NEPEUNCIEHHbIE HVXE YCITOBUS.

« MpunoxeHune nnu 1) pacnpocTpaHseTcs ucknountenbHo B CLUA; unun 2) cootseTcTeyeT
TpeboBaHNAM K NPUNOXEHUSAM AN18 a3apPTHbIX Urp. [N pacnpocTpaHeHns NpunoXxeHns 3a
npepenamm CLUA paspaboTumk AOMKEH NOAaTh 3as8BKY, Kak YKa3aHo Bbille.

« Paspabotumk nogan 3asBKy 1 NOMAyYnUn paspeLleHme Ha pacnpocTpaHeHne npunoxenus B Google
Play.

« MpunoxeHune He HapyLWaeT 3aKOHbI U OTPACHeBble CTAaHAAPTbI CTPaH, B KOTOPbIX OHO
pacnpocTpaHseTcs.

« BOo3MOXHOCTb genatb CTaBku UU npoBOANTb AEHEXHbIE TPpaH3aKUN B NPUNOXKEHNN HEAOCTYMNHa
Ong HeCOBEPLUEHHOJTIETHUX.

« MpunoxeHne pacnpocTpaHseTcsa B Google Play 6ecnnatHo u HE ncnonbayeT dyHKLMIO onnaThl
KOHTeHTa yepes Google Play.

« MpunoxeHne MOXHO 6ecnnaTHo ckayaTb U3 Google Play.

« [NpunoxeHnto NPUCBOEHO BO3PaCcTHOE OrpaHnyeHne “Tonbko Ang B3POCbIX" UM 3KBMBANIEHTHOE
cornacHo penTtuHry IARC.

+ B npunoxeHun n Ha ero cTpaHuue B Google Play ecTb onncaHue NpYHLMNOB OTBETCTBEHHON UrpPbI.

+ MpunoxeHne He HapywaeT AENCTBYIOWME 3aKOHbI Y OTPACNEBbIe CTaHOaPTbl TEX WTATOB UMK
TeppuTopuit CLUA, roe oHo 6yaeT pacnpoCcTpaHATbCS.

+ Y pa3paboTurka ecTb AeNCTBYIOWas IMLEH3NS Ha PAaCNpPOCTPaHeHNe NPUNOXKEHNS A8 KaX[oro
wTaTa unu Tepputopumn CLUA, roe Takas nuueHsns TpebyeTcs.

« Ecnun y pa3paboTturka HeT NIMLEH3MM Ha PacnpOCTPaHEHME NPUTOXEHUS B KAKUX-TO WTaTaxX UK Ha
HekoTopbix TeppuTopusax CLUA, TO OHO JOMKHO BbITb TaM HEQOCTYMHO.

« MpunoxeHne HeOCTYMHO B TeX WTaTaX U Ha Tex TeppuTopusx CLUA, rae npunoxeHns ons KOPOTKMX
baHTE3U-TYPHMPOB 3anpeLLeHbl 3aKOHOM.

He3akoHHble OencTems

Sanpeu.LeHo I'Iy6J'IMKOBaTb NPUNOXeHUs, KOTopble CI'IOCO6CTByIOT COBEpPLWEHNIO HE3AaKOHHbIX OEeNCTBUN
NN NOOLWPAOT UX.

BoT npuMepbl Hanbonee pacnpPoOCTPaHEHHbIX HapyLeHU:

« TMokynka v npofaxa 3anpeLieHHbIX NpenapaTos.
+ N306paxeHne Toro, Kak HECOBEPLLEHHONIETHUE UCMONb3YIOT UM NPUOBPETAIOT HAPKOTUKMU,
ankoronb 1 TabayHble U3Lenus, a Take Moo PEHNe 3TOrO.

+ VMIHCTpyKLMUM NO NPOM3BOACTBY 3aMpeLLeHHbIX NPenapaTos, B TOM Y/CHE NO BblpalliMBaHMIO
HapPKOTUYECKUX PACTEHUN.

KOHTEHT, co3aaHHbIV MOSb30BaTENAMMU

K aTom KaTeropnm OTHOCUTCHA KOHTEHT, CO3,D,aBaeMbIDI nonb3oBaTenamMm, KOTOprIZ BMOEH U 0OCTyneH
HECKOJIbKMM NONb30BaTENAM NPUNOXEHNS.

B comepxalimx Takon KOHTEHT NPUNOXEHUSX, BKITHOYaa cneuunanbHble 6pay3epbl UK KITUEHTI,
nepeHanpasnsiolmne nonb3oBaTenemn Ha nnaTtdopMy ¢ TakMM KOHTEHTOM, [OMXHA ObiTb peann3osBaHa
HapexHas, apdekTnBHaa U cTabubHasg cMCTEMa MOLEepPaLMn NONb30BaTENBCKOrO KOHTEHTa. BoT
TpeboBaHNSA K Takon cUcTeme:

° I'Iepe,u, TEM KaK CO3[aBaTb UK 3arpy>aTtb MaTepuasbl, NOJib3oBaTEN N O0JIKHbI NPDUHNMATb YCITOBUA
MCNONb30BaHWUS U/Unun npasuna gns nonb3oBaTenien.
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+ [onxHbl 6bITb AaHbl ONPefeNneHnst HeXenaTelbHOro KOHTEHTa 1 NoBefeHWs (cornacytoLmecs ¢
MpaBunamu NporpaMmsl 4ns paspaboTumkoB npunoxeHunit B Google Play). Ycnosus ncnonb3oBaHus
WM NpaBuna A nonb3oBaTenem JOMKHbI 3anpeLLaTh HEXeNaTeNbHbIN KOHTEHT U NOBEAEHUE.

+ Monb30BaTENBCKUIN KOHTEHT [OMKEH MOLEPUPOBATLCSA HACTOBKO, HACKOJIbKO 3TO YMECTHO AJ1S1 TOrO
TUMNa MaTepuasnoB, KOTOPbIE PA3MELLAIOTCS B MPUNOXEHMU. [TOMUMO NPOYEro, B NMPUIOXEHUN
LOSXHa BblTb peannM3oBaHa CUCTEMA, NMO3BONSIOLLAS NOAABATb Xanobbl M 61OKMPOBaTb
HeXenaTesbHbI KOHTEHT 1 nonb3oBaTtenen. MNpu HEOBXOAMMOCTU Pa3pPaboTUNK LOMKEH NPUHUMATD
Mepbl NPOTMB TakMX MaTeprarnoB v nonb3oBaTenen. PasHble cueHapum paboTbl C KOHTEHTOM,
CO3[,aHHbIM MOJIb30BaTENAM, MOTyT TPeBOBaTb Pa3HbIX MOAXOAO0B K MofepaLuuv. Hanpumep:

+ Ecnu npunoxeHve nossonget naeHTUoUUMpoBaTh onpeaesieHHyo rpynmy nonb3osaTenen Takumm
cpencTBamy, kak Bepudukaums unm opnanH-peructpaums (Hanpumep, NPUNOXeHNS,
npepHa3HayYeHHble AN YYEHUKOB LWKOJIbl UM COTPYAHMKOB KOMMaHMKM), TO B HEM JOMKHA 6biTh
peanu3oBaHa GyHKLMS, NO3BONAKOLLAS XKaNoBaTbCA Ha KOHTEHT U NOJib30BaTeNeN.

« Ecnv nonb3oBaTenv B NPUIOXEHUN MOTYT B3aMMOLENCTBOBATb APYr C APYrOM OAMH Ha OAMH
(HanpuMep, NepenucbiBaTbCA HANPSMYO, @ TakXKe OTMeYaTb UM YNOMUHATb KOro-TO B KOHTEHTE
WS YyaTe), TO B HEM AOMKHa ObiTb GYHKLUS BIOKMPOBKM NOMb30BaTENEN.

+ Ecnu npunoxeHue npegocTaBngeT OOCTyn K 06Lef0CTyNHbIM MaTepranam, CoO34aHHbIM
nonb3oBaTenaMm (Hanpumep, NPUNOXEHNS ANg CoLMalbHbIX CETEN 1 BeaeHUs 60ros), TO B HEM
LOSKHa BbITb GYHKLMOHANBHOCTb, NO3BONSAOW A 6NOKMPOBaTh NONb30BATENEN 1 XanoBaTbCs Ha
HUX N KOHTEHT.

+ B AR-npunoxeHusix MofepaLus nonb3oBaTENbCKOrO KOHTEHTa (BK/tOYas CUCTEMY OTMPaBKM
Xano6 B NPUIOXEHUM) OOMKHA COCTOATb B NMPOBEPKE KaK Ha HeXenaTesbHbIi NOMb30BaTeIbCKUi
KOHTEHT (Hanpumep, AR-1306paxeHns CekcyanbHOro xapakTepa), Tak U Ha KOHOUAEHUNaNbHOCTb
MECTOMOJIOXEHWS, K KOTOPOMY MNpuBa3aHa AOMOSIHEHHAa peasnibHOCTb (HanpuMep, BOeHHble 6a3bl
WNW YaCTHble BlafgeHus, MOCKOMbKY Takas NpMBS3Kka MOXET co3faaBaTb Npobnembl anis
COBCTBEHHUKOB).

« [JOMKHbI 6bITb NPUHATBI MEPbI NPEeaOoCTOPOXHOCTU ANd TOro, yTOObI MOHETU3aLUna B NPUNOXKEHNN HE
crnocobcTBoBana HeXenaTtenbHOMY noBeaeHunto nonb3oBaTenen.

Anusopuyecknmn BCTpe'-IaIOI.I.I,VIﬁCﬂ KOHTEHT CeKCyalibHOIro Xxapakrtepa

KOHTEHT cekcyasibHOro xapakTepa CYMTaeTCs aMM30[ANYECKM BCTPEYAIOLMMCS, ECNIN OH NOSBSETCA B
NPUNOXEHUN C CO3L,aHHbIM NOJIb30BATENAMU KOHTEHTOM, KOTOpOE: 1) NpeaocTaBnseT fOCTyN K
MaTepwuasiaM NpPemMyLLeCTBEHHO HeCceKCyanbHOro XxapakTepa; 2) He NPOABUraeT U He peKoMeHayeT
KOHTEHT CeKCyaNbHOro xapaktepa. KOHTEHT CekcyanbHOro xapaktepa, onpeaensemMblii 4eiCTBYoWUM
3aKOHOAATENbCTBOM Kak HE3aKOHHbIN, @ TaKXXe KOHTEHT, CO34atolWuii yrposy Ang AeTel, He cuMTaeTcs
3MN30[MYECKN BCTPEYAOWMMCS. Ero pasmelleHre 3anpeLLeHo.

Snmnsoguyeckn BCTpeqa}OIJJ,VIl;ICQ KOHTEHT CEKCyallbHOro Xxapaktepa gonyckaeTca B NPUIIOXEHNAX C
KOHTEHTOM, CO3[aHHbIM NOJSIb30BaTENAMU, NMPU cobnogeHnn Bcex cnepymowmnx yCJ'IOBVIVII

+ TakoW KOHTEHT Mo YMOJTYaHUIO CKPbIT d)MJ'IpraMM, ONg NONMHOro CHATUA KOTOPbIX Tpe6yeT0ﬂ KakK
MWHUMYM [Ba OencTBus. HaanMep, OH MOXET 6bITb CKPbIT 3a MEXCTPaHUYHbIM 06bsBNIEHNEM UNN
Nno YMOJTYaHUIO AOCTYNEH TOJIbKO NOoCsie OTKAKYEeHNdA 6e3onacHoro noncka.

« [locTyn K NPUNoXeHUo ABHbIM 06pa30M 3abNOKMPOBaH Ang AeTen (0 TOM, KTO cuMTaeTCcs AeTbMHU,
pacckasbiBaeTcsa B npasuiax nporpaMmsl “MpunoxexHns gng Bcen cembi”) Npu NoMoLLn CUcTeM
NPOBEPKM BO3PACTa, HaNpMUMep HENTPAbHOrO BO3PaCTHOrO GUbTPa UM APYrnX CUCTEM,
OnpepeneHHbIX AeNCTBYIOWMM 3aKOHOAATENbCTBOM.

« Bbl npepgocTaBunn ncuepnbiBatoLimMe OTBETbI B aHKETE A1 NPUCBOEHMSI BO3PACTHOIO OrpaHnyeHns
OTHOCUTENIbHO KOHTEHTA, CO3[AaHHOrO NONIb30BaTENSAMM, KaK 3TOro TpebytoT npaBuia B OTHOLWEHUN
BO3PACTHbIX OFPaHNYEHUN.

Ml ypangaem n3 Google Play NPpUNoXeHnsa, OCHOBHOE Ha3HaY€eHNE KOTOPbIX 3aKno4yaeTCqd B
I'I}/6J'IVIK3LI,VII/I HeXenaTenbHOro KOHTEHTa, CO34aHHOro Nofib3oBaTeNsIMn. Tak Xe Mbl MOCTYNaeM C
NPUNOXEHNAMU, B KOTOPbIX NOJSIb3OBAaTENIM HAYMHAKOT pa3MeLlaTb rMaBHbIM o6paaoM HexernaTenbHbIN
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KOHTEHT NN KOTOpPble CTaHOBATCA U3BECTHbI Cpeau nonb3oBaTenen TEM, UTO HexenaTesbHbI KOHTEHT
B HUX HE yaandeTcq.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HapyLIEHUN:

« MponBuXeEHNe MaTeprarnoB CeKCyanbHOro XapakTepa, CO3AaHHbIX MONb30BaTENSIMM, BKOYas
peannaauuio NNaTHbIX GYHKLMIN, KOTOPbIE CMIOCOGCTBYIOT PACNPOCTPAHEHNIO HEXENATENBHOMO
KOHTEHTa.

« TpMNOXEHNS C KOHTEHTOM, CO3[aHHbIM MOSb30BATENSAMM, FOe He obecneyeHa LOCTAaTOYHas 3alMTa
OT yrpos, JOMOraTenbCTB UK U3AeBaTENbCTB, OCOBEHHO NO OTHOLLEHMIO K HECOBEPLIEHHONETHUM.

« 3anucu, koMMeHTapum 1 doTorpadum B NpUNoXeEHUN, NpefHa3HauYeHHble Ans 3anyrmBaHms fpyroro
yenoBeKa UM Npu3sbiBatoLL e K 0CKOPOIEHNSM, BPELOHOCHbIM AENCTBUSAM U HAaCMELLKaM Mo
OTHOLLEHUIO K HEMY.

« MpunoxeHus, paspaboTymk KOTOPbIX UTHOPUPYHOT Xanobbl NONb30BaTENIEN HAa HENPUEMIIEMbIN
KOHTEHT.

KOHTEHT n cepBUChHI, CBA3aHHbIE CO 300pPOBbEM

3anpeleHo nybnmnkoBaTb NPUNOXEHWS, NPeLoCTaBNAsoWMe NONb30BaTENAM AOCTYN K ONaCHbIM
KOHTEHTY U CepBuCaM, CBA3aHHbIM CO 3L0POBLEM.

I'Ipmnoervm, KOTOpbI€ npegiaratoT Unm peknaMnpyroT KOHTEHT 1 CepPBUCHI, CBA3aHHbIE CO
300p0OBbEM, OOJIXXHbI COOTBETCTBOBATb Tpe6OBaHI/IﬂM ﬂ,e;lCTByIOIJJ,eFO 3aKOHOOaTenbCTBa.

anHO)KeHVISI Ana 300poBbs

Ecnv Bawe npunoxexune nosyyaet LOCTYM K JaHHbIM O 3A0POBbE M NGO ABASETCS NMPUIOXKEHUEM As
300POBbS, NMMBO COAEPXUT CBA3AHHbIE CO 300POBbEM bYHKLIMU, OHO JOSIKHO COOTBETCTBOBATb
npasunam Google Play ons pa3apaboTunkoB, B TOM YMCHE NpaBuiam B OTHOLLEHWUN HapyLIeHs
KOHdUAEHUMaNbHOCTY, 310yNoTPebneHns pecypcamm yCTPOUCTBA M MOLLEHHUYECTBa, NpaBuiaM B
OTHOLWEHUM COBbLITUIA, TPEBYIOLLIMX AENMKATHOrO OTHOLWEHUS, U YKa3aHHbIM HUXE TPeboBaHUAM.

- Oeknapauus B Play Console:

+ B Play Console nepernpute Ha cTpaHuLy "KoHTeHT npunoxenus” (“MpaBuna > KOHTEHT
NPUNOXEHNS") N YKaXNTE KaTeropun, K KOTOPbIM OTHOCUTCS NPUIOXEHME.

- TpeboBaHUS K NONUTUKE KOHPUAEHLUANBHOCTU U PACKPbITUIO MHOPMaLuK:

« Ccblfika Ha NONUTUKY KOHGMAEHLMATbHOCTM JONXKHA BbiTh NPMBEAEHA B NPeAHa3HauYeHHOM ang
Hee paspaene Play Console 1 B caMoM npunoxeHun (oonyckaeTca pa3mMecTuTb TEKCT NpaBumn).
Y6epuTech, YTo TEKCT NONUTUKN KOHPUAEHLManbHOCT (He B Buae PDF-daina) focTyneH no
AKTMBHOW 0BLWEefOCTYMHOW CChlfike 6€3 OrpaHUYEeHNIA MO re030He, HE MOXET BbITb U3MEHEH U
cooTBeTcTBYeT HPopMaL MM U3 pasgena 6e30nacHOCTU JaHHbIX.

+ B nonuTuke KOHOUOEHLMANBHOCTN U B COOBLLEHNSAX O PACKPbITUN MHGOPMALIMY, Pa3MELLEHHDIX B
NPUNOXEHUM, HEOHBXOANMO NOAPOBHO 06BICHUTbL, Kak OHO COBMPAET 1 UCTIONB3YET NNYHbIE U
KOH®UAEHLMaNbHbIE NONb30BATENbCKME faHHbIE, @ TaKXe NonyyaeT U NPefoCTaBnseT K HAM
[OCTYMN. 3TO OTHOCUTCS K NIOObIM CBEAEHMAM, @ HE TOMbKO K YKa3aHHbIM B pa3fene 6e30nacHoOCTH
DaHHbIX. ECnvi B NpunoxeHumn ectb GyHKLMN MU faHHble, AN1S BOCTYNa K KOTOPbLIM HY>XHbI OMacHble
WM [UHAMUYECKMNE Pa3peLleHns , OHO LO/MKHO COOTBETCTBOBATL BCEM AENCTBYIOL UM
TPeboBaHUAM K PACKPbITUIO MHbOPMALMK U NMOMYYEHNIO Pa3peLLEHMs Ha UCNONb30BaHWE AaHHbIX.

+ Henb3aga 3anpalunBaTth paspeLleHms, OT KOTOPbIX HE 3aBUCUT PaboTa OCHOBHbIX QYHKLMIA
MPUNOXEHNS ANs 3[0POBbS. Hencnonb3yemble paspeLleHmnst Hy>XXHO yaanuTb. Cnncok
paspeLleHni, CBA3aHHbIX C AaHHbIMU [efIMKaTHOro XxapakTepa O 300POBbe, MOXHO MOCMOTPETL B
cTaTbe Kateropuv npunoXxeHuin ans 300poBbs U OMNOMHUTENbHAS NHPOpMaLMS.

+ [laxke ecnv OCHOBHOE Ha3HauYeHWe NPUNOXEHNS HE CBA3aHO CO 3[,0POBLEM, HO B HEM ECTb
CBA3aHHbIE CO 300POBbEeM GYHKLMM 1 LOCTYM K AaHHbIM O 3A0PO0BbLE, Ha HEro PaCMPOCTPAHATCS
npaBuna B OTHOLIEHWMN NPUITOXEHUI 418 300p0Bbs. [onNb30BaTeNsIM [OMXHa 6bITb OUEBMAHA
CBSI3b MEX[Y OCHOBHbIMU GYHKLMSMM MPUIIOXKEHNS U MPUYNHAMK, MO KOTOPbIM COBMPatoTCS
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LaHHble O 300POBbE. HanpuMep, NPUIOXEHUIO CTPAXOBOM KOMMAHUN MOXET BbITb HY>XEH JOCTYN K
MeOMLMHCKUM LaHHbIM A1 0dOpMNEHNs NONMCa, a Urpe — K cBeeHusIM 0 GrU3nyeckon
aKTMBHOCTM A5 NPOABUXEHWS B UTPOBOM MpoLuecce. 9TO OrpaHNYEHNE Ha UCMONb30BaHNe
LaHHbIX LOMKHO BblTb OTPAXEHO B NONUTUKE KOHPUAEHLMNANBHOCTM NPUSTOXEHWS.

+ JononHuTtenbHble TpeboBaHUs:
Ecnv Balue NpunoxeHne OTHOCUTCS K OHOW U3 yKa3aHHbIX HXE TPy, Bbl BOMKHbI BbIMONHUTb
LeVCcTByOWME As Hero TpeboBaHus, a Takxke BbibpaTb nogxopsaulyto kateropuio B Play Console:

« MpunoxeHus pns 300pPOBbsl, CBA3aHHbIE C FOCYAAaPCTBEHHbIMU yYpeXAeHUaSMU. Ecnu Bbl
Monyymnu OT roCyAapCTBEHHOrO YUPEXAEHUS NN aKKPEAMTOBAHHON OpraHn3aummn B chepe
3APaBOOXPAHEHNS paspeLleHne Ha pa3paboTky 1 pacnpoCTPaHEHME NPUIOXEHNS B MAapTHEPCTBE
C HWUMW, Bbl AOMKHbI MPEAOCTaBUTbL HaM MOATBEPXAAOLME AOKYMEHTbI Yepe3 GopMy
npenBapuUTeNbHOro yBe[OMIEHNS.

+ MpunoxeHus pns oTCNeXUBaHMUS KOHTAKTOB U COCTOSIHUSA 3[0pOBbs. Ecnv Baww npoaykT
npepHa3HayeH s OTCNeXVBaHUS KOHTAKTOB C UHPULMPOBAHHBIMU U/WUIN COCTOSIHUS 3[,0POBbS,
BblbepuTe B Play Console kaTeroputo "lMpodunaktuka 6onesHen n obectseHHoe
3ApaBoOXpaHeHme". BaM Takxe HYXXHO 3anofHWUTL GOPMyY NPeABapUTENbHOrO YBEAOMIIEHMS,
YMNOMSIHYTYIO BbILLE.

- MpunoxeHusa gnsa uccnegoBaHUN ¢ yyacTueM niogen. MNpunoxeHus, B KOTOPbIX MPOBOAATCA
nccnenoBaHns B 0611acT 30paBoOXpaHeHs C y4acTUEM JIOAEN, [OMKHbI COOTBETCTBOBATb BCEM
npaswunam v 3akoHaM. [TOMMMO NPOYEro, ITO 03HAYAET, YTO HEOBXOAMMO MoNyYaTb
MHGOPMUPOBAHHOE COrnacKe OT COBEPLUEHHONETHUX YYaCTHUKOB UIN OT POAMUTENen unm
OMeKyHOB HECOBEPLLEHHONETHUX. Pa3paboTumkam Takux NMPUOXEHUIA TakxKe CrleayeT NonyunTb
ofobpeHne Ha NpPoBefeHNe UCCNef0oBaHNI OT UHCTUTYLMOHANbHOIO HabnogaTensHoro coseTa w/
WM @aHaNorMYyHoro He3aBUCUMOro KOMUTETA MO STUKE, ECNIN AN HUX HE MPERYCMOTPEHO
ucknoyeHmne. CBUAETENBCTBO O TAaKOM Of06PEHUN HEOBXOAVMMO NPEAOCTaBUTb MO 3anpocy.

+ MpunoxeHus, cumTaloWmnecs MEgULUHCKUM yCTpPoncTBOM, unu MO KaK yCTPONCTBO
MeAULMHCKOro HasHauyeHus. Y paspaboTumkoB npunoxeHuni u MO Takoro Tuna SOMXHO 6biTb
pa3peLlmnTenbHOe MUCbMO U APYror LOKYMEHT C OLOGPEHMEM OT PernaMeHTHpPYOLLEero opraHa
UNK yupexaeHus, OTBETCTBEHHOIO 3a KOHTPOSIb Haf, MPUIOXEHUEM 1 COBMIIOAEHNE UM
TpeboBaHUiA. MoATBEPXAAIOWME LOKYMEHTbI HYXXHO NPEefOCTaBUTb MO 3aMpocy.

JaHHble npunoxeHus "3popoBbe u cnopt”

[aHHble, BOCTYN K KOTOPbIM OCYLLECTBSAETCA C MOMOLLbIO Pa3PeLeHNit Ha LOCTYN K MPUIOXEHUIO
"300pOBbE 1 CNOPT", CUNTAIOTCS NEPCOHANBHOM 1 KOHOUAEHLMANBHOW NONb30BATEIbCKON
nHpopmaumen. K HUIM MPUMEHSIIOTCS NPaBWia B OTHOWEHWUMW MONb30BATENbCKUX AaHHbIX 1
LOMNOSHUTENbHbIE TPe6oBaHUS

JlekapcTBa, oTNyckaemble Mo peLenTy

Mbl 3anpeltaem nybnmMkoBaTb NPUITOXEHUS, MPefHa3HaYEHHbIE 4s MPOAaXM UK NOKYNKN 6e3
peLenTa NekapcTs, OTMYCKaeMbIX MO PeLenTy.

3anpelieHHble BelecTBa

B Google Play Henb3s nybnvKoBaTb NPUMOXEHWS A8 pekiaMbl Uv MPOAAXM 3anpeLieHHbIX BELLECTB,
LaXxe eClin OHU 3asB/IeHbl KaK 3aKOHHbIE.

BoT npuMepbl Hanbonee pacnpoCTPaHEHHbIX HapyLIeHU:

+ Bce npofyKTbl 3 HEMOSHOMO CMMCKa 3aMnpeLLEHHbIX TEKAPCTBEHHbIX MPenapaToB U NULLEBbIX
fo6aBoK

« MpopykTbl, copepxalme adenpy.

« MpoAyKTbl, COAEPXaLLME XOPUOHNYECKMI TOHaAOTPOMNMH YenioBeka (XMY) kak cpeacTso ang
MOXyAEHWS U KOHTPOSSA 3@ BECOM JIMBO B COYETaHNM C aHaboNMuyeckuMm CTepomaamiu.


https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1

 OueTnyeckune 0obaBky 1 CPeACTBa PaCTUTENbHOMO NMPOUCXOXAEHMS, copepXKallne
CUNbHOLENCTBYIOLWME UM ONACHbIE UHTPEANEHTbI.

 [podyKThbl, B ONMCAHNN KOTOPbIX COAEPXATCH NTOXHbIE 3as9BfIEHNS O MOMb3e O 300P0BbS,
HanpuMmep cpencrtea, AKOOBbI CpaBHUMbIE MO 3¢¢eKTVIBHOCTM C peuenTtypHbiMKN NeKkapcTBamMn nnun
MHbIMU MOOKOHTPOJIbHbIMU NpenapaTamMun.

« MNpopyKTbl, HE NPOLWeEALINe FOCYAapCTBEHHYIO cepTndUKaLuio, B pekname KOTopbIX
NoApa3yMeBaeTCs, YTO OHN Be3onacHbl Mnu apdeKTUBHLI NPU NeYeHnn unu npodunakTnke
3aboneBaHum.

npOﬂ,yKTbI, B OTHOLWEHNN KOTOPbIX BBEAEHbI MPAaBUTENbCTBEHHbIE CaHKL NN nmbo NPUHATDI
3anpeTuTenbHble UK npenynpennTenbHble Mepbl CO CTOPOHbI KOHTPONMMPYIOWKMX OPraHoB.

MpoayKTbl, HAVMEHOBAHWS KOTOPbIX OYEHb MOXOXM Ha Ha3BaHWS 3anpeLLeHHbIX NULLEBbIX 406aBOK,
dbapMaLEeBTUYECKMX NN MHbBIX BELLECTB C KOHTPONMPYEMbIM 06OPOTOM M MOTyT BBECTU B
3abnyxgeHve.

Moppo6bHY MHPOPMALMIO O 3anpeLLeHHbIX dapMaLeBTUYECKMX NpenapaTax 1 NULLeBbix fobaBkax
MOXHO HanTK Ha canTe www.legitscript.com

JloxxHas nHpopmMaLmsa o 3popoBbe

3anpelyaeTcs Ny6anMKoBaTb MPUTOXEHMS, COAEPXKaLuMe CBA3aHHbIE CO 300POBbEM 3asBIEHUS,
KOTOpbIE BBOAST B 3abnyXAeHME 1 NPOTUBOPEYAT NPU3HAHHBIM MeAULMHCKMM daKTam Unm MoryT
MPUYUHUTb NONb30BATENSIM BPEL.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HapyLUEHUN:

« BBopguue B 3abnyxaeHve 3asBieHNs 0 BakMHaX (HanpuMmep, yTBEPXXAEeHMS O TOM, YTO BaKLMHbI
MOryT nameHatb OHK).

° I'IponaraH,u,a OnacCHbIX, HEYTBEPXOEHHbIX METOAOB JleYeHnqd.

« MponaraHga opyrvx onacHbIX MeOQULMHCKMUX npoLlenyp (HanpuMep, KOHBEPCUOHHOW Tepanumu).

CBsizaHHble ¢ MeauLMHON GYHKLUU

3anpeLueHo Ny6IMKoBaTh NMPUNOXEHUS CO CBEAEHUSIMU O 3A0POBbE WU MEANLMHE, KOTOPbIE BBOAST B
3a6yXAeHNE UNK ABNAKOTCS NOTEHLMANbHO ONacHbIMU. HanprMep, 3anpeLleHo pasMelleHme
MPUNOXEHNIN C BCTPOEHHON GYHKLMEN U3MEPEHUS YPOBHS KUCNIOPOAA. MPUOXEHUS OOMKHbI
NOAAEPXMBATb CBA3b C BHELWHMM annapaTHbiM 06ecneyeHneM, HOCMMbIMU YCTPONCTBaMM MK
cneuuanbHbIMU AaTYMKamm CMapTHOHOB AN MUBMEPEHUNS YPOBHSA KUCIOPOa B KPOBU. B MeTafiaHHbIX
HY>XHO yKa3aTb, YTO Tak1e NPUIOXEHWS He MPefHa3HaYeHbl AN MEOAULMHCKUX LeNEN, CO3AaHbl TONbKO
onga obuero HabnogeHns 3a 3LOPOBLEM U He ABNATCS MEAULMHCKUMU YCTponcTBaMu. Kpome Toro,
LOMXHbI BbITb NEPeYNCreHbl MOLENN COBMECTUMOrO 060PYLOBaHNS UMW YCTPONCTB.

MnaTeXxu — MeguUUHCKUE ycnyru

[lng TpaH3aKLMi, CBA3aHHbIX C OKa3aHUEM PEryNnpyeMbiX MEAULMHCKUX YCIYT, UICNONb30BaTh
nnaTexHyto cuctemy Google Play He HyxHo. MogpobHee o npasunax Google Play B oTHOLWeEHUN
nnaTexem

KoHTeHT, ocCHOBaHHbIN Ha 6oKYenHe

Mo Mepe BbICTPOro Pa3BUTUS TEXHONOMMM BIOKYENH Mbl CTPEMUMCS NMPEROCTABUTL ANS
pa3paboTunkoB nnatdopmMy, Ha KOTOPOWN OHU MOrnKn Bbl BHEAPSATb MHHOBALMK 1 CO3faBaTb bonee
YO,O6HbIE 1 UMMEPCUBHbIE CEPBUCHI A9 NOSIb30BaTENEN.

B Liensix HacTosLEro npaBwuia Mbl PACCMaTPUBAEM KOHTEHT Ha OCHOBE GJTIOKYerHa Kak
TOKEHU3MPOBaHHbIE LMPPOBLIE O6BEKTHI, KOTOPbIE CO3AAOTCS M UCMOMNbL3YIOTCA NMPU NOMOLLM
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TEeXHONormm 6nok4YerH. Ecnm Bale npunoxeHne CoaepXmnT Takon KOHTEHT, Bbl [OMXHbI cobnofaTh
yKa3aHHble TpeboBaHus.

KpMI‘ITOBaﬂIOTHbIe 6Mp)KVI U NnporpaMMHbI€ KolleribKu

L‘|TO6I::I noKynaTb KPUNTOBAOThl, @ TakXe BlafgeTb Unn 06MeHI/IBaTbC91 MU, HeO6XOJJ,VIMO
MCMNoNb30BaTh CEPTUULMPOBAHHBIE CEPBUCHI B IOPUCAMKLMAX C 3aKOHOLATENIbCTBOM, PErYNMPYOLLUM
obpalleHre Taknx BasntoT.

Balue npunoxeHve Takxe fONIXHO COOTBETCTBOBATb AENCTBYIOLLMM 3aKOHaM BCEX PETMOHOB U CTPaH,
B KOTOPbIX OHO pacnpocTpaHsaeTcs. He ny6nukynTe ero B permoHax unm cTpaHax, rae Balm npogyKTbl
1 cepBUChI 3anpelleHbl. Google Play MoxeT noTpeboBaTh OT Bac NpefoCTaBUTb LOMONHUTENbHYIO
MHPOPMALMIO UM LOKYMEHTbI O TOM, YTO Balle NPUNOXEHNE OTBEYAET BCEM LENCTBYIOL MM 3aKOHaM U
NNLEH3VMOHHBIM TPEBOBaHMAM.

MaWHUHr KpunTOoBanioThbl

3anpelyeHo ny6nmnkoBaTb NPUNOXEHNS, NPeLHa3HaYeHHbIe A/19 MAaNHUHIA KPUMTOBASIOT Ha
yCTpomncTBax. MpUNoXeHWs, PErynmpyroLlme ManHUHI KPUNTOBAMIOT AUCTAHLMOHHO, pPaspeLLeHbl.

Tpeb6oBaHus K NPO3pa4YHOCTU NPU PacnpoOCTPaHEHUN TOKEHU3UPOBaHHbIX LMppPOBbIX 06HEKTOB

Ecnu Bawe npunoxeHne npofaeT Uy No3BoNsSET NOb30BaTENsIM 3apabaTbiBaTb TOKEHU3NPOBAHHbIE
undpoBble 06bEKTHI, Bbl LOMKHbI COOBWNUTL 06 3TOM Yepe3 dopMy Aeknapaumm GruHAHCOBbLIX GYHKLNIA
Ha cTpaHuue "KoHTeHT npunoxennsa” B Play Console.

MpKn co3paHnM KOHTEHTa AN NPOAaXu Yepes NpuioXeHre Bbl LOMKHbI YKa3biBaTb B CBEEHUSX O
KOHTEHTE, UTO OH NpeacTaBnsgeT cob0n TOKEHU3MPOBAHHLIN LUPPOBON 06bEKT. [LONOMHUTENbHYIO
NMHGOPMALMIO MOXHO HAaUTKN B CTaTbe Kak co3aaTh KOHTEHT A9 NPOAaXM Yepes NpuioxeHue.

3anpelaeTcs ynoMmHaTb B NpUBIEKaTeNibHon GopMe v NpoaBuraTb BO3MOXHOCTb MOMyYaTh JOXOM
yepes Urpy Unv TPEenauHr.

JononHutenbHblie Tpe6oBaHUA K ucnonbsosaHuio NFT B urposon popme

YT06bl PaCnpPOCTPaHATb MPUAOXKEHWS A8 a3aPTHbIX UrP, PaboTaloLmMe C TOKEHN3MPOBaHHbLIMM
undpoBbiMM 06bEKTaMK, Hanpumep NFT, HyXHO NoNy4YnTb paspelleHmne, Nofas 3asBky. 1o TpebyeTcs
cornacHo Mpasunam Google Play B OTHOLLEHWUN a3apTHbIX UFP, UFP U COPEBHOBAHWI C PeanbHbIMU
AEHEXHbIMU NpU3amMu.

Bo Bcex ocTasnbHbIX MPUOXEHMSIX, KOTOPbIe HE COOTBETCTBYIOT TPEOOBAHUAM K NMPUNOXEHUIM A1s
Q3apTHbIX UIP 1 He yKa3aHbl B pasgene Opyrue nunoTHble UrPOoBble NMPOEKTbI C peanbHOM BatoTON,
HMKaKMe 06BEKTbI C EHEXHOW LLEHHOCTBIO HE LLOJXXHbI MPUHUMATbLCS B OOMEH Ha BO3MOXHOCTb
nonyunTb 06bekTbl NFT HenssecTHoM cTonMocTu. O6bekThl NFT, NprobpeTeHHbIe NOb30BATENSIMMY,
OOMXKHbI MPUMEHSITLCS B UTPE A1 YNPOLLEHNS €€ NPOXOXAEHNS U YNyYLLEHWS UTPOBOro npouecca.
HeponycTrMo, 4uTo6bl Takne 06bEKTLI UCMONBb30BANMCH A1 CTABOK UK 3aKOYEHMs Napy B OOMEH Ha
BO3MOXHOCTb BbIUIPaTh NPU3bl PeanbHON [EHEXHOW CTOMMOCTH, B TOM uncne apyrue o6bekTbl NFT.

BoT npuMepbl Haubonee pacnpPoCTPaHEHHbIX HapyLEeHU:

* MpunoxeHus, B KOTOpPbIX NpogatoTcs Habopbl NFT 6e3 nHbopmauum o Tom, kakme 06vekTbl NFT B
HUX BKJTIOYEHbI N KaKOBa LEHHOCTb COAEPXNMOrO.

« CUMynaTopbl a3apTHbIX Urp, Tpebytolwme onnaTy Afa Hayana urpbl U NPefocTaBnsiowme B KayecTse
BO3HarpaxpeHus oobekTbl NFT.

KoHTeHT, co3paHHbIN UCKYCCTBEHHbIM UHTEJTJTIEKTOM

Mopgenu reHepaTnMBHOIrO MCKYCCTBEHHOIO MHTENNEKTa CTaHOBATCA OOCTYyNHEE, N p83p860T‘4I/IKVI MOryT
BHEOPATb UX B MPUNOXEHU4, yTOO6bI NOBbLILIATD y,D,O6CTBO CBOMX NPOAYKTOB N BOBJIEYEHHOCTb


https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots

nosib3osartenen. Mbl XOTUM, YTOBbl KOHTEHT, CO3[,aHHbIN C MOMOLLbIO TaKUX Mogenen, bbin besonaceH
LLN9 BCEX, a NMOJMyYeHHble OT3bIBbl YUYMTbIBANMCH NPV AafibHENIIEM Pa3BUTUM NPOLYKTOB.

KoHTeHT, co3zgaHHbIN UCKYCCTBEHHbIM UHTEJIJIEKTOM

KoHTeHT, CO3,D,aHHbII;I NCKYCCTBEHHbIM UHTENNEKTOM, reHepupyeTca Moaendamm reHepaTtnBHoOro
NCKYCCTBEHHOIO MHTENNeKTa Ha OCHOBaHMN 3anpoCcoB nonb3oBaTenen. anIMeprI

* TEeKCT, KOTOpbI co3paeTcs yaT-60Tom ¢ MW B npouecce obLieHns ¢ nosib3oBaTeneMm, ecrnm Takoe
obLieHMe SBASETCS OCHOBHOM GYHKLMEN MPUNOXKEHNUS;

* N306paxeHuns, KOTOPbIE TEHEPUPYIOTCA UCKYCCTBEHHbBIM MHTENNEKTOM Ha OCHOBAHWUW TEKCTOBBIX,
rpaduyeCcKmX NI rofNoCOBbIX 3aNPOCOB.

[ns obecneyeHns 6e30nacHOCTU NoNb3oBaTeNleN 1 B COOTBETCTBUM CO cHepon AeiCTBUS NpaBull
Google Play, npunoxeHus, co3fatome KOHTEHT C CMONb30BaHUEM TEXHOIOMMIN UCKYCCTBEHHOTO
WHTENNEKTa, JOMKHbI OTBeYaThb npaeunam Google Play onsa paspabotumkos. B yacTHOCTH,
MPUNOXEHNSM HeNb3s CO3L,aBaTb 3aMpPELLEHHbIV KOHTEHT, HANPUMEpP CMOCOBCTBYIOLWMIA SKCMTyaTaLMm
LETEV UM HACUITMIO Haf HUMM, @ Takke BBEAEHUIO B 3abnyXaeHNe.

anInO)KeHMﬂ, co3parowme KOHTEHT C MOMOLbIO TEeXHOoNorunm NCKYCCTBEHHOIO MHTEeNNeKTa, OOJIXKHbI
npenocTaB/idTb NOJSIb30OBATENAM BO3SMOXXHOCTb OTMEYaTb 0CKOp6VITeJ'IbeIe MaTtepuanbl Unn coobuaTtb
O HUX pa3pa60qu/IKaM, He BbIXOA4 N3 NPUNOXEHUS. Pa3pa60Tq|/||<aM cnegyeT ncnonb3oBaTb
CcoobLleHMs NOb30BaTENEN B KAYeCTBE UCTOYHMKA MHd)OpMaLI,VIM ona ¢VIJ'IpraLI,I/IVI KOHTEHTa U
Mopaepaunmn B CBOUX NPUITOXEHUAX.

MIHTennekTyanbHas COBCTBEHHOCTb

3anpeliaeTca HapyLlwaTb Yb1-NMB0 NpaBa Ha UHTENNeKTYyasbHyo COBCTBEHHOCTbL (TOBapHbIE 3HAKM,
aBTOPCKME NMpaBa, NaTeHTbl, KOMMepYeckue TalHbl U T. [1.), @ TakKe NooWPATb HapyLUEHWE ITMX NpaB
unm cnocobcTBOBaTb EMy. 3aMpeT KacaeTcs Kak NPUIOXEHWN, Tak Y akkayHTOB pa3paboTymKoB.

Ecnv HaMm cTaHeT U3BECTHO O NOA06HbIX MaTepranax, Mbl NPUMEM HeobxoauMble Mepbl. YTobbI
COOBWNTb O HAaPYLUEHWN aBTOPCKUX MPaB U MOJTyYUTb LOMOMHUTENbHYIO MHbOPMaLMIo, ClepynTe
HaLUMM MHCTPYKLMAM MO YA aneHuio KoHTeHTa n3 Google

YT06bl NOAATH XKaNoby Ha NPUNOXEHWE, B KOTOPOM MPOAAIOTCA UMW PEKIAMUPYIOTCS NOAAENbHbIE
TOBapbl, 3anofiHUTE 3Ty hopmy

Ecnv Bbl BNafienew, TOBapHOro 3Haka U BaM KaXKeTcs, YTO OH HE3aKOHHO MCMOSb3yeTCs B MPUIOXEHMH,
KOTOpOE pacnpocTpaHseTcs yepesd Google Play, pekomeHayeM cHayana o6patuTbCs K paspaboTumky
9TOro NPUNoXeHus. ECn 310 He MOMOXET YCTPaHUTb HapyLUEHWE, OTNPaBbTE Xanoby Ha HE3aKOHHOe
MCMONb30BaHNE TOBAPHOIO 3HaKa C MOMOLLbO 3TON GOPMbI

Ecnn Y BacC €CTb NUCbMEHHOE pa3pelieHne ot npaBoo6nap,aTenq, TO MHTENNEKTYalIbHYIO
COBCTBEHHOCTb (6peHA, NoroTun u rpaduueckme 06beKTbl) MOXHO CMOMB30BaTb B MPUIOXEHUN UK
Ha ero cTpaHuue. O653aTeNbHO CBSXMTECH C KOMaHAon Google Play  nepep nybnukauuen
MPUNOXEHUS, YTOObI Er0 HE OTKIOHUN 3@ HapPYLUEHNE aBTOPCKMX MpaB.

He3akoHHOE UCNOSIb30BaHME KOHTEHTA, 3aLlULLEHHOIrO ABTOPCKNMM NpaBOM

3ar|peu.|.aeTc9| HapyuwaTb Yy>Xne aBTOPCKUE npasa. N3meHeHne MaTepunanos, 3aWmneHHbIX aBTOPCKNUM
npaBOM, TaKXXe MOXEeT NPUBECTU K HapyLLIEHUIO. B HEKOTOPbIX Cliy4Yadx pa3pa6OT‘4VIKM OOJIKHbI
OOKa3aTb CBOE MNpaBO Ha NCNOJIb30OBaHME TOro UM MHOIro aBTOPCKOIro KOHTEHTa.

He pekoMeHayeTCa Ncnosib3oBaTb '«IY)KOIZ KOHTEHT ONnga oeMOHCTpaunmn BO3MOXHOCTEW CBOEro
npunoxexusa. besonacHee Bcero co3gaTtb OpUrMHanbHble MaTepuansbl.

BoT npuMepbl Hanbonee pacnpPoOCTPaHEHHbIX HapyLIEeHU:

+ O6MOXKMN My3bIKanbHbIX allbOOMOB, BUAEOUTP U KHUT.


https://support.google.com/googleplay/android-developer/answer/10146128
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https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
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PeknaMHble n306paxeHuns 13 ¢punbMoB, CEpUaNoB, Tenenepenay uav Bugeourp.

l/1306pa>Keva Mnn 3aCTaBkn N3 KOMUKCOB, Myﬂde)MJ'IbMOB, d)I/IﬂbMOB, BMOeoknmnos, cepnanos nnmn
Tenenepepay.

JloroTunbl yHUBEPCUTETCKMX NN NPOPECCHMOHANbHbIX CMOPTUBHbBIX KOMaHA,

doTorpadum n3 npoduns N3BECTHOrO YENoBeEKa B COLMANbHON CETU.

.

doTorpadun N3BECTHOrO YENOBEKA, CHATbIE NPOdECCHMOHaNbHbIM GpoTorpadom.

.

PeI'IpO,U,yKLI,I/IVI KapTWH, 3allNLWEHHbIX aBTOPCKMM MNpPaBOM, UK KONUKU, HEOTNNUYNMbIE OT OpUTrHUHana.

Ay,u,moeanmcm N3 MaTepuranos, 3aWneHHbIX aBTOPCKMUM NpaBOM.

Konuu nnm nepeBobl KHUT, HE aBNAOWNXCA O6LIJ,eCTBeHHbIM OOCTOAHNEM.

MoolpeHre HapyLleHns aBTOPCKUX NpaB

3anpelyeHo nybnankoBaTh NPUNOXKEHUS, NMOOLWPSIOLWNE HAPYLIEHME aBTOPCKUX NPaB Un
cnocobcTBytoLme aToMy. ECnin Bbl He YBEpEHbI, UTO Balle NPUIOXEHME He HapyLUAeT 3TO NPaBWo,
0obpaTnTECh 33 COBETOM K IOPUCTY.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLIeHU:

+ MpunoxeHunsa 4g NOTOKOBOW Nepefayn BULEO Uin ayamo, KoTopble No3BostoT 6e3 paspeLieHns
cKayaTb KOMUIO KOHTEHTA, 3aLLULLEHHOTO aBTOPCKMM NPaBOM.

. anIJ'IO)KeHVIFI, no3songwwme CJ'IyLIJaTb, CMOTpeTb N CcKaymBaTb My3bIKy, BUOEO U ,D,perl\/‘I KOHTEHT B
06x0[, 3aKOHa O 3alLUTE aBTOPCKMUX MPaB:
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@ B onncaHum atoro NPUNOXeHNsa NoNib3oBaTeNdM npepslaraeTca CKaunBaTb KOHTEHT, 38LIJ,VILL|,eHHbIPI
aBTOPCKWM NpaBoM, 6e3 COOTBETCTBYIOWErO PaspeLleHus.

(2 CKPUHLLIOT B OMUCaHMK 3TOrO MPUIOXKEHWS NMPV3bIBAET MOMb30BaTENEN CKauMBaTh KOHTEHT,
3alLMLLEHHbIN aBTOPCKUM NPaBOM, 6€3 COOTBETCTBYIOLLErO Pa3peLleHus.

HapyweHune npaB Ha TOBapHbIM 3HaK

3anpelyeHo nybnmnkoBaTh NPUNOXKEHWS, HapyLWatoLWe NpaBa Ha TOBAPHbIA 3HaK. TOBaPHbIM 3HAKOM
Ha3bIBAIOT CNOBO, CMBOJT UM UX COYETaHME, YKa3bIBaloLLME Ha NPOV3BOANTENS TOBApa UNx
nocTasLuka ycnyr. OH gaeT BnagernbLy UCKITIOUMTENbHbIE NMPaBa Ha ero NCMonb30BaHue
NMPUMEHUTENBHO K aHHOMY TOBapy UMW yChyre.



HapylueHnem gaHHbIX NpaB cYMTaeTcs HeHaaexallee UM HeCaHKLMOHNPOBAHHOE NCMOMNb30BaHNe
MOEHTUYHOrO NGO OYEHb MOXOXEro TOBApPHOro 3Haka C Lefblo AaTb HEBEPHOe NpeacTaBneHne ob
WCTOYHMKE NpofykTa. ECnun B BalleM NpUIOXeHUM NPUCYTCTBYHOT TOBaPHbIE 3HAKM APYruX NPOayKTOB,
KOTOpPbIE MOTYT BBECTM MNOSb30BAaTENEN B 3abMyXAEHWNE, OHO MOXET BblTb 3a6JI0KMPOBAHO.

MoppenbHbie ToBapbI

3anpelyeHo ny6nmMKkoBaTb NPUNOXEHNS, B KOTOPbIX MPOAAIOTCS UM PEKNAMUPYIOTCS NoaLeNbHbIe
ToBapsbl. Peub naeT 06 n3penusx, Ha KOTOpPbIX €CTb 0603HAUEHUS, UAEHTUYHBIE YYXUM NIoroTunam /
TOBaPHbIM 3HAKaM UM OYEHb NMOXOXMNE Ha HMX. DTO NO3BONAET BblAaBaTb NOALENbHbIV TOBAp 3a
NOANIMHHBIN.

HapyweHve koHduaeHunanbHOCTH, 3f1oynoTpebneHne
pecypcamMu yCTpOMCTBa U MOLLEHHNYECTBO

KoHduaeHumanbHOCTb Nob3oBaTenemn u 6e30nacHOCTb CEPBUCOB OYEHb BaXHbl Afid Hac. MoaTomy B
Google Play ctporo 3anpelyaeTcs ny6/MkoBaTb BPELOHOCHbIE, MOLIEHHUYECKME U Lpyrue
MPUNOXEHNS, KOTOPbIE HEAOMYCTUMbIM 06Pa30M MCTONb3YIOT PECYPChl CETU UK YCTPOWCTBA, a Takxe
nepcoHalibHble AaHHbIe.

laHHble Nnonb3oBaTend

K BaHHbIM NONb30BaTESIs OTHOCATCS CBEAEHUS, NPELOCTABMIEHHbIE UM, @ TAKXKe MOJTyYEHHbIE B X0
ero paboTbl, B TOM uncne nHdopmaums ob yctponctee. O6g93aTenbHO COOBLNTE, KK U OS5 YErO Bbl
byneTe cobupatb, 06pabaTbiBaTb M UCMOMNb30BATb 3TV AaHHbIE, @ TaKXe NoJlyyYaTb U NPeAOCTaBNATb K
HVMM gocTyn. Micnonb3oBaTh Takyto MHGOPMaLMIO B LENSX, O KOTOPbIX Bbl HE 3asiBUM, 3aMPELLEHO.
MomumMo 3Toro, nobas 06paboTKa NMUHBIX U KOHGUAEHLMANBHBIX AaHHBIX NMOSTb30BATENS LOMXKHA
OCYLLECTBNATLCS B PaMKax AOMONHUTENbHbIX TPEOOBAHUM, YKa3aHHbIX B pasgene “JinyHble u
KOHbMAEHLMarnbHble NONb30BaTeNbCKME AaHHble" HUXe. ATu npasuna Google Play pononHsiot
TpeboBaHWs LEeNCTBYIOWErO 3aKOHOAATENBCTBA O KOHPUAEHLMANBHOCTY 1 3aLiMTe faHHbIX.

Ecnv B BalweM NpunoXeHnn CNonbayeTca CTOPOHHUI Kog, (Hanpumep, SDK), ybeanTtech, YTo 3TOT Kof
1 npouecchl 06paboTKM NONb30BATENbCKUX AaHHbIX Ha CTOPOHE CO3haTenNs Koga COOTBETCTBYIOT
MpaBunam nporpaMmsl A paspaboTumkos npunoxeHun B Google Play, B ToM uncne TpeboBaHusM 06
MNCNONb30BaHMUN U PACKPbITUM MHbOPMaLUKU. HanpuMep, Bbl BOMKHbI YOeanTbCS, YTO nocTaBwmnk SDK
He NpofaeT NMMYHbIE Y KOHPUAEHLMANbHbIE flaHHbIe MONb30BaTeNs, NONyYEeHHbIe U3 Ballero
NPUNOXeHUs. To TpeboBaHNE NPUMEHMMO BHE 3aBUCUMOCTM OT TOro, ByayT N Nonb3oBaTeENbCKME
[laHHble nepenaHbl Noce OTNPaBKMU Ha CEPBEP UMK B pesyfbTaTe BHeAPEHNs CTOPOHHErO KOAa B Balle
NPUNoXeHNe.

JInyHbie n KOH¢VIAeHLWI8ﬂbeIe nosib3oBaTesibCKue gaHHbie

K nnYHbIM 1 KOHPUAEHLUMANBHBIM NONIb30BATENIbCKMM faHHbIM OTHOCUTCS B TOM Ymncrie nHGopmaLus,
nossonsiowas NAEHTUGULNPOBATL IMYHOCTb, PUHAHCOBbIE, NATEXHbIE U YYETHbIE faHHbIE,
TenedoHHas KHWUra, KOHTaKTbl, 4AHHbIE 3BOHKOB U SMS, faHHble 0 30POBbE  , AaHHbIe NIaThopPMbI
"3popoBbe M cnopT” , faHHble O MECTOMONOXEHMN YCTPOUCTBA U CMIUCKE APYrUX NPUIOXEHUI Ha
YCTPOWCTBE, faHHble MUKPODOHa 1 KaMepbl, a Takxe apyras koHbuaeHunanbHas nHbopmaums ob
YCTPOWCTBE WK Er0 UCMONb30BaHMKW. ECNK Balle NpunoXeHe NCNONb3yeT Takue CBeAeHMs, OT Bac
TpebyeTcs cnepyollee:

+ OrpaHuumBaTh JOCTYM K JIMYHBIM M KOHOUAEHLMABbHBIM NOb30BATENbCKUM AaHHbIM, NMOMYYEHHbIM
yepes NPUNOXEHNE, a TakKe X COOop, NCMONb30BaHME 1 Nepefady. AT AeNCTBUS [OMyCKaloTCs
TOMbKO AN NpeaocTaBneHns GyHKLUIA CepBMCa MW NMPUITOXKEHUS, a TakXe B LEensx,
COOTBETCTBYIOLMX NPABUIAM U He HapyLIaoLWMX 060CHOBAHHbIE OXMUAAHNUS NONb30BaTENEN.

« MpunoxeHus, UCNONb3YIOLWME INYHbIE U KOHOUAEHLMANBHbIE NOJSTb30BATENbCKME [aHHbIE OIS
noka3a peKnaMmbl, LOJXKHbI COOTBETCTBOBATb NPaBuiaM pPa3MeLLeHrs PeKknambl


https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
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« [laHHble paspeLieHo nepenaBsaTh, eCin aToro TpebyeT LeNCTByoLee 3aKOHOAATENbCTBO
(HanpumMep, Mo 3anpPoCy rocopraHoB) UNK CAENKa No CAMAHUIO UK MPOJaXe akTUBOB. Bbl AOMKHbI
yBEOOMUTb 06 3TOM MOMb30BaTENEN OPUAMYECKM NPUeMIIEMbIM criocoboM. Kpome Toro, nepepaya
[aHHbIX BO3MOXHA MOCTaBLUMKaM yCyr

+ ObpabaTbiBaTh BCE IMYHbIE U KOHUAEHLMANbHBIE AaHHBIE NONb30oBaTenen 6e3onacHsiM 06pa3om, B
TOM YuChe C NPUMEHEHNEM COBPEMEHHBIX METOLOB WKdPOBaHMS, Hanpumep npotokona HTTPS.

+ Mo BO3MOXHOCTM 3anpaLmnBaTh AMHAMUYECKME Pa3peLLEeHIs, MPEXAE YeM UCMONb30BaTb aHHbIe,
LOCTYM K KOTOPbIM perynupyeTtcs paspelieHuamu Android

+ He npopaBsaTb IYHbIE U KOHCbM,D,eHLI,VIaJ'IbeIe nonb30BaTE/IbCKNUE OaHHbIE.

+ "Mpopaxa" nogpasyMeBaeT 0OMeH UK nepefavy Takux AaHHbIX TPETbUM NIULAM  C Lefblo
nonyyeHus AeHeXHOro [oxoaa.

+ Ecnv cBOM NMYHbIe M KOHPMAEHUMANbHbIE faHHbIE NepefaeT caM Nonb30BaTeNb, 3TO He
cunTaeTcs npogaxen. MpuMepbl TakUX CUTyaLNIA: B MPUIIOXEHUM eCTb GYHKLNS AN nepepaym
¢darinoB TpeTbMM NULLAM; NPUIOXKEHWE NPefHa3HaYeHO AN NPOBEAEHUS HAYYHbIX
MCCnenoBaHni, U faHHbIe OTNPABNSIOTCS B STUX LENSX.

PackpbiTe nHpopMaLmu u paspelueHne Ha UCTONb30BaHMe AaHHbIX

Ecnu Bawe npunoxeHne cobupaeT, UCNONb3yeT U NepepaeT NnYHble U KOHPUAEHUMANbHbIE
MoNib30BaTENbCKME AaHHbIE B LIENISX, KOTOPbIE MOTYT HE COOTBETCTBOBAaTb OOGOCHOBAHHbBIM OXMAAHUSM
nonb3oBaTenen ot NpoaykTa unu GyHkumMm (Hanpumep, ecnu cbop nHPopMaLum NpoxoauTt B GOHOBOM
pexunMe), BaM HeOBXOAVMMO BbIMOMHUTL TPEGOBAHUS HUXE.

PackpbiTue nHbopmauuu. Bol BOMKHBI yKa3aTb B NPUIIOXXEHUU CBeaeHus o cbope,
MCMoNb30BaHWUM U Nepepaye NMYHbIX JaHHbIX. [INs Takux CBeAeHU AeNCTBYIOT cepyiolmne
TpeboBaHus:

. MHd)OpMaLI,I/Iﬂ OOJKHa 6bITb B CAMOM NPUNOXEeHUN, a HE TONbKO B €ro OnncaHun nnn Ha canTe.

+ Hdopmaums gomkHa oTobpaxaTbcs Npu 06bIYHOM UCMONb30BAHUN MPUNOXEHNS, 6E3 BbI30BA MEHIO
WN HaCcTPOeEK.

+ B nHdopMaLmm fomkHO BbITb yKasaHo, Kakmue faHHble UCMomb3yeT uiv cobupaeT NpUnoxeHue.
+ B Heln fomkHO 06bACHATHCS, Kak UMEHHO MPUIIOXEHWE UCMOMb3YeT 1 NepefaeT AaHHbIe.

+ IHdopMaLms He MOXET CofepPXaTbCst TONbKO B NMOAUTUKE KOHOUAEHLMANBHOCTU UMK YCIIOBUSAX
MCMONb30BaHUS.

. MH¢OpMaLI,VI9I HEe MOXEeT BKNKOYaTbCAa B COCTaB gpyrunx CBe}J,eHVIPI, He CBA3aHHbIX C BONpOCaMu c6opa
JINYHbBIX U KOHCI)I/IJJ,eHLI,VIaJ'IbeIX AaHHbIX nonb3oBaTeneu.

Cornacue nonb3oBaTenen U gUHaMU4yeckume pas3peweHusa. Bbl BOMKHbI 3anpocuTb cornacue
nosb3oBaTena U guHaMnuyeckoe paspelueHme cpasy nocsie nokasa coobueHus o packKkpbiTUN
MHd)OpMaLI,MM, COOTBEeTCTBYOLWEero ykasaHHbiM paHee npaBsuiam. Ona 3anpoca p,ei;lCTByIOT
cnepywouwme npasuna:

« 3anpoc fomkeH bbiTb chopMynMpoBaH NpefenbHO SCHO U NPeACcTaB/eH B OTAENbHOM AMaNoroBom
OKHe.

« Cornacuve nonb3oBaTens LOMIKHO NOATBEPXAATbCS AENCTBUEM (HanpuMep, HaxaTueM KHOMKW Uiv
YCTaHOBKOW driaxka).

+ CuTyauuu, Korga nonb3oBaTesib HaMEePEHHO MK CIly4YanHO 3aKpbiBAeT OKHO C 3aMpOCOM, B TOM
yncne HaxaTMeM B L pYyroM MecTe Wi KHOMKOWM BO3BpaTa Ha rMaBHbIi 9KpaH, He MOryT CYMTaTbCs
cornacuem.

« ABTOMaTU4YECKM 3aKpbiBaowmnecd 3anpochl (HaanMep, no nctevyeHnn onpeneneHHoro BpeMeHI/I) He
MOryT 6bITb CpencTBOM noJly4eHuna cornacus.
. 3anpoc OO0JIKEeH ObITb CHavana op,o6peH nonb3oBaTteneM. ToAbKO NOCne 3TOro Balle npunoXxeHne

MOXET MOJSTyYNTb BOCTYN K MMYHBIM 1 KOHPUAEHLMANbHBIM NOSIb30BATENBCKUM AaHHbBIM MU HaYaTb
nx cobupars.
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https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
https://developer.android.com/guide/topics/permissions/overview
https://developer.android.com/guide/topics/permissions/overview
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing

MpunoXeHns, B KOTOPLIX NNYHbIE 1 KOHOUAEHLMANbHbIE MOb30BaTENbCKME AaHHble 0bpabaTbiBaloTCs
6e3 cornacus nonb3oBaTeNs Ha APYrnX NPaBOBbIX OCHOBAHUSX, LOMKHbI COOTBETCTBOBATb
LEVCTBYIOLWMM IOPUONYECKUM TPEOOBAHNAM U COAEepXKaTb HEOOXOANMbIE COOBLLEHNS O PACKPbITUN
NHdOpMaLMK, B TOM YUCNE COOBLLEHUS B CAMUX MPUIIOXKEHUSX, TPebyeMble COrnacHo 3TUM NpaBmiam.
TaknM OCHOBaHMEM MOXET BbITb 3aKOHHbIN MHTEpPEeC B paMKkax [eHeparbHOro pernamenTa EC o 3awmte
nepcoHanbHbIX AaHHbIX (GDPR).

YT106bl NPUBECTM NPUNOXEHME B COOTBETCTBIE NPaBuiaM, Mbl PEKOMEHAYEM BaM NpUAepX1BaTbCa
crnepytouiero popmarta, korga TpebyeTcs packpbiTb MHGOPMALNIO:

+ "[HasBaHMe npunoxeHns] cobupaeTt/nepenaeT/CUHXPOHU3NPYET/XPaHNT [TUN faHHbIX], 4TO6LI
obecneunTb paboTy [kakorn ¢yHkummn] [B kakmx cnyyasx]”.

« lMpumep. "Fitness Funds cobupaet gaHHbIe 0 MeCTONOOXEHUH, YTOObI OTC/IEXUBATL Bally
PU3NYECKYHO AKTUBHOCTb, AAXE KOrAa MPUIOKEHNE 3aKPbITO N HE UCTIONL3YETCS, U YTObbI
rO[AEPXNBATL 10Ka3 pekaambl”.

* lMpumep. "Call Buddy cobupaert, cunteiBaeT 1 3an1ChiBAET AaHHbIE O BbI30BAX, YTOObI UMETbL JOCTYN
K KOHTaKTam, gaxe Kkorga rnpujioxxeHne He Ucrosib3yercs "

Ecnv B BaleM NpuUIoXeHUr NCNonb3yeTcs CTOPOHHWI Kog, (HanpuMep, SDK), npefHa3HayeHHbI ons
c6opa JNMNYHBbIX N KOHd)I/I,D,eHLI,VIaJ'IbeIX Nnonb30BaTENbCKNX OaHHbIX, Bbl AO/DKHbI NpeaoCTaBUTb
LOCTaTOYHblE ,OKa3aTeNbCTBa TOro, YTO Balle NPUIIOXEHNE He HapyLlwaeT TpeboBaHNa U3 pasgena
"PackpblTe nHbopMaLum 1 paspeLleHre Ha UCMNoSIb30BaHME AaHHbIX" HACTOSLWMX NPaBuUII.
|_|pVIJ10)KeHI/Ie AOJHKHO COOTBETCTBOBATb B TOM YMCE NOJIOXEHUAM, CBA3aHHbIM C AOCTYNOM K O aHHbIM,
a TaKxke nx cbopom, UCNONb30BaAHMEM 1 Nepefayelt C MOMOLLbIO CTOPOHHErO Kofa. [lokasaTenscTaa
Heo6x0aMMO OTNPaBUTb B TEUEHME OBYX HEAENb UMW APYroro neproga (ECyin OH ykasaH) nocrne
nonyyeHus 3anpoca ot Google Play.

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapYLUEHUN:

« MNpunoxeHne cobrpaeT faHHbIE O MECTOMONOXEHUM YCTPONCTBA, HO HE COLEPXMUT 3aMETHOro
yBe[OMIEeHNS 06 MCMONb30BaHNN UX NMPUNTOXKEHNEM B GOHOBOM PEXMME U/WNN O TOM, AJIS KAaKOW
bYHKLMMN HYXHbI 3TU JaHHbIE.

. anIﬂO)KeHMe 3anpawnBaeT guHaMmnyeckoe paspelleHne Ha goCcTyn K AaHHbIM OO pacKpbITUa
VIHCI)OpMaLI,VII/I O TOM, OaNnd Yyero ncnonb3yrTCa 3TV OaHHbIE.

« MpunoxeHune noslyyaeT [OCTYN K CIUCKY YCTAHOBJIEHHbIX NMPUOXEHUIA NONb30BaTENS U He
06pabaTbiBaeT 3TU JaHHbIE Kak TMYHbIE NN KOHPUAEHUMaNbHbIE B COOTBETCTBUMN C NOSIMTUKOM
KOHOUAEHLMANbHOCTH, MpaBMnamMmn 06paboTkm faHHbIX, @ TaKXKe COrfacHoO TpeboBaHMSAM K
PacKpPbITUIO MHPOPMALUM 1 PasPELLEHNIO Ha UCTIONb30BaHNE AaHHbIX.

* anIJ'IO)KQHVIe nony4yaeT AOoCTyNn K CNUCKY KOHTakKTOB Nob3oBaTeNnsd U He o6pa6aTb|BaeT 3TW OaHHble
KaK JINYHblE NNN KOHd)M,D,eHLI,VIaJ'IbeIe B COOTBETCTBUU C NOSINTUKOM KOHd)VI,D,eHLI,MGHbHOCTM, a TakxXe
Tpe6OBaHVIFIMVI K o6pa60TKe OaHHbIX N pa3peweHnto Ha NCNOoNb30BaHNE OaHHbIX.

« MpunoxeHne 3annCcbiBaET faHHbIE, KOTOPbIE MOSBASIOTCS HA 3KPaHe, U He 06pabaTbiBaET KX Kak
NNYHbIE UNK KOHUAEHUMaNnbHblE B COOTBETCTBUM C HACTOALLMMY MPaBUIaMU.

« MNpunoxeHne cobrpaeT faHHbIE O MECTOMONOXEHUN YCTPOUCTBA , HE PACKPbIBas, OJ15 YEro OHU
HY>HbI, 1 He NofyyYas cornacue Nonb30BaTesNs B COOTBETCTBUM C NPUBEAEHHBIMU Bbille
TpeboBaHUAMMN.

+ [punoxeHne NCrosib3yeT OrpaHNYeHHbIe paspelleHns B pOHOBOM pexnme (B TOM uncne ans
OTCNEXMBaHUS UM B UCCNIEQ0BaTENbCKUX U MaPKETUHIOBbIX LENAX), He PacKpbiBas, AN YEro OHM
TpebyloTCS, 1 He Nofy4as Cornacue nonb3oBaTeNs B COOTBETCTBUM C NPUBEAEHHbIMM Bbille
TpeboBaHNAMMU.

+ MpunoxeHune ncnonbayeT SDK, KOTOPbIN COBUPAET NNYHbIE N KOHOUAEHLMANbHbIE
MoJib30BaTENbCKME AaHHbIe U He 06pabaTbiBaeT MX COrflacHO NpaBuiaM B OTHOLLEHNM
Nonb30BaTENbCKUX AaHHbIX, TPEOOBAHMAM K PaCKPbITUIO MHPOPMAaLIMM 1 Pa3PELLEHMIO Ha
MCMONb30BaHNEe faHHbIX, @ TakxXe TpeboBaHMaM K 06paboTke AaHHbIX (BKOYas 3anpeT Ha
npopaxy).


https://developer.android.com/training/location
https://developer.android.com/training/location

MoppobHee 0 pacKpbITUM MHbOPMaLMN U PaspeLeHn Ha UCMONb30BaHNE AaHHbIX...

OrpaHquHMe AocTyna K JIM4HbIM U KOHq)MneHLIMaHbeIM AaHHbIM

HuxXe nepeyncneHbl fONONHUTENbHbIE TPEBOBAHNS K MPUNOXEHUSM, BbIMOMHSIOWUM ONPERENeHHbIe
byHKLMN.

DyHKUMS

O6paboTka MAEHTUPMKALIMOHHBIX,
bUHAHCOBBIX U MNATEXHbIX JaHHbIX

O6paboTka TenedOHHbIX HOMEPOB U
LPYron KOHTakTHOM HopMaLum

AHTVBUPYCHbIE U APYrHe 3auUTHbIE
dyHKLMM

[eTCKuNi KOHTEHT

C60p NOCTOSHHBIX NAEHTUPUKATOPOB
ycTpoucTs (Hanpumep, IMEI, IMSI,
cepunHbIX HoMepoB SIM-kapT 1 T. A.)

TpeboBaHus

Balue npunoxeHne He JOMKHO HU NPK Kakux 06CTOATENbCTBAX
ny6/IMKOBATb NINYHbIE U KOHPUAEHLMANbHbIE AaHHbIE, CBA3aHHbIE C
UHaAHCOBOW UMK NNIATEXHON AEATENBHOCTbIO, @ TakXe HOMepa
oduLManbHbIX YAOCTOBEPEHNI IMYHOCTHU.

3anpelleHo 6e3 paspelueHns nybnmkoBaTb M PacKpbiBaTh INYHYIO U
KOH$UMAEeHLManbHyo MHGOPMaLMIO PYrux NoLew.

B nonntuke KOHGMAEHUMANbHOCTM 1 MHopMaLum 06
MCMONb30BaHMMN NINYHbBIX JaHHbIX [OSIKHO OBBICHATLCS, Kakue
[laHHble COBMpaloTCs 1 NepefatoTCcs, Kak OHU UCMOMb3YTCA U KTO
MOXET MOMYUNTb K HAM JOCTYT.

B npunoxeHuy, npegHasHaYeHHOM B TOM YuCHie U ANs OeTeN, He
LOMKHbI MCNoNb30BaTbcs SDK, KOoTopble He 0fobpeHbl Ans
nofo6HbIX cepBmcoB. C NOMHbIM CIUCKOM NpaBun U TpeboBaHui
MOXHO O3HAKOMUTLCS Ha 3TOM CTpaHULEe

MocTosiHHbIE I/I,D,eHTVId)I/IKaTOpr yCTpOVICTBa HE OOJIKHbI 6bITb
CBSA3aHbl C JINYHbIMU N KOHCI)VI,D,eHLI,VIaﬂbeIMVI AaHHbIMU
nonb3oBatend n c M,D,eHTVId)VIKaTOpaMVI, KOTOpblE MOTyT 6bITb

C6p0UJeHbI, 3a UCKJTIDYEHNEM!

» TenedpoHHOW CBSA3U ¢ nomoLbio SIM-kapTbl (Hanpumep, &ns
3BOHKOB no ceTu Wi-Fi yepes onepaTopa CBs3K);

¢ KOpnopaTunBHbIX I'IpVIJ'IO)KeHVIVI Ong ynpasneHuna yCTpOl)'ICTBaMM,
MCNONb3yeMbIX B pexmnme Bnagenbua.

B Takumx cnyyasx pa3apaboTunk LOMXKEH SBHbIM 06pa3oM coobLmnTb
nonb3oBaTeNisM 06 NCMONIb30BAHUN UAEHTUDUKATOPOB B
COOTBETCTBMU C MPaBUIaMm1 B OTHOLLEHMM NMOMNb30BaTENIbCKUX
OaHHbIX

NHbopMaumio 06 ansTepHaTUBHbIX YHUKANbHbIX MAEHTUdMKATOpaX
MOXHO HaNTW Ha 3TOW CTpaHuLe

[lononHuTenbHble PEKOMEHAALLMMN MO UCMNONB30BAHMIO PEKITAMHbIX
npeHTnounkatopos Android npvBeaeHbI B NpaBuiax pa3meLleHns
peknambl

Paspen 6e3onacHOCTU AaHHbIX

Kaxpoe npunoxeHve AOMKHO COREPXaTb pa3aen 6e30MacHOCTU AaHHbIX, B KOTOPOM MOHATHO U TOYHO
Onu1caHo, kak cobrpatoTCs, UCTIONb3YIOTCA U NEPEfaloTCs NoNb30BaTeNbCKNE faHHble. PaspaboTumk
HeceT OTBETCTBEHHOCTb 3@ TOYHOCTb U aKTyanbHOCTb MHPOPMaLUK. DTV CBEREHNS LONXKHbI
COOTBETCTBOBATb MHGOPMALMY, UBTTOKEHHOW B MOSIMTUKE KOHOULEHLMANBHOCTU NPUNOXeHNUs (ecnn
NPUMEHNMO).

MoppobHee 0 TOM, Kak 3amnonHWUTb pasfen 6e30nacHOCTM aHHbIX

MonuTtuka kKoHPMAEHUNaNbHOCTU

Ccbinka Ha NoAUTUKY KOHOUAEHUMANBHOCTM [OMKHA BbITh NPUBELEHa B NPegHa3HAUYEHHOM 4Na Hee
paspene Play Console n B caMoM npunoxeHnn (LonyckaeTcs pa3MecTuUTb TEKCT npasui). B aTom
LOKYMEHTE 1 B MHPOpMaL M 06 UCTIONb30BaHUM JaHHbIX, Pa3MELLEHHOW B MPUIOXEHUN, [OMKHO
nofpobHO 06BACHATLCA, Kak OHO MOJyYaeT, cObMpPaeT, UCMOMNb3YeT U NepefaeT TPEeTbUM NULaM


https://support.google.com/googleplay/android-developer/answer/11150561
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/10787469#types
https://support.google.com/googleplay/android-developer/answer/10787469#types

nonb3oBaTeNbCKME AaHHble. TO KacaeTca nobon nHbopmaLuun, a He TONbKO CBEAEHUN, ONUCAHHLIX B
paspene 6e30nacHOCTU AaHHbIX. TEKCT AOMKEH COAEPXaTh:

* MHPOPMaLMIO 0 pa3paboTumnke, a TakxKe O KOHTaKTHOM fiLie Mo BONpocaM KOHGUAEHLMANBHOCTH
UK O MEXaHU3ME MOoJauM 3anpoCoB;

* TWMbl NINYHBIX U KOHOUAEHLMANBHbIX MOMB30BATENbCKUX [LaHHbIX, KOTOPbIE AOCTYMHbI MPUIOXEHUIO U
KOTOpbIE OHO COBMPAET, UCMONb3YET 1 NepefaeT, a Tak)Ke CBELEHUS O TOM, KTO NoJsly4aeT JOCTyn K
aToM uHbopmaLmu;

* nHbopmaLmio o Npouenypax 6e3onacHon 06paboTKM NNUHBIX U KOHPUAEHLMANBHBIX LaHHbIX;

+ MpaBuna pa3paboTurka B OTHOWEHUM XPAHEHWS U YAANEHNS [aHHbIX;

* YeTKOe yKa3aHue Ha TO, YTO ITO NOAUTUKA KOHPUAEHLUMANBHOCTM (HanprMep, MOXET BbITb
YMNOMSIHYTO B 3aroloBKe).

B nonuTuke koHGUAEHUMANBHOCTM HEOBXOAMMO NPUBECTU HA3BaHWNE NMPUIOXKEHUS UMK YNOMSAHY Tb
nnuo (Hanpumep, paspaboTymka UM KOMMaHKK), ykasaHHOe Ha CTpaHuLe npunoxeHus B Google Play.
,El,a>|<e €CNn NpunoxXxeHne He MeeT AoCcTyna K JINYHbIM U KOHCI)VI}J,GHLI,I/IaJ'IbeIM AOaHHbIM, Y HEro A0J1XXKHa
6bITb MONNTUKA KOHPUAEHLNANBHOCTH.

Y6epuTech, YTo 3TOT AOKYMEHT (He B Buae PDF-dalina) 4ocTyneH no akTMBHOW 06LWeR0CTYNHOM
ccbinke 6e3 orpaHNYeHni Mo reo30He U He MOXET BbiTb M3MEHEH.

Tpeﬁoaal-me B OTHOLU€HUU yOarneHUa akkayHToB

Ecnu nonb3oBaTenu MoOryT co3faBaTh akkayHTbl MPSMO B BalIEM MPUSIOXKEHNM, B HEM TakXe [OJIKHA
6bITb BO3MOXHOCTb 3amnpallnBaTh yaaneHue akkayHTa. Takyto Onuuio JOMKHO BbiTb NErko HauTu B
npunoxeHunn. Kpome Toro, Nofb30BaTeNN AOMKHbI UMETb BO3MOXHOCTb 3aNpOCUTb yaaneHue
aKKayHTa He 13 MPUIOXEHWS, HanpuMep Ha BaleM canTe. CChIfIKy Ha TaKOM PeCcypc HYXHO yKasaTb B
cooTBeTcTBytoweM none popmbl URL B Play Console.

Mpwv yaoaneHnn akkayHTa B MPUIIOXEHMM MO 3anpocy Nonb30BaTeNs Bbl TaKXe AOSKHbI yAanuUTb
nonb3oBaTeNbCkne JaHHble, CBA3aHHbIE C 3TUM akKayHTOM. BpeMeHHasa geakTvBaLus, OTKloUeHne
WM NPUOCTAHOBKa PaboTbl akkayHTa He CYMTAIOTCS yaaneHneM. Ecnm Bam HYXXHO XpaHUTb
onpepeneHHyto nHbopMaLmnio B 060CHOBAHHbIX LiENiFX, HanpuMmep ana obecrneyeHns 6e30nacHoOCTY,
60pbbbl C MOLIEHHNYECTBOM UM COBMIOAEHNS HOPMATUBHbIX TPEHOBAHWI, Bbl 0693aHbl SBHO
NPOVHPOPMMPOBATL NOMb30BATENEN O CBOUX NPAaBUIaX XPaHEeHUa AaHHbIX, HanpuMep B NOUTUKE
KOHOUAEHLMANbHOCTH.

MNopapobHee 0 TpeboBaHUAX B OTHOLLEHWM YOANEHNS aKKayHTOB U 06 M3MeHeHMM GopMbl
"be3onacHOCTb AaHHbIX"...

Mcnonb3oBaHue naeHTudMKaTopa NpUoXKeHus

Android npencrtasnT HOBbIV I/I,D.eHTMd)I/IKaTOp 0ON1g OCHOBHbIX NPMUMEPOB NCNONb30BaHNA, Hanpumep
AHANUTUKN N npenoTepaweHna MoWeHHNYeCTBa. Ycnosus UICNONb30BaHNS VIJJ,eHTVId)VIKaTOpa
npuBeneHbl HMXe.

* Acnonb3oBaHue. Mﬂ,eHTVId)MKaTOp Ha6opa I'IpVIJ'IO)KeHVIl‘/lI HEeNb34 NCNOJIb30BaTb AN4d
nepcoHannsaunn n aHanmsa peknambl.

+ CB#3b ¢ UHPOpMaLMen, No3BondaLWen UAEHTUGULUPOBATbL IMYHOCTb, U BPYrUMU
upeHTudukaTopamu. MipeHtndunkatop Habopa NPUNOXEHNIN HENB3S CBA3bIBATb B PEKTAMHbIX LENSX
¢ npeHtTnoukatopamm Android (Hanpumep, AAID) nnm ¢ KakKMMU-IMGO NEPCOHaNbHBIMU 1
KOHOUAEHLMAMNBbHBbIMU LaHHbIMU.

« Mpo3payHoCTb U cornacue. B npMmeyaHnn o KOHPULEHLMANBHOCTU, COOTBETCTBYIOLWEM
TpeboBaHNAM 3aKOHOAATENBCTBA, B TOM YMCHE B NMONUTUKE KOHPUAEHUMANIBHOCTHN, HEOOXOAUMO
NponHbOPMMPOBaTL NONL30BATENS O CHOPE U UCMONb30BAHUMN MOEHTUDUKATOPOB NPUIIOXEHUS, @
TaKXXe O HAaCTOAWMX NpaBunax. B HEKOTOPLIX CllyYasix HEOOXOAMMO NONyYnTh Ccornacue
nonb3oBatenew. MogpobHas nHbopMaLmns 0 HaWMX CTaHZapTax KOHGUAEHLMANbHOCTU NPUBELAEHA B
pasgene [JaHHble Nofb3oBaTens


https://support.google.com/googleplay/android-developer/answer/13327111
https://support.google.com/googleplay/android-developer/answer/10787469
https://support.google.com/googleplay/android-developer/answer/10787469
https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1
https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1

EU-U.S., Swiss Privacy Shield

Ecnv Bbl nonyyaeTe JOCTYN K IMYHBIM [aHHBIM NONb30BaTENeW, NPeLoCTaBNeHHbIM KoMnaHuel Google
1 co3paHHbIM Ha TeppuTopun EBponeiickoro cotosa unu LLeeniuapun, ecnu ncnonbayete nméo
obpabaTbiBaeTe 3Ty MHGOPMALMIO U MO HEW MOXHO MPAMO UM KOCBEHHO YCTAaHOBUTb IMYHOCTb
YenoBeKa, TO Bbl JOMIKHbI:

. CO6J'HO,D,aTb BCe ﬂ,eﬁCTByIOLLI,I/Ie 3aKOHbIl, ANPEKTUBbI K NpaBuia B OTHOWEHNN KOHCbMJJ,eHLI,VIaJ'IbHOCTI/I,
6€30MacHOCTU 1 3aLNTbI INYHbIX OaHHbIX.

« MonyyaTb JOCTYN K NNYHBIM AaHHbIM U UCMOSIb30BaTb MX TOMBKO B TEX LLENsX, C KOTOPbIMU
cornacuncs ux enagened.

. anIMeHﬂTb HeO6XO)J,I/IMbIe OpraHM3aunOHHbIE N TEXHNYECKME CpencTBa ang 3awnTbl JIMYHbIX OaHHbIX
OT NnoTepu, HeJOMNyCTUMOro NCMOJIb30BaHNA, HECAaHKLUMOHNPOBAHHOIO UM HE3aKOHHOIo AoCcTyna,
pasrnaweHnd, USMeHeHnsa 1 HapylweHna LenoCTHOCTU.

+ ObecneunBaTh NMYHBIM JaHHBIM HEOHXOAMMYIO 3aLLUTY B COOTBETCTBUM C MPUHLMUMNAMU COrIaLleHns
Privacy Shield

Bbl 06913aHbI perynspHo CBEPSTLCS C 3TUMK TpeboBaHMsaMU. Ecnn cobniofaTb NX CTAHET HEBO3MOXHO
WU BO3HWKHET CEPbE3HbIV PUCK TOrO, YTO Bbl HE CMOXETe 06eCneUnTb COOTBETCTBUE UM,
HemepJieHHO cooblnTe HaM 06 3ToM Mo agpecy data-protection-office@google.com v npekpatTuTe
o6pa60T|<y JINYHbIX OaHHbIX NN KaK MOXXHO CKOpee BOCCTaHOBUTE UX 3allUTY.

HauunHas ¢ 16 nonsa 2020 roga komnaHus Google 6onblue He ncnonbayeT EU-U.S. Privacy Shield
(cornaweHune o NpaBuiax nepenayr NePCoHasbHbIX AaHHbIX Mexay EC u CLUA) npu nepepave
nepCcoHanbHbIX faHHbIX 3 EBPONeCKOon 3KOHOMUYECKOW 30HbI nnv BennkobputaHum B CLUA.
MoppobHee... Y3HaTb 6osblue MOXHO B pasgenie 9 CornaweHums.

Pa3peLweHns n APl c gocTynom kK KoHduaeHunanbHou nHdopmaLmnm

3anpochbl Ha NpefoCTaBNeHNE pa3peLeHnin 1 ncnosibaoBaHme API, KOTOpble NoyYatoT JOCTYM K
KoHdUAeHLManbHoM nHGopMaL MK, [OMKHbI ObITb MOHATHLIMK A9 NOSib30BaTeNen. 3anpawmsaTtb
paspelleHns 1 ncnonb3osatb API, KOTOpble NONyYatoT SOCTYN K KOHOUAEHUUANBbHON MHbOPMaLLUK,
MOXHO TOJIbKO B TOM Cly4Yae, eCliu OHU HeobxoanMbl Ang paboTbl GYHKLUNUA U CEPBUCOB, KOTOPbLIE YXe
€CTb B NMPUIIOXEHUM 1 ONUCaHbI Ha ero cTpaHuue B Google Play. Henb3s ncnonb3oBaTtb paspeLleHns 1
API, npegocTaBnsiowmne LOCTYN K AaHHbIM NOMb30BaTENs UKW YCTPONCTBA, AN GYHKLMI AN Lenew,
KOTOpblE HE OTMEYEHbI B ONUCAHUN NPUSTOXEHUS, HE Peann30BaHbl UK HE Pa3peLLEHbI. JIYHbIE 1K
KOHdUAEHLMaNbHbIE LaHHbIE, NOMYYEeHHbIE C Pa3peLlEeHMs NONb30BaTENS UK NPU NoMoLLM Takux API,
Henb3s NpofAaBaTh U NepefaBaTthb C Lenbio NOCNeAyoWwen NPOAaXn H1 NPK Kaknx obCcToaTenbcTeax.

3a|'|paLLl|/|BaVITe pa3peleHna B KOHTEKCTe (I'IO Mepe BO3HUKHOBEHUA HeO6XO}J,I/IMOCTI/I B HVIX), YTOOGbI
nosib3oBaTenn NoHUManu, 3a4eM 3170 HY>XHO NPUNTOXKEHNUIO. MCHOﬂbSyVITe AOaHHble TONbKO B TeX Lendx,
Ha KOTOpble nofnib3oBaTenb gan cornacue. Ecnu e ,IJ,aﬂbHEI;ILIJeM BaM I'IOHa,D,06VITC9l Mncnonb3oBaTb UX B
opyrux uengx, Bam HeobxogMmMo 6y):|,eT nony4ynTb 4BHOE COrnacue nonb3oBaTtensd Ha 3TO.

OrpaHuYeHHble paspelleHms

Kpome Toro, K paspeLieHnsaM, KOTopble YKasaHbl HUXe UM 0603HauYeHbl B JOKYMEHTauu ans
pa3paboTumMKOB Kak ornacHble , CreuuanbHble  Unn Tpebytolwmne ocobon NognncK , NPUMEHSIIOTCS
LOMNONHUTESbHblE TPEBOBAHNS U OrpaHNYeHNs:

« [laHHble NONb30BaTENS U YCTPOMCTBA, MOMyYEHHbIE C MOMOLLbIO OFPaHUYEHHbIX Pa3peLLEHN,
CYMTAOTCS NMYHON U KOHUAEHLMaNbHON MHPOPMALMEN, HAa KOTOPYIO PacipOCTPaHATCS NpaBuna
B OTHOLLEHMU NOSIb30BaTENbCKMX faHHbIX

 Ecnu nonb3oBaTtenb OTKNOHSET 3anpoC Ha OrpaHUYeHHOe pa3peLLeHmne, Bbl He [OMKHbI MbITaTbCs
nepeybeaunTb ero. Henb3s 3acTaBnsaTb NONb30BaTENEW NPELOCTaBNASATh Pa3peLleHIs], KOTOPbIE He
SBNAIOTCS KPUTUYECKM BaXKHbIMU. B aTOM cnyyae Bbl 06g3aHbl NPUNOXUTb 0OOCHOBAHHbIE YCUNUS
L15 TOro, 4Tobbl BCE PABHO 06ECMEUNTb NONb30BATENSM LOCTYM K GYHKLMSM NPUIOXKEHUS
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(HanpuMep, NpeaycMoTPeTb BO3MOXHOCTb BBOAA TeNedOHHOro HoMepa BPYUHYHO, eCiiv JOCTYnN K
CMUCKY BbI3OBOB OrPaHuYeH).

+ CTporo 3anpeLyeHo UCronb30BaTh pa3peLleHns B Lensx, He COOTBETCTBYIOWMX npaBunam Google
Play B oTHOWeHUN BpegoHocHoro MO (Bktoyas 310ynoTpebneHne noBbileHHbIMU NPUBUIETMSMA

).

[lng HEKOTOPbIX OrPaHNYEHHbIX Pa3peLLEHNn MOTyT AeNCTBOBaTb AOMNONHUTENbHbIE TPeboBaHuUs,
onncaHHble Huxe. CobniofeHne aTUx yCnosmin nomoraet obecneunBaTtb KOHGUOEHLNANBHOCTb
nonb3oBaTenen. B oueHb pepkux crydyasx Mbl MOXeM cAeNlaTb UCKIoUYEeHNe, eClIN NPUNIOXEHNE
BbINONHAET Kakme-nnbo BaXKHble Y BOCTPeboBaHHbIE GYHKLMM, KOTOPbIE B HACTOAWMIA MOMEHT He
MOryT BbITb Peann3oBaHbl 4pYruM cnocoboM. MpUHMMas pelleHne B TakuxX CUTYaLMUaX, Mbl YYUTbIBAEM
noTeHuManbHble Yrpo3bl KOHGMAEHUMATBHOCTM 1 6€30MaCHOCTU AaHHbIX.

Pa3pelweHus Ha poctyn K SMS n cnucky BbI3OBOB

SMS 1 CcnNMCOK BbI3OBOB CUMTAIOTCS JIMYHBIMU U KOHPUAEHUMANbHBIMW AaHHbIMU. K HUM NPUMEHSIOTCS
nonoxeHuna pasgena JlnuHas n KoHpUaeHuManbHaa nHpopmMauma , a Takxe crnegytowme
OrpaHuyeHus:

OrpaHuUYeHHOe pa3peLieHme TpeboBaHus

lpynna paspeleHnii Ha JOCTYN K CAUCKY BbI30BOB (Hanpumep,  [punoxeHue JOMKHO BbiTb
READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTpmpoBaHO Kak NOMOLLHUK nin
PROCESS_OUTGOING_CALLS) 06paboTUnK 3BOHKOB MO YMOMYAHMIO.

Ipynna paspeweHuit Ha goctyn K SMS (Hanpumep, READ_SMS,  lpunoxeHue JOMKHO 6biTb
SEND_SMS, WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH,  3apernctpvpoBaHO Kak MOMOLLHUK Uan
RECEIVE_MMS) 06paboTumk SMS no ymonyaHutio.

MPUNOXEHNSM, KOTOPbIE HE MOTYT GbITb Ha3HAUYEHbI MOMOLLHMKOM Ui 06paboTunkoM SMS mnu
3BOHKOB M0 YMONYaHMIO, 3aMpeLLeHo 3anpallnBaTh NofobHble pa3pelleHus. B ToM uicne Henb3as
yKa3blBaTb COOTBETCTBYIOLMNE Ter B MaHndecTe. 3anpalwmBaTb Takne paspeLleHnst MOXHO TOMNbKO
nocne Toro, Kak Nonb30BaTeNlb CaM YCTAaHOBUT NPUIIOXEHNE B KaYeCTBE NOMOLLHUKA Uiy 0bpaboTumrka
ans SMS unum 3BOHKOB MO YMOoSIYaHMIo. Kak TOMbKO NMonb30BaTeNb M3MEHUT CBOM BbIGOP, MPUOXEHNE
LLOJIXKHO NPeKpaTUTb UCMONb30BaTb 3TW paspeLleHus. [JonycTMMble CLEeHapuM CMONb30BaHWS U
UCKJTIOYEHUS OMUCaHbI B 3TOW cTaTbe CnpaBOYHOro LeHTpa

MpPUNOXEHNS MOTYT MCMOMNb30BaTh YKa3aHHbIE Bbille PaspeLleHns U NonyYeHHble bnarogaps um
[laHHble TONbKO A5 PaboTbl OCHOBHbIX GYHKLUIM (Hanpumep, ans obecneyeHns BOSMOXHOCTEN, SBHO
YKa3aHHbIX B ONUCaHUK NPURoXeHNs). OCHOBHbIMU Ha3blBaloTCA GyHKL MK, 6E3 KOTOPbIX NPUITOXEHNE
HEBO3MOXHO MCMOJb30BaTh. [epenaya AaHHbIX, B TOM YMCHE OJ1F UCMOSIb30BAHMS MO JIMLEH3UK, @
TaKXe NpefoCcTaBieHne 4OCTyNa K HUM JOMNYCKaeTCs TOMbKO B LieNsx, HEOOXOAMMbIX Ans paboTbl
OCHOBHbIX QYHKLMIA NPUIIOXEHUS UM CEPBUCOB B HEM. 3anpeLLieHO UCMONb30BaTh AaHHbIe B TIOObIX
LPYrux Lensx, BKIOYas ynyylleHne CEPBUCOB UM NMPUNOXEHWUN, PEKNAMY Y MAPKETUHT. Henb3s
MCMONb30BaTb anbTepHATMBHbIE CNOCO6LI (BKNOYas apyrue paspeleHus, APl U CTOPOHHKE
WCTOYHUKM) AJIS NONYYEeHUS faHHbIX, CBA3aHHbIX C Pa3peLLeHNsIMU Ha OCTYN K CIUCKY BbI30BOB 1
SMS.

Pa3pemeHV|9| Ha 0ocCTyn K AaHHbIM O MECTOMOJTOXKeHUn

[aHHble O MECTOMONOXEHUN yCTpOIZCTBa CUnTaroTCa NINYHbIMU U KOH(bVIJJ,eHLI,VIaJ'IbeIMVI. K HUM
NPUMEHAIOTCA NONOXEHUA NpaBun O NIMYHON U KOHd)VIJJ,eHLJ,VIaJ'IbHOl‘/II VIHd)OpMaLI,VIVI M 0ocTtyne K
OaHHbIM O MECTONONOXEHNN B hOHOBOM peEXUME, a TaKxKe cnepywoupme Tpe6OBaHVIFII

« TMpuUnoxeHuns He [OMKHbI UCMONb30BaTb AaHHbIe, 3aLLMLLEHHbIE PAa3PELIEHNIMU Ha [OCTYM K
MecTonosioxeHuto (Hanpumep, ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), ecnu 971 CBEA,EHUS HE HYXHbI Ans paboTbl GYHKUNUM U
CepBUCOB, KOTOPbIE YXE eCTb B MPUNOXEHNMN.
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* Hu npu Kaknx 06CTOATENBCTBAX HENb3e 3anpawnBaTtb A4OCTYN K AaHHbIM O MECTOMNOIOXEHNN, eCNN
OHU 6yJJ,yT MCNoNnb30BaTbCA TONbKO OJ19 peKnaMbl 1 aHANUTUKN. anIJ'IO)KeHMFI, B KOTOPbIX 3TU OaHHbIe
6yﬂ,)/T MCNoNb30BaTbCd B TOM YMCNe AN NOKa3a peKkiaMbl (nocne nony4vyeHuqa paspeweHnsa ot
FIOﬂb3OBaTeJ'I9|), OOJI>XKHbl COOTBETCTBOBATL MpaBu/iaM pa3MeLlleHnd peknambl

« 3anpalwuBaTb cregyeT MUHUManbHO HEOBXOAMMBIN YPOBEHb JOCTYNa (TO eCTb AOCTYN K
NPUBNN3NTENBHBIM, @ HE K TOYHbIM AAaHHBIM O MECTOMOJOXEHWUMN U Pa3peLLEHME HA UCMONb30BaHNE B
aKTVBHOM pexuMe, a He B $OHOBOM) U TOJSIbKO €CNM JOCTYN AENCTBUTENBHO TpebyeTca Ang paboTbl
cepBuca U GYHKLMK, UMEIOLLUXCS B NPUIIOXeHU. [onb3oBaTeny AOMXHbI ACHO NOHMMaTb, NOYeMy
LNS TON UK MHOM OYHKLMM HYXXEH 3amnpallnBaeMmblii ypoBeHb fOCTyna. Mbl MOXeEM 0TKa3aTb B
ny6nmKaLnm NpUoXeHU, KOTOpbIe 3anpallnBatoT GOHOBbIN LOCTYN K aHHbIM O MECTOMOSIOXEHUM
6e3 Beckoro o60CHOBaHMS.

« [locTyn K AaHHbIM O MECTOMOJIOXEHNN B GOHOBOM PEXMME MOXHO UCMOSIb30BATb TONBKO B TOM
clyyae, eCniv OHU HYXHbI N8 paboTbl GYHKLNUIA, KOTOPbIE MOME3Hbl A9 NOb30BaTeNs U CBA3aHbl C
OCHOBHbIM Ha3HaYEHMEM MPUIOXEHMS.

anIJ'IO)KeHI/Ie MOXEeT noJly4daTb AOCTYyN K CBeAEHNAM O MEeCTONONNIOXEHNUN B aKTUBHOM pexXunme (KOF,D,a Cc
NPpUNoXeHnem pa60Tar0T), €CJI UCnonb3oBaHMe 3TUX OaHHbIX!

. HeO6XOD,I/IMO 019 BbINOJIHEHNSA B NPUNOXEHUN ﬂ,ePICTBI/ISI, MHULUMNPOBAHHOIO Nonb3oBaTesieM;

* NpekpaliaeTca cpasy Nnocne BbiMOMHEHWNS 3TOrO AENCTBUS.

MpunoxeHns, paspaboTaHHble CheunansHo A8 AeTen, [OMKHbl COOTBETCTBOBAThL TPEHOBAHUAM
nporpammbl MpunoxeHns ons BCen cembin

JononHnutenbHyto nHGoOpMaL Mo MOXHO HAUTU B 3TON CNPaBOYHON CTaTbe

Pa3pelueHune Ha pocTyn Ko BceM pannam

NHdopmaums o dannax 1 nankax Ha yCTPOMCTBE NOJSIb30BATENS CUMTAETCS TMYHOM U
KoHbUAEHLManbHOM nHdopMaLMen U foMKHa COOTBETCTBOBATb NOSIOXEHMSAM pa3daena JInuHas un
KoHduaeHuanbHaa nHdopmaLmsa |, a Takxke crnegyowmnm TpeboBaHaM:

.

MpUNOXEHNS [OMKHbI 3aNpalnBaTh AOCTYN K XPAHUULLY YCTPONCTBA TOMbKO B TOM Clly4ae, eciu
9TO HEO6XOAUMO NS PabOThl NPUOXEHUS. OHM HEe MOTYT 3anpalmnBaTh 4OCTYN K XPaHUULLY OT
VMEHW TPETLETO NnLa ANs MoObIX Lienel, He CBA3aHHbIX C KITHUYEBbIMU GYHKLUSIMU MPUAOXEHNS.

YctpowcTteam Android ¢ Bepcuen R unu 6onee no3nHen ons ynpasneHns LOCTYNOM K obuemy
XpaHunnuly Heobxoamnmo paspeweHne MANAGE EXTERNAL STORAGE . Bce npunoxenus,
npefHa3HayYeHHble A1 3TON BEPCUU CUCTEMDI M 3anpalunBatoLme JOCTyN K 06WeMy XpaHuanLLy
("OocTyn ko BCceM darnam”), NpoxXoaaT COOTBETCTBYIOLLYIO MPOBEPKY Nepen Nybnunkaumen.
MpUNoXeHus, KOTOPblE MOTYT UCMOMb30BATh 3TO Pa3peLLeHne, OOMKHbI ABHO Npeaiarath
nonb30BaTeNsaM BKIOYUTb OCTYM KO BCeM dainnam B MEHIO HacTpoek "CrneumanbHbii BOCTYN ANs

NPUNOXeHNA". JONONHNTENbHYIO MHPOPMALMIO MOXHO HAUTU B 3TOM CTaTbe

PaspelueHure Ha [ocTyn K CNUCKY NakeToB (MpUnoXXeHnm)

CrMCOK yCTaHOBNEHHbIX MPUMOXEHWUI HA YCTPONCTBE MOMb30BaTeNs CUMTAETCS JIMYHOM U
KOHOMAEHLManbHoM nHbopMaLmen, KOTopas LOJXKHA COOTBETCTBOBATb NONOXEHUAM pa3gena JInyHas
n KoHbuaeHuanoHas nHbopmaums , a Takxke cnegyowmnm TpeboBaHNaM:

MpUNoXeHusl, OCHOBHOMN YHKLMEN KOTOPbIX SBISIETCS 3anyck, NOUCK APYrMX NPUNOXEHUIN Ha
YCTPOWCTBE UMM B3aVMOLAENCTBME C HUMU, MOTYT MOMYYMUTb COOTBETCTBYIOLLEE Pa3peLLEHME Ha
NPOCMOTP APYrMX YCTAHOBNEHHbIX MPUIOXEHUI CrieayowmnM obpasom:

+ LLnpokmit BOCTyN K CNUCKY NaKeToB. 3TO BO3MOXHOCTb MPUTOXEHUS BULETb BCE YCTAHOBMNEHHbIE
Ha YCTPOWCTBE MPUNIOXEHUS (nakeTbl).
« MpunoxeHuns, npeaHasHayeHHble ans OC ¢ APl ypoBHs 30 1 Bbile , MOTYT MOMYYUTb WMPOKUI
LOCTYN K CAUCKY MPUOXEHMI C NOMOLLbIO pa3pelleHns QUERY ALL PACKAGES  nuuwb B
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HEKOTOPbIX CIyYasX, @ UMEHHO KOrAa A1 KOPPEKTHON paboThbl MPUNOXEHMIO HEOBXOAUMO

nonyyaTb AaHHblE O APYTUX NMPUNOXEHUSIX /WU B3aUMOLENCTBOBATb C HUMMW.

+ Henb3g ucnonbaosatb paspeweHne QUERY_ALL_PACKAGES, ecnu npunoxeHue MoxeT
paboTaTb ¢ 6onee orpaHNYeHHbIM HabOPOM MPUIOXKEHUN . HanpuMep, Bbl MOXeTe BbiOpaTh
OTLefbHble NakeThbl, LOCTYN K KOTOPbIM ByAEeT 3anpalimnBaTh Balle NpUIoXeHe.

+ CyLLecTBYIOT aflbTepHaTUBHbIE METObI, KOTOPbIE NO3BONAIOT NMOMYUNTL NPAKTUYECKM TaKOoN Xe
YyPOBEHb A0OCTYNa, Kak ¢ nomoLbio paspewerHns QUERY_ALL_PACKAGES. Ncnonb3osatb nx
ponyckaeTcs TONbKo Ansg paboTbl KNoUeBbIX GYHKLMIA NPUNOoXeHNa (BaXKHbIX Ana Nofb3osBaTtens) n
TONbKO AN19 B3aMMOAENCTBUSA C MPUOXKEHNUSMU, KOTOPbIE BbiNv HalgeHbl 3TUMU
anbTepHaTUBHbIMM METOLaMU.

YT106bI y3HATb, B KaKMUX Clly4Yasix fOMYyCKaeTCs UCMOIb30BaHNE Pa3peLleHms
QUERY_ALL_PACKAGES, 03HakoMbTeCh C 3TOM cTaTbelr CnpaBoYHOro LeHTpa

OrpaHUYeHHbIN BOCTYM. MPUNOXEHNE C OrPaHNYEHHbIM AOCTYNoM ByaeT 3anpalunBaTb TONbKO
nHbopmMaLmio 06 onpeneNieHHbIX NakeTax, UCNosb3ys 6onee y3kue MeToabl, HaNnPUMEP C NMOMOLLbIO
yKa3aHHbIX NapamMeTpoB B parne MaHndecTa. ATOT METOL MOXHO UCMONb30BaTb, KOrAa NpunoXxeHne
COOTBETCTBYET NpaBuiam 1 eMy TpebyeTca fOCTyN K YNPaBieHNto 4PYrMMy NPUIOXKEHUSIMUN UK
B3aMMOOENCTBUIO C HUMMN.

,D,OCTyI'I K CI'IVICKy NnakeToB OO0JIKEeH 6bITb Hanquylo CBA3aH C OCHOBHbIM Ha3Ha4YeHnemM I'IpI/IJ'IO)KeHVIﬂ
WM €r0 OCHOBHbLIMU QYHKLMSAMU (TO eCTb C GYHKLMSAMM, paam KOTOPbIX Nofb3oBaTesb paboTaeT ¢
NPUNOXEHNEM).

Hu npu kakmnx 06CcTOATENBCTBAX HEb3A NPOJABATb AaHHbIE O CMMCKE MPUIIOXEHWI, YCTAaHOBMIEHHbIX U3
Google Play, a Takxe npefocTaBnsTh K HAM QOCTYN AN aHAMTUKX U NONyYeHns foxoaa oT
PEKIaMHbIX OBbABNEHWUN.

APl pna cneymanbHbIX BO3MOXHOCTEN

API onga cneumanbHbiX BO3MOXHOCTEN HEMb3s UCMOJIb30BaTh:

.

LJ19 U3SMEHEHUs HaCTPOEK Nonb3oBaTeNs 6e3 ero cornacus UM 6IOKUPOBKN OTKIIIOYEHUS UK
yAaneHus NpuioXeHu v CEPBUCOB, 3a UCKIIOYEHNEM CITyYaeB, Koraa paspelleHune 6biio
NPEeROCTaBEHO POAUTENEM UMM 3aKOHHbBIM NPELCTaBUTENEM Yeped NPUNTOXEHNE POLUTENbCKOro
KOHTPOMS MW YTOTHOMOYEHHBIMU aAMUHUCTPATOPaMM Yepes NporpaMMHoe obecrnevyeHve Ans
ynpaBfieHns KOPnopaTUBHLIMU YCTPONCTBaMK;

A8 paboTbl B 06X0f4 HACTPOEK KOHOUAEHLNANIBHOCTH, BCTPOEHHbIX B ONEPALIMOHHYIO CUCTEMY
Android;

ANS MOgMdUKaLMmM Nonb3oBaTeNbCKOro NHTepdenca nnn B3aMMogencTBus C HUM B HapyLleHne
npasun Google Play ans pa3paboTunkoB (Hanpumep, ¢ Lenblo 0bMaHa Nonb3oBaTenen).

.

API gnsa cneumnanbHbiX BO3MOXHOCTEN He NpefHasHayYeH AN yaaneHHo! 3anncu 3BOHKOB U HE MOXET
3anpaluvBaTbCs g 3TOM Lenw.

Vicnonb3oBaHue API ons cneuuanbHbiX BO3MOXHOCTEN LOMKHO ObiTb OTMEYEHO Ha CTPaHULLE
npunoxeHus B Google Play.

PexkomeHpauumn no ucnonbn3osaHuio metopa IsAccessibilityTool

Ecnv OCHOBHbBIM Ha3HaYeHVEM NPUTOXEHUNS SBNSETCA HEMOCPEeACTBEHHAs NOALePXKa OLEN C
MHBaNMAHOCTbIO, Bbl MOXETE yKa3aTb, 4To 370 10 ang obecneyeHuns cnelmanbHbiX BO3MOXHOCTEN,
BbinonHuB MeTof IsAccessibilityTool.

B NpoTUBHOM cnyyae Bbl He MOXEeTe UCMOb30BaTb ATOT METOA, HO NMPUIIOXEHNE BCE PABHO LOJIXKHO
COOTBETCTBOBaTb TPE6OBAHMNAM K PAaCKpPbITUIO MHPOPMaLIUM 1 NOSTYYEHNIO COrNacus nonb3oBaTenen,
OMMCaHHbIM B MpaBuax B OTHOLEHMWN NOSIb30BATENIbCKNX LaHHbIX , MOCKOMbKY NOAAEPXKKa
crneunanbHbiX BO3MOXHOCTEN HeoueBMaHa. YTobbl y3HaTb BosbLLe, MpoYMTanTe CTaTbio 06
AccessibilityService APl B HaweM CnpaBOYHOM LIEHTpPE.
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WNcnonbaynte APl 1 paspelleHns ¢ 6onee yakon obnacTbio oencTemns, yem y APl ong cneumanbHbix
BO3MOXHOCTEW, C/NM 3TOro JOCTAaTOUYHO A4 XeflaeMon GyHKLMOHANbHOCTHU.

PaspeueHune "3anpoc nakeToB ycTaHOBKU"

Paspewenne REQUEST_INSTALL_PACKAGES  nossonset 3anpalmnBaTb yCTAHOBKY NakeToB
NPUNOXEHUN. [ns ero NCnosib3oBaHWs TPeBYOTCS crefytolwmne OCHOBHbIE QYHKLMN:

* OTnpaBkKa 1 noJly4yeHne nakeTos I'IpVIJ'IO)KeHI/IPI;

* YCTaHOBKa NakeTOB MPUIOXEHMI N0 KOMaHAE Nofib3oBaTens.
[lonyckaeTcs Hamune cnegyowmnx GyHKLni:

* NMPOCMOTP BEG-CTPaHML, Unu BEG-MOUCK;

+ 06MeH COOBLLEHNSIMUN C BOSMOXHOCTBIO NPUKPEneHns Gannos;

* nepepaya M COBMECTHOE MCMOb30BaHMe GanoB, a Takxke ynpaBneHue umy;
+ ynpaBreHne KOpnopaTUBHbIMU YCTPONCTBAMU;

* pe3epBHOE KOMMPOBaHWE M BOCCTAHOBINEHNE;

* MepeHOC JaHHbIX C OLHOrO YCTPOWCTBA Ha APYroe;

*+ CMHXPOHM3aLMs TenedpoHa C HOCUMbIM YCTPOWUCTBOM UM YCTPONCTBOM 0T (HanpuMep, C yMHbIMU
yacamu unn Smart TV) uepes conyTcTByoLLEeE NPUIOXEHUE.

OcHoBHas GYHKLMS — 3TO rMaBHOE Ha3HaYeHWe NpunoxeHns. OHa [OMXHa GbiTb SBHO 0603HAYEHa B
OMUCaHMK NPUNOXKEHUS.

PaspeleHre REQUEST_INSTALL_PACKAGES Henb3s Ncnonb30BaTh A1 0OHOBMEHWS, U3MEHEHUs Unn
obbeamHeHns apyrux APK B dpaine o6bekTa. 3TO MOXHO CienaTb TONIbKO B LieNax ynpasneHus
ycTponcTBoM. OBHOBNEHUE 1 YCTAaHOBKA NakeTOB LOJMIXKHbI BbINOMHATHCS MO MHULMATMBE U NOS
KOHTPOJIEM NOJIb30BATENA B COOTBETCTBMM C npasuiamu Google Play B oTHOLWEHMM 3110ynoTpebneHns
pecypcamu yCTPONCTBA U CETHU.

PaspeuweHusa Android pna Health Connect

300poBbE M CNOPT  — 3TO OfHa U3 nnatdopm Android, KOTopas MO3BONSET NPUAOXKEHNIM A8
OTCNEXMBaHWS 300P0BbA U GU3NYECKON aKTUBHOCTM XPaHUTb faHHbIE HA YCTPONCTBE U OOMEHMBATLCS
UMK B paMKax egUHOM SKOCUCTEMbI. B 3TOM cepBUCe Nonb3oBaTeNM Takke MOryT pa3pellaTb U
3anpeLaTtb NPUNOXKEHNSM 3aNnCbIBaTb U CUNTLIBATL MHGOPMALMIO O 3[0POBLE N ABUTATENBHON
akTuMBHOCTK. Mnatdopma "3gopoBbe 1 CropT" NOALEPXKUBAET 3aMNUCh U YTEHNE JaHHbIX PA3INYHbIX
TUMOB , HaNpPUMep CBELEHUI O TeMMNepaType TeNa U KOMYeCTBE LWaros.

[JaHHble, BOCTYN K KOTOPbIM OCYLLECTBAETCA C MOMOLLbIO Pa3peLeHnii Ha JOCTyn K nnatdopme
"300poBbE 1 CNOPT", CUNTAIOTCS NEPCOHANBHOM 1 KOHOUAEHLMANBHOW NONb30BATEIbCKON
nHoopmaumen. K HUM NpUMeHSIIOTCS MpaBuia B OTHOWEHUN NONb30BaTENbCKUX AaHHbIX. Ecnv BaLw
NPOAYKT OTHOCUTCS K NPUIOXEHUAM NS 3A0P0BbS UN Y HEMO €CThb CBA3aHHbIE CO 300POBbEM
byHKUMM 1 pocTyn K MHbOPMaLLMKM O 3[0POBbLE, B TOM YKCHE K aHHbIM NnaTdopMbl “300poBbe 1
CnopT", OH TakXe [JOJSI)KEH COOTBETCTBOBATb MPaBuiaM B OTHOLIEHWM NMPUSIOKEHWUI AN 300P0BbS.

Ecnu Bbl XOTUTE ncnonb3oBaTh NnaTdopMy "3[0poBbe 1M CNOPT" B CBOEM MPUIIOXEHMM, NPOUNTANTE
pPyKOBOACTBO A8 pa3pabotymkos Android . O TOM, KaK 3anpoCKTb SOCTYN K HYXXHbIM TUMaM LaHHbIX
¢ 31O NnaTdOopPMbIl, pacckasaHo 3[eCh.

YTobbl NPUNOXeHUs, pacnpocTpaHsemble B Google Play, MOrnn cunTbiBaTh 1 3annCbiBaTb
nHdopMaLmio Ha nnaTdopme "300poBbe 1 CNOPT", OHM AOMXKHbI COOTBETCTBOBATb YKa3aHHbIM HUXEe
TpeboBaHUAM.

PaspeueHHble uenu poctyna k nnatpopme Health Connect n ee ncnonbsosaHus

Mcnonb3osaTb nnatdopmy "340p0OBbE 1 CMOPT" MOXHO TOJSIbKO MPU COBMOAEHUN [ENCTBYHOWMX
npaBua 1 YCNOBUA UCNONb30BAHUS U B LLENSX, YKa3aHHbIX B 3TMX NpaBunax. To ecTb 3anpawmnsaTth


https://developer.android.com/privacy/best-practices#permissions
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https://developer.android.com/reference/android/Manifest.permission#REQUEST_INSTALL_PACKAGES
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https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru&ref_topic=9877467
https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://support.google.com/googleplay/android-developer/answer/10144311
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https://support.google.com/googleplay/android-developer/answer/12991134

paspeLIEHUst MOXHO, ECNN BaLle NMPUIIOXEHUE NN CEPBUC OTHOCUTCS K OLHOM 13 OL0OPEHHbBIX
KaTeropum.

OpobpeHHble KaTeropum BKIYaOT GUINYECKYHO aKTUBHOCTb 1 300POBbIV 06pas XM3HK, Harpagbl 3a
BbINONTHEHWNE YNPaXHEHWIN, pEKOMEHZaLNN GUTHEC-TPEHEPOB, KOPNOPATUBHOE 300POBbLE,
MeOMLMHCKYIO NMOMOLLb, UCCNenoBaHns B 0611acTn 30paBoOXpaHeHns 1 Urpbl. MpUnoxeHusaMm,
NOMYYMBLLNM 3TN pas3peLleHms, 3amnpeLLaeTca MCNob30BaTb UX AN HE3asBNEHHbIX U 3anpeLLeHHbIX
uenen.

3anpalurBaTh PaspeLIEHNs Ha JOCTYN K AaHHbIM naaTdopMbl “300poBbe U CNOPT" MOTYT TOJIbKO
MPUNOXEHNS UM CEPBUCDHI, B KOTOPbIX €CTb XOTS 6bl OfHA GYHKLMS, NPEefHAa3HaYeHHas FNaBHbIM
06pa3oM 18 TOro, YTOObl MOMOraTh NONb30BATENSM CNIEAUTL 338 3L0POBLEM U GU3NYECKON
aKTUBHOCTbIO. K HUM OTHOCHATCS:

« TMpUNoOXeHNs 1 CepPBUCHI, MO3BONAIOLLME MOMB30BATENSIM HAaNPSMYIo OTMeyYaTb B XXypHane,
BKJ1IOMATb B OTUYETbI, OTC/IEXUBATb U aHANU3UPOBaTb aHHbIE O CBOEN GpU3UYECKON aKTUBHOCTY,
CHe, NMCUXMYECKOM 3[0POBbE, MUTAHUW, @ TakXe MEAULMHCKUE NOKA3aTeNy, BHELWHWE AaHHbIE 1
LpYyrve CBefeHUs, CBA3aHHbIE CO 3A0POBbEM UM ABUraTeNbHON aKTUBHOCTbIO.

« TpUNOXEHNS U CEPBUCHI, MO3BONSOWNE NONb30BATENIIM COXPaHATb AaHHbIE O CBOeN pusmnyeckomn
aKTUBHOCTM, CHe, NCUXUYECKOM 3[0pPOBbE, MUTAHUK, @ TAKXKe MegULUHCKME nokasaTenu,
BHELUHWE AaHHbIE U Ipyrue CBefeHWs, CBA3aHHbIE CO 3[OPOBbEM UM ABUraTENIbHOW aKTUBHOCTbIO,
Ha TenedoHe 1M HOCMMOM YCTPOWCTBE U OeNUTbCS STOM MHPOPMALMEN C APYTUMU NPUIOKEHNAMU
Ha YCTPOWMCTBE, KOTOPbIE UCMOMb3YIOT AAHHbIE B PA3PELLEHHbIX LENSX.

3anpelyaeTcs nosyyaTb JOCTYN K faHHbIM MnaTdopMbl “300POBbE 1 CMOPT" C HAPYLIEHUEM 3TUX
npaBui UAn Opyrux SeNCTBYOLWMX YCNOBUIA UCNONb30BaHMS UAW NPaBUI B OTHOWEHUN NNaTdopMbI
"300poBbe 1 cnopT”, B TOM uncne:

« [Ons pa3paboTky NPUNOXEHMI, CPEL, UK ONEPALLMIA UM UHTErPaLMU B HAX TaKMX LaHHbIX, €CNKU
ncnonb3oBaHue niaTdopMbl "300poBbe 1 CNOPT" MM cbor B ee paboTe MOXET C [OCTATOYHOM
BEPOSTHOCTbIO MPUBOAUTL K CMEPTH, TPaBMe, yliepOy AN OKPY>XatoLWen cpelbl Uin CO6CTBEHHOCTH
(HanpuMep, 4N CO30aHMS UKW IKCMITyaTaLMU aTOMHbIX 3NIEeKTPOCTaHLMI, B CUCTEMAX YNPaBleHNs
noneTamu, CUCTEMaX XN3HeobecrneyeHNs UM BOOPYXEHMSIX).

C ncnonb3oBaHveM NpunoxeHu 6e3 rpaduueckoro nHTepdenca. Y Kaxporo NpUNoXeHNs fOMKeH
ObITb XOPOLLO 3aMETHbIN 3HAYOK, KOTOPbIN OTOBpaXkaeTcs Ha NaHenu NPUNOXEHU, B HACTPOMKaX
NPUNOXEHWUI Ha YCTPOWCTBE, B YBELOMNEHUIX U T. A,

[Lng Cnonb30BaHWs B MPUITOXEHUSIX, KOTOPbIE CUHXPOHW3UPYIOT faHHbIE MEXAY HECOBMECTUMbIMU
YCTPONCTBaMM UK naatdopmamu.

[Ing nopKnoYeHns K NPUNoXeHNsaM, cepBmcam unm GyHKLUAM, NpeaHa3HauYeHHbIM UCKITIYNTENbHO
ONg geTen.

MpuHUMaNTe pasyMHble U HEOBXOAMMbIE Mepbl LS 3aLUTbI AaHHbIX NnaTdopMbl "300poBbe 1
cnopT", NCMOMb3yeMbIX B MPUNOXEHNUSIX U CUCTEMAX, OT HECAHKLIMOHUPOBAHHOMO M HE3aKOHHOTO
LOCTYNa, UCMONb30BaHWS, YHUUTOXEHUS, MOTEPU, USMEHEHUS UNN PACKPbITHS.

Bbl Takxe [onHbl cobntofaTtb BCe HOPMATMBHbIE U topuanyeckmne TpeboBaHMs, KOTopble MOTyT
OTHOCWTbCS K BalleMy npegnosniaraeMoMy UCNonb3oBaHMio nnaTgopMbl “300poBbe 1 cnopT" v Nobbix
LaHHbIX, MOSTly4YeHHbIX U3 3TOro cepauca. Ecnv B npegocTtaBneHHon Google MapKknpoBke nim
CONpoBOANUTESNIbHON MHGOPMaLMK ANs onpefeneHHbIX NPOoAyKTOB U cepBUCcoB Google SBHO He yka3aHo
nHoe, Google He pekoMeHAyeT UCNONb30BaTb Kakne-nnbo faHHble nnatdopmbl "3n0poBbe 1 cnopT”
LN UCCNefoBaHWUMA, MOHUTOPUHIa 300POBbS, MEOULMHCKMX 33434 U B MHbIX LENFIX U HE rapaHTupyeT
TOYHOCTb TaKMX AaHHbIX. Google oTka3biBaeTCs OT M0H6ON OTBETCTBEHHOCTM, CBA3AHHOW C
MCNonb30BaHMEM AaHHbIX NaTdopMbl "300pOBbE 1 CNOPT".

OrpaHquHMe ucnosib3oBaHua

B oTHOWEHUN [OCTYNa K faHHbIM NnaTdopMbl "300POBbE 1 CMOPT" Y UX UCMONb30BAHNUS [ENCTBYIOT
OMUCAaHHbIE HUXKE OrpaHUYeHums.



+ [laHHbIE MOTYT UCMOJIb30BATLCS TONBKO B LLENSX NPefOCTaBNeHUS UK YIyYLLEeHUs PaspeLLeHHbIX
BO3MOXHOCTEN 1 PYHKLMI, KOTOPbIE BULHbI B UHTEPdENCE NPUTOXEHMS.

« MepenaBaTb TPETbUM NMLLAM AaHHbIE NMONb30BATENS MOXHO UCKITOUNTENBHO C €ro IBHOTO COrnacus
M TONbKO B Criefyowwux Lensx: obecrneyeHne 6e3onacHoOCTH (HanpuMep, N3ydeHne HapyLweHun),
cobniofeHve fencTByoLEero 3aKkoHoAaTeNbCTBa UK NpefocTaBneHne nHbopmaLmm B pesynsrarte
CNUSHWS WY NOTTOWEHMS.

« JTiogy MOryT noslyyaTb AOCTYN K AaHHbLIM NONb30BAaTeNs TONLKO C ero SBHOTO COrnacus, eCiu 3To
TpebyeTcs Onis obecneyeHns 6e30NacHOCTH, COBMIOLEHNS 3aKOHOB MM BHYTPEHHUX OnepaLmin, npu
KOTOPbIX faHHble 06061Lal0TCa B COOTBETCTBUM C IOPUZNYECKMMU TPEBOBAHNUAMM.

- 3anpelyaeTtcs nepenava, MCMNonb30BaHWE WY NPOAAXa AaHHbIX NaTtdopmbl “3[0poBbe 1 cropT" B
NMOBbIX APYrUX Lensx, BKoUas nepeUncneHHble H1xe.

- Mepenaya nnu npofgaxa Nonb30BaTeNbCKUX JaHHbIX TPETHMM fIMLLAM, TakUM KakK peKknamHble
nnaTdopMbl, 6POKepPbI AaHHbIX U Apyrue NpofasLbl HGopMaLum.

« Mepepnaya, Npofaxa Unmn NCNoNb30BaHKE NONb30BATENbCKUX AAHHbIX A9 NOKasa pekiambl,
BK/IOYAs NEePCOHaNU3npoBaHHble 06BbABNEHMS U pekaMy Ha OCHOBE MHTEPECOB.

 [epepava, npogaxa unn NCnonb3oBaHWeE NOb30BaTENbCKMX OaHHbIX 019 ONpeneneHus
naaTeXecrnocobHOCTM UK npenocrtaBneHnda Kpegurta.

« MNepepaya, Npogaxa UM UCNonb3oBaHME NONb30BATENbCKUX AaHHBIX C MO6bIM NPOAYKTOM UK
cepBucom, KOTOprPI MOXeT KBaJ'II/Id)VILI,I/IpOBaTbCFI Kak MeagnynHckoe n3genme B COoTBeTCTBUU C
onpepenexvem B pasgene 201(h) ®epgepanbHoro 3akoHa CLUA o nuLeBbIX NPOAYKTaX,
NEeKapCTBEHHbIX CPEACTBaX U KOCMETUKE, eCNU Takue AaHHble ByayT CNOoNb30BaTbCA Ans
BbINOSIHEHUS PEryNUpyeMon GyHKLUM MeAULMHCKOro U3nenus.

« MNepepayva, Npogaxa Um UCNonb30BaHWE NOMb30BATENBCKUX AAHHBIX B MOObIX LENSX UK NobbiM
cnocoboM, KOTopble CBA3aHbl C 3aKPbITOM MHbOPMaLMEN O COCTOSAHUN 300POBbS (CM.
onpepenexve B 3akoHe CLUA "O npeeMCTBEHHOCTM CTPaxoBaHMs U OTYETHOCTU B 061acTK
3ppaBooxpaHeHus” (HIPAA)), ecnu ot Google 3apaHee He 6bifio NoTly4YeHO NMMCbMEHHOE
paspeLieHne Ha BbINONHEHNE TaKUX OeNCTBUN.

MuHumManbHas cdpepa npuMeHeHus

3anpalurBaTh MOXHO TOJBbKO T€ Pa3peLleHus], KOTOpble TPebyloTcs AN paboTbl GYHKLMN UK
CEepBMCOB B BalleM NpofykTe. 3anpocsl [OCTyNa AOMXKHbI 6bITb KOHKPETHBIMU U KacaTbCs NULLb
Heob6X0AMMBIX AaHHbIX.

MoHsATHOE 1 TOYHOEe 3asBrieHne U onucaHue

MnaTtdopma "300poBbe 1 CNOPT" NO3BONSET YNPABASATbL AAHHBIMU O 3[0POBbE U GU3NYECKON
AKTMBHOCTW, B TOM YMClie KOHPUOEHUMANBHON MHPOpMaLmen. Y BCex NPUTOXEHNI, MOAKMOYaEMBbIX K
aToM nnatdopme, fOMKHa BbITb NOAPOOHas NONTMKA KOHOUAEHLNATIBHOCTH, B KOTOPOM SICHO
paccka3aHo O TOM, KaK NMPUIoXeHne cobupaeT, UCNONb3yeT 1 NepepaeT nosb3oBaTeNbCkUe AaHHbIe.
Pa3paboTumku fOMmKHbI HE TOMbKO BbINOIHUTB IOPUANYECKNE TPEOOBAHUS, HO 1 BKIIOUNTL B MOANTUKY
KOHOMAEHLMANBHOCTY Criefytolmne cBefeHus:

+ To4yHOE onuncaHme NPUIOXEHWS C yKa3aHNEM TOro, K KakuM faHHbIM OHO NOony4aeT AOCTYM U KakK OHM
CBSI3aHbl C PabOTOW ro OCHOBHbIX GYHKLMI UM PEKOMEHAALUSAMU.

+ MIHdOopMaLMIO O TOM, KaK XPaHSATCS 1 yOansoTCs faHHble.

+ CBefieHus 0 npouepypax 06paboTku faHHbIX, HaNpMMep o nepepade MHGOPMaLMM C NPUMEHEHNEM
COBPEMEHHbIX METOR0B WKbPOBaHMS, Taknx kak npotokon HTTPS.

Be3onacHas o6paboTka faHHbIX

Bbl gomkHbl o6ecneunsaTh 6€30MacHOCTb NOMb30BATENbCKUX AaHHbIX. [IPUHUMANTE pasyMHble U
HeobxoMMble Mepbl ANs 3aWMTbl AaHHbIX Health Connect, ucnonb3yembix B MPUTOXEHKSX 1 CUCTEMAX,
OT HECaHKLMOHNPOBAHHOIO 1 HE3aKOHHOMO AOCTYMa, CMOMb30BaHWS, YHUUTOXEHUS, NOTEPH,
N3MEHEHMNS UMW PacKpbITHS.



PekoMeHLyeTCst BHELPUTb U NOALAEPXKMBATb CUCTEMY YNpaBieHNs MHGOPMAaLMOHHON 6e30MacHOCTbIO
(cm. cTangapT ISO/IEC 27001), a Takxke NPOKOHTPONNPOBAaTL OTCYTCTBUE B MPUNOXEHWUMN UK BEG-
cepBuCe pacnpoCTpaHeHHbIX Npobnem 6esonacHocTn 13 cnucka OWASP Top 10.

Ecnu Baw npofyKT nepenaeT faHHble C yCTPOMCTBA NOMb30BaTeNs, TO, B 3aBUCMMOCTM OT AP, K
KOTOPOMY OTKPbIT BOCTYM, U YNCNa NONb30BaTENbCKMX pa3pelleHnin unu nons3osaTenen, Google
TpebyeT, UTOObI Balle NPUIOXEHUE NN CEPBUC NEPUOANYECKM MPOXOAUIN NPOBEPKY 6HE30MACHOCTU U
nonyyanu YoocToBepeHue O NpoBepKe OT yKasaHHOro TPeTbero nuua.

MoppobHee o TpeboBaHMAX K MPUOXEHMIM, NoKovaowmmes kK nnatpopme Health Connect...

VPN-cepBuc

VpnService - 370 6a30BbIV KNAacc, KOTOPbIN NO3BONSET CO3AaBaTb COBCTBEHHbIE peleHns VPN B
MPUNOXEHNUSX UM PACIMPATb UX GYHKLMOHANBbHOCTb. Co3paBaTb 6e30MacHbIN TYHHENb OT YCTPOUCTBA
K YAaneHHOMyY CepBepY MOryT TONbKO MPUIIOXEHUS, KOTOpble NCNONb3YOT VpnService 1 OCHOBHas
bYHKUMS KOTOPbIX CBSI3aHa € opraHusaumen VPN-nogknioyeHns. 9To orpaHUYeHne He
pPacnpoCTPaHSETCS Ha NPUNOXEHUS, ANt PabOTbl OCHOBHbIX GYHKLMIN KOTOPbIX TpebyeTcs yaaneHHbIN
cepBep, HanpuMep:

* MPUIIOXEHUS ANS POAUTENBCKOrO Y KOPNOPATUBHOIO KOHTPOSS;

* CpenCcTBa MOHUTOPUHIa UCMONb30BAHUS MPUNOXEHWI;

* pelleHns ans 3aluTbl yCTPONCTB (Hanpumep, aHTuBMpycHoe MO, cpefcTsa ynpaBnieHus
MOBUITbHBIMU YCTPOMCTBAMU, BpaHaMayap);

+ CeTeBble MHCTPYMEHTbI (Hanpumep, Ans yoaneHHoro focTyna);
* MPUIIOXEHUS AN NIPOCMOTPa Be6-CTPaHUL;

* NPUNOXEHNS ONEPaTOPOB, KOTOPbLIM ANS NpefocTaBneHns TenedoHHon cea3u Tpebyetcs VPN.
3anpelyaeTcs cnonb3oBaTh knacc VpnService B CNeayowmx Lensx:

+ cbop NepcoHasnbHbIX U KOHOUAEHLMANBHBIX AAaHHbIX MOSIb30BaTENIen 6e3 PackpbITUsS MHPopMaLum
06 3TOM U MONyYeHus cornacus;
+ MepeHanpasfieHne Nosb30BaTENbCKOro Tpaduka U3 Apyrux NPpUIOXeHU Ha YCTPOUCTBE U

MaHUMyIMPOBaHME UM C LieNIblo MOHeTM3aummn (HanpuMep, HanpaBneHve pekiaMHoro Tpaduka
yepes CTpaHy, OTJIMYHYIO OT CTPaHbI, FAe HAXOAMTCS NOSIb30BaTENb);

MpunoXeHws, B KOTOPbIX McnonbayeTcsa VpnService, [OMKHbI:

* cofepxaTb COOTBETCTBYIOLLEE YNOMUHAHME Ha CTpaHuLLe npunoxexus B Google Play;
+ wundpoBaTb faHHbIE, KOTOPbIE MEPERAIOTCS C YCTPONCTBA HA KOHEUHYIO TOUKY TyHHens VPN;

+ COOTBETCTBOBATH [paBumiaM nporpamMmbl Ans pa3paboTyMkoB , B TOM YMCNe NpaBuiamM B
OTHOLUIEHUW MOLIEHHNYECTBA C PEKNAaMON  , paspeLlieHnin 1 BpedoHocHoro MO

PaspelueHue Ha BbiNOJTHEHWE OnepaLui B TOYHOE BpeMs

Mbl npefcTaBnsem HoBoe paspelueHne USE_EXACT_ALARM, koTopoe no3sonseT paboTtaTtb C
byHKLUMEN BbIMOMHEHNS OnepaLmi B TOYHOE BPeEMS B NMPUNOXeHUsX ¢ ueneson sepcurent OC He Huxe
Android 13 (APl ypoBHs 33).

USE_EXACT_ALARM - 370 orpaHuyeHHoe pa3pelueHne. OHO JOMKHO 06bSBASTLCS B MPUITOXEHUSIX,
TONbKO ecnu Ans paboTbl X OCHOBHbIX GYHKLMA TPebyeTCs BbINONHEHME ONepaLni B TOUHOE BPEMSI.
Ecnu B xope 0653aTeNIbHOM MPOBEPKM BbISCHAETCS, UTO NPUIIOXEHUS, 3aMpallMBaloLIMe OrpaHUYEHHOE
pa3peLleHne, He COOTBETCTBYIOT KPUTEPUSM BOMYCTUMOrO MCMOMb30BaHUS, OHY CHUMAIOTCS C
nyénukauumn Ha Google Play.

JonycTuMoe ncnonb3oBaHMe pa3peLieHuUsl Ha BbiMOMHEHME onepaLuii B TOYHOe BpeMms

PaspeleHne USE_EXACT_ALARM MOXHO yka3blBaTb, TOMbKO €CNU Afs paboTbl OCHOBHbIX GYHKLMI
MPUNOXEHNS, BaXHbIX A9 NONb30BaTens, TpebyeTcs BbINONHATL AeNCTBUS B TOYHOE BPEMSI.
Hanpumep, ecnu:
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* MPUNOXEHUE BbINONHAET GYHKLMN OYAUNBHUKA UK TAaUMEpPa;

* NPUNoXXeHne BbiNONHAEeT d)yHKLI,MM KaneHpapsa ¢ ysegomMneHnamMmm o COBbITUSX.

Ecnu Bawemy npunoxeHuto TpebyeTtcsa GyHKLMS BEINONHEHNS ONepaL i B TOYHOE BPeEMS, He
yKa3aHHas Bblille, BO3MOXHO, BaM nopomngeT paspewerne SCHEDULE_EXACT_ALARM.

MonpobHee 0O BbIMOMHEHUM OMepaLIii B TOYHOE BpeMs

PaspeuieHne Ha oTnpaBKy NOSIHO3KPaHHbIX YBEA,OMIIEHUA HaMepPEHUN

YT06bl Mcnonb3oBaTb paspeleHne USE_FULL_SCREEN_INTENT B NpuUnoxeHusx, NoaAePXKMBAIOLNX
Android 14 (uenesow ypoBeHb API 34) 1 6onee HoBble Bepcun OC, TpebyeTca crelnanbHbii JOCTyn
3T0 paspeLleHne aBTOMATUYECKM NPEROCTABMSETCS NPUSTOXEHNSM, 47151 OCHOBHbIX GYHKLMIN KOTOPbIX
HY>Hbl YBEAOMIIEHMSI BbICOKOIO NpuopuTeTa. Takummn byHKLUAMU MOTYT ObITb:

* yCTaHOBKa OyauNbHUKA;

* NpueM BnaeoBbI3OBOB U TeJ'IeCI)OHHbIX 3BOHKOB.

MpunoxeHns, 3anpaLmnsatoLime 3TO paspeLleHne, noanexaT nposepke. ECnv oHM He COOTBETCTBYIOT
KpuTepusm Bbllwe, paspewerHne USE_FULL_SCREEN_INTENT He 6yneT npepsocTaBnsTbCs UM
aBTOMaTMYeCKN. B TakoM criyyae npunoxXeHns AOMKHbI 3anpalunBaTh €ro y nonb3osaTens.

ObpaTnTe BHUMaHWeE, YTO ncnonb3oBaHve paspewenns USE_FULL_SCREEN_INTENT gomxHo
COOTBETCTBOBATL BCEM npasunam Google Play ons paspaboTymkos, B TOM Yncre TpeboBaHUSaM B
OTHOLWEHUW pekiambl, HexxenaTtenbHoro MO Anis MOBUAbHBIX YCTPONCTB 1 3110yNOTPebeHns
pecypcamu yCTponcTBa U ceTu. MoNTHO3KPaHHbIE YBELOMIEHUS, 3arnyCKaeMble C MOMOLLbIO
HaMepeHWI, He BOMKHbI BPeAnUTb YCTPONCTBY NONb30BATENS, NOMyYaTb K HEMY HECAHKLMOHMPOBAHHbIN
LOCTYn, HapyLwaTb paboTy 3TOro YCTPOMCTBA N BMELWMBATLCS B Hee. TakxKe HE[OMyCTUMO, YTObbI
NPUNOXEHNS C 3TUM Pa3peLLeHNeM BMELLMBANUCH B PaboTy ApYrux NPUIOXEHUIA 1 HEFraTUBHO BIMSNM
Ha y#oBCTBO MCMOJIb30BaHMS YCTPOMCTBA.

Y3HaTb 6osiblie 0 paspeleHn USE_FULL_SCREEN_INTENT MoxHO B CnpaBOYHOM LIEHTPE.

3noynoTpebneHne pecypcamm yCTPOUCTBA U CETU

3anpetyaeTcs Ny6nmMkoBaTh NPUIOXKEHUS, KOTOPblE HapyLWwatoT paboTy yCTPOMCTBA NONb30BaTens,
LpYruX yCTPONCTB, KOMMbIOTEPOB, CEPBEPOB, ceTeln, APl unu cepBrcoB (BKIIOYas [pyrue NpUnoxXeHus
Ha YCTPOWCTBE, cepBuchbl Google 1 ceTv onepaTopoB CBA3M), @ TakKe BMELUMBAIOTCS B UX paboTy,
nony4varoTt HGCGHKLI,I/IOHVIpOBaHHbIl;I OOCTyn K HUM Unn BpeasaT UHbIM o6pa30M.

MpunoxeHus, pasmeliaemble B Google Play, LOMXHbI COOTBETCTBOBATb TPEOOBAHMSAM ONTUMU3ALNM
ons Android, 3adukcrmpoBaHHbIM B OCHOBHBIX KPUTEPUSAX KAYEeCTBa NPUIIOXEHUI

MpunoxeHwus, KOTopble pacnpocTpaHsoTcs B Google Play, He BOMKHbI U3MEHATb CBOW KOJ, KaknM-
nnbo cnocobom, kpome 0bHoBNEHUS Yepes Google Play. OHM TakxXe He [OJKHbI CKauMBaTb
ucnonHseMsin ko (Hanpumep, dannsl B dopmate DEX, JAR nnu SO) 13 Kakx-Mbo UCTOUHMKOB,
kpome Google Play. 9To npaBuo He pacnpPOCTPaHAETCS Ha KO, KOTOPbIA 3aMyCKaeTcs Ha
BMPTYaNbHON MaLUMHE UNN UHTEPNPETATOPE U UMEET OrpaHuyeHHbin gocTtyn Kk APl Android (Hanpumep,
kog, JavaScript B komnoHeHTe WebView unu 6paysepe).

MPUNOXEHNUS UM CTOPOHHUI Kof (Hanpumep, SDK), ncnonbaytoLwmne MHTEPNPETUPYEMbIE A3bIKU
(JavaScript, Python, Lua 1 T. fi.), KOTOpble 3arpyxatoTcs BO BpeMs paboTsl (a He 3arpy>eHbl B
MPUNOXEHNE N3HAYaNbHO), He [OMKHbI HapyLwaTb npasuna Google Play.

3anpeLeHo UCNonb30BaTh Ko, KOTOPbIN CO34aeT UK UCMONb3YET YI3BUMOCTH 6E30MacHOCTU.
NHdopMaLms o caMbix akTyanbHbIX Npobremax 6e30MacHOCTM COaePXMTCS B Hawwen MporpammMe
MOBbILIEHNS 6€30MAaCHOCTU NPUNIOXEHU A1 Pa3paboTuMKOB.

BoT npumepbl Haubonee pacnpocTpaHEHHbIX HAPYLUEHUN:


https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/reference/android/app/Notification.Builder#setFullScreenIntent(android.app.PendingIntent,%20boolean
https://developer.android.com/reference/android/app/Notification.Builder#setFullScreenIntent(android.app.PendingIntent,%20boolean
https://developer.android.com/training/permissions/requesting-special
https://developer.android.com/training/permissions/requesting-special
https://play.google.com/about/developer-content-policy/?authuser=0#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9857753?hl=ru&sjid=11744761627827448774-NA
https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/13392821#full_screen_intent
http://developer.android.com/distribute/essentials/quality/core.html#listing
http://developer.android.com/distribute/essentials/quality/core.html#listing
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/google/play/asi.html#campaigns

MpumMepbl pacnpocTpaHeHHbIX 3roynoTpebneHun pecypcaMmm yCTpoMCTBa U CETH:

.

.

.

MpUNoXeHNSs, KOTOPbIE NPEPbIBAOT NMOKa3 PeKriaMbl B LPYrUX MPUAOXEHUSX.
MPUNOXEHNS, KOTOPbIE BAUSIOT Ha FEMMMEN B Urpax, HanprMep No3BONSIOT XyNbHNYATb.

MPUNOXEHMS, KOTOPbIE MOMOraloT COBEPLUNTDL XaKEPCKME aTaku Ha CEPBUCHI, MPOrPaMMbl 1
YCTPONCTBA MM 060MTU 3aLUUTHBIE CUCTEMbI, @ TAKXE NMPEROCTaBNAIOT COOTBETCTBYIOLME
WHCTPYKLNW.

MPUNOXeHMs, KOTOpble HapyLUAlT YCIOBUS UCMONb30BaHWs CEPBUCOB Ui API.

MPUNOXeHMs, KOTOpPbIE MbiTaloTCA 060NTK OrpaHMYeHNs Mo ynpaBieHuio nuTaHnemM  (Kpome
pPa3pEeLLEHHbIX CITyYaeB ).

MpunoXeHns, KOTOpble NPEROCTABNAIOT YCNYrn NPOKCU-CepBEpPa TPETbUM NLaM (paspeLleHo,
TONbKO KOrAa 3TO ABNAETCS OCHOBHOW GYHKLMEN NPUNOXEHNS).

MpUNOXEHNs UM CTOPOHHUI Kof, (Hanpumep, SDK), KOTOpble CKauYMBAKOT UCTMOMHSAEMBbIN KOA,
Hanpumep DEX-dainbl nn HaTUBHbIM KO, U3 UCTOYHUKA, OTIIMYHOIO OT Google Play.
MpUNOXeHMs, KOTOPbIE YCTaHaBMMBAKOT HA YCTPOUCTBO APYr1e NPUIOXEHNUS, HE NONyyYMB 3apaHee
cornacue nonb3oBaTens.

MpUNOXeEHNS, KOTOPblE COAEPXXAaT CCbINKM Ha BpegoHocHoe MO nnm cnocobCTByOT ero
PacnpPOCTPaAHEHMIO U YCTaHOBKE.

MpUNoXeHNs UM CTOPOHHMI Kop, (Hanpumep, SDK), koTopble cogepxaT KoMnoHeHT WebView ¢
uHTepdericom JavaScript 1 3arpyxatoT HeHaleXHbl BeG-KOHTeHT (Hanpumep, URL ¢ npoTokonom
HTTP) nnu HenpoBepeHHble URL, MoslyyeHHble U3 HEHALEXHbIX MCTOYHMKOB, HanpuMep 13
HEeHaLEeXHbIX HaMepPEHUN.

anIﬂO)KeHMFI, KOTOpPbIEe NCNONb3YKOT pa3pelleHne Ha 3anyck yBeD.OMJ'IeHVIl;I B NOTHO3SKPAaHHOM
pexunme yTOObI 3aCTaBNATb NONb30BATENA BSaMMOﬂeVICTBOBaTb C 06bABNEHNAMU VNN
yBegoMJieHnaMu, npepbisalowinMmmn pa60Ty NPUNOXeHUs.

Ucnonb3oBaHue aKTUBHBIX CNYX6

PaspeleHne Ha 3anyck akTUBHbIX CNy)6 obecrneunBaeT Hagnexalee UCrnonb3oBaHne Takmux Cnyxo.
Ecnu npunoxeHue npegHasHayeHo ana Android 14 unu 6onee no3gHen Bepcum, Bbl AOSXKHbI YKa3aTb
LOMNYCTUMbIE TUMbI 4151 BCEX UCMONb3YEMbIX B HEM aKTUBHbIX CNyx6. [N KaX[oro Tmna Takxe
notpebyeTcs 06bABUTb NOAXOLSLEE paspeLlleHne Ha 3amnyCcK akTUBHOM Cnyx6bl. Hanpumep, ecnu B
NPUNOXEHUN UCTIONb3YETCA ONPeAeSieHne MECTOMONOXEHNS Ha KapTe, B MaHUPECTE HYXHO yKasaTb
paspeweHne FOREGROUND_SERVICE_LOCATION

O6baBnATL B NPUNOXEeHUN pa3pelleHne Ha 3anyCck akTUBHbIX CJ'Iy)K6 MOXHO TOJNbKO B cneayrouwmnx

cnyyvasx:

Cnyx6a TpebyeTtcs pyHKLMKN, KOTOpas nosnesHa 459 Nofb30BaTeNs U cBa3aHa C OCHOBHbIM
Ha3HaYeHNEM MPUTIOXKEHUS.

Cnyx6a 3anyckaeTcs nonb3oBaTenieM, Unu ee pabota 3aMeTHa Ans Hero. Hanpumep, cnyxba
BOCMPOW3BOLAUT MECHIO, TPAHCIMPYET MEAMAKOHTEHT Ha pyroe yCTPOMCTBO, NpefoCTaBngeT
TOYHbIE U MOHATHbIE YBEOOMIIEHNS UK MO 3aMpOoCy Nonb3oBaTenNd 3arpyxaeT ¢poTo B 06naKo.
Monb30BaTeNb MOXET 3aBEPLINTb U OCTAHOBUTL PabOTy CRyXObI.

Ecnu BbinonHeHne cnyx6bl byaeT NpepBaHo UM OTIOXEHO, 3TO BbI3OBET Y NOMb30BaTENS
HeraTUBHYIO peakumio unn GyHkumMs byneT paboTaTb He Tak, Kak npegnosiaranock (Hanpumep, Korga
HY>XHO NO3BOHUTb, CUCTEMa HE OO0J/IXKHa OTKNaabiBaTb BbI3OB).

Cnyx6a paboTaeT He [ofblle, YeM TpebyeTCs ANs BbINONHEHWS 3a4auK.

KpuTepuu Bbilie He pacNpOCTPaHSIOTCS Ha CNeLyHoLWMe TUMbl aKTUBHbIX CIYX6:

systemExempted  wu shortService ;

dataSync (Tonbko npu ucnonb3osaHum dyHkuu Play Asset Delivery ).

MoppobHee 06 NCMONb30BAHUM aKTUBHbBIX CyX0...


https://developer.android.com/training/monitoring-device-state/doze-standby.html
https://developer.android.com/training/monitoring-device-state/doze-standby.html
https://developer.android.com/training/monitoring-device-state/doze-standby.html#whitelisting-cases
https://developer.android.com/training/monitoring-device-state/doze-standby.html#whitelisting-cases
https://developer.android.com/partners/android-14/behavior-changes-all?hl=ru#fsi
https://developer.android.com/partners/android-14/behavior-changes-all?hl=ru#fsi
https://developer.android.com/partners/android-14/behavior-changes-all?hl=ru#fsi
https://support.google.com/googleplay/android-developer/answer/13392821
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/guide/playcore/asset-delivery
https://developer.android.com/guide/playcore/asset-delivery
https://support.google.com/googleplay/android-developer/answer/13392821

nepenaqa AaHHbIX, UHULUUMPOBaHHas NnoJjibsoBaTerieM

APl ons nepenadn gaHHbIX, VIHVILI,VIVIpOBaHHOl‘/II nosib3oBaTesieM, MOXeT 3anyCKaTbCd B MPUITOXEHUAX,
TOJIbKO ecnu:

* 3afjaYa nHMUnnpyeTCcq nonb3oBaTenem,
¢ OaHHble MepenarTcyd No ceTy;

+ 3ajaya BbINOJHAETCS He JoNblue, YeM TpebyeTcsa Ang nepenayv AaHHbIX.

Moppo6Hee 06 API ona nepefayun gaHHbIX, MUHULUMPOBAHHON NONb30BATENEM...

Tpe6oBaHus K ucnonb3soBaHuio napamerpa FLAG_SECURE

YkazaHHbIN B koge npunoxeHus ¢pnar FLAG_ SECURE ~ no3BonsieT orpaHuynTb EMOHCTPALIUIO
KOHOMAEHLMANbHbIX AaHHbIX B NPOAYKTE, HAaNPUMEpP UCKIOYNTb CO3[aHNE CKPUHLLOTOB C HAMW UK
NMPOCMOTP TaknX CBEAEHU HA HE3ALLMLLEHHbIX 3KpaHax. ObbsaBNSNTE 3TOT dnar, €Cnn KOHTEHT
NMPUNOXEHNUS He crielyeT TPaHCIMPOBaTb, MOKa3blBaTh UM NepefaBaTth APYruM 0b6pa3oM 3a npepnessl
MPUNOXEHNS UM YCTPOWCTBA NONb30BaTENS.

Mo coobpaxeHnsM 6e30MacHOCTU U KOHGUAEHLMATBHOCTU BCE NMPUIIOXEHUS, KOTOPbIE
pacnpocTpaHsoTcs Yepe3 Google Play, LonxHbl yunteiBaTh Hanuune FLAG_SECURE B gpyrux
MPUNOXEHUSX. DTO 3HAUNUT, YTO 3anpeLlaeTcs co3naBaTb crnocobbl obxona napameTpa FLAG_SECURE
B APYrnXx NpUnoXXeHnax nnm CnocobCcTBOBaTh UX MCMONb30BaHMIO.

370 TpeboBaHMe He 3aTparnBaeT NPUNTOXKEHNS, KOTOPbIE CUUTAIOTCS MHCTPYMEHTaMU CrieLManbHbIX
BO3MOXHOCTEV , €CNN OHU HE NEePENAtOT, HE COXPAHSIOT U HE KELUMPYHOT KOHTEHT, 3aLLMLLEHHbIN
¢narom FLAG_SECURE, pns npegocTaBneHus 4OCTyna K TakUM AaHHbIM BHE YCTPOMCTBA
nonb3oBaTens.

MpunoxeHuns ¢ nokanbHbIMU KOHTENHepamMu Android

MprnoXxeHnsa ¢ nokanbHbIMU KOHTENHepaMu Android No3BoNStOT CO3aaBaTh cpeny, KOTopas YaCTUYHO
nnu nonHocTblo nMnTUpyeT OC Android. Takas cpefia MOXET cofepXaTb He Bce dyHKLUN
6esonacHocTy Android , NoaToMmy paspaboTumkin MoryT JobaBuTh B dann MaHndecTa napameTp,
coobuatoLmin nokanbHbIM KOHTeMHepaM Android, YTo NPUOXEHME HE [OSIXKHO 3amnycKaTbCs B
UMUTUPYEMOW UMUK Cpefe.

MapameTp B MaHudecTe, obecneunBatowim 6e3o0nacHOCTb cpeabl

MapameTp REQUIRE_SECURE_ENV B MaHudeCTe NO3BONSET YKa3aTb, YTO 3TO NPUSTIOXKEHNE HENb3S
3anyckaTb B NokanbHOM KoHTenHepe Android. Mo coobpaxeHnsm 6e30nacHOCTU U1
KOHOUAEHLMANbHOCTN NPUNOXEHWNS, NPEROCTABNAOWME NOKaNbHbIe KOHTENHepbl Android, fomXHbI
YUMTbIBaTb HaNMuMe 3TOro NapameTpa B APYruxX NPUIIOXKEHUSIX, @ TakXe:

+ MpoBepsaTb MaHWUbECTLI NPUTOXEHWI, 3arpy>KaeMblx B JIOKanbHbIA KOHTenHep Android, Ha Hanuyme
3TOro napameTpa.

+ He 3arpyxatb B JIoKasbHbIN KOHTENHep Android npunoxeHus, B MaHndeCTax KOTOPbIX 06bSBNEH
3TOT NapameTp.

+ He BbicTynaTb B Ka4yeCTBE NMPOKCU-CEPBEPA, NepexBaTbiBas Unu BbidbiBas APl Ha ycTpoicTae, YTobbl
OHW Ka3anMCb YyCTAHOBNEHHBIMU B KOHTENHEPE.

+ He cospmaBaTb 1 HEe NOMOraTb UCMONb30BaTb METOAbI 06xoAa 3TOro napameTpa (Hanpumep,
3arpy>xas 6onee paHHIo BEPCUIO NMPUNOXEHUS, YTOObI 06OUTM AENCTBYIOWMIN NapamMeTp
REQUIRE_SECURE_ENV).

Y3HaTb 60siblue 06 3TKX npaBunJiax MOXHO B HalleM CI'IpaBOLIHOM LeHTpe.

BeepeHume B 3abnyxgeHne


https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers
https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://source.android.com/docs/security/features
https://source.android.com/docs/security/features
https://source.android.com/docs/security/features
https://d.android.com/training/basics/intents/limit-play-loading
https://d.android.com/training/basics/intents/limit-play-loading
https://support.google.com/googleplay/android-developer/answer/13609005

Mbl 3anpelyaem nybnmMkoBaTb NPUIOXEHUS, KOTOPbIE MbITAOTCS BBECTM MOJSIb30OBAaTENEN B
3abnyxgeHve unm cnocobCcTByOT HELOOBPOCOBECTHON [EATENIBHOCTM, BKOYAs MPUNOXEHWS,
3asBneHHble YHKLMM KOTOPbIX HEBO3MOXHO peann3oBaTh Ha ycTpouncTtse. MiHbopmauus o
NPUNOXEHNM, €r0 ONUCaHMe, a Takxe GOoTo 1 BULEO [OMKHBI COOTBETCTBOBATb €r0
byHKLMOHANbHOCTU. MPUNOXEHNS HE JOMKHbI UMUTUPOBATL GYHKLMM MW NPefynpexaeHns
OMNepaLnOHHON CUCTEMBI U APYTUX NPOrpamMMm. Jliobble M3SMEHEHNS HACTPOEK YCTPONCTBA LOSXKHbI
NpOn3BOAUTLCS C BEAOMA U cornacus nonb3osaTtens. Kpome Toro, y nonb3oBaTesns fomkHa 6biTb
BO3MOXHOCTb OTMEHUTb U3MEHEHNS.

3asBneHus, BBoasLme B 3abnyxaeHne

CKPVHLLIOTBI, 3Ha4YKK1, Ha3BaHUS, ONMCaHUS 1 APYTrMe MaTepuanbl MPUNOXEHNUS HE AOMKHbI COLEPXaTb
NOXHY!O UK BBOZALLYIO B 3abnyxXAeHne MHGopMaLIo.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HAPYLUEHUN:

+ OnucaHune GyHKLMIN NPUNOXEHNS BBOAUT B 3abMyXOEHNE UM HE COOTBETCTBYET
LEeNCTBUTENBHOCTU:

+ CornacHo onMcaHuio N CKPUHLLOTaM Urpa sIBASeTCS FOHKOW, O4HAKO B LeNCTBUTENBHOCTH
npencTaBnseT cobov rofoBOIOMKY U3 BI0KOB, B KOTOPOM UCMOMNb3YEeTCs KaPTUHKA MaLLWHbI.

+ CornacHo onucaHuo NPUNOXeHNe SBISETCS aHTUBMPYCOM, XOTS B AENCTBUTENIbHOCTU COLEPXKMUT
TOJIbKO PEKOMEHAALMM O TOM, KaK yAanaTb BUPYCHI.

+ B onucaHnv NpunoxeHus ykasaHbl HEBbINMONHUMblE GYHKLMUM (HanpuUMep, OTNyruBaHne HacCekoMbix),
[axxe ecnu ata MHpopmMaLma NpPeacTaBneHa Kak WyTKa UK Po3birpbiL.

« MpunoxeHne OTHECEHO K HeNpaBUbHOM KaTeropun (HanpruMep, MOXET BblTb HEBEPHO YKa3aHO
BO3PaCTHOE OrpaHuyeHue).

« MpunoxeHve CORepPXNT SBHO HELOCTOBEPHbIN KOHTEHT, CBA3aHHbIV C pe3ynbTaTamMu rofloCoOBaHMS
WIIN CNIOCOBHBIN NOBAUSTL HA €ro NpoLecc.

+ B onncaHumn npmnoxXeHns CofepXaTcs IOXHbIE 3asiBfIEHNS O TOM, YTO OHO CBSI3aHO C
rocyfapCTBEHHbBIMU YUpEXOEHNIMU, NPELOCTaBNAET rOCYAapPCTBEHHbIE YCNYT MW OKa3biBaeT
COLEeNCTBME B UX MOSTYYEHUN, MPU STOM NPUSIOXKEHME He BbiNo Hagnexawmnm obpasom ogobpeHo ans
3TUX Lenen.

+ MpunoxeHus, KOTOpble NOXHO NPEeACTaBMEHbI Kak 0dULManbHbie NPOAYKTbI APYroM KOMMNaHUN.
3anpeLliaeTcs UCMonb30BaTh Takne HasBaHus, kak "OT [Oumbl BunaHa", 6e3 COOTBETCTBYIOLWMX NPaB.

‘i. g L ea _ __{ln - SR



1. B npUnoxeHumn ykasaHbl CBS3aHHbIE C MEAULIMHON GYHKLMM (HanpuMep, IeYeHne paka), YTo BBOGUT
B 3abnyxpaeHue.

2. [ing npunoxeHns 3asBeHbl HEBbLIMOJSIHUMbIE GYHKLMM (Hanpumep, UCMoNb30BaHMe TenedoHa B
KauyecTBe ankoTecTepa).

HecaHKUNMOHMPOBaHHbIE U3MEHEHMSA HAaCTPOEK YCTPOUCTBA

3anpewiaeTca Ny6IMKoBaTh NMPUIOXEHUS, KOTOPbIE BHOCAT M3MEHEHWS B HACTPOMKM YCTPOMCTBA MK
Apyrve npunoxeHua 6e3 BefoMa 1 cornacusa nonbaosarens. K HacTpoikaM yCTpOMCTBa OTHOCATCS
napaMeTpbl CUCTEMDI U 6payaepa, 3aKnaaku, apnblkn1, 3HaYKN 1 BUAXKETbI I'IpI/IJ'IO)KeHI/IVI Ha rmaBHOM
aKpaHe.

Kpome Toro, 3anpelueHo yKa3aHHOE HIMXKeE.

. I'Ileno>KeHm|, KOTOPbIE NUSMEHAOT HaCTpOVIKVI nnn d)yHKLI,MVI yCTpOI‘/lICTBa C cornacug nonb3oBaTteny,
HO Takunm O6p830M, YTO 3TO HEeNb34 NIErko OTMEHUTb.

+ TpUNOXEHNS U COfepPXKaLLMECS B HUX OOBSBNEHNS, KOTOPbIE KakMM-NTM60 06pa3oM fOOaBNSIOT Ha
YCTPOWCTBO PeKIaMy WU CChINIKW Ha CEPBUCHI TPETHUX CTOPOH.

+ MNpunoxeHuns, KoTopble 06MaHHbBIM NyTeM NobyXAatoT NoNb30BaTeNs YAANaTb NN [EeaKTUBMPOBATb
nporpamMmbl Apyrux paspaboTunmkoB NMHGO N3MEHSATb HACTPOWKM YCTPONCTBA.

+ MpunoxeHus, KOTOpPbIe NPU3bIBAKOT NOMb30BAaTENEN YAANATb UM OTKOYaTh MPOrpPaMMbl APYrmxX
pa3paboTurKoB NMOO U3MEHATb HACTPOMKU YCTPOMCTBA. VICKNIoUEHNE COCTABASIOT NPUNOXEHWS,
obecneuvBatolme 6e30MacHOCTb YCTPONCTBA UM AaHHbIX.

NocobHuyecTBO HE[OBPOCOBECTHOM OEATENBHOCTHU

3anpetyaeTcs Ny6nMKoBaTh NPUIOXKEHUS, KOTOPbIE PACCYMTaHbl Ha UCMONIb30BaHNE B
HeoBPOCOBECTHLIX Liensax. Hanpumep, NpuioXeHns s co3naHns nacrnopToB U Apyrux
YAOCTOBEPEHUI IMYHOCTU, HOMEPOB COLMANIBHOrO CTPaXOBaHMS, [UMNIOMOB, KPEAUTHbIX KapT,
6aHKOBCKMX CYETOB 1 BOBUTENbCKUX NpaB. MHbOpMaLWs o NPUnoXeHn, ero HasBaHue, onucaHve, a
TaKXe N306paxeHNs N BUAEOPOSIMKM OOMKHbI COOTBETCTBOBATb €ro PeasibHbIM GYHKLUUSM U
cofepXaHuio, a caMo NPUIOXEHWE AOMKHO paboTaTh Tak, Kak 3TOro OXWAAET Nonb30BaTeNb.

[lononHUTesNbHbIe pecypcbl NPUNOXEHUS (HanpuMep, UrpoBble 06BEKTBI) MOTYT BbiTb [OCTYMHbI 415
CKauMBaHWs, TONIbKO €CM OHU HEOBXOLAMMbI 4151 UCNONb30BaHNS NPUNOXEHWS. [Py 3TOM OHM JOMKHbI
COOTBETCTBOBATb BCeM npasunam Google Play, a npunoxeHue fomkHO coobaTe NOb30BATENO
pa3mMep aTuX dannoB [0 Havana CKkauymBaHus.

3asBneHns 0 TOM, YTO MPUIOXEHWE CO3[,AHO AN PO3bIrPbILIEN U B APYrMX Pa3BrneKaTeNbHbIX Lensx, He
136aBnAoT PaspPaboTUMKOB OT OTBETCTBEHHOCTU U HEOBXOAMMOCTM COBNIOAATL HaLlW NpaBuma.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLIeHU:

« TprnoxeHus, KOTOpblE KOMUPYIOT UHTEPDENC APYTUX NPUNOXEHUN NN BEH-CaNTOB, YTOODI
06MaHOM MONyYNTb NEPCOHANbHbIE UMW YYETHbIE AaHHbIE.

« MpunoxeHus, B KOTOPbIX yKa3aHbl HEMPOBEPEHHbIE MW peanbHble afpeca, Homepa TenepoHOB 1
NOEHTUPMKALMOHHBIE [aHHbIe NMOAEN UM KOMMAaHWIN, PpasMeLLEeHHbIE 6e3 Cornacus TuX JIL, Uu
opraHusaumin.

« MpunoxeHus,, OCHOBHblE GYHKLMN KOTOPLIX MEHSIOTCSA B 3aBUCUMOCTM OT MEeCTa NPOXUBaHUS
nonib30oBaTeNs, NapamMeTpoB YCTPOMCTBA MW APYTUX AAHHbIX MOSIb30BATENS, €CIIN 3TN Pa3Nnuns He
yKa3aHbl B IBHOM BVAE B ONUCAHUM MPUSTOXKEHUS.

+ [pUNOXEHNs, KOTOPbIE CUIIBHO M3MEHSIOTCS B 3aBMCMMOCTU OT Bepcun 6e3 yBeaoMeHus
nonb3osatens (HanpuMep, B pasgene YTo HOBOro ) M O6HOBMEHWS ONUCAHWS.

« MpPUNOXeEHNS, KOTOPbIE N3MEHSIIOT UMW CKPbIBAIOT CBOM QYHKLMM BO BPEMS MPOBEPKMU.

+ MpunoxeHus, KOTOpbIe BbIMOMHAIT CKauBaHUE Yepes ceTb foCTaBku KoHTeHTa (CDN),
npenBapuTenbHO He coobLias Nonb3oBaTeNo pasMep ckaunBaeMblix Gansos.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru

MaHI/lI'IYJ'IMpOBaHMe MeONaKOHTEeHTOM

3anpeLleHo Ny6MKoBaTb NPUMOXKEHNS, KOTOPbIE CMOCOBCTBYIOT PACAPOCTPAHEHMIO JIOXKHOW UK
BBOZALLEN B 3abnyxaeHne nHbopmaumnm B Buae n3obpaxeHnn, aygmo, BUAEO Unu TekcTa. He
O0NYyCKakTCAa NPUNoXeHnd, pacnpocTpaHdowme 3aBeqoMOo NOXHblE NN BBOAALWLME B 3a6ny>K,u,eHV|e
n306paxeHuns, BUAEO UK TEKCT, KOTOPbIE MOTYT HaHECTU BPE[, B CBA3M C COBbITUSAMU, TPEBYIOWNMM
OENNKATHOrro OTHOLWEeHW, I'IOJ'II/ITVIKOPI, coumnanbHbiMK BOMpOCaMn 1 opyrmmm O6IJ.LeCTBeHHO 3HA4YMMbIMU
TemaMmu.

Ecnv npunoxeHve MaHUNyNnpyeT MeavMamaTepranaMm U MU3MEHSIET COLEPXKALLYIOCS B HUX
nHbOpPMaLMIO, BbIXOAS 38 PAMKU CITIOXMBLUMXCS CTAaHOAPTOB pefakTUPOoBaHUs BO n3bexaHne
HesICHOCTW 1nu Ans obecrneyeHns Ka4ecTBa, Bbl LOMKHbI IBHO COOBLMNTL 06 3TOM N OTMETUTb
N3MEHEHHBIV KOHTEHT BOASAHbIM 3HAaKOM (KOrAa nosib30BaTENO MOXET ObiTb HE MOHATHO, YTO
MaTepwuasbl U3MEHEHbI). VIcKoueHns MoryT 6biTb cienaHbl Ans TeM, NPEACTaBNSIOWMX OOLWECTBEHHbIV
MHTEpeC, a TakXXe OYEBMAHBIX MPUMEPOB CaTUPbl NV MAPOAUN.

BoT npuMepbl Hanbonee pacnpocTpaHEeHHbIX HapYLIEHUN:

* MpunoxeHus, KOTopble 4OOABNAOT N306paxKeEHNS 0BLLECTBEHHbIX AEATENEN Ha CHUMKN
LEMOHCTpPaLMI BO BPEMS BaXXHbIX MOMUTUYECKUX COBBITUN.

« punoxeHus, KOTOpble UCTONb3YIOT Ha cTpaHuuax B Google Play n3o6paxeHus 06LiecTBEHHbIX
pesTtenen unm MynsTUMegunHble MaTepuasbl C N306paxeHNeM BaXKHbIX COBBbITUN, YTOObI
NPOAEMOHCTPUPOBaTbL GYHKLMM, NO3BONFIOWMNE NUMEHATL MEANAKOHTEHT.

° anIJ'IO)KeHVIH, KOTOpPbIE€ USMEHAOT Me,D,I/Ia(baIZJ'IbI C UeNbo UMUTaUnM HOBOCTHbIX BblMYyCKOB.

a
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1) 3TO NPUNOXEHME USMEHSET BULEOKNUNMbI, UMUTUPYS BbINYCKM HOBOCTEW, @ TakxXe f06aBnseT B
KIMMbl U306PaXeHNS 3HAMEHUTOCTEN UM OBLLECTBEHHBIX AeaTenen 6e3 BOASHOro 3Haka.

Mpo3payHocTb NnoBeaeHUs

Monb3oBaTenam LOMKHO BbiTb MOHATHO, YTO AeNaeT Balle NPUoXeHne. He MCNonb3ynTe B HEM
CKPbITble, HEAaKTUBHbIE UM HE3a0KYMEHTMPOBAaHHbIE GYHKLMW. 3anpeLLeHo nbiTaTbcs nsbexaTb
NPOBEPKM MPUNOXEHUIN KakuMn-nnbo cnocobamu. Ytobbl obecneunTs 6€30MacHOCTb Nob3oBaTeNen,
LIeNIOCTHOCTb CUCTEMbI M COOTBETCTBME NPaBuUsiaM, MOXET NoTpeboBaTbca AOMNONHUTENbHAA
MHPOPMALMA O NPUIIOKEHUN.



NckaxkeHne dpakToB

MbI 3anpeLL,aemM NPUIoXeHUs N akKayHTbl Pa3paboTunKoB, KOTOPbIE:

BblaaroT cebs 3a Apyrnx nuy nnn gpyrne opraHn3aunmn, a Takxxe CKpbiBatOT NN NCKaXXatkoT CBOKO
OCHOBHYIO LeNnb nnn ceefeHna O Blliagenbluax;

* HaMepeHHO BBOAAT Mofb3oBaTenen B 3abnyxaeHve, HanpuMep CKPbIBAOT UKW UCKaXatoT
NMHbOPMALMIO O CTPaHE NMPOUCXOXAEHUS AW NPELOCTABAIOT KOHTEHT NOSb30BATENAM B APYryX
CTpaHax;

* COTPYOHMYAIOT C APYTMMU NPUIIOXKEHUSIMM, CanTaMu, pa3paboTumkaMm 1 akkayHTaMu B Liensx
COKpPbITUS 1nn danbcuPrkaLnm faHHbIX O NPUNOXKEHUM UM pa3paboTumke, a Takxke LpPYyron BaXHOM
nHbopmMaLMm (3TO OTHOCUTCS K KOHTEHTY, KOTOPbIN UMEET NOIMTUYECKYIO, COLMANTBbHYO UK
06LLEeCTBEHHYIO HAaNPaBEHHOCTb).

MNpaeuna Google Play B oTHOWweHUM uenesoro yposHsi API

YTo6bl 06eCneunTh 6e30MacHOCTL NONb30BaTENEN, AN BCEX NpunoXxeHun B Google Play
HeobX0AMMO YyCTaHOBUTL Chneaytolne Lenesble ypoBHu API:

OGHOBNEHUS U HOBblE MPUIOXEHUS [OMXKHbI MICNONb30BaTb ypoBeHb Android API He Hinxe
BbINYLLEHHOrO B TEYEHME rofa nepes BbIXO[OM nocrefHen ocHoBHoln Bepcun Android. Mybnukaumns B
Play Console npunoxeHuin n 06HOBNEHNI, KOTOPLIE HE YAOBNETBOPAIOT 3TOMY TpeboBaHuio, byaeT
OTKJIOHEHa.

Pa3meweHHble B Google Play npunoxxeHus, ons KOTOpbIX He BbiMyCKalOTCAd OOHOBNEHUS 1 B
KOTOPbIX YCTaHOBIIEH YpoBeHb API HXKe onyBnnKOBaHHOIO B TEYEHME ABYX NET NepPeq BbIXOLOM
nocrnepgHen ocHoBHon Bepcun Android, 6ynyT He[OCTYMNHbI HOBbIM MOSIb30OBATENSAM Ha YCTPOMCTBAX C
6onee nosgHuMK Bepcusmm OC Android. Te, KTO paHee ycTaHaBMBan Takune npunoxexus ns Google
Play, cMOryT HaxofuTb, NepeycTaHaBANBaTb M UCNOMb30BATb UX HA YCTpoNCTBax ¢ ntobon sepcuent OC
Android, nogaep>XxnuBaemMon NpUIoXKXeHNEM.

TexHUYeckne pekoMeHAaLUmnm 0 TOM, Kak NePenTn Ha HOBbIN LieneBon ypoBeHb APl B COOTBETCTBUM C
TPebOBaHNAMY, MOXHO HAUTU B HALLEM PYKOBOLCTBE

O TOYHbIX CpoOKax 1 cnyyaax-ncknto4yeHnax pacckasaHo B aToN cnpaBquoﬁ CTaTbe

TpeboBaHus kK SDK

Pa3paboTumnku NpUNOXKEHNI YaCTO UCMOMb3YHOT CTOPOHHUI Kog, (Hanpumep, SDK), uTobbl
WHTErprvpoBaTh BaXKHble GYHKLUM 1 CEPBUCHI B CBOM NPOAYKTbI. Bkntouas SDK B npunoxeHue, BaxHO
ybenmTbCs, 4To 6E30MacHOCTb NOJSIb30BATENEN He MOCTPAAAET U B KOLE HE MOSABATCS HOBblE
ySI3BUMOCTW. B 3TOM pa3pene Mbl 06bICHUM, Kak HEKOTOPbIE U3 HALWMX aKTyasnbHbIX TPE6OBaHWUM K
KOHdUAEHUMaNnbHOCTH 1 6e30MacHOCTH NPYMEHSIOTCS B OTHOLWEHMU SDK 1 kaknuM 06pa3oM OHM
LOJIXHbI MOMOraThb pa3paboTumkam 6e30nacHoO UHTerpupoBaTb SDK B NpunoxeHus.

Ecnu Bbl xOTHTE f06aBUTL CTOPOHHUI SDK, TO fOMXKHbI YOEAUTLCS B TOM, YTO €ro KOf, 1
peann3oBaHHblE B HEM MPOLLECChI He HapyLwatoT MpaBuna NporpamMmbl Ans paspaboTynkos
npunoxeHuin B Google Play. BaxxHo 3HaTb, kak SDK B npunoxeHun obpabaTbiBatoT NOfb30BaTENbCKME
AaHHble. Kpome Toro, cnefyeT NOHMMaTh, Kakne paspeLlleHns OHM UCNOMb3yIoT, Kakue CBEAeHUS
cobupatoT 1 noyemy. NMomMHUTE 0 TOM, UTO cb6Op N 06pPaboTKa NONb3OBATENBCKMX AaHHbIX CO CTOPOHbI
SDK [omXHbl COOTBETCTBOBATb NOMNTUKE MPUIIOXKEHMS.

YT06bI HE JOMYCTUTbL HAPYLWEHWI, U3YYnUTE BECb TEKCT CleayoWwmx Npasun u obpaTnte BHUMaHWE Ha
aKTyasnbHble TPE6OBaHNA B OTHOWEHUN SDK, KOTOpble NPUBEAEHbI HUXE.

I1paBm1a B OTHOLUEHUM nosib3oBaTesiIbCKUX AaHHbIX


https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://support.google.com/googleplay/android-developer/answer/11926878
https://support.google.com/googleplay/android-developer/answer/11926878

K BaHHbIM NONb30BaTEeSs OTHOCATCS CBEAEHUS, NPELOCTABMIEHHbIE UM, @ TAKXKe MOJTyYEHHbIE B X0
ero paboTbl, B TOM uncne nHbopmaums ob yctponctee. O6g93aTenbHO COOBLUTE, KaK U A5 YEro Bbl
byneTte cobupaTtb, 06pabaTbiBaTh 1 MCMONb30BaTh 3TN AaHHbIE, @ TakXe NonyyaTb U NPefoCTaBNsATb K
HWMM gocTyn. Micnonb3oBaTh Takyto MHGOPMAaLMIO B LENSX, O KOTOPbIX Bbl HE 3asBUM, 3aMPELLEHO.

Ecnv B BalweM NpUIOXeHUM NCNONb3yeTCs CTOPOHHMI Kog, (Hanpumep, SDK), ybeantech, YTo OH caM t
peann3oBaHHble B HEM NpoLecChl 06paboTKM NONb30BaTENbCKMX AaHHbIX COOTBETCTBYIOT [paBunam
nporpammbl 4fig pa3paboTunkos npunoxeHmin B Google Play, B ToMm uncne TpeboBaHuaM 06
MCMONb30BaHUM 1 PAaCKPbITUM MHPOPMaLMK. Hanpumep, Bbl LOMKHbI YAOCTOBEPUTHCS, YTO MOCTAaBLLUK
SDK He npopaeT fnyHble U KoHbUAeHLManbHblE AaHHbIE NOMb30BATENS, NOJYYEHHbIE 13 BaLLEro
MPUNOXeHNs. TO TpeboBaHVE MPUMEHSIETCS BHE 3aBUCHUMOCTU OT TOrO, Kak ByayT nepenaHsl
nosib3oBaTeNbCKME [aHHbIe: MOCNE OTNPABKN Ha CepBep WU B pe3ynbTaTe BHeAPEHUS CTOPOHHEro
KOL,a B Balle NPUIIOXeHUE.

JInyHbIEe M KOHd)MHeHLlMaﬂbeIe nosnb3oBaTesibCKue gaHHbie

OrpaHunyMBanTe JOCTYM K IMYHBIM 1 KOHUAEHLMANbHBIM NOSIb30BaTENBCKUM AaHHbIM, MOMYYEeHHbIM Yepes
NPUIoXeHue, a Takxe nx cbop, NCnonb3oBaHve 1 Nnepegavy. AT [ENCTBUS [ONYCKAOTCS TONbKO 4
npepocTaBneHns GyHKLUMIA CEPBUCA UN NMPUIIOXEHUS, @ TakXe B LieSiX, COOTBETCTBYIOLWUX NPaBuiaM U He
HapyLaLmx 060CHOBaHHbIE OXWAAaHWS NOJIb30BATENEN.

o [IpMNoOXeHUs, NCNoNb3yoLmeE NINYHbIE U KOHd)VIJJ,eHLl,VIaJ'IbeIe nonib3oBaTeNIbCKME OaHHble A4 NoKa3a
pexknambl, OKHbI COOTBETCTBOBATb NpaBuiam Google Play Nno pasMeLLeHNIo peknambl.

Bce nuuHble 1 KoHUAEHLManbHble AaHHbIe NoNb30BaTeNen fOMKHbI 06pabaTbiBaTbCs 6e30MnacHbLIM 06pa3oMm, B
TOM YKMChe C NPUMEHEHNEM COBPEMEHHbIX METOLOB WMbPOBaHUS, Hanpumep npotokona HTTPS.

Mpexnae Yem NCnonb3oBaTb faHHble, LOCTYN K KOTOPbIM PEryNnpyeTcs paspeleHnamm Android, npunoxeHve
LOMKHO 3aNpOCUTb AVHAMUYECKOE paspeLueHne (BCEraa, KOraa aTo BO3MOXHO).

I'Ipona)Ka JNIUYHbIX U KOH¢MneHL|,VIaJ1beIX noJsib30BaTe/IbCKUX AaHHbIX

He npo,u,aBalZTe JINYHbIE U KOH¢MJJ,GHLLMaﬂbeIe nonb3oBaTeNbCKMe OaHHblE.

« [popaxa noppasymeBaeT nepepady MHGopMaL My TPETbUM NMLLAM UM OBMEH €10 C LIENbIO NOJTyYeHus
[EHEXHOro [OXoAa.
« Ecnv cBoW NMYHbIE 1 KOHOMAEHLUMaNbHbIE faHHbIe NepefaeT caM Nosb3oBaTeslb, 3TO HE CUMTAETCS NMPOAAXKEN.
MpyMepbl TakMxX CUTYaLWI: B MPUNOXEHUU eCTb GYHKLMA ANg nepenaun Gannos TPETbUM IULAM; NPUIOXEHWE
npefHa3HaYeHo As NPOBEAEHNS HAYYHbIX UCCNIEA0BAHUI, U AaHHbIE OTNPABSIOTCS B 3THX LiENsX.

PaCKprTMe MH¢OpMaL|VIM U paspelieHne Ha ucnosibsoeaHme gaHHbIX

Ecnu Balwe npunoxeHve cobrpaeT, UCNonb3yeT, NnepefaeT NMYHble 1 KOHGMAEHLMaNbHbIE NOSIb30BaTENbCKME
LaHHble UNK NoslyyaeT JOCTYN K HUM B LEENsIX, KOTOPbIE MOryT He COOTBETCTBOBaTb 06OCHOBAHHbLIM OXMAAHNSM
nonb3oBaTenien ot NnpoaykTa unmn dyHKLMKN, HeobxoanMo cobnopath TpeboBaHMS K PackpbITMIO MHPopMaL K 1
MONyYeHUIO paspeLleHns Ha MCMONb30BaHME AaHHbIX, YKa3aHHble B MPaBuiax B OTHOWEHMMN TaknuX AaHHbIX.

Ecnu B BalweM NpunoXeHUM NPUMEHSIETCA CTOPOHHUIA Kog, (Hanpumep, SDK), npepHasHauyeHHbIN ansg cbopa NNYHbIX
1 KOHGUAEHLMANbHbIX NOMb30BATENbCKMX faHHbIX, Bbl AOMKHbI NPEfOCTaBUTb LOCTATOYHble A0Ka3aTeNbCTBa TOro,
YTO NPUSTOXEHNE He HapywaeT TpeboBaHus N3 pasgena "PackpbiTue nHGopMaLMM 1 paspeLieEHNE Ha
Mncnonb3oBaHue ,IJ,aHHbIX“ HaCTOoAWMX npaBul. I‘IpvmoerMe AO0J/MHKHO COOTBETCTBOBATb, B YACTHOCTU, MOMOXEHUAM O
LOCTyne K AaHHbIM, UX c60pe, NCMONb30BaHMM U Nepefaye ¢ NOMOLLbI0 CTOPOHHEro koaa. [lokasaTenbcTea
HeobXoMMO OTMPaBUTb B TEYEHME ABYX HEAENb UMW APYroro nepuopa (ecnm oH ykasaH) nocne nosnyyeHuns sanpoca
o1 Google Play.

O6s3aTenbHO YAOCTOBEPLTECH, YTO B CTOPOHHEM Kofe (Hanpumep, SDK) He HapyllaloTCcs NpaBuia B OTHOLLIEHUM
MOMb30BaTENbCKMX JaHHbIX.

C 6onee noppobHoM nHGopmaLmen o TPeboBaHMAX K PACKPbITMIO MHOPMaLLMKM 1 NMOMYYEHUIO cornacus
nosb3oBaTeNe MOXHO 03HAaKOMUTLCS B CNPaBOYHOM LiEHTpPE.

MpuMmepbl HapylLueHuiA, Bbi3BaHHbIX NpuMeHeHneM SDK

« MMpunoxexue ncnonbayet SDK, KOTOPbIN COBUPAET NMUHbIE U KOHOUAEHLMANbHbIE MONb30BATENbCKME AAHHbIE U
He 06pabaTbiBaeT KX COrMacHO NpasuiaM B OTHOLIEHUM MOMb30BATENbCKMX AaHHbIX, TPEBGOBAHMAM K PaCKPbITUIO
MHbOPMaLMM 1 Pa3PELLEHMIO Ha UCTIONb30BaHME AaHHbIX, a TakXe TPeboBaHWIM B OTHOLEHMM [OCTYNa K
LaHHbIM 1 Ux 06paboTke (BKoYas 3anpeT Ha NPoJaxy).


https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/11150561

« B npunoxexue nHTerpmposaH SDK, KOTOPbI COBMPAET INYHbIE 1 KOHUIAEHLMANbHbIE NOMb30BaTENbCKME
LaHHbIE MO YMONYaHUIO, UTO HapyLWaeT TPE6OBaHNS HACTOALWMX MPABUI B OTHOLWEHWUW NOMYYEHUS cornacus
ronb3oBaTenen 1 packpbiTvs MHoOPMaLMN.

[Lng NpunoxeHus 3asBneHo, YTO OHO COBMPAET NNYHbIE U KOHPMAEHLMANbHbIE NONb30BATENBCKNE AaHHbIE
TONbKO Anst obecneyeHns paboTbl GyHKLMN, 3aLLMLLAIOWMX OT MOWEHHNYECTBA M 3/10ynoTpebneHunin, Ho SDK
Takxe nepepaeT cobpaHHble faHHble TPETbUM NNLAM B PEKIaMHbIX LENax U A1 aHaIUuTUKK.

Mpunoxexue copepxut SDK, KOTOpbIi NepefaeTt ceefeHns 06 yCTAaHOBEHHbIX MakeTax C HapyLeHUeM
peKkoMeHAaLMN No PackpbITUIO MHGOPMaLMK M/Mn TpeboBaHUI NOANTUKM KOHOUAEHLMANBHOCTY.

+ O3HAKOMbTECH C NPaBUIaMu B OTHOLIEHUU HexenaTenbHoro MO Ans MOBUNbHBIX YCTPONCTB.

JononHuTtenbHble Tpe60BaHUS B OTHOLWIEHUM AOCTYNa K JIMYHBIM U KOHPUAEHLUATIbHBIM
OaHHbIM

B Tabnuue Huxe npepcTaBneHbl Tpe6oBaHMS K onpenesieHHbIM GYHKLMOHANbHBIM OCOBEHHOCTSM NPUTOXEHUI.

dyHKUMOHaNbHasA 0CO6EHHOCTb Tpe6oBaHusa

Mpunoxenne cobupaeT nin CBA3LIBAET  MocTOAHHbIE MAEHTUUKATOPLI YCTPOICTBA HE [OMKHbI GbITh CBA3AHDI

NOCTOSIHHbIE MAEHTUUKATOPSI C JINYHBIMM M KOHOUAEHLUMANbHBIMW [AaHHBIMM NONbL30BATENS U CO
ycTpoiicTs (Hanpumep, IMEI-kogbl, cbpacbiBaeMbIMU MAEHTUDMKATOPAMK YCTPOWCTB, 33 UCKITHOYEHUEM:
Homepa IMSI, cepuitHble Homepa SIM-

KapT U T. &) » TenepoHHOW CBSA3U C NoMoLbio SIM-kapTbl (Hanpumep, AN 3BOHKOB

no cetu Wi-Fi yepes onepatopa cBa3u);

¢ KOpnopaTtunBHbIX I'IpVIJ'IO)KeHVIl‘/’I AONng ynpasneHuna yCTpOl‘/’ICTBaMI/I,
MCNONb3yeMbIX B pexmnme Bnagenbua.

B aTnx cnyyaax pa3apaboTynk JONXKeH sBHbIM 06pa3oM coobLWmnTb
Nosb30BaTENIIM O TAaKOW CBA3M B COOTBETCTBUM C Npasuiamy B
OTHOLIEHMY MOSb30BATENbCKMUX AaHHbBIX

NHbopMaumio 06 anbTepHATUBHbIX YHUKANbHbIX MAEHTUdMKATOpax
MOXHO HaNTW Ha 3TOW CTPaHuLLe

JlononHuTenbHble PeKOMeHAALIMM MO UCMOMb30BAHMIO PEKNaMHbIX
naeHtndukatTopos Android nprBefeHbl B MpaBuiax pasmeLleHns
peknambl

MpunoxeHue npegHasHa4yeHo Ang fgeter B npunoxeHns paspeweHo BkoYaTb Tonbko SDK, koTopble npowunu
CaMOCTOSATENbHYIO CepTUdUKALIMIO 4SS UCMONBb30BaHNS B CEPBUCAX,
npenHa3HaveHHbIX ansg geten. O3HaKOMBTECH C MOJIHOM BEPCUEN
npaBun u TpeboBaHUin MNporpamMmMbl CaMoCTOATENBHON cepTUdmKaLmmn
peknaMHbix SDK B NpunoxeHusx Ais BCEN CEMbMU.

MpuMepbl HapyLleHUI, Bbi3BaHHbIX NpuMeHeHueM SDK
« MpunoxeHne ncnonb3yet SDK, KoTopbIn cBa3biBaeT ngeHTndukatop Android v faHHbIe O MECTOMONOXEHNW.

« MpunoxeHne paboTaeT ¢ SDK, KOTOpPbIA CBA3bIBAET peknamHbli naeHTudmkaTop Android ¢ NOCTOSIHHBIMM
MAEHTUGUKATOPaMM YCTPOMUCTBA B PEKAMHbIX LENAX UMW AN aHANUTUKW.

» B npunoxeHune nHterpuposaH SDK, KOTOpbIN CBA3bIBAET peknaMHbin uaeHtudukatop Android c appecom
3NEKTPOHHON MOYTbI B LEENSX aHaNUTUKN.

Paspen 6e30onacHOCTY faHHbIX

Kaxpoe npunoxeHue [OMKHO COAEpXaTb pasfen 6e30MacHOCTY AaHHbIX, B KOTOPOM MOHSTHO M TOYHO OMUCAHO,
Kak cobupaloTcs, UCMONb3YIOTCS U NePEfatoTCs NoNb30BaTENbCKME AaHHbIe. STO TaKXKE OTHOCUTCS K AaHHbIM,
KoTOpble cobupatoTcs 1 06pabaTbiBalOTCS Yepes CTOPOHHUE BubnmnoTekn nnm SDK, ncnonb3yemble B MPUNOXEHUSX.
Pa3paboTumk HECET OTBETCTBEHHOCTb 3@ TOYHOCTb M aKTyaflbHOCTb Takon nHdopMauun. CBefieHns B 3TOM pasaene
LOMKHbI COOTBETCTBOBATb TOMY, YTO YKa3aHO B MOMUTMKE KOHOUAEHLMANBHOCTU NPUIOXKEHUS (ECNN MPUMEHNMO).

M3yunTte pononHMUTENbHYO MHGOPMALMIO O TOM, Kak 3amnofHUTb pasfen 6e30nacHOCTU AaHHbIX, B CpaBoYHOM
LieHTpe.

O3HaKOMbTECH TaKXXe C MOJSIHOM Bepcmeﬁ npaBuia B OTHOWEHUM NONb30BaTENIbCKUX AaHHbIX.


https://support.google.com/googleplay/android-developer/answer/9859455?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://support.google.com/googleplay/android-developer/answer/10144311

MNpaBuna ncnonb3osaHus paspeweHnn n APl ¢ pocTynom K KoHpuaeHunanbHoOn
nHdopmMauum

3anpochkl Ha NpefoCcTaBleHMe pa3peLleHin 1 ucnonb3oBaHne API, KOTopble NOMyYaloT [OCTYN K
KOHPUAEHLManbHOM MHPOPMaLMK, LOMXKHbI ObITb MOHATHLIMKU AS NOb30BaTENen. 3anpawmnBaTb
paspelleHns 1 ncnonbaosatb API, KOTOpble NoNy4YatoT JOCTYN K KOHUAEHUNANBHON MHPOPMaLIUK,
MOXHO TOMbKO B TOM Cly4Yae, eC/in OHN HEOBXoAUMbI Af1s PaboThl yXXe BHEAPEHHbIX YHKLMIN U
CEpPBUCOB, OMUCAHHBIX Ha CTpaHULEe npunoxeHus B Google Play. Henb3sa ncnonb3oBaTh paspeLeHus 1
API, npepocTaBnsiowme [OCTYN K aHHbIM NMONb30BaTENS UM YCTPOWUCTBA, ANS GYHKUUIA UK Lenen,
KOTOpble HE OTMEYEHbI B ONUCAHNUKN NPUIOXKEHUS, HE Peann30BaHbl UKW HE Pa3peLLeHbl. JIYHbIE nnn
KOHOUAEHLMaNbHbIE AaHHbIE, NOMyYeHHbIE C pa3peLleHs NoNb30BaTENS UK NPU NOMOLLM Takux API,
Henb3a NpofaBaTh M NepefaBaTh C LeNbio NOCEAyoWen NPORaXn HN NPU Kaknx o6CToaTenbCcTBax.

O3HaKOMBTECH C MOJSIHOM BEPCUEW NPaBUI UCMONb30BaHWS pa3pelleHnit 1 APl ¢ [OCTynoM K
KoHdUaeHLManbHom nHdopmalmn.

MNpuMepbl HapyLweHWUi, Bbi3BaHHbIX NpUMeHeHueM SDK
+ B npunoxeHue nHterpmpoBaH SDK, KOTOpbI 3anpalimMBaeT f4OCTYN K AaHHbIM O MECTOMONOXEHUN B
GOHOBOM pexume Lns 3anpeLLeHHbIX NN HE3ASBIEHHbIX Lienew.

« Mpunoxexue ncnonbayet SDK, koTopbin 6e3 cornacua nonb3osatensa nepepaet IMEI-kop,
MOMyYeHHbIN ¢ NOMOLLbIO pa3pelieHus read_phone_state B Android.

MNpaBuna B oTHOWeEHUM BpegoHocHoro MO

OCHOBHOM NpMHLMM NpocTon: akocuctema Android, Bkntovatowwas Google Play n yctponcTaa
nosb3oBaTenNen, He JONXKHA NOABEPraThbCs BO3AENCTBUIO BpefoHocHoro MO. PykoBOACTBYSCH UM, Mbl
cTapaeMcs genatb akocucteMy Android 6e3onacHon gns nonb3oBaTenen u ux yctponcts Android.

BpepoHocHbIM MO cumTaeTcs ntobow Ko, KOTOPbI MOXET NPeacTaBAsaTb yrpo3y AJid Nosib3oBaTens, a
TaKXe ero AaHHbIX Unv yCTPonCcTB. Hanpumep, K BpegoHOoCHOMY MO 0THOCSTCS NOTEHLMANBHO
onacHble npunoxenus (MOM), a Takxe UcnonHseMble Gansibl U MogndUukaumm GperiMBOpPKOB,
OTHOCSILLMECS K TAaKUM KaTEropusM, Kak TPOSIHCKME NPOorpammbl, GULLMHIOBOE 1 WwrnoHckoe MO. Mbl
NOCTOSHHO OBHOB/SIEM 3TOT CNUCOK U [,06AaBNSEM HOBbIE KAaTEropum.

AT NpaBusia Takxxe NPUMEHSIOTCS K CTOPOHHEMyY kody (Hanpumep, SDK), KOTOpbIV BKITOYEH B
NpUNoXeHue.

O3HaKOMbTECH C MOJIHOM BEPCUEN NpaBui B OTHOLLEHMN BpefgoHocHoro MO.

MNpuMepbl HapyLweHui, Bbi3BaHHbIX NpuMeHeHueM SDK
« MpunoxeHue cogepXxunt 6ubnnotekn SDK oT NOCTaBLLMKOB, pacnpocTpaHsaowmnx BpegoHocHoe MO.

« MpunoxeHne HapyllaeT Mofenb pa3peleHnin Android nnv KpageT yyeTHble AaHHble (Takue, Kak
TokeHbl OAuth) 13 gpyrux NpUNoXeHn.

« MpunoxeHns 3n10ynoTpebnsoT dyHKLUUAMY, YTOObI NPENSTCTBOBATb YOANEHUIO UM OCTAHOBKE.
« MpunoxeHune oTtknovaet SELinux.

« MpunoxeHune ncnonbayeT SDK, KOTOPbIN HapyLwaeT Mogenb paspeleHunin Android, nonyyas
MOBbILLEHHbIE NPUBUNETUM AN HE3aSBIIEHHON Lienu 6rarogaps LOCTYNY K LaHHbIM YCTPONCTBA.

+ Mpunoxexue cogepxunt SDK ¢ KOROM, KOTOPbLIN 06MaHHbBIM MyTEM 3aCTaBfseT NONb30BaTENEN
npuobpeTaTb NOLMNUCKU UM OMNAYMBaTh KOHTEHT Yepes onepaTopa MOHUIbHOW CBA3N.

MpunoxeHns, KOTopble 6e3 pa3peLleHns Nob30BaTENs NOMYYatoT root-[0CTYN Yepes NoBblleHNe
NPUBUNErniA, OTHOCATCA K KaTeropun "MonydyeHune root-gocTtyna”.

LLnuoHckoe NMNO


https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888380

lWnnoHckum MO HasbiBalOT BPe[OHOCHOE NPUIOXKEHWE, KO, UM NOBeAEeHNE, KOTOPbIe MO3BONSIOT
cobupaTb, NoNyyYaTb UM NepefaBaTh TPETbUM NIMLAM faHHbIe NONb30BaTENs UK YCTPOMUCTBA, KOrAa
3TO He CBA3AaHO C GYHKLUSAMM, COOTBETCTBYIOLLMMU NPaBUIaM.

K LLINNOHCKOMY MO Takxe oTHoCUTCA Bpeﬂ,OHOCHbIPI KOO nnun noseneHmne, KoTopble MOryT CYNTaTbCA
crnocobamu Cnexky 3a Nonb3oBaTeNem unm nony4yarT gaHHble HE YBEOOMIIAA €ro 1 He nonyyasa ero
cornacwums.

Bbl MOXETE 03HAaKOMUTLCS C MOJTHON BEPCUEN MPaBusl B OTHOLIEHUM WMOHCKoro MO.

HapylueHune npasBun B OTHOWEHNUM WwnnoHckoro MO 6yaeT cunTaTbes BbidaBaHHbIM SDK, B YaCTHOCTH, B
CNepyLmX crnyyasx:

* ecnv B npunoxeHun ucnonbdyetcs SDK, KOTOpbIN NepefaeT faHHbIe U3 ayaMo3anucei Unmn 3anncen
3BOHKOB, KOTfla 3TO He CBS3aHO C GYHKLUSAMM, COOTBETCTBYIOLWMMM NPaBuiaMm;

* €CNU B NPUIIOXEHNN UCTONb3YETCS BPELOHOCHBIN CTOPOHHMI KOf, (Hanpumep, SDK), koTopbii
nepenaeT AaHHbIE C YCTPONCTBA HEOXMIAHHbBIM [ MONb30BaTENs CNOCOBOM U/UN He YyBEROMIISAS
€ro 1 He nonyvas ero cornacus.

I'Ipaana B OTHOLLUEHUU HexenaTtenbHoro MO ansa MOBUIbHbIX YCTpOIZCTB

MoHaTHas $pyHKLMOHANbHOCTb U ABHOE pacKpbiTue uHpopMaLumm

Jio6on Kof [OMKEH UCNONHATL BCE, YTO 06eLLaHo Nonb3oBaTenNto. MNpUnoXeHns fOSKHbI BbINOMHATbL
BCe 3asB/IeHHble GYHKLNM 1 He JOSIKHbI BBOAUTbL NONb30BaTeNen B 3abNyXaeHue.

MpuMmepbl HapyLLeHuiA:
* MOLIEHHNYECTBO C PEKTaMON;

* CcOumnanbHag nHxeHepwus.

3awuTa nonb3oBaTeNbCKMUX AaHHbIX

MOHATHO 1 NMOAPOBHO PAaCcCKaXmTe O TOM, Kak MPUITOXEHWE NofyYaeT AOCTYN K JINYHBIM U
KOHOMAEHLMaNbHbIM AaHHbIM NMOMb30BATENS, KAk OHO UX COBUPAET, UCnonb3yeT 1 nepenaeT. MNpu
paboTe ¢ Takon MHPopMaLnen HeobxoanMMo cobIAaTb BCE NMPYMEHMMbIE MPaBUIa B OTHOLLIEHWN
MoSb30BaTENbCKUX AAHHBIX, @ TAKXXe NMPUHUMAaTb MePbl NPEROCTOPOXHOCTYN A8 3aLMUTbI STUX
cBefeHUN.

MNpuMepbl HapyLweHui:
+ cbop paHHbIX (WnroHckoe MO);

* HapyLleHUe OrpaHNYEHHbIX Pa3pPEeLIEHN.

O3HaKOMbTECH C MOJSIHOW BEPCUEW NPaBUi B OTHOLEHUM HexenaTesibHoro MO Ang MobUbHbIX
YCTPOWCTB.

MpaBrna B OTHOLWEHUM 3110ynoTpebneHnss pecypcamm yCTPOMUCTBaA U CETU

3anpeLatTcs NPUIoXeHNs, KOTopble HapyLatloT paboTy YCTPOWMCTBa NONb30BaTeNd, APy X
YCTPOWCTB, KOMMbIOTEPOB, CEPBEPOB, ceTen, APl unu cepBucos (BktoYas gpyrue npunoxeHns Ha
YCTPOWCTBE, cepBuchl Google 1 ceTu onepaTopoB CBA3M), @ TakxXe BMELUMBAIOTCS B UX paboTy,
NoNyyYyatT HECAHKLMOHMPOBAHHbIN [OCTYM K HAM WY BPERSAT MHBIM 06Pa30oM.

MpUNoXeHUs UM CTOPOHHUIA Kof, (Hanpumep, SDK), ncnonbaytoLmne MHTEPNPETUPYEMBIE A3bIKU
(JavaScript, Python, Lua v T. fi.), KOTOpble 3arpyatoTcsa BO BpeMsi paboTbl (a He 3arpy>eHbl B
NPUNOXEHNE N3HAYaNbHO), HE AOMKHbI HapyLWaTb npasuna Google Play.

3anpeLLeHo UCMonb30BaTb KOA, KOTOPbIN CO3AaET MU UCMONb3YET YSI3BUMOCTM 6E€30MaCHOCTU.
MHbopMaLms 0 caMbix akTyasbHbIX NPobremMax 6e30MacHOCTU COQEPXMTCS B Halen [MporpamMme
NoBbILLEHNS 6E30MACHOCTU NPUIOXEHWUI AN Pa3paboTUMNKOB.


https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/google/play/asi.html#campaigns

O3HaKOMbTECH C MOJIHOW BEPCUEW NPaBUI B OTHOLLEHUY 3110yNOTPebNeHNs pecypcaMmu yCTPOMUCTBa U
cetu.

MpumMepbl HapyLlLieHuiA, Bbi3BaHHbIX NpuMeHeHneM SDK

« MpunoxeHne NpefocTaBnseT yCnyr NpoKCu-cepsepa TPETbMM NMLaM (KpoOMe criyyaes, Korga a1o
SBNSIETCS OCHOBHOW bYHKLMEN NPUMOXKEHUS).

+ B npunoxeHune nHterpuposaH SDK, KOTOpPbIN CKayMBaeT UCTIONHAEMbIN kof, (Hanpumep, DEX-dannbl
WITN HAaTUBHbIN ko) He u3 Google Play.

+ B npunoxeHune nHterpuposaH SDK, KOTOpbIn copep>ut komnoHeHT WebView ¢ nuHtepdericom
JavaScript, 3arpyxatowmnii HeHafeXHbl BE6-KOHTEHT (Hanpumep, URL ¢ npoTokonom HTTP) nnn
HenpoBepeHHble URL, NofyyeHHble 13 HeHaAeXHbIX MCTOYHMKOB (Hanpumep, URL U3 HeHagexXHbIX
06beKTOB Intent).

+ B npunoxeHvie nHterpuposaH SDK, KOTOPbI COAEPXMUT KOf, UCMOSb3yeMbIN At OOHOBNEHNUS
cobcTBeHHoro APK.

+ B npunoxerue nHterpmposaH SDK, KOoTopbin ckaumBaeT daiinbl Yepes He3alMLeHHOe COeANHEHNE,
ueM nofBepraeT pUcky 6e30nacHOCTb NOSb30BaTENS.

- B NPUNOXEeHUN NCNONb3yeTC4 SDK ¢ kogom, KOTOprM no3BONFET CKaymMBaTb UM YCTaHaBIMBaATb
NPUNoOXeHna N3 Hen3BeCTHbIX MICTOYHUKOB BHE Google Play

+ B npunoxexue nHterpmpoaH SDK, KOTOPbIN MCNONb3YET akTUBHbIE CIyX6bl 6€3 060CHOBAHHOWM
MPUYMHBI.

+ B npunoxexune nHterpuposaH SDK, KOTOPbIN MCMONb3YET akTUBHbIE CNYXObl B LENsX,
COOTBETCTBYIOWMX NpaBuiaM, Ho He 06bsBNEH B daline MaHudecTa.

I1paBm1a B OTHOLWIeHUM BBeAeHUa B 336.I1Y)K,U,eHMe

Mbl 3anpeltaem ny6amMkoBaTh NPUIOXKEHUS, KOTOPbIE MbITaOTCA BBECTY NONb30BaTeNel B
3a6nyXAeHNe Unm cnocobCTBYOT HeLOOPOCOBECTHON AeATENbHOCTH, BKIOUAs MPUNOXEHNS,
3asBneHHble GYHKLMM KOTOPBIX HEBO3MOXHO Peann3oBaTh Ha yCTponcTee. MHbopmaums o
MPUNOXEHUM, ErO ONUCaHME, a Takke GOTO U BUAEO AOMKHbI COOTBETCTBOBATL €r0
byHKUMOHANBHOCTU. MPUNOXEHNS HE LOMXKHbI UMUTUPOBATb GYHKLM UK NpefynpexneHuns
OnepaLMoHHON CUCTEMBI U APYTUX MPOrpamMM. Jliobble M3MEeHEHUS HAaCTPOEK YCTPONCTBA JOMKHbI
Npov3BOLAMTLCA C BEAOMA M Cornacus nonb3osaTend. Kpome Toro, y nonb3osatens fomkHa 6biTb
BO3MOXHOCTb OTMEHUTb U3MEHEHMS.

O3HaKOMBTECH C MOJIHOM BEPCUEW NMPaBUI B OTHOLIEHUY BBEOEHNWS B 3a0yXAEHNE.

MpospayHocTb NoBeaeHUs

Monb3oBaTenaM LOMKHO BbiTb MOHATHO, YTO AeNaeT Balle NpuUoXeHne. He UCNonb3ynTe B HEM
CKPbITbIe, HEAKTUBHBIE TN HE3AJOKYMEHTUPOBAHHbIE GYHKLMN. 3anpeLLeHo NbiTaTbes N3bexaTb
NMPOBEPKM MPUSIOKEHUIN KakuMn-nnbo cnocobamu. Ytobbl obecrneunTs 6€30MacHOCTb NOIb30BATENEN,
LIeNIOCTHOCTb CUCTEMBI U COOTBETCTBUE MPaBUIaM, MOXET NOTPeboBaTbCs AONOMHUTENbHAS
nHbOopPMaLMS O MPUSTOXKEHUN.

Mpumep HapylweHus, CBA3aHHOro ¢ npuMeHeHneM SDK

+ B npunoxexue nHterpmposaH SDK, No3BoASOWMN M36eXaTb NPOBEPKN NMPUNOXKEHWNN.

Kakue npaesuna Google Play gns paspa6oTumkoB 06bI4HO CBSi3aHbl C HAPYLIEHUSAMM,
Bbi3BaHHbIMU NpuMeHeHueM SDK?

YOoCTOBEPLTECH B TOM, YTO BECb CTOPOHHUI KOf, KOTOPbIA UCMONb3YeT Balle NPUIOXEHNE,
cooTBeTCcTBYET 1paBmnamM nporpammbl ans paspabotyumkos B Google Play. 1ng atoro nsyymte
cnegylme Mmatepuansi:

° I'Ipanma B OTHOLWIEHUN NONb30BaTEJIbCKUX OaHHbIX

« PaspelweHuns n APl ¢ [OoCTynoM K KOHPUAEHLMansHou nHdopmMaLmm


https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.

+ MNpaBuna B OTHOLEHUN 3110yNOTPEBNEHNS pecypcaMmn YCTPOMCTBA U CETU

+ BpepoHocHoe MO

+ HexenatenbHoe MO ang MobunbHbIX yCTPOMCTB

+ [porpamMma caMoCTOATENbHON cepTudUKaLmMm pekiaMHbix SDK B MPUNOXeHUaX AN BCe CeMbu
+ paBuna pasMeLleHns peksiambl

+ BBepeHue B 3abnyxpaeHve

« MpaBuna nporpamMmbl Ans pa3paboTymkoBs npunoxeHn B Google Play

Bblwe nepeuncneHbl npaeuna, KOTopble He cobtogatoTcs vale Bcero. OoHaKo 13-3a HEeHaLeXHOro
koga SDK Balue NpunoxeHne MOXeT HapyLWWTb U Opyroe NpaBuio, He BOWefLee B 3TOT CMUCOK.
M3yyanTe npasuia NofHOCTLIO U CNEaMTe 3a MX OBHOBNEHUIMU. Begb MMEHHO pa3paboTumk
NPUNOXEHNS HECET OTBETCTBEHHOCTb 3a TO, YTo6bl SDK 06pabaThiBanyt faHHbIE NPUIOXEHNS B
COOTBETCTBUM C NMPaBUIaMu.

MoapobHy NHOPMALMIO MOXHO HalTK B HaleM CrpaBoYHOM LiEHTpE.

BpepgoHocHoe MO

OcHoBHOW NpuHUMN npocTom: akocucTeMa Android, Bkntouatowas Google Play n yctponcTsa
rnonb3oBaTenewn, He LOMKHa NOLBEpPraTbCa BO3AENCTBUIO BpeLOHOCHOrO MNO. PyKOBOACTBYSCb UM, Mbl
cTapaeMcsd genatb akocucteMmy Android 6e3onacHon ans nonb3oBaTenen u ux yctponcts Android.
BpepoHocHbIM MO cunTaeTcs ntobon Ko, KOTOPbI MOXET NPEACTaBNATb Yrpo3y Afd Nosnb3oBaTens, a
TaKXe ero faHHbIX UK ycTponcTs. Hanpumep, K BpefoHOCHOMY MO 0THOCATCS NOTEHLMANbHO
onacHble npunoxenus (MOM), a Takxe ucnonHseMble dansisl U Mogndukaumm GperiMBOpPKOB,
OTHOCALMECS K TAKUM KaTEropmuaMm, kak TPOSHCKME NporpamMMbl, GUWMHIOBOE U WnnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBJISIEM 3TOT CMUCOK W J06aBMSIEM HOBbIE KAaTErOPUN.

ATV NpaBusia Takxe NPUMEHSIOTCA K CTOPOHHeMy kofy (Hanpumep, SDK), KOTOpbIN BKIKOYEH B
MPUNOXEHNE.

BpenoHOCHbIe NporpaMMbl MOTYT Pa3fiMyaThCs MO TUMY Y NPUHLMIY OENCTBUS, HO, KaK NPaBuso,
npecnepyoT Kakne-nnbo 13 cnefyowmx Lenen:

+ BMeLaTenbCcTBO B paboTy YCTPOMCTBA NOMb30BaTENS;

* MOnyyYeHne KOHTPONS Haf YCTPOMCTBOM NONb30BaTENS;

* BbINOSIHEHWE YAaNIeHHbIX OnepaLmii, MO3BONSIOWMX NONyYaTh 4OCTYN K 3apaXKEeHHOMY YCTPOWCTBY
UNK KaknM-nnm6o 06pa3oM UCMonb3oBaThb ero;

+ Mepefava NepcoHarbHbIX UMM YYETHbIX AaHHbIX C yCTponcTBa 6e3 Begoma v cornacus
nosib3oBaTens;

pacchblfika C 3apaXKeHHOro YyCTPOMCTBA CnaMa Uiy KOMaHf, KOTOpble 3aTparMBatoT apyrue
YCTPOWCTBA UK CeTu;

* MOLLEHHMYECKME AEeNCTBUS MO OTHOLWEHMIO K NMOJSIb30BaTENIO.

MpunoxeHus, ncnonHsemole barnbl u MogudrkaLm GpenMBOPKOB, [aXe eCnv OHU U3HAYANBbHO He
6bINn CO3AaHbI C BPEAOHOCHBIMU LIENSIMM, MOTYT CYMTATbCS MOTEHLMANBHO ONaCHbIMY 1 NPeACcTaBnaTb
yrposy Ans nonb3oBaTtens. [Jeno B TOM, YTO OHM MOTYT LeNCTBOBATh NMO-pPasHOMY B 3aBUCUMOCTH OT
uenoro psiga ¢pakTopoB. KOMMNOHEHTbI, KOTOPbIE MOTYT NPEACTaBNASATb PUCK A1 OQHUX YCTPOUCTB
Android, coBeplueHHO 6e3BpeaHbl 48 apyrux. Hanpumep, BpeLOHOCHbIE MPOrpaMMbl, MCMONb3YoLWwme
ycTapesLlune API, He CTaHyT yrpo3ow ana yCTPONCTB, Ha KOTOPbIX yCTaHOBNEHa nocnepHss sepcus OC
Android, B OT/IM4ME OT YCTPOMCTB C 6onee paHHUMU BePCUAMU. MNPUNOXKEHUS, UCNONTHAEMblE dansbl 1
mopudmrkaLm GppenmMBOPKOB NOMEYAIOTCS Kak BPEAOHOCHbIE UM MOTEHLMANbHO OMacHbIE, €CNN OHK
NPeaCTaBnsoT SBHYIO Yrpo3y A1 HEKOTOPbIX UNKU BCEX Nonb3oBaTenen u yctponcts Android.

Mbl XOTWM, YTOObI Hala aKocucTeMa bbina 6e30nacHoOM, MOCTPOEHHOW HAa MHHOBALMSAX U JOBEPUU, @
TakK>Xe LIT06bI nonb3oBaTesn NOHUManun, Kak UMeHHO 3/10yMbIWTEHHUKN MOTYT 3KCNyaTUpoBaTb UX


https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9900633?hl=ru&ref_topic=9857752#
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/topic/9858052
https://support.google.com/googleplay/android-developer/answer/13326895

yCTpouncTBa. IMEHHO MO3TOMY Mbl MOAFOTOBUM ONUCaHKe KaTeropuii BpegoHocHoro MO.

Moppo6HY MHPOPMALMIO MOXHO HAaUTK Ha canTe Google Play 3awwuTsl

Bakpopbl

Kop, KOTOprVI no3BONFeT yAaneHHO BbIMONMHATb Ha yCTpOVICTBe HeXenaTesibHble, NOTeHUanbHO
onacHble onepauunn.

Takuve onepaLmmn MoryT BKITKOYaTb MPOLECCHI, 3-33 aBTOMaTUYECKOrO BbIMOIHEHUS KOTOPbIX
NPUNOXEHNE, UCTIONHSEMBIN daln unu mogudukaums GpenMBopka NonageT B Apyrve KaTeropmm
BpepoHocHoro MNO. B uenom 63k[op — 370 CNoco6, C NOMOLLbIO KOTOPOro NOTEHLMaNbHO ONacHbIe
onepauuy MOryT BbiTb BbINOMHEHbI HA YCTPOUCTBE. [03TOMy 63KA0P COXHO NOCTaBUTbL B OAWH psf, C
TaKUMU KaTeropusiMu, Kak MOLIEHHUYECKOE CMCaHNE CPEACTB UK KOMMepUeckoe WnuoHckoe 0. B
pesynsTaTte Google Play 3awmTa npu onpepeneHHbix 06CTOSTENbCTBAX MOXET NOCUYUTaTb HAbopP
63KL0POB YS3BMMOCTbIO.

Mol eHHun4yeckoe cnucaHue cpencTse
Kopn, KOTOpPbIN NPMBOAUT K aBTOMaTMYECKOMY CMMCaHWIO CPELACTB Nofb30BaTeNsi 0OMaHHbIM CMOCcOboM.

CyLLI,eCTByeT TPpW KaTeropmm MOoWEeHHNYeCKnxX crnvcaHunm CpencTB Yepes onepaTtopos MO6UbHON
cBs3n: SMS-MOLWEHHNYECTBO, MOLIEHHNYECTBO CO 3BOHKAMM M MOLLEHHUYECTBO C OCI)OpMJ'IeHVIeM
noannCKn nnun ONNaToNn KOHTEHTA.

SMS-moLeHHn4ecTBOo

B aToM cnyuae kof NpuBOAUT K OTNpaBke nnaTHbix SMS 6e3 cornacus nonb3oBaTens Unmn CKpbiBaeT
cornalleHus, cogepxalyme nHpopmMaumio o nepegaye SMS, nnv coobLLeHNs, B KOTOPbIX onepaTop
CBSI3M YBEOOMIISIET O CIUCaHUM CPELCTB UM NOATBEPXKAAET OPOPMAEHNE NOANUCKMN.

BbiBaeT, UTO KOL, HE CKPLIBAET OT NOJIb30BATENS OTNPABKY COOBLLIEHUI, HO cnocobeTByeT SMS-
MOLUEHHWYECTBY APYrMMU NyTaMU. MprMepbl: COKPbITVE ONpefeNeHHbIX PasfesioB CornalleHuns ¢
nHpopmaLmen o nepepadve SMS Unm NpeacTaBfeHne 3TUX Pa3LeNoB B HEYMTAaEMOM Buie, 6110KMpoBKa
COOBLLEHMN, B KOTOPbIX ONEPATOP CBA3M YBELOMIISET NOJIb30BATENS O CMNUCAHUM CPELCTB UK
NoATBEPXAAET NMOAMUCKY.

MoweHHn4YecTBO CO 3BOHKamMu
B aTtom cny4yae Ko NnpMBOAMNT K 3BOHKaM Ha nJiaTHble HOMepa 6e3 cornacusi nonb3oBaTens.

MoueHHNYecTBo ¢ 0pOopMAEHNEM NOAMUCKM NN ONIaTOM KOHTEHTA
B aTOM cnyyae Kof, MCMonb3yeTcs Ans TOro, YTobbl 06MaHHbIM MNyTEM 3aCTaBUTb YenioBeka NprobpecTu
NoAnMUCKY UM ONAaTUTb KOHTEHT Yepes onepaTopa MoBUIIbHOM CBS3M.

K aToW KaTeropmm oTHOCSTCS BCE CMUCaHUS CPEACTB, KPOME TeX, KOTOPbIE Bbl3BaHbl MNaTHbIMU SMS 1
nnaTHbIMM 3BOHKaMW. MpuMepsbl: onnaTa Yepes onepaTopa CBA3M, UCMONb30BaHNE 6eCnpoBOAHON
Toukun poctyna (WAP) n nepepnaya MuHyT MObunbHOM cBA3u. MoweHHnuecTBo ¢ WAP 0CO6EHHO
nonynspHo. OHO MOXET UCMOMb30BaTbCS A5 TOro, YTO6bl 06MaHOM 3aCTaBUTb YeNoBeKa HaXaTb
KHOMKY B HE3aMETHO 3arpyXatoLiemMcs Npo3payHoM komnoHeHTe WebView. B pesynbtaTte nognvcka
odopmnseTcs, a SMS unm NMCbMOo C NOATBEPXAEHVMEM TPaH3aKL MK NepexBaTbiBaeTCs, YTOOb
nosnb30BaTesb He Y3Han O CMcaHun CpeacTs.

NO pnsa npecnepoBaHus

MporpamMMHbIN KOf, KOTOPbIN B LIeSIIX MOHUTOPUHIa cobrpaeT nepcoHasbHble Unv KoHbuaeHunanbHbie
Nnonb30BaTeENIbCKME OaHHbIE C yCTpOPICTBa nnepepaet UX TpeTbM Nnuam (KOMI'IaHVIFIM nnn
busmuecknm nuuam).

anIJ'IO)KeHI/IH OOJIKHbI pacKpblBaTb I/IHd)OpMaLI,VIIO M nonyyaTtb cornacmne B COOTBeTCTBUM C NpasniaMmmn
B OTHOLWEHWN NONb30BATEJIbCKNX OaHHbIX

PekomMeHpauum B OTHOLWIEHUM HpVIﬂO)KeHVII;I AN MOHUTOPUHra


https://developers.google.com/android/play-protect/potentially-harmful-applications
https://developers.google.com/android/play-protect/potentially-harmful-applications
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru

E,D,VIHCTBeHHbIMVI npuemMnemMbiMn NPUNOXEeHNAMU ONgd MOHUTOPUHIa 4BNFIOTCA NPUNOXEHUS,
npefHasHayYeHHble AN POAUTENIbCKOrO UM KOPMNOPaTUBHOIO KOHTPOSIS. Mpy 3TOM JOMXKHbI NOMHOCTLIO
cobnopaTbCa NpMBELEHHbIE HMXXE TpeboBaHUs. C NOMOLLbIO 3TUX MPUNOXEHUI 3aMNpeLLaeTcs CnegnTb
3a gpyrvmMu nuuamu (HanpuMep, 3a Cynpyrom um cyrnpyrow) gaxe ¢ BegoMa 1 cornacus Takux nu, n
npv yCNoBux Nokasa yBefoMNeHNs o nepefave nHopMaumn. Ytobbl 06BbABUTL, UTO MPUSTOXKEHME
NCMonb3yeTcsa A% MOHUTOPUHra, B daine MaHubecTa HeobxoaAnMO yKasaTb NnapaMeTp
IsMonitoringTool.

anIJ'IO)KeHI/IFI Ong MOHUTOPWHIra A0J1XXKHbl COOTBETCTBOBATb NEPEYNCIEHHbIM HMNXE Tpe6OBaHVIF|M.

+ B onucaHum NnpunoxeHus He fOMKHO FOBOPUTLCS, YTO 3TO WNNOHCKOE MO UM UHCTPYMEHT Ans
CEKPETHOMN CEXKMN.

i I'Ipmnox(equ He OOJ/KHblI CKpbiBaTb CBOU d)yHKLI,I/II/I oTCcnexmnBaHnga nnn BBOOAUTb NMNOJIb30OBATENA B
3abnyxgeHuve no aToMy noeoay.

+ Bo BpeMs paboTbl Taknx NPUIOXEHWI JOJXHbI MOCTOSIHHO OTOBPaXaTbCs YBEAOMIIEHUE O TOM, YTO
MPUNOXEHNE 3aNYLLEHO, U YHUKANbHbINA 3HAYOK, MO3BOASIOWMIA OLHO3HAYHO MAEHTUOULMPOBATD
NpUNoXeHue.

+ B onucaHuu npunoxerus B Google Play onyHbl ynoMMHaTbCS ero GyHKLUY MOHUTOPUHTA MK
OTCNEXUBAHWS.

* B npunoxeHunsx n Ha nx ctpanuuax B Google Play He gonxHo 6biTb CNOCO60B aKTUBUPOBATb
byHKLMK, HapyLIaoLme 3TU NPaBuIa, Uy NoslyYnMTb BOCTYM K Takum dyHKUUSM. Hanpumep,
3anpeLLeHbl CCbIIKW Ha HE COOTBETCTBYLME TpeboBaHuaM APK-daiinbl, pasMeLLleHHbIe He B
Google Play.

+ TpUNOXEHNS [OJSIKHbI COOTBETCTBOBATb AENCTBYIOLWEMY 3aKOHOAATENbCTBY. Bbl HECETE NONHY0
OTBETCTBEHHOCTb 3a COBMIOAEHNE 3aKOHOB CTPaHbI, rae Balle NpunoxeHue bynet
pacnpoCTPaHATLCS.

MoppobHyto nHbOpPMaLMio Bbl HAMAETE B CMPABOYHON CTaTbe 06 UCMonb3oBaHUK dnara
isMonitoringTool

ATaka T1na "oTka3s B o6cnyxxunsanHun” (DoS)

Kopn, KOTOpbIN He3aMEeTHO A1 NoJib30BaTeNs 3anyckaeT aTaky Tuna "oTkas B 06cnyxmBaHumn” (DoS)
WV MPUHUMAET y4acTue B pacnpeneneHHon aTake Takoro TUna, HanpaseHHON Ha Apyrue CUCTEMbI U

pecypchl.

MpumMep: oTnpaska 6onblioro konnyectea HTTP-3anpocoB ans co3paHns Ype3MepHoM Harpyskm Ha
yOaneHHble cepBepbl.

3arpy3uuku BpegoHocHoro MO
KO,D,, KOTOprl7| cam no cebe 6e33pe,u,eH, HO CKauuBaeT gpyrme noteHumnanbHO onacHbIe NPUNOXEeHNS.
Kop MOxeT 6bITb 3arpy34nkoM BpefoHOCHOro MO, ecnun BbINONHAETCS XOTs 6bl OQHO U3 YCNIOBUN:

* €CTb OCHOBaHM4 CYNTATb, YTO OH CO34aH ONa pacnpoCTpaHeHUa NOTEHUMaNnbHO ONAaCHbIX
I'IpVIJ'IO)KeHVIVI, CKauMBaeT Takue NpuiioXXeHnsa nnm CoaepXnT Ko, KOTOprl‘/II MOXeT CkaynBaTb U
YCTaHaBNnMBaTb NPUNOXEHNSA;

* KaK MUHUMYM 5 % NPUNOXEHWUI, CKAYaHHBIX 3TUM KOLOM, ABNFIOTCS MOTEHLMAbHO ONacHbIMU (TO
€CTb NpY MUHUMaNbHOM nopore B 500 ckayaHHbIX NPUIOXEHUI LOMXHO BbITb 06HAPYXEHO XOTS Obl
25 noTeHuUManbHO OnacHbIX).

Benyuwme 6pay3epbl U NPUIOXEHUS A1 0OMeHa dalinaMmn He CUNTAIOTCS 3arpy3ymkamMm BPeLOHOCHOMO
no, ecnu:

* CKauymBaHMe B HNUX HE 3aMnyCKaeTcqa 6e3 y4yacTund nonb3oBaTtensg;

* CKa4ymBaHMe noTeHumanbHO OnacHbIX I'IpMJ'IO)KEHVIVI Ha4YMHaeTC4a TOJIbKO Nnocne Toro, Kak
nonb3oBaTeslb AaeT Ha 3TO cornacue.


https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211

Yrposa gns yctponcTs He Ha 6a3e Android
Kopn, noTeHLManbHO onacHbIn Ans apyrux nnathopm.

MpunoxeHns ¢ Taknm Kopom 6esonacHsl Ana yctponcts Android 1 ux nonb3oBaTenen, HO coagepxat
KOMMOHEHTbI, KOTOPbIE MOTYT HAaHECTU Bped APpYyrMM nnatdopmam.

OuwmvHr

Kopn, nonyyeHHbI 9K06bl U3 HAAEXHOrO NCTOYHMKA, KOTOPbIN 3anpallMBaeT YYeTHbIE UK NAaTEeXHbIe
[laHHble NoNb30oBaTenNs, a 3aTeM NepefaeT Nx TPeTbMM nuuam. K aTon xe KaTeropum OTHOCUTCS KO,
KOTOPbIN NEPEXBATbIBAET YYETHbIE AaHHbIE MPU UX Nepefave.

O6bIYHO CI)VILIJVIHFy nogBepraroTca HoOMepa KPpeauTHbIX KapT, a TakXXe y4eTHble jaHHble 019 aKKayHTOB B
6aHKOBCKMX CucTemMax, urpax u coumanbHbIX CeTdx.

MoBbiweHWe NpuBUNErun

Kop, KoTopbI HapyLwaeT LeNoCTHOCTb CUCTEMbI, MPOHKKas B TECTOBYIO cpeny, nonyyas 6onee
BbICOKMI YPOBEHb NMPUBUAETUIA NN U3MEHSA UK OTKOYAs JOCTYN K OCHOBHbBIM GYHKLMAM,
CBS3aHHbIM ¢ 6€30MaCHOCTbIO.

Mpumepsb:
+ MpunoxeHns, KOTOpPble HapyLatoT MOAesb paspelueHnit Android unm KpagyT YYeTHbIE faHHble
(Takmne kak TokeHbl OAuth) U3 opyrux NPUNOXEHWUN.

« MpunoxeHus, KOTOpble NPENSTCTBYIOT YAANEHUIO UM OCTaHOBKe QYHKLUIA.

« MpunoxeHus, KOTopble OTKNOYaOT Mogynb SELinux.

MpunoxeHus, KoTopble 6e3 pa3peLleHrs Nonb3oBaTeNs Noay4atoT root-4OCTyn Yepes NoBbilleHre
npuBKUAErni, OTHOCATCS K kKaTeropuu "lMonyyeHne root-gocTyna'.

nporpaMMbl-BblMOFaTeﬂM

Ko, KOTOpPbIN NonydYaeT NOMHbINA UM YaCTUYHbBIN KOHTPOJb Had YCTPONCTBOM MW AaHHbIMU Ha HEM U
TpebyeT, 4TOBbI AN BOCCTAHOB/EHMS [OCTYMNa NoMb30BaTeNb 3annaTu AeHbr1 UK BbIMOMHWIT Kakoe-
nmbo pencrtseue.

HekoTopble U3 Takux Nporpamm LWKdpPyIOT faHHbIE HA YCTPONCTBE U TPEBYIOT AeHbI 3a KX
pacLMGPOBKY W/UAK MONYYaOT NMOSHOMOYMA aAMUHUCTPATOPA, YTO HE MO3BOSSET NONb30BATENO
yOanuTb NporpaMmmy-BbiMoratesb. Mprmepsi:

« lMporpamMMmbl, KOTOpbIe BIOKMPYIOT MONb30BATESNO [OCTYM K YCTPOMCTBY U TPebyoT AeHbrv 3a ero
BOCCTaHOBIIEHME.
« MporpamMmbl, KOTOpbIE WMPPYIOT faHHble 1 TPEBYIOT NNaTy AKO6bI 3a UX PacLUMbPOBKY.

« MporpamMmbl, KOTOpbIE NMOMYyYaloT AOCTYN K MEHEOKEPY NPaBui YCTPONCTBA, U3-3a YEero
MoJib30BaTENb HE MOXET YAaNIUTb 3TU NPOrpPamMMbl.

Kopm, pacnpocTpaHsaeMbiil BMECTE C YCTPONCTBOM, NpefHa3HauYeHHbIN B NepByto ovepenb ans
NPUBUNIEMMPOBAHHOIO YNPaBIEHNS YCTPONCTBOM, MOXET ObITb UCKITHOUEH U3 KaTeropun Nporpamm-
BbIMOraTenew, ec/iv OH COOTBETCTBYET TpeboBaHNAM K 6e30MacHOCTM BNOKMPOBKN 1 ypaBneHus, a
TakXe K pacKpbITUIO MHGOPMaLMM 1 MONTyYeHMIO Cornacusa nonb3oBaTenen.

Mony4yeHue root-pocTtyna

Kog, KoTopbI MonyyaeT root-gocTyn K yCTPONCTBY.

Takon Ko, He Bcerpa sBseTcs BpeAoHOCHbIM. K mpuMepy, HEKOTOpble MPUSTOXEHNS 3apaHee
npefynpexpatoT Nonb3oBaTesNs O TOM, YTO NONyYaT root-fOCTyN K YCTPOWCTBY, Y HE BbINOMHSIOT
OPYrMX OnacHbIX 4eNCTBUIN, XapakTePHbIX A8 NOTEHLMaNbHO ONAaCHbIX NPUTOXEHW.



BpenoHoCHble NPUNIOXEHUS HE YBEOOMIISIOT NONb30BATENS O TOM, YTO OHM MONy4YaT root-focTyn K
YCTPOWCTBY, UV YBELOMIASIOT, HO TakXe BbIMNONHAOT fpyrue LencTBus, XapakTepHble ans
NOTEHLMaNbHO ONAaCHbIX NPUTOXEHWN.

Cnam

Kop, KOTOprI;I oTnpaBndeT He3anpalnBaemble COo0bLLEHMS KOHTaKTaM NoNb3oBaTeNs Unu ncnonbsyet
yCTpOIZCTBO B Ka4yeCTBe peTpaHCNATOpa nnceM Co cnamom.

LWnnoHckoe MO

LWnnoHckum MO Ha3biBaOT BpeaOoHOCHOE npunoxXxexHune, kog nnn ,D,eIZCTBI/Iﬂ, KOTOpPbI€ NO3BONAOT
CO6MpaTb, PacCKpbiBaTb UK NepenaBatb TODETbMM NNLAM OaHHbIE NOJSib30OBaTENA NN yCTpOVICTBa, HE
CBs3aHHbIe C d)yHKLI,I/ISlMVI, COOTBETCTBYHOWMMHN NMpaBuiam.

K LWNNOHCKOMY MO Takxe oTHOCUTCS Bpeﬂ,OHOCHbIVI KOO nnun noseneHmne, KoTopble MOryT CYNTaTbCA
crnocobamu Cnexky 3a Nonb3oBaTeNeEM UNn npuBOAAT K PaCKpPbITUO AaHHbIX 6e3 ero cornacus unm
yBeOoOMJTIEHUS.

LWnnoHckue JJ,GIZCTBI/IFI BKJTIOYAKOT, MOMMMO MpoYyero:

* 3aMnuCb ayamo MM Bbi30BOB Ha TenedoHe;
* Kpaxy AaHHbIX MPUNOXEHUI;

* nepepayy faHHbIX C YCTPOWCTBA, KOTOPasi COBEPLUAETCS HEOXMAAHHbBIM NS NONb30BaTenNs
crnocobom, 6e3 ero cornacus U yBe4oMNIEHUs U BbINMOSTHAETCS BPELOHOCHBIM CTOPOHHUM KOJOM
(Hanpumep, SDK) B cocTaBe NpUoXeHus.

MprNoXeHNs Take [OMKHbI COOTBETCTBOBATbL BCeM [paBuniam nporpammbl As pa3paboTunkos
npunoxeHu B Google Play, B TOM yncne cBs3aHHbIM C flaHHbIMU NONb30BATENEN U YCTPONCTB, TakUM
KaK npaBuna B OTHOWEHUN HexxenaTenbHoro MO g MOBUIbHBIX YCTPOWCTB, NOMb30BaTENbCKUX
LaHHbIX 1 pa3pelueHnin n APl ¢ LocTynom K KoHbuaeHunanbHoN nHbopmaLum, a Takxke TpeboBaHUaM K
SDK.

TpOFl HCKMe NpunoXXeHua

Kop, koTopbin kKaxeTcs 6e3BpeaHbIM (Hanpumep, 0BbIYHOM UFPOI), HO BbINOJSTHAET HEXEeNaTebHble
[eCTBMS MO OTHOLWEHMIO K NOSIb30BaTes!o.

3Ta knaccudurkaLlms 06bIYHO UCMNONb3YETCS B COYETAHUN C APYTMMU KATEFOPUSIMU NOTEHLMANBHO
OMaCHbIX MPUAOXEHNUIN. TPOSIHCKOE NPUIIOXEHWE BbIrMaanT 6€3BpefHO, HO COLEPXUT CKPbITbIN
BPELOHOCHbI KOMMOHEHT. Hanpumep, urpa, kotopasi B $OHOBOM pexunmMe oTnpasnseT niatHele SMS ¢
ycTponcTea 6e3 Begoma nonb3oBaTens.

anIMe‘-IaHMG O HeOObIYHbIX APUNOXEeHUAX

Google Play 3awwmTa MOXET NOCUYMTaTb HOBbIE U PELKME NMPUNOXEHNS HEOBbLIYHBIMU MPY OTCYTCTBUU
LOCTaTOYHOrO KONIMYECTBA AaHHbIX, yKa3biBaOLWMX Ha 6€30MaCHOCTb. ATO HE O3HAYAET, UTO
NPUNOXEHNE ABNAETCA BPEAOHOCHBIM. HO B 4MCIo 6€30MacHbIX OHO CMOXET MoMacTb TOMLKO Nocne
LOMOMHUTENbHOW MPOBEPKM.

MNpumeyaHune k kateropum "bakpopbl”

BkntoyeHune kofa B KaTeroputo 6akgopoB 3aBUCUT OT TOFO, YTO UMEHHO OH fenaeT. YTobbl Ko
cuntancs 6aKgOPOM, OH JOMKEH NO3BONATb 3aMyCkaTb NPOLLECChI, M3-33 aBTOMATUYECKOro
BbIMOSIHEHWSI KOTOPbIX KOA, NOMafeT B Apyryto kaTeroputo BpegoHocHoro MO. Hanpumep, ecnu B
NMPVNOXEHUN pa3pelleHa AMHaMUYeckas 3arpy3ka Koga v GUHAaMUYECKN 3arpy>KaeMmbli KoL N3BNeKaeT
SMS, Takoe npunoxeHune bygeT cunTaTbCcs 6IKAOPOM.


https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888170
https://support.google.com/googleplay/android-developer/answer/13323374
https://support.google.com/googleplay/android-developer/answer/13323374

Ho ecnu s NPUNOXEHUN pa3peLlleHO BbINONMHEHNE NPON3BOJ/IbHOIO Kofa Uy Hac HeET OCHOBaHUM
cumMTaTh, UTO STOT KOL A0GABMEH ANA BbINOSHEHUS BPELOHOCHbIX MPOLECCOB, Takoe NMPUNOXeHUe He
BypeT oTHeceHo K 6akaopam. BMECTO 3TOrO Mbl OTMETUM, YTO OHO MMEET YSI3BMMOCTb, M MOMPOCUM
paspaboTurka yCTpaHUTb ee.

Mackupyioweecs NO

MpUNoXeHHs, B KOTOPbIX GYHKLUM OTINYAKOTCS OT 3asBIEHHBIX U CKPbIBAOTCS PA3NMYHbIMM
cnocobamu. NMogobHble NPUNOXEHWS U UTPbI BEIFSAAT 6€30MacHbIMU BO BPEMSI MPOBEPOK OT
MarasuHOB MPUNOXEHWI, MOCKOMNbKY Pa3paboTunKy CKPbIBAOT BPELOHOCHBIN KOHTEHT, MacKMpys ero,
ncnonbays 06byckauno U NoArpyxas Kog, AMHaMUYeCKU.

Mackupytoweecs MO noxoxe Ha NOTEHLMaNbHO ONacHble NPUNOXEHWS U3 OPYrUX KAaTEropuii, B
0COBEHHOCTH Ha TPOsiHbl. O HAKO OHO CKPbIBAET BPEAOHOCHOE COAEPXMMOE UHBIMU Criocobamu.

Bbipava cebs 3a gpyroe nuuo

3anpeLLeHbl MPUOXEHUS, KOTOPblE BBOASAT B 3abny>XaeHWe Nonb3oBaTesNen, BbifaBas cebs 3a fpyroe
nuuo (Hanpumep, Bpyroro paspaboTurka, KOMMNAHWUIO UK OPraHM3aLMio) UK Opyroe npunoXeHue,
XOT$ MO GaKTy HE UMEIOT K HAM OTHOLLIEHNS. He UCMoNb3ynTe 3HauKM, ONUCaHWS, Ha3BaHWs U Opyrue
3MEMEHTBbI, N3-33 KOTOPbIX MOMBb30BATENIN MOTYT OLWMGOYHO CUMTATD, YTO Balle MPUIOXEHME CBA3AHO C
LPYTUM JIMLOM UNY MPUSTOXKEHNEM.

BoT npuMepbl Hanbonee pacnpocTpaHEeHHbIX HapyLUEHUN:

+ Pa3paboTunk BBOAUT Nonb3oBaTens B 3abnyXXaeHne OTHOCUTENIbHO CBSA3W C [PYrov KoMMnaHuen/
pa3paboTynkom:
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2.5 WHAT'S NEW
« Push notifications now enabled.

+ Customize your feed based on your current location!

(D HasBaHKe KOMMNaHUM-pa3paboTUMKa STOro NPUIOKEHNS NpeanosiaraeT opuLManbHyo CBS3b C
Google, xoTa 31O Henpasga.

« MNpunoXxeHus, 3Ha4YKN U Ha3BaHWs KOTOPbIX BBOAAT NOSb30BATENS B 3a65yXAEeHNE OTHOCUTENbHO
CBSI3M C Apyror KoMnaHnen/pa3paboTunkom.



(D B npunoxeHuu NCMoNb3yeTcsl FoCy[apCTBEHHbIN rep6, YTO CO3AaeT JIOXHOE NPeacTaBieHme o
TOM, UTO OHO CBSI3aHO C OPraHamu rocyapCTBEHHON BNacTy.

(@ B npunoxeHnn BCTpeYaeTcs fOroTuM opraH13aLmm, U3-3a Yero nosib3oBaTeNy oWnboYHO
CYMTAIOT, YTO 3TO OdULMANBHOE NPUITOXKEHNE KOMMAHUN.

. anIJ'IO)KEHVIFI, Ha3BaHNA N 3HAYKN KOTOPbIX NOXOXWN Ha Ha3BaHNA N 3HAYKN OPYrnX NpoAyKTOB UM
CepBunCOB A0 CTeneHn CMeLeHna:

el A | cwm | FW |

(D B 3HauKke NpUIoXeHNUs NCMONb3yeTCs NOroTWM NOMyNSPHOro CcanTa, CBA3aHHOTO C
KPMNTOBANOTON, B pe3ynbTaTe Yero BO3HWKAET NIOXHOE NPeACcTaBNeHNE O TOM, YTO 3TO
obuumnanbHbIN CaunT.

(2 B 3Hauke NpuIoXeHNs BCTPeYaeTCa Ha3BaHWe U repoil U3BECTHOro Cepuana, 13-3a Yero
nosb3oBaTeNy OWNBOYHO NONAratoT, YTO OHO CBSI3aHO C 3TUM TeNeLoy.

+ MNpunoxeHus, KOTOPbIE NOXHO NPeACcTaBeHbl Kak obuLManbHble NPOLYKTbI APYrov KOMMaHUN.

3anpeLliaeTcs UCMONb30BaTh Takne HasBaHue, kak "OT Oumbl BunaHa", "OdurumnanbHo oT OuMmbl
BunaHa" n nogo6Hblie, 663 COOTBETCTBYHOLMX NPaB.

« MpunoxeHus, Hapywatowme npasuna drpmeHHoro opopmneHns Android

HexxenaTtenbHoe MO gnga MoGubHbIX yCTPOUCTB

B Google Mbl npexpe Bcero o6pallaeM BHUMaHWE Ha TO, YTO HYXXHO nonb3oBaTento. B MpuHumnax B
oTHoweHuu MO u MpaBunax B OTHOLEHUN HexenaTesbHoro MO copepxaTtcs obume pekomeHaauum


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html

ons MO, obecneunBatoLime yoobcTBO ANs NONb3oBaTeNen. ATU NpaBuia OCHOBaHbI Ha NpaBunax
Google B oTHOLWeEHUN HexenaTenbHoro MO 1 noguyepkrBatoT NPUHLMNLI akocrcTeMbl Android n Google
Play MapkeTa. lNporpaMmHoe obecneyeHne, KOTOPOoe HapyLaeT 3TV NPUHLMMbI, NOTEHLMANbHO ONacHO
Lns nonb3oBatenen. Mbl cTapaemcs 3almiLaTh UX OT NOLOOHbIX MPOrpamMm.

B MpaBunax B OTHOWEHNN HeXenaTenbHOro MO OTMEYEHO, YTO HEXenaTesbHble nporpamMmbl B
OCHOBHOM UMEIOT ciefyoumne XxapaktepucTtnku:

+ OHW He COOTBETCTBYIOT OMMCAaHMIO, YeM BBOASAT MONb3oBaTenen B 3abyXXaeHue.

+ OHU yCTaHaBIMBAKOTCS OOMaHHbIM MyTEM (CaMOCTOATENIbHO UM BMECTE C ApYrMMy NporpaMmMamMim).
+ OHUM He cOObLLalOT NONBb30BATESIO O CBOMUX BaXHbIX QYHKLUAX.

« OHW BHOCAT HeoXnaaHHble UBMEHEHNA B CUCTEMY.

+ OHM cobupaloT unu nepepatoT KoHPUAEeHUMaNbHYO nHbopMaLuuio 6e3 Begoma nosb3oBaTens.

+ OHUM COBUPAIOT NNK NepepatoT KoHbUAeHLManbHy0 MHGopMaLMo Hebe3onacHbIM CNoco6oM
(HanpuMep, He no npoTokony HTTPS).

+ OHV yCcTaHaBNMBAOTCS B KOMMJIEKTE C ApYrMMK NporpaMMamu 6e3 BefoMa nonb3oBaTens.

Ha MOoBUIbHbIX YCTPOMCTBAaxX NPOrpaMMHOe obecrnevyeHne NpeacTaBnseT cobon kon B dopme
NpPVNOXeHUs, fBoMYHOro darna, mogudukaunm dperiMeopka 1 T. 4. YTobbl NPesoTBPaTUTL BPER,
HaHocuMbIV TakuM MO, 1 n3bexaTb c60eB B paboTe CUCTEMbI, Mbl MPEANPUHUMAEM HEOBXOAMMbIE
Mepbl.

MpaBuna B OTHOWEHUU HexenaTenbHoro MO pacnpocTpaHstoTes U Ha MO ansg MOBUIbHBIX YCTPONCTB.
Mbl ByneM paclumMpsTb UX MO Mepe NOSIBNEHUS HOBbIX BUAOB 3/10yNOTpebneHuni.

MoHaTHasa GYHKLMOHANbHOCTb U IBHOE PacKpbITUE MHPOPMaLUU

JTi0604i kog [OIKEH UCTIONHATL BCE, 4TO 06eLaHO MoIb30BaTEMO. [ToNIOXEHUS JOMXKHbI BbINOHATh
BCE 3a9B/IEHHbIE QYHKLMM 1 HE JO/IKHbI BBOAMUTL MO/Ib30BATENEN B 38671y KAEHUE.

. q)yHKLI,I/IVI M uenn npunoXXeHnsa OOoNXXHbl OblTb MOHATHBbI.

+ 9BHbIM 06pPa30M O6BACHUTE NOJSIb30BATENSAM, KakKe UBMEHEHUS B CUCTEMY BYAET BHOCUTb
npunoxeHue. PaspelnTte Nonb3oBaTeNsM NPOCMaTPUBaTb M YyTBEPXKAATb BCE BaXKHbIe NapamMeTpbl
npu yCTaHOBKe.

« MporpamMmHoe obecneyeHre He [OMKHO UCKaxaTb MHGOPMALMIO O COCTOSHUM YCTPONCTBA,
HanpyMep 3as8BAATb, YTO CUCTEMA HAXOAUTCS B KPUTUYECKOM COCTOSIHUM UMW 3apaXeHa BUpYCaMu.

+ He ncnonbaynte HeneranbHbie METOAbI A9 YBENMYEHUS pekSTaMHOro Tpaduka U/mnm KOHBEPCUW.

+ 3anpelLeHbl NPUIIOXEHNS, KOTOPblE BBOAST B 3abnyXaeHue nonb3oBaTenen, BolgaBas cebs 3a
Apyroe nuuo (Hanpumep, Apyroro paspaboTunka, KOMMNAHUIO U OPraHWU3aLmIo) N opyroe
NPUNOXeHNE, XOTS Mo GaKTy He UMEIOT K HUM OTHOLLEHUS.

MpuMepbl HapyLUEHNI:

* MOWEHHNYEeCTBO C peKnaMoﬁ;

* coumnanbHaga UHXxeHepusg.
3awmTa Nnonb3oBaTENbCKUX AAHHbIX U KOH¢MJJ,eHLI,MaJ1bHOCTM

TOHSTHO 1 MOAPOBHO PACCKAXMUTE O TOM, KaK MPUIOXEHNE MOYyHaET JOCTYM K INYHBIM 1
KOHPUAEHUMAIbHBIM JAHHBIM [10/1b30BATESS, KaK OHO UX COBUPAEET, NCONb3YeT u nepedaer. [lou
pabote ¢ HuMm HeobxoamMmMo cobIO[aTh BCE AEUCTBYIOME NPaBNIa B OTHOLIEHMM 10/1Ib30BATENbCKMX
[8HHBIX, 8 TaKXE MPUHUMATL MEPbI MPEJOCTOPOXHOCTU A8 3aLUYNThI ITOU MHGOPMALIMN.

+ MpepocTaBbTe NoNb30BaTENSIM BO3MOXHOCTb AaTb cornacue Ha cbop AaHHbIX 4O TOro, Kak Bbl
HauHeTe Mx cobmpaTb U Kyaa-nmbo oTnpasnaTb (B TOM yucne MHGOPMaL M0 O CTOPOHHUX akkayHTaX,
afipece 3N1eKTPOHHOM NoYTbl, HOMepe TenedoHa, yCTaHOBNEHHbIX NPUNOXEHUSX, dannax, CBeaeHuUs
0 MECTOMOOXEHUN U NOBbIE ApYrue NMYHble U KOHGUAEHUMaNbHbIE AaHHbIe, 0 CO60pe KOTOPbIX
Nnosib30BaTeSlb MOXET HE 3HaTb).


https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html

« ObpabaTbiBaTb NNYHbIE U KOHOUAEHLMANbHBIE faHHbIe NONb30BaTeNs HEOOX0AMMO 6e30MacHbIM
06pa3oM, B TOM YMChne NnepenaBaTh UX C MPUMEHEHNEM COBPEMEHHbIX METOR0B WKbPOBaHMS,
Hanpumep npotokona HTTPS.

« MporpammHoe obecneyeHune, BKOYast MOOWIbHbIE MPUITOXEHUS, LOJIXKHO NepenaBaTh Ha CEPBEP
TONbKO T€ JIYHbIE U KOHbUAEHLMANbHbIE AaHHblE, KOTOPble HEOBXOANMbI ANs PabOTbl GYHKLUIA STUX
NPUNOXEHWUN.

« He npocuTe nonb3oBaTtenen oTKAYUTL CPEACTBA 3aLLMThl YCTPOMCTBA, B TOM yncne Google Play
3alunTy, 1 He NbiITakTeCb OOMaHHbIM MyTEM BbIHYAWUTb UX 3TO cAenaTb Hanprumep, Henb3s
npepnaraTb B NPUIOXEHUM LOMONHUTENIbHbIE BO3MOXHOCTY UM Harpagsl B OOMeH Ha OTKIoYeHne
Google Play 3awuTbi.

MpuMepbl HapyLIEHWIA:

+ cbop paHHbIX (WnuoHckoe MO );

* HapyLeHWe NPaBui B OTHOLLEHWUW Pa3pPELLEHNI C OTPAHUYEHNUSMU.
MpuMepbl NPaBuUn B OTHOLIEHUM NONTb30BATENbCKNX AaHHbIX:

« MNpasuna Google Play B OTHOLEHWMN NONb30BATENBCKUX AaHHbIX
+ Mpasuna Google ans MOBUbHBIX YCTPOWCTB B OTHOLIEHMM NONb30BaTENIbCKMX LaHHbIX

« MpaBuna APl Google B OTHOLWEHNM NONb30BaTENBCKMUX AAHHbIX
Ob6ecneyeHure yaobcTBa Nonb3oBaTens

BSaMMOﬂeﬁCTBMe C NpuJIoXKeHnemM LOJIXKHO 6bITb npocCTbIM U UHTYUTUBHO NMOHSATHBIM. anﬂO)KEHMe
HAOJIDKHO COOTBETCTBOBATb 3a5BJ/IeHHbIM LeJIIM U He BBOAUTb 10/1b30BaTe/1s B 3a6ny)K,qume.

- Ecnnus NPUNOXEHNN NOKa3blBa€TCA peknamMa, OHa He OOJ/KHa HapylWwaTb d)yHKLI,VIOHaJ'IbHOCTb
yCTpOl‘/IICTBa N NOABNATLCA BHE Cpeabl MPUNTOXEHUS. Y nonb3oBaTtensa fonxHa 6biTb BO3MOXHOCTb
OaTb cornacue Ha ee nokas. KpOMe TOro, ee AO0JIXXKHO ObITb NIErKO OTKOUNTD.

« TpUNOXEHNS He OOMKHBI BIMSATb Ha NPUNOXEHMS APYTrvX Pa3paboTunKoB, a TakxXe Ha paboTy
yCTpPOWCTBA.

Mpouecc yaaneHns NpunoXeHns JOMXKEH GbITb MPOCTHIM U MOHATHBIM.

+ Mo6usibHbIE MPUNOXEHNS HE AOMKHbI UMUTUPOBATL YBEAOMJIEHNS ONEepPaLVOHHON CUCTEMbI U APYTUX
nporpaMm. He oTkJlouaiTe NpegynpexneHns opyrx NpUNoXeHWUn Unm onepaLuoHHON CUCTEMbI,
0CObEHHO Te, KOTopble MHPOPMUPYIOT NONb30BaTENs 06 N3MeHeHMsx B OC.

MpuMepbl HapyLUEHNI:

« 06bsIBNEHMS, NpepbiBatoLwne paboTy NPUIOXEHMS;

* HEeCaHKUMOHNPOBaHHOE NUCMOJIb30OBaHMEe NN MMUTaLNA d)yHKLl,VIVI CUCTEMBbI.

3arpysuuku BpepoHocHoro MO

Kop, KoTopbi cam no cebe He aBnseTcs HexenartenbHbiM MO, HO cKaunBaeT Apyroe noTeHumanbHo
onacHoe MO Ha Mo6unbHOe YCTPOWNCTBO.

Kopg MoxeT 6biTb 3arpy34ynMkomM BpeaoHOCHOro MO, ecnu BbiNonHaeTCa Moboe U3 ITUX yCﬂOBMVII

+ ©CTb OCHOBaHWS MosaraTb, YTO KO, CO3AaH, YTOObl pacnpocTpaHaTb HexenaTenbHoe MO, 1 oH yxe
ckaymBan Takoe MO nnmn CopepPXnT KO, KOTOPbIA MOXET CKauMBaTb U yCTaHABIMBATb NPUTOXEHUS;

* MVHUMYM 5 % CKauMBaeMbIX TaKUM KOLOM NPUNOXEHNI SBNSIOTCS HexenaTenbHbiM MO ¢
MUHUManbHBIM NoporoM B 500 dakTuyeckmx ckaumBaHui (25 GakTnyecknx ckaurBaHum
HexenaTtenbHoro MO).

Benywuwme 6pay3epbl U NPUNOXeHUs g obMeHa darnaMmm He CUMTaIOTCS 3arpy34mkamMm BpeLOHOCHOMO
MO, ecnu BbINOMHSAOTCS 06a yCNoBUS:

¢ CKaunBaHMe He 3anyckaeTcd 6e3 y4yacTun4 nonb3oBaTeny;


https://developers.google.com/android/play-protect/phacategories#spyware
https://developers.google.com/android/play-protect/phacategories#spyware
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/androidpartners_gms/answer/7351400
https://developers.google.com/terms/api-services-user-data-policy

+ ckaumBaHue Ntoboro MO HauMHAEeTCs TONbKO NOce Toro, kak Nonb3oBaTeslb [acT cornacue.

MoLLEHHMYECTBO C peKnaMmou

MoLLEHHMYECKUE ENCTBUS C PEKIAaMHbIMM OOBSABIEHUSIMI CTPOro 3anpeLieHbl. OBbsABNEHMS, KOTOPbIE
€O3[aloT AN PeKNaMHOM CETU BUAMMOCTb, BYATO YBENMYEHME NOCELaeMOCTH CBA3aHO C peasbHbIM
WHTEPECOM MONb30BaTENEN — MPUMEP MOLIEHHNYECKOW peKNaMbl U HEQEeUCTBUTENbHOrO Tpaduka. K
MOLLEHHNYECTBY C PEKIIaMOM MOTYT OTHOCUTbCS CUTYaLMK, KOrga paspaboTumkmn pasMeLLatoT peknamy
3anpeLyeHHbIMU cnocobamu, HanpuMep NoKa3biBaloT CKPbITbIE 0ObABNEHUS, UCNOMb3YIOT
ABTOMAaTMYECKOE HAXaTWE Ha OOBABNEHUS, U3MEHSIOT MHGOPMALMIO UM NPUBEratOT K MHBIM PYYHBIM U
aBTOMaTMYeckuM (pobotam, 60TaM 1 T. f.) METOAAM reHepaLn HeLeNCTBUTENbHOIO PEKTAMHOrO
Tpaduka. HegencteuTenbHbi TpaduK 1 MOLEHHNYECTBO C OOBbSBNEHNSMUN BPEAHbI A8
peknamopaTtenen, pa3paboTumMKoB 1 NOSIb30BATENEN U B [ONTOCPOYHOM NEPCNEKTUBE CHUXAIOT
LoBepue K akocucTeme MobubHbIX 06bSIBNEHUI.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HaPYLUEHUN:

anIJ'IO)KeHVIe, NoKa3biBaKoWee peknamMy, KoTopad He BuaHa Nnonb3oBaTeNAM.

MpunoXxeHne, KOTOPOE aBTOMaTUYECKM NMPOBOLMPYET HaxaTue Ha 06bsiBNeHns 6e3 Begoma
Nosb30BaTENS UM UCKYCCTBEHHO rEHEPUPYET SKBMBANIEHTHBIN CETEBON TPadUK AN NonyyYeHus
KJIMKOB.

anIJ'IO)KEHMe, oTnpasndlouwee d)aﬂbLIJVIBbIe CCblJIKM Ha YCTAHOBKY, 4yTObbI nony4ynTb onnaTty 3a
YCTaHOBKW, SKOObI BbIMONIHEHHbIE HE U3 CETU oTnpasUTend.

MpunoxeHune, KOTOPOE BbIBOQUT Ha 3KPaH YCTPOMCTBA BCMIIbIBaOLLME OOBSABIEHNMS, KOrLa caMo
NPYNOXeHNe 3aKpbITo.

MpunoxeHve, KOTOPOE NPEROCTABNSET 3aBELOMO NIOXHbIE CBEAEHNS O PEKJTAMHOM MHBEHTApE,
HanpuMep coobLuaeT peknaMHbIM CETSM, YTO OHO paboTaeT Ha ycTponcTae i0S, xoTa dakTUYeckn
OHO paboTaeT Ha ycTporcTee Android, nnv HEBEPHO yka3blBaeT Ha3BaHWE NakeTa, NPUHOCALLEro
LOXOf,

HeCaHKLl,MOHMpOBaHHOG ncnoJyib3oBaHMe NJih UMMUTaL A qDYHKLl,MI;I
CUCTEMDI

anIJ'IO)KeHMFI UM o6bABNEHNS, KOTOpbIe coaepXXaTCd B HUX, HE OOJIKHbl UMUTUPOBATb d)yHKU,VIVI nnn
npenynpexpeHnd OnepaLLMOHHOﬁ CUCTEMbI N Opyrnx nporpamMm. CucTteMHble yBeOOMJIEHNA MOXXHO
MCNoNb30BaTb TOJIbKO ANg HEOTbEMJIEMbIX KOMMOHEHTOB NPUITOXEHNA. HaanMep, npuUnoXxeHne

ABMAKOMMaHWM MOXET NoKa3blBaTb YBEAOMIEHNS O pacrnpofaXxax buneTos, a urpa — 0 BHYTPUUIPOBbIX
aKuusXx.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLIeHU:

° anIJ'IO)KeHVIFI, ncnonb3dyouwme CUCTEMHbIE ONOBELWEHNA U NpenynpeXaeHnd ong pexknambl:


https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287
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@ CucteMHble yBEOOMJIEHUSA, KOTOPbIE NOABAOTCA B 3TOM NPUNOXEHNUN, COAEPXKAT peknamy.

[Opyrvie npuMepsl ¢ PekiaMon MOXHO HAaNTW B MPaBuax ee pasmeLLeHus.

CouwnanbHast UHXeHepus

3anpelyeHo nybnnkoBaTh NPUNOXEHWS, Bbigatolwne cebs 3a opurMHasbHble, C Lienbilo 06MaHoM
3aCTaBWTb NOJIb30BATENS BbINOMHUTbL AEACTBUS, KOTOPbIE OH COBEPLUMS Bbl B UCXOLHOM MPUIOXKEHUN.

MoHeTu3auunsa n pekriaMa

Google Play nopaepxvBaeT pasnnyHble Cnocobbl MOHETU3ALIMK, BKIOYAS MaTHOE PacnpocTpaHeHue,
NMOANUCKY 1 peKnamy, a Takxe Npoaaxy KOHTeHTa yepes npunoxeHue. Ytobsl obecneuntb
YA,OBNETBOPEHHOCTb MOMb30BaTeNEN, Mbl TPebyeM, YTO6bI Bbl COBMIOAANM NEPEUNCTIEHHBIE HUXE
npasuna.

MnaTexwu

1. Pa3paboTumku, KOTOpblE B3MMAOT CPEACTBA 3a CKauMBaHWe NpunoxeHuin ns Google Play, LomxHbl
MCNONb30BaTb AJ19 TaKUX TPaH3aKLuMI nnaTexHyto cuctemy Google Play.

2. Ecnu B npunoxeHuun, pacnpoctpaHseMoM Yyepes Google Play, TpebyeTcs unu npvHnuMaeTcs nnata
3a JOCTYN K GYHKLMSM UK cepBrcaM, BKNtoYas ntobble BO3MOXHOCTU NPUNOXEHWS, LinbpoBoWn
KOHTEHT 1N TOBapbl (p,anee — NOKYNKWN B I'IpI/IJ'IO)KeHVIVI), paspa6owvu< OOJKEH NCMOoNb30BaTh O14
TaKMX TpaH3aKuuii nnaTexHyto cuctemy Google Play, 3a UCkntoYeHNeM CnyyaeB, yKasaHHbIX B
pa3penax 3, 8m 9.

Mpumepamun GyHKLMI UM CEPBUCOB, TPEDOYIOWMX UCTIONb30BaHWS NiaTexHon cuctembol Google Play,
ABNAIOTCS B TOM Yucne cnegytowne Mokynku B MPUNOXEHNU:


https://cybage-cairo-updates--play-developer-policy-center.proxy.preview.kintaro.goog/about/monetization-ads/ads/

.

O6beKTbl (HanpuMep, BUPTyarbHas BanoTa, LOMOMHUTENBHOE BPEMS UMW LOMOMHUTENbHbIE XU3HW B Urpe,
HOBbIE MPeAMETbl, TEPCOHaXM 1 aBaTapbil).

Mopnucku (Hanpumep, Ha rPOBON, 06Pa30BaTENbHbIN, My3blKasbHbIN, GUTHEC- NN BULEOKOHTEHT,
pacLWpPEHHbIE BEPCUM CEPBUCOB U T. A.).

OYHKLMUM 1 KOHTEHT (HanpuMep, BepcUs NPUNOXEHNS 6e3 peknambl MY BO3MOXHOCTM, HELOCTYMHbIE B
6ecnnaTHo Bepcun).

.

O6nauHble CepBUCHI M NPOrpaMMHble NPOLYKTbl (HanpUMep, XpaHunuLa AaHHbIX, a Takxe MO ana
ynpasneHus duHaHcamu 1 abdekTUBHOro BefeHus usHeca).

3. MnaTexHyto cuctemy Google Play Henb3sg NCNob30BaTh B MEPEUNCIIEHHbIX HUXE CITy4YasX.
a. Ecnu Bbl npenMyLecTBEHHO NpUHUMaEeTe NiaTexu 3a:

* MOKYMKY WX apeHay TOBapoB (Hanpumep, NPoAyKTOB NMUTaHWS, OAEXAbl, TOBAPOB ANs AOMa U1
3NEKTPOHHbIX YCTPONCTB);

* YCNyry, okasbiBaeMble B peasibHOM MUpe (HanpuMep, TPaHCMNopPT, YCIyru KIIMHWHIa, aBrabuner,
aboHEMEHT B TPEeHaXXepHbIV 3an, [oCTaBka efbl, GUneTbl Ha KOHLEPT);

+ OnnaTy CYETOB MO KPEAMUTHOM KapTe UMM CYETOB 38 KOMMYHasbHble YCNyru (Hanpumep,
KabenbHoe TeneBMaeHne 1 TeNeKOMMYHUKaLVOHHbIE YCIyT1).

b. MNpu nepesofe cpencTs Apyrum nonb3osBaTensam, Cbope NoxXepTBoOBaHMIN, He obnaraemMbix
Hanoramu, 1 onnaTte NoKynok Ha OHMIANH-ayKLMOHaX.

c. Mpwu onnaTe KOHTEHTa UM CEPBUCOB, KOTOPbIE NMOMOratoT Y4acTBOBaTb B a3apTHbIX OHaNH-
urpax, cornacHo pasgeny lNpunoxexusa ang asapTHbIX Urp MpaBun B OTHOWEHUW a3apTHBIX UMP,
Urp N COPEBHOBAHWN C PeasibHbIMU [EHEXHbIMU NPU3aMU.

d. an onjlate NOKynokK "3 KaTeFOpI/IVI TOBAPOB, KOTOPbIE CYNTAKOTCA HENPUEMNEMbIMU COIrMacHO
npaBunnaM NIaTexXHoro ueHTpa B OTHOWEHUN KOHTEHTa

MpuMeyaHue. Ha HEKOTOPbIX PbIHKaX Mbl pa3pellaeM Ucnonb3oBatb Google Pay B NpUnoxXeHusx,
npepnHa3HayYeHHbIX ANs NPoAaxu ¢pnsmyecknx ToBapos u/unu yenyr. MogpobHas nHpopmaLms
npuBepeHa Ha cTpaHuue Google Pay ans paspaboTunkos

4. MNpepnaraTb B NPUNOXEHUSX ApYyr1e cnocobbl onnathbl, KpoMe nnaTexHon cuctemol Google Play,
3anpeLeHo (3a UCKOYEHMEM ClyYaeB, ONUCaHHbIX B pasgenax 3, 8 n 9). B yacTHocTy,
nonb30BaTeNsaM Henb3s Npefnarate 4pyrue cnocobbl onnaTtbl:

* Ha CTpaHuue npunoxeHus B Google Play;

* B pekname BHYTPU NPUNOXEHUS, KacatoLencs NnaTHOrO KOHTEHTA;

+ B KOMMoHeHTax WebView, kHonkax, cCbinkax, COObLEeHUaX, pekname 1 pyrux npusbiBax K
LEVCTBUIO BHYTPU NPUIIOXEHUS;

* B MOSIb30BATENbCKOM MHTEPdENCE, B TOM YMCIIe HA SKpaHaxX PerucTpaumnm 1 co3naHus akkayHTa:
HW B OOHOM UX pa3fefie nonb3oBaTenen Henb3as nepeHanpaBnsaTb K CNOcoby onnaTbl, OTANYHOMY
OT nnaTexHon cuctemel Google Play.

5. BupTyanbHas Bantota BHyTPY NPUIIOXEHWI SOMXHA UCMONb30BATLCS TOMLKO B TOM NPOAYKTE, B
KOTOPOM OHa bblfia KynneHa.

6. Pa3paboTunkn 0693aHbl SBHO 1 YeTKO MHbOPMMPOBATh NONbL30BaTENEN 06 YCNOBUSX U LIeHaX Ha
NPUNOXEHNE MU NoBbIE GYHKLMU U MOLMNUCKM. LIeHbl BHYTPU NPUIOXEHUS [OMKHbI COBMagaTh C
LleHaMK, KOTOpble MOABNAIOTCS B NnaTexHoM nHTepderice Google Play. Ecniv 3a focTyn K GyHKLMAM,
YMNOMSIHYTbIM B ONMcaHum npunoxeHus B Google Play, BaumaeTcs oTaenbHas Uiv [ONonHUTENbHAS
nnata, Bbl 0653aHbl NpefynpeanTs 06 3TOM Nonb3oBaTenen Ha CTPpaHULE NPUIOXEHNS.

7. ECnv B NpUNOXEHUN UM UFPE ECTb MEXAHN3MbI, MO3BONAOLME B Pe3ynbTaTe NOKYMNKN NONYyYnUTb
clyYyaliHble BUPTYasnbHble NpeaMeTbl (BKItoYas, NMOMUMO NpoYero, NyT6oKChl), TO Bbl AOMXKHbI
CBOEBPEMEHHO N HEMOCPEACTBEHHO Nepeq, NoKYNKon SBHbIM 06pa3oM COOBLUTb NONb30BATENHO,
KaKoBa BEPOATHOCTb MOMYYNTb TaKNe NPeaMeTbI.


https://support.google.com/googleplay/android-developer/answer/9877032#gambling-app
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://developers.google.com/pay/
https://developers.google.com/pay/

8. 3a VCKIIOYEHMEM ClyYaeB, ykasaHHbIX B pasfene 3, pa3paboTunky pacnpoCTpaHIeMbIX Yepes
Google Play npunoxeHuii, B KOTOPbIX OT NMONb30BAaTENEN B YKa3aHHbIX CTPaHax U pervoHax
Tpe6yech nnn NnpuHMMaeTCyd nnata 3a |-|OKyI'IKVI B MPUNTOXEHUAX, MOTYT Npeanaratb BHYyTpU
NPUIOXEHUI anbTEPHATMBHYIO NIATEXHYIO CUCTEMY B JOMNOMNHEHWE K cucteme Google Play. Ans
3TOro Heo6xoAMMO 3anofIHUTbL GOpPMyY Aeknapaummn ANs NOAXOAAWEN NPOrpaMMbl U NMPUHSATD
LOMNONHUTENbHbIE YCNOBUS U TPeboBaHKs NPOorpamMmbl, ykasdaHHble B 3Tol dopMme.

9. Pa3paboTumkm pacnpocTpaHseMbix Yepes Google Play npunoxeHun MoryT npegnaratb
nonb3oBaTensaM U3 cTpaH EBponenckomn akoHoMmnyeckom 3oHbl (E33) nepexoanTtb B gpyrue
NPUNOXEHNS U Ha APYr1e CalTbl, HAaNpPUMep AN NPOABUXEHUS LUPOBbIX crelmanbHbIX GYHKLAA 1
ycnyr B NpUnoxeHuun. Takne paspaboTumkin LOMKHbI 3anofHUTb GopMy fekrapaummn ans
Nporpammbl U NPUHATb [OMONHUTENbHbIE YCNIOBUSA U TpeboBaHMS NPOrpamMMbl, yKasaHHbIE B 9TOM
dopme.

MpuMeyaHue. YTOObI y3HATb CPOKM U MONYYUTb OTBETHI Ha YACTO 3afaBaeMble BOMPOChI MO 3TUM
npasunam, nocetute CnpaBoYHbIN LLEHTP.

Peknama

[lns nopaepxaHns KayecTBa Mbl YYMTbIBAEM COAEPXKAHUE, ayAUTOPUIO U cnocob nokasa 06bABREHNS,
a Takxe ynobcTBo, 6€30MacHOCTb M KOHGUAEHLMANBHOCTb Nonib3oBaTenei. O6baBNEHNS 1 CBA3aHHbIE
C HUMUK cneumnanbHble NpennoXXeHNda CYHNTaTCA YaCTbio MPUNOXEHNH, MO3TOMY AOJSIKHbI
COOTBETCTBOBATb BCeM Npasunam Google Play. Ecnu Bbl MOHeTM3npyeTe B Google Play npunoxexue,
npegHasHauyeHHoe A feTel, TO Ha peknaMy B HeM pacnpOCTPaHATCS LOMOMHUTENbHbIe
TpeboBaHus.

B CnpaBOYHOM LIEHTPE MOXHO Y3HaTb 60sblUE O MPaBUax B OTHOLIEHUN MPOABMKEHNS U LaHHbIX 418
Google Play, a TakxXe 0 HapyLEHUSX, CBA3aHHbIX C METOAAMU NPOABUKEHNS, KOTOPbIE BBOAAT
nonb3oBaTenen B 3abnyxxaeHue.

Copep>kaHue o6bsBneHus

O6bsIBNEHNS N CBA3AHHbIE C HUMM cneunanbHblie NpensioXeHnsa CYNTaKTCAa YaCTblo NPUNOXKEHUNA U
OOJI>XKHbl COOTBETCTBOBATb HalWMM NnpaBuiamM B OTHOWEHUN 3anpeLleHHOro KOHTeHTa. Ha NPUNOXeHnsa
Onga a3apTHbIX UTP PacnpOCTPaHAKTCA AONONHUTENIbHbIE Tpe6OBaHVI9I.

HenpuemMnembie 06baBneHUs

Kak KOHTEHT NPUIOXEHUS, Tak U NOKa3blBaeMble B HEM 06BbABNEHNS U CBA3AHHbIE C HAMM
npeasioxexHns (Hanprmep, Korga pekiama npegpnaraet ckavaTb ApYyroe NpuioxeHue), HeobxogMMo
noabupaTb C y4eTOM BO3PACTHbIX OFPaHUYEHUIA  MPUIIOXEHUS.

BoT npumepbl Hanbonee pacnpocTpaHEeHHbIX HapyLLEHUN:

+ O6bsBNEHUS, KOTOpPbI€ HE COOTBETCTBYIOT BO3PACTHbIM OrpaHNYeHNAM NPUNOXEeHNA:


https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/answer/12570971
https://support.google.com/googleplay/android-developer/contact/external_offers_program
https://support.google.com/googleplay/android-developer/answer/14372887
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
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Excallont Apps

Erertainmant

(D O6bsBneHVe HenpreMneMo ass Leeson ayautopum npunoxeHus (Ins scex), NOCKONbKY
npenHasHayeHo A5 NoAPOCTKOB.

(2 O6baBNEHME HEMPUEMNIEMO A1 LENeBon ayautopum npunoxeHms (MoapocTku), NoCKObKy
npenHasHa4YeHo Ans B3POCbIX.

(3 O6bABNEHME C NPEASIOXEHMEM CKaYaTb NPUNOXKEHWE A1 B3POCTbIX HEMPUEMNEMO A9 LieNeBoit
ayouTopun urpsl (Onga Bcex).

Tpe6oBaHUs K 06bsIBIIEHUSIM B NPUITOXEHUAX OISl BCe CEMbU

Ecnu Bbl MOHeTM3MpyeTe B Google Play npunoxeHune, npefHa3HauyeHHOEe Ans AeTeN, OHO [OSXKHO
COOTBETCTBOBaTb TPeboBaHNAM Nporpammsl “TpUnoxeHns ong BCcev cemMmbn” B OTHOLIEHUN PeKiaMbl 1
MOHeTU3aLuK.

O6bsiBneHus, BBogswwme B 3abnyxxgeHuve

B 06baBNEHNAX HENBb3S KONMPOBATb 3NIEMEHTLI MHTEpPdEeNnca NPUNOXEHNS, B TOM YUCTE YBEAOMIEHUS U
CUCTeMHble NpepynpexaeHns. Mosib3oBaTento AOMKHO BblTb MOHATHO, B KAKOM MMEHHO MPUIOXEHUN
nosiBnseTcs obbsABNEHME.


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU

Bort npumMmepbl Haubonee pacnpoCcTpaHeHHbIX HapyLI.IeHMl;It

« O6bABNEHUNS, KOTOPbIE BbIFNSASAT, KAk MHTEepdENC NpunoxXeHus:
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(D B 9TOM MPUIOXEHUM BOMPOCUTENbHBIN 3HAK Ha CaMOM [iefe ABNAeTcs 06baB/IeHeM, KOTOPoe
nepeHanpaBseT Nofb30BaTENs Ha BHELLHIOK LENEBYIO CTPAHMLLY.

. O6bﬂBJ‘IeHVIﬂ, KOTOpPbI€ KOMNPYKT CUCTEMHbIE ONOBELWEHNA:
30 © ¥4 B 10:00
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Your Android has a virus!

We've detected a virus on your Android
device! Tap DOWNLOAD to get a

free virus scanner!

IGNORE DOWNLOAD
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SPECIAL OFFER EXPIRES IN 2 HOURS!
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@ @ Bbiwe npencrtaBneHbl NpuMepbl 06bABNEHUN, KOTOpPbI€ BHELWHE NOXOXN Ha CUCTEMHbIE
yBeooMNeHus.

Transfers History
= ©
Deposit Financial
@ ] III
My Easypay
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Easy Bank [Easy Wallet Al Services

Download new app

(@ Bbiwe npencTaBneH NpUMep pasnerna, SNEeMeHTbl KOTOPOTO MOXOXU Ha CMIMCOK GYHKLMIA, HO
NepeHanpaBnstoT NONb30BaTENs Ha peknamy.



O6baBneHus, npepbiBaloLme paboTy NpUIoXXeHus

O6bsBNeEHNs, NpepbiBaloLMe paboTy NPUNOXKEHWS, NOABNSIOTCA B HEOXMAAHHbIX MECTAX, MOTYT
MPUBOAUTL K HEMPEeAHAMEPEHHbIM HAaXaTWsSM U HapyLwaTb GyHKLMOHANBbHOCTb YCTPOWCTBA.

Henb3s BbIHY>XAaTb NONb30BATENA HAXMMATb Ha 06 BABIEHUE WU OTNPAaBATb NIMYHbIE faHHble AN
pekaMHbIX Lieniew, NPexae Yem OH NOMyYMT NMOJSHbIN BOCTYN K NpunoxeHuto. O6baBNeHNS HE AOMKHbI
MOKa3blBaTbCS BHE MPUNOXEHNUS UV BIMATbL HA APYr1e NpuioXeHus 1 peknamy B HUX, a Takxe Ha
paboTy yCTPOWCTBA, €ro MOPTOB U CUCTEMHbIX UK GU3NYECKMX KHOMOK. B 4aCTHOCTH, 3TO OTHOCUTCS K
oBepriesM, ConyTCTBYIOWMM GYHKLMAM 1 PeKNaMHbIM 61iokaM — BuaxeTaMm. Ecnu B NpunoxeHun ectb
06bABNEHUS, KOTOPbIE HE MO3BOAT HOPMASIbHO Ero UCMONb30BaTh, OHW JOMKHbI NIErKO 3aKPbIBATLCA.

BoT npumepbl Haubonee pacnpocTpaHEHHbIX HAPYLUEHUN:

° PeKnaMa, KOTOpasa 3aHMMaeT BeCb 9KpaH, HE NO3BONAET HOPMaJibHO NCNOJIb30BaTb NPUTOXEHNE N
He 3aKpbiBaeTCH ABHbIM cnocobowm:
30 © ¥4 0B 10:00

Apps from GrooveeGames

(D B 3TOM 06bABIIEHNM HET KHOMKM "3aKpbITh".

+ Peknama, BbIHYX[atoLas nonb3oBaTens NepexonmnTb Mo CCbIIKaM C MOMOLLbIO NOXHOW KHOMKK
"3aKpbITh" UM BHE3AMHOrO MNOSIBIIEHNS B TEX YACTAX 9KPaHa, Ha KOTOpble 06bIYHO HAXUMaIOT AN
[OCTYNa K APYruM GYyHKLMSAM NMPUNOXEHUS:



rTece
() 15.287 /> 583

(D B oaTOM 06bABNEHUM UCMOSNB3YETCA IOXHASA KHOMKA "3aKpbITb".

Tap to Jump!

(2 310 06bsABNIEHME BHE3AMHO NOSIBNSETCS B TOW YaCTW 3KPaHa, Ha KOTOPYIO Nosb30BaTeSb NPUBbIK
HaXuMaTb 4ng focTyna K GyHKLUSM NPUITOXEHUS.

» Peknama B NPUNOXeHNN, KOTopasd NOKa3bliBAa€TCs BHE €ro:
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@ MNMonb3oBaTenb nepexoonT U3 aToro NPMUNoXeHnd Ha rnaBHbIN 9KpaH, raoe BHe3anHoO noaesnaeTcs
peknama.
« Peknama, KOTOpasa NogaBngeTCsd Nocne HaXxatunga KHOMKKY rMaBHOro akpaHa Ui BbIMOTHEHUSA OPYTrUX
LEeNCTBUM, NPefHa3HaYeHHbIX 4Ns BbIXOAa U3 NPUNOXEHUS:
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(D Monb3oBaTenb NbITAETCS 3aKPbITh MPUIOXEHUE Y NEPENTU Ha TMABHbIA 3KPaH, HO 3TOT NPOLECC
npepbIBaeTCs peknamon.

Bonee kayecTBeHHas peknama

YT06bI MCnonb3oBaHWe npunoxeHnii Google Play 66110 MakcManbHO KOMGOPTHBIM, pa3paboTunKm
LOMXHBI COBNIOAATL CrefyloLlme peKoMeHaaLuum no pasmeLLeHnto peknambl. Ecnm nonb3oBaTtenu He
OXMAAIT 3TOrO, 3arnpeLyaeTcs nokasblBaThb:



NOMHO3KPaHHbIE MEXCTPaHMYHble 06baBneHna ntoboro popmata (BMAeo, GIF, ctatuueckue

n3o6paxeHuns 1 np.), KOTopble NOABNATCA HEOXNAAHHO, 0BbIYHO KOrAa Nosib30BaTe b BbINONHAET

NencTBue, He CBA3aHHOE C TEMOM ObbABNEHUS;

+ 0O6BABNEHUS BO BPEMS UrPbl B HAYane ypoBHSA UK NPW Nokase o4yepeaHoro 6510ka KOHTEHTa;

+ MEXCTpaHU4YHble 06bABNEHNS B GopMaTe NONHOSKPAHHOIO BUAEO, KOTOPbIE NOABNAOTCA A0
9KpaHa 3arpysku NpunoxeHus (3actaeku);

MOSNIHO3KPAHHbIE MEXCTPaHNYHbIE 06bsBNEHMs toboro dopmaTa, KOTOpble HEBO3MOXHO 3aKPbITb MO
ncteyeHun 15 cek. MoNHO3KPaHHbIE MEXCTPaHNYHbIE OOBSBIEHMS, KOTOPbIE Pa3peLleHbl
Mosb30BaTENEM UMM HE MELLAIOT BbINONHATL AeNcTBUS (HanpuMep, Npu nokase nocne CTpaHuLbl ¢
pesynsTaTaMun Urpbl), MOTYT NMOKa3biBaTbCs fosblue 15 cek.

3T NpaBuna He NPUMEHSIOTCS K OOBABIIEHNSM C BO3HArpaxaeHMeM, KOTopble SBHO Pa3peLUeHbl
nonb3oBaTenem (Hanpumep, ecnu pa3paboTunk NpegnaraeT NOCMOTPETb pekiaMy B OOMeH Ha
Pa36NOKNPOBKY UFPOBON GYHKLMU UM KOHTEHTA). DTW NpaBuia TakXe He AeNCTBYIOT B OTHOLIEHNM
MOHETM3aUMM N peknambl, KOTOPbIE HEe MeLWakoT HOPManbHOMY MCMONb30BAHUIO MPUIOXEHNS N UTPbI
(HanpumMep, ponyckaeTcs BUAEOKOHTEHT CO BCTPOEHHBIMU OO BABNEHUSAMUN U HEMOTHO3KPAHHbIE
6aHHepbl).

3TN pekomeHaLmmn chopMynmnpoBaHbl Ha ocHoBe cTaHaapToB Better Ads Standards — Mobile Apps
Experiences . [ononHuTenbHble cBeaeHus ob aTux cTaHaapTax Bbl HanMaeTe Ha canTe Coalition for
Better Ads

BoT npumepbl Hanbonee pacnpocTpaHEeHHbIX HapyLLEHUN:

+ HeoxunpaHHble 06bSBNEHNS, KOTOPbIE MOKA3bIBAIOTCS BO BPEMS UrPbl MW Nepep, NosiBNEHNEM
oyepepnHoro 6roka KOHTeHTa (HanpyMep, Noce Toro Kak Nosib30BaTeNb HaXasl KHOMKY, HO A0
BbIMOJIHEHUS CBA3AHHOMO C Hel AencTBuUS ). [oNb30BaTENM OXMAAIOT Havana Urpbl UV NOSBIEHUS
HOBOW MHGOPMaLMK, @ He NoKa3a PeKsiaMbl.

§:30 @ w4l
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(D CraTnueckoe 06bsaBeHNe HEOXMAAHHO NOSBISETCA BO BPEMS UIPbl B Hauase ypOoBHS.


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/
https://www.betterads.org/
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(2 Bupeopeknama HeoXmaaHHO NOABNISETCS B Havane 6510ka KOHTEHTa.

° rlOJ'IHOSKpaHHOG 06bsABNEHNE, KOTOpPOE NoaBNAEeTCA BO BpeM4A UIrPbl U HE MOXET ObITb 3aKpbITO Yepes
15 cex.
$:30 [ ] vdl

(D MexcTpaHuuHoe 06baBNEHNE NOSBSETCH BO BPEMS UIPbl, U €r0 HEBO3MOXHO 3aKPbITb MO
ncrteyeHum 15 cek.

PeknaMHble NPUNOXEHUA

3anpelu,aeTcsl |'|y6J'|I/IKOBaTb NPUNoXeHnd, NokasbiBaoWwmMe MEXCTPaHNYHbIE obbaBneHus, KOTOpbIe
OTBJIEKAIOT NONIb30BaTeENId OT BSGI/IMO}J,GPICTBVIFI C NPUNOXeHNeM 1 BbINOJIHEHNA 3aa4 B HEM.

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapyLUEHUN:



+ MNpunoxeHus, B KOTOPbIX MOCIE KaXA0oro AENCTBUS NOSb3oBaTeNs (B TOM UMCIE NMOCNE HaXaTUK,
NPONUCTLIBAHWS U T. A.) NOKA3bIBAIOTCH MEXCTPAHNYHbIE OOBbABNEHMS.
9:30 9 w4l

TEST YOUR GROWTH

Play Quiz & earn upto
oins

(D Ha nepBoM CTpaH1Le NPUIOXEHMS PACMOiaraeTCs HECKObKO akTUBHbIX KHOMOK. Koraa
noJib30BaTeNb HaXMMaeT KHOMKy CTapT, NOABASETCH MEXCTPAHUYHOE 0ObaBNEHME. 3aKPbIB €r0,
nosib30BaTeNb BO3BPALLAETCS B NPUIOXeHWE 1 BbibupaeT CepBuc, YTobbl HauaTb paboTy, HO B 3TOT

MOMEHT OTKPbIBAETCH APYroe O6bsaBNeHMe.

2nd AD

(2 Ha nepBoi CTpaHMLE NPUIIOXEHNS aKTUBHA TOMbKO KHOMKa UrpaTb. Mocne HaxaTus Ha Hee
NosIBNSIETCS MEXCTPaHUYHOE 06bsiBNeHMe. 3aKpbiB €ro, Nonb30oBaTeNb BolbupaeT CTapT, Tak Kak 31O
€[MHCTBEHHas akTMBHas KHOMKa, U B 3TOT MOMEHT OTKPbIBaeTCs Apyroe obbsBneHme.

MoHeTusauma ¢yHKLMM 61T0KMPOBKM IKpaHa

3anpeLLeHo Noka3biBaTb PEKIaMy 1 pa3MeLLaTh NiaTHble GYHKLMU Ha 3a6JTOKMPOBAHHOM 3KpaHe,
KpOMe Tex Cly4Yaes, KOrga NpunoxeHne NpeLHasHaueHo UCKITIUUTENBHO ANS yNpaBieHus
3a65T0KMPOBAHHBIM 3KPAHOM.

MoweHHUYecTBO C peKﬂaMOﬁ

MoLLEHHMYECKUE OENCTBUS C OOBSBAEHNSIMU CTPOrO 3anpeLueHbl. JonoNHUTENbHYO MHPOPMALUIO Bbl
HalgeTe B HalWX NpaBmiax B OTHOWEHUM MOLWEHHNYECTBA C PEKTaMON.


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691

Mcnonb3oBaHMe gaHHbIX O MECTOMOOXEHUN B LLeNaX PeKnamMbl

MpUNoXeHus, KOTOpblE NCMOSb3YIOT BOCTYN K AaHHBIM O MECTOMONOXEHMN YCTPOMUCTBA 15 NOKa3a
pekiambl, [OMKHbI COOTBETCTBOBATb MOMOXEHWAM pa3dfena JInuHas u KoHpMaeHLnanbHas
nHbopMaLMs, a Takxe Cnepyowmm TpeboBaHUaM:

+ HyXHO ICHO JOHECTMN A0 MOJIb30BATENS, YTO ECAIN OH NPELOCTaBUT Pa3peLleHne, TO faHHbIe O
MECTOMOJIOXEHUN €ro YCTPOoMCTBa ByayT cobupaTbCs UM MCNONb30BaThLCH A4 NoKasa peknambl. Bol
LOJIKHbI COOBLWNTL 06 3TOM B 0693aTENIbHOM NOUTUKE KOHOUAEHLMANBHOCTU NPUNOXEHNS, a TakXe
[,06aBUTb CChINIKM Ha MOANTUKN KOHGUAEHLMAIbHOCTY PEKAaMHbIX CETEN B OTHOLWEHNM
MNCMNONb30BaHUA OAaHHbIX O MECTOMOIOXKEHUMN.

« PaspelueHunsa Ha JOCTYM K AaHHbIM O MECTOMOJIOXEHMN MOTYT 3anpalmBaTbCs TONbKO A4 pa6OTbI
d)yHKLI,VIl‘/‘I N CepBUCOB, KOTOPbIE €CTb B NPUNTOXEHNN. Henb3s 3anpawmnBaTtb 4OCTYN K AaHHbIM O
MECTOMNOJZIOXXEHUN, eCcnn oH 6yp,eT MCNonb30BaTbCy TONIbKO AN19 peKNaMbl.

Wcnonb3oBaHue peknamMHoro nageHtuédukartopa Android

B cepsucax Google Play 4.0 nosBunucb HoBble API, a Takxxe ngeHtudumkaTop ofs peknamopaTtenen u
Tex, KTO NPefoCTaBnseT yCnyru aHanMTUKu. YCNoBus UCNonb30oBaHUs MaeHTUdUKaTopa NnpuBeaeHbl
HUXeE.

+ Ucnonb3oBaHue. PeknamHbii nageHtudukatop Android (AAID) [omKeH MCNONb30BaTLCS TOMLKO AN
pa3MeLleHns peknambl M aHann3a ee nokasatenen. Mpu Kaxxgom obpalleHumn K naeHTudukaTopy
OOJIKHbI MPOBEPATLCS 3HaYeHUs napamMeTpoB "Peknama Ha OCHOBe MHTepecoB" 1 "lNepcoHanu3auuns
peknamsl".

+ CBA3b ¢ UHPOpMaLMen, No3BonsoWwen MEeHTUGULUMPOBATb IMYHOCTb, U APYTUMHU
maeHTuduKkaTopamu.

+ PeknamHbI nAeHTUPMKATOP HeNb3s CBSA3bIBATb C MOCTOSIHHBIMU MOEHTUOUKATOPaMK YCTPONCTBA,
Taknmm kak SSAID, MAC-agpec unu IMEI-kog, B peknaMHbIX Lensx. PeknamHbin naeHTuoukaTop
MOXHO CBA3bIBaTb C AaHHbIMMY, NO3BOJSOWNMU UAEHTUPULMPOBATb IMYHOCTD, TOSIbKO MPK
HanMymMm SBHOrO COrnacusi nonb3oBaTens.

+ 3anpelyaeTcs CBA3bIBaTb B aHANIMTUYECKUX LIENSIX PEKIaMHbIN MAEHTUPUKATOP C AaHHBIMY,
NO3BONSIOWUMUN AEHTUOULMPOBATL NIMYHOCTb, UM MOCTOSIHHBIMU MAEHTUGMKATOPaMU
yCTpouncTBa, Taknumu kak SSAID, MAC-agpec nnu IMEI-kog. MNopgpobHas nHdopmaums o
NMOCTOSIHHbIX MAEHTUOMKATOPAX YCTPONCTBA NPUBEAEHA B MPaBMIax B OTHOWEHUN
Monb30BaTENbCKUX [aHHbIX

+ YBa)keHue npepnoYTeHui nonb3oBaTtens.

+ HoBbIN peknamHbI nAEHTUGUKATOP, NPUCBOEHHbIN Noce cOpoca, HUKOUM 06Pa30M He JOMKEH
ObITb CBA3aH C NPeAbIAYLIMM MOEHTUOUKATOPOM UK ero faHHbIMU 6E3 SBHO BbIPaXEHHOro
cornacus nonb3oBaTens.

+ Kpome TOro, HEO6X0AMMO YYMTbIBATb HACTPOWKW MONIb30BATENS B OTHOLLEHWM nofbopa 1
nepcoHannaaummn peknambl. ECiiM aT1 GyHKLUMM OTKITHOUYEHb!, TO BaM 3aMnpeLLaeTcs UCnonb30BaTh
peKknamMHbI UOeHTUOUKATOP ANS CO3LaHUS NONIb30BATENBCKOrO NPobUNs B pekiaMHbIX Lensdx unm
LJ15 TOKa3a NepCoHanM3poBaHHbIX 06bsaBREeHMN. K pa3pelieHHbIM METOAAM OTHOCSATCS
KOHTEKCTHas pekiamMa, OrpaHnUYeHre YacToTbl MOKa30B, OTCNEXVBaHE KOHBEPCUIA, COOBLLIEHUS O
HapyLleHUsX, a Takke 06HapyXeHre yrpo3 6e30MacHOCTM U CNyYaeB MOLEHHUYECTBA.

 Ecnu peknamHbin ngeHtuoukatop Android ynanseTcs Ha HOBOM YCTPOWCTBE, OH CTAHOBUTCS
HepocTyneH. BMecTo Hero ByneT nokasbiBaTbCs CTPOKa, COCTOALWaa U3 Hynen. YCTponcTeo 6e3
PEKTAMHOMO MAEHTUPMKATOPA HENb3 CBA3bIBATL C AaHHbIMU NpeablayLwero nageHTuoukatopa.

+ YBepgoMneHue nonb3oBaTenen. B nprMeyaHun o KOHOUAEHLMANbHOCTU, COOTBETCTBYIOLLEM
TpeboBaHNAM 3aKOHOAATENbCTBA, NONb30BATENO HEOHXOAMMO COOBLWUTL O COOPE U UCMONb30BAHNUM
peKaMHbIX MOEHTUOUKATOPOB, a TakXXe O HacToAWmMX npasunax. MoapobHas MHboPMaLMa O HaLKX
CTaHpapTax KOHGMAEHUMaNbHOCTV NpuBeaeHa B pasaene [aHHble nonb3oBaTens

« CobniogeHue ycnoBsuim UCnosb3oBaHUs. PeknaMHbll MAEHTUPUKATOP MOXHO MPUMEHSTb TOSNBKO B
CcooTBeTCTBUM ¢ lNpaBuiaMu nporpaMmsl s paspaboTymkos npunoxeHun B Google Play, npruyem
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9TO YCNOBME PACNPOCTPAHSETCS Ha BCEX, KOMY Bbl MOXETE NPEfOCTaBUTb MAEHTUOUKATOP B XO4e
KOMMepUeCKOMN fesaTeNbHOCTW. B 1io6oM NpunoxeHuu, 3arpy>xxaemMom unu nybnnkyemom B Google
Play, cnemyeT ncnonb3oBaTh PeKNaMHbIN MAEHTUOUKATOP (ECNIM OH BOCTYMEH HA YCTPONCTBE).
MpUMeHsATb ANs pekNaMHbIX Lenen apyrne naeHTndUKaTopbl yCTPOMUCTB 3anpeLLeHo.

JononHutenbHas MHbopMaLns NpeacTaBneHa B HaWWX NpaBuiax B OTHOLIEHUM NOMb30BaTENbCKMUX
[OaHHbIX.

Noannckun

Pa3paboTunkaM 3anpeLeHo BBOAUTL NONb3oBaTeNen B 3abnyXaeHne 0THOCUTENBHO NpeaaraemMoro
KOHTEHTa M NoANUCoK. Bes nHpopMauma o Hux, 6yab To onybnvMkoBaHHas B CaMOM MPUIIOXEHUN UK
Ha 3acTaBke, o/KHa 6biTb CHOPMYNMPOBaHa YETKO M ACHO. Mbl He [OMYyCKaeM NPUOXEHNS, KOTOpble
0BMaHHbIM UMV MaHUMYNATUBHBIM MyTEM NMPUHYXXAAIOT NMOMb30BaTENEeN COBEPLaTh NOKYMKM (B TOM
yumcne nprobpeTaTb NOANUCKM U KOHTEHT B MPUNOXEHUSX).

MpensioxeHne LOMKHO COREPXaTb BCIO HEOHXOAUMYO MHPOPMALIMIO, B TOM YMchie 06 yCroBuUSX,
CTOMMOCTHM NOANUCKU N NePUOANYHOCTU NNaTeXHOro unkKkna, a Takxe o ToM, MOXXHO JIh N0N1b30BaTbCA
npunoxeHnem 6e3 nognucku. Bce atn cBefeHMs JOMXKHbI 6bITb JOCTYMHbI 6€3 BONONHUTENBHBIX
LEeNCTBMIN CO CTOPOHbI NONb30BaTENS.

Monb3oBaTenu, KOTopble NPUOGPENY NOANUCKY, AOMKHbI MONTyYaTb MOCTOSIHHbIE MW PErynsipHble
npenMyLLecTBa B TeYeHMe BCEro Cpoka ee AencTems. Hanprmep, B paMmkax NOANUCKM 3anpeLleHo
NpefocTaBNsTb OQHOPA30BblE UFPOBbIE GOHYChI UMM NEPEUNCTISTD BAIOTY NPUIOXKEHUS eAUHbIM
nnaTexom. Bbl MOXeTe NpefoCcTaBnsTb BO3HArpaxaneHus nnv 60Hycbl TONbKO B [OMOMIHEHUE K
MOCTOSIHHBIM U PETYSAPHBIM MPENMYLLECTBAM, KOTOPbIE AENCTBYIOT Ha MPOTSXXEHUUN CPOKa LeNCTBUS
nognucku. Ecnu Takmx npemmyLLecTs HET, BMECTO NOLAMNUCKM HEOBXOAUMO NpepasiaraTb KOHTEHT As
NPOAAxXMN Yepes NpPUNoxXeHue.

3anpelleHo NpeacTaBnaTb Pa30BOe NpensioXeHne Kak nognucky. Kpome Toro, 3anpeLeHo MeHsaTb
yCNoBUs yxe opopMIeHHOM Nognuckn (HanpuMep, OTMEHSATb, YMEHbLLATb KOJTMYECTBO eXEMECAUHbIX
6OHYCOB MM NpeKpaLlaTh X NOAAEPXKKY) TakuM 06pa3oM, YTobbl pakTMUeckmn nonbL3oBaTenu
nonyyanu Tosbko OAHOKPATHOE NPEeNMyLLECTBO.

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapyLUEHUN:

+ ExXXemecsauHble NOANUCKM, B YCNIOBUAX KOTOPbIX HE YKa3aHOo, YTO OHM ByayT aBTOMaTUYECKN
NPOANIATLCS KaXAblA MecsL, CO CMMCaHMEM CPELCTB CO cyeTa.

« [ogoBble NOAMUCKHN, B VIHd)OpMaLl,I/IVI O KOTOpPbIX Hanbonee 3aMeTHO BblaesieHa X Meca4yHad
CTOUMOCTb.

+ HenonHas nokanuaauus yCﬂOBVIl;I M CTOMMOCTK NOANNUCKN.

« MpennoxeHns, B KOTOPbIX HESCHO YKa3aHO, YTO MOSb30BaTENb MOXET MOMYYUTb JOCTYMN K KOHTEHTY
6e3 noanucku (ecnm aTo BO3MOXHO).

HeTouyHOe yKa3aHMe HaMMEeHOBaHNS TOBapa, HaNnpUMep ANs NOANUCKU C aBTOMATUYECKUM
CcrnvcaHneM CpefcTB faHa popmynunpoBka "becnnatHaa npobHas Bepcua” nnu "Monpobynte
nognucky Premium — 3 gHs 6ecnnaTtHo".

+ PacnpepeneHune npouecca nokynku Ha HECKOMNbKO 3KPaHOB TakuM 06pa3oM, UTobbl NonbL30BaTENU
MOFNIM CNyYaHO HaXaTb KHOMKY NOAMUCKU.

« [MopnncKn, B KOTOPbIX HET MOCTOSAHHBIX UK PErynspHbIX npenmyecTts. Hanpumep, 1000
KPWUCTaNnoB B NepBbI MecsiL, NOANUCKN U 1 KpUCTann B KaXAbln CRenyowWwmin MecsL, o KOHLa ee
CpoKa JencTBeus.

« onyyeHne pa3oBoOro NpenMyLLeCTBa 3a 0bOpPMIIEHME NOANUCKM C aBTOMATUYECKUM NPOQJIEHVEM U
ee OTMeHa nocre Nokynku 6e3 3anpoca Co CTOPOHbI MOSIb30BaTENS.

Mpumep 1
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(D KHorka "3akpbITh" BUAHA HEYETKO, U MOMb30BATENb MOXET HE MOHSATh, YTO KOHTEHT AOCTYneH 1 6e3
MOAMMUCKM.

2 B npeasioxeHnn ykasaHa LieHa TONbKO 3a OfiMH MECSIL, U NOMb30BaTeNlb MOXET He MOHSTb, YTO Npu
odpopmreHnn nognmcky ByaeT cnucaHa nnaTa 3a WecTb MecsALEB.

@ B npennoXeHnn ykadaHa ToJIbkKO HavanbHaga UeHa, 1 Nos1b30BaTElb MOXET HE NOHATb, Kakasd CyMMa
6yp,eT CrnucbiBaTbCA aBTOMaTM4YeCKM Nocrie 3aBeplleHnd HavallbHOro nepmnopga.

@ I'Ipep,no>KeHV|e M yCnoBusa NCnosib3o0BaHUA NpeacTaB/ieHbl Ha Pa3HbIX 93blkax, MO3TOMY 4YacCTb
I/lHd)OpMaLI,VIVI O HUX MOXET 6bITb HEMOHSATHA MOMb30BATEN!O.

Mpumep 2
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(O [Ona nepexofaa K KaxaoMy ClefytoweMy aKpaHy Hy>)XHO HaXuMaTb B OGHOW 1 TOM e 061acTu, 1 npu
nocnegHeM HaxaTum KHomku "MpoJonxkumTs" obopmnseTcs nognucka.

(2 CymMmy, KOTOPYIO MPEACTOMT 3aMniaTuTb B KOHLLE NPOBHOro Neprnoaa, TPYAHO NpPoYnTaTh, NOSTOMY
NMonb30BaTENb MOXET NMOAYMaTb, YTO 3TO BecnnaTHbIN TapUdHbIN NaH.

BecnnaTHble I1p06HbIe BepCcun 1 npennoxXXeHud and HoOBbIX nofib3oBaTenemn

Eweé po Toro, Kak nonb3oBaTesb NpuobpeTeT NOANUCKY, Bbl fOMIKHbI SCHO U TOYHO COOBLWUTL eMy
YCNOBUWS NPELNOXEHNS, BKOYas ero MpOAomMKUTENbHOCTb U LiEHY, @ TakXXe OnMcaHue fOCTYMHOro
KOHTEHTa unn cepsucoB. He 3abyabTe ykasaTb, KaK v Korfa nonb3oBaTenb neperaeT ¢ becnnaTHom
npo6HOoM BEPCUM Ha NAATHYIO NMOAMMUCKY, YTOYHNUTb CTOMMOCTb NIAaTHOM NOAMNCKM, @ TakXe COOBLWMNTb,
YTO MOANMCKY MOXHO OTMEHUTb JO OKOHYaHUS 6ecnnaTHoOro NpobHoOro neproga.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLeHU:
+ MNpepnoxeHns, B KOTOPbIX HE YKa3aH MM HESCHO yKa3aH CPOoK [eNcTBUs 6ecnnaTHOW Npo6HOM

BEPCUKU NN UeHbl ong HOBbIX nonb3oBaTeNien.

. I'Ipep,no>KeH|/|9|, B KOTOPbIX YE€TKO HE YKa3aHO, YTO NocCJie OKOHYaHNA CpoOKa ,U,el)lICTBMFI npennoxXxeHna
noanncka aBToMaTUYeCkn CTaHeT NnaTHOW.

° I'Ipe,u,nox(eHMﬂ, B KOTOPbIX YETKO HE YKa3aHO, YTO NO/b30BaTENIb MOXET NONYUUTb A0CTYN K
KOHTEHTY, HE NCNonb3y4d npo6Hyro BEPCUIO NOANNCKN (eCJ'II/I aTO BO3MO)KHO).

. anJJ,J'IO)KeHI/Iﬂ, [ONg KOTOPbIX YCNTOBUA U LLeHbl TOKann30BaHbl HE MNOJIHOCTbIO.
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(D KHorka "3akpbITb" BUAHA HEYETKO, U MOMb30BATENb MOXET HE MOHSATh, YTO KOHTEHT AOCTYNeH 1 6e3
aKTMBaLMKM GecnnaTHOW NPOBHOW BEpCUU.

@ B npennoXxeHnn caenaH akUeHT Ha 6ecnnaTHoM I'IpO6H017I BEpCun, N NoJsib3oBaTESIb MOXET HE
NOHATb, YTO B KOHLE I'IpO6HOI'O nepmnopga aBToMaTn4yeCkM Ha4YHET B3MaTbCd nnata.

(3 B npeasioxeHnn He ykasaHbl CPOKM MPOBHOro NEPUOAa, M Nob30BaTENb MOXET HE MOHSTb, KakKow
ByneT NPOJONIXUTENBHOCTb 6ECMNAaTHOrO AOCTYMNa K KOHTEHTY.

@ MHd)OpMaLLI/IFI B NpennoXeHnn n ycnoeBmnax NCNonb3oBaHNA NpeacTtaBNeHa Ha Pa3HbliX a3blkax, U
nonb3oBaTe/lb MOXET MOHATb €€ He MONIHOCTbIO.

YnpaBneHue nognuckamu, MX OTMEeHa U BO3BpaT CPeAcTB

Ecnu B BalweM NpunoxeHn1 NpofatoTcs NoAnMCckN, HE0BX0AMMO NOHATHO OB BACHUTb, KaK MOXHO
OTMEHUTb UX UKW YNPaBNATb UMU. B MpunoxeHun Takxe fOMKHa 6biTb BO3MOXHOCTb OTMEHbI
NOAMUCKM OHNaMH. [Ins 3TOro B HaCTporkax akkayHTa NPUIOXeHUs (UM Ha aHaNorMYHoOM cTpaHuLe)
MOXHO:

*+ yKa3aTb CChINIKY Ha LeHTp nognucok Google Play (01g NpuioXeHui, B KOTOPbIX MCMONb3yeTcs
nnatexHas cuctema Google Play);

* peannsoBaTtb d)yHKLl,I/IPO OTMEHbI NOANNCKN.

CornacHo npasunam Google Play npy oTMeHe NOANUCKHN, KYMNIEHHOW Yepes NNaTexXHY CUCTEMY
Google Play, Bo3BpaT CpeacTB 3a TeKyLuii pacyeTHbIM nepuog He npoussogutca. OQHaKo KOHTEHT,
LOCTYMHbIA MO NOAMUCKE, NPefoCTaBASeTCs MoMb30BaTENO A0 KOHLA 3TOro nepuroga. 3atem
noannckKa OTMeH4aeTCH.

B kauecTBe NOCTaBLUMKa KOHTEHTA UM [OCTYNa Bbl MOXETE YyCTaHOBUTL Gonee rmbkue npasuna
BO3BpaTa nnaTtexen. YoeamTech, YTO NpaBuia NOAMUCKN, €€ OTMEHbI M BO3BPATA NNaTexen He
NpoTUBOpEYaT AENCTBYIOLEMY 3aKOHOAATENbCTBY, @ Takxe 0693aTeNlbHO COobLLanTe Nonb3oBaTeNsIM
060 BCEX M3MEHEHUSAX B 3TWX NpPaBUNaXx.



MNMporpamma camocTosaTenbHOM cepTudukauum peknamMmHbix SDK B npunoxxeHusx
019 BCEN CEMbU

Kak onuncaHo B npasunax nporpammbl “MpunoxeHns ans BCen cembu” , Npu pasMeLLeHnn pekiambl B
NPUNOXEHUN, NPefHa3HaYeHHOM TOJNIbKO AJ19 feTeln, HEO6XOAMMO UCMONb30BaTb UCKMIOYNTENBHO
peknamHble SDK, KOTOpble MPOLLIM CaMOCTOSTENBHYIO cepTUdMKALMIO Ha COOTBETCTBME NpaBuUnam
Google Play, Bkntouas npuBefeHHble HUXKe TpeboBaHWs K CaMOCTOSTeNbHOM cepTudmkaLmm
peknamHbix SDK.

Ecnv npunoxeHve paccymTaHo Kak Ha JEeTel, Tak U Ha B3POCHbIX, Bbl JOJIXHbI CeNaTh Tak, YTo6bl
[EeTW BUAENN TONbKO Te 06bABNEHNS, AN KOTOPbIX MCMONb30BanNnch peknamMHbole SDK ¢
camocTosTeNbHOM cepTudurkalmen. JoOUTbCS 3TOr0 MOXHO, HAaNPUMEP, C MOMOLLbIO HEUTPASIbHOrO
BO3pacTHoro epunbtpa.

Bbl 0693aHbI CneguTh 3a TEM, YTObBbI BCE MCNOSb3yeMble Bamu Bepcum SDK, B TOM uncne ¢
camocTosTenbHOM cepTudmKaLMen, COOTBETCTBOBANN LENCTBYIOWMNM NpaBuiaM, 3aKkoHaM 1 HOpMaM.
KomnaHua Google He penaeT HMKaknx 3asBNEHUA U HE [aeT rapaHTM OTHOCUTENbHO TOYHOCTHU
nHdopMaL MK, NPefocTaBneHHon peknaMHbiMM SDK B npoLiecce caMocToaTeNbHON cepTudukaLmn.

CamocTosaTenbHaa cepTudnkaumns peknamHboix SDK B NpunoxeHuax gns Bcen ceMbmn obg3aTenbHa
TOMbKO B TOM cliyyae, ecnu 3t SDK ucnonbaytotcs Ans nokasa peknambl feTsM. Bol HeceTe
OTBETCTBEHHOCTb 3a cofepxaHue 06bsBNEHNI 1 CO0P CBEAEHNI COrMacHO NpaBuiaM B OTHOLWEHUN
NMoONb30BaTENbCKMUX AAHHbIX W NpaBuiaM nporpammbl “MpunoxeHns ons Bcen cemMbun”
CepTtudukauus He TpebyeTtcs:

+ [N nokasa cob6CcTBEHHOM peknambl, korga SDK vcnonbsyeTca ang MepyaHaansmHra u
NepeKpPecTHOro NPOLABUXEHUS BALUMX MPUIIOXEHWI UK LPYroro Ballero MEAMAKOHTEHTa;

+ 0719 NPAMBbIX COENOK C pekamogaTenamu, npu kotopbix SDK ncnonbayetca Tonbko ANg ynpasneHus
MHBEHTapEeM.

Tpe6oBaHus kK caMocTosITENbHOM cepTudukauumn peknamuoix SDK B npunoxxeHusx gns sceu
ceMbu

+ OnpepennTe NPU3HaKN HeXenaTenbHbiX OOBABIEHNA U 3aNPETUTE UX B YCIOBUSIX UMW NONUTUKE
peknamHoro SDK. OnpepeneHuns gomkHbl COOTBETCTBOBAaTb lNpaBunamM nporpammsl ans
pa3paboTumkoB npunoxeHun B Google Play.

+ Bbibepute cnocob, ¢ NoMoLLbio KOTOPOro byaeTe npucBanBaTh 06bABNEHNSM BO3PACTHbIE
orpaHuyeHusi. Heo6xoaMMOo HacCTPOUTb He MeHee ABYx kaTeropuit: "Ons Bcex" u "[Ons B3pocnbix".
Bo3pacTHble orpaHuMYeHns [OMKHbI MPUCBaNBATLCS MO TOMY Xe METOAY, KOTOPbIN UCNONb3yeTcs B
cepTudULMPOBaHHBIX peknamHbix SDK Google.

« PaspewunTte nagatensam sanpawwmsBaTtb Noka3 06bSBNEHNA, OPUEHTUPOBAHHbBIX Ha feTen (B
onpepeneHHbIX MPUIOXEHUSX UNN B KaXXA0M KOHKPETHOM cliyyae). Y6e[nTech, YTO KOHTEHT B
06bABNEHUAX HE HapyLLlaeT AeNCTByoLLee 3aKOHOAATENbCTBO, HanpuMep 3akoH CLUIA O sawunte
NUYHbIX cBefeHu aeten B MHTepHeTe" (COPPA) 1 leHepanbHbiin pernameHT EC o 3awwuTe
nepcoHanbHbix AaHHbIX (GDPR) . KpoMe Toro, B peknaMHbix SDK, KOTopble NCMOSb3YTCS B
pecypcax ons geTen, HeobXoAMMO OTKITIUMTb NEPCOHANN3MPOBAHHYIO pekiaMy, pekiaMmy Ha
OCHOBE MHTEPECOB, a TakXXe PEMaPKETUHT.

« OrpaHnybTe BblbOp n3paTenen opmMataMu 06bIBNEHUMA, COOTBETCTBYIOWMMY NPaBUIam B
OTHOLWEHUW PEKSTaMbl U MOHETM3aLUM NPOrpammbl "TIpUNoXeHns g BCeM cembn” , a Takxe
TpeboBaHuaM nporpammsl "OgobpeHo npenogasatensgMmmn”

« Ecnu pns nokasa peknambl [eTIM UCNONb3yeTCs TEXHONOIMS Ha3HaYeHNs CTaBOK B peasibHOM
BPEeMeHU, ybeamTech, YTo Gpansbl 06bABNIEHNS NPOBEPEHDI, @ YYaCTHUKAM ayKLMOHa NPUCBanBatOTCS
NHAMKaTOPbl KOHGUAEHLNANBHOCTH.

+ Ytobbl NOATBEPAMTL COOTBETCTBUE peknamHoro SDK npaeunam, npefoctaBsTe Google TecToByto
BEPCUIO MPUNOXEHUS N BCe HEOBXOQUMbIe CBEAEHUS B crielanbHon dopme . CBOEBPEMEHHO
OTBeYalrTe Ha nocregyoune 3anpockl MHGopMaLmn. Hanprumep, oTNpaBRsanTe faHHbIE O HOBbIX
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https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://gdpr.eu/
https://gdpr.eu/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://playacademy.exceedlms.com/sl/044a202e
https://playacademy.exceedlms.com/sl/044a202e
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1

BEPCUSX NMPUIIOXEHUS BMECTE C TECTOBbLIM NPUIOXEHMEM, YTOOBI NOATBEPXKAATb COOTBETCTBUE
Bepcum peknamHoro SDK BceM TpeboBaHMsSM K CaMOCTOSTENbHOM cepTudmkaumnm.

« [poxoauTe camoCcToATeNbHYy0 cepTudnkaumio , YTobbl NOATBEPXKAATb COOTBETCTBME HOBbIX
Bepcum MpaBunam nporpaMmbl Ans paspaboTymkoB npunoxenun B Google Play, B Tom unicne
npasunam nporpammbl "MpUNoxeHus ans Bcen cembm'.

lpumeyarne. PeknamHbie SDK ¢ caMOCTOSTENbHOM CepTUdUKALMEN B MPUITOXEHUSIX 41151 BCEU CeMbU
HEObX0AMMO UCONILb30BATH /15 10Ka3a 0O BSB/IEHUN B COOTBETCTBUN CO BCEMU 3aKOHAMU U
MONIOXKEHNSIMU, CBSI3aHHBIMU C AE€TbMU U TOTEHLNATILHO MPUMEHUMBIMU K AESTE/IbHOCTY U3[ATENEMN.

MonpobHee 0 BOASHbIX 3HAKaxX B KpeaTnBax U NPefoCTaBieHNM TECTOBOW BEPCUM MPUNOXKEHNS
TpeboBaHus K nnatdpopmMamM MeamnaLmm, NoKasbiBaloWUM PEKNaMy AeTIM:

+ CnepyeT Ucnonb30oBaTb TONbKO peknamHble SDK, npolwefwme caMoCTOSTENbHYIO CEpTUDUKALNIO B
paMkax MporpamMMbl peknambl B MPUITOXEHNAX A8 BCEN CeMbM, UM NMPUHUMATbL Mepbl,
rapaHTVpyloLme, YTo BCe 06baBNeHNs Ha nnatdopmax meguaummn 6yayT COOTBETCTBOBAaTb 3TUM
TpeboBaHMAM.

+ Heobxognmo nepefasaTth MHPOPMALUIO O PENTUHIE PEKITAMHOIO KOHTEHTAa M O TOM, YTO pecypc
npepHasHayeH ans geteun.

M3yuute cnmcok peknamHbix SDK, Npoweimx cCaMoCTOSTENbHYIO CEePTUGMKALMIO B MPUNOXEHNUIX LS
BCEW CEMbM, N KOHKPETHbIE Bepcum Takmnx SDK

Ecnv Bbl 3HaeTe opraHU3aLm, Xenawlyue CaMoCToaTeNbHO cepTudunLpoBaTh peknamHblie SDK, Bbl
MOXeTe OTNPaBuUTb UM GopMy

HanHble ona Google Play n npogsuxeHune

MeTopbl, KOTOPbIE Bbl NPUMEHSIETE ANS NPOABUXEHNS CBOETO NPUIOXEHUS, 3HAUMTENbHO BAUSIOT Ha
Bocnpuatue Google Play nocetutensamu. He UCNonb3ynTe HA3KOKAYECTBEHHYIO pekiaMy 1 cnam, a
TaKXe He 3aBblllanTe NonynsPHOCTb NPUNOXEHUS UCKYCCTBEHHO.

I'Ipo,u,BleeHme NPUNJIOXKEHNA

3anpelyeHo nybamnkoBaTh NPUNOXKEHUS, MPSIMO UM KOCBEHHO CBSI3aHHbIE C METOLAMU NPOABUXEHUS,
KOTOpble BBOAAT B 3abMyXXAEHWE UMK MHBIM 06Pa30M MPUYMHSIOT BPEL, NoNIb30BaTENSM, a Takxke
coobuiecTBy pa3paboTunkoB. CUMTAETCS, YTO METOLbI BBOAAT B 3a0Jy)XAEHUE Y MPUUNHSIIOT BPEL,
€Ccnv OHW HapywatoT [paBuna NporpaMmsbl Afis pa3paboTymKoB.

BoT npumepbl Hanbonee pacnpocTpaHEeHHbIX HapyLUEHUN:

« Nokas peknambl, BBOZSLLEN B 3abNy>XAEHNE , B MPUNOXEHUSX, HA CalTax 1 ApYyrnx pecypcax.
Hanpumep, K Hen OTHOCATCS OO BSBNEHNS, MOXOXMNE HA CUCTEMHbIE YBEAOMIIEHMS.

+ MNoka3s peknaMbl CekcyanbHOro xapaktepa  Afs NnepeHanpaBneHns Nnob30oBaTeNen Ha CTPaHNLY
npunoxenus B Google Play.

« MpoaBUXEHNE 1 YCTAHOBKA, B pe3ynbTaTe KOTOPbIX MPOMCXOANT NepeHanpaBfieHne nonb3oBaTenen
B Google Play nnun ckauvBaHue npunoxeHns 6e3 npenBapuTenbHOro 3anpoca.

 MNpoaBMXeHME C MOMOLLBIO HeXenaTenbHbix SMS-pacchiok.

+ [obaBneHve B NMs pa3paboTumka, Ha3BaHWE WU 3HAYOK NMPUIIOXKEHUS TEKCTA UM N306PaXEHNI CO
CBELEHUSAMM O PeNTUHIre nnm ob ycrnexe npunoxerus B Google Play, LeHamu u peknamon, a Takxe
MHdopMaLmen 06 y4acTumn B CyLLeCTBYIOWNX Nporpammax Google Play.

Bbl 0653aHbI cnegnTb 3a TEM, YTOObI 3TU npasunna CO6ﬂ}O,D,aJ'II/ICb B PEKJTaMHbIX CETAX, NAPTHEPCKNX
nporpamMmMax n 0ODBbABNEHUSIX, CBA3AHHbIX C BALLIUM NPUNOXEHNEM.


https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/?p=adnet
https://support.google.com/googleplay/android-developer/?p=adnet
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9878810
https://support.google.com/googleplay/android-developer/answer/9878810

MeTagaHHbIe

13 onncaHns NpunoXeHUs NoNb30BaTENM Y3HAIOT O €ro GYHKLUAX U HasHauyeHUn. Mbl 3anpellaem
ny6nMKoBaTb NPUMIOXEHUS C NOXHbIMUY, HEMPaBUIbHO OTPOPMATUPOBAHHBIMW, HELOCTATOUYHbIMY,
HepeneBaHTHbIMU, USMIULLHUMK U HEAOMYCTUMbIMU MeTafaHHbIMU. K METagaHHbIM, MOMUMO MPOYEro,
OTHOCSITCSl Ha3BaHWE Y ONUCAHWE NPUIOXEHUS, Er0 3HAYOK, CKPUHLLOTLI U PEKNaMHblE N306paxeHus, a
TakXe Ha3BaHWe KOMMNaHnn-pa3paboTunka. OnncaHne NPUNOXEHNS JOSXKHO BbITb MOHSTHBIM U
rPaMoTHbIM. Mbl TakXe 3anpeLiaem BKOYaTb B ONMUCAHNE OT3bIBbl MOJSIb30BaTENEN 6e3 ykasaHus
aBTOpa LMTaThI.

HasBaHWe 1 3HaUOK NPUNTOXEHUS, a TakXe Ha3BaHUE KOMMaHUN-pa3paboTymka No3BONSOT
nosib30BaTENSAM HAaXOAUTb MPOLYKT 1 y3HaBaTb O HEM. He cnepyeT 006aBnsTh B 3TU MeTafaHHbIe
CMannvKn, 3MOA3M UNW NOBTOPSIIOWMECS CreLnasbHble CUMBOSbL. He ncnonb3ynTe Npu HanucaHum
TONbKO 3arnaBHble ByKBbl, €C/IM 3TO He YacTb Ha3BaHUS Balwero 6peHaa. He pobaBnganTe B 3Ha4YOK
NPUNOXEHNS CUMBOJIbI, BBOAALME B 3abnyXaeHNe, HanpuMep MHAUKATOP HOBOTO coobuieHus (npu
OTCYTCTBUM TAKNUX COOBLLEHWI) UM CUMBOJTbI CKaUYVMBAHWUS/YCTAHOBKM, €CNM MPUIOXEHNE HE CBA3aHO
CO CKauMBaHMEM KOHTEHTA. B Ha3BaHUK NPUIOXEHUS [OMIKHO 6bITh HE 6onee 30 cumBosoB. B
Ha3BaHWE 1 3HAYOK MPUNOXEHNS, @ TakXKe B UMS pa3paboTunka Henb3s fo6aBnsTb TEKCT UK
N306paxeHns Co CBEAEHUSIMU O PENTUHTe unn 06 ycnexe npunoxeHus B Google Play, LeHamu 1
peknamon, a Takxe ¢ uHbopmMaLmern 06 yyacTum B CyLecTByoLWmx nporpammax Google Play.

Kpome Toro, B cooTBeTCcTBUM C NpaBunammn Google Play pns paspaboTumkoB Mbl MOXEM 3aNpOCUTb Y
BaC 1 Apyrue gaHHble.

BoT npuMepbl Haubonee pacnpocTpaHEHHbIX HapYLUEHUN:
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X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever
2) labradoodle

3) poodle

4) chihuahua

5) akita

6) pug

7) rottweiler

(D AHOHUMHbIE OT3bIBbI MONb30BATENEN.
(2) CpaBHeHMWEe NPUNOoXEeHWI U GpeHaoB.
(3 Brioku CroB, a Takxe BePTUKambHbIE U FOPU30HTamNbHbIE CMIUCKM CIOB.



2]

Crane: travel PLANNER!!

* TravelCompany 7t ("7 )

UPDATE
NOW

(D Crosa, cocToslme TOMbKO 13 3arnaBHbIx 6ykB (He YacTb Ha3BaHMa GpeHaa).

(2 MocnenoBaTeNnbHOCTM CreLMasbHbIX CUMBOSOB, HE UMEIOLLNE OTHOLIEHUS K MPUIIOXEHNIO.
(3 OMopa3u, cMannukK (BKKOYas KAOMOL3M) U creLmnanbHble CUMBOSbI.

(@ CumBonbl, BBOAALLME B 3ab5yXAEHME.

(® TekcT, BBOAALLMIA B 3a6NyXaeHMe.

 M1306paxkeHns nnm TeKCT C ykasaHUeM PenNTUHIa UK NokasaTenen NpunoXeHns, HanpuMep 3Hauku

Harpag nnu opasbl "Mpunoxenve roga”, "N2 1", "Jlyywee npunoxeHune Google Play 20XX r.",
"MonynapHoe" n 1. a.

It's Magic - #1in magic games

Jackpot - Best Slot Machine

Rewards Game

O@
+ 1306paxeHns Unm TeKCT C yKasaHWEM LieHbl UK C peknamMHon nHbopmaumnen, Hanpumep "Ckugka
10 %", "Kew6ak 500 py6nen”, "becnnatHo B TeY4EHNE OrPaHUYEHHOrO BpeMeHn" 1 T. A.

@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

-

Fish Pin- Free For Limited Time Only

Golden Slots Fever: Free 100




+ N306paxeHns Unu TEKCT C ykasaHneM nporpamm Google Play, Hanpumep "Boibop pegakuum”,
"HoBoe" n gpyrux.

Build Roads - New Game

Robot Game - Editor's choice

BoT npuMepbl HegoNyCTUMOro TeKCTa, U306pakeHUi U BUQEO Ha CTPaHULLE MPUNIOXEHUS:

* M306paxeHns 1 BUREO CeKCyanbHOro xapaktepa. He ncnonb3ynte n3obpaxeHns rpyam, srogul,
FEHUTANUIA N NPOYME OTKPOBEHHBIE PUCYHKM 1 GOoTOrpadurm YenoBeyeckoro Tena.

+ HenpucTonHas nekcuka v opyrve peyesble KOHCTPYKL MK, HELONYCTUMbIE A1 LWMPOKON ayauTopuy,
B onvcaHum npunoxexus B Google Play.

« CLeHbl HacWUnWs Ha 3HaYKax NPUIOXEHWS, B PEKMAMHbIX M306paxXeHNsX 1 BULEO.

+ N306paxeHne ynoTpebneHrs HApKOTHUKOB, B TOM Yucie B 06pa30BaTENbHOM, AOKYMEHTANbHOM,

HayYHOM WJIN XYO,0XKECTBEHHOM KOHTEHTE. [laHHble Ha CTPAHULLE NMPUIOXEHUS [OJIXKHbI MOAXOAUTb
LNs Io6oM aygnuTopum.

BoT Heckonbko coBeToB:

« PacckaxuTe, nouemy Balle NPUIOXEHNE OCOBEHHOE, YTO BbILESIAET Ero CPeLnn OCTasbHbIX U YEM OHO
MOXET MOHPAaBUTBLCS NONb30BATENSAM.

+ Y6epuTech, YTO Ha3BaHME 1 ONMCaHVe [alT TOYHOE NPeACTaBeHNEe O NPUIOXEHUN 1 ero
byHKUMaX.

+ He ncnonbaynTte NOBTOPSAOWMECS UIN HE CBA3aHHbIE C MPUIOXEHWNEM KITIOUYEBbIE CIIOBA U CCbISIKU.

« Onuncanune NPUNOXeHNa AOKHO 6bITb NPOCTbIM N NOHATHbIM. KOpOTKVIe OMMNCaHUg nerye YnTaTb,
0COBEHHO Ha YCTPOMCTBAX C HEBOMbLWNM 3KPaHOM. CIILIKOM AJIMHHBIN, HENPaBUNLHO
0oTHOPMATMPOBAHHBIN TEKCT, @ TakXe N1WHUe NoAPOBHOCTM U NOBTOPLI MOTYT HapyLwaTb Npasuna
Google Play.

+ He 3abbiBaliTe, YTO CTPaHML,a BALLErO MPUIIOXKEHNS [OMXXHA NOAXOAUTL ONS WMPOKOW ayauTopuun. He
ucnonb3yinte B Google Play 3anpelyeHHble n306paxeHus, BULEO N TEKCT.

OueHKuK, OT3bIBbl U KONTMYECTBO YCTaHOBOK

Pa3paboTunkam 3anpeLieHo NpeanprHMMaTh NOMbITKA UCKYCCTBEHHO M3MEHUTb MO3ULMIO KaKoro-
nnbo npunoxexus B pentuHre Google Play, Hanpumep ¢ NOMOLLbO MOLIEHHUYECKMX YCTaHOBOK,
OMMAYEHHbIX UM NIOXHbIX OLEHOK U OT3bIBOB. TakXXe B MPUNOXEHUN HE pa3peLLEHO BO3HArpaxaaTb
nonb3oBaTenen 3a YCTaHOBKY APYIUX MPUAOXKEHWI (eCnK 3TO SBNSIETCS OCHOBHBIM Ha3HaYEeHUEM
NPUNOXEHNS).

BoT npuMepbl Hanbonee pacnpoCTPaHEHHbIX HapyLEeHU:

+ Mpocbbbl OLEHNTL NPUNOXEHNE B OBMEH Ha MOOLPEHME:
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= RescueRover Q 2

We'd love your feedback!

1 8.8 0.8 ¢

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

@®B yBeOOMNTIEHUIN NOJSIb30OBATENIO NpeanaraeTca CKMagka B O6MEH Ha BbICOKYO OLIEHKY.

« MONbITKM N3MEHUTb NO3ULUIO NPUNOXEHUS B penTuHre Google Play ¢ nomoLbto danblumnBbiX OLEHOK,
BbICTABNSIEMbIX OT JIMLLA NOJSIb30OBATENEN.

+ My6nukaums oT3bIBOB, KOTOPbIE COLEPXKAT HELOMYCTUMbIN KOHTEHT, U NOBYXAEHNE K 3TOMY
nonb3oBaTenen. K TakoMy KOHTEHTY OTHOCSTCS, MOMUMO MpoYero, MHOPMaLMs O mapTHepax,
KYMOHaXx ¥ UrpoBbIX KOLAX, afpeca 3NEeKTPOHHOM NOYTbI 1 CCbIIKU Ha BE6-CanTbl Uu apyrve
MPUNOXEHNS.
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& RescueRover Q
Alfie Chung i@
Yk kK Kk 9/20/15 20
A
Found the perfect pup!

I've been looking for a long time for an app that
would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfie! We're glad you like the app
and love your new dog. |

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle I
kK kA 10/12/15

©

Nice app
| like the appointment scheduling feature.

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM 0T3bIBE 3a pPeKiaMy NMPUNOXEHUS NOMb30BaTENAM NPeanaraeTcs KyrnoH Co CKUAKOMN.

I You can spread the word about RescueRover and

Mo oueHKaM 1 O0T3biBaM MOXXHO NMOHSATb KA4€CTBO npunoxXxeHusa. I'Io:-)'romy OHM [OMKHbI 6bITh
YeCTHbIMU N OTpaXXaTb MHEHUA HacTOALWUX nonb3oBaTesier no Teme. BotT HECKONIbKO COBETOB O
TOM, KaK OTBeYaTb Ha OT3biBbl MO/Ib30OBaTENEN.

+ He yknoHsanTech oT 06CyXAEHNS YNOMSHYTbIX MPOGNIEM U HE MPOCKTE MOBBICUTb OLLEHKY.

+ YkasblBalTe CnpaBoYHblE PeCcypChl, HaNpPUMep NPELOCTaBbTE afpPecC NIEKTPOHHOM NOYTbI CIYXO6bI
nogaepxkun nnn URL cTpaHuubl € YacTO 3afaBaeMbiMU BONPOCaMM.

BospacTHble orpaHuyeHmns

CucTtema BO3pacTHbIX orpaHuyeHnii B Google Play cosgaHa gns Toro, 4tobbl pa3paboTyunky Mornm
coob6LiaTb NONb30BATENAM, 47151 KAKON ayaUTOPUM NOAXOANAT NPUIIOXEHUS B UX cTpaHe. OHa BKIloYaeT
oduumanbHble KaTeropumn MexayHapoaHON koanuuumn BospacTHon knaccudukauum (IARC)
MpepncTtaButenbctsa IARC B OTAENbHbIX CTPaHax Npv onpefeneHnn BO3pacTHOM KaTEropun KOHTEHTa
B MPUSIOXEHNM CefyOT COOTBETCTBYIOWMM PEKOMEHAaLMSM. 3anpeLleHa nybamkaLmns npunoxeHuin
6€3 yKa3aHWN BO3PaCTHbIX OrPaHUYEHNI.

[ns Yero Hy>kKHbl BO3PAaCTHbIE OrpaHUYEHNS

BospacTHble orpaHUYeHns MOMOratoT KIimeHTaM (0CO6EHHO POAUTENSIM) MOHSTb, ECTb NN B
NPUNOXEHUM MOTEHLMANBHO HEXENATENBHBIN A5 HUX KOHTEHT. OHM NO3BONSIOT 6/10KMPOBATb UK
bunbTpoBaTh KOHTEHT A5 OTAENbHbIX MOSIb30BaTENEN, a TakKe OnpefeneHHbIX CTPaH U PErMoHOB B
COOTBETCTBUM C 3aKOHOAATENbCTBOM. C NOMOLLbIO BO3PACTHBIX OFPaHUYEHNIN MOXHO OLEHUTb, €CTb NN
y NPUIIOXEHUS NPABO Y4acTBOBATb B CMeLMabHbIX NporpaMmmax ajs pa3paboTunkos.

Kak npuceanBaroTCAd BO3PaCTHbI€ OrpaHn4YeHusa

YT06bI NONYYNTH BO3PACTHOE OrpaHNYeHne, HEOBXOAMMO 3anoNHUTL aHkeTy B Play Console . B Hel
HY>XHO NOAPOBHO OMNMcaTb BECb KOHTEHT B NMPUIOXEHUN. Ha OCHOBE BalUMX OTBETOB HECKOJIbKO


https://www.globalratings.com/
https://www.globalratings.com/
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire

YNONMHOMOUYEHHbIX opraHmsaLlel NPUCBOAT NPUNOXEHUIO onpeaeneHHoe BO3pacTHOe OrpaHnyeHumne.
MckaxeHne $akToB O KOHTEHTE MOXET MPUBECTM K YAaNeHuo unm 6/10KMPOBKE NPUIOXEHUS, NO3TOMY
BaXHO NPefoCTaBUTb Kak MOXHO 6onee ToOYHYo MHPOopMaLMIO.

3anonHUTb aHKETY HYXXHO A8 KaXAO0ro NPUNoXeHWs He3aBUCUMO OT faTbl Ny6nukaumm, nHaye emy
byneT npucBoeH cTaTyc "bes knaccudukauun”. Takme npunoxeHus yaganaiotcs ns Google Play.

Ecnv Bbl BHOCUTE B KOHTEHT UK GYHKLUM NPUNOXKEHUS NSMEHEHWS, KOTOPbLIE BAUAIOT Ha OTBETHI B
aHKeTe, Bbl fOMKHbI 3anofiHNTb ee B Play Console ewwé pas.

YT106bl y3HATH 6OMblUe 06 OPraHM3aLMsX MO OLLEHKE KOHTEHTA U O TOM, KaK 3anofHUTb aHKETY,
nepengute B CnpaBoYHbIN LEHTP

Kak ocnopuTb Bo3pacTHOE OrpaHnyYeHne

Ecnv Bbl He cornacHbl C MPUCBOEHHbBIM OrpaHUYeHMeM, noganTe anennaumnio Hanpsmyto B IARC. Ons
3TOro NepemnaunTe Mo CChiike B cepTudUKaTe, NoNyYeHHOM Mo 3NIEKTPOHHOM MoYTe.

HoBocTu
HoBOCTHOE NPUNOXEHWE — 3TO NPUNOXEHME, AN KOTOPOro BEPHO OLHO U3 YTBEPXKOEHNN:

+ B Google Play Console pa3paboTunk ykasan, 4To NPUIOXeEHUE SBASIETCS HOBOCTHbIM.

+ B Google Play npunoxeHune ony6nnkoBaHo B kaTeropumn "HOBOCTU 1 XypHanbl”, U B €ro HasBaHuu,
3Ha4Ke, ONMcaHUKM UM Ha3BaHUK pa3paboTymka ecTb CNOBO "HOBOCTH".

MpuMepbl NPUAOXEHN B KaTeropumn "HOBOCTU 1 XypHanbl™:

+ MNpunoxeHus, B ONUcaHnmM KOTOPbIX UCMONb3YEeTCs CNIO0BO "HOBOCTU" UMM €ro BapuaHTbl, Hanpumep:
- HoBocTn.
+ HoBOCTHOE n3gaHue.
+ CpOuYHble HOBOCTH.
+ MecCTHble HOBOCTM.
» EXXegHeBHble HOBOCTH.

* MpunoxeHus, B Ha3BaHMK, 3HAYKE NN Ha3BaHMM Pa3paboTumKka KOTOPbIX COLEPXKMNTCS CNOBO
"HoBOCTK".

MPUNOXEHWS, B KOTOPbIX MPEUMYLLECTBEHHO MYGINKYETCS NONb30BATENbCKUA KOHTEHT (HanpuMep,
coumanbHbIe CeTK), He CUATAOTCA HOBOCTHBIMU.

HoBOCTHble NpunoxeHus, Tpebdytowme odopmMreHns NOANUCKHM, AOMKHbI AaBaTb NOJIb30BATENAM
BO3MOXHOCTb 03HAKOMUTLCS C NPUMEpPaMmn KOHTEHTa nepeq, NoKymnkow.

HoBoOCTHbIE NPUNOXEHNA OOJDKHbI:

YkasbiBaTb MHPOPMaLMIO O BnagesbLax NpUioXeHUs N UICTOYHNMKOB HOBOCTHbIX CTaTel, BKIIOYas,
NMOMMMO MPOYEro, CBEAEHNA 06 OpPUrMHANBHOM U3faTesie UK aBTope Kaxaow cTaTen. Ecnn ykasaTb
OTHENbHbIX aBTOPOB HEBO3MOXHO, OPUTMHANbHBIM U3AaTeNeM cTaTen fONIKHO CUMTAaTbCA HOBOCTHOE
npunoxeHune. O6paTUTE BHUMaHWE, YTO CChINIKM Ha aKKayHTbl B COLMANbHbIX CETAX HE SBNSOTCS
LOCTaTOYHOWN MHPOpMaLMen 06 aBTope UK nsgaTene.

+ Ony6nnKoBaTb Ha CalTe UMK B NPUIOXEHUN OTAENbHYIO CTPaHULY, KOTOpast ACHbIM 06pa3oM
0603HaYeHa Kak CTpaHuLLa C KOHTAKTHOW MHdOopMaLMen, KOTOPYIO Nerko HanTu (Hanpumep, no
CCbINIKE B HUXKHEN YaCTu rMaBHOW CTPaHMLbl MM Ha NaHenu HaBuraumm canTa) u Kotopas CoaepXuT
aKTyanbHYIO KOHTAKTHYIO MHGOPMALIMIO M3[aTeNs HOBOCTEN, BKIIlOUasi KOHTAKTHbIN agpec
9NEKTPOHHOM NOYTbI MW HoMep TenedoHa. ObpaTUTe BHUMAHMWE, YTO CChIIKU Ha akKayHTbl B
COLMAsbHbIX CETAX He CUMTAIOTCS LOCTAaTOYHON KOHTAKTHON MHOpMaLmen.

HoBOCTHblE NPUNOXeHna He OONIKHbI:


https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189
https://support.google.com/googleplay/android-developer/answer/188189

* copepxaTb MaTepuarsbl C IBHbIMW rpaMMaTUyecknmMmn n opdporpadpryecknmm owmbKamy;

* copepXaTb TONbKO CTATUYECKUIM KOHTEHT (HanpuMep, MaTepuarbl, KOTOpble He 06HOBNSNNCE 6onee
Tpex MecsiLes);

* UMETb B Ka4eCTBE OCHOBHOW LIENW NONyYeHMe LOXOAa OT PekNiaMbl UK MAPTHEPCKUA MAPKETHHT.
O6paTnTe BHUMaHWE, YTO HOBOCTHbIE MPUIOXEHUS MOryT UCTOSb30BaThb Peknamy v apyrue bopmbl

MapKeTVHra AJis noNy4YeHust LOXO[a, €CNIN OCHOBHOW LieNblo MPUTOXEHWS He SBNSIETCS peanvsaLms
NPOAYKTOB W YCNYT UNW NOMyYeHWEe [OXOAa OT peknambl.

HOBOCTHbIE NPUNOXEHUS, KOTOPbIE arpermpytoT KOHTEHT U3 Pa3HbiX U3AaHWUIA, [OJIKHbI ABHO yKasbiBaTb
NCTOYHUKN KOHTEHTa, Npnyem Ka)KJJ,bIIZ N3 HUX AOJHKEH COOTBETCTBOBATb NpaBuiamMm B OTHOLWEHNN
HOBOCTEMN.

Moppo6Hble CBEREHMS O TOM, KaK fyulle BCEro NpefoCcTaBUTb HE06X0AMMY MHOPMALMIO, MOXHO
HaWTW B 3TOM CTaTbe

CnaMm, GYHKLMOHaNbHOCTb M yOo6CTBO A5 NONb30BaTeENEN

MPUNoXeHNs [OMKHbI COAepXaTb MUHMMATbHbIN HaBOP GYHKUMIA U KOHTEHTa U BblTb MUHTEPECHbIMK
LN nosib3oBaTeneit. ECAiv B MpUnoXeHnn NOCTOSHHO NPOUCXOAAT C60U, a TakXKe eCnn OHO
6ecnonesHo UM CO3AaHO Afs PAcnpOCTPaHeHWs cnama cpeau nonb3osatener nubo B Google Play, To
ny6nmkoBaTb Takoe NPUIOXKEHEe He UMEET CMbICa.

Cnam

3anpeLleHo ny6brMKoBaTb CKOMMPOBAHHbIE N HU3KOKAYECTBEHHbIE NMPUMOXKEHUS, & TaKXE NPUIOXEHNS,
pacnpoCTpaHaoLmMe Cram.

CnaMm B coobueHusax

3anpeleHo ny6nmMkoBaTb NPUNOXEHNS, KOTOPbIE OTMPABNAIOT OT UMEHU nonb3oBaTens SMS, nucbma un
apyrve Buabl CoobLeHnin, He faBas Nonb30BaTeSlo0 BO3MOXHOCTM MPOBEPUTb COAEPXKAHNE U
nonyvarens.

BoT npuMep pacnpocTPaHEeHHOro HapyLeHus:

« Mocne HaxaTus KHonkK "MogennTbcs” NPUNOXEHNE aBTOMATUYECKN OTNPaBASET COOBLEHNS OT
MMEHW Nnonb3oBaTesis. Y nonb3oBaTens HET BO3MOXHOCTU NPOBEPUTbL TEKCT COOBLLEHNN 1 BbIBpaTh


https://support.google.com/googleplay/android-developer/answer/9949730
https://support.google.com/googleplay/android-developer/answer/9949730

nonydyartenemn.
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Big Bus Info

Sent messages L

Like this app?

i . . Petter Waugh 21:03
Share it with your friends -

Congratulations, you have won a
free trial ..

Tanya Mayer 2108
Congratulations, you have won a
free trial...

Lisa Smith alived

Congratulations, you have won a
free trial ..

Albert Brown 08
Congratulations, you have won a
free frial...

Jahir Swift :03

Congratulations, you have won a
free trial...

Ronald Francis 208
Congratulations, you have won a
free frial...

CnaM c uenbio nepeHanpasnenns Tpaduka

3anpelyeHo nybamnkoBaTh NPUNOXEHWS, OCHOBHOW LieNblo KOTOPbIX SBNSIETCS NpuBieYeHne Tpadurka Ha
Be6-canT 6e3 paspelleHns Bragenblia UM agMMHUCTPaTopa canTa.

Bort npumMmepbl Haubonee pacnpocTpaHeHHbIX Hapyl.ueHvuZ:

« MpUNOXEHMs, OCHOBHOM LIefblo KOTOPbIX ABASETCS NpUBeYeHne Tpadrka nepexonoB Ha Beb6-canT
NS faNbHENWEro noslyyeHns 6OHYCOB 3a KONMYECTBO PErUCTPALLMI UM NOKYMNOK Ha 3TOM Be6-
cante.

« [MpUNoXeHMs, OCHOBHOM Liefblo KOTOPbIX ABSETCA NpusreveHne Tpaduka Ha Beb-canT 6e3
paspeLieHns:
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Q. chromecast

16GB 8GB 64 GB 178 YouTube Netflix

Ads ®

—

Q In store
Google Chromecast Google Chromecast Google -
- Charcoal - Stream - Charcoal (3rd Chromecas
from your device t... Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy
Free shipping (1) C

About @

Google - Chromecast (Latest
Model) Streaming Media Player - ...
(21,649)

Compare prices from 50+ stores
More style options

() 3T0 NpUNoxeHve Ha3biBaeTcs "BbirofHble ToBapbl y Tefa" v NPoCcTo nepeHanpasnseTt
nonb3osatenen B Google Mokynku.

MoBTOPAKOWMACA KOHTEHT

3anpeLLeHo Ny6InMKoBaTb NPUNOXEHUS, KOTOPbIE MOHOCTbIO MOBTOPSIOT APYrME NMPUNOXEHNS, YXKe
pa3mMeLleHHble B Google Play. Kaxpoe npunoxXeHve LOMXHO NPefoCTaBNsaTb YHUKANbHbIA KOHTEHT Ui
ycnyry.

BoT npuMepbl Haubonee pacnpocTpaHEHHbIX HAPYLUEHUN:

+ KonvpoBaHue KOHTEHTa U3 ApYrux NpunoxeHu 6e3 nepepaboTkm 1 [ONONHEHNN.

+ Co3paHne HeCKONMbKUX MPUIIOXEHNI C O4YEHb MOXOXUMU GYHKLMUSAMU, KOHTEHTOM U BO3MOXHOCTSMMU.
Ecnun 06beM KOHTEHTa B KaKOOM U3 TakUX NMPUNOXEHNA HEBESTMK, BO3MOXHO, CreayeT onybnukoBaTb
OLHO NPUNOXEHNE, 0ObeaNHSIOLEE BECb KOHTEHT.

e ere

(DYHKLI,VIOHaJ'IbHOCTb, KOHTEHT 1 BO3MOXXHOCTM 418 Nofb3oBaTenen

MpunoxeHnsa JOMKHbI paboTaTh CTabWUNbHO, GbiTb afanTUBHLIMU U YOOOHBIMK NS NONb30BaTENEN, a
TakXe npepnaratb MHTEPeCHbIE BO3MOXHOCTU. B Google Play 3anpeLieHo nybnukoBaTte 6ecrnoneaHble
MOBUNbHbIE NPUNOXeHUs, NPUNoXeHns, KOTopble He coaepXXaT MHTEPECHOIo KOHTEHTa, HEe UMEIOT
LLeHHOCTU AN19 NONb30BaTENEN UMW B KOTOPbIX MOCTOSIHHO MPOUCXOASAT cHom.

HepocTaTouHO PyHKLMIA U KOHTEHTA



3anpelyeHo nybamnkoBaTh NPUNOXKEHWS, B KOTOPbIX HEAOCTATOYHO QYHKLIMIN U KOHTEHTA.

BoT npuMep pacnpoCcTPaHEHHOro HapyLEHUs:

+ MpunoxeHus, B KOTOPbIX HAYETO HE MPOUCXOAUT, ECNM NONb30BaTENb HE 3a[1eNCTBYET BCTPOEHHbIE
byHKUMM (HanpuMep, cepBuChl L PaboTbl C TEKCTOBbIMY Unu PDF-darinamu).

+ MpunoxeHns, B KOTOPbIX OYEHb MaJIo KOHTEHTA U HET MHTEPECHbIX A8 NoNb3oBaTeNs
BO3MOXHOCTEN (HanpuMep, eCTb TONbKO 04HM 06oun).

+ MpUNOXeHUs, He BbIMOSHSAOLWMNE HUKAKUX DYHKLWIA.

= Challenger :) :

HepaboTatowme npunoxeHus

3anpetliaeTca Ny6nMKoBaTh NPUIOXEHUS, KOTOPbIE faloT CO0u, MPUHYLMTENBHO 3aKPbiBAOTCS,
3aBM1CalOT UM PaboTatoT C APYruMu ownbKaMu.

BoT npuMepbl Hanbonee pacnpPoCTPaHEeHHbIX HapyLeHU:

» [TpunoxeHwne He yCcTaHaBnuBaeTcA.



« MNpunoxeHve ycTaHaBNMBaeTCS, HO HE OTKPbIBaeTCS.

Loading... Unfortunately app has stopped.

T T
Report OK

. anIﬂO)KeHMFI, KOTOpPbIE 3arpy>xarTcsq, HO He OTBe4aloT.

Photons isn't responding

Close app

Wait

Hpyrve nporpamMmmbl

Bce npunoxeHus, pacnpocTpaHsemble yepesd Google Play, oomkHbl cOOTBETCTBOBATL TPeHOBaHMSAM B
OTHOLLEHUM KOHTEHTa, KOTOpble pasMelLeHbl B 3ToM LieHTpe npaBun gna paspaboTtunkos. OgHako
eCnu NPUIoXeHNe CO3AaHO AN 0cobeHHbIX GyHKLMIM Android, MOryT Cyw,ecTBOBaTb AOMNONHUTENbHbIE



ycnosu4. O3HaKOMbTECh CO CMUCKOM HMXe. BOZMOXHO, Kakme-To U3 aTmnx npaBun OTHOCATCH K BalleMy
NPUNOXEHUIO.

MpunoxeHua ona Android C MrHOBEHHbIM 3aMyCKOM

MpunoxeHns gns Android ¢ MFrHOBEHHbIM 3aMyCKOM LOMKHbI 6bITb YL0OHbIMM B UCMONb30BaHUK, @
Tak>e COOTBETCTBOBATb CTaHAapTaM KOHGUAEHUMANbHOCTM U 6e3onacHOCTU. YTobbl [o6UTLCA 3TOrO,
Mbl paspaboTanu crnewymanbHble npasuna.

Pa3paboTunku, xenarwmue pacnpocTpaHsaTb yepes Google Play npunoxenus gns Android ¢
MFHOBEHHbIM 3aMyCKOM, LOMXKHbl CObMoaaTh 3TU NpasBuia Hapsay C oCTanbHbIMK MpaBuiIaMm
nporpammbl 419 pa3paboTunkoB.

NoeHTudumkaums

Ecnu npunoxeHne ¢ MrHOBEHHBIM 3aMyckoM MpefnonaraeT BXod B akkayHT, B HErO He0bXogMmo
MHTerpupoBatb GpyHKLMo Smart Lock ang naponen

Moppepikka CCbINoK

Ecnv HeobxopMMo nepeHanpaBuTb NONb30BAaTENS U3 OLHOIO MPUNOXEHWS B [pYroe, crnegyet
peanna3oBaTb Nepexof B MPUIOXKEHNE C MIHOBEHHbIM 3aMyCKOM (ECNN 3TO BO3MOXHO), a He
Mcnonb3oBaTb KOMMNoHeHT WebView

TexHU4Yeckune xapakTepUCTUKN

Mpu paspaboTke NPUNOXKEHNIN C MTHOBEHHbBIM 3aMyCKOM 0693aTenbHO COOMOpanTe TEXHUYECKNE
TpeboBaHuns Google, KOTOPbIE MOryT MEHATLCS BPEMS OT BPEMEHU, B TOM Uncrie TpeboBaHus,
nepeyYncreHHble B OTKPbITOM AOKYMEHTaLMM

MpepnoXxeHne yCTaHOBUTb MPUIOXEHUE

MpUNoXeHne ¢ MrHOBEHHbLIM 3amMyCKOM MOXeT npefnaratb YCTaHOBUTb NMPUNOXEHWE, HO 3TO He
LO/MKHO BbITb €ro OCHOBHOW dyHKLMEN. Kpome Toro, foNxHbl cobnofaTtbes crneaytoume TpeboBaHns:

* Wcnonb3yeTcs cTaHpapTHbIM 3Havok Material Design "YcTaHOBUTL" M KHOMKA C HAAMUCHIO
"YctaHoBUTL".

+ Mcnonb3yeTcs He 6onee 2-3 CKPbITbIX NPEANOXEHNN YCTAaHOBUTbL NPUIOXEHNE.

« MpennoxeHrne 06 yCTaHOBKE He NOXOXe Ha peknamy (HanpuMep, HeNb3s UCNoNb30BaTh OaHHEPHI).

[ononHuTenbHble CBeeHNS 1 YKa3aHng MOXXHO HaWTK B 3TOM CTaTbe

BHeceHne n3aMeHeHnn B yCTPOUCTBO

MpUNoXeHne C MrHOBEHHbIM 3aMyCKOM He [LO/MKHO BHOCUTb B YCTPONCTBO NOMb30BaTeSNd U3MEHEHUS,
KOTOPbIE COXPAHAOTCH OOJblIE, YeM paboTaeT camo NPUNoXeHue. Hanpumep, OHO He LOMXKHO MEHATb
060M UNM co3fhaBaTb BULXKET Ha rMaBHOM 3KpaHe.

BupumocTb paboTbl NpUoXeHus
MNonb3oBaTtenb [OJDKEH 3HaTb, YTO NPUNOXeHne C MrHOBEHHbLIM 3anyCKOM pa60TaeT. CKprBaTb d)aKT
paboTbl NPUIOXEHUS OT NMONb30BATENS HENb3S.

NpeHTndukaTopbl ycTponcTea

Y NPUNOXEHUS C MTHOBEHHbBIM 3aMyCKOM He JOMKHO 6blTb 4OCTYNA K MAEHTUdUKATOPaM yCTPOUCTBA,
KOTOpPbIE OCTAIOTCS NOCIEe 3aBEPLUEHWs PabOTbl MPUIOXEHUS, €CNIN NPY 3TOM NONb30BaTE b HE MOXET
CMEHUTb UX. Heckonbko NprMMepoB:


https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://developers.google.com/identity/smartlock-passwords/android/
https://developers.google.com/identity/smartlock-passwords/android/
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://material.io/icons/#ic_get_app
https://material.io/icons/#ic_get_app
https://developer.android.com/topic/instant-apps/ux-best-practices.html
https://developer.android.com/topic/instant-apps/ux-best-practices.html

+ Homep Build Serial;
« MAC-appeca ntobblx CETEBbIX MPOLLECCOPOB;
+ IMEI-kop v Homep IMSI.

MpUnoXeHe MOXET NOSTyYMTb JOCTYN K HOMEPY TeniepoHa C paspeLleHuns nosib3oBaTens.
Pa3paboTumnk He [OMKEH MbITaTbCA ONPEAENUTL JIMYHOCTb MONb30BATESNS C MOMOLLLIO TUX
NOEHTUOUKATOPOB UMK APYTUX AaHHbIX.

CeTteBou Tpadpuk

CeTeBon Tpaduk BHYTPU NPUSIOXKEHMS C MIHOBEHHBIM 3aMyCKOM LOMKEH WNPPOBATLCH C MOMOLLbIO
npoTokona ctaHpapTa TLS, Hanpumep HTTPS.

MpaBsuna Android B oTHOLIEHMM 3MOA3U

MpaBuna B OTHOLWEHMX 3MOA3V NMPU3BaHbl 06eCneyYnTb MHKMIO3MBHOE Y eanuHO0OBpasHoe
B3aVMOAENCTBME MEXAY Nonb3oBaTensMu. B cBasu ¢ aTum Bce npunoxerus ans Android 12 v Bbiwe
LLOJXKHbI MOAAEPXMBaTL NOCNEAHIO Bepcuto amoaan Unicode

OHM y>Ke [OCTYMHbI B NPUNOXEHUSX, UCMOSb3YHOLWNX SMOA3M MO YMONYaHUo, 6e3 Nonb3oBaTeNbCKON
peanu3sauun, Ha Android 12 1 Bbiwe.

MPUNOXeHNs C NONb30BATENBCKUMU 3MOL3W, B TOM UNCIIE U3 CTOPOHHWUX BUBNMOTEK, LOMXKHbI
MOMHOCTbIO NMOAAEPXMNBaTL NocnenHto Bepcuto Unicode npu paboTe Ha Android 12 v Bbllwe B TeYeHne
4 mecsiLeB nocrne Bbinycka HOBbIX aMof3u Unicode.

MHCprKLI,I/IVI no nopaepxke CoBpeMEHHbIX aMO4 3K COAEePXaTCa B pykKOBOACTBE

CeMbM

Google Play - aTo ynobHas nnatdopma, roe paspaboTumku MOryT Ny6NnMKoBaTb NPUNOXEHUS OJ1s
nonb3oBaTenei Mobbix BO3PacToB. Mpexae YeM BKIoUYaTb NPUNOXEHME B Nporpammy "MpunoxeHms
IOns Bcen cembn” unu fobasnsTb B Google Play npunoxeHue, Leneson ayauTopuen KoToporo
aBnaTCa fetu, ybeantech, YTo OHO AEUCTBUTENBHO NOAXOAUT ON19 AEeTEeN U COOTBETCTBYET
3aKOHOLATENbCTBY.

B AkapemMuu ons paspaboTuymMKOB MOXHO Y3HaTb O TPEBGOBAHMSX K MPUNOXEHUSM ANa AeTeN U
NpoBepKe Mo MHTEPAKTUBHOMY KOHTPOJIbHOMY CMUCKY.

MNpasuna nporpammbl Google Play “lMpunoxeHuns gnsa scen cembn”

Korpa poguTeny BbIGUPAIOT KOHTEHT AJ1S CBOMX AETEN, OHW XOTST, YTOObI OH Bblfl KAUECTBEHHBIM U
6e3onacHbIM. Ha 3TOM CTpaHuLLEe pacckasaHo, Kakum TpeboBaHNAM [OSIKHbI COOTBETCTBOBATb
NPUNOXEeHUs, KOTOpble NpegHa3HavYeHbl angd BCEW CEMbW NN TONMbKO onga p,eTe|7|.

MoHsTUE "[EeTN" MOXET TPAKTOBATbCS NO-Pa3HOMY B 3aBUCMMOCTUN OT CTPaHbl U CUTyauun. Y1obel
Y3HaTb, Kakne BO3pPaCTHblE OrpaHNYeHnsa NPpUMEHAOTCA K BalleMy NPUNOoXeHUIo U Kakne
0693aTenbCTBa Bbl OMKHbBI COBMIOAATL Kak ero pa3paboTymnk, NPOKOHCYNbTUPYATECH C OPUCTOM. Bbl
3HaeTe CBOE MPUNOXEHME NyyLle BCeX, N TONbKO OT Bac 3aBUCUT, ByaeT nu oHo 6e3onacHbIM Ans
neten.

Pa3paboTunkm MOTYT 3aMpPOCUTb OLEHKY MPUITOXEHWI, COOTBETCTBYIOLLMX NPaBuIiaM NporpamMmbi
Google Play "MpunoxeHus ang Bcen cembn”, ons yyactus B nporpamme "OgobpeHo
npenofaBaTeNigIMn”, HO Mbl HE FrapaHTUPYEM, YTO OHM BydyT B HEE BKITIOYUEHDI.

TpeboBaHus k npunoxxeHuto B Play Console

LeneBas ayanTopua U KOHTEHT


https://www.unicode.org/emoji/techindex.html
https://www.unicode.org/emoji/techindex.html
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/sl/91535e27
https://playacademy.exceedlms.com/sl/91535e27

Mepepn nybnukaumen NpUNoXeHns He0H6xoaAMMO BbibpaTbh BO3PACTHYO rpynny B pasaene Lienesas
ayouTopus 1 KoHTeHT B Google Play Console. He3aBUCUMO OT TOro, Kakyto rpynmny Bbl YKaXeTe, Mbl
6Y[EeM yunTbIBaTb, ECTb NN B BALIEM MPUIOXKEHUN N306PaXeHUs 1 $pasbl, 3-3a KOTOPbIX NPUIOXKEHME
MOXHO CYECTb OPMEHTUPOBAHHbLIM Ha aeTen. KomaHaa Google Play ocTasnset 3a cobon npaBo
MPOBePSATb NPELOCTaBNEHHYIO MHPOPMALIMIO O MPUMOXEHUU U ONPERENATb, TOYHO N BbiIbpaHa
LeneBas ayautopus.

Heckonbko BO3pacTHbIX rPynn MOXHO Bbi6paTh TOMbLKO B TOM Cly4ae, €CNK Bbl TOYHO YBEPEHbI, YTO
NPVNOXEHNE NOAXOAUT ANS BCEX HUX. HanpuMep, KOHTEHT A5 ManblWen U JOWKONbHUKOB [OJIXKEH
OTHOCUTBLCS TONbKO K KaTeropuu "Oo 5 net". Ecnu Bbl pa3paboTany NpuUnoxXeHne ans yYeHKos
onpeneneHHoro Knacca, Bblbepute Havbonee NOAXoasLWmMn Bo3pacT. [pynnbl, BKAOYaoLWme u
B3POCIIbIX, U [EeTEeN, MOXHO YKa3biBaTb, TOIbKO €C/Y BaLle NPUSIOXEHNE AEUCTBUTENBHO

npenHa3Ha4yeHo ong BCex BO3pacToB.

O6HoBNeHus pa3pena "LieneBas ayauTopus U KOHTEHT"

Bbl MOXeTe B NtoH60oM MOMEHT M3MEHUTb MHbOPMaLNIo B pasfene "Lienesas ayautopus n KOHTEHT" B
Google Play Console. YTobbl HOBble cBepeHUs nosiBuUnnch B Google Play, Heo6xoaMMo BbINyCTUTb
OGHOBIIEHME , O[HAKO NPOBEPUTL MX Mbl MOXEM €LLE A0 TOrO, KaK Bbl 3arpy3nTe HOBYIO BEPCUIO

NPUNOXEHNS.

Ecnu Bbl USMEHUNU LLENEBYIO ayAUTOPUIO, OGABUAN B MPUSTOXEHUE PEKNAMY MMM MAATHbIA KOHTEHT,
Mbl HACTOSATENbHO PEKOMEHAYEM COOBLWMTL 06 3TOM NOMb30BATENAM. [N 9TOrO MOXHO UCMOb30BaTb
pa3gen "YTo HoBOro" Ha cTpaHuue B Google Play nnu ysefomneHns B CaMOM NPUNIOXEHNN.

UckaxeHue pakTtos B Play Console

WckaxeHune dpakToB 0 npunoxerHun B Play Console, B ToM uncne B pasgene "LieneBas ayautopus u
KOHTEHT", MOXET NPUBECTU K YAANEHNIO UN BNOKUPOBKE MPUIIOXEHUS, MOSTOMY BaXHO NPefoCTaBnUTb
KaK MOXHO 6onee ToYHyto nHbopMaLuto.

TpeboBaHUs K NPUNOXEHUM ANa geTeun

Ecnu B Bawwy LeneByto ayAnTOPUIO BXOAST AETU, Bbl [OMKHbI BbINMONHATL NEPEUNCIEHHBIE HUXE
TpeboBaHus. VX HeCOBMIOAEHVNE MOXET NMPUBECTY K YOANEHUIO U BNOKMPOBKE MPUNOXEHMS.

1.

KOHTEeHT npunoxeHus. [leTam LO/mKeH 6bITb JOCTYMNEH TONbKO NOAXOAALNIA AN HUX KOHTEHT. Ecnin
B MPUSIOXEHNN €CTb KOHTEHT, AOMYCTUMbIN HE BE3AE, OHO MOXET BbiTb 4OCTYMHO TOMBbKO B PErNOHE,
rae Takol KOHTEHT CUMTaeTCs NOAXOAAWMM Ana aeTen (orpaHnyYeHns no pernoHam).

. q)yHKI.WIVI npunoXxeHus. OCHOBHOW Lenbio NPpUNoOXeHna He O0NKHa 6bITb OEeMOHCTpauna caunTa

yepe3s KoMNoHeHT WebView nunu npueneyeHune Tpaduka Ha cant 6e3 paspelleHns ero BragenbLa
WM agMUHKUCTPATOPA.

. OTBeTbl Ha Bonpochl B Play Console. B Play Console Heo6X0g1MM0o TOYHO OTBEYATb Ha BOMPOCHI O

NPUNOXEHUN, @ Tak)ke OBHOBNATb NPELOCTABMNEHHYIO MHPOPMALIMIO, ECIIN B HEM YTO-TO MEHSETCS.
MommMo npouero, TpebyeTcs ykasbiBaTb 4OCTOBEPHbIE fAHHbIE B pasaene "Lienesas aygurtopus u
KOHTEHT", pasgerne 6e30nacHOCTN faHHbIX 1 aHkeTe IARC ans npucBOeHMs BO3PaCcTHOMO
orpaHuyeHuns.

. PaboTa c gaHHbIMU. ECcnin Balle NpunoxeHne cobupaeT Kakyto-nnbo fnyHyto 1

KoHbMAEHLMaNbHY0 MHPopMaLMIo AeTen, B TOM yncne ¢ nomolybto APl 1 SDK, Bbl 0693aHbI

coobwmnTb 06 3TOM B iBHOWN dopMe. K KoHMAaeHLManbHoM nHdopmMaLmMmn neTen OTHOCATCS,

HanpuMep, yY4eTHble faHHble, AaHHblE C MUKPOdOHA 1 KaMepbl, CBEEHMS Ha YCTPOWCTBE,

npeHtTudukatop Android v gaHHble 06 NCMONb30BaHNUM 06bABNEHMN. Takxe ybeauTecs, 4to

NPUNOXEHNE COOTBETCTBYET CllefyIoL UM TpeboBaHNaM:

+ MpunoxeHuns, NpefHa3HaYeHHbIe TONbKO ANS AeTel, He [OMKHbI NepefaBaTh PekaMHbIv
noeHtudumkatop Android (AAID), cepuiiHbii Homep SIM-KapTbl, CepUMHbIM HoMep cbopku, BSSID,
MAC-agpec, SSID, IMEI-kog n/vnn Homep IMSI.

+ MpWNoXeHns, e0UHCTBEHHON LLeNeBON ayaMTOpPUEN KOTOPbIX SBNAIOTCA AETH, HE AOMKHbI
3anpawwusaTb paspeleHne AD_ID npu ncnonb3osaHum Android API ypoBHs 33 1 Bbiwwe.
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+ MNpunoxeHuns, NpefHa3HauYeHHbIe ANs LeTel U B3POCTbIX, HE [OMXHbI NepefaBaTb PeKaMHbI
naeHTndukatop AAID, cepuintHbin Homep SIM-KapTbl, cepuiiHbIN HoMep cbopku, BSSID, MAC-
agpec, SSID, IMEI-kog w/vnun Homep IMSI, ecnu nonb3oBaTtenb pebeHoK Unu ero Bo3pacT
HEeN3BECTEH.

+ Henb3sa 3anpawwnBaTtb HoMep TenedoHa npu nomolm knacca TelephonyManager B Android API.
+ MpunoxeHuns, NpegHasHaYeHHble TONbKO AN AeTel, He [OMKHbI 3anpalmnBaTe 4OCTYN K 4aHHbIM

0 MeCTOMONOXEHNW, @ Takxke cobrpaTb, MCNONb30BaTh U NepefaBaTb UHPOPMALMIO O TOUHOM
MECTOMOJIOXKEHUN.

- [ng 3anpoca nogknoyeHusa no Bluetooth Heobxopumo ncnonszosats CompanionDeviceManager
. MicknioueHne — npunoxexuns, npegHa3HadeHHble ToNbKo Ans sepcuit OC, KoTopble He
NoAOepPXMNBaoOT 3TOT Kiacc.

5. API n SDK. Y6enutecb, uto APl 1 SDK Mcnonb3yoTcs B BalleM NPUIOXEHUM HALNeXaLum
0obpa3zom.

+ MpunoxeHus, NnpeaHasHaYeHHble TONIbKO 4S8 AETEN, He BOMKHbI Mcnofib3oBaTb APl nnun SDK,
KOTOpble He OfO6PEHDI A1 CEPBUCOB, PACCUYMTAHHbIX B OCHOBHOM Ha TaKyto LeneByto
ayanTopuio.

+ 3TO OTHOCUTCS B TOM umcne K API, UICNOnb3yloWwmm ansa ayTeHTudMKaLuum n aBTopmsaumm
TexHonoruo OAuth, B ycnoBusx MCNonb30BaHNS KOTOPbIX CKa3aHO, YTO OHW He Of06peHbI Afs
CEepBUCOB, NpefHA3HAYEHHbIX AN1d OeTeN.

+ B npunoxeHusx, NpegHasHauyeHHbIX ANs AeTel 1 B3POCHbIX, HeNb3s ucnonb3osaTtb APl unu SDK,
KOTopble He ofoBpeHbI A1 CEPBUCOB, PACCUMTAHHbIX Ha feTen. VICKIoYeHNs BO3MOXHbI, eCnu
APl nnn SDK npuvMeHsItoTCa TONbKO NOCIe HEMTPasibHOro BO3PacTHOro GunsTpa 1nm ecnm npu nx
MCNONb30BaHWUM aHHble feTeln He cobrpatoTcs. KpoMe Toro, Takue NpunoxeHus He [OMKHbI
TpeboBaTb, YTOObI MONBb30BATENN NOMYYany [OCTYN K KOHTEHTY yepe3 APl nnn SDK, He
0f0BpEHHbIE A1 CEPBUCOB, KOTOPbIE NpefHa3HauYeHbl Ans geTen.

6. [lononHeHHas peanbHOCTb. ECNV B MPUNOXEHMM UCNONb3YeTCa [OMNOSIHEHHAsA PeasibHOCTb, NpK
3anycke pasfenoB C Hel LOMXKHO NOSBNSTLCS NPERyNPeXAeHNe, CoaepXallee CleayoLlyto
nHbopmaumio:

+ HanoMuHaHWe 0 BaXXHOCTU POAUTENBCKOrO KOHTPONS.

+ HanoMuHaHue 06 onacHOCTN 06BEKTOB peanbHoro Mupa (Hanpumep, "Obpallante BHUMaHME Ha
npeaMeThbl U Nofen BOKpyr").

+ [ng Mcnonb3oBaHUS NPUNOXEHNS HE [OMKHbI TPe6OoBaTb YCTPOMCTBA, HE PEKOMEHA0BAHHbBIE AJ1S
peten (Hanpumep, Daydream unu Oculus).

7. CoumanbHblie NpunoXxeHus n GyHKLUU. ECnv Balle NpuioxeHne nosBosseT Nnonb30BaTeNsm
LENUTLCS UM OBMEHNBATLCA MHGOPMaLLMEN, Bbl OMKHbI B TOYHOCTU ONUCATb 3TU GYHKLNUM B
aHkeTe A9 MPUCBOEHMUS BO3PACTHOro orpaHuyeruns B Play Console.

+ CoumanbHble NPUIoXeHus. VIx OCHOBHas Lieflb — NPeAOCTaBNSaTb BO3MOXHOCTb Ae/INTbCS
KOHTEHTOM B CBOGOAHOM dpopMe nnm oblatbes ¢ 6onblnMmM rpynnamu nogen. Bo Bcex
COLMarbHbIX NMPUIOXEHUSX, B LLENEBYIO ayAUTOPUIO KOTOPbIX BXOAAT AeTH, nepes,
npenocTaBieHeM Nonb3oBaTeNsaM AOCTYNa K 06MeHy KOHTEHTOM unu nHbopmaumen LOnXKHbI
NOKa3blBaTbCS HAMOMMHAHWS O TOM, KaK 3alUTUTb cebs B UHTEPHETE M K KaKMM pUCKaM B
peanbHOM MUPe MOXEeT NPUBECTUN OHNaNH-B3auMopencTeme. Kpome Toro, Npexae YeM no3BonsaTb
LeTsSM O6MEHMBAaTLCS NIMYHOM MHPOPMaLMEN, Bbl fOSIKHbI TPEOOBaTb AENCTBUS CO CTOPOHbI
B3POCOro.

+ CoumanbHble GyHKLUM. DTO Nobble JONONHUTENbHbIE GYHKLMUN NPUOXEHUS, MO3BONSIOWME
LEenuTbCa KOHTEHTOM B cBOBOAHOM PopMe mnm obuaTbecs ¢ 6oblMMM FpynnaMu nogen. Ecnu s
NPUNOXEHNM €CTb coLmanbHble GYHKLUM 1 B €ro LEeNeByo ayauTOPUIO BXOAAT AETH, nepes
npefocTaBneHNEM NONb30BaTENSIM [OCTYNa K 0OMeHY KOHTEHTOM U MHPOPMaLMen Bbl JOSXKHbI
NoKasblBaTb HAMOMUHAHUS O TOM, KaK 3aLlUTUTb CEGS B UHTEPHETE U K KakUM PUCKaM B PeanbHOM
MUpPE MOXET NPUBECTU OHNaMH-B3anMonencTamne. Kpome Toro, B3pocsbiM HEOHXOANMO
NpPefocTaBNTb BO3MOXHOCTb YNPaBAsaTb HACTPOMKaMM COLManbHbIX GYHKLMIA, B TOM ymcne
BKJIOYATb M OTKJTIOYATb UX UNM BbIOMPATh Pa3nnyHble YPOBHU GYHKLMOHANBHOCTY A1s AETEN.
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HakoHeL, npexgae yem BkiouaTh GYHKLMKU, KOTOPbIE MO3BONSIOT AETAM O6MEHMBATHCS IUYHON
nHpopMaLMen, Bbl LOMKHbI TPE6OBaTb [ENCTBUS CO CTOPOHbBI B3POCIIOrO.

+ [lns aTOro y Bac fOMKeH 6bITb MEXaHN3M, NMO3BONSIOWNIA YOEAUTLCS, YTO NONb30BaTESb HE
ABNAETCS pebeHKOM, 1 He NOBYXXAaoWMI AeTeN HEBEPHO yKasbiBaTb CBOW BO3PACT, YTOObI
nony4yatb JOCTYN K pasgenam, npefHasHauyeHHbIM gns B3poChbiX (HanpuMep, Bbl MOXETe
3anpawwmsaTb PIN-Kof B3poCnoro, naposb, AaTy poXAeHUs, nogTBepXaeHne agpeca
3NEKTPOHHOM MOYTbI, YAOCTOBEPEHNE NTMYHOCTU C poTorpadmen, AaHHbIe KPEeJUTHON KapTbl Un
HOMEep COLMabHOro CTPaxoBaHWs).

+ [leTv He [OMXHbl BXOAMTL B LIENIEBYIO ayQUTOPUIO COLMalbHbIX MPUIIOXEHWI, OCHOBHAA Liefb
KOTOPbIX — OOLEHNE C HE3HAKOMbIMU NIOAbMU. DTO MOTYT OblThb YaT-PYNEeTKM, NPUNOXEHUS ANs
CBUAAHWIN, BETCKNE OTKPbIThIE YAaT-KOMHAThI U T. .

8. CobniogeHne 3aKkoHopaTenbCcTBa. Balle NpunoXeHne 1 BCe BbI3bIBAEMbIE UM UCMOSb3YEMbIE UM
API 1 SDK He gonxHbl HapylwaTb 3akoH CLUA O 3alnTe NMYHbIX CBELEHUM OETEN B UHTEPHETE
(COPPA), leHepanbHbIv pernameHT EC 0 3awmTe nepcoHanbHbix gaHHbix  (GDPR), a Takxe gpyrue
LencTBylolmne 3aKOHbI U MpaBuna.

BoT npuMepbl Hanbornee pacnpoCcTpPaHEHHbIX HapyLIEHUN:

anIJ'IO)KeHVIFl, KOTOpPbIE PEKNaMUNPYIOTCA Kak Urpbl on4d IeTen, HO Ha camMoM fene NOoAXOAaT TONbKO
Onsa B3POCHbIX.

MpunoxeHus, npumeHsiowme te API, KOTOpble NO CBOMM YCIIOBUSM UCMNOMNb30BaHWS 3anpeLleHbl Ans
OPMEHTUPOBAHHbIX Ha fleTel CepBUCOB.

MpuUnoXxeHwns, B KOTOPbIX ynoTpebneHne Tabaka, ankorons Uim 3anpeLieHHbIX BeecTs
yNnoOMMHaeTCs B NpuBnekaTenbHom popme.

A3apTHble Urpbl U UMUTUPYIOLLUE NX MPUNOXEHUS.

MpunoXxeHnsa, copepXallne CLeHbl HaCUNNA U KPOBOMPONUTUS, a TakXe 4PYroN LWOKUPYOLWUA
KOHTEHT, HEe NOAXOAAWNA AN OeTEN.

MpUNoXeHNs, NPefHasHauYEHHbIe 019 3HAKOMCTB UMK coflepXKalime pekoMeHaaL My 6padHoro unm
cekcyasibHOro xapaktepa.

MpUNoXeHus, cogepKalume CCbINKU Ha CanTbl, KOHTEHT KOTOPbIX HapyLLaeT MNpaBuia NporpamMmbi
LNs paspaboTumkoB

MpUNoXeHNs, B KOTOPbIX LETAM NOKa3bIBaOT peknamMy Ans B3POCHbIX (HanpuMep, CBA3aHHYH0 C
HacunneM, asapTHbIMU UFPaMU, KOHTEHTOM CEKCYabHOrO XapakTepa).

Peknama n MmoHeTmn3auusa

Ecnu Bbl MoHeTU3MpyeTe B Google Play npunoxexue, npegHasHauyeHHOE AN [eTEN, OHO LOSKHO
COOTBETCTBOBATH NPVBEAEHHBIM HIXE TPEOOBAHNAM B OTHOLWEHUN PEKNAMbl 1 MOHETU3ALIUN.

3TN TpeboBaHUS OTHOCSTCS K JIIOOON MOHETU3aLUN 1N pekaMe BalMX N CTOPOHHMX MPUIIOXKEHUN,
nepeKkpecTHOMY MPOABUXEHMIO, MOKYMNKaM B NPUNOXEHUN N PYrOMY KOMMEPYECKOMY KOHTEHTY
(HanpumMep, K NPoAaKkT-MNenCcMeHTY). HUUTO N3 NEpPeUnCIEHHOrO TakXe He JOMKHO HapyLlaTb
LEeWCTBYIOLMNE 3aKOHbI U HOPMbI, B TOM YNCIIE KOPMOPATUBHbIE 1 OTPACNEBbIE.

KomaHnpa Google Play ocTtaBnsieT 3a cobov NpaBo OTKIIOHATb, YAANATb U GIOKMPOBATb NPUIIOXEHWS, B
KOTOPbIX CIIMLWIKOM HaCTONYMBO NpeanaraeTcs niaTHbIN KOHTEHT.

TpeboBaHus K pekname

Ecnu B npunoxeHnn nosengeTcs peknama gng geTen uim nonb3oBaTenen, 4yen Bo3pacT HEM3BECTEH,
HeobxoanMo:

* MCMOMb30BaTh A4/19 NOKa3a pekfiaMbl 3TUM NMLaM ToJbKO peknamHblie SDK, npolweplve
caMocCTosTeNbHYI cepTuduKaLnio B pamkax MNporpaMmbl pekambl B MPUNOXEHUAX AN BCEN CEMbU;

* UCKIIIOUNTb N9 Tak1xX Nosb3oBaTenen peMapkeTuHr (peknamy, HanpaBieHHYo Ha OTAENbHbIX
nonb3oBaTeNeN 1 3aBUCSALLYIO OT UICTOPUM B3aMMOBENCTBUS C CANTOM UIIM MPUNOXEHNEM) U
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https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633

pekfiaMy Ha OCHOBE MHTEpPECOB (peknamy, HanpaBfeHHYIO Ha OTAENbHbIX NONb30BaTENEN, Ybe
noBefeHne B UHTEPHETE COOTBETCTBYET ONpefe/ieHHbIM XapakTepucTmkam);

+ y6epunTbCe, UTO KOHTEHT B pekniaMe AJ1g Takux Nofb3oBaTenet MOXHO Noka3biBaTb AETIM;

+ ybennTbCs, YTO peknama Ans Taknx nonb3oBaTenien CoOOTBETCTBYET TpeboBaHMsaM kK dopmaTy
06baBIEHUI 0N BCEN CEMbY;

+ obecneynTb cobofEHNE AENCTBYIOLLEro 3aKOHOAATENLCTBA U OTPACNEBLIX CTaHAAPTOB,
KacalowmMxcs pekambl gna aeTen.

TpeboBaHusa K popmaTamM 06bSABNEHUN

Pekniama 1 cpefCcTBa MOHETM3aL MW B BalLEM NMPUIOXEHUN He JOMKHbl COQep>XXaTh BBOASLLMUNA B
3ab6nyXaeHne KOHTEHT UK BblTb 0GOPMIEHHBIMU TakMM 06Pa30M, YTO 3TO MOXET MPUBECTM K
Clly4YalHbIM KJIMKaM CO CTOPOHbI HECOBEPLIEHHONETHNX NONb30BaTENEN.

Huxe nepeyncneHbl NpuUeMbl, KOTOPble 3anpeLLeHO UCMOb30BaTh B MPUTOXEHUSIX, €[0VUHCTBEHHON
u,eneBoﬁ ay,D,MTOpI/Iel;I KOTOPbIX ABNAKOTCA OETU, @ TakXe Npn NOKa3e peknambl AeTaMm Unn nmuam
HEeN3BECTHOro BO3pacTa B NPUTOXEHUSX, uenesou ayp,MTopmeVl KOTOPbIX 4BNAOTCA OeTn 1 n1ua

CTapluero Bo3pacTa.

Peknama 1 cpefacTBa MOHETU3AL MM, KOTOPbIE NPEPbIBAOT PaboTy NPUIOXEHNS, B TOM YACHe
3aHMMaIOT BECb 9KPaH, He NMO3BOMAT HOPMasbHO UCMONb30BaTb MPUNOXEHNE N HE 3aKPbIBAKOTCS
ABHbIM CNOCO6OM (Hanpumep, NONHO3KPaHHbIE 0OBABNEHNS, KOTOPbIE CTOXHO 3aKPbITb).

Peknama n cpegcTBa MOHETM3aL MK, KOTOPblE MELLAIOT HOPMaslbHOMY UCMOb30BaHMIO MPUOXEHNS
unu Urpbl (B TOM yncne obbaBEHNS C BO3HArpaXaeHUeM 1 pa3peLleHHble Nonb30BaTeNeM
06BSBNEHUNS) N KOTOPBIE HEMb35 3aKPbITh YEPES NATb CEKYHA,

Peknama 1 CpeacTBa MOHETU3ALMM, KOTOPbIE HE MELLAIOT HOPManbHOW paboTe NPUNOXeHUs Unn
Urpbl, MOTYT HE 3aKPbIBATbCS YepPe3 NaTb CeKyHL, (Hanpumep, BUAEOKNM CO BCTPOEHHOW PEKNaMON).

MexcTpaHuyHas pekiama 1 CpefCcTBa MOHETU3ALIMK, KOTOPbIE MOSBASIOTCS Cpa3y nocre 3anycka
NPUNOXEHNS.

Pa3mMelleHre HECKObKMX OOBSBIEHNI Ha CTpaHuLe. Hanpumep, oBHOBPEMEHHDBIN NOKa3 bonee
ofHOro 6aHHepa nnv BUAE006BbIABNEHNS U pekNlaMHble 6aHHepbl, KOTOPbIE COAEePXaT HECKObKO
NpeanoXeHuin B OLHOM MECTE PasMeLLEHUS.

Pekniama 1 cpefcTBa MOHETM3AL MK, KOTOPbIE CIIOXHO OTIMYUTb OT KOHTEHTA NMPUIIOXEHUS.
Hanpumep, okHa Offerwall n gpyrue o6vasneHus ¢ abdpekTom npucyTcTeuS.

Vicnonb3oBaHue WokoBoro adpdekTa Unm TakTUK IMOLMOHANBHOTO MaHUMYNIMPOBAHWS, YTOGbI
MPOBOLMPOBATb NONb30BATENEN HA MPOCMOTP 0O BSBMEHUI UM NOKYMNKY B MPUIOXEHWN.
Beopswme B 3a65y)XaeHNE 0ObABIIEHMS, KOTOPbIE 3aCTaBAOT NONb30BaTENd NEPEXOAUTD MO
CCbINIKaM C NMOMOLLbIO KHOMKM "3aKpbiTh", OTKPbIBaOLLEW Apyroe 06bsBNEHNE, UM BHE3AMHOTO
MOSIBIEHUS B TEX YaCTAX 3KPaHa, Ha KOTOPbIE MOJIb30BaTENb OBbIYHO HaXMMaeT Afis LOCTyna K
LPYrUM GYHKUMUSM NPUNOXKEHMS.

OTCyTCTBME YETKOrO YKa3aHUS Ha Pasnnums MeXay BUPTYanbHON BaNtOTON U peasnbHbIMU JeHbramu
Mpu NMOKYMKax B MPUOXEHUN.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HapyLUEHUN:

+ Peknama 1 anemMeHTbl MOHETU3ALMM, KOTOPbIE NEPEMELLAIOTCS MO 3KPaHyY, YTOObI UX HeNb3s Hbino
3aKpbITb.

« PeknamMa v anemMeHTbl MOHETU3aLMN, KOTOpPbI€ HENMb34 3aKPbITb Yepe3 NATb CEKYHO C MOMEHTa UX
nogaBneHna:


https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads

FISH WORLD

_Pick a fish to earn 100 stars
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+ Peknama v anemMeHTbl MOHETU3aLUK, KOTOPbIE 3aHMMAIOT BOSIbLLYIO YAaCTb AKPAHa 1 KOTOPbIE TPYAHO
3aKpPbITb U3-3a OTCYTCTBUS CNeLMUanbHbIX KHOMOK.
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= Count the Droids




« Peknama v anemMeHTbl MOHETU3aLMN, KOTOPbIE MOXXHO MPUHATb 3@ KOHTEHT NPUNTOXEHNUS.
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« KHOMKM, 06BABNEHUS UN UHbIE SNIEMEHTBI MOHETU3ALLMK, PEKNaMUPYIOLLMe Apyrie NPOoayKThl B
Google Play v npu 3TOM HEOTNINYMMbBIE OT KOHTEHTA NPUIIOXEHWS.
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Mpumepbl 06bIBNEHUN, KOTOPbIE HENb3S NOKa3blBaTbh AETAM:

)

HeponycTuMbIi MynbTUMeAUNHbIA KOHTEHT. Peknama cepnanos, GUIbMOB M My3biKasbHbIX
anbboMOB, He NMpefgHa3HayYeHHbIX As AeTen.

HeponycTtumbie Bupgeounrpbl u ckaunsaemoe MO. Peknama BUAEOUTP 1 NPOrpamm, He
npepHasHaYeHHbIX gna geTen.

3anpeLeHHble K BpefHble BelwecTsa. Peknama ankorons, Tabaka, HAPKOTUUYECKMX 1
NCUXOTPOMHbIX BEWECTB, a TakXe nobbIX Apyrnx BewecTs, KOTOpPble MOTyT NPUHOCUTL Bpen
3[0POBbIO.

A3apTHble Urpsbl. Peknama a3apTHbIX Urp, TOTANM3aTOPOB, a TakxKe NoBbIX APYrNX LEHEXHbIX
COPEBHOBAHMIN UM KOHKYPCOB, B TOM YMCNE TEX, TAE NONb30BATENSAM HE HY>XHO MNaTUTb, YTOObI
NPUWHATb yyacTue.

KoHTeHT gna B3pocnbix U MaTepuanbl CEKCyanbHOro xapakrepa. Peknama ¢ spoTuyeckum,
HeMNpUCTOMHbLIM COEPXaHMEM U MaTepuanamu afis B3pOcChbiX.

3HaKoOMCTBa M OTHOLIEHUS. PekniaMa CanToB 3HAKOMCTB.

.

.

Hacunue. Peknama, copepkallast OTKPOBEHHBIE CLLEHbl HACUIIS UNN ApYrue n3o6paxeHus,
Hermoaxogdwve ansa geten.

PeknamHblie SDK

Mpu pasMeLLeHnn peknambl B MPUNIOXEHWUM, NPELHa3HaYeHHOM TONbKO AN AeTen, Heobxoanumo
MNCNONb30BaTb UCKIOUYUTENBHO BEPCUM peKiaMHbix SDK, npolleflre caMoCTOSTENbHYIO


https://support.google.com/googleplay/android-developer/answer/9900633/

cepTudUKaLMIO B paMKax Hallel nporpammMbl . ECIIM NPUNoXeHWe pacCuUMTaHO Kak Ha feTen, Tak 1
Ha B3POC/IbIX, Bbl AOMKHbI MPEAYCMOTPETL NPOBEPKY BO3pacTa NosfibaoBaTens (HanpuMep, C NoMOLLbio
HeNTpanbHOro BO3pacTHOro GbunsTpa ) 1 ybeamTbes, YTo AeTu ByayT BUAETb TONIbKO Te 06bABNEHMUS,
LNsi KOTOPbIX MCMOMb30BaNMCh BEPCUM peknaMHbix SDK, npolefwme caMoCTOATENbHYIO
cepTudmkaumio B pamkax nporpammel Google Play.

MoppobHYo MHPopMaL Mo 06 3TUX TpeboBaHUSX Bbl HAULETE Ha CTPaHULLE C NpaBunamm MporpaMmel
caMoCTosTeNbHOM cepTudumKaLmmn peknamHbix SDK B npunoxeHusix ons Bcev cembn . NocMoTpeTb
TEKYLUIA CIMCOK BEPCUN peknamHbix SDK, KOTOpble MPOLLIM CaMOCTOSTENbHYI0 cepTuduKaLmio,
MOXHO 3[eCb

Ecnu Bbl ncnonbsyete cepsuc AdMob, yTouHnTe nHdopmaumio no pabote ¢ HUM B CripaBoyHOM
LeHTpe

Bbl LOMKHBI CaMOCTOATENBHO NPOBEPSTL, COOTBETCTBYET S Balle NPUIOXEHME TPEBOBAHUAM K
pekname, NoKynkam B NPUIOXEHUN N KOMMEPYECKOMY KOHTEHTY. YTOUYHUTE AENCTBYOLWME NpaBuna y
CBOMX MOCTaBLMKOB peknamHbix SDK.

MNpaBsuna MNporpammbl camocTosTenbHon cepTudukaumm peknamHoix SDK B
NPVNOXEHUsX Asi BCeN CeMbM

Mbl XOTUM chenaTb Mcnosnb3oBaHue nnatdopmel Google Play 6e3onacHbIM 19 feTen 1 Bcen cembu. B
YaCTHOCTM, Mbl CTPEMUMCS 3aLUMLLATb NNYHbIE JaHHblEe HECOBEPLUEHHONETHNX U NMOKa3biBaTb UM
TONbKO T€ OOBABIIEHMS, KOTOPbIE NPEAHA3HAYEHbI A5 UX BO3PACTHOM rpynmbl. Mbl Tpebyem oT
pa3paboTunkoB nnatdopm MeamaLmmn n peknaMHbix SDK caMocToaTeNnbHO NOATBEPXKAATb, UTO UX
peLleHns NOAXOAsaT Ans AeTel U COOTBETCTBYIOT [paBuiam nporpaMmsl s paspaboTyrkos
npunoxeHu B Google Play 1 npaBunam nporpammbl “MpunoxeHns ons Bcen cembn” , B TOM
yncne TpeboBaHMaM [porpaMMbl CaMOCTOSTENbHOW cepTudukauum peknamHbix SDK B npunoxeHnsx
019 BCEeN ceMbu

ATa nporpamMma nomoraeT pa3paboTymkam onpefensTb, kakue peknamHble SDK v nnatdopmel
MegmaLum NPOoLWM CaMOCTOATENbHYIO CEPTUDUKALMIO M MOTYT UCMOSb30BaTLCS B NMPUITOXKEHUSX,
pa3paboTaHHbIX CeLManbHO AN geTeu.

NckaxeHune dakToB o cBoem SDK, B TOM yMchie B 3asBKE Ha y4acTue , MOXET MPUBECTU K YOANEHUIO
SDK 13 MporpaMmbl CaMOCTOSITENBHON cepTudukaumm peknaMHbix SDK B NpUNoxeHusx ofs Bcen
ceMby 1nn ero 6rokKMpoBKe, NO3TOMY ybeanTeCh, YTO Bbl NPEAOCTaBAsSETE TOUHYIO UHOPMALMIO.

TpeboBaHus

SDK v nnatdopMbl Meguaunm, obcnyxmBatowmne npunoXeHns, KOTopble y4acTBYIOT B NporpaMme "Ons
BCEN ceMbu", [OMXKHbI OTBEYaTh NpaBuiam ans paspabotuymkos Google Play, B Tom uncne
npuBefeHHbIM HUxe. HecooTBeTCcTBME NOBOMY 13 TPEOOBAHWI MOXET NpMBECTU K yaaneHuto SDK unu
nnaTpopmbl MeamaLmm 13 MporpamMMbl CaMOCTOATENBHON cepTUdUKaLMn peksiaMHbix SDK B
NPUNOXEHUAX AN BCEN CEMbM UM BNOKMPOBKE JOCTYNa K 3TON NporpamMme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, YTO6bI B Balmx SDK 1 Ha nnatdopmax MeanaLmMmn BbiNOMHANNCH
yKa3aHHble TpeboBaHWs. O3HaKOMbTECH C [MpaBunamMmu NporpaMmsl s paspaboTUMKOB NMPUIOXEHUI B
Google Play, npaBunamu nporpammel "MpunoxeHus gns Bcen cembm” n TpeboBaHmnamm Mporpammbl
camocTosTenbHOM cepTrudmrKaumm peknamHbix SDK B MpUIOXeHUSX As BCEN CEMbM.

1. Cop,ep)KaHMe obbaBneHus. Ecnm Bawm o6baBneHns OOCTYNHbI OeTaM, X cogep>xxaHme oomkKHO
COOTBETCTBOBATb BO3PACTHbIM OrpaHU4YeHndaMm.

+ Bam Heobxopumo: 1) gaTb onpeneneHve HexenaTernbHbIM 06bABIEHUSIM 1 MOBEAEHUIO; 2)
3anpeTuTb KX B YCNIOBUSX UCMONb30BaHUS unu npasunax SDK nnv nnatdopmel. OnpenenexHus
LOJSIXHbI COOTBETCTBOBATb [1paBuiaM nporpammbl Ans pa3paboTunkos npunoxeHuni B Google
Play.
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+ Obs3aTenbHO BbibepuTe Cnocob, C MOMOLLLIO KOTOPOro Bbl ByfeTe NpUCBanBaTh OObIBIEHNAM
BO3pPaCTHbIE OrpaHunyeHns. HeobxoaMMo HacTPOUTb He MeHee LByX KaTeropuii: "[ns Bcex" u
"0ns B3poChbIX". BO3pacTHbIe OrpaHUYeHns fOSXHbI MPUCBaMUBaTbCS MO TOM Xe CUCTEME,
koTopyto Google npenocTtasnseT noctasuwmkam SDK nocre 3anofiHeHns cnewunansHor Gopmbl

- Ecnu ons nokasa peknambl LeTIM UCMONb3YETCH Ha3HAYEHNE CTAaBOK B PeaibHOM BPEMEHM,
0693aTenbHO ybenmTech, YTO KPeaTuBbl MPOBEPEHbI 1 COOTBETCTBYIOT BCEM TPEHOBAHUSAM BhilLE.

« Y Bac Takxe JomkeH 6bITb Cnocob B13yasnbHON MAEHTUOUKALUN KPeaTUBOB, KOTOPbIN
O603H8‘48€T X NPUHaAANEeXXHOCTb K BalleMy MHBEHTApPIO, Hanpumep BO,D,QHOI;I 3HaK C noroTmnom
BallUen KOMMNaHU.

. ®opmaT 0b6baBReHUs. Heobxonnmo, YTobbl BCe 0ObSBNEHUS, KOTOPbIE BULHbI LETSAM,
cooTBeTcTBOBaNM TpeboBaHuaM K dopmaTy 06bABNEHUI ANF BCEN CeMbW. Bbl foMmKHbI 06ecneunTb
pa3paboTymkam BO3MOXHOCTb BblGMpaTh dopmMaThl, OTBEYAtOWME NpaBuiamM nporpammbl Google
Play "MpunoxeHns pns Bcen cembn™.

+ Peknama He fofmkHa cogepXaTb BBOASLLMIN B 3a6/1yXXAEHNE KOHTEHT UNN 3/1IEMEHTbI, KOTOPbIE
MOTYT NPUBECTM K CIyYalHbIM KIIMKaM CO CTOPOHbI HECOBEPLLEHHONETHUX Nofib3oBaTenen. Cioga
OTHOCATCS 06BABNEHNS, KOTOPbIE 3aCTABNAIOT NONb30BATENIEN NEPEXOAUTL MO CChINIKaM C
MOMOLLbIO KHOMKM "3aKpbITh", OTKPbIBAOLWEN ApYyroe 00bsBNEHNE, UMM BHE3AMHOIO NOSBAEHMS B
TEX YacTsaX 3KpaHa, Ha KOTOpbIe NMOMb30BATENN OObIYHO HAXMMAIOT AN LOCTYNa K APYrMm
YHKLMSAM NPUTOXKEHUS.

« Heponyctuma n3bbiTouyHas pekiama, B TOM YUCNE SNEMEHTbI, KOTOPbIE 3aHUMAIOT BECb 9KPaH, He
MO3BONSAOT HOPMasbHO UCMOJIb30BATb NPUNOXEHNE N HE 3aKPbIBAOTCS SBHbIM CNOCO60M,
HanpuMep NONHO3KPaHHble 06BABEHNS, KOTOPbIE CNOXHO 3aKpPbIThb.

« [ns 06bABNEHWI, KOTOPbIE MELLAIOT HOPManbHOW PaboTe MPUNOXEHNUS AW UTPbl, HEOBXOZUMO
L06aBUTb BOZMOXHOCTb 3aKpbITb UX Yepes3 5 CeKkyHA.

+ 3anpeLleHo pasMeLLEHNE HECKOSTbKUX 0BBbABNEHNI Ha cTpaHULEe. Hanprmep, O4HOBPEMEHHbIN
noka3s 6onee ogHoro 6aHHepa UM BUAEO06BbABNEHUS U PEKNaMHble HaHHEPbI, KOTOPblE COpepXaT
HECKOJbKO NMPEeAJIoKEeHNN B OQHOM MECTE pa3MeLLeHMs.

+ Peknama [omKHa 9BHO OT/IMYATLCS OT KOHTEHTa npunoxeHua. OkHa Offerwall n o6basneHns ¢
3ddeKToM NpUCYTCTBUS, KOTOPbIE HECOBEPLIEHHONETHMI NONb30BAaTE b HE NMOCUYUTAET PEKIaMON,
3anpeLLeHbI.

+ B 06bSBNEHUSAX HEMb3S UCNONb30BaTh WOKOBbLIN 3GPEKT UM TaKTUKU SMOLMOHANBHOrO
MaHUMynMpoBaHUs, YTOGbI MPOBOLMPOBATL NONb30BaTENIEeN Ha NPOCMOTP PeKaMbl UK MOKYTKY B
MPUNOXEHNN.

. Pexnama Ha oCHOBe MHTEpPECOB Uy pemapkeTuHr. Ob6g3aTenbHO yoeamTech, YTo 06bABNEHMS,
KOTOpble BUAHbI LETAM, HE OCHOBaHbI Ha MX MHTepecax (T. €. He HamnpaBneHbl HA OTAENbHbIX
nonb3oBaTenen, Ybe NoBeeHne B UHTEPHETE COOTBETCTBYET ONPEefeNIEeHHbIM XapakTepucTmkam) u
He NMOoKa3blBaOTCA C NCMNOJIbBOBAaHNEM peMapPKETUHIa (T. €. He HanpaBneHbl Ha OTAENIbHbIX
nonb3oBaTenen B 3aBUCUMOCTH OT UCTOPUM B3aUMOLENCTBUS C CAaNTOM UIIM NPUIOXEHNEM).

. PaboTa ¢ gaHHbIMU. Kak nocTaBlmnk SDK, Bbl 0653aHbl 06bACHUTb NMONb30BATENSAM, KAaKUM 06pa3om
byneTe obpabaTbiBaTb UX faHHbIE, HanNpUMep cBefeHna ¢ ycTponcTe. Oba3aTenbHO CoobLWnNTe, Kak
1 ans yero SDK 6yfeT ncnonb3oBaTb 1 COBUPATL faHHbIE, a TakXXe NonyyaTb U NPeRoCTaBAsaTb K
HUM gocTyn. MNprUMeHsSTb MHGOPMALMIO B LLENSX, O KOTOPbIX Bbl HE 3aSBMAN, 3anpeLLeHo. OTu
npasuna Google Play nononHsoT TpeboBaHWs 0eNCTBYOWErO 3aKOHOAATENbCTBA O
KOHOMAEHLMANbHOCTU 1 3alMTe AaHHbIX. ECnv Bawe npunoxeHne cobrpaeT Kakyo-mbo NnYHY 1
KoHbMAeHLManbHyo MHPOpMaLMIO eTel, Bbl 0653aHbl COOBWNTb 06 3TOM B aBHOM dpopme. K
KoHbUIeHLManbHoW nHbopMaLMmn geTer, NOMUMO NPOYEro, OTHOCSTCS YYETHbIE faHHbIE, AaHHbIE C
MUKPOodOHa 1 KaMepbl, CBEAEHUS Ha yCcTponcTee, naeHTudumkatTop Android n gaHHble 06
MCMONb30BaHUN OB BABAEHNN.

+ BaMm Heob6xoauMo paspellnTb pa3paboTymkam 3anpalmnBaTh Nokas 06baBNEHUN,
OPVEHTMPOBAHHBIX Ha feTel (B ONpPefeneHHbIX MPUIOXEHNUSX UITN B KaXA0M KOHKPETHOM
cnyyae). Y6enuTech, YTO KOHTEHT B OObABIIEHNSAX HE HapyLWaeT AeNCTByoLLee


https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive

3aKOHOAATENbCTBO, Hanpumep 3akoH CLUA "O 3aumTe NYHbIX CBEAEHUIN eTEN B UHTEPHETE

(COPPA)  unleHepanbHbi pernameHT EC 0 3awmTe nepcoHasnbHbix gaHHbIX (GDPR)

Kpome Toro, B pekrnamHbix SDK, KOTopble NCMOMb3YIOTCS Ha pecypcax Afis AeTew, HyXHO
OTKJTIOYMTb NEPCOHANTMINPOBAHHYIO PEKIaMy, OObABIIEHNS HA OCHOBE MHTEPECOB U
pPEeMapKETUHT.

- Ecnu pns nokasa peknambl LETIM UCMONb3YETCH Ha3HAYEHME CTAaBOK B PeanibHOM BPEMEHM,
ybeanTech, YTO y4aCTHMKAM ayKLMOHa NPMCBaVBaTCS MHANKATOPbI KOHPUAEHLMANBHOCTH.

* MpunoxeHns He OoMXHbl nepepaBaTb AAID, cepuitHbin Homep SIM-kapTbl u cbopku, BSSID, MAC-
agpec, SSID, IMEI-kog 1 Homep IMSI, 3anpoLLeHHbIN Y AeTel 1 NoNb3oBaTeNen, Yen Bo3pacT
HEen3BeCTeH.

5. Mnatdopmbl Meaunauumu. Mpun nokase peknambl feTAM:

+ CrnepyeT NpUMEHSTb TONbKO peknamHble SDK, npolefluve caMoCcToSTENbHYO cepTudrKaLmio

ANng ncnonb3oBaHNA B NPUNTOXEHUAX ONd BCeun CeéMbU, nnn NpuHMMaTb Mepbl 3alThI,
rapaHTUpyloLLMe, YTo BCe 0ObsBNEHNS Ha NnaTdopme Meguaumm GynyT COOTBETCTBOBATb 3THUM
TpeboBaHUAM.

+ Heobxopumo nepenaBaTbh MHPOPMALMIO O BO3PACTHbLIX OrPaHUYEHNIX AN PEKNAaMHOro KOHTEHTa
M O TOM, YTO Pecypc NpefHasHayeH gns neTen.

6. CaMocTosiTesnibHas cepTuduKkaums u CooTBeTCTBUE NpaBuaaM. Bbl OMKHbI NPefoCcTaBnUTb
Google Bce HeobxoaMMble CBELEHNS, B YaCTHOCTN 0H6O3HAYEHHbBIE B CrielnanbHo dopme  , YTobbl
NMOATBEPAUTL COOTBETCTBUE peknamMHoro SDK BceM TpeboBaHUAM K CAMOCTOATENbHOM
cepTudukaLum. MoOMUMO NPOYEro, BaM HYXHO:

+ 006aBUTb OOKYMEHTbI Ha aHINIMNCKOM A3bIKE: YCIIOBUS UCMONb30BaHWS, NOMUTUKY
KOHPMAEHLMANbHOCTM 1 PyKOBOACTBO MO UHTEerpaumm Bawero SDK unun nnatdopMbl MeguaLlunm.

« MpenocTaBUTb TECTOBbIV BapUaHT MPUNOXEHNS C MOCNEAHeN Bepcuen peknamHoro SDK,

COOTBEeTCTBYOWEN TpeboBaHMAM. Takoe NPUNoXeHNe AOMKHO NPeAcTaBNaTs CO60M NONHOCTbLIO
cobpaHHbIn ucnonHsemoin APK-dbain gna Android, ncnonbaytowwmnin Bce GyHKLMM yKa3aHHOrO
SDK. Heob6xop1Mo, 4Tobbl TECTOBOE MPUSIOXKEHME:

6bI10 OTNPABEHO HaM B BUAE MOSIHOCTbIO CObpaHHOro ncrnonHsemoro APK-danna gns
cmapTdoHos ¢ OC Android;

MCnoNb30Baso peknamHblii SDK nocnegHen BbinyLWeHHOW UK roTOBSILLENCS K BbiNYCKY BEPCUU,
cooTBeTCTBYyOWNI Npasmnam Google Play;

3apencTBoBano Bce oyHKUMM peknamHoro SDK, B TOM Uncie oTnpaBky 3anpocoB Ans
Nony4YeHns 1 Nnokasa o6bABNEHNI;

no 3anpocy NPEfOCTaBNSANO MOJHbIA LOCTYN KO BCEMY PEK/TAMHOMY MHBEHTAPIO, KOTOPbI
MoKa3biBaeTCs Nosib30BaTEN!O;

HEe OrpaHnYMBano AOCTYMN B 3aBUCUMOCTH OT MECTOMONOXEHWS;

MO3BONSNO ONPenensTb BO3PAcT NONb30BaTENEN 1 Noka3blBaTb KPEATUBbI U3 UHBEHTAPS,
noaxoQsLero Afs KOHKPETHON BO3PACTHOM rpynmbl (€CnM Ball MHBEHTaPb NpefHa3HayYeH ans
nonb3oBaTene BCeX BO3PAcToB);

MoKa3biBano Bce 0ObABEHNS U3 BALLEro MHBEHTAPs (KOrAa HEMTParbHbI BO3PACTHOW GUIbTP
OTKJTHOYEH).

7. Bbl 0693aHbI CBOEBPEMEHHO OTBEYaTb Ha nobble nocnepyroumne 3anpochl VIH(I)OpMaLI,VIVI n

CaMOCTOSTENIbHO CepTUOULMPOBATL  KaXAyH OTNPaBEHHYH BEPCUIO Ha COOTBETCTBUE
nocnegHum MpaBunam nNporpammsl 4ng paspaboTumkos npunoxeHuit B Google Play, Bkntouas
TpPeboBaHUS K MPUITOXEHUSIM LSl BCEN CEMbY.

8. lOpupuyeckune TpeboBaHus. PeknamHble SDK, npollefwmne caMoCTOATENbHYIO cepTuduKaLmio ans
MNCNOJIb30BaHUS B NPUNOXEHNAX AN BCEN CEMbU, HEOBXOANMO NPUMEHSATL AN Nokasa 06baBNeHNI
B COOTBETCTBUM CO BCEMM 3aKOHAMM M MOSMOXEHUSMM OTHOCUTENBHO AEeTeN, KacaloWwmnMmcs
nspaTtenen.

+ Bawwn SDK v nnatdopmbl MegMALMM HE OOMKHbI HapylwaTb 3akoH CLUA O 3awmTe NnyHbIX
cBefeHuit fetelt B uHTepHeTe  (COPPA), MeHepanbHbi pernameHT EC 0 3alute nepcoHasibHbix
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naHHbix  (GDPR), a Takxe gpyrue OencTBytolmMe 3aKoHbl 1 NpaBuna.

MpumMeyaHnue. MoHaTHe "geTn” MoXeT TPaKTOBaTbCS MO-Pa3HOMY B 3aBUCUMOCTU OT CTPaHbI U
cuTyauun. YTobbl y3HaTb, KaKMe BO3PACTHbIE OFPaHNYEHUS MPUMEHSIIOTCS K BaLlEMY NPUNOXEHUIO
1 Kakne obs3aTenbcTBa Bbl JOMKHbI COBNIOAATL, MPOKOHCYNLTUPYNTECH C IOPUCTOM. IMEHHO
pa3paboTumkK, 3HaOLWME CBOW NPOJYKTHI Nyylle BCEX, MOMOratoT HaM eNlaTb NPUNOXEHWS B
Google Play 6e3onacHbIMU Lnsi BCEW CEMbMU.

Bonee nogpobHyto MHPopMaL Mo 0 TPpebOBaHMSX Bbl HAMAETE Ha CTPaHULLE C NpaBunaMu MNporpammsl
CaMOCTOSTENbHOW cepTUdMKaLMn peknamHbix SDK B NpUnoXeHUsX Ans BCEN CEMbU.

KoHTponb 3a cobniogeHneM npasus

Jlyywe naberaTb HapyLEHWN, YEM YCTPaHATb UX. ECnu ke npobnemMa yxe BO3HMKNE, Mbl XOTUM, YTOObI
pa3pa6owvn<m NOHMMaIN, Kak NCNpPaBUTb CBOU NPUNOXEHUA N NPUBECTU NX B COOTBETCTBMNE C HaWNMU
npasunamu. Mpu o6Hapy>XeHUN HAPYWEHUN UM BOSHUKHOBEHUM BOMPOCOB O HapyLUEHNM
cooblwmTe HaMm 06 3TOM.

Cdepa pencraeus npasun

3TW NpaBuia pacnpocTpaHaTCs Ha Nltobble MaTepurarnsl (BKtoYaa peknamy 1 nosb3oBaTeNbCkui
KOHTEHT), KOTOPbIE COAEPXUT UMK NMoKasbiBaeT Balle NPUIOXEHUE MO0 Ha KOTOpPbIe OHO CChiNaeTcs, a
TakXe Ha 0bLeoCTyNHY0 NHbOPMALMIO B BalleM akkayHTe pa3paboTunka Google Play (Bkntoyas
Balle MM$S U LeNIeBYIO CTpPaHULy canTa).

3anpelyeHo nybamnkoBaTb NPUNOXKEHWS, KOTOPbIe MO3BONAIOT YCTaHABIMBATL APYrMe NMPUTOXKEHNS.
Ecnu Bawm npunoxeHns obecneunBatoT JOCTYN K APYrMM NPUoXeHUsM, urpam unm Mo 6es
YCTaHOBKU, B TOM Yncne K GyHKLUAM, NPefoCTaBNeHHbIM TPETbUMI NMLAMW, Bbl AOMKHbI
rapaHTUpPOBaTb, YTO BECb KOHTEHT, K KOTOPOMY NMPUNOXEHNH NpeaoCcTaBNdloT AOCTYMN, COOTBETCTBYET
npasunam Google Play. Takne npunoxeHuns MoryT nogBepraTbCs [ONONHUTENBHOM NPOBEPKE Ha
cobntofeHve npasun.

B npaBunax ncnonb3yoTcs Te Xe TePMUHBbI, YTO 1 B CornalleHny o pacnpocTpaHeHn NporpaMMHbIX
npopykToB. Bale npunoxeHne 06g3aHO COOTBETCTBOBATL TPEOOBAHUAM NPaBUS 1 COrnalleHus, a
TaKXe METb PEUTUHT B COOTBETCTBMM C HALLEN CUCTEMOWN BO3PACTHbIX OrPaHUYEHNN.

3anpelyeHo nybnmMKoBaTb NPUOXEHUS, NOAPbIBAOLLME JOBEPHE NONb30BaTeNeN K 9KOCUCTEME
Google Play. MpunHumas pelweHne o nybnukauum npunoxeHnin B Google Play, Mbl yunTbiBaeM psag
bakTopoB, B TOM UnCne BEPOSTHOCTb BPELOHOCHOrO NOBEAEHUS UK 310yNoTpebneHns. BeposTHOCTb
310ynoTpebeHNs OLEHNBAETCS Ha OCHOBE PasfMYHbIX CBEAEHWUI, BKNOYAs CTOPUIO HAPYLUEHUN,
»anobbl Ha NPUIOXEHUe 1 pa3paboTunKa, OT3bIBbI MOSIb30BATENEW, @ TAakXKe NCMONb30BaHNe
NonynsipHbIX BPEHAOB, NEPCOHAXEN U OPYrUX OOBEKTOB.

Kak aTo paboTaet

Google Play 3awwuta npoBepsieT NPUNOXeHUs BO BPEMS YCTAHOBKM, a Tak)Xe NepUOAMYECKH CKaHUpyeT
Balle yCTponcTBO. Ecnv byneT o6Hapy>XeHO NOTEHLMANbHO ONACHOE NPUIIOXKEHNE, CEPBUC:

« OTnpaBuT BaM yBegoMeHne. YTobbl 3alUTUTb CBOE YCTPOMCTBO, HAXXMUTE Ha YBELOMIIEHNE U
BblbepuTe "Yganutb".

+ 3abnokMpyeT NPUIIOXeHWE, ECIIN Bbl €70 HE yAanuTe.

« YoanuT npunoxeHue. Yalle BCero onacHble NpUIoXeHNs yoanaioTCs aBToMaTUyYecku, nocne Yero
nogaBsndeTcd ysegomneHume 06 3TOM.

3awwmTa ot BpegoHocHoro MO


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/answer/11044265
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/188189

YT106bl 3aLMLLaTh BAC OT BPELOHOCHOIO CTOPOHHEro MO, MOLEHHUYECKNX CalTOB 1 APYruX Yrpos,
Google MOXeT nonyyaTb CBEAEHUS O:

+ CEeTEBbIX MNOAKITIOYEHMSX Ballero yCTPONCTBa;
* NOTEHUManbHO onacHbiX URL;

* npunoxenusx n3 Google Play n CTOPOHHMX MCTOYHMKOB, YCTAHOBNIEHHbIX Ha BalLEM YCTPOMUCTBE, a
Tak>Xe 06 onepaunoHHON cucTeme.

Ecnu npunoxenne nnu URL nokaxeTcs HaM NO[J03pUTESNbHbIM, Bbl MONyYMTeE NpepynpexaeHne. Mol
ocTaBnsieM 3a coboi NpaBo 6NOKNPOBATL M yAansTb NpunoxeHns nnv URL, KOTOpble MOTYT HAHECTU
Bpepn YyCTPOMCTBY, AaHHbIM UM NOMb30BaTENO.

Bbl MOXeETE OTKITIOUNTH HEKOTOPbIE GYHKLIMU 3aLLMTHI B HACTPOMKax yCTPOUCTBa, Ho Google no-
npexHeMy bypeT nonyyaTb CBEAEHNS O MPUNOXEHNSX, YCTAaHOBNEHHbIX Yepe3 Google Play.
MPUNOXeHNs U3 CTOPOHHMX UCTOYHMKOB BCE PABHO BydyT NPOBEPSTLCS, XOTS MHGOPMALMS O HUX HE
byneT oTnpasnaTbcs B Google.

Kak pa60'ra|0'r onoeeLlleHusa o HapyLleHunax KOH¢MneHI.WIaJ1bHOCTM

Ecnu mbl yoanum u3 Google Play npunoxeHue, KOTopoe MOXET NosyyYnTb JOCTYN K BalIUM
nepcoHanbHbIM faHHbIM, Bbl MONyYUTE YBEAOMIIEHME 06 3TOM 1 CMOXETE YAANUTb NPUNTOXEHME C
YyCTPOWCTBA.

KoHTponb 3a cobniogeHnem npasums

MpoBepsis KOHTEHT W akkayHTbl Ha NPEAMET HapyLIEeHNs 3aKOHOAATENbCTBA UMW HALWMX NPaBWUI1, Mbl
NPUHMMAEM peLleHMEe Ha OCHOBE pPasnnyHou nHbopmMauum. MoMMMO NpoYero, K HeM OTHOCATCS
MeTafaHHblE MPUNOXEHNS (HanpUMep, ero HasBaHWe 1 onucaHune), GyHKLUM NPUITOXEHUS, CBELEHNS
06 akkayHTe (HanpuMep, UCTOPUS HapPYLUEHWS NPaBUN), Pe3ynbTaTbl HALWMX MPOLUIbIX NMPOBEPOK W,
ecnv NnpuMeHnUMo, apyras uHbopMaLms, NosyyeHHas Yepes MexaHU3Mbl Ans OTNPaBKM Xanob.

Ecnu Balwe npunoxeHne nnm akkayHT pa3paboTymka HapyllaeT Kakne-nnbo Hawm npasusa, Mol
NPUMEM COOTBETCTBYIOLLME MEPbI, ONUCAHHbIE HMXE. Mbl NpefocTaBUM BaM MHGOPMALMIO O CBOMX
LENCTBUAX MO 3NEKTPOHHOM NouTe, a TakXke COOBLMM, KaK NOAaTh anennsuuio, eCiiv Bbl CUMTaeTe, YTo
npousoLuna owmnobka.

ObpaTnTe BHUMaAHWE, YTO NPU YOaneHUn UM OTIPaBKe NPeRynpexXneHns MoryT ykasblBaTbCs He BCe
HapyLweHns, 0BHapYy>XEeHHbIE B BalLlEM akKayHTe, MPUMNOXEHUM UIN KaTanore npuioxXeHnin.
Pa3paboTumkmn 0683aHbl CaMy YCTPaHWUTb OCTaNbHbIE HAPYLLEHWS U NPOBEPUTL CBOM KOHTEHT Ha
COOTBETCTBME HALUM NpaBunaM. ECnm Bbl He yCTpaHUTE HapyLIeHUs B akkayHTe 1 BCEX CBOMX
NPUNOXEHUSIX, Mbl MOXEM NPUHSATb [ONONHUTENbHbIE NPUHYANTENbHbIE MEPbI.

MOBTOpPHbIE UMM CEPbE3HbIE HAPYLUEHNS 3TUX NPaBuS (HanpruMep, MOLIEHHNYECTBO WU pasMeLLeHne
BpenoHocHoro MO) nnu HapyweHne CornalleHns 0 PacnpoCTPaHEHNUM NMPOrPaMMHbIX MPOAYKTOB
npuBegeT K yOaNeHUIo IMYHOTO akkayHTa Uiv CBA3aHHbIX C HUM akkayHTOB pa3pabotunka Google Play.

MNpuHYgUTENbHBbIE MEPDI

MpuUHYOUTENbHbIE MEPBI MOTYT UMETb Pa3Hble MOCNEACTBUS A9 BALUMX NPUNOXEHUN. 3a NPOBEPKY
MPUNOXEHUN N KOHTEHTA B HUX, BbISIBIEHNE U OLLEHKY MaTepUanoB, KOTOPbIE HAPYLWAT HalW NpaBmna
W NPUYNHSIOT BPe[ Nonb3oBaTensMm, a Takxke akocucteme Google Play B uenom, B Google oteevatot
KaK Mo, Tak 1 aBTOMaTU3MPOBaHHbIE CUCTEMbI. MocnefH/e NO3BOMSIOT HaM HaXOAUTb Bonblue
HapyLLUEHU N BbICTPEE aHaNM3MPOBaTb NOTEHLMANbHbIE MPOBNEMBI, UTO, B CBOIO OYepenb, MOMOraeT
obecneunBaTtb 6e3onacHocTb Google Play. ABTOMaTU3MPOBaHHbIE CUCTEMBI N0 YAANSIOT KOHTEHT,
HapyLuaoLWwmn npaeuna, TMbo nepefatoT ero NOArOTOBMEHHbIM ONEPaToOpPaM 1 aHaNUTUKaM, ecnu
TpebyeTcs bonee TwaTeNbHas NPOBEPKA MW MOHUMAHUE KOHTEKCTa. Pe3ynbTaTbl NPOBEPOK BPYYHYHO
3aTeM UCMONb3YIOTCS AN YIyULEHNS MOLENEN MALUMHHOTO OByYeHH s,


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html

Hue npencTaBneHbl BO3MOXHbIE AENCTBUS CO CTOPOHbI Google Play 1 nx noteHumanbHble
nocnefcTBua A9 Ballero NpunoxeHus/akkayHta paspabotumka Google Play.

3T Mepbl NPUMEHSIOTCS KO BCEM PErvoHaM, eciv He yka3aHo 1Hoe. Hanpumep, ecnv Balue
npunoxeHune 3abnokKMpoBaHo, ToO OHO ByaeT HEQOCTYMHO BO BCEX pervoHax. YTobbl Mepbl nepecTasnm
LLeICTBOBaTb, HY>XHO MoAaTb anefaumuio U [OXAaTbCA ee ofobpeHns (ecnm He ykasaHo MHoe).

OTKNOHEHME

+ HoBoe npunoxeHue nnv obHoBneHne He bypeT onybnukosaHo B Google Play.

+ ECnu HoBasa Bepcua NPUIOXEHWS OTKIOHEHa, NPeablayLas ycnewHo onybnmkosaHHas BaMmun Bepcus
no-npexHemy 6yneT poctynHa B Google Play.

* Bbl COXpaHnTe OoCTyn K CTaTUCTUKE, OueHKaM U faHHbIM O KOnn4yecTBe YCTaHOBOK OTKNIOHEHHOIo
NPUNoXeHnq.

« PenyTauus Bawero akkayHTa pa3pabotunka Google Play He nocTpapaerT.

MpuMeyaHwue. He NbiTanTech onybnmMkoBaTh OTKIIOHEHHOE NPUOXEHNE 3aHOBO, NMOKa He YCTPaHWUTe
HapyLIeHus.

YpaneHue

« MpunoxeHue, a Takxe BCe Npegbiaylme ero sepcuu 6yayT yaaneHsl 3 Google Play. Monb3osatenu
6onblle He CMOryT ero ckauyartb.

- lMockonbKy NpunoxeHvne ByaeT yaaneHo, Nonb3oBaTen He CMOryT NPOCMAaTPUBATb Ero CTPaHULYy B
Google Play. HdopmaLus byneT BOCCTaHOBIIEHA, €CNN Bbl 3arpy3nTe BEPCUIO, KOTOopas
COOTBETCTBYET NpaBuiam.

 [Nonb3oBartenu MOryT NOTepPsATb BOSMOXHOCTb AeflaTb MOKYMNKW B NPUNOXKXEHUN N NCNONb30BaTb
Lpyrue nnatexHole GyHKLMK, NOKa HOBasi BEPCUS, OTBEYatoLas BceM TpeboBaHuaM, He byaeT
opobpeHa Google Play.

* YpaneHue He ckaxeTcs Ha penyTaLuMmn Ballero akkayHTa paspaboTtumnka Google Play. OgHako ecnu
YO,aneHnn HECKONbKO, akkayHT MOXET BbiTb 3a6I0KMPOBaH.

MpuMeyaHue. He nbiTanTech onybnvMkoBaTh yAaneHHOe NpeasiokeHne 3aHOBO, NMOKa HE YCTPaHUTe
HapyLleHus.

Brnokuposka

« MNpunoxeHune, a Takxe BCe NpembliayLine ero sepcun 6yayT yaaneHsl ns Google Play. Monb3oBaTtenu
6onblue He CMOTyT ero ckavaTb.

+ K 610KMpoBKe MOryT MPUBECTH CEPbE3HbIE 1 CUCTEMATUYECKME HAPYLLEHUS NMPaBWI, a Takxe
MOBTOPHbIE OTKIIOHEHUS 1 YAAIEHUS MPUNOXEHNS.

+ MNonb3oBaTENM He CMOryT MPOCMATPUBATL CTPaHMLY 3ab10KMPOBAHHOMO NpunoxeHus B Google Play.
« Bbl bonblue He cMoxeTe ncnonbaoBaTb APK 1 Habop App Bundle 3a610KMpoBaHHOrO NPUIOXEHNS.

- Monb3oBaTenu NOTEPSIOT BO3MOXHOCTb AenaTb MOKYNKM B MPUIIOXEHUM 1 UCMONb30BaThb Apyrue
nnaTexHble GyHKLMN B HEM.

« BrnoknpoBka paccMaTpuBaeTCs Kak MpeaynpexaeHre, KOTOPOE CKasblBaeTCs Ha penyTaLMmn Ballero
akkayHTa paspabotumka Google Play. Mocne HeckonbKMx NPERYNPEXAEHUM JINYHBIN aKKayHT, a
Tak)Xe CBA3aHHbIE C HAM aKkayHTbl pa3paboTurka Google Play MoryT 6biTb yaaneHsi.

Orpan-leHme BNONMOCTU

+ BugmmocTb Bawero npunoxeHus B Google Play 6yneT orpaHunyeHa. Mpu 3ToM OHO OCTaHeTCS
LOCTYMHO MO NPSIMON CChIfIKE Ha CTPaHULYy npunoxexus B Google Play.

+ OrpaHuyeHne BUOAMMOCTHM He NMOBMUSET HA penyTaLMio Ballero akkayHTa pa3paboTtunka Google Play.

« MNonb3oBaTenu No-npexHeMy CMOryT NpoCMaTpPUBaTh CTPaHMLY NpunoxeHus B Google Play.



OrpaHu4yeHue No peruoHy

« Balue npunoxeHue fOCTYNHO TOMbKO Nnonb3oBatensam Google Play u3 onpefeneHHbIX PermoHos.
« OcTarnbHble MPOCTO HE CMOTYT €ro HanTu.

- lMonb3oBaTeny, KOTopble paHee yCTaHOBUM MPUIOXEHWE, CMOTYT NPOAOKAaTb UCMOMb30BaTh €ro Ha
CBOEM YCTPOWCTBE, HO He CKauMBaTb OBHOBIIEHMS.

- OrpaHuyeHue Nno pervoHy He BAMSET Ha PenyTaLuMio Ballero akkayHTa paspaboTunka Google Play.

HanoxeHue OrpaHquHMVI Ha aKKayHT

+ HanoxuBe orpaHuyeHuns Ha Ball akkayHT pa3paboTunka, Mbl yoanum us Google Play Bce npunoxeHus
B BalLEM KaTanore 1 3anpeTum BaM ny6/IMKOBaTb HOBblE UMK CYLLECTBYIOLME NPUSTOXEHHUS. Y BacC
ocTaHeTcs gocTyn K Play Console.

« Monb3oBaTeny He CMOTyT MPOCMAaTPVBATL CTPAHWLbI YAANEHHbIX MpuioxeHuin B Google Play 1 Baw
npodunb paspaboTunka.

Monb3oBaTeny NOTEPSIOT BO3MOXHOCTb AenaTb NOKYMNKM B NPUIIOXEHUM 1 UCMOMNb30BaThb Apyrue
nnaTexHble GyHKLNN.

Bbl no-npexHeMy cMoxeTe ucnonb3osatb Play Console, utobbl npegocTtaBnate Google Play
OONONHUTENbHYIO VIHCbOpMaLLVIIO N N3SMEHATb AaHHblE aKKayHTa.

Bbl cMOXeTe 3aHOBO ONy6MKOBaThb NPUIOXKEHUS NOCHE TOro, KaK YCTPAHWUTE BCE HapYLUEHUS
npaswun.

MNpekpalweHne pencTensa akkayHTa

YpanvB Bal akkayHT pa3paboTunka, Mbl Takxke yaanum n3 Google Play Bce npunoxeHus B Ballem
KaTanore u 3anpeTnM BaM NybInMKoBaTh HOBbIE. Bce CBS3aHHbIe akkayHTbl pa3paboTunka byayT
3abn10KMpPOBaHbl HaBCEraa.

MoBTOpPHbIe BNIOKMPOBKM UM BNOKUPOBKM, CBA3aHHBIE C CEPbE3HBIMU HAPYLLIEHUSMUW NPAaBUI, MOTYT
NpVBECTYM K yaaneHuto Bawwero akkayHTa Play Console.

MocKonbKy NPUAOXEHWS, onybnMKOBaHHbIE Yepes 3TOT akkayHT, ByayT yAarneHsl, Nonb30BaTeNn He
CMOryT NpocMaTpmBaTbh UX cTpaHuLbl B Google Play, a Takxe Baw npodurb paspaboTymka.

Monb3oBaTeny NOTEPSIOT BO3MOXHOCTb AenaTb MNOKYMNKM B NPUIOXEHUN 1 UCMONb30BaTb Apyrue
nnaTexHble GyHKLUN.

MpumeydaHune. Ecnu Bbl nonpobyeTe co3aaTth APYron akkayHT, OH Takxe byaeT 3abnokmposaH (6e3
BO3BpaTa pPerncTpaLmnoHHOro B3Hoca). He nbitalTech perncTpmpoBaTh HoBble akkayHTbl Play Console,
€CIv OfMH N3 BalMX aKKayHTOB 3a6/10KMPOBaH.

Hencnonb3yemble akkayHTbI

Heuncnonb3yemMbiM1 Ha3bIBAOTCS akkayHTbl pa3paboTyMKOB, B KOTOPbIX HE HABMOAAeTC HUKAKON
aKTUBHOCTM. OHW HE COOTBETCTBYIOT TpeboBaHWaM CornalleHns 0 PacnpoCTPaHeHUN NPOrPaMMHbIX
NpoLyKTOB

AKKayHTbl pa3paboTunkoB Google Play npegHasHaueHbl A5 akTUBHOW Ny6NnKaLmMm 1 Nognepxkm
NPUNoXeHU. YTobbl NPefoTBpaTUTL 3110YNOTPEBIEHNE CEPBICOM, Mbl 3aKPbIBAEM akKayHTbl, KOTOpbIE
He UCMOoNb3yTCA Ha NOCTOAHHON OCHOBE, HaNPUMep ANS Ppa3MeLleHns U 06HOBNEHUS MPUTIOXEHNI,
MPOCMOTPa CTAaTUCTMKUN U YNpaBneHns gaHHbiMu ans Google Play.

3aKkpbiTVie HeakTUBHOIO akkayHTa 03Ha4YaeT, YTO OH CaM 1 BCE CBA3aHHbIE C HUM [aHHbIE yAansaoTcs.
PerncTpaumoHHbIn c6op He Bo3BpalyaeTcs. Mbl COOBLMM BaM O 3aKpPbITUM aKKayHTa, UCNOb3ys
KOHTaKTHYI0 MHbOPMaLLMIO, KOTOPYIO Bbl 1S HEFO YKa3anu.

Ecnwv B 6yayLiem Bbl CHOBa 3axoTuTe NybnvkoBaTh npunoxeHns B Google Play, To nerko cmoxete
€03[,aTb HOBbIN akkayHT. OLHAKO 3aKpPbITbI/ aKKaYHT, @ TakyKe BCE CBA3aHHbIE C HUM NMPUITOXEHUS U
[aHHble BOCCTaHOBUTL He yaacTcs.


https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/11605267

CoobuweHre 0 HapyLEHUAX U OanbHenLwmMe Mepsbl

Mopava anennauun

Mbl BOCCTaHaBNMBAEM MPUITOXKEHUS, TONbKO €CIW OHW BbINK yaaneHbl Mo OWMGKe U He HapyLwanm
MpaBuna nporpammbl Ans pa3paboTyMKoB U ycrnoBus CornaweHuns 0 pacnpoCTPaHEHUN NPOrPaMMHbIX
npopykToB. ECnv Bbl BHUMATENIbHO 03HAKOMUIIUCH C MPaBUIaMM U CYMTAETE, YTO HaLLE PELLEHNE MOr0
ObITb OLWMBOYHBIM, 0BXanynTe ero Ha 3TON CTPaHULLE, UK CNERYS UHCTPYKLMAM, OTNPaBNEHHbIM BaM
Mo 3NEKTPOHHOM MoYTe.

JononHuTenbHbIe pecypchl

Ecnu kakme-To NpUHYAMTENbHbIE MEPbI B OTHOLIEHUW BaLIEro NPUIOXKEHNS U OLEHKN/KOMMEHTapum
nosib3oBaTenNen Bbi3biBaOT Y BAC BOMPOCHI, NONPOBYNTE HAUTU OTBETbI MO CCbIIKaM HUXE UK
CBSIXXMTECH C HaMK Yepe3 CrnpaBoyHbIN LeHTP. ObpaTuTe BHUMaHWE, YTO KOPUANYECKYIO MOMOLLb Mbl HE
okasblBaeM. Ecnu Takas NnoMoLLb BaM Hy>XHa, 06paTUTeCh K IOPUCTY.

« MpoBepka NpPUNoXeHUN

+ Kak coobwmTb 0 HapyLleHUN NpaBun

» Kak obpatutbesa B Google Play no noBogy yganeHus npunoXeHns nnm 61oKMpoBKY akkayHTa
» MNpepynpexpeHns

+ Kak coobLwuTb 0 HENMPUEMIIEMOM MPUIIOXEHUN U KOMMEHTaPUM

+ Moe npunoxeHue 6bino yaaneHo n3 Google Play

 BnoknpoBka akkayHTa paspaboTunka Google Play

TpeboBaHus k npunoxxeHuto B Play Console

[lns 6e3onacHocTu akocucTembl Google Play Bce pa3apaboTumkin fOMXKHbI BbINOMHATL TpeboBaHus Play
Console. 310 xe kacaeTcsa Npoduner, CBA3aHHbIX C BallMM akkayHTOM pa3paboTunka. MNpoBepeHHas
nHoopmaums byneT BuaHa B Google Play. 9To noMOXeT yKpenuTb [oBepue nonb3oBaTenen K
paspabotumkaMm. NogpobHee 0 TOM, Kakune faHHble nokasbiBatoTcs B Google Play...

Bbl MOXeETe co3paTb NMMYHBIM NN KOPNOPATMBHBIN akkayHT paspaboTtumka Google Play. Ong ycnewHown
pervcTpauum Boibepute BEPHbIN TUM akkayHTa pa3paboTurka, NpongmuTe HeOOXoAUMbIE NPOBEPKU U
MOATBEPANTE HYXHbIE AAHHbBIE.

Bbl ONMXHbI cO3paTh KOpFIOpaTI/IBHbIIZ aKKayHT, eCnu npegocTaBngeTte:

®rHaHCOoBbIE NPOAYKTbI U YCIYTY, HAaNpPUMepP CBA3aHHble C 6aHKOBCKUMU OnepauusaMun, KpeaUTamu,
OUPXKEBOM TOProBnemn, MHBECTULMOHHBIMU GOHAAMM, NPOrPaAMMHbBIMU KPUMTOKOLLESIbKaMU Un
KpMNTOBaNOTHbIMK Bupxamu. MogpobHee o NpaBuiax B OTHOWEHUM GUHAHCOBbIX YCTIYT ...

)

MpPUNOXEHNs AN 3A0POBbS, HANMPUMEP MEANLMHCKME NPUOXEHWS U NPUMOXEHWS As
nccnefoBaHuii ¢ yyactueM mogen. NMoppobHee o kaTeropuax NPUIOXEHUIN AN 300P0BbA...

+ MpunoxeHus, KOTOpbIe MOTYT NCMOb30BATh knacc VpnService . NopgpobHee o npasunax B
OTHOLLEHUW NPUNOXEHUI, Ucnonbaytowmx VPN-cepBuch!...

+ MpunoxeHus rocysapCTBEHHbBIX OPraHoOB, HaNpMMep pa3paboTaHHbIe rOCYAaPCTBEHHbIM
YUYPEXAEHNEM UMM MO ErO MOPYYEHUIO.

BbiGpaB TUM akkayHTa, CAenanTe cnegyiolee:

« MpepocTaBbTe TOUHbIE CBeAeHUS 06 akkayHTe paspaboTumka, B TOM YNCNe YKa3aHHbIE HUXE
LLaHHbIE.

« [MonHoe nMs unn Ha3BaHWe 1 agpec.
« Homep DUNS |, ecnu akkayHT CO3[aH gns opraHmaaunu.

+ KOHTaKTHbIN agpec aNeKTPOHHON NoYTbl M HOMep TenedoHa.
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https://support.google.com/googleplay/android-developer/answer/13634885
https://support.google.com/googleplay/android-developer/answer/9876821?hl=ru
https://support.google.com/googleplay/android-developer/answer/13996367
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://service.dnb.com/home
https://service.dnb.com/home

+ Appec aneKTPOHHOW NoYTbl U HOMep TenedpoHa paspaboTumka, [OCTyNHble B Google Play (ecnu
NPVUMEHNMO).

+ Cnoco6bl onnatbl (€CIM NPUMEHUMO).

+ CBepeHus 0 nnaTexHoM npodune Google, CBA3aHHOM C BaLlIMM akkayHTOM paspaboTymka.

« Ecnv akkayHT co3paH gns opraHusaumu, ybeamntecs, 4To MHGOPMaLMs B HEM akTyanbHa U
COOTBETCTBYET flaHHbIM O KOMMaHuu B permctpe Dun & Bradstreet.

Mpexpae Yem OTNPaBnATb NPUIIOXEHWE Ha MPOBEPKY, cAenanTe cnepytoulee:

+ [penocTaBbTe TOUYHbIE U MOJHbIE CBEAEHUS O NMPUIIOXEHUN 1 €r0 MeTadaHHbIe.
+ 3arpysuTe NoanTMKY KOHGUAEHUNANBHOCTM NpUNoxeHns 1 gobaeste 0693aTeNibHY0 NHOPMALMIO
B pa3gen 6e30MacHOCTM JaHHbIX.

+ YKaXuTe aKTUBHbIV TECTOBbIN akkayHT, MHPOPMaLMIO AN BXOAA B HErO U Apyrne CBeeHus,
HeobxoavMble 4Ns NPOBEPKU NMPUIIOXEHUS, Tak1e Kak yuyeTHble faHHble, QR-kog v T. 4.

Y6epuTecn, UTO NpunoxeHne paboTaeT CTabunbHO M KOPPEKTHO, a Takxke NpeAcTaBnseT LeHHOCTb
LNs nonb3oBaTenen. Bce ero aneMeHTbl, BKIOYas pekiaMHble CETU, CEPBUCHI aHAIMTUKN U CTOPOHHME
SDK, pomkHbl cOOTBETCTBOBATL [MpaBunam nporpamMmsl Ansg paspaboTyumkos npunoxeHuin B Google
Play. Ecnu B LeneByto ayanToOpuio NPUNoXeHNs BXoaaT AeTH, ybeanTech, YTO OHO COOTBETCTBYET
npasunam nporpammbl "TMpUNoxeHns ans Bcen cembu'.

He 3abbiBalTe, YTO Bbl 06513aHbI 03HAKOMUTLCS ¢ CornalleHemM o pacnpoCTPaHeHnn NPOrpPaMMHbIX
npoayKToB v MNpaBunaMu NporpaMmsl Ans paspaboTurKkoB, a TakKe YOeanTbCs, YTO NPUNOXEHNE
oTBeyaeT BCeM TpeboBaHUAM.

Developer Distribution Agreement

TpebyeTcst nomoLLb?
MonpobywnTe cnepytoLlee:

Ces3aTbCs C HaMU
PacckaxuTte o cBoen npobneme HalmMM COTpyAHMKaM


https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9893335
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://play.google.com/about/developer-distribution-agreement.html
https://support-content-draft.corp.google.com/googleplay/android-developer/gethelp

