[paBunna nporpamMmbl gns pa3paboTumkos

(gata BcTynnenus B cuny: 5 mapta 2025 r., ecnv He yKkasaHo MHOE)

Co3paguM caMbift HAAEXHbIA Mara3uH NPUoXKeHU BMecTe

Balum npev 1 oTBETCTBEHHOCTb — 3a0r Hallero obuiero ycrnexa. Mpasuna nporpammbl Ans
pa3paboTumkoB 1 CornalleHre 0 pacrnpoCTPaHEHNUM MPOrPaMMHbIX MPOLYKTOB MOMOraloT HaM
€03[aBaTb CaMble MHHOBALMOHHbIE N HAAEXHbIE NPUNOXEHUS Bonee YeM Ans MUNnMapaa
nonb3oBaTenen Google Play. PekomeHayeM 03HAaKOMUTLCS C NPaBUIaMn HUXeE.

3anpeLLeHHbIN KOHTEHT

Google Play ncnonbayioT nogu co Bcero mupa. Mpexae yeM ony6nnkoBaTb NpUnoxXxeHue, ybeamTecs,
YTO OHO COOTBETCTBYET TPeOOBaHMAM Hallero CepBMCca U 3aKOHaM CTPaHbl, B KOTOPOM Bbl €ro
pacnpocTpaHserTe.

HapyLwweHnne npas pebeHka

Mbl HemegfieHHo ypansiem us Google Play npunoxeHus, B KOTOPbIX NOSIb30BATENSAM pPa3peLLaeTes
C03[,aBaThb, 3arpyxaTb UMK PAaCNPOCTPaHATb KOHTEHT, CBA3aHHBIN C 3KCMyaTaumen geten unm
XECTOKUM 0BpaLLeHNEM C HUMM (BKKOYas Ntobble MaTepuarsl, LEMOHCTPUPYOLNE
HECOBEpLUEHHONETHNX B CEKCYalIbHOM KOHTEKCTE). YTOObI COOBLUTL O TAKOM KOHTEHTE B NPOAYKTE
Google, HaxmuTe MoxkanoBaTtbes . Ecnv Bl 06HapyxumTe Nofo6Hble MaTepuarbl Ha Apyrvx pecypcax
B MHTEPHETE, 06PATUTECH HAMPSAMYIO B MECTHYIO NMPaBO3aLLUTHYIO OPraHn3aLmio

MbI He fomnyckaeM MCMoNib30BaHNe NMPUITOXEHUI C Liesbio MOfABeprHyTb pebeHka onacHocTu. B
YaCTHOCTM, 3anpeLleHa nponaraHa aKCnlyaTaTopCKoro NoBeAeHS, BKIOYas:

+ HEeponycTMble OeNCTBKS B OTHOWEHUN AeTen (HanpuMep, Nacku Unu oLynbiBaHUE);

+ COBpalleHNe HECOBEPLUEHHOETHMX, HaNpUMep 3HaKOMCTBO U 0bLeHne C pebeHKOM B MHTEPHETE C
Lienbio COBEPLUEHNS AeNCTBUIA CeKCyanbHOro xapakTepa (OHnanH unm odnaiH) n/unm obmMeHa ¢ HUM
N306paxeHNaIMU CeKCyanbHOrO XapakTepa;

+ CeKcyanusalus HECOBEPLUEHHONETHMX, HanpuUMep MaTepuarnsl, LeMOHCTPUPYIOLLME,
NPOBOLMPYIOLLME UK MOOLLPSAIOLLME CEKCYaNbHOE HAaCUIME Hag AeTbMU, UK N300paxeHne feTen
TakMM 06pPa30oM, KOTOPLIN MOXET NOBIeYb 3a COBOWN UX CEKCYarlbHYHO KCNyaTaLuto;

WaHTax pa306nayeHnsamMm NoNoBO XM3HM (HanprMep, Yrpo3bl UK WaHTax pebeHka Ha OCHOBe
peanbHOro UM MHUMOTO AOCTYNa K €ro MHTUMHbIM doTorpadusm);

.

TOProBns AeTbMu (HanprMep, NpurialleHne 1 BoBleYeHne pebeHka B LesTeNIbHOCTb, BELYLLYHO K ero
LanbHenLen KOMMEPYECKOW CEKCYaNlbHOM 3KCMayaTaumm).

Mbl NpUMeM Bce HEOBXOAMMbIE Mepbl BMOTh J0 0bpalleHuns B HaumoHanbHbIM LEHTP no 6opbbe ¢
akcnnyaTtaumen n noxuiweHmem geten (NCMEC), ecnun HaMm CTaHET U3BECTHO O KOHTEHTE C
N306paxeHNeM HECOBEPLLIEHHONETHUX B CEKCYaSlbHOM KOHTEKCTe. ECNN Bbl cunTaeTe, YTo pebeHokK B
OMacHOCTU UIM eMyY YTPOXaeT CekCyanbHOe HacUIne Uin NOoXMLLEHNE, He3aMeaJIMTENbHO 0bpaTnTech
B MECTHbI€ NPaBOOXPaHUTENIbHblE OpraHbl N CBAXNTECH C opraHmsaumelh no 3awuTe npas p,eTe|7|

Kpome Toro, 3anpeLueHbl NpUnoXeHus, NpefHasHayeHHble AN eTel, HO cofepyKalime maTepuansl ons
B3POC/IbIX, B TOM UuChe:

* MPUITOXEHNS CO CLIEHAMWN HacuUns, N306PaXEHNIMU KPOBU U yBEUU;

* MPUSIOXEHNS, KOTOPbIE AEMOHCTPUPYIOT AN MOOLLPSIOT OMACHbIE UMK MPUYMHSIOLLME BPes,
OencTBu.
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3anpeLueHbl NPUNoXeHNs, GpopMUpytoLLMe HeraTUBHOE BocnpuaTme cebs n CObCTBEHHOIO TeNa,
HanpuMep Te, KOTopble M306paXxatoT B PasBeKaTENbHbIX LENSX NAacTUYECKYO XUPYPruio, NOTEPLO
BeCa N Apyrne KOCMeTMYyeckne KoppekTUPOBKM BHELIHErO BUaa.

MNpaBuna B oTHoWwEeHUM cTaHAapTOoB 6e30nacHOCTU feTen

CornacHo TpeboBaHusm Google Play npunoxeHus onsg 3HakoMCTB U O6LEHUS JOMXKHbI
COOTBETCTBOBATb MPAaBUIaM B OTHOLIEHWUN CTaHAAPTOB 6€30MacHOCTY AeTew.

TpeGOBaHI/IFI K 3TUM NPUNTOXEHNAM!

« Ony6nukoBaHHble cTaHAapPTbl. He06x0aMMO pa3MeCcTUTb SBHbIM 3anpeT Ha UCMOIb30BaHWE
MPUNOXEHWS B CBA3M C CEKCYallbHbIM HAaCUMEM Hal AETbMM 1 aKCMnyaTaunen geten. Ero MoxHo
ony6nMKoBaTh B 06LWEAOCTYMHbIX YCNOBMAX UCMOMNb30BaHMs, NpaBuiax coobLecTsa Unm Apyrux
npasBunax ans nonb3oBaTeNen.

+ C60p OT3bIBOB B NPUNIOXEHUU. BaM HYXXHO NOATBEPANTb, YTO B MPUIIOXEHUM Y NOMNb30BaTENEN eCTb
BO3MOXHOCTb OTNPaBAATb OT3bIBbI, Xanobbl ¥ BOMNPOCHI.

« bopb6a ¢ KOHTEHTOM, NPEeACTaBAAIOWMUM HECOBEPLLIEHHONETHUX B CEKCYalbHOM KOHTEKCTE. Bbl
LOMKHbI MOATBEPAUTD, YTO NPY OBHAPYXXEHUN B MPUSTOXEHMMN NMOJOOHBIX MaTEPUANOB BYLYT NMPUHSTHI
HaZnexalume Mepbl (BkNoyasl, yaaneHue Takoro KOHTEHTa) B COOTBETCTBUM C OMyBIMKOBaHHbIMM
BaMW CTaHAAPTaMU Y MPUMEHNMbIM 3aKOHOL,ATENIbCTBOM.

« CobniopaeHue 3aKOHOB B OTHOLEHUM 6e30nacHOCTU AeTel. Bbl JOMKHbI MOATBEPAUTD, YTO
NPUNOXeHNe COOTBETCTBYET AENCTBYIOWEMY 3aKOHOL,aTENIbCTBY B OTHOLIEHUM 6E30NacHOCTM AeTen,
B TOM 4KClie NO3BOSISET OTNPABAATL Xanobbl Ha KOHTEHT, NPELACTABMSAOLWMN HECOBEPLIEHHONETHNX B
cekcyaslbHOM KOHTEKCTe, B HaumoHanbHbIn LeHTp CLUA no npobnemam nponasLivx 6e3 BeCTu 1
NOABEpPratoLmMxcs aKCnIyaTaLunum getTer UM NOXOXYIO MECTHYIO OpraHM3aLums.

+ UHdopMaumsa o KOHTAaKTHOM NMLEe No BonpocaM 6e3onacHocTu geten. Google Play MoxeT
npuCbINaTb YBEAOMIIEHUS O TOM, YTO B BaLLEM MPUNOXEHWUUN UK Ha Balleln NnaTdopmMe o6HapyXeH
KOHTEHT, CBA3aHHbIN C CEKCYasbHbIM HAaCUIIMEM Haf, AETbMU 1 SKCNyaTaunen geten. B npunoxeHmm
HY>HO yKasaTb, KTO ByAeT nonyyaTts Takime CoobLeHus. ITOT NPeacTaBuTeSNb AOMKEH 3HaTb, KaK Bbl
npoBepsieTe MaTepuasbl U YTO LeNaeTe B CllyYae HapyLWEHWUI, U NPU HEOBXOAMMOCTU NPUHMMATb
Mepbl.

Bbl MOXeTe y3HaTb 60onblLe O NepeyncrieHHbIX TpeboBaHMaX U UX COBMIIOAEHNIN.

Henpuemnembin KOHTEHT

Mbl cTpemMumcs K ToMy, 4Tobbl B Google Play 6bino 6e30nacHo 1 KOMPOPTHO BCEM MOJSIb30BATENAM.
Hwvxe nepeyncrneHbl BULbl KOHTEHTA, KOTOPbIV CYMTAETCS HENMOQOOAWUM 1 MOXET NPUYUHUTD JIOAAM

Bpeg.

KoHTeHT CEeKCyalsibHOro Xxapakrtepa un HeI'IpMCTOIhHaﬂ JIeKCunka

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, COLepPXalle UN NPOABUratoLLne MaTepuasbl HENMPUCTOMHOTO
UNM ceKkcyarnbHOro xapaktepa (Hanpumep, nopHorpaduio) 1 NobON KOHTEHT UAK YCAYTY,
npeaHasHayeHHble A8 CEKCYalbHOro yAoBeTBoOpeHus. KpoMe TOro, 3anpeLyeHsl NpuaoXeHms 1
KOHTEHT, B KOTOPbIX, MO BCEN BUAVMOCTU, PEKNAMUPYIOTCS MU NPEAIaraloTCs CeKCyasbHble YCnyru,
npepocTaBseMble 3a BO3HarpaxaeHue. Takke HefomnyCTMbl MPUOXEHMUs, KOTOpble CopepXaT uiu
NPOABUraloT KOHTEHT, CBA3aHHbIN C 9KCMTyaTaTOPCKUM CEKCyasibHbIM MOBEAEHUEM, UMK
pacnpoCTPaHAOT MaTepuanbl CEKCYanbHOro xapakTtepa 6e3 cornacusi MpUCYTCTBYIOWMX B HUX nL,. Mbl
MOXEM CAEeNnaTb UCKMOUEHME AN COAEPXKALLErO HAaroTy KOHTEHTA, ECNIM OH B OCHOBHOM MMeeT
06pa3oBaTenbHbIe, XyAOXECTBEHHbIE, LOKYMEHTANbHbIE UIIN Hay4HbIE LieNy U He NpefHa3HayeH
BbI3bIBaTb CEKCYarnbHOE BO3BYXaeHMeE.

B NpunoxeHunsx ¢ Katanoramu KHUr 1 GUnbMOB pPasfiMyHON TEMaTUKM Pa3pellaeTcs PpacnpoCTpaHsTh
KHUIM (B TOM YMCnE BNEKTPOHHBIE U3OaHUS U ayANOKHUIM) U BULEO C KOHTEHTOM CEeKCyarnbHOro
xapaKTepa, ecnn cobo[aTca creaytoume yenosms:
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+ KHUMM 1 GUNbMbl C KOHTEHTOM CEKCYaJIbHOro XapakTepa COCTaBNAOT Mayto OJ0 OT 06Lero uncna
MaTepuanos, NPeacTaBieHHbIX B KaTanore.

+ B npunoxeHUn HET aKTUBHOMO NPOABUXEHNS GUITbMOB UMM KHUT C KOHTEHTOM CEeKCyasibHOro
xapakTtepa. Takve Npon3BeneHNs MOryT NOSBATLCS B PEKOMEHAaLMAX Ha OCHOBE UCTOPUN
AEVNCTBUI NOMb30BaTeNs UMW BO BPEMS PEeKSTaMHbIX akLWNA.

+ B npunoxeHun He pacnpoCTPaHAOTCH KHUMM UK GUNbMbI, B KOTOPbIX €CTb KOHTEHT, CO3AatoLLMiA
yrposy ans geten, nopHorpadus Unm gpyrue matepuasbl CEKCYanbHOrO XxapakTepa, 3anpeLleHHble
LEeVCTBYIOWNM 3aKOHOLATE/IbCTBOM.

+ MpunoxeHune 3alwuLLaeT HECOBEPLIEHHONETHUX, OrPaHNYNBas UM [OCTYN K KHUraM 1 ¢uibMam C
KOHTEHTOM CeKCyasibHOro XxapakTepa.

Ecnn NpUNoXeHne CoaepXXnT Matepumanbl, KOTOPble HE OTBEYaloT YKa3aHHbIM 30€eCb NpaBunam, HO
CUYMTaKOTCA YMECTHbIMK B onpeneneHHOM permoHe, OHO MOXeT ObITb OOCTYNHO B 3TOM pernoHe, HO He B

LPYrux.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

N306paxeHus, Ha KOTOPbIX MPUCYTCTBYIOT: OBHAXXEHHbBIE NIIOAN B CEKCYaSIbBHOM KOHTEKCTE U/WNK
opeTble Henopobatowwe A1 NOSBNEHUS Ha Ny6IMKe; HEMPUCTOMHBIE NO3bl, MPUYEM NIOAM, UX
NPVYHUMaIoLLME, NOYTU UM MOSTHOCTBIO Pa3feThl MO0 UX N306PaxXeHME Pa3MbITO.

.

l/I306pa>KeHm|, aHMaunn n UNNICTPaunn, cogepXxaline cekCyanbHble CUEHbl U Bbi3bliBaloWe NO3bl
nnun npeacrtasngowine otTaesnbHble YaCTu Tena B CEKCYyaJibHOM KOHTEKCTE.

KOHTEHT, KOTOPbIN COLEPXKUT M30BPAXKEHUE CEKC-UTpYLIEK UK GeTULLEN, ABNSETCH PYKOBOLCTBOM
MO CEeKCY UM CBA3aH C HE3aKOHHBIMU CEKCYarbHbIMY MPaKTUKaMMU.

.

KOHTeHT, copep>aLumi HEMPUCTONHYIO NIEKCKKY, B TOM YMCTE OCKOPOUTENbHBIE BbIPAXEHNS,
OTKPOBEHHbIE TEKCTbI U KITKOYEBbIE C/TOBA, CBA3aHHbIE C CEKCOM UM TEMaMK NSl B3POCHIbIX.
Mop06HBIN KOHTEHT TakXXe 3anpeLLeH Ha CTpaHuuax npunoxenn B Google Play.

.

KOHTEHT, onuncbiBaoLWmMI, M306paxatoLimin UM NOOLLPSIOLWL I 300bUIKIO.

.

MPUNoXeHWs, NPOABUraloLLMe CEKCYallbHble Pa3BliIeYEHNs, SCKOPT UK Apyriue GopMbl CEKCYasTbHbIX
YCNyr, KOTOpPble NPEfOCTaBNATCS 38 BO3HArpaXxmneHue, B TOM YMCe CEPBUCHI, CMOCOBCTBYOWME
3HAaKOMCTBAaM WM JOrOBOPEHHOCTSM O CBMAAHUSX, M€ OAMH U3 y4aCTHWUKOB NpepsiaraeT gpyroMy
AEeHbr1, NoJapKN UM GUHAHCOBYHO MOAAEPXKKY.

.

MPUNOXeHNs, B KOTOPbIX NOAEN YHUXKAIOT U pacCMaTPUBAIOT Kak CeKCyarbHbIN 06beKT.
Hanpumep, ctoga OTHOCATCS YTBEPXAEHMS, YTO NPUNOXEHNE MOXET BUPTYasnbHO pasfeBaTh NMogen
WM NMOKa3biBaTb TO, YTO CKPbITO MOA OAeXA0M (faXe B Ka4ecTBe WYTOK U PO3birpbIlLen).

KOHTEHT UNn fencTBIS, CBA3aHHbIE C Yrpo3aMu UK SKCMyaTalmen CeKCyaNbHOro XxapakTepa,
BK/toYas GpoToCHEMKY 6E3 paspelleHns, 3annch BUAEO 1 GoTorpadpupoBaHmne CKPLITON Kamepown,
n306paxeHns cekcyanbHOro xapakTepa, co3faHHble 6e3 paspelieHuns B Buae gundeiika uam ¢
NMOMOLLbIO aHaNOTrMYHbIX TEXHOMOTUI, @ TakXXe OCKOPBUTENbHbIE MaTepUanbl.

ID,VICKpVIMVIHa LNOHHbIE BblICKa3blBaHUS

3anpeu.LeHo I'Iy6J'IVIKOBaTb NPpUNoXeHnd, nponaraHgupytowmne Hacunme Unn pas3xurarouime HeHaBnUCTb K
KaKMM-nnbo JindaM n coumanbHbIM rpynnaM Ha no4vse pacosoﬁ, STHUYECKOWN UNn HaLl,I/IOHaﬂbHOIZ
NPUHaANEeXXHOCTW, BeponcnosenaHud, MHBanngHOCTK, BO3PaCTa, CTaTyCa BETepaHa, ceKcyaanoﬁl
opueHTauun, nona, reH,u,epH0|7| NOEHTUYHOCTU, KaCTbl, UMMUTPALMOHHOIO CTaTyCa U apyrux
NPU3HAKOB, CBA3aHHbIX C cucTemMaTUiYeckom JJ.VICKpVIMMHaLI,I/Iel;I nnn MaprMHanmaaumeﬁl.

MpunoxeHus, cogepXalune obpasoBaTenbHble, XyA0XKECTBEHHbIE, [OKYMEHTasbHbIE U HayYHble
MaTepunanbl Ha TEMY HaLM3Ma, MOTYT 6bITb 3a610KMPOBaHbI B HEKOTOPbIX CTPaHax B COOTBETCTBUN C
LEeNCTBYIOWMNM 3aKOHOAATEIbCTBOM.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ KOHTEHT nnu yTBEPXAEHUS, NPU3BaHHbIe YOeanTb B TOM, UTO ONpefeNieHHas rpynna niogen skoobl
HEeMonHOLEHHa, HEHOPMaSibHa UMK 3acCiyXUBaeT HEHaBUCTU.



. anIJ'IO)KeHVIﬂ, cogepXxaume oUCKpUMMHaUMOHHbIe 3adB/IeHNd, CTepPeOoTunbl NN TEOPUN O TOM, YTO
onpegneneHHow rpynne Noge skobbl NPUCYLLM HEraTUBHbIE XapaKTepUCTUKK (HanpuMep, XagHOCTb
UM GE3HPABCTBEHHOCTb). NPUIOXEHNS, B KOTOPBIX SBHO UJIN HESIBHO YTBEPXAAETCS, UTO HEKas
rpynna niofen npeacTaBnseT cobom yrpoay.

« MaTepuanbl Ui BbICKa3blBaHUS, CO3AaHHbIEe A TOro, YTobbl yb6eauTb fpyrnx B TOM, YTO JitoLen
MOXHO HeHaBWAETb UMW NOABEPraTb AUCKPUMUHALUM HA OCHOBAaHUM MPUHAAJIEXHOCTU K
onpeneneHHon rpynne.

. MaTepmanbl, KOTOpPble npoaBuratoT noseneHme, anVI6yTVIKy, ¢narm, CMBOJIbl NN 3HAKWN OTNNYUA,
CBfA3aHHble C rpynnamu, nponaraHaupyoLWLYMN HEHABUCTb.

Hacunwue

3anpelueHo nNy6nmMKoBaTb NPUIOXEHWS, KOTOPblE N306paXatoT onacHble AeNCTBUS UK
HeonpasgaHHOE Hacuive, a Takke CnocobCTBYIOT UM. MpunoxeHus, n306paxatoLime BbiMbILIeHHOe
Hacunve B KOHTEKCTE Urpbl, Kak NPaBuUmo, paspelleHsbl. Hanprmep, B urpax o6 oxoTe unu peibaske, a
TaKXe NMOCTPOEHHbIX Ha ClOXXeTax MySbTdUIbMOB.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUI:

« PeanncTuyHble n3obpaxxeHns nnm noapobHbie ONMCaHNS HAaCUTbCTBEHHbIX AENCTBUIM MO OTHOLWWEHMUIO
K YeNloBEKY UJIN XMBOTHOMY.

« MpunoxeHus, nponaraHavpyoLLe caMoybuincTBO, MpUUMHeHVe cebe Bpena, HapyLeHre NULEBOTo
NOBeLEHMs, UrPbl C aCOUKCHEN N ApYyrre AENCTBUS, KOTOPbIE MOTYT MPUBECTM K CEPbE3HbIM TPaBMaMm
U CMepTy.

HacunbcTBeHHbIN 9KCTpeMU3mM

Mbl He MO3BOMIIEM TEPPOPUCTUYECKUM UNU APYTM OMACHBIM OPraHU3aLnsaM UK OBUXXEHUSM, KOTOPbIE
B35IM Ha cebsi OTBETCTBEHHOCTb 33 akKTbl HACUNS B OTHOLIEHWUW FPaXAaHCKMX NiL, Y4acTBOBASIM B HUX
WM FOTOBUNUCH K HUM, Ny6nnkoBaTb npunoxerus B Google Play pns niobbix Lenen, Bknoyas
BepOOBKY.

3anpeu.|,eHb| NPUNOXeHNs, B KOTOPbIX COOAEPXNTCA KOHTEHT, CBSI3aHHbIV C HACUJIbCTBEHHbIM
3KCTPEMU3MOM, a TaKXe MaTepunanbl, Kacalowmecsd nilaHMpPoBaHUA, NOATOTOBKN UJTN NOOLWPEHUA
Hacunma B OTHOWEHNN rpaxgaHCKux nuu, HanpuMmep nponaraHgupyrowmne TeppopurucTnyeckyo
[OEeATEeNIbHOCTb, NPU3bIBalOUIME K HAaCUTNIO U NpoCnaBngdtoWme TepakThbl. Ecnv Takom KOHTEHT
COAEPXNTCA B BallnXx o6paaoBaTeanb|x, AOKYMEeHTallbHbIX, HAay4HbIX NN XyA0XXECTBEHHbIX
MaTepuanax, conposogunTe ero HeO6XO,D,MMbIMVI NOACHEHNAMN.

Tparnuyeckue cobbiTus

3anpelyaetcs ny6anMkoBaTb NPUIOXEHMS, KOTOPbIE CIEKYIMPYIOT Ha COBbLITUSAX, TPEBYIOLLMX
LENVKaTHOrO OTHOLIEHUS U UMEIOLLMX CYLLECTBEHHOE COLMAnbHOE, KYNIbTYPHOE WU NMONUTUYECKOe
BnvaHUe (rpaxzaaHckue YpesBblyalHble CUTyaLMK, NPUPOAHbIE KaTakIM3Mbl, YPEe3BblUaNHbIE CUTYaLLMUM
B cdhepe 30paBOOXPaHEHNS, KOHGMMKTbI, CMEPTU U Apyrue Tparnyeckue cobbiTus), Unm BbipaxaroT
KpalHee npeHebpexeHne nMn. MpunoxeHus, cogepxative maTepuanbl 0 CObbITUK, TpebyoLeM
LEeNMKaTHOrO OTHOLLEHUS, MOTYT BbiTb Pa3peLleHbl. ITO KACAETCH ClyYaeB, KOrAa KOHTEHT UMeeT
06pas3oBaTeNbHYIO, AOKYMEHTANbHYIO, HAYUHYIO TN XyLOXECTBEHHYIO LLEHHOCTb NM60 CO3AaH, YTObbI
npeaynpeauTs NN NPorMHGOPMUPOBATL NOb30BaTENeN 06 ITOM COBbLITUN.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUI:

+ BecTakTHOCTb MO OTHOLIEHWIO K CMEPTU PeasbHOro YenoBeka Uiu rpynrbl I04en, HaCTyNMBLLEN B
pesynbTaTe eCTECTBEHHbIX MPUYNH, CaMOyBUINCTBA, NEPEfO3NPOBKA U T. 4.

. OTpVILI,aHVIe M3BECTHOIO Tparn4yeckoro cobbITu, NoATBEPXAEHHOIO JOKYMEHTAaJIbHO.

« /13BneyeHne BbIroabl U3 COOLITUS, TPEDBYIOLWErO AENNKATHOIrO OTHOLIEHWS, 6e3 OKa3aHWs ABHOM
noMoLwmn NoCcTpapaBLlWnNM.



N3peBaTenbcTBa U yrposbl

3anpeLueHo nybnnkoBaTb NPUNOXEHUS, COLepXaLLMe Yrpo3bl, U3geBaTeNbCTBA U LOMOraTeNIbCTBa, a
TakXe CrocobCTBYOLWME COBEPLLEHMIO TAKMUX OENCTBUN.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

. V|3,D,eBaTeJ'IbCTBa Hap XXepTBaMu MeXAYyHapOAHbIX UTN PENUTNO3HbIX KOHCI)J'IVIKTOB.

« MaTepuanbl, HanpaBneHHble Ha IKCNyaTaLuilo APYrux Noaen, HanpyuMep Ha BbIMOraTeNIbCTBO UM
LWaHTax.

+ PasMelleHne MaTepunasnos C Lenbio Ny6bnmMyHO KOro-To yHU3UTD.

+ Hanagku Ha finu, NOCTpafaBLUMX B pe3ynbTaTe TParmyeckoro cobbiTus, Unv Ha UX POLCTBEHHUKOB U
LpYy3en.

OnacHble ToBapbl

3anpewaeTtcs NybankoBaTb NPUNOXEHNS, C MOMOLLBIO KOTOPbIX MOXHO NPUoBpecTu B3pbiBYaThIE
BEeLLEeCTBa, OrHECTPENbHOE OPY>XWNe, MAaTPOHbI, @ TaKXe HEKOTOPbIE AeTann A OrHECTPENbHOro
opyXxusi.

« 3anpelyeHbl geTanu n npucrnocobneHns, KOTopblie NO3BONSIOT UMUTUPOBATL aBTOMATUYECKMIN OrOHb
WAV NpefHa3HaveHbl 4S8 nepenenikv opyxus B aBTOMaTUYECKOE, B TOM YNCIIE NOLABUXKHBIE NOXW,
ABTOMAaTUYECKME CMYCKOBbIE YCTPOMCTBA, HAbOPbI AN1f NepeobopynoBaHUS OPYXUS, @ TaKXKe
MarasuHbl 1 NIeHTbl, cogepxalymne 6onee 30 NaTPOHOB.

3anpelyeHo nybnmMkoBaTb NMPUIOXEHWS, cCofepXalume MHCTPYKLMM MO NPOU3BOLACTBY B3PbIBYATbIX
BELLECTB, OFHECTPESIbHOIO U APYroro opy>us, NaTPOHOB, @ TakXe 3anpeLLeHHbIX fAeTanemn ans
OrHEeCTPENbHOrO OPYXMUs. DTO OTHOCUTCS B TOM YUCHE K UHCTPYKLMSM MO MMUTALMN aBTOMaTUYECKOrO
OrHsl UNU NepeRENKe OrHECTPENBHOIO OPYXUS B aBTOMATUYECKOE.

MapwuxyaHa

3anpelyeHo ny6bnmMkoBaTb MPUTOXEHWS, C MOMOLLbIO KOTOPLIX MOXHO NPUOBPECTM MapUXyaHy Uim
NPOAYKTbI C HeW (HE3aBNCKMMO OT TOrO, HACKOJbKO Takue MOKYMKW 3aKOHHbI).

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HaPYLUEHUN:

« MNpunoxeHus, B KOTOPbIX NONb30BaTENM MOTYT 3aKa3aTb MapuxyaHy C NMOMOLLbIO BCTPOEHHON
KOP3WHbI.

« CepBuCbI, KOTOPbIE MOMOrakT NOIb30BATENSAM OPraHM30BaTh LOCTaBKY MapuXyaHbl.

« CepB.uChbl, KOTOpble 0bMeryaoT NpMobpeTeHne NPoayKTOB, COAEPXaLLMX TeTPparnapoKkaHHabunHo, B
TOM YKC/e Macen Ha OCHOBe KaHHabuaunona.

Ta6auHble n3pgenva n ankorosib

Sanpeu.l,eHo I'Iy6J'IMKOBaTb NPpUNoXeHnd, C NOMOLLbIO KOTOPbIX MOXXHO NMOKyNnaTb TabayHble n3genna n
copepxxawe HUKOTUH TOBapbl, B TOM YNCNE TEKTPOHHbIE CUTapeThl, BEWMbI U cOcaTeNbHbIN Tabak, a
TakXe NpunoXxeHud, noowparoune HesakoHHOe Unn HegonycTumoe r|0Tpe6neHV|e ankorons, Tabaka
NI HUKOTUHa.

DononHutenbHas uHdopmauus

+ 3anpelyaeTca M306paxaTb TO, Kak HECOBEPLIEHHONETHME YNOTPEONSIOT UK NpruobpeTatoT
anKorosibHble HanUTKK 1 TabayHble n3penuga. Takxe He pa3peleHOo NooWpPATb UX NpoAaxy AEeTaAM U
nobyxnaTb HECOBEPLIEHHONETHMX NOTPEBNSATL Takue NPOAYKTbI.

« HepgonycTumbl MaTepuansl, NnofpasymMeBatolme, 4To ynotpebneHve Tabaka MOXeT NOBLICUTb
WHTENNEKT, CTAaTyC B OBLECTBE UIN YNYUYWNTb NPOPECCUOHANIbHOE MONTOXEHNE, CEKCYalbHYHO XMU3Hb
nnu eGusmyeckyto popmy.



+ He paspeluaeTtcs co3gaBaTbh NOSIOXUTESNbHbIM 06Pa3 Ype3MEPHOro YNoTPebNeHUs ankorons, B TOM
yucrne 3arnoeB ¥ COPEBHOBAHMUI MO PACMUTUIO CAINPTHBIX HAMUTKOB.

+ 3anpelyaeTcs peknaMmMpoBaTb, NPOABUraTh U SBHO AEMOHCTPUPOBATL TabauHble N3genus. 1o
TakKXe OTHOCUTCA K CBA3aHHbIM C HUMU 6aHHepaM, KaTeropmam ToBapoB U CCbhlJIkaM Ha CaﬁTbI, roe
npopaetcs Tabak.

+ Mbl MOXEM pa3peLnTb OrpaHUYEHHYIO MPOAAXY TabauHbIX U3LENWIA B MPUNOXEHUIX AN [OCTaBKU
€[,bl/MPOAYKTOB B HEKOTOPbIX PEFMOHAX NPY YCIOBUW COBMIOAEHNS 3aLMTHBIX MEP MO NMPOBepPKe
BO3pacTa (HanpuMep, MPOBEPKM YAOCTOBEPEHUS IMYHOCTM NpY LOCTaBKe).

+ Mbl MOXeEM pa3peLnTb Npofaxy TOBAapPOB, PEKIAMUPYEMbIX B KQUECTBE NMOMOLLM And U36aBneHus ot
HMKOTVMHOBOW 3aBUCKMMOCTH, NPW YCIIOBUM COBMIOAEHNS 3aLLUTHBIX MEP MO NPOBEPKE BO3pacTa.

PurHaHcoBbIE YCNyrU

3anpelyeHo nNy6nmkoBaTb NPUNOXEHWs, NPefoCTaBAoWMe NoNb30BaTENAM JOCTYN K BBOAALWMM B
3ab6ny>XxaeHne unm BpefoHOCHbIM GUHAHCOBbLIM NMPOAYKTaM U yCiyram.

PUHaAHCOBbIMYM CUMTAIOTCS BCE npoayKTbl N yCNyru, CBa3aHHbIE€ C ynpaBieHnem q)VIHaHC&MVI,
MHBECTULNAMU N KPUNTOBANOTaMKN, B TOM YKCne NepCcoHalibHble KOHCYNbTaunun.

Ecnwv Balle npunoxexve npegnaraeT Win peknammpyeT GUHaHCOBbIE NPOAYKTbI U YCIYr1, OHO BOMKHO
COOTBETCTBOBaTb TPE6OBAHUAM rOCYAAPCTBEHHOMO Y MYHULMMANIbHOrO 3aKOHOAaTEeNIbCTBa BO BCEX
CcTpaHax v permoHax, as KOTopbIX OHO NPeaHa3HauYeHo, —Hanpumep, cogepxartb MHPopMaLmio, 0cobo
OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

PaspaboTumkam NpUIoXeHUN, B KOTOPbIX ECTb GUHAHCOBbIE GYHKLUM, HYXHO 3aMOfHUTL CrelnanbHyo
neknapaumio B Play Console.

BvHapHble onuMoHbI

3anpeLleHo nybnnmkoBaTb NPUIOXEHUS, MO3BONSAOLLME NONb30BATENAM TOProBaTb HUHAPHBIMU
onunoHaMu.

MoTpebutenbckune kpeanThbI

CornacHo Hawum npasunam, K I'IOTpe6VITerIbCKVIM KpeanTtaMm OTHOCATCA CcCyabl, €eQUHOBPEMEHHO
npegocTaBnsemMble GU3NYECKUM JIULOM UMK OpraHn3aLnen oToeNbHOMY KIMEHTY He Ans
NprYoBpeTEHNS OCHOBHbBIX CPEACTB UM OnnaThl 06pa3oBaHus. [oTpebuTensm Takmx ycnyr HeobxoaMmo
npenocTaBndaTb CBEAEHNA O Ka4YeCTBe, XapakTepPUCTUKaX, KOMUCCUN, rpa¢vn<ax noraweHuns, puckax n
NpenMyLLEeCcTBax KPeaUTHbIX MPELIOXEHNN, YTOObl OHU MOTNIN NMPUHUMATL B3BELLEHHbIE PELLEHMS.

+ MpuMepbl: NOTPeBUTENBCKME KPEAUTBI, KPEAUTbI HANIMYHBIMK, 3aMbl MEXZY PU3NYECKMMU NKLLAMY,
KpeguTbl Nog, 3anor aBToMobuns.

+ He oTHOCATCS K 9TON KaTeropmu: MNoTeka, KPeamTbl Ha NOKYNKY aBTOMO6WNEN, BO30OHOBNSIEMbIE
KpenuTbl (KapTbl, NePCOHAaNbHbIE KPEQUTHbIE CYETA).

Ecnu Bbl npefnaraete NoTpebuTENbCKME KPELUThI, B TOM YUCTIE BblLAETE UX HANPSMYIO, 3aHUMaeTeCh
NpUBNEYEHNEM NOTEHLMANBHBIX KIIMEHTOB UMK MOMOraeTe NoTPEBUTENSM CBA3bIBATLCS CO CTOPOHHMMM
kpegutopamu, Boibepute B Play Console kateropuio "®uHaHChI" ans npunoxXxeHus 1 obs3aTenbHoO
YKaxuTe crnepytolyto MHGopMaLmio B ero MeTagaHHbIX:

* MUHUMAJIbHbIA U MaKCUMaSbHbIN NEPUOL NoralleHna fonra;

+ MaKCUMasbHYO rOfoBYIO NMPOLEHTHYIO CTaBKY, B KOTOPYIO 0BbIYHO BKIKOYAETCS KPeQuTHast CTaBka, a
TakXe KOMUCCUM 1 MPOYME PacXOabl 3a Fof, UK Xe APYryto aHanorMyHyo CTaBky B COOTBETCTBUM C
LEVICTBYIOLWMM 3aKOHOAATENbCTBOM;

* MOKa3aTeNbHbIN NPUMeEp pacyeTa oObLEen CTOMMOCTH 3aMMa, BKITKOYasi OCHOBHYIO CyMMY [0Jra 1
LENCTBYIOWME KOMUCCUY;


https://play.google.com/console/app/app-content/financial-features

* NMOANTUKY KOHOUOEHLNANBHOCTH, B KOTOPOW NOAPOOHO ONUCAHO, Kak U LS Yero NpuioXeHue
MCrnonb3yeT U COBUPAET NNYHbIE N KOHOUAEHLMANbHbIE NONb30BaTENbCKME faHHbIe, a TakxXe
nonyyaeT U NPefoCTaBnseT K HUM LOCTYN B COOTBETCTBUM C STUMM NpaBmiaMm.

3anpelyeHo nybnmkoBaTb NPUNOXEHWS, Npenaratlmne noTpebutensckue KpeauTbl, KOTopble
HeOo6X04MMO MOJHOCTBIO MOracUTh B TeYeHne 60 AHEeW Nocne Bbigayn Unm paHblue (KpaTKoCPOUHble
noTpebUTENbCKME KPEQUTDI).

MpaBuna MOryT He LeCTBOBaTb B OTHOLIEHUW MPWUIOXEHWH, Npefaralolux noTpebuTenbekmne
KpeauTbl B CTPaHax, MpaBoOM KOTOPbIX IBHO pa3peLleH Takon BUL, KpeauTOBaHMS. BO3MOXHOCTb
CAenaTtb UCKITIOYEHME 13 MPAaBUN OLLEHNBAETCS UCXOAS U3 MECTHOMO 3aKOHOLATENbCTBA.

Y Hac fonXHa 6bITb BO3MOXHOCTb YCTaHOBUTb CBA3b MEX[Y BallMM akkayHTOM pa3paboTumnka u
MOBLIMU NNLEH3NAMU U [OKYMEHTaMM, KOTOPbIE Bbl OTNPAaBNSETE HaM A8 NOATBEPXAEHNS TOrO, YTO
Bbl MOXETE NPefoCTaBNATb NOTPebUTeNbCKMe KpeanuTbl. Mbl TakKe MOXEM 3aMpoCUTb
[ONONHUTENbHbIE MaTepuanbl, YTobbl y6eanTbLCS, YTO Bbl COBMIOAAETE MECTHOE 3aKOHOL,aTENIbCTBO.

MpunoXxeHus, KOTopble NpeanaraT NOTPebuTenbckne KPeamTbl UM OCHOBHBIM Ha3HaYeHNEeM KOTOPbIX
SIBNSETCS NMOMOLLb B MOJyYEHMN TaKUX KPEQUTOB (Hanpumep, MOUCK KIIMEHTOB WU NOCPELHUKOB), MO0
BCTOMOraTenbHble NPUIOXeHUs (HanpuMep, KpeauTHbIEe KanbKynaTopbl, CPAaBOYHUKM MO KPeAUTHbLIM
YCNOBUSM U T. [i.), @ TaKXXe NPUSTOXEHNS, MPEROCTABASOWME 3alMbl B CYET 3apabOTHOM MNaThl, He
LLOSIKHbI UIMETb JOCTYN K KOHbUAEHLMANbHOW UHGOPMALLMK, B TOM Yncne GoTorpadursm 1 KOHTaKTaM.
3anpetaeTcs UCNonb3oBaTh Creaylolme paspelleHmns:

+ Read_external_storage.
« Read_media_images.

« Read_contacts.

« Access_fine_location.

« Read_phone_numbers.
« Read_media_videos.

+ Query_all_packages.

- Write_external_storage.

K npuvnoxeHusM, B KOTOPbIX NCNOMb3yeTcs KoHUaeHUnanbHas niopmaumns nnm APl ¢ 4OCTYNoMm K
TaKUM [aHHBIM, MPUMEHSIIOTCS JOMNONHUTENbHbIE TPebOoBaHMS U OrpaHnYeHns. JOnoNHUTENbHYIO
MHbOPMALMIO Bbl HAMAETE B NMPaBuUiax UCMOJb30BaHMS Pa3peLleHuin.

NoTpebuTtenbckue KpeauUTbl C BbICOKOW FrOA0BON NPOLLEHTHOM CTaBKOM

B CLUA 3anpelLeHbl NpUnoxXeHus, Npegnaratowme noTpebuTenbCckme KpeauTbl C rogoBON NPOLEHTHON
cTaBkow oT 36 %. Mybnukyemble B CLUA npunoxeHus, npegnaratowne notpebuTensckne KpeguTsl,
LOSKHbI cofepXaTb MHPOPMaLMIO O MaKCUMabHOWM rofoBO NPOLEHTHOM CTaBKe, PacCUMTaHHOW B
COOTBETCTBMU C 3akoHOM "O cnpaBeanneoM kpegutoBaHun® (TILA)

OTW NpaBuna OTHOCATCS K NPUNOXEHUSM, KOTOPble NPeaIaraoT KPeanTbl HaNPSaMyo, ULLYT
MOTeHLMANbHbIX KIIMEHTOB MM MOMOraloT NOTPEOBUTENSIM CBA3bIBATLCS CO CTOPOHHUMY KPEAUTOPaMu.

TpeﬁOBaHVISI B OTAEJ1bHbIX CTPpaHax

B OTHOLWEHMM NPUNOXEHWI, NpeanaralLmx NoTpedbuTenbcke KpeanTbl NoNb30BaTENIM U3 yKa3aHHbIX
HWXe CTPaH, [ENCTBYIOT LONOSHUTENbHbIE TPeboBaHUs. ECiv Bbl NaHUPyeTe PacnpoCTPaHaTb Takme
MPUNOXEHWS, TO BOMKHbI 3anonHuTb B Play Console geknapauunio GprHaHCOBbIX GYHKLNIA. Bbl 06593aHbI
no 3anpocy Google Play oTnpaBuTb ONONHUTENbHbIE CBEAEHNS UMM [OKYMEHTbI, MOATBEPXAAOLWME
COOTBETCTBME AENCTBYIOWMM HOPMATUBHbLIM U NIMLEH3UOHHBIM TPeboBaHMAM.

1. Uhpunsa

« Ecnny Bac ecTb nmMueH3mns PesepBHoro 6aHka VIHAMKM Ha Bblgady NOTPebUTENbCKUX KPERUTOB,
OTMpaBbTe HaM AJ15 MPOBEPKM €€ KOMUIO.


https://support.google.com/googleplay/android-developer/answer/9888170
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://play.google.com/console/app/app-content/finance-declaration

+ Ecnv Bbl He yyacTByeTe B KPEAMTOBaHUM HaMPSMYIO 1 TONbKO NpefocTasnseTe nnatpopmy,
KOTOopasi ynpoLiaeT NpoLecC Bblfauv KpeauToB 3aperncTpupoBaHHbIMU HEGAHKOBCKMMU
KpenuTHbIMU opraHusaumamm (HBPO) nnu 6aHkamu, ykaxuTe 3To B Aeknapalum.

+ HaumeHoBaHus Bcex 3aperncTpmpoBaHHbix HBPO 1 6aHKOB [OMKHbI ObITb NEPEUNCIIEHDI B
OMNMCaHUU NPUIIOXEHNS, N 3Ta MHGOPMALLMS LOSKHA OblTb XOPOLWO 3aMETHa.
2. UHpoHe3usa

- Ecnwu Bawwe npunoxeHune cBI3aHO C 0KasaHveM ycnyr umdpoBOro KpeaUToOBaHMS B COOTBETCTBUN C
MonoxeHnem OJK N2 77/POJK.01/2016 (MOXET BpeMs OT BPEMEHU U3MEHSATHCA), Bbl 0OSI3aHbI
NPefoCTaBUTb HaM AJ1s TPOBEPKMN KOMUIO AENCTBYIOLWEN TULEH3UN.

3. dununnuHbl

+ Bce purHaHCOBbIE M KpeauTHblE KOMMaHUK, MPEeRIaraowme KpeanTbl Yepes nnaThopMbl OHTANH-
KpenuTOBaHWS, [OMKHbI NONYYNTb PErncTpaumoHHbii Homep SEC (SEC Registration Number) un
HoMep cepTudukaTa nonHomounii (Certificate of Authority Number) ot Komuccumn dunmnnuH no
LleHHbIM Bymaram u 6upxam (PSEC).

+ B onucaHuv npunoxeHus Takxe HEO6Xo[MMO yka3aTb Ha3BaHNE KOMMaHUW/KOPNopaLuy,
perncTpaumnoHHbli Homep PSEC 1 HoMep cepTudmKaTa NONHOMOYMIN Ha yNpaBneHue
dUHaHCOBOM UK KpeauTHoM opraHusaumen (Certificate of Authority to Operate a
Financing/Lending Company).

« MpunoxeHus, cBs3aHHbIE C OCHOBAHHOMN Ha KPeOUTOBaHWUM KpayadaHAMHIOBON AeATENIbHOCTbIO,
Takown Kak P2P-kpenutoBaHue, Uam gpyron nogobHom fesTenbHOCTH, YKa3aHHOW B GUIMIIUHCKUX
Monoxenusx o kpayadaHauHre (CF Rules), nomkHbl 06pabaTbiBaTh TpaH3aKLUN Yyepes
kpayadaHANHIOBbIX NOCPELHUKOB, 3aPerncTpmupoBaHHbIX Komuccuen GuamnnnumH no LeHHbIM
bymaram 1 bupxam.

4. Hurepus

+ Lndposbie kpeautopbl (LIK) monxkHsl 3anonHuTb popmy LIMITED INTERIM
REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR DIGITAL LENDING o6pa3ua
2022 ropa (MOXeT BpeMsi OT BPEMEHU U3MEHSITLCA), KOTOpas yTBepxXaeHa PepepanbHom
aHTVMOHOMOJIbHOWM KOMUCCHEN Mo 3alwmTe npas noTpedutenen (FCCPC) Hurepun, n
NPUAEPXKMBATLCS YKa3aHHbIX B POpME MNONOXKEHUN. Takxke HEOOXOAMMO NONyYnTb
Bepudounumpyemoe nnucbMo-nogTeepxaeHne ot FCCPC.

« ArperaTopbl KPEQUTHbIX MPELIOXEHUM 0Bsi3aHbl NPefOoCTaBNATb AOKYMEHTbI, MOATBEPXAAIOWME
npaBO OKa3blBaTb YCNyru LMGPOBOro KpeamMToBaHUs, a Tak)Ke KOHTakTHYIO MHdopmauumio Bcex LK,
C KOTOPbIMW OHN COTPYAHMNYAIOT.

5. KeHus

+ Lindposbie kpeantopsbl (LIK) momkHbl NponTu npouenypy peructpauum LIK u nonyunts nuueHsuo
oT LleHTpanbHoro 6aHka Kenun (LLBK). BMecTe ¢ geknapaunen BaM Heo6xoanMo NpefocTaBuTb
Konuio ceoen nuueH3um ot LBK.

« Ecnu Bbl He yyacTByeTe B KDEAUTOBAHUM HANPSIMYIO U TONbKO NPefocTaBnseTe nnathopmy,
KOTOpast ynpoLaeT NPOLECC Bblfaum KPeauTOB 3aperncTpupoBaHHbiMu LIK, ykaxuTe 310 B
LeKnapauun u npepocTaBbTe Konun nuueHauni LIBK ons ceovx napTHepoB.

« Celyvac Mbl MpYHYMaEM geknapaLv 1 TMLEH3MUN TONTbKO OT JIULL, KOTOPbIE NepPeYnCeHb B
PeecTpe undposbix kpeputopos (Directory of Digital Credit Providers), ony6nnkoBaHHOM Ha
odurumnansHoMm cante LIBK.

6. MakuctaH
+ Jliobag HebaHKOBCKag kKpeauTHasa opraHmsaums (HBOO) moxeT onybnmnkoBaTb TONbKO OAHO
npunoxeHve ansa LudpoBoro KPeamuToBaHus. ECnv Bbl NonbiITaeTeCh Pa3MeCTUTb HECKONBbKO Takux
NPUIOXEHMN, Ball aKkayHT pa3paboTumka 1 Bce CBA3aHHble akkayHTbl MOTyT BbiTb
3a6510KMPOBaHbI.
+ YT06bl OKa3bIBaTb YCIYry LMPPOBOro KpeaMTOBaHUS B MakMCTaHE UM MOMOraTb B MX NOMyYEHWUM,
HY>XKHO OTNPaBUTb BblAaHHOEe KoMmuccuen no ueHHbIM 6ymaram v 6upam MakuctaHa (SECP)



CBMOETENbCTBO, MOATBEPXAAOWEE NPaBo Ha TaKyko OEeATENbHOCTb.
7. TannaHpg

+ Pa3paboTunkam NpuUnoXeHni, Npeanaratowmnx noTpebumtensckme KpegmTol B TannaHae ¢
NPOLEHTHOM cTaBkow 15 % W Bbile, HY>XHO NOAYyYNTb NULEeH3MI0 oT baHka TaunaHga nnm

MVIHVICTepCTBa q)VIHaHCOB. OHWM Tak>xe [OMXHbI npenocTaBUTb AOKYMEHTbI, noATBepXAatowme, Yto

C NMOMOLLBIO MPUNOXEHNA MOXXHO MoJlyyaTb I'IOTpe6VITeJ'IbCKMe KpeaounTbl B aToM CTpaHe nnn
noAaaBaTb 3a9BKY Ha HUX. B yacTHOCTH, HEOOXOAMMO oTnpaBnTb:

« Konuio nnueH3nmn Ha eaTelbHOCTb B KavyecTBe HaHOCI)VIHaHCOBOI‘/'I opraHunsauunm nnum
nocCTaBLMKa ﬂOTpe6MTeﬂbCKI/IX KpeonTos. D,OKyMeHT [OOJKEeH 6bITb BblgaH baHkoM TamnaHga.

+ Konus nmMueHsmmn Ha [edaTenbHOCTb B KaYeCTBE NUMKOGUHAHCOBOM OpraHm3aummn. [JJokyMeHT
LOSXEH 6bITb BblgaH MUHUCTEPCTBOM PpUHAHCOB.

BoT npuMep pacnpoCcTpaHEHHOro HapyLeHUs:
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Easy Loans

*

Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

Get cash sent to your bank account!

Safe and easy

Great short-term rate

Fast lender approval

Easy to use

Loan delivered in an hour
Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn’t disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs
for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHbIe Urpbl, Urpbl 1 COPEBHOBaHWS C pearbHbIMU OEHEXHbIMU
npu3amu

MpUNoXeHNs 1 peknamHble OObSBNEHUS, CBA3aHHbIE C a3aPTHbIMU UrPaMU Ha peasbHble AeHbry, a
TaKXe NPorpamMbl IOSNIBHOCTU B UTPOBOM GOPME M NPUNOXKEHMS A1 KOPOTKUX GIHTE3U-TYPHUPOB
paspelLLeHbl MPU YCNOBUM, YTO OHU COOTBETCTBYIOT ONPEAENEHHbIM TPEHOBaHMSAM.

MpunoxeHus Ans a3apTHLIX UrP

JonyckatoTcs NPUoXeHUs, KOTOpble MO3BOMSIOT UiV MOMOratoT y4acTBOBaTb B @3aPTHbIX OHMaMH-
Urpax B ONpefeneHHbIX CTpaHax, eciim cobsofeHbl BCe orpaHmMyeHmns 1 npasuna Google Play, a
pa3paboTumk nopan 3asBky — Ha pacnpocTpaHeHve B Google Play npunoxeHWn 0ns a3apTHbIX Urp 1
nonyymn paspelleHve. Mpu aTom pa3paboTumk SBASeTCs OLO0OPEHHBIM FOCYAAPCTBEHHbIM ONEPATOPOM
W/nn 3aperncTpupoBaH B MECTHOM BELLOMCTBE, OTBEYAIOLLEM 33 UFOPHYIO LeaTENbHOCTb, U
NpPeRoCTaBUI LENCTBYIOLLYIO MULEH3MIO A1 OCYLLECTBEHWS B CTPAHE TOW UrOPHON AESTENBHOCTH,
KOTOPY'O OH MpepJiaraer.


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling

Mbl [onyCcKaeM TONbKO Te NIMUEH3NPOBaHHbIE NN pa3peLllEeHHbIEe MPUNOXEHNS, KOTOpblEe npennaratoT
cnepyouwmne Bnabl a3apTHbIX OHJ'IaVIH-I/IFpZ

* OHNanH-Ka3nHo;

+ CTaBKM Ha PesybTaTbl CMOPTUBHbLIX COPEBHOBaHWI;

+ CKauku (roe perynmpoBaHue 1 NMLEH3NPOBaHNE OCYLLECTBSIOTCS OTAENbHO OT CTaBOK Ha CMopT);
+ noTtepewu;

+ KOPOTKME GIHTEIU-TYPHMUPSI.
PaspelueHHble NPUIOXKEHNUS LOMKHbI COOTBETCTBOBATb CleAyoLWNM TpeboBaHuaM:

+ PaspaboTumk nogasn 3agBky v NOSyYmnsl pa3peLleHne Ha pacnpoCTpaHEHNE NPUNOXEHNS Yepes
Google Play.

« MMpunoxeHne He HapyLllaeT AeNCTBYIOLWME 3aKOHbI U OTPacneBble CTaHAAPTbl CTPaHbl, B KOTOPOMN OHO
OyLeT pacnpocTpaHaTbCS.

+ Y pa3paboTunka ecTb AENCTBYIOLWAa NMNLEH3NA Ha BEAEHNE UTOPHOW AeaTeNbHOCTU AN BCEX CTPaH
WNW WTaTOB/TEPPUTOPUIA, FAE PACTPOCTPAHSETCS NMPUIIOXKEHUE.

+ Pa3paboTunk He npepnaraeT Te BUAbl a3apTHbIX UrP, KOTOPbIE BbIXOASAT 33 PaMKU €ro NNLEH3NK.
« MNpunoxeHne HeQOCTYMNHO A1 HECOBEPLUEHHONETHMX.

+ MNpunoxeHne HelOCTYMHO B CTPaHaX, WTaTax/permoHax uinm reorpaduyeckmx parioHax, Ha Kotopble
He pacnpocTpaHseTcs NMLEH3Ns pa3paboTymka.

« MpunoxeHune pacnpocTtpaHseTtcs B Google Play 6ecrninatHo v HE ucnonb3yeT GyHKLMIO OnfiaThl
KOHTeHTa uepes Google Play.

« MpunoxeHne MOXHO BecnnaTHo ckayaTtb M3 Google Play.

+ MpunnoxeHno NPUCBOEHO BO3PACTHOE orpaHunyeHmne "Tonbko AN B3pOCnbiX" nnm aKBMBaneHTHoe
cornacHo penTtuHry IARC.

+ B npunoxeHun 1 Ha ero cTpaHuue B Google Play ecTb onvcaHve NpuHLMNOB OTBETCTBEHHOW Urpbl.

Mpoure NpunoxeHus, CBA3aHHbIE C a3apPTHLIMU UFPaMU Ha pearnbHble AeHbIU,
KOHKYpCaMu 1 TypHUpamu

Bo BCeX Apyrvx NPUIOXEHNSX, KOTOPbIE HE COOTBETCTBYIOT BbilLENEPEYNCIIEHHBIM TPEGOBAHUSM K
NPUNOXEHUSIM A8 a3aPTHBIX UTP M KOTOPbIE HE yKa3aHbl B pa3gerne "[pyrve nunoTHble UrpoBble
MPOEKTbI C pearnbHON BanioToN" HUXe, 3anpeLLaeTcs ny6nmnkoBaTb KOHTEHT UM CEPBUCHI, KOTOPbIE
MO3BONAOT UMM MOMOTAIOT 3aKoYaTb Napw, AenaTb CTaBKW UM MHBIM 06PAa30M UCMONb30BaTb
peanbHble AeHbrM (B TOM YMCHe COBEpPLIATb MOKYMKW B MPUNOXEHMM) C LESbO NMOMYYUTb NPU3, KOTOPbIN
MMeeT peasibHyt0 AEHEXHYIO CTOMMOCTb. DTO KacaeTcs B TOM YNC/e OHMaNH-Ka3MHO, CMOPTUBHbIX
TOTaNM3aToOPOB, NOTEPEN U UTP, B KOTOPBIX MPUHUMAIOTCS AEHbIM, @ BbIMFPbILLEM SBASIOTCSA LEHEXHbIE U
Lpyrue LeHHble Npu3sbl (KpoMe NporpaMm, COOTBETCTBYIOLLMX OMUCAHHbBIM HUXE TPEBOBAHNSM K
nporpaMmam nosifibHOCTU B UTPOBON HopMe).

MNpumepbl HapyLweHun

+ Urpbl, B KOTOPbIX MPUHUMAIOTCS AE€HbMM B OBOMEH Ha BO3MOXHOCTb BbIMIPaTh AEHEXHbIA UM UHON
MaTepuanbHbIv NpK3.

+ MpunoxeHus, KOTOpbIE COLEPXAT NEMEHTbI HABUTaLLMUN UMK GYHKLMM (MYHKTbI MEHIO, BKNAAKW,
KHOMKM, KOMNOHeHTbl WebView u T. fi.) C NpU3bIBOM CAeNaTh CTaBKY, 3aKJIUNTb Napy U NPUHSTb
yyacTue B Urpax, KOHKypcax Uiy COPeBHOBaHMSX C peasibHbIMU OEHEXHBIMU NPU3aMu, HanpuMep
"Cpenante ctaBky!”, "3apeructpupynteco!" nnu "Mobegmte B CopeBHOBaHUM!".

+ MpunoxeHns, KOTOPbIe NPUHUMAIOT CTaBKM, UCTIONb3YIOT BHYTPEHHIOK BasOTY, BbiNauyMBatoT
BbIMIPbIWW UK BGepyT 3anor B 06MEH Ha BO3MOXHOCTb BbIMFPaTb AEHEXHbIN UM UHON
MaTepunanbHbIi NpuU3.

Opyrve nunoTHble UrPOBbIE NPOEKTHI C pearibHoW BaslloToM


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
https://developer.android.com/reference/android/webkit/WebView

Mepnopmyecky Mbl MOXEM Peann3oBbIBaTb B HEKOTOPbIX PErMOHaX OrpaHNYeHHbIe MO BPEMEHM
MWUNOTHbIE NPOEKTbI AN ONPEAENeHHbIX TUMOB UIP Ha peanbHble AeHbru. MogpobHyo MHGOPMaLLMIO Bbl
HangeTe B aTol cTatbe CnpaBoYHOro LeHTpa. MUNOTHBIM NPOEKT MO PacnpOCTPaHEHNIO MPUOXEHWN
LNt OHNANH-YNPaBEHUS KPaH-MaLUMHOW, KOTOPbIN Mbl MPOBOAMIM B AnoHUM, 3aBepLumncs 11 uons
2023 ropa. C 12 nions 2023 roga B Google Play pa3pelueHo ny6amMkoBaThe TakMe NPUIoXEHNS MO BCEMY
MUY NPW YCITIOBUM, YTO COBMIOAEHBI AENCTBYHIOLLME 3aKOHbI Y ONpefeneHHble TpeboBaHus.

MporpamMmbl TIOANbHOCTU B UrpoBou popme

MporpaMMbl NOSNBHOCTU, KOTOPbIE NOOLPSAIOT NONb30BATENEN MaTePUaTbHBIMU NN [EHEXHBIMU
npu3amu, paspeLueHbl, ECIN OHW JOMYCKaOTCS 3aKOHOM U He TPebyIOT NonyyYeHWs LONONHUTENBHOM
NULEH3MUN A1 a3aPTHbIX Urp. MporpaMMmbl NOSNBHOCTU AOMXHBI COOTBETCTBOBATH NEPEUYNCIEHHBIM
Huxe TpeboBaHWsam Google Play.

Bce npunoxeHus (MrpoBble U HEUTPOBbIE)

« MpewnmMyluecTsa, GOHYChI UMW BO3HArPaxaeHWs, NMpefocTaBseMble B pamMkax Nporpammbl
NOANBHOCTU, AOJXKHbI ObITh SBHO LOMOSIHUTENbHBIMU M BTOPOCTENEHHBIMI MO OTHOLWEHMIO K 060N
KBaNMOULMPOBAHHON AEHEXHOW TPaH3aKLMKN B NPUIOXeHUU (roe KBannduunpoBaHHas AeHEXHas!
TpaH3aKLUWs — OTAENbHAs TPAH3aKLUMs C LieNblo MPEROCTaBAeHNs TOBAPOB UK YCIyT, HE CBA3AHHBIX C
NporpaMmon nosnbHOCTH). MNpenmMyLlecTsa, OOHYChI MM BO3HArPaXaeHWs He MOTYT ObITb
NpeaMeToM NOoKyMnKW UK UMETb OTHOLIEHNE K KaKOMy-nn6o cnocoby obMeHa. B npoTuBHOM criyyae
370 ByfeT cunTaThCs HapyLleHveM MpaBun B OTHOLEHWW a3aPTHbIX UIP, UrP U COPEBHOBAHWUN C
peasnbHbIMU OEHEXHBIMU NPU3aMU.

« HanpuMep, HM OfiHa YaCTb KBaNMPULMPOBAHHON AEHEXHOW TPaH3aKLMK HE MOXET CIY>XWUTb
MAaTol UnM CTaBKOW s YYacTVs B NPOrpaMme NosnbHOCTM. Takxe KBanmduLumpoBaHHas
OEeHeXHad TpaH3aKunga He OO0J1XXHa NMPUBOANUTb K MOKYMNKe TOBapOB Uk yCnyr no I'IOBbILIJeHHOIZ
ueHe.

WUrpoBble  MpPUNOXeHUs

+ BoHycHble 6annbl nnm BO3HarpaxaeHus ¢ 6oHycamu, NnpenMyLecTBaMmn U Harpagamu, CBI3aHHbIMU C
KBaNMOULMPOBAHHON [EHEXHOW TPaH3aKLMEN, MOTYT HAUYUCNATLCS M UCMONb30BaTLCS TONbKO Ha
OCHOBEe PMKCUPOBAHHOW MPOMOPLIMM NPY YCIOBUM, YTO OHa YeTKO 0603HAYEHa B MPUSTOXEHUN 1
06LWefoCTYMHbIX 0dULMASbHBIX MPaBMIax NPorpaMmel. MpenMyLecTsa UM BbikynHas CTOMMOCTb He
MOTYT 6bITb NOMYyY€EHbl, HAYUCIIEHBI UM MPUYMHOXEHbI B 3aBUCMMOCTM OT yCrexa nonb3oBaTens B
urpe nnu cnyvyavHoro pesynsraTta.

Hewurposblie npunoxeHus

+ BoHyCHble 6ansbl U BO3HArPaXxXaeH1s MOryT HAaUMCNATLCS Mo pe3ynbTaTtaM KOHKYpca Uin
CNy4YanHoro pesynbraTta, €Ciivi OHU COOTBETCTBYIOT TPpeboBaHMAM, YKasaHHbIM HUXe. [ng nporpamm
NOANbHOCTU C NPEnMyLLECTBaMK, BOHYCaMm UK Harpagamu, CBA3aHHbIMU C KBAIMOULNMPOBAHHOM
LEHEeXHOW TpaH3aKLmen, HeobxoanMo:

* Pa3MeCTUTb B NPUNOXEHNN Oq)I/ILI,I/IaJ'IbeIe npasuna NporpamMmmbl;

* €Cnv CUCTEMa BO3HArPaxaeHVsl MEHSETCS UMM OCHOBaHa Ha ClyYaliHOM U BEPOSITHOCTHOM
BblbOpe, B paMkax oduLmManbHbIX NPaBui NPorpaMmbl HEOBXOAMMO PAcKpbITh: 1) BEPOSTHOCTb —
L1 NII060M CUCTEMbI BO3HArpaxaeHus, B KOTOPOW A ONpefeneHns nobegntens UCNosb3yoTes
bUKCMpPOBaHHbIE KOADPULMEHTBI; 2) METOR, Bbibopa (HanpuMep, NepeMeHHbIe, UCMONb3yeMble AJiS
onpegneneHus NnobegunTens) — ons apyrux Nnogo6HbIX NPOrpaMm;

* yKasaTb B 0puLMaNbHbIX MPaBuUIax NPOrpaMMbl ¢ PO3bIrpbIlaMu, TOTEPEIMU UNU BPYTUMU
nopo6HbIMU NPOMOAaKLMaIMU GUKCUPOBAHHOE YNCNO NoBeanTENer, CPoK NoJayM 3asBOK U faTty
BPYYEHMS NMPU30B A8 KaXA0M Takor NpoMoaKLmy;

* yKasaTb GUKCUPOBAHHbIE KOIDDULMEHTBI HAUNCTIEHUS U NMOTaLEHUs GOHYCHbIX 6aNoB UK Harpag,
Ha BUAHOM MECTE B NMPUNIOXEHMM, a TakKe B 0bULMabHbIX NMPaBUnax nporpammsl.


https://support.google.com/googleplay/android-developer/answer/12918670
https://support.google.com/googleplay/android-developer/answer/12002615
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
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PaspelueHo PaspeweHo

MNpunoxeHus, pacnpocTpaHseMbie B Google Play, koTopble cogepikaT peknamy
a3apTHbIX Urp, a TaKXKe Urp, KOHKYPCOB N TYPHUPOB Ha pearibHble AeHbru

MpUNOXeHMS C PekTaMom a3apTHbIX UrP, @ TaKXKe Urp, KOHKYPCOB 1 COPEBHOBAHMWI C peasibHbIMM
LEHEXHBIMU NMPU3aMU PaspeLLeHbl, €CIN BbIMONHIIOTCS NEPEUNCIEHHbIE HUXE YCNOBMUS.

MpunoxeHve, 06bsBNEHNE U PeKITaMOAaTESb HE HAaPYLLIAKOT 3aKOHbI M OTPac/eBble CTaHAAPThI
CTpaHbl, B KOTOPOUN 06bsIBNEHNE ByAeT NoKasbiBaTbCS.

)

O6baBneHne COOTBETCTBYET BCEM ,D,eVICTByI'OLIJ,VIM MECTHbIM Tpe6OBaHVIFIM K JIMUEH3NnpPOBaHUIO
NPOAYKTOB 1 YCNyr, CBA3aHHbIX C a3apTHbIMU UTPaMU.

MpunoxeHre He Noka3biBaeT peknaMy a3apTHbIX UTP NULLaM, He AoCcTUrwmm 18 ner.

MpunoxeHve He BXoQuUT B nporpammy "MpunoxeHus ons Bcen cembn™.

Jlvua, He pocTturwue 18 net, He BXOOAT B Luenesyto ayguTtopuio NpunoXxeHus.

Ecnuv peknamMupytoTca NpUNoXeHWUs Ans a3apTHbIX Urp (CM. BbILLE), Ha LieNneBom CTpaHuLe
06bABNEHNS, B ONMcaHnM npunoxexus B Google Play nnv B caMoM NpunoXeHuy SOMKHbI
cofepXxaTbCs YeTKME CBEAEHMS O NPUHLMNAX OTBETCTBEHHOMW UrPbI.

I'Ipmno»(eHme He aBNnaeTCcqa CUMYNATOPOM a3apPTHbIX UTP (TaKVIX KaK Ka3nHO nnn BnpTyalibHble
nrpoBbie aBTOMaTbI).

.

MpunoxeHVe He OKa3bIBAET YCNYTY, CBA3aHHbIE C a3aPTHBIMU UIPaMK, @ TakKe Urpamu, IOTEPESIMU 1
COPEBHOBAHUSMU C pPeasnbHbIMK OEHEXHBIMY MPU3aMu UM COMYTCTBYOWUMU GYHKLMAMU (HanpuMep,
He NOMOraeT fenaTb CTaBKW, BbIBOAUTD BbIUIPbILLKW, OTCNEXMBATb CYET, KOTUPOBKM U Pe3ynbTaTbl N
YNpaBnsTb UrPOBbIMM GOHAAMM).

.

anIJ'IO)KeHVIe He NpoAaBUraeT a3apTHble UTPbl Ha peanbHble AeHbIM U CBA3aHHbIe C HUMK CEePBUCHDI.

Peknama asapTHbIX UIP, @ TakXe Urp, NIoTepen 1 COPEBHOBAHWUIA C peanbHbIMU LeHEXHbIMU NpU3amu
[LOMYyCKaeTCs TONbKO B MPUIOXEHMSX, COOTBETCTBYIOLLMX BCEM NEPEUNCIEHHDBIM BbilLe TPEOOBaHMSAM, U
B Pa3peLLEeHHbIX NMPUNOXEHUSIX LS a3aPTHbIX UrP (CM. BbilE) UM KOPOTKNX GIHTE3U-TYPHUPOB (CM.
HU>XKE) MPW YCNOBUK, YTO OHW COOTBETCTBYIOT TpeboBaHWaM 1-6.

Mpumepbl HapyLeHUN
+ MpunoxeHune ang HECOBEPLIEHHONETHMX, PEKNaMMPYIOLLEE CePBUChHI, CBA3aHHbIE C a3aPTHbLIMM
urpamu.

+ CUMyNATOp Ka3nHO, KOTOPLIV MPOABUraeT peasnibHoe Ka3nHO WM NepeHanpasseT B Hero
nonb3oBaTenemn.



. I'Ipmnoerme ong oTcnexunBaHMga WaHCOB Ha no6e,qy B CNOPTMBHbIX COPEBHOBaHUAX, coaepixalliee
CCbINKW Ha cawnT, rne NPpUHNMMaKTCA CTaBKWU.

« MpunoxeHus, cofepxaluye peknamy asapTHbIX Urp, KOTopas HapyLwaeT npaBuna 06 06bABNEHNSX,
BBOLALLMX B 3a6/yXAEHVE, HANPUMEpP peKnamHble 06bABNEHNS, KOTOPbIE BbIMMFAAT Kak KHOMKM,
3HAYKM UNK OPYrMe UHTEPaKTUBHbBIE SNIEMEHTbI.

Mpuno>xeHns ana KOPOTKUX PIHTE3U-TYPHUPOB

MPUNOXEHMS AN KOPOTKUX GIHTE3N-TYPHUPOB, COOTBETCTBYIOLLME TPEOOBAHNAM AENCTBYHOLLETO
MECTHOr0 3aKOHOLATENbCTBA, PA3PELLEHbI, ECNM BbIMOMHSATCS NEPEYNCTIEHHBIE HUXE YCITOBHS.

« MpunoxeHune nnu 1) pacnpocTpaHseTcs ncknoumTtensHo B CLUA; nnm 2) cootseTcTByeT TPEOOBAHUSM
K MPUIOXEHMIM ANS a3apTHbIX Urp. [ng pacnpocTpaHeHuns npunoxeHus 3a npegenamu CLUIA
pa3paboTumK JOSIKEH NOAATb 3asBKY, Kak YKa3aHO BblLLE.

+ Paspabotuvk nogasn 3asBky W NOSyYnn paspeLlleHne Ha pacnpocTpaHeHne npunoxexus B Google
Play.

+ MpunoxeHne He HapyLIAeT 3aKOHbI U OTPACNEBble CTaHAAPTbI CTPaH, B KOTOPbIX OHO
pacnpocTpaHseTcs.

+ BO3MOXHOCTb fenatb CTaBku Unm npoBOAUTb AEHEXHbIe TpaH3akKUun B NPUNOXEHUN HEQOCTYNHa
Ona HeCOBEPLWEHHONETHUX.

« MpunoxeHue pacnpocTpaHseTcs B Google Play 6ecnnatHo 1 HE ncnonb3yeT GyHKUMIO onnathl
KOHTeHTa uepes Google Play.

+ MpunoxeHne MOXHO BecnnaTHo ckayaTtb M3 Google Play.

+ [TpUNoXeHMo NPUCBOEHO BO3PaCTHOE OorpaHnyeHmne "Tonbko Ons B3POChbIX" UK 9KBMBASIEHTHOE
cornacHo penTtuHry IARC.

+ B npunoxeHun 1 Ha ero cTpaHuue B Google Play ecTb onucaHve NpuHLMNOB OTBETCTBEHHOW Urpbl.

+ MNpunoxeHne He HapyWwaeT AENCTBYIOWME 3aKOHbI M OTPACNEeBble CTaHAAPTbI TEX WTATOB UMK
TeppuTopuin CLUA, roe oHo 6yaeT pacnpoCTpaHaThLCS.

+ Y paspaboTurka ecTb AeNCTByoLWas NLEH3NS HA PACcNPOCTPaHEHME MPUIOXEHMS A1 KaX[0ro
wTaTa unu Tepputopumn CLUA, roe Takas nuLeHans TpebyeTcs.

« Ecnuny paspaboTtymka HeT IMLEH3UN HA PAcipOCTPaHEHNE NPUMOXEHNS B KaKUX-TO LUTaTax UK Ha
HekoTopbIX TeppuTopusax CLUA, TO OHO AOMKHO BbITb TaM HEAOCTYMHO.

+ MNpunoxeHne HeJOCTYMHO B TeX WTaTax U Ha Tex TeppuTopusx CLUA, roe npunoxXxeHus ans KOPOTKMUX
baHTE3N-TYPHUPOB 3anpeLLteHbl 3aKOHOM.

He3akoHHble pencTeus

Sanpeu.l,eHo I'Iy6J'IVIKOBaTb NPUNOXeHN], KOTOPbIe CI'IOCO6CTByIOT COBEPLUEHNIO HE3aKOHHbIX ,D,eVICTBMVI
M NOOLWPAKT UX.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

- Mokynka 1 Nnpofaxa 3anpeLieHHbIX NpenapaTos.

+ N306paxeHune TOro, kKak HECOBEPLLEHHOMNETHINE UCMONb3YHOT UK NPMOBpeTaloT HAPKOTUKK, ankorosb
1 TabayHble N3[enuns, a TakxXe NooLpeHne 3Toro.

« VIHCTpyKUMM NO NPOM3BOACTBY 3anpeLLEeHHbIX NPenapaToBs, B TOM YMCE MO BblpaLMBaHUIO
HapPKOTMYECKMX PACTEHNN.

KOHTEHT, co3aaHHbIN MOSb30BaTENAMMU

K aTon KaTeropmm OTHOCUTCA KOHTEHT, COS,D,aBaeMbII;I nonb3oBaTenamu, KOTOprIZ BMOEH NN OOCTYNeH
HECKO/IbKM NOoNb30BaTeNAM NPUNTOXEHNA.


https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru

B copepXalumx Takon KOHTEHT NPUIOXEHUSX, BKIHoYas crneunasnbHblie 6pay3epbl Unn KIIMEHTbI,
nepeHanpasngwoLLve nonb3osBaTenen Ha NNaTpopMy C TakMM KOHTEHTOM, [OSXHa BbiTh peanMsoBaHa
HagexHas, addeKkTnBHas 1 cTabunbHag cucTemMa MOAEPaL UM Nonb30BaTeNIbCKOro KOHTEHTa. BoT
TpeboBaHUs K Takow cucTeme:

. I'Iepen TEM KaK CcO3[aBaTb UM 3arpy>kaTtb MaTepuasbl, NONIb30BaTENN OOJDKHbI MPUHUMATDL YCNOBUSA
MCNoNb30BaHWa U/Unu npasuna gng nonb3oBaTenen.

+ [omxkHbl 6bITb faHbl ONPefeNieHNs HEXENaTENbHOrO KOHTEHTA U NoBefeHus (cornacyowmecs ¢
MpaBunamu Nporpammbl Afis paspaboTunkoB NpunoxeHnit B Google Play). Ycnosus ncnonb3osaHus
WNY NpaBuia Ang nosib3oBaTenemn [oMKHbI 3anpeLlaTb HEXeNaTebHbIN KOHTEHT U MOBEAEHME.

. nOHbSOBaTeHbCKI/IVI KOHTEHT OOJIXKeH MoAepunpoBaTbCd HAaCTOJIbKO, HACKOJIbKO 3TO YMECTHO Ang Toro
TUNa MaTepmManoB, KOTOpbIe pa3MeLLatoTca B MPUIIOXEHMUM. NTOMUMO NPOYEro, B NPUNOXEHNM LOSIKHA
6bITb peann3oBaHa CMCTEMa, MO3BONAOLLAN NOAABaTb Xanobbl U 61I0KMPOBAaTL HEXeNaTeNbHbIN
KOHTEHT 1 nonib3oBaTtenen. Npu HeOBXOANMOCTM Pa3pPaboTUMK [OMKEH NPUHUMATbL MEPbI NPOTHB
TaknUX MaTepuanoB 1 Nonb3oBaTenen. PasHble cLeHapum paboTbl C KOHTEHTOM, CO3LaHHbIM
nosnb3oBaTeNsaM, MoryT TpeboBaTb pasHbiX MOAXOA0B K Mogepauun. Hanpumep:

« Ecnv npunoxexue no3songeT aeHTMOULMPOBaTL ONpeaeneHHyo rpynmny nosib3osaTtenemn Takumm
CpencTBaMu, kak BepudmrkaLms unmn opnaH-perncTpauus (Hanpumep, NpUNoXeHus,
npeaHa3HaYeHHble AN YYEHMKOB LWKOJIbl UM COTPYAHMKOB KOMMaHWK), TO B HEM JOMKHA BbiTb
peanu3oBaHa GYHKLMS, MO3BONAIOLLAA XaNoBaTbCA Ha KOHTEHT 1 NOb3oBaTeNe.

+ Ecnv nonb3oBaTenu B NPUIOXEHUN MOTYT B3aUMOAENCTBOBATL APYr C APYroM OAWH Ha OfMWH
(HanpuMep, NepenncbiBaTLCA HAMPAMYHO, a Takxe OTMeyaTb UM YNOMUHATb KOro-TO B KOHTEHTE
WK YaTe), TO B HEM [JONXKHa BblTb GYHKLMUS BNOKMPOBKK Nonb3oBaTenen.

« Ecnn npunoxeHne npegocTasnsgeT gocTyn K 06LIJ,eJJ,OCTyI'IHbIM MaTepunanam, Co3faHHbIM
noJsib3oBaTensamu (HaanMep, npUNnoXeHna onda counanbHbIX ceTen un BeOeHNda 6J'IOFOB), TO B HEM
LOMKHA BblTb q)yHKU,VIOHaJ'IbHOCTb, nospongdtouiad 6J'IOKVIpOBaTb nonb3oBaTesien 1 XanoBaTbCs Ha
HUX N KOHTEHT.

+ B AR-npunoxeHusx MogepaLms nonb30oBaTeNIbCKOro KOHTEHTA (BKOYas CUCTEMY OTNPABKM Xanob
B MPWIIOXEHUN) [OIXKHA COCTOSATb B MPOBEPKE KaK HA HEXENATENbHbIN MOMb30BaTENbCKUIA KOHTEHT
(HanpuMep, AR-1306paxeHNs CEKCYaNlbHOro XapakTepa), Tak U Ha KOHOUOEHLMANbHOCTb
MECTOMOMOXEHUS, K KOTOPOMY NpUBSi3aHa LOMONHEHHAs PeanbHOCTb (HanprMep, BOEHHbIe 6a3bl
WNM YacCTHble BNAaEHNS, MOCKOIbKY Takasi MPpUBS3Ka MOXET CO3[aBaTb NPO6ieMbl Ans
COBCTBEHHUKOB).

» [LOMXHbI 6bITb NPUHATbLI MepPbl NPEAOCTOPOXHOCTU Ang TOro, YyTO6bI MOHETU3aund B NPUNOXEHNUN HE
crnocobcTBoBana HeXenaTenbHOMY NnoBeaeHUo nonb3oBaTenen.

Snn3opnyeckumn BCTpeYaloWwmMNCs KOHTEHT CEeKCyarlbHOro XxapakTepa

KOHTEHT cekcyasnbHOro XxapakTepa CUMTaeTCs ANM30ANYECKN BCTPEYAIOLWMMCS, ECIIN OH NOSIBASETCS B
NPUNOXEHNM C CO3AaHHbIM NOMb30BATENAMM KOHTEHTOM, KOTOpOoeE: 1) NpefocTaBngaeT focTyn K
MaTepuanam NpenMyLLecTBEHHO HECEKCYallbHOrO XapakTepa; 2) He MPOABUraeT U HE PEKOMeHayeT
KOHTEHT CeKkCyanbHOro xapaktepa. KOHTEHT CEKCYaNlbHOro XapakTepa, onpeaensiemMbln 4EUCTBYIOLNM
3aKOHOLATENbCTBOM KaK HE3AKOHHbIW, @ TaKXKe KOHTEHT, CO3LatoL N yrpo3y OS1g AeTEN, HE CUMTAETCS
3MU30[MYECKM BCTpeYatoLwmmes. Ero pasmelleHne 3anpeLeHo.

onnsogunyeckun BCTpeLIaIOLIJ.VIIZCFI KOHTEHT CEeKCyallbHOro Xxapakrtepa oonyckaeTca B NPUNOXEHNAX C
KOHTEHTOM, CO3aHHbIM NMOJIb30BaTENAMU, NPU cobnofeHnmn Bcex cnepyrowmnx ycnoamﬁ:

+ Takom KOHTEHT MO YMOMNYaHUIO CKPbIT GUIbTPaMK, AN MOMHOTO CHATUS KOTOPbIX TpebyeTcs Kak
MUHUMYM [Ba OEVNCTBUS. HanpumMep, OH MOXET GbITb CKPbIT 38 MEXCTPAHWUYHbIM OObSBIEHUEM UMK
Mo YMOMYaHUIO JOCTYMeEH TONbKO Noc/e OTKIoYeHNs 6e30MacHOro noucka.

« JocTyn K NpUnoXxeHnto siBHbIM 06pa3oM 3ab110KMPOBaH Afist AeTew (0 TOM, KTO CUMTaeTCs AETbMMU,
pacckasblBaeTCs B NpaBuiax nporpammbl “TIpunoxeHns ang Bcer ceMbi™) Npy NOMOLLY CUCTEM
NPOBEPKM BO3PACTa, HAaNPUMEP HENTPaNbHOro BO3PACTHOroO GUIbTpa UK BPYrnx CUCTEM,
onpeneneHHbIX 4eNCTBYIOWNM 3aKOHOLATENBCTBOM.


https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9893335
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 Bbl npepgocTaBunn ncUYepnbiBatoLMe OTBETLI B aHKETe AN MPUCBOEHNS BO3PACTHOIO OrpaHnyeHus
OTHOCUTENBHO KOHTEHTA, CO3AaHHOrO NONb30BATENSMU, KakK 3TOr0 TPEBYIOT NpaBuia B OTHOLWEHUN
BO3PACTHbIX OFPaHNYEHWNN.

Msbl yoansem us Google Play npunoxeHus, 0CHOBHOE Ha3HAYEHNEe KOTOPbIX 3aK/oYaeTcs B nybnmMKaLmum
HeXenaTenbHOro KOHTEHTa, CO3AaHHOrO NoJIb30BaTENAMU. Tak e Mbl MOCTYNAaeM C MPUIOXEHWSIMU, B
KOTOPbIX NMOMb30BATESNIN HAYMHAIOT pasMeLLaTh rnaBHbIM 06Pa30M HeXenaTenbHbI KOHTEHT UIN
KOTOPbIE CTAHOBATCH M3BECTHbI CPEAM MONIb30BATENEN TEM, YUTO HEXENATENbHbIN KOHTEHT B HUX HE
ypansercs.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ MpoaBmxeHne MaTepranoB CEKCyabHOro XxapakTepa, CO34aHHbIX NoJSib30BaTeNaMu, BKIOYast
peannaaunio NNaTHbIX GYHKLMIA, KOTOPblE CMOCOBCTBYIOT PaCcCNpPOCTPAHEHNIO HEXENATENIbHOro
KOHTEHTa.

+ MpUnoxeHns c KOHTEHTOM, CO3L,aHHbIM MONb30BATENSAMY, TAe He obecrneyeHa [OCTaTOYHas 3alKTa
OT yrpos, LOMOraTeslbCTB UK N3LEeBATENbCTB, OCOOEHHO MO OTHOLWEHWUIO K HECOBEPLIEHHONETHUM.

« 3anucu, KOMMeHTapum 1 poTorpadurmn B NPUNOXEHUM, NPefHa3HAUYEeHHbIe ANs 3anyruBaHus Lpyroro
yenoBeka UM NPU3bIBatOLLME K OCKOPONEHUSM, BPELOHOCHBIM LeNCTBUAM U HAaCMeLLKaM Mo
OTHOLUEHUIO K HEMY.

+ MpunoxeHus, pa3paboTunKm KOTOPbIX UTHOPWPYIOT Xanobbl NOSIb30BATENEN HA HEMPUEMIIEMBIN
KOHTEHT.

KOHTEHT 1 cepBUChbl, CBA3aHHbIEe CO 300POBbEM

3anpeu.|,eHo I'Iy6J'IMKOBaTb NpUnoXeHnd, npenocTtaBngdowme nonb3oBaTendamM goCTyn K OnacHbIM
KOHTEHTY 1 cepBnCaM, CBA3aHHbIM CO 300P0OBbEM.

MpUNoXeHNs, KOTOPbIE NPeanaratoT UK PEeKNaMUPYIOT KOHTEHT 1 CEPBUCHI, CBA3aHHbIE CO 300POBLEM,
LLOJIXHbI COOTBETCTBOBATb TPEOOBaHMSAM AENCTBYIOWErO 3aKOHOAaTENbCTBRA.

MpunoxeHus ons 300poBbs

Ecnu Bale npunoxeHve nonyyaeT JOCTYN K 4aHHbIM O 30OPOBbLE U B0 ABNSETCS NMPUIOXKEHNEM Af1s
300POBbs, TMBO COAEPXKUT CBA3AHHbIE CO 300POBbEM QYHKLMM, OHO [ONIXHO COOTBETCTBOBATH
npasunam Google Play ons pa3paboTunkoB, B TOM YMCre NpaBuiaM B OTHOLWEHUN HapyLIEHUS
KOHOUAEHLMANBbHOCTH, 3110yNoTpebneHns pecypcamm yCTponcTBa 1 MOWEHHNYECTBa, MPaBuiam B
OTHOLIEHUW COBLITUM, TPEBYIOWNX AENNKATHOrO OTHOLLEHWS, U YKa3aHHbIM HUXE TpeboBaHUAM.

- Oeknapauus B Play Console:

- B Play Console nepengute Ha cTpaHuuy "KOHTEHT npunoxenua” (“Mpasuna > KOHTEHT
MPUNOXEHNS") N yKaXMTe KaTeropmu, K KOTOPbIM OTHOCUTCS MPUITOXKEHNME.

» Tpeb6oBaHus K NoNUTUKE KOHPUAEHLMANbHOCTU U PACKPbLITUIO MHPOpMaLUK:

« Ccbinka Ha NONNTUKY KOHCI)VIJJ,eHLI,VIaJ'IbHOCTVI LOOXHa 6bITb npuveeneHa B npegHa3Ha4YeHHOM A4
Hee paspene Play Console 1 B caMoM NpuioxeHun ([onyckaeTcs pasMecTUTb TEKCT NpaBu).
Y6epuTech, YTo TEKCT NONUTUKM KOHMAEHUManbHOCTL (He B Buae PDF-daiina) oocTyneH no
aKTVMBHOWM OBLEfOCTYMNHOM CCbifike 683 OrpaHNYEHNiA Mo re030HE, HE MOXKET BbiTb M3MEHEH U
COOTBETCTBYET MHPOPMALMM U3 pazfena 6e30nacHOCTN faHHbIX.

+ B nonutmke KOHPUAEHLMANBHOCTU U B COOBLLEHMSAX O PACKPbITUN MHPOPMAaLNK, PAa3MELLEHHbIX B
NPUIOXEHNN, HEOBXOANMO NOAPOBHO OOBACHUTL, KAk OHO COBUPAET U UCMOSNBb3YET JINYHbIE 1
KOHGUAEHLMANbHbIE NONb30BAaTENIbCKME AaHHbIE, @ TAKXe NoyYaeT 1 NPefOoCTaBASET K HUM
LOCTYN. TO OTHOCMTCA K JI0ObIM CBEAEHMSIM, @ He TOMbKO K YKa3aHHbIM B pa3aene 6e30nacHoCTm
LaHHbIX. Ecnn B npunoxeHnn ectb GyHKLMUM UK BaHHbIE, AN [OCTYMA K KOTOPbIM HY>KHbl OMacHble
NIV OUHAMUYECKME Pa3pEeLLEHNS , OHO JOSIKHO COOTBETCTBOBATbL BCEM AENCTBYIOLMM
TpeboBaHMUAM K PACKPbITMIO MHPOPMALMM U MOSTYYEHUIO Pa3peLeHns Ha UCTONb30BaHNE faHHbIX.
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+ Henb3s 3anpalmnBaTh paspeLleHis, OT KOTOPbIX HE 3aBUCUT PaboTa OCHOBHbIX GYHKLIMN
NPUNOXEHWs ANs 300POBbs. HencnonbayeMble paspeLleHmns HyXHO yaanuTb. CriMcok pa3peLueHni,
CBSI3aHHbIX C JaHHbIMW [eNTMKATHOrO XapakTepa O 3[0POBbE, MOXHO NMOCMOTPETL B CTaThe
KaTeropuv npunoxeHuin gns 3a0opoBbs U [OMNOHUTENbHAs MHPOpMaLus.

+ [axe ecnm oCHOBHOE Ha3HaYeHWe NPUNOXEHUS HE CBA3aHO CO 3L0POBLEM, HO B HEM €CTb
CBf3aHHble CO 30,0POBbEM GYHKLMN U BOCTYMN K AaHHbIM O 300POBbE, HA HEFO PAaCMPOCTPaHSIOTCS
npaBuna B OTHOLEHWUU NPUIIOXEHWUI ANs 300POBbs. [10/1b30BaTENAM [OMKHA OblTb OYEBMAHA CBA3b
MeX[y OCHOBHbIMY GYHKLMUAMU NPUIOXKEHUS U MPUUYMHAMK, MO KOTOPbIM COBMPatoTCs AaHHbIe O
3A0poBbe. Hanprmep, NPUAOXEHWIO CTPaxXOBOW KOMMAaHUM MOXET BbITb HYXXEH BOCTYM K
MeIMLMHCKMM AaHHbIM Ang 0bOPMIEHNS MONMCA, a UTPe — K CBEAEHUSM O GU3NYECKON
aKTUBHOCTU AN9 NPOABUXEHNS B UFPOBOM MpoLecce. TO OrpaHUYeHe Ha UCMONb30BaHME
LaHHbIX JOJIXKHO ObITb OTPAXEHO B MONMNTUKE KOHOUAEHUMANBHOCTYN NMPUIOXEHNS.

- [lononHuTenbHble TpeboBaHUS:
Ecnu Balle NpunoxeHne OTHOCUTCS K OQHOM U3 YKa3aHHbIX HUXeE FpynM, Bbl fOSXKHbI BbIMOSHUTb
LencTByloWwne ns Hero TpeboBaHMs, a Takxe BblbpaTh Noaxoaswyto kateropumio B Play Console:

i annO)KeHI/ISI AN 300P0BbS, CBA3aHHbIe C roCyaapCTBEeHHbIMU YYpeXXaeHUssMu. Ecnu Bbi
MoMyYmnn OT roCyAapCTBEHHOIO YYPEXAEHMA UK aKKPeaUTOBaHHOW opraHmsauum B chepe
30paBOOXPaHEHNS paspelleHme Ha pa3paboTky U pacnpoCTpaHeHNe NPUIOXKEHNUs B NapTHepCTBe
C HMMMU, Bbl OOJIXXKHbI NpefoCTaBUTb HaM noaTeepXxaaowme oOKyMEeHTbl Yepes q>opMy
npenBapuUTenbHOro yseaomMneHus.

« MpunoxeHus gns oTCNEXMBaHUSI KOHTAaKTOB U COCTOSIHUSA 3[0POBbS. ECny Ball NpoayKT
npeaHasHayeH As OTCNEeXNBaHUS KOHTAKTOB C MHGULMPOBAHHBIMU U/MIN COCTOAHUS 300POBbS,
BbibepuTe B Play Console kaTeroputo “lMpodunaktnka 6GonesHen n obwecTBeHHoe
3ApaBoOXpaHeHue”. BaM TakKe HYXHO 3amnonH1Tb GOpMy NpenBapuUTeNnbHOrO YBEAOMIIeHMS,
YNOMSIHYTYIO BbILLE.

+ MpunoxeHusa ang uccnepoBaHUN ¢ yyacTmeM nogen. MNpunoxeHuns, B KOTOPbIX NPOBOAATCS
nccnenoBaHusa B 0611acTu 30paBoOXPaHEHNs C y4aCcTUEM OAEN, [OMKHbI COOTBETCTBOBATbL BCEM
npasmiam n 3akoHaM. MOMUMMO NMPOYEro, 3TO 03HAYAET, YTO HEOBXOAMMO NoMyYaTh
NHGOPMUPOBAHHOE COrflacue OT COBEPLIEHHONETHUX YY4aCTHUKOB UM OT POAUTENEN UMK
OMEeKYHOB HECOBEPLLIEHHOMETHMX. Pa3apaboTumkaM Taknx NPUIOoXKeHU Takxe CreayeT nonyunTh
ofobpeHne Ha NPOBEAEHNE UCCNIEA0BAHUIA OT MHCTUTYLMOHANBHOIO HabogaTelbHoro cosera u/
WX aHaNorMyHOro He3aBMCUMOrO KOMUTETA MO ITUKE, ECNIN ANF HUX HE NPEdyCMOTPEHO
ncknoyeHne. CBMAETENbCTBO O TakOM 0f06PEHUM HEOBXOAMMO NPEAOCTaBUTb MO 3amnpocy.

« MpunoxeHus, cunTarowmecs MEAULUHCKUM ycTponcTBoM, unu MO kak ycTporucTBo
MeAMLUHCKOro Ha3HaYeHus. Y pa3paboTumkoB NpunoxeHun u MO Takoro Tuna fOMmKHO BbiTb
pa3peLmnTenbHOe NMCbMO U APYTo JOKYMEHT C OLOBPEHNEM OT PErNaMeHTMPYIOLLEro opraHa
WNW YYPEXOEHNSI, OTBETCTBEHHOIO 3@ KOHTPOSTb HAf, MPUITOXEHUEM 1 COBIIIOAEHNE UM
TpeboBaHWI. NoaTBEPXAAIOWME AOKYMEHTbI HYXHO NPefoCTaBUTb MO 3anpocy.

[ aHHble npunoxeHus "3aopoBbe U cnopT”

[aHHble, [OCTYN K KOTOPbIM OCYLLECTBAETCS C NMOMOLLbIO Pa3peLweHnii Ha JOCTYM K NMPUIOXEHNIO
"300poBbE N CNOPT", CUMTAIOTCS NEPCOHANbHOM N KOHPUAEHLMANIbHOW NONb30BaTENbCKOM
nHoopmaumen. K HUM NpUMeHsoTCS NpaBuia B OTHOLWEHUM MOJIb30BaTENbCKUX AaHHbIX 1
AONONHUTENbHbIE TPe6oBaHUS

JlekapcTBa, oTnyckaeMmbie Nno peuenty

Mbl 3anpelLaem ny6nMkoBaTb NPUIOXEHMS, MPefHa3HaYeHHbIe A8 NPOAAXU UK MOKYNKK 6e3
peLenTa nekapcTB, OTNYCKaeMbIX MO PELEnTy.

3anpelleHHble BelecTBa

B Google Play Henb34 I'Iy6ﬂI/IKOBaTb NPUNOXeHNa onga peknambl Uin npoaaxun 3anpeleHHbIX BeWwecCTB,
[Oaxe eclqin OHU 3adBJiEHbl KaK 3aKOHHbIEe.
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BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

+ Bce NpoAyKTbl U3 HEMOHOMO CMMCKa 3anpeLLeHHbIX IeKapCTBEHHbIX MPENapaToB U MULLEBbIX
nobaBok

+ MNpopykTbl, cogepxalme adpenpy.

- MpopyKTbl, cCofepXalle XOPUOHNYECKUI TOHAAO0TPOMNMH YenoBeka (XIY) kak cpencTeo ans
NOXYAEHMS UM KOHTPONA 3a BECOM JIMBO B COYETaHUN C aHAabONMUYECKUMM CTEPOMAAMU.

+ [OneTtunueckme pobaBKu U CPEACTBa PACTUTENIbHOrO NPOUCXOXAEHUS, CoaepXallme
CUNbHOAEWCTBYIOLWMNE UMW ONACHbIE UHTPERNEHTDI.

MpPoAyKThI, B ONMCaHMKN KOTOPbIX COAEPXKATCS NOXHbIE 3asBNEHNS O NOMb3e ANs 3L0POBbs, HanpuMep
CPencTBa, 9k06bl CpaBHUMbIE MO 3GPEKTUBHOCTM C PELLENTYPHBIMU IEKAPCTBAMU UMM UHBIMU
MOAKOHTPOSbHBIMU NMpenapaTaMu.

MpoayKTbl, HE NpoLUefLmne rocyaapCTBEHHYIO CepTUdMKaLMIo, B peknaMme KOTopbIX
noapasyMeBaeTCs, YTO OHM 6e30MacHbl UK 3GGEKTUBHbI NPY NIEYEHUN UK NPOGUNAKTUKE
3aboneBaHuN.

.

npOD,yKTbI, B OTHOLWEHNN KOTOPbIX BBE€AEHbI NPAaBUTEJIbCTBEHHbIE CaHKL NN néo NPUHATDbI
3anpeTuTenibHble Unn npenynpeanTenbHble Mepbl CO CTOPOHbI KOHTPONMMPYOWKWX OPraHoB.

MpoayKTbl, HAMMEHOBaHMS KOTOPbIX OYEHb MOXOXM Ha HAa3BaHWS 3anpeLLeHHbIX N1LEBbIX 406aBOK,
dbapmMaLEeBTUYECKMX UM NHbIX BELWECTB C KOHTPOIMPYEMbIM 060POTOM 1 MOTyT BBECTU B
3abnyxpeHue.

MoapobHYto MHPOPMaLMIO O 3anpeLeHHbIX GapMaLeBTUYECKMX NpenapaTax 1 NULEBbIX fo6aBKax
MOXHO HaWTu Ha canTe www.legitscript.com

JloxHas uHpopmauus o 3gopoBbe

3anpelyaeTcs nybnnkoBaTb NPUNOXEHUS, COREPXKALLME CBA3aHHbIE CO 3[0POBbEM 3asIBNIEHNS, KOTOPbIE
BBOOAT B 3abny>XAeHME 1 NPOTUBOPEYAT NPU3HAHHBIM MELULMHCKMM haKTaM Uv MOTyT NPUYUHUTD
nonb3oBaTeNsM Bpes.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapyLUeHUN:

+ BBopgwwe B 3abnyxaeHne 3asaBeHns 0 BakLuHax (Hanpumep, yTBepXaeH s O TOM, YTO BaKLMHbI
MOryT nameHaTb JHK).

° I'IponaraHp,a OnacCHbIX, HEYTBEPXAEHHbIX METOLOB JleYeHNd.

« MponaraHaa gpyryx onacHbIX MeaULMHCKMX Npouenyp (HanpuMep, KOHBEPCUMOHHOW Tepanuu).

CBsi3aHHble ¢ MegULMHON PYHKLUM

3anpeLyeHo ny6nmMKoBaTh NPUITOXEHUS CO CBEAEHNSMU O 3A0POBbE MUIN MEAULMHE, KOTOPbIE BBOAST B
3abnyxgeHne unu SBRgTCS NOTEHLMANBHO ONacHbIMK. HanprMep, 3anpeLLeHo pasmelleHne
MPUNOXEHWUIN C BCTPOEHHOW GYHKLMEN N3MEPEHNS YPOBHS KUCIOPOAa. MPUNOXEHNS [OMKHbI
MOALEPXMBATb CBA3b C BHELHMM annapaTHbIM obecrneyeHneM, HOCUMbIMK YCTPOMUCTBaMU UIN
cneuuanbHbIMU AaTyMKamMm CMapTHOHOB AN UBMEPEHUS YPOBHS KUCIOPOAa B KPOBU. B MeTafaHHbIX
HY>XHO YKa3aTb, YTO Takue NPUIOXKEHUS He NpefHa3HayYeHbl Ang MEAULMHCKUX LeNen, CO34aHbl TONbKO
LN o6uiero HabnoaeHys 3a 3LOPOBLEM U HE ABNAIOTCS MEAMLMHCKUMM YCTPONCTBaMu. Kpome Toro,
LLOJIXXHbI BbITb NEPEYNCNEHbl MOAENM COBMECTUMOrO 060PYA0BaHUS UM YCTPONCTB.

MnaTtexu - MegULUHCKHE ycnyru

[na TpaH3aKLUuiA, CBA3aHHbIX C OKa3aHWEM PEerynmpyeMbix MEOULMHCKUX YCAYT, UCMONb30BaTh
nnaTexHyto cucteMy Google Play He HyxHo. MogpobHee o npaeunax Google Play B oTHOLWeEHUN
nnaTexemn
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KOHTEeHT, oCHOBaHHbIN Ha 61oKYenHe

Mo Mepe BbICTPOro PasBUTUS TEXHONOMMM BIIOKYENH Mbl CTPEMUMCSI TPEROCTABUTb AJ1 Pa3paboTunKoB
nnathopmy, Ha KOTOPOM OHWU MONIN Bbl BHEAPSATL MHHOBALMK U cO34aBaTb bonee yaobHble 1
MMMepPCKBHbIE CEPBUCHI ON4 nosnb3oBaTenemn.

B Liensix HacTosLEro npaBwma Mbl PaCCMaTPMBAEM KOHTEHT Ha OCHOBE BNOKYErHa Kak
TOKEHN3NpPOBaHHbIE LLI/IC])pOBbIe O6'beKTbI, KOTOpblE CO3[at0TCA N MCNOMNb3YHOTCA NPy NOMOLWWN
TexHonoruy 6rokyenH. Ecnv Balue NpunoxeHne CoOOEPXMUT Takon KOHTEHT, Bbl LOMKHbI cObNofaTh
yKa3aHHble TpeboBaHus.

KpunToBanioTHble 6UPXXU U NPOrpaMMHbIE KOLLESbKU

YT06bI NOKYNaTh KPUNTOBANIOTHI, @ TaKXe BNafeTb UM 06MEHMBATLCS MK, HEOBXOLMMO MCMOb30BaTh
cepTndULMPOBaHHbIE CEPBICHI B OPUCAMKLMAX C 3aKOHOLATENbCTBOM, Perynvpyowwmm obpalleHve
Takux BasoT.

Balue npunoxeHne Takxe [OMKHO COOTBETCTBOBAaTb AENCTBYIOWMM 3aKOHAM BCEX PEFMOHOB 1 CTPaH, B
KOTOPbIX OHO pacnpocTpaHsaeTca. He nybnukyTe ero B permoHax unmn cTpaHax, rae Balm npoayKTbl 1
cepsucbl 3anpelueHbl. Google Play MoxeT noTpeboBaTb OT Bac NpefoCcTaBUTb AOMONHUTENbHYIO
MHGOPMALMIO AN [OKYMEHTbI O TOM, YTO BaLle NPUNOXEHNE OTBEYAET BCEM AENCTBYIOWMNM 3aKOHAM 1
NNLEH3NOHHBIM TPEBOBAHMUAM.

MaWiHUHI KpUnNTOBaNIOTHI

3anpelyeHo nybnmMKoBaTh NPUITOXEHUS, NPEefHa3HAYEeHHbIE A1 MalHUHIa KPUNTOBANIOT Ha
yCTPOWUCTBaX. [PUNTOXEHMS, PETYNVPYIOLLME MAVHUHT KPUMTOBAIOT AUCTAHLMOHHO, Pa3peLleHbl.

Tpe6oBaHUs K NPO3Pa4YHOCTU NPU pacnpoOCTPaHEHUU TOKEHU3UPOBaHHBIX LiUPpPOBbIX 06BHEKTOB

Ecnwv Bale npunoxeHve NpofaeT nnv No3BonseT Nonb3oBaTeNnsM 3apabaTbiBaTb TOKEHU3NPOBaHHbIE
LUndpoBble 06BEKTHI, Bbl LOMKHbI COOBLUTL 06 3TOM Yepes GopMy Aeknapaunm GUHaHCOBbIX GYHKLMN
Ha cTpaHuue "KoHTeHT npunoxerus" B Play Console.

Mpu CO3AaHMM KOHTEHTa AJIS NPOAAXKM Yepes NPUIoXKeHNe Bbl OMKHbI yKa3biBaTb B CBEAEHMIX O
KOHTEHTE, YTO OH NPEACTaBNSeT COHON TOKEHU3NPOBaHHbIN LibPOBON 06bEKT. [LONOMHUTENbHYIO
MHPOPMALMIO MOXHO HaWTK B cTaTbe Kak co3naTh KOHTEHT A9 MPOLAXM Yepes NpurioXeHue.

3anpelyaeTca ynoMmHaTh B npuBnekaTensHon ¢opMe ninm NpoaBuratb BO3MOXHOCTb NOJSyYaTh AOXOL
yepes Urpy Unu TPEeMANHr.

JononHuTtenbHblie TpeboBaHusa kK ucnonb3sosaHuio NFT B urposon popme

YTO6bI PACNPOCTPaHATD NPUIOXEHNUS AN a3aPTHbIX UrP, paboTalowme ¢ TOKEHN3MPOBAHHbIMM
undpoBbIMM 06bekTamu, Hanpumep NFT, Hy)XHO NoNyYnTb paspelleHne, Nofas 3asBKy. 1o TpebyeTcs
cornacHo Mpaeunam Google Play B OTHOWEHWN a3apTHBIX UTP, UTP U COPEBHOBAHWIA C peanbHbIMM
LEHEXHBIMU NPU3aMU.

Bo BCex oCTanbHbIX MPUTOXEHWSX, KOTOPbIE HE COOTBETCTBYIOT TPEHOBaHMAM K NPUNOXEHUIM ANs
Q3apTHbIX UrP 1 He yKa3aHbl B pasfene Lpyrve nunoTHbIE UTPOBbIE NMPOEKTLI C PeasibHOM BasoToN,
HMKaKne 06bEKTbI C AEHEXHON LEHHOCTBIO HE AOMXKHbI MPUHMMATbCS B OBMEH Ha BO3MOXHOCTb
nonyuntb 06bekTbl NFT HensBecTHOM cTouMocTu. O6bekTbl NFT, NprobpeTeHHble Nonb30BaTeNs MU,
LOOJDKHbI MPUMEHATLCS B UrPe ANs yNPOLEHNS ee NPOXOXAEHNS 1 yiyULleHUs UrpoBoro npoLecca.
HeponycTumo, 4tobbl Takme 06beKTbI UCMONB30BANMCh AJ1S CTAaBOK UN 3aKMOUYeHMst Mapy B 06MeH Ha
BO3MOXHOCTb BbIMIPaTh NPU3bl PEasibHOM LEHEXHOW CTOMMOCTU, B TOM Yncne apyrue obbekTbl NFT.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHWI:

« MpunoxeHus, B KOTOPbIX NpogatoTcs Habopbl NFT 6e3 MHPopMaLmm o ToM, Kakue 06bekTbl NFT B HUX
BKJTIOYEHbI 1 KaKOBa LIeHHOCTb COAEPXNMOTrO.


https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots

« CMynaTopbl a3apTHbIX Urp, Tpebylowwme onnaTy AN1g Havana Urpbl M NPefoCcTaBnaoWme B KayecTe
BO3HarpaxgeHus o6bekTbl NFT.

KOHTeHT, co3pgaHHbIN UCKYCCTB€HHbIM UHTEJ1JTIEKTOM

Mogenu reHepaTUBHOIO MCKYCCTBEHHOIO MHTENNEeKTa CTaHOBATCS LOCTYMNHee, U pas3paboTymkn MoryT
BHELPSATb UX B MPUIOXEHNS, YTOBbI NOBbIWATL YA06CTBO CBOMX MPOAYKTOB 1 BOBEYEHHOCTb
nosb3osaTenen. Mbl XOTUM, YTOBbI KOHTEHT, CO3[,aHHbIN C MOMOLLbIO Taknx Moaenekn, 6bin 6esonaceH
LNS BCEX, @ NOMyYEHHbIE OT3bIBbl YUYMTbIBANUCH NMPU AanbHENLWEM Pa3BUTUM NPOAYKTOB.

KoHTeHT, co3paHHbIN UCKYCCTBEHHbIM UHTEJTJIEKTOM

KOHTEHT, CO3JJ,aHHbIIZ NCKYCCTBEHHbIM UHTENNEKTOM, reHepupyeTca MmogenamMm reHepaTtmBHoOro
NCKYCCTBEHHOIo MHTENNeKTa Ha OCHOBaHMK 3anpocoB nonb3oBaTenen. an/IMeprZ

+ TEeKCT, KOTOpbIN co3paeTcs YaT-60ToM ¢ MW B npoLecce 06LiEHNS C NOMb30BaTENIEM, ECMM TaKoe
obLUeHVE 9BNSIETCA OCHOBHOW QYHKLMEN NPUIOXEHMS;

* N306paxeHUs, KOTOPbIE FrEHEPUPYIOTCA UCKYCCTBEHHbBIM MHTENINIEKTOM Ha OCHOBAHWUMW TEKCTOBBIX,
rpapuyecKmx U rofiocoBbIX 3aMpPOCOB.

Ins obecneyeHns 6e30nacHOCTM NOMb30BaTENEN U B COOTBETCTBUM CO CHEPOI LeNCTBUS NpaBus
Google Play, npunoxeHus, cosgatolme KOHTEHT C UCTIONb30BaHNEM TEXHOMOMMUI UCKYCCTBEHHOrO
WHTENNeKTa, [OMKHbI OTBeYaThb npaeunam Google Play ans paspaboTunkos. B yacTHoCTH,
NPUNOXEHUSAM HeNb3s CO3AaBaTh 3anpeLleHHbIi KOHTEHT, HanpUMep CNoCOBCTBYIOWMI SKCMyaTaLmm
AEeTen UK HaCUNUIO Haf, HUMW, a TakXXe BBEAEHUIO B 3abnyxaeHue.

MpUNoXeHNs, CO3AaKoWME KOHTEHT C MOMOLLbIO TEXHOMOTMMIN UCKYCCTBEHHOTO MHTENNEKTA, LOMKHbI
NpPefocTaBnaTb MNOSb30BaTENSAM BO3MOXHOCTb OTMEYaTb OCKOP6UTENbHbIE MaTepuansl uam coobwats o
HKX pa3paboTunkam, He BbIXOAs U3 NPUIoXeHUs. Pa3paboTurkam cneflyet NCnonb30oBaTb COOBLLEHMS
nonb3oBaTesNien B Ka4ecTBe UCTOYHUKA MHPOPMaLMK Ang GUNbTpaLMmn KOHTEHTa U MOAEPAaLIMN B CBOUX
NPUNOXEHWUSIX.

MIHTennekTyanbHas COBCTBEHHOCTb

3anpelyaetcs HapyLlwaTb YbM-NM60 NpaBa Ha UHTENNEKTYaslbHY0 COBCTBEHHOCTb (TOBapHbIE 3HaKMK,
aBTOPCKUE NPaBa, NaTeHTbl, KOMMEPYECKMe TalHbl U T. [.), @ TAKXKe NOOWPATh HapyLUeHWe 3TUX NpaB
UnM cnocobCcTBOBaThL eMy. 3anpeT KacaeTCs Kak MPUAOXEHWN, Tak U aKKayHTOB pa3paboTumKoB.

Ecnv Ham CTaHeT N3BEeCTHO O NOJO6BHbIX MaTepuanax, Mbl MPUMEM HeobxoanMble Mepbl. YTobbI
COOBLWMTb O HAPYLIEHUM aBTOPCKMX NMPaB U MONyYnUTb AOMONHUTENbHYIO MHbOPMaLMIo, CiefyinTe
HaLMM MHCTPYKLMAM MO YAaneHuo KoHTeHTa 13 Google

YT1o6bl NOgaTh Xanoby Ha NPUIOXEHME, B KOTOPOM NPOAAIOTCS UM PEKNAMUPYIOTCS NOAAENbHbIE
TOBapbl, 3aNofHUTE 3Ty hopMmy

Ecnv Bbl BNagenew, TOBapHOroO 3HaKa M BaM KaXeTcs, YTO OH HE3aKOHHO UCMONb3YETCS B MPUIIOXEHUY,
KOTOpOe pacnpocTpaHsieTcs Yepes Google Play, pekomeHayeM cHavana 06patnTbCs K pa3paboTumky
3TOro NPUNOXeHUs. ECnm 3To He MOMOXET YCTPaHUTb HapyLLUEHUE, OTNPABLTE Xanoby Ha HE3aKOHHOE
MCMOMb30BaHWE TOBAPHOIO 3HaKa C MOMOLLbIO 3TON GOPMbI

Ecnn Y BaC €CTb NMCbMEHHOE pa3pelieHne ot npaBoo6na,u,aTenﬂ, TO UHTENNEKTYalNbHYIO
cob6CTBEHHOCTD (BpeHs, norotun u rpaduyeckre 06beKTbI) MOXHO UCMONB30BaThb B MPUNOXEHNUN U
Ha ero cTpaHuue. Oba3aTenbHO CBIXMTECH C KOMaHaou Google Play  nepep nybnukaunen
MPUNOXEHWSI, YTOBbLI €r0 HE OTKIOHUN 33 HapyLLIEHNE aBTOPCKMUX NPaB.

He3akoHHOE UCNOSIb30BaHME KOHTEHTA, 3aLlULLEHHOIrO ABTOPCKNMM NpaBOM


https://support.google.com/googleplay/android-developer/answer/10146128
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428

3anpelyaeTcs HapyLlaTb YyXune aBTopckue npasa. MIaMeHeHre MaTepranos, 3aluLieHHbIX aBTOPCKUM
NpaBoM, TakxXe MOXET NPUBECTU K HapyLeHMo. B HEKOTOPbIX Clyyasx pa3paboTUnKM LOMXKHbI
[,0Ka3aTb CBOE MPaBO Ha UCMOJb30BaHNe TOro UiV MHOTO aBTOPCKOrO KOHTEHTA.

He pekomMeHgyeTcd ncnonb3oBaTb LIy)KOVI KOHTEHT Ond neMOHCTpaunmn BO3MOXHOCTEWN CBOEro
npunoXxeHus. BesonacHee Bcero co3patb OpuUrnHanbHble MaTepuanbl.

BoT npuMepbl Haubonee pacnpocTPaHEHHbIX HapyLIEHUN:

+ OBMNOXKMN My3blKarnbHbIX a/lbOOMOB, BULEOUTP U KHUT.
+ PeknamHble n3obpaxeHns u3 ¢punbMoB, Cepranos, Tenenepeaay um BUAEourp.

° l/I306pa>Keva nnm 3aCtaBkn N3 KOMMUKCOB, MyJ'Iqu)VIJ'IbMOB, q)VIJ'IbMOB, BMOEOKNnNoB, cepunanos Unun
Tenenepenauv.

« JloroTunbl YHUBEPCUTETCKMX NN NPOPECCUOHANBHBIX CMOPTUBHBIX KOMaHA,

« ®oTorpadumm 13 npoduns N3BECTHOrO YeNIOBEKA B COLMANbHON CETY.

« ®oTorpadun N3BECTHOrO YENOBEKA, CHATbIE MPOdECCHMOHaNbHbIM GoTorpadom.

. PeI'IpOJJ,yKU,VIVI KapTWH, 3alMLLEHHbIX aBTOPCKUM NPaBOM, NN KOMUU, HEOTIUYNMbIE OT OpUrnHana.
. Ay,u,mo3anv|cv| 13 MaTepuanos, 3alUWEHHbIX aBTOPCKNUM MNPaBOM.

* Konun nnmn nepeBobl KHUT, HE ABNAOWNXCA 06LIJ,eCTBeHHbIM AOOCTOdHNEM.

MoowpeHre HapyLueHWs aBTOPCKUX NpaB

3anpelyeHo ny6mMKoBaTh NPUIOXKEHNS, NMOOLLPAOLLME HAPYLIEHE aBTOPCKUX NPaB Uiv
cnoco6CeTByioLMe 9TOMY. ECnv Bbl HE YBEPEHbI, YTO BaLle NPUNOXEHUE He HapyLwaeT 910 NpPaBsuo,
06paTnTech 3a COBETOM K OPUCTY.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ MpunoxeHuns ans NOTOKOBOW Nepefayn BUAEO UK ayamno, KOTopble No3BoNsatoT 6e3 paspelueHms
CKayaTb KOMUIO KOHTEHTA, 3aLiMLEHHOIO aBTOPCKMM NPaBOM.

+ MpunoxeHus, No3BoNsIOLWME CNyWaTb, CMOTPETb 1 CKauMBaTb My3biKy, BUAEO U APYrOV KOHTEHT B
o6xop 3aKoHa O 3aLuMTe aBTOPCKUX NPaB:
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(D B onuncaHnmM 3TOro NPUNOXEHUS NOMb30BaTENAM MPE/araeTcs CKauMBaTb KOHTEHT, 3alLMLLEHHbIN
aBTOPCKMM NpaBoM, 6e3 COOTBETCTBYIOLWErO Pa3peLleHus.



@ CKpVIHI.IJOT B ONMUCaHNN 3TOro NPUNOXEHUSA NpU3blBaeT nonb3oBaTenen ckaymeaTtb KOHTEHT,
38LI.I,MLIJ,eHHbIl;I ABTOPCKMM NpPaBOM, 6e3 COOTBETCTBYIOLWErO pa3peLleHnd.

HapyLlueHune npaB Ha TOBapHbIN 3HaK

3anpelyeHo ny6nmMKoBaTh NPUITOXEHNS, HapyLUatoL e NpaBa Ha TOBAPHbIN 3HaK. TOBapHbIM 3HAKOM
Ha3blBAIOT C/IOBO, CUMBOJT UMM UX COMETaHUe, yKasbiBalowme Ha NpoV3BOAMTENS TOBapa Mu
nocTaBLwmka ycnyr. OH faet BnagenbLy UCKNOUMTENbHbIE NPaBa Ha ero UCMonb3oBaHne
NMPUMEHWUTENBHO K [laHHOMY TOBapy Unv ychnyre.

HapyLeHnem faHHbIX NpaB CUMTaETCs HEHaANexallee UM HeCaHKLMOHNPOBAHHOE MCMONIb30BaHME
MOEHTUYHOrO NGO OYEHb NMOXOXErO TOBAPHOIO 3HAKa C Lenbio AaTb HEBEPHOE npeacTaBneHne oo
NCTOYHMKE NpoayKkTa. ECnun B Balwem NpunoXeHnu NpuCyTCTBYOT TOBAPHbIE 3HAKM APYrUX MPOAYKTOB,
KOTOpble MOryT BBECTU MONb30BaTeNen B 3abnyxaeHne, OHO MOXET ObITb 3a6NOKMPOBAHO.

MoppenbHbie ToBaphbl

3anpeLeHo nybnnmkoBaTb NPUTOXEHUS, B KOTOPbIX MPOAAITCA MW PEKSTAMUPYIOTCS NOALENbHbIE
TOBapbl. Peub naeT 06 M3nenmsax, Ha KOTOpbIX eCTb 0603HAYEHNS, MAEHTUYHbIE YYXXMM NorotTunam /
TOBaPHbIM 3HAKaM UMM OYEHb MOXOXME Ha HUX. DTO MNO3BONAET BblgaBaTb NOAAENbHbIV TOBAP 3a
NOAJSIHHBIN.

HapyLweHue koHduaeHUnanbHOCTH, 3f1oynoTpebneHne
pecypcamMu yCTpOMUCTBa U MOLLEHHNYECTBO

KoHduaeHumanbHoCTb nosb3oBatesnien 1 6€30MacHOCTb CEPBUCOB OYEHb BaXKHbI s Hac. MoaToMy B
Google Play cTporo 3anpetiaeTcs ny6nmMkoBaTh BPEeLOHOCHbIE, MOLLIEHHUYECKWE U Apyrue
NPUNOXEHWUS, KOTOPblE HEAOMYCTMMbIM 06Pa30M UCMONb3YIOT PECYPCHI CETU UMK YCTPONCTBA, a TakxXe
nepcoHasbHble faHHble.

[laHHblE NONb30oBaTENS

K maHHbIM Nonb3oBaTens OTHOCATCS CBEAEHUs, NPeLOCTaBNEHHbIE UM, @ TaKXe MOJSyYEHHbIe B XOfe ero
paboTbl, B TOM yncne nHpopmMaums ob yctponctee. Oba3aTesibHO coobLymTe, Kak U Ans Yero Bbl byaeTe
cobupaTb, 06pabaTbiBaTbh M MCMOMb30BATb 3TW [AHHbIE, @ TakXXe Nony4YaTb U NPEROCTaBNSATb K HUM
JocTyn. Micnonb3oBaTb Takyto MHOOPMaLUIO B LLENSX, O KOTOPLIX Bbl HE 3asBUN, 3anpeLLeHo. MomMmnMo
3TOro, Ntobas 06paboTka NMMUHBIX 1 KOHOUAEHLMANbHbBIX BAHHbIX NONb30BaTENs [OMKHA
OCYLLECTBNATLCA B paMKaXx LOMOMHUTENbHbIX TPeboBaHUN, yKasaHHbIX B pasgene “JindHbie n
KOHbMAEHUMarnbHble NoNb30oBaTeNbCKME faHHble" HuKe. 3Tu npasuna Google Play gononHsiot
TpeboBaHUa [ENCTBYIOWEro 3aKOHOAATENbCTBA O KOHOUAEHLMANIBHOCTMN 1 3aLLMTE OaHHbIX.

Ecnv B Balem NpuioXeHn NCNofb3yeTcs CTOPOHHMI kog (Hanpumep, SDK), ybeautech, YTo 3TOT KOA,
1 npouecchl 06paboTkn NONb30BATENbCKMX AaHHbIX Ha CTOPOHE CO3aaTeNns Koga COOTBETCTBYHOT
MpaBunam nporpaMmsl 4Jis pa3paboTunkoB npunoxerHun B Google Play, B ToM yncne TpeboBaHusM 06
NCNONb30BaHUM N pacKpbiTUKM MHGOPMaLMK. Hanpumep, Bbl BOMKHbI YOeanTbCs, YTo nocTaBwmk SDK
He NPOoJaeT NMYHbIe Y KOHPUAEHLMANbHbIE faHHbIe NONb30BaTENs, NOMyYEHHbIE U3 BaLIEro
npunoxeHus. 3To TpeboBaHNe NPMMEHMMO BHE 3aBMCMMOCTM OT TOro, ByayT v NONb30BaTENbCKME
[aHHble nepefaHbl Mocne OTNPaBKX Ha CEPBEP MMM B pesynbTaTe BHEAPEHNS CTOPOHHETO Kofa B Balle
npunoXxeHue.

JInyHbIE M KOH¢MAeHLlMaJ1beIe nosib3oBaTtesibCKue gaHHblie

K nnyHbIM 1 KOHGMAEHLMANbHBIM MONb30BATENBCKMM AaHHbIM OTHOCUTCS B TOM YMCie MHPOPMaLLUS,
No3BONAOLWAN MAEHTUPULMPOBATb INYHOCTb, PUHAHCOBBIE, NIATEXHbBIE N YYETHbIE AaHHbIE,
TenedOoHHasa KHUra, KOHTaKTbl, faHHble 3BOHKOB 1 SMS, faHHbIe 0 300p0OBbe  , AaHHbIe MNaThopMbl
"3popoBbe 1 CnopT" , AaHHbIE O MECTOMOJIOXEHUN YCTPOMNCTBA U CAUCKE APYrvX NPUNOXEHNN Ha


https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://developer.android.com/training/location
https://developer.android.com/training/location

YCTPOWCTBE, faHHbIE MUKPOPOHA 1 KaMepsbl, @ Takxe apyras KoHduaeHUManbHas nHdopMaLms 06
YCTPOWCTBE WM ero UCMonb30oBaHUW. ECiv Balue NpuoXeHne NCNonb3yeT TakMe CBeAEHNs, OT Bac
TpebyeTcsa cnepytoLee:

+ OrpaHuuMBaTh JOCTYN K INYHBIM U KOHOUAEHLMANBHBIM NONb30BATENBCKMUM AaHHbIM, MOMYyYEHHbIM
yepes NPUNOXeHKE, a Takxke Ux COop, NCMONb30BaHWE U NepeaaYy. AT AENCTBUS [OMYCKaOTCS
TONbKO ANA NPEROCTaBAeHMs GYHKLMI CEPBUCA UM NPUIOXEHUS, @ TakxXe B Lensx,
COOTBETCTBYIOLMX MPABUIIAM U He HapyLLAIoLWMX 060CHOBaHHbIE OXMAAHMS NONb30BaTeNEN.

° anIJ'IO)KeHVI;I, ncnonb3ykowmne inYyHblie n KOHCI)VIJJ,eHl.I,MGJ'IbeIe NnoJsib30BaTENbCKME OaHHbIe Oid
NoKa3a peknaMbl, AOSKHbI COOTBETCTBOBATbL NMpaBkiaM pa3MeLleHns peknambl

+ [aHHble pa3pelueHo nepenaBaTb, ECNN 3TOr0 TpebyeT AeNCTBYOLee 3aKOHOAATENbCTBO
(HanpuMep, Mo 3anNpocy rocopraHoOB) UMK CAeska Mo CAUSAHUIO MW NPOLaXe aKTUBOB. Bbl LOMXKHbI
yBELOMUTb 06 3TOM Monb30oBaTeENeN LpUANYECKN NpuemnemsiM cnocobom. Kpome Toro, nepegava
OaHHbIX BO3BMOXHa NMocTaBLWWKaM ycnyr

+ ObpabaTbiBaTb BCE JIMUHbIE U KOHOUAEHLMANbHbIE LaHHbIE NOSIb30BaTENEN 6e30NacHbIM 06Pas3oM, B
TOM YnCne C NPUMEHEHNEM COBPEMEHHBIX METOLOB LWNPPOBaHUS, HanpumMep npoTtokona HTTPS.

+ o BO3MOXHOCTM 3anpaLnBaTh GUHAMUYECKME PA3PELIEHNS, MPEXAE YEM UCMOMNb30BaTb faHHbIE,
LOCTYM K KOTOPbIM perynupyetcsi paspeluenusmu Android

- He nponasaTb JINYHbIE U KOHq)M,D,eHLI,MaJ'IbeIe nonb3oBaTes/ibCKMEe AaHHbIE.

« "Mpopaxa" nogpasymeBaeT 06MeH UK nepepady Taknx LaHHbIX TPETbMM NULaM  C LEenbio
nony4YeHns eHeXHOro AoX0Aa.

« Ecnun cBouv nnuHble 1 KOHGUAEHLManbHbIE faHHble NepefaeT caM Nonb3oBaTesb, 3TO He
cunTaeTcs npofaxen. MpuMepbl TakMx CUTYaLMI: B NMPUMIOXEHUM eCTb GYHKLMS AN nepeaym
¢darnoB TpPeTbMM NuLaM; NPUNOXEHNE NPefHa3HaYeHO A MPOBEAEHNS HAyUHbIX
NCCNEefoBaHWI, N faHHbIe OTMPAaBASIOTCS B 3TUX LENsX.

PackpbiTue MHpoOpMaLmMm U paspelleHre Ha UCNIONIb30BaHUE AaHHbIX

Ecnu Bawwe npunoxeHue cobrpaeT, UCNONb3yeT 1 NepefaeT IMYHbIE U KOHbUAEHLMaNbHbIE
nonb30BaTeNlbCKNe AaHHbIe B LENsX, KOTOPbIe MOryT He COOTBETCTBOBaTb 0HOCHOBAHHBIM OXWAaHUSAM
nonb3oBaTesNier OT NPoaykTa unu GyHKUMKM (HanpuMep, ecnv c6op nHbopMaL M NPoxoauT B GOHOBOM
pexuMe), BaM HEOBXOAMMO BbINONHUTL TPEBOBAHNS HUXE.

PackpbiTvie uHopMaLuu. Bbl BOMKHBI yKa3aTb B NPUIOXXEHUU CBeAeHus o cbope,
MCnonb3oBaHUM U Nepepaye NUYHbIX faHHbIX. JNg TakMx CBeAeHU AeNcTBYIOT crnegyiowue
TpeboBaHus:

+ NHdopmaLms gomkHa 6biTe B CAMOM NPUIOXKEHNM, @ HE TONbKO B €0 ONMCaHUM UK Ha canTe.

« NHdopmaLms pomkHa 0TobpaxaTbCs MPU 0BbIYHOM UCMONb30BAHUN NMPUNOXEHNS, 6€3 BbI30BA MEHIO
WM HaCTPOEK.

* B nHdpopmaLmm 0onxHO 6bITb YKa3aHo, Kakne faHHbIe UCMONb3yeT UK cobupaeT NpUnoXeHne.

+ B Hel fomKHO 06bACHSATLCS, Kak UMEHHO MPUIIOXEHWE UCMONb3YET U NepefaeT AaHHbIe.

* IHpopmaLms He MOXET COLEPXKaTbCs TOMbKO B MONUTMKE KOHOUAEHLNANBHOCTM WU YCNOBUSIX
NCNONb30BaHUS.

+ iHdopmaLms He MOXET BKJIIOYATbCA B COCTaB APYrnX CBEAEHMN, HE CBA3aHHbIX C Bonpocamu cbopa
JINYHBIX N KOHOWAEHUNANbHBIX AaHHbIX NOfb30oBaTeNnen.

Cornacue nonb3oBaTtenen U gMHaMM4yeckue pa3pewieHus. Bbl pONKHbBI 3anpocuTb cornacue
nosib3oBaTensid U AuUHaMn4yeckoe paspeleHne cpasy nocrse nokasa coobuweHus o packpbiTUKN
MH¢OpMaLI,MI/I, COoOoTBeTCTByOLWero ykazaHHbiM paHee npasunam. Ona 3anpoca neﬁCTByIOT
cnepgywouue npasuna:

+ 3anpoc fonxeH 6bITb cHOPMYNMPOBaH NpeaesibHO ACHO U NPEACTaBNEH B OTAENbHOM ANaNOroBOM
OKHe.

+ Cornacvie nosib3oBaTens AOMKHO NOATBEPXAaTbCa AeCTBMEM (HanpuMep, HaXaTueM KHOMKU Ui
YCTaHOBKOM ¢riaxka).


https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9857753#location-data
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9857753#location-data
https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10787469#service-provider&zippy=%2Csharing%2Cdata-sharing
https://developer.android.com/guide/topics/permissions/overview
https://developer.android.com/guide/topics/permissions/overview
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing
https://support.google.com/googleplay/android-developer/answer/10787469#first-and-third&zippy=%2Csharing%2Cdata-sharing

CI/ITyaLl,VIVI, Korga nosib3oBatesib HaMePEHHO Unn CJ'IyHaI;IHO 3aKpblBaeT OKHO C 3anpocoMm, B TOM
Yncne Haxxatmem B opyromM MecTte nnm KHOMKOM BO3BpaTa Ha rnaBHbIN 9KpaH, HE MOT'yT CUNTaTbCA
cornacuem.

.

ABTOMaTMYECKMN 3aKpbiBatowmnecd 3anpocChl (HaanMep, no ncTevyeHnn onpepeneHHoro BpeMeHVI) He
MOryTt 6bITb cpencTsoM nony4vyeHmna cornacus.

3anpoc fomkeH 6biTb CHavana ofobpeH nons3oeaTteneMm. TOMbKO MOCE 3TOro Balle NPUIOXEHNE
MOXET NONYYUTb [OCTYN K JINYHBIM U KOHOUAEHLMANbHBIM MOMb30BATENBCKUM AAHHbLIM UMW HaYaTb UX
cobupars.

MPUNOXEHNS, B KOTOPbIX NNYHbIE 1 KOHMAEHLMAbHbIE NOMb30BaTENbCKME AaHHble 06pabaTbiBatoTCS
6e3 cornacus nonb3oBaTesns Ha APYrux NpaBoBbiX OCHOBAHUSX, AOMKHbI COOTBETCTBOBATb
LENCTBYIOLWMM IOPUANYECKUM TPpeboBaHMAM 1 Cogep)XaTb He0BX0aMMbIE COOBLLEHNS O PACKPbITUN
MHPOPMaLMK, B TOM UMCIe COOBLLEHUS B CaMUX NPUSIOXEHNSX, TPEByeMble COrfiacHO 3TVM NpaBusam.
TakMM OCHOBaHMEM MOXET BbITb 3aKOHHbIN MHTEPEC B paMkax [eHepanbHoro pernameHTa EC o sawute
nepcoHanbHbiX gaHHbIx (GDPR).

YT06bI NPMBECTU NPUSIOXEHNE B COOTBETCTBUE NPaBuiaM, Mbl PEKOMEHOYEM BaM NPUAEPXKMBATHCS
cnegytouiero ¢opmata, korga TpebyeTcs packpbiTb MHGOPMALMIO:

+ "[HasBaHue npunoxexus] cobrpaeT/nepenaeT/CUHXPOHNU3NPYET/XPAHUT [TUM JaHHbIX], YTOObI
obecneunTb paboTy [kakon ¢yHkunK] [B Kakmnx cnyvasx]”.

« Mpumep. "Fitness Funds cobupaert faHHbIe O MECTOMNOIOXEHUM, YTOObI OTCIEXMBATL BaLLy
PU3NYECKYHO aKTUBHOCTb, [aXe KOraa MpuioXeHUe 3aKpbiTO I HE UCTIONL3YETCS, 1 YTOObI
O[AEPXNBATL 10KA3 pek1ambl”.

« Mpumep. "Call Buddy cobupaet, cuntbiBaeT 1 3annCbiBAET [aHHbIE O BbI30BaX, YTObbI UMETb JOCTYI
K KOHTaKTaM, Jaxe KOraa rmpunoxeHne He Ncronb3yercsa”.

Ecnu B BaweM NpuIoXeHnn MCnonbayeTcs CTOPOHHMI kog, (Hanpumep, SDK), npeaHa3HauyeHHbIN gns
cbopa NNYHBIX N KOHPMAEHLMANBHBIX NMOMb30BATENIbCKUX AAHHbIX, Bbl LOJXHbI IPELOCTaBUTb
LOCTaTOYHble [OKa3aTeNIbCTBA TOrO, YTO Balle NMPUIIOXEHNE HE HapyluaeT TpeboBaHWa U3 pasgena
"PackpbiTve nHbopMaLnmn 1 paspeLlleHre Ha UCNOob30BaHMe OaHHbIX" HACTOSLWMX NpaBu.
MpunoxeHne [OMKHO COOTBETCTBOBATbL B TOM YMCIIE MONOXEHUSM, CBA3aHHbBIM C OCTYNOM K AaHHbIM,
a TakXe 1X COopoM, NCMONb3OBaAHMEM U NEpefayelt C NOMOLLbI CTOPOHHEro kofa. [lokasaTenbCcTBa
HeobXx0AMMO OTMPaBUTL B TeUeHWe ABYX HefeNb U apyroro nepuopa (ecnm oH ykasaH) nocne
nonyyeHuns 3anpoca ot Google Play.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

.

MpunoxeHne cobrpaeT faHHble O MECTOMONIOXEHUM YCTPOWCTBA, HO HE COAEPXUT 3aMETHOTO
yBEAoMeHus 06 UCMOMb30BaHUK UX MPUMOXEHUEM B GOHOBOM PEXMUME U/WUMN O TOM, ANsl KaKoW
bYHKLMMN HYXHbI 3TU AaHHbIE.

.

MpunoxeHve 3anpallmMBaeT AMHAMUYECKOe pa3peLleHne Ha OCTYN K AaHHbIM JO PacKpbITUS
MHPOPMaLLMK O TOM, AN YEro UCMOMb3YIOTCA 3TU AaHHbIE.

MpunoxeHve nosyyYaeT LOCTYN K CNUCKY YCTAHOBNEHHbIX NMPUNOXEHWUI NONb30BaTENs U He
06pabaTbiBaeT 3TV faHHble KaK JIMYHblE UM KOHOUAEHUMANbHbBIE B COOTBETCTBUM C MOIUTUKOM
KOHOMAEHLMANbHOCTH, NpaBuiaMm 06paboTkun AaHHbIX, a TakXXe CoriiacHo TpeboBaHMaM K
PacKpbITUIO UHPOPMALMM N PA3PELLEHMIO HA UCMONIb30BAHME AaHHbIX.

anIﬂO)KeHVIe nony4yaeT QoCTyn K CMNCKY KOHTAKTOB NMOJIb30BaTENA U HE O6pa6aTbIBGET 3TV OaHHblIe
KaK JINYHblE UNA KOHq)I/IJJ,eHLI,I/IaJ'IbeIe B COOTBETCTBUM C NOSIUTUKON KOHCI)VIJJ,eHU,VIaJ'IbHOCTVI, a Takxe
Tpe6OBaHMﬂMI/I K o6pa60TKe OaHHbIX N pa3peLleHnto Ha NCNOoNb30BaHME OaHHbIX.

anIﬂO)KeHMe 3anncbiBaeT AaHHbIe, KOTOPbIE NOABNAIOTCA Ha 9KpaHe, 1 He o6pa6aTb|BaeT MX Kak
JINYHbIE NN KOH¢VI}J,eHU,VIaJ'IbeIe B COOTBETCTBUM C HACTOAWMMU NpaBunamMu.

MpunoxeHre cobupaeT faHHble O MECTOMONIOXEHNM YCTPONCTBA , HE PACKPbIBas, LS YEro OHU
HY>XHbI, ¥ HE NMOMyYas cornacue nosib3oBaTeNs B COOTBETCTBUU C NPUBELAEHHBIMU BbiLLE
TpeboBaHUAMM.


https://developer.android.com/training/location
https://developer.android.com/training/location

« [MpunoxeHue NCnosb3yeT OrpaHNYEHHbIE paspeLleHns B GOHOBOM pexume (B TOM uncne ans
OTCNEXUBAHWSA UMW B UCCNIEQ0BATENIbCKUX UM MAPKETUHTOBbIX LeSISX), HEe packpbiBas, Afs YEro OHM

Tpe6y|0Tc;|, M HEe nofly4yadq corflacme nonib3oBaTtesida B COOTBETCTBMU C NpuBEeAEHHbIMU Bbille

TpeboBaHUAMM.

« MpunoxeHune ncnonbayet SDK, KOTOPbIN COBUPAET NNYHbIE Y KOHOUAEHLMATIbHbIE
nonb30BaTeNlbCK1e AaHHble U He 06pabaTbiBaET KX COrNacHO NpaBunam B OTHOLEHUN

MONb30BATENIbCKUX AAHHBIX, TPEOOBAHMSAM K PACKPbITUIO MHGOPMALMU 1 PA3PELIEHMIO Ha

MCMOoNb30BaHME OaHHbIX, @ TakKXe Tpe6OBaHVI9IM K o6pa60TKe OaHHbIX (Bkntouasn 3anpeT Ha npo,u,a>|<y).

MoppobHee 0 packpbITUM NHGOPMALUN U PASPELIEHUM HA UCTIONb30BaHNE JaHHbIX...

OrpaHquHMe AocTyna K JINYHbIM U KOHq)VI,U,eHLIVIaHbeIM AaHHbIM

Hwxe nepeyncneHbol oONONHUTENbHbIE Tpe6OBaHVI9I K MPUNOXEHNAM, BbINONHAKOLWNM onpeneneHHble

YHKUMNN.

DyHKUUSA

O6paboTka MAEHTUGUKALMOHHbIX,
bVMHAHCOBBIX M NAaTEXHbIX AaHHbIX

O6paboTka TenedoHHbIX HOMEPOB 1
LPYron KOHTaKTHOM MHbopMaLmm

AHTUBMPYCHbIE 1 [pYyrve 3alnTHbIe
dyHKLMN

[eTCKNUN KOHTEHT

C6H0p NOCTOSHHbBIX NAEHTUPUKATOPOB
ycTponcTs (Hanpumep, IMEI, IMSI,
cepunHbIX HomepoB SIM-kapT u T. 4.)

Paspen 6e3onacHOCTU faHHbIX

TpeboBaHus

Balle npunoxeHne He JOMKHO HY MPU Kaknx 06CToATENbCTBAX
ny6nnKoBaTb IMYHbIE U KOHOUAEHUMANbHbIE faHHbIE, CBA3aHHbIE C
bUHAHCOBOM UM NNATEXHON AEATENbHOCTbIO, @ TaKXe HoMepa
oduLManbHbIX YLOCTOBEPEHUN NIMYHOCTH.

3anpelyeHo 6e3 paspeLueHmns nybrmkoBaTb U PACKPbIBaTh JIMYHYIO U
KOHdMAEHLManbHY0 MHGOPMALMIO LPYrUX NIOAEN.

B nonutrke KoHOUAEHUMAaNbHOCTM U MHbOPMaLMK 06
MCMNONb30BaHUN NIMYHbIX AAHHbIX JOMXKHO 06BACHATLCA, Kakune
[laHHble cobupaloTca U NepefatoTcs, Kak OHU UCMONb3YTCA U KTO
MOXET MONYYNTb K HAM JOCTYM.

B npunoxeHun, npefHasHauYeHHOM B TOM Yucne U Ans peten, He
LOMXKHbI ncnonb3oBaTbes SDK, KoTopble He ofo6peHb! Ans
nopo6bHbIx cepBucoB. C NOMHbIM CAMCKOM NpaBwi 1 TpeboBaHWN
MOXHO O3HAaKOMUTbCS Ha 3TON CTPaHuLe

MOCTOSIHHbIE MAEHTUDUKATOPbI YCTPONCTBA HE JOMKHbI BbITh
CBA3aHbl C IMYHBIMU U KOHOUAEHLMANbHBIMW JaHHbIMK
nonb30BaTens v C MAEHTUUKATOPaMU, KOTOPbIE MOTYT BbITb
cOpoLIEHbl, 3a UCKIIOYEHNEM:

« TenedoHHOM CBA3M C nomolbto SIM-kapTbl (Hanpyumep, AN
3BOHKOB Mo ceTn Wi-Fi uepes onepatopa cBs3n);

* KOpnopaTuBHbIX I'lpI/IJ'IO)KeHI/IIh ong ynpasneHuda yCTpOVICTBaMI/I,
MCNOoNb3yeMbIX B peXnme BnagenbLla.

B Takux cnyyasx pa3paboTynk [OMKEH IBHbIM 06pa3oM cooBWUTh
nosb3oBaTensaM 06 NCMONb30BaHUM MAEHTUHMKATOPOB B
COOTBETCTBUM C MPaBUNaMm B OTHOLIEHWW MOMIb30BATENbCKUX
LaHHbIX

NHpopMaumio 06 anbTepHaTUBHBIX YHMKANbHbIX MAEHTUdMKaTOPax
MOXHO HalTW Ha 3TOW CTpaHuLe

[lononHuTenbHble PEKOMEHAALMUM MO UCMONb30BAHMIO PEKTAMHbIX
npeHTuomkatopos Android npuBepeHbl B paBuiax pa3MeLleHus
peknambl

Kaxzoe npunoxeHue JOMKHO coflepxaTb pa3fen 6e30nacHOCTU AaHHbIX, B KOTOPOM MOHATHO Y TOYHO
onuncaHo, kak cobrpatoTcsl, UCTONb3YHOTCS U NepefatoTcs Nonb30BaTENbCKME faHHble. PazpaboTumk

HeceT OTBETCTBEHHOCTb 3a TOYHOCTb U aKTyallbHOCTb VIHq)OpMaLI,I/IVI. OTn CBEAEHUS [OMKHbI
COOTBETCTBOBATb VIHq)OpMaLIMI/I, N3MOXEHHOWN B MONUTUKE KOHq)I/I,lleHLI,MaﬂbHOCTM NpUNIoXeHna (ecnm

NPUMEHNMO).


https://support.google.com/googleplay/android-developer/answer/11150561
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753

MogpobHee O TOM, Kak 3anoHUTL pasges 6e30MacHOCTY faHHbIX

Monutuka koHGUAaEeHUMaNbHOCTH

Ccblnka Ha NonUTUKY KOHGUAEHLMANbHOCTM JOMKHA BbITb MpYBeLeHa B NPefHa3HaYeHHOM Al Hee
pasgene Play Console n B caMoM NpuiioxeHum (BonyckaeTcs pasMecTuTb TEKCT Npasun). B aTom
LOKYMEHTe 1 B uHbopMaLmMmn 06 NCNonb30BaHUM [aHHbIX, Pa3MELLEHHON B MPUNOXEHNM, LOMKHO
nofpPoBHO OBBACHATBLCS, KaK OHO MOJyYaeT, COBUPaEeT, UCMONb3YET U NEPefaeT TPETbUM ULaM
noNb30BaTeNIbCKME AaHHble. DTO KacaeTcs Nobon MHPOPMaL MK, a He TONTbKO CBEAEHMIN, ONUCAHHbBIX B
pa3fene 6€30NacHOCTM faHHbIX. TEKCT JOMKEH COQepXaTh:

MHPOPMaLMIO 0 pa3paboTumke, a TakKe O KOHTaKTHOM fiMLLe MO BOMPOCaM KOHGUAEHLMAbHOCTH
WK O MEXaHN3ME NMOAAYMN 3anpocoB.;

TUMbI INYHBIX M KOHOUAEHUMAMBHBIX MONb30BATENBCKUX LaHHbIX, KOTOPblE LOCTYMHbI MPUIIOXEHUIO 1
KOTOPbIE OHO COBMPAET, UCMONb3YET M NEPERAET, @ TAKXKE CBEAEHMS O TOM, KTO MOMyYaeT AOCTYM K
3TOM MHPOpMaLUY;

nHGOopMaLMio 0 Npoueaypax 6e3onacHo 06paboTKM NMUHBIX U KOHGUAEHLMANBHBIX OaHHbIX;

npasunna paspa60Tq|/||<a B OTHOLWEHUN XPaHEHN] U yOoaneHUa OaHHbIX;

UeTKoe yKazaHue Ha TO, YTO 3TO NOMUTUKA KOHOUAEHLMANbHOCTM (HanpuMep, MOXeT BbITb
YMOMSIHYTO B 3aroJIOBKe).

B nonnTtuke koHGUAEHLMANbHOCTN HEOBXOAMMO NPUBECTN HA3BaHNE NPUNTOXEHWS MW YNOMSIHYTb
nnuo (HanpuMep, pa3paboTumnka UM KOMMaHUIO), yKa3aHHOE Ha CTpaHuLe npunoxeHus B Google Play.
,El,a>Ke eCnn NpunoXeHne He nMeeT AoCTyna K NIMYHbIM 1 KOHd)VI,D,eHLI,I/IaJ'IbeIM AOaHHbIM, Y HEro fooikHa
6bITb NONUTUKA KOHOUAEHLMATNIBHOCTH.

Y6epuTech, UTo 3TOT JOKYMEHT (He B Buae PDF-daiina) LocTyneH no akTMBHOW 06Le[0CTyNHON
ccbinike 6e3 orpaHMYeHuin No reo30He 1 He MOXET BbiTb U3MEHEH.

TpeGOBaHMe B OTHOLWWEeHUU yaarneHunsa akkayHTOB

Ecnv nonb3oBaTenun MOryT co3gaBaTbh akkayHTbl MPSAMO B BaLLEM NPUIIOXKEHUN, B HEM TaKXe [OIKHA
6bITb BOSMOXHOCTb 3anpaluvBaTh YaaneHne akkayHTa. Takyto onumio [OMKHO BbiTb NIErko HamTu B
npunoxeHnn. Kpome Toro, nonb3oBaTeny [OMKHbI UMETb BO3SMOXHOCTb 3aNpOCUTb yAaneHne akkayHTa
He 13 MPUNIOXEHWs, HanpuUMep Ha BalleM canTe. CCblfIky Ha Takon Pecypc Hy>KHO yka3aTb B
cooTBeTcTBYlowWeM none ¢opmbl URL B Play Console.

MNpwn ypaneHny akkayHTa B NPUIIOXKEHUN MO 3anpocy Nosib3oBaTeNs Bbl TakXXe [OMKHbI YAanUTb
NoNb30BaTENbCKMUE AaHHbIE, CBA3aHHbIE C 3TUM akKayHTOM. BpeMeHHas feakTuBaLms, OTKIYEHNE U
nprYocTaHOBKa PaboThbl akkayHTa He CYMTaloTCs yaaneHneM. ECiv BaM Hy>KHO XpaHUTb ONpefeneHHyto
nHbOpPMaLMIO B 060CHOBAHHbIX LiefsX, Hanpumep ans obecneyeHms 6€30nacHoCTH, 6opbobl ¢
MOLLIEHHWYECTBOM UK COBMIOAEHNS HOPMATUBHbIX TPE6OBaHMI, Bbl 06593aHbI ABHO NPOUHGOPMUPOBaTL
nonb3oBaTeNen o CBOUX npaBunax xpaHeHna oaHHbIX, HanpuMep B NOJINTUKE KOHCI)I/I,D,eHLLI/IaJ'IbHOCTI/I.

MoppobHee 0 TpeboBaHUAX B OTHOLIEHUW YOANEHNS akkayHTOB U 06 n3MeHeHUn GbopMmbl
"be3onacHoOCTb AaHHbIX"...

Mcnonb3oBaHue npeHTudmUKaTopa NpUIoXeHus

Android npeacTaBuT HOBbIN MAEHTUOUKATOP AJ1 OCHOBHbIX MPMMEPOB UCMNOIb30BAHMUS, HanpuMep
AHANUTUKN N NpefoTepalleHna MolWeHHnYeCTBa. YcnoBus nICNonb30oBaHKUs Vlﬂ,eHTVIq)VIKaTOpa
npuBeneHbl HUXe.

+ Ucnonb3oBaHue. VigeHTndMKaTOp HAabOPa NPUNOXKEHUIA HENb3S UCTONb30BaTb AJ1s
nepcoHannaaunm 1 aHanmsa peknambi.

+ Cea3b c MHpopMaLMen, no3BongoLen MAEHTUGULUPOBATL TINYHOCTb, U APYTUMU
upgeHTudukaTopamu. MineHTuprnkatTop Habopa NPUIOXKEHNIN HENB3S CBA3bIBATb B PEKITAMHbIX LESISX
¢ ngeHTudumkatopamm Android (Hanpumep, AAID) Unu ¢ KakMMU-IM60 NEPCOHANbHBIMU U
KOH®UMAEHUMANbHBIMU AAHHBIMU.


https://support.google.com/googleplay/android-developer/answer/10787469#types
https://support.google.com/googleplay/android-developer/answer/10787469#types
https://support.google.com/googleplay/android-developer/answer/13327111
https://support.google.com/googleplay/android-developer/answer/10787469
https://support.google.com/googleplay/android-developer/answer/10787469

» Mpo3payHocTb U cornacue. B npvMeyaHm 0 KOHGUOEHLMANbHOCTN, COOTBETCTBYIOLLEM
TpeboBaHWSM 3aKOHOAATENBCTBA, B TOM YMCE B NOSIMTUKE KOHPUAEHUMANBHOCTN, HEOOXOAUMO
npounHpopmMmnpoBaTh Nonb3oBaTesNs 0 cbope 1 UCMOoNb30BaHUN MAEHTUGUKATOPOB NPUNOXKEHWS, a
TaKXe 0 HaCTOAWMX NpaBmnax. B HEKOTOPLIX CryYasax HEOBXOAMMO NONyYnTb cornacue
nonb3oBaTenen. NopgpobHas nHopMaLMa O HalKxX CTaHAaPTax KOHOUMAEHLNMANbHOCTM NpUBELEHa B
paspene [laHHble nonb3oBaTens

EU-U.S., Swiss Privacy Shield

Ecnu Bbl nonyyaeTe JOCTYN K IMYHBIM AaHHBIM MOMb30BaTENEN, NPefoCTaBNEHHbIM KOMNaHuen Google
W CO3[aHHbIM Ha TeppuTopun EBponernckoro cotosa unu LLsenuapuu, ecnm ncnonbsyete nubo
obpabaTbiBaeTe 3TY MHPOPMALMIO 1 MO HEW MOXHO MPSIMO UM KOCBEHHO YCTAHOBUTb JIMYHOCTb
yenoBeka, TO Bbl AOMXKHbI:

« CobntogaTth BCe AENCTBYHOLWME 3aKOHbI, AUPEKTUBbI U MPaBuia B OTHOWEHUN KOHOUAEHLNANbHOCTHY,
6€30MacHOCTU U 3aLUTbl JINYHbIX OaHHbIX.

+ Mony4aTb AOCTYN K IMYHbIM faHHbIM M UCMONb30BaTb X TONLKO B TEX LIENX, C KOTOPbIMM COrnacucs
ux Bnagened,.

+ [pUMEeHsATb HEOBXOAUMbIE OPraHN3aLMOHHBIE Y TEXHUYECKME CPEACTBa AN 3aLUMTbI IMYHbIX JaHHbIX
OT NoTepw, HeJOMNYCTUMOrO UCMONb30BaHMS, HECAHKLVMOHUPOBAHHOTO UMM HE3AKOHHOTO JOCTYNa,
pasrnaleHuns, USMEeHEHNS 1 HapyLUeHUsl LEeNOCTHOCTY.

+ Ob6ecneynBaThb JIMYHBIM AaHHbIM HEOBXO4MMYIO 3aLLMUTY B COOTBETCTBUM C MPUHLMMNAMU COralleHNs
Privacy Shield

Bbl 06513aHbl PEryNsipHO CBEPSATLCS C 3TUMU TpeboBaHuaMu. Ecnv cobntofaTb X CTaHET HEBO3MOXHO
WU BO3HMKHET CEPbE3HbIN PUCK TOTO, YTO Bbl HE CMOXETE 06ECneUYnTb COOTBETCTBME UM, HEMELIEHHO
coobwwmnTe Ham 06 3ToM Mo agpecy data-protection-office@google.com 1 npekpatute 06paboTKy
MINYHBIX [AHHBIX UMK KaK MOXHO CKOpPEe BOCCTAHOBUTE MX 3aLLMUTY.

HaunHas ¢ 16 nions 2020 roga komnaHus Google 6onblue He ucnonbdyet EU-U.S. Privacy Shield
(cornaleHune o npaBunax nepefayn NePCoHanbHbIX faHHbix Mexay EC u CLUA) npu nepepave
NnepCcoHanbHbIX AaHHbIX 3 EBPONEncKom aKOHOMMYECKOoW 30HbI unu Benukobputanum B CLUA.
MoppobHee... Y3HaTb Honblue MOXHO B pasfene 9 CornateHus.

Pa3peLwweHuns n APl ¢ gocTynom kK KoHduaeHunanbHou nHdopmaLmm

3anpochkl Ha NPefoCTaBEHNE paspeLleHnit n ucnonb3oBaHne API, KOTOpble NOMYyYaloT JOCTYM K
KoHbUAEHLManbHOM NHGOPMaLMK, [OMKHbI ObITb MOHATHBIMU ANS MOSIb30BaTENEW. 3anpalnBaTh
paspeLleHns 1 cnonb3oBaTb API, KOTOpbIe NOMYYalOT JOCTYN K KOHOMAEHLMANbHON MHGOPMaLLMK,
MOXHO TOJIbKO B TOM Cflyyae, eCiniv OHM HEOHXOANMbI AN PaboThbl GYHKLMI 1 CEPBUCOB, KOTOPbIE YXKE
€CTb B MPUJIOXEHMU 1 OMNKMCaHbl Ha ero cTpaHuue B Google Play. Henbas ncnonb3oBaTh paspeLieHns u
API, npefocTasnsowme [OCTyn K AaHHbIM NONb30BaTeNd U YCTPOMCTBA, ANa GYHKUNUIA UK Lenen,
KOTOPble HE OTMEeY€eHbl B ONMUCaHWUM MPUMOXEHWUS, HE Peann3oBaHbl UK He pa3peLleHbl. JInYyHbie nnu
KOHPUMAEHUMaNbHbIEe AaHHbIE, NOSTyYEHHbIE C pa3peLleHNs Nob3oBaTenNsa UM Npu noMowm Takmx API,
Henb3s NPoAaBaTh U NepefaBaThb C Lefbtlo Noceyowen NPoaaXn H1U Npu Kaknx 0b6CTosTeNbCTBax.

3anpalwmrBanTe paspeLleHns B KOHTEKCTE (N0 Mepe BO3HUKHOBEHUS HEOBXOAMMOCTU B HUX), YTOBbI
Nonb30BaTeNM MOHUMANM, 3aYEM ITO HYXKHO NMPUMNOXEHUIO. MICNonb3ynTe AaHHbIe TONIbKO B TEX LENsX,
Ha KOTopble Nnonb3oBaTenb fan cornacue. Ecnu B fanbHenwem BaM NOHafobMTCa MCNONb30BaTh UX B
LpYrux uensx, BaM HeobxoammMo byneT nonyynTb SBHOE corflacue nosnb3oBaTens Ha 3To.

OrpaHu4YeHHble pa3pelueHus

Kpome Toro, K pa3peLleHrsiM, KOTopble YKkasaHbl HUXe UM 0603HauYeHbl B LOKYMEHTaLUW Ans
pa3paboTumKoB Kak onacHble , crieyunanbHble  Unun Tpebytolme ocobom NOANUCK , NIPUMEHSIIOTCS
LOMONHUTENbHbIE TPEHOBAHUS U OrPaHUYEHNS:
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+ [laHHble Nonb30BaTeNs U YCTPOMUCTBA, NOMYYEHHBIE C MOMOLLbIO OFPAHUYEHHbIX Pa3peLLEHN,
CUMTAIOTCS NIMYHOM U KOHOUAEHLMANBHON MHbOPMaLLMEN, Ha KOTOPYIO PAcNpPOCTPaHSAOTCA NpaBuna
B OTHOLUEHMM MOb30BATENbCKUX LaHHbIX

+ ECniv nonb3oBaTesib OTKIIOHAET 3anpoC Ha OrpPaHNYeHHOe paspeLleHmne, Bbl HE AOMKHbI MbITaTbCs
nepeybeaunTtb ero. Henbaa 3acTaBnaTh Nob3oBaTeNen NPeLoCcTaBAaTb Pa3peLleHus], KOTopble He
ABMIFOTCA KPUTUYECKM BaXKHbIMU. B 3TOM criyyae Bbl 0693aHbl NPUIOXUTb 060CHOBAHHbIE YCUANUS Ans
TOro, YTO6bI BCE PABHO OBGECMEUYNTL NOMb30BATENSAM JOCTYN K GYHKLMAM NPUIOXEHMS (Hanpumep,
npeaycMoTpeTb BO3MOXHOCTb BBOAA TeNehOHHOro HoMepa BPYUHYIO, ECNM OOCTYM K CMUCKY
BbI30BOB OrPaHNYeH).

+ CTporo 3anpeLyeHo UCronb30BaTh PaspeLIEHUs B LeSISX, He COOTBETCTBYIOWMX npaBunam Google
Play B oTHoweHun BpegoHocHoro MO (BkJtouast 310ynoTpebrieHne noBbilEeHHbIMU NPUBUIErUSMU

).

LS HEKOTOPbIX OFPAHMYEHHbIX Pa3pELLEHNI MOTYT AeMCTBOBATb AOMNOMHUTENbHbIE TPEOOBAHNS,
onucaHHble Huxe. CobnofeHre 3TUX YCNoBUiA MoMoraeT obecneumBaTb KOHGUAEHLMANbHOCTb
nonb3oBaTesNien. B oUeHb pegkux Crydyasx Mbl MOXEM CLENaTb UCKIIOUYEHWE, eCNU NMPUSTOXEHME
BbINOJIHAET Kakne-nmbo BaxHble U BOCTpeboBaHHbIe QYHKLMU, KOTOPbIE B HACTOSILLMA MOMEHT HE MOTYT
6bITb peann3oBaHbl 4PYrMM cnocoboM. NprHMMas pelleHne B TakUX CUTYaLUsX, Mbl YYUTbIBAEM
NoTeHLMasbHbIE Yrpo3bl KOHOUAEHLNANBHOCTY 1 6E30MAaCHOCTU JaHHBIX.

Pa3peweHus Ha goctyn kK SMS n cnucky BbI3OBOB

SMS 1 cnMCoK BbI30OBOB CUMUTAIOTCS JINYHBIMU U KOHd)I/I,D,eHLI,I/IaJ'IbeIMVI naHHbIMU. K HUM NPUMEHATCA
NoNnoXeHna pasnena JInyHasa n KOHq)VI,D,eHLI,VIaﬂbHaﬂ VIHq)OpMaLI,VIﬂ , @ TaKxe cnepywouune
OrpaHnvYeHusd:

OrpaHuU4eHHOe paspelueHmne TpeboBaHus

lpynna paspelueHunit Ha BOCTYN K CNUCKY BbI3OBOB (Hanpumep,  [punoxeHne fOMKHO ObITb
READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTpupoBaHoO Kak MOMOLLHWUK Un
PROCESS_OUTGOING_CALLS) 06paboTyMK 3BOHKOB MO YMOMYaHUIO.

lpynna paspeleHuit Ha goctyn K SMS (HanpumMep, READ_SMS,  lMpunoxeHune fOmMKHO 6biTb
SEND_SMS, WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH, 3aperncTpmMpoBaHo Kak NoMOLHWK Un
RECEIVE_MMS) 06paboTurk SMS no ymonyaHuto.

MPUNOXEHNSAM, KOTOPbIE HE MOTYT GbITb Ha3HaUYEHbI MOMOLLHUKOM Unn 06paboTymkom SMS nnu
3BOHKOB MO YMOJTYaHUIO, 3aMpeLLeHO 3anpalnBaTb NofobOHbIe pa3peLleHns. B TOM yucne Henb3s
yKasblBaTb COOTBETCTBYIOLLME TEMM B MaHUdecTe. 3anpalinsaTh Takue paspeLleHms MOXHO TOSTbKO
nocrne Toro, kak Nnosb3oBaTeNlb CaM YCTAHOBUT NMPUTOXEHNE B Ka4eCTBe NOMOLLHMKA Unn 06paboTumnka
Lns SMS vnv 3BOHKOB MO yMONYaHuto. Kak Tonbko nonb30BaTeNb USMEHUT CBOW BbIOOP, NPUIIOXEHNe
LOMKHO NPEKPaTUTb UCMONb30BaTb 3TU paspelleHus. [onycTMMble CLeHapUK UCMOMNb30BaHUS 1
UCKIIOYEHUS ONMCaHbl B 3TOM cTaTbe CNpaBoYHOro LieHTpa

MPUNOXEHNs MOTYT UCTONb30BaTb YKa3aHHbIE Bbille Pa3peLleHuns U NofyyYeHHble bnarogaps UM
LaHHble TONbKO AN PaboTbl OCHOBHbBIX GYHKLMIA (HanpuMep, Ang obecrneyeHns BOIMOXHOCTEN, SBHO
YKa3aHHbIX B ONMUCaHMM NPUIoxeHus). OCHOBHbIMU Ha3bIBAOTCH GYHKLMM, 6E3 KOTOPbIX MPUNOXEHNE
HEBO3MOXHO MCNOMNb30BaTh. [lepefaya faHHbIX, B TOM YMCHE AN UCNONb30BAHUS MO IMLEH3MK, @
TaKxe npefocTaBneHne JOCTyna K HAM AOMYCKaeTCs TONbKO B LieNsX, HE06XxoaMMbIx Ans paboTh
OCHOBHbIX GYHKLUM MPUSTOXKEHMS UMM CEPBUCOB B HEM. 3amnpeLLeHo NCMNonb30BaThb JaHHbIe B MOObIX
LPYrux Lensx, BKoyas ynyylleHre CepBncoB MU NPUIOXEHUN, PEKNaMy U MapKeTUHT. Henb3s
MCMOMb30BaTh aNlbTEPHATUBHbIE CMOCOOBI (BKIIOYas Apyrue paspelleHms, APl u CTOPOHHME UCTOYHUKM)
LNS NOMNyYeHUst JaHHbIX, CBA3AHHbIX C PaspeLleHnsIMIN Ha LOCTYN K CNCKY Bbi30BOB 1 SMS.

Pa3pemeHm| Ha 0ocCTyn K AaHHbIM O MECTOMOJTOXKEeHUn
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[laHHble O MECTOMOMOXEHNUM YCTPOWCTBA  CUMTAIOTCS JIMUHBIMU U KOHOUAEHLMAMNbHBIMU. K HM
NPUMEHSIOTCS MOJSIOXEHMS NPAaBUI O JIMYHOM U KOHGUAEHLMANbHOM MHPOpMaLMM 1 AOCTyne K
[LaHHbIM O MECTOMOJIOXEeHUN B HOHOBOM pexXMMe, a Takxke crefytolmne TpeboBaHus:

MpUNoXeHWst He BOMKHBI UCNOMb30BaTh AaHHbIe, 3aLULLIEHHbIE Pa3pPeLeHMIMU Ha AOCTYN K
MecTononoxeHuto (Hanpumep, ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), ecnu aTu CBEAEHUS HE HYXHbI A1 paboTbl GYHKLMN U
CEPBMCOB, KOTOPbIE YXe eCTb B MPUMNOXEHUN.

.

Hu npn Kaknx obcToATEeNbCTBAX HENb3S 3anpawmBaTtb AOCTYyN K 4aHHbIM O MECTOMOJIOXEHUN, eClin
OHM 6yJ:|,YT MCNOMNb30BaTbCs TONbKO AN PEKaMbl N aHaNUTUKU. [TPUNOXEHUS, B KOTOPbIX 3TWU OaHHbIE
6y,D,yT MCNonb30BaTbCA B TOM YMCe N9 NOKa3a peKiambl (nocne nonyyvyeHna paspeLleHunsa ot
I'IOJ'IbSOBaTEJ'IFI), OOJDKHblI COOTBETCTBOBATDL MpaBWIiaM pa3MeLleHnda peKknambl

.

3anpaluvBath cregyeT MUHUMasbHO HEOBXOAMMbIN YPOBEHb AOCTYNa (TO eCTb OCTYM K
I'IpVI6J'IVI3VITeJ'IbeIM, a HE K TOYHbIM JaHHbIM O MECTONONOXEHNN N pa3peLlleHne Ha NCNonb3oBaHNE B
aKTUBHOM pPEXMME, a He B OHOBOM) 1 TONIbKO €CK AOCTYN AeNCTBUTENbHO TpebyeTcs ang paboThl
cepBuca nnn CI)yHKLLI/IVI, MMELWNXCA B NPUNTOXEHUN. [Tonb3oBaTenu AO/KHbI ACHO NOHMMAaTb, No4YeMy
A1 TON UM MHOM GYHKLMMN HYXKEH 3anpalumMBaeMblil ypoBeHb 4OCTyna. Mbl MOXeEM OTKa3aTb B
nyGnvKaLmum NPUIoXKEeHUI, KOTOpPbIe 3anpaluvBaoT GOHOBbIV JOCTYM K faHHbIM O MECTOMONOXEHWN
6e3 Beckoro 060CHOBaHMS.

ﬂ,OCTyI‘I K A4aHHbIM O MECTONOJIOXEHUN B q)OHOBOM pexnmMe MOXHO NCNOoNMb30BaTb TOJIbKO B TOM
cny4yae, eClih OHU HY>XHbl Ong pa6OTbI q)yHKLI,VIPI, KOTOpPbIE NONE3Hbl A19 NONb30BaTENA N CBA3aHbI C
OCHOBHbIM Ha3Ha4YeHneM NpUNoXXeHns.

anIJ'IO)KeHMG MOXET nony4vaTtb A0CTYyN K CBEAEHNAM O MECTONONOXEHNN B aKTUBHOM peXnme (KOI’,U,a C
npunoXxeHnem pa6OTaIOT), eCnn ncnonb3oBaHMe 3TUX AaHHbIX:

. HeO6XO,D,MMO ONsa BbINOJIHEHUA B NPUNOXEHUN ,D,eVICTBI/IFI, MHNUMNPOBAHHOIO NONb30BaTENEM;

* NpekpawaeTcd Cpady nocne BbINOMHEHNS 3TOrO ,D,eVICTBMﬂ.

MpunoxeHus, paspaboTaHHble cneumnanbHo ang AeTen, AOMKHbl COOTBETCTBOBATbL TPeboBaHNAM
nporpammbl MpunoxeHns ans BCEN CEMbM

JononHnTenbHyo MHGOPMALMIO MOXHO HAUTW B 3TOW CMPaBOYHOM CTaTbe

Pa3pelieHue Ha gocTyn Ko BceM pannam

NHdpopmMaums o dannax 1 nankax Ha yCTPOWCTBE Nonb30BaTeNs CUNTAETCA TUYHOM 1
KoHbUAEHLMaNbHOM nHbOPMaLMEN N [OMIXKHA COOTBETCTBOBATb NOMOXEHNUIM pasaena JInduHas u
KOHOUAeHUManbHas nHdopmaumua |, a Takxke cnepyowmnm TpeboBaHmaMm:

anIﬂO)KeHMFI OOKHbI 3anpawnBaTbh 4OCTYN K XPaHUNULLY yCTpOIZCTBa TONbKO B TOM Cny4ae, ecnu
3TO HeO6XOJJ,VIMO ona pa6OTbI npUNIoXeHn4a. OHN He MOTyT 3anpawmnBatb AOCTYN K XpaHUNLy o1
MUMEHU TPpEeTbEro nnua gnga nobbIX u,ene17|, He CBA3aHHbIX C KNnto4YyeBbiIMU ¢yHKL|,VI9|MI/I npunoxXxeHuns.

YctponcTteam Android ¢ Bepcuer R unu 6onee nosgHen ans ynpasfieHUs 4OCTYNOM K 06Lwemy
XpaHununwy Heobxogumo paspeweHne MANAGE_EXTERNAL_STORAGE . Bce npunoxeHnus,
npefHasHauYeHHble Ans 3TOM BEPCMM CUCTEMBI U 3anpaluvBatoLL e AOCTYN K O6LWeMy XpaHUnmLLy
("OocTtyn ko BceM dannam”), NPoxoaaT COOTBETCTBYIOLLYIO NPOBEPKY nepen nybavkaumen.
MpUNoXeHWs, KOTOpble MOTYT UCMONb30BaTb 3TO pPa3peLleHne, AOMKHbI SBHO Npefnaratb
NoNb30BaTENIIM BKITIOYMTb [OCTYN KO BCEM dalinam B MEHIO HAacTpoek “CrneumanbHbii BOCTYN Ans

NpUNoxeHUn". JononHUTENbHYO MHGOPMALIMIO MOXHO HATU B 3TOM CTaTbe

PaspelueHure Ha JoCTyn K CIUCKY NakeToB (MpUMnoXXeHni)

CnuncokK YCTaHOBNIEHHbIX MPUSTOXEHWI Ha YCTPOMCTBE NOJSIb30BATENS CUMTAETCS IMUHON 1
KOHPUAEHUManbHOM nHpopMaLmen, KoTopas AoMKHa COOTBETCTBOBATb NOMOXEHWSM pasfena JlnyHas
U KoHbUAeHLManbHasg nHhopMaLmns , a Takxke CneayLum TpeboBaHUaM:
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MPUNOXeHWs, OCHOBHOW GYHKLIMEN KOTOPbIX SIBSETCS 3amnycK, MOUCK APYruUX NPUNOXEHUI Ha
YCTPOMCTBE UMM B3aUMOLENCTBUE C HAMU, MOTYT MOMNYYnTb COOTBETCTBYIOLLEE Pa3peLLeHme Ha
NPOCMOTP APYrMX YCTAaHOBMIEHHbIX MPUIIOXEHWI Ceayow M 06pasom:

« Llnpokunit gocTyn K CNUCKY NaKeToB. 3TO BO3IMOXHOCTb NPUIMOXEHNS BUAETb BCE YCTAHOBMIEHHbIE

Ha YCTPOWCTBE NPUNOXeHUs (MakeTbl).

« MpunoxeHuns, npegHasHayeHHble ans OC ¢ APl ypoBHs 30 1 Bbilwe , MOFYT NOMYYUTb LUMPOKMI
LOCTYM K CMIUCKY NMPUIIOXEHWUI C NOMOLLbIO pa3pelleHns QUERY ALL PACKAGES  nuwb B
HEeKOTOPbIX CRyYasX, @ UMEHHO KOrfaa Ans KOPPEKTHOM paboTbl MPUNOXEHNIO HEOBXOAMMO
nonyyaTb faHHble O APYrMX NPUIOXEHUSX U/UA B3aUMOLENCTBOBATL C HUMMU.

+ Henbaa ncnonssosatb paspewerHre QUERY_ALL_PACKAGES, ecnu npunoxeHue MoxeT
paboTaTb ¢ 6onee orpaHMYeHHbIM Ha6OPOM NPUNOXEHWIA . HanpumMep, Bbl MOXeTe BbiIbpaTb
OTAerbHblE MaKeTbl, AOCTYN K KOTOPbIM ByAeT 3anpaluvBaTh Balle NPUIOXEHNE.

i CyI.LLeCTByPOT anbTepHaTUBHblE METOAbl, KOTOPbIE MO3BOJIAIOT MOJTYYNUTb NPaKTUYECKN Takom xe
YPOBEHb AOCTYyNa, Kak ¢ nomoLlbio paspewenns QUERY_ALL_PACKAGES. Vicnonb3oBaTb nx
[OMyckaeTcs TONbKO A paboTbl KIHoUYEBbIX GYHKLMI NPUNOXEHNS (BaXHbIX A/ NONb30BaTenNs) n
TONbKO Angd B3aI/IMOJ:|,eI7ICTBVI9| C NPUNOXeHUdaMu, KoTopble Obinun HaﬁﬂeHbl 3TUMU anbTePHaATUBHbIMU
MeTogamu.

YT106bl y3HaTb, B KakMX CllyYasx fomnyckaeTcsl ICNonb3oBaHNE paspeLleHns
QUERY_ALL_PACKAGES, o3HakoMbTeCH C 3TOW cTaTbel CnpaBoYHOro LeHTpa

.

OrpaHu4YeHHbIN BocTyn. [PUNOXeHME C OrpaHMYEHHBIM JOCTYNOM ByAeT 3anpalunBaTh TOSIbKO
nHbopmMaLmio 06 onpefeneHHbIX NakeTax, UCrnosb3ys bonee yakne MeTofbl, HaNprUMep C NOMOLLbIO
yKa3aHHbIX NapameTpoB B daiine MaHupecTa. OTOT METOL, MOXHO MCMONb30BaTh, KOrAa NPUIoXeHue
COOTBETCTBYET MpaBuiaM 1 eMy TpebyeTcs LOCTYN K YNPaBNEHMIO APYTMMU NMPUIOXEHUSIMUN N
B3aMMOLENCTBUIO C HAMMW.

JocTyn K cnucky nakeToB JOMKEH BblTb HANPSAMYIO CBA3aH C OCHOBHbIM Ha3HAYEHMEM NMPUITOXEHUS
WM €r0 OCHOBHBIMU GYHKLUSAMU (TO €CTb C GYHKLMSMM, pay KOTOPbIX NOJSIb30BaTENb paboTaeT ¢
NPUNOXEHNEM).

Hv npu Kaknux 06CTOATENBCTBAX HENb3S NPOAABATh AaHHbIE O CMUCKE NPUNOXEHWIN, YCTaHOBMNEHHbIX U3
Google Play, a Takxe npefocTaBnsaTb K HUM LOCTYN AJ1S aHANUTUKL U NONYyYEHUs OXOAA OT PeKSIaMHbIX
obbaABNEHNN.

API pns cnewumanbHbiX BO3MOXXHOCTEN
API ang cneynanbHbIX BO3MOXHOCTEWN HeNb3d UCMONMb30BaTh:

*+ 415 UBMEHEHMWs HAaCTPOEK MOJb30BaTENS GE3 ero cornacus Unu 6IOKMPOBKU OTKITIOUYEHWS UK
yAaneHus NpunoxeHnin U CEPBUCOB, 38 UCKITIOYEHUEM CITyYaeB, KOra pa3peLleHne 6bino
NpefoCTaBNEHO POAUTENIEM UM 3aKOHHBIM NPEACTaBUTENEM Yepes NMPUTOXKEHNE POAUTENBCKOrO
KOHTPONS UM YNONTHOMOYEHHBIMW aAMUHUCTPATOPaMM Yepes NporpaMMHoe obecneyeHne ons
yNpaBfeHNs KOPMOPATUBHBIMUA YCTPONCTBaMK;

+ Ans paboTbl B 06X0[ HACTPOEK KOHGUAEHLNANBHOCTH, BCTPOEHHDBIX B ONEPAaLIMOHHYI0 CUCTEMY
Android;

+ 4ns MoguduMKaL MK Nosb30BaTeNIbCKOro MHTepdenca nnmn B3aMMOAENCTBUS C HAM B HapyLLEHNe
npaeun Google Play ans paspaboTunkos (HanpuMep, ¢ Lesiblo 06MaHa Nnonb3oBaTesnien).

API gnga crneunanbHbIX BOSMOXHOCTEN He NpefHasHayeH Ang yaaneHHoM 3anncu 3BOHKOB U HE MOXeT
3anpalwmBaTbCa 4ns 3TON Lenn.

Mcnonb3osaHue API ons cneumnanbHbiX BO3MOXHOCTEN JOMKHO 6bITb OTMEYEHO Ha CTPaHuLE
npunoxenus B Google Play.

PekoMeHpauum no ucnonbsosaHuio Metopa IsAccessibilityTool

Ecnv OCHOBHbIM Ha3HaYEeHVEM MPUIOXKEHMS SBNSETCH HEMOCPenCTBEHHas Noaaepska nogen ¢
MHBANNOHOCTbIO, Bbl MOXETe ykasaTb, 4To 3To MO gng obecneueHuns crnewymanbHbIX BO3MOXHOCTEN,
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BbINoNiHMB MeTop, IsAccessibilityTool.

B NPOTMBHOM Crny4yae Bbl HE MOXETE UCMOJIb30BaTb ATOT METOf, HO MPUTOXEHWE BCe PaABHO JOSIKHO
COOTBETCTBOBaTb TPEBOBAHMAM K PackpbiTUIO MHGOPMALMM 1 MOMNYYEHUIO COrnacus nonb3oBaTenen,
OMMCaHHbIM B MpaBuiax B OTHOLIEHWUM NMOMb30BATENIbCKUX AAHHbIX , MOCKONbKY NOAAEPXKKA
crneumarnbHbIX BO3MOXHOCTEN HeoUYeBMaHa. YTOObI y3HaTb Honblue, NPOYNTaNTE CTaTbio 06
AccessibilityService APl B HaweM CnpaBOYHOM LiEHTpE.

Mcnonbaynte APl 1 pa3pelleHns ¢ bonee y3kor obnacTbto Aencteus, YemM y APl ons cneumanbHbIX
BO3MOXHOCTEW, €C/IN 3TOr0 [OCTATOUYHO AJ1S )KenaeMon GyHKLMOHANbHOCTH.

Pa3pelueHue "3anpoc nakeToB YCTaHOBKMU"

Pa3peweHne REQUEST_INSTALL_PACKAGES  nossonget 3anpalunBaTb YCTaHOBKY NakeToB
NPUNOXeHWN. ONg ero UCnonb3oBaHUs TPeBYOTCS credytolne OCHOBHbIE GYHKLNM:

¢ OTnpaBkKa 1 noNyyeHne nakeTos I'IpVIJ'IO)KeHVIVI,'

*+ YCTaHOBKa MaKeTOB NMPUIOXEHNIN MO KOMaHAE NoMb30BaTens.
[JonyckaeTcs Hanvune cnepyowmx oyHKUMIR:

* MPOCMOTp BEH-CTPaHUL, Ui Be6-nounck;

« 06MeH CO0BLLEHMSIMU C BO3MOXHOCTbIO MpuKpenneHuns ¢Gannos;

* nepepfava M COBMECTHOE MCMOosb30BaHne $ansios, a Takxe ynpaBneHve umuy;
* ynpaB/ieHne KOPnopaTUBHLIMU YCTPONCTBAMU;

+ pe3epBHOE KOMMPOBaHUE N BOCCTaHOBIIEHUE;

* MepeHOC [aHHbIX C OJHOrO YCTPOWCTBA Ha ApYyroe;

* CUHXPOHM3aUMs TenedoHa C HOCMMbIM YCTPOWCTBOM UMM YCTPONCTBOM loT (Hanpumep, ¢ yMHbIMU
Yyacamu unm Smart TV) yepes conyTcTaytoLLee MPUTOXKEHME.

OcHoBHast q)yHKLI,I/Iﬂ — 3TO MNaBHOE Ha3Ha4YeHne NpPpUNoXxeHns. OHa pgonxHa 6bITb SBHO 0603HaYeHa B
OnncaHn NPUNoXeHus.

PaspeweHne REQUEST INSTALL_PACKAGES Henb3sa Mcnonb3oBath A5 O6HOBNEHUS, U3MEHEHUS UK
o6beaunHeHns ppyrux APK B danne o6bekTa. OTO MOXHO CLENaTh TOMbKO B LENSX yrpaBneHus
ycTpoicTBOM. OBHOBNEHNE M YCTAHOBKA NAKETOB LOJIKHbI BbIMONHATLCS MO MHMLMATMBE U MO,
KOHTPOIEeM Nosib30BaTeNs B COOTBETCTBUM C npaBunamu Google Play B 0THOLWEHUM 3110ynoTpebneHus
pecypcamu yCTPOMCTBaA U CETU.

Paspewenus Android gns Health Connect

300poBbe U CNopT — — 3TO ofHa 13 nnatdopm Android, KOTopasi NO3BOASET NPUIOXEHNUSM As
OTCNEXUBaHWS 300POBbS U GUINYECKOW aKTUBHOCTU XPaHWUTb faHHbIe Ha YCTPOMCTBE N 0BMEHNBATLCS
MMU B paMKax eIMHON 3KOCUCTEMBI. B 9TOM cepBuMCe Nosb3oBaTeNM Takxke MOTyT paspeLaThb 1
3anpeLaTb NPUIOXEHUSIM 3aMUCbIBATb U CUMTbIBATL MHGOPMALMIO O 300POBbLE Y ABUraTENbHON
aKkTMBHOCTU. MIHDOpMaLMs O 300POBbE MOXET BKOUaTb B Cebs aHaMHe3, ANarHo3bl, Ha3HayYeHHble
NeKapcTBa U UHbIE BUAbI IeYEHUS, pe3ynbTaTbl TabopaTOPHbIX UCCNEROBAHUIN U ApYyrue KIMHUYEcKne
LlaHHble, NoJslyYeHHble OT MEAULIMHCKUX OPraHn3aLunii nnu Yepes NogaepXXMBaeMble CTOPOHHUE
nnaTtpopmbl.

Mnatdopma "3gopoBbe 1 CNOpT" NOQAEPXKUBAET 3aMUChb U YTEHUE AaHHbIX PA3fUYHbIX TUMOB
HanpuMep CBELEHWIM O TeMMepaType Tena, KONMYeCcTBe WaroB 1 nHbopMaLmnmn o 340pPOBbE.

[aHHble, OCTYN K KOTOPbIM OCYLLECTBASETCS C MOMOLLbIO Pa3peLLEHNI Ha BOCTYN K nnaTdopme
"3[0pOBbe N CHOPT", CUNTAIOTCS NEPCOHANbHOM U KOHGUAEHLMABHOW NONb30BaTENIbCKOM
nHoopmaumen. K HUM NPpUMEHSIOTCS MPaBuia B OTHOLLIEHUY MOJIb30BaTENbCKUX AaHHbIX. Ecnm BaLw
NPOAYKT OTHOCUTCS K NPUIOXEHUAM A5 3LOPOBbS MW Y HEFO €CTb CBA3aHHbIE CO 3[0POBbEM PYHKLN
1 0OCTYN K MHpOpMaLnm O 3[OPOBbE, B TOM YMCHE K AaHHbIM NnaTdopMmbl "300poBbe 1 CNOpT", OH
TakKXe Ao/MKeH COOTBEeTCTBOBaTh NpaBuiaM B OTHOLWEHUN I'IpI/IﬂO)KeHVIIZ Ansa 300poBb4.


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://developer.android.com/privacy/best-practices#permissions
https://developer.android.com/privacy/best-practices#permissions
https://developer.android.com/reference/android/Manifest.permission#REQUEST_INSTALL_PACKAGES
https://developer.android.com/reference/android/Manifest.permission#REQUEST_INSTALL_PACKAGES
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru&ref_topic=9877467
https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/13996823

Ecnu Bbl XOTUTE UCMONB30BaTb NNaTdopMy "300POBbE N CNOPT" B CBOEM NPUSIOXEHUM, MPOYUTANTE
PYKOBOACTBO A5 pa3paboTunkos Android . Y3HalTe, Kak 3anpocuTb AOCTYN K HYXXHbIM TUNam
LaHHbIX C 3TOM NNaTdOpPMbl, U NONyYMTE OTBETbI HA APYr1e YacTo 3afaBaeMble BOMPOCHI O MpaBuiax.

YT06bI NPUNOXEHWS, pacnpocTpaHsemble B Google Play, Mornm cumTbiBaTb 1 3anucbiBaTb MHPOPMALUIO
Ha nnatpopme "300poBbE M CNOPT", OHM JOMKHbI COOTBETCTBOBATb YKa3aHHbIM HUXE TPeboBaHMAM.

PaspelueHHble Lenu gocTtyna k nnatpopme Health Connect n ee ncnonbsosaHus

Mcnonb3oBaTb nnatdopmy “300p0OBbE 1 CMOPT" MOXHO TOMBKO NpW COBMIOAEHNN OeNCTBYOLMUX
npaBun 1 yCNOBWI MCMONb30BaHUSA 1 B LiENsX, YKasaHHbIX B 3TUX NpaBunax. To eCTb 3anpalimBaTb
paspeLLeHNs MOXHO, ECITN BaLle NPUIIOXEHNE UMM CEPBUC OTHOCUTCS K OQHOMN U3 Of0OPEHHbIX
KaTeropumn.

OpobpeHbl cnegytowme Kkateropum: dpusmyeckas akTMBHOCTb U 30OPOBLIN 06pas XU3HKU, Harpagpl,
pekoMeHpaLu GUTHEC-TPEHEPOB, KOPMNOPATUBHOE 3A0POBbE, MEAULIMHCKAS MOMOLLb, UCCIEQOBaHUS
B 06M1acTV 30, paBOOXPaHEHNs U Urpbl. MPUNOXEHVSIM U3 3TUX KaTErOPUIA, NMOMYYUBLLMM Pa3peLleHus,
HenNb3s UCMOSb30BaTh UX AN HE3asABNEHHbIX UM 3aMpPeLLeHHbIX Lenew.

3anpalwmnBaTb pa3peLlleHnst Ha [OCTYN K AaHHbIM NNaThopMbl "300POBbE 1 CMOPT" MOTYT TONBKO
NPUNOXeHNa Nnn cepBUCbl, B KOTOPbIX €CTb XOTH Obl OfHa (byHKLLVIﬂ, npenHa3Ha4vyeHHaqa gng Toro, YTOObI
romoraTb Nonb30BaTENSAM CNEeAUTb 3a 30OPOBbEM U PU3NYECKON aKTUBHOCTbIO. K HUM OTHOCSTCS:

+ [pUIOXEHNS 1 CEPBUCHI, NO3BONAIOLLME MNONb30BATENSM HAaNPAMYI0 OTMeYaTb B XXypHarne,
BK/IOYaTb B OTYETbI, OTC/IEXUBATb /MU aHANU3MPOBaTb GDUINYECKME XapaKTePUCTUKN,
MeOULMHCKME NoKasaTenu, MHGOPMaLMIo O CBOEN GpU3NYECKON aKTUBHOCTU, CHE, NCUXMYECKOM
300POBbE, MUTAHWUKN U/UNN APYre CBEAEHUS U NMOKa3aTenu, CBA3aHHbIE CO 300POBbEM UMM
OBUraTeNIbHOW aKTUBHOCTbIO.

« MpunoxeHns 1 cepBUChI, MO3BONSIOLLME MONb30BATENSIM COXPaHATb pusmyeckue
XapaKTepucTukn, MeguLMHCKne nokasatenu, uHpopmauuio o ceoen pusanyeckon akTUBHOCTH,
CHe, NCUXMYECKOM 30,0POBbE, MUTAHUM U/ JpYyrve CBeAeHMs U NoKa3aTesNun, CBA3aHHbIE CO
34,0POBbEM UM ABUraTENbHON akTUBHOCTbIO, HA CBOEM YCTPOMCTBE U AeNINTbCS 3TON MHbOPMaLMnen
C OPYrMMU NPUNOXEHNUSIMU Ha YCTPOWCTBE, KOTOPbIE UCMOSb3YIOT AaHHbIe B PA3PELLIEHHBIX LENSX.

. anIJ'IO)KeHVIﬂ 1 CepBUCbl, NO3BONSAIOLWME NONb30BATENIAM OTCJIEXMBATb TEYEHNE XPOHUYECKNX
3aboneBaHui, npuem nNeKapCTBEHHbIX CPencTB U nosiyvyeHne COI'IyTCTByIOLIJ,epl nogaepP>XXKu.

3anpeLaeTca nonyyatb [OCTYN K AaHHbIM NnaTtdopMbl "3[0pOoBbE U CNOPT" C HapyLIEHNEM 3TUX
npaBun UK SPyrux AENCTBYIOWMX YCIOBUI MCNOMNb30BAHUS U NPABUI B OTHOLWEHUN NNaTdOopMbl
"3p0poBbe 1 CrnopT", B TOM YuChe:

+ He ucnonbaynte ee ans pasapaboTku NPUNOXEHWI, CPeq UKW OnepaLmn U MHTErpaLmmn B HAX Takux
LaHHbIX, ECIIM UCMOMNb30BaHMe nnatdopMbl "340P0OBbE 1 CNOPT" UM COOM B ee paboTe MOXET C
LOCTaTOYHOMN BEPOSITHOCTBLIO MPYBOAUTL K NMOPYE UMYLLECTBA, CMEPTH, TPABME U yulepby ans
bU3MUECKUX UL, UK OKPYXKatOLLEN cpefbl (HanpyMep, AN CO30aHMs UIN SKCMyaTaLum aTOMHbIX
3MeKTPOCTaHLMN, B CUCTEMAX YNPaBEHNs NONeTaMu, CUCTEMAX XM3HeO6ecneyeHns nnm
BOOPYXEHUSIX).

+ He ucnonb3ynTte ee faHHble B NpUnoxeHnsx 6e3 rpaduueckoro uHtepodenca. Y Kaxgporo
NPUNOXEHUS [OMKEH BbITb XOPOLO 3aMETHbIN 3HAYOK, KOTOPbIN OTOBpaXaeTcs Ha naHenu
NPUNOXEHWI, B HACTPOMNKAX NMPUIOXEHUI Ha YCTPOWUCTBE, B YBEAOMIIEHUSX U T. [,

+ He ucnonb3ynTte ee B NPUOXEHNUSX, KOTOPbIE CUHXPOHU3UPYIOT AaHHbIE MEXAY HECOBMECTUMbIMU
YCTPOWCTBaMM Unv nnatopMamu.

« He ucnonb3ynte ee pns NOAKIOYEHUS K MPUNOXEHUSIM, CEPBUCAM UNK GYHKLUSM,
npefHas3HaYeHHbIM UCKITIOYMUTENBHO AN AeTew.

+ MNpyHUMaKTe padyMHble M HEOBXOAMMbIE MEPbI ANS 3aLLUTbI MPUSTOXKEHUIN U CUCTEM,
B3aMMOLEMNCTBYIOLMX C AaHHbIMU NnaTdopMbl "300p0OBbE M CNOPT", OT HECAHKLMOHUPOBAHHOIO U
HEe3aKOHHOro A0CTYMa, UCMONb30BaHMS, YHUUTOXEHNS, MOTEPU, NBMEHEHUS UM PACKPbITUS.
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Bbl TakoKe JOMKHbI COBNOAAaTh BCE HOPMATUBHbIE U lopuanyeckne TpeboBaHus, KOTOpble MOryT
NPUMEHATLCS K BaM C YY4eTOM npefnosiaraeMoro UCnonb30BaHns nnaTtdopmbl "300poBbe 1 CnopT" 1
ntobbIX JAHHbIX, MOYYEHHBIX N3 3TOrO cepBuca. Hanpumep, ecnu Ha Bac UM Ha NapTHepPa BalLero
6u3Heca pacnpocTpaHseTcsa gencTene 3akoHa CLUA "O npeeMCTBEHHOCTI CTPaXOBaHWUs U OTYETHOCTH
B 0bnacTu 3gpaBooxpaHeHnsa” (HIPAA), Bbl 0693aHbl cobnioaaTh NpUMeHMble TpeboBaHus B
OTHOLWEHUN [OCTyNa K nHdopmaummn ¢ nnathopmbl "3[0poBbE U CNOPT" 1 UCMONb30BaHMS 3TUX
cBepgeHui. Ecnu Ha Bac, Kak Ha pa3paboTumnka, pacnpocTpaHseTcs faencTeme feHepanbHoro
pernameHTa o 3aluTe nepcoHasbHbiX faHHbIX (GDPR) B 0THOLWeEHMM nonb3oBaTenen us EC, Bbl fOMKHbI
BbIMOJIHATL MPEAYCMOTPEHHbIE UM 0653aTeNbCTBa. [JeNCTByoLEee 3aKOHOAATENIbCTBO MOXET
npegycMaTpmuBaTh, YTO C NULLaMK, y4acTBYOWMMIN B 06paboTke nHbopmaumnn, 0o ee nepenaydn SomxKHbl
6bITb 3aKJIIOYEHbI [OMONHUTESNIbHbIE COTMNAlleHNs, HanpUMep CornaleHne Mexay LefoBbIMU
napTHepamu unm o6 obpaboTke AaHHbIX. Takxke pas3paboTumki 06s3aHbl CaMOCTOSTENIbHO
yCTaHaBNMBaTb, HEOOXOAMMbI NIX 3TN JOKYMEHTbI A5 MX ONepaLunin, 1 No 3anpocy NpegocTaBnsaTh
Google noaTBEPXAEHME TOTO, UTO COrfaLleHus 3aKnoYeHbl Unn TpeboBaHUs COBMIOAEHDI.

Ecnu B npepocTaBneHHo Google MapKMpoBKe UM CONPOBOAUTENBHON MHOPMaLLMK oS
onpepeneHHbIX NPOAYKTOB U cepBucoB Google SBHO He yka3aHo MHoe, Google He rapaHTupyeT
TOYHOCTb AaHHbIX NnaTdopMbl "3[0POBLE U CMOPT" 1 HE NOATBEPXKAAET UX NMPUTOAHOCTb A1 N0BbIX
Lenewu u, B YaCTHOCTU, AN UCCNER0BAHMN, 30,PaBOOXPaHEHNs U MeauLMHbl. Google oTkasbiBaeTcst OT
Mobo OTBETCTBEHHOCTU, CBA3aHHOM C MCMOMb30BaHMEM AaHHbIX NnaTdopMbl "300p0oBbE M CNOPT".

OrpaHquHMe ucnosibsoBaHua

B oTHOwWeHMN focTyna K AaHHbIM nnaTdopMbl "300p0BbE M CNOPT" U UX UCMONb30BAHWS OENCTBYIOT
OMUCAaHHbIE HMXE OrPaHNYEHMSI.

+ [laHHble MOTYT UCMONb30BATLCS TOMBKO B LIENSX NPELOCTABNEHNS UMK YIyYLIEHUS Pa3PEeLLEHHbIX
BO3MOXHOCTEN N GYHKLMI, KOTOPblE BUAHbBI B MHTEPdENCE NPUITOXEHMS.

+ MNepenaBaTb TPETHUM NULEAM AaHHbIE MOJIb30BATENS MOXHO UCKITIOUYUTENBHO C €r0 IBHOIO COrNacus un
TOMbKO B Criedyolmx Lensx: obecneueHme 6esonacHocTu (Hanpumep, pasbupaTenscTso B
OTHOLLIEHUW HEeOMYCTMMOrO UCMONb30BaHNSA CEPBUCOB), COBNOAEHNE AENCTBYIOWEro
3aKOHOOATeNbCTBA UM NPEeQOoCTaBeHe NHOPMaLMKN B Pe3ynbTaTe CINAHUA UMW MOMNOLWEHWS.

« Jiogy MOTyT nonyyYaTtb AOCTYN K AaHHbBIM NMOMb30BaTENs TOMbKO C €ro SBHOro COrnacus, ecrin 31o
TpebyeTcs ang obecneyeHuns 6e3onacHoOCTH, cobnofeHus 3aKoHOB 1nu (B arpernpoBaHHoON GbopMe u
B COOTBETCTBUM C IOPULMNYECKUMUN TPeBOBaHWSMM) ANt BHYTPEHHWX OnepaLmi.

- 3anpelaeTcsa nepegaya, MCNoNb3oBaHMe UM NpPofaxa AaHHbIX nnat$opmbl "3p0poBbe U
cnopT" B NO6bIX APYrMX LEenax, BKoYas nepeduncrieHHbie HUXe.

- Mepepava unu npogaxa nosib30BaTeNbCKMNX AaHHbIX TPETbUM NKLAM, TakUM KaK PeKnamHble
nnaThopmbl, Bpokepbl BaHHBIX U Apyrue NPofAaBLbl MHGopMaL UK.

« MNMepepaya, Npofaxa Unn UCMonb3oBaHWe NoIb30BaTENbCKMX AaHHbIX s MOKa3a pekiambl,
BKJHOYas NepCOoHaNM3NPOBaHHbIE 06BABNEHUS U pekiaMy Ha OCHOBE MHTEPECOB.

. I'Iepep.aqa, nponaxa nnn ncnonb3oBaHMe NOJIb30OBATENIbCKUX OaHHbIX ONg onpeneneHnd
nnaTexecnocobHOCTH Unm npenoctaBneHnda KpeauTa.

« MNepepaya, Npopaxa Unu NCNonb30BaHNE NONb30BATENbCKMX AaHHbIX C TOOLIM NPOAYKTOM UK
CEPBUCOM, KOTOPLIA MOXET KBanuduLuMpoBaTbCs Kak MeguumnHckoe nsaenmne. VicknoyeHnsamm
SIBASKOTCA Cry4au, Koraa npunoxeHne MeauunMHCKOro N3fenuns CooTBETCTBYET BCEM LENCTBYIOWNM
3aKOHaM, B TOM YMCIe eCNN PEryNUpYoLLMe OpraHbl, Takue kak Ynpasnenune CLIA no caHutapHoOMy
Ha30py 3a KaYeCTBOM MULLEBbIX NPOAYKTOB 1 MeankaMeHToB (FDA), npefocTaBunm Heobxoaumble
paspeLleHns 1 opobpunn MCnoNib3oBaHME faHHbIX NaTdopMbl "3[0P0BLE 1 CMOPT" B 3aBNEHHbIX
Lensix, a Nonb3oBaTeny NPefoCcTaBuIn IBHOE Cornacme Ha aTo.

« MNMepepaya, npofaxa 1M UCrNonb30BaHNE NOSb30BaTENbCKMX AaHHbIX B KakMX-M60o Lenax unm
KakUM-1IM6O cnocoboM, 3aTparmsatoLM 3aKpbiTyo MHGOPMALMIO O COCTOSAHUN 300PO0BbA (CM.
onpepgenexve Takon nHopmaumnm B 3akoHe CLUA "O npeeMCcTBEHHOCTM CTPaxoBaHus U1
OTYETHOCTU B 06nacTu 3ppaBooxpaHeHns” (HIPAA)), kpoMe criyyaes, Korga Takue onepauunm
WMHMLMUPOBaHbI NONb30BaTENEM U COOTBETCTBYIOT TpeboBaHnaM HIPAA.



MuHuManbHas cdepa npUMeHeHUus

3anpalumBaTh MOXHO TONBKO TE pPa3peLLeHus, KOTopble TPebyoTcs Ang paboTbl GYHKLMIA UM CEPBUCOB
B BalleM npogykTe. 3anpockl 4OCTYNa AOMXKHbI BbITb KOHKPETHBIMU 1 KacaTbCs UL HEOBXOLUMbIX
LLaHHbIX.

lNMoHsATHOE M TOYHOE 3asiBNeHue 1 onucaHue

Ha nnatdopme "300poBbe 1 cnopT"” XpaHUTca nHdopmaLms o GU3NYeckom akTUBHOCTU U 300POBbLE,
BK/tOYas nepcoHanbHble 1 KoHbUaeHUManbHble faHHble. PaspaboTumkmn 06583aHbl MOHATHO pacckasaTh,
KaK OHM paboTatoT C AaHHbIMKY, B MOAPOBHOM NONUTUKE KOHOMAEHUMANBHOCTM 1 06ecneynTb JOCTYN K
3TON MHpOPMaLMK. B OTHOLIEHNM pacKpbiBaeMbIX CBEAEHUIN [OMXKHbI COBNOaaThCa cnegyowmne
TpeboBaHus:

» TouHO YKa3aHbl NPpUIoXeHNe nnn cepBuC, 3anpalmBarowme oCcTyn K Nonb3oBaTeNIbCKUM OaHHbIM.

. anIBe,D,eHO NOHATHOE N ncyepnbiBakolee onncaHne TMNOB AaHHbIX, KOTOPblE 3anpallnBaloTCy,
CcoBUpPatoTCa UM K KOTOPbLIM OCYLLECTBASETCA AOCTYM. [JaHHble CBA3aHbl C NMOMb30BaTENbCKOM
byHKUMEN N peKOMeEHFaLMEN, NPeaiaraeMoi B MPUIOXEHNN.

+ Pa3bsacHEHO, kak gaHHble ByoyT UCMOMb30BaTbCH U/UNK NepenasaTbes. ECniv Bbl 3anpalmsaeTte ux ¢
OLHOW Liefblo, a OHM UCMOMb3YIOTCS A1 Yero-To elwé, HeobxoaMMo YBEAOMUTb NOSb3oBaTeNel 060
BCEX Liensx.

« MpepnocTaBneHa cnpaBoyHas MHGOPMaLMS O TOM, Kak NMoSb30BaTENIN MOTYT YNPaBNsiTh CBOUMU
LaHHbIMU (B TOM YnCne YAAnaTb UX) B MPUIOXEHWUN 1 YTO MPOUCXOAMUT C faHHbIMM NOche
LeaKkTUBaLMN UNW yAANEeHNs akkayHTa.

+ YKa3aHo, kak obecneunBaeTcs 6€30MacHOCTb Npu 06paboTKe NUYHBIX U KOHGUAEHLMANbHBIX aHHbIX
nonb3oBaTenen, B TOM YMCNEe pacckasdaHo O nepepave aTov MHGOPMaLUM C NPUMEHEHNEM
COBPEMEHHbIX METOAO0B WKdpOoBaHUs, HanpuMmep npotokona HTTPS.

MoppobHee 0 TpeboBaHMSX K MPUTOXEHNSM, NOAKIOYaoWmMMes K nnatdopme "3gopoBbe 1 cnopT"...

VPN-cepBuc

VpnService - 3To 6a30BbI KNAcC, KOTOPbIN NO3BONSET CO3AaBaTb COOBCTBEHHbIE pelleHns VPN B
NPUNOXEHUSIX UM PaCcLUMPSATb UX GYHKLMOHANbHOCTb. Co3aaBaTh 6€30MacHbI TYHHENb OT YCTPOMCTBA
K YBaneHHOMy CepBepy MOTyT TONbKO NPUSIOXEHMS, KOTOpble NCMONb3YOT VpnService 1 0CHOBHas
dYHKLMS KOTOPBIX CBA3aHa ¢ opraHu3aumeint VPN-nogktoyeHns. 370 orpaHnUYeHne He
PacnpOCTPAHSETCS Ha MPUITOXEHWS, AN PabOTbl OCHOBHbIX GYHKLUMA KOTOPbIX TPEBYETCS YAaneHHbIN
cepsep, Hanpumep:

* MPUNOXEHWS AN POAUTENBCKOrO Y KOPNOPATUBHOIO KOHTPONS;

+ CpencTBa MOHUTOPWHIA UCMOJTb30BaHMS MPUNOXEHWNI;

+ peleHus ons 3aWwnTbl YCTPOUCTB (Hanpumep, aHTuBMpycHoe MO, cpencTBa ynpasneHus
MOBUNbHBIMK yCTpONCTBaMK, BpaHamayap);

+ CeTeBble MHCTPYMEHTHI (Hanpumep, Ans yaaneHHoro focTyna);
* MPUNIOXEHNS ANS MPOCMOTPa Be6-CTpaHuL;

* MPUSIOXEHNS ONEPaATOPOB, KOTOPLIM A8 NPefocTaBfeHus TenedoHHon cea3n Tpebyetcs VPN.
3anpelyaeTcs UCNONb30BaTh Knacc VpnService B cnepyowmnx Lensx:

« cHop NepcoHanbHbIX U KOHPUAEHLMANbHbIX faHHbIX NOSIb30BaTeNnen 6e3 packpbiTUs MHbOPMaLum 06
3TOM U nony4vyeHna cornacus,

+ NepeHanpasieHne Nob30BaTeNbCkoro Tpadurka U3 fpyrux NPUIOXEHNN Ha YCTPONCTBE Ui
MaHUMyNMPOBaHWE UM C LieNblo MOHETU3aLMM (HanprMep, HanpaBlieHNe pekniaMHoro Tpaduka yepes
CTpaHy, OT/IMYHYIO OT CTPaHbI, AE HAaXOAUTCS NOMb30BaTeNb);

MpunoxeHWs, B KOTOPbIX MCNoNb3yeTcs VpnService, LOMKHbI:

+ cofepxaTb COOTBETCTBYIOLLEE YNOMUHAHME Ha CTpaHuLLe NpunoxeHus B Google Play;
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 WKNdpoBaTh faHHbIe, KOTOPbIE MePERAOTCS C YCTPOMUCTBA Ha KOHEUYHYIO TOUKY TyHHens VPN;

* COOTBeTCTBOBAaTb [1paBunamM nporpamMmsbl s paBpa60TLWIKOB , B TOM Yucne npasmnam B
OTHOWEHNN MOLWWEHHNYECTBa C peKJ'IaMOVI , paspemeHMVl 1 BPEOOHOCHOro no

Paspel.ueHMe Ha BbiNOJIHEHUe onepauuﬁ B TOYHOE BpeMs

Mbl npepcTaBnsem HoBoe paspelueHne USE_EXACT ALARM, koTopoe no3BonseT pabotaTtb ¢ GyHKLMEN
BbINOMHEHNS OMepaLMii B TOYHOE BPEMS B NMPUNOXEHUsX ¢ LeneBor Bepcuernt OC He Huxe Android 13
(API ypoBHg 33).

USE_EXACT_ALARM - 3T0 orpaHnyeHHoe paspelleHne. OHO [OMKHO OObSBASTLCSA B MPUIIOXKEHMSIX,
TONbKO ecnu ansg paboTbl MX OCHOBHbIX GYHKLMA TpebyeTcs BbINOMHEHWE onepaunii B TOYHOE BPEMS.
Ecnu B xone 0653aTeNIbHOM NPOBEPKU BbIICHAETCS, YTO NMPUIOXEHNS, 3aMpallvBatoLL e OrpaHUYeHHoe
paspelleHne, He COOTBETCTBYIOT KPUTEPUSIM JONYCTUMOrO MCMOb30BaHWS, OHW CHUMAIOTCS C
nybnukaunm Ha Google Play.

HOHYCTMMOS uncnosnb3oBaHue pas3pewieHns Ha BbinoNIHEHUEe onepau,m7| B TOYHOEe BpeMs

Paspewenne USE_EXACT_ALARM MOXHO yKa3biBaTb, TONIbKO €CNN AN PaboTbl OCHOBHbIX GYHKLMWM
NPUNOXEHWS, BaXHbIX 415 NONb30BaTeNs, TPebyeTcs BbINOMHATL 4ENCTBUS B TOUHOE BpeMs. Hanpumep,
ecnu:

* NpuUnoxeHune BbINOJIHAET CI)yHKLI,MI/I 6y,D,MJ'IbHVIKa nnn TaPIMepa,’

* NpuUnoxeHune BbINOJIHAET ¢yHKLI,MI/I KaneHnapsa ¢ ypeooMneHnamm o COobbITHSX.

Ecnu BawweMy npunoxeHuo TpebyeTcs GyHKLMS BbINOMHEHUS ONepaLui B TOYHOE BPEMS, HE YKa3aHHas
BbllE, BO3MOXHO, BaM nopongeT paspeleHre SCHEDULE_EXACT _ALARM.

MoppobHee 0 BbIMOMHEHUM ONepaLuii B TOYHOE BPEMS

PaspelueHue Ha OTNpaBKy NONTHO3KPaHHbIX YBE,OMIEHUI HAMEPEHUN

YT106bl Mcnonb3oBaTh paspelleHne USE_FULL _SCREEN_INTENT B NpUIIOXEHMWSX, NOALEPXMNBAIOLLNX
Android 14 (ueneBon yposeHb API 34) 1 6onee HoBble Bepcumn OC, TpebyeTcsa creumnanbHbIv LOCTyn
370 paspelleHre aBTOMaTUYECKN NPELOCTABSETCS NPUTOXKEHMSM, ANt OCHOBHbIX GYHKLMA KOTOPbIX
HY>XXHbl YBELOMNEHUS BbICOKOIO NpropuTeTa. TakuMn GYHKLMSAMU MOTYT BbITb:

+ yCTaHOBKa ByaunbHUKS;

* nNpuem™ BnOeoBbiI3OBOB U Teﬂeq)OHHbIX 3BOHKOB.

MpunoxeHus, 3anpalumnBatoLne 3To paspeLlleHne, NoaaexaT nposepke. Ecnv oHM He COOTBETCTBYIOT
KpuTepusmM Bolle, paspewwerHne USE_FULL_SCREEN_INTENT He 6yneT npegoCcTaBnsTbCs UM
aBTOMaTU4Yecku. B Takom cnyyae npunoxeHns AOMKHbI 3anpalumBaTh €ro y nonb3oBaTens.

O6paTtute BHUMAHUE, YTO UCTONb30BaHMe paspewweHns USE_FULL_SCREEN_INTENT ponxHo
COOTBETCTBOBaTb BCeM npasunam Google Play ons paspaboTyrkos, B TOM Ynchie TpeboBaHWSM B
OTHOLLIEHUW peKiambl, HexxenaTenbHoro MO Ansg MOBUMbHbLIX YCTPOMCTB M 3n0oynoTpebneHuns
pecypcamu yCTponcTBa v ceTu. MoNHO3KpaHHbIE YBEAOMIIEHNS, 3aMyCKaeMble C MOMOLLbIO HAMEePEHUH,
He [OMXHbl BPEAUTb YCTPOMCTBY NOMb30BaTENS, NOMYYaTb K HEMY HECAHKLMOHUPOBAHHbIV AOCTY,
HapyLwaTb paboTy 3TOro yCTPOMCTBA M BMELUMBATLCS B Hee. Takke HELOMYCTUMO, YTOBbI MPUOXEHMS C
3TUM pa3peLleHneM BMELMBANUCh B paboTy Opyrux NPUIOXEHUN 1 HEFraTUBHO BAMSAM Ha yOoBCTBO
NCMONb30BaHUS YCTPONCTBA.

Y3HaTb 6onblie o paspewernun USE_FULL_SCREEN_INTENT MoXHO B CnpaBOYHOM LiEHTpE.

3noynoTpebrneHne pecypcamm yCTPOUCTBA U CETU

3anpelyaetca ny6anMkoBaTb NPUIOXEHMWS, KOTOPbIE HAapYLLaloT PaboTy YCTPOMCTBA NONb30BaTENS,
LPYrUX YCTPOWNCTB, KOMIMbIOTEPOB, CEPBEPOB, ceTen, APl unu cepeucos (Bkntovas Apyrue npuioxeHms


https://support.google.com/googleplay/android-developer/topic/9858052?hl=ru
https://support.google.com/googleplay/android-developer/topic/9858052?hl=ru
https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691#zippy=%2Cexamples-of-common-violations
https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691#zippy=%2Cexamples-of-common-violations
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/about/versions/13/features#use-exact-alarm-permission
https://developer.android.com/reference/android/app/Notification.Builder#setFullScreenIntent(android.app.PendingIntent,%20boolean
https://developer.android.com/reference/android/app/Notification.Builder#setFullScreenIntent(android.app.PendingIntent,%20boolean
https://developer.android.com/training/permissions/requesting-special
https://developer.android.com/training/permissions/requesting-special
https://play.google.com/about/developer-content-policy/?authuser=0#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9857753?hl=ru&sjid=11744761627827448774-NA
https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/13392821#full_screen_intent

Ha ycTpoWcTBe, cepucbl Google 1 ceTu onepaTopoB CBA3M), @ TakKe BMELLMBAKOTCA B UX PaboTy,
NoNyyYatoT HECAHKLMOHMPOBAaHHbIV JOCTYN K HUM U BPEASAT MHbIM 06pa3oM.

MpunoxeHus, pasMelaemble B Google Play, LOMXHbI COOTBETCTBOBATb TPEOOBAHMSAM ONTUMU3ALUM
ons Android, 3adukcnpoBaHHbIM B OCHOBHbIX KPUTEPUSIX KAYECTBA MPUIOXEHWIA

MpunoXxeHns, KOTopble pacnpocTpaHsitoTest B Google Play, He [omKHbI USMEHATL CBOM KO, KakMM-nMbo
cnocobowm, Kpome 06HoBREHNs Yepe3 Google Play. OHM TakxXe He [OMKHbI CKauMBaTb UCMOSTHAEMbIN
Kop, (Hanpumep, dannbl B popmate DEX, JAR nnmn SO) 13 kakux-nnbo MCTOYHUKOB, Kpome Google Play.
DTO NPaBWIIO He PACTNPOCTPAHSAETCS Ha KO, KOTOPbIN 3aMyCckaeTcs Ha BUPTYasibHOW MalUMHE Uin
WMHTEPNPETATOPE N UMEET OrpaHnyeHHbin goctyn k APl Android (Hanpumep, kog JavaScript B
KoMnoHeHTe WebView unu 6paysepe).

MPUNOXEHNS MW CTOPOHHMI Kop, (Hanpumep, SDK), ncnonbaytolne MHTEPNPETUPYEMbIE A3bIKM
(JavaScript, Python, Lua 1 T. f.), KoTopble 3arpyxatoTcs Bo BpeMsi paboTbl (a He 3arpy>eHbl B
NPUNOXeHWe N3HaYabHO), He OOMKHbI HapyLwaTb npasuna Google Play.

3anpeLyeHo 1cnonb3oBaTh KOf, KOTOPbIN CO3LaeT UKW UCTONb3YeT yI3BMMOCTM 6€30MacHOCTU.
NHbopMaLums 0 caMbix akTyasbHbIX NpobneMax 6€30MacHOCTM COLEPXMTCS B Hawwen [NporpamMme
MOBbILEHNS 6€30MaCHOCTM NPUNOXEHNA AN Ppa3paboTumKoB.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapYLUeHUN:

MpuMepbl pacnpocTpaHeHHbIX 3110ynoTpe6neHui pecypcaMu YCTPOMCTBA U CETU:
+ MpunoxeHns, KOTopble NPEPLIBAIOT NOKa3 pekyiaMbl B APYruX NPUNOXEHUSX.
+ MpunoxeHus, KOTopble BAUAIOT Ha FeNMMIIEN B Urpax, HanpuMep No3BONSIOT XYySbHUYaTb.

+ MpunoxeHus, KOTopble MOMOratoT COBEPLUMNTL XakepCKue aTaku Ha CePBUCHI, MPOrpPaMMbl 1
YCTPOWCTBA UM 0BONTU 3aLLMTHBIE CUCTEMbI, @ TakKXXe NPefoCTaBNAoT COOTBETCTBYOLWMNE
NHCTPYKLMN.

+ MpunoxeHus, KOTopble HapyLWatoT YCNOBKS UCMONb30BaHMA CepBMCOB mnu API.

+ MpunoxeHus, KOTOpPbIE MbITAOTCH 0BONTM OrpPaHMYEHNS MO yNPaBeHUo NuTaHneM  (Kpome
paspeLleHHbIX cnyyaes ).

+ MNpunoxeHus, KOTOpble NPEOCTABNSIOT YCIYr NPOKCU-CepBEPA TPETHUM NULLAM (paspeLLeHo,
TONbKO KOrf,a 3TO SBNAETCS OCHOBHOWM GYHKLMEN NPUNOXEHNS).

« MpunoxeHuns nnm cTopoHHWUI Kog, (Hanpumep, SDK), KoTopble CKauMBaOT UCTMONHAEMbIN KOZ,
HanpumMep DEX-dainbl v HaTUBHBIN KOF, U3 UCTOYHKKA, OTNMYHOro oT Google Play.

+ MpUNOXeHUs, KOTOPbIE YCTAHABNMBAIOT Ha YCTPOMNCTBO APYr1e NPUNOXEHUs, He NONyYnB 3apaHee
cornacve nonb3oBaTtens.

« MNpunoxeHus, KOTOpble COREPXAT CCbINKM Ha BpegoHocHoe MO mnv cnocobeTByoT ero
pacnpoCTPaHEHMIO NN YCTAaHOBKe.

+ MpUNoXeHUs UM CTOPOHHMI Kog, (Hanpumep, SDK), koTopble cogepxaTt kKomnoHeHT WebView ¢
nHTEpdencom JavaScript u 3arpyxatoT HeHafeXHbIN Be6-KOHTEHT (Hanpumep, URL ¢ npoTokonom
HTTP) nnu HenpoBepeHHble URL, Nony4YeHHble N3 HEHAAEXHbIX MCTOYHMKOB, HaNpUMep 1s
HEeHaAeXHbIX HaMEpPEHUN.

+ MpunoxeHus, KOTOPbIE MCMOMbL3YIOT PaspeLLEHNEe Ha 3amnycK YBELOMIEHU B MONHOSKPAHHOM
pexume , 4TobBbl 3aCTaBNSTb NOMbL30BATENs B3aUMOLENCTBOBATb C OObSBNEHUSAMUN NN
yBe[OMIEHUSMU, NPEPbIBaAIOWMMU PaboTy NPUNOXEHUS.

McnonbsoBaHne akTUBHbIX CIyX6

PaspelieHne Ha 3amnyck akTUBHbIX CIyX6 obecrneunBaeT Hagnexallee NCNoNb30BaHME TakUX CRyXo6.
Ecnu npunoxexue npepgHasHaveHo ans Android 14 unu 6onee no3gHen BEPCUK, Bbl LOSIXKHbI YKa3aTb
OonycTtuMble TUMbl Ang BCeX NCMOJIb3YEMbIX B HEM aKTUBHbIX CJ'Iy)K6. ,D,HH KaXXaoro Tuna Takxe
notpebyeTca 06bABUTL NOAXOAALWEE Pa3PELIEHME Ha 3aMyCK akTUBHOW Cny>6bl. Hanpumep, ecnv B
NPUNOXEeHNM NCMNONb3yeTca onpeaeneHne MecTomnoNoXeHNs Ha KapTe, B MaHUMECTE HYXHO ykasaTb
paspeweHne FOREGROUND_SERVICE_LOCATION
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O6baBNaThL B NPUNOXeHUn pas3pelleHne Ha 3anyCkK akTUBHbIX CJ'Iy)K6 MOXHO TOJIbKO B Cneayrwmnx
cnyyaax:

+ Cnyx6a TpebyeTcs dyHKLMM, KOTOpas NonesHa AJis Nofb3oBaTeNs U CBA3aHa C OCHOBHbIM
Ha3HauYeHNEeM NPUIIOXEHNS.

« Cnyx6a 3anyckaeTtcs nonb3oBaTenem, unv ee pabota 3ameTHa s Hero. Hanpumep, cnyx6a
BOCMPOM3BOAMT MECHIO, TPAHCINPYET MEAMAKOHTEHT Ha APYroe YCTPOWCTBO, NPefoCTaBnaeT
TOUHbIE U MOHSATHbIE YBELOMIIEHUS UMK MO 3aNpOoCy NoMb30BaTeNs 3arpyxaeT ¢oTo B 061aKo.

» MNonb3oBaTenb MOXeT 3aBeplWunTb NN OCTaHOBUTb pa60Ty CJ'Iy)K6bI.

+ Ecnu BbinonHeHve cnyx6bl OyfeT NpepBaHo U OTIIOXEHO, 3TO BbI3OBET Y NONb30BaTENS
HeraTUBHYIO peakuuto unn oyHKumMs ByaeT paboTaTb He Tak, Kak npefnonaranoch (HanpuMep, Koraa
HY>XHO MO3BOHUTb, CUCTEMA HE AOSXKHA OTKMaAblBaTh BbI3OB).

+ Cnyx6a paboTaeT He fornblue, YeM TpebyeTcs LS BbINONHEHNS 3aLauu.
KpuTepuu Bbllle He pacnpOCTPaHSIOTCS Ha Crefytowme TUMbl aKTUBHbIX CIyX6:

- systemExempted  u shortService ;

+ dataSync (Tonbko npu ucnonb3osaHuM GyHkUmMI Play Asset Delivery ).

MoppobHee 06 NCMONb30BaHUM aKTUBHbIX CIyX0...

Mepepayva AaHHbIX, UTHULMMPOBaHHas Nosib3OBaTeneM

API ona nepenayvn naHHbIX, VIHVILI,VIVIpOBaHHOl)’I nonb3oBaTenem, MOXET 3anyCKaTbCa B NPUNOXEHUSX,
TONIbKO ecnu:

¢ 3afava MHMUnmnpyeTcd nonb3oBaTenem,;
* [OaHHble nepenarTcda no ceTu,;

+ 3ajlaya BbIMOJSIHAETCS He Jonblue, YeM TpebyeTcsa Ang nepenayn gaHHbIX.

MoppobHee 06 API gna nepegayv faHHbIX, UHULUUPOBAHHOM MOSIb30BATENEM...

Tpe6oBaHus k ucnosnbsoBaHuio napametTpa FLAG_SECURE

YkasaHHbl B koge npunoxexus ¢nar FLAG_SECURE ~ nosBonsieT orpaHnunTb [EMOHCTPALMIO
KOHPUAEHLMaNbHbIX AaHHbIX B NPOAYKTE, HanpuMep UCKIOUYNTb CO3AaHNe CKPUHLLOTOB C HUMW UNN
MPOCMOTP TaknX CBEAEHMI Ha He3aLMILEHHBIX 3KpaHax. ObbsaBnaTe 3TOT dnar, eCnm KOHTEHT
NPUNOXEHWS HE CrepyeT TPaHCIMPOBaThb, NMOKa3biBaTb UM NepefaBaTh APYruM 06pasom 3a npemenb
MPUNOXEHUS UK YCTPONCTBA NOSb30BaTENS.

Mo coobparxeHnsiM 6e30MacHOCTU U KOHOUAEHLMANIBHOCTN BCE NPUNOXEHUS, KOTOPbIE
pacnpocTpaHsitoTcs Yepes Google Play, BonxHbl yunTbiBaTh Hanuune FLAG_SECURE B gpyrux
NPUNOXEHMSsIX. DTO 3HAUUT, YTO 3anNpeLLaeTcs co3haBaTb cnocobbl obxona napameTpa FLAG_SECURE B
LPYTUX NMPUIOXEHNSX UM CNIOCOBCTBOBATb UX UCMONIb30BAHMIO.

370 TpeboBaHWe He 3aTparMBaeT NPUIOXEHNS, KOTOPbIE CYATAIOTCS MHCTPYMEHTAMU CrieLManbHbIX
BO3MOXHOCTEN , €CNIM OHU HE NepPefatoT, HE COXPAHSIOT U HE KELUMPYIOT KOHTEHT, 3alULLEHHbIN
¢narom FLAG_SECURE, ons npenocTaBreHns LOCTyna K TakMM [aHHbIM BHE YCTPOMCTBA
nonb3oBaTens.

MpunoxeHus ¢ nokanbHbIMKU KOHTeHepamu Android

MpunoxeHns ¢ NokanbHbIMK KOHTEMHepamu Android No3BonalT co3paBaTb cpefy, KoTopas YaCTUYHO
nnn nofHocTbio MMuTUpyeT OC Android. Takasi cpefia MOXeT CopepXaTb He Bce GyHKLUN
6esonacHocTu Android , NoaToMy pa3paboTunku MoryT 0obaBuTb B ¢pann MaHubecTa napameTp,
coobLaoLWmMin nokasnbHbIM KOHTENHEpPaM Android, YTO NPUOXEHNE HE [OMKHO 3aMyCcKaTbCs B
UMUTUPYEMOU UMK Cpese.

MapamMeTp B MaHudecTe, obecneunBawwmuin 6e3onacHoCcTb cpepbl
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MNapameTp REQUIRE_SECURE_ENV B MaHudecCTe NO3BONSET yKa3aTb, YTO 3TO NPUSIOXKEHNE HESb3s
3anyckaTb B JlokaflbHOM KoHTeHepe Android. Mo coobpaxeHnsam 6e30nacHOCTH U
KOHPUAEHLMANBHOCTU NPUNOXEHUS, NPefoCTaBNAOWMNE NOoKanbHble KOHTeNHepbl Android, fOMXHbI
YUMTbIBATb HaNIMYME 3TOro NapamMeTpa B APYrnx NPUIOXKEHUSX, a Takxe:

« MpoBepsTb MaHUGECTLI NPUNOXEHWUIA, 3arpy XKaeMbIX B JIOKaNbHbIA KOHTeHep Android, Ha Hanuune
3TOro napameTpa.

+ He 3arpyxaTb B NIoKasbHbI KOHTeHep Android NpunoxeHus, B MaHUbECTax KOTOPbIX O6BbSABIIEH STOT
napameTp.

+ He BbICTynaTb B Ka4eCTBe NPOKCK-CepBEPA, NepexBaThiBas UK Bbi3biBas APl Ha ycTponcTBe, YTobbI
OHM Ka3asmcb YCTaHOBIIEHHbIMU B KOHTEMHEPE.

+ He cospaBaThb 1 He MoMoraTb UCMONb30BaTb METOAbI 06X0[a 3TOro napameTpa (Hanpumep, 3arpyxas
6onee paHHIOK BEPCUIO NPUNOXEHUS, YTOOBI 0OONTU [ENCTBYIOLWMIN NapaMeTp
REQUIRE_SECURE_ENYV).

Y3HaTb 6onblue 06 3TUX npaBunnax MOXHO B HalleM CﬂpaBOHHOM LUeHTpe.

BeepeHune B 3abnyxgeHne

MbI 3anpelLaem ny6nnMkoBaTb NPUIOXKEHMS, KOTOPbIE MbITAIOTCA BBECTU NONb30BATENEN B 3abnyXaeH/e
MM cnocobCTBYOT He[OBPOCOBECTHON AEATENBHOCTH, BKIOUYAS MPUIIOXKEHWS, 3asBEHHbIe GyHKLUN
KOTOPbIX HEBO3MOXHO peann3oBaTh Ha ycTponcTee. MIHbopMaLms o NPUNOXEHUN, ero onucaHue, a
Taikoke GOTO U BUAEO JOMKHbI COOTBETCTBOBATb €ro GpYHKLMOHANBHOCTY. [PUIOXEHUS HE OTXKHBI
UMUTUPOBATb GYHKLUM UK NPesynpexaeHns onepaLoHHOM CUCTEMbI 1 Apyrux nporpamm. Jlobbie
N3MEHEHMWs HaCTPOEK YCTPOMCTBA LOMKHbI MPON3BOAUTLCS C BEAOMA W COrflacus nonb3osaTens.
Kpome Toro, y nonb3oBatensi LOMKHA BbITb BOBMOXHOCTb OTMEHWUTb U3MEHEHNSI.

3asBneHus, sBBoasLme B 3abnyxaeHune

CKPWHLLOTBI, 3HAYKWN, Ha3BaHWs, ONMCaHWS U fpyrue MaTepuanbl MPUITOXKeHWs He BOMKHbI COREPXaTb
NOXHYIO U BBOASLLYIO B 3abnyxaeHne nHbopMaLmio.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

» Onucanuve q)yHKLIMIZ npunoXxeHna BBOOUT B 3a6ny>|<,qu|/|e N1 He COOTBETCTBYET ,D,elZCTBMTeJ'IbHOCTI/II

+ CornacHo onMCcaHUo U CKPUHLLOTaM Urpa sIBSIETCS FTOHKOW, OfHAKO B AEeMCTBUTENIbHOCTU
npencTaBnAseT cobow ronoBOIOMKY U3 BIOKOB, B KOTOPOW UCMONb3YeTCs KapPTUHKA MaLUMHBI.

« CornacHo onucaHuio npunoXxeHne aBngaeTcd aHTUBUPYCOM, XOTH B [LEeNCTBUTENBbHOCTH copepxnT
TONbKO pekoMeHaauunn o ToM, Kak yaandTb BUPYCbl.

+ B onvcaHum npunoxeHus ykasaHbl HEBbIMNONHUMbIE GYHKLMN (HanpuMep, OTNyrmBaHue HaCeKOMbIX),
L,aXe ecrnv 3Ta nHGopMaLus NpefcTaBneHa Kak WyTKa UM PO3bIrpbiLL.

« MpunoxeHne OTHECEHO K HEMPaBUIIbHON KaTeropun (HanpuMep, MoXeT BbITb HEBEPHO yKa3aHO
BO3PAaCTHOE OrpaHUyeHune).

. anIﬂO)KeHMe COOEepPXNT 9BHO Heﬂ,OCTOBeprIIZ KOHTEHT, CBA3aHHbIN C pe3ynbrataMn ronocoBaHuA
WM CNOCO6HbBIV NMOBANATb Ha ero npouecc.

+ B onucaHuy NpuioXeH1s COpepPKaTcs NIOXHbIE 3ajBNEHNS O TOM, YTO OHO CBA3aHO C
rocyaapCTBEHHbIMU yYpeXaeHnaMun, npenoctaBngeT rocyaapCTBeHHbIE YCNYI NN OKa3blBaeT
CcopfenCcTBME B X NOMYYEHNM, MPU STOM MPUSIOXKEHME He BbiNo Hagnexalum obpasom ogobpeHo ans
3TUX Lienen.

« MpUNOXEHUS, KOTOPbIE NIOXHO NPEACTaBMEHbI Kak 0duLManbHble NPOAYKTbl APYron KOMMAaHMK.
3anpelyaeTcs UCMONb30BaThb TakMe Ha3BaHus, kak "OT OumMbl BunaHa", 6e3 coOOTBETCTBYIOLLMX NPAB.


https://d.android.com/training/basics/intents/limit-play-loading
https://d.android.com/training/basics/intents/limit-play-loading
https://support.google.com/googleplay/android-developer/answer/13609005
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1. B npunoxeHun ykasaHbl CBA3aHHbIE C MEAULMHON GYHKLMM (HanpuMep, ieyeHne paka), YTo BBOAUT
B 3abnyxaeHue.

2. [Ina npunoxeHuns 3asBieHbl HEBLIMONIHUMbIE GYHKLMKM (HanpuMep, UCnonb3oBaHue TenedoHa B
KauecTBe ankoTecTepa).

HecaHKUNOHMPOBaHHbIE U3MEHEHMS HaCTPOEK YCTPONCTBA

3anpelaeTtcs ny6nnMkoBaTb NPUIOXEHWS, KOTOPblE BHOCAT M3MEHEHUS B HACTPOMKM YCTPOMCTBA UM
Lpyrue npunoxexus 6e3 Befoma 1 cornacus nonb3osatens. K HacTponkam yCTPOMUCTBA OTHOCSTCS
napaMeTpbl CUCTEMbI U Bpay3epa, 3aKNagky, SPbIKK, 3HAYKU U BULXKETbI MPUNOXEHWI HA TNaBHOM
3KpaHe.

KpOMe TOro, 3anpeweHo yKa3aHHOE HNXE.

+ MpUNOXEHWS, KOTOPbIE U3MEHSAIOT HACTPONKN UK GYHKLMKN YCTPOMCTBA C COrnacus nonb3osaTens,
HO TakMM 0B6Pa30M, YTO ITO HESb3S TEFKO OTMEHUTD.

« MpunoxeHuns 1 cogepxalimecs B HUX 06bsBNEHMS, KOTOPblE KakUM-TM60 06pa3om fLo6aBnAoT Ha
YCTPOMCTBO PEKNaMy Ui CCbISIKU Ha CEPBUCHI TPETBUX CTOPOH.

. |-|pVIJ'IO)KeHVI$I, KOTOpble 06MaHHbIM nyTem I'IO6y)KJJ,aPOT nonb3oBaTenyd yaanaTb W oeakTtnBnpoBaTb
nporpammbl 4pyrux paspaboTunkoB MMBO N3MEHSTb HACTPONKM YCTPONCTBA.

« MNpunoxeHus, KOTopble NPW3bIBAKOT NOMb30BaTENeNn yaansTb UM OTKIIKOYaTb NPOrpaMmbl Apyrmx
pa3paboTuMKoB MO0 U3MEHSATL HACTPOWKM YCTPOUCTBA. VICKIIIOYEHNE COCTABNSIOT NMPUNOXEHNS,
obecneymBatoLe 6€30MacHOCTb YCTPOMNCTBA U [aHHbIX.

NocobHuyecTBO HE[OBPOCOBECTHON OEATENBHOCTHU

3anpelyaeTcs Ny6NMKoBaThb NPUIOXKEHUS, KOTOPbIE PACCUYMTaHbl HA UCMOJTb30BaHME B
He[06POCOBECTHbIX Lensx. HanpuMep, NpunoxeHus s co3faHus nacnopToB U Apyrunx
YLOCTOBEPEHUI NINYHOCTU, HOMEPOB COLMANIbHOIO CTPaXOBaHMs, AUMNIOMOB, KPeAUTHbIX KapT,
6aHKOBCKMX CYETOB 1 BOQUTENLCKUX NpaB. MIHbopMaL s 0 NPUNOXEHUN, ero Ha3BaHWe, onucaHue, a
Takxe N306paxeHuns 1 BUAEOPONNKM JOSKHbI COOTBETCTBOBATb €r0 peanbHbIM GYHKLMSM 1
COfEPXaHWI0, @ CaMO NPUSTOXEHNE [OMKHO paboTaTh Tak, Kak 3TOro OXMAAET NONbL30BaTENb.

[JononHuTenbHble pecypcbl NPUNOXeHWS (HanpuMep, UrPoBble 06BEKTbI) MOTYT BbITb LOCTYMHbI A5
CKauMBaHWS, TONbKO ECNM OHWU HEOBXOAMMbI A1 CMOSIb30BaHMS NPUIOXKeHUs. NPy 3TOM OHK JOMKHbI



COOTBETCTBOBATb BCeM Nnpasunam Google Play, a npunoxeHue JOMKHO COO6LLaThb NOMb30BATENHO
pasmep aTux ¢annoB Ao Havana ckauymBaHus.

3asgBneHnsa 0 ToM, YTO npunoXxeHme co3gaHo ang pOBbIprILIJeVI 1 B OPYyrux passfiekaTesibHbIX Lendx, He
n3basnaoT paSpa60TqMKOB OT OTBETCTBEHHOCTU U HeO6XO,D,I/IMOCTI/I CO6J'I}O,D,aTb Hawu npasuna.

BoT npuMepbl Hanbosnee pacnpoCcTPaHEHHbIX HapYyLUeHUN:

« [MpUNoxeHUs, KOTOpble KOMUPYIOT NHTEPdENC APYrnX NPUNOXEHWUN UK BE6-CaUTOB, YTOHbI 06MAHOM
MONyYnTb NEPCOHASbHbIE UITN YYETHbIE [aHHbIE.

« MpuUNoXeHns, B KOTOPbIX YKa3aHbl HENPOBEPEHHbIE UM peanbHble agpeca, Homepa TenedoHOB U
NOEHTUUKALMOHHBIE faHHbIE NOAEN UK KOMMNAaHWK, pas3MeLLeHHble 6e3 cornacus aTUX NnL, Uam
OopraHv3sauum.

+ MpPUNOXeEHNs, OCHOBHbIE GYHKLMN KOTOPBIX MEHSIIOTCS B 3aBUCMMOCTUN OT MECTa MPOXMBaHUS
nonb3oBaTend, napamMeTpoB yCTpOVICTBa nMnn opyrux gaHHbIX Nnofib3oBaTend, eCiin 3Tn pasnning He
yKa3aHbl B §BHOM BUE B OMUCAHUN MPUSTOXKEHNS.

+ MpunoxeHus, KOTOpble CUMBHO M3MEHSIOTCA B 3aBUCMMOCTUN OT Bepcum 6e3 yBefoMneHus
nonb3oBaTens (Hanpumep, B pasgene YTo HOBOro ) 1 06HOBNEHMS ONUCaHMUS.

« [pUNOXEHWS, KOTOPbIE U3MEHSIIOT NN CKPbIBAKOT CBOW GYHKLMM BO BPEMSI MPOBEPKM.

. anIﬂO)KeHMFI, KOTOpPblI€ BbINONTHAKOT CKayBaHME Yepe3 CeTb AOCTaBKM KOHTEHTa (CDN),
npenBapuTenbHO HE coobuias Nonb3oBaTesNto Pa3mMep CKkaunmBaeMblxX anl?mos.

MaHunynMpoBaHMe MeQUaKOHTEHTOM

3anpelueHo nNybnmkoBaTb NPUIOXEHWS, KOTOpblE CMOCOBCTBYIOT PaCcNpPOCTPAHEHNIO TOXHOW UK
BBOASLEN B 3abnyxaeHne nibopmaLmmn B BUae N30bpaxeHui, ayamo, BUgeo unm TekcTa. He
LONyCKalTCa NPUIOXEHUS, PAaCNPOCTPaHSIOLWME 3aBELOMO NOXHbIE UM BBOAALWMNE B 3abMyXaeHne
N306paxeHus, BULEO UMK TEKCT, KOTOPbIE MOTYT HAHECTW BPER, B CBA3M C COBLITUSMU, TPEBYIOLL UMM
[eNIMKaTHOro OTHOLWEHWS, NOIMTUKON, COLManbHbIMX BOMPOCaMU U O PYTMMU OBLWECTBEHHO 3HAYMMbIMU
TEMaMu.

Ecnun npunoxXxeHne MmaHnnynupyeT MmegnamMmartepunanamMmm nnn NaMeHaeT cofepxxallytoca B HUX
I/IHq)OpMaLI.VI}O, BbIXO4A 32 paMKK CITOXMBLUUXCA CTaHOaPTOB pefakTnupoBaHUsa BO nabexaHue
HEeACHOCTU Unn ang obecneyeHns KayecTBa, Bbl AOMKHbI 4BHO COO6U.lVITb 06 3TOM M OTMETUTL
N3MEHEHHBIN KOHTEHT BOAAHbIM 3HAaKOM (KOF,D,a MoNb30BaTENO MOXET BbITb HE MOHATHO, YTO
MaTepuanbl VI3MeHeHbI). NckntoueHuns MOryT ObITb caenaHbl gnga TeM, npencraBndrowmnx O6LI.I,eCTBeHHbIVI
MHTEpPEC, a TakKXe oYeBMOHbIX NPpUMEpPOB CaTUpPbl NN Napoann.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

« MpunoxeHus, koTopble [O6aBNAOT N306paKEHNS OBLECTBEHHbIX AeSTENEN Ha CHUMKMN
LEMOHCTPALMIA BO BPEMSI BAXKHbIX MOIMTUYECKUX COBBITUN.

« MpunoxeHus, KOTOpbIE UCMONbL3YIOT Ha CTpaHuLax B Google Play n3obpaxeHus obLecTBEHHbIX
pearenen uav MynsTUMeguinHble MaTepurarnbl C U306PaXxeHNEM BaXKHbIX COObITHI, YTOObI
NPOAEMOHCTPUNPOBATb q)yHKLI,I/IVI, nospongrwmne M3MeHATb MEANAKOHTEHT.

. anIﬂO)KeHMﬂ, KOTOpPblE N3MEHAIOT Me,D,VIaq)aIZJ'IbI C Luenbo MMNTaLnMn HOBOCTHbIX BblMyCKOB.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
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BREAKING NEWS

Lorem ipsum dolor sit amet, lorem ipsum dalor.

1) DTO NPUNOXEHNE UBMEHSAET BULEOKMMbI, UMUTUPYS BbINMYCKN HOBOCTEN, @ TakxXe JobaBnseT B
KInnbl N306paxeHns 3HAMEHNTOCTEN UM OBLLECTBEHHbIX feaTenen 6e3 BOASHOro 3Haka.

MNpospayHoCcTb NOBeAEeHus

Monb3oBaTensam OOMKHO BbITb MOHATHO, YTO AENaeT Balle NPUIOXEHNE. He NCMOoNb3yiTe B HEM
CKPbITble, HEAKTUBHbIE UMM HE3a00KYMEHTUPOBaHHbIE GYHKLMW. 3anpeLLeHo nbiTaTbes n3bexatb
NPOBEPKM MPUNOXEHUIN KaKUMU-TTMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb Nonb3oBaTenen,
LieNIOCTHOCTb CUCTEMbI M COOTBETCTBUE NpPaBuiaM, MOXET NoTpeboBaTbCs AOMNONHUTENbHAS
MHPOPMALMS O MPUIOXKEHUN.

NckaxeHne ¢pakToB
Mbl 3anpeLLaemM NPUIOXKEHUS U akKayHTbl pa3paboTunKoB, KOTOpPbIE:

+ BblgaloT cebd 3a Apyrux NuL, U gpyrue opraHnsaLmm, a Takxke CKpPbIBalT UM UCKaXaloT CBOK
OCHOBHYIO Liefb USIM CBEAEHUS O BNagenbLax;

* HaMepeHHO BBOAAT NONb30oBaTeNen B 3abnyxaeHune, HanprMep CKPbIBaKOT UK UCKaXatoT
NMHGOPMaLMIO O CTPaHe MPOUCXOXAEHMS UM NPEfOCTaBNAT KOHTEHT Nonb30BaTeNsM B Apyrux
cTpaHax;

+ COTPYAHMYAIOT C APYTMMU NMPUINOXEHUSIMU, CanTamu, pa3paboTumkaMmn U akkayHTamu B Liensx
COKPBITUS UK aNbCUPUKALMN [AHHBIX O MPUSTOXKEHMMN UK Pa3paboTUmnKe, a TakXe APYron BaXHOM
nHbopmMaLmm (3TO OTHOCUTCS K KOHTEHTY, KOTOPBIN MMEEeT NOANTUYECKYHO, COLMANbHYO UK
06LLEeCTBEHHYIO HAMNPaBIEHHOCTb).

MNpasuna Google Play B oTHOWweHun uenesoro yposHsi API

YT106bl 06ecneunTb 6e30nacHOCTb NoMb30BaTeNeN, AN Bcex npunoxeHumn B Google Play Heobxogumo
YCTaHOBUTb cregyrowme uenesble yposHu APL:

O6HOBNEHMS U HOBbIE MPUNOXEHUS OOMKHbI MCNONb30BaTh YpoBeHb Android APl He Huxe
BbIMYLLEHHOrO B TeYEHME rofa nepep BbIX0AOoM nocreaHen ocHoBHon Bepcumn Android. My6nukaums B



Play Console npunoxeHuin n o6HOBNEHNIA, KOTOPbIE HE YAOBETBOPSIOT 3TOMY TpeboBaHuo, byaeT
OTK/IOHEHa.

Pa3meuieHHble B Google Play npunoxxeHus, pns KOTOpbIX HE BbiMyCKalOTCA OOHOBNEHUS 1 B
KOTOPbIX YCTAaHOBNEH YpoBeHb API HMXe onybnnKoBaHHOMO B TEYEHME ABYX NET Nepes BbIXOL4O0M
nocnegHen ocHosHow Bepcumn Android, yayT He[OCTYMHbI HOBbIM NONIb30BATENAM HA YCTPOUCTBAX C
6onee nosgHuMK Bepcuammn OC Android. Te, KTO paHee ycTaHaBnMBan Takue npunoxexus ns Google
Play, cMOryT HaxoguTb, NepeycTaHaBAMBaTb 1 UCMONb30BaTb UX Ha YCTpoWcTBax ¢ ntobon Bepcuen OC
Android, nonaepXnsaeMomn NpUnoXeHNeM.

TexHn4Yeckme pekoMeHaaLmMmn o TOM, Kak NepenT Ha HOBbIN LieneBon ypoBeHb APl B COOTBETCTBUN C
TpeboBaHUAMM, MOXHO HaNTW B HALLEM PYKOBOLCTBE

O TOYHbIX CpoKax 1 cnyvaax-ncknoyeHnax pacCkasaHo B aTON Cl'lpaBOLIHOVI CTaTbe

TpeboBaHusa kK SDK

Pa3paboTumnky NPUNOXEHUIN YacTO UCMONb3YIOT CTOPOHHUIA KOf, (Hanpumep, SDK), 4To6b!
MHTErp1MpoBaTh BaXHble GYHKLMM 1 CEPBUCHI B CBOU NMPOAYKThI. Bkntouas SDK B MpunoxeHue, BaxHO
ybenmTbes, UTo 6€30MacHOCTb NOSIb30BATENEN HE NOCTPALAET U B KOLE HE NOSBATCS HOBblE
ySI3BUMOCTU. B 3TOM pasperne Mbl 06BSCHUM, Kak HEKOTOPbIE U3 HALLIMX aKTyasbHbIX TPeboBaHMM K
KOH®UAEHLMANbHOCTM 1 6€30MaCHOCTM NPUMEHSIOTCS B OTHOLWeHUK SDK 1 kakuM 06pa3om oHU
LLOSIXXHbI MOMoraTh pa3paboTunkam 6e3onacHo MHTErpupoBaTb SDK B MPUNOXEHMS.

Ecnu Bbl xoTUTE OBGaBUTL CTOPOHHMI SDK, TO JOMXKHbI y6eAnTLCS B TOM, YTO €ro KOf, 1
peann3oBaHHblE B HEM MPOLECCHI HE HapyLatoT MpaBuia NPorpamMMbl s paspaboTymKkoB
npunoxeHui B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun ob6pabaTtbiBatoT nosnb3oBaTeNibCckme
AaHHble. Kpome Toro, cnepyeT NOHMMAaTh, Kakne paspeLleHns OHM UCMONb3YIOT, Kakne CBeaeHns
cobupaloT 1 noyemy. NoMHUTE 0 ToM, 4YTo cbOp 1 06PaboTKa NONb3OBATENBCKMX faHHbIX CO CTOPOHbI
SDK [0mKHbI COOTBETCTBOBATb MONUTUKE MPUIOXKEHMSI.

YT106bl HE AONYCTUTb HAPYLIEHWUI, U3YUYNTE BECb TEKCT CedytoLlmx NpaBui n 0bpatnute BHUMaHNE Ha
aKTyanbHble TPe6OBaHUS B OTHOWeEHMM SDK, KOTopble NPUBELEHbI HUXE.

I'IpaBMna B OTHOLWUEHUU NOJib30OBaTEJIbCKUX AaHHbIX

K maHHbIM Nonb3oBaTens OTHOCATCS CBEAEHUs, NPefOCTaBNEHHbIE UM, a TaKXe MONyYeHHbIe B XOe ero
paboTbl, B TOM yncne nHpopmMaums o6 yctponctee. Ob6a3aTesnibHO coobLmTe, Kak 1 AN Yero Bbl byaeTe
cobupatb, 06pabaTbiBaTh M UCMONBb30BaThb 3TW [aHHbIE, a TakXe MoJlyYaTb U NPEAOCTaBNATb K HUM
[OCTyn. Micnonb3oBaTb Takyto MHPOPMaLMIO B LIENSX, O KOTOPbIX Bbl HE 3a8BUN, 3aNpPeLLEHO.

Ecnv B BalweM NpuioXeHWn UCNonb3yeTcs CTOPOHHMI kog, (Hanpumep, SDK), ybeautech, UTo OH caM U
peann3oBaHHbIe B HEM NPOLECChbl 06paboTKM NONb30BATENBCKMX AaHHbIX COOTBETCTBYIOT NpaBunam
nporpammbl Ans paspaboTyunkoB npunoxeHuii B Google Play, B ToM uncne TpeboBaHusM 06
MCMOJIb30BaHMUM M packpbITUKU HbopMaL MU, HanpuMep, Bbl AOMKHbI YAOCTOBEPUTLCS, UYTO MNOCTaBLLMK
SDK He npopaeT NnyHble U KOHbUAEHUNANbHbIE faHHblIe NONb30BaTENS, NOMYyYEHHbIE U3 BaLIEro
NpUNoXeHus. 3To TpeboBaHNE NPUMEHSETCS BHE 3aBUCMMOCTM OT TOro, Kak ByayT nepefaHbi
NoNb30BaTeNIbCKME [AaHHbIE: MOC/E OTNPABKN HAa CEPBEP UM B PE3YNbTaTe BHEAPEHNS CTOPOHHETO
KOfa B Balle NpUIoXeHue.

JInyHbie U KOH¢M,D,eHU,VIaJ1beIe nosib3oBaTesibCKue gaHHbie

» OrpaHuuvBainTe BOCTYN K IMYHBIM U KOHPUAEHLMANBHBIM NMONb30BaTENbCKUM [aHHbIM, MOMyYeHHbIM Yepes
NPUNOXEHNE, a TakxKe NX C6op, NCMONL30BaHWE 1 Nepefady. OTU AeNCTBUS AOMYCKAOTCS TONbKO ANs
npefocTaBneHns GyHKLUA cepBuca UM NPUIOXEHUs, a Takxke B LieNisiX, COOTBETCTBYIOLLUX NPaBuiaM 1 He
HapyLualoLWmMx 060CHOBaHHbIE OXMAAHWS NONb30BaTENEN.

« [punoxeHus, NCNONb3YOLLNE NNYHbIE U KOHPUAEHLMANbHbIE NONb30BaTENbCKME faHHbIE A1 NoKa3a pekambl,
LOMKHBI COOTBETCTBOBATL Npasunam Google Play no pa3melueHnto peknambi.


https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://support.google.com/googleplay/android-developer/answer/11926878
https://support.google.com/googleplay/android-developer/answer/11926878

» Bce nuyHble 1 KOHPMAEHLMaNbHbIE AaHHbIe NONb30BaTENeN AONXHbI 06pabaTbiBaThCst 6e30nacHbIM 06pa3oM, B
TOM UKCne C NPUMEHEHNEM COBPEMEHHbIX METOAOB WKdpPOBaHNs, Hanpumep npotokona HTTPS.

« [pexae Yem 1Cnonb3oBaTb AaHHbIE, AOCTYM K KOTOPbIM PErynnpyeTcs paspeleHnamu Android, npunoxexue
[OMKHO 3aMpoCUTb AUHaAMMYEcKoe paspelueHne (Bceraa, Koraa aTo BO3SMOXHO).

I'Ipop,a)Ka JINYHbIX U KOH¢MAeHLI,VIaJ1beIX MoJsib30BaTe/IbCKUX OaHHbIX

He npopaBavite NMYHble U KOHPUAEHLMANBHbBIE MOIb30BATENbCKME AaHHbIE.

« Mpopaxa noppasymesaeT nepepady MHPOPMaLMM TPETbIUM NMLLEM U OBMEH €lo C Liesblo MonyyYeHns
LEHeXHOro Aoxofa.

« Ecnu cBoM NMyHble 1 KOHUAEHLMANbHbIE AaHHbIe NepefaeT caM Nonb30BaTeNb, ATO HE CUMTAETCS NMPOLAXKEN.
MpyMepbl TaKUX CUTYaLLUiA: B MPUNOXEHUM eCTb GYHKLMS Ans nepefaun Gannos TPETbUM NULaM; NPUITOXEHNE
npefHa3HauYeHo A NPOBEAEHNS HayUYHbIX UCCNEef0BaHUN, 1 [aHHble OTNPABNSIOTCS B 3TUX LiENsX.

PackpbiTue MHpopMaL M1 U paspelleHe Ha UCMOoNb30BaHMe AaHHbIX

Ecnu Bawe npunoxeHue cobupaeT, UCMoNb3yeT, NepesaeT INUHbIe U KOHOUAEHUMASbHbIE MOb30BATENIbCKUE
LaHHble UK NosyJyaeT JOCTYN K HUM B LENsX, KOTOpble MOryT HE COOTBETCTBOBaTb 0GOCHOBAHHbIM OXMAAHUAM
nonb3oBaTeneil OT NPOAYKTa UK GYHKLMK, HEOBXOAMMO cobnoaaTh TPEGOBaHMS K PacKpbITUIO MHOPMALIK 1
MOMYYEHUIO Pa3PELLEHNS Ha UCTIONb30BaHMNE [AaHHbIX, YKa3aHHbIE B MPaBUIIax B OTHOLWEHUM TakUX AaHHbIX.

Ecnv B BaleM NpUIOXeHUM NPUMEHSETCS CTOPOHHMI Kog, (Hanpumep, SDK), npegHasHaueHHbI Ang cbopa NMUHbIX
1 KOHOUAEHLMANbHBIX NMONb30BaTENIbCKMX LaHHbIX, Bbl LOMKHbI MPEeLOCTaBUTb AOCTAaTOUHbIE LOKA3aTENLCTBA TOrO,
4TO NPUIOXEHME He HapyllaeT TpeboBaHus 13 pasfena "PackpbiTve MHPOpPMaL K 1 pa3peLleHne Ha
MCMOMb30BaHME JaHHbIX" HACTOSLLMX NPaBui. MPUIOXEHNE JOMKHO COOTBETCTBOBATb, B YaCTHOCTU, MONOXEHUSAM O
BOCTYNe K flaHHbIM, 1X cBope, NCMOoNb30BaHNN 1 NepeAaye C NOMOLLbIO CTOPOHHETO KoAa. [JokasaTenbcTea
HeOoBXOAMMO OTNPAaBUTL B TEUEHME ABYX HELENb MU APYroro nepropaa (eCnu OH ykasaH) nocne nonyyeHns 3anpoca
o1 Google Play.

O653aTENbHO YAOCTOBEPLTECH, YTO B CTOPOHHEM Kopfe (Hanpumep, SDK) He HapyLllatoTcs npaBunia B OTHOLIEHNM
MoMb30BaTENbCKNX AaHHbIX.

C 6onee nofpobHom nHpopmaLmen o TpeboBaHKsX K PacKpbITMIO MHOPMALLIMKU 1 NONYYEHUIO cornacus
NoNb30BaTENEN MOXHO 03HAKOMUTLCS B CNPaBOYHOM LIEHTPE.

Mpumepbl HapylueHui, Bbi3BaHHbIX MpuMeHeHneM SDK

« MpunoxeHwe ncnonbayet SDK, KOTOPbIN COBUPAET NNYHbIE U KOHGUAEHLMANbHbIE NONb30BaTENbCKUE aHHbIE 1
He 06pabaTbiBAET UX COMACHO NPaBMiaM B OTHOLLIEHWW NOMb30BATENBCKUX AaHHbIX, TDEGOBAHMAM K PACKPbITUIO
MHPOPMALMU 1 Pa3PELLEHMIO HA MCTIONb30BaHUE AaHHbIX, @ TakKe TPeboBaHUIM B OTHOLWEHWN JOCTYNa K AaHHbIM
1 nx obpaboTke (BKNtoYas 3anpeT Ha NPOAAxy).

+ B npunoxeHwe nHterpmposaH SDK, KOTOpbI cOBUpaeT nnuHble 1 KOHGUAEHLMaNbHble Nob30BaTeNbCkue
LaHHble MO YMOYaHUIO, YTO HapyWwaeT TPeBoBaHMs HaCTOAWMX NPABUI B OTHOLWEHUM NOJyYeHUs Cornacus
nosb30BaTesnei 1 PackpbITUs MHbOPMaLUN.

« [1ns npunoxeHus 3asBNEHO, YTO OHO COBMPAET NINYHbIE U KOHOUAEHUMANbHbIE MONb30BaTE/IbCKME AaHHbIE TONBbKO
ons obecrneyeHuns paboTbl GYHKLMM, 3aLLMLLAOLNX OT MOLEHHUYECTBA 1 310ynoTpebnernit, Ho SDK Takxe
nepepnaeT CO6paHHbIe AaHHbIe TPETbMM LM B PEKNAMHbIX LENsSX U A8 aHaNUTUKW.

« MpunoxeHve cogepxuT SDK, KOTOpbI NepefaeT CBEAEHNS 06 YCTAHOBEHHbIX MAKeTax C HapyLeHUeM
peKkoMeHZaLMI Mo PacKpbITUIO MHDOPMALUM U/MnK TPeBOBaHUIN MONUTUKY KOHOUAEHLMANBHOCTU.

« O3HaKOMbTECb C npasuiaMn B OTHOWEHUN HeXenaTelbHOro MNo pnsa MOBUITbHBIX yCTpOl;ICTB.

JononHuTtenbHble TPe60BaHUSI B OTHOLWEHUU OCTYMNa K IMYHbIM U KOHOUAEeHLMalbHbIM
DaHHbIM

B Tabnuue Huke npeacTasfieHbl TPe6oBaHMs K ONpeaenieHHbIM GyHKLMOHabHBIM OCOBEHHOCTAM MPUIOKEHWIA.
®yHKUMOHaNbHas 0CO6eHHOCTb TpeboBaHus

Mpunoxerue COGMPAET UMK CBA3LIBAET  MocToAHHBIE UAEHTUMUKATOPbI YCTPONCTBA HE [OMKHbI BbITh CBSI3aHbI

NOCTOSIHHbIE MAEHTUDMKATOPDI C NINYHBIMK N KOHOUAEHLMANBHBIMU fAHHBIMU NOSIb30BATENS U CO
ycTpoicts (Hanpumep, IMEI-koapl, cbpacbiBaeMbIMU NAEHTUDUKATOPAMU YCTPOWCTB, 3@ UCKITIOUEHUEM:
HoMmepa IMSI, cepuiiHble Homepa SIM-

KapT M T. f.) » TenedoHHOW cBA3M C nomoLlbto SIM-kapTsl (HanpuMep, 419 3BOHKOB

no cetn Wi-Fi uepes onepatopa cBa3u);
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+ KOPMOPaTMBHbIX MPUIOXEHU AN yNpaBneHWs YyCTPONCTBaMK,
MCMONb3yeMbIX B PEXMME BragenbLa.

B aTux cnyyaax paspaboTunk fOMKeH SBHbIM 06pa3oM CoobWNTb
nosib30BaTENSM O TakoW CBS3M B COOTBETCTBUM C NpaBuiamu B
OTHOLLUEHMU NOJIb30BATENbCKUX AaHHbIX

NHdopMauuio 06 anbTepHATUBHBIX YHUKANbHbIX MAEHTUdUKATOPaX
MOXHO HaNTW Ha 3TOW CTpaHuLe

JononHuTenbHble PEKOMEHAALMMN MO NCMNONB30BAHMIO PEKNTAMHBIX
ngeHTudukatopos Android npusepeHbl B NpaBuiax pasmeLeHns
peknambl

MpunoxeHne npefHasHaYeHo Ang aeten B NpunoxXeHWs paspelleHo BKoYaTh Tobko SDK, KoTopble npoLwsu
CaMOCTOSITENbHYIO CEPTUPUKALMIO AN UCNONBb30BaHUS B CEPBUCAX,
npenHasHayeHHblx ans geter. O3HaKOMbTECH C MOJIHOW BEPCUEN
npaeun 1 TpeboBaHui MNporpamMmmbl CaMOCTOSTENbHON cepTUdUKaLMm
peknamHbix SDK B NpunoxeHusx ois BCEN CEMbU.

Mpumepbl HapyLlLueHWi, Bbi3BaHHbIX MpuMeHeHneM SDK
« MpunoxeHwve ncnonbayet SDK, KOTopbIn cBA3bIBaeT naeHTUdmKaTop Android 1 faHHbIE O MECTOMONIOXEHNM.

« MpunoxeHve paboTaeT ¢ SDK, KOTOpbIN CBA3bIBAET PeKNaMHbIN aeHTudukaTop Android ¢ MOCTOAHHbIMK
MOEHTUOUKATOPAMU YCTPOWCTBA B PEKITAMHBIX LIENSX UV NS aHaNUTUKU.

» B npunoxeHvie nHterpmpoaH SDK, KOTOPbIN CBA3bIBAaET peknamHblin naeHTugukatop Android c agpecom
3MEeKTPOHHON MOYTbI B LLENIsIX aHanUTUKK.

Pazpen 6e3o0nacHOCTU JaHHbIX

Kaxpoe npunoxeHue [OMKHO cogepkaTb pasfen 6e30nacHOCTU faHHbIX, B KOTOPOM MOHATHO M TOYHO OMKUCAHO, Kak
Co6MpPatoTCs, UCMOMbB3YIOTCS U NEPERaloTCs NoMb30BaTENbCKME faHHble. TO TAakXXEe OTHOCWTCS K [aHHbIM, KOTOpble
cobupatoTcs v 06pabaTbiBalOTCS Yepes CTOpPoHHME BubnroTekn nnu SDK, ncnonbayemble B NPUNOXEHNSIX.
Pa3paboTumnK HECET OTBETCTBEHHOCTb 3@ TOYHOCTb M aKTyaslbHOCTb Takol nHdopMaumn. CBeeH s B 9TOM pasperne
LOMKHbI COOTBETCTBOBATb TOMY, YTO YKa3aHO B NMOMMTUKE KOHOUAEHLMANBHOCTYU NPUNOXEHMS (€CNIU MPUMEHUMO).

M3yynTe pononHUTeNbHy0 MHGOPMALMIO O TOM, Kak 3anofHUTL pasaen 6e30nacHOCTH AaHHbIX, B CnpaBoyYHOM
LieHTpe.

O3HaKOMbTECh TakXe C MOSIHOM Bepcmeﬁ npasu/i B OTHOWEHWN NONb30BaTENbCKUX OaHHbIX.

MpaBuna ncnonb3oBaHus pa3peLlieHumn u APl ¢ focTynom K KoHPUaeHumanbHom
nHdopmMauum

3anpockl Ha NPefoCTaBeHNE paspeLlleHnit n ucnonb3oBaHne API, KOTOpble NOMYyYaloT JOCTYN K
KoHbUAEHLManbHOM nHGOPMaL MK, [OMKHbI OblTb MOHATHBIMUW ANS MOSb30BaTENEN. 3anpallnBaTh
paspeLleHns 1 Ucnonb3oBaTb API, KOTOpbIE NOMYYalOT JOCTYN K KOHGUAEHUMANbHON MHGOPMaLLMK,
MOXHO TOJIbKO B TOM Cllyyae, ecfiv OHM HEOHXOANMbI A1 PaboThl yXKe BHELPEHHBIX GYHKLNNA 1
CEPBMCOB, OMUCaHHbIX Ha CTPaHuLe NnpunoxeHus B Google Play. Henb3s ncnonb3osaTh paspeLeHms n
API, npefocTasnaowme [OCTYN K AaHHbIM NONb30BaTeNd U YCTPOMCTBA, ANa GYHKUUMA UK Lenen,
KOTOpble HE OTMEeYEHbl B ONMUCAHWUM MPUNOXEHWUS, HE Peann3oBaHbl UK He pa3peLleHbl. JIYHbie nnu
KOHPUAEHUMaNbHbIE AaHHbIE, NOSTyYEHHbIE C pa3peLleHNs Nonb3oBaTenNs UM Npu noMowm Takmx API,
Henb3s NPoAaBaTh U NepefaBaTh C Lefblo Nocneyowen NpoaaXxn H1U Npu Kakux ob6CTosTeNnbCTBax.

O3HaKOMBTECH C MOMHOW BEPCUEN MPaBUST UCMONb30BaHNS pa3peLlleHnin n APl ¢ BocTymnom K

KOHGUAEHUMANbHOM MHbOPMaL UK.

MpuMepbl HapyLLeHUI, Bbi3BaHHbIX TpuMeHeHneM SDK

+ B npunoxeHue nHterpuposaH SDK, KOTOpbIN 3anpaluvBaeT JOCTYN K faHHbIM O MECTOMONOXEHNN B
HOHOBOM pexuMe AN 3anpeLLeHHbIX UK HE3aSBIIEHHbIX Lienen.
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« MpunoxeHune ncnonbayet SDK, koTopbin 6€3 cornacus nosb3oBatens nepepaet IMEI-kog,
MOMyYeHHbIV C MOMOLLbIO pa3pelueHns read_phone_state B Android.

MpaBuna B 0OTHOWeEHUU BpegoHocHoro MO

OCHOBHOW NpUHLKUA NpocTon: akocucTeMa Android, Bkntovatowas Google Play n yctponcTtea
nonb30BaTesNIeN, He NOSKHA NOABEPraTbCs BO3AENCTBUIO BPEROHOCHOTO MO. PyKOBOACTBYSCh UM, Mbl
cTapaemca fenatb akocucteMy Android 6e3onacHom s nonb3oBaTenien u nx yctponcts Android.

BpepoHocHbIM MO cunTaeTcs nobom Kof, KOTOPbI MOXET NPeAcTaBnsTb Yrpo3y AN Nob3oBaTens, a
TaKXe ero faHHbIX UK yCcTporcTB. Hanpumep, K BpegoHocHOMyY MO 0THOCATCS NOTEHLMaNbHO
onacHble npunoxenus (MOM), a Takxe UcnonHaemble daiibl U MogudUKaLn GpPenMBOPKOB,
OTHOCSILLMECS K TaKUM KaTeropmsM, Kak TPOSIHCKME NporpamMmbl, GUWMHIoBOE M WnmnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABMSEM HOBbIE KaTEropum.

3TW NpaBuna Takxe NPUMEHSIIOTCS K CTOPOHHeMY kogy (Hanpumep, SDK), KOTOpbIN BKIKOYEH B
NPUNOXEHNE.

O3HakKoMbTECh C MOMHOW BEPCUEN NpaBusl B OTHOLWEHUN BpefoHocHoro MO.

MNpumepbl HapyLleHWI, Bbi3BaHHbIX NpuMeHeHneM SDK
« MNpunoxeHune copepxmnT 6nbnmotekn SDK OT NOCTaBLMKOB, PacnpoCTpaHaoLWmX BpefoHocHoe MO.

« MpunoxeHune HapyllaeT Mofesb paspelleHunii Android unu kpafeT yYeTHble AaHHble (Takue, Kak
TokeHbl OAUth) U3 Bpyrnx NPUIOXeHUN.

* MpunoxeHns 3noynoTpebnaoT GyHKLMAMM, YTOObI NPENSTCTBOBATbL YAANEHNIO UM OCTaHOBKE.
« MpunoxeHne oTknoyaeT SELinux.

« MpunoxeHune ncnonbayeT SDK, KOTOpbIM HapyLlaeT Mogenb pa3pelerunin Android, nonyyas
MOBbILLEHHbIE NPUBWUIErNM LS HE3asBNEHHOM Lienu bnarogaps LOCTYNy K AaHHbIM YCTPONCTBA.

+ MpunoxeHne conepxut SDK ¢ KOLOM, KOTOPbI OGMaHHBIM MyTEM 3aCTaBNAET NONb30BaTene
npuobpeTaTb MOAMMUCKM UM OMflauMBaTh KOHTEHT Yepes onepaTtopa MOBUIbHON CBA3M.

Ncnonb3oaHne SDK B NpunioxeHusx

Ecnu Bbl xoTUTE fOBaBUTL CTOPOHHMI SDK, TO JOMKHbI y6eauTbCs B TOM, YTO €ro Kog, 1
peann3oBaHHble B HEM NPOLLECCHI HE HapyLatoT MpaBuna NPorpamMMsl s pa3paboTymkos
npvnoxenun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun 06pabaTbiBatoT Nonb3oBaTenbCkue
OaHHble. Kpome Toro, cnepyeT NOHWMAaTb, Kakne paspeLleHns OHM UCMONb3YIOT, Kakne CcBefeHns
CcobMpatoT 1 Noyemy.

TpeboBaHus kK SDK

Pa3paboTunkn NPUITOXKEHUI YacTO UCMONb3YHOT CTOPOHHWI KOf, (Hanpumep, SDK), 4Tobbi
WHTErpMpoBaTh BaXKHble GYHKLMN 1 CEPBUCHI B CBOM NPOJYKTbI. Bkntoyas SDK B npunoxeHue, BaxHO
ybenmTbes, UTo 6€30MacHOCTb NONb30BaTENEN HE NOCTPAAaET U B KOLE HE NOSBATCS HOBblE
ySI3BMMOCTW. B 3TOM paspene Mbl 06BSCHUM, Kak HEKOTOPbIE U3 HALLIMX aKTyanbHbIX TPeboBaHWM K
KOHOULAEHLMANBHOCTM 1 6€30MaCHOCTU NPUMEHSIIOTCS B OTHOLWEHMM SDK 1 KaknM 06pa3oM OHK
LOSXHbI MoMoraTh pa3paboTunkam 6e3onacHo MHTErpMpoBaTb SDK B NPUNOXeHUs.

Ecnu Bbl XoTUTE 006aBUTb CTOPOHHUI SDK, TO AOMKHbI Y6EeAUTLCS B TOM, YTO €ro KO 1
peann3oBaHHble B HEM NPOLLECChI HE HapyLatoT MpaBuna NPorpamMMbl Afs pa3paboTymkos
npunoxenun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun o6pabaTbiBatoT Nonb3oBaTeibCkne
OaHHble. KpOMe TOro, cnepyet NnoHMMaTb, Kakne paspeleHna OHM NCNOJb3YIOT, Kakne cBeaeHund
cobumpatoT 1 noyemy. MoMHMTE O TOM, YTO CH60p M 06pPaboTka NONbL30BATENLCKUX AaHHbIX CO CTOPOHDI
SDK AO/MKHbI COOTBETCTBOBATb MNONINTUKE NPUNOXKEHUS.


https://support.google.com/googleplay/android-developer/answer/9888380

YT106bl HE JONYCTUTb HAPYLIEHWUI, U3YUYNTE BECb TEKCT CiedytoLlmx NpaBui n 0bpatnute BHUMaHNE Ha
aKTyanbHble TPE6OBaHMS B OTHOWeEHMM SDK, KOTOpble NPUBELAEHbI HUXE.

MpunoxeHns, koTopble 6€3 pa3peLleHns NoNb30BaTeNs NoayYatoT root-AoCTyn Yepes NoBbIEHNE
NPVBUNErNIA, OTHOCATCS K KaTeropum "lMonyyeHne root-gocTtyna'.

LWnnoHckoe MO

LWnnoHckum MO HasbiBaOT BPELOHOCHOE NPUIIOXEHWE, KO, U NOBELAEHME, KOTOPbIE MO3BONSOT
cobupatb, Nony4YaTb UK NepenaBaTh TPETbMM NULLAM JaHHbIe NOSIb30BATENS UMM YCTPONCTBA, Koraa
3TO He CBA3aHO C GYHKLMAMYM, COOTBETCTBYIOWMMUN NPaBUIaM.

K wnunoHckoMmy MO TakXe OTHOCUTCS BPEAOHOCHbIV KOL, UM NOBEAEHNE, KOTOPbIE MOTYT CYMTATLCS
cnocobamMu Cnexku 3a nosnb3oBaTeNieM Uin NosyvatoT faHHbIe He YBELOMISS Ero U He nonyyas ero
cornacus.

Bbl MOXETE 03HAKOMUTBLCS C NOSIHON BEPCUEN NPaBUI B OTHOLLEHUU WNMoHCKoro [10.

HapyLeHne npaBui B OTHOWEHMM WNMOHCKOro MO 6yaeT cumtaTbes Bbl3BaHHbIM SDK, B YaCTHOCTH, B
crnepytoLmnx cnyyasax:

+ ecnv B NpunoxeHun ncnonbayetcs SDK, KOTOpbIV NepefaeT faHHble U3 ay[Mo3anvcent Uimn 3anucem
3BOHKOB, KOria 3TO He CBA3aHO C QyHKLMSMM, COOTBETCTBYIOLUMU NPABUIIaM;

+ €CnY B NPUIIOXEHUM UCTIONb3YeTC BPEAOHOCHbIV CTOPOHHUI Kof, (Hanpumep, SDK), KoTopbii
nepenaeT faHHble C yCTPONCTBA HEOXMAAHHbBIM [/ MONb30BaTENs CNIOCOOOM U/UNIN He YBELOMIIAS
€ro ¥ He noryyas ero cornacus.

MNpaBuna B oTHOWEHUM HexenaTenbHoro MO gns MOBGUNBHBIX YCTPOUCTB

MoHsTHas ¢YHKL|VIOHa.I'IbHOCTb U siIBHO€ pacKpbiTue MH¢OpMaU,VIVI

JTiobon Kof [OMKEH UCNOSHATL BCE, YTO 0beLl,aHo Nnonb3oBaTesto. NpuoXeHns 4OMKHbI BbINOMHATb
BCe 3asBNEHHble GYHKLMM 1 HE OOMKHbI BBOAMTL NONb30BaTENEN B 3abyXaeHme.

Mpumepbl HapyLieHuiA:
* MOLIEHHMYECTBO C PEKTAMOMN;

¢ COUManbHag NHXXeHepud.

3awmTa nosib3oBaTeNbCKUX JaHHbIX

MOHATHO 1 NoAPOBHO paccKaXnTe 0 TOM, Kak NPUIOXEHWE NoflyyaeT QOCTYN K JIMYHbLIM 1
KOHOUAEHUMANbHBIM aHHbIM MOJIb30BaTENS, Kak OHO X cobupaeT, Ucnonb3yeT 1 nepepaeT. Mpwu
paboTe ¢ Takon nHbopmaumnen HeobxoanMo cobnogaTe BCe NPUMEHVMbIE NPaBuiia B OTHOLEHUN
NoNMb30BaTENIbCKUX AAHHbIX, @ TaKXe NPUHUMAaTb Mepbl MPEAOCTOPOXHOCTM A1 3alWMTbI STUX
CBEeAEeHUMN.

MNpumepbl HapyLWweHun:
« c6bop paHHbIX (wnuoHckoe MO);
+ HapyLIEHME OrPaHMNYEHHbIX Pa3peLIEHM.

O3HaKOMBTECh C MOMHON BEPCUEN NpaBusl B OTHOLWEHUN HexenaTensHoro MO ans MoBusbHbIX
YCTPOWCTB.

MpaBKna B OTHOLWEHUM 3M10ynoTpebreHnss pecypcamm yCTPOMUCTBa U CETU

3anpeLatoTcst TPUNOXEHUs, KOTopble HapyLlaloT paboTy YCTPOMCTBA NOMb30BaTeNs, ApYyrux
YCTPOWCTB, KOMMbIOTEPOB, CepBEPOB, ceTer, APl unu cepeucos (Bkouasa Apyrve npunoxXxeHus Ha
yCTpOWCTBE, cepBuCbl Google 1 ceTn onepaTopoB CBA3M), a TAKXKE BMELLMBAKOTCS B UX PaboTy,
MoNyYatoT HECAHKLMOHUPOBAHHBIV JOCTYMN K HUM UK BPERST MHBIM 06pa3oM.
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MpUNoXeHWs N CTOPOHHWUM kop, (Hanpumep, SDK), ncnonb3ayrolne MHTEPNPETUPYEMbIE S3bIKU
(JavaScript, Python, Lua 1 T. g.), koTopble 3arpy>xatoTcs Bo BpeMsi paboTbl (a He 3arpy>eHbl B
NPUNOXeHNe N3HaJYabHO), He OOMKHbI HapywaTb npasuna Google Play.

3anpelleHo UCnonb3oBaTb KOA, KOTOPbIN CO30aEeT UM UCMOSb3YeT yI3BUMOCTN 6E30MacHOCTHU.
NHdopMaLms 0 cambix akTyasibHbIX NpobneMax 6e30nacHOCTM COAEPXUTCS B Halen MporpamMme
MOBbILIEHWS 6E30MACHOCTM MPUNOXKEHNN NS Pa3pPaboTUMKOB.

O3HaKoMbTECH C MOMHOW BEPCUEN NpaBusl B OTHOLEHU 3M10YNOTPEBNEHNS pecypcaMmn yCTPONCTBa U
cetu.

MpuMepbl HapyLeHWI, Bbi3BaHHbIX NpuMeHeHneM SDK

+ MpunoxeHne NpefoCTaBnseT yCnyr MPOKCU-cepBepa TPEeTbUM NnLaM (KpOMe CryyaeB, KOraa aTo
SIBNSETCA OCHOBHOW PYHKUMEW MPUSTOXEHMS).

+ B npunoxeHve nHterpupoBaH SDK, KOTOPbIN CKauMBaET UCMONHAEMbIN Kog, (Hanpumep, DEX-darnbl
WNWN HaTWBHbIV Kop) He 13 Google Play.

+ B npunoxeHune nHterpmpoaH SDK, KOTOpPbIN COReEPXMT KOMNOHEHT WebView ¢ nHtepdencom
JavaScript, 3arpyxatowmin HeHagexHbIn Be6-KoHTeHT (Hanpumep, URL ¢ npoTtokonom HTTP) unu
HenpoBepeHHble URL, NONyYeHHbIE N3 HEHAAEXHbIX UCTOUHMKOB (Hanpumep, URL 13 HeHageXHbIX
06bekToB Intent).

+ B npunoxeHune nHterpupoBaH SDK, KOTOPbIN COREPXKMUT KOA, UCMNONb3YeEMbIN AN OOHOBMIEHUS
cobcTBeHHOro APK.

+ B npunoxenune nHterpmposaH SDK, KOTOpbIN ckaumBaeT daitsibl Yepes He3aluLeHHoe coeauHeHne,
YeM nofeepraeT pucky 6e3onacHOCTb NOb30BATENS.

+ B npunoxenun ncnonbayetcs SDK ¢ KOLOM, KOTOPbIV NMO3BOMSET CKauyMBaTb UM yCTaHABNMBATb
NPUNOXEHUS U3 HEN3BECTHbIX NCTOYHMKOB BHE Google Play.

+ B npunoxeHue nHterpupoBaH SDK, KOTOpPbIV UCMONb3YeT akTUBHbIE CIyX6bl 663 060CHOBaHHOM
MPUYMHBI.

+ B npunoxeHue nHterpmpoBaH SDK, KOTOPbIN UCMONb3YeT akTUBHbIE CIYXObl B LeNsX,
COOTBETCTBYIOLWMX MpaBMnaM, Ho He 0bbsBneH B danne maHudecTa.

MNpaBuna B OTHOWEHUMU BBEAEeHUSA B 3abnyXxgeHue

Mbl 3anpeltaemM ny6nMKoBaTb NPUNOXEHUS, KOTOPbIE MbITAalOTCS BBECTU NONb3oBaTeNel B 3abnyxaeHme
MM cnocobCTBYOT He[OBPOCOBECTHON AEATENBHOCTH, BKIKOUYAS MPUIIOXKEHWS, 3asBNIEHHbIe GYHKLUN
KOTOPbIX HEBO3MOXHO peanM3oBaTh Ha yCTponcTee. MIHdopMaLms 0 NPUNOXEHNUW, ero OnncaHue, a
Takxe $OTO 1 BUAEO JOSIKHbI COOTBETCTBOBATL €ro GYHKLMOHAIbHOCTU. MPUIOXEHNS HE JOMKHbI
UMUTUPOBATb GYHKLUM UK NPesynpexaeHns onepaLoHHON CUCTEMbI U Apyrux nporpamm. Jlobbie
N3MEHEHMNS HACTPOEK YCTPOWMCTBA AOMKHbI MPOM3BOAMUTLCS C BEAOMA U COrnacus nonb3oBaTens.
KpoMme Toro, y nosib3oBaTens fomxHa 6biTb BOSMOXHOCTb OTMEHUTb N3MEHEHUS.

O3HaKOMbTECh C NOMHON BepCcuen npasusl B OTHOLWEHWN BBELEHWS B 3a05yXaeHNe.

np03pa‘-lHOCTb noeefneHus

Monb30BaTENSAM AOMKHO ObITb MOHATHO, YTO AENAET Balle NPUIOXEHNE. He NCMOSb3yTE B HEM
CKpPbITble, HEAKTMUBHbIE UM HE3a[0KYMEHTUPOBaHHbIE GYHKLMUW. 3anpeLleHo nbiTaTbes n3bexatb
NPOBEPKM MPUSIOXEHNIN KaKMMU-TMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb Nonb3oBaTeNEN,
LLeNOCTHOCTb CUCTEMbI 1 COOTBETCTBME NPaBUIaM, MOXET NOTPeboBaTbC AOMNONHUTENbHAS
NHdOPMaLMS O NPUNOXEHNN.

Mpumep HapylueHus, cBi3aHHOro ¢ npuMeHeHueM SDK

+ B npunoxenune nHterpnpoBaH SDK, no3Bonstownii n3bexatb NpOBEPKN NPUTOXEHWNN.

Kakue npasuna Google Play pns paspaboTunkoB 06bI14HO CBSi3aHbl C HAPYLIEHUSMU,
Bbi3BaHHbIMU NpuMeHeHueM SDK?
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YROCTOBEPBLTECH B TOM, YTO BECb CTOPOHHUIA KOA, KOTOPbIA UCMOSb3YET Balle NPUIOXeEHME,
cooTBeTcTBYeT [paBnnam nporpammbl Ans paspaboTtunkos B Google Play. [1ns aToro nsyuute
cnepylLme MaTepuansi:

- MpaBuna B OTHOLEHUM NONb30BATENbCKNX BaHHbIX

+ PaspeleHus n APl ¢ LocTynom K KoHbUAeHUnansHon nibopmaunm

« MpaBunna B OTHOLIEHNM 310YyNOTPEBNEHNS pecypcamMmn yCTPOMUCTBA U CETU

» BpepoHocHoe MO

« HexenatenbHoe MO gns MOBGUNbHbBIX YCTPONCTB

« MporpamMmMa caMocTosATENbHOM cepTUdUKaL MM peknamHbix SDK B NpUnoXeHWsX Afis BCEN CEMbM
+ lNpaBuna pasmMelleHns peknamsl

- BBeneHuve B 3abnyxaeHve

« MpaBuna nporpammsbl 4fisi pa3paboTunKoB NpunoxeHun B Google Play

Bbllle nepeyncneHbl MpaBua, KOTopbie He cobnopatoTes Yalle Bcero. OfHaKo 13-3a HEHAAEXHOrO
kopa SDK Balle NpuioxeHne MOXeT HapyLWUTb 1 JPyroe NpaBusio, He BOLLEALWee B 3TOT CMIUCOK.
M3yyaliTe npaBuna NoNHOCTBIO 1 CIEAUTE 3a UX OBHOBNEHUAMU. Beflb MMEHHO pa3paboTumk
MPUNOXEHNS HECET OTBETCTBEHHOCTb 3a TO, YTO6bl SDK 06pabaTbiBant JaHHbIE MPUOXKEHNS B
COOTBETCTBUW C NPaBuIamMu.

MoapobHy NHPOPMALMIO MOXHO HAaNTK B HaweM CrpaBOYHOM LIEHTPE.

BpenoHocHoe 1O

OcHOBHOW NpuHLUKMN NpocTon: akocucTeMa Android, Bkntovatowas Google Play n yctponcTtsa
nonb3oBaTesNiel, He LOSXKHA NOABEPraTbCs BO3AENCTBUIO BPeROHOCHOrO MO. PykoBOACTBYSCb UM, Mbl
cTapaemcs fenatb akocucteMmy Android 6e3onacHon ans nonb3oBaTenen n nx yctponcts Android.

BpenoHocHbIM MO cumTaeTcs No6om Kof, KOTOPbI MOXET NPEACcTaBNsaTb yrpo3y A1 NoNb3oBaTens, a

TaKXe ero faHHbIX UK yCTPOoMCTB. Hanpumep, K BpegoHOoCHOMY MO 0THOCATCS NOTEHLUMaNbHO
onacHble npunoxeHus (MOMM), a Takxe ucrnonHsemble dainbl U MogudrKaLmn GpenmMBOPKOB,
OTHOCSILLMECS K TAKUM KaTeropusaMm, Kak TPOSHCKME NPorpaMMbl, GULLIMHIOBOE U WwnnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABMSEM HOBbIE KAaTEropuUN.

ATW NpaBuna Takxe NPYMEHSIIOTCS K CTOPOHHeMY kogy (Hanpumep, SDK), KOTOpbIN BKIKOYEH B
NPUNOXEHNE.

BpenoHOCHbIE MPOrpaMMbl MOTYT PasfityaTbCsl MO TUMY M NPUHLMMY AENCTBUS, HO, Kak MpaBuIio,
npecnenymroT kakne-nmbo 1n3 crnepyoLlmx Luenemn:

+ BMeLIaTeNbCTBO B paboTy YCTPONCTBA NONb30BATENS;
* MOJlyYeHVEe KOHTPOSS Haf, yCTPOWCTBOM NMOMb30BaTeNS;

* BbIMOMHEHWE YAaNEeHHbIX ONepaLiA, NO3BONSIOWMX NOMyYaTb JOCTYN K 3aPaXEHHOMY YCTPONCTBY
WU KaKUM-1M60 06pa3oM UCMONb30BaTh €ro;

* nepepava nepCcoHanbHbIX U YYETHbBIX OaHHbIX C yCTpOl;ICTBa 6e3 BeOOMa M cornacud nonb3oBaTtens;

* paccblfika C 3apaxeHHOro yCTPOMUCTBA Crama Wiy KOMaHf, KOTOpble 3aTparvMBatoT apyrne
YCTPOWCTBA UK CETYH;

* MOLUEHHMYECKME AEeNCTBUS MO OTHOLLEHMIO K MONb30BaTEeNHo.

MpUNoXeHus, UCMofHAEMbIe dannbl U MOgUdMKALMM GPENMBOPKOB, Laxe ECNM OHW U3HAYANbHO He
6binV co3naHbl C BPELOHOCHbBIMY LEMSIMI, MOTYT CUMTATbCS MOTEHLMANBHO OMACHbIMU U NPeLCTaBNsaTh
yrposy ang nonb3osaTens. [1eno B TOM, YTO OHU MOTYT AeCTBOBaTb NO-Pa3HOMY B 3aBUCUMOCTM OT
uenoro psaga ¢bakTopoB. KOMNOHEHTbI, KOTOPbIE MOTYT NPEACTABNATb PUCK AJ1 OLHUX YCTPONCTB

Android, coBeplueHHO 6e3BpefHbl ANs Apyrux. Hanpumep, Bpe[oHOCHbIE NPOrpaMMBbl, UCMOMb3YoLme
ycTapesLwme API, He CTaHyT yrpo30i AN YCTPOWCTB, Ha KOTOPbIX yCTaHOBMEHa nocneaHss sepcus OC
Android, B oTAnumne oT yCTPOUCTB C bonee paHHUMYK BEPCUAMU. [TPUSIOKEHWS, MCNONHAEMble dalinbl 1
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mMopudmKaLm GpenMBOPKOB NOMEYAIOTCS KaK BPEAOHOCHbIE MM MOTEHLMANBHO OMACHbIE, €CMNM OHU
NPEACTaBNAIOT ABHYIO Yrpo3y A8 HEKOTOPbIX UMW BCEX NONb30BaTenen u yctponcts Android.

Mbl XOTWM, YTOBbI Halla akocMcTeMa Obinla 6e30MacHOM, MOCTPOEHHOW Ha MHHOBALMSX U [OBEPUM, a
TakXXe YToObl MOIb30BATENN NOHMMANN, KAK UMEHHO 3/I0YMbILLIIEHHMKW MOTYT 3KCMyaTUPOBaThb UX
yCTpOWCTBa. IMEHHO NMO3TOMY Mbl MOATOTOBUM ONUCAHNE KaTeropuii BpepoHocHoro MO.

MoppobHyto nHGOpPMaLMIO MOXHO HaNTK Ha canTe Google Play 3awuTsl

Bakpopbl

Kog, KOTOprPI no3BondeT yaaneHHO BbIMOJIHATb Ha yCTpOIZCTBe HeXenaTtenbHble, NOTeHLanbHO
onacHble onepaynn.

Takune onepawmmn MOryT BKOYaTb NMPOLLECCHI, M3-3a aBTOMaTUUYECKOro BbiMOMHEHUS KOTOPbIX
MPUNOXEHWE, UCTIONHSEMbIV dann nnm Mogudrkauus GpenMBopKa nonageT B Apyrue kateropum
BpepoHocHoro MO. B uenom 63kaop — 3T0 CNocob, C NOMOLLbH KOTOPOro NOTEHLMaIbHO OnacHbIe
onepawuy MoryT GbITb BbINMOMHEHbI Ha YCTPONCTBE. M03TOMy 63KA0P CNOXHO NOCTAaBUTb B OLMUH Psf, C
TakUMU KaTEropusiMU, Kak MOLIEHHNYECKOE CMCaHNE CPeLCTB UM KoMMepyeckoe wnroHckoe MO. B
peaynbTate Google Play 3awmTa npu onpegeneHHbix 06CTOATENbCTBaX MOXET NOCUMTaTb HABoP
63KO0POB YSA3BMMOCTbIO.

MoweHHn4Yeckoe cnucaHue cpencTe
Kog, KOTOprVI npuBOAUT K aBTOMaTNU4YECKOMY CNMUCaHNIO CpeacTB NoJsib30BaTeENA o6bMaHHbIM crnocobom.

CyLlecTByeT TPU KaTeropumn MOLLEHHNYECKNX CMIMCAHUIN CPELCTB Yepes OnepaTopoB MOBUITbHON CBA3W:
SMS-MOLWEHHNYECTBO, MOLIEHHNYECTBO CO 3BOHKaMM 1 MOLWEHHNYECTBO C 0GOPMIIEHMEM MOAMNUCKN
VN ONNIaTON KOHTEHTa.

SMS-moLeHHn4ecTBo

B aTOM cnyyae Kof NpuBOAMUT K OTNpaBke nnaTHbix SMS 6e3 cornacus nofb30BaTeNs UM CKpbIBaeT
cornalleHus, cogepxatime nHpopmaunio o nepegade SMS, nnm coobuieHns, B KOTOPLIX OnepaTop
CBS31 YBEAOMIISIET O CIMCaHUM CPEACTB UM NoaTBEePXAaeT 0bopMIeHME NOANNCKM.

BbiBaeT, UTO KO, HE CKpbIBAET OT NOJSIb30BATENS OTNPaBKY COObLEeHNI, HO cnocobeTByeT SMS-
MOLUEHHNYECTBY APYrMMU NyTaMU. MpUMepbl: COKPLITUE ONPERENEHHbIX Pa3AenoB CornaleHuns ¢
nHpopMaLmen o nepepade SMS nnm NnpeacTasneHne 3TUX Pa3fenos B HEUMTaeMoM BrAae, 61oKMpPoBKa
COOBLEHN, B KOTOPbIX ONepaTop CBA3M yBEAOMNSET NoNb30BaTeNs O CNMCaHUN CPEeaCcTB UK
noaTBepXaaeT NMoAnmucky.

MoLweHHn4YecTBo co 3BOHKaMu
B aTOM cnyyae kof NpMBOAMT K 3BOHKAM Ha MnaTHble HoMepa 6e3 cornacus nonb3oBaTens.

MoLweHHNYECTBO C OPOPMIEHUEM OZMUCKU MU OMNIATOVN KOHTEHTa
B aToM cnyyae kop ucnonb3yeTcs As Toro, 4tTobbl 06MaHHbIM NMyTeM 3aCTaBWUTb YerioBeKa NprobpecTu
MOAMWUCKY MMM OMAaTUTb KOHTEHT Yepes ornepaTopa MOBUbHOW CBA3M.

K 31Ol KaTeropmm OTHOCSATCS BCE CMUCAHWUS CPERCTB, KPOME TeX, KOTOPbIE BbI3BaHbI MiaTHbIMU SMS 1
nnaTHbIMK 3BOHKaMW. MpuMepbl: onnaTa Yepes onepaTopa CBs3u, UCMONb30BaHNe 6ecnpoBOAHOM
Touku goctyna (WAP) 1 nepefaya MUHYT MOBUNbHOW cBA3U. MoweHHnYecTBo ¢ WAP ocobeHHOo
nonynspHo. OHO MOXET UCMOMNbL30BaTbLCA A1 TOro, YTobbl 0BMaHOM 3aCTaBUTb YenoBeka HaxaTb
KHOMKY B HE3aMETHO 3arpy>atoLeMcs Npo3payvyHoM komrnoHeHTe WebView. B pe3ynbtaTte nognucka
odopmnsietcs, a SMS unm NUCbMO C NOATBEPXKAEHNEM TPaH3aKLMN NEPEXBATHIBAETCS, YTOObI
nonb3oBaTesNlb He y3Han O CNMCaHUM CPeacTB.

MO pnsa npecnepoBaHus

MporpamMMHbIN Ko, KOTOPbIM B LLENISX MOHUTOPUHIa COBMpPaET NepcoHasbHble U KoHbUaeHUnanbHble
Nonb30BaTeNbCKNE AaHHbIe C YCTPOWCTBA U NepeaaeT UX TPETbUM NnLam (KOMNaHUaM uim


https://developers.google.com/android/play-protect/potentially-harmful-applications
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dU3MYECKMM NnLam).

MPUNOXEHMS [OMKHbI PAacKpbIBaTbh MHPOPMALMIO M MOMYyYaTb COrnacue B COOTBETCTBUM C NMPaBuiaMu B
OTHOLIEHU MOMb30BATENbCKMUX AAHHbIX

PekoMeHpauun B OTHOLIEHUN anIIIO)KEHVIﬁ Ana MOHUTOPUHIa

EAUHCTBEHHBIMU MPUEMAEMbIMU NMPUNOXEHUSIMU NSt MOHUTOPYHIA SBNSHOTCS MPUNOXEHNS,
npefHa3HaYeHHbIE ANS POAMTENBCKOrO UM KOPMOPATUBHOIO KOHTPONS. Mpy 3TOM BOMXHbI MOMHOCTHIO
cobnofaTbCcs NPUBEAEHHbIE HIXE TPeboBaHMS. C MOMOLLbIO 3TVX NPUITOXEHNUI 3anpeLLaeTcs CNeAnTb
3a Apyrumu nuuamu (HanpuMep, 3a Cynpyrom unm Cynpyromn) faxe ¢ BeAoMa 1 Cornacus Takvx nuu u
Mpw YCroBMM NMOKa3a yBEAOMIEHUS O nepefaye MHPopMaLMn. YTobbl 06BABKTb, YTO NMPUNOXKEHNE
UCnonb3yeTcs A5 MOHUTOPWHIA, B danne MaHndecTa HEOBXOAMMO yka3aTb napameTp
IsMonitoringTool.

anIJ'IO)KeHVIFI Ang MOHUTOPWHIa AOJIXXHbl COOTBETCTBOBATb NEPEYNCNEHHbIM HUXE Tpe6OBaHVI9IM.

+ B onvcaHum npunoxeHust He [OMKHO FOBOPUTBLCS, YTO 3TO WNMOHCKoe MO UM UHCTPYMEHT Ans
CEKPETHOMN CNEXKMN.

. anIJ'IO)KeHVIFl He OOJ/KHbI CKpbIBaTb CBOU CI)yHKLLI/IVI OoTCNnexXnBaHM4a U BBOOAUTb NMONb30BaTENA B
3abny>xgeHue no 3Tomy Nnoeogy.

+ Bo BpeMs paboTbl TakMX NPUAOXEHU LOMKHbI MOCTOSIHHO OTOBPaXaTbCst yBEAOMIIEHME O TOM, YTO
MPUNOXEHME 3aMyLLEeHO, U YHUKASbHbIA 3HAYOK, MO3BONSIOLMIA OOHO3HAYHO MAEHTUOULMPOBATD
npunoXxeHue.

+ B onucaHum npunoxenus B Google Play LomkHbl yOMUHATBCS €ro GYHKLUM MOHUTOPUHIA UK
OTCNEXMBaHMS.

+ B npunoxeHusx n Ha nx ctpaHuuax B Google Play He fonHO 6bITb CNOCO6OB aKTUBMPOBATb
}YHKUMM, HapyLwatoLwme aTn npasuna, Un NoayyYnTb JOCTYN K TakuM GyHKUMaM. Hanpumep,
3anpeLLeHbl CChINKM Ha HEe COOTBETCTBYIOLME TpeboBaHuam APK-daiinbl, pa3MelleHHble He B Google
Play.

+ MpunoxeHns [OMKHbI COOTBETCTBOBATb AENCTBYIOLEMY 3aKOHOAATENBCTBY. Bbl HECETE NOJHYIO
OTBETCTBEHHOCTb 3a COBNIOAEHNE 3aKOHOB CTPaHbI, FAe Balle NpunoxeHue dynet
pPacnpoCTPaHATbCS.

MoppobHyto nHGOPMaLMIO Bbl HAMAETE B CNPABOYHOM CTaTbe 06 MCnonb3oBaHMK dnara
isMonitoringTool

ATaka T1na "oTka3s B o6cnyxxunsaHun” (DoS)

Kop, KOTOpbIi He3aMeTHO A9 Nonb3oBaTenNs 3anyckaeT aTaky Tuna "oTkas B o6cnyxunsaHumn” (DoS)
WY MPUHMMAET yYacTue B pacnpeaeneHHon atake Takoro T1na, HanpaeieHHON Ha Apyrue CUCTEMbI 1
pecypcsbl.

MpumMep: otnpaska 6onbworo konmyectsa HTTP-3anpocoB ans co3faHns Ype3MepHON Harpy3Kku Ha
yOaneHHble cepBepbl.

3arpy3uuku BpegoHocHoro MO
KO,D,, KOTOprlZ cam rno cebe 6e38pep.eH, HO CKa4MBaeT apyrme noteHumManbHO onacHbIe NPUNOXEHUS.
Kop MoxeT 6bITb 3arpy34umMkom BpegoHocHoro MO, ecnn BbINONHAETCS XOTS 6bl OQHO U3 YCNOBUIA:

¢ €CTb OCHOBaHU1A CUYMTaTb, YTO OH CO34aH ON1d pacnpOoCTpaHEeHNa NOTEeHLaNbHO ONaCHbIX
I'IpVIJ'IO)KEHVIVI, CKaumBaeT Takue npunoxeHna nnn CoaepXXnT KoL, KOTOprVI MOXET CKa4ynBaTb U
YCTaHaBMBaTb MPUNOXEHUS;

*+ Kak MUHUMYM 5 % NPUNOXEHWI, CKaYaHHbIX 9TUM KOLOM, ABNSIOTCSA NOTEHLMANBHO ONacHbIMM (TO
€CTb NPV MUHUManbHOM nopore B 500 ckauyaHHbIX MPUNOXEHWIN AOMXHO BbITb 0GHAPYXEHO XOTS Obl
25 NoTeHUManbHO ONacHbIX).
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Benywme 6paysepbl 1 NpUnoxeHus ong obMeHa pannamm He CUMTalOTCa 3arpy34nmkaMm BpegoHOCHOMo
no, ecnu:

¢ CKaumBaHMe B HUX HE 3anyCKaeTcd 6es y4yacTung nonb3oBaTend,

¢ CKaumBaHMe NnoTeHUManbHO ONacCHbIX I'IpVIJ'IO)KeHI/IVI HaYMHaEeTCd TONbKO nocne Toro, Kak
noJsib3oBaTesb AaeT Ha 3TO cornacue.

Yrposa pgns yctponcTs He Ha 6a3e Android
Kop, noTeHLManbHO onacHbIn Ans gpyrux nnatdopm.

MpUNoXxeHus ¢ Takum KogoM 6e3onacHbl ans ycTponcTts Android 1 ux nonb3oBaTenen, Ho cogepxat
KOMTMOHEHTbI, KOTOPbIE MOTYT HAHECTU Bpeg, ApyruM nnatdopmam.

OuwmvHr

Kop, nonyyeHHbIN Skobbl N3 HAAEXHOrOo UCTOYHMKA, KOTOPbIM 3aMnpallinBaEeT yYeTHbIE UK NnaTexHble
[laHHble Nonb30BaTenNs, a 3aTeM nepefaeT UX TPETbUM nuLaMm. K 3ToN xe KaTeropum OTHOCUTCS KOA,
KOTOPBbIV NepexBaTbiBAaET YYETHbIE AaHHbIE MPU UX Nepenaye.

OBbIYHO GULLMHTY MOLBEPralTCs HOMEPa KPEAUTHbIX KapT, @ TakXXe yYeTHble JaHHble NS aKkayHTOB B
6aHKOBCKMX CUCTEMAX, UTPax U COLMANbHbIX CETAX.

MNoBbiweHWe npuBunerum

Kop, KOTOpbIN HapyLlaeT LeNoCTHOCTb CUCTEMbI, MPOHKKas B TECTOBYIO Cpefy, nosyyas 6onee BbICOKUM
YPOBEHb MPUBUMETUI UM U3MEHSS UK OTKIOYas AOCTYN K OCHOBHbBIM GYHKLIMSM, CBA3AHHbIM C
6e30MacHOCTbIO.

Mpumepbl:
+ MpunoxeHus, KOTOpbIe HapyLWatoT Mofenb paspelweHuin Android nnu KpagyT yYeTHble faHHble (Takue
kak TokeHbl OAuth) 13 gpyrux NpunoXxeHUn.

+ MpunoxeHus, KOTOpbIE NPENATCTBYIOT YAANEHNIO UM OCTAHOBKE GYHKLIWI.

« MpunoxeHus, KoTopble OTKAOYaT Mogdynb SELinux.

MpunoxeHus, KoTopble 6e3 paspeLleHuns NonbL3oBaTeNs NOJy4YatoT root-4OCTyn Yepes NoBbIEHME
NMPVBUNErNIA, OTHOCATCS K KaTeropum "lMonyyeHne root-gocTtyna'.

npOFpaMMbI-BbIMOFaTeJ'II/I

Kop, KOTOpbIV NoslyYaeT NOMHbIA WU YaCTUYHbIA KOHTPOMb Hag, YCTPOMCTBOM UMW AaHHbIMU Ha HEM U
TpebyeT, 4Tobbl NS BOCCTAHOBNEHMS JOCTYNa Nnonb3oBaTesb 3annaTui AeHbrn UNu BbINOMHMU Kakoe-
nmbo pencTeme.

HekoTopble 13 Takux MPorpamm WrdpyoT AaHHbIE HA YCTPOWCTBE U TPEBYIOT AEHBIM 38 UX
pacLmndpPOBKY U/MUK NONYYAIOT NOSTHOMOUYNS aAMUHUCTPATOPA, YTO HE NMO3BONSET NOJIb30BATENIO
yAanuTb NporpaMmy-BbiMoraTenb. MpumMepsi:

+ MporpaMMbl, KOTOpPbIe BIIOKUPYHOT MOJIb30BATENO AOCTYN K YCTPONCTBY M TPEBYIOT [eHbIM 33 ero
BOCCTaHOBJIEHME.

+ Mporpammbl, KOTOpble WNPPYIOT AaHHbIE U TPEBYIOT NnaTy 9Ko6bl 3a MX PaCLUMPPOBKY.

+ MporpamMmbl, KOTOpPbIE MOMYYaloT JOCTYN K MEHeAXEPY NPaBui YCTPOWCTBA, M3-3a Yero
NoJfib30BaTeNb HE MOXET YAAaNUTb 3TU NPOrPamMMbI.

Kog, pacnpocTpaHseMbIi BMECTE C YCTPOWCTBOM, NPEfHA3HAYEHHbBIN B NEPBYIO ouepenb AN
NPUBUMErPOBAHHOIO YNPaBieHWs YCTPOMCTBOM, MOXET BbiTb UCKIOUEH U3 KaTeropum NporpamMm-
BbIMOraTesiei, eCrnv OH COOTBETCTBYeT TpeboBaHMSAM K 6€30MacHOCTM BIIOKMPOBKM U yNpaBneHus, a
TakKe K PacKpbITWIO MHPOPMALMK 1 MOMYyYEHMIO COrnacus nonb3oBaTenen.



MonyyeHue root-pocTtyna
Kop, KoTopbIi nonyyaeT root-gocTyn K yCTPONCTBY.

Takon Kof, He Bcerga sIBNSETCS BPeLOHOCHBIM. K MpuMepy, HEKOTOPbIE NMPUIIOXEHUS 3apaHee
npegfynpexnatoT Nofib30BaTeNs O TOM, YTO MOJslyyaT root-AOCTyN K YCTPOUCTBY, U HE BbINOSHSAOT
LPYrviX ONacHbIX AeNCTBUM, XapakTEPHbIX AN MOTEHLMANIbHO OMACHbBIX MPUNOXEHUN.

Bpeﬂ,OHOCHbIe NPUNOXEHNa He YBEAOMNFIOT NONb30BaTENS O TOM, YTO OHUM MonyyaT root-gocTyn K
YCTpOVICTBy, nnmn yBegomngaroT, HO Tak>Ke BbINOMHAKOT apyrue LencTeug, XapakTepHble on4d
NOoTEHUMaNbHO ONacCHbIX I'IpVIJ'IO)KeHI/IVI.

Cnam

Kog, KOTOprVI oTnpaBngeT He3anpalwunBaemble COO6LIJ,eHVI9I KOHTaKTaM noJsib3oBaTeNd Unm NCnosib3yeT
yCTpOl;ICTBO B Ka4yeCTBe peTpaHCnaTopa nmcemMm Co cnamMom.

LWnnoHckoe MO

LnnoHckum MO Ha3biBaOT BPeLOHOCHOE NPUOXEHWE, KOF, U [ENCTBUS, KOTOPbIE MO3BONAIOT
coburpaTb, packpbiBaTh MU NepenaBaTb TPETbMM NIMLAM faHHblE MONb30BATENS UMW YCTPONCTBA, HEe
CBA3aHHbIe C GYHKLMAMU, COOTBETCTBYIOWMMM NPaBUiIaM.

K wnuoHckomy MO Takke OTHOCKTCS BPELOHOCHBIN KOA, UM NMOBEAEHME, KOTOPbIE MOTYT CYMTaTbCA
cnoco6amu Cnexku 3a Nonb3oBaTeNeM U NPUBOAAT K PACKPbITHIO AaHHbIX 6€3 ero cornacus unm
yBeLOMIIEHMS.

LLInnoHckne ,D,eVICTBI/IH BK/KOYaloT, NOMUMO NpoYero:

* 3anvcb ayauMo Uy BbI30BOB Ha TeNehOHE;
*+ KpaXy AaHHbIX MPUIOXEHWI;

 nepepavy AaHHbIX C YCTPOWCTBA, KOTOpasi COBEPLIAETCS HEOXMAAHHbIM s Nonb3oBaTens
crnocobowm, 6e3 ero cornacus Unv yBegoMIIeH s 1 BbINOMHAETCS BPEAOHOCHBIM CTOPOHHUM KOJOM
(Hanpumep, SDK) B cocTaBe NpUNoXeHus.

MpUNoXeHNs Takxke LOMKHbI COOTBETCTBOBATb BCEM [MpaBunam nporpaMmsl 4Jisi pa3padboTynkos
npunoxeHun B Google Play, B TOM unicne cBA3aHHbIM C AaHHbIMK NOSIb30BaTENEN U YCTPONCTB, TaknM
KaK npaBua B OTHOLEHUM HexenaTenbHoro MO ansg MoOBbUnbHbIX YCTPOWCTB, NONb30BaTENbCKMX
LaHHbIX 1 pa3pelleHnin 1 APl ¢ BOCTynoM K KOHGMAEHUMANbHON MHGOPMaLLMK, a Takke TpeboBaHUAM K
SDK.

TpOFl HCKMEe NPUno>XXeHua

Kop, koTopbi kaxeTcs 6e3BpefHbIM (HanprMep, 06bIYHON UFPOI), HO BbIMONHAET HEXeNaTeNbHble
LEVNCTBYS MO OTHOLWEHMIO K MOMb30BaTeNI0.

3T1a knaccuukaLms 0bbIYHO NCMONb3YETCs B COMETaHUU C APYTMMU KaTeropusiMm NOTEHLMaNbHO
OMacHbIX NPUNOXEHUIA. TPOSIHCKOE NPUNOXEHWE BbIrNSANT 6€3BPefHO, HO COREPXUT CKPbITbIN
BPELAOHOCHbIV KOMMOHEHT. Hanpumep, urpa, kotopasi B $OHOBOM pexxmMe OTrnpaBnseT nnaTtHble SMS ¢
ycTpoucTBa 6€3 BefomMa nonb3oBaTens.

anIMe‘-IaHI/Ie O HeOObbIYHbIX MAPUNOXEeHUAX

Google Play 3awuta MOXET NOCUYMTaTb HOBbIE U PEKUE MPUAOXKEHNS HEOBbIYHBIMU MPU OTCYTCTBUM
LOCTaTOYHOIO KOMMYECTBA AaHHbIX, YKa3biBAKOLWMX Ha 6€30MaCHOCTb. ITO HE 03HAYaeT, YTo
NPUNOXEHWE ABNAETCS BPeLOHOCHbIM. HO B UMcno 6e30MnacHbIX OHO CMOXET NMonacTb TONbKO Nocne
LOMOMHUTENBHON NPOBEPKM.

MNpumeyaHune k kateropum "bakpopbl”


https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888170
https://support.google.com/googleplay/android-developer/answer/13323374
https://support.google.com/googleplay/android-developer/answer/13323374

BkritoueHWe Kkoga B KaTeropmto 63KL0POB 3aBUCUT OT TOTO, YTO MMEHHO OH AenaeT. YTobbl ko
cumTanca 6ak[opPOM, OH AOIMKEH NMO3BOMATh 3aMyCKaTh NPOLECCHI, M3-33 aBTOMATUYECKOrO
BbINOJIHEHWS KOTOPbIX KO, MOMafeT B APYryto KaTeropuio BpegoHocHoro MO. Hanpumep, ecnu B
MPUNOXEHUN pa3peLleHa AMHaMMYeckas 3arpyska Koga U [UHaMUYECKN 3arpy>KaeMblil KOp, U3BneKaeT
SMS, Takoe npunoxeHne byoeT cuMTaTbC H3AKAOPOM.

Ho ecnu s NPUNOXeHNN pal3peLlleHOo BbINONMHEHNE NMPOKNU3BOJZIbHOIo Koaa 1y Hac HeT OCHOBaHUI
CumMTaTb, YTO ITOT KOF AOGABNEH ANS BbINONHEHWUS BPELOHOCHbIX MPOLECCOB, TaKoe MPUIOXeHUe He
ByneT oTHeceHo K 6akaopaM. BMECTO 3TOro Mbl OTMETUM, YTO OHO UMEET YS3BMMOCTb, M MOMNPOCUM
pa3paboTumka yCTpaHUTb ee.

Mackupyioweecs NO

MPUNOXeHWs, B KOTOPLIX GYHKLUM OTIMYAIOTCS OT 3asiBIEHHbIX 1 CKPbIBAOTCS Pa3SIMYHBIMU
cnocobamu. Mofo6HbIe NPUMOXEHNUS U UFPbI BbIFNSAAT 6e30MacHbIMU BO BPEMS MPOBEPOK OT
MarasuHOB MPUIOXEHWIN, MOCKOMNbKY Pa3paboTumku CKPbIBAlOT BPELOHOCHbIM KOHTEHT, Mackupys ero,
ncnosnbays obdyckaLmio U NOArpyxas Kog AUHAMUYECKM.

Mackupytoleecs MO noxoxe Ha NOTEHLUMANbHO OMACHbIE NMPUITOXEHUS U3 LPYrX KAaTeropun, B
0COBEHHOCTM Ha TPOosHbI. OHAKO OHO CKPbIBAET BPELOHOCHOE COAEPXMMOE MHbIMU CMIOCOBaMMU.

Bbipava cebs 3a gpyroe nuuo

3anpeLleHbl MPUIOXeHWs, KOTOPble BBOAAT B 3abny>XAeHWe nonb3oBaTternel, BoliaBas cebs 3a apyroe
nnuo (Hanpumep, Pyroro pa3paboTynka, KOMMAHWIO UM OPraHN3aLMIo) NN OPYroe NPUNOXEHUE,
XOTSl N0 $HaKTy He UMEIOT K HUM OTHOLEHUs. He MCMonb3ynTe 3HAUYKK, ONUCaHUS, Ha3BaHWa U apyrue
3NEMEHTBI, U3-3a KOTOPbIX NMOMb30BATENM MOTYT OWNOOYHO CUMTaTb, YTO BaLLE MPUSTOXKEHME CBA3AHO C
LPYTUM JIMLOM U NPUAIOXEHUEM.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIeHUN:

+ Pa3paboTunk BBOAMT NONIb30BATENS B 3ab/y)XAEHME OTHOCUTENBHO CBA3W C APYroM KoMnaHnen/
pa3paboTUYNKOM:
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(D HasBaHwWe KOMMaHU1-pa3paboTumnka 3TOro NPUIOKEHWS NPeanonaraeT obuLManbHYIO CBS3b C
Google, xoTa 310 Henpasga.

+ MpUnoxeHns, 3HauYKM 1 Ha3BaHWS KOTOPbIX BBOAAT NONb30BaTENS B 3abMyXAeHWEe OTHOCUTENBHO
CBSI3M C A PYrov KOMMaHWen/paspaboTymkom.

s

(D B NpUnNoXeHnn MCnorbayeTcs roCyaapCTBEHHbIN repb, YTo co3faeT NOXHOE NPeacTaBneHne o
TOM, YTO OHO CBSI3aHO C OpraHamu rocyapCTBEeHHON BNacTy.

(2 B npunoxeHUn BCTPEYaETCs IOrOTMM OpraHM3aLnm, N3-3a Yero nosib3oBaTesin oWmnboUuHO
CUMTAIOT, YTO 3TO OPULMANbHOE NPUNOXKEHNE KOMMaHUN.

. anII'IO)KeHMFI, Ha3BaHUA N 3HAYKM KOTOPbIX MOXOXWN Ha Ha3BaHUA U 3HAYKN OPYrnx NpoayKToB Un
cepBnCoOB 0 CTENEHN CMEeLWeHNA:
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(D B 3HauKe NPUIOXKEHUS NCTONb3YETCsl TOTOTUM MOMYSIAPHOrO CaiiTa, CBA3aHHOTO C KPUMTOBAIOTOW,
B pe3ynbTaTe Yero BO3HUKAET JIOXKHOE NPEACTAaBNEHNE O TOM, YTO 3TO OPULMANbHbIN CalnT.

(@ B 3Hauke NPUIoXeHUs BCTPEYAETCS Ha3BaHMe U repoi N3BECTHOTO cepuana, 13-3a Yyero
NoNb30BaTESIN OLWMOOYHO MOMAratoT, YTO OHO CBSA3AHO C ATUM TENeLoy.

« [MpuUnoxeHus, KOTOpPbIE NIOXHO NPEACTABMEHbI Kak 0duLManbHble NPOAYKTLI APYron KOMAaHMK.
3anpeLiaeTcs NCNonb30BaTh Takue Ha3dBaHwus, kak "OT Oumbl bunana”, "OduumanbHo OT Oumbl
BunaHa" 1 nonobHble, 663 COOTBETCTBYHOLLMX NPAB.

« MpunoxeHus, Hapylwatowue npasuna rpmeHHoro obopmneHms Android


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html

HexenatenbHoe O gns MobunbHbIX YyCTPOUCTB

B Google Mbl npexpe Bcero obpaliaemM BHUMaHWE Ha TO, YTO HYXHO Nofb3oBaTento. B MpuHumnax B
oTHoweHuu MO u MpaBunax B OTHOLWEHUM HexenaTenbHoro MO copepxaTcs obline pekoMeHgaunm
ansa NO, obecneunsatoLne ynobcTBO AN Nonb3oBaTenen. T NpasBuna OCHOBaHbI Ha MpaBunax
Google B oTHOWeEHMN HexxenaTenbHoro MO 1 nogyYepkmnBatoT NPUHLMMLI akocucTembl Android n Google
Play MapkeTa. MporpaMmHoe obecrneyeHune, KOTOpoe HapyLaeT 3TV NPUHLMUMbI, MOTEHLMANbHO ONacHO
[ng nonb3osaTtenen. Mbl CTapaemcsa 3aluiLaTh UX OT MOA06HbLIX NPOrpamMMm.

B MpaBunax B OTHOLIEHMM HexenaTeNlbHoro MO 0TMeYeHo, YTO HeXesaTesbHble NPOorpamMMbl B
OCHOBHOM UMEIOT ClIeAYIoLLNE XapaKTEPUCTUKM:

+ OHU He COOTBETCTBYIOT ONUCAHMIO, YEM BBOAST NOSb30BaTENEN B 3abnyXaeHue.

+ OHM yCTaHaBNMBAOTCH OOMaHHbIM MyTeM (CaMOCTOATENBHO UMW BMECTe C APpYrMMM NporpaMmamm).
« OHU He cOOobLLal0T NONBb30BATENO O CBOUX BAXHbIX GYHKLMSX.

» OHUM BHOCSAT HEOXMNAAHHbIE UBMEHEHMS B CUCTEMY.

+ OHUM cobupatoT Unu nepenaroT KOHOMAEHUNaNbHY nHGopMaLmio 6e3 Begoma nosib3oBaTens.

+ OHM cobUpaloT MM NepenaroT KOHPUAEHUMANBHYIO NHOOPMALMIO HE6E30MACHBIM CMNOCOBOM
(Hanpumep, He no npoTokony HTTPS).

* OHu YCTaHaBJIMBAOTCA B KOMMNEKTE C ApyrmMn nporpaMmmamm 6e3 BeOOMa nonb3oBaTteng.

Ha MOBUNbHbIX YCTPOMCTBaxX NporpaMMHoe obecneyeHne npeacTasngaeT cobon kog B popme
NPUNOXEHWS, ABOMYHOTO daiina, MogudrkaLum bpenmeopka v T. 4. YTobbl NpefoTBpaTUTL BPeR,
HaHOCUMbIN TakuMm MO, 1 n3bexatb c60eB B paboTe CUCTEMBI, Mbl MPEANPUHUMAEM HEOOXOAUMbIE
Mepbl.

MpaBuna B OTHOLWEHUK HexenaTenbHoro MO pacnpocTpaHstoTes 1 Ha MO s MOBUNbHbBIX YCTPOWCTB.
Mbl ByfeM pacluMpsaTb UX MO MEPE MOSIBIEHUSI HOBbIX BULOB 3/10yNoTPEBNEHMN.

MoHaTHas ¢yHKLUMOHANbHOCTb U IBHOE packpbiTue uHpopMaLmm

JTio6ovi Kog [OMKEH UCMONIHATL BCE, YTO 06eLaHO rosib30BaTeMo. [ToUI0XEeHUS JOKHbI BbIMOIHATh
BCE 3a9B/1EHHbIE PYHKLMMN M HE [OIKHbI BBOAUTb MOMb30BATENEN B 38671y KAEHME.

. (DyHKLl,VIVI n uenn NpunoxeHnsa OomkKHbl ObITb NMOHSATHbI.

+ 9BHbIM 06PA30M 06BACHNUTE NOJIb30BATENAM, KaKME UBMEHEHWS B CUCTEMY ByeT BHOCUTb
npunoxeHue. PaspelunTe Nonb3oBaTENSIM NPOCMATPUBATL U YTBEPXKAATb BCE BaXHble NapaMeTpsbl
npwv yCTaHOBKE.

+ [porpamMMHOe obecrneyeHre He [OMKHO UCKaXaTb MHPOPMALLMIO O COCTOAHUM YCTPONCTBA,
Hanpumep 3asBaTb, YTO CUCTEMA HAXOAUTCA B KPUTUUECKOM COCTOSIHUM U 3apaXkeHa BUpYCamu.

- He VICI'IOﬂb3yIZTe HeneranbHble MeToAbl AN yBENIMYEHUA PEKNaMHOro Tpaq)w(a n/mnn KOHBEpPCUun.

+ 3anpelLleHbl NPUOXEHNSs, KOTOPble BBOAAT B 3abyXAeHue nonb3osaTenei, Boigasas cebs 3a
Apyroe nuuo (HanpuMep, ApPyroro paspaboTyMKa, KOMMNAHWIO UK OPraHn3aLmMio) UK Apyroe
NPUNoXeHue, XoTs Mo GakTy He UMEIOT K HUM OTHOLLIEHUS.

MprMepbl HapyLWeHWI:

¢ MOWEHHNYECTBO C peKnaMon;

+ coumanbHas UHXeHepus.
3awmTa nonb3oBaTeNbCKUX AaHHbIX U KOHOUAEHLMNANBHOCTH

[TOHATHO 1 MOAPOBOHO PACCKaXNTE O TOM, KaK MPUIIOKEHNE MOTYyHYaeT JOCTYI K JINYHbIM U
KOHQUAEHUMANIbHBIM JaHHbIM M0/Ib30BATENS, Kak OHO MX COBUPAET, UCTIOoNb3YeT u nepeaaer. lpu
pabote ¢ HuMn HeobxoanmMo cob[AaTE BCE AEVCTBYIOLNE MPaBUIa B OTHOLIEHNM M0/1b30BATEIbCKUX
JaHHbIX, 8 TaKXe MPUHUMATb MEePbI MPEAOCTOPOXHOCTU AJ1S1 3aLYUTbI ITOU MHGOPMALIMH.

anIJ'IO)KeHMFI OOJTKHbI COOTBETCTBOBATb BCEM npaBVII'IaM nporpamMmmbl ons pa3pa6OT‘-II/IKOB I'IpMJ'IO)KeHI/Il;I
B Google Play, B TOM YMCIie CBA3aHHbIM C AaHHbIMUW NOMb30BaTenen un yCTpOVICTB, TaKMUM KakK npasunia B


https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html

OTHOLLEHUM NOJIb30BATENbCKUX AAHHbBIX, PpaspelleHnit 1 APl ¢ BOCTYNoOM K KOHPUAEHLNANBHOM
nHdopMaLmm 1 wnuoHckoro MO, a Takxke TpeboBaHUaM K SDK.

+ He npocuTe nonb3oBaTenei OTKMIOYMTL CPEACTBA 3alLUTLI YCTPOWNCTBA, B TOM yncne Google Play
3alunTy, 1 He NbiITakTeCb 06MaHHbIM NyTeM BbIHYAUTb MX 3TO caenaTb. Hanpumep, Hesnb3as
npepnaratb B NPUIOXEHUN LOMNONHUTENbHbIE BO3MOXHOCTMW UMW Harpagbl B OGMeH Ha OTKioYeHne
Google Play 3awuTsbl.

O6ecneyeHue yaobcTBa nonb3oBaTend

BaaMMo,qeircrsme C MpUI1oXKeHneM JOJIXKHO 6bITb rnpocCTbIM U UHTYUTUBHO MOHSTHbIM. anﬂO)KeHMe
HAOJDKHO COOTBETCTBOBAThb 3asB/1IeHHbIM LieJ1dM U He BBOAUTD 10J71b30BaTe/isd B 385ﬂy)Kﬂ6'HMe.

« Ecnus NPUNoOXeHnn NokKa3blBaeTCd peknaMa, OHa He [OJ1XKHa HapyLlwaTb q)yHKLLVIOHaJ'IbHOCTb
yCTpOPICTBa 1 NOABNATLCA BHE Cpebl MPUNOXEHUA. Y nonb3oBaTtens goskHa ObITb BOSMOXHOCTb
AaTb cornacue Ha ee nokaas. KpOMe TOro, ee AOJIXXHO OblTb NTErKO OTK/HOYMUTD.

« MpUNOXeHWs He JOMKHbI BUATL Ha NPUTOXEHUS APYriX paspaboTumKkoB, a Takxe Ha paboTy
yCTpONCTBA.

I'Ipou,ecc yoaneHna NnpunoxeHna OomkKeH ObITb NPOCTbIM N NOHATHbIM.

+ Mo6unbHbIE MPUIOXEHNS HE JOSKHbI UMUTUPOBATb YBELAOMMEHNS ONEPALMOHHON CUCTEMbI U BPYTNX
nporpamm. He oTknovanTe npeaynpexmneHns apyrux npuioXeHun nnm onepaLoHHON CUCTEMDI,
0COBEHHO Te, KOTOPbIE MHPOPMMPYIOT Nonb3oBaTeNs 06 nameHeHmsx B OC.

MpuMepbl HapyLLEHWNIA:

+ 06bsABNEHNS, NPepbIBatoLLe PaboTy NPUNOXEHNS;

¢ HECaHKUMOHMPOBaHHOE NCNoNb3oBaHMeE Nnn MUMMTaLna beHKU,VIﬁ CUCTEMDI.

3arpy3umku BpegoHocHoro NO

Kop, KoTopbli cam no cebe He siBnseTcs HexenaTtenbHbIM MO, Ho ckaunBaeT Apyroe NoTeHUManbHoO
onacHoe MO Ha MobunbHOEe YCTPOMCTBO.

Kog moxeT 6bITb 3arpy34ymnkoM BpegoHOCHOro MO, ecnu BbiNonHaeTCa Ntoboe U3 3TUX }/CJ'IOBVII\;H

+ €CTb OCHOBaHMS Mofarathb, YTO KOL, CO3MaH, YTOBbl PacnpoCTpaHaTb HexenatenbHoe MO, 1 oH yxe
ckauuBan Takoe MO nnm coaepXXmT Ko, KOTOPbIA MOXET CKauMBaTb U YCTaHABIMBATb NPUIOXEHNS;

* MUHUMYM 5 % CKauMBaEMbIX TakKMM KOLOM MPUIOXEHWUI ABNSIOTCS HexenaTeNbHbIM MO ¢
MUHUMaNbHBIM NoporoM B 500 pakTnyecknx ckaumBaHum (25 GpakTUUYeCKUX ckaymBaHui
HexenatenbHoro MO).

Bepyuime 6pay3epbl ¥ TPUAOXEHWS AN 06MeHa darinaMmn He CUMTAKOTCS 3arpy3unkamm BpeLOHOCHOTO
MO, ecnu BbINOMNHAOTCA 06a yCNoBus:

¢ CKaumBaHMe He 3anyCkaeTcqa 6e3 y4acCTua nosib3oBaTeNq,;

+ ckaumBaHue nboro MO HauMHaeTCs TONbKO MNOC/e TOro, Kak Nofb3oBaTeslb facT cornacue.

MoLeHHNYEeCTBO C peKnamMon

MoweHH1Yeckne AencTBUs C pekiiaMHbIMU O6BABIEHMSIMI CTPOTO 3anpelleHbl. O6bIBNEHNS, KOTOPbIE
CO3[atoT AN19 PEKNAMHOW CETU BUGUMOCTb, BYATO YBENMYEHME NOCeLaeMOCTH CBA3aHO C peasbHbIM
MHTEpPEeCOM MNofb3oBaTesien — NPUMep MOLIEHHUYECKON peknaMbl U HefeNCTBUTENbHOMO Tpaduka. K
MOLUEHHWYECTBY C PeKJIaMON MOTYT OTHOCUTLCS CUTYaLMK, KOTAa pa3paboTumky pasMeLLatoT peknamy
3anpeLleHHbIMU cnocobamu, HanpuMep NoKasbiBaloT CKPbITble 06BABNEHUS, UCNONb3YIOT
aBTOMAaTMYECKOE HaxxaTne Ha 06bABIEHUS, NUSMEHAIOT MHPOPMALMNIO AU NPUBEratoT K MHBIM PYyYHbIM 1
aBTOMaTuyeckum (poboTam, 60TaM U T. A.) METOAAM reHepaLn HefenCcTBUTENbHOIO PEKTaMHOMO
Tpaduka. HegencteuTenbHbIN TPadrK U MOWEHHNYECTBO C OOBABNEHUAMM BPELHbI AN


https://support.google.com/googleplay/android-developer/answer/10144311?sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838&sjid=15224346081630376820-EU#:~:text=email%20spam%20relay.-,Spyware,-Spyware%20is%20a
https://support.google.com/googleplay/android-developer/answer/13323374?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287

peknamogaTenew, pa3paboTunKOB 1 NOSIb30BATENEN U B LOSITOCPOYHOW NEPCreKTUBE CHUXAIOT
LloBepue K akocucteMe MobUbHbIX 06BABAEHUN.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapyLUeHUN:

rlpVIJ'IO)KeHVIe, NOKa3biBakloWee peknamy, KoOTopasa He BUAHa NoJib30BaTENIaAM.

MpunoxeHne, KOTOPOe aBTOMATUYECKM NMPOBOLMPYET HaxaTne Ha obbsaBneHns 6e3 Begoma
MoNb30BaTeNs UM UCKYCCTBEHHO rEHEPUPYET SKBMBASIEHTHBIN CETEBOM TPadUK ANs NMOyYeHus
KJTMKOB.

anII'IO)KeHVIe, oTnpasnglouiee ¢8]’IbUJVIBbIe CCblJIKM Ha YCTaHOBKY, YTOObI nony4ynTb onnaTty 3a
YCTaHOBKMW, SKOObl BbINOSIHEHHbIE HE U3 CEeTU oTnpasuTeng.

MpunoxeHne, KOTOPOE BbIBOQUT Ha 9KPaH YCTPOMCTBA BCMIbIBAIOLWME O6BABIEHMS, KOrga caMo
NPVNOXeHNe 3aKpbITO.

MpunoxeHne, KOTOPOE NPefOCTaBNSET 3aBELOMO NIOXHbIE CBElEHUs O PEKNTAMHOM WHBEHTAPE,
HanpumMep coobLaeT pekiaMHbIM CETSIM, YTO OHO paboTaeT Ha ycTpouncTse iOS, XoTd dakTUYeckm
OHO paboTaeT Ha ycTponcTee Android, nnm HeBepHO ykasbiBaeT Ha3BaHME NakeTa, MPUHOCALLEro
LLOXOf,

HeCaHKLl,MOHMpOBaHHOG ncnoJyib3oBaHMe NJiM UMMUTaL A (IDYHKLI,MI;I
CUCTEMDI

MPUNOXEHNS U OBBABNEHNS, KOTOPbIE COAEPXKATCS B HUX, HE JOMKHBI UMUTUPOBATb GYHKLUN UK
npepynpexXneHus onepaLnoHHON CUCTEMbI U APYTUX NPOrpaMM. CUCTEMHbIE YBELOMIEHUSI MOXHO
MCMOMb30BaTh TOJbKO AJ1 HEOTHEMIIEMbIX KOMIMOHEHTOB NMPUIOXEHUS. Hanpumep, NnpunoxeHve
aBMAKOMMaHUM MOXET NMOKa3blBaTb YBELOMIIEHUS O pacrnpofaxax 6uUneTos, a urpa — 0 BHyTPUUIPOBbIX
aKumsIX.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

. anIJ'IO)KeHVIH, ncnonb3yroume CUCTEMHbIE ONoBeLWeHNa U npenynpexaeHnd ongd peknambl:
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= RescueRover Q +&

Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE DOWNLOAD

@ CuctemHble yBEOOMJIEHUS, KOTOPbIE NMNOABNAOTCA B 3TOM NPUNTOXEHUWN, COQEPXaT peknamy.

Opyrue npuMepbl C peknaMor MOXHO HaWTU B MpaBuiax ee pasmelleHus.


https://cybage-cairo-updates--play-developer-policy-center.proxy.preview.kintaro.goog/about/monetization-ads/ads/

CouwnarnbHas UHXeHepus

3anpeLleHo nybnmkoBaTb NPUTOXEHU, Bblgatolwme cebs 3a opuUrMHanbHble, C Lenbio 06MaHOM
3aCTaBWTb NOMb30BATENS BbINOMHUTDL LENCTBUS, KOTOPbIE OH COBEPLUM Obl B UCXOLHOM MPUIIOXKEHWN.

MoHeTu3aumusa n pPeKknama

Google Play nopaepxuvBaeT pasnuyHble Crocobbl MOHETM3aLMK, BKIOYas MaTHOE PacrnpoCTpaHeHue,
noanucKy 1 peknamy, a Takxe npofaxy KOHTEHTa yepes NpuioxeHue. Ytobbl obecneumnTb
YOOBNETBOPEHHOCTb MOJIb30BaTENEN, Mbl TPebyeM, YTOBbI Bbl COBMIOAANM NePeYnCIeHHbIe HUXe
npasuna.

MnaTexwun

1. Pa3paboTunku, KOTOpble B3UMatOT CPEACTBA 3a CKaunBaHUe npunoxeHun ns Google Play, [omKHbI
MCMoNb30BaTb A8 TakMX TpaH3aKUUii nnaTexHyto cuctemy Google Play.

2. Ecnv B MPUIIOXEHMK, pacnpocTpaHseMoM Yepes Google Play, TpebyeTcs unm npyHuMaeTcs nnata 3a
LOCTYN K GYHKLMSAM UM CepBUCaM, BKItOYas to6ble BOZMOXHOCTU NPUTOXEHUS, LUPPOBOI
KOHTEHT v ToBapbl (fanee — NoKynku B NPUSIOXeHuK), paspaboTumK JOMKEH UCMONb30BaTb A/1S
TaKUX TPaH3aKLUMIM NnaTexHyo cuctemy Google Play, 3a UCKITIOUEHMEM ClyYaeB, YKa3aHHbIX B
pasgenax 3, 8 n 9.

MprMepamun GyHKLMI UK CEPBUCOB, TPEBYIOLWNX MCNONb30BaHUS NnaTexHon cuctemsl Google Play,
SIBSIOTCS B TOM Yncne cnepytowme NMokKynkv B MpUnoXeHnu:

« O6beKTbl (HaNpUMep, BUPTYyanbHas BantoTa, LOMOMHUTENbHOE BPEMS UMK LOMONHUTENbHbIE XU3HU B UrPE,
HOBbIE NPeAMeTbl, NePCOHaXU 1 aBaTapbl).

« Mopnwucku (HanpuMep, Ha UrPOBOW, 0BPA30BaTENbHbIN, My3blKanbHbIN, GUTHEC- UM BUAEOKOHTEHT,
pacLIMPEHHbIE BEPCUU CEPBUCOB U T. 4.).

o OYHKUMM U KOHTEHT (HanpuMep, Bepcus NpUoXeHus 6e3 peknambl UM BO3MOXHOCTU, HEAOCTYTHbIE B
6ecnnaTHoW BEPCUN).

« O6nayHble CEPBUCHI U MPOrpaMMHbIE MPOAYKTbI (HANPUMep, XpaHUnMLLa AaHHbIX, a Takxke MO ans
ynpasneHus duHaHcamu 1 addeKTUBHOro BEAeHUs BusHeca).

3. MnatexHyto cuctemy Google Play Henb3s MCNoONb30BaTb B NEPEYNCIIEHHbIX HUXE CryYasiX.
a. Ecnu Bbl NpenMyLLeCTBEHHO NPYHMMaeTe NaaTexm 3a:

* MOKYMKY UNK apeHiy TOBapoB (HanpvMep, NPOAYKTOB NMUTaHWS, OLEXAbI, TOBAPOB ANd AOMa U
3NEKTPOHHbIX YCTPOWCTB);

* YCnyru, okasblBaeMble B peanbHOM Mype (HanpuMep, TPaHCMOPT, YCNyru KIIMHWHIa, aBnabuner,
abOHEMEHT B TPEHaXePHbIN 3a, LOCTaBKa efbl, OUNETbI HA KOHLEPT);

+ OMnaTy CYETOB MO KPEAUTHON KapTe MMM CYETOB 38 KOMMYHarbHbIe YCIyru (Hanpumep,
KabenbHOe TENEBUAEHNE U TENEKOMMYHUKALUOHHBIE YCIYTW).

b. Mpwv nepeBone cpencTB ApYruM Nonb3oBaTeNsM, CHOpe NOXEPTBOBAHMN, He obnaraembix
Hanoramu, 1 onnaTe NoKynok Ha OHManH-ayKLMOHaX.

c. MNpu onnate KOHTEHTA UMM CePBUCOB, KOTOPbIE MOMOratoT Y4aCTBOBATb B @3aPTHbIX OHMANH-
urpax, cornacHo pasgeny MpunoxeHus ang azapTHbix Urp MpaBusl B OTHOLWEHUM a3apTHbIX 1P,
Urp Y COPEBHOBAHWUI C peanbHbIMU AeHEXHbIMU MPU3aMU.

d. Mpwu onnaTe NOKynoK 13 KaTEropuii TOBapoB, KOTOPbIE CYNTAKOTCS HEMPUEMIEMbIMY COTNIACHO
npaBuiaM NNaTexHOro LeHTpa B OTHOLWEHNMN KOHTEHTa


https://support.google.com/googleplay/android-developer/answer/9877032#gambling-app
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1

MpumeyaHue. Ha HEKOTOPbIX PbIHKaX Mbl paspellaem ucnonb3osaTtb Google Pay B npunoxeHusx,
npepHa3HayYeHHbIX Ans Npoaaxu ¢puanyeckmx ToBapos u/unm ycnyr. MogpobHas nHGopmMaLuus npreeneHa
Ha cTpaHuue Google Pay ons paspaboTunkos

4. MpepnaraTtb B NPUIOXEHUSX Apyrve cnocobbl onnaThl, KPOME niaTexHomn cucteMsl Google Play,
3anpeLeHo (3a UCKITIOYEHNEM ClTyYaeB, ONMCaHHbIX B pa3genax 3, 8 n 9). B uacTHocTH,
nonb3oBaTensM Henb3s npeanarate Apyrve cnocobbl onnaTbl:

* Ha cTpaHuue npunoxeHns B Google Play;
* B peKsiamMe BHYTPU MPUIIOXEHMS, KAaCaloLWENCs NIaTHOMO KOHTEHT3;

* B KOMMNOHeHTax WebView, KHoOMKax, ccblfikax, COOBLEHUSX, pEKNaMe 1 ApYruxX NPU3biBax K
LEeNCTBUIO BHYTPU NPUNOXEHNS;

* B MOSb30BATENIbCKOM MHTEPOENCE, B TOM YMCHE Ha SKPaHax PErncTpaLmnm 1 CO3paHns akkayHTa:
HW B OHOM WX pa3ferne nonb3oBaTenen Henb3s nepeHanpaBnsTb K CNOcoby onnaThl, OTINYHOMY
OT nnaTtexHow cuctemsl Google Play.

5. BupTyarnbHasi BanoTa BHYTPY NPUNOXEHUN [OMKHA UCMONb30BaThHCS TObKO B TOM NPOAYKTE, B
KOTOPOM OHa 6bina KymnneHa.

6. PaspaboTumkin 0653aHbl SBHO 1M YETKO MHPOPMUMPOBATL NOMb30BaTENEN 06 YCNOBUSX U LLeHaxX Ha
npunoxeHue nnu niobble GyHKLUM 1 NOANUCKU. LIeHbl BHYTPY NPUTOXEHWS JOSXHbI COBNagaTh C
LleHaMK, KOTopble NOSBNSIOTCA B MNaTeXHOM nHTepdence Google Play. Ecnv 3a focTyn K GyHKLUSM,
YNOMSIHYTbIM B ONMUCaHUK npunoxexus B Google Play, BanmaeTcs otaenbHas Uiy AONoNHUTENbHAs
nnaTa, Bbl 06513aHbl NpeaynpeanTb 06 3TOM NONb30BATENEN HA CTPAHNLLE NPUNTOXEHNS.

7. Ecnv B NPUNOXEHUU UIIN UTPE ECTb MEXaHW3MbI, NMO3BOJISIOLLME B Pe3ynbTaTe MNOKYNKM NosyYnTb
cllyYyanHble BUPTyanbHble npeameTsl (BKtoYas, NoOMMMO NPOYeEro, NyTboKchl), TO Bbl JOSIXKHbI
CBOEBPEMEHHO 1 HEMOCPEACTBEHHO Nepeq, MoKy NKow ABHbIM 06pa30M COOBLWMTL NONbL30BaTENHO,
KaKoBa BEPOSTHOCTb MOMYyYMTb Takue NpeaMeThl.

8. 3a MCKNYeHVEM ClyYaeB, YKa3aHHbIX B pasgenie 3, pa3paboTunku pacnpocTpaHseMblx Yepes
Google Play npunoxeHui, B KOTOPbIX OT NOMb30BaTeNeN B YKa3aHHbIX CTPaHax U permoHax
TpebyeTcs UNu NPUHMMaEeTCs nnaTta 3a MNoKyrnky B NPUIOXEHUSIX, MOTYT NpeasiaraTb BHYTPU
NPUNOXEHWUIN anbTEPHATUBHYIO NIATEXHYIO CUCTEMY B JOMOSHEHUE K cucteme Google Play. Ons
3TOro HEOBXOAMMO 3aNOoNHWTL GOPMY AekNapaunmn A8 NOAXOQALEN NPorpaMmbl 1 MPUHATD
LOMOSIHUTESbHbIE YCNOBUS U TPEHOBaHMS NPOrpaMMbl, yKa3aHHbIE B 3TOW popMe.

9. Pa3paboTumkmn pacnpocTpaHsemMbix yeped Google Play npunoxeHuin MoryT npegnaratb
nonb3oBaTensM 13 cTpaH EBponenckon akoHoMmnyeckom 3oHbl (E93) nepexogutb B gpyrue
NPUNOXEHNS U Ha APYrue CanTbl, HanpUMep AN NPOABMKEHNS LMbPOBbIX CrieunasnbHbIX GYHKLMA 1
YCNyr B NpunoxeHun. Takne paspaboTumkmn foMXKHbI 3anonHUTL GopMy Aeknapawuum Ansg nporpaMmbi
N NPUHSATb SOMOSIHUTENbHbIE YCIIOBUS U TPEBOBaHUS NPOrpamMMbl, yKa3aHHbIe B 3TON GopMe.

MpuMeyaHue. YTobbI y3HATL CPOKM M MOMYUYNTb OTBETHI HA YaCTO 3a[aBaeMble BOMPOCHI MO 3TUM
npasunam, nocetute CnpaBoYHbIN LEHTP.

Peknama

[na nopaep>aHus KayecTBa Mbl YYMThIBAEM COAEpPXaHMNe, ayauTOPUIO 1 CNOCO6 Nokasa 06bsaBNIEHNS, a
TaKkxe yno6cTBo, 6€30MacHOCTb U KOHOUAEHLMANbHOCTL Nofb3oBaTenen. OGbABNEHMS U CBS3aHHbIE C
HUMU cneunanbHble NpeanoXeHna CYNTaltoTCAa YaCTbio NPUNOXEHUH, MO3TOMY OOJIXKHbI
COOTBETCTBOBATb BCeM npaeunam Google Play. Ecnv Bol MoHeTu3upyeTe B Google Play npunoxeHue,
npefHasHauyeHHoe ANg AeTel, TO Ha pekiaMy B HeM PacnpoCTPaHAOTC AOMONHUTESNbHbIE
TpeboBaHus.

B CnpaBOYHOM LieHTpe MOXHO y3HaTb 60onbLe O MPaBUnax B OTHOWEHWUMW NMPOLBUXEHNS U [aHHbIX A1
Google Play, a Takxe 0 HapyLeHWsX, CBA3aHHbIX C METOLAMU NMPOLABUXEHMS, KOTOPbIE BBOAAT
nonb3oBaTenen B 3abnyxaeHue.


https://developers.google.com/pay/
https://developers.google.com/pay/
https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/answer/12570971
https://support.google.com/googleplay/android-developer/contact/external_offers_program
https://support.google.com/googleplay/android-developer/answer/14372887
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004

CopepXaHue o6baBneHus

O6bABNEHUS U CBA3aHHbIE C HUMW CrieLMarbHble npennoxeHna CYNTaKTCA YaCTbio MPUITOXEHUA U
OO/MKHbI COOTBETCTBOBaTb HaWKMM npaBunamM B OTHOLWEHUN 3anpeleHHOro KOHTeHTa. Ha npunoxXxeHna
ONa a3apTHbIX UTPD PacnpOCTPaHAOTCA OONONHUTENbHbIE Tpe6OBaHVI9|.

HenpmeMneMble o6bsABEHMS

Kak KOHTEHT NPUNOXEHWS, TaK 1 NMOKa3biBAEMbIE B HEM OOBABNIEHUS 1 CBA3AHHbIE C HUMU NPERTIOXEHUS
(Hanpumep, Korga peknaMa npepsiaraet ckavaTb APYroe NpUnoxeHve), HeO6xoaMMo NopbupaTs ¢
YYETOM BO3PACTHbIX OTPAHUYEHNUI  MPUSIOXKEHNS.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« Ob6baBnEHNS, KOTOpbl€ HE COOTBETCTBYIOT BO3PACTHbLIM OrpaHNYEHNAM NPUNTOXEHNA:
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More adult games: BT
Army Shooter 2000 - FOR YOUR EYES ONLY ()
Download toda y_’ {18+ AND OLDER):
8 Meet the cam girl of your dreams.

Fun Game

Excallont Apps

Erertainmant

(D O6baBREHME HEMPUEMTEMO A9 LIENEBON ayanTopun npunoxerus (Ong Bcex), NOCKOMbKY
npegHasHauyeHo 4 NoapPOCTKOB.
(2 O6baBREHME HEMPUEMNEMO AN LIENEBON ayauTopum NpunoxeHus (MoapocTku), MOCKONbKY


https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843

npefHasHauYeHo s B3POCHbIX.
(3® O6baBneHKe C NPenIoXeHeM ckadaTb NPUNOXKEHWE A1 B3POCIIbIX HEMPUEMIEMO ANS LeSIeBOM
ayputopwum urpbl (Ons Bcex).

Tpeb6oBaHus K 06bSIBNEHUSM B NPUNOXEHUAX ANS BCEN CEMbU

Ecnu Bbl MOHeTM3UpyeTe B Google Play npunoxeHue, npefHasHaYeHHOe Ans [eTen, OHO JOMKHO
COOTBETCTBOBAaTb TPeboBaHMsAM Nporpammbl "TMpunoxeHns ois Bcen ceMbn” B OTHOLEHUN PeKaMbl 1
MOHEeTU3aLun.

O6bsBneHus, BBogsLwWwMe B 3abnyxxgeHuve

B 06bBNEHUAX HENB3S KONMPOBATb SNIEMEHTLI MHTEPhENCa NPUNOXEHNS, B TOM YMCIE YBELOMIIEHNS 1
CUCTEeMHble NpepynpexaeHus. Monb3oBaTento fJOMKHO BbiTb MOHATHO, B KAKOM UMEHHO MPUNOXEHNUM
nosBngeTcs obbaBneHue.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ Ob6bsBEHMS, KOTOPbIE BbIMMAAAT, KAaK UHTEPPENC NPUNOXKEHMS:
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(D B 3TOM NPUIOXEHUM BOMPOCUTESbHbBIA 3HAK Ha CaMOM [erie ABngeTcs 06baBNeHeM, KOTOpoe
nepeHanpaBSeT Nob30BaTeNA Ha BHELLHIOK LIENEBYyIO CTPaHULyY.

+ O6bsBNEHMS, KOTOPbIE KOMUPYIOT CUCTEMHBIE OMOBELLEHNS:


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
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device! Tap DOWNLOAD to get a
free virus scanner!
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SPECIAL OFFER EXPIRES IN 2 HOURS!

Download the latest games from the leader in
mobile gaming!

(D @ Bblwe npeacTasneHbl NPpUMepbl 06 bABEHN, KOTOPbIE BHELUHE MOXOXM Ha CUCTEMHbIE
yBeLoMIIeHMs.
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(D Bbllwe NpefcTaBeH NpuMep pasgaena, aNEMEHTbl KOTOPOro MOXOXMW Ha CrIMCOK GYHKLMIA, HO
nepeHanpaBnsioT Nob30BaTeNs Ha peknamy.

O61baBneHus, npepbiBatowme paboTy NPUNoXeHus

O6bsBNEHMs, NpepbiBatoLLMe PpaboTy NPUNOXEHWS, MOSBASIOTCS B HEOXUAAHHBIX MECTaX, MOTyT
NPUBOANTbL K HEMPELHAaMEePEHHbIM HaXaTusM 1 HapyLlaTb GyHKLMOHANbHOCTb YCTPONCTBA.

Henb3as BbIHYXXA,aTb NMOSIb30BATENS HAXMMAaTb Ha OOBABIIEHWE UV OTNPABNATb IMYHbIE AAHHbIE NS
peKSiaMHbIX Lenen, Npexae YeM OH NOSyYUT MOSHbLIN [OCTYN K NPUIOXEHNI0. OBbABNEHUS HE LOMXKHbI
MOKa3bIBATbCS BHE NMPUITOXEHUS UMW BIUATb Ha APYTUe NPUIOXKEHUS U pekniaMy B HUX, a Takxe Ha
paboTy yCTPOMCTBA, Ero NMOPTOB Y CUCTEMHbIX UK GUINYECKMX KHOMOK. B YacTHOCTH, 3TO OTHOCUTCS K
oBepsIEaM, COMNyTCTBYIOWUM QYHKLMSAM U pekfiaMHbIM 6iokaM — BUAXeTaM. ECiv B NpUoXeHUn ecTb
06DbABNEHNS, KOTOPbIE HE MO3BONAIOT HOPMAJIbHO €ro UCMOMNb30BaTh, OHW JOJIXHbI ErKO 3aKPbIBATLCS.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapyLUeHUN:

+ Peknama, koTopas 3aHMMaeT BECb 9KPaH, He NMO3BONSET HOPMAJIbHO UCMOMb30BaTh MPUIOXEHUE U HE
3aKpbIBaeTCS BHbIM CMOCOHOM:
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(D B 2TOM 06BABMNEHUM HET KHOMKM "3aKpbITb".

« Peknama, BblHyXAatoLas NoNb30BaTeNs NepexofmnTb MO CCbIIKaM C NMOMOLLLIO NOXHOW KHOMKK
"3aKpbITh" UM BHE3AMHOIO MOSIBIEHMS B TEX YACTAX 9KPaHa, Ha KOTOPble 06bIYHO HAXUMaIOT As
JOCTYMa K APYrnM GyHKLUAM MPUTTOXKEHUS:

A

75.287 583

(D B 2TOM OBbABNEHUM UCMONB3YETCS NOXHas KHOMKa "3aKkpbITb".



Tap to Jump!

(2 310 06BABEHME BHE3AMHO NOSBNSETCH B TOW YaCTW aKpaHa, Ha KOTOPYIO MOJb30BaTESb NPUBbIK
HaXvMaTb A LOCTYNa K GYHKLUSM NMPUSTOXKEHNS.

« Peknama B NPUNOXEeHNN, KOTOpas NoKa3blBaeTCH BHE €ro:
%0 © .4 B 10:00

= RescueRover Q =
Your Rescues N @
Jack .
00 g <
= T
00 g <
00 8 <

Alfie & Henry

(D Monb3oBatenb NEPEXOAUT U3 3TOTO MPUNOXEHWS Ha FNaBHbI 3KPaH, rae BHE3arnHo NosiBnaeTcs
peknama.

+ Peknama, KOTOpasa NoABAAETCA Nocne HaXaTug KHONKW rMaBHOMo aKpaHa Ui BbINONMHEHUA OPYTrnX
,D,eIZCTBVIl‘/lI, npenHa3Ha4vYeHHbIX ong BbiXoga U3 NPUNOXeHNA:
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(D Monb3oBaTenb MbITAETC 3aKPbITb MPUIOXKEHUE U NEPENTU Ha raBHbI 3KPaH, HO 3TOT NpoLecc
npepbiBaeTCa pekiamon.

Bonee kayecTBeHHas peknama

YT06bI UCNONb30BaHMeE NpunoxeHut Google Play 6b110 MakCMManbHO KOMPOPTHBIM, Pa3paboTunkm
LOMKHbI cCObMofaTh Crefytolime peKOMEeHAALMM Mo pa3MeLLEeHMo pekniambl. Ecnv nonb3osaTenu He
OXMAAIOT 3TOrO, 3anpeLlaeTcs NokasblBaTh:

* MOMIHO3KPAHHbIE MEXCTPaHMYHble 06bABNEHNS Ntoboro dopmata (Buaeo, GIF, cTtaTuyeckme
N306paxeHns 1 np.), KOTOpPble NOABNAOTCS HEOXMAAHHO, OBbIYHO KOrfa NoSIb30BaTENb BbIMOHAET
[OeNCTBUE, He CBA3aHHOE C TEMOW 0ObABIEHUS;

*+ 0ObSIBIEHNS BO BpeM4a Urpbl B Havane ypoBHA UK NMPK Nokase ovepenHoro 6510Ka KOHTEHT3;

*+ MEXCTpaHU4Hble 06bABNEHMS B hOpMaTe NONHOIKPAHHOIO BUAEO, KOTOPbIE MOABAATCA 4O
3KpaHa 3arpysku NpuUoxeHnus (3acTasku);

* TMOSIHO3KPAHHBIE MEXCTPAHMYHbIE 0OBABNEHNS NNIOHOTrO GOPMaTa, KOTOPbIE HEBO3MOXHO 3aKPbIThb MO
ncrteueHun 15 cek. NMoNHO3KPaHHbIe MEXCTPAHNYHbIE OOBSBEHUS, KOTOPbIE Pa3peLLeHbl
MoNb30BaTENEM UM HE MELLAIOT BbINOMHATL AENCTBUS (HanprMep, Npy NoKase nocne CTPaHULLbl C
pesynbTaTaMu Urpbl), MOTYT NOKasblBaTbCs fonblue 15 cek.

ATV NpaBuna He MPUMEHSIIOTCA K OGBABIEHNAM C BO3HArpaXaeHNeM, KOTOpbIe SBHO paspeLleHbl
nonb3oBaTenem (HanpuMep, ecnu paspaboTumnk NpegnaraeT NOCMOTPETL pPeknamMy B OBMeH Ha
pPa3BIoOKNPOBKY UrPOBOM GYHKLIMM UM KOHTEHTA). DTN NpaBuiia TakXe He AENCTBYIOT B OTHOLIEHMN
MOHETU3aLIMN U PeKNiaMbl, KOTOPbIE HE MELLAOT HOPMasnbHOMY MUCTOJIb30BaHMIO MPUIOXEHUS UK UTPbI
(HaanMep, [onyckaeTcsd BUAEOKOHTEHT CO BCTPOEHHbIMU O6'bHBJ'IeHVIFIMVI N HEMOJZIHOSKPaHHbIE
6aHHepbI).

3TN pekoMeHgaLun chopmMynmpoBaHbl Ha OCHOBe cTaHaapToB Better Ads Standards — Mobile Apps
Experiences . [lononHWTenbHble CBEAEHNS 06 3TUX CTaHLapTax Bbl HavgeTe Ha cante Coalition for
Better Ads

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ HeoxwnaaHHble 06bABNEHMS, KOTOpPbI€ MOKa3bIBalOTCA BO BPEMA UTPbl UK Nepen NosaBlIeHNEM
oyepenHoro 6r10Ka KOHTEHTA (HaanMep, nocne Toro Kak nonb3oBaTeslb HaXkan KHOMKY, HO 0o
BbIMOSIHEHNSA CBA3aHHOIO C HeWn ,D,eVICTBI/IFI). Monb3oBaTenu oXugalT Havana Urpbl U nogaBneHnAa


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/
https://www.betterads.org/
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(D CraTuueckoe 06bsIBNEHNE HEOXMAAHHO MOSBIAETCS BO BPEMS UrPbl B HAYasne YPOBHS.
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@ BM,u,eopeKnaMa HEOXNOaHHO NoaBN4AEeTCA B HaYane 6510Ka KOHTEHTA.

« [MonHO3KpaHHOE 06BSABNIEHME, KOTOPOE NOSBNSETCS BO BPEMS UrPbl U HE MOXET OblTb 3aKPbITO Yepes
15 cek.
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(D MexcTpaHnYHoe 06bABNEHME MNOSBSETCS BO BPEMS UMPbl, U €r0 HEBO3MOXHO 3aKPbITb MO

ncreveHnn 15 cek.

PeknaMHble NPUNOXEeHUA

3anpeu1,aeTC;| I'IY6J'IVIKOBaTb NPUNoXeHnd, NoKa3biBaloWw e MeXXCTpaHNYHbIe obbsaBnEHNs, KOTOpble
OTBNEKAIOT NONIb30BaTENA OT B3aVIMOJJ,ePICTBVI9| C NPUNOXeHUeEM 1 BbINONMHEHNSA 3a4a4 B HEM.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEeHUN:

° FIlenO)Kequ, B KOTOPbIX NOCNe KaXxXnoro ,D,el;ICTBMFI nosib3oBaTensd (B TOM UKCe Nocne HaxaTun,
NPOJSIUCTbIBAHNA U T. JJ,.) NOKa3bIBalOTCA MEXCTPaHUYHbIE 06bABNEHMS.
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(D Ha nepBoil CTpaHULEe NPUNOXEHUs pacnonaraeTcs HECKOMbKO akTUBHbIX KHOMOK. Korga
nonb30BaTeslb HAXMMaET KHOMKY CTapT, NOSBASETCS MEXCTPaHUYHOE 0bbsiBNeHNe. 3aKpbIB €ro,
nonb3oBaTesSlb BO3BPALLAETCS B MPUIOXEHME 1 BbibnupaeT CepBuUC, YTOObl HauaTb PaboTy, HO B 3TOT
MOMEHT OTKPbIBAETCS A pYyroe 0ObsABAEHME.
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(2 Ha nepBom CcTpaHuULe NPUOXEHUS aKTUBHA TOMNbKO KHoMka Mrpatb. Mocne HaxaTus Ha Hee
MOSIBNISIETCS MEXCTPAHUYHOE 06BbsBIEHNE. 3aKPbIB €ro, MoNb30BaTeNb BbibpaeT CTapT, Tak Kak 3TO
€0VHCTBEHHAs aKTUBHas KHOMKa, U B 9TOT MOMEHT OTKPbIBAeTCS Apyroe obbsaseHue.

MoHeTu3aumsa pyHKLMM BNOKNPOBKM SKpaHa

3anpelleHo nokasbliBaTh PeKnamy 1 pa3MeLLaTb nnaTHble GyHKLUMM Ha 3a6OKMPOBAHHOM 3KpaHe,
KpOMe Tex CIyyaeB, KOrga npunoxeHue NpegHa3HauyeHo UCKMIOYNTENBHO AN YNpaBneH s
3abnoOKMPOBAHHBIM 3KPAHOM.

MoweHHMn4YecTBO C pekriaMon

MoweHHnyeckmne ,D,el‘/lICTBI/Iﬂ c 06bABNEHNAMN CTPOro 3anpeLweHbl. ,D,OI'IOJ'IHI/ITeJ'IbHyIO I/IHq)OpMaLlVIIO Bbl
HangeTe B HaLWWX npasunax B OTHOWEHUN MOLWEHHNYeCTBa C peKnaMon.

Mcnonb3oBaHWe gaHHbIX O MECTOMOOXEHNM B LLENSAX PeKknamMbl

MPUNOXEHWS, KOTOPbIE NCMOMB3YIOT AOCTYM K AaHHBIM O MECTOMONIOXEHUM YCTPONCTBA A1 MOKasa
pekJiaMbl, fOMKHbI COOTBETCTBOBATHL NOMOXEHUSM pa3dpena JnuHas v kKoHbuaeHUansHas
MHPOpMaLMs, a TakKe Crefyowmm TpeboBaHMaM:

Hy>HO SiCHO OHEeCTM O NONb30BaTENS, YTO €CIM OH NPEeAOCTaBUT pa3peLleHne, TO faHHbIe O
MECTOMOMNOXEHUN €ro YCTPOMUCTBa ByAyT COBMPaTLCS UMW MCMONb30BaTLCS A1 NOKa3a pekfambl. Bbl
LOIMKHbI CO0BLWMTL 06 3TOM B 06513aTENBHOM NONNTUKE KOHOUAEHLMANbHOCTU NMPUNOXEHNS, a TakxXe
L06aBUTb CChINIKM Ha MONUTUKN KOHOUOEHUMANbHOCTN PEKNAMHbBIX CETEW B OTHOLIEHUN
NCMONb30BaHMs [aHHbIX O MECTOMONOXEHUN.

Pa3pelueHuns Ha JOCTYN K AaHHbIM O MECTOMOMNOXEHUY MOTYT 3anpallMBaTbCs TOMNbKO ANs PaboThl
bYHKL WA U CEPBUCOB, KOTOPbIE €CTb B NMPUNIOXEHMU. Henb3s 3anpalurBaTb JOCTYN K LaHHbIM O
MECTOMOMOXEHUN, €CNM OH ByeT UCMONIb30BaTbCS TONbKO AN PekiaMbl.

Ucnonb3oBaHue peknamHoro ngeHtndukatopa Android

B cepaucax Google Play 4.0 nossunuch Hosble API, a Takxe ngeHTuoukaTop ansg peknamogatenem n
Tex, KTO NPefoCTaBAseT YCNyrn aHanuTukn. YCNoBus NCNosnb30BaHNs MAEHTUdUKaTopa NpuBeneHbl
HUXKe.

+ Ucnonb3oBaHue. PeknamHbin upeHTuonkatop Android (AAID) JOMKEH MCMONb30BATLCS TOMBKO ANS
pasMelLLeHNs pekriaMbl 1 aHanmaa ee nokasatenen. MNpu KaxaoM obpalleHmmn K noeHTudukaTopy
OOJKHbI MPOBEPATLCS 3HAaYEHNS NapaMeTpoB "Peknama Ha 0OCHOBe MHTepecoB" 1 "flepcoHanm3auums
peknamsbl".


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888170#location_permissions/

+ CB3b C UHPOpPMaLMel, Nno3Bonsiowen MGeHTUMGULUPOBATb IMMHOCTb, U APYTUMU
upeHTuduKaTopamu.

+ PeknamHbI MAEHTUPUKATOP HENb3S CBA3bIBATL C MOCTOSHHBIMU MAEHTUPMKATOPAMM YCTPONCTBA,
Takumm kak SSAID, MAC-appec unu IMEI-kof, B peknaMHbIX Lenax. PeknamHbin geHTudukaTop
MOXHO CB$13blBaTb C AaHHbIMY, NO3BONSOWNMN NAEHTUPULMPOBATL IUYHOCTb, TOSbKO NpH
HanNMuMKM SBHOrO COrfacus Nonb3oBaTens.

+ 3anpeliaeTcs CBA3bIBaTb B aHANMTUYECKUX LieNsiX PekiaMHbI UBEHTUOUKATOP C AaHHBIMY,
No3BONAOWNMY NAEHTUOULMPOBATL INYHOCTb, UM MOCTOSIHHBIMU UAEHTUPUKaTOPaMU
yCTponcTBa, Takmmm kak SSAID, MAC-appec unun IMEI-kog. MNoppobHas nHdopmaums o
NMOCTOSIHHbIX NAEHTUdMKATOPAX YCTPOMUCTBA NPMBELEHA B MPaBuiax B OTHOLIEHUN
Nosb30BaTENbCKUX BaHHbIX

YBaxeHue npennhoeHMﬁ nonb3oBaTteng.

+ HoBbIV peknamHbIf MAEHTUGUKATOP, MPUCBOEHHbIN Nocne cbpoca, HUKOUM 06Pa3oM He [ONXKEH
6bITb CBS3aH C NpefblayLnM MAEHTUGUKATOPOM MIIN €r0 [aHHbIMU 6e3 SBHO BbIPaXEHHOTO
cornacus nosib3oBaTens.

+ Kpome Toro, HEO6XOAMMO YYMTbIBaTb HACTPOWKM NOSb30BaTENS B OTHOLWEHMN nogbopa u
nepcoHanuaaummn peknambl. ECnn 3T yHKLMN OTKIIIOYEHDI, TO BaM 3amnpeLLaeTcs UCMNob30BaTb
pPEeKNaMHbIN MAEHTUGUKATOP AN CO34aHNS NONb30BaTENbCKOro NPoduns B PEKNaMHbIX Lenax unm
L9 NoKa3a NePCOHANM3NPOBaHHbIX 06bABNEHMN. K paspelleHHbIM METOLAM OTHOCATCS
KOHTEKCTHas peksiamMma, orpaHMYeHre 4YacToTbl MOKA30B, OTCNEXMBAHNE KOHBEPCUIN, COOBLLEHNS O
HapyLeHnsx, a Takxe obHapyXeHne yrpo3 6e30nacHOCTM 1 CyYaeB MOLWEHHNYECTBa.

« Ecnu peknamHbin ngeHTuomnkatop Android yaanseTcs Ha HOBOM YCTPOMCTBE, OH CTAHOBUTCS
HeZ#oCTyneH. BMecTo Hero 6yaeT nokasbiBaTbCs CTPOKA, COCTOSALAs U3 HyNen. YCTpoNcTBO 6e3
peknaMHoro I/I,D,eHTVId)VIKaTOpa Henb34 CBA3blBaTb C AaHHbIMUK NMpeabiayuiero I/I,D,eHTVId)VIKaTOpa.

+ YBegoMseHue nonb3oBarenemn. B npuMeyaHnm o KOHPUAEHLUMANTBHOCTU, COOTBETCTBYIOLLEM
TpeboBaHVAM 3aKOHOAATENBCTBA, NONb30BaTENO HEOBXOAMMO CO06LUTL O cHOope 1 UCMONb30BaHNUM
peKNaMHbIX UOEHTUPMKATOPOB, @ TAaKXKE O HAacTOSAWMX npaBunax. MoapobHas MHGOPMaLWs O HaLIWX
CTaHpapTax KOH¢I/I,D,eHLI,I/IaﬂbHOCTI/I npueeneHa B paspene ,D,aHHbIe nonb3oBaTensd

« CobniopeHune ycnoBu UCnonb3oBaHus. PekniamMHbIvi MOEHTUGUKATOP MOXHO NMPUMEHSTb TONbKO B
cooTBeTCTBUM C lMpaBunamm Nporpammbl 4fis paspaboTumkos npunoxeHui B Google Play, npuuem
3TO YCIIOBME PACNpPOCTPAHSETCH HA BCEX, KOMY Bbl MOXETE MPEROCTaBUTb NAEHTUDMKATOP B XOAE
KOMMepuecKomn fesTenbHOCTH. B nio6oM npunoxeHun, 3arpyxaemMom unv nybnukyemom B Google
Play, cnenyeT ucnonb3oBaTb pekiamMHbIi UBEHTUGUKATOP (ECNM OH AOCTYMNEH Ha YCTPOWCTBE).
MpUMeHsTb ANg PEKNaMHbIX Liernen apyrne MaeHTUOUKaTopbl yCTPOMCTB 3aMpeLLEeHO.

JononHnTtenbHas MHbopMaLUa NPeacTaBieHa B HalWmMX NpaBniax B OTHOLWEHUM NOMb30BaTENIbCKUX
[OaHHbIX.

[Mognucku

Pa3paboTunkam 3anpeLieHo BBOAUTb NONb30BaTENeN B 3abnyXAeHNe OTHOCUTENbHO NPennaraeMoro
KOHTEHTa 1 MOANMUCOK. Bca nHpopmaumsa o Hux, Byab TO ony6iankoBaHHas B CAMOM MPUNOXEHWUN UK Ha
3aCcTaBke, AOMKHA 6bITb CHOPMYNMPOBaHA YETKO M ACHO. Mbl He [OMYyCKaeM NPUOXEHNS, KOTOPbIE
0BMaHHbBIM UIIM MaHUMYNSTUBHBIM MyTEM NMPUHYXAAIOT NMOMb30BaTeNEN COBEPLUATb MNOKYMNKM (B TOM
yucne NnpuobpeTaTb NOLMUCKU U KOHTEHT B MPUIOXEHUSX).

MpennoxeHne OOMKHO cofepXaTb BCIO HEOOXOAMMYIO MHOPMALMIO, B TOM Uncie 06 yCroBusx,
CTOMMOCTU NOANUCKN N NEPUOOANYHOCTU NNATEXHOro UMKIa, a Tak>Xxe 0 TOM, MOXHO /11 NON1b30BaTbCA
npunoxeHvem 6e3 nognucku. Bce atn ceegeHns fomKHbI BbiTb LOCTYMHbI 6€3 AOMNOMHUTENbHbIX
LEeNCTBMIN CO CTOPOHbI MOSIb30BATENS.

Monb3oBaTenu, KOTopble NPUOGPENN NOAMUCKY, AOMKHbI MOMYYaTb MOCTOSHHbIE UMW PETYNSAPHbIE
npenMyLLecTBa B TEYEHME BCEro Cpoka ee AencTeus. Hanprmep, B pamMmkax NOANMUCKN 3anpeLLeHo
NPeaoCTaBATh OLHOPA30BbIe UrPOBble BOHYChI UM NEPEUNCTATH BAIOTY NPUIOXKEHUS EAUHBIM


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA

nnaTexoM. Bbl MOXeTe NpefoCcTaBsaTb BO3HArpaXneHus nnv 6oHyCbl TONbKO B AOMOSIHEHME K
MOCTOSIHHBIM UMW PEryNSPHbIM NMPEVMYLLECTBAM, KOTOPbIe AENCTBYIOT Ha MPOTAXEHUM CPOKa [ENCTBYUS
nognucku. Eciv Takux npenmMyLiecTs HeT, BMECTO MOANUCKY HEOBXOAMMO NpeasiaraTb KOHTEHT A1
NPofaxu Yepes NpPUNoXeHue.

3anpeLeHo NpeacTaBnsaTb Pa30BOe NPefioXeHVe Kak MoANNCKy. Kpome Toro, 3anpeLueHo MeHsTb
yCnoBus yxxe opopMIeHHON NOANUCKY (HanprMep, OTMEHATb, YMEHbLUATh KONIMYECTBO EXEMECAUHDBIX
6OHYCOB MW NpeKpaLLaTh UX NOAAEPXKKY) TakuM 06pa3oM, UTobbl GakTUYeCcKky Nonb3oBaTEN
nonyyanu ToNbko OQHOKPATHOE MPEUMYLLECTBO.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

+ ExemecsayHble NOANUCKM, B YCIOBUAX KOTOPbIX HE YKa3aHOo, YTO OHM ByayT aBTOMaTUYECKN
NPOANATLCA KaX bl MECAL, CO CMMCAHMEM CPeLCTB CO CUeTa.

+ [opoBble NOANMUCKM, B MHGOPMaLMKN O KOTOPbIX HaMboree 3aMeTHO BblAeNieHa UX MecayHas
CTOMMOCTb.

+ HenonHag nokanusauusa yCnoBUn U CTOMMOCTU NMOANUCKMN.

« MpennoxeHus, B KOTOPbIX HESICHO YKa3aHo, YTO NOMb30BaTeNlb MOXET NONYyYMUTb JOCTYN K KOHTEHTY
6e3 noanunckn (ecnm aTo BO3MOXHO).

+ HeTo4Hoe yKka3aHune HaMMeHOBaHWa TOBapa, HanpuMmep AN NOANUCKU C aBTOMaTUYECKMM
cnucaHueM cpepncTs gaHa ¢opmynuposka "becnnatHas npobHas Bepcus” nnu "MonpobynTe
nognucky Premium — 3 oHg 6ecnnaTtHo".

« PacnpepeneHue npoLecca nokynku Ha HECKOJSIbKO 3KPaHOB TakMM 06pasoM, YTobbl Nonb3oBaTeNmn
MOTJIM CITy4ariHO HaXaTb KHOMKY NMOAMNUCKM.

+ Mopnncku, B KOTOPbIX HET MOCTOSAHHbIX WU PETYNAPHBIX MpenMyLiecTB. Hanpumep, 1 000
KPUCTaNOB B NePBbI MecsL, MOANMUCKM 1 1 KpUCTaNN B Kaxabl credyowmin Mecsl, 10 KoHLa ee
CpoKa fencTsus.

+ Mony4yeHne pa3oBOro NpenmMyLLecTsa 3a opopMIeHNe NOANUCKN C aBTOMATUUYECKUM NPOLAJIEHNEM U
ee OTMeHa nocre nokynku 6e3 3anpoca co CTOPOHbI NONb30BaTENs.

Mpumep 1
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https://support.google.com/googleplay/android-developer/answer/140504
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/1153481

(D KHorka "3aKpbITh" BUAHA HEYETKO, U NONb30BATENb MOXET HE MOHSTb, YTO KOHTEHT JOCTYNeH 1 6e3
NOAMUCKMU.

@ B npegnoxeHunn ykasaHa LieHa TObKO 3a OAUH MEeCsL, U Nob30BaTeNlb MOXET HE NOHSATb, YTO NpuU
Oq)OpMﬂeHVIVI noannckn 6yp,eT CnncaHa nnata 3a WecCTb Mec4dueB.

@ B npeanoXxeHnn ykasaHa T0JIbKkO HayallbHasa LeHa, 1 NoNb30BaTeSlb MOXET HE NMOHATb, Kakad CyMMa
6yp,eT CNncCbiBaTbCd aBTOMaTU4YECKM NOCie 3aBepLlleHNa Ha4yanbHOro nepmnoga.

@ I'Ipep,noerme N yCNoBUA NCMONb30BaHUA NpeacTaB/eHbl Ha Pa3HbIX A3blKaxX, MO3TOMY YacCTb
I/IHq)OpMaLI,VM O HUX MOXET BbITb HEMOHATHA NOSIb30BATEN!O.
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 [Ona nepexona K KaxaoMy crnefyolemMy 3KkpaHy HyXHO HaXUMaTb B OfHOM 1 TOM Xxe 06nacTtu, 1 npu
nocnegHeM HaxaTtum KHomnku "MpofomkuTe” opopMnseTcs nognucka.

@ CymmMy, KOTOPYIO NPEACTOUT 3amiaTUTb B KOHLE NPOBHOro neproga, TPYAHO NpoUnUTaTh, MOSTOMY
nonb30BaTeslb MOXET NOoAyMaThb, YTO 3TO BecnnaTHbIN TapudHbIN MNaH.

BecnnaTtHble Npo6HbIe BepCcUM U NPeAioXEHUs Ana HOBbIX NONb3oBaTenemn



Ewé pgo Toro, kKak nofb3oBaTesb NPMobpeTeT NOANUCKY, Bbl AOMKHbI SICHO U TOYHO COOBLWMUTL EMY
YCNOBWS NPEQIOXEHUS, BKIlOYas ero NPOAOIKMUTENbHOCTb U LIEHY, a Takxke onmMcaHue LOCTYMNHOro
KOHTEHTa Unun cepBncoB. He 3abypabTe yKka3aTb, Kak U KOrga nosb30oBaTeslb nepengeT ¢ becnnaTtHom
NPo6HOM BEPCMMN Ha NNATHYIO NOAMNUCKY, YTOYHUTb CTOMMOCTb MAATHOM MNOAMMUCKM, @ TakXe COOBLWMNTD,
YTO NOAMNUCKY MOXHO OTMEHUTb A0 OKOHYaHWsa 6ecnnaTHOro Npo6Horo nepunoaa.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUNI:

« MpennoxeHus, B KOTOPbIX HE yKa3aH U HESCHO yKa3aH CPOK AENCTBUS GecnnaTHOM NpoBHOM
BeEpCUnM nnun LeHbl onga HoBbIX nosib3oBaTenemn.

° I'Ipep,noerml, B KOTOPbIX YETKO HE YKa3aHO, YTO Nocne OKOH4YaHuga Cpoka ,D,GVICTBVIQ npennoxeHud
noanmncka aBToMaTnU4YeCKnM CTaHeT nnaTHoMW.

+ TMpennoxeHus, B KOTOPbIX YETKO HE YKa3aHO, YTO MOMb30BaTENb MOXET MOMYYUTb BOCTYN K KOHTEHTY,
He ncnonb3ys NPOBHYI0 BEPCUIO MOANUCKN (€CNM 3TO BO3MOXHO).

. I'Ipep,noerMﬂ, ANa KOTOPbIX YCNOBUA U LLEeHbl NOKaIM30BaHbl HE MNOJIHOCTbIO.
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@ KHonka "3aKpbITh" BUAHA HEYETKO, 1 NOMb30BaTESlb MOXET HE MOHATb, YTO KOHTEHT JOCTYMNEH U 6e3
aKTMBaLuUM GecrnnaTtHoM NpoBHOM BEPCUN.

(2 B npennoxeHnn caenaH akLeHT Ha 6ecnnaTHoW NPOBHON BEPCUN, 1 NONb30BaTESNlb MOXET He
MOHATb, YTO B KOHLLE NPOBHOro Neprona aBToMaTUYECKn HaYHEeT B3UMaTbCA nnaTa.

(3 B npepnioxeHnn He ykasaHbl CPOKV NPOBHOro Neproaa, 1 nosb3oBaTesNb MOXET HE MOHATb, Kakom
6yneT NpoJONXKXUTENbHOCTb 6ECNNaTHOrO AOCTYNa K KOHTEHTY.

@ VHdopmMaums B NPERSIOKEHNUN 1 YCIIOBUAX UCTIONb30BaHNS NMPEACTaBIeHa Ha Pa3HbIX A3blKax, 1
Nosb30BaTENb MOXET MOHATH €€ He MOJIHOCTbIO.

YnpaBneHue nognuckaMu, UX OTMEHa U BO3BpaT CPEACTB

Ecnu B Bawem NPUNOXEeHUN NPOoJA0TCA NOAMUCKN, HeobX0ANMO NMOHATHO OO6BACHUTL, KAk MOXHO
OTMEHUTb UX UIN YNPaBnaTb UMWU. B NpunoxeHnn Takxe gosmkHa 6blTb BO3MOXHOCTb OTMEHbI noannckun
oHnanH. [ing aToro B HaCTpOVIKaX AKKayHTa NPpUNoXeHunsa (VIJ'IVI Ha aHanorMyHom CTpaHVILI,e) MOXXHO:



* yKas3aTb CCbIIKY Ha LeHTp nognucok Google Play (515 npunoxeHuii, B KOTOPbIX UCMOMb3yeTcs
nnatexHas cuctema Google Play);

* peann3oBaTtb ¢YHKLI,I/HO OTMEHbI NOANUCKMN.

CornacHo npasuniam Google Play npu oTMeHe Nognucku, KynneHHON Yepes NiaTexHy CUCTEMY
Google Play, Bo3BpaT cpefcTB 3a TeKyLL1ii pacyeTHbIV Nepuop He nponssoanTca. OfHaAKO KOHTEHT,
LOCTYTMHbIV MO MOANMUCKE, NPEefOCTaBNSeTCs NOMNb30BATENO [0 KOHLA 3TOro nepuoaa. 3ateM nognucka
OTMEHsieTCs.

B kauecTBe NOCTaBLiMKa KOHTEHTa UMK [OCTYMNa Bbl MOXETE YCTAaHOBUTL Honee rmbkue npaeuna
BO3BpaTa nnatexen. Yoéeautecn, 4To npasuna Nognmnckun, ee 0OTMEHbI M BO3BpaTa NniaTexen He
npoTMBOpeYaT AENCTBYIOLEMY 3aKOHOAATENLCTBY, a Takxke 06g3aTeNbHO COobLLanTe NoSib30BaTENAM
060 BCEX N3MEHEHUSX B 3TUX NpaBunax.

MNporpamma camocTosiTenbHon cepTudukaummn peknamHboix SDK B npmnoxkeHmnsx
0191 BCEN CEMbU

Kak onvcaHo B npasunax nporpammbl “"MpunoxeHns oas Bcen cembn™ , Npu pa3meLleHnn pekambl B
NPUNOXEHWM, NPeLHa3HAYEHHOM TOMNbKO AN AeTer, HEOBXOAMMO NCMONb30BaTb UCKOUYUTENBHO
peknamMHble SDK, KoTopble MPOLIN CaMOCTOATENbHYIO CEPTUPMKALMIO Ha COOTBETCTBUE NpaBuiam
Google Play, Bkyitouasi TpuBEAEHHBIE HUXE TPEOOBaHMS K CAMOCTOSITENIbHOM CepTrdUKaLmm
peknamMHbix SDK.

Ecnn NnpuNoXeHne paccuYnTaHo Kak Ha p,eTe17|, TaK U Ha B3POC/bIX, Bbl AOJKHbI CAeNaTb Tak, YTObbI netun
BUIENN TONbKO Te O6BABNEHMS, A1 KOTOPbIX MCMONb30BaNnCh peksiaMHble SDK ¢ camocTosTenbHOM
cepTudmKaumen. obUTbCS 3TOFO MOXHO, HaNPUMep, C MOMOLLbIO HEMTPANbHOFO BO3PACTHOMO
dunbTpa.

Bbl 06513aHbI CnefuTb 3a TeM, YTobbl BCe Ucnosnbdyemble Bamu Bepcun SDK, B TOM uncne ¢
CaMOCTOSATENBHOW cepTUdMKaLMeEN, COOTBETCTBOBAIN LENCTBYIOLWMM NPaBuiaM, 3akoHaM 1 HOPMaM.
KomnaHus Google He flenaet HUKaKMX 3asiBNEHUM U HE JaeT rapaHTUn OTHOCUTENBHO TOYHOCTH
NHdOopMaL MK, NpesocTaBneHHoON pekamMHbiMu SDK B npoLiecce caMOCTOSTENbHON CePTUPUKALNN.

CaMocTosTenbHas cepTudukaLms peknamHbix SDK B NpUnoXeHnsx Lns BCEN ceMbu 0bs3aTesbHa
TOMIbKO B TOM ciyyae, ecnv 3t SDK ncnonb3yotcs Ans nokasa peknambl fetam. Bol HeceTe
OTBETCTBEHHOCTb 3a cofiepXaHne 06BbABNEHUN U COOP CBEAEHNUI COMMACcHO NpaBuiaM B OTHOLWEHUN
MOMb30BaTENIbCKUX [AHHbIX U MpaBuiam nporpamMmmsbl "TIpUnoxeHns gns Bcen cembn”
CepTudukauuns He TpebyeTcs:

+ [Ns nokasa cobcTBeHHOW peknambl, korga SDK ncnonbayetcs ang MepyaHpansvHra u
NepPeKPECTHOro NMPOLBMXKEHMUS BALUMX NMPUITOXEHWUI UM APYTOro Ballero MeAUakoHTEHTa;

*+ [N NPSIMbIX COEMNOK C pekniaMopaTensMu, npu KoTopbix SDK ncnonbayeTcs ToNbKo AN yrpaBneHus
MHBEHTapEM.

TpeboBaHua K caMocToaTeNnbHOM cepTudUkaummn peknaMHbix SDK B npunoxeHusx gna scen
ceMbu

.

OnpepennTte NpU3HaKky HeXenaTebHbIX 06bABNEHUIN U 3aMpPeTUTE UX B YCITOBUAX WX NONUTUKE
peknamHoro SDK. OnpepeneHuns gomkHbl COOTBETCTBOBATH [paBmnam nporpammbl gns
pa3paboTumkos npunoxeHu B Google Play.

BbibepurTe cnocob, ¢ NOMOLLbIO KOTOPOro bypeTe NprMcBanBaTb 06bABIEHWNSM BO3PACTHbIE
orpaHuyeHus. HeobxoonMMo HaCTPOUTb He MeHee ABYX KaTeropui: "[ns Bcex" u "Onsa B3pocnbIx".
BO3paCTHbIe OorpaHmnyeHnsa gomkHbl NpMUcBanBaTbCd NO TOMY Xe MeToay, KOTOprIZ ncnonb3yeTcya B
cepTndULMpPOBaHHbIX peknaMHbix SDK Google.

.

PazpelunTe n3paTensM 3anpalvBaTh Noka3 06bSBNEHNI, OPUEHTUPOBAHHBIX Ha aeTen (B
ONPERENEHHbIX NMPUNOXEHNIX UM B KaXXAOM KOHKPETHOM cliyyae). Y6eamuTech, YTo KOHTEHT B
006BbSBNEHNSAX HE HApyLWaAeT AeNcTBYylolWee 3aKOHOAATENBCTBO, HanpuMep 3akoH CLUA "O 3awuTte
NUYHbIX cBeaeHuNn aeten B uHTepHete" (COPPA) 1 leHepanbHbI pernameHT EC o 3awute


https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/

nepcoHanbHbIx gaHHbix (GDPR) . Kpome Toro, B peknaMHbix SDK, KoTopble NCNOMb3yoTCcs B
pecypcax ons neTen, HeobxoL4MMO OTKIOUNTL MEPCOHANN3NPOBAHHYIO PeKnaMy, pekiamy Ha OCHOBE
WHTEPECOB, a TaKXe PEMAPKETUHT.

« OrpaHunybTe BbibOp M3gaTenen ¢opMaTammn 06bSBNEHNI, COOTBETCTBYOLWMMM NpaBuiam B
OTHOLUEHUW PeKIaMbl ¥ MOHETM3aLMKN NporpaMmbl "TIPUNOXEHNs 0SS BCEN CEMbU" |, @ TaKXe
TpeboBaHWsM nporpammel "OpgobpeHo npenogasatensmmn”

« Ecnv png nokasa peknambl ETSIM UCNOb3YETCH TEXHOMOM Sl HA3HAYEeHNS CTaBOK B peasibHOM
BpeEMEHU, ybeanTech, YTo dalsbl 06bSBNEHNS MPOBEPEHDI, @ YYaCTHUKAM ayKLMOHa NPUCBaNBaOTCS
VMHONKATOPbl KOHOUMAEHUNANBHOCTMU.

.

YT06bI NOATBEPANTL COOTBETCTBME peknamHoro SDK npasunam, npegoctaBbTe Google TecToByto
BEPCUIO NPUSTOXEHUSA 1 BCe HEObXoaMMble CBEAEHMS B crielnansHon popme . CBOEBPEMEHHO
oTBEYalnTe Ha NocneaytoLne 3anpockl MHopMaLun. Hanpumep, oTnpaensanTe faHHbIe O HOBbIX
BEPCUSAX MPUNOXEHMS BMECTE C TECTOBBIM MPUINOXEHNEM, YTOObI MOATBEPXAaTb COOTBETCTBUNE
Bepcun peknamHoro SDK BceM TpeboBaHUAM K CAMOCTOATENIbHOW cepTudmKaLmm.

MpoxoauTe caMoCTOSATENbHYIO cepTudUKaLno , YTOBbl NOATBEPXAATb COOTBETCTBME HOBbIX
Bepcui MpaBunam nporpammbl 4ns paspaboTymkos npunoxeHuin B Google Play, B ToM uncne
npasunam nporpammsbl "MpuUnNoxeHns ons Bcen cembn™.

lMpumeyarHue. PeknamHbie SDK ¢ caMOCTOATENNbHOM CEPTUPUKALMNEN B MPUITOXEHNSX [J18 BCEN CEMbU
HEOB6X0[MMO UCONL30BATH AJ15 N0Ka3a 0OBSABIEHMI B COOTBETCTBUM CO BCEMU 3aKOHaMU 1
1O/IOXKEHUSIMY, CBS3aHHBIMU C JETbMU U MOTEHMAESIbHO MPUMEHUMbIMU K AESTENbHOCTU U3LaTeNeu.

MNMoppobHee 0 BOASHbIX 3HAKax B KpeaTuBax v NpefoCTaBNeHUN TECTOBON BEPCUM NMPUNOXEHNS
TpeboBaHus K nnatdopmMam MefmaLum, NoKasbiBaloLWMM pekamy LeTsMm:

+ CriegyeT 1cnonb3oBaTh TOMbKO pekfiamHblie SDK, npolieflime caMoCTosTeNlbHY CepTUdUKaLmio B
pamkax MporpamMmbl pekiaMbl B MPUNOXEHUSX s BCEN CEMbU, UMW NMPUHUMaTb MEpb,
rapaHTMpyloLLMe, YTO BCe 0OBbABNEHM Ha nnaTdopMax MeguaLmumn 6yayT COOTBETCTBOBATb 3TUM
TpeboBaHUAM.

+ Heobxonumo nepepaBaTb UHGOPMALMIO O PEUTUHIE PEKITAMHOTO KOHTEHTA U O TOM, YTO pecypc
npegHasHaueH ang geten.

MN3yunte cnncok peknamubix SDK, npoLweaLmnx CaMoCTOATENbHYO CEPTUDMKALMIO B MPUNOXEHUSX ANS
BCEWN CEMbMU, N KOHKPETHbIE BEpCUM Takmx SDK

Ecnwu Bbl 3HaeTe opraHn3saunm, XenawLwmne CaMoCTOTENBHO cepTUPnUMpPoBaTb peknamHblie SDK, Bbl
MOXeTe OTNPaBnTb UM GopMy

HaHHble ona Google Play v npogsuxeHne

MeTogbl, KOTOpPbIE Bbl MPUMEHSETE A1 NMPOABUXEHVS CBOErO MPUIIOXEHUS, 3HAUUTESNIbHO BANUSIOT Ha
BocnpusaTre Google Play nocetutensamu. He ncnonbayiTe HU3KOKAYECTBEHHYIO PEKaMy 1 cnaM, a
TaKKe He 3aBbllUaNTe NONYNSPHOCTb NMPUTOXKEHNUS NCKYCCTBEHHO.

MpoaBuXeHME NPUOXKEHNS

3anpeLLleHo nybnunkosaTb NPUIOXEHNS, MPSAMO UM KOCBEHHO CBSI3aHHbIE C METOAAMU NPOLBUXEHNS,
KOTOpble BBOAAT B 3a6My>XXAEHME UM UHBIM 0BPAa30M NPUYMHAIOT BPEL, NOMb30BaTeNaM, a Takxe
coobuecTBy pa3paboTunmkoB. CUMTAETCS, YTO METOLbI BBOAST B 3a0MyXAEHWNE U MPUUYMHSIOT Bpes, eCiiu
OHW HapyLwatoT MNpaBuna NporpamMbl 4Nng paspaboTymKoB.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUN:

+ Moka3s peknambl, BBOASLLEN B 3a0MyXXAEHNE , B MPUITOXEHMSIX, Ha CalTax 1 Opyrux pecypcax.
Hanpumep, K HEM OTHOCATCS OBBSBNEHUS, MOXOXME HA CUCTEMHbIE YBELOMIIEHMS.


https://gdpr.eu/
https://gdpr.eu/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://playacademy.exceedlms.com/sl/044a202e
https://playacademy.exceedlms.com/sl/044a202e
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9536665
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/?p=adnet
https://support.google.com/googleplay/android-developer/?p=adnet
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9888077

+ MNoka3s peknambl CEKCYaNlbHOro XxapakTepa A NepeHanpasieHns MONb30BaTENEN Ha CTPaHULY
npunoxenus B Google Play.

+ MNpoaBMXeHNe 1 YyCTaHOBKA, B pe3ysibTaTe KOTOPbIX MPOUCXOAUT NepeHanpaBneHne nonb3osaTenen B
Google Play nnu ckaumsaHvie npunoxeHvs 6e3 npefsapuTesibHOMO 3anpoca.

» MPOABMXEHME C NOMOLLbIO HeXenaTeNbHbIX SMS-pacchbinok.

+ [lobaBneHve B UMsi pa3paboTumnka, Ha3BaHMe UM 3HAYOK MPUOXKEHUS TEKCTA UM N306PaXEHNI CO
cBefleHUsMK O penTuHre unu o6 ycnexe npunoxexus B Google Play, LeHamu 1 peknamo, a Takxke
nHdopMaLmen 06 yyacTum B CylecTByowWwmx nporpamMmmax Google Play.

Bbl 0693aHbI cnegnTb 3a TeM, YTObbI 3TU npasuna CO6J'IIO,D,aJ'IMCb B PEKJTaMHbIX CeTAX, MapPTHEPCKNX
nporpammax un 0ODbABNEHUSX, CBA3aHHbIX C BalMM NPUNOXEHNEM.

MeTapaHHbie

N3 onncaHus NpunoXeHs Nosib3oBaTeNN Y3HAIOT 0 ero GpYHKLUMAX U HasHaveHun. Mbl 3anpeLlaem
ny6anKoBaTb NMPUNOXEHNS C JIOXKHbIMM, HEMPABUSIbHO OTGOPMATUPOBAHHbBIMUY, HELOCTATOUYHBIMMU,
HepeneBaHTHbIMUY, UMULLHUMU UM HE[OMYCTUMbIMU MeTagaHHbIMU. K MeTagaHHbIM, MOMUMO MPOYEro,
OTHOCSTCS Ha3BaHWE M ONUcaHKe NPUTOXEHUS, Ero 3HAYOK, CKPUHLLIOTLI M peknaMHbie n3obpaxeHus, a
TaKXe Ha3BaHMe KOMMaHMM-paspaboTumnka. OnncaHne NPUNoXeHUs LOMKHO ObITb MOHATHBIM U
rpaMoTHbIM. Mbl TakxXe 3anpeLiaemM BKItoYaTb B ONUCaHME OT3bIBbl NONb3oBaTenen 6e3 ykasaHus
aBToOpa LMTaThHl.

Ha3sBaHwue 1 3Ha4Y0K NMPUTOXEHMS, a Takxke HasBaHWe KOMMNaHUKU-paspaboTymka No3BONAT
nonb3oBaTendaM HaxoauTb NPOAYKT U y3HaBaTb O HEM. He cnepyet ,D,O6aBJ'I9ITb B 9TV MeTafaHHble
CMalnMKun, SMOA3N UM NOBTOPSIOLLMECS CrieLManbHble CUMBOJIbL. He MCNoNb3ynTe Npu HanmcaHum
TOJNIbKO 3arfiaBHble BYKBbI, €CNN 3TO HE YaCTb Ha3BaHWs Bawero bpeHpa. He nobasnanTte B 3Ha4OK
NPUNOXEHWsI CUMBOJTbI, BBOLASALLME B 3abNy>XAEHME, HAaNnpUMep UHANKATOP HOBOIro coobLieHus (npu
OTCYTCTBWM TaKMUX COOBLLEHWNI) UM CUMBOJIbI CKaUNBaHMSA/YCTaHOBKM, ECIN NPUOXEHNE HE CBS3aHO
CO CKauMBaHMEM KOHTEHTa. B HasBaHMM NPUNOXEHMS OMKHO 6biTh He 6onee 30 cumBonoB. B
Ha3BaHWe 1 3HAYOK MPUIOXKEHMS, a TaKXKe B UMS paspaboTumka Henb3g [o6aBnaTb TEKCT UK
N306paxeHns Co CBEAEHUAMMN O PENTUHTE UM 06 ycnexe npunoxexus B Google Play, ueHaMu 1
peknamon, a Takxe ¢ MHGopMaLmen 06 yyacTun B CyLLecTByoLWmMX NporpamMmax Google Play.

Kpome Toro, B cooTBeTCTBUM C NpaBunamu Google Play ans pa3apaboTunkoB Mbl MOXEM 3aMPOCUTL Y
BacC 1 Apyrue faHHble.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:


https://support.google.com/googleplay/android-developer/answer/9878810
https://support.google.com/googleplay/android-developer/answer/9878810
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X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever
2) labradoodle

) poodle

) chihuahua

) akita

) pug

)

3
4
5
6
7) rottweiler

(D AHOHMMHbIE OT3bIBbI MOSIb30BATENEN.
(@ CpaBHeHMe NPUIIOXEHNI UM BPeHAOoB.
@ Bnoku CNnoB, a TakXe BepPTUKanbHble NN TOPU3OHTalbHblE CMTUCKN CNOB.

? 2 ]
Crane: travel PLANNER!!

* TravelCompany 7t ("7 )

UFPDATE
NOW

(D CnoBa, cocTosLLME TONLKO U3 3arnaBHbIX ByKB (He YacTb HasBaHUs 6peHaa).

(2 MocnepoBaTeNbHOCTM CreLmabHbiX CUMBOJIOB, HE MEIOLLME OTHOLWEHUS K MPUNOXEHUIO.
(3 OMoa3K, cMannnKu (BKoYas KAOMOL3M) U creLmanbHble CUMBOJIbI.

(® CumBonbl, BBOAALLME B 3a6NyXaeHMe.

(® TekcT, BBOAAWMIA B 3abnyXaeHMe.

+ N306paxeHnst Unm TEKCT C yKa3aHWeM PENTUHIa UKW NoKasaTenen NPUIoXeHWs, Hanprumep 3HaYKK
Harpag unv dpasbl "TpunoxeHune roga”, "N2 1", "Jlyywee npunoxeHne Google Play 20XXr.",
"MonynsipHoe" n T. A.



It's Magic - #1in magic games

Music Player - Best of Play

Rewards Game

@ -
2

+ N306paxeHns Unm TEKCT C yKa3aHMEM LeHbl UiN C peknamHomn nHdopMaumen, Hanpumep "Ckugka 10
%", "Kew6bak 500 pybnen”, "BecnnaTHo B TEYEHNE OrPaHNYEHHOrO BpeMeHN" 1 T. 4.

@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

-

Fish Pin- Free For Limited Time Only

Golden Slots Fever: Free 100

+ /306paxeHuns unm TekcT ¢ ykasaHmeM nporpamm Google Play, Hanpumep "Bbibop pegakumn®,
"HoBoe" n gpyrux.

Build Roads - New Game

Robot Game - Editor's choice

BoT npuMepbl He[OMYCTUMOrO TEKCTA, U306pakKeHUM U BUA,EO0 Ha CTPaHULLE NPUTOXEHUS:

+ N306paxeHsi 1 BUOEO CEKCyarbHOrO XxapakTepa. He ncnonbayite n3obpaxeHus rpyam, arogud,
reHWTanui 1 NPoYMe OTKPOBEHHbIE PUCYHKM 1 GpoTOrpadum YenoBeyeckoro Tena.

+ HenpucToiiHas nekcvka v fpyrve peyeBble KOHCTPYKLUM, HeLOMYyCTUMbIE ANS LUIMPOKOW ayauTopuu,
B OnuncaHuu npunoxexus B Google Play.

+ CUueHbl HacUINS Ha 3HaYKax NMPUIIOXEHNS, B PEKTaMHbIX M300PaXeHUSX 1 BUOEO.

+ M306paxeHre ynoTpebneHns HapKoTUKOB, B TOM Yncne B 06pa3oBaTenlbHOM, LOKYMEHTAIbHOM,
HaYYHOM UJIN XYAOXECTBEHHOM KOHTEHTE. [laHHble Ha CTPaHMLE NPUIOXEHUS OOMXHbI MOAXOANUTb
ana niobor aygutopumn.



BoT Heckonbko coBeTOB:

.

PacckaxuTe, novyemy Balle npunoxeHme 0cobeHHoe, YTO BbIAENsIeT ero cpenun oCtasbHbIX 1 YEM OHO
MOXET NOHPaBUTbCH NONb30BaTENAM.

Y6enuTtech, YTO Ha3BaHME 1 ONUCaHKE 4al0T TOYHOE NPEeACTaB/IeHNE O NMPUIIOXEHUN U ero GyHKLUSX.

He VICI'IOJ'Ib3yI;ITe noBTopgaoWmecs Nnn He ced3aHHble C NPUTOXEHMEM KIoYEBbIE C/TOBa U CCbIJTKWN.

OnuncaHue NPUNOXeHUs [OMKHO BbiITb MPOCTLIM U NMOHATHBIM. KOPOTKME ONUCAHUS Nerye yntath,
0COBEHHO Ha YCTPOMCTBAX C HEOONbLUNM 3KPaHOM. CANLLKOM AJSIMHHBIW, HEMPABUIbHO
0THOPMATUPOBAHHBIN TEKCT, @ TakXe JIMWHUE NOJPOBHOCTM 1 MOBTOPbI MOFYT HapyLaTb NpaBuia
Google Play.

He 3abbiBaliTe, UTO CTPaHULLA BaLLEro NPUIOXKEHUs [OMKHA NOAXOAWTb ANS LUIMPOKOW ayautopun. He
ncnonbdynte B Google Play 3anpeLLeHHble N306paxeHuns, BULEO UK TEKCT.

OueHKu, OT3bIBbl N KONIMYECTBO YCTAHOBOK

PaspaboTurkam 3anpeLeHo NpeanpruHUMaTh NOMbITKM MCKYCCTBEHHO M3MEHNTb MO3MLMI0 Kakoro-nmbo
npunoxeHus B pentuHre Google Play, HanpyMep ¢ NOMOLLbIO MOLWEHHNYECKMX YCTAHOBOK, OMMaYeHHbIX
WSV NTOXHBIX OLLEHOK 1 OT3bIBOB. TakXKe B MPUMOXEHMM He pa3peLleHO BO3HarpaxaaTe Nonb3oBaTenemn
3a YCTaHOBKY APYrvX NPUIOXEHUN (ECM 3TO ABNFAETCA OCHOBHbIM Ha3HaYeHNEM MPUTIOKEHWNS).

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUN:

« Mpocbbbl OLEHUTL MPUNOXEHNE B OOMEH Ha NOOoLpeHME:
30 © ¥4 0 10:00

= RescueRover Q +&

We'd love your feedback!

1.8.8.6 .8 ¢

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

d

(D B yBegoMneHur nonb3osaTenio npefanaraeTcs Ckaka B 0OGMeH Ha BbICOKYIO OLIEHKY.

 oNbITKM N3MEHUTb MNO3ULUIO NPUNOXeHNA B pel;ITMHFe Google PIay C NOMOLWbtO CbaJ'IbLIJVIBbIX OUEHOK,
BbICTaBNAEMbIX OT L@ NONb30BaTeNnen.

+ MNyb6nukaums O0T3bIBOB, KOTOPbIE COAEPXKAT HELOMYCTUMbIN KOHTEHT, 1 MOBYXAEHUE K 3TOMY
nonb3osaTenien. K TakoMy KOHTEHTY OTHOCSTCS, MTOMUMO NpoYero, nHoopmaLms o napTHepax,



KyNnoHax 1 UrpoBbixX KoAax, agpeca SJ'IeKTpOHHOI;I NoyTbl U CCbIIKM Ha BEG-CanTbl NN apyrue
NPUNoOXeHn4d.

30 © ¥4 B 10:00

& RescueRover Q

Alfie Chung i@

%k %k ok 9/20/15 20
-

Found the perfect pup!

I've been looking for a long time for an app that

would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfie! We're glad you like the app
and love your new dog. |

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle 1)
ok Kk ok 10/12/15

©

Nice app
| like the appointment scheduling feature.

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM OT3bIBE 33 peKnaMy NPUIOXKEHUs Nob30BaTENIM NPeanaraeTcs KyrnoH O CKUAKOMN.

I You can spread the word about RescueRover and

Mo oueHKkaM u oT3biBaM MOXXHO MOHATb Ka4eCcTBO npunoXxeHus. nOSTOMy OHU OOJDKHbI 6bITb
YeCTHbIMU N OTPaXKkaTb MHEHUS HACTOALWNX nonb3oBaTeneun no TeMe. Bot HeCKoNbKo COBETOB O
TOM, KakK OTBeYaTb Ha OT3bIBbl NOJIb3OBaTENEN.

+ He yKnoHsnTech oT 06CYXAEHNS YNOMSIHYTbIX TPOGIEM U HE MPOCUTE MOBbLICUTH OLLEHKY.

 YkasbiBanTte CnpaBO4HbIE pecypcCbl, HanpuMep npenocTtaBbTe agpec SJ'IeKTpOHHOIZ NOoYThbl Cﬂy)K6bI
nognepXxXkKy nnm URL CTpaHuUbl C YaCTO 3aaBaeMbiMK BONpPOCaMK.

BospacTHble orpaHuyeHms

CucTteMa BO3pacTHbIX orpaHnyeHnin B Google Play cosgaHa gns Toro, 4tobbl pa3paboTunky MOrn
co0bLLaTb NONb30BaTENSAM, AN18 KaKOW ayaUTOPUM NOOXOAAT NPUTOXEHMS B UX cTpaHe. OHa BKtOYaeT
oduLManbHble KaTeropumn MexayHapogHou Koanuummn Bo3pactHou knaccudukaumm (IARC)
MpepcTtaButenbctea IARC B 0TAENbHBIX CTPaHax Npv onpeaeneHny BO3pacTHON KaTEropumn KOHTEHTA B
MPUNOXEHWUN CNERYIOT COOTBETCTBYIOLMM PEKOMEHAALMAM. 3anpelleHa nybnkauns npunoxeHn 6es
YKa3aHWIN BO3PACTHbIX OrpaHUYEHUN.

Onsa yero HY>XXHbl BO3pPaCTHbl€ OrpaHU4YeHunsa

BOSpaCTHbIe OorpaHmnvyeHmna NnoMorarT KIIMeHTaM (OCO6eHHO pO,U,VITeJ'IﬂM) MOHATb, €CTb /I B
NPUNOXeHUN NoTeHUManbHO HexXenaTenbHbIN ONS HUX KOHTEHT. OHM NO3BONSOT 6J'IOKI/IpOBaTb nnn
q)MJ'IprOBaTb KOHTEHT ONnd OTAENbHbIX ﬂOﬂb3OBaTeﬂelh, a TakXe onpefeneHHblX CTpaH 1 permoHoB B
COOTBETCTBUM C 3aKOHOAATENbCTBOM. C NOMOLLbIO BO3PaCTHbIX OFpaHMHeHMVI MOXHO OUEHUTb, €CTb N
Y NpUnoXeHnsa npaBo y4aCTBOBaATb B cneunalibHbIX NporpamMmMax ong pa3pa6OTqI/IKOB.

Kak npucBavBatoTcsi BO3pacTHbIE OrpaHUYEHMs


https://www.globalratings.com/
https://www.globalratings.com/

YT106bl MONYYNTL BO3PACTHOE OrpaHnyeHne, HeOBXoaMMO 3anoNHUTb aHkeTy B Play Console . B Hewn
HY>XHO NOAPOBHO OMUCaTb BECb KOHTEHT B NMPUIIOXEHUW. Ha OCHOBE BalMX OTBETOB HECKOJIbKO
YMOIHOMOYEHHbIX OPraHN3aLnn NPUCBOSAT NPUTOXEHWIO ONPEAENEHHOE BO3PaCTHOE OrpaHnyeHune.
NckaxeHne GpakToB O KOHTEHTE MOXET MPUBECTU K YAANEHNIO UM BNOKMPOBKE MPUIIOKEHWS, NOITOMY
BaXKHO NPefoCTaBUTb Kak MOXHO 6onee ToOUHyo MHPOpMaLMio.

3anonHUTb aHKETY HYXHO IS KAXAO0r0o NPUIOXKEHWS HE3aBUCKUMO OT AaTbl My6AMKaLum, MHaue emy
byneT npucBoeH cTaTyc "bes knaccuoukaumnmn®. Takne npunoxeHus yganaiotcs ns Google Play.

Ecnv Bbl BHOCUTE B KOHTEHT MK QYHKLMM NMPUITOXEHUS N3MEHEHUS, KOTOPbIE BAUSIOT HA OTBETHI B
aHKeTe, Bbl [OMKHbI 3anofHWTb ee B Play Console ewé pas.

YT106bl y3HaTb Gosblue 06 OpraHM3aLMsax Mo OLEHKe KOHTEHTa U O TOM, KaK 3amno/iHUTb aHKeTy,
nepengnte B CripaBOYHbIN LEHTP

Kak OoCcrnopuTb BO3paCTHOE orpaHn4veHune

Ecnu Bbl He cornacHbl C NPUCBOEHHbBIM OrpaHMYeHneM, NopanTe anennaumio Hanpsmyto B IARC. Ing
3TOro nepenanTe no ccoinke B ceptmdurkaTe, NOyYEHHOM MO IEKTPOHHOM NoYTe.

HosocTu
HoBOCTHOE NpUIoXeHNe — 3TO NPUNOXEHME, A1 KOTOPOrO BEPHO OLHO N3 YTBEPXAEHNN:

« B Google Play Console paspaboTuuk yka3ar, YTo NpUIoXeHNEe SBNSIETCS HOBOCTHbIM.

« B Google Play npunoxeHune onybnmkoBaHo B kaTeropum "HOBOCTU 1 XypHasbl", U B €ro Ha3BaHuK,
3HauKe, ONMCaHUN UK Ha3BaHMK pa3paboTymka ecTb CNOBO "HOBOCTHU".

MpuMepbl NPUNOXEHWI B kKaTeropum "HOBOCTM 1 XXypHanbl":

+ [IpUNoXeHns, B ONMcaHUM KOTOPbIX NCMONb3YEeTC CII0BO "HOBOCTU" UMK €ro BapuaHTbl, Hanpumep:
« HoBocTu.
+ HoBOCTHOE M3gaHue.
+ CpOuYHble HOBOCTW.
* MecCTHble HOBOCTH.
+ ExxegHeBHble HOBOCTW.

« MpuUnoxeHus, B Ha3BaHUW, 3HaYKe UM HAa3BaHMKN Pa3pPaboTUmnKa KOTOPbIX COLEPXMUTCS CNOBO
"HoBOCTN".

MpPUNOXeEHWS, B KOTOPbIX MPEUMYLLECTBEHHO MyBMKyeTCs NoNb30BaTENbCKUNA KOHTEHT (Hanpumep,
CouMarnbHble CETU), HE CUMNTAKOTCSH HOBOCTHBIMMU.

HoBOCTHble NpunoxeHus, Tpebytolne odpopMneHns NOLNUCKK, LOMKHbI 4aBaThb NOMb30BaTENSM
BO3MOXHOCTb O3HAaKOMWTbLCS C MPVYMEpPaMmn KOHTEHTa nepep, MOoKYNKOM.

HoBocTHble NPUNOXEeHNA OOJIKHbI:

.

YkasbiBaTb MHGOPMALMIO O BNafesnbLax NPUNoXeHNs U UICTOYHNKOB HOBOCTHbIX CTaTel, BKouas,
NMOMMUMO NPoYero, CBeaeHus 06 opurnHanbHOM nUapaTene Unn aBTope Kaxpon ctatbu. Ecnv ykasaTtb
OTAESbHbIX aBTOPOB HEBO3MOXHO, OPUTMHANbHBIM U3[aTeNeM cTaTel JOMKHO CYMTaTbCs HOBOCTHOE
npunoxexHune. ObpaTUTe BHUMAHWNE, YTO CCbINIKM Ha akkayHTbl B COLManbHbIX CETSX HE ABNA0TCS
LOCTaTOYHOM MHbOpPMaL el 06 aBTope Unu nsgaTene.

+ Ony6nnKoBaTb Ha canTe UM B MPUNOXEHUN OTAESNbHYIO CTPaHuMLY, KOTopas ACHbIM 06pa3oM
0603HaueHa kak CTpaHu1La C KOHTAKTHON MHdOpPMaLMen, KOTOPYIO NErko HauTW (Hanpumep, no
CCbIJIKE B HUXXHEN YacTu rMaBHOM CTPaHWULLbl UM Ha NaHeNn HaBUraLMmn camTa) U KOTopas COLepXuT
aKTyanbHYO KOHTAKTHYIO MHGOPMaLMIO N3haTens HOBOCTEN, BKIOUYas KOHTAKTHbIN agpec
3NEKTPOHHOM NOYTbl NN HoMep TenedoHa. ObpaTTe BHUMaHWE, YTO CChISIKM Ha aKKayHTbl B
CoLManbHbIX CETSX HE CUMTAIOTCA [OCTATOYHOM KOHTaKTHOM MHbOPMaLMEN.


https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189
https://support.google.com/googleplay/android-developer/answer/188189

HoBOCTHbIE NPUNOXEeHNUA He OOJIXKHbI:

+ cofepxaTb MaTepuarbl C SBHbIMW FpaMMaTUYecknumMm 1 opoorpaduyeckumm owmnbkamu;

+ CcofepXaTb TONbKO CTATUYECKMI KOHTEHT (HanpuMep, MaTepuarbl, KOTopble He o6HoBRANUCH Bosee
TPEex MecsLeB);

* UMETb B KaYeCTBE OCHOBHOW LN NojlyYeHne JOXOAa OT peksiaMbl U NapTHEPCKUA MAPKETUHT.
O6paTnTe BHYMaHWE, YTO HOBOCTHbIE MPUIOXEHUS MOryT UCMOMNb30BaTh PEKNaMy U Lpyrue GopMmbl

MapKeTUHra onga nony4vyeHunsa noxona, ecim OCHOBHOW Lenblo NPUNOXEHNA HE aBNFEeTCd peann3aumna
NPOAYKTOB U yCnyr nnun nosiydeHne noxona OT pekiaMbl.

HoBOCTHbIE NPUNOXEHUA, KOTOPbIE arpermpyroT KOHTEHT U3 Pa3HbIX I/I3,D,aHI/IVI, AO/MKHbI ABHO YKa3blBaTb
NCTOYHMKMN KOHTEHTA, MPUYEM KaXAbIN U3 HUX OOMKEH COOTBETCTBOBATL NPaBUiaM B OTHOLWEHUN
HOBOCTEWN.

MoppobHble CBEAEHUS O TOM, Kak Nyylle BCEro NPefocTaBnUTb HEOO6XoAUMYO MHGOPMALMIO, MOXHO
HaWTKN B 3TOM CTaTbe

CnaMm, dyHKLMOHaNbHOCTb 1 yOo6CTBO A5 Nonb3oBaTenemn

MPUNOXEHWS [OMKHbBI COREPXaTb MUHUMATbHBIN HABOP GYHKLMIN U KOHTEHTA U BbITb MHTEPECHBIMU OIS
nonb3osaTenen. ECnv B npunoxeHnn NoCTOSHHO MPOUCXOAAT cbou, a Takxke eCiiv OHO BEeCroNesHo Unu
CO3[,aHO A9 pacnpoCTpaHeHUs cnama cpefm nonb3oBatenen nMubo B Google Play, To ny6nukosaTb
Takoe NMPUIOXKEHNE He MEeT CMbICHa.

Cnam

3anpeu.LeHo ny6nvn<osan: CKONMMpoOBaHHbIE N HN3KOKaYeCTBEHHbIE MPUNOXEHUS, a TakKXXe NPUNTOXEHN],
pacnpocCTpaHdaoLlwmne cnam.

Cnam B coobuw,eHusax

3anpeu.|,eHo I'Iy6J'IVIKOBaTb NPUNOXEHNA, KOTOPbIEe OTNPaBNAT OT UMEHU NMOJIb30BATENA SMS, nucbma n
apyrue snabl COO6LL|,8HI/IIZ, He OaBag NoJib30BaTe/Il0 BO3BMOXXHOCTU NMPOBEPUTb coaep>XxXaHmne n
nony4yartend.

BoT npuMep pacnpoCcTPaHEHHOrO HapYLIEHUSs:

« Mocne HaxaTus KHoMkK "ToaenuTbcs” NPUNOXEHNE aBTOMATUYECKM OTNPABASET COOBLLEHNS OT
MMeHW nonb3oBaTens. Y nonb3oBaTesis HeT BO3MOXHOCTU NMPOBEPUTH TEKCT COOBLLEHNI U BbIOPaTb


https://support.google.com/googleplay/android-developer/answer/9949730
https://support.google.com/googleplay/android-developer/answer/9949730

nonydatenen.

all = 10230 AM

Big Bus Info

Sent messages L

Like this app?

i . . Petter Waugh 21:03
Share it with your friends -

Congratulations, you have won a
free trial ..

Tanya Mayer 2108
Congratulations, you have won a
free trial...

Lisa Smith alived

Congratulations, you have won a
free trial ..

Albert Brown 08
Congratulations, you have won a
free frial...

Jahir Swift :03

Congratulations, you have won a
free trial...

Ronald Francis 208
Congratulations, you have won a
free frial...

CnaM c uenbio nepeHanpasnenns Tpaduka

3anpelyeHo nybnmkoBaTb NPUOXEHWS, OCHOBHOW LIeSiblo KOTOPbIX SBASIETCS NpuBneYyeHne Tpaduka Ha
Beb-canT 6e3 paspelleHns BragesnbLa Uin agMMHUCTpaTopa canTa.

Bor npunMepbl Haubonee pacnpoCcTpaHeHHbIX Hapyl.ueHm)'l:

+ MpUIoXEHNs, OCHOBHOM LeSbiO KOTOPbIX ABMISETCS NpuBRevYeHre Tpadmrka nepexonos Ha Be6-canT
N9 fanbHenwWero noyyeHns 60HYCOB 3a KONMYECTBO PErncTpaLuii Unmn rnokyrnok Ha 3ToM Beb-
cawnte.

« [MpUNoXeHWs, OCHOBHOW LiENbio KOTOPbIX SBNSETCSA NpuBReYeHne Tpaduka Ha Beb-cant 6e3
pa3peLieHus:



Google Shopping h=4 ®

Q. chromecast

16GB 8GB 64 GB 178 YouTube Netflix

Ads ®

—
Q In store
Google Chromecast Google Chromecast Google -
- Charcoal - Stream - Charcoal (3rd Chromecas
from your device t... Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy

Free shipping (1) C
About ®

Google - Chromecast (Latest
Model) Streaming Media Player - ...
(21,649)

Compare prices from 50+ stores
More style options

(@ 370 NpunoxeHune HasbiBaeTcs "BbirofgHble ToBapbl y Teaa” u NpocTo nepeHanpasnseT
nonb3osaTenen B Google Mokynku.

MoBTOPAKOWMACA KOHTEHT

3anpeLyeHo ny6nmMKoBaTh NPUITOXEHUS, KOTOPbIE NMOSTHOCTHIO MOBTOPSIOT APYIME NMPUNOXEHNMS, YXKe
pa3melleHHble B Google Play. Kaxpoe npunoxeHvie fOMXHO NPefoCTaBNsTh YHUKaNbHbIA KOHTEHT UK
ycnyry.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEeHUN:

+ KonunpoBaHme KOHTEHTa 13 ApYrux NPUnoXeHni 6e3 nepepaboTku 1 [OMNONHEHWN.

+ CospaHne HecKombKMX NPUNOXEHUI C OYEHb NMOXOXUMU QYHKLMAMM, KOHTEHTOM 1 BO3MOXHOCTSMMU.
Ecnn 06beM KOHTEHTa B KaXXA0M M3 TakuUX MPUNOXEHUN HEBENTK, BO3MOXHO, crieflyeT onybnmkoBaTb
OLHO MPUNOXEHNE, 06 bEANHSIOLEE BECb KOHTEHT.

seree

Paint Clouds Paint Clouds Paint Clouds Paint Clouds
on Monday on Tuesday on Wednesday on Thursday
XYZ Developer XYZ Developer XYZ Developer XYZ Developer

(DYHKLI,VIOHaJ'IbHOCTb, KOHTEHT 1 BO3MOXXHOCTU )18 Nofb3oBaTenen

MpUNoxeHns LOMKHbI paboTaTb CTabWUNbHO, ObITb aAaNTUBHLIMM U YAOGHBIMU ANS NONb30BaTENew, a
TakXe npepfiaraTb MHTEPECHbIE BO3MOXHOCTU. B Google Play 3anpelieHo ny6amkosaTe 6ecnonesHble
MOBUNbHbIE NPUNOXeHUd, NPUNOXEeHNs, KOTOpble HE coaep>XaT MHTEPECHOIro KOHTEHTa, HE MMEKOT
LLeHHOCTU AJ191 NONb30BaTENEN MW B KOTOPbIX MOCTOSIHHO MPOUCXoaaT coou.

HepocTaTo4HO PYHKL MM U KOHTEHTA



3anpelyeHo nybnmkoBaTb NPUIOXEHWS, B KOTOPbIX HELOCTATOYHO GYHKLUMA U KOHTEHTA.

BoT npuMep pacnpoCcTPaHEHHOrO HapYLIEHUSs:

+ MNpunoxeHus, B KOTOPbIX HUYETO HE MPOUCXOAUT, ECNIN NONbL30BATESNb HE 3aleNCTBYET BCTPOEHHbIE
byHKLMM (HanpyMep, cepBuUchl AN paboTbl C TEKCTOBbIMU Unu PDF-daiinamm).

+ [pUIoXeHNs, B KOTOPbIX O4EHb Mo KOHTEHTA M HET MHTEPECHbIX A1 NOMb30BaTeNs BO3MOXHOCTEN
(HanpuMmep, ecTb TONbKO OfgHM 06oun).

+ MNpunoxeHus, He BbIMONHSALME HUKAKUX GYHKLNNA.

== Challenger O

HepaboTaowme npunoxeHus

3anpelyaetcs ny6nnMkoBaTb NPUIOXEHMWS, KOTOPbIE JaloT CO0U, MPUHYLUTENBHO 3aKPbIBAOTCH,
3aBMCalOT UK PaboTaloT C ApyruMmn owmnbkamm.

BoT npuMepbl Hanbonee pacnpocTpPaHEeHHbIX HapyLUEHUN:

+ [TpunoxeHve He yCTaHaB/nBaeTCA.



. I'Ipmnoerme yCTaHaBMBaEeTCyd, HO He OTKpPbIBaeTCs.

Loading... Unfortunately app has stopped.

T T
Report OK

. anInO)KeHMﬂ, KOTOpPblE 3arpy>arwTcsd, HO He OTBeYaloT.

Photons isn't responding

Close app

Wait

Hpyrve nporpamMmmbl

Bce npunoxeHus, pacnpocTtpaHsieMble Yyepesd Google Play, fomkHbl COOTBETCTBOBaTL TPEOOBAHUSM B
OTHOLLUEHUW KOHTEHTa, KOTOpble pasMelleHbl B 3ToM LieHTpe npaBun gna paspaboTunkos. OgHako ecnu
NPVNOXeHNe co3haHo Ans 0cobeHHbIX GyHKUMMA Android, MOryT Cyl,ecTBOBaTb AOMNONHUTENbHbIE



ycnosus. O3HaKOMbTECH CO CMUCKOM HuXKe. BO3MOXHO, Kakne-To 13 3Tux npaBun OTHOCATCYH K BalleMy
NPUNOXEHNIO.

MpunoxeHua ona Android C MrHOBEHHbIM 3aMyCKOM

MpunoxeHns ans Android ¢ MrHOBEHHbBIM 3aMyCKOM JOSXKHbI BbITb YALOOGHBIMU B UCMOSIb30BAHWK, @
TakXe COOTBETCTBOBATb CTaHAAPTaM KOHGUAEHLMANBHOCTM 1 6€30NacHOCTM. YTOBbI 4OBUTLCS 3TOrO,
Mbl pa3paboTany creunanbHbie Npasuna.

PaspaboTumku, xenawlimne pacnpocTpaHsaTb Yepes Google Play npunoxeHus gna Android ¢
MFHOBEHHbIM 3arMyCcKoM, AOMKHbI CO6I0AaTb 3TV NpaBuna Hapsay C ocTanbHbIMK MpaBunamm
nporpammbl s pa3paboTumKos.

NoeHTudumkaums

Ecnv npunoxXeHne ¢ MrHOBEHHbBIM 3aMyCKOM MPeLNonaraeT BXOf, B aKkayHT, B HEr0 He06XoaMmMo
UHTerpupoBatb GyHkumio Smart Lock ons naponeu

Moppepikka CCbINoK

Ecnu Heob6xoanMo nepeHanpaBunTb Nonb3oBaTeNsd U3 O[HOro NPUIOXEHUs B Apyroe, cnegyet
peann3oBaTb Nepexop, B NPUIOXEHNE C MIHOBEHHbIM 3aMyCKoM (€Civ 3TO BO3MOXHO), a He
ncnonb3oBaTb KOMNoHeHT WebView

TexHU4Yeckune xapakTepUCTUKN

Mpw pa3paboTke NPUNOXEHUA C MFTHOBEHHBIM 3anyckoM 06g3aTefibHO cobntofanTe TexHUYeckne
TpeboBaHus Google, KOTOpble MOTYT MEHATLCS BPEMSI OT BDEMEHU, B TOM UnCne TpeboBaHus,
nepeyncneHHble B OTKPbITON [OKYMEeHTaLum

MpepnoXxeHne yCTaHOBUTb NMPUOXEHUE

MpunoXxeHne ¢ MrHOBEHHbIM 3aMyCKOM MOXET NpepsiaraTb YCTaHOBUTb MPUSTOXEHME, HO 3TO HE [OSXKHO
6blTb €ro OCHOBHOW dyHKLMeN. KpoMe Toro, BomKHbI CobnofaThCs crepytowme TpeboBaHus:

 Micnonb3yeTca cTaHgapTHbIN 3Havok Material Design "YcTaHOBUTL" 1 KHOMKa C HAGMUChHIO
"YctaHoBuTtb".

 icnonb3yeTcs He 6onee 2-3 CKPbITbIX NPELNOXEHWUA YCTAHOBUTb NPUTOXEHKE.

« MNpepnoxeHre 06 yCTaHOBKE He MOXOXe Ha peknamy (HanpuMep, Henb3st UCNONb30BaTb GaHHepDI).

[ononHuTenbHble CBEAEHUS 1 yKazaHunsg MOXXHO HaWTW B 3TON CTaTbe

BHeceHne n3aMeHeHnn B yCTPOUCTBO

MpUNoXeHne C MrHOBEHHbIM 3aMyCKOM He [OMKHO BHOCUTb B YCTPOMCTBO NOMb30BaTeNs M3MEHEHMUS,
KOTOpbIE COXPaHATCA AONblue, YeM paboTaeT camMo NpPUIoXeHue. HanpuMmep, OHO He [OSIKHO MEeHSTb
060M UNM co3paBaTb BUOXKET Ha [MaBHOM aKpaHe.

BupumocTb paboTbl NpUoXeHus
[Tonb3oBaTtenb OO/MKEH 3HaTb, YTO NPpUNoXeHne ¢ MrHOBEHHbIM 3anyCKOM pa60TaeT. CKprBaTb q)aKT
pPaboTbl NPUOXEHNS OT MNONb30BATENS HEJb3S.

NpeHTndukaTopbl ycTponcTea

Y NPUNOXeHNs C MFHOBEHHBIM 3aMyCKOM He AOMKHO 6bITb OCTYNa K MAeHTUdMKaTopaM yCTPOMCTBa,
KOTOpblE OCTaOTCS NOCNe 3aBepLIEHUs PabOTbl MPUIOXEHUS, €CNK MPU 3TOM NONb30BaTENb HE MOXET
CMEHUTb UX. Heckomnbko NprMepoB:


https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://developers.google.com/identity/smartlock-passwords/android/
https://developers.google.com/identity/smartlock-passwords/android/
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://material.io/icons/#ic_get_app
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« Homep Build Serial;
+ MAC-appeca niobbix CeTEBbIX MPOLLECCOPOB;
+ IMEI-kop n Homep IMSI.

MpUNoXeHe MOXEeT MoNy4YUTb AOCTYM K HOMepy TenedoHa C paspeLleHns nosbaosatens. PaspaboTumk
He [OSIXEH NbITaTbCA ONPenesinTb IMYHOCTb MOJIb30BATENS C NMOMOLLbIO 3TUX UAEHTUPUKATOPOB UK
LPYTrUX BaHHbIX.

CeTteBou Tpadpuk

CeTeBoi TpadumK BHYTPU NPUIOKEHUS C MTHOBEHHBIM 3aryCKOM LOMKEH WNPPOBATLCSH C MOMOLLbIO
npoTokona ctaHpgapTa TLS, Hanpumep HTTPS.

MNpaBuna Android B oTHOIEHMM 3MOA,3U

MpaBuna B OTHOLIEHMN 3MOA3M NPU3BaHbl 06€CNeYnTb NHKITH3NBHOE 1 eaMHO0BpasHoe
B3aMMOAENCTBME MeXy NoSb30BaTeNIMu. B CBA3KM C 3TUM BCe NpunoxeHus ana Android 12 v Bblwe
LLOSIXHbI MOAAepXMBaTh NOCNefHo Bepcuio amMoasn Unicode

OHM y>e BOCTYMHbI B MPUOXEHMUAX, NCTIONb3YIOLWMX OMOA3M MO YMONYaHMI0, 6e3 Nonb3oBaTebCKoM
peanusaunm, Ha Android 12 1 Bbiwe.

MPUNOoXeHNs C NONb30BATENBCKMMUN 3MOA3M, B TOM YUCTIE U3 CTOPOHHMX BUBNNOTEK, LOMXKHbI
MOMHOCTbIO NOAAEPXKMBATL NocnegHioo Bepcuto Unicode npu pabote Ha Android 12 1 Bbilwe B TeYeHUE
4 mMecsaueB nocre Bbinycka HOBbIX aMoa3n Unicode.

MHCprKLI,I/IVI no nopaepXxke COBpPEMEHHbIX aMOA3K COAEepPXKaTCA B pyKOBOLACTBE

CeMbM

Google Play — 370 yno6Has nnatdopma, roe paspaboTunky MoryT ny6siMkoBaTb MPUNOXEHUS oS
nonb3oBaTenen nobbix BO3PacToB. Mpexae YeM BKIOYaTb NPUIIOXEHNE B Mporpammy “MpunoxeHus
ans Bcen cembn” unu pobasnatb B Google Play npunoxerue, ueneson aygutopuen KOToporo
ABNAOTCA OeTn, y6e,u,|/|Ter, YTO OHO ,D,GVICTBI/ITGJ'IbHO nogoxoguT ongd ,u,eTe17| M COOTBETCTBYET
3aKOHOAATENbCTBY.

B Akapemuun ons paspaboTumMKoB MOXHO y3HaTb O TPEOOBAHMSAX K MPUITOXEHVSM AN OeTen 1
NpoBepKe Mo MHTEPAKTUBHOMY KOHTPOSIbHOMY CTIMCKY.

MNpasuna nporpammbl Google Play “lMpunoxeHuns gnsa scen cembn”

Korpa poautenu Bbi6MpatkoT KOHTEHT AN CBOUX OETEN, OHU XOTAT, YTOBbI OH BblN1 KAYECTBEHHBIM 1
6e30onacHbIM. Ha 3Ton cTpaHuMLue pacckasaHo, Kakum TpeboBaHWSM LOMKHbI COOTBETCTBOBATb
NPUNOXeHNd, KOTopble NnpeaHa3HavYeHbl ans BCEWN CEMbM UMK TONbKO ona ,que|7|.

MoHsATUE "[ETN" MOXET TPAKTOBATbCS NO-Pa3HOMY B 3aBUCUMOCTM OT CTPaHbl U CUTyaLmmn. YTobbl
Y3HaTb, Kakne BO3pacTHble OrpaHNYeHNa NPUMEHSAIOTCA K BalleMy NMPUNOXEHUIO N Kakne
0693aTenbCTBA Bbl AOMKHBI COBNIOAATL Kak ero pazpaboTumk, MPOKOHCYNbTUPYHUTECH C OPUCTOM. Bbl
3HaeTe CBOE NPUIIOXEHME NyyLle BCEX, 1 TONbKO OT Bac 3aBUCUT, ByaeT N oHO 6e30MnacHbIM Ans
nerten.

Pa3paboTumkm MOTyT 3aMpPOCKTb OLEHKY NMPUIIOXEHNI, COOTBETCTBYHIOLMX NPaBMiaM NporpamMmbi
Google Play "MpunoxeHus ons Bcen cemMbu', 4nis yyactus B nporpamme "OpobpeHo
npenogasBaTengaMn”, HO Mbl He rapaHTUPYEM, YTO OHU BYAYT B HEE BKITIOUEHDI.

TpeboBaHus k npunoxxeHuto B Play Console

LeneBas ayanTopus U KOHTEHT


https://www.unicode.org/emoji/techindex.html
https://www.unicode.org/emoji/techindex.html
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/sl/91535e27
https://playacademy.exceedlms.com/sl/91535e27

Mepepn nybnukaLmen NPUnoXeH1s HE06XoAMMO BbIGpaTh BO3PACTHYO rpynny B pa3gene Lienesas
ayouTopus 1 koHTeHT B Google Play Console. HezaBMCUMO OT TOro, Kakyto rpynmny Bbl YKaxeTe, Mbl
BY[EM yUMTbIBATb, ECTb M B BalLeM MPUIOXEHUN N306paxeHns 1 Gppasbl, 13-3a KOTOPbIX NPUIOXEHNE
MOXHO CYECTb OPUEHTUPOBAHHbLIM Ha AeTen. KomaHpa Google Play octaBnsieT 3a coboit npaBo
MpoBepSATb NPEeLOCTABNEHHYIO MHOPMALIMIO O MPUMOXEHNN U ONPELENaTb, TOYHO N BbiIGpaHa
Lenesas ayauTopus.

Heckonbko BO3paCTHbIX rPymnmn MOXHO BbI6paTh TONbKO B TOM Clly4ae, ECAN Bbl TOYHO YBEPEHDI, YTO
NPVNOXeHWe NOAXOANT ANS BCEX HUX. HanpuMmep, KOHTEHT Afg ManbilWen U [OWKONIbHUKOB LOJIXKEH
OTHOCUTBCS TONbKO K KaTeropuu "[o 5 net". Ecnv Bbl pa3paboTanu NpunoXeHue ans y4eHNKoB
onpeneneHHoro knacca, Bbibepnte Hanbonee NOAXOASMNIA BO3pacT. [Pynnbl, BKOYaoLWMe u
B3POCIbIX, ¥ AETEeN, MOXHO YKa3biBaTb, TOJIbKO €CJIN Balle NPUIIOXEHNE AEUCTBUTENIbHO
npepHa3HayYeHo AJ1s BCex BO3pacToB.

O6HoBneHuda pa3pena "LieneBas ayaMTopus U KOHTEHT"

Bbl MOXeTe B /1060 MOMEHT U3MEHNTb MHOPMaLMIO B pa3fene "LieneBas ayaguTopus U KOHTEHT" B
Google Play Console. Ytobbl HOBble cBefeHMs nosiBunuck B Google Play, He06X0aMMO BbiNyCTUTb
OBHOBIIEHME , OQHAKO NPOBEPUTH UX Mbl MOXEM €LUé [0 TOro, Kak Bbl 3arpy3nTe HOBYHO BEPCUIO
NPVNOXEHWS.

Ecnu Bbl n3aMeHunmn Lenesyrto ayauToputo, ,D,O6aBVIJ'II/I B NPUNTOXEHNE peKiaMy nnun I'IJ'IaTHbIIZ KOHTEHT, Mbl
HaCTOATENIbHO PEKOMEHAYEM COOBLWMTL 06 3TOM NONb30BaTENAM. [15 3TOr0 MOXHO MCMONb30BaThb
pasgen "Yto HoBoro" Ha cTpaHuue B Google Play nnu yBegomMneHns B CaMOM NPUNOXKEHWUN.

UckaxxeHune dakTtoB B Play Console

WckaxeHne dakToB o npunoxexun B Play Console, B ToM uncne B pasgene “Lienesas ayautopus v
KOHTEHT", MOXET NPUBECTM K YOANEHUIO UK BIIOKMPOBKE NMPUIOXEHNS, NO3TOMY BaXHO NPefoCTaBUTb
KaK MOXHO 6ornee TOUHyo MHpopMaLuIo.

TpeboBaHUs K NPUNOXEHUM ANa geTeun

Ecnwv B Bally LieneByto ayaUTOPUIO BXOAST AETU, Bbl [OMKHbI BbINOMHSATL NEPEUNCNIEHHBIE HUXE
TpeboBaHus. VIx HecobnofeHe MOXET NPUBECTU K yAANEHUIO UM BIIOKMPOBKE NPUSTOXKEHNS.

1. KOHTEeHT npunoxeHus. [1eTam fomkeH 6biTb JOCTYMNeH TONIbKO NOAXOAAWMMA A8 HAX KOHTEHT. Ecnn
B MPUSIOXEHNN €CTb KOHTEHT, AOMYCTUMbIV HE BE3fe, OHO MOXET BbiTb LOCTYMHO TOMIbKO B PETMOHE,
rae Takow KOHTEHT CUMTaeTCsd NOAXOAdLWMM ANg fAeTent (orpaHnyYeHrs no pernoHam).

2. ®yHKUMU npunoxxeHus. OCHOBHOW LiENbo NPUNOXEHNS HEe JOMKHAa BbiTb AEMOHCTPaLNs canTa
uepes koMnoHeHT WebView vnu npusnedeHne Tpaduka Ha canT 6e3 paspelleHuns ero snagensua
WM afMUHUCTPATOPA.

3. OTBeTbl Ha Bonpochl B Play Console. B Play Console Heo6xo41MoO TOYHO OTBEYaTb Ha BOMPOCHI O
NPUNOXEHNN, a TakKe 0BHOBNATb NPEROCTABIEHHYIO MHDOPMALNIO, ECIIN B HEM YTO-TO MEHSETCS.
MomMumo npoyero, TpebyeTcs ykasbiBaTb 4OCTOBEPHbIE AaHHbIe B pasgene "Lienesasd aygutopus u
KOHTEHT", paspene 6e30nacHOCTM AaHHbIX U aHkeTe IARC gns npuCBOEHMS BO3PACTHOMO
orpaHuyeHus.

4. PaboTa ¢ gaHHbIMU. ECNin Balle NpUoXeHne CobUpaeT Kakyo-nnMbo NNYHYHO 1
KoHbMaeHUManbHyo HGopMaLmio geTen, B TOM yncne ¢ nomolybto APl 1 SDK, Bbl 0653aHbI
coobwnTb 06 3TOM B iBHOM dopMe. K KoHPMaeHLManbHoM nHdopMaLmMmn LeTen OTHOCSATCS,
Hanpumep, yY4eTHble AaHHbIE, JaHHbIE C MUKPOGhOHA U KaMepbl, CBEAEHNS Ha YCTPOWCTBE,
npeHtTudukatop Android 1 faHHble 06 MCnonb30BaHUM 0BbABEHNI. Takxe ybeaumTecs, 4To
NPUNoXeHNe COOTBETCTBYET Criefytol M TpeboBaHUAM:

+ MpunoxeHus, NpegHa3HaYeHHbIE TONbKO ANA AeTe, He [OMKHbI NepenaBaTb PEKIaMHbI
noeHtudmkatop Android (AAID), cepuinHbin Homep SIM-kapTbl, CEpUHbIA HoMep cbopku, BSSID,
MAC-agpec, SSID, IMEI-kog n/unn Homep IMSI.

« MpunoxeHns, e4MHCTBEHHON LIeIeBON ayanTOPUEN KOTOPbIX SBASIOTCA AETU, HE [OMXKHbI
3anpawusaTb paspeweHne AD_ID npu ucnonbaosaHumn Android APl ypoBHs 33 1 Bbille.


https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/9285070
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https://support.google.com/googleplay/android-developer/answer/9899234
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/11043825

« MpunoxeHus, NpegHa3HaueHHble A8 OeTen U B3POCHblX, He LOMKHbI NepenaBaTh PEKIaMHbIN
naeHtTuodukatop AAID, cepuiHbii Homep SIM-KapTbl, CepUnHbIN HoMep cbopku, BSSID, MAC-
agpec, SSID, IMEI-kog n/vnun Homep IMSI, ecnv nonb3oBaTeNlb pebeHoK 1n ero Bo3pacT
HEen3BeCTEH.

+ Henbss 3anpawwunsaTb HOMep TenedoHa npu nomolum knacca TelephonyManager B Android API.

« MpUnoxeHwns, NpegHa3Ha4YEHHbIE TONbKO ANS AeTEN, He JOMKHbI 3anpallrnBaTh 4OCTYN K AaHHBIM O
MECTOMOMOXEHMH, a Takke cobMpaTb, UCMONb30BaTb 1 NEPenaBaTb MHGOPMALMIO O TOYHOM
MECTOMOOXEHMNM.

- [na 3anpoca nogknoueHns no Bluetooth Heobxogumo ncnonb3oeate CompanionDeviceManager
. VickntoueHune — npunoxeHus, npepHasHaueHHble Tornbko ans sepcun OC, KoTopble He
NOLAEPXKMBAIOT TOT Knacc.

. API n SDK. Y6enuTecb, uto APl 1 SDK ncnonb3yoTca B BalleM NPUIOXEHUN Hagnexalnm obpasom.

+ MpunoxeHus, NpegHasHaYeHHbIe TONbKO ANS AeTen, He LOMmKHbI ncnonb3oBaTb APl nunun SDK,
KOTOpble He Of0BPEHbI 4151 CEPBMCOB, PACCUYMTAHHbIX B OCHOBHOM Ha TaKyo LIENIEBYIO ayauUTopUIio.

+ OTO OTHOCUTCS B TOM ymncne K AP, ncnonb3yowmm gns ayTeHTudukaumm 1 aBtopmsanmm
TexHonoruto OAuth, B yCnoBusx MCNONb30BaHUS KOTOPbIX CKa3aHO, YTO OHU HE OJ0BPEHbI Ans
CEpPBUCOB, NpefHa3HaYeHHbIX 4SS LeTen.

+ B npunoxeHusx, npeaHa3HauyeHHbIX Ans 4eTeln U B3POCHbIX, HENMb3s Mcnonb3osaTtb APl nnn SDK,
KOTOpble He 0f0BpPEHbI AN CEPBUCOB, PACCUUTAHHbIX Ha geTen. MicknouyeHns BO3MOXHbI, ecnv API
nnn SDK npvMEeHSIOTCA TONbKO NOCNe HENTPaNIbHOrO BO3PACTHOro GUILTPa MW eCliv Npu KX
MCMONb30BaHUM faHHble fAeTel He cobupatoTcs. Kpome Toro, Takme NpunoXeHUs He [OMXKHbI
TpeboBaTb, YTOObI MONL30BATENMN NONyYanu AOCTYN K KOHTEHTY yepe3 APl unu SDK, He
0opo6peHHbIe AN CEPBUCOB, KOTOPbIE NpefHa3HaYeHbl Ans feTen.

. ononHeHHas peanbHOCTb. ECN B MPUNOXEHWUUN UCTIONB3YEeTCS [OMONHEHHAs PeanbHOCTb, NPU

3anycke pa3nesioB C HeM JOMKHO NOSBASTLCS NPERynpexneHue, Cogepxallee CnepyoLLyio

MHbOopMaLnio:

+ HanomuHaHue 0 BaXXHOCTU POAMUTENBCKOrO KOHTPOSS.

+ HanoMuHaHue 06 onacHOCT 0O6BLEKTOB peasibHOro Mupa (Hanpumep, "ObpallanTe BHUMaHUE Ha
npeaMeThbl 1 NOAEN BOKPYT").

+ [lns ucnonb3oBaHWs MPUNOXEHUS HE OOMKHbI TPE6OBaTb YCTPONCTBA, HE PEKOMEHA0BAHHbIE A1
peten (Hanpumep, Daydream unu Oculus).

. CoumanbHble NpunoXxxeHus n yHkuuu. Ecnv Balle npunoxeHue no3BonsieT Nofb30BaTeNsM
LENUTbCS UM 06MEHNBATLCS MHOOPMaLIMEN, Bbl LOMKHbI B TOYHOCTM ONMUCATh 3T GYHKLUM B aHKETE
L7151 MPUCBOEHUS BO3PACTHOro orpaHuyeHus B Play Console.

+ CoumanbHble NPUITOXEHMS. VX OCHOBHas Lieflb — NPefoCTaBNsaTb BO3MOXHOCTb AENNTHCS
KOHTEHTOM B cBOH6oHON dopMe uim obLaTbes ¢ 6onblumMMK rpynnamm ntogen. Bo Bcex
COLManbHbIX MPUMIOXEHUSX, B LIENEBYIO ayAUTOPUIO KOTOPbIX BXOAST AETH, Nepes,
NpPefoCcTaBleHNEM NOJIb30BATENSAM AOCTYNa K 0OMEHY KOHTEHTOM UNU MHGOPMaLLMEN LOMXKHbI
MOKa3blBaTbCsl HAMOMWHAHMS O TOM, KaK 3alMTUTb CEGS B MHTEPHETE U K KakUM pUCKaM B
peanbHOM MUPEe MOXET MPUBECTU OHNANH-B3aMMOAeNCcTBME. KpoMe Toro, npexzae Yem no3sonsaTb
LeTaM 06MEHUBATLCS NIMYHOM MHDOPMALMEN, Bbl BOMKHBI TPEOOBATL AENCTBUS CO CTOPOHDI
B3pPOCIOro.

+ CouwanbHble GyHKLMW. ITO Mtobble JOMOMHUTENbBHbIE GYHKLMWU MPUNOXEHNWS, MO3BONSIOLLNE
LENUTbCS KOHTEHTOM B CBOBOAHOM PpopMe mnm obLaTtbhes ¢ 6onblLnMK rpynnamm nogen. Ecnv B
MPUMNOXEHNUN CTb COLManbHble GYHKLMU 1 B €ro LENEBYIO ayAUTOPUIO BXOAAT LeTU, nepeq
NpPefoCcTaBeHNeM NOJIb30BaTENAM AOCTYMNa K 0OMEHY KOHTEHTOM U MHbOPMaLMEN Bbl BOMKHbI
NoKa3blBaTb HANOMMWHAHUS O TOM, Kak 3alWUTUTb CE6S B UHTEPHETE U K KakUM pUCKaM B peasibHoM
MUPE MOXET NMPUBECTU OHNANH-B3anMoaencTame. KpoMe Toro, B3pOoCbiM HEOBXO[UMO
NPefoCTaBUTb BO3MOXHOCTb YNPaBMaTh HACTPONKAMM COLMAbHbIX GYHKLNN, B TOM Yyucre
BKJIIOYATb M OTKJIIOYATb X USIN BbIBUPATb Pa3fiuHble YPOBHU GYHKLMOHANBHOCTN AS AeTEN.
HakoHeL, npexpae Yem BkNoYaTb GyHKLUM, KOTOPbIE MO3BONSIOT AETAM OOMEHNBATHCS JIMUHOWM
nHbOpPMaLMen, Bbl fLOMKHbI TPebOBaTb LENCTBUS CO CTOPOHbI B3POCOrO.


https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
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+ [ns aTOro y Bac JomkeH 6bITb MEXaHU3M, NO3BONSIOWMIN YOEAMTLCS, YTO NOMb30BATESNb HE
aBnseTcs pebeHKoM, N He NobyxaatoWwnii eTen HeBEPHO yKasbiBaTb CBOW BO3PACT, YTOObI
nony4yaTb JOCTYN K pasaenam, NpefaHasHauyeHHbIM 4 B3POCbiX (HanpuMep, Bbl MOXeTe
3anpawwnsaTb PIN-kog B3pOCnoro, naposb, AaTy pOXAeHUs, NOATBEPXAEHNE agpeca
3NEKTPOHHOW NOYTbI, YAOCTOBEPEHMWE IMYHOCTUN C doTOrpaduen, AaHHble KPeaUTHON KapTbl UK
HOMEp COLMabHOrO CTPaxXOBaHMs).

+ [leTv He OOMKHbI BXOAWTb B LIENeBYI0 ayaUTOPUIO COLMarbHbIX NMPUNOXEHNUI, OCHOBHaS Lienb
KOTOPbIX — OBLEHNE C HE3HAKOMBIMM JIIOAbMU. DTO MOTYT BbiThb YaT-PyNeTKM, MPUOXEHNS AN
CBWOAHUN, AeTCKNE OTKPbITblE YaT-KOMHATbI U T. .

8. CobniogeHne 3akoHopaTeNbCTBa. Balle NpuoXxeHne 1 BCE Bbi3bIBAEMbIE MU UCMONb3YEMbIE UM
API 1 SDK He gomkHbl HapywaTb 3akoH CLUA O 3aluTe NUYHbIX CBEAEHUIN OeTel B UHTEPHETE
(COPPA), l'eHepanbHbIvi pernamMeHT EC o 3alimTe nepcoHasnbHbix AaHHbix  (GDPR), a Takxe gpyrue
LEeNCTBYyoLLME 3aKOHbI U NpaBuna.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

« [pUNoXeHus, KOTOpblE PEKNTAMUPYIOTCH Kak Urpbl Ana AeTen, HO Ha CaMOM fefie NoAXoAaT TONbKO
A1 B3POCIbIX.

+ MpunoxeHus, npuMeHsowme Te API, KOTOpble MO CBOMM YCNOBKSM UCMONb30BaHNUS 3amnpeLueHbl s
OPVEHTUPOBAHHbIX HA AETEN CEPBUCOB.

. I'Ip|/|n0>Keva, B KOTOPbIX yn0Tpe6neHV|e Ta6a|<a, ankoronsg nnn 3anpelweHHbIX BelweCcTB YNTOMNUHaeTCqa
B NpuBneKkaTeNnbHon ¢popme.

+ A3apTHble Urpbl U UMUTUPYIOLLME UX NPUIIOXEHNS.

+ MNpunoxeHns, cogepxallme CLeHbl HaCcUIa U KPOBOMPONUTUS, a TakxXe 4PYroM LWOKMPYOL NI
KOHTEHT, He MOAXOoaaW MM Ons AeTen.

« [MpunoxeHus, NpegHasHauYeHHble 019 3HaKOMCTB U CoaepKallne pekoMeHpaLmMm 6payHoro nnm
ceKcyarnbHOro xapakTepa.

+ MpunoxeHns, Cogepxalle CCbiIKM Ha CalTbl, KOHTEHT KOTOPbIX HapyLwaeT lNpaBuia NporpamMmmbl 4
pa3paboTunkoB

+ MpunoxeHus, B KOTOPbIX AETAM NOKa3bIBAKOT PEKIaMy Afs B3POCbIX (HanpuMep, CBI3aHHYo C
HacunneM, a3apTHbIMU UrPaMM, KOHTEHTOM CEKCYanbHOro XapakTepa).

Peknama n MoHeTu3auus

Ecnwv Bbl MOHeTU3MpyeTe B Google Play npunoxeHue, npegHa3HauyeHHOE Ans AeTer, OHO JOMKHO
COOTBETCTBOBATb MPUBEAEHHBIM HUXE TPEBOBAHVSM B OTHOLLEHWUIN peKSiaMbl 1 MOHETU3aLMN.

3Tn TpeboBaHMS OTHOCATCS K NOBOM MOHETU3ALMMN U PekSlaMe BaLUMX 1 CTOPOHHUX MPUNOXEHUN,
nepekpecTHOMY MPOABVXEHUIO, MOKYMNKaM B MPUIOXEHUN U [PYTOMY KOMMEPYECKOMY KOHTEHTY
(HanpvMep, K NPOAAKT-MAENCMEHTY). HMUYTO U3 NepeyncneHHOro Take He fOMKHO HapyLwaTb
LEeWCTBYIOLWMNE 3aKOHbI U HOPMbI, B TOM UYMCHE KOPNOPaTUBHbIE N OTPACNEBbIE.

KomaHpa Google Play octaBnsieT 3a coboi npaBo OTKOHSATb, yAaNsATh U BNIOKMPOBAThL NPUNOXEHUS, B
KOTOPbIX CAIMLIKOM HACTOMUYMBO NPeLnaraeTcs nnaTHbIN KOHTEHT.

TpeboBaHus K pekname

Ecnv B NpuUioXeHnn NosBngeTca peknama ang AeTei uim nofb3osaTtenen, Yen Bo3pacT HEN3BECTEH,
HeobxoAnMOo:

+ UCNONb30BaTh A8 NoKasa peknambl 3TUM NnLaM ToNbKo pekriamMHble SDK, npolepiwmne
CcaMoCTOSATENbHYO cepTndmrKaLmIo B pamkax MporpamMMbl peknambl B MPUNOXEHNSX AJ1s BCEN CEMbMY;

* UCKIIIOYUTb A8 TaKMX NONb30BaTENEN PEMAPKETUHT (PeKaMy, HanpaBIEHHYO Ha OTAENbHbIX
NoNb30BaTENEN 1 3aBUCALLYIO OT UCTOPWM B3aUMOLEWCTBUS C CANTOM WU NMPUNOXEHWUEM) U peKNiaMy
Ha OCHOBE MHTEPECOB (pekniaMy, HanpPaBNIEHHYIO Ha OTAENbHbIX MONb30BATENEN, Ybe NMOBELEHNE B
MHTEPHETE COOTBETCTBYET ONpPefeeHHbIM XapakTepucTmkam);
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° y6e,EI,VITbC9l, YTO KOHTEHT B peKkflaMe ANnga Takux nonb3oBaTenert MOXHO NokasblBaTb netam,

« y6ennTbca, YTO peknaMa 4ns Takux nosnb3oBaTeNien CooTBETCTBYET TpeboBaHMaM K dopmaTy
06bsaBNEHUN 0119 BCEN CEMbY;

« obecneynTb cobniofeHne LENCTBYIOWErO 3aKOHOAATENbCTBA U OTPACHEBbIX CTAHAAPTOB,
KacaloLWmxca peknambl gnsa geTen.

TpeboBaHua kK popmaTam 06bABNEHUN

Peknama 1 CpefcTsa MOHETU3ALMM B BalEM MPUNOXEHMUN HE JOMXHbI CofepXaTb BBOASALMNIA B
3abnyxgeHne KOHTEHT Unu 6biTb 0POPMIIEHHBIMU TakMM 06PA30M, YTO 3TO MOXET NPUBECTU K
CNyYanHbIM KJIMKaM CO CTOPOHbI HECOBEPLIEHHONETHUX MOSb30BaTENEN.

Huxe nepeyncneHbl NpmneMbl, KOTOpbie 3anpeLleHO NCNoNb30BaTb B NPUNTOXEHUAX, e,D.VIHCTBEHHOIZ
uenesomn ayD,VITOpVIel‘/II KOTOPbIX ABNAKOTCA OETU, a TaKXe Npn nokase pekriamMbl AeTaM Unm nmuam
HEeN3BECTHOro BO3pacTa B NPUNOXEHUSX, LI,GJ'IGBOVI ayp,MTopmeVl KOTOPbIX 4BNAKOTCA AeTUN 1 Nnda
CTapuwero so3pacTta.

+ Peknama v cpencTBa MOHETM3aLMK, KOTOPbIE MPEPLIBAIOT PAbOoTy NPUNOXEHMS, B TOM YnCTie
3aHMMAaIOT BECb 3KPaH, He NO3BONSIOT HOPMarbHO UCMOMb30BaTh NPUMOXEHNE U HE 3aKPbIBAOTCS
SIBHBIM CMIOCOBOM (HanpuMep, NOTHO3KPaHHbIe OOBABNEHNS, KOTOPbIE COXHO 3aKPbITb).

+ Peknama v cpefctsa MOHETU3ALMM, KOTOPbIE MELWatoT HOPMasIbHOMY UCMONb30BaHMIO MPUNOXEHNS
UK Urpbl (B TOM Yncne O6BABNEHNS C BO3HArPaXO4eHWEM U Pa3peLLeHHble NONb30BaTENEM
06DBABNEHNS) Y KOTOPbIE HEMbB3S 3aKPbITh YEPES MATb CEKYHA,

+ Peknama v cpefctBa MOHETMU3ALMM, KOTOPbIE HE MELIAT HOPMarbHOW PaboTe NPUIOXEHUS U
Urpbl, MOTYT HE 3aKPbIBATbCA Yepes NaTb CEKYHL, (Hanpumep, BUAEOKMM CO BCTPOEHHOW pekiaMon).

« MexcTpaHuyYHas pekfiaMa U CpeficTBa MOHETU3ALMM, KOTOPbIE NOSIBASIOTCS Cpa3y nocie 3anycka
MPUNOXEHNS.

+ Pa3MelleHne HECKONbKNX 06bSBNEHMI Ha CTPaHuLUe. Hanprumep, o4HOBPEMEHHbIV Nokas bonee
oaHoro 6aHHepa nnn BVIJJ,eOO6'b9IBJ'IeHVI9i N peknamHble 6aHHepr, KOTOpble coaep>XXaT HECKOJIbKO
NpesnoXeHWn B O[HOM MeCTe pasMeLLEHUS.

« Peknama v cpepcTBa MOHETM3aLMK, KOTOPbIE CIOXHO OTANYUTL OT KOHTEHTa NPUITOXEHWS.
Hanpumep, okHa Offerwall n gpyrve o6bsBneHus ¢ apPekToM NpUCyTCTBYS.

* Mcnonb3oBaHWe WOKOBOro adpdeKTa Un TakTUK 3MOLMOHANBHOIO MaHWUNYNMPOBAHUS, YTOObI
NPOBOLMPOBaTL NOMbL30BATENEN Ha NPOCMOTP OOBABNEHWI UM NOKYNKY B NPUTOXEHUN.

+ BBopsLe B 3abnyxaeHNe 06bsBNEHNS, KOTOPbIE 3aCTaBNSIOT NOSIb30BATENS NEPEXOAUTD NO
CCbIJIKaM C NMOMOLLbIO KHOMKM "3aKpbiTh", OTKpPbIBatOLWEN Apyroe o6bsBaeHne, UM BHE3ANMHOIO
nogaBNneHna B Tex 4YacTax 3KpaHa, Ha KOTOpPble NoNnb30oBaTe b 06bIYHO HaXUMaeT Aana noctyna K
APYTM GYHKLMSAM NPUOXKEHNS.

« OTCYTCTBME YETKOrO yKa3aHWs Ha pasnuuns Mexay BUpTyanbHON BantoToM 1 peanbHbIMK AeHbramu
npw NOKyrnKax B NPUNOXEHUN.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHWI:

- Peknama n anemMeHTbl MOHETM3aLuuu, KOTOpPble nepemMellatoTcda No aKpaHy, YTOBbI UX HENB3A BbINIO
3aKpbITb.

» Peknama v anemMeHTbl MOHETU3aLmn, KOTOpPbI€ HENb34 3aKPbITb Yepe3 NATb CEKYHO, C MOMEHTa UX
nogasneHna:


https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads

FISH WORLE

Pick a fish to earn 100 stars
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+ Peknama v an1eMeHTbl MOHETU3aL MK, KOTOPbIE 3aHUMaIOT BOMbLUYIO YaCTb 9KpaHa U KOTopble TPYAHO
3aKPbITb U3-3a OTCYTCTBUSA CreLMaribHbIX KHOMOK.
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Peknama v anemMeHTbl MOHETU3aL MW, KOTOpPblE€ MOXHO NPUHATD 3a KOHTEHT NPUIOXEHUS.
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KHomMkK, 06b9BNEHNS NN UHbIE SIEMEHTSI MOHETU3auunn, peknammpytowmne gpyrme npoayktbl B

Google Play 1 npy 3TOM HEOTIMYNMbIE OT KOHTEHTA NPUOXEHUS.
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MpumMepbl 06bABNEHUI, KOTOPbIE HENb3sl NOKa3biBaTbh AETAM:

HeponycTuMbiii MynbTUMERUNHDBIA KOHTEHT. Peknama cepranos, GunbMoB 1 My3blKanbHbIX
anbboMoB, He NpefHa3HaAYEeHHbIX AN OeTew.

Heponyctumbie Bugeourpbl u ckaumsaemoe MNO. Peknama Bugeonrp n nporpamm, He
npefHa3HauYeHHbIX 4Nis JeTew.

3anpelleHHble UK BpeaHble BelwecTBa. Peknama ankorons, Tabaka, HApPKOTUYECKUX U
MCMXOTPOMHBIX BELLECTB, @ TakXe JIIoObIX APYTr1X BELECTB, KOTOPblE MOFYT NMPUHOCUTL BPER,
30pPOBbIO.

A3apTHble urpbl. Peknama a3apTHbIX UrP, TOTANN3aTOPOB, @ TAKXKe JOObIX 4PYrX AEHEXHbIX
COPEBHOBAHWUI U KOHKYPCOB, B TOM YMCTIE TeX, FAE NOSIb30BATENSAM HE HY>HO MNaTuTb, YTObbI
NPUHATb yYacTue.

KoHTeHT pns B3pochnbiX U MaTepuanbl CeKCyanbHOro xapakrepa. Peknama ¢ apoTU4eckmm,
HEMPUCTOMHBIM COAEPXaHeM 1 MaTepranamu afis B3POCHbIX.

3HaKoOMCTBa M OTHOLWEHUS. Peknama caitoB 3HaKOMCTB.

Hacunwue. Peknama, cofepxallas OTKPOBEHHbIE CLEHbl HAaCUINS UK APYre 306paxeHus,
Henogxopalune onsg oeten.

PeknamHblie SDK

I'Ile Pa3mMelleHnn peknambl B NpUNOXeHNU, npegHasHa4yeHHOM TONbKO N4 ﬂ,eTePl, HeO6XOJJ,I/IMO

MCMONb30BaTb UCKTIOYNTENBHO BEPCUN PEKITAaMHbIX SDK, npouweglwmne CaMoCToAaTeNbHYIO


https://support.google.com/googleplay/android-developer/answer/9900633/

cepTUdMKaLMIO B paMKax Hallen nporpaMmel . ECiv npunoxeHne paccumMTaHo Kak Ha AeTen, Tak U Ha
B3POCbIX, Bbl AO/MKHbI NPEeayCMOTPETb MPOBEPKY BO3pacTa Nnosb3osaTens (Hanprumep, ¢ NoMOLLbio
HEeNTPanbHOro BO3PacTHOro GbunbTpa ) 1 y6eamTbes, YTo AeTV ByayT BUAETb TONbKO Te 06bABNEHUS,
[Ns KOTOPbIX MCMOMNb30BaNMCh Bepcumn peknamHbix SDK, npolueglune caMoCcToaTeNbHyo
cepTudmKaumio B pamkax nporpammel Google Play.

MoppobHyo MHPopMaLmio 06 3TUX TPebOBaHMSX Bbl HaNAETe Ha CTpaHuLe C NpaBunamMu MporpaMmel
caMoCToATENbHOW cepTUdMKaunm peknamHbix SDK B MpUnoxeHuax ang scev ceMbi . MocMOTpeTb
TEKYLLMI CNINCOK Bepcuin peknamHbix SDK, KOTopble NPOLWN CaMOCTOATENbHYIO CepTUdUKaLMIO, MOXHO
3A€echb

Ecnu Bbl ucnonbadyete cepsrc AdMob, yTouHnTe nHdopmaLmio no paboTte ¢ HUM B CNpaBOYHOM LieHTpe

Bbl LOMKHBI CAMOCTOSTENIBHO MPOBEPATh, COOTBETCTBYET JIM BaLLE NPUNOXEHNE TPeOOBaHUAM K
peknamMe, NoKynkam B MPUIIOXEHNN 1 KOMMEPUYECKOMY KOHTEHTY. YTOUHUTE AENCTBYIOLWME NpaBuna y
CBOWX MOCTaBLLMKOB peknamHbix SDK.

MNpaeuna MNporpammbl camocTosTenbHon ceptTudukaumm peknamHboix SDK B
NPVNOXEHUsIX Asi BCeN CeMbM

Mbl XOTUM cenaTtb ncrnonbaoBaHue nnatdopmbl Google Play 6e3onacHbiM ans geTten u Bcen cembu. B
YaCTHOCTW, Mbl CTPEMUMCS 3aLUMLLATL IMYHbIE AAHHbBIE HECOBEPLLUEHHONETHNX 1 NMOKa3blBaTb UM TOMbBKO
Te 0ObABNEHMS, KOTOPbIE NPEfHA3HAYEHbI A8 UX BO3PACTHON rpynrbl. Mbl TpebyeM oT pa3paboTunkos
nnatdopm Meamaummn n peknaMHbix SDK caMoCcTosTeNbHO NOATBEPXKAATb, YTO UX PELUEHUs MOAXOAST
LNs AeTen 1 COOTBETCTBYIOT [paBuiaM nporpammbl 4is paspaboTumkos npunoxeHni B Google Play

W npasunam nporpammsl "TpunoxeHus ons Bcer cembn” , B TOM Uncne TpeboBaHmsaM MNporpaMmbl
caMocTosATeNbHOW cepTUdMKaunm peknamHbix SDK B MPUNOXeHUsX Afs BCe CeEMbU

3Ta nporpamMma roMoraeT paspaboTumkam onpepensito, kakne peknamHbole SDK 1 nnatdopmsl
MegMaL MM NPOLWAN CaMOCTOSATENbHYIO CEPTUPUKALMIO 1 MOTYT UCMONb30BaTbCS B MPUTOXEHMNSX,
pa3paboTaHHbIX CrieumanbHo Ans AeTen.

MckaxeHne ¢pakToB 0 cBoeM SDK, B TOM yucCre B 3asBKe Ha y4acTue , MOXET MPUBECTU K YAaNEHUIO
SDK n3 MporpaMmbl cCaMoCTOATENbHOM cepTudUMKaLMmn peknamHbix SDK B NprnoXeHusx afis BCen
CeMbM 1nu ero 6IoKMPOBKeE, NOITOMY y6eanTeCh, YTO Bbl NPELOCTABASETE TOUHYIO MHPOPMALMUIO.

TpeboBaHus

SDK v nnatoopmbl MegmraLmmn, ob6cnyxmnBatoLmne NpunoxXeHus, KOTopble y4acTByIOT B nporpamme "Ons
BCeMN ceMbM", BOMKHbI OTBEYaTb NpaBunam ans paspaboTtunkos Google Play, B TOM uncne
NPUBELAEHHBIM HUXE. HecooTBeTCTBME NIOO6OMY 13 TPEBOBAHUIA MOXET NPUBECTU K yaaneHuto SDK nnn
nnatopmbl MegmaLm n3 MNporpaMmmbl CaMOCTOSITENIbHON cepTudUuKaLmm peknaMmHbix SDK B
NPUNOXEHUSX A5 BCEN CEMbM UNN BIOKMPOBKE [OCTYMNa K 3TON Nporpamme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, YTOObI B Balmnx SDK 1 Ha nnatdopmax MeamaLmnm BoINOHANUCH
yKa3aHHble TpeboBaHus. O3HaKoMbTECH C lMpaBunamy Nporpammbl As paspaboTyrKkoB NPUNOXEHNI B
Google Play, npaBunamu nporpammsl "Mpunoxexuns ons scen cembn” n TpeboaHusamm Mporpammbl
camocTosATeNbHOW cepTudmKaLm peknamHbix SDK B MpUnoxeHusx ans BCe CEMbU.

1. Copep)xaHue obbaBneHus. Ecnu Balum 06baBNEHMS JOCTYMHbI AETIM, UX COAEPXKaHME JOMKHO
COOTBETCTBOBATb BO3PACTHbLIM OrPaHNYEHUSM.

+ BaM Heobxonmmo: 1) paTb onpefeneHue HexenaTenbHbIM 0ObIBEHUSIM 1 NOBELEHUIO; 2)
3anpeTuTb NX B YCNOBKSIX MCNONb30BaHUS Un npasunax SDK unu nnatdopmel. OnpepeneHns
LOMKHbI COOTBETCTBOBATH [1paBuiamM nporpamMmsl s paspaboTymkoB npunoxeHun B Google
Play.

+ Ob6s3aTeNbHO BbibEpUTE CNOCOH, C MOMOLLBIO KOTOPOro Bbl ByaeTe npucBanBaTh 06bIBIEHNSM
BO3pAaCTHblE OrpaHnyeHus. HeobxoaMMo HaCTPOUTb HEe MeHee ABYX KaTeropuii: "Ons Bcex" n "Ons
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B3POCHbIX". BO3pacTHbIE OrpaHUYEHNs JOSKHbI MPUCBAMBATHLCS MO TOW XE CUCTEME, KOTOPYHO
Google npepnocTtasnseT noctaswmkam SDK nocne 3anofiHeHns crielnansHon GopMbl

+ Ecnu gnga nokasa peknambl AeTsM UCMOMb3yeTcs HasHauyeHne CTaBoOK B peasibHOM BPEMEHM,
0693aTenbHO y6eamTech, YTo KpeaTuBbl NMPOBEPEHbI 1 COOTBETCTBYIOT BCEM TPpebOoBaHUAM BbllLE.

+ Y Bac TakxXe OomkeH 6biTb cnocob BU3yanbHOW NAEHTUdMKALMM KPeaTMBOB, KOTOPbIM 0603HaYaeT
UX MPUHAANEXHOCTb K BalleMy UHBEHTaPIO, HaNPUMep BOASHOW 3HAK C JIOrOTUMNOM Ballen
KOMMaHuUW.

. DopmaT obbaBneHUs. HeobxopMMo, YTOObI BCE 0OBABIEHMS, KOTOPbLIE BULHbI AETSM,
COOTBETCTBOBaNM TpeboBaHMaM K dopMaTy 0ObABEHNI A9 BCEN CEMbU. Bbl LOMKHBI 06ecneunTb
pa3paboTymMkaM BO3MOXHOCTb BbibUpaTh dopMaThl, OTBEYatoLWme npasunam nporpammel Google
Play "MpunoxeHuns ons Bcen cembn”.

+ Peknama He fonHa copepykaTb BBOASALWMMN B 3a61y>KAEHNE KOHTEHT U SNIEMEHTbI, KOTOPbIE
MOTYT NPMBECTM K CNy4YarHbIM KMKaM CO CTOPOHbI HECOBEPLIEHHONIETHMX Nosib3oBaTenen. Cioga
OTHOCATCS 06BABNEHMNS, KOTOPbIE 3aCTABNAOT MNOb30BATENEN NEPEXOANTD MO CChINIKaM C
MOMOLLbIO KHOMKM “3aKpbiTh", OTKPbIBAIOLWEN ApYroe 06baBAEHNE, N BHE3ANHOIO NOSBAEHNS B
TEX YaCTsX 9KPaHa, Ha KOTOPbIE NOMIb30BaTENN OObIYHO HAXMMALOT AN JOCTYNa K APYrnUM
DYHKLMSAM NMPUSTOXKEHMS.

+ HeponycTMa n3bbiTouHas peknama, B TOM YUCIIE DIEMEHTbI, KOTOPbIE 3aHUMAIOT BECb 9KPaH, He
NO3BONSIOT HOPMaJIbHO UCMOSNb30BATh MPUNOXEHNE U HE 3aKPbIBAIOTCS SBHBIM CMOCO6OM,
HanpUMep NOMHO3KPaHHbIE OOBABNEHMS, KOTOPbIE COXHO 3aKPbITb.

+ [ns 06baBNEHU, KOTOPbIE MELIAOT HOPMaNbHOW PaboTe NPUNOXEHNUS U UFPbl, HEOBXOANMO
£,06aBUTb BO3MOXHOCTb 3aKPbITb UX Yepes 5 cekyHa,.

+ 3anpelleHo pa3MelleHre HECKOTbKUX OBBSBIEHNI Ha CTpaHuLe. Hanprumep, OLHOBPEMEHHbIN
nokas 6onee ogHoro 6aHHepa nnn BUAE006BbABNEHNS U peknaMHble 6aHHepbl, KOTOpble cogepXaT
HECKO/bKO NPEeAJIOKEHN B OLHOM MECTE pa3MeLLeHus.

+ Peknama fonxHa SBHO OTIMYaTbCA OT KOHTEHTa npunoxeHus. OkHa Offerwall n o6baBnenHns ¢
3P deKTOM NPUCYTCTBUS, KOTOPblE HECOBEPLUIEHHONETHMI NONb30BAaTENb HE MOCYMTAET PEKNAaMON,
3anpeLyeHbl.

+ B 0OBABIEHUAX HENb3S UCMOMNB30BAThH LOKOBbIA 3bGEKT UM TAaKTUKM SMOLMOHANBHOIO
MaHUMyNMPOBaHWs, YTOBbl NPOBOLMPOBATL NONb30BATENEN HA MPOCMOTP PEKNAMbl UK NMOKYMKY B
NPUIOXEHUN.

. Peknama Ha OCHOBe UHTEPECOB UK peMapkeTUHr. O693aTenspHo ybeamTech, YTo 06baBNeHUs,
KOTOpble BUAHbI AETAM, HE OCHOBaHbl Ha UX MHTepecax (T. . He HanpaB/ieHbl Ha OTAENbHbIX
nosib3oBaTesNiel, Ybe NoBeaeHNe B UHTEPHETE COOTBETCTBYET ONpeaereHHbIM XapakTepucTmkam) 1
He NoKa3blBaloTCA C UCMOMb30BaHNEM peMapkeTUHra (T. . He HanpaBneHbl Ha OTAESbHbIX
nonb3oBaTesiell B 3aBUCUMOCTU OT UCTOPUM B3aUMOLEWCTBUS C CAalNTOM WU NMPUITOXEHNEM).

. Pabota ¢ gaHHbIMU. Kak noctaBwmk SDK, Bbl 0693aHbl 06BSICHUTb NOSIb30BATENSAM, KakMM 06pa3om
byneTe obpabaTbiBaTh X AaHHbIE, HANPUMEP CBEAEHNs C yCTponcTs. Oba3aTenbHO coobLmTe, Kak
1 ans yero SDK 6yneT Mcnonib3oBaTh U cOOMPaTh AaHHbIE, @ Tak)Ke Nony4yaTb U NPEROCTaBNAATh K HUM
poctyn. MNMpuMeHaTb nHGopPMaL Mo B LEENSX, O KOTOPbIX Bbl HE 3asBUIK, 3anpeLleHo. STu npasuna
Google Play pononHstoT TpeboBaHUs OeNCTBYIOWErO 3aKOHOAATENbCTBA O KOHGUMAEHLMANBHOCTY U
3alWnTe faHHbIX. Ecnv Balwe npunoxeHne cobmpaeT Kaky-1mbo NnyHyo 1 KOHGUAEHLMANbHYO
nHdopmaLmio feTen, Bbl 0693aHbl CO0bWMTL 06 3TOM B ABHOM dpopme. K KoHbuaeHUansHom
MHOPMaLMM JeTeN, MOMUMO NPOYEro, OTHOCATCS YYETHbIE AaHHbIE, AaHHblE C MUKPODOHA U
KaMepbl, CBeeHUs Ha ycTponcTee, ngeHtnéeukatop Android 1 naHHble 06 NCNONb30BaHNUM
06bABNEHUIN.

+ BaM HeobxofMMo paspellnTb pa3paboTyrkam 3anpalinBaTtb Nokas o6baBNeHUN,
OPUEHTUPOBAHHbIX Ha AeTel (B onpeaeneHHbIX NPUNOXKEHNIX UK B KaXAOM KOHKPETHOM Clyvae).
Y6egunTech, UTO KOHTEHT B 06BABNEHMAX HE HapyLLaeT AeCTBYoLLee 3aKOHOAATEeNbCTBO,
HanpumMep 3akoH CLUA "O sawmTe NnUHbIX CBeaeHuUn geten B uHTepHeTe" (COPPA)  u
leHepanbHbiii pernameHT EC 0 3auimTe nepcoHanbHbix AaHHbix (GDPR)
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https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://gdpr.eu/

+ Kpome Toro, B pekniamMHbix SDK, KOTOpble MCMONb3YOTCA Ha pecypcax s AeTeN, HYXHO
OTKJIIOYMTb MNEPCOHANM3MPOBAHHYIO peknamy, 06bIBNEHNS HAa OCHOBE MHTEPECOB U
pemMapKeTUHr.

« Ecnu png nokasa peknambl 4eTIM UCMONb3yeTCcs Ha3HaYeHe CTaBOK B PeanibHOM BPEMEHM,
ybenunTech, YTo y4yaCTHMKAM ayKLMOHa NPUCBANBAIOTCS MHAMKATOPbI KOHOUAEHLMANbHOCTU.

« MNpunoxeHus He JomxHbl Nnepepaatb AAID, cepuiHbin HoMep SIM-kapTbl 1 c6opku, BSSID, MAC-
agpec, SSID, IMEI-kog 1 HoMep IMSI, 3anpoLweHHbIN Yy AeTelr 1 Nonb3oBaTeNen, Yen Bo3pacT
Hen3BeCcTeH.

5. MnaTtdopmbl Meguauun. MNpu nokase peknambl 4ETIM:

+ CrnegyeT NpUMEHsITb TOMNbKO peknamHble SDK, npolepLime caMmoCcTosTeNbHYy0 cepTudukaLmio ans
MCMOMNb30BaHUS B MPUIOXEHUSX LS BCEW CEMbU, MW NMPUHUMATb MePbl 3aLliMTbl, FrapaHTUpyoLme,
yTO BCE 06BSABIEHMS Ha NnaTdopMe MepmaLum 6yayT COOTBETCTBOBATb 3TUM TPeHOBaAHUSAM.

+ HeobxoavMo nepepaBaTb MHGOPMaLMIO O BO3PACTHbIX OrPaHNYEHUSX A1 PEKNAMHOrO KOHTEHTa
M O TOM, YTO PECYpPC NpefHa3HauYeH ona neTen.

6. CamocTosiTenbHas cepTuduKauus U COOTBETCTBME NpaBunam. Bbl JOMKHbI NpefoCcTaBUTb
Google Bce HeobxoaMMble CBELEHNS, B YAaCTHOCTM 0B03HaUY€EHHbIE B crieLansHon dopme |, 4TobbI
NOATBEPAVTL COOTBETCTBME peknaMHoro SDK Bcem TpeboBaHMSM K CaMOCTOSTENBHON
ceptudumkauun. NMoMmnMMo NPoYEro, BaM Hy>XHO:

+ [106aBUTb [OKYMEHTbI Ha aHIIMINCKOM S3bIKE: YCNIOBUS UCMONb30BaHMS, MONUTUKY
KOHPUOEHLMANbHOCTN U PyKOBOACTBO MO MHTErpaunm Bawero SDK nnm nnatdopmsl MeguaLmu.

« MpenocTaBUTb TECTOBLIN BapuaHT NPUIOXEHNS C NOCNIeQHeN Bepcuen peknamHoro SDK,
COOTBETCTBYOLEN TpeboBaHNAM. Takoe NPUIOXEHNE [OMKHO NPEACTaBNATb COHOM NONHOCTbLIO
cobpaHHbIn ucnonHsembln APK-dann gns Android, ncnonbaytownii Bce yHKLMN ykazaHHOro SDK.
Heobxop1Mo, YTOGbI TECTOBOE NMPUIOXEHUE:

6b110 OTNPABNEHO HaM B BUAE NOMHOCTbIO COBpaHHOro ncnonHsemoro APK-danna gna
cMapTédoHoB ¢ OC Android;

MCnonb30Baso peknamMmHbin SDK nocnegHel BbinyLLEeHHOW MW rOTOBALLENCS K BbiNyCKY BEPCUM,
COoOTBETCTBYtOWMI NpaBuiam Google Play;

3apencTBoBasno Bce GpyHKLMKN peknamHoro SDK, B TOM yMcne oTnpaBky 3anpoCcoB Ans
NOSTyYeHMs U NoKa3a OObSBNEHUN;

no 3anpocy npenocrtasnano MOJHbIN OOCTyn KO BCEMY PEKITaMHOMY MHBEHTapIo, KOTOprl‘/lI
NOoKa3blBa€TCAd NONb30BATENIO;

He orpaHnymBano JOCTyn B 3aBUCUMOCTU OT MECTOMONTOXKEHUS;

No3BOMANO ONPEAeNsTh BO3PACT Nosb3oBaTeNien v NokasbiBaTb KPeaTuBbl U3 UHBEHTapS,
NOAXOAALLEr0 AN KOHKPETHOW BO3PaCTHOM rpynnbl (€CNM Ball MHBEHTapb NpeaHa3HaueH ans
nonb3oBaTeneil BCex BO3PacToB);

nokasblBaio BCce 06BbABNEHMS U3 BalLero MHBEHTaps (Korga HeMTpanbHbi BO3PacTHOM GUIbTP
OTKJTOUEH).

7. Bbl 06513aHbl CBOEBPEMEHHO OTBEYaTb Ha Ntobble nocnegytoLme 3anpockl MHGopMaLmm u
CaMOCTOATENbHO CePTUDULMPOBATL  KaXAyr OTMPaBEHHYIO BEPCUIO HA COOTBETCTBUE
nocnegHuM MNpasBunam nporpammbl A paspaboTumkos npunoxeHun B Google Play, Bkntoyas
TpeboBaHNS K MPUIIOXEHUSM ONS BCEW CEMbMU.

8. FOpuauveckue TpeboBaHus. PeknamHble SDK, npolleLine caMoCTOATENbHYIO CepTUPUKALMIO ANns
MCMONb30BaHWs B MPUNOXEHUSX O BCEM CEMbW, HEOOXOAMMO NMPUMEHSTb s NOKa3a 06 bABAEHUN
B COOTBETCTBUM CO BCEMM 3aKOHAMU U MOMNOXEHUSIMN OTHOCUTENBHO LETEN, KaCaloWMMUCS
nsparenen.

+ Bawwn SDK 1 nnatdopmbl MegmaLmm He JoMKHbl HapywaTb 3akoH CLUA O 3awmnTe nnyHbIX
cBepeHuin geten B uHTepHeTe  (COPPA), leHepanbHbii perniaMeHT EC o 3awmTe nepcoHasbHbIX
poaHHbix  (GDPR), a Takxe gpyrve gencTByoLMe 3aKOHbI 1 MpaBuna.

MpuMeyaHue. MoHaTue "geTn"” MoXeT TpakToBaTbCs NO-Pa3HOMY B 3aBMCUMOCTW OT CTPaHbl U


https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679

cuTyauumn. Y106bI Y3HaTb, Kakne BO3pacTHble OrpaHn4YeHna NPUMEHAIOTCA K BalleMy NMPUNoXXeHUto
1 Kakne 0693aTenbCTBa Bbl LOMKHbLI COBMIOAATb, MPOKOHCYNLTUPYATECH C FOPUCTOM. IMEHHO
pa3pa6OTLII/IKVI, 3HawWwe CBOU NMPOAYKTbI ny4ylle BCeX, NOMOratoT HaM AeNniaTb NPUNOXeHNa B
Google Play 6e3onacHbIMU A1l BCEN CEMbU.

Bonee nogpobHyto nHpopmaLmio 0 TPeBOBaHMSX Bbl HANAETE Ha CTPaHuULEe C NpaBunamm MporpamMmsl
CaMOCTOSATENbHOW cepTUdMKaLm peknamHbix SDK B MPUNOXEHMSX Afs BCEA CEMbU.

KoHTponb 3a cobniogeHneM npasus

Jyywwe naberatb HapyLWEHNUI, YEM YCTPaHATb MX. ECK e npobnema yxxe BO3HMKNE, Mbl XOTUM, YTOObI
pa3pa60TqV|K|/| NOHUMaNN, Kak CNpPaBnUTb CBOU NPUNOXEHNA N NPUBECTU UX B COOTBETCTBME C HallMMM
npasunamu. Mpw 06HaPY>XEHUM HAPYLWEHUA UM BO3HUKHOBEHMMW BOMPOCOB O HAPYLIEHNM
coobLwuTe Ham 06 3TOM.

Cdepa pencraumsg npasun

3TW NpaBuna pPacnpoCTPaHSIOTCS Ha Nobble MaTepuans! (BKIoYas peknamy v nonb30BaTeNbCKUA
KOHTEHT), KOTOPble COLEPXMUT UM NOKa3bIBAET Balle NPUIOXEHME TMBO Ha KOTOPbIe OHO CChINaeTcs, a
Takxke Ha 06LLefoCTYMNHY MHGOPMaLIMIO B BalleM akkayHTe pa3paboTumnka Google Play (Bkntovas
Ballle MMS U LENEBYIO CTPaHMULY CanTa).

3anpelyeHo ny6nmMKoBaTh NPUITOXEHNS, KOTOPbIE MO3BONAIOT YCTAHABINBATb ApYyrve NpunoxeHus. Ecnu
BaLUM NPUNOXEHMSI 0BECTEUNBAIOT JOCTYN K APYTUM NPUNOXEHUSM, urpam unum MO 6e3 ycTaHOBKY, B
TOM yucne K GyHKUMAM, NPE[OCTABNEHHBIM TPETbUMM NMLLAMK, Bbl LOMXHbI FAPAHTUPOBAaTb, YTO BECH
KOHTEHT, K KOTOPOMY NMPUIIOXEHUS MPEAOCTaBNSIOT JOCTYN, COOTBETCTBYET npasunam Google Play.
Takve NpunoXxeHns MOryT NOABEPraTbCsl LOMNONHUTENBHON NPOBEPKEe Ha COBMoaeHe NpaBul.

B npaBunax ncnonb3yloTcs Te Xe TePMUHbI, 4To 1 B CornatlieHmy 0 pacnpocTpaHeH I NporpaMMHbIX
NpoayKToB. Bale npunoxeHve 0653aHO COOTBETCTBOBATL TpeboBaHWAM NPaBUI 1 COralleHus, a
TakKe MMeTb PEVTUHT B COOTBETCTBUM C HaLLEN CUCTEMON BO3PACTHbIX OrPaHUYeHU.

3anpeLyeHo nybnvKoBaTh NPUIIOXEHUS, NMOAPbIBAIOLWME [OBEPUE Nosb3oBaTenen K akocucteme Google
Play. MpuHMMas peleHne o nybnukauum npunoxernun B Google Play, Mbl yuntbiBaem psg ¢akTopos, B
TOM UKCne BEPOSITHOCTb BPEAOHOCHOMO NOBEAEHMS UK 3noynoTpebnexuns. BeposTHOCTb
3/710ynoTpebneHns OLEHMBAETCS Ha OCHOBE Pa3JIMYHbIX CBEAEHWUN, BKIOYAs UCTOPUIO HaPYLLEHN,
Xanobbl Ha NPUIOXeHNe 1 pa3paboTumnka, OT3bIBbI NMObL30BATENEN, a TAKXKE UCMONIb30BaHME
nonynsipHbIX 6PEHA0B, NEPCOHAXEN U APYTUX O6EKTOB.

Kak aTo pabotaet

Google Play 3awmTa npoBepsieT NpUnoXeHs BO BPEMSI YCTAHOBKW, @ Takxke NEPUOANYECKUN CKaHUPYEeT
Ballle yCTponcTBo. Ecnu yaeT o6HapyXeHO NOTEHLMANbHO ONacHOE NPUNOXEHWE, CEPBUC:

« OTnpaBuT BaM yBegoMIieHne. YTobbl 3aLUTUTL CBOE YCTPOWUCTBO, HAXMUTE Ha YBELOMIIEHUE 1
BblbepuTe "Yoanute".
+ 3abrokupyeT NpUNoXeHue, ecrnv Bbl Ero He yhanuTe.

* Ypanut npunoXxeHune. Yalue Bcero onacHble NPUNOXEHNA yaanaoTca aBTOMaTnU4eCkun, nocne 4ero
noaBngeTcqa ypegomrieHmne 06 aTom.

3awuTta ot BpegoHocHoro MO

Y106bI 3anmuatb BaC OT Bp€AOHOCHOIro CTOPOHHEro I'IO, MOLLEHHNYECKUX CalTOB U OPYyrnx yrpos,
Google MOXEeT nony4vyaTtb CBeAeHnd o:

¢ CeTeBbIX NOAKIJTIOYEHUNAX Ballero yCTpOVICTBa;

* noTeHumanbHoO onacHbix URL;


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/answer/11044265
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/188189

* npunoxeHusx n3 Google Play 1 CTOPOHHNX MCTOYHMKOB, YCTAHOBIIEHHbIX Ha BalleM YCTPOMCTBE, a
Takxe 06 onepaLoHHON CUCTEME.

Ecnun npunoxexne nnn URL nokaxeTcs Ham Nofo3puTenbHbIM, Bbl NONy4nTe npegynpexpneHue. Mol
ocTaBnsieM 3a cobor NpaBo BrIokMPOBaTh M yaansTb NpunoxeHns nnn URL, KoTopble MOryT HaHeCTH
BPER, yCTPOMCTBY, AaHHbIM UMK NOMb30BaTENHO.

Bbl MOXeTE OTKIIOUNTL HEKOTOPbIE GYHKLIMU 3aLLMTbl B HACTPOMKaxX yCTPOUCTBa, HO Google no-
npexHemy ByneT nonyyaTb CBeLEHUs O MPUMNOXEHMSIX, YCTaHOBIIEHHbIX Yepe3 Google Play.
MPUNOXeHMs U3 CTOPOHHMX MCTOYHMKOB BCE PaBHO ByOyT NPOBEPSTHCS, XOTS MHPOPMALUS O HUX HE
byneT oTnpasnaTbca B Google.

Kak pa6oTaloT onoBelLeHuUsi O HapyLIEHUSAX KOHPUAEHLUATIBHOCTH

Ecnun mbl ynanum ns Google Play npunoxeHue, KoTopoe MOXET MOMyYnTb JOCTYM K BaLUUM
nepCcoHanbHbIM AAHHBIM, Bbl NONyYMTE YBEAOMIIEHME 06 3TOM U CMOXETE YAANUTb NPUNOXEHMWE C
YyCTPOMNCTBA.

KoHTpornb 3a cobniogeHnem npasun

MpoBepsis KOHTEHT M aKKayHTbl Ha NPeAMET HapyLIEeHUs 3aKOHOAATENbCTBA UMW HALUMX NPaBWI, Mbl
NMPUHMMAEM peLleHME Ha OCHOBE PasfiMyHoOM MHPopMaLum. [OMUMO NPOYEro, K HEM OTHOCATCS
MeTafaHHble MPUMOXeHUs (HanpuMep, ero HasBaHWe 1 onncaHue), GyHKLUN NPUITOXEHNUS Y CTOPOHHUI
KO[, B HEM, CBEL,EHMsI 06 aKKayHTe (Hanpvmep, UCTOPWS HapyLLEHWs NPaBwui), Pe3ynbTaTbl HaLLKX
MPOLUSbIX MPOBEPOK U, ECNIN NPUMEHNMO, Apyras UHGOPMaLMS, NOSTyYEHHAs YepPeE3 MEXaHU3MbI 4115
oTnpaBku xanob. Bbl 06513aHbl y6eauTbes, YTo N060M CTOPOHHWI Ko (Hanpumep, SDK) B Bawem
MPUNOXEHNUM M OTHOCSILLMECS K STOMY MPUIOXEHUIO MPOLLECChl 06PabOoTKMN AaHHbIX HA CTOPOHE
cospaTens kofa COOTBETCTBYIOT BCeM [1paBunam nporpammbl Ans pa3paboTymkoB NPUIOXEHU B
Google Play.

Ecnwv Balle npunoxeHue Unu akkayHT paspaboTumka HapyllaeT kakne-nnbo Hallm NpaBuna, Mbl
NMPUMEM COOTBETCTBYIOLLME MEPDI, ONMCaHHbIE HUXeE. Mbl NpefocTaBnM BaM MHGOPMALMIO O CBOUX
LeVCTBMSX MO 3NEKTPOHHON MOYTE, @ TakKe CoobL MM, Kak NofaTb anensaumio, eCiu Bbl CUMTAETE, UYTO
npousoLuna ownobka.

O6paTtute BHUMAHWE, YTO NPU YAANEHUN U OTNPaBKe NPERyNPeXaeHMs MOTyT YKa3biBaTbCs HE BCe
HapyLLEeHUs, OBHAPYXXEHHbIE B BaLLEM aKKayHTe, NMPUIOXEHUW UM KaTaiore NPUNOXeHUN.
Pa3paboTunky 06513aHbl CaMu YCTPAHUTL OCTasnbHbIE HAPYLLUEHUS U NMPOBEPUTbL CBOW KOHTEHT Ha
COOTBETCTBME HALIMM MNpaBunam. ECnu Bbl He YCTPaHWTE HApPYLUEHWsI B aKKayHTe 1 BCEX CBOUX
NPUNOXEHWUSIX, Mbl MOXEM MPUHSTb LOMONHUTENbHbIE NPUHYAUTENBHBIE MEPbI.

MOBTOPHBIE NI CEPbE3HbIE HAPYLIEHUS 3TUX NPaBUN (HanpUMep, MOLWEHHNYECTBO UMM pa3MeLLeHme
BpefoHocHoro MN0) nnu HapylweHve CornalleHus O PacnpoCTPaHEHNUN NPOrPaMMHbIX MPOAYKTOB
npuBeneT K yAaNeHWIO IMYHOIO akkayHTa UMM CBA3aHHbIX C HAM akkayHTOB paspaboTunka Google Play.

MpuHyanTenbHble Mepbl

MpVHYAUTENBHBIE MEPbI MOTYT UMETb Pa3Hble MOCNEACTBUS A5 BalUMX MPUIIOXKEHWI. 3a NPOBEpKY
MPUNOXEHUIN U KOHTEHTA B HUX, BbISIBIIEHME W OLLEHKY MaTePManoB, KOTOPbIE HAPYLIAOT HaLW NpaBuna
W NMPUYMHSIOT BPEL, MONb30BaTeNSM, a Takxe akocucteme Google Play B Lenom, B Google oTBeuvatoT Kak
noan, Tak 1 aBTOMaTU3NpPOBaHHbIE CUCTEMDI. I'Iocne,u,Hme no3BONAKOT HaM HaxoauTb 6onblue
HapyLLEeHU 1 BbICTPEE aHaNM3NPOBaTb NOTEHLMANbHBIE NPOBGEMBI, YTO, B CBOIO OYepeib, NOMoraeT
obecneumBaTtb 6e3onacHocTb Google Play. ABTOMaTM3MpOBaHHbIE CUCTEMbI TMBO YOANSIOT KOHTEHT,
HapyLIJaIOLIJ,I/II;I npasuna, 6o nepenaroT ero NnoAroToB/IEHHbIM onepaTtopaM U aHannTukam, ecnm
TpebyeTca 6onee TwaTeNbHas NPOBEPKa UM NOHUMaHWE KOHTeKCTa. Pe3ynbTaThl MPOBEPOK BPYUHYHO
3aTeM UCMONb3YKTCS A8 YNyylleHUs MOAeNnen MalWmHHOro obyyeHus.


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html

Hwvxe npefcTaBneHbl BO3MOXHbIE AENCTBUS CO CTOPOHbI Google Play 1 nx noteHuuanbHble
NoCnencTBus s Ballero NpunoxeHus/akkayHTa paspabotumnka Google Play.

3T Mepbl NMPUMEHSIIOTCS KO BCEM PErmoHaM, eCin He yka3aHo nHoe. Hanpumep, ecnu Balue
npunoxeHve 3abrokMpoBaHO, TO OHO ByAEeT HeJOCTYMNHO BO BCEX PernoHax. Ytobbl Mepbl nepectanm
LeiCTBOBATb, HYXKHO NOAaTh anennaumnio U [OXKAaTbCS ee 0f0bpPeHNs (ECNN He yKa3aHO UHOE).

OTKNOHEHME

« HoBoe npunoxeHune nnm obHoBneHne He bypeTt onybnukosaHo B Google Play.

« Ecnu HoBas BepCus MPUNOXEHWS OTKIIOHEHa, NpeablayLlas yCnewHo onybiMkoBaHHas BaMu Bepcus
no-npexHemy byget goctynHa B Google Play.

» Bbl COXpaHUTEe OOCTYyN K CTaTUCTUKE, OUEeHKaM N OaHHbIM O KOJIMYeCTBE YCTAaHOBOK OTK/IOHEHHOIO
npunoXxeHus.

 PenyTaums Balero akkayHTa paspabotumka Google Play He nocTpagaer.

MpuMeyaHue. He NbiTaTech ony6nnKoBaTh OTKIIOHEHHOE NMPUNOXEHWE 3aHOBO, MOKa He YCTpaHuTe
HapyLIeHUs.

YpaneHue

« MpunoxeHue, a Takxxe BCe Npeablaylme ero sepcumn byayT yaaneHsl n3 Google Play. Monb3osatenu
6onblle He CMOryT ero ckavaTb.

« Mockonbky npunoxexue byneT yaaneHo, Nonb3oBaTeNy He CMOTYT MPOCMAaTPMBATL Ero CTPaHULy B
Google Play. Hpopmauus ByneT BOCCTAHOBNEH], ECMNM Bbl 3arpy3nTe BepCHto, KOTopast
COOTBETCTBYET NpaBuam.

- MNonb3oBaTtenn MOryT NOTEPATb BOSMOXHOCTb AenaTb NOKYNKW B MPUNOXEHNN N NCNONb30BaTb
Lpyrue nnatexHole GyHKLMK, MOKa HOBasi BEPCUS, OTBEYaloLLas BCEM TpeboBaHMsM, He ByneT
opobpeHa Google Play.

 YpaneHue He CKaxeTcsl Ha penyTaumm Balero akkayHTa pa3paboTtuvka Google Play. OgHako ecnu
yOaneHn HECKOSbKO, akkayHT MOXET OblTb 3a6/TOKMPOBaH.

MpuMeyaHue. He nbiTaiTech ony6nvMKoBaTh YAaNeHHOE NPEASIOKEHNE 3aHOBO, NMOKa He YCTpaHuTe
HapyLueHus.

Brokuposka

« MpunoxeHue, a Takxe BCe Npepbliayliune ero Bepcum byayT yaaneHsl u3 Google Play. Monb3oBatenu
6ornblue He CMOTyT ero ckayaTb.

+ K 61oKMpoBKe MOTyT NPUBECTU CEPbE3HBIE U CUCTEMATMYECKME HAPYLWEHNS NPAaBUI, @ TakKe
MOBTOPHbIE OTKIIOHEHUS U yAaNneHys NPUIoXeHUs.

« MNonb3oBaTenu He CMOryT MPOCMaTPMBATb CTPAHULY 3a6IOKMPOBAHHOIO NpunoxeHus B Google Play.
+ Bbl 6onblue He cMoxeTe ucnonb3oBaTb APK 1 Habop App Bundle 3a6r10KMpOBaHHOrO NPUNOXEHUS.

+ Monb3oBaTenu NoTePSOT BO3MOXHOCTb ienaThb MOKYMNKX B MPUAOXEHUN U UCMONb30BaThb Apyrue
MAaTEXHblIE PYHKLMM B HEM.

+ BriokvpoBKa paccMaTpuBaeTCs Kak npepynpexneHne, KOTopoe CKa3blBAeTCs Ha PenyTaLymn BaLlero
akkayHTa pa3paboTunka Google Play. lMocne Heckonbkux NpenynpexaeHnii IMYHbIN akkayHT, a
TaKkXXe CBA3aHHbIE C HAM akkayHTbl pa3paboTtunka Google Play MoryT 6biTb yaaneHsi.

Orpan-leHme BNONMOCTU

« BugmmocTb Bawwero npunoxexus B Google Play 6ygeT orpaHunyeHa. Mpu 3TOM OHO OCTaHeTCs
LOCTYMHO MO NPSIMON CCbISIKE Ha CTpaHuLy npunoxenus B Google Play.

+ OrpaHvyeHve BUOUMOCTM He MOBAUSET HA penyTaLuio Ballero akkayHTa paspabotuvka Google Play.

+ MNonb3oBaTeny No-nNPexHeMy CMOryT MPOCMaTPUBATb CTPAHULY Npunoxexus B Google Play.



OrpaHuyeHue No permoHy

+ Balue npunoxeHue JOCTYMNHO TONbKO Norb3oBaTtensm Google Play 13 onpepeneHHbIX permoHos.
+ OcTarnbHble MPOCTO HE CMOTYT €ro HaNTU.

+ onb3oBaTenu, KOTopble paHee YCTaHOBWM NPUIIOXEHWE, CMOTYT MPOAOIXKaTh MCMONb30BaTb ero Ha
CBOEM YCTPOWCTBE, HO HE CKauMBaTb OBHOBNEHNS.

+ OrpaHuyeHune No pernoHy He BIMSET Ha PenyTaLmio Ballero akkayHTa paspabotumka Google Play.

HanoxeHue Ol'paHM‘-leHMﬁ Ha aKKayHT

+ HanoxuBs orpaHuuyeHuns Ha Ball akkayHT pa3paboTumka, Mbl yaanum us Google Play Bce npunoxeHus
B BalleM KaTaniore 1 3anpeTvM Bam ny6MKoBaTb HOBbIE MK CYLLECTBYIOLME NPUIOXEHUS. Y BacC
ocTaHeTcs pocTyn K Play Console.

+ Monb3oBaTeny He CMOTryT MPOCMaTPMBATb CTPaHULbI yAaNeHHbIX NpuiioxeHuin B Google Play v Baw
npodunb paspaboTynka.

- [Monb3oBaTenu NoTepatoT BO3MOXHOCTb AeNnaTb NOKYMKK B MPUIOXEHUN U UCNONb30BaTb Apyrue
nnaTexHble GYHKLMN.

« Bbl no-npexHemMy cMoxeTe ncrnonb3oBaTb Play Console, uto6bl npepocTtaBnste Google Play
OONONHUTENbHYIO I/IHd)OpMaLI,VIPO N USMEHATb AaHHble aKKayHTa.

+ Bbl cMOXeTe 3aHOBO ONy6nMKOBaTb NMPUIIOXEHWS MOCIe TOro, Kak yCTPaHUTE BCE HAPYLIEHUs NpaBul.

MpekpalweHne nencTemnsa akkayHTa

YnanuB Ball akkayHT pa3paboTunka, Mbl Takxke yaanum n3 Google Play Bce npunoxeHus B BalleM
KaTanore v 3anpeTuM BaM Ny6IMKOBaTb HOBblE. Bce cBA3aHHbIE akkayHTbl pa3paboTumnka byayT
3abs10KMpOBaHbl HaBceraa.

.

MOBTOPHbIE BIOKUPOBKU UM BIIOKMPOBKU, CBA3AHHBIE C CEPbE3HbIMM HAPYLIEHWSIMU MPABWI1, MOTYT
NPUBECTM K yaaneHuto Bawwero akkayHta Play Console.

MocKonbKy NPUNOXEHMs, onybnMKOBaHHbIE Yeped 3TOT akkayHT, OyyT yaaneHsbl, Nofb30BaTeNn He
CMOryT MPOCMaTPUBaTb UX CTpaHuLbl B Google Play, a Takxe Baw npodunb paspaboTumka.

.

Monb3oBaTeny NOTEPAOT BO3MOXHOCTb AeNaTh NMOKYMKY B NPUIOXKEHUM 1 UCMONb30BaTh Apyrue
nnaTexHble GyHKLUM.

MpumeyaHue. Ecnn Bbl nonpobyeTe co3paTth APYrovi akkayHT, OH Takxe byaeT 3abnokupoBaH (6e3
BO3BpaTa pPermcTpaLmoHHOro B3Hoca). He nbiTaiTech perncTpupoBaTh HOBble akkayHTbl Play Console,
€CNi OAMH M3 BalUMX akKayHTOB 3ab6/10KMPOBaH.

Heucnon b3yeMble akKKayHTbl

HeuncnonbayeMbiMy Ha3blBAOTCS akkayHTbl Pa3paboTunKoB, B KOTOPbIX HE HabnofaeTcs HUKAKoM
aKkTMBHOCTU. OHM HE COOTBETCTBYIOT TpeboBaHmam CornalieHns o pacnpocTpaHeH NPorpaMMHbIX
NPOAYKTOB

AkkayHTbl pa3paboTumkoB Google Play npegHa3HaueHbl Ais akTMBHOW Ny6nnkauum n nognepxkm
NPUNOXEHUIN. YTOObI NPefoTBPaTUTL 3110yNoTPEebNEHNE CEPBUCOM, Mbl 3aKPbIBAEM akkKayHTbl, KOTOpble
He MCNONb3YITCS Ha NOCTOSIHHOM OCHOBE, HaNPUMepP AJ1S Pa3MeLLeHNs U OBGHOBNEHNS MPUTOXEHUN,
NPOCMOTPa CTaTUCTUKM U yNpaBNeHUs faHHbIMU ans Google Play.

3aKpbITVie HEaKTMBHOIO akkayHTa 03HAYaEeT, YTO OH CaM U BCe CBA3aHHbIE C HVM [aHHble YAansioTcs.
PerncrpaumnoHHbIvi cbop He Bo3BpalyaeTcs. Mbl COOOLMM BaM O 3aKPbITUM akKayHTa, UCTONb3ys
KOHTaKTHYt0 MHbOPMAaLLMIO, KOTOPYIO Bbl Afs HEMO yKa3anu.

Ecnu B BypnyLiem Bbl CHOBa 3ax0TuTe NybnukoBaTb NpunoxeHus B Google Play, To nerko cmoxeTe
co3paTb HOBbIN akkayHT. OfHaKO 3aKpbITbl aKKaYHT, @ TAKXE BCE CBSA3aHHbIE C HUM NPUSTOXEHMUS U
L.aHHble BOCCTaHOBUTb He YAacTCs.


https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/11605267

CoobueHne 0 HapyLEHUSX U ganbHenLwme Mepsbl

Mopava anennauun

Mbl BOCCTaHaBNMBaEM NPUIOXEHWS, TONbKO €CAM OHM BbIN yaaneHbl Mo OWNBKe 1 He HapyLwanm
MpaBuna nporpammbl Ans paspaboTynkos 1 ycnosus CornaweHuns 0 pacnpocTpaHeHM NPOrpPaMMHbIX
nponyKToB. ECnv Bbl BHUMATENbHO O3HAKOMUIMCH C MPABUIaMK 1 CYMTAETE, YTO HaLLEe PELLEHNE MOFO
6bITb OLWMBOYHBIM, 0BXanyMTe ero Ha 3TON CTPaHULE, NN Cedys UHCTPYKLMSM, OTNPaB/IEHHbIM BaM
Mo 3NEKTPOHHON NouyTe.

JononHuTenbHbIe pecypchl

Ecnu kakne-To NpuvHyauTeNbHblE MEPbI B OTHOLLEHUN BaLIEro NPUNOXEHUS UK OLLEHKU/KOMMEHTapun
nonb3oBaTesiel BbI3bIBAOT Y BAC BOMPOChI, MONPOBYMTE HAUTU OTBETHI MO CCbINIKAM HUXE UK
CBSXXMTECH C HaMmu Yepes3 CripaBOYHbIn LeHTp. OBpaTUTe BHUMaHWE, YTO KOPUANYECKYHO MOMOLLb Mbl HE
okasblBaeM. Ecnu Takasi NOMoLLb BaM HyXHa, 06paTUTECH K IOPUCTY.

« MpoBepka NpUNoXeHNN

+ Kak coobwwmnTb O HapyLweHUn npaBun

» Kak obpatutbcs B Google Play no noBogy yganeHus npunoxeH1s nim 610KMpoBKN akkayHTa
« lNpepynpexpaeHns

+ Kak coobLwuTb 0 HENPUEMSIEMOM MPUIIOXEHNUU UM KOMMEHTapUn

« Moe npunoxeHue 6bino yaaneHo n3 Google Play

« BrnokunpoBka akkayHTa paspabotumka Google Play

TpeboBaHus k npunoxxeHuto B Play Console

[Ina 6e3onacHocT akocucTembl Google Play Bce pa3paboTumki LOMXKHbI BbINONHATL TpeboBaHus Play
Console. 3710 Xe kacaeTcsa Npodunen, CBA3aHHbIX C BaliMM akkayHTOM pa3paboTymka. [poBepeHHas
nHoopmaums bynet BuaHa B Google Play. 9To MOMOXET YKpenuTb JoBepue Nonb3oBaTenen K
paspaboTumkam. MogpobHee o TOM, Kakne faHHble nokasbiBatoTca B Google Play...

Bbl MOXeETe cO3[,aTb JIMYHbIA UM KOPNOPATUBHBIM akkayHT padpaboTumnka Google Play. [Ins ycnewHon
pervcTpauum BolbeprTe BEPHbIN TUM akkayHTa paspaboTyrka 1 nponamTe HEObXoaMble NPOBEPKU.

Bbl gonmxHbl co3gaTb KOpI'IOpaTVIBHbIVI AKKaAyHT, eCnu npenoctaBngdeTe:

+ ®uHaHCOBbIE NPOAYKTbI 1 YCIYTY, HAaNpUMep CBA3aHHble C 6aHKOBCKMMU OnepaunsMm, KpeauTamu,
6VPXXEBON TOProBMew, MHBECTULMOHHBIMW GOHAAMM, MPOrPAMMHbBIMU KPUMTOKOLIENTbKaMU UIN
KpMNTOBaNOTHBIMU BrpXamu. MogpobHee o NpaBunax B OTHOWEHUN GUHAHCOBbIX YCIIYT...

+ MpunoxeHuna ans 300POoBbs, HaNPUMeP MeaULUHCKMUE NMPUIOXEHNUS U NPUNOXEHWS AN
nccnefoBaHUii ¢ ydacTueM nopen. NopgpobHee o kKaTeropusx NPUNOXEHU N1 300POBbS...

« MpunnoxeHus, KOTOpble MOTyT UCMOMNb30BaTb Knacc VpnService . MNoppobHee o npaBusiax B
OTHOLUEHUM NPUNOXEHNI, ncnonbayrowmnx VPN-cepBuchl...

« [MpUNoXeHWs rocyAapCTBEHHbIX OPraHoOB, HanpuMep pa3paboTaHHbIe rOCY[aPCTBEHHbIM
YUPEXOAEHMEM UM MO Er0 NOPYUEHNIO.

BbibpaB TUN akkayHTa, CAenanTe crepytollee:

« MpenocTaBbTe TOYHbIE CBEAEHNS 06 akkayHTe pa3paboTumnka, B TOM YMCHE YKa3aHHbIE HUXE AaHHbIe.
« [MonHoe umsa nnn HasBaHWe 1 agpec.
« Homep DUNS , ecnu akkayHT cO3faH A9 OpraHn3aumm.
+ KOHTaKTHbIN afpec aN1eKTPOHHOM NOYTbl U HOMep TenedoHa.

+ ALpec aneKTPOHHOM NoYThl 1 HOMep TenedoHa paspaboTumka, LOCTynHble B Google Play (ecnu
NPYMEHMMO).


https://support.google.com/googleplay/android-developer/troubleshooter/2993242
https://support.google.com/googleplay/android-developer#topic=3450769
https://support.google.com/googleplay/android-developer/answer/2992033
https://support.google.com/googleplay/android-developer/answer/1085703
https://support.google.com/googleplay/android-developer/troubleshooter/2993242
https://support.google.com/googleplay/android-developer/answer/2985876
https://support.google.com/googleplay/android-developer/answer/113417
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https://support.google.com/googleplay/android-developer/answer/9876821?hl=ru
https://support.google.com/googleplay/android-developer/answer/13996367
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=2846987380229196098-AP#:~:text=help%20article.-,VPN%20Service,-The%20VpnService%20is
https://service.dnb.com/home
https://service.dnb.com/home

+ Cnocobbl onnatsl (EC/IM MPUMEHNMO).
+ CBefieHuns o nnatexHoM npodune Google, cBI3aHHOM C BalUMM akkayHTOM pa3paboTunka.

+ Ecnu akkayHT CO3faH AN opraHmsaunm, y6egutecs, 4To MHGopMaLusa B HEM akTyasbHa U1
COOTBETCTBYET A@HHbIM O KOMNaHuK B pernctpe Dun & Bradstreet.

Mpexpae Yem OTNPaBAATh NPUIOXEHNE Ha NPOBEPKY, CAeNanTe CreaytLlee:

« MpenocTaBbTe TOYHBIE U MOMHbIE CBEAEHMS O NPUNOXEHUN U €r0 MeTaLaHHbIe.

+ 3arpyauTe noMTuKy KoHGUAEHLMaNnbHOCTN NPUNOXEHNS U Jo6aBbTe 0693aTeNbHY0 NHGOPMaLMIO B
pasgen 6e30nacHOCTM faHHbIX.

* YKaxuTe aKTUBHbIA TECTOBbIN aKKayHT, MHGOPMaLMIO ANs BXOAA B HEMO U Apyrue CBeaeHus,
HeobxoauMble ANg MPOBEPKU NPUMOXEHUS, HAaNPUMEP YUYeTHbIE AaHHble, QR-KOL U T. A,

Y6enutech, 4To NpuroxeHne paboTaeT CTabUbHO U KOPPEKTHO, a TaKXe NPenCcTaBNseT LeHHOCTb Als
nonb3oBaTenen. Bce ero anemMeHTbl, BKNOYas peknamMHble CETU, CEPBUCHI aHANUTUKN U CTOPOHHMeE SDK,
OOJKHbI COOTBETCTBOBATb [paBumniam nporpaMmbl Ans pa3paboTunkos npunoxeHni B Google Play.
Ecnu B LeneByto ayauTopumio NPUIOXEHUs BXOAAT AETH, ybeanTech, YTO OHO COOTBETCTBYET MNpaBunam
nporpammbl "TpunoxeHns ans BCcen cembu'.

He 3abbiBaiTe, YTO Bbl 06513aHbl 03HAKOMUTbLCS ¢ CornalleHMeM o pacnpoCTPaHEHUY NPOrPAMMHbIX
NpoayKTOB U paBunaMu NporpaMmel s pa3paboTymkoB, a Takxke yOeauTbes, YTo NMPUOXEHNE
OTBEYaET BCEM TPEOOBAHMSAM.

Developer Distribution Agreement

TpebyeTcs nomoLLb?
MonpobyiTe crnegytoulee:

CBsA3aTbCs C HaMU
PacckaxwTe 0 cBOel Npobneme HalmM COTPyOHMKaM


https://support.google.com/googleplay/android-developer/answer/15748846
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/intl/ru_ru/about/developer-distribution-agreement.html
https://play.google.com/about/developer-content-policy/#!?modal_active=none
https://play.google.com/about/developer-distribution-agreement.html
https://support-content-draft.corp.google.com/googleplay/android-developer/gethelp

