[paBunna nporpamMmbl gns pa3paboTumkos

(gevicTytoT ¢ 28 aBrycta 2025 roga, €civ He yKasaHo MHOE)

Co3paguM caMbit HaAEXHbIA Mara3uH NPUoXKeHU BMecTe

Balum npev 1 oTBETCTBEHHOCTb — 3a50r Hallero obuiero ycnexa. Mpasuna nporpammsl Ans
pa3paboTumkoB 1 CornalleHre 0 pacnpoCTPaHEHNUM MPOrPaMMHbIX MPOLYKTOB MOMOraloT HaM
€03[aBaTb CaMble MHHOBALMOHHbIE U HAAEXHbIE NPUNOXEHUS Bonee YeM Ans MUNnMapaa
nonb3oBaTenen Google Play. PekomeHayeM 03HAaKOMUTLCS C NPaBUIaMM HUXE.

3anpeLLeHHbIN KOHTEHT

Google Play ncnonbayioT nogu co Bcero mupa. Mpexae yem ony6nnkoBaTb NpUoXeHue, ybeamTecs,
YTO OHO COOTBETCTBYET TPeOOBaHMAM Hallero CepBMCa U 3aKOHaM CTPaHbl, B KOTOPOM Bbl €ro
pacnpocTpaHserTe.

HapyLwweHnne npae pebeHka

Mbl HemepfieHHo ypansem us Google Play npunoxeHus, B KOTOPbIX NOSIb30BATENSAM pa3peLlaeTes
C03[,aBaThb, 3arpyXxaTb UMM PACNPOCTPAHATb KOHTEHT, CBA3aHHBIN C 3KCMyaTaumen neten unm
XECTOKUM 0BpaLLEHNEM C HUMM (BKKOYas Ntobble MaTepuarsl, LEMOHCTPUPYOLNE
HECOBEpPLUEHHONETHNX B CEKCYaSIbHOM KOHTEKCTE). YTOObI COOBLLUTL O TAKOM KOHTEHTE B NPOAYKTE
Google, HaxmuTe MoxkanoBaTtbes . Ecnv Bl 06Hapy>xmTe Nofo6HbIe MaTepuarbl Ha Apyrvx pecypcax
B MHTEPHETE, 06PATUTECH HAMPSAMYIO B MECTHYIO NMPaBO3aLLUTHYIO OPraHn3aLmio

MbI He fomnyckaeM MCMoNib30BaHNEe NMPUITOXEHUI C Liefbio MOofABeprHyTb pebeHka onacHocTu. B
YaCTHOCTM, 3aMnpeLleHa nponaraHa aKCnyaTaTopCKoro NoBeAEHNS, BKIOYas:

+ HEeponycTMble OeNCTBKS B OTHOWEHUN AeTen (HanpuMep, Nacku Unu oLynbiBaHUe);

+ COBpalleHNe HECOBEPLUEHHONETHMX, HaNpMMep 3HaKOMCTBO U 0bLeHne C pebeHKOM B MHTEPHETE C
Lienbio COBEPLUEHNS AEeNCTBUI CeKCyaNlbHOro xapakTepa (OHnanH unm odnaiH) n/unm obmMeHa ¢ HUM
N306paxeHNaIMI CeKCyanbHOro XapakTepa;

+ CeKcyanusalus HECOBEPLUEHHONETHMX, HanpUMep MaTepuarnsl, LeMOHCTPUPYIOLLME,
NPOBOLMPYIOLLME UK MOOLLPSIOLLME CEKCYaNbHOE HAacUe Hag AeTbMW, UK N300paxeHne feTen
TakMM 06pa30oM, KOTOPLIN MOXET NMOBMIeYb 3a COBOWN UX CEKCYabHYIO aKCNyaTaLuuto;

WaHTaXx pa3obnayeHnsamMm NoNoBO XM3HM (HanprMep, Yrpo3sbl UK WaHTax pebeHka Ha OCHOBe
peanbHOro UM MHUMOTO AOCTYNA K €ro MHTUMHbIM doTorpaduam);

.

TOProBns AeTbMu (HanpvMep, NpurialleHne 1 BoBleYeHne pebeHka B LesTeNlbHOCTb, BELYLLYHO K ero
LanbHenLen KOMMEPYECKOW CEKCYaNlbHOM 3KCMyaTaumm).

Mbl NpUMeM Bce HEOBXOAMMbIE Mepbl BMOTh J0 0bpalleHuns B HaumoHanbHbIN LEHTP no 6opbbe ¢
akcnnyaTtaumen n noxuiweHmem geten (NCMEC), ecnm HaMm CTaHET U3BECTHO O KOHTEHTE C
N306paxeHNeM HECOBEPLLIEHHONETHUX B CEKCYaSlbHOM KOHTEKCTe. ECNN Bbl cunTaeTe, YTo pebeHokK B
OMacHOCTU UIM eMyY YTPOXaeT CekCyanbHOe HacUIne Uin NOXMLLEHNE, He3aMedJIMTENbHO 0bpaTnTech
B MECTHblE NPaBOOXPAHNTENbHbIE OPraHbl U CBAXMUTECH C OpraHn3aL el no 3almuTe npas geTen

KpoMme Toro, 3anpeLeHbl NpuUoXeHus, NpefHasHayeHHble AN eTeN, HO cofepyKalime maTepuansl ans
B3POC/IbIX, B TOM UuChe:

* MPUITOXEHNS CO CLIEHAMWN HacuUnus, N306PaXEHNIMU KPOBU U yBEUU;

* MPUSIOXKEHNS, KOTOPbIE AEMOHCTPUPYIOT AN MOOLLPSIOT OMNACHbIE UMK MPUYMHSIOLLME BPes,
OencTBu.
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3anpeLueHbl NPUNoXeHNs, GopMUpytoLLMe HeraTUBHOE BoCcnpuaTme cebs n CoObCTBEHHOIO TeNa,
HanpuMep Te, KOTOpble M306paXxatoT B PasBeKaTeNbHbIX LENSX NAacTUYEeCKYO XUPYPruto, NoTepLo
BeCa N Apyrme KOCMeTMYeckne KoppekTUPOBKM BHELIHErO BUaa.

MNpaBuna B oTHoWwEeHUM cTaHAapTOoB 6e30nacHOCTU feTen

CornacHo TpeboBaHusm Google Play npunoxeHus onsg 3HakoMCTB 1 OBLEHUS JOMXKHbI
COOTBETCTBOBATb MPAaBU/IaM B OTHOLIEHWN CTaHAAPTOB 6€30MacHOCTN AeTew.

Tpe6OBaHI/I$I K 3TUM NPUNTOXEHNAM!

« Ony6nukoBaHHble cTaHAapPTbl. He06Xx0aMMO pa3MeCcTUTb SBHbIM 3anpeT Ha UCMOIb30BaHWE
MPUNOXEHWS B CBA3W C CEKCYaslbHbIM HAaCKUMEM Hal AETbMM 1 IKCMnyaTaunen geten. Ero MoxHo
ony6MKoBaTh B 06LWEAOCTYMHbIX YCNOBMAX UCMOMNb30BaHMUS, NpaBuiax coobLecTsa Unm Apyrux
npasBunax 4 nonb3oBaTenen.

+ C60p OT3bIBOB B NPUNIOXEHUU. BaM HYXXHO NOATBEPANTb, UTO B MPUIOXEHUM Y NOMNb30BaTENEN eCTb
BO3MOXHOCTb OTMNPaBAATb OT3bIBbI, Xanobbl ¥ BOMNPOCHI.

« bopbb6a ¢ KOHTEHTOM, NPEeACTaBAAIOWMUM HECOBEPLLUEHHONETHUX B CEKCYalbHOM KOHTEKCTE. Bbl
LOMKHbI MOATBEPAUTD, YTO NPY OBHAPYXXEHUN B MPUSTOXEHMMN NMOJOOHBIX MaTEPUANOB BYLYT NPUHSTHI
Hagnexalume Mepbl (BkNoyasl, yaaneHue Takoro KOHTEHTa) B COOTBETCTBUM C OMyHIMKOBaHHbIMM
BaMW CTaHAAPTaMu Y MPUMEHNMBIM 3aKOHO[,ATENIbCTBOM.

« CobniopaeHue 3aKOHOB B OTHOLEHUM 6e30nacHOCTU AeTel. Bbl JOMKHbI MOATBEPAMUTD, YTO
NPUNOXeHNe COOTBETCTBYET AENCTBYIOWEMY 3aKOHOL,aTENIbCTBY B OTHOLIEHUM 6E30NacHOCTM AeTen,
B TOM 4KClie NO3BOSISET OTNPABAATL Xanobbl Ha KOHTEHT, NPELACTABMSAOLWMN HECOBEPLIEHHONETHNX B
cekcyanlbHOM KOHTEKCTe, B HauumoHanbHbIn LeHTp CLUA no npobrnemam nponasLvx 6e3 BeCTu 1
NOABEpPratoLMXCcs aKCNIyaTaunm GeTer UM NOXOXYIO MECTHYIO OpraHM3aLms.

* UHdopMaLmsa o KOHTAaKTHOM NuLEe No BonpocaM 6e3onacHocTu geten. Google Play MoxeT
npuCbINaTh YBEAOMIIEHUS O TOM, YTO B BaLLEM MPUIOXEHWUUN UK Ha Ballel NnaTdopmMe o6HapyXeH
KOHTEHT, CBA3aHHbIN C CEKCYasnbHbIM HAaCUIIMEM Haf, AETbMU 1 SKCNyaTaunen geten. B npunoxexHmm
HY>HO yKasaTb, KTO ByAeT nonyyaTts Takie CoobLeHus. ITOT NPeacTaBuTesNb AOMKEH 3HaTb, KaK Bbl
npoBepsieTe MaTepuasbl U YTO LeNaeTe B CllyYae HapyLWEHWUI, U NPU HEOBXOAMMOCTU NPUHMMATb
Mepbl.

Bbl MOXeTe y3HaTb 6onbLe O NepeyncrieHHbIX TPe6oBaHMaX U UX COBMIIOAEHNIN.

Henpuemnembin KOHTEHT

Mbl cTpemMumcs K ToMmy, 4Tobbl B Google Play 6bino 6e30nacHo 1 KOMPOPTHO BCEM MOJSIb30BATENSAM.
Hwvxe nepeyncrneHbl BULbl KOHTEHTA, KOTOPbIV CYMTAETCS HENMOQOOAWUM 1 MOXET NPUYUHUTD JIOAAM

Bpeg.

KoHTeHT CEeKCyalibHOro Xxapakrtepa u HeI'IpMCTOIhHaﬂ JIeKCunka

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, COLepPXalle UMK NPOABUratoLLne MaTepuasbl HENMPUCTOMHOTO
UNK cekcyarnbHOro xapaktepa (Hanpumep, nopHorpaduio) 1 NobON KOHTEHT UAK YCAyTW,
npeaHasHauyeHHble A8 CEKCYabHOro yA0BeTBOpeHWs. KpoMe TOro, 3anpeLyeHsl NpUaoXeHms 1
KOHTEHT, B KOTOPbIX, MO BCEN BUAMMOCTU, PEKNAMUPYIOTCS MU NPEAIaraloTCsa CeKCyasbHble YCnyru,
npepocTaBseMble 3a BO3HarpaxaeHue. Takke HefomnyCTMbI MPUOXEHMs, KOTOpble CopepXaT uiu
NPOABUraloT KOHTEHT, CBA3aHHbIN C 9KCMTyaTaTOPCKUM CEKCyasibHbIM MOBEAEHUEM, UMK
pacnpoCTPaHAOT MaTepuanbl CEKCYanbHOro xapakTtepa 6e3 cornacusi MpUCYTCTBYIOWMX B HUX L. Mbl
MOXEM CAenaTb UCKMOUEHWE AN COAEPXKALLErO HAaroTy KOHTEHTA, ECNIM OH B OCHOBHOM MMeeT
06pa3oBaTeNbHbIe, XYAOXECTBEHHbIE, LOKYMEHTANbHbIE UIN Hay4HbIE LiENU U He NpefHa3HaueH
BbI3bIBaTb CEKCYarnbHOE BO3BYXaeHMeE.

B NpunoxeHunsx ¢ Katanoramu KHUr 1 GunbMOB pasfMyHON TEMaTUKM Pa3pellaeTcs PpacnpoCTPaHsTh
KHUIM (B TOM YMChE BNEKTPOHHBIE M3OaHUS U ayANOKHUIM) U BULEO C KOHTEHTOM CEeKCyarnbHOro
XapakTepa, ecnv cobnioaarTca creayoLmne yCrnosus:
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« KHUMM 1 GUNbMbl C KOHTEHTOM CEKCYasIbHOro XapakTepa COCTaBNAOT Mayto A0S0 OT 06LWero uncna
MaTepuanos, NPeacTaBleHHbIX B KaTanore.

+ B npunoxeHUn HET aKTUBHOMO NPOABUXEHNS GUITbMOB UMM KHUT C KOHTEHTOM CEKCyasibHOro
xapakTtepa. Takve Npon3BeneHNs MOryT NOSBIATLCS B PEKOMEHAaLMAX Ha OCHOBE UCTOPUN
AEVNCTBUI NONb30BaTeNs UMW BO BPEMS PEeKSTaMHbIX akLWNA.

+ B npunoxeHun He pacnpoCTPaHAIOTCH KHUMM UK GUNbMbI, B KOTOPbIX €CTb KOHTEHT, CO3AatoLLMiA
yrposy ans geten, nopHorpadus Unm gpyrue matepuasbl CEKCYanbHOrO XxapakTepa, 3anpeLleHHble
LEeVCTBYIOWNM 3aKOHOLATE/IbCTBOM.

+ MpunoxeHune 3alnLLaeT HECOBEPLIEHHONETHUX, OrPaHNYNBas UM BOCTYN K KHUraM 1 ¢puibMam C
KOHTEHTOM CeKCyasibHOrO XapakTepa.

Ecnn NpUNoXeHne CoaepXXnT MaTepumanbl, KOTOPble HE OTBEYaloT yKa3aHHbIM 30€eCb NpaBunam, HO
CUYMTaKOTCAa YMECTHbIMK B onpefeneHHOM permoHe, OHO MOXeET ObITb OOCTYNHO B 3TOM pernoHe, HO He B

LPYrux.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

N306paxeHus, Ha KOTOPbIX MPUCYTCTBYIOT: OBHAXXEHHbBIE NIOAN B CEKCYaSIbBHOM KOHTEKCTE U/UNK
opeTble Henopobatole A1 NOSBNEHWS Ha Ny6IMKe; HEMPUCTOMHBIE NO3bl, MPUYEM NIOAM, UX
NPVYHUMaIOLLME, NOYTU UM MONTHOCTBIO Pa3aeThl MO0 UX N306PaXEHME Pa3MbITO.

.

l/I306pa>KeHm|, aHMaunn n UNNICTPaunmn, cogepXxaline cekCyanbHble CUEHbl U Bbi3bliBaloW e NO3bl
nnun npeacrtasngowimne otTaesnbHble YaCTu Tena B CEKCYyaJlbHOM KOHTEKCTE.

KOHTEHT, KOTOPbIN COAEPXKUT U30BPaKEHNE CEKC-UTpYLIEK UMK GETULLEN, ABNSETCH PYKOBOLCTBOM
MO CEKCY UM CBA3aH C HE3aKOHHbBIMU CEKCYarbHbIMY MPaKTUKaMMU.

.

KOHTeHT, copep>aLumin HEMPUCTONHYIO NIEKCKKY, B TOM YMCTE OCKOPOUTENbHBIE BbIPAXEHNS,
OTKPOBEHHbIE TEKCTbI U KITKOYEBbIE C/TOBA, CBA3aHHbIE C CEKCOM UM TEMaMK NSl B3POCHIbIX.
Mop06HBIN KOHTEHT TakXe 3anpeLLeH Ha CTpaHMuax npunoxenun B Google Play.

.

KOHTEHT, onuncbiBaoLWmMI, N306paxatoLimin UK NOOLLPSIOW NI 300bUIKIO.

.

MpUNoXeHWs, NPOABUraloLLMe CEKCYallbHble Pa3BliIeYEHNs, SCKOPT UK Apyrue GopMbl CEKCYasTbHbIX
YCRyr, KOTOpPble NPEfOCTaBNATCS 38 BO3HArpaXxneHue, B TOM YMCe CEPBUCHI, CMOCOBCTBYOWME
3HAaKOMCTBaM W/ JOrOBOPEHHOCTSM O CBMAAHUSX, Me OAMH U3 y4aCTHUKOB NpepsiaraeT gpyroMy
AEeHbr1, NoJapKN UM GUHAHCOBYHO MOAAEPXKKY.

.

MPUNOXeHNs, B KOTOPbIX NOAEN YHUXKAIOT UM pacCMaTPUBAIOT Kak CeKCyasbHbIN 06beKT.
Hanpumep, ctoga OTHOCATCS YTBEPXKAEHMS, YTO NPUNOXEHNE MOXET BUPTYasnbHO pasfeBaTh NMogen
WM NMOKa3biBaTb TO, YTO CKPbITO MOA OAeXA0N (faXe B Ka4ecTBe WYTOK U PO3birpbILLen).

KOHTEHT UNn fencTBIS, CBA3aHHbIE C Yrpo3aMu UMK SKCMyaTalmen CeKCyabHOro XxapakTepa,
BK/toUYas GpoToCHEMKY 6E3 paspelleHns, 3anncb BUAEO 1 GoTorpadpupoBaHne CKPLITON KaMepown,
n306paxeHns cekcyanbHOro xapakTepa, co3faHHble 6e3 paspelieHuns B Buae gunderika uam ¢
NMOMOLLbIO aHaNOTMYHbIX TEXHOMOTUI, @ TaKXXe OCKOPBUTENbHbIE MaTepuanbl.

ID,VICKpVIMVIHa LNOHHbIE BblICKa3blBaHUS

3anpeu.LeHo I'Iy6J'IVIKOBaTb NPUNoXeHund, nponaraHgupytowmne Hacunme Unn pas3xurarouime HeHaBnUCTb K
KaKMM-nnbo Jindam n coumanbHbIM rpynnaM Ha noyvse pacosoﬁ, STHUYECKOWN UNn HaLI,I/IOHaﬂbHOIZ
NPUHaANEeXXHoOCTW, BeponcnosenaHud, MHBanngHOCTK, BO3PaCTa, CTaTyCa BETepaHa, ceKcyaanoﬁl
OopueHTauun, nona, reH,u,epH0|7| NOEHTUYHOCTU, KaCTbl, UMMUTPALLMOHHOIO CTaTyCca U apyrmnx
NPU3HAKOB, CBA3aHHbIX C cucTemMaTUiYeckom JJ.VICKpVIMMHaLI,I/Iel;I nnn MaprMHanmaaumeﬁl.

MpunoxeHus, cogepxalune obpasoBaTenbHble, XyA0XKECTBEHHbIE, AOKYMEHTasbHbIE U HayYHble
MaTepunanbl Ha TEMY HaLM3Ma, MOTYT 6bITb 3a610KMPOBaHbI B HEKOTOPbIX CTPaHax B COOTBETCTBUN C
LEeNCTBYIOWMNM 3aKOHOAATEIbCTBOM.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

+ KOHTEHT nnu yTBEPXAEHUS, NPU3BaHHbIe YOeaNTb B TOM, YTO ONpefeNieHHas rpynna niogen Skoobl
HEerMonHOLEHHa, HEHOPMaSibHa UMK 3acCiyXUBaeT HEHABUCTU.



. I'Ipmnoervm, cogepXxauwme oUCKpUMMHaUMOHHbIE 3adB/IieHNd, CTepeOoTunbl MK TEOPUN O TOM, YTO
onpeneneHHon rpynne nogen akobbl NPUCYLLM HEraTUBHbIE XapaKTEPUCTUKM (HanpuMep, XagHOCTb
UM 6E3HPABCTBEHHOCTb). NPUINOXEHNS, B KOTOPBIX SBHO UJIN HESIBHO YTBEPXAAETCS, UTO HEKas
rpynna nogen npeacTaBnseT cobon yrpoay.

+ MaTepuanbl Un BbiCKasblBaHUS, CO3AaHHbIe A8 TOro, YTobbl yb6eanTb gpyrnx B TOM, YTO flo4en
MOXHO HEeHaBUAETb UMK NOABEpPraTb AUCKPUMMHALUM Ha OCHOBaHUUN NMPUHAAIEXHOCTU K
onpepeneHHoun rpynne.

. MaTepmanbl, KOTOpPble npoaBuratoT noseneHme, anVI6yTVIKy, cpnarm, CUMBOJ1bl NN 3HAKWU OTNU4uU4,
CBsI3aHHbIE C rpynnamu, nponaraHaMpyoLWnMMmM HEHaBUCTb.

Hacunwue

3anpelueHo nNy6nmMKoBaTb NPUIOXEHMS, KOTOpble N306paXatoT onacHble AeNCTBUS UK
HeonpaBhaHHOE Hacuve, a Takke CnocobCTBYIOT UM. MpunoxeHus, N306paxatoLie BbiMbILIeHHOe
Hacunve B KOHTEKCTE Urpbl, Kak NPaBuUo, paspelleHbl. Hanprmep, B urpax o6 oxoTe unu peibaske, a
TaKXe NMOCTPOEHHbIX Ha ClOXEeTax MyrbThUIbMOB.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUI:

« PeanncTuyHble n3obpaxeHns nnm noapobHbie ONMCaHNa HAaCUTbCTBEHHbIX AENCTBUIM MO OTHOLWEHMIO
K YeNloBEKY UJIN XMBOTHOMY.

+ MpunoxeHus, NponaraHgmpyloLne caMoybuincTBo, NpuunHeHne cebe Bpeaa, HapyLeHne NUeBoro
NoBeAeHUs, Urpbl C achUKCUEN U Apyrve AencTBUs, KOTOpble MOTYT NPUBECTU K CEPbE3HbIM TPaBMaM
NI CMEPTHN.

HacunbcTBeHHbIN 9KCTpeMU3mM

Mbl He MO3BOMIIEM TEPPOPUCTUYECKUM UNU APYTM OMACHBIM OPraHU3aLMUaM UK OBUXXEHUSM, KOTOPbIE
B35IM Ha cebsi OTBETCTBEHHOCTb 3a akKTbl HACUNS B OTHOLIEHWUW FPaXAaHCKMX NiL, Y4acTBOBASIM B HUX
WV FOTOBUNUCH K HUM, Ny6nnkoBaTb npunoxerus B Google Play pns niobbix Lenen, Bknoyas
BepOOBKY.

3anpeu.|,eHb| NPUNOXeHNs, B KOTOPbIX COOAEPXNTCA KOHTEHT, CBSI3aHHbIV C HACUJIbCTBEHHbIM
OKCTPEMU3MOM, a TaKXe MaTepunanbl, Kacalolwmecsd nilaHMpoBaHUA, NOArOTOBKN UJTN NOOLWPEHUA
Hacunmga B OTHOWEHNK rpaxXgaHCKux nuu, HanpuMmep nponaraHgmpyrowmne TeppopurucTnyeckyto
[OEeATeNIbHOCTb, NPU3biBaloOUIME K HAaCUNIKO U NpocnaBngdtoWme TepakThbl. Ecnu Takom KOHTEHT
COAEepPXNTCA B Ballnx o6pasoBaTeanb|x, AOKYMEeHTallbHbIX, HAay4HbIX NN XyA0XXECTBEHHbIX
MaTepuanax, conposogunTe ero HeO6XO,D,MMbIMVI NOACHEHNAMN.

3anpelyaeTcs Ny6IMKOBaTh NPUNOXEHUS, KOTOPbIE CMEKYNMPYIOT Ha COBLITUSIX, TPEBYIOLLNX
LEeNUKATHOrO OTHOLIEHMWS U MMEIOLMX CYLLEeCTBEHHOE COLMANbHOE, KyNbTYPHOE UN NOAUTUYECKOE
BrvsiHMe (rpaXzaaHckue YpesBblualHble CUTyaLMK, MPUPOAHbIE KaTakIM3Mbl, YpEe3BblYaNHbIE CUTYaLLMN
B chepe 30paBOOXPaAHEHUS, KOHPAMKTbI, CMEPTU U Apyrue Tparnyeckme cobbiTus), UK BbipaxatoT
KpaiiHee npeHebpexeHne uMun. MpunoxeHns, Cogepxallme Matepmarnsl 0 CobbITUM, TpebytoLem
LENVKaTHOrO OTHOLIEHUS, MOTYT ObITb Pa3peLleHbl. ITO KACAETCS ClyYaeB, KOrAa KOHTEHT UMeeT
06pa30BaTENbHYI, [OKYMEHTASbHYIO, HAYYHYHO UM XyLOXECTBEHHYIO LLEHHOCTb JIM60 COo3aaH, YTOOb
npepynpenuTb UNn NPoMHGOPMUPOBATbL NONbL30BaTENEN 06 3TOM COBBLITUN.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIeHUN:

N3peBaTenbcTBa U yrpossbl

3anpeLleHo nybnnmkoBaTb NPUNOXEHUS, COAEpXaLLMe Yrpo3bl, U3geBaTeNbCTBa U LOMOraTeNbCTBa, a
TaKXe CnocobCTBYIOWME COBEPLIEHUIO TaKUX BEUCTBUN.

BoT npuMepbl Hanbornee pacnpocTPaHEHHbIX HapYyLUeHUN:

» VlapeBaTenbCcTBa Hap, XepTBaMu MeXAOyHapOOHbIX NN PENUTNO3HbIX KOH¢J'IVIKTOB.



+ MaTtepuansl, HanpaBneHHbIE Ha SKCMyaTaLMIO APYTUX JII0AEN, HanpUMepP Ha BbIMOraTenbCTBO UK
WaHTax.

« PasmeleHune MaTepuranoB C Lenbto I'IY6J'IVI‘-|HO KOFro-TO YHU3UTb.

+ Hamagku Ha nvu, NocTpafaBLUKX B pe3ynbTaTe TPparmiyeckoro cobbiTvs, v Ha UX POLCTBEHHUKOB U
Apys3en.

OnacHble ToBapbl

3anpelyaeTcs Ny6MKOBaThb NPUIOXEHUS, C MOMOLLBIO KOTOPbIX MOXHO NPUOBPECTU B3PbIBYATHIE
BELLECTBA, OFHECTPENIbHOE OpY>KMNe, MaTPOHbI, @ TakKe HEKOTOPbIe AeTanu A1 OrHECTPENbHOro
opyXusi.

« 3anpelyeHbl geTanu n npucrnocobneHns, KOTopble NO3BONSIOT UMUTUPOBATL aBTOMATUYECKMI OrOHb
WAV NpefHa3HaveHbl 4Nis nepemnenkv opyxus B aBTOMaTUYECKOE, B TOM YNCIIE NOABUXKHBIE NOXN,
aBTOMaTUYeckue CrnyckoBble YCTPONCTBA, Habopbl Ana nepeobopynoBaHNa OpYXUS, a Takxe
MarasuHbl 1 NIeHTbl, cogepxalune 6onee 30 NaTPOHOB.

3anpelyeHo nybnmkoBaTb MPUIOXEHWS, CofepXXalume MHCTPYKLMM MO NPOU3BOLACTBY B3PbIBYATbIX
BELLECTB, OFHECTPENIbHOIO U APYroro opy>us, NaTPOHOB, @ TakXe 3anpeLLeHHbIX feTanemn ans
OrHECTPENbHOrO OPYXMUSs. OTO OTHOCUTCS B TOM YMCNE K UHCTPYKLMSM MO MMUTALMN aBTOMaTUYECKOrO
OrHS NN Nepepernke OrHeCTPENbHOrO OPYXUs B aBTOMaTUYeCKOoe.

MapwuxyaHa

3anpelyeHo ny6bnmMkoBaTb NMPUOXEHWS, C MOMOLLBIO KOTOPbIX MOXHO NPUOBPECTM MapuXyaHy Uiu
NPOAYKTbI C HeW (HE3aBNCKMMO OT TOFO, HACKOJbKO Takue MOKYMKW 3aKOHHbI).

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

« MpuUnoxeHus, B KOTOPbIX NMONb30BAaTENM MOTYT 3aKa3aTb MapMxXyaHy C MOMOLLbIO BCTPOEHHOM
KOP3MHbI.

» CepBUChHI, KOTOPbIE MOMOralOT NONb30BATENIAIM OPraHN30BaTb OCTaBKY MapUXyaHbl.

« CepBMUCbI, KOTOPblE 0BNEryaloT NPUobpeTEHNE NPOAYKTOB, COAEePXalLMX TETParnapokaHHabuHor, B
TOM YKCne Macen Ha OCHOBe KaHHabuaunona.

Tab6auHble n3penusa 1 ankorornb

3anpeu.|,eHo I'Iy6J'IVIKOBaTb NpUNoXeHnd, C NOMOLLbIO KOTOPbIX MOXXHO NMOKyNnaTb TabayHble n3penus un
copjepXalime HUKOTUH ToBapbl, B TOM YNCNE SJIEKTPOHHbIE CUrapEeThI, BENMbl 1 cocaTesbHbIN Tabak, a
TaKXe NpUnoXxeHus, noowpdtowmne He3akoHHOE nnnm HepgonycTtnumMoe n0Tpe6neH|/|e ankorons, Tabaka
NN HUKOTUHa.

OononHuTenbHaa nHdopMaums

« 3anpelyaeTca M306paxaTb TO, Kak HECOBEPLIEHHONETHME YNOTPEbNSIOT Un npruobpeTatoT
anKorosibHble HanUTKK 1 TabayHble na3pnenuga. Takxe He pa3peleHOo NooWpATb UX NpoAaxy AeTaM 1
nobyxpaaTb HECOBEPLIEHHONETHMX NOTPEBNATb Takue NPOAYKTbI.

« HeponycTumbl MaTepuansl, Nofpa3dymMeBatolme, 4To ynotpebneHve Tabaka MOXeT NOBLICUTb
WHTENNEKT, CTaTyC B OBLWECTBE NN YNYUWNTb NPOPECCUOHANIbHOE MONOXEHNE, CEKCYalbHYHO XMU3Hb
unu epusmyeckyto popmy.

+ He paspeluaeTtcs co3gaBaTb NONOXMTENbHbIM 06pas3 Ype3MepHOro ynoTpebneHuns ankorons, B TOM
yncne 3anoeB Y COPEBHOBAHUIA MO PACAUTUIO CAMPTHbBIX HAMUTKOB.

+ 3anpelyaeTca peknammnpoBaTh, MPOABUraTh 1 SBHO AE@MOHCTPMPOBaTbL TabayHble nagenus. 3To
TakXXe OTHOCUTCS K CBA3aHHbIM C HUMM HaHHepaM, KaTErop1sM TOBAPOB 1 CChIfIKaM Ha CanTbl, rae
npopaetcs Tabak.

+ Mbl MOXeM pa3peLnTb OrPaHNYEHHYIO MPOAAXY TabauHbIX U3AENVI B MPUNOXEHUSX AN OCTaBKU
elbl/NPOAYKTOB B HEKOTOPbIX PEFMOHAX NP YCOBUM COBMIOAEHNS 3aLLUTHBIX MEP MO NPOBEPKE



BO3pacTa (Hanpumep, NPoOBEPKM YAOCTOBEPEHUS IMYHOCTU NPU LOCTaBKE).

* Mbl MOXeEM pa3pewnTb npoaaxy ToBapoB, PpeKNaMnUpyemblxX B KayeCTee NoOMOoLWM ond n36aBneHns ot
HUKOTMHOBOW 3aBMCUMOCTH, npun ycnosun cobnogeHns 3alnTHbIX Mep No nNpoBepkKe BO3pacTa.

PurHaHcoBbIE YCnyrU

3anpelyeHo nNy6nmkKoBaTb NPUNOXEHWs, NPefoCTaBAoWMe NoNb3oBaTeNsaM JOCTYN K BBOAALWMM B
3abny>xgeHue unm BpefoHOCHbIM GUHAHCOBLIM NPOAYKTaM U yCyram.

PUHAHCOBbIMYM CUMTAIOTCS BCE npoayKTbl N yCNnyru, CBa3aHHbI€ C ynpaBieHNeM ¢VIH8HCaMVI,
MHBECTULNAMU N KPUNTOBANOTaMKN, B TOM YMCne NepCoHalibHble KOHCYNbTaunun.

Ecnwv Balle npunoxexve npegnaraeT Uan peknammpyeT GUHaHCOBbIE NPOAYKTbI U YCIYr1, OHO BOMKHO
COOTBETCTBOBaTh TPEBOBAHUAM FOCYAAPCTBEHHOMO Y MyHULMMANIbHOrO 3aKOHOAaTeNIbCTBa BO BCEX
CTpaHax v permoHax, ans KOTopbiX OHO NPeaHa3HaueHo, —Hanpumep, CogepxaTtb MHPopMaLmio, 0cobo
OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

PaspaboTumkam NpUnoXeHun, B KOTOPbIX ECTb GUHAHCOBbIE QYHKLMUM, HYXXHO 3aMOnHUTL CnelnanbHyo
neknapaumio B Play Console.

3anpelleHo ny6nmMkoBaTb NMPUNOXEHWS, MO3BONAOLLME NOJIb30BATENAM TOProBaTh GUHAPHbLIMM
onuMoHaMu.

Kpepautbl

CornacHo HawuM npasunaMm, K NoTpebuTenbCKMM KpeanuTam OTHOCATCA CCYAbl, E4MHOBPEMEHHO
Bbl@aBaeMble GU3NUYECKUM NULLOM WU OPTraHN3aLMen OTAENBHOMY KIIMEHTY He Ang NpUobpeTeHus
OCHOBHbBIX CPEACTB UM OnniaThl 06pa3oBaHUs. YTo6bl TOTPEOUTENN MOTIN MPUHATL B3BELIEHHOE
pelueHne, HeOBXOAMMO NPEfOCTaBUTb UM CBELEHUS O KaUeCcTBe, XapakTepuUCTNKax, KOMUCCUN,
rpadukax noraleHus, puckax u NPeMMyLLEecTBax KpeauUTHbIX MPEeaIOKEHNA.

+ MpuMepbl: NOTPeBUTENBCKME KPEAUTBI, KPEAUTbI HANMIMYHBIMK, 3aMbl MEXAY GU3NYECKMMU NKLLAMY,
KpeguTbl Nog, 3anor aBToMobuns.

- B 3Ty KaTeropuio He BXoaAaT: MNoTeKa, KpeanTbl Ha NOKYNKY aBTOMO6MNEN 1 BO3OOHOBNAEMbIE
KpeauTbl, B TOM YnCne KapTbl U MepCOoHaNbHble KPeAUTHbIE CYETa.

K 3aiMaM B cueT 3apaboTHOW MiaThl OTHOCATCH GUHAHCOBBIE YCNYT, C MOMOLLbIO KOTOPbIX
bU3MUecKoe NMLO MOXET MOYYMTb YaCTb 3aPaboTaHHbIX UM (HO eLwé He BbiMnaveHHbIX
paboTopatenemM) CpeacTB. 3aiMbl TAkOro TUMa UMEIOT CreaytoLme OTANYNS OT KNaCcCUYECKNX
KpeamToB:

« MexaHu3M noralieHus. 3aiM BO3BpaLLaeTCs aBTOMaTUUYECKN: CyMMa BblUMTAETCS N3 3apaboTHOM
nnaTbl UK BbINSIaYMBAETCA Yepes aBTONATEX, NMOAKMOYEHHbIM K BAHKOBCKOMY CYeTy Nonb3oBaTens.
Mpu HeycnewHoM aBToniaTexe fONOSIHUTENbHbIE MPOLEHTbI, MEHW UM KOMUCCUN HE B3UMAIOTCS.

+ OrpaHnyeHne Ha OCHOBE Aoxoaa. MakCuMMasbHO OOCTYMHbIN 3aM CTPOrO OrPaHUYEH CYMMOW, YXe
3apaboTaHHOW NONIb30BaTENEM B TEYEHME TEKYLLErO MIATEXHOro NEPUOAA, MOSTOMY HE MOXKET
BbIaBaTbCs B CUET OyAyLLMX AOXOLOB.

« CTpykTypa komuccui. K 3aiMam B c4eT 3apaboTHON NyiaTbl HE MPUMEHSIOTCS NMPOLEHTHbIE CTaBKU.
3a 1cnonb3oBaHWe Takux YCIyr CepBUC B3MMAET HEBONbLLYIO KOMUCCUIO: GPUKCUPOBAHHYIO UK B
BMAE NPOLEHTHOM [OMN OT TpaH3akuun. OBOCHOBAHHOW CYMTAETCS MUHMMASIbHAs U NPO3paYHas
KOMUCCUS, OTpaXkaroLas peasibHyt0 CTOMMOCTb NPenoCTaBleHnst yCnyri n He obpemMeHnstouLas
nonb3osaTens. Hanpumep, koMmccua moxeTt coctaBnatb 1-5 gonnapos CLUA 3a TpaH3akuumio nunm 1-
5 % OT BbI4AHHOrO 3alrMa.

« OTCyTCTBME 3anucen B KpepuTHOM nctopun. OBbIYHO CEPBUCHI, Npeafiaratolmne 3aMbl B CHET
3apaboTHON NnaThl, HE NEPEeRAIOT CBEAEHMS O TPAH3aKLMSAX B KPEOUTHbIe 60pOo, NOITOMY YCIyru
TaKoro TWMa He BAWSIOT Ha KPEQUTHBIN PENTUHT 1 HE CMIOCOBCTBYIOT POCTY LONTOCPOYHbIX LOSITOB
nonb3oBaTens.


https://play.google.com/console/app/app-content/financial-features

Ecnwv Bbl Nnpepniaraete NoTpebuTenbckue KpeauThl, B TOM YACHE BbILAETE UX HAMPSAMYLO, 3aHUMaeTeCh
npuvBneYeHNEM NOTEHLMANbHBIX KIIMEHTOB UM NOMOraeTe NOTPebUTENsSM CBS3bIBATLCH CO CTOPOHHUMMU
kpepmTopamu, BoibepuTe B Play Console kaTteropuio "®uHaHChI" s NPUNoXeHns n 0693aTenbHO
yKaxuTe cnepyouyto MHGopMaLmio B ero MeTafaHHbIX:

* MUHMMASbHbIM U MaKCHMaSbHbIN nepuop noraweHna gonra;

* MaKCUMasbHYO FrOf0BYIO MPOLEHTHYIO CTaBKY, B KOTOPYHO OObIYHO BXOAUT CTaBKa Mo KpeauTy, a
TakXe KOMUCCUM 1 MPOYNE PACXOAbl 3a FOf, UMK APYryHo aHaNornyHyto CTaBKY, OTBEYAIOLLYIO
TpeboBaHNAM MECTHOIO 3aKOHOLATENbCTBA;

+ MoKasaTenbHbIV NPUMEpP pacyeTa obLen CTOMMOCTU 3aiMa, BKOYas OCHOBHYO CYMMY [Ofra 1 BCe
LEeVCTBytoLNEe KOMUCCUY;

NONUTUKY KOHPUAEHLUMANBHOCTY, B KOTOPOW NOAPOBHO ONNCAHO, KaK U A8 YEr0o NPUNOXEHNE
cobupaeT 1 UCNOoNb3YET JIMYHbIE U KOHOUAEHLMaNbHbIE NONIb30BaTENbCKUE AaHHbIE, a TakKe
nonyyaeT U NPefoCTaBnseT K HUM LOCTYN B COOTBETCTBUMN C OrPaHUYEHUSIMU, YKa3aHHbIMU B 3TOM
npasune.

3anpeLueHo ny6nnkoBaTh NPUOXEHWS, NpeaaratoLwmne NnoTpebuTenbckne KPERNTLI, KOTOPbIe
HEOB6XOAMMO MOMHOCTHIO NOracuTh B TeueHWe 60 fHel Nocne Bbifaun nnm paHblue (KpaTKocpoUHble
notpebutenbckue KPeAnTHI).

Ecnwv Bbl NpepfiaraeTe 3aMbl B CYET 3apaboTHOM MaThl, B TOM YUCHE BbIfAETE UX HAMPSsIMYIo,
3aHUMMaeTeCh NPUBMIEYEHNEM NOTEHLNANBbHbBIX KIIMEHTOB MM MOMOraeTe NOTPebUTENSIM CBA3bIBATLCS
CO CTOPOHHUMM KpeguTopamu, BolbepuTe B Play Console kateroputo "®uHaHCbI" fns NPUIOXeHNS 1
0693aTENbHO YKaXMTe CnefyoLyto MHGOpMaLMo B ero MeTafaHHbIX:

* yCnoBuga noraweHua oonra;

+ BCE KOMWUCCUK, B TOM YUCTIE 3a MCMOMIb30BaHME YCNyru, 3a TpaH3aKLUMK, a Takxe Nobble apyrue,
LEeVCTByloLMNe Npu Bblgaye 3anMma;

+ MoKasaTenbHbIN npumMmep pacyeta o6u.|,e|7| CTOMMOCTM 3aliMa, BKJIl0Yasi BCE KOMUCCUN;

NONNTUKY KOHq)VI,D,EHLI,I/IaJ'IbHOCTI/I, B KOTOpOl;I I'IOJJ,pO6HO OMUCaHO, KaK 1 Ongd Yyero npunoxeHune
co6V|paeT M ncnonb3yeT JInYHblE N KOHq)VI,D,eHLI,VIaJ'IbeIe nonb3oBaTeNbCKNUE AaHHbIE, @ TakXe
nony4vaeT 1 npenocTtaBndeT K HUM OOCTyn B COOTBETCTBUM C OrpaHNYEHNAMU, YKa3aHHbIMAN B 3TOM
npasune.

Y Hac fOonXHa 6bITb BO3MOXHOCTb YCTaHOBUTb CBA3b MEX[Y BallMM akkayHTOM pa3paboTumnka u
No6bIMU NTMLEH3NAMM U JOKYMEHTaMU, KOTOPbIE Bbl OTNPAaBNSeTe HaM AN NOATBEPXAEHUS NpaBa
NpenoCcTaBnNaTh NOTPEBbUTENLCKME KPeanTbl. Mbl Tak)ke MOXEM 3anpoCUTb AOMONHUTENbHbIE CBEAEHMUS
NV LOKYMEHTbI, YTOBbI yOEAMTHCS, YTO Bbl COBMIOAAETE MECTHOE AENCTBYIOLEE 3aKOHOAaTE/IbCTBO.

MPUNOXeHWs, B KOTOPbIX MPefnaraTcs NoTpebuTenbcke KPeauTbl UM OCHOBHBIM Ha3HaYEeHNEM
KOTOPbIX SBMSETCS MOMOLLb B MOMYYEHUN TakUX KPeauTos (HanpuMep, NoUcK KIIMEHTOB UK
NOCPEefHUKOB), MPUSTOXKEHMS, FAe MOXHO OTKPbIBaTb KPEAUTHbLIE TMHUK, BCTIOMOraTebHble
MPUNOXEHWS ONS XENAOWMX B3ATb KPeauT (HanpuMep, KPeauTHbIE KanbKyNsaTOPbl, CMPaBOYHMKM MO
KPEOMUTHbIM YCNOBUSAM U T. A.), @ TakxKe NPUIOXKEHWS, B KOTOPbIX MPELoCTaBATCS 3aMbl B CHET
3apaboTHON NnaTbl, He AOMKHbI UMETb AOCTYN K KOHPUAEHLUMANBHOM MHPOPMaLUK, B TOM YMce
doTorpadusM 1 KOHTaKTaM. 3anpeLaeTcs Cnomnb30BaTh CNEAYOLME PaspELLEHNS:

« Read_external_storage;
« Read_media_images;

« Read_contacts;

+ Access_fine_location;

+ Read_phone_numbers;
+ Read_media_videos;

Query all_packages;
« Write_external_storage.



K npunoxeHusam, B KOTOPbIX UCNOSb3yeTcst KOHUAeHLManbHas nHpopmaumsa unm APl ¢ gocTtynom kK
TakKWM [aHHbIM, MPUMEHSIIOTCS JOMNONHUTENbHbIE TPeHOoBaHUS U OrpaHnYeHns. JONONHUTENbHYIO
MHOPMaLMIO Bbl HAMAETE B NPaBuiax UCMONb30BaHNS Pa3peLleHniA.

NoTtpebuTtenbckue KpeauTbl C BBICOKOW FOJO0BOM NPOLLEHTHOW CTaBKOMN

B CLLA 3anpelueHbl NpUioxeHus, npegnaratowme noTpebutenbckme KpeanTbl C FOROBON NPOLLEHTHON
cTaBkow oT 36 %. Mybnukyemble B CLUA npunoxeHus, npeanaratowne notpebuTenbckne KpegpuTol,
LOIMKHbI cofepXaTb MHPOPMaLMI0 O MaKCUMabHOW rof0BOV NPOLEHTHOW CTaBKe, PacCUNTaHHOW B
COOTBETCTBUM C 3akoHOM "O cnpaBegnnesomM kpegutoBaHum" (TILA)

3TN NpaBuna OTHOCATCS K NPUNOXEHUSM, KOTOPbIE NPEeAIaratoT KPeAMTbl HaNPSaMyo, ULLYT
MOTeHLMANbHbIX KIIMEHTOB UM MOMOratoT NOTPEOUTENSIM CBSA3bIBATLCS CO CTOPOHHUMY KPELUTOPaMU.

TpeﬁOBaHVISI B OTAEeJ1IbHbIX CTPpaHaXx

MpunoxeHus, NpegnaratoLne noTpebuTeNbCkue KpeanuTbl NONb30BaTENIM U3 YKa3aHHbIX HUXE CTPaH,
LOSKHbI OTBEYaTb AOMOSHUTENbHBIM TPeboBaHMaM. Kpome Toro, Ux pa3paboTumkm SOMKHbI 3aM0SHUTb
B Play Console geknapaumio GrHaHCOBbLIX GYHKLNIA 1 OTNPaBUTb HaM yKa3aHHbIe B HEW LOKYMEHTbI.
LN NpUNoXeHUN, BbiAAoLWMX 3alMMbl B CYeT 3apaboTHON nnaThl, 3T TpeboBaHMs AeNCTBYIOT B Mepe,
NMPUMEHMMON B COOTBETCTBYIOLLMX IOPUCAMKLMSX. Bbl 0693aHbl N0 3anpocy Google Play npegocTtaButb
LLOMONTHUTENbHbIE CBEAEHMUS UM [OKYMEHTbI, MOATBEPXAaloLwMe COOTBETCTBINE AENCTBYIOWNM
HOPMATMBHbLIM U INLLEH3NOHHbBIM TPEBOBAHUAM.

1. UHpuna

« Ecnny Bac ecTb nMueH3mns Pe3epBHoro 6aHka VIHAMKU Ha Bblfavy NOTPEOUTENbCKUX KPERUTOB,
OTNpaBbTe HaM A1 NPOBEPKM €€ KOMUIO.

- Ecnu Bbl HE yyacTByeTe B KpeOUTOBaHUM HAMPSIMYIO U TOMbKO NpegocTaBngeTe nnatbopmy,
KOTOpas ynpoLaeT NPoLEece Bblgauyn KpeLnTos 3aperncTpupoBaHHbIMUM HE6AaHKOBCKUMU
KpeauTHbIMK opraHmsaumamm (HBPO) nnm 6aHkamu, ykaxuTe 370 B Aeknapaumm.

+ HanmeHoBaHus BCex 3aperncTpupoBaHHbix HEPO 1 6aHKOB [OMKHbI ObITb NEPEYNCIIEHbI B
OnMcaHUKN NPUIOXEHUS, N 3Ta MHPOPMALLUS [OMKHA BbITb XOPOLIO 3aMeTHa.

2. UHpoHe3usa

« Ecnu Bawe npunoxeHne CBA3aHO C OKa3aHWEM yCcnyr LMppoBOro KpegmMToBaH1s B COOTBETCTBUM C
MonoxeHnem OJK N2 77/POJK.01/2016 (MOXeET Bpems OT BPEMEHWN N3MEHATLCA), Bbl 0653aHbI
NpenocTaBUTb HaM AJis MPOBEPKM KOMUKO BENCTBYIOWEN NMNLEH3NN.

3. dununnuHbl

+ Bce dpvHaHCOBbIE M KPEQUTHbIE KOMMAaHUK, Npefaraolne KpeauTbl Yepes nnatdopMbl OHNANH-
KpenuTOBaHWS, [OMKHbI MOMYUYNTb PerncTpaumoHHbii Homep SEC (SEC Registration Number) un
HoMep cepTudukaTta nonHomouni (Certificate of Authority Number) ot Komuccuun dunmnnux no
LleHHbIM Bymaram u 6upxam (PSEC).

+ B onucaHum npunoxeHns Takxke HeobXoaMMO yKka3aTb Ha3BaHWE KOMNaHUU/Kopnopauuu,
perncTpaumnoHHbIi Homep PSEC 1 HoMep cepTudmKaTa NolHOMOYMIN Ha ynpaBneHme
duHaHCOoBON UK KpepguTHoW opraHmsaumen (Certificate of Authority to Operate a
Financing/Lending Company).

+ MpunoxeHuns, cBa3aHHbIE C OCHOBAHHOW Ha KpeauToBaHUN KpayadaHLVHIOBOW AESTENBHOCTbIO,
Takow kak P2P-kpegutoBaHue, Unmn gpyron nogobHoM AeaTeNbHOCTH, YKa3aHHOW B GUANMMIUHCKMX
MonoxeHusix o kpayadaHauHre (CF Rules), gomkHbl 06pabaTbiBaTb TpaH3aKLMKN Yepes
KpayadaHAMHIOBbIX MOCPEAHNKOB, 3aPEerncTpUpPoBaHHbix KoMuccren GPununnmuH no LeHHbIM
6ymaram 1 brupxam.

4. Hurepus
+ LUndposbie kpegutopsbl (LK) pomkHbl 3anonHuTb dpopmy LIMITED INTERIM
REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR DIGITAL LENDING o6pa3ua
2022 ropa (MOXeT BpeMs OT BPEMEHN U3MEHSATLCA), KOTopas yTBepxxaeHa PeaepanbHon
aHTMMOHOMOJBLHON KOMUCCUKEN MO 3almTe npas noTpedbutenen (FCCPC) Hurepuw, u


https://support.google.com/googleplay/android-developer/answer/9888170
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://play.google.com/console/app/app-content/finance-declaration

NPUAEPXMBATLCS YKa3aHHbIX B GOpMe NosioXKeHuIn. Takxe HeobXoauMo NonyyYnTb
Bepudunumpyemoe nnucbmo-noareepxgeHue ot FCCPC.

+ ArperaTopbl KpeauTHbIX NPERNoXeHN 0693aHbl NPeROCTaBNSTh LOKYMEHTbI, MOATBEPXAAOWMNE
npaBo 0Ka3blBaTb YCNyru LMPGPOBOro KPeAUTOBAHMS, @ TakKe KOHTaKTHYO MHbopMaumio Bcex LK,
C KOTOPbIMU OHU COTPYOHMYAIOT.

5. KeHuns

+ Lindpposbie kpeantopbl (LK) momkHbl NponTu npoueaypy peructpauum LIK u nonyunts nuueHsuo
oT LleHTpanbHoro 6aHka Kenun (LLBK). BMecTe ¢ geknapauuner BaM Heob6xoanMo NpefocTaBuTb
KOMMIO CBOEW NnLLeH3mm ot LIBK.

- Ecnwu Bbl He yyacTByeTe B KPDEAMTOBaHMM HanpsMyto 1 TONbKO NpepocTaBnseTe nnatpopmy,
KOTOpas ynpoLaeT NPoLEeCC Bblfavn KpeanToB 3apernctTpuposaHHbiMmy LK, ykaxunTe a1o B
Leknapauumn 1 npefocTaBbTe KoNuu nueHsun LIBEK ong ceomx napTHEpOB.

+ Celnyac Mbl NPUHMMAEM Jeklapaummn U MMLEH3UN TONbKO OT JIML, KOTOPbIE NEPEUYNCTIEHDI B
PeecTpe undposbix kpegutopos (Directory of Digital Credit Providers), ony6nnkoBaHHOM Ha
oduumanbHomM camnte LIBK.

6. MakncrtaH

+ Jlobas HebaHKOBCKasa KpeauTHas opraHnaauns (HBPO) MoxeT ony6nnkoBaTh TONbKO OAHO
npunoxeHve ang uMdpoBOro KpeanuTosaHns. ECnv Bbl MOMNbITaeTeCh PAa3MECTUTb HECKOMBbKO Takmx
MPUNOXEHWI, Ball akkayHT pa3paboTymka 1 BCe CBA3aHHbIe akkayHTbl MOTyT ObITb
3a610KMPOBaHbI.

+ YT06bI OKa3bIBaTb YCNYrK LMbPOBOro KpeanToBaHus B [akncTaHe Man NOMOraTb B UX MOMYyYEHUN,
HY>XHO OTNPaBUTb BblaHHOEe KoMuccuren no LeHHbIM BymMaram 1 6upyxam MakuctaHa (SECP)
CBUAOETENbCTBO, NOATBEPXAAIOLWEE NPABO Ha TaKylo AesTeNbHOCTb. KpoMe Toro, 3anpeLleHo
ny6nMkoBaTb NPUNOXEHNS, B KOTOPbLIX NPEAnaraloTca KPaTKOCPOUHbIe MOTPEebUTENbCKNE KPeauThl,
OfHaKO B pefKunx Crnydyasx Mbl MOXEM [enaTb UCKIIOUYEHNS Ha TeppuTopun MNakmucTaHa B
COOTBETCTBUM C AENCTBYIOLLMM 3aKOHOAATENBCTBOM.

7. TannaHg
+ Pa3paboTunkam NpuUnoXeHni, Npeanaratowmnx noTpebutensckmue KpeamTol B TannaHae ¢

MPOLEHTHOM CcTaBKOM 15 % W BbILE, HYXXHO NOMYYUTb IMLEH3MIO OT BaHka TaunaHga nnm

MuHuncTepcTBa PpUHaAHCOB. OHU TaKXe OOSKHbI NPEAOCTaBUTb AOKYMEHTbI, MOATBEPXAaoWme, 4To

C NOMOLLbIO MPUSIOXEHNS MOXHO MOMyYaTb NOTPEOUTENbCKNE KPEQMUTbI B 3TOM CTPaHe Unn

nopaBaTh 3asBKY Ha HMX. B yacTHOCTH, HEOBXOAMMO OTNPaBUTL:

- Konuto JIMUEH31N Ha 0edaTeNIbHOCTb B Ka4YeCcTBe HaHOCI)VIHaHCOBOPI opraHunsauunm nnu
NoCTaBLYMKa NOTPEBUTENBCKUX KPEAUTOB. [JOKYMEHT JOMXEH 6bITb BbigaH baHkom TannaHga.

+ Konus nuueHsmmn Ha fedaTenbHOCTb B KaYeCTBE NUMKOGUHAHCOBOM OpraHm3aumm. [JJokyMeHT
LOSXXEH 6bITb BblgaH MUHUCTEPCTBOM PpUHAHCOB.

BoT npuMep pacnpoCcTpPaHEHHOro HapyLeHUs:
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Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

Get cash sent to your bank account!

Safe and easy

Great short-term rate

Fast lender approval

Easy to use

Loan delivered in an hour

Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn't disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs

for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHbIE Urpbl, UrPbl U COPEBHOBAHMS C PeasibHbIMU OEHEXHbBIMU
npu3amm

MPUNOXeHNs 1 peknamHble 0ObSBNEHUS, CBA3aHHbIE C a3apPTHLIMU UrPaMU Ha pearbHble AeHbru, a
TaKXe NPOrpamMmbl JIOATIbHOCTU B UFPOBOM GOPME 1 MPUNTOXEHUS As KOPOTKMX GIHTEIN-TYPHUPOB
paspeLleHbl MPU YCNOBKM, YTO OHU COOTBETCTBYIOT ONPEAENEHHbIM TPeboBaHMSM.

annO)KeHVISI ANA a3apTHbIX Urp

,D,OI'IyCKaIOTCH NPUNOXeHUd, KOTopble NO3BONIAIOT UJTM MOMOraloT y4aCcTBOBaTb B a3apPTHbIX OHManH-
urpax B onpegeNieHHbIX CTpaHax, eCnv cobiofeHbl BCe orpaHuyeHns u npasuna Google Play, a
pa3paboTumK nogan 3asBKy  Ha pacnpocTpaHeHune B Google Play npunoxeHWn ons a3apTHbIX Urp u
nonyyun paspelleHuve. Mpu aTom paspaboTumnk SBASETCS OLOHPEHHbIM FOCYAAPCTBEHHbIM ONEPATOPOM
U/vnu 3aperncTpmMpoBaH B MECTHOM BEJOMCTBE, OTBEYAIOLLEM 33 UFOPHYIO AeATeNIbHOCTb, U
NPeAOCTaBUI LENCTBYIOLLYIO MMLEH3MIO AJ1S OCYLECTBEHWS B CTPaHE TOW UrOPHON AEATENBHOCTH,
KOTOPY!O OH MpepJiaraer.

Mbi AonycKaeM TONbKO Te JIMUEH3UPOBaHHbIE NN pa3peLlleHHbIe MPUNOXEeHNS, KOTOpble npennaratoT
cnepyouwmne Bnabl a3apTHbIX OHﬂaIZH-MFpZ

* OHNaMH-KasnHO;

.

CTaBKW Ha Pe3ynbTaTbl CMOPTUBHbBIX COPEBHOBAHNI;

+ cKauku (roe perynmpoBaHue 1 NMLEH3NPOBaHNE OCYLLIECTBSIOTCS OTAENbHO OT CTaBOK Ha CropT);
+ notepeu;

KOPOTKMNE GIHTE3N-TYPHMPDI.
PaspelueHHble NPUIoXeH s [OMKHbI COOTBETCTBOBATL CleayowmnM TpeboBaHmaMm:

+ PaspaboTtunk nogasn 3asBKy v NOSy4ns paspeLleHme Ha PacnpoCTPaHEHNE NPUNOXEHUS Yepes
Google Play.


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling

+ MNpunoxeHne He HapyLWwaeT [ENCTBYOWME 3aKOHbI M OTPACNEBbIE CTAHAAPTbI CTPaHbl, B KOTOPOW OHO
6yneT pacnpoCTpaHaTbCS.

+ Y pa3paboTunka ecTb ENCTBYIOLLAN NMNLEH3US HA BEAEHNE UTOPHOM AeaTEeNbHOCTU Afs BCEX CTPaH
WIN LUITATOB/TEPPUTOPUN, THE PACTIPOCTPAHAETCS NMPUITOXEHNE.

+ PaspaboTunk He npepniaraeT Te BUAbl a3aPTHbLIX UTP, KOTOPbIE BbIXOASAT 38 PAMKU Er0 NIULEH3UN.
« [MpunoxeHue HeQOCTYMNHO A1 HECOBEPLUEHHONETHUX.

« MpunoxeHne HeLOCTYMHO B CTPaHaXx, LWUTaTax/permoHax uim reorpadpuueckmx panoHax, Ha KoTopble
He pacnpoCTpaHseTCs NULEH3Ns pa3paboTunka.

« MpunoxeHue pacnpocTpaHseTcs B Google Play 6ecnnatHo 1 HE ncnonb3yeT GyHKUUIO onnaThl
KOHTeHTa uepes Google Play.

« MpunoxeHne MoxHO becnnaTHo ckavaTtb U3 Google Play.

+ MNpuUnoxeHno NPUCBOEHO BO3PaCcTHOE orpaHunyeHune "TonbKo AN B3POCnbIX" Unu aKBMBaNeHTHOE
cornacHo penTtuHry IARC.

+ B npunoxeHun 1 Ha ero ctpaHuue B Google Play ecTb onvcaHve NpuHLMNOB OTBETCTBEHHOW Urpbl.

Mpoure NpunoxeHus, cBA3aHHbIE C a3apPTHLIMU UFPaMU Ha pearnbHble AeHbIU,
KOHKYpCaMu 1 TypHUpamu

Bo BCEX ApYrmx NPUIOXEHNSX, KOTOPbIE HE COOTBETCTBYIOT BbilUENEPEeYNCEHHbIM TPEGOBAHUSIM K
NPUNOXEHWAM ANS a3aPTHbIX UTP U KOTOPbIE He yKkasaHbl B padgene "[pyrue nuinoTHbIe UrpoBble
MPOEKTbI C pearnbHON BanmoToN" HUXe, 3anpeLLaeTcs ny6nmnkoBaTb KOHTEHT MW CEPBUCHI, KOTOPbIE
MO3BOMAIOT MMM NMOMOTaOT 3aK/ouaTh Napw, Aefiate CTaBKW UK MHBIM 06Pa30M MUCMOSb30BaTh
pearbHble AeHbr1 (B TOM YMCNe COBEpLUaTb MOKYMNKW B MPUIOXEHWN) C LeSbio MOMYYUTb NPU3, KOTOPbIN
MMeET peasibHyt0 AEHEXHYIO CTOMMOCTb. DTO KacaeTcs B TOM YMC/e OHMaNH-Ka3MHO, CMOPTUBHbIX
TOTaIM3aTOPOB, JIOTEPEN U UMP, B KOTOPbIX NMPUHUMAIOTCS BEHLIM, @ BbIMIPbILIEM SBASIOTC AEHEXHbIE U
Lpyrve LeHHble Npu3sbl (KpOMe NporpamMM, COOTBETCTBYIOLLMX OMUCAHHbBIM HUXE TPeBOBaHMAM K
nporpaMmam nosiiibHOCTU B UTPOBON popMe).

MNpumepbl HapyweHun

* Urpsbl, B KOTOPbIX MPUHUMAIOTCS AEHBIM B OBMEH HA BO3MOXHOCTb BbIMFPATb LEHEXHDBIN NN MHOW
MaTepuanbHbIi NpuUs.

+ MpunoxeHns, KOTOpbIe COREPXAT SNMEMEHTbI HAaBUraLMM UK GYHKLMM (MYHKTbI MEHIO, BKIAAKW,
KHOMKM, KOMNOHeHTbl WebView 1 T. fi.) ¢ NpU3bIBOM CAeNaTh CTaBKY, 3aK/IYUTb Napy U NPUHSTb
yyacTue B Urpax, KOHKypcax Uiv COpeBHOBaHMAX C peasibHbIMU AEHEXHBIMU NPU3aMu, HanpuMep
"Cpenante ctaBky!", "3apeructpupynteco!”" nunu "Mobepgunte B cOpeBHOBaHMM!".

» [TpUNoxeHns, KOTOPbIE NPUHUMAKOT CTaBKK, UCMOMb3YIOT BHYTPEHHIOK BaNkoTy, BbiMnavymsBatoT
BbINFPbIWKW Uiy 6epyT 3anor B 06MeH Ha BO3MOXHOCTb BbIUrPaTh AEHEXHbIV WU UHOW
MaTepuanbHbI NpuUs.

[pyrue nunoTHbie UrPOBbI€ NPOEKTbl C pearbHOW BantoTon

MeprofmnyYecKn Mbl MOXEM PEanM30BbIBaTb B HEKOTOPbIX PErMOHAX OFPaHMYEHHbIE N0 BPEMEHM
MUNOTHbIE MPOEKTbI AN1F ONPeAeNeHHbIX TUMOB UrP Ha peanbHble AeHbru. MogpobHyo MHGOPMaLMIO Bbl
HampeTe B aTou cTaTbe CnpaBoYHOro LeHTpa. MUNOTHbIM NPOEKT MO PacnpoCTPaHEHMUIO NPUITOXEHWNA
LNS OHNANH-YNPaBEHUs KPaH-MaLUMHOW, KOTOPbIN Mbl MPOBOAMAM B ANoHUM, 3aBepLumncsa 11 uons
2023 ropa. C 12 nions 2023 roga B Google Play pa3pelueHo ny6amMkoBaTb Takme NPUIoXEHWS MO BCEMY
MUPY NPW YCITIOBUM, YTO COBNIOAEHBI AENCTBYHIOLLME 3aKOHbI 1 ONpefeneHHble TpeboBaHus.

MporpamMmsbl NOANbHOCTU B UrpoBon popme

MporpaMMbl NOSNbHOCTU, KOTOPbIE NOOLPSIOT NONb30BATENEN MaTePUabHBIMU UNN [EHEXHBIMU
npu3amu, paspeLLeHbl, ECNM OHY JOMYCKaOTCH 3aKOHOM U He TPebytoT NonyyeHUs LONONHUTENBHOM
NULEH3UN AN a3apTHbBIX Urp. MporpamMmbl NOANBHOCTU [OMKHbI COOTBETCTBOBATb NEPEYNCTIEHHBIM
Huxe TpeboBaHuam Google Play.


https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
https://developer.android.com/reference/android/webkit/WebView
https://support.google.com/googleplay/android-developer/answer/12918670
https://support.google.com/googleplay/android-developer/answer/12002615

Bce npunoxeHus (MrpoBble U HEUTPOBbIE)

+ MpeunmylLecTBa, GOHYCbI UM BO3HArpaXxaeHNs, NPeaoCcTaBigeMble B paMkax Mporpammbl
NOSANBbHOCTU, AOMXKHbI OblTb SBHO AOMONHUTENBHBIMU Y BTOPOCTEMNEHHbIMI MO OTHOLIEHUIO K 060
KBaIMOULNPOBAHHOMN LEHEXHOWN TPaH3aKLMK B MPUOXeHUN (rae kBannduLumpoBaHHas feHexHas
TpaH3aKuusg — oTAenbHasg TPaH3aKLMa C Lefblo NPefoCTaBeHns TOBAapOB UM YCHYT, He CBA3aHHbIX C
NporpamMmmon nosanbHOCTK). MpenmyliecTsa, 6OHYCbl UM BO3HArpaxaeHus He MoryT BbiTb
npeaMeToM MOKYMKN UM UMETb OTHOLLEHKE K KakoMy-nnbo cnocoby obmeHa. B npoTMBHOM criyyae
3TO BYLET cuMTaThCs HapyLweHveM MpaBu B OTHOLIEHWM a3apPTHbIX UMP, UrP 1 COPEBHOBAHMWN C
pearnbHbIMU BEHEXHBIMU NPU3AMMN.

- Hanpumep, HM ofiHa YacTb KBaNMPULUPOBAHHON AEHEXHOW TPAH3aKLMM HE MOXET CIYXWTb
MAaToM UMW CTAaBKOW LS y4acTWs B MPOrpaMme nosibHOCTH. Takoke KBannduLumpoBaHHas
LEeHeXHas TpaH3aKLusa He JOoMKHa NPUBOAMUTL K MOKYMKe TOBAPOB WM YCIYT MO NOBbILIEHHON
LeHe.

WUrpoBble  MpUNoOXeHuUs

+ BOHyCHble 6annbl UM BO3HarpaxneHust ¢ 6oHycamu, NpenMyLLecTBaMm U Harpagamu, CBI3aHHbIMU C
KBaNMOULMPOBAHHON [EHEXHOW TPaH3aKLMEN, MOTYT HAUYUCNATLCS M UCMONb30BaTLCS TONbKO Ha
OCHOBEe PMKCUPOBAHHOW MPOMOPLIMM NPY YCIOBUM, YTO OHa YeTKO 0603HAYEHa B MPUSTOXEHUN 1
06LWefoCTYMHbIX 0dULMASbHBIX MPaBKIax NporpaMmel. MpenMyLecTsa UM BbiKynHas CTOMMOCTb He
MOryT 6bITb NOMYyY€EHbl, HAYUCIIEHBI UM MPUYMHOXEHbI B 3aBUCMMOCTM OT yCrexa Nonb3oBaTens B
urpe nnu cnyvyavHoro pesynbsraTta.

Hewurposblie npunoxeHus

« BoHyCHble 6anbl U BO3HArpaXxaeH1s MOryT HaUMCATLCA MO pe3ynbTaTtaM KOHKYpca Uin
CNy4YanHOro pesynbraTta, eCiiv OHU COOTBETCTBYIOT TPeboBaHMAM, yKa3aHHbIM HUXe. g nporpamm
NOANbHOCTU C NPENMYLLECTBaMKN, BOHYCaMM UK Harpagamu, CBA3aHHbIMU C KBATMOULMPOBaHHOM
LEHEeXHOoW TpaH3aKLmen, HeobxoanMo:

* Pa3MeCcTUTb B NPUIOXEHUN OdULLMaNbHbIE NPaBMIa NPOrpamMMbl;

* €Cnv cUCTEMa BO3HArpaxaeHVsl MEHIETCS UMM OCHOBaHa Ha ClyYaliHOM Ui BEPOSITHOCTHOM
BbIGOpPE, B paMkax 0duLManbHbIX NPaBU MPOrpaMMbl HEOBXOAMMO PACKpPbITh: 1) BEPOATHOCTb —
L1 NII060M CUCTEMbI BO3HArpaxaeHUsl, B KOTOPOK Afs OnpeaeneHns nobeguntens UCNosnb3yoTes
bUKCMpoBaHHbIE KOIDPULMEHTBI; 2) METOR, Bbibopa (HanpuMep, NepeMeHHbIe, UCMONb3yeMble AJiS
onpepeneHns nobeguTens) — Ana A4pyrux nogobHbIX Nporpamm;

* yKasaTb B 0puLMaNbHbIX MPaBuUIax NPOrpaMMbl ¢ PO3bIrpbIlLaMu, TOTEPEIMU UNU BPYTUMU
Nofo6HBIMU MPOMOAKLMAMU GUKCUPOBAHHOE YMCNO NOGeanTENel, CPOK NofauM 3asBOK U AaTy
BPYYEHWS NMPU30B A1 KaXA0M Takor NpoMoaKLny;

* yKa3aTb GMKCMPOBaHHbIE KOIDDULNEHTBI HAUUCNEHNS U NOrawweHns GOHYCHbIX 6annoB Unu Harpapg,
Ha BMOHOM MecCTe B NMPUIOXEHMM, a Takxke B 0durLManbHbIX MpaBuiax NporpaMmsl.

Tun UrpoBas ¢popma u Harpapgbl Ha Ycnosusa YkasaHue gonu
npunoXeHus MeHsowmecs ocHoBe MCcnosib3oBaHUsa BEPOSATHOCTM UK
c BO3HarpaxpaeHus $ukcuposaHHom nporpammbl MeTofa BbiGopa B
nporpammon nponopuumn NOSINIbHOCTHU YcnoBuax
NOSANbLHOCTU MCnonb3oBaHus

no6on nporpamMmbl
nosiNnbHOCTU CO
cllyyYyanHbIM
posbirpbiieM NpU3oB

Urpa 3anpeleHo PaspelueHo Ob6s3aTensbHO Henpumenumo (B
MTPOBbIX NPUITOXEHUAX
Ana nporpamMm
JIOANBbHOCTU HENb34
MCMNOoJSIb30BaTb
SMIEMEHTDI,
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Tun Urposas ¢popma n Harpapbl Ha Ycnosusa YkasaHue gonu
npuUnoXeHus MeHsiolmecs ocHoBe ncnonb3oBaHus BEpPOATHOCTU Unu
c BO3HarpaxpgeHus $ukcuposaHHom nporpamMMmbi MeTofa Bbibopa B
nporpammonm nponopuun nosinbHOCTU YcnoBusx
nosinbHOCTU ncnonb3oBaHus
no6on nporpamMmbl
nosiNnbHOCTU CO
cly4yanHbIM
pos3birpbiLieM NPU30B
OCHOBaHHble Ha
Cry4yanHoOCTH)
Heurposoe PaspeweHo Pa3peLeHo Ob6g3aTensHo O693aTensHo
npUNoXeHue

MNpunoxeHus, pacnpocTtpaHseMbie B Google Play, koTopble cogepiaT peknamy
a3apTHbIX Urp, @ TaKXXe Urp, KOHKYPCOB U TYPHUPOB Ha pearibHble AEeHbIN

MpUNOoXeHMs C PekTaMom a3apTHbIX UrpP, @ TaKXKe Urp, KOHKYPCOB U COPEBHOBAHMN C peasibHbIMM
LEHEXHbIMU MPU3aMmn paspeLLeHbl, €CMN BbiMONHAOTCSH NePEUVCIEHHbIE HUXE YCOoBMUS.

« MpunoxeHune, 06bABREHNE U pekaMofaTenb He HapyLLAloT 3aKOHbI U OTPacneBble CTaHAaPThI
CTpaHbl, B KOTOPOW 06bsiBNIEHNE ByaeT NokasbiBaTbCS.

« ObbsBIEHNE COOTBETCTBYET BCEM AEVNCTBYIOWMNM MECTHBIM TPEOOBAHMSAM K NINLEH3VPOBAHMIO
NPOAYKTOB 1 YCNYT, CBA3aHHbIX C @3aPTHLIMU UrPaMu.

- [MpunoxeHve He NoKa3blBaeT peknamy a3apTHbIX Urp NuLaMm, He JoCTurumnm 18 ner.

« MpunoxeHue He BXOLUT B Nporpammy "TpunoxeHuns ons Bcen cembu’.

- Jlnua, He gocTuriume 18 neT, He BXOAAT B LIENIEBYIO ayAUTOPUIO NPUTOXEHNS.

+ Ecnu peknamupyoTcs NpUoXeHus Ans a3apTHbIX Urp (CM. Bbile), HA LLENEeBOW CTpaHULe
06BbSBEHNS, B ONUCaHUM Npunioxenns B Google Play nnun B caMoM NpUnoXxeHUn [OMmKHbI
copepXaTbCs YeTKMe CBEAEHMS O NPUHLMNAX OTBETCTBEHHOMN UrPbI.

+ MpunoxeHune He SBASETCS CUMYNATOPOM a3apPTHbIX UrP (TaKUX Kak KasnHO Unv BUPTYyanbHble
NrpoBble aBTOMaThI).

« MpunoxeHne He 0KasbIBAET YCNYrK, CBA3aHHbIE C a3apPTHLIMU UrPaMK, a TakxXe Urpamu, oTepesMmn
COPEBHOBAHWUSMU C peanbHbIMK LEHEXHBIMY MPU3aMu UK COMYTCTBYOWNMU GYHKLMSAMU (Hanpumep,
He MoMoraeT Aenatb CTaBKW, BbIBOAWTb BbIMIPbILLKN, OTCAEXMBATb CYET, KOTUPOBKMN W Pe3ynbTaThl Un
YyNpaBnsTb UrPOBbIMU GOHLAMM).

. anIﬂO)KeHVIe He npoaBuUraeT a3apTHble UIPbl Ha peanbHble AeHbIn U CBA3aHHbIE C HUMK CEePBUCHDI.

Peknama asapTHbIX UTp, @ TakXXe Urp, NoTepen 1 COPEBHOBAHUI C pPeasibHbIMU AEHEXHBIMU NMPU3aMu
LOMYCKaeTCs TOMbKO B MPUIOXEHUSX, COOTBETCTBYIOLUX BCEM NEPEYNCNEHHBIM Bbillie TPe6OBaHMAM, U
B Pa3pELLEHHbIX MPUIOXEHUSX LS a3aPTHbIX UIP (CM. BbILLE) UMK KOPOTKMUX GIHTEIN-TYPHUPOB (CM.
HUXE) NPW YCNOBMK, YTO OHK COOTBETCTBYIOT TpeboBaHuaM 1-6.

MNpumepbl HapyweHun

- [MpunoxeHve ons HeCOBEPLEHHONETHNX, PEKNAMMPYIOLLEe CEPBUCHI, CBA3aHHbIE C a3apTHbIMU
urpamu.

« CUMyn|TOp Ka3nHO, KOTOPbIV MPOABUraeT peasnbHOe Ka3nHO UK NepeHanpaBnseT B Hero
nonb3oBaTenen.

« MpunoxeHne ons oTCNEXUBaHWS WAHCOB Ha Nobeay B CNOPTUBHBIX COPEBHOBAHUSX, CofepKallee
CCbINIKM Ha CaWT, rAe NPUHUMAIOTCS CTaBKW.

« MpunoxeHus, cogepxallme peknamy azapTHbIX Urp, KOTopast HapyLllaeT npaBuna 06 06baBNeHNSIX,
BBOOALLNX B 3a6ny>K,u.eHme, HanpuMmep pekfiaMHble O6'bﬂBJ'IeHVIﬂ, KOTOpPbI€ BbIMMAOAT KaK KHOMKK,
3HAYKN MU OPYyrue NHTePakTUBHbIE NIEMEHTbI.


https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/answer/9857753#deceptive

Mpuno>xeHuns ana KOPOTKUX PIHTE3U-TYPHUPOB

MPUNOXEHMS AN KOPOTKUX GIHTE3N-TYPHUPOB, COOTBETCTBYIOLLME TPEOOBAHNAM AENCTBYIOLLETO
MECTHOr0 3aKOHOAATENbCTBA, PA3PELLEHb], ECNM BbIMOMHATCS NEPEYNCTIEHHBIE HUXE YCITOBHS.

+ MpunoxeHune unu 1) pacnpocTpaHgeTcs ucknountensHo B CLUA; unu 2) cootBeTcTByeT TpeboBaHWaM
K MPUIOXEHNIM ANS a3apTHbIX Urp. [ng pacnpocTpaHeHns npunoxeHus 3a npegenamu CLUA
pa3paboTumK JOMIKEH NOAATh 3asBKY, Kak YKa3aHO BblLLE.

+ Paspabotuvk nogasn 3asBKy W NOSyYun paspeLleHne Ha pacnpocTpaHeHne npunoxexus B Google
Play.

« [MpunoxeHve He HapyLllaeT 3aKOHbl U OTPacfeBble CTaH[APThl CTPaH, B KOTOPbIX OHO
pacnpocTpaHseTcs.

+ BO3MOXHOCTb fienatb CTaBkn Unm npoBOAUTb AEHEXHbIe TpaH3akKUun B NPUNOXEHUN HEQOCTYMNHa
019 HeCOBEPLEHHONETHUX.

« MpunoxeHue pacnpocTpaHseTcs B Google Play 6ecnnatHo 1 HE ncnonb3yeT GyHKUMIO onnaThl
KOHTeHTa uepes Google Play.

« MpunoxeHne MOXHO BecnnaTHo ckayaTb U3 Google Play.

+ [prnoxeHnto NPUCBOEHO BO3pacTHOE orpaHnyeHne "Tosbko A9 B3POCnbIX™ Uv SKBMBaSIEHTHOE
cornacHo penTtuHry IARC.

+ B npunoxeHun 1 Ha ero cTpaHuue B Google Play ecTb onvcaHve NpUHLMNOB OTBETCTBEHHOW Urpbl.

+ MNpunoxeHne He HapywaeT AENCTBYIOWME 3aKOHbI M OTPACNEBbIE CTaHAAPTbI TEX WTATOB UMK
TeppuTopuin CLUA, roe oHo 6yaeT pacnpoCTpaHATbLCS.

+ Y paspaboTurka ecTb AeNCTBYoWas TNLEH3NS HA PACTPOCTPAHEHME MPUIOXEHMS AN KaXF0ro
wTaTa unu Tepputopumn CLUA, roe Takas nuueHans TpebyeTcs.

« Ecnun y paspaboTtymka HeT IMLEH3UN HA PACNPOCTPaHEHNE MPUMOXEHNS B KaKUX-TO LWUTaTax UMW Ha
HekoTopbIxX TeppuTopusax CLUA, TO OHO [OMKHO BbITb TaM HELOCTYMHO.

+ MNpunoxeHne HeOCTYMHO B TeX WTaTax U Ha Tex TeppuTopusx CLUA, roe npunoxXxeHus ans KOPOTKMUX
baHTE3N-TYPHUPOB 3anpeLLeHbl 3aKOHOM.

He3akoHHble OencTems

3anpeu.|,eHo I'Iy6J'IVIKOBaTb NPUNOXeHN], KOTOpPbIe CI'IOCO6CTByIOT COBEPLEHNIO HE3aKOHHbIX LEencTeuin
NN NOOLWPAKOT UX.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

- Mokynka 1 Nnpofaxa 3anpeLieHHbIX NpenapaTos.
+ N306paxeHne Toro, kak HECOBEPLIEHHONETHUE UCMOSb3YIOT UM MPUOBPETAIOT HAPKOTMKU, aNKorosb
1 TabayHble N34enus, a Takxke NooLpeHNe 3Toro.

* MIHCTpYKLMM NO NPOV3BOACTBY 3anpeLLEeHHbIX NpenapaToBs, B TOM YMCe MO BbipalyMBaHMIO
HapPKOTMYECKMX PACTEHWN.

KOHTEHT, co3aaHHbIN MOSb30BaTENAMMU

K aTon KaTeropmm OTHOCUTCA KOHTEHT, CO3,D,aBaeMbIDI nonb3oBaTensamu, KOTOprI;I BMOEH UK OOCTYynNeH
HECKObKNM NOoNb30BaTeNAM NPUITOXEHNA.

B copepalumx Takon KOHTEHT NPUIOXEHUsX, BKIHoYas crneunanbHblie bpay3epbl Unn KIUEHTbI,
nepeHanpasnaoLme Nonb3oBaTenemn Ha NNaTdopMy C TakMM KOHTEHTOM, [OJKHA ObITb peanu3oBaHa
HapeXHas, abdekTUBHag U cTabunibHas cucTeMa MOAEpPaLMN NOMb30BaTENIbCKOTO KOHTEHTA. BoT
TpeboBaHUs K Takow cucTeme:

. I'Iepen TEeM KaK Cco3aBaTb UK 3arpy>atb Matepuarsbl, NOJIb30BaTESIN O,0JKHbI NPUHUMATb yCNoBUA
MCNONb30BaHWa U/Unu npasunia gns nonb3oBaTenen.
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+ [omxHbl 6bITb AaHbl ONPEfeNneHus HeXenaTeNbHOro KOHTEHTa 1 NoBefeHus (cornacyomnecs ¢
MpaBunamu nporpammbl Afis paspaboTunkoB NpunoxeHnit B Google Play). Ycnosus ncnonb3osaHus
WNU NpaBuia onis noNb3oBaTeNemn fOMKHbI 3anpeLlaTb HeXelaTeNbHbI KOHTEHT U MOBEAEHUE.

+ MMonb30BaTENbCKUI KOHTEHT AOMKEH MOAEPUPOBaTLCA HAaCTOMNbKO, HACKOMBbKO 3TO YMECTHO ANd TOoro
TUMNa MaTEpPManoB, KOTOPbIE Pa3MEeLLaloTCs B NPUIOXEHUN. [TOMUMO NPOYEro, B MPUNOXEHUM LOMKHA
ObITb peanu3oBaHa CMCTEMA, MO3BONAOLLAA NOAABATb Xanobbl U 6yI0KMPOBATL HEXeNaTeNbHbIN
KOHTEHT 1 nosib3oBaTenen. Npu HeOBXOANMOCTH Pa3pPaboTUMK [OMKEH NPUHUMATbL MEPbI NPOTUB
TaknUx MaTepuanos 1 nonb3osaTtenen. PasHble cLeHapum paboTbl C KOHTEHTOM, CO34aHHbIM
nonb30BaTesNiIM, MOryT TpeboBaTb pa3HbiX MOAXOA0B K Mofepauun. Hanpumep:

« Ecnu npunoxeHune no3eonseT UaeHTMGULMPOBaTL ONpefeseHHyto rpynmny nonb3osaTenein TaknuMm
CpeacTBaMu, kak BepudmrkaLms unm opnaH-perncTpauus (Hanpumep, NpUNoXeHus,
npeaHa3HaYeHHble ANS YYEHWKOB LWKOJbl UM COTPYAHMKOB KOMMaHWK), TO B HEM JOMKHA BbiTb
peanu3oBaHa GyHKLMS, MO3BONAIOLLAS XaNoBaTbCA HA KOHTEHT U MOJIb30BaTENEN.

« Ecnu nonb3oBaTenu B NPUIOXEHUM MOTYT B3aMMOAENCTBOBATD APYT C APYTOM OAMH HA OfMH
(HanpuMep, NepennchiBaTbCA HAMPAMYIO, @ TakXXe OTMeYaTb UMM YNOMMUHATb KOFO-TO B KOHTEHTE
WM YyaTe), TO B HEM [OMKHA BblTb GYHKLNA BIIOKMPOBKYM MONb30BaTENEN.

+ Ecnu npunoxexne npegocTaBngeT 4OCTYN K 06LefoCTyNHbIM MaTepuanaM, Co3aaHHbIM
nonb3oBaTeNaMu (Hanpumep, NPUNOXEHNS A1 COLMabHbIX CETEN U BEAEHWUS BNOroB), TO B HEM
LOJSIKHA 6bITb GYHKLMOHANBbHOCTb, MO3BOSSOLWAA BIOKMPOBAaTh NOIb30BATENEN U XKaIOBATbCS Ha
HUX N KOHTEHT.

+ B AR-npunoxeHusx MogepaLms nonb30BaTeNIbCKOro KOHTEHTA (BKOYas CUCTEMY OTNPABKM Xanob
B MPWIIOXEHUN) [OIMXKHA COCTOSATb B MPOBEPKE KaK HA HEXENATENbHbIN MONb30BaTENbCKUA KOHTEHT
(HanpuMep, AR-1306paXeHNs CEKCYaNIbHOTrO XapakTepa), Tak U Ha KOHOUOEHLMANbHOCTb
MECTOMOMOXEHUS, K KOTOPOMY NpUBSI3aHa LOMONHEHHAs PearbHOCTb (HanpuMep, BOEHHbIE 6a3bl
WNN YacTHblE BNafeHus], MOCKONbKY Takasi MpuBs3ka MOXeT co3faBaTb Npobnembl Ans
COBCTBEHHUKOB).

o [JOmKHbI 6bITb NPUHATbLI MepPbl NPEAOCTOPOXHOCTU Ang TOro, YyTO6bI MOHETU3aund B NpUNOXEHNUN HE
crnocobcTBoBana HeXenaTenbHOMY NnoBeaeHUIo nonb3oBaTenen.

Snn3opnyeckumn BCTpeYaloWwmMncs KOHTEHT CEKCYyaslbHOro XxapakTepa

KOHTEHT CekcyanbHOro xapaktepa CUMTaeTCs aMM30ANYECKy BCTPEYAIOLWMMCS, €CIIN OH MOSBAAETCS B
NPUNOXEHWUMN C CO3AAHHbBIM MOMNb30BaTENAMM KOHTEHTOM, KOTOPOE: 1) NPegocTaBnaeT fJOCTyN K
MaTepuanam NpenuMyLLecTBEeHHO HECEeKCyarbHOrO XapakTepa; 2) He MPOoABUraeT U He pekoMeHayeT
KOHTEHT CeKkCyasibHOro xapaktepa. KOHTEHT cekcyasibHOro xapaktepa, onpefensiemMbin 4eNCTBYOWMM
3aKOHOQATENbCTBOM KakK HE3aKOHHbIN, @ TakXXe KOHTEHT, CO3[aloLLuin Yrpo3y Ans AeTen, He cUMTaeTcs
3MU30[MYECKM BCTpeYatoLwmmes. Ero pasmelleHne 3anpeLeHo.

Snmnsoguyeckun BCTpel-IaIOLIJ,MIZCﬂ KOHTEHT CEeKCyallbHOro Xxapakrtepa oonyckaeTcsa B NPUNOXEHNAX C
KOHTEHTOM, CO3[aHHbIM NMOJib30BaTENAMU, NMPU cobntogeHnmn Bcex cnegyowmx yCJ'IOBVIVII

« TakoW KOHTEHT Mo YMON4YaHUIO CKPbIT ¢MJ'IpraMI/I, ONna NOJIHOTO CHATUA KOTOPbIX Tpe6yeTc9| KakK
MWHUMYM LOBa aencreung. HaanMep, OH MOXeT bbITb CKPbIT 3a MEXCTPaHNYHbIM 06bABNEHNEM UMK
No YMON4YaHUIO AOCTYNEH TOJIbKO NOocCne OTKIIoYEHUA 6e30nacHoro noucka.

« [loCTyn K NPUIOXEHWNIO SBHbIM 06Pa30M 3ab/IOKMPOBaH A1 AeTel (0 TOM, KTO CUMTaeTCs AeTbMY,
paccka3ablBaeTca B NpaBuiax nporpamMmsl "TpunoxeHuns onsg Bcer ceMmbi”) Npu NoMOLLM CUCTEM
NPOBEPKM BO3PACTa, HAaNpUMep HENTPanbHOro BO3PaCcTHOro GuibTpa UK BPyrux CUCTEM,
OnpeneneHHbIX AENCTBYIOWMM 3aKOHOAATENBCTBOM.

« Bbl npepocTaBunn McUepnbiBatoLwme OTBETLI B aHKETE AN MPUCBOEHNS BO3PACTHOrO OrpaHnyeHus
OTHOCUTENBHO KOHTEHTA, CO3[,aHHOMO NONb30BaTENAMM, KaK 3TOrO TPebyoT Npasumna B OTHOLWEHWN
BO3PACTHbIX OFPaHNYEHNN.

Mbl ynansem n3 Google Play npunoxeHus, OCHOBHOE Ha3HauYeHVe KOTOPbIX 3aKtoyaeTes B Nybnmkaumm
HeXenaTenbHOro KOHTEHTa, CO34aHHOrOo NoJib30BaTeNAMU. Tak e Mbl MOCTYNaeM C NPUIOXKEHUAMY, B
KOTOPbIX NOMb30BATENIN HAUMHAIOT pasMeLLaTh rNaBHbIM 06Pa30M HeXenaTenbHbI KOHTEHT UIN
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KOTOpPbl€ CTAHOBATCA N3BECTHbI Cpeaun nonb3oBaTenen TEeM, 4YTO HexXenaTeNbHbIN KOHTEHT B HUX He
yoanaeTtca.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUeHUN:

+ MNpoaBMXeHNe MaTepuanoB CEKCYallbHOro XapakTepa, CO3AaHHbIX MoNb30BaTENIMU, BKIIKOYas
peanusaumio NaaTHbIX GYHKLMIA, KOTOPbIE CMOCOBCTBYIOT PACMNPOCTPAHEHMIO HEXENATEIbHOIO
KOHTEHTa.

. anIﬂO)KeHMFI C KOHTEHTOM, CO3aHHbIM NOJIb3OBaTENAMU, A€ HE obecneueHa OOCTaTO4YHada 3alunTa
OT yrpo3, goMoratenbCTB U N3[eBaTeNibCTB, 0COBEHHO MO OTHOLLEHMIO K HECOBEPLWEHHONETHNM.

« 3anucu, KoMMeHTapun n otorpadumn B NPUNOXEHUN, NPeaHa3HaYeHHbIe A8 3anyrBaHWs [pYroro
YyenoBeKa UM NPU3biBatoLLME K OCKOPBIEHUSM, BPeLOHOCHbBIM AENCTBUSM M HAacMeLlKaM no
OTHOLUEHUIO K HEMY.

« MpunoxeHus, pa3paboTunkm KOTOPbIX UFTHOPUPYIOT anobbl Nonb3oBaTeNen Ha HenpUeMsIeMbI
KOHTEHT.

KOHTEHT n cepBUChHI, CBA3aHHbIE CO 300pPOBbEM

3anpelyeHo ny6bnmkosaTb NPUNOXEHWS, MPeLoCTaBNgolWMe NONb30BaTENAM JOCTYM K ONaCHbIM
KOHTEHTY 1 CepBMCaM, CBA3aHHbIM CO 300POBbLEM.

an/IJ'IO)KeHVIFI, KOTOpble npennaratoT Un pekniaMnpyroT KOHTEHT U CEPBUCHI, CBA3aHHblE CO 3A0P0OBbEM,
OOJ/KHbl COOTBETCTBOBATb Tpe6OBaHI/IﬂM }J,eIZCTBy}OIJJ,eFO 3aKoHOaTeNbCTBAa.

anHO)KeHMSI Ansa 3a0poBbA

Ecnu npunoxeHne copepXxuT GyHKLUM UK CBELEHMS, CBS3aHHbIE CO 3LOPOBLEM, UM NOJTyYaeT
LOCTYN K AaHHbIM O 300POBbE NS PaboTbl APYrux GyHKLUA, OHO AOMXKHO COOTBETCTBOBATH TEKYLLMUM
npaBunam ans pa3paboTunkos npunoxeHuit B Google Play, Bkntoyas npasuna B OTHOWEHNUM
HapyLUEeHNUs KOHPUOEHLMANBHOCTY, 3/10yNOoTPEebNeHNs pecypcamm yCTPONCTBA M MOLEHHNYECTB], a
TaKXe NnepeyncneHHbIM HUXe TpeboBaHUaM.

- Oeknapauus B Play Console:

+ Bce pa3paboTumky OOMKHbI 3aMNONHUTL AeKnapaunio Ha cTpaHuue "KoOHTEHT npunoxeHns™
("MpaBwna > KoHTeHT npunoxenus") B Play Console. Mogpo6Hee 0 TOM, Kak 3anonHaTh GopMy
LeKnapaumnmn NpUoXeHnn Ans 3LOpPOoBbS...

« TpeboBaHMAa K NONUTUKE KOHPUAEHLMANBHOCTU U PAacKpbITUIO MHPOpMaLMK:

+ Ccblfika Ha NONNTUKY KOHOUAEHLNANBHOCTM [OMXKHAa 6bITb NPUBEAEHA B NPeAHa3HAYEHHOM ANsi
Hee pa3pene Play Console 1 B caMoOM NpunoxeHun ([onyckaeTcs pasMecTUTb TEKCT NpaBun).
Y6epuTtech, YTo TEKCT NONUTUKM KOHMAEHUManbHOCTL (He B Buae PDF-¢aiina) oocTyneH no
aKTVBHOM OBLENOCTYMNHOM CCbifike 683 OrpaHNYEHNiA No re030HE, HE MOXKET BbiTb M3MEHEH U
COOTBETCTBYET MHPOPMaLMM U3 pazfena 6e30MacHOCTN faHHbIX.

+ B nonuntuke KOHPUAEHLMANBHOCTU U B COOBLLEHMSAX O PACKPbITUN MHPOPMAaLUK, PAa3MELLEHHbIX B
NPUIOXEHNN, HEOBXOANMO NOAPOBHO OOBACHUTL, KAk OHO COBUPAET U UCMOSNb3YET JINYHbIE 1
KOHOUOEHLMANbHbIE NONb30BATENbCKME AaHHblE, @ TAaKXe NoyYaeT 1 NPefoCTaBASET K HUM
LOCTYN. TO OTHOCUTCA K JI0ObIM CBEL,EHMSIM, @ HEe TOMbKO K YKa3aHHbIM B pa3fene 6e30nacHoOCTM
LaHHbIX. Ecnn B npunoxeHnn ectb GyHKLMM UK BaHHbIE, AN [OCTYMA K KOTOPbIM HY>Hbl OMacHble
NIV OMHAMUYECKME Pa3peLLEHNS , OHO JOSIKHO COOTBETCTBOBATb BCEM AENCTBYIOLMM
TPebOBaHNAM K PacKpbITUIO MHGOPMALMM 1 MOMYYEHNIO PA3PELLEHNS HA UCNONb30BaHNE [AHHbIX.

Henb3s 3anpaluvBaTh pa3peLleHms, OT KOTOPbIX HEe 3aBUCUT paboTa OCHOBHBIX GYHKLMI
NPUNOXeHWs AN 300POBbsi. Hemcnonb3yeMble paspelleHnst Hy>XXHO yaanuTb. CNnMcoK pa3peLleHunn,
CBSI3aHHbIX C AaHHbIMW JEeNIMKaTHOroO XxapakTepa O 300P0Bbe, NpvBefeH B paspene "Kakve
pa3peLleHns OXBaTblBAOT NpaBuiia B OTHOLLEHWUM NPUIOXEHUIA AN 300POBbs?" 3TOM CTaTbn
CnpaBOYHOro LeHTpa.

[axe ecnv 0CHOBHOE Ha3HaYeHWEe NPUNOXEHUS HE CBA3aHO CO 3LOPOBbEM, HO B HEM €CTb
KacatoLwmecs 300poBbs GYHKLMM 1 JOCTYN K [aHHbIM O 3L0POBbE, HA HEFO PACNPOCTPAHSIOTCS
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npaBuna B OTHOLEHWN NPUOXEHNIN ONa 300P0Bbs. [10/1b30BATENAM [OMXHA ObITb OYEBULHA CBA3b
MeXAy OCHOBHbIMU QYHKLMUAMM MPUIIOKEHUS U MPUYMHAMM, MO KOTOPLIM COBUPAIOTCS JaHHbIE O
3[10pOBbe. HanpumMep, NPUNOXEHNIO CTPAXOBOM KOMMNaHMUM MOXET BbITb HY>XXEH JOCTYnN K
MEAMLMHCKUM [aHHbIM A8 0pOPMAEHUS NOSIMCA, @ UTrPe — K CBEAEHNSM O GU3NYECKON
AKTVBHOCTM OJ19 MPOABUMXEHMS B UTPOBOM npouecce. 3TO OrpaHNUYEHNE Ha UCTONb30BaHNE
LaHHbIX JOMKHO 6bITb OTPAXEHO B NONUTUKE KOHOUAEHLMANBHOCTU NPUNOXEHNS.

+ ®yHKUUU, CBA3aHHbIE CO 3A0POBbEM U MEAULUHOM:

« 3anpeLleHbl NPUNOXEHUS, B KOTOPbIX CBA3aHHbIE CO 300POBLEM U MEAULNHON GYHKLUM BBOASAT B
3abnyXaeHNe UM MOryT HaHEeCTU BPER.

+ ECNM NpunoxeHns CBA3bIBAIOTCS C BHEWHWMU YCTPOMCTBAMM UM annapaTHbiM obecneyeHnem,
HanpuMep Npubopamu g N3MepPeHns ypoBHS caxapa B KPOBW, A1 BbiNONHEHNUS MeQULNHCKUX
dYHKLNIM, TO B ONUCAHUN NPUNOXEHNA HEOBXOAUMO ABHBIM 06Pa30M NepeYncnnTb TpeboBaHUs K
3TOMy 060pyaOBaHMI0. Henb3s co3naBaTh Y Nonb3oBaTesel BrieyaTieHne, YTo Takmne NpunoxXeHus
MoryT paboTaTb HE3AaBMCMMO OT HEOBXOAMMOrO BHELLHErO annapaTHOro obecneyeHus.

+ Ecnu nprnoxeHns UCnonb3yoT AaTumku yCTPOMCTBA, HanpryMep Kamepy, 4N BbINOMHEHUS
bYHKLMIA, CBA3AHHbBIX CO 300POBLEM, B OMUCAHUUN NMPUNOXEHNI HEOBXOAMMO SBHBIM 06Pa3oM
yKa3aTb MHPOPMALMIO O COBMECTUMOCTU. Hanpumep, paspaboTymki NPUIIOXEHWI, MO3BONSIOLLMX
N3MepsTb YPOBEHb KMCNOPOAaA B KPOBU C NMOMOLLbIO TOMbKO LaTUYMKOB YCTPOMCTBA, LOMXKHbI
nepeyncnvTb MOLENU, NOALEPXKMBAIOLNE 3TY BOZMOXHOCTb.

+ Pa3paboTyumky, y KOTOPbIX €CTb Pa3peLleHne Unmn opobpeHre perynnpyowmnx opraHoB Ha
KBaNM®UKaLMO CBOUX MPUNTOXKEHUIN KaK MEOULMHCKMX USAENWI, BOMKHbI NPEefoCTaBUTb
noaTBepPXAatoLLe AOKYMEHTbI MO 3anpocy. [ns NpUnoxXeHni, KOTopble HE PEryNNPYIOTCS U He
0Of06pEHbI OPraHOM 3 PaBOOXPaHEHMs], TPEBYETCa ACHbIN 0TKa3 OT 0693aTeNbCTB C MHbOPMaLnen
0 TOM, YTO OHU He ABNSIOTCH MEAVNLNHCKUMU USAENMUSMU U HE MPEfHA3HAYEHbI A8 OMarHOCTUKY,
neyeHns n NnpodunakTUKmM Kakmx-nmbo 3aboneBaHni.

* B npuvnoxeHnsx Takxe fOMKHbl ObITb HAMOMWHAHWS 4SS NONb30BaTENEN O HEOBXOAMMOCTH
0ob6palLaTbcs 3a KOHCYNbTaUUAMM, 4UAarHOCTUKON U IeYEHMEM K MEANLMHCKUM PaboTHUKaM.

- [lononHuTenbHble TpeboBaHUS:
Ecnu Balle npunoxeHue ons 300poBbs OTHOCUTCA K OLHON M3 YKa3aHHbIX HUXE rpyrm, Bbl SOMKHbI
BbIMOSIHUTb AENCTBYIOLWME AN1s Hero TpeboBaHus.

« MpunoxeHus gns 300POBbSI, CBS3aHHbIE C rOCY[apPCTBEHHbIMU YUYpEXAeHUsaMuU. ECnv Bbi
MOMYYUNY OT FOCYLaPCTBEHHOTO YUPEXAEHMS UMW aKKPELMTOBaHHOW OpraHmMsaumn B coepe
3[0paBOOXPaHeHUs paspelleHne Ha paspaboTky U pacnpoCTpaHeHne NPUIOXKEHNS B MapTHEPCTBE
C HUMY, Bbl LOMKHbI NPEROCTaBNUTL HaM NOATBEPXAAOWME JOKYMEHTbI Yepes GopmMy
npenBapuUTENibHOrO YBELOMIIEHUS.

« MpunoxeHus pna oTCNeXXnBaHUsi KOHTAKTOB U COCTOSIHUA 3A,0POBbSA. ECnK Baw NpogyKT
npenHasHayvyeH gng otcnexnsaHna KOHTakToB C I/IHd)I/ILI,I/IpOBaHHbIMVI W/Unn COCTOAHUS 300p0Bb4,
BbibepuTe B Play Console kaTteroputo "Mpodunaktuka bonesHen 1 obwecTseHHoe
3[paBooxpaHeHne"”. Bam Takxe HyXHO 3anonHUTb GopMy NpenBapuUTeSibHOrO YBEAOMIIEHNS,
YMNOMSAHYTYIO BblLLE.

- MpunoxeHus ans uccnefoBaHuii ¢ ydactTuem niogen. NpunoxeHus, B KOTOPbIX NPOBOAATCS
nccnefoBaHua B 061acTu 30paBoOXPaHEHUs C y4aCcTUEM JIIOAEN, [OMKHbI COOTBETCTBOBATbL BCEM
npasunam 1 3akoHam. MoM1MO NPOYEro, 3TO O3HAYAET, YTO HEOBXOAMMO MoMyYaTb
NMHGOPMUPOBAHHOE COrflacue OT COBEPLIEHHONETHMX YYaCTHUKOB WM OT PpoguMTenen nnm
OMNeKyHOB HECOBEPLIEHHONETHMX. PaspaboTumkam Takux NPUIoXeHUI Takxke crnegyeT nonyynTb
opobpeHne Ha NpoBefeHe NCCNefoBaHNA OT MHCTUTYLMOHANbHOMO HabnopaTenbHoOro coseTta u/
WM aHaNorMyHoro He3aBMCUMOrO KOMUTETA MO ITUKE, ECIIN ANF HUX HE NPedyCMOTPEHO
ncknoueHne. CBMAETENIbCTBO Takoro ofo6peHns HE06X0AMMO NPefOoCTaBUTb MO 3anpocy.

I'Io,u,po6Hy|o MH(I)OpMaLI,I/I}O O NpuUnoxeHnax ona 3noposbs U MEONLUHCKUX NPUNOXKEHUAX MOXHO HanTH
B 9TOW CTaTbe CnpaBquoro LeHTpa.

HaHHble npunoxeHuns "3gopoBbe 1 cnopT”
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[aHHble, 0OCTYN K KOTOPbLIM OCYLLECTBASETCS C NMOMOLLbIO PA3PELIEHNA Ha [OCTYM K NMPUIOXEHNIO
"300pOBbE N CHOPT", CUMTAIOTCS NEPCOHANbHOM U KOHGUAEHLMAIBHOW NONb30BaTENbCKOM
nHdopMaumen. K HUM NPUMEHSIIOTCA NPaBuia B OTHOWEHMM MOSIb30BATENBCKMX AaHHbIX 1
LOMONHUTENbHbIE TPEBOBAHMS

INekapcTBa, OTNyCKaeMble Mo peuenTy

Mol 3anpeuwaem I'Iy6J'II/IKOBaTb nPpUNoXeHnd, npeagHa3HavyeHHble ong npoaaxu nnm noKynku 6e3
peuenTa nekapcTB, OTNYCKaeMbIX MO peuenTy.

3anpeLleHHble BeLeCcTBa

B Google Play Henb3s ny6nnkoBaTh NPUIOXEHNUS O pekfiaMbl UM NPOAaXM 3amnpeLLeHHbIX BELLECTB,
JaXxe ecnv OHW 3asiBNeHbl Kak 3aKOHHbIE.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HaPYLUEHUN:

+ Bce NpofyKTbl N3 HEMOHOMO CMMCKa 3amnpeLLeHHbIX NIeKapCTBEHHbIX MPENapaToB U MULLEBbIX
nobaBok

- MNpoaykTbl, cogepxalme adpempy.

« MpopyKTbl, cofepXalle XOPMOHNYECKUI TOHAA0TPOMNMH Yenoseka (XIY) kak cpeacTeo ang
MOXyQEHNS UK KOHTPOSISA 33 BECOM NNMBO B COYETAHMM C aHABONNYECKMMU CTEPOMAAMM.

+ [Onetunueckme nobaBKu U CPEACTBa PACTUTENIbHOrO NMPOUCXOXAEHUS, COAepXallme
CUMNbHOAEWCTBYIOLNE UMW ONACHbIE UHTPERNEHTDI.

+ MpopyKTbl, B ONMMCaHUM KOTOPbIX COAEPXKATCS NOXHbIE 3asBIEHNS O MONb3e AN 300POBbS, HAaNpUmMep
CpencTBa, AKO6bl CPaBHUMbIE MO 3GDEKTUBHOCTU C PELLENTYPHBIMU NIEKAPCTBAMU U UHBIMU
NOAKOHTPONbHLIMU NpenapaTamu.

+ [poaykTbl, HE NpoLleaLwne rocyfapCcTBEHHY0 cepTudmKaLmio, B peknaMme KoTopbiX
noppasyMeBaeTcs, UTo OHM 6e30nacHbl UK 3G dEKTUBHbI NPU NEYEHUM UK NPOdUNaKTHKE
3aboneBaHun.

+ MponyKTbl, B OTHOLUIEHWWN KOTOPbIX BBELLEHbI NPABUTENBCTBEHHbIE CAHKLM TMBO NPUHATHI
3anpeTuTenbHbIe MU NPeayNpPeanTeNbHbIE MEPbI CO CTOPOHbI KOHTPOMPYHIOLLMX OPraHOB.

+ MpoayKTbl, HAUMEHOBAHMSA KOTOPbIX OYEHb MOXOXM Ha HAa3BaHMS 3anpPeLLEHHbIX NULLEBbIX 4OHABOK,
bapMaLEeBTUYECKMNX UMM MHBIX BELWECTB C KOHTPONMPYEMbiM 060POTOM M MOTYT BBECTU B
3abnyxpeHue.

MoppobHYto MHPOPMaLMIO O 3anpeLLeHHbIX GapMaLeBTUYECKMX NpenapaTax 1 NUEBbIX fo6aBKax
MOXHO HaWTu Ha canTe www.legitscript.com

J1oxxHasa HpopMaums 0 300poBbe

3anpeu.LaeT0ﬂ ﬂyﬁﬂVIKOBaTb NPpUNoXeHund, cogepxatline ced3aHHble CO 300POBbEM 3agBNEHNA, KOTOPbIE
BBOOAT B 386J'Iy)K,D,eHVIe nnpotmeopedaTt npn3HaHHbIM MEOANLNHCKUM q)aKTaM nnm MOryT NPUYNHNTD
nonb3oBaTendaM Bpen.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ O6bMaHHble YTBEPXAEHMS O BaKLMHAxX (HanpuMep, O TOM, YTO OHU MOTyT U3MeHaTb OHK).
- MponaraHga onacHbIX, HEYTBEPXAEHHbIX METOL0B JIeUEHMS.

. I'IponaraHp,a OPYyrmnx onacHblX MEOULMHCKUX npouenyp (HaanMep, KOHBepCI/IOHHOIZ Tepanvlm).


https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
http://www.legitscript.com/
http://www.legitscript.com/
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1. MpUNoXeHNe COREPXNT 0BMaHHbIE YTBEPXAEHWS, CBA3aHHbIe CO 3[0POBLEM UMM MEMULNHOWM
(3as9BNEHNa 0 rapaHTMPOBaAHHOM NPEROTBPALLEHUN U NTEYEHUN PaKa).

CBs3aHHble C MeaUuLUHON GYHKLUKU

3anpeLyeHo ny6nmMKoBaTh NPUITOXEHUS CO CBEAEHNSMM O 300POBbE MU MEAULMHE, KOTOPbIE BBOLST B
3a6nyXAeHNe NN SBASIIOTCS NOTEHLMANbHO ONacHbIMK. HanprMep, 3anpeLleHo pasmelleHme
NPUNOXEHWUIN C BCTPOEHHOW GYHKLMEN N3MEPEHNS YPOBHS KUCOPOoaa. MPUNoXeHUs [OMKHbI
MOALEPXMNBATb CBA3b C BHELHMM annapaTHbIM obecrneyeHeM, HOCUMbIMK YCTPOMUCTBaMM U
cneuvanbHbIMU AaTyMkamMm CMapTHOHOB A1 U3MEPEHUS YPOBHS KUCIOPOAa B KPOBU. B MeTagaHHbIX
HY>XHO YKa3aTb, YTO Takue NPUIOXKEHUS He NpefHa3HayYeHbl Ang MEAULMHCKUX LeNen, CO34aHbl TONbKO
L5 obLiero HabnoaeHVs 3a 3NOPOBLEM U He SBASITCS MEAULUHCKUMI yCTporcTBamu. Kpome Toro,
LOMKHbI 6bITb NEPeYncreHbl MOAENN COBMECTMMOro 060pyL0BaHNS UM YCTPONCTB.

MnaTexxu — MeguumHCKme yCnyrm

[ns TpaH3aKLUMIN, CBA3aHHbIX C OKa3aHUEM PErynMpyeMbIX MEAULMHCKMX YCIYT, UCNONb30BaTb
nnatexHyto cuctemy Google Play He HyxHo. MogpobHee o npasunax Google Play B oTHOLWeEHMK
nnaTexen

KOHTEeHT, oOCHOBaHHbIV Ha 6110KYenHe

o Mepe BbICTPOro PasBUTUS TEXHONOTUM BIIOKYENH Mbl CTPEMUMCS NMPENOCTABUTb AJ1s Pa3paboTUMKOB
nnaTopmy, Ha KOTOPOW OHU MO Bbl BHEAPATb MHHOBALLMMW U CO3AaBaTh Honee ynobHble 1
MMMEPCVBHbIE CEPBUCHI 1S NMONIb30BaTENEN.

B Lienax HacTosLero npaswia Mbl pacCMaTPYBaeM KOHTEHT HA OCHOBE BGNoKYelriHa Kak
TOKEHW3MPOBaHHbIE LMdPOBbIe 06BEKTbI, KOTOPbIE CO3AAOTCH U UCMONbB3YHOTCSA MPU NMOMOLLM


https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions
https://support.google.com/googleplay/android-developer/answer/10281818#zippy=%2Cmy-app-provides-clinical-services-should-i-use-google-plays-billing-system-for-those-transactions

TEXHONOrnmM 6riokYenH. Ecnun Balle NpunoxeHne CoORepXnT Takor KOHTEHT, Bbl JOMKHbI cobnoaaTh
yKasaHHble TpeboBaHus.

KpVII'ITOBaﬂIOTHbIe 6VIp)KVI U NporpamMMHbie Kollesibku

YT06bI NOKYNaTh KPUNTOBANIOTHI, @ TakXe BNafeTb UM 06MEeHMBATLCS VMU, HEOBXOAMMO MCMOSb30BaTh
cepTndULMPOBAHHbIE CEPBUCHI B IOPUCAMKLMAX C 3aKOHOLATENBCTBOM, PErynupyowmum obpalleHve
TakuUX BasoT.

Balle npunoxeHne Takxe [OMKHO COOTBETCTBOBATb AENCTBYIOWMM 3aKOHAM BCEX PErMOHOB 1 CTPaH, B
KOTOPbIX OHO pacnpocTpaHaeTcs. He nybnukyinTe ero B perMoHax Uim CTpaHax, roe Balwv NpogykThl 1
cepsuchl 3anpelueHbl. Google Play MoxeT noTpeboBaTh OT Bac NpefoCcTaBUTb AOMONHUTENbHYIO
NHbOPMALMIO UM LOKYMEHTbI O TOM, YTO Balle NPUNOXEHNE OTBEYaeT BCEM AENCTBYIOWMM 3aKOHaM 1
NULEH3NOHHBIM TPEBGOBAHKAM.

MaWHUHr KpunTOBanIoOTHI

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, NPefHa3HAYeHHbIE 419 MalHUHIa KPUNTOBANIOT Ha
ycTponcTBax. MpunoxeHus, perynmpyolme ManHUHI KPUNTOBAMNOT AUCTAaHLMOHHO, Pa3peLLEHbI.

Tpe6oBaHUs K NPO3PaYHOCTU NPU PacNPOCTPaHEHUU TOKEHU3UPOBAHHbIX LIUPPOBbLIX 06BbEKTOB

Ecnwv Balle npunoxeHue npofaeT niv No3BoMseT NOMb30BaTENSM 3apabaTbiBaTb TOKEHU3NPOBAHHbIE
LUndpoBble 06BHEKTHI, Bbl OSIKHBI COOOWNTL 06 3TOM Yepes dopMy Aeknapaummn GUHAHCOBbIX GYHKLMI
Ha cTpaHuue "KoHTeHT npunoxenua” B Play Console.

Mpu co3naHnM KOHTEHTa A8 NPOAAXM Yepes NPUNOXEHWE Bbl BOMKHbI YKa3biBaTb B CBEAEHUSX O
KOHTEHTE, UTO OH NpefcTaBngeT cob60M TOKEHN3NPOBAHHbIV LPOBOM 06BEKT. [LONONHUTENbHYIO
NHGOPMALMIO MOXHO HAaUTK B cTaTbe Kak co3faTh KOHTEHT ANS MPOLAXM YePe3 MPUSIOXKEHME.

3anpelaeTcs ynoMmHaTb B NPUBNEKaTENbHOW GOPME UMK NMPOLBUraTb BO3MOXHOCTb MOMyYaTb LOXOA,
yepes Urpy Unm TPeuguHr.

JononHuTtenbHble Tpeb6oBaHusa k ucnonb3osaHuio NFT B urpoeon popme

YT06bl paCNPOCTPaHSATL MPUIIOXEHNS AN @3aPTHbIX Urp, paboTatowme ¢ TOKEHU3MPOBAHHbBIMU
UndpoBbIMM 06bekTaMu, Hanpumep NFT, Hy)XHO NONyYnTb paspeLleHne, Nohas 3asBKy. 1o TpebyeTcs
cornacHo Mpaewnam Google Play B OTHOLWEHWN a3apTHbIX UrP, UFP U COPEBHOBAHWIA C peanbHbIMU
LEHEXHbIMU NpU3aMu.

Bo BCcex ocTanbHbIX MPUTOXEHWSX, KOTOPble HE COOTBETCTBYIOT TPeHOBaHMAM K NPUNOXEHUSM 4s
a3apTHbIX UrP 1 He YKa3aHbl B pa3gene Lpyrue nunoTHble UrPOBblE MPOEKTbI C peasibHON BantoToN,
HMKaKne 06BbEKTbI C AEHEXHON LLEHHOCTBIO HE JOMXKHbI MPUHMMATLCS B OOMEH Ha BO3MOXHOCTb
nonyuntb 06bekTbl NFT HemsBecTHOW cTouMocTu. O6bekTbl NFT, nprobpeTeHHble NONb30BaTENSIMU,
OOMKHbI MPUMEHATLCS B Urpe ANs YNPOLEHWS ee NPOXOXAEHUS U YNy4lleHUs UrpoOBOro npoLecca.
HeponycTumo, 4tobbl Takme 06beKTbI UCMONB30BANMCh AJ1S CTAaBOK UIN 3aKOYEHMst Mapy B 06MeH Ha
BO3MOXHOCTb BbIMIPaTb NPU3bl peanbHOM AEeHEXHOW CTOMMOCTU, B TOM Yncne apyrne oobvektbl NFT.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

« MpunoxeHus, B KOTOPbIX NpogatoTcs Habopbl NFT 6e3 nHdopmaummn o Tom, kakme 06bekTbl NFT B HUX
BK/KOY€EHbI N KaKOBa LLEHHOCTb COAEPXNMOrO.

« CMynaTopbl a3apTHbIX Urp, Tpebylowwme onnaTy A8 Hayana Urpbl M NPefoCcTaBnaoWmMe B Ka4ecTBe
BO3HarpaxgeHus o6bekTbl NFT.

KOHTeHT, co3gaHHbIN UCKYCCTBEHHbIM UHTEJ1JIEKTOM

Mopenn reHepaTnBHOIO UCKYCCTBEHHOIO MHTENNEKTa CTaHOBATCA OOCTYNHEE, U pa3pa60le|KM MOryT
BHEOPATb UX B NPUJTOXEHNS, YTOObI MOBbIWATb yp,O6CTBO CBOUX NPOAYKTOB 1 BOBIEYEHHOCTb


https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots

nosnb3osaTenen. Mbl XOTUM, YTOBbl KOHTEHT, CO3[,aHHbIN C MOMOLLbIO Taknx Moaenen, 6bin 6esonaceH
LNS BCEX, @ NOMyYEHHbIE OT3bIBbl YUYMTbIBANUCH NMPU AaNbHENLWEM Pa3BUTUM NPOAYKTOB.

KoHTeHT, co3paHHbIN UCKYCCTBEHHbIM UHTEJTJ1IEKTOM

KOHTEHT, co3aaHHbI UCKYCCTBEHHbIM UHTENNIEKTOM, reHepupyeTcs Mogenammn reHepatusHoro MM Ha
OCHOBE 3anpocoB nonb3osatenen. Mpumepsi:

+ TEeKCT, KOTOPbIN CO3haeTcs YaT-60ToM C reHepaTuBHbIM VI B npouecce 06LLeHrs C NoSib30BaTeNeM,
€CNU Takoe ObLLEHNE ABNFETCS OCHOBHON GYHKLMEN NMPUTOXEHNS;

* M306paxeHuns U BULEO, KOTOPbIE TEHEPUPYIOTCS UCKYCCTBEHHBIM UHTENIEKTOM Ha OCHOBAaHWM
TEKCTOBbIX, FPaPUUECKNX UMK FOSTOCOBBIX 3aMPOCOB.

Ona obecneyeHns 6e30MacHOCTM NONb30OBaTENEN U B COOTBETCTBUN CO cHeport LenCTBUS NpaBui
Google Play npunoxeHus, cozfatolme KOHTEHT C UCMOSTb30BAHNEM UCKYCCTBEHHOTO MHTENNEKTa,
LLOSIXXHbI OTBEYATb NpaBunam ans paspaboTumkos npunoxeHuit B Google Play. B yacTtHocTH,
MPUNOXEHNSAM HENb3S FTEHEPUPOBATb 3aMpPeLLEHHbIN KOHTEHT, HAaNPUMEpP CNOCOBCTBYOLWNN
3KCyaTauumn feTen U HaCUuIo Hag HAMK, @ TakKe BBELEHUIO B 3abnyXaeHue.

OTpacneBble pekoOMeHaaLMmM Mo obecneyeHnto 6e3onacHOCTM NPUNOXEHMIN Ha 6a3e reHepaTUBHOIO
MW Bbl HargeTe B 3Tol cTaTbe CNpaBOYHOro LeHTPAa.

MPUNOXeHNs, CO3AAIOLLIME KOHTEHT C NMOMOLLbIO VW, LOMKHBI NPEROCTaBAATh NOMb30BaTENAM
BO3MOXHOCTb OTMEYaTb OCKOPOUTENbHbIE MaTepumarbl v coobLaTb O HUX pa3paboTumkam, He
BbIXOAS M3 NpuioxeHus. PaspaboTurkam cregyeT UCnofnb30BaTh Xanobbl Nonb3oBaTenen B kadecTse
UCTOYHUKA UHPOPMaLMK AN GUNBTPALLUM KOHTEHTA 1 MOLEPALMM B CBOUX MPUIOXEHMSX.

NHTennekTyanbHas cCOOCTBEHHOCTb

Sanpeu.l,aech HapywaTb Ybn-nNnbo npaBa Ha MHTENNEKTYanbHYIO COH6CTBEHHOCTb (TOBaprIe 3HakKu,
aBTOpPCKMeE npasBa, NaTeHTbl, KOMMep4Yeckne TaWHbI U T. JJ,.), a TakXXe NoowpaTb HapylweHne aTux npas
nnu cnocobcTBOBaThH eMy. 3anpeT KacaeTCd Kak I'Ipl/lﬂO)KeHVIﬁ, TaK N aKKayHTOB pa3pa6OTL{I/IKOB.

Ecnu Ham cTaHeT n3BeCTHO O MOAOBHbIX MaTepuanax, Mbl NPUMEM HeOHXofMMble Mepbl. YTObbI
COOBLWMNTb O HAPYLWEHUN aBTOPCKMX NPAB 1 NOMYYUTb AOMONHUTENbHYIO MHbOPMALMIO, CepynTe
HaLWM UHCTPYKLMSM MO yAaNeHno KOHTeHTa n3 Google

YT06bI NOAATH Xanoby Ha NPUNOXEHWE, B KOTOPOM NPOAAITCS UNN PEKNAMUPYIOTCS NOAAENbHbIE
TOBapbIl, 3aNoNHUTE 3Ty GopMy

Ecnv Bbl BNagenew, TOBapHOroO 3Haka M BaM KaXeTcs, YTO OH HE3AaKOHHO UCMONb3YETCS B MPUIOXEHUY,
KOTOpOe pacnpocTpaHseTcs Yepe3 Google Play, pekomeHyemM cHauana 06patuTbesa K paspaboTumky
3TOro NPUNOXeHUs. ECnn 3T He MOMOXET YCTPaHUTL HapyLLeHWe, OTNpaBbTe Xanoby Ha He3akoHHOe
MCMOMb30BaHWE TOBAPHOrO 3HaKa C MOMOLLbLIO 3TON GOPMbI

Ecnv y Bac ecTb NMCbMEHHOE pa3peLueHne OT NPaBoO6NafaTens, TO UHTENEKTYANTbHYHO
CcobCTBEHHOCTL (BpeHp, noroTun u rpadpuyeckne 06bEKTbI) MOXHO UCMONb30BaTb B NMPUNOXEHUN UK
Ha ero cTpaHuue. Oba3aTenbHO CBXXMTECH C KOMaHZon Google Play  nepep nybnvkauumen
MPUNOXEHNS, YTOBbI €r0 HE OTKMOHWM 33 HapyLUEeHWe aBTOPCKUX NpaB.

He3akoHHOEe Ncnonb3oBaHME KOHTEHTA, 3aLULL,EHHOrO AaBTOPCKMUM NpaBOM

3anpelyaeTcs HapyLlaTb YyXune aBTopckue npaea. MiameHeHne MaTepranos, 3alMLLEHHbIX aBTOPCKUM
MpaBoM, TakXe MOXET NPUBECTU K HAPYLWEHMWI0. B HEKOTOPBIX Cryyasix pa3paboTunKm LOMXKHbI
[lOKa3aTb CBOE NPaBO Ha UCMOJNIb30BaHME TOrO UM MHOFO aBTOPCKOrO KOHTEHTA.

He pekoMeHayeTcs UCNonb30BaTh YYXKOM KOHTEHT A8 AEMOHCTPALMM BO3MOXHOCTEN CBOErO
npunoxenus. besonacHee BCero co3patb OPUrMHASbHbIE MaTepUansbl.

BoT npuMepbl Hanbornee pacnpocTPaHEHHbIX HapyLUeHUN:


https://support.google.com/googleplay/android-developer/answer/10146128
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/16353813
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
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https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
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+ O6MOXKN My3blKanbHbIX albOOMOB, BULEOUTP U KHUT.
+ PeknamHble n3obpaxeHuns n3 GunbMoB, Cepuarnos, Tenenepenay Unm BUGEOUrp.

+ N306paxeHns Unm 3acTaBku U3 KOMUKCOB, MyNbTGUIIbMOB, GUNbMOB, BUAEOKINMNOB, CEPUarioB UMK
Tenenepeqau.

+ JloroTunbl yHUBEPCUTETCKUX UMK NPOGECCUOHANbHbIX CMOPTUBHBIX KOMaHA,

- doTorpadum n3 NpodPuns N3BECTHOIO YeNoBEKA B COLMANbHOM CETU.

» ®oTorpadum N3BECTHOrO YENOBEKA, CHATbIE MPOPECCHMOHANbHbIM GOTOrpadoMm.

+ PenpogyKkuuu KapTuH, 3alMLLEHHbIX aBTOPCKMM MPaBOM, U KOMUK, HEOTIMYMMbIE OT OpuUrnHana.
» Ayomosanucu n3 matepuanos, 3almLLeHHbIX aBTOPCKUM NPaBOM.

» Konuu nnn nepeBobl KHUT, HE ABNAOWNXCA 06Ll.l,eCTBeHHbIM OOCTOAHUNEM.

MoowpeHre HapyLleHns aBTOPCKUX NpaB

3anpelyeHo ny6nmMKoBaTh NPUIIOXEHNS, NMOOLLPAOLLE HAPYLLEHNE aBTOPCKUX NPaB Uiv
cnocobcTBytoLMe 3ToMy. ECniv Bbl HE yBEpeHbl, YTO Ballie NPUIIOXEHWE He HapyLWaeT 3TO NpPaBuIio,
obpaTTech 3a COBETOM K IOPUCTY.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

« MpunoxeHus ans NOTOKOBOW Nepefayn BUAEO UKW ayamo, KOTOpble NO3BOMSIOT 6e3 pa3peLleHus
cKayaTb KOMUKO KOHTEHTA, 3aLLMLEHHOrO aBTOPCKUM MPaBOM.

° an/IJ'IO)KeHVIH, nossongdoumne cnywatb, CMOTPETb U CKaynBaTb My3biKy, BUAEO U ,IJ,perVI KOHTEHT B
O6XO}:I| 3aKOHa O 3alWuTe aBTOPCKKUX NpaB:
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(D B onuncaHnmM 3TOro NPUNOXKEHUS NOMb30BaTENAM MNPEAIaraeTcs CKaumBaTb KOHTEHT, 3aLLMLLEHHDIN
aBTOPCKUM NpaBoM, 6e3 COOTBETCTBYIOLLErO Pa3peLleHus.

(@ CKPUHLIOT B OMUCaHWK 3TOTO MPUIOXEHUS NMPU3bIBAET NOSb30BATENEN CKaUMBaTb KOHTEHT,
3aLLMLLEHHbI/ aBTOPCKMM NPaBOM, 63 COOTBETCTBYIOLLErO pa3peLleHus.

HapyleHue npaB Ha TOBapHbIM 3HAK

3anpelyeHo nybnmkoBaTb NPUNOXEHWS, HapyLLaloLWMe NpaBa Ha TOBaPHbIN 3HaK. TOBapHbIM 3HAKOM
Ha3bIBalOT CIOBO, CUMBOJ UM UX COYETaHME, YKa3blBaloLWMe Ha MPON3BOAUTENS TOBaApa UNn
nocTaBLwmka ycnyr. OH faet BnagenbLy UCKOUMTENbHbIE NMPaBa Ha ero NCnob3oBaHne
NMPUMEHUTENBHO K LaHHOMY TOBapy UK yCnyre.



HapyLeHnem faHHbIX MpaB CUMTAETCs HEHaANexallee UM HeCaHKLMOHUPOBAHHOE NCMONIb30BaHME
MOEHTUYHOrO NGO OYEHb MOXOXErO TOBAPHOIO 3HAKa C Lenbio AaTb HEBEPHOE NpeacTaBneHne ob
NCTOYHMKE NpoayKTa. ECnn B Balwem NpunoXeHnu NpuCyTCTBYOT TOBAPHbIE 3HAKM APYrUX MPOAYKTOB,
KOTOpble MOryT BBECTU MONb30BaTeNeN B 3abnyXaeHME, OHO MOXET ObITb 3a6NOKUPOBAHO.

MoppenbHbie ToBaphbI

3anpeLeHo nybnnmkoBaTb NPUTOXEHUS, B KOTOPbIX MPOAAKTCA U PEKSTAMUPYIOTCS NOALENbHbIE
ToBapbl. Peub naeT 06 M3nenmax, Ha KOTOpbIX eCTb 0603HAYEHNS, MAEHTUYHbIE YYXXMM NloroTunam /
TOBaPHbIM 3HaKaM MMM OYEHb MOXOXME Ha HUX. DTO MO3BONAET BblgaBaTb NOAAENbHbIV TOBAP 3a
NOASIVHHBIN.

HapyweHue koHduaeHUnanbHOCTH, 3f1oynoTpebneHne
pecypcamMu yCTpOMUCTBa U MOLLEHHNYECTBO

KoHbuaeHumanbHoCTb nosb3oBaresnien 1 6€30MacHOCTb CEPBUCOB OYEHb BaXKHbI s Hac. MoaToMy B
Google Play cTporo 3anpelyaetcs ny6nmMkoBaTh BPeLOHOCHbIE, MOWEHHUYECKUE U Opyrue
MPUNOXEHNS, KOTOPbIE HEAOMYCTUMbIM 06Pa30M UCMONb3YHOT PECYPChl CETU UM YCTPOWCTBA, a Takxe
nepcoHanbHble AaHHbIE.

[laHHblE NoNb3oBaTENS

Bbl [OMKHBI TOYHO M NOAPOBHO ONMcaTb, Kak 06pabaTbiBaeTe Nob30BaTeNIbCKUE AaHHblE, HANPUMeEpP
nony4YeHHble OT Hero unu cobpaHHble BaMu, B TOM uncne nHbopmaumio ¢ yctponcts. Obs3aTensHO
coobwunTe, Kak 1 Ans Yyero Bbl Oyaete cobupatb, 06pabaTbiBaTb U UCMONL30BaTh 3TN faHHbIE, @ TakXe
nonyyatb ¥ NPefoCTaBNaTb K HAM JOCTYN. Micnonb3oBaTtb Takyo MHGOPMaLMIO B LieNsx, O KOTOPbIX Bbl
He 3asBuUNK, 3anpeLLeHo. Jiobas 06paboTka NNYHbIX 1 KOHPUMAEHLMANbHbIX MONb30BaTENbCKMUX AaHHbIX
TaKXe [OMKHA OCYLLECTBATLCS B PaMKax LOMONHUTENbHbIX TPEOOBaHMI, yKa3aHHbIX B pasaene
"JInyHble N KOHPUAEHLMaNbHbIE NONb30BaTENbCKUE AaHHble" HUXE. [TOMUMO 3TUX U gpyrux MNpasun
nporpammbl 4ns paspabotumkos Google Play, Bbl [OMXHbI BCe BpeMs COBMOAaTh 3aKOHbI O 3aluTe
LaHHbIX N KOHOUAEHLNANBHOCTY, [EUCTBYIOWME B IOPUCAMKLMSX, TLE Bbl PACNpPOCTPaHIEeTe CBOU
NpomyKTbl U cepBuChl. Hanpumep, ecnu Bbl NpepfiaraeTe CepBUCHI NONb3oBaTeNsM U3 EBponeckoro

COl033a, N3yunTe PEKOMEeHaLUM NO 3alMTe NEPCOHANbHbIX AaHHbIX HA MOBUIIbHbLIX YCTRONCTBAX
NPUHATbIE PPaHLY3CKUM Haf30PHbIM OPraHoM Mo 3awmTe AaHHbix (CNIL).

Ecrnv B BaleM NpunoXeHUn ecTb CTOPOHHUI Kop, (Hanpumep, SDK), ybeauteck, 4To 3TOT KOA, a Takxe
npouecchl 06paboTKM NONb30BATENbCKMX AaHHbIX HA CTOPOHE ero NoCcTaBLLMKa COOTBETCTBYIOT
MpaBunam NporpamMmsbl s pa3paboTunkos Npunoxenu B Google Play, B ToM uncne TpeboBaHusm 06
MCMOJIb30BaHMUM 1 PackpbITUN HbopMaL MU, Hanpumep, Bbl BOMKHbI YAOCTOBEPUTLCS, UTO MOCTaBLLMK
SDK He npofaeT nnyHble 1 KOHOUAEHLMarbHbIe NONb30BaTENbCKME faHHbIe, MONyYeHHbIe U3 Ballero
npunoxeHus. 3To TpeboBaHWe OeCTBYET BHE 3aBUCMMOCTM OT TOTO, NepefatoTCs N
NoNb30BaTeNIbCKME [AaHHblE MOC/E OTNPABKM Ha CEPBEP UM B Pe3ynbTaTe BHELPEHUS CTOPOHHETO
KOL,a B Balle NPUNOXEHME.

JIn4yHble 1 KOHq)MﬂeHuMaﬂbele nosib3oBaTesibCKue gaHHbie

K nnyHbIM 1 KOHPUAEHUMANbHBIM NOIb30BATENBCKMM [AHHBIM OTHOCUTCS B TOM Yncne nHbopmauums,
nossongtoLas MAeHTUGULMPOBATbL TMYHOCTb, GUHAHCOBbBIE, NIATEXHBIE N YYETHbIE faHHbIE,
TenedOoHHas KHWUra, KOHTaKTbl, BaHHblE 3BOHKOB M SMS, faHHble 0 300pOBbe  , AaHHbIe N1aThOopPMbI
"300poBbe 1 CNOPT" , AAHHbIE O MECTOMOJIOXEHUN YCTPOUCTBA U CIUCKE APYruX NMPUIOXEHUN Ha
YCTPOWCTBE, faHHbIE MUKPOPOHA 1 KaMepsbl, @ Takxe Apyras KoHduaeHumanbHas nHdopmaLums 06
YCTPOWCTBE MW €ro UCnonb30oBaHnW. ECnv Balue NnpunoxeHne NCNonb3yeT Takue CBeAEHNs, OT BacC
TpebyeTcs cnegytouiee:

+ OrpaHunumBaTh JOCTYN K IMYHBIM U KOHOUAEHLMANBHBIM MONb30BATENBCKMM AaHHbIM, MOMyYeHHbIM
yepes NPUNOXeHKE, a Takxke UX C6op, UCMOMb30BaHWE U Nepeaady. AT AEeNCTBUS [OMYCKaloTCs
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TONbKO ONg npenocTtasieHUd quHKLI,I/IVI cepBuCa N1 NpPpUNOXeHUd, a Takxxe B Lendx,
COOTBETCTBYOLWMX NpaBuJiaM U HE HapyLlatloLWmnx 060CHOBaHHbIE OXnaaHna nonb3oBaTenen.

° anIJ'IO)KeHVIﬂ, ncnonb3yowmne IinYyHblie n KOHq)VIJJ,eHLI,M&J'IbeIe NnoJsib30BaTENbCKME OaHHbIe 04
NoKa3a peknaMbl, AOSKHbI COOTBETCTBOBATbL NMNpaBWiaM pa3MeLleHnsa peknambl

+ [aHHble pa3peLleHo nepenaBaTb, ECNN 3TOrO TpebyeT AeNCTBYOLee 3aKOHOAATENBCTBO
(HanpuMep, No 3anNpocy rocopraHoOB) UMK CAeska Mo CAUAHUIO MW NPOLaXe aKTUBOB. Bbl LOMKHbI
yBELOMUTb 06 3TOM MoMb30BaTeENEN LpUANYECKN NpuemnemsiM cnocobom. Kpome Toro, nepegaya
OaHHbIX BO3BMOXHa NMocTaBLWWKaM ycnyr

+ ObpabaTbiBaTb BCE IMYHbIE U KOHOUAEHLMANbHbIE AaHHbIe NoMib3oBaTeneln 6e3onacHbIM 06pasoM, B
TOM YUCTIE C NPUMEHEHNEM COBPEMEHHbIX METOAOB WNdPOBaHWS, HanpuMep npoTtokona HTTPS.

+ o BO3MOXHOCTM 3anpaLnBaTh GUHAMUYECKME Pa3PELLIEHNS, MPEXAE YEM UCMONb30BaTh faHHbIE,
LOCTYM K KOTOPbIM perynupyetcst paspeluenusmu Android

- He nponasaTb JINYHbIE U KOHq)VIJJ,EHLI,VIaJ'IbeIe nonb3oBaTenbCkMe gaHHble.

« "Mpopaxa" nogpasymMeBaeT 06MEH UnK nepepady Taknx LaHHbIX TPETbUM NULaM  C LEeNbio
nony4YeHns eHeXHOro AOX0Aa.

« Ecnun cBouv nnuHble 1 KOHOUAEHLManbHbIE faHHbIe NepefaeT caM Nonb3oBaTesb, 3TO He
cunTaeTcs npofaxen. MpuMepbl TakMxX CUTYALMIA: B NMPUNOXEHUM eCTb GYHKLMS AN nepeaym
¢darnoB TpPeTbMM NuLaM; NPUINOXEHWE NPefHa3HaYeHO A1 MPOBEAEHNS HaYUHbIX
WNCCNEefoBaHWI, N faHHbIe OTMPAaBASIOTCS B 3TUX LENsX.

PackpbiTue uHpopMaLmMm U paspelleHre Ha UCNIONIb30BaHUE AaHHbIX

Ecnwv Bawwe npunoxexue cobmpaeT, UCNONb3yeT 1 NepefaeT JIMYHbIE U KOHbUAEHLMaNbHbIE
nonb30BaTeNlbCKMe AaHHble B LENsX, KOTOPbIe MOryT He COOTBETCTBOBaTb 06OCHOBAHHBIM OXWLaHNSAM
nonb3oBaTeNier OT NpPoaykTa unu GyHKUMKM (HanpuMep, ecnv c6op nHbopMaLMm NPoxoauT B GOHOBOM
pexume), BaM HEOBXOAUMO BbINOMAHUTL TPEOOBaHMS HUXE.

PackpbiTvie uHopMaLuu. Bbl BOMKHBI yKa3aTb B NPUIOXXEHUU CBefeHus o cbope,
MCnonb3oBaHUM U Nepepaye NUYHbIX faHHbIX. JNg TakMx cBeAeHU AeNCcTBYIOT crnegyiowue
TpeboBaHus:

. MH¢OpMaLI,I/IFI OOJIKHa 6bITb B CaMOM NPUNOXeHNN, a He TONbKO B €ro OnnMcCaHnn nnn Ha canTe.

. MHCI)OpMaLI,I/IFI OOJIKHa OTO6pa)KaTbCFI npu 0BbIYHOM UCMONBb30BAHNM NPUNOXeHNnq, 6e3 Bbl30Ba MEHIO
Mnn HacTpoek.

+ B VIHd)OpMaU,I/IVI AOO/MKHO ObITb YKa3aHO, Kakune aaHHble NCnonb3yeT Unn co6V|paeT npunoxexHue.

« BHen AOO/MKHO O6'bﬂCHF|TbCF|, KakK UMEHHO NpUIoXXeHNEe UCNOJIb3YET N NepenaeT AaHHble.

° MHq)OpMaLI,I/IH HEe MOXEeT coAepXXaTbCy TONbKO B NOJINTUKE KOHq)I/I,D,eHLI,I/IaHbHOCTI/I nnun ycnoeumax
MCNob30BaHUA.

+ IHbopmaLms He MOXET BKJIIOYATbCA B COCTaB APYrnX CBEAEHMN, HE CBA3aHHbIX C Bonpocamu cbopa
JINYHBIX N KOHOUAEHUNANbHBIX AaHHbIX MNOMb30BaTeNen.

Cornacue nonb3oBaTenen U AUHaMUYeckue paspeLieHus. Bbl fOMKHbI 3aNpocuTbL cornacue
nonb3oBaTensa U [UHaMU4YECKoe paspeLueHne cpasy nocsie nokasa coobLeHns 0 PackpbITUN
nHopMaLUM, COOTBETCTBYIOLLErO yKa3aHHbIM paHee npaBunam. [ing sanpoca gencTeyioT
cnepyiouwue npasuna:

+ 3anpoc gomkeH bbiTb CHOPMYNUPOBaH NPERENbHO SCHO U NPEACTaBIIEH B OTAENBHOM AMaIOrOBOM
OKHe.

+ Cornacvie nosib3oBaTens AOMKHO NOATBEPXAaTbCa AelCcTBMEM (HanpuMep, HaxaTueM KHOMKU Ui
YCTaHOBKOM ¢riaxka).

+ CuTyauum, Korga nosb3oBaTeNb HaMEePEHHO MMM CyYanHO 3aKpbiBAEeT OKHO C 3aNpoCcoM, B TOM
yucne HaxaTMeM B ApyroM MecTe UM KHOMKOW BO3BpaTa Ha rfaBHbI 9KpaH, He MOTyT cuMTaTbCs
cornacuem.

+ ABTOMaTMUYECKM 3aKPbIBAIOWMECSH 3aMNPOChI (HanpuUMep, No UCTEYEHNM ONPELENEHHOrO BPEMEHN) He
MOTYT BbITb CPEACTBOM MONyYEHUs Corfiacus.
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+ 3anpoc fonkeH 6bITb CHavana ofobpeH nonb3oBaTenieM. ToNbKO Nocsie 3TOro Balle NPUoXeHue
MOXET MOMYUNUTb JOCTYN K NINYHBIM Y KOHPUAEHLMANbHBIM NONb30BATENBCKMM OaHHbIM UK HavaTb UX
cobupatb.

MPUNOXEHWs, B KOTOPbIX NYHbIE 1 KOHOUAEHLMANbHBIE NOSIb30BATENBCKME faHHblE 06pabaTbiBalOTCS
6e3 cornacus nonb3oBaTesNs Ha APYruX NPaBOBbIX OCHOBAHUSAX, LOMKHbI COOTBETCTBOBATb
LEeNCTBYIOWUM IOpUANYECKUM TPEBOBAHMAM M coepXKaTb HEOBXOAMMbIE COOBLLEHNS O PacKPbITUK
NMHdOpPMaLMK, B TOM YMCIIE COOBLLEHMS B CAMUX NPUSTOXEHUNAX, TPeOyeMble COrnacHO 3TUM NpaBuiiaMm.
TakvMM OCHOBaHMEM MOXET 6bITb 3aKOHHbIV MHTEPEC B paMkax 'eHepanbHoro pernameHTa EC o 3awmnte
nepcoHanbHbIx AaHHbIx (GDPR).

YT06bI NPMBECTUN NMPUSTOXKEHNE B COOTBETCTBME NPaBWIaM, Mbl PEKOMEHAYEM BaM MPUAEPXMBATHCS
cnegytouiero dopmarta, korga Tpebyetca packpbiTb MHbOPMaLMIO:

+ "[HasBaHune npunoxexus] cobrpaeT/nepenaeT/CUHXPOHNU3NPYET/XPAHUT [TUM AaHHbIX], YTOOLI
obecneunTb paboty [kakon bdyHkuuK] [B Kakmnx cnydasx]”.

« lNpumep. "Fitness Funds cobupaeT faHHbIE O MECTOMOMOXEHUM, YTOObI OTC/IEXMBATL Bally
PU3NYECKYHO aKTUBHOCTb, AXe KOrAa MpuaoXeHne 3aKpbITO UM HE UCTIONb3YETCS, U YTOObI
roaL[epXnBaTh MNoKa3 pekiamsi".

« Mpumep. "Call Buddy cobupaet, cunTbiBaeT 1 3an1CbiBAET 4aHHBIE O BbI30BAX, YTOObI UMETb [JOCTYI
K KOHTaKTaM, [4axe KOr[a npunoxXeHne He ncrosb3yeTca .

Ecnu B BaleM NpuioXeHnn UCNonbayeTcs CTOPOHHMI kog, (Hanpumep, SDK), npeaHasHauyeHHbIN ong
cbopa NUUHbIX N KOHGUAEHLMANbHBIX NONb30BATENbCKMX AaHHbIX, Bbl LOJXXHbI NPeLOCTaBUTb
LOCTaTOYHble [OKa3aTeNbCTBa TOro, YTO Balle NPUIIOXEHNE He HapyluaeT TpeboBaHus U3 pasgena
"PackpbITvie MHOPMaLNN N pa3peLleHre Ha UCNOoSb30BaHNE AaHHbIX" HAaCTOSLWMX NpaBul.
MpunoxeHve OMKHO COOTBETCTBOBATbL B TOM UMCIIE MONOXEHUSM, CBS3aHHBIM C AOCTYNOM K AaHHbIM,
a TaKxe nx cbopoMm, NCnonb3oBaHMEM U Nepefayert C NOMOLLbI CTOPOHHEro Kofa. [lokasaTenbCcTea
Heob6XOAMMO OTNPaBUTL B TEUEHUE ABYX HELellb UK APYyroro nepuopa (ecnm oH ykasaH) nocne
nonyyeHuns 3anpoca ot Google Play.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

+ MpunoxeHue cobrpaeT faHHbIe O MECTOMOMNOXEHWUN YCTPOMCTBA, HO HE COBEPXMUT 3aMEeTHOro
yBeOOMNIEHUA 06 1CNob30BaHUM NX npunoXxeHnem B q)OHOBOM pexnme n/vinu o TOM, OAnd KaKom
bYHKLMM HYXXHbI 9TW faHHbIE.

« MpunoxeHue 3anpalnBaeT ANHAMUYECKOE PaspeLLeHMe Ha LOCTYM K AaHHbIM A0 PacKpbITHS
MHOOPMALMUN O TOM, A1 YETO UCMONB3YIOTCS 3TW OaHHbIE.

+ MNpunoxeHne nosyyaeT [OCTYN K CNUCKY YCTAHOBIIEHHbIX NMPUIIOXEHWUI NONb30BATENS U HE
06pabaTbiBaET 3TN AaHHbIE KaK JINYHbIE UM KOHOUOEHLMANbHbIE B COOTBETCTBUM C NOAUTUKON
KOH®UMAEHUMANbHOCTH, MpaBuiaMmn 06paboTKM [aHHbBIX, @ TakXXe COrnacHo TPe6OBaHMAM K
PaCKpPbITUIO MHPOPMALMK 1 Pa3PELLEHMIO HA UCMOJTb30BaHME AAHHBIX.

« MpunoxeHue nony4yaeT LOCTYN K CIMCKY KOHTAKTOB MOMb30BaTENS U He 06pabaThiBaeT 3TW AaHHbIe
KaK NInYHble UK KOHbUAEHUNANbHbIE B COOTBETCTBUM C NONUTUKOM KOHOMAEHLNANbHOCTH, @ TakXe
TpeboBaHNAMU K 06paboTke faHHbIX M Pa3PELLEHNIO HA UCMONb30BaAHNE AAHHbIX.

° an/IJ'IO)KeHVIe 3anncbiBaeT AaHHble, KOTOPblE NOABNAOTCA Ha 9KpaHe, 1 He 06pa6aTb|BaeT MX Kak
JINYHbIE NN KOH¢VI,D,€HL|,VIaJ'IbeIe B COOTBETCTBMU C HaCTOAWMMIK NpaBunniamun.

+ MpunoxeHne cobrpaeT faHHble O MECTOMOMOXEHUN YCTPONCTBA , HE PACKpPbIBas, A5 YEro OHW
HY>KHbI, 1 HE Moslyyas corfiiacue nofb3oBaTens B COOTBETCTBUM C MPUBEAEHHbIMM Bbille
TpeboBaHUAMM.

« [MpunoxeHue Ncnosnb3yeT OrpaHNYEHHbIE paspeLleHns B pOHOBOM pexunme (B TOM uncne ons
OTCNEXUBAHNSA U B UCCNEQ0BATENIbCKUX UM MAPKETUHTOBbIX LeSISX), He packpbiBas, Afg YEro OHU
TpebyloTcs, 1 He nonydas cornacue nofib3oBaTens B COOTBETCTBUM C MPUBELEHHBIMU BbiLLE
TpeboBaHUAMM.

« MpunoxeHue ncnonbayeT SDK, KOTOPbIM COBUPAET IMYHbIE U KOHPULEHLMASIbHbIE
nonb3oBaTeNIbCKMNE faHHble 1 He 06pabaTbiBaeT MX COrNaCcHO NpaBuiaM B OTHOLIEHUN
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NnoJib30BaTE/IbCKNX OaHHbIX, Tpe6OBaHI/IHM K pacKpbITUO I/IHqJOpMaLLVIVI N paspeLleHnto Ha

MCNOoNb30BaHME OaHHbIX, @ TakKXe Tpe6OBaHVI9IM K o6pa60TKe OaHHbIX (BKJ'IIOLIaﬂ 3anpeT Ha npo,u,a>|<y).

MNMoppobHee 0 pacKpbITUN MHPOPMAaLUM N PaA3PELLEHUN Ha UCTIONb30BAHNE AaHHbIX...

OrpaHquHMe AocTyna K JINYHbIM U KOHd)VI,U,eHLWIaHbeIM AaHHbIM

Hwxe nepeyncneHbl oONONHUTENbHbIE Tpe6OBaHVI9I K MPUNOXEHNAM, BbINONHAOLWNM onpeneneHHble

YHKUMNN.

DyHKLUS

O6paboTka MAEHTUGUKALMOHHBIX,
bVMHAHCOBBIX M NNATEXHbIX AAHHbBIX

O6paboTka TenedoHHbIX HOMEPOB 1
LPYron KOHTaKTHOM MHbopMaLmm

AHTVBUMPYCHbIE 1 [pYyrve 3alnTHble
dyHKLMN

[leTCKNN KOHTEHT

C6H0p NOCTOSHHbBIX NAEHTUPUKATOPOB
ycTponcTs (Hanpumep, IMEL, IMSI,
CepUiHbIX HoMepoB SIM-kapT v T. 4.)

Paspen 6e3o0nacHOCTU JaHHbIX

TpeboBaHus

Balue npunoxeHune He JOMKXHO HU NPU Kakux 0BCTOSTeNbCTBax
ny6nmMKoBaTb NMYHbIE U KOHOUAEHLMANbHBIE laHHbIE, CBA3aHHbIE C
bUHAHCOBOM UM NNATEXHON AEATENbHOCTbIO, @ TaKXe HoMepa
odpuLManbHbIX YLOCTOBEPEHUN NMNYHOCTU.

3anpelueHo 6e3 paspelueHns MyBnnKoBaTb U PACKPbIBaTb JIMYHYIO U
KOHbMAEHUMaNbHYIO MHGOPMALMIO OPYrvX NIOAEN.

B nonutrke KoHoUAEHUManbHOCTM U MHbOpMaL MM 06
MCNONb30BaHUN NIMYHbIX AAHHBIX JOMXKHO O6BACHATHCA, Kakune
LaHHble coObMpaloTCa U NepefatoTcs, Kak OHU UCMONb3YTCA U KTO
MOXET MOJyYnTb K HUM BOCTY.

B npunoxeHuu, npefHa3HauyeHHOM B TOM UYMCne U Ans LeTel, He
LOMXKHbI Mcnonb3oBaTbes SDK, koTopble He OROBPEHbI ANg
nofo6HbIX cepBMCOB. C NOMHLIM CMMCKOM NpaBus 1 TpeboBaHWn
MOXHO O3HAaKOMUTLCA Ha 3TOM CTpaHuLe

MOCTOSIHHbIE MAEHTUPUKATOPbI YCTPONCTBA HE JOMKHbI BbITh
CBSA3aHbI C JINUHBIMU U KOHPUAEHUMANBHBIMU LaHHbIMU
nonb30BaTenNs v C MAEHTUUKATOPaMU, KOTOPbIE MOTYT BbITh
cOpoLIEeHbl, 3a UCKITIOYEHNEM:

« TenedoHHOM CBA3M C nomoLbto SIM-kapTbl (Hanpyumep, AN
3BOHKOB Mo cetu Wi-Fi yepes onepatopa cBa3n);

« KOPMopaTMBHbIX MPUIOXEHU AN YNpaBneHns yCTPOUCTBaMu,
MCMONb3yEMbIX B PEXMME BnagenbLa.

B Takux cny4asx pa3paboTunk [OMKEH IBHbIM 06pa3oM coobWUTh
nosb3oBaTenaM 06 NCMoNb30BaHWM MAEHTUHUKATOPOB B
COOTBETCTBUM C MPaBUiamMm B OTHOLIEHWUW MOMIb30BATENbCKUX
DaHHbIX

NHbopMaumio 06 anbTepHaTUBHBIX YHUKAMbHbIX MAEHTUdMKATOPaX
MOXHO HaMTN Ha 3TON CTpaHuLe

[lononHuTenbHble PEKOMEHAALMM MO UCMONb30BAHMIO PEKAMHbIX
npeHTuounkatopos Android npmBefeHbl B NpaBuiax pasMeLleHms
peknambl

Kaxzoe npunoxeHue JOMKHO coflepaTb pa3fen 6e30nacHOCTU AaHHbIX, B KOTOPOM MOHATHO Y TOYHO
onuncaHo, kak cobrpatoTcsl, UCTIONb3YHOTCS U NepefatoTcs NoNb30BaTENbCKME faHHble. PazpaboTumk
HeceT OTBETCTBEHHOCTb 3@ TOYHOCTb U aKTyanbHOCTb MHGOPMaLUK. DTU CBEAEHUs LOMKHbI

COOTBETCTBOBATb MHPOPMALUY, N3NOKEHHOW B NMONUTUKE KOHOUAEHLMANBHOCTH NPUIOXEHMS (ecnu

NPUMEHNMO).

I'Io,u,po6Hee O TOM, KaK 3anoNTHNTb paspen 6€30MaCHOCTU AaHHbIX

Monutuka kKoHdUAeHUManNbHOCTU

Ccbifika Ha NONNTUKY KOHOUAEHLMANBbHOCTY A0MXHa BbiTh NPVBEaeHa B NpeaHasHaYeHHOM ans Hee
pasgene Play Console 1 B caMoM npunioxeHun (BonyckaeTca pasMecTuTb TEKCT Npasun). B aToMm
LOKYMEHTe ¥ B MHpopMaLum 06 NCMONb30BaHWUMN faHHbIX, Pa3MELLEHHON B MPUITOXEHMM, AOMKHO


https://support.google.com/googleplay/android-developer/answer/11150561
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://developer.android.com/training/articles/user-data-ids
https://developer.android.com/training/articles/user-data-ids
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/10787469#types
https://support.google.com/googleplay/android-developer/answer/10787469#types

nofpobHO 06BACHATLCA, Kak OHO MOJyYaeT, COBUPAEeT, UCNONb3YET M NepPenaeT TPETbUM InLaM
nonb30BaTeNbCKME AaHHble. ITO kKacaeTcsa Nobon MHPGOpPMaLMK, a He TONbKO CBEAEHWN, ONUCAHHbIX B
pazgene 6€30MacHOCTM faHHbIX. TEKCT JOMKEH COAepXaTh:

. I/IHC]JOpMaLl,VIIO o pa3pa60TqMKe, a TakXe O KOHTakKTHOM nunue no Bonpocam KOHq)VI}J,eHLl,VIaJ'IbHOCTVI
nnn o MexaHn3Me nogayun 3anpocos;

* TUMNbl TNYHbIX N KOHCI)VIFI,eHLWIaJ'IbeIX Nnonb30BaTeNbCKNUX AaHHbIX, KOTOPbI€ AOCTYMNHbI NPUITOXEHUIO U
KOTOpble OHO COBUPAET, NCMONb3YET U NEPERAET, @ TaKXe CBEAEHNS O TOM, KTO NOfyYaeT JOCTYnN K
3TON MHbOPMaLMY;

« MHbopMauMto 0 NpoLenypax bezonacHon 06paboTKM NMYHBIX 1 KOHOUAEHLNANBbHBIX OaHHbIX;

* npaBuna pa3paboTumka B OTHOWEHUN XPaHEHUS U yOaNEHNUs LaHHbIX;

+ YeTKOe yKasaHue Ha TO, YTO 3TO NonunTrka KoHdMaeHUManbHOCTH (Hanpumep, MOXET 6biTb
YMOMSIHYTO B 3arofioBKe).

B nonutuke KOHPMAEHLMANbHOCTN HEOBXOAMMO NPUBECTU Ha3BaHWE NPUIOXEHUS UK YNOMSIHYTb
nnuo (Hanpumep, pa3paboTumnka UM KOMMNaHWUI), yKa3aHHOE Ha CTpaHuLe npunoxeHus B Google Play.
[axe ecnv npunoxeHne He UMeEET JOCTYNa K IMYHBIM N KOHPUAEHLMANBHBIM AaHHbIM, Y HErO LOMKHA
6bITb MONNTMKA KOHPUAEHLNANBHOCTY.

Y6enuTech, UTo 3TOT fOKyMeHT (He B Buae PDF-¢aiina) 4OCTYNeH No akTMBHON 06LLef0CTYNHOM
ccblfike 6€3 OrpaHNyYeHnI Mo reo30HEe U He MOXET BbITb U3MEHEH.

Tpeb6oBaHue B OTHOLIEHWUU YO aneHUs akkayHToB

Ecnv nonb3oBaTenu MoryT co3gaBaTb akkayHTbl MPAMO B BalleM MPUNOXEHUN, B HEM Takxke AO/MKHa
6bITb BO3SMOXHOCTb 3anpallvBaTh YaaneHne akkayHTa. Takyto Onumio fOMKHO BbiTb Nerko HanTu B
NPUNOXeHnn. KpOMe TOro, Nonb3oBaTenn OOJIXXHbl UMETb BO3MOXHOCTb 3aMpOCUTb yaaneHne akkayHTa
He 13 MPUIoXEeHWs, HanpuMep Ha BaleM canTe. CCblfIKy Ha Tako pPecypc Hy>KHO yKa3aTb B
cooTBeTcTBYytowWweM nosne ¢opmbl URL B Play Console.

Mpw yoaneHnn akkayHTa B MPUIOXEHMM MO 3aMpoCy NONb30BaTENS Bbl TAaKXE LOMXHbI YAANUTb
NoNb30BaTENbCKME AaHHbIE, CBA3aHHbIE C 3TUM akKayHTOM. BpeMeHHas feakTnBaLms, OTKIYEHNE Un
NpuocTaHOBKa PaboTbl aKkayHTa HE CUMTAIOTCS YAaneHneM. Ecnm BaM HYy>XHO XPaHUTb ONPERENEHHYIO
MHPOPMaLMIO B 060CHOBaHHbIX Liensix, HanpuMep ans obecneyeHus 6esonacHocTH, 60pbbbl ¢
MOLUEHHNYECTBOM UNM COBNMIOAEHNSI HOPMATUBHBIX TPEOOBAHUI, Bbl 06513aHbI SBHO NPOUHGOPMUPOBaThL
nonb3oBaTesier O CBOUX NPaBUnax XpaHeHUs faHHbIX, HaNpuUMep B NONUTUKE KOHOUOEHLMANbHOCTH.

MNoppobHee 0 TpeboBaHMSX B OTHOWEHUN YAaneHnst akkayHToB 1 06 n3MeHeHnn Gopmbl
"besonacHoCTb AaHHbIX"...

Ucnonb3oBaHue ngeHTudUKaTopa NpUnoXXeHus

Android NnpeacTaBUT HOBbIN UAEHTUOUKATOP AJ1 OCHOBHbIX MPUMEPOB MUCMNOMb30BaHUS, HanpUMep
aHanUTVKN U NPEROTBPALLEHNS MOLWEHHNYECTBA. YCNIOBUS NCNOMNb30BaHUS NOEHTUMKATOPA
npuBeaeHbl HUXe.

- Ucnonb3oBaHue. V|,D,eHTVI¢VIKaTOp Ha6opa I'IpVIJ'IO)KEHVIl‘/lI HEeNb34 NCNOJIb30BaTb ANg
nepcoHann3aunm n aHannsa peknambl.

+ CBfi3b C UHPOpPMaLMel, No3Bonsiolen MeHTUMGULUPOBATL IMMHOCTb, U APYTUMU
upeHTudukaTopamu. VigpeHTudpnkatop Habopa NPUNOXKEHNIN HENb3s CBA3bIBATb B PEKITAMHbIX LeNisx
¢ ngeHtTudukatopamm Android (Hanpumep, AAID) unu ¢ KakMMU-NM6O NEPCOHANbHBIMU 1
KOHOUAEHLMANbHBIMU [aHHbBIMU.

- Mpo3payHOCTb U cornacue. B npumeyaHm o KOHGUAEHLMANbHOCTN, COOTBETCTBYIOLLEM
TpeboBaHNSM 3aKOHOAATENBCTBA, B TOM YMCIIE B NOINTUKE KOHPUAEHUMANTBHOCTN, HEOOXOAUMO
NPouHGOPMUPOBATb MOJIb30BATENS O CHOPE U UCTONB30BaHUM NOEHTUGUKATOPOB NPUIOXKEHUS, a
TaKXe 0 HAaCTOAWMX NpaBmnax. B HEKOTOPLIX Cryyasax HEOBXOAMMO NOoNyYnTb cornacue
nonb3oBaTenen. NopgpobHas nHopMaLMa O HalwKx CTaHAapPTax KOHOUAEHLMANbHOCTM NpUBeLEHa B
pasgene [JaHHble nonb3oBaTens
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PaMouHble cornauweHus o koHpuaeHunanbHOCTU paHHbix Mexay EC, CLIA, Benuko6putaHuen u
LLiBenuapuen

Ecnu Bbl nonyyaeTe AOCTYN K JIMYHbIM AAHHBIM NMOMb30BaTENEN, MPEROCTaBNEeHHbIM KOMMaHuen Google
M CO3[aHHbIM Ha TEPPUTOPMM EBPONENCKON SKOHOMUYECKOW 30HbI, Bennkobputanum unm LLsenyapum
(manee — MNepcoHanbHble faHHble, co3faHHble B EC), ecnu ucnonbsyete nnm obpabatbiBaete aTy
NHGOPMALMIO 1 MO HEN MOXHO MPSMO UJIM KOCBEHHO YCTaHOBUTb NIMYHOCTb YENOBEKA, TO Bbl [OJIKHbI:

« Cobntopath BCce AeNCTBYIOWME 3aKOHbI, BUPEKTUBDI, PEFNAMEHTbI 1 NPaBuia B OTHOLLEHWN
KOHOMAEHLMANbHOCTH, 6€30MacHOCTU U 3aLUTbl faHHbIX.

+ Mony4aTb AOCTYM K IMYHBIM AaHHbIM M UCMONb30BaTh MX TOMbKO B TEX LIENSX, C KOTOPbIMYM COrflacuscs
nx Bnagened,.

. anIMEHFITb HeO6XO,EI,I/IMbIe OpraHmM3aunoOHHbIEe N TEXHNYECKME CpeacTBa Ani4d 3alnThbl nepCOHaJ’IbeIX
HOaHHbIX, cO30aHHbIX B EC, oT notepun, HepoNyCTMMOro ncnonb3oBaHMg, HeCaHKUMOHNPOBAHHOIO NN
HE3aKOHHOro focTyna, PackpbliTnd, USMEHEHUA N YHUUTOXEHNA.

- ObecneunBaTb HeO6XO}J,I/IMbIﬁ YPOBEHb 3alinThbl MHq)OpMaLI,VIVI B COOTBETCTBMU C NpUHLMNAMU
PaMOYHOro cornaweHns o KOHPUAEHUNaNbHOCTU OAaHHbIX NN NCnoJib3oBaTb ﬂeVICTByPOUJ,VIVI
MexaHu3M nepefayn gaHHbIX COrfiacHo Ycnosmam Google B OTHOLWEHWN 3aLNTbI AaHHbIX NpU
B3aVMMOAENCTBUN MeXY KOHTPONepamu AaHHbIX.

Bbl 06513aHbl PEryNsiPHO CBEPSATLCS C 3TUMMK TpeboBaHuaMU. Ecnmn cobntopaTte MX CTAaHET HEBO3MOXHO
WNWN BO3HMKHET CePbEe3HbIN PUCK TOTO, YTO Bbl HE CMOXETE 06eCcneynTb COOTBETCTBME UM, HEMELIEHHO
cooblwmnTe Ham 06 3ToM No agpecy data-protection-office@google.com 1 cpasy npekpaTuTe
06paboTky MepcoHanbHbIX faHHbIX, CO3aaHHbIX B EC, M1 kak MOXHO CKOpee BOCCTaHOBUTE

HEeO6XO VMBI YPOBEHb UX 3aLUUTHI.

Pa3peLwweHuns n APl c pocTynom kK KoHduaeHunanbHon nHdopmaLmnm

3anpochkl Ha NPefoCTaBeHNE paspeLlleHnit 1 ucnonb3oBaHne API, KOTOpble NOMYYaloT [OCTYM K
KoHbUMAEHUMaNbHOM NHGOPMaLMK, [OMKHbI BbITb MOHATHLIMU AN NOSb30BaTENEN. 3anpalunBaTh
paspelleHns 1 ncnonb3osaTtb API, KOTopble NOMyYatoT JOCTYN K KOHGUAEHLMANbHOM MHbOopMaLni,
MOXHO TOJIbKO B TOM Cilyyae, eCiniv OHM HEOHXOoANMbI AN PaboThbl GYHKLMI 1 CEPBUCOB, KOTOPbIE YXe
€CTb B MPUSIOXEHMU 1 OMNKMCaHbl Ha ero cTpaHuue B Google Play. Henbas ncnonb3oBaTh paspeLleHns u
API, npegocTasnatowme [OCTYN K AaHHbIM NOMb30BaTENd UM YCTPOMCTBA, A8 GYHKLUIA UK Lenen,
KOTOpPbI€ HE OTMEYEHbI B OMMCaHUN MPUNOXEHWS, HE PEann30BaHbl U HE pa3peLleHbl. JInyHbie nnm
KOHbMAEHUMaNbHbIE faHHble, MONYyYEHHbIE C pa3peLleHns NoNb3oBaTeNs Unu Npu nomowm Takmx API,
Henb3s NPoAaBaTh U NepefaBaThb C Lefblo Nocieyowen NpoaaXxn H1U Npu Kaknx ob6CTosTenbCTBax.

3anpalwmrBanTe paspeLleHns B KOHTEKCTE (N0 Mepe BO3HUKHOBEHUS HEOBXOAMMOCTU B HUX), YTOGbI
nonb30BaTeNIN MOHUMANK, 3a4EM ITO HYXHO NPUNOXEHUIO. VICNoNb3yTe faHHbIe TONbKO B TEX LENsX,
Ha KOTOpble Nnosb3oBaTeNb fan cornacue. Ecnu B fanbHenwem BaM NOHafobMTCS UCNONb30BaTh UX B
LPYrux Lensx, BaM HeobxoammMo ByaeT nonyynTb SBHOE corflacue nonb3oBaTens Ha 3To.

OrpaHu4YeHHble pa3pelueHus

Kpome TOro, K paspelleHnsM, KOTopble yKadaHbl HUXe Uiy 0603HauYeHbl B JOKYMEHTaL N ans
pa3paboTuMKOB KaK onacHble , creuuanbHble  Unu Tpebytolmne 0cobor Noanucu —, MPUMEHSIOTCS
LOMONHUTENbHbIE TPEHOBAHUS U OrpaHUYEHNS:

+ [laHHble NONb30BaTENS U YCTPONCTBA, MNOMYyYEHHBIE C MOMOLLbIO OFPAHUYEHHbIX PaspeLLEHNH,
CUMTAIOTCS JIMYHOMN U KOHOUAEHUMANbHON MHGOPMaLLMEN, Ha KOTOPYIO PACNPOCTPaHSIOTCS NpaBuma
B OTHOLUEHWM NMOMb30BaTENbCKUX LaHHbIX

+ Ecnv nonb3oBaTenb OTKIIOHSET 3anpoC Ha OrpaHNYeHHOe paspeLleHne, Bbl He JOMKHbBI NbITAaTbCS
nepeybenuTb ero. Henb3s 3acTaBNsATh NONbL30BATENEN NPELOCTABNATb PA3PELLEHUS], KOTOPbIE HE
SBRSIOTCS KPUTUYECKM BaXHbIMU. B 3TOM criyyae Bbl 06513aHbl NPUNOXUTL 0BOCHOBaHHbIE YCUUS ANs
TOro, YTO6GbI BCE PABHO O6GECMEUNTD NONBb30BATENAM JOCTYN K GYHKLMAM NMPUSIOXEHWS (Hanpumep,
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npefycMoTPeTb BO3MOXHOCTb BBOAA TENEPOHHOrO HOMEpPa BPYYHYHO, €CIM [OCTYM K CMIUCKY
BbI30OBOB OFpaHMYeH).

« CTporo 3anpeLyeHo UCronb30BaTb PaspeLleHns B LeNisX, He COOTBETCTBYIOWMX npaBunam Google
Play B oTHOWweHUN BpegoHocHoro MO (BkJtoyast 310ynoTpebneHme NoBbiLLEHHBIMU NPUBUIErUSMU

).

1S HEKOTOPbIX OFPAHNYEHHbIX PaspELLEHNI MOTYT AeMCTBOBATb AOMNOMHUTENbHbIE TPEOOBaHNS,
onuvcaHHble Huxe. CobnofeHME STUX YCIIOBUIA MOMOraeT obecneumBaTb KOHGUAEHLMANBHOCTb
nonb3oBaTenier. B oueHb pefkux cnyyasx Mbl MOXEM CLeNlaTb UCKIOUYEHWE, eCnv NPUTOXeHWe
BbIMOJIHAET Kakue-nmbo BaxHble M BOCTPebOBaHHbIe QYHKLMU, KOTOPbIE B HACTOSILLMA MOMEHT HE MOTYT
6bITb peann3oBaHbl APYruM crnocoboM. NprHMMas peLleHne B TaKUX CUTYaLUSIX, Mbl YYUTbIBAEM
noTeHuManbHble yrpo3bl KOHGUAEHLMANbHOCTY 1 6€30MacHOCTU AaHHbIX.

Pa3pelwweHus Ha poctyn K SMS n cnucky BbI3OBOB

SMS 1 CnMCOK BbI3OBOB CUUTAKOTCS IMYHBIMU U KOHOMAEHLNANbHBIMU faHHbIMU. K HUM NPpUMEHSOTCA
nonoxeHust pasgena JlnyHas n KoHbuaeHUnaneHas Hbopmaums , a Takxke cnegyrowme
OrpaHnYeHus:

OrpaHuYeHHoe paspelleHme TpeboBaHus

lpynna paspelueHunit Ha BOCTYN K CNUCKY BbI30BOB (Hanpumep,  MpunoxXeHne JOMKHO BbiTb
READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTprMpoBaHoO Kak NOMOLHUK Un
PROCESS_OUTGOING_CALLS) 06paboTUMK 3BOHKOB MO YMOMYAHMIO.

lpynna paspelweHuit Ha gocTyn K SMS (HanpumMep, READ_SMS,  [lpunoxeHune fOmKHO 6biTb
SEND_SMS, WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH, 3aperncTpupoBaHoO Kak MOMOLLHWUK UK
RECEIVE_MMS) 06paboTumk SMS no ymonyaHuto.

MPUNOXEHNIM, KOTOPbIE HE MOTYT BblTb Ha3HAYEHbI MOMOLHUKOM UM 06paboTunkoM SMS unm
3BOHKOB MO YMONYaHWIO, 3anpeLLeHo 3anpalurBaTh NOfo6HbIE pa3pelleHys. B Tom uncne Henbss
yKa3blBaTb COOTBETCTBYIOLME TErM B MaHUdecTe. 3anpalimBaTtb Takme paspeLleHys MOXHO TOMbKO
noce Toro, Kak noJfib30BaTeNlb CaM YCTAHOBUT NPUIOXEHUE B KAYECTBE NMOMOLLHNKA UM 06paboTumnka
Lns SMS vnnv 3BOHKOB MO yMon4aHuio. Kak TonbKo Nonb3oBaTenb M3MEHUT CBOM BblIOOP, NPUTOXeHME
LLOJI)KHO MPEKPAaTUTb UCMOJIb30BaTb 3TW paspelleHns. [JonyCTUMble CLLIEHapUM UCMOSTb30BaHMS 1
UCKJTIOYEHUS ONUCaHbI B 3TON cTaTbe CNpaBOYHOro LEHTPa

MPUNOXEHNS MOTYT MCMONb30BaTb YKa3aHHbIE Bbille PaspeLleHuns U NoNyYeHHble 6narogaps UM
[laHHble TOMbKO AN PaboTbl OCHOBHbIX GYHKLMI (Hanpumep, Ans obecneyeHns BO3SMOXHOCTEN, SBHO
yKa3aHHbIX B ONMUCaHWN NPUIoXeHNs). OCHOBHBIMU Ha3biBalOTCs GyHKLMKW, 63 KOTOPbIX MPUNTOXEHNE
HEBO3MOXHO MCMOMb30BaTh. [lepefaya faHHbIX, B TOM YMCHE AN UCMONb30BaHUS MO JIMLEH3MK, @
TaKxe npefocTaBneHne LOCTyna K HAM OMNYCKAaeTCs TOMbKO B LiENsiX, HEO6X0AMMbIX Ans paboThl
OCHOBHBIX GYHKLMIA MPUNOXEHNS UITM CEPBUCOB B HEM. 3aMpeLLeHO UCTONb30BaTh AaHHbIE B NIIOObIX
LPYrux Lensx, BKioyas yiyylleHre CepBUCOB UITN NMPUIOXEHUN, PEKNaMy U MAPKETUHT. Henb3as
MCMOMb30BaTh aflbTEPHATUBHbIE CMOCO6LI (BKIIOYas apyrue paspelleHms, APl 1 CTOPOHHME UCTOYHUKM)
LS MOMyYeHUs AaHHbIX, CBA3aHHbIX C Pa3peLleHUsMI Ha AOCTYM K CMIUCKY BbI30BOB U SMS.

Paapemeva Ha AOoCTyn K AaHHbIM O MECTOMOJ10XKEHUU

[laHHble O MECTOMONOXEHNM YCTPOWCTBA  CUMTAIOTCS JIMUHBIMU U KOHOUAEHLMaNbHbIMU. K HUM
MPUMEHSIIOTCS MOSIOXEHMS NPABUI O NIMYHOM Y KOHOUAEHLMANBHOM MHPOpMaLMM 1 OOCTyNe K
AaHHbIM O MECTOMONOXeHUK B GOHOBOM peXMUME, a Takxe crepytolmne TpebosaHus:

+ MpUNoXeHnsa He LOMKHbI UCMOSb30BaTh AaHHbIE, 3aliMLLEHHbIE PA3PELIEHNIMU Ha JOCTYN K
MeCTOononoxeHuto (Hanpumep, ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), ecnv 3T1 CBeeHUs He HYXHbl Ans paboTbl GyHKLMI U CEPBUCOB,
KOTOPbIE Y€ ECTb B MPUNOXKEHUN.
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* Hun npn Kaknx 06CTOATENLCTBAX HENb3S 3anpawmnBaTtb AOCTYN K AaHHbIM O MECTOMOJIOXEHUNN, eCnin
OHU 6y,D,yT ncnonb3oBaTbCA TOJIbKO A4 peKnaMbl U aHaNNTUKA. anI!'IO)KeHWiI, B KOTOPbIX 3TU OaHHbIe
6y,|:|,yT MCNoNb30BaTbCA B TOM UMNCe OANgd Nnoka3a peKnambl (nocne nony4vyeHua paspeleHnsa ot
FIOJ'Ib3OBaTeI'Iﬂ), OOJKHbI COOTBETCTBOBATbL NpaBuiaM pas3MeLleHnsa peknambl

+ 3anpawuBaTb CnefyeT MUHUMaNbHO HEOBXOAMMbIN YPOBEHb JOCTyna (TO eCTb AOCTYN K
NPUBAN3UTENBHBIM, @ HE K TOYHbIM JaHHbIM O MECTOTMONIOXEHUM U pa3peLleHe Ha NCMONb30BaHKeE B
aKTVBHOM pexuMe, a He B GOHOBOM) M TONIbKO €CNN [OCTYN AeNCTBUTENbHO TpebyeTca ana paboThl
cepBuca U GYHKLUM, UMEIOLLMXCS B MPUIOXEHMW. MoNb30BaTeNN [OMKHbI ACHO NOHUMATb, NoYeMy
A151 TOM U MHOM GYHKLMMN HY>XKEH 3anpaluvBaeMblil YpoBeHb JOCTyna. Mbl MOXEM OTKa3aTb B
ny6ankKauum NpUNoXeHn, KOTopble 3anpaLinBaoT GOHOBLIN LOCTYN K AaHHBIM O MECTOMOJIOXEHNN
6e3 Beckoro 060CHOBaHMS.

+ [oCTyn K flaHHbIM O MECTOMOOXEHMN B GOHOBOM PEXMME MOXHO UCMONb30BaTh TONBKO B TOM
Cryyae, eCn OHU HYXHbI gng PaboTbl GYHKLNIA, KOTOPbIE NONE3HbI AN MNOSIb30BATENS U CBA3aHbI C
OCHOBHbIM Ha3HaYEHNEM NPUIOXKEHUS.

I'Ipmnox(eHme MOXET nony4vaTtb A0CTYN K CBEAEHUNAM O MECTONONOXEHNN B aKTUBHOM pexunme (KOFJII,a C
NpUNoXeHnem pa60Ta|0T), eCnn ncnonb3oBaHMe 3TUX OaHHbIX:

. HeO6XO,D,VIMO ANga BbINOJIHEHUA B NPUNOXEHUN ,u,eﬁcnavm, MHNLUMNPOBAHHOIO NONb30BaTeNIEM;

* MPeKpaLLaeTcs cpasy Nnocne BbiMOMHEHWS 3TOrO AeNCTBYS.

MpunoxeHus, paspaboTaHHble crielanbHO s AeTEN, LOMKHbI COOTBETCTBOBAThL TPEOOBaHNAM
nporpammbl MpunoxeHuns Ons Bcen cemMbu

[JononHuTenbHyto MHGOPMALLMIO MOXHO HaMTU B 3TON CMPABOYHOM CTaTbe

Pa3pelueHune Ha pocTyn Ko BceM pannam

NHdopmaums o dpannax 1 nankax Ha yCTPOMCTBE Nob30BaTeNs CYMTaeTCs NIMYHOM U
KOHOUAEHUMANBbHOM MHPOPMaLMEN U JOSIKHA COOTBETCTBOBATb MOSIOXKEHMSM pasaena JInuHas 1
KOHGUAeHUManbHas nHbopmaumns |, a Takxe crnegyowmnm TpebosaHmaMm:

MPUNOXEHWS [OMKHbI 3aMpaLIMBaTh JOCTYN K XpPaHWUMMLLY YCTPOMUCTBA TOMbKO B TOM Cryyae, ecnv
3TO HeOb6X0AMMO Ans PaboThbl NPUNOXEHUS. OHWM HE MOTYT 3anpaLinBaTh OCTYN K XPaHUIMLLY OT
WMEHW TPETHETO NINLLA A1 NMOBbIX LeNew, He CBA3aHHbIX C KMOYEBbIMU QYHKLUSMU MPUIOXKEHUS.

)

YctpowcTteaM Android ¢ Bepcuelt R nnm 6onee nosgHen Ans ynpasneHns JOCTynoMm K obuemy
XpaHunuLLy Heobxoamnmo paspeleHne MANAGE_EXTERNAL_STORAGE . Bce npunoxeHus,
npefHas3HauYeHHble ANs 3TOM BEPCUMM CUCTEMBI U 3anpallMBatoLL e JOCTYN K OBLWEMY XpaHUULLY
("OocTyn Ko BceM darnam"), NPOXOAAT COOTBETCTBYIOLLYIO NPOBEPKY Nepes nybnukaumnei.
MprnoXxeHws, KOTOPble MOTYT UCNOMNb30BaTb 3TO Pa3peLleHne, [OMKHbI SBHO NpeanaraTb
NoNb30BaTESNIIM BKITIOYMTb [OCTYN KO BCEM dalinam B MEHIO HAacTpoekK "CrneumanbHbli 4OCTYN Ans
NpPUNoXeHU". OoNOMHUTENbHYIO MHGOPMALMIO MOXHO HalTK B 3TOM CTaTbe

PaspelueHure Ha [oCTyn K CIUCKY NakeToB (MpUMnoXXeHni)

CnuncoK YCTaHOBNIEHHbIX MPUTOXEHWI Ha YCTPONCTBE MOJIb30BaTENS CUATAETCS JIMUHON 1
KOHdUMAEHUMaNbHOW NHPOPMaLMen, Ha KOTOPYIO PacNpPOCTPaHSATCS NONOXeHus pasgena JlnuHas v
KOHdUOeHUnanbHasa nHGopMaLms , a Takxke cregytolmne TpeboBaHus:

MPUNOXEHNS, OCHOBHOW PYHKLIMEN KOTOPbIX SBSETCS 3aMyck, MOUCK APYrUX MPUIOXKEHUI Ha
YCTPOMNCTBE MMM B3aUMOLENCTBUE C HAMM, MOTYT MOJyYnTb COOTBETCTBYIOLLEE Pa3peLleHme Ha
NMPOCMOTP APYrvX YCTAaHOBMIEHHBIX MPUNOXEHWI CleyoLMM 06pa3oM:

+ LWMpoKuMiA BOCTYN K CMCKY NaKeToB. TO BO3MOXHOCTb MPUIOXEHUS BUAETb BCE YCTaHOBJIEHHbIE
Ha YCTPOWCTBE NPUNOXEHNs (NaKeTbI).

+ MpunoxeHuns ¢ uenesbiM yposHeM APl 30 uauv Bbiwe — MOTYT NOAYYUTb WNMPOKUIA BOCTYN K CIIUCKY
YCTaHOBJIEHHbIX NMPUIIOXEHNI C MOMOLLbIO pa3peleHns QUERY _ALL_PACKAGES |, Tonbko korga


https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9857753
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9857753
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335#designed_for_families_prog
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9893335#designed_for_families_prog
https://support.google.com/googleplay/android-developer/answer/9799150?hl=ru&ref_topic=2364761
https://support.google.com/googleplay/android-developer/answer/9799150?hl=ru&ref_topic=2364761
https://support.google.com/googleplay/android-developer/answer/9888076/
https://support.google.com/googleplay/android-developer/answer/9888076/
https://support.google.com/googleplay/android-developer/answer/9888076/
https://developer.android.com/reference/android/Manifest.permission#%3Ccode%3EMANAGE_EXTERNAL_STORAGE%3C/code%3E
https://developer.android.com/reference/android/Manifest.permission#%3Ccode%3EMANAGE_EXTERNAL_STORAGE%3C/code%3E
https://support.google.com/googleplay/android-developer/answer/9956427
https://support.google.com/googleplay/android-developer/answer/9956427
https://support.google.com/googleplay/android-developer/answer/9888076/
https://support.google.com/googleplay/android-developer/answer/9888076/
https://support.google.com/googleplay/android-developer/answer/9888076/
https://developer.android.com/studio/releases/platforms
https://developer.android.com/studio/releases/platforms
https://developer.android.com/reference/kotlin/android/Manifest.permission#query_all_packages
https://developer.android.com/reference/kotlin/android/Manifest.permission#query_all_packages
https://developer.android.com/studio/releases/platforms
https://developer.android.com/studio/releases/platforms
https://developer.android.com/reference/kotlin/android/Manifest.permission#query_all_packages
https://developer.android.com/reference/kotlin/android/Manifest.permission#query_all_packages

019 KOPPEKTHOM PabOoTbl MPUNOXKEHUS HEOBXOAMMO NOJTyYaTh AaHHbIE O APYTUX NPUNOXEHNAX Ha

YCTPONCTBE U/UN B3aMOAENCTBOBATb C HUMU.

+ Henb3g ncnonb3oBath paspelueHne QUERY _ALL_PACKAGES, ecrniv NpuioxXeHne MoxeT
paboTaTb ¢ 6onee orpaHMYeHHbIM HA6OPOM NakeToB . HanpuMep, Bbl MOXETE BbIOpaTh
oTAesbHble MAKEeTbl, OCTYMN K KOTOPbIM OyAeT 3anpallvBaTh Balle NPUIOXEHNE.

Vicnonb3oBaHWe aibTePHATUBHBIX METOAOB AN 06eCrneyeHmns WMpPoKoro AocTyna, 6amnsKkoro K
TOMY, KOTOPbIV MOXHO MOMYYUTb C MOMOLLbIO pa3pelleHms QUERY ALL_PACKAGES, fonyckaeTcs
TONBbKO N8 PaboTbl OCHOBHbIX MOMb30BATENLCKUX GYHKLUIA MPUIOXEHUS, @ TakxXe AJis
B3aUMOLENCTBUS C NMPUSIOXKEHNUAMM, HAVGEHHBIMU STUMU METOAAMM.

O TOM, B KaKmx Cny4asix MOXHO MCMNob30BaThb pa3peleHne QUERY_ALL_PACKAGES, pacckasaHo B

aTOoM cTaTbe CNpaBoOYHOro LIEeHTpa

+ OrpaHu4YeHHbI BOCTY. MPUNOXEHME C OrPaHUYEHHbIM JOCTYNOM ByfeT 3anpalmnBaTh TONbKO
nHdopMaLmio 06 onpeaeneHHbIX MPUIIOXEHUSX, MPUMEHSS Bonee CTPorne MeToabl, HanpuMep ¢
NMOMOLLbIO YKa3aHHbIX NapamMeTpoB B ¢aine MaHndecTa. TOT METOL MOXHO UCMONb30BaThb, Koraa
NPUIOXKEHWE COOTBETCTBYET NpaBunam 1 emMy HY>KHO YNpaBnaTb APYrUMU NPUIIOXKEHUSIMN UK
B3aMMO[LENCTBOBaTb C HUMMU.

« [OCTyn K CAMUCKY YCTAHOBMEHHbIX NMPUAOXEHWUIM OOMKEH BbITb HANPSMYIO CBS3aH C OCHOBHBIM
Ha3HaYeHWEM UM OCHOBHbIMW MOSIb30BATENbCKUMU GYHKLNSMU MPUIOXEHMS.

Hwv npw kakmMx 06CTOATENBCTBAX HENb3s NPOAABATh AaHHbIE O CMIUCKE MPUMOXEHWI, MONYYEHHbIE OT
npunoxeHun ns Google Play, a TakxXe NpenocTaBnaTh LOCTYM K 3TOM MHPOPMALUM OIS aHANUTUKUN U
nonyyeHus foxona oT peKnambl.

API pna cneuunanbHbIX BO3MOXHOCTEN
API ong cneuunanbHbIX BO3MOXHOCTEWN HENb3d UCMOMb30BaTh:

*+ 0151 UBMEHEHMS HaCTPOEK MOJIb30BaTENS 6E3 ero cornacust Unu 6I0KMPOBKU OTKITIOUYEHWS UK
yAaneHus NpunoXeHWn UnmM CEPBUCOB, 3a UCKITIOYEHNEM CNyYaeB, Korha paspeLleHre 6bi1o
NpPeRoCTaBNeHO POAUTENEM UMM 3aKOHHbBIM NPELCTaBUTENEM Yepe3 NPUITOXKEHUE POLUTENBCKOTO
KOHTPONS UMM YNONIHOMOYEHHBIMW aAMUHUCTPATOPaMM Yepes NporpaMMHoOe obecneyeHne ons
yNpaBfeHNs KOPMOPATUBHLIMU YCTPOUCTBAMK;

+ Ona paboTbl B 06x04 HAaCTPOEK KOHGUAEHLMANBbHOCTW, BCTPOEHHbIX B ONEPaLMOHHYI0 CUCTEMY
Android;

+ ON9 MOAMPUKaLMM NONb30BaTENbCKOro NHTEpdenca unm B3aMMoaencTems C HAM B HapyLlleHne
npaeun Google Play ons paspaboTunkoB (HanpuMep, ¢ Lenbio o6MaHa Nonb3oBaTenei).

API ons cneumnanbHbiX BO3MOXHOCTEN HE NpefHa3HaYeH Ans yaaneHHOW 3anmncu 3BOHKOB U HE MOXET
3anpalwmrBaTbca 4ns 3TON Lesn.

Mcnonb3osaHune APl ons cneumanbHbiX BO3MOXHOCTEN AOMKHO HbITb OTMEYEHO Ha CTPaHULE
npunoxerus B Google Play.

PekoMeHpauum no ucnonb3oBaHuio Metopa IsAccessibilityTool

Ecnv OCHOBHbIM Ha3HaYeHUEM MPUNOXEHNS SBASETCS HEMOCPEACTBEHHAs NOoALEPXKKa Nofen C
WHBANMOHOCTbIO, Bbl MOXETE yKa3aTb, 4To 3T0 MO gnsg obecneyeHuns cneymanbHbIX BO3MOXHOCTEN,
BbinonHme MeTof IsAccessibilityTool.

B NPOTMBHOM Cryyae Bbl HE MOXETE UCMOJIb30BaTh ATOT METOL, HO MPUTOXEHWE BCE PABHO LOSIKHO
COOTBETCTBOBAaTb TPEOOBAHUSM K PACKPbITUIO MHPOPMALMM 1 MOSTYYEHNIO COrNIacus NoSib3oBaTeNen,
OMMCaHHbIM B NMpaBuiax B OTHOLIEHWM NMOMb30BaTeNIbCKMX LaHHbIX , MOCKOJMbKY NofaaepXKa
creumanbHbiX BOSMOXHOCTEN HeoUyeBMaHa. YToObl y3HaTb Bonblle, NPOUYNTaNTE CTaTbio 06
AccessibilityService APl B Hawem CrnpaBOYHOM LiEHTPE.

Mcnonbaynte APl 1 paspelleHns ¢ bonee y3kon obnacTbio AencTeusg, yemM y APl ong cneumanbHbIX
BO3MOXHOCTEW, €CNN 3TOFO [OCTATOYHO A1 XKenaemMomn GpyHKLMOHANIbHOCTL.


https://developer.android.com/training/basics/intents/package-visibility#declare-other-apps
https://developer.android.com/training/basics/intents/package-visibility#declare-other-apps
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https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
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Pa3pelueHue "3anpoc nakeToB YCTaHOBKMU"

PaspelweHre REQUEST _INSTALL_PACKAGES  no3BONSiET 3anpallnBaTh YyCTAaHOBKY MakeToB
MPUNOXEHWI. [1ng ero ucnonb3oBaHWs TpebyloTcs Crefytolne OCHOBHbIE GYHKLUM:

¢ OTnpaBkKa 1 nonyyYyeHne naketos I'IpI/IJ'IO)KeHVIlZ,'

+ YCTaHOBKa NaKeTOB NPUOXEHWUM MO KOMaHAE Nofb3oBaTens.
JonyckaeTca Hannune cnepyowmx GyHKUMI:

+ NMPOCMOTp BEG-CTPaHUL, v BEG-MOUCK;

+ 06MeH COOBLLIEHNIMI C BOBMOXHOCTbIO MPUKPENNEHNS aliNoB;

* nepepava M COBMECTHOE MCMOJb30BaHNe $ansios, a Takxke ynpaBneHue UMy;
+ yrnpaBneHve KOPnopaTUBHBIMU YCTPOWCTBAMY;

+ pe3epBHOE KOMMPOBaHUE 1 BOCCTaHOBMIEHUE;

+ MepeHoC faHHbIX C OQHOMO YCTPOMCTBA Ha APYroe;

* CUHXPOHM3aUMs TenedoHa C HOCMMbIM YCTPOWCTBOM UMM YCTPONCTBOM loT (Hanpumep, ¢ yMHbIMU
yacamu unu Smart TV) yepes conyTCcTBylOLLEE NPUIOXKEHME.

OcHoBHas GYHKLMS — 3TO FMaBHOE Ha3HauveHue npunoxeHuns. OHa [osXHa 6bITb SBHO 0603HaYeHa B
OMUCaHUN NPUIIOXEHUS.

PaspeweHne REQUEST_INSTALL_PACKAGES Henb3s MCMONb30BaTh A1 OOHOBIIEHWS, USMEHEHUS UM
obbeaunHeHns apyrux APK B dpainne obbekTa. OTO MOXHO CAeNaTh TOMNbKO B LeNdX yrpaBneHus
ycTponcTBoM. OBHOBNEHME M YCTAaHOBKA NakeToB LOSKHbI BbIMOMHATLCS MO MHULUATUBE U NOS
KOHTPOJIEM MONb30BaTENs B COOTBETCTBMU C npaBunamm Google Play B OTHOLWEHUM 3n0ynoTpebneHmns
pecypcamu yCTPONCTBa 1 CETU.

PaspemeHMﬂ MNCMNoJib30BaTb OaHHbIE HAaTEJ1bHbIX O0aT4YNKOB

[aHHble LaTumnKoB, n3mepsoLLmx busnyeckme napameTpsbl Tena (Hanpumep, nynsc, SpO, 1
TemnepaTypy KOXu), CYNTAIOTCS KOHPUMAEHLMANBbHON NOMb30BaTeNbCKON MHbOpMaLmel. Ha
NPUNOXEHNS, KOTOPbIE 3anpaLvBaloT JOCTYN K 3TUM CBEAEHUSM, PAaCNPOCTPaHSAIOTCS Npasunia B
OTHOLLEHUW NOJIb30BATENbCKUX AaHHBIX U MPUNOXEHWIA N1 3L0POBbs. TU NpaBuia 4ENCTBYIOT ANS
paspeweHn android.permission.BODY_SENSORS uandroid.permission.BODY_SENSORS
_BACKGROUND Ha yCTpoMCTBax BCEX TUMOB, B TOM uncne TenedoHax, nnaHweTax u yctponcrteax Wear
OsS.

HauunHasa ¢ OC Android 16 BMecTo efmHoro paspeteHuns BODY_SENSORS 6yayT MCNoNb30BaTbCs
OoTOenbHble paspeLlleHns Ans KOHKPETHbIX TUMOB AaHHbiX android.permissions.health.*
(Hanpumep, android.permission.health.READ_HEART_RATE,
android.permission.health.READ_OXYGEN_SATURATION,
android.permission.health.READ_SKIN_TEMPERATURE ). 3TO NO3BOMMT NOBLICUTb
KOHOMAEHUNaNnbHOCTb MHbOPMaLUN.

B npunoxexusx gns Android 16 unu 6onee nosgHen Bepcun npu goctyne K API, ons KoTopbix paHee
TpeboBanocb BODY_SENSORS , HyXHO ByfeT UCrnofib30BaTb OTAENbHbIE paspeLieHus. MogpobHee...

MepcoHasnbHble KOHOUAEHLMANbHbIE JaHHbIE MOXHO COBMPaTb TOSIbKO B OR0OPEHHbIX LENSX 1 B
MHTepecax nosib3osatens. NoaToMy Mbl 6yaeM NpoBepsATb BCE 3aMnpOoChl Ha yCTapeBLUne U HOBble
paspeLLeHns, KacaroLWwmeca HaTeslbHbIX 4aTumkoB. K 4onycT1MbIM BapuaHTaM MCMoNb30BaHMs B NepByio
oyepenb OTHOCMTCA OTCNeXnsaHne puandeckor Gpopmbl (Hanpumep, 3anMcb TPEHMPOBOK B peanbHOM
BpeMeHH), 3aboneBaHnii 1 CaMOYyBCTBUS, a TakxXe CCNefoBaHus B 06nacTy 3npaBooxpaHeHmns (npu
HanMunmM HeOBXOANMbBIX OLOBPEHNI) U ONTUMUIALUSA GYHKLMUIA COMYTCTBYIOLWMX MPUNOXEHUIA ANs
HOCMMbIX YCTPOWCTB.

MoppobHee o nNpaBunax, TpeboBaHKsX, a TakKe PaspeLleHHbIX U 3anpeLLeHHbIX MpUMepax
MCMONb30BaHUS...


https://developer.android.com/reference/android/Manifest.permission#%3Ccode%3EREQUEST_INSTALL_PACKAGES%3C/code%3E
https://developer.android.com/reference/android/Manifest.permission#%3Ccode%3EREQUEST_INSTALL_PACKAGES%3C/code%3E
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?#personal-sensitive
https://support.google.com/googleplay/android-developer/answer/12261419?hl=ru#:~:text=laws%20and%20regulations.-,Health%20Apps,-If%20your%20app
https://developer.android.com/about/versions/16/behavior-changes-16
https://support.google.com/googleplay/android-developer/answer/12991134?sjid=16523468427823376810-EU
https://support.google.com/googleplay/android-developer/answer/12991134?sjid=16523468427823376810-EU

PaspeweHus Android gna Health Connect

3popoBbe M cnopT — — 3T0 ofHa 13 nnatdopm Android, KOTopasi NO3BOASET NPUIOXEHNSM ANS
OTCNEXUBaHWS 300POBbS U GUINYECKOW aKTUBHOCTU XPaHWUTb faHHbIe HA YCTPOMCTBE U 0BMEHNBATLCA
UMK B paMKax efMHON 3KOCUCTEMBI. B 3TOM cepBuMCe Nonb3oBaTenu Takxke MOoryT paspeLaThb 1
3anpeLaTtb NPUNOXEHUSM 3aNUCbIBATb U CUMTBIBATL MHGOPMALIMIO O 3[0POBbE N ABUraTENbHON
aKTUMBHOCTU. MIHbOpMaLMs O 300POBbE MOXET BK/OUYATb B CEOS aHAaMHE3, ANAarHO3bl, Ha3HAYEeHHbIe
NeKapcTBa U MHble BUAbI NeYeHUs, pedynbTaTbl 1abopaTopHbIX UCCNEROBAHNUI U Apyrve KNMHUYeckne
LaHHbIe, NMOMyYEHHbIE OT MEQULMHCKMUX OPraHN3aLuii Unm Yepes nogaepKMBaeMble CTOPOHHNE
nnaTdopMbl.

Mnatdopma "3popoBbe 1 CNOPT" NOAAEPXKNBAET 3aMUCh U YTEHME AaHHbIX PA3NIMYHbIX TUMOB
HanpuMep CBeLEeHW O TeMnepaType Tena, KONMYecTBe WaroB 1 nHbopMaLmmn 0 300POBbE.

[aHHble, LOCTYN K KOTOPbLIM OCYLLECTBASETCS Yepes paspeLleHns ansg nnatdopmsl "300poBbe 1 cnopT”,
CUMTAOTCS NePCOHaNbHOM 1 KOHOUAEHLMANbHOM NONb30BaTENbCKOM MHbOopMaLumnen. K HUM
NPVIMEHSIIOTCS NPaBua B OTHOLWEHMW NOb30BaTENbCKMX AaHHbIX. ECnn Baw NpogyKT OTHOCUTCS K
NPVNOXEHWSM A1 3[0POBbS SN Y HErO eCTb CBA3AHHbIE CO 3[0POBbEM GYHKLMM 1 BOCTYN K
MHPOPMaLMM O 300POBbE, B TOM YNCNE K AaHHbIM MnaTtdopMbl "3[0pPOBbE U CNOPT", OH TaKXe AOMKeH
COOTBETCTBOBATb NPaBWaM B OTHOLIEHWUW NPUAOXEHUI AN 300POBbS.

Ecnu Bbl XOTUTE UCMONB30BaTb NNaTdopMy "300POBbE N CNOPT" B CBOEM NPUSIOXEHUM, NPOYUTANTE
PYKOBOLCTBO A5 pa3paboTunkos Android . Y3HalTe, Kak 3anpocuTb AOCTYN K HYXXHbIM TUNam
LaHHbIX C 3TOM NNaTGOPMbl, U NONyYMTE OTBETbI HA APYr1e YacTo 3afaBaeMble BOMPOCHI O
paspeLieHunsax.

YT06bI NPUNOXEHWS], pacnpocTpaHsemble B Google Play, Mornu cunTbiBaTb ¥ 3anucbiBaTb MHPOPMALMIO
Ha nnatpopme “300pPOBbE M CNOPT", OHM LOMXKHbI COOTBETCTBOBATb YKa3aHHbIM HUXE TPEOOBAHMSM.

Pa3pelueHHble Lenu pocTtyna k nnatpopme Health Connect u ee ucnonbsobaHus

Mcnonb3oBaTb nnatdopMy "300p0BbE M CNOPT" MOXHO TOSIbKO NP COBMIOAEHUN ENCTBYIOWMNX
npasun un yCﬂOBMl)'I MCnonb3oBaHUsa U B LENGX, YKa3aHHbIX B 3TUX NpaBunax. To ecTb 3anpawunBaTb
paspeLLeHns MOXHO, ECIN BaLle NPUIOXEHNE UM CEPBUC OTHOCUTCS K OQHOMN U3 Of0BPEHHbIX
KaTeropumn.

OpobpeHbl crepytoLme Kateropum: dpranyeckas akTMBHOCTb M 3[0POBLIN 06pas XN3HW, Harpagbl,
peKkoMeHaaummn GUTHEC-TPEHEPOB, KOPNOPaTUBHOE 3[0POBbE, MEAMLMHCKAS MOMOLLb, UCCIIef0BaHUS
B 061aCTV 30paBOOXPaHEHNs 1 UrPbl. NPUNOXEHUSM U3 STUX KaTErOPUIA, MOMYUYMBLLMM PaspeLleHus,
Henb3a UCMONb30BaTh UX A1 HE3aABIEHHbIX TN 3aMpPeLLEHHbIX Lenein.

3anpawmnsaTb pa3peLlleHns Ha [OCTYN K AaHHbIM NNaTPopMbl "300POBbLE M CAOPT" MOTYT TOMBKO
MPUNOXEHUS AW CEPBUCHI, B KOTOPbIX ECTb XOTs 6bl OfHa GYHKLMS, NpefHa3Ha4YeHHas Ans TOro, YTobbl
nomoraTb Nonb30BaTENSIM CNeAUTb 3a 300POBbEM U PU3NYECKON aKTUBHOCTBIO. K HUM OTHOCSTCS:

« MpunoxeHns 1 cepBKChl, NO3BONIOLLNE NOML30BATENSIM HaNPAMYI0 OTMeYaTb B XXypHane,
BKJ1IOMaTb B OTYETbI, OTCNEXUBATb U/UNN aHaNU3MpoBaTb GU3NYECKME XapPaKTEPUCTUKN,
MeAMLMHCKMNE NoKasaTenum, MHGOPMaLMIO O CBOEN GU3NYECKON aKTUBHOCTM, CHE, NCUXNYECKOM
3[4,0POBbE, MUTAHUN U/ OPYrUe CBEAEHUS U MOKA3aTeNu, CBA3aHHbIE CO 3L0POBLEM USU
LBUraTenbHON akTUBHOCTbIO.

+ MpUNOXeHNs 1 CepPBUCHI, MO3BONAOLLME MONb30BATENAM COXPaHATb pusmveckue
XapaKTepPUCTUKU, MEQULMHCKME NoKa3aTenu, uHbopmaLuio o cBoen pusmyeckon akTUBHOCTH,
CHe, MCUXMYECKOM 3[0POBbe, MUTaHUMU U/ APYTUE CBEAEHMS 1 NOKa3aTeN, CBA3aHHbIe CO
340POBLEM UMW ABUraTESIbHON aKTUBHOCTBIO, Ha CBOEM YCTPOMCTBE U LEeNUTLCS 3TON MHOPMaLmen
C APYrMMU NPUNIOXEHWUSIMU Ha YCTPOWCTBE, KOTOPbIE NCMOSb3YIOT faHHbIe B PA3PELUEHHBIX LENsX.

+ MpUnoxeHns 1 CepBUCHI, MO3BONAIOLLME NONB30BATENSM OTCIEXMBATb TEYUEHUE XPOHUYECKMX
3ab051eBaHNI, MPUEM NEKAPCTBEHHbIX CPELACTB UMK MONTyYEeHME COMYTCTBYIOLEN NOAAEPXKKN.


https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/guide/health-and-fitness/health-connect
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://developer.android.com/reference/kotlin/androidx/health/connect/client/records/package-summary#classes
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/13996823
https://developer.android.com/health-and-fitness/guides/health-connect
https://developer.android.com/health-and-fitness/guides/health-connect
https://support.google.com/googleplay/android-developer/answer/12991134
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3anpeLaeTca nonyyatb 4OCTYN K AaHHbIM NnaTtdopMbl "3[0pPOoBbE U CNOPT" C HapyLIEHNEM ITUX
npaBun UK SPyrux AENCTBYIOWMX YCIOBUI MUCNOMNb30BAHUS UM NPABUI B OTHOLWWEHUN NNaTdOopMbl
"300p0oBbE M CNOPT", B TOM YMCne:

+ He ucnone3ynte ee pns pasapaboTku NPUNOXEHWI, CPeL UK onepaL i U MHTErpaLmmn B HAX Taknux
BaHHbIX, €CNIN MCNOMNb30BaHWe MNaTopMbl "3[0POBLE U CMOPT" UM COOM B ee paboTe MOXET C
,U,OCTaTO‘-IHOI;I BEPOATHOCTbIO NPUBOANTL K NOpYE NMYyLLEeCTBa, CMEPTU, TPaBME U yu.l,ep6y onga
bU3MUECKUX UL, UNK OKPYXKatoLLEeN cpefbl (HanpyMep, AN CO30aHMs UKW 3KCMyaTaLum aTOMHbIX
3ﬂeKTpOCTaHLI,I/IIZ, B CUCTEeMaX ynpaBneHna nosietTaMn, CucteMax XU3HeobecneyeHns unm
BOOPYXEHUSIX).

+ He ucnonb3ynTte ee faHHble B NpUnoxeHnsx 6e3 rpaduueckoro nHtepoderca. Y Kkaxporo
NPVNOXEHUS [OMKEH BbITb XOPOLO 3aMETHbIN 3HAYOK, KOTOPbIN OTOBpaXxaeTcs Ha naHenu
NPUNOXEHWI, B HACTPOMNKAX NPUIOXEHUI Ha YCTPOWUCTBE, B YBEAOMIIEHUSX U T. [,

+ He ncnonbayiiTe ee B NPUNOXEHUAX, KOTOPbIE CUHXPOHU3MPYHOT LaHHbIE MEXAY HECOBMECTUMbIMU
YCTPOMCTBaMM UK NAaTopMamu.

+ He ucnonb3ynte ee pns NOAKIIOYEHUS K MPUNOXEHUSIM, CEPBUCAM UNK GYHKLUSM,
npefHa3HaYeHHbIM UCKIIOYUTENBHO AN AeTew.

+ MpuHUMaliTe padyMHble 1 HEOBXOAMMbIE MEPbI AN 3aLLUTbI MPUTOXKEHUIN U CUCTEM,
B3aMMOLENCTBYIOLLMX C AaHHbIMU NnaTdopMbl "300pOBbE M CNOPT", OT HECAHKLMOHUPOBAHHOIO U
HE3aKOHHOro [OCTYMa, UCMOMNb30BaHWS, YHUUTOXEHUS, NOTEPU, USMEHEHWS UM PACKPbITUS.

Bbl TakxKe JOMKHbI CObNoaaTh BCE HOPMATUBHbIE U lopuanyeckue TpeboBaHus, KOTOpble MOryT
NPUMEHSATLCS K BaM C y4eTOM NpPefnonaraeMoro ncnonb3oBaHns nnatopmbl "3aopoBbe 1 cnopt” u
NoBbIX fAHHBIX, MOMYYEHHbIX U3 3TOro cepauca. HanpumMep, ecnv Ha Bac UM Ha NapTHepa Ballero
6u3Heca pacnpocTpaHseTcs gencTene 3akoHa CLUA "O npeeMCTBEHHOCTUN CTPAXOBaHWUS U OTYETHOCTH
B o6bnacTu 3agpasooxpaHeHus” (HIPAA), Bbl 0693aHbl cObnoaaTth NpUMEHUMbIe TpeboBaHNs B
OTHOLWEHUN [OCTyNa K nHdopmaLummn ¢ nnatopMbl "3[0poBbE U CNOPT" 1 UCMONb30BaHUS 3TUX
cBepgeHui. Ecnu Ha Bac, Kak Ha pa3paboTumnka, pacnpoCcTpaHseTcs fencTeme freHepanbHoro
pernaMeHTa o 3aluTe NepcoHanbHbIX gaHHbIX (GDPR) B oTHOLWEHUM Nonb3oBaTenen u3 EC, Bbl 4OMXHbI
BbINOJSIHATL MPEAYCMOTPEHHbIE UM 06s3aTeNbCTBa. [lencTByolee 3aKOHOAATENIbCTBO MOXET
npefycMaTprBaTh, YTO C iMLLAMK, Y4acTByOWMMM B 06paboTke MHGOopMaLmK, A0 ee nepefayun AOMKHbI
6bITb 3aKJIIOYEHbBI [OMONHUTESIbHbIE COTMaLlIeHMs, HAaNPUMEepP COrfalleHne MeXLy LeSI0BbIMU
napTHepamu unu o6 06paboTke faHHbIX. Takxe pa3paboTunkm 0653aHbl CAMOCTOSITENIbHO
yCTaHaBNMBaTb, HEOOXOAMMbI NY 3TU [OKYMEHTbI A5 MX ONepaLunii, 1 No 3anpocy NpegocTaBnsaTh
Google nopTBepxaeHWe TOro, YTO COrNaLlEHUs 3aKtoUYeHbl Un TpeboBaHMS COBMOLEHDI.

Ecnu B npepocTtaBneHHon Google MapknupoBke 1M CONPOBOAUTENbHON MHPOPMaLMK ANs
onpeneneHHbIXx NPOAyKTOB 1 cepBrcoB Google SBHO He yka3aHo UHoe, Google He rapaHTupyeT
TOYHOCTb faHHbIX NnaTdopMbl "300pPOBbE M CNOPT" 1 HE MOATBEPXKAAET UX NPUFOAHOCTL ANS MOBbIX
Lenem u, B YaCTHOCTW, A1 UICCNELOBaHMI, 30PaBOOXPaHEHNS N MeauLMHbl. Google oTkasbiBaeTCcs OT
nobor OTBETCTBEHHOCTU, CBA3aHHOM C MCMOMb30BaHWEM JaHHbIX NnaTdopMbl "300poBbe M cropT”.

OrpaHquHMe ucnosb3oBaHuUAa

B oTHOWeHMN focTyna K AaHHbIM NnaTdopMbl "300pOBbE M CNOPT" U UX UCMONIb30BaHWS OENCTBYOT
OnnCaHHble HUXe OrpaHnYeHnq.

+ [laHHble MOTYT UCMONb30BaTbCS TOMBKO B LEENSX NPEeLOCTABNEHNS UMW YIYYLIEHUS Pa3PELIEHHbIX
BO3MOXHOCTEN U QYHKLMI, KOTOPbIE BUAHbI B UHTEpdENce NpuioxeHus.

. I'Iepep.aBaTb TPETbUM NNLUAM faHHble NONb30BaTENAd MOXXHO UCKIOYNTENTBHO C €ro 4BHOIro cornacua n
TONbKO B Crefytowmx Lensax: obecrneyeHve 6esonacHocTy (HanprMep, pa3bupaTenbCTBo B
OTHOLUEHUN HEAOMYCTMMOrO UCMONb30BaHUA CEPBUCOB), COBNIOAEHNE AeNCTBYIOWEro
3aKOHOAATENbCTBA UM NPEOCTaBNEHNE UHDOPMALMN B PESYIbTATE CIIUSHUS UM NOTOLLEHMS.

« oy MOTyT Nony4YaTb AOCTYN K AaHHbBIM MOMb30BaTENs TOMbKO C €ro SBHOrO COrnacus, eciim aTo
TpebyeTcs AN obecneyeHns 6e3o0nacHOCTH, COBNMIOAEHNS 3aKOHOB UK (B arpervpoBaHHoON dopme 1
B COOTBETCTBUM C IOPUANYECKUMU TPEOOBAHUSIMU) ANt BHYTPEHHUX OnepaLmin.



- 3anpelaeTcs nepegaya, UCNosb3OBaHME UMK NPOAAXKA faHHbIX NnaTtdopMbl “300pPoBbe U
cnopT"” B N06bIX APYrUX Liensax, BKoYas nepeuncneHHble HUXe.

+ MNepepaya vnv Npofaxa Nonb30BaTENbCKMX AaHHbIX TPETbMM NMLaM, TakMM Kak peknamHble
nnaTopMbl, BPOKEPBI JaHHbIX U ApYr1e NPOoAaBLbl MHOPMaL UK.

« MNepepaya, npopaxa nnmn NCNoNbL3oBaHNe NONb30BATENbCKMX AaHHbIX A5 NOKa3a pekiaMbl,
BKJIKOYas NepCOHanU3npoBaHHble 06BABIIEHWS U peklaMy Ha OCHOBE MHTEPECOB.

« MNepepaya, Npopgaxa Unmn NCnonb3oBaHNe NONb30BATENbCKMX AaHHbIX 419 ONpeneneHms
MNaTeXecrnoCobHOCTM UMW NPEAOCTaBIIeHNs KpeauTa.

* I'Iepenaqa, npofaxXa nnn ncnonb3oBaHMe NoJIb30BaTEIbCKMX OaHHbIX C No6bIM npoaykKToM nnmn
CEepBUCOM, KOTOPbIN MOXET KBaNnMPULMPOBATbCS Kak MEQMLMHCKOe napenve. MickmovyeHnsmm
SIBNSKOTCA CNyYan, Koraa NpunoxeHne MeavunMHCKOro N3fenuns CooTBETCTBYET BCEM LENCTBYIOWNM
3aKOHaM, B TOM UMCTe eCNU perynupytoLLne opraHbl, Takue kak YnpasneHune CLIA no caHutapHOMy
Ha[30py 3a KAYECTBOM MULLEBBIX NPOLYKTOB U MegukameHToB (FDA), npefocTaBunm Heobxogymble
paspeLleHns 1 opobpunn MCNoNib3oBaHME [aHHbIX NNaTdopMbl "300pP0BbE 1 CMOPT" B 3aBNEHHbIX
uenax, a nonb3oBaTtenn npeaocTtaBuv 4BHOE cornacue Ha aTo.

« MNepepaya, Npopgaxa 1Unu NCrosb30BaHNEe NONb30BATENbCKMX AaHHbIX B KaKMX-TMBO0 Lensx uim
KaknM-nmbo cnocoboM, 3aTparmBaloL MM 3aKpbITYI0 MHGOPMALLMIO O COCTOSIHUM 3A0PO0BbS (CM.
onpepeneHne Takon nHpopmaumm B 3akoHe CLUA "O npeemMCTBEHHOCTU CTPaXOBaHNUS 1
OTYETHOCTU B 06nacTu 3gpaBooxpaHerus” (HIPAA)), kpome cnyyaes, KOrga Takme onepawum
WHMLMNPOBaHbI NONb30BaTENEM 1 COOTBETCTBYIOT TpeboBaHnaM HIPAA.

MuHumanbHas cdepa npuMeHeHus

3anpalumBaTh MOXHO TONbKO Te pa3peLleHus, KoTopble TpebytoTcsa Ans paboTbl GYHKLMUIA UM CEPBUCOB
B BalleM npogykTe. 3anpockl 4OCTYMNa AOMKHbI OblTb KOHKPETHBIMU 1 KacaTbCsl IULLb HEOOXOLNMbIX
LaHHbIX.

lMoHATHOE 1 TOYHOE 3asBneHue u onucaHue

Ha nnatdopme "3popoBbe 1 cnopT" XxpaHUTcs nHdopmaLums o GU3nyeckom akTMBHOCTU U 3LOPOBbE,
BKO4asa nepcoHanbHble U KOHC])I/I,D,eHLI,I/IaHbeIe OaHHble. Pa3pa6owvn<m 0653aHbl MOHATHO paccKkasaTb,
KakK OHW paboTaloT C AaHHbIMKY, B NOAPOGHON NOANTUKE KOHOUAEHLMANbHOCTU U 06ecneynTb BOCTYN K
3TOM MHPOPMaLMK. B OTHOLLEHNM pacKpbiBaEMbIX CBEAEHMI [OMKHbI COBNoAaThCa cnepytowmne
TpeboBaHus:

» ToyHO YKa3zaHbl MPUNoXeHne nnmn cepBunc, 3anpalimpatowine AoOCTyn K Nonb30BaTE/IbCKUM AaHHbIM.

+ MprBeOEHO NOHATHOE M MCUYEpPbIBAlOLLEE ONUCAHME TUMOB AaHHbIX, KOTOPbIE 3amnpalnBaloTCs,
C06leaIOTCFI NN K KOTOPbIM OCYyLLEeCTBNAETCA AOCTYyn. ﬂ,aHHble CBsA3aHbl C I'IOJ'Ib3OBaTeJ'IbCKOI;I
bYHKLMEN UNK pekoMeHaaLmnen, NnpeanaraeMon B NpunoxeHnm.

+ PasbacHeHo, kak AaHHble ByoyT MCMONb30BaTbCA U/UNK NepepaBaTbes. ECnv Bbl 3anpalumBaeTe Ux ¢
O[HOW LieNblo, @ OHU UCMONb3YHOTCA A9 YEro-To ele, HeobxoaMmMo yBegoMuTb Nonb3osaTtenen 060
BCEX Liensx.

+ MpepocTaBneHa cnpaBoYHas MHPOPMaLUs O TOM, Kak NoNb30BaTENM MOTYT YNpPaBNisTs CBOMMU
LaHHbIMK (B TOM YMCne yaansiTb UX) B MPUIOXEHUN U YTO MPOUCXOAUT C faHHbIMU Nocne
OeakTmeauunmn Unun ynaneHnsa akkayHTa.

 YkasaHo, kak obecneymBaeTcs 6€30MacHOCTb NPU 06PabOTKE IMYHLIX U KOHOUAEHLMANBHBIX faHHbIX
nonb3oBaTesiel, B TOM YMCle pacckasaHo O nepefave 3Ton MHPOpPMaLuM C NPUMEHEHNEM
COBPEMEHHbIX METOAOB WrdpoBaHus, Hanpumep npotokona HTTPS.

MopnpobHee 0 TPEBOBAHMSX K MPUNOXEHMSM, MOLKIOYaoWMMEs K nnatdopme "300poBbe U cnopT'...

VPN-cepsuc

VpnService - 310 6a30BbI KJ1TAacC, KOTOPbIN NO3BONSET CO3AaBaTh COHGCTBEHHbIE peleHns VPN B
MPUNOXEHUSIX UMM PACLUMPATb UX GYHKLMOHANBHOCTb. Co3aaBaTh 6€30MacHbIN TYHHENb OT YCTPOMCTBA


https://support.google.com/googleplay/android-developer/answer/12991134
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService
https://developer.android.com/reference/android/net/VpnService

K YBaneHHOMy CepBepy MOTyT TONbKO NPUSIOXEHMS, KOTOpble NCMONb3YOT VpnService 1 0CHOBHas
dYHKLMS KOTOPBIX CBA3aHa ¢ opraHu3aumeint VPN-nogktoyeHns. 370 orpaHnUYeHne He
pacrnpOCTPaHSEeTCa Ha NPUNOXEHNS, AN PaboTbl OCHOBHbIX GYHKLMI KOTOPbIX TPebyeTcs yaaneHHbIn
cepsep, Hanpumep:

* MPUIOXEHNS ANS POAUTENBCKOrO U KOPNOPaTUBHOIO KOHTPONS;

* CPEACTBa MOHUTOPUHIa MCMOSIb30BAHWS MPUIIOXKEHWN;

+ peleHns anga 3alnTbl yCTPOUCTB (Hanpumep, aHTusupycHoe MO, cpencTsa ynpasneHus
MO6UIbHBIMK YCTPONCTBaMK, 6paHaMayap);

+ CeTeBble MHCTPYMEHTHI (HanpuMep, 48 yaaneHHoro focTyna);
* MPUIIOXEHNS ANS NPOCMOTPa BE6-CTpaHUL;

* MPUSIOXEHNS ONEPATOPOB, KOTOPLIM A8 NPefocTaBeHus TenedoHHon cea3n Tpebyetcs VPN.
3anpeLlaeTcs cnonb3oBaTh knacc VpnService B Cneqyrowmnx Lenax:

« cHOp NepcoHanbHbIX U KOHPUAEHLMANbHbBIX faHHbIX NOSIb30BaTeNen 6e3 packpbiTUs MHbOPMaLum 06
3TOM U nony4vyeHnsa cornacus,;

+ NepeHanpaBsieHne Nosb30BaTeNbCKoro Tpadurka U3 gpyrux NPUIOXEHUN Ha YCTPONCTBE UIN
MaHUMyNMPOBaHWE UM C LiENbI MOHETU3aLMM (HanprMep, HanpaBlieHNe PeKNiaMHOro Tpaduka yepes
CTpaHy, OT/IMYHYIO OT CTPaHbI, FAe HAaXOAMTCS NOMb30BaTeNb);

MpUNoXeHNs, B KOTOPbLIX UCMONb3yeTcst VpnService, [OMXKHbI:

+ copepxaTb COOTBETCTBYHOLLEE YNTOMMHAHWNE Ha CTpaHuLe npunoxenns B Google Play;
* WKdpoBaTh faHHbIe, KOTOPbIE MePERAOTCS C YCTPONUCTBA Ha KOHEUYHYIO TOUKY TyHHens VPN;

* COOTBEeTCTBOBAaTb [1paBunamM nporpamMmsbl s p83p860TLWIKOB , B TOM 4Yucne npasmnam B
OTHOWEHNN MOoLWEeHHNYEeCTBa C DEKJ'IaMOl;I , paspeLueHvuZ M BPEOOHOCHOro no

Paspel.ueHMe Ha BbINOJIHEHHUe onepaum‘/'l B TOYHOE€ BpeMms

Mbl npegcTaBnseM HOBOE paspelleHne USE_EXACT_ALARM, KOTOpOe No3BONSET paboTaTb C GyHKLMEN
BbINOJSIHEHMS OMepaLMi B TOYHOE BpeMs B MPUNoxeHusx ¢ uenesow sepcuein OC He Hxe Android 13
(APl ypoBHs 33).

USE_EXACT_ALARM — 3TO orpaHuyeHHoe paspelieHne. OHO LOMIKHO OOBABNSTHCS B MPUNOXEHUSIX,
TONbKO ecnuv Anst paboTbl X OCHOBHbIX GYHKLMI TPEBYeTCS BbINONHEHWE ONepaL il B TOYHOE BPEMSI.
Ecnu B xoae 06s3aTeNbHOM NPOBEPKU BbIICHAETCS, YTO NMPUIOXEHNS, 3anpallvBatoLL e OrpaHuYeHHoe
paspeLleHne, He COOTBETCTBYIOT KPUTEPUSM [ONYCTUMOrO UCMONb30BaHWS, OHU CHUMAIOTCS C
ny6nukauum Ha Google Play.

OonycTumoe ncnonb3oBaHMe pa3peLleHunsl Ha BbiMOSIHEHUE ONepaLui B TOYHOE BpeMs

Pa3pelweHne USE_EXACT_ALARM MOXHO yKa3blBaTb, TOJIbKO €CNn AN PaboTbl OCHOBHbBIX GYHKLMIA
MPUNOXEHNS, BaXHbIX A1 NMONb30BaTeNs, TPeOyeTCs BbINONHATL AENCTBUS B TOYHOE Bpems. Hanpumep,
ecnu:

* MPUSIOXEHME BbIMOMHAET GYHKLMM BYAUNbHUKE UMK TalMepa;

* NpuUnoxeHune BbiNOJIHAET ¢yHKLI,VIVI KaneHgapsa ¢ yseooMneHnamm o CObbITHSIX.

Ecnu BawweMy npunoxexuto TpedyeTca GyHKLUS BbINONHEHNS ONepaLuuii B TOYHOE BPEMS, HE YKa3aHHas
BbllUe, BO3MOXHO, BaM MNOJOMAET paspeleHne SCHEDULE_EXACT_ALARM.

MoppobHee 0 BbIMOMHEHNM OMepaLMii B TOYHOE BPEMS

PaspelueHue Ha OTNPaBKY NOSIHOIKPAHHBIX YBE,OMIEHUI HAaMEPEeHU

YT1obbl MCnonb3oBaTh paspelleHne USE_FULL_SCREEN_INTENT B NpUIOXEHUSX,
nopaepxmeatownx Android 14 (uenesown yposeHb APl 34) n 6onee HoBble Bepcun OC, TpebyeTcs
creymanbHbI AOCTyn . 9TO paspelleHne aBToMaTUYeckn NPefoCTaBaSeTca NPUNOXEHUSM, Ans
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https://developer.android.com/reference/android/app/Notification.Builder#setFullScreenIntent(android.app.PendingIntent,%20boolean
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OCHOBHbIX QYHKLUIA KOTOPbIX HYXHbI YBEAOMIIEHNS BbICOKOrO NnpuopuTeTa. TakuMm GyHKLUMAMU MOTYT
ObITb:

+ yCTaHOBKa OyaWnbHUKS;

* nNpuem™ BnOeoBbiI3OBOB U TeJ'IeCI)OHHbIX 3BOHKOB.

MpunoxeHus, 3anpalumsatoLme 3T0 paspeLleHne, Nognexar nposepke. ECv oHW He COOTBETCTBYIOT
KpuUTEpUsM Bbllle, paspeleHne USE_FULL_SCREEN_INTENT He 6ygeT npefocTaBnsTbCs UM
aBTOMaTU4ecku. B TakoM cryvae npuioXeHus OonXHbl 3anpallneaTh ero y nonb3osaTens.

O6paTuTe BHUMaHUE, YTO UCMONb30BaHMe paspelerHns USE_FULL_SCREEN_INTENT JOSIXHO
COOTBETCTBOBaTb BCeM npasuniam Google Play ona paspaboTuvkoB, B TOM YiClie TPeOOBaHMSM B
OTHOLLEHUM peKIIaMbl, HexenaTenbHoro MO ans MOBUIIbHbIX YCTPOMCTB M 3N0ynoTpebneHus
pecypcamu yCTPONCTBa 1 ceTu. MoNHO3KpaHHbIE YBEAOMIIEHNS, 3aMyCcKaeMble C MOMOLLb0 HaMepPeHUH,
He [LOJI)XKHbI BPEAUTb YCTPOMCTBY NOMb30BaTeNs, NOy4YaTb K HEMY HECAHKLMOHUPOBAHHbIV LOCTY,
HapyLluaTb PaboTy 3TOro YCTPOMCTBA M BMELLMBATLCS B HEe. Take HefonyCcTUMO, YTOObI MPUOXEHNS C
3TUM paspelleHreM BMeLMBannCh B paboTy Apyrux NPUNOXEHUN U HEraTUBHO BNWUANM Ha yaob6CcTBO
NCMOoJIb30BaHMWs YCTPOMCTBA.

Y3HaTb 6onblue o pa3pelieHnn USE_FULL_SCREEN_INTENT MOxHO B CrpaBOYHOM LIEHTpE.

3noynoTpebreHne pecypcamm yCTPOUCTBA U CETU

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

MpuMepbl pacnpocTpaHeHHbIX 3r10ynoTpe6rneHnuit pecypcaMu yCTPOMCTBa U CETH:
+ TpUNOXEHNS, KOTOPbIE MPEPbIBAIOT NOKa3 PeKnambl B APYruxX NPUNOXKEHNUSX.
+ TPUNOXEHNS, KOTOPbIE BAUSIOT Ha reMMMIIEN B Urpax, HanpUMep No3BOSIAOT XyNbHUYaT.

« MpuUnoxeHus, KOTOpble MOMOratoT B3laMblBaTb cepBuchl, MO nnm ycTponctea 1 06XOAUTb 3alUTHbIE
CUCTEMbI UM codepKaT MHCTPYKLMUM O TOM, Kak 3TO JenaTb.

« [MpunoxeHus, KOTOpble HapyLaloT YCNOBUS NCNONb30BaHUS cepBMCOB unu API.

+ MpunoxeHus, KOTOpbIE MbITAOTCA OBONTW OrPaHUYEHNS MO YNPaBNeHWo NuTaHneM  (Kpome
paspelleHHbIX cnyyaes ).

+ MNpunoxeHus, KOTOpbIe NPEROCTABNSIOT YCIYr1 NPOKCU-CEpBEPa TPETHUM NULLAM (paspeLleHo,
TOMBKO KOrf,a 3TO ABNSETCS OCHOBHOW QYHKLMEN NPUNOXEHMS).

« MpunoxeHuns nnm cTopoHHWI Kog, (Hanpumep, SDK), KOTopble CKauMBaOT UCMONHAEMbIN KOZ,
HanpumMep DEX-dainbl Unv HaTUBHBIN KOR, U3 UCTOYHKKA, OTNMYHOro OT Google Play.

« [MpuUNoxeHus, KOTOpble YCTaHaBIMBAIOT Ha YCTPOMUCTBO APYrve NPUNoXeHUs, He NoNyyYnB 3apaHee
cornacve nonb3oBaTens.

« MNpunoxeHus, KOTOpble COREPXAT CCbINKK Ha BpefoHocHoe MO unu cnocobCcTByOT ero
pacnpoCTPaHEHMIO UM YCTaHOBKe.

+ MpUNoXeHNa UM CTOPOHHMI Kog, (Hanpumep, SDK), koTopble cofepxaTt kKomnoHeHT WebView ¢
nHTepdencom JavaScript 1 3arpyxatoT HeHafeXHbIN BE6-KOHTEHT (Hanpumep, URL ¢ npoTokonom
HTTP) nnu HenposepeHHble URL, Nony4YeHHble N3 HEHAAEXHbIX MCTOYHMKOB, HanpUMep ns
HEeHaAeXHbIX HAaMEepPEHUN.

+ MNpunoxeHns, KOTOPbIE CMOMbB3YIOT PaspeLleHNe ANs NOMHO3KPAHHbIX 06bEKTOB intent , YTOGLI
BbIHYX[,aTb NONb30BaTENs B3aMMOAENCTBOBATb C OOBABNEHUSMU MW YBELOMIEHNSIMY,
npepbiBaoLLMMU PaboTy NPUOXEHHS.

« MpuUNoxeHus, KOTopble 06X0aAT 3aLLMTY U30NNPOBaHHbIX cpef Android , yTobbl COBUPaTh faHHbIE
0 LeWCTBUSX UM NMUYHOCTU NOSb30BATENS U3 OPYrMX NPUNOXEHWNN.

WcnonbsoBaHWe aKTUBHbIX CHY)K6


https://play.google.com/about/developer-content-policy/?authuser=0#!?modal_active=none
https://support.google.com/googleplay/android-developer/answer/9857753?hl=ru&sjid=11744761627827448774-NA
https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/13392821#full_screen_intent
https://developer.android.com/training/monitoring-device-state/doze-standby.html
https://developer.android.com/training/monitoring-device-state/doze-standby.html
https://developer.android.com/training/monitoring-device-state/doze-standby.html#whitelisting-cases
https://developer.android.com/training/monitoring-device-state/doze-standby.html#whitelisting-cases
https://developer.android.com/about/versions/14/behavior-changes-14?hl=ru#secure-fsi
https://developer.android.com/about/versions/14/behavior-changes-14?hl=ru#secure-fsi
https://source.android.com/docs/security/app-sandbox
https://source.android.com/docs/security/app-sandbox

PaspelieHne Ha 3anyck akTUBHbIX CyX6 obecrneunBaeT Haanexallee UCNoNb30BaHMe TaknxX CryxXo6.
Ecnu npunoxeHune npegHa3sHayeHo ans Android 14 unu 6onee no3nHen BepcuK, Bbl BOMKHBI YKa3aTb
[onycTuMble TUMbl ANg BCeX NCMOJIb3YEMbIX B HEM aKTUBHbIX CJ'Iy)K6. ,D,HFI KaXX[oro tnna Takxe
noTpebyeTcs 06bABUTL NOAXOASLLEE paspeLleHme Ha 3amnycK akTUBHON cnyx6bl. Hanpumep, ecnu B
NPVNOXEHNM NCMONb3yeTCs ONpefeneHne MecTomnoNoXeHNs Ha KapTe, B MaHUdeCTe Hy>XHO yKasaTb
paspeweHne FOREGROUND_SERVICE_LOCATION

O61baBNATL B NPUNOXEHMM Pa3peLleHne Ha 3anyck akTUBHbIX CIYX6 MOXHO TOJbKO B ClieayoLmnx
cnyyasix:

. Cny>|<6a Tpe6yeTCﬂ q)yHKLl,VIM, KOTOpaq none3Ha and nonb3oBatensd n cBd3aHa C OCHOBHbIM
Ha3Ha4YeHneM NPUNoXKeHns.

« Cnyx6a 3anyckaeTcs nonb3oBaTenem, unn ee pabota 3ameTHa Afis Hero. Hanpumep, cnyx6a
BOCMPOU3BOAMUT NECHIO, TPAHCNNPYET MEAMAKOHTEHT Ha APYroe YCTPOMUCTBO, NpefocTaBnseT
TOYHbIE U MOHSATHbIE YBELOMIIEHUS UMW MO 3aMpOCy NoNb30BaTeNs 3arpyxaeT ¢oTo B 061aKo.

+ Monb3oBaTeNlb MOXET 3aBEPLUMTb UMK OCTAHOBUTb PaboTy CryXObl.

+ Ecnu BbinosiHeHve cryx6bl ByaeT npepBaHo Mn OTIIOXEHO, 3TO BbI3OBET Y MONb30BaTENS
HeraTUBHYIO peakuuio unu oyHKuMa ByaeT paboTaTb He Tak, kak npegnonaranocs (HanpuMep, koraa
HY>XHO MO3BOHUTb, CUCTEMA HE AOIKHA OTKIaAbIBaTh BbI3OB).

« Cnyx6a paboTaeT He fonblie, Yyem TpebyeTcs AN BbINOMHEHWS 3a4aun.
KpuTepuu Bbile HE PAcNpPOCTPAHSIOTCS Ha CEAyoWMe TUMbl aKTUBHBIX CNyX6:

« systemExempted  wu shortService ;

« dataSync (Tonbko npu ncnonb3osaHum epyHKLMN Play Asset Delivery ).

MNoppobHee 06 NCMONb30BaHUM aKTUBHbIX CIyX0...

I'Iepep,aqa OaHHbIX, MTHNLUNNPOBaHHAA rNMoJib30BaTEN1EM

API ona nepenayvn naHHbIX, VIHVILI,VIVIpOBaHHOl)’I nonib3oBaTeneM, MOXeET 3anyCKaTbCs B MPUNTOXEHUSX,
TONIbKO ecnu:

¢ 3afava HMunmpyeTcd nonb3oBaTenem;
¢ OaHHble NepeaaroTcyd No ceTu;

+ 3ajaya BbIMOJSIHAETCS He Jonblue, YeM TpebyeTcsa Ans nepenayn faHHbIX.

MoppobHee 06 APl gna nepegayuv faHHbIX, UHULUMPOBAHHOWN MOSIb30BATENEM...

Tpe6oBaHusa k ucnosnbsoBaHuio napametTpa FLAG_SECURE

YkasaHHbli B koge npunoxexus ¢nar FLAG_SECURE ~ nosBonsieT orpaHnunTb [EMOHCTPALMIO
KOHPUAEHLMaNbHbIX AaHHbIX B NPOAYKTE, HanpuMep UCKIOUYNTb CO3AaHNe CKPUHLLOTOB C HUMW U
MPOCMOTP TaknX CBEAEHMI Ha He3alMILEHHBIX 3kpaHax. ObbsaBnaTe 3TOT dnar, eCnm KOHTEHT
NPUNOXEHWs He crepyeT TPaHCIMPOBaTb, NOKa3biBaTb UM NepefaBaTh APYruM 06pasom 3a npemenb
MPUNOXEHUS UAW YCTPONCTBA NONb30BaTENS.

Mo coobparxeHrsiM 6e30MacHOCTUN N KOHOUOEHLMANIBHOCTN BCE NPUNOXEHUS, KOTOPbIE
pacnpocTpaHsitoTcs Yepes Google Play, fomxHbl yunTbiBaTh Hanuune FLAG_SECURE B gpyrux
NPUNOXEHMSX. DTO 3HAUUT, YTO 3anNpeLLaeTcs co3haBaTb cnocobbl obxona napameTpa FLAG_SECURE B
OPYTrnx NPUNoXeHnax nnn CnocobCTBOBATb MX UCMONb30BaHMIO.

370 TpeboBaHWe He 3aTparvBaeT NPUIOXEHNS, KOTOPbIE CYUTAOTCSH MHCTPYMEHTAMU CrieLmanbHbIX
BO3MOXHOCTEN , ECNU OHU HE NMEPERAIOT, HE COXPAHSIOT U HE KELWMPYIOT KOHTEHT, 3aLLMLLEHHbIV
¢narom FLAG_SECURE, ons npenocTaBreHns LOCTyna K TakMM [aHHbIM BHE YCTPOMCTBA
nonb3oBaTens.

[punoxeHusa ¢ nokasrbHbIMU KOHTEMHepamMu Android


https://support.google.com/googleplay/android-developer/answer/13392821
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/reference/android/Manifest.permission#FOREGROUND_SERVICE_LOCATION
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#system-exempted
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/about/versions/14/changes/fgs-types-required#short-service
https://developer.android.com/guide/playcore/asset-delivery
https://developer.android.com/guide/playcore/asset-delivery
https://support.google.com/googleplay/android-developer/answer/13392821
https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers
https://developer.android.com/partners/android-14/changes/user-initiated-data-transfers
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://developer.android.com/reference/android/view/WindowManager.LayoutParams#FLAG_SECURE
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru
https://support.google.com/googleplay/android-developer/answer/10964491?hl=ru

MpunoxeHus ¢ NokanbHbIMK KOHTeNMHepaMu Android no3BonsloT co3faBaTth cpedy, KoTopas YaCTUYHO
nnu nonHocTbio MMuTUpyeT OC Android. Takasi cpefia MOXeT CopepXKaTb He Bce GyHKLUN
6e3onacHocT Android , noaTomy pa3paboTumku MoryT 0ob6aBuTb B dann MaHudecTa napameTp,
coobLaoLWmnin nokasnbHbIM KOHTENHEepPaM Android, YTO NPUNOXEHNE HE [OMKHO 3anMycKaTbCs B
UMUTUPYEMOU UMK Cpese.

MapameTp B MaHudecTe, obecneunBawwmin 6e3onacHoCcTb cpepbl

MapameTp REQUIRE_SECURE_ENV B MaHudecTe No3BOSISET yKa3aTb, YTO 3TO NPUIIOXKEHNE HENb3S
3anyckaTb B JlokanibHOM kKoHTenHepe Android. Mo coobpaxxeHnam 6e30nacHOCTH K
KOHOUAEHLMANBHOCTY NPUIOXEHWS, NPefoCTaBAsoWMe NoKaNbHble KOHTeNHepbl Android, LomkHbI
YyUnTbIBaTb HAaNMumMe 3TOro NapameTpa B APYrnxX NPUIOXKEHUSX, @ TakxXe:

« MpoBepsTb MaHMUbECTLI NPUNOXEHWUIA, 3arpy>XKaeMbIX B JIOKaNbHbIA KOHTEHep Android, Ha Hanuune
3TOro napamMeTpa.

+ He 3arpyxatb B lokanbHbI KOHTeMHep Android npunoxexus, B MaHUbecTax KOTOpbIX 06BbSBAEH 3TOT
napameTp.

+ He BbiCcTynaTb B kayecTBe NPOKCU-CepBEPa, NepexBaTbiBas UK Bbi3biBasi APl Ha yCcTpolcTBe, YTOObI
OHV Ka3anncb YyCTaHOBIEHHbIMU B KOHTEMHEpPE.

+ He cozpaBaThb 1 He NMoOMoraTb UCMONb30BaTb METOAbI 06X0fa 3TOro napameTpa (HanpuMep, 3arpyxas
6onee paHHIOK BEPCUIO NPUNOXEHUS, YTOObI 0BONTK AENCTBYIOLWMI NapaMeTp
REQUIRE_SECURE_ENV).

Y3HaTb 60onblue 06 3TUX NPaBMUIax MOXHO B HaweM CrnpaBoOYHOM LIEHTPE.

BeepneHue B 3abnyxxgeHue

Mbl 3anpeltaem ny6anMkoBaTh NPUNOXEHUS, KOTOPbIE MbITAOTCS BBECTU NONb30BaTENEN B 3abnyXaeHWe
UnKn cnocobCTBYIOT HeLOBPOCOBECTHOMN AEATENBHOCTY, BKNOYAs NPUNOXKEHUS, 3asBIEHHbIE GYHKLMM
KOTOPbIX HEBO3MOXHO peann3oBaTh Ha yCTponcTee. VIHpopMaLms o NPUIOXEHUN, ero onucaHue, a
TaKxke ¢OTO 1 BUAEO JONMKHbI COOTBETCTBOBATL €r0 GYHKLMOHANBHOCTU. NPUNOXEHNS HE [OMXKHbI
UMUTMPOBATb GYHKLUM NN NpedynpexAeHns onepaLoHHON CUCTEMbI 1 ApYrux nporpamm. Jliobblie
N3MEHEHMWS1 HAaCTPOEK YCTPOMCTBA LOJSIXKHbI MPOU3BOAUTLCS C BEAOMA U COrflacus nosb3osaTens.
Kpome Toro, y nonb3oBaTens fOmKHa 6blTb BOSMOXHOCTb OTMEHUTb M3MEHEHUS.

3asBneHus, BBogsaLLME B 3abny>XaeHne

CKPWHLOTbI, 3HAYKK, Ha3BaHWs, ONMUCaHWa U Lpyrue MaTepuarbl MPUITOXEHNS He AOMKHbI COpepPXaTb
NOXHYHO UAIN BBOASALLYIO B 3a61yXXAeHE NHPOPMaLMIO.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ OnuncaHune GyHKUMI NPUNOXEHWS BBOAUT B 3abnyXOEHNE UM HE COOTBETCTBYET AEeNCTBUTENIbHOCTHU:
+ CornacHo OnmMcaHuio 1 CKPUHLLOTaM Urpa SBASETCS FOHKOW, OfHAKO B AeNCTBUTENbHOCTM
npeacTaenseT coboi rofloBoNIoMKY 13 6JI0KOB, B KOTOPOM UCMONb3YeTCa KapTUHKa MaLUMHBbI.
+ CornacHo onMcaHuio NPUIOXeHWe SBNSeTCa aHTUBUPYCOM, XOTS B AeACTBUTENIbHOCTU COREPXUT
TONbKO PEKOMEHZaLUN O TOM, Kak yaanaTb BUPYChI.
+ B onucaHumn npunoXxeHunsa ykasaHbl HEBbIMONHUMbIE GYHKLUUN (HanpuMep, OTNyrMBaHNE HAaCEKOMbIX),
[axe ecrnv OHO NPeACTaBEHO KakK WYyTKa UK PO3bIrpbiLd.
+ MpunoxeHne OTHECEHO K HeMpPaBWUIbHOM KaTeropun (Hanpumep, MoXeT 6biTb HEBEPHO YKasaHOo
BO3PACTHOE OrpaHnYeHune).
« [punoxeHne COREPXnT ABHO HEQOCTOBEPHbIN KOHTEHT, CBA3aHHbIV C pe3ynbTaTaMmn rofloCoBaHNs
NI CNOCOBHLIN NOBMMSATL Ha €ro NpoLecc.
+ B onucaHuy NpuioXeH1s COpepXaTcs NIOXHbIE 3agBNEHNS O TOM, YTO OHO CBA3aHO C
roCyfapCTBEHHBIMU YUPEXAEHNAMN, MPEAOCTABNSET FOCYAAPCTBEHHbIE YCIYTU UM OKa3biBaeT


https://source.android.com/docs/security/features
https://source.android.com/docs/security/features
https://source.android.com/docs/security/features
https://d.android.com/training/basics/intents/limit-play-loading
https://d.android.com/training/basics/intents/limit-play-loading
https://support.google.com/googleplay/android-developer/answer/13609005

COLEVCTBUE B UX NOMYYEHUN, MPU STOM MPUNIOXKEHME HE BbITO HaZexalm 06pasomM ofobpeHo ona
3TUX Lenen.

. rlpVIJ'IO)KeHVIe JIOXKHO npencTaBJ/IEHO KakK O¢VILI,VIaJ'IbeIIZ npoaykT N3BECTHOW KOMMaHUN. 3anpeu.|,aeTc;|

MCMNONb30BaTh Takmne Ha3BaHus, kak "OT Oumbl Bunana®, "OdurumnansHo oT OuMbl BunaHa™ n
nopo6Hble, 6e3 COOTBETCTBYIOLMX NPaB.

Breath analyser

Are you drunk?

Blow on your phone to get the results

)

2. [ing npunoxeHns 3asiBfeHbl HEBbIMONIHMMbIE GYHKLMM (HanpuMep, UCMoNb30BaHWe TenedoHa B
KauecTBe ankoTecTepa).

HecaHKLMOHMPOBaHHbIE N3MEHEHUS HACTPOEK YCTPOMNCTBA

3anpelyaetcs ny6IMKoBaTb NPUIOXEHMS, KOTOPbIE BHOCAT M3MEHEHUS B HACTPOMKM YCTPOMCTBA Ui
Lpyrvie NpunoxeHvs 6e3 BefomMa 1 cornacus nonb3osaTens. K HacTporikam yCTporcTBa OTHOCATCS
napameTpbl CUCTEMbI M Bpay3epa, 3aKNagky, SPIbIKK, 3HAYKN U BULXKETbI MPUNOXEHWI Ha TNaBHOM
aKpaHe.

Kpome Toro, 3anpelueHo ykasaHHOEe HUXeE.

+ MpUnNoxeHns, KOTOpbIe M3MEHSIOT HACTPOWKM UNK GYHKLIMM YCTPOWCTBA C COrflacus nosib3oBaTens,
HO Tak1UM 06Pa30M, YTO ITO HeSlb3s JIErkO OTMEHUTD.

« [MpunoxeHus 1 cogepxalimecs B HUX 06baBNEHUs, KOTOpble KakuM-nnbo obpa3omM fobasnaoT Ha
YCTPOWCTBO pekfiaMy UK CChINIKM Ha CePBUCHI TPETbMUX CTOPOH.

+ MpunoxeHuns, KoTopble 06MaHHbIM MyTeM NOBYXAaloT Nonb3oBaTeNns yaansiTe UK feakTUBMPOBaTb
nporpamMmmbl pyrux paspaboTynkoB MMBO N3MEHSTb HACTPONKM YCTPONCTBA.

. anIJ'IO)KeHVIH, KOTOpPble Npn3biBalOT I'IOJ'Ib3OBaTeJ'IeVI yoanaTb Unn OTKNKOYaTb NporpamMmbl opyrmx
pa3paboTuMKoB NGO UBMEHATL HACTPOMNKM YCTPOMCTBA. VICKNIOUEHNE COCTaBNAIOT NPUITOXEHNS,
obecneymBatowme 6e30MacHOCTb YCTPOMNCTBA U [aHHbIX.



NocobHmnyecTBO HEQOOPOCOBECTHOM OEATENBHOCTHU

3anpelyaeTcs Ny6IMKOBaTh NPUIOXEHUS, KOTOPbIE PACCUMTaHbl HA UCMOJIb30BaHME B
He[06POCOBECTHbIX Lensx. HanpuMep, NpunoxeHus s co3faHus nacnopToB U Apyrnx
YLOCTOBEPEHUI NINYHOCTU, HOMEPOB COLMANIBHOIO CTPaXOBaHMs, AUMNIOMOB, KPeAUTHbIX KapT,
6aHKOBCKMX CYETOB U BOQUTENLCKMX NpaB. MIHbopMaL s O NPUNOXEHUN, ero Ha3BaHWe, onucaHue, a
Takxe N306paxeHns 1 BUAEOPONNKM JOSKHbI COOTBETCTBOBATb €r0 peanbHbIM GYHKLMSM U1
COfEePXaHWo, @ CaMo NPUSTOXEHNE [OMKHO paboTaTh Tak, Kak 3TOro OXMAAET NONbL30BaTENb.

[JononHuTenbHble pecypcbl NPUNOXeHWS (HanpuMep, UrPoBble 06BEKTbI) MOTYT BbITb LOCTYMHbI A5
CKauMBaHWs, TONbKO ECNM OHWU HEOBXOAMMbI A1 UCTOSIb30BaHWS NPUIOXeHUs. NPy 3TOM OHU JOMKHbI
COOTBETCTBOBATb BCeM npasunam Google Play, a npunoxeHue LOMKHO cOO6LaThb NONb30BATENIO
pa3Mep 3TuX GannoB [0 Hayana ckauvMBaHus.

3asBneHns 0 TOM, YTO MPUNOXEHME CO3LAHO LNS PO3bIrPLILEN Y B APYTrMX PA3BNeKaTeNbHbIX LeNsiX, He
n36aBnsaOT Pa3paboTUMKOB OT OTBETCTBEHHOCTU M HEOBXOAMMOCTM COBNOAATL HalW NpaBuna.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIeHUI:

« [MpUNoXeHWs, KOTOPble KOMUPYIOT NHTEPdENC APYrnX NPUNOXEHWU UK Be6-canToB, YToHbl 06MaHOM
nony4ynTb NepCOHallbHble NN YYE€THbIE AaHHbIE.

+ [pnnoxeHuns, B KOTOPbIX yKa3aHbl HEMPOBEPEHHbIE NN pearnbHble afpeca, Homepa TenepoHOB 1
NOEHTUMKALMOHHBIE AaHHbIE NOAEN UK KOMMNAHWK, pasMeLLeHHble 6e3 cornacus aTUX NnL, Uau
opraHusaumum.

+ [pMNOXeHNs, OCHOBHbIE PYHKLIMM KOTOPbIX MEHSIOTCS B 3aBUCUMOCTM OT MecTa NpoXnBaHUS
nonb3oBaTenNs, MapaMeTPoB YCTPOUCTBA U APYrUX OaHHbIX NONb30BaTENs, ECNN 3TU PasNnuns He
yKa3aHbl B SBHOM BUAE B ONUCAHUWN NPUOXEHUS.

+ MpUNoXeHns, KOTOPbIE CUMBHO M3MEHSIOTCA B 3aBUCMMOCTU OT BepcUmn 6e3 yBeLoMNeHUs
nonb3oBaTens (Hanpumep, B pasgene YTo HOBOro ) 1 06HOBNEHMS ONMUCaHMS.

+ [pUNoxeHns, KOTOPbIE U3MEHSIOT UMM CKPbIBAKOT CBOM GYHKLMM BO BPEMS NMPOBEPKMY.

+ MpunoxeHus, KOTOpbIe BbINOMHAOT CKauMBaHUE Yepes CeTb JOCTaBKM koHTeHTa (CDN),
npeaBapuTesibHO He coobLas Nonb30BaTENO Pa3Mep CkaymBaeMbiX Gaiisos.

MaHunyMpoBaHne MeAMAKOHTEHTOM

3anpelyeHo nybnmkoBaTb NMPUTOXEHWS, KOTOPbIE CMIOCOBCTBYIOT PACNPOCTPAHEHNIO TOXHOW UK
BBOZdLLEN B 3abnyxaeHne nHbopMaLum B BULE N306PaXEHUI, ayamo, BUAEO UK TeKCTa. He
pa3peLLeHbl MPUIOXEHWS, PAaCNPOCTPaHSIOLME 3aBEAOMO JIOXHbIE UMW BBOASALWME B 3abnyXaeHne
N306paxeHns, TeKCT UK BUAEO, KOTOPbIE MOTYT HAaHECTM BPE[, B CBA3U C COBLITUSMY, TPeByownmm
LENVKATHOrO OTHOLLEHMS, MONUTUKON, COLMalbHbIMU BONPOCAMM 1 LpYrMK OBLIECTBEHHO 3HAUYMMbIMU
TeEMaMu.

NcknoveHuns MOryT 6bITb caenaHbl gnga I/IHC])OpMaLI,VII/I, I'lpeJJ,CTaBJ'Iﬂ}OLIJ,el‘/lI O6|J.I,eCTBeHHbIl‘/lI MHTEpPEC,
OTPeaakTUpPOBaAaHHOIO MeAMakoHTEHTa C 3adBNneHnaMmn ons nonb3oBaTenen UM BoASaHbIMY 3HaKaMu,
Oo4YeBUOHbIX NPUMEPOB CaTUpbl MNKX NapoAnn, a Takxe ongd M306pa)KeHI/IPI, ABHO CO3[aHHbIX
NCKYCCTBEHHbIM o6pasoM.

OTpe,D,aKTVIpOBaHHbIe MeanamaTepunanbl AOMKHbI COOTBETCTBOBATL NpaBuiamM ong pa3pa6owvu<os
I'Ipl/lJ'IO)KeHVIl;I B Google Play, B TOM 4ncCne NnonoXxeHnam o 3anpeleHHOM KOHTEeHTe.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

+ MpunoxeHus, Ha cTpaHuLax koTopbix B Google Play ncnonb3yrotcs n3obpaxeHus cobbiTui,
TPEBYHOLMX AeIMKATHOTO OTHOLLEHWS, UM M3BECTHbIX MIOAEN, C LeNbio NPOAEMOHCTPUPOBaTbL
bYHKUMN UBMEHEHNS MEAVAKOHTEHTA.

« MpunoxeHunsa ang pegakTMpoBaHNa BUAEO, MO3BOSIAIOLLME UMUTUPOBATH BbiMyCKW HOBOCTEN, fo6aBuB

Ha3BaHWUs U NIOTOTUMbI PeasibHbIX HOBOCTHbIX areHTCTB 63 9BHOro 0Tkasa OT 0693aTesIbCTB UK
BOOSHOrO 3HaKa.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/topic/9877466

+ MNpunoxeHuns, eqUHCTBEHHOE NpeaHa3HaueHne KOTOPbIX — CO3haHNe BBOAALLEro B 3abnyxaeHue
MeAMaKOHTEHTa.
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1. C NOMOLLbIO 3TOTO NPUNOXEHNS MOXHO PefakTUPOBaTb BUAEO, UMUTUPYS BbiMYCKU HOBOCTEW, a
TakXe [406aBNATb B K/IUMbl N306paXXeHNs 3HAMEHUTOCTEN 1 OBLLECTBEHHbIX AesaTenen 6e3 BogsaHoro
3Haka.

[Mpo3payYyHOCTb NOBEAEHMS

Monb30BaTENAM AOMKHO BbITb MOHATHO, YTO AENaET Balle NPUIOXEHNE. He NCMOoSb3yiTe B HEM
CKpbITble, HEAKTUBHbIE UM HE3aL0KYMEHTUPOBaHHbIE GYHKLMUW. 3anpeLleHo NbiTaTbes n3bexaTb
NPOBEPKM MPUIIOKEHNIN KaKUMU-IMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb NoNb3oBaTENEN,
LieNIOCTHOCTb CUCTEMbI M COOTBETCTBME NPaBUSiaM, MOXET NOTPeboBaTbCS JOMNONHUTENbHAS
NHdOPMALMS O NPUNOXEHNN.

NckaxeHne dpakToB
Mol 3anpewaemM NpUnoXeHna N akkayHTbl pa3p860T‘4MKOB, KOTOpblE:

* BbIJaOT cebsi 3a APYrux UL, UM SPpyrre OpraHn3aLmny, a Takxke CKPbIBAOT UK MCKAXaloT CBOO
OCHOBHY!IO Lieflb UK CBefieHus O BnagenbLax;

* HaMepeHHO BBOLAT Nofb3oBaTenei B 3abnyxXaeHune, HanprMep CKPbIBAKOT UMK UCKAXaoT
MHPOPMALMIO O CTPaHE NMPOUCXOXAEHUS UM MPEROCTABASIOT KOHTEHT MOMb30BATENAM B LPYrMX
cTpaHax;

+ COTPYQHMYAIOT C APYrMMU NPUNOXKEHUSAMU, CaiTamMu, pa3paboTuymkaMmn U akkayHTamu B Lensax
COKPBITMS MU danbCUdrKaLMn faHHBIX O MPUNOXEHUN MU pa3paboTumke, a Take LPYron BaxXHON
MHPOPMaLMK (3TO OTHOCUTCS K KOHTEHTY, KOTOPbIN UMEET MOIMTUYECKYHO, COLMAabHYIO UMK
06LLEeCTBEHHYIO HaNPaBIEHHOCTb).

MNpaeuna Google Play B oTHOWweHUM uenesoro yposHs API



YT106bl 06eCNeunTb He30MacHOCTb NONb30BaTENEN, AN BCexX npunoxeHun B Google Play Heobxonumo
YCTaHOBUTb cnegytolme uenesble ypoBHU API:

OOGHOBNEHMUS U HOBbIE NMPUIOXEHMUS [OMKHBI UCNONb30BaTh YpoBeHb Android API He Huke
BbINYLWEHHOrO B TEYEHWNE rofa Nepeq BbIXO[OM nocnenHen ocHosHon Bepcumn Android. My6nvkaums B
Play Console npunoxeHunn n 06HOBREHWNIA, KOTOPbIE HE YAOBIETBOPSIOT 3TOMY TpeboBaHuio, byaeT
OTK/OHEHa.

PasMelyeHHble B Google Play npunoxeHus,, Ana KoTopbix He BbiMycKaloTCs O6GHOBMIEHUS 11 B
KOTOPbIX YCTAaHOBMEH YpoBeHb API HMXe onybnnKoBaHHOTO B TEYEHME ABYX NET NEpPes BbIXOLOM
nocnegHen ocHosHon Bepcumn Android, OyayT HeQOCTYMHbI HOBbIM NOSIb30BATENAM Ha YCTPOWCTBAX C
6onee nosgHumm Bepcuamm OC Android. Te, KTO paHee ycTaHaBnMBan Takme npunoxexus ns Google
Play, cMOryT HaxoAuTb, NepeycTaHaBIMBaTb U MCMONb30BATb UX HA YCTPONCTBaXx C Nobon Bepcren OC
Android, nogaepXxusaemMon NPUNOXEHNEM.

TexHuYeckme peKkoOMeHAaLMN O TOM, KaK MEePEeNTU Ha HOBbIN LieneBon ypoBeHb APl B COOTBETCTBUN C
TpeboBaHUSIMU, MOXHO HANTW B HaLLEM PYKOBOACTBE

O TOYHbIX CPOKaX M CRyyasx-UCKOUYEHMAX PACCKasaHo B 3TON CNpPaBOYHOM CTaTbe

npaBMna B OTHOLUE€HUU NoJib3oBaTesNIbCKUX AaHHbIX

K paHHbIM nonb3oBaTens OTHOCATCA CBEAEHs, NPEeLOoCTaBEHHbIE UM, a TakXe MNOSyYeHHbIe B XO4e ero
paboTbl, B TOM ymcne nHpopmauums ob yctponctee. Oba3aTenibHO cooblymTe, Kak 1 Ans Yyero Bbl bygeTe
C06leaTb, 06pa6aTblBaTb M NCNoJSIb30BaTb 3T AaHHbIE, @ TakKXe nonyvaTb N NpeaocTaBndaTb K HUM
LOCTyn. Micnonb3oBaTh Takylo MHPOPMaLMIO B LEENAX, O KOTOPbIX Bbl HE 3aSBUIIX, 3aMpeLLeHo.

Ecnu B BaleM NpUIoXeHNN CNonb3yeTcs CTOPOHHMI kog, (Hanpumep, SDK), ybeguTech, YTo OH caMm r
peann3oBaHHble B HEM Npouecchbl 06paboTKM NONb30BATENBCKMX faHHbIX COOTBETCTBYIOT NpaBunam
nporpammbl 4nis paspaboTumkos npunoxeHun B Google Play, B ToM uncne TpebosaHusam 06
MNCMONb30BaHUN N PacKpbiTUK MHGOPMaLMK. Hanpumep, Bbl [OMKHbI YAOCTOBEPUTHCS, YTO NOCTABLLMK
SDK He npopaeT nnyHble 1 KoHbUAEHUNanbHble faHHble NONb30BaTENS, NONyYEHHbIE U3 BaLIEro
NpUNoXxeHus. 3To TpeboBaHNe NPUMEHSETCS BHE 3aBUCMMOCTM OT TOrO, Kak ByayT nepenaHbl
nonb30oBaTeNIbCKNE faHHbIE: NOCNe OTNPaBKM Ha CEPBEP UKW B pe3ynbTaTe BHEAPEHUS CTOPOHHENO
KOLa B Balle NPUIOXeHue.

JInyHble 1 KOH¢MneHU,MaJ1beIe noJsib3oBaTe/ibCKue gaHHblie

+ OrpaHuuMBanTe BOCTYN K MYHBIM N KOHOUAEHLMANBHBIM MONb30BaTENbCKUM [aHHbIM, MOMYYEHHbIM Yepes
NPUNoXeHue, a Takxe nx cbop, ncnonb3oBaHWe 1 nepegavy. AT AeNCTBUS AONYCKAOTCS TOMNbKO ANs
npefocTaBneHns GyHKLUA cepBmuca Unm NPUoXeHUs, a Takxxe B LieNisiX, COOTBETCTBYIOLLMUX NPaBuiaM 1 He
HapyLatoLyx 060CHOBaHHbIE OXMAaHWS NONb30BaTENEN.

« [pUNoXeHus, NCNONb3YIOLWMNE IMYHbIE U KOHPUAEHLUMANbHbIE MONb30BATENbCKME faHHbIe AN NOoKa3a peKnambl,
LOMKHbl COOTBETCTBOBATHL NpaBunam Google Play B OTHOWEHUM pa3MeLLeHNs peKnaMmbl.

» Bce nuyHble 1 KOHPMAEHLMANbHbIE AaHHbIE NONb30BaTENeN AONXHbI 06pabaTbiBaThcst 6e30nacHbIM 06pa3oMm, B

TOM UnCne C NPUMEHEHNEM COBPEMEHHbIX METOA0B WKdpPOBaHNg, Hanpumep npotokona HTTPS.

« [pexnae Yem 1Cnonb3oBaTb AaHHbIE, AOCTYMN K KOTOPbIM PErynnpyeTcs paspeleHnsmu Android, npunoxexue
[OMKHO 3aMpoCuTb AUHaMMYecKoe paspelueHue (Bceraa, Koraa aTo BO3MOXHO).

Mpopaxa NUYHBIX U KOHPUAEHLMANbHBIX MONIb30BaTENbCKUX BaHHbIX

He npopasaiiTe nnuHble 1 KOHOVAEHLMANbHbIE MOb30BaTeNbCKUE faHHbIe.

« Mpopaxa noapasymesaeT nepepady MHPOPMaLMM TPETbIUM MWLM U OBMEH €0 C LieSblo MonyyYeHns
LEHEXHOro foxoaa.

« Ecnu cBoM nnyHble 1 KOHUAEHUMaNbHbIE AaHHbIe NepefaeT CaM Nonb30BaTeNb, ATO HE CUMTAETCS NMPOLAXKEN.
MpyMepbl TaKUX CUTYaLLUIA: B MPUOXEHUM eCTb GYHKLMS Ans nepefayn ¢annos TPETbUM N1LaM; NPUITOXEHNE
npefHa3HauYeHo A1 NPOBEAEHNS HAayUYHbIX UCCNEef0BaHUN, U [aHHble OTNPABNSIOTCS B ATUX LiENsX.

PackpbiTue MHpoOpMaL MM U paspelleHne Ha UCMONb30BaHMe AaHHbIX


https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://support.google.com/googleplay/android-developer/answer/11926878
https://support.google.com/googleplay/android-developer/answer/11926878

Ecnu Bawe npunoxeHue cobrpaeT, UCMoNb3yeT, NepesaeT NYHbIe U KOHOUAEHUMASbHbIE MONb30BATENIbCKUE
LaHHble UK NosyyaeT JOCTYN K HUM B LeNsX, KOTOPble MOryT HE COOTBETCTBOBaTb 0GOCHOBAHHbIM OXUAAHUAM
nonb3oBaTenei OT NPOAYKTa UK GYHKLMK, HEOBXOAMMO CoBMoAaTh TPEGOBaHMS K PacKpPbITUIO MHOPMALIUK 1
MOMYYEHUIO Pa3PELLEHNS Ha UCTIOMNb30BaHNE [aHHbIX, YKa3aHHbIE B MPaBUIIax B OTHOWEHUM TakUX AaHHbIX.

Ecnv B BaleM NpUIoXeHUM NPUMEHSETCS CTOPOHHMI Kog, (Hanpumep, SDK), npegHasHayeHHbI Ang c6opa NnMUHbIX
1 KOHOUAEHLMANbHBIX NMONb30BaTENIbCKMX LaHHbIX, Bbl LOMKHbI MPEeLOCTaBUTL AOCTAaTOUHbIE fOKA3aTENbCTBA TOrO,
YTO NPUIOXEHME He HapyllaeT TpeboBaHus 13 pasfena "PackpbiTve MHPOpPMaL MK 1 pa3peLleHne Ha
MCMOMb30BaHWE JaHHbIX" HACTOSLWMX NPaBun. MPUIOXEHNE LOMKHO COOTBETCTBOBATb, B YACTHOCTU, MONOXEHUSAM O
BOCTYNe K faHHbIM, 1x c6ope, NCMOoNb30BaHUM 1 NepeAaye C NOMOLLbIO CTOPOHHETO KoAa. [Joka3aTenbcTea
HeOoBXOAMMO OTNPAaBUTL B TEUEHME BYX HELENb MU APYroro nepuopa (eCnu OH ykasaH) nocne nonyyeHns 3anpoca
ot Google Play.

O643aTeENbHO YAOCTOBEPLTECH, YTO B CTOPOHHEM Kopfe (Hanpumep, SDK) He HapyliatoTcs npaBuia B OTHOLIEHNM
MoMb30BaTENbCKNX AaHHbIX.

C 6onee noppobHom MHpopMaLmel o TpeboBaHUAX K PaCKPbITUIO MHOPMALMM 1 MOMYYeHMIo cornacus
Nosb30BaTeneil MOXHO 03HaKOMUTLCS B CripaBOYHOM LiEHTpE.

Mpumepbl HapylueHui, BbisBaHHbIX SDK

« Tpunoxexue ncnonbayet SDK, KOTOPbIA COBUPAET NNYHbIE M KOHOUAEHLMANbHbIE NONb30BATENbCKME AaHHbIE 1
He 06pabaTbiBaET UX COrNAacHO NPaBMiaM B OTHOLLIEHWW NOMb30BATENbCKUX AaHHbIX, TPEGOBAHMSM K PACKPbITUIO
MHPOPMALIMK 1 PaspeLIEHMIO Ha UCMONb30BaHNe AaHHbIX, a Takxe TpeboBaHUAM, KacatolWwmnMes JOoCcTyna K
LaHHbIM U UX 06paboTKM (BKItOYAs 3anpeT Ha NPOoLaxy).

« B npunoxeHve nHterpmpoBaH SDK, KOTOPbIN COBMPaET NnYHbIE U KOHPUAEHLMANbHbIE NOSTb30BaTENbCKNE
LaHHblE MO YMOMYaHMIO, YTO HapyLwaeT TPe6OBaHMS HACTOALWMX NPaBW B OTHOLWEHWM PACKPbITUS MHOPMaLLMN 1
nony4yeHns cornacus nonb3oBaTenen.

« [ng NpUnoXeHns 3asBNEHO, YTO OHO COBUPAET NMUHbIE 1 KOHUAEHLMabHbIE MONb30BATENbCKME AAHHbIE TONbKO
ons obecneyeHuns paboTbl GyHKL MM, 3aLLMLLAIOLMX OT MOLWEHHUYECTBA 1 3noynoTpebneruit, Ho SDK Takxe
nepepaeT cobpaHHble AaHHbIe TPETbMUM fiMLaM B PEKIaMHbIX Lenax Uimn ans aHannutuku.

« TMpunoxerue cogepxuT SDK, KOTOpbI NepenaeT CBEAEHNS 06 YCTaHOBMEHHbIX NakeTax C HapyLWeHneM
peKoMeHaLmni MO PacKpbITHiO MHGOPMaLMK W/unm TpeboBaHUIA NOIUTUKN KOHOUAEHLMANBHOCTY.

« YT06bl y3HaTb HOMbLLE, NPOYNTANTE NPABUIA B OTHOLIEHWM HexenaTenbHoro N0 ang MobunbHbIX YCTPOMCTB.

JononHuTternbHble TpeGOBaHMﬂ B OTHOLWIEeHUM gocTtyna K JINYHbIM U KOH¢MneHUMaJ1beIM
AaHHbIM

B Tabnuue Huxe npefcTaBneHbl TPeboBaHUs K onpeaeneHHbIM GYHKLMOHaNbHBIM OCOBEHHOCTAM NPUIOXEHUIN.

®yHKUMOHaNbHasi 0CO6eHHOCTb Tpeb6oBaHus

CBop NOCTOAHHBIX UAEHTUPUKATOPOB MOCTOsIHHbIE MAEHTUUKATOPBI YCTPONCTB HE [OMKHbI ObITh CBA3aHbI C
ycTpoicTs (IMSI, IMEI-KOROB, CEPUIHBIX  [uypbIMU 1 KOHOUAEHUMANbHBIMU [AHHBIMU NMONb30BATENEN UK
HomepoB SIM-kapT 1 T. A.) unu c6pacbiBaEMbIMU UOEHTUGUKATOPAMU YCTPOWNCTB, 38 UCKIIOYEHNEM
YCTaHOBKa CBA3M C TaknMu CneayIowwnx CUTYaLMit:

naeHTupurkaTopamu

« Korga aTo TpebyeTtcs ans ycnyr tenedoHnM C NPUBA3KON K
NOEHTUOUKALNOHHBIM faHHbIM SIM-KapTbl (HanpuMep, Ans 3BOHKOB
no cetn Wi-Fi yepes onepatopa cBs3n);

* B KOPNopaTuUBHbIX NPUNOXEHUAX, NpeaHa3HauYeHHbIX ang
ynpasJieHUs yCTpOVICTBaMVI 1 NCNONb3yeMbiX B peXnMe Bnagenbla.

B aTux cnyyasax paspaboTumnk LOSKEH SBHbIM 06pa3oM coobLmnTb
Nonb30BaTeNaM O CBA3W C UAEHTUbUKATOPaMK COrNacHo Npasuiam B
OTHOLUEHWY MOJb30BATENbCKUX AAHHDIX.

NHbopMaumio 06 anbTepHaTUBHbIX YHUKAMNbHbIX MAEHTUdMKATOPaX
MOXHO HalTW Ha 3TOW CTpaHuLe

[lononHWTENbHbIE PEKOMEHAALMMN MO UCMONb30BAHNIO PEKNAMHbIX
noeHTuoukatopos Android npuBepeHbl B paBuiax pa3MeLleHns
peknambl.

MpunoxeHne npegHa3HayeHo ansg geten B npunoxeHus paspelleHo BkYaTb Tobko SDK, koTopble npoLunu
CaMOCTOATENbHYIO CepTUPMKALMIO A5 NCNONb30BaHNS B CepBUcax,
npepHa3HayeHHblx ans aeten. O3HaKOMbTECH C MOMHOW BEPCUEN
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https://support.google.com/googleplay/android-developer/answer/11150561
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https://support.google.com/googleplay/android-developer/answer/10144311
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https://support.google.com/googleplay/android-developer/answer/9857753
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npaeun 1 TpeboBaHWi MNporpamMmbl CaMOCTOSTENIbHON cepTUdUKaLN
peknamHbix SDK B NpunoxeHusx ons BCEN CEMbMU.

Mpumepbl HapyweHun, BbiaBaHHbIX SDK
« MpunoxeHwue ncnonbayet SDK, koTopbin cBa3biBaeT IMEI-Kof 1 BaHHbIE O MECTOMONOXEHUN.

« MpunoxeHne paboTaeT ¢ SDK, KOTOPbIN CBA3bIBAET PEKNaMHbIN naeHTudukaTop Android ¢ NOCTOSHHbIMK
NAEHTUPUKATOPAMUN YCTPOMCTBA B PEKMNAMHBIX LIENSX UK LS aHaNUTUKK.
B npunoxexune nHterpuposaH SDK, KOTOpbIV CBA3bIBAET peknamHbl naeHTudukaTop Android c agpecom
3NEKTPOHHOM NOYTbI B LIENSX aHANUTUKW.

Paspen 6e30nacHOCTM [aHHbIX

Kaxxpoe npunoxeHvie JOMKHO cofepkaTtb pasfen 6e30nacHOCTW AaHHbIX, B KOTOPOM MOHSITHO 1 TOYHO OMUCAHO, Kak
CcobMpatoTCs, NCMNOMbL3YIOTCA U NepefatoTCs MoNb30BaTENbCKUE AaHHbIE. DTO TakKe OTHOCUTCS K AaHHbIM, KOTOPbIe
cobupatotcs n 0bpabaTbiBatOTCS YepPE3 CTOPOHHME 61UbnoTekn nnmn SDK, ncnonbayemble B MPUNOXEHMSIX.
Pa3paboTunk HeceT OTBETCTBEHHOCTb 3@ TOUHOCTb M aKTyanbHOCTb Takon MHpopmMaLmn. CBefeHUs B 3TOM pasfene
LOMKHbI COOTBETCTBOBATb TOMY, YTO YKa3aHO B MONUTUKE KOHPUAEHLMANBHOCTU NMPUITOXEHUS (ECNN MPUMEHUMO).

M3yunTte BOMONHUTENBHYIO MHGOPMALMIO O TOM, KaK 3aMofHWUTL pasaen 6e30nacHOCTU AaHHbIX, B CpaBoYHOM
LeHTpe.

O3HaKOMbLTECH TakxXe C MOJIHON Bepcmeﬁ npasuJi B OTHOWEHWW NONb30BAaTENbCKUX OaHHbIX.

MNpaBuna ncnonb3oBaHus paspewieHnn n APl ¢ pocTynom k KoHpuaeHUnanbHoOn
nHpopmauuu

3anpockl Ha NpefoCTaBeHNe paspeLleHnit n ucnonb3oBaHne API, KOTOpble NOMyYaloT AOCTYN K
KOHOUAEHUMaNbHOM MHbOPMaLMK, [OMKHbI ObITb MOHATHBIMUW 4 Nonb3oBaTenen. 3anpalmBaTtb
paspeLleHns 1 ncnonb3osaTtb API, KOTOpble NOMyYatoT JOCTYN K KOHbUAEHUManbHOW nHdopmaumnu,
MOXHO TOJIbKO B TOM CJly4ae, €Cfiv OHW HEOBXOAUMbI Afs PABOThI YXKe BHEAPEHHBIX GYHKLMA 1
CepBUCOB, ONNCAaHHbIX Ha CTPaHuLe NpunoxeHus B Google Play. Henbas ncnonb3osaTb paspeLleHns n
API, npepocTaBnsiowme AOCTYN K AaHHbIM NOIb30BATENS UM YCTPOMCTBA, Ana GYyHKUUA Unu Lenen,
KOTOpPbIE HE OTMEYEHbI B OMMCAaHUN MPUNOXEHWUS, HE PEann3oBaHbl NN He pa3peLleHbl. JTnyHbie nnu
KOHbMAeHUManbHble faHHble, MONyYeHHbIE C pa3peLleHns Nonb3oBaTens unu npu nomowm Takmx API,
Henb3s NpofaBaTh Y NepenaBaTh C LENbO NOCNeayoLWen NPOAaXM HU Npu Kaknx ob6CToATeNbCTBaXx.

O3HaKOMBTECH C MOMHOM BEPCUEN MPaBUST UCMONb30BaHNS pa3pelleHnin n APl ¢ [ocTymnom K
KOHPUAEHLMaNbHOM MHPOPMALUN.

MpuMepbl HapyLleHUI, Bbi3BaHHbIX NpUMeHeHneM SDK

+ B npunoxexue nHterpmposaH SDK, KOTOpbI 3anpalumnBaeT 4OCTYN K 4aHHbIM O MECTOMONIOXEHUM B
HOHOBOM pexnme 48 3anpeLleHHbIX UM HE3asBIIEHHbIX Lenen.

 Mpunoxenne ncnonbsyet SDK, koTopbi 6e3 cornacusa nonb3oBaTtens nepepaet IMEI-kog,
NoyYeHHbI C MOMOLLbIO pa3pelueHns read_phone_state B Android.

MNpaBuna B oTHOWeEHUM BpegoHocHoro MO

OCHOBHOW NpuHLMN npocTon: akocuctema Android, Bkntovatowas Google Play u yctponcTea
nonb3oBaTenen, He AOMXHA NOABEPraTbCs BO3LENCTBUIO BpefoHocHOoro MO. PyKoBOACTBYSCH UM, Mbl
cTapaeMmcs genaTb akocuctemy Android 6e3onacHom gns nonb3osaTenen n ux yctponcts Android.

BpepoHocHbIM MO cumTaeTcs noboi Ko, KOTOPbIN MOXET NPEACTaBNATb Yrpo3y A Nonb3oBaTens, a
TaKXe ero faHHbIX UK yCTPOMCTB. Hanpumep, K BpegoHOoCHOMyY MO 0THOCATCS NOTEHLUMAaNbHO
onacHble npunoxeHus (MOMM), a Takxe ucrnonHsemble daibl U MogudrKaLmn GpenmMBOPKOB,
OTHOCSILLMECS K TAKUM KaTeropmsaMm, Kak TPOSHCKME NPorpaMMbl, GULLIMHIOBOE U WwnnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABMSEM HOBbIE KAaTErOpUN.
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ATu NpaBuna Takxke NPUMEHSIOTCS K CTOPOHHEMY kofy (Hanpumep, SDK), KOTOpbI BKITOYEH B
npuUnoXxeHue.

O3HaKOMbTECh C MOMHON BepCcUen npasusl B OTHOLWEHUN BpefoHOCHoro MO.

MpuMepbl HapyLLeHWI, Bbi3BaHHbIX TpuMeHeHneM SDK
« MpunoxeHune copepxut 6ubnmotekn SDK 0T NOCTaBLLMKOB, pacnpocTpaHaoLLmX BpegoHocHoe MO.

+ MpunoxeHune HapyllaeT Mofesb pa3pelleHnin Android nnm kpageT yyeTHble faHHble (Takue, kak
TokeHbl OAUth) U3 BPYrnx NPUIOXEHUN.

+ MNpunoxeHuns 310ynoTpednaoT GYHKLMAMM, YTOBbI NPENaTCTBOBATb YAaNEeHMIO UM OCTAHOBKE.

« MpwunoxeHune oTknoyaeT SELinux.

« MpunoxeHune ncnonbayet SDK, KOTOPbIM HapyLlaeT Mogenb pa3pelerHunin Android, nonyyas
MOBbILWEHHbIE NPUBMAErMN AN HE3asBIEHHOW Lenn bnarofaps AOCTYNY K AaHHbIM YCTPOWCTBA.

« MpunoxeHue copepxmt SDK ¢ KogoM, KOTOPbI 0OMaHHbIM NyTEM 3aCTaBNSET NOMb30BaTENEN
npuobpeTaTtb NOANUCKM UM OMMaunBaTb KOHTEHT Yepes onepaTopa MOBUSTbHON CBA3W.

Ncnonb3osaHme SDK B npunoxXeHmax

Ecnu Bbl xoTUTE fOBGaBUTL CTOPOHHMI SDK, TO JOMXKHbI y6eOnTbCs B TOM, YTO €ro KOf, 1
peanv30BaHHbIE B HEM NMPOLIECChI HE HapyLatoT MpaBwma NporpaMmel Ans pa3paboTuynkos
npunoxeHun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun o6pabaTtbiBatoT Nosb3oBaTeNbCkue
LaHHble. KpoMe Toro, cnepyeTt NOHUMATb, Kakue paspeLLeHns OHU UCMONb3YIOT, Kakne CBefeHUs
cobupatoT 1 noyemy.

TpeboBaHus kK SDK

Pa3paboTumnkmn NPUNOXEHN YacTo UCTONb3YIOT CTOPOHHUI Kog, (Hanpumep, SDK), uTobbi
WHTErpMpoBaTh BaXKHble GYHKLMN 1 CEPBUCHI B CBOM NpopyKThbl. Bkntouas SDK B npunoxeHue, BaXHO
ybennTbcs, 4To 6€30MacHOCTb NOMb30BaTENeN HE NOCTPARAET U B KOLE HE NOABATCH HOBble
yS3BUMOCTU. B 3TOM pasgene Mbl 06bACHUM, Kak HEKOTOPbIE U3 HALUMX aKTyaslbHbIX TPEBOBaHMI K
KOHOUAEHLMANbHOCTM N 6€30MaCHOCTU NPUMEHSIOTCA B OTHOWEHUM SDK 1 Kakum 06pas3oM OHK
LOSMKHbI MOMOraTh pa3paboTunkam 6e3onacHoO MHTErpupoBaTb SDK B MPUIOXEHMS.

Ecnu Bbl xoTUTE fOBGaBUTL CTOPOHHMI SDK, TO JOMKHbI y6eauTbCs B TOM, YTO €ro Kof, U1
peanv3oBaHHbIE B HEM NMPOLIECChI HE HapyLatoT MpaBuma NporpaMmel Ans pa3paboTuynkos
npunoxeHun B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun ob6pabaTtbiBatoT Nob30BaTeNlbCkue
LaHHble. Kpome Toro, cnefyet NOHUMaTb, KakmMe paspeLleHNst OHW UCNOMb3YIOT, KaKMe CBeOEeHMs
cobupatoT 1 noyemy. NMoMHUTE 0 TOM, 4TO cOOp 1 06PaboTKa NONL3OBATENBCKNX AaHHbIX CO CTOPOHbI
SDK pomnXHbl COOTBETCTBOBATb MOSIUTUKE MPUSTOXKEHMS.

YT06bI HE [OMYCTUTH HAPYLWEHWUI, N3YYnTE BECh TEKCT CefyoL X NpaBui 1 06paTuTe BHUMaHWe Ha
aKTyanbHble TPebOBaHMS B OTHOWEHUM SDK, KOTOpbIE NPMBEAEHbI HUXE.

MpunoxeHus, KoTopble 6e3 paspeLleHns NoNb3oBaTeNs NoNy4YatoT root-foCTyn Yepes NoBblleHNE
NPUBWUNErNIA, OTHOCATCS K KaTeropum “lonydyeHune root-gocTtyna’.

lWnnoHckoe MO

LWnuoHckum MO Ha3bIBaAIOT BPELOHOCHOE NPUMOXEHUE, KOL, MU NOBEAEHME, KOTOPbIE NMO3BONSIOT
coburpaTb, NonyyaTb UV NepenaBaTh TPETbUM NMLAM AaHHbIE NOMb30BaTENs UM YCTPOMCTBA, KOrAa
3TO HE CBA3aHO C GYHKLMAMU, COOTBETCTBYIOWMMM NPaBUIaM.

K LNMNOHCKOMY MO TaKKe oTHOCUTCA Bpe,D,OHOCHbIVI KO4 nnn noBegeHne, KoTopble MOTyT CYNTATbCA
crnocobamMu Cnexkn 3a Nonb3osaTenem Unm nony4atoT AaHHbIe HE yBEOOMJIA4 €ro 1 He nony4vaqa ero
cornacwus.


https://support.google.com/googleplay/android-developer/answer/9888380

Bbl MOXETE 0O3HAKOMUTLCS C MOJSIHOM BEPCUEN MPABUI B OTHOLIEHMM WNMOHCKOro MO.

HapyLueHune npasun B OTHOWEHWUM wnuoHckoro MO 6yaeT cumTaThcs BbidBaHHbIM SDK, B 4acTHOCTH, B
crnegymlowmnx ciyyasx:

¢ €CNnn B NPUNOXEHUN NCNONIb3YETCA SDK, KOTOprVI nepenaeT gaHHble N3 aynmoaanmceﬁ Unu 3anucemn
3BOHKOB, KOrga 3TO He CBA3aHO C ¢)yHKLLI/I9IMVI, COOTBETCTBYOWNMU NpaBunam;

*+ €CI1 B NMPUIOXEHUM UCMONb3YETCs BPEAOHOCHbIN CTOPOHHMI Kog, (Hanpumep, SDK), koTopbin
nepepaeT AaHHble C YCTPOMCTBA HEOXMOAHHBIM A8 MOSIb30BaTENst CMOCOOOM U/UNN HE yBEOMIISS
€ro 1 He nonyyasl ero cornacusl.

MNpaBuna B oTHOWeHUM HexenaTenbHoro MNO ans MO6UNbHbIX YCTPOUCTB

MoHaTHas GYHKLMOHANBHOCTDb U SIBHOE packpbiTue UHOPMaLUM

Jio6on Ko, BOMKEH UCMONHSATL BCE, YTO 06eLaHo Nosib3oBaTento. MPUTOXKEHWS JOSIKHbI BbIMONHAT
BCe 3asBieHHble QYHKLMN 1 He JOMXHbl BBOAUTL MNONb30oBaTenen B 3abnyxaeHue.

MpuMepbl HapyLWeHUI:
* MOLIEHHWYECTBO C pPeKNiaMon;

¢ CoumnanbHasa UHXeHepu4.

3awmTa nosib3oBaTeNbCKUX JaHHbIX

[TOHATHO 1 I'IOFI,pO6HO pacckaXxuTte 0 TOM, KakK npunoXxeHne nony4vyaeT AoCTyn K IMYHbIM U
KOHOUAEHLMANbHbIM JaHHbIM MOJSIb30BaTENS, Kak OHO UX cobMpaeT, UCnonb3yeT 1 nepepaeT. MNpu
paboTe ¢ Takon MHbopMaLnen HeobxoanumMo cobnofaTb BCe NPUMEHMMbIE MPaBMia B OTHOWEHUN
MoNb30BaTENbCKUX [AHHbIX, @ TaKXe NPUHUMATbL MepPbl NPEeAOCTOPOXHOCTM A8 3alWUTbl ATUX
CBEeAEeHUMN.

MNpuMepbl HapyLeHun:
« c6bop AaHHbIX (wnuoHckoe MO);

+ HapyLWeHWe OrpaHNYEHHbIX Pa3peLLeHnI.

O3HaKOMbTECH C MOMHOW BEPCUEN NMpaBuil B OTHOLEHUM HexenaTtenbHoro MO Ans MobubHbIX
YCTPOWCTB.

MpaBuna B OTHOLWEHMM 311I0ynoTpebrieHus pecypcamMm yCTPOUCTBA U CETH

3anpeLatoTca NPUNOXEHNs, KOTOpPble HapyLLaoT PaboTy YCTPOWCTBA NoNb30BaTeNs, APYrmxX
YCTPOWCTB, KOMMbIOTEPOB, CePBEPOB, ceTel, APl unu cepsucos (Bkovasa Apyrve npunoxXxeHns Ha
yCTpoWCTBe, cepBucbl Google 1 ceTn onepaTopoB CBA3M), a TAKXKE BMELUMBAKOTCS B UX PaboTy,
nony4YatoT HECAHKLMOHMPOBAHHbIN [OCTYMN K HAM WX BPEAAT MHbIM 06pa3oMm.

MPUNOXEHNS UM CTOPOHHUIA Kop, (Hanpumep, SDK), Cnosbayolme NHTeprnpeTupyemMble a3biku
(JavaScript, Python, Lua 1 T. A.), KOTOpble 3arpyatoTcs BO BpeMs paboTbl (a He 3arpy>xeHbl B
NPUNoXeHWe N3HavabHO), He AOMKHbI HapyLwaTb Npasuna Google Play.

3anpeLyeHo 1cnonb3oBaTh KOf, KOTOPbIN CO3L[aeT UKW UCMOb3yeT y93BMMOCTM 6€30MacHOCTU.
MHbopMaLms 0 caMbix akTyanbHbIX NpobnemMax 6e30nacHOCTN COQEPXMTCS B Hawwel Nporpamme
MoBbILLEHNS 6e30MacHOCTU NPUNOXKEHNI AS PA3PabOTUNKOB.

O3HaKOMbTECH C MOMHOW BEPCUEN NPaBusl B OTHOLWEHUM 3M10YNOTPEGNEHNS pecypcaMmn YCTPONCTBa U
cetn.

MNpumepbl HapyLLeHWI, Bbi3BaHHbIX NpuMeHeHueM SDK

+ MpunoxeHune NpefoCTaBngeT yCnyru NPOKCU-cepBepa TPeTbUM NuLaM (KpoMe Cryyaes, KOraa aTo
SBNIFAETCA OCHOBHOW GYHKLMEN NMPUOXKEHNS).


https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/google/play/asi.html#campaigns
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru

+ B npunoxeHue nHterpmpoBaH SDK, KOTOPbIN CKauMBaET UCMONHSEMbIN Kog, (Hanpumep, DEX-daiinbl
WNN HaTUBHBIN Kop) He 13 Google Play.

+ B npunoxeHune nHterpmpoaH SDK, KOTOpbIN cORepPXMT KoMNoHeHT WebView ¢ nHtepdencom
JavaScript, 3arpy>atoLwmin HeHagexHbI BE6-KOHTEHT (Hanpumep, URL ¢ npotokoniom HTTP) nnn
HenpoBepeHHble URL, NOnyYeHHbIe N3 HEHAAEXHbIX UCTOYHMKOB (Hanpumep, URL 13 HeHageXHbIX
06bekToB Intent).

+ B npunoxexue nHterpuposaH SDK, KOTOPbIN COAEPXUT KOA, UCMONb3YEMbI A5 OBHOBIEHNS
cobcTBeHHoro APK.

+ B npunoxeHue nHterpmpoBaH SDK, KOTOpbIM ckaumBaeT dpansibl Yepes He3alMWEHHOE COeQUHEHME,
4yeM nopBepraeT pucky 6€30MacHOCTb NONb30BaTENS.

+ B npunoxeHun ncnonbdyetcs SDK ¢ kOfOM, KOTOPbIN NO3BOMSET CKauMBaTh MW yCTAHABAMBATb
NPUNOXEHUSI U3 HEN3BECTHbIX MCTOYHMKOB BHE Google Play.

+ B npunoxeHue nHterpmpoBaH SDK, KOTOPbIV UCMONb3YeT akTUBHbIE CIyX6bl 663 060CHOBaHHOM
MPUYMHBI.

+ B npunoxeHue nHterpnposaH SDK, KOTOPbIN MCMONb3YEeT aKTUBHbIE CNYXObl B LLENSX,
COOTBETCTBYIOLMX NPaBUIaM, HO He 0ObsBIIEH B daiine MaHudecTa.

MpaBuna B oTHOWEHMMU BBeAeHUs B 3abnyxaeHue

MbI 3anpelyaem ny6nmMKoBaTh NPUNOXEHUS, KOTOPbIE MbITAlOTCA BBECTU NONb3oBaTenen B 3abnyxaeHune
UM cnocobCTBYIOT HELOBPOCOBECTHOM AEATENBHOCTY, BKIOYAS MPUNOXKEHUS, 3asiBIEHHbIE GYHKLIMM
KOTOPbIX HEBO3MOXHO PEaNiM3oBaTh Ha yCcTponcTae. MIHpopmMaL s 0 NPUNoXeHU, ero onucaHue, a
TaKkxke $OTo ¥ BULEO LOMKHbI COOTBETCTBOBATb €ro GyHKLMOHANBHOCTU. MPUIOXEHUS HE LOMKHbI
UMUTUPOBATb GYHKLUM UK NPesynpexaeHns onepaLoHHOM CUCTEMbI U Apyrux nporpamm. Jlobbie
M3MEHEHWA HaCTPOEK YCTPOMCTBA AOMKHbI MPOU3BOAMTLCA C BEAOMA U COrfacus nosfb3osaTens.
Kpome Toro, y nonib3oBaTtens AOMKHa 6biTb BOSMOXHOCTb OTMEHUTb M3MEHEHMUS.

O3HaKOMbTECH C MOMHOM Bepcme|7| npasun B OTHOWEHUN BBEAEHNA B 3a6ny>KneHme.

np03pa'-lHOCTb noeeneHus

[Monb3oBaTenam OOKHO ObITb NMOHATHO, YTO AenaeT Balle NPpUuoXxeHune. He I/ICI'IOJ'Ib3yDITe B HEM
CKpPbITble, HEAaKTUBHbIE NN HE3a[0KYMEHTUPOBAHHbIE GYHKLMW. 3anpeLLEeHO NbITaTbes M3bexaTb
NPOBEPKN MPUIIOXEHNIN KaKMMU-IMBO cnocobamun. YTobbl obecneuntb 6€30nacHOCTb NOMb30BaTENEN,
LLeNOCTHOCTb CUCTEMbI U COOTBETCTBME NpaBulaM, MOXET I'IOTpe6OBaTbC9| OOMNONHUTENbHAdA
NHbOPMaLMS O MPUOXKEHUN.

Mpumep HapylieHus, cBi3aHHOro ¢ npuMeHeHueM SDK

+ B npunoxeHue nHterpupoBaH SDK, no3sonsowuii n3bexatb NPOBEPKU NMPUIOXKEHNN.

Kakue npaBuna Google Play gns pa3pa6oT4ymMkoB 06bIYHO CBAA3aHbl C HApPYLUEHUAMMU,
Bbl3BaHHbIMU NpuMeHeHueM SDK?

YO0CTOBEPBLTECH B TOM, YTO BECb CTOPOHHUI KOf, KOTOPbIN UCMONb3YET Balle NPUIOXKeHWE,
cooTBeTcTBYET [MpaBunam nporpammsl ans paspabotunkos B Google Play. ns aToro usyunte
cnepytouime MaTepuansi:

+ lNpaBuna B OTHOLEHWM NONb30BATENbCKUX JAHHbIX

« PaspeweHnus n APl ¢ fOCTYnoM K KOHbUAEHLManbHOW nHbopMaLmm

« MNpaBuna B OTHOLEHNM 3110YNOTPEGNEHNS peCypcaMmn YCTPOMUCTBA U CETU

» BpepoHocHoe N0

« HexenatenbHoe MO gns MOGUNbHbBIX YCTPONCTB

« MporpamMma caMocTosiTeNIbHOM cepTudUuKaLmm pekaMHbix SDK B NpunoxeHusx Afs BCcen ceMbi
+ NpaBuna pasmMelleHns peknambl

- BBepeHve B 3abnyxaeHune


https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru#:~:text=Requests%20for%20permission%20and%20APIs,in%20your%20Google%20Play%20listing.
https://support.google.com/googleplay/android-developer/answer/9888379?hl=ru
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru
https://support.google.com/googleplay/android-developer/answer/9900633?hl=ru&ref_topic=9857752#
https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9888077

« MpaBuna nporpaMmbl s pa3paboTuMKoB NpuoxeHun B Google Play

Bbllle nepeyncrieHbl MpaBua, KoTopble He cobniopatoTes yalle Bcero. OfHaKo 13-3a HEHAAEXHOTO
kopa SDK Balue NpuioxeHne MOXeT HapyLWUTb 1 Pyroe NpaBusio, He BOLEALWee B 3TOT CMIUCOK.
M3yyaliTe npaBwuna NOMHOCTLIO U CIEAUTE 3a UX OBHOBNEHUAMU. Befib MMEHHO pa3paboTumk
MPUNOXEHNS HECET OTBETCTBEHHOCTb 3a TO, YTO6bl SDK 06pabaTbiBanyt JaHHbIE MPUOXEHNS B
COOTBETCTBUW C NpaBuIaMu.

MoppobHY MHPOPMALIMIO MOXHO HAWUTKN B HaleM CrpaBoOYHOM LiEHTpPE.

BpepgoHocHoe MO

OcHOBHOW NpMHLUKMA NpocTon: akocucTeMa Android, Bkntovatowas Google Play n yctponcTtsa
nonb30BaTesNiel, He LOSXKHA NOABEPraTbCs BO3AENCTBUIO BPEROHOCHOTO MO. PyKOBOACTBYSCb UM, Mbl
cTapaemcs fenatb akocucteMmy Android 6e3onacHor ans nonb3oBaTenen n nx yctponcts Android.
BpepoHocHbIM MO cymTaeTcs nobow Kop, KOTOPbIN MOXET NPeACcTaBNsTb Yrpo3y A nonb3oBaTens, a
TaKXe ero faHHbIX UK yCTPOMCTB. Hanpumep, K BpegoHOoCHOMY MO 0THOCATCS NOTEHLMaNbHO
onacHble npunoxeHus (MOMM), a Takxe ucrnonHsemble dainbl U MogudrKaLm GpenmMBOPKOB,
OTHOCALMECS K TAaKUM KaTeropusm, Kak TPOstHCKME NPOorpamMMbl, GULLMHIOBOE U WNnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABMSEM HOBbIE KAaTErOpUN.

STW NpaBuna Takxe NPYMEHSIOTCA K CTOPOHHeMY kogy (Hanpumep, SDK), KOTOpbIN BKIKOYEH B
NPUNOXEHNE.

BpenoHOCHbIe NporpaMMbl MOTYT PasnnyaTbCs Mo TUMY Y MPUHLMIY OENCTBUS, HO, Kak NpaBuso,
npecrnenyoT Kakme-nmbo 13 crepyowmx Lenem:

* BMEWaTenbCTBO B pa60Ty yCTpOVICTBa noJsib3oBaTend;
¢ NonyyvyeHne KOHTpONd Hafg yCTpOVICTBOM nonb3oBaTeny;

+ BbIMOMHEHWNE YAaNEHHbIX ONepaLyiA, NO3BONFIOWMX MOJyYaTb LOCTYM K 3apakEHHOMY YCTPOWNCTBY
N1 Kakum-nnbo obpa3omM UCNonbL3oBaTh €ro;

* nepepava nepcoHanbHbIX U YYETHbIX OaHHbIX C yCTpOﬁCTBa 6e3 BeAoMa M cornacud nonb3oBaTtens,;

* pacchblfika C 3apaxXeHHOro YCTPOMCTBa CnaMa Uiy KoMaHg, KOTopble 3aTparmsatoT gpyrve
YCTPOMCTBa UNU CETY;

* MOLUEHHMNYECKME AENCTBUS MO OTHOLLEHMIO K MONb30BaTENHO.

MpunoxeHus, ucnonHsemble Gannbl 1 MOgUbUKaLMN GPENMBOPKOB, [AXE ECMN OHM M3HAYASbHO He
6binV co3naHbl C BPELOHOCHbBIMY LEMSIMI, MOTYT CUMTATbCS MOTEHLMANBbHO OMACHbIMU U NPeLCTaBNsaTh
yrposy Ans nonb3osatesisi. [Jeno B TOM, YTO OHM MOTYT LeNCTBOBATb NO-Pa3HOMY B 3aBUCUMOCTU OT
uenoro psga ¢akTopoB. KOMNOHEHTbI, KOTOPbIE MOTYT NPEACTABAATb PUCK AJ1S OfHUX YCTPONCTB
Android, coBeplueHHO 6e3BpefHbl ANs Apyrux. Hanpumep, Bpe[oHOCHbIE NPOrpaMMBbl, UCMOMb3YoLme
ycTapesuwue AP, He CTaHyT yrpo30i Afis yCTPOMCTB, Ha KOTOPbIX YCTAHOBNEHA nocnenHss sepcus OC
Android, B oTAnuYmne oT yCTPOUCTB C bonee paHHUMYK BePCUAMU. [TPUSIOKEHWS, UCNONHAEMble dalinbl 1
mMopudrKaLm GpPenMBOPKOB MOMEYAIOTCS KaK BPEAOHOCHbIE MMM MOTEHLMANIbHO OMACHbIE, €CINM OHU
NPeLCTaBNSIOT SBHYIO Yrpo3y A1 HEKOTOPbIX UMK BCEX Nonb3oBaTenen n yctponcTs Android.

Mbl XOTUM, YTO6bI Halla aKocMcTEMa Bbinia 6e30MacHOM, MOCTPOEHHOW HA UHHOBALMSIX U [OBEPUM, @
Takxe L{TO6I:I nonb3oBaTenn NoHMManu, Kak UMeHHO 3/10yMbILLTEHHUKKX MOTYT 9KCNNyaTUpoBaTb UX
yCTpoWucTBa. IMEHHO NO3TOMY Mbl MOATOTOBUM ONUCAHNE KaTeropuii BpefoHocHoro MO.

MoppobHy MHOGOPMALMIO MOXHO HanTK Ha carTe Google Play 3awwuThi

Bakpopsbl

Kog, KOTOprVI no3BongdeT yaaneHHO BbINOJIHATb Ha yCTpOVICTBe HeXenaTeNbHble, NoTeHUanbHO
onacHble onepaunn.


https://support.google.com/googleplay/android-developer/topic/9858052
https://support.google.com/googleplay/android-developer/answer/13326895
https://developers.google.com/android/play-protect/potentially-harmful-applications
https://developers.google.com/android/play-protect/potentially-harmful-applications

Takue onepaunn MoryT Bko4aTb NpoueccChl, N3-3a aBTOMaTUYECKOro BbIMOJIHEHUSA KOTOPbIX
MPUNOXEHWE, UCTIONHSEMbIN dain nnm MogudukaLus GpenMBopKa rnonageT B Apyrue kateropum
BpepoHocHoro MO. B uenom 63kaop — 3TO CNocob, C NOMOLLbK KOTOPOro NOTEHLMaIbHO OnacHbIe
onepaLum MOryT 6bITb BbINOMHEHbI HA YCTPONCTBE. M03TOMY 63KA0P CNOXHO NOCTaBUTL B OAUH PSL, C
TakMUMK KaTEropmaMm, Kak MOLIEHHNYECKOE CrcaHne CPencTs Un koMMmepyeckoe wnmoHckoe MO. B
peaynbTate Google Play 3awmTa npu onpegenieHHbiXx 06CTOATENbCTBaX MOXET NOCUMTaTb HABoP
63KA0POB YA3BMMOCTbIO.

MoweHHnYeckoe cnucaHue cpencTe
Kog, KOTOprVI npnBOAUT K aBTOMaTUYECKOMY CNMUCaHUIO CPeacTB NoJsib30BaTENA 06MaHHbIM CNOCO6OoM.

CyLLecTByeT TP KaTeropmm MOLLIEHHNYECKNX CMIMCAHNIN CPELCTB Yepes onepaTopoB MOBUIbHON CBA3N:
SMS-MOLWEHHNYECTBO, MOLIEHHNYECTBO CO 3BOHKaMM 1 MOLEHHNYECTBO C 0GOPMIEHMEM MNOAMNUCKN
WNN OMNaToON KOHTEHTA.

SMS-moLeHHn4ecTBo

B aTOM cnyyae kof NpMBOAMUT K OTNpaBke nnatHbix SMS 6e3 cornacus nofb3oBaTeNs UM CKPbIBaeT
cornalleHus, cogepxatme nHpopmaunto o nepegadve SMS, nnmn coobuieHus, B KOTOPbIX onepaTop
CBSI3V YBELLOMJISIET O CNNCAHWUM CPEACTB UK NOATBEPXKAAET 0OPOPMIEHNE NOLAMUCKN.

BbiBaeT, UTO KO, HE CKPbIBAET OT NOSIb30BATENS OTMNPAaBKY COObLEeHNI, HO cnocobcTByeT SMS-
MOLLUEHHNYECTBY APYrnUMM NyTamu. MpuMepsbl: COKPbITUE ONpeaeNieHHbIX Pa3henoB CornaleHms ¢
nHoopmMaumer o nepepade SMS nnv npeacTaBneHne aTMX Pasfenos B HeUMTaeMoM Buae, 6rokMpoBKa
COOBLLEHNI, B KOTOPBIX ONEepaTop CBA3M YBEAOMIISET NOMb30BATENS O CNUCAHUU CPELCTB UK
NoATBEPXAAeT NogNucky.

MoweHHn4YecTBo co 3BOHKaMu
B aTOM cnyyae kof NpMBOAUT K 3BOHKAM Ha MnaTHble HoMepa 6e3 cornacus nonb3oBaTens.

MoLeHHNYeCcTBO ¢ OPOPMAECHUEM MOAMUCKU WITU OMSIATOV KOHTEHTA
B aTOM cryuae Kog MCrnosib3yeTca Afis Toro, YTobbl 06MaHHbIM NyTeM 3aCTaBUTb YENoBEKa NMPUoBpecTy
MOANWUCKY MMM OMAaTUTb KOHTEHT Yepes onepaTopa MOBUNbHOW CBA3M.

K 3TOPI KaTeropmm OTHOCATCA BCE CNNCaHUa CpencTB, KpOMeE TEX, KOTOPbIE Bbl3BaHbl M1aTHbIMU SMS u
nnaTHbIMK 3BOHKaMW. MpuMepbl: onnaTa Yepes onepaTopa CBA3u, UCMNONb3oBaHNe 6ecnpoBoLHON
Touku pocTtyna (WAP) 1 nepefaya MUHYT MOBUNbHOW CBA3U. MoweHHNYecTBO ¢ WAP 0Cco6eHHO
nonynsgpHo. OHO MOXEeT MCMNob30BaTbCS ong Toro, l-IT06bI O6MaHOM 3aCTaBUTb YelOBEKA HaXXaTb
KHOMKY B HE3aMeTHO 3arpyxatoliemcsa npospayHoM komnoHeHTe WebView. B peaynstaTe nognvcka
odopmngeTtcs, a SMS nnm NMCbMO C NOATBEPXAEHNEM TPaH3aKLUM NepexBaTbiBaETCS, YTOObI
nonb3oBaTesNlb He y3Han O CNMCaHUM CPeacTs.

NO pgna npecnepoBaHns

MporpamMMHbIN Kof, KOTOPbIM B LLENSX MOHUTOPUHIa COBMPAET NepcoHasbHble U KoHGUAEHLNANbHbIE
nonb30BaTeNIbCKME [AaHHble C YCTPONCTBA M NepefaeT UX TPETbUM NiLaM (KOMNaHUaM UNu
dU3MYECKMM NnLam).

anIJ'IO)KeHVIFI [OOJKHbI paCKpbiBaTb VIHq)OpMaLl,VIPO M nonyvyatb cornacue B COOTBETCTBMKU C NpaBuiaMmn B
OTHOLWEHNN NONb30BaTENIbCKNUX AaHHbIX

PekoMeHpaLun B OTHOLIEHUN anIIIO)KEHVIﬁ Ana MOHUTOPUHIa

EAUHCTBEHHBIMU NPUEMAEMbIMU MPUNOXEHUSIMU NSt MOHUTOPYHIa SBNSOTCS MPUNOXEHNS,
npefHa3HaYeHHbIe ANs POAMTENBCKOrO UM KOPMOPATUBHOIO KOHTPONS. Mpy 3TOM BOMXHbI MOMHOCTHIO
cobnofaTbCs NPUBEAEHHbIE HIXE TPeboBaHMS. C MOMOLLbIO 3TVX NPUITOXEHNUI 3anpeLLaeTcs CNEANTb
3a Apyrumu nuuamu (HanpuMep, 3a Cynpyrom unm Cynpyromn) aaxe ¢ BeAoMa 1 Coriacus Takvx nuu u
Mpw YCroBKM NMOKa3a yBEAOMIEHUS O nepefaye MHPopMaLMn. YTobbl 06BABKTb, YTO NMPUIOXKEHNE
UCMonb3yeTcs As MOHUTOPWHIA, B dalne MaHndecTa HEOBXOAMMO yka3aTb napameTp
IsMonitoringTool.


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru

anIJ'IO)KEHVIH ang MOHUTOPUHIa OOJ1XXHbl COOTBETCTBOBATb NEPEYNCNEHHbBIM HUXE Tpe6OBaHVI9IM.

+ B onucaHuy NpuioXeH1s He [OMKHO rOBOPUTHCS, YTO 3TO WNMOHCKOE MO UK MHCTPYMEHT Ans
CEKPETHOMN CNEXKN.

+ [pUNOXEHUs He QOMXKHbI CKPbIBaTb CBOM GYHKLMN OTCNIEXMBAHWS MW BBOLMTb MONb30BATENS B
3a6nyxzeHne no aToMy NoBofy.

* Bo Bpemqa pa6OTbI TakKnx I'IpVIJ'IO)KeHVIVI OO0JIXKHbl NOCTOAHHO OTO6pa)KaTbC9I yBeooOMNEHNE O TOM, YTO
npunoXeHne 3anyLweHo, n yHVIKaJ'IbeIPI 3HauoK, I'IO3BOJ'I9HOLL|,I/IVI OOHO3Ha4HO I/I,D,eHTI/IC])I/ILLVIpOBaTb
npunoXxeHune.

+ B onucanum npunoxexus B Google Play [omKHbI yTOMUHATBLCS €ro GYHKLMU MOHUTOPUHIE U
OTCNEXMBaHMS.

« B npunoxeHusx n Ha nx ctpaHuuax B Google Play He gonHO 6bITb CNOCO6OB aKTUBMPOBAaTb
dYHKLMM, HapyLlalowWwme aTu NpaBmna, Uiy NonyyYnTb [OCTYM K TakuMm GyHKUMSIM. Hanpumep,
3anpeLleHbl CCbIIKM Ha He cOOTBEeTCTBYWME TpeboBaHaM APK-dainbl, pa3melleHHble He B Google
Play.

+ MNpunoxeHns [OMKHbI COOTBETCTBOBATb LENCTBYIOLEMY 3aKOHOAATENLCTBY. Bbl HECETE NOMHYO
OTBETCTBEHHOCTb 3a COBNIOAEHNE 3aKOHOB CTPaHbI, Fae Balle NpunoxeHve dynet
pPacrnpoCTPaHATbCS.

MoppobHyto MHGOPMALMIO Bbl HaNAETe B CNPaBOYHOMN CTaTbe 06 1CMonb30BaHUK pnara
isMonitoringTool

Ataka Tvna "oTka3s B o6cnyxunsaHun” (DoS)

Kop, KOTOpbIV He3aMeTHO A1 NoMb3oBaTeNs 3arnyckaeT aTaky Tuna "oTka3 B o6cnyxunsaHumn” (DoS)
UNU NPUHKMMAET yyacTue B pacrnpefeNleHHON aTake Takoro TUna, HanpaBneHHON Ha Apyrve CUCTEMbI 1

pecypcsl.

Mpumep: oTnpaska 6onbluoro konnyecTsa HTTP-3anpocoB Afg co3faHna Ype3MepHON Harpysku Ha
yOaneHHble cepBepbl.

3arpy3uuku BpegoHocHoro MO
KO,D,, KOTOprVI caMm rno cebe 6e3BpeneH, HO CKayMBaeT aopyrme noTeHumManbHO OnacCHbI€ NPUNOXEHUS.
Kop MoXxeT 6bITb 3arpy3umMkom BpegoHocHoro MO, ecnv BbINONHAETCS XOTa 6bl OQHO M3 YCNOBUIA:

¢ €CTb OCHOBaHUuA CUYMNTaTb, YTO OH CO34aH OJ1d pacnpOoCTpaHEeHNd NOTEHUaNbHO ONaCHbIX
I'IpVIJ'IO)KGHI/II;I, CKayMBaeT Takmne npunoXxXeHmnsa nnn coaepxxmnT Koa, KOTOprVI MOXET CKaynBaTb 1
YCTaHaBNMNBaATb NMPUNOXEHUSA;

*+ KakK MUHUMYM 5 % NPUNOXEHWIN, CKaYaHHbIX 3TUM KOLOM, ABNSIOTCA NOTEHLMANBHO ONacHbIMM (TO
€CTb NPU MUHUMasbHOM nopore B 500 ckayaHHbIX MPUIOXEHNIN [OMXKHO BbITb OBOHAPYXEHO XOTS Obl
25 noTeHumnanbHO OnacHbIX).

Begnywme 6paysepbl M NpUnoxeHus s obMeHa gannamm He CUMTaOTCS 3arpy34nmkaMm BPegoHOCHOMO
no, ecnu:

¢ CKauMmBaHMe B HUX HE 3anyCKaeTcs 6e3 y4yacTunga nonb3oBaTend;

+ CKauMBaHWe MNOTEHLMAIbHO OMAaCHbIX MPUIOXEHWIN HAYMHAETCS TONbKO NOCKEe TOro, Kak
nonb3oBaTenb AaeT Ha 3TO cornacue.

Yrposa gns yctponcTs He Ha 6a3e Android

Kop, noTeHuManbHO onacHbIn ana gpyrux nnatdopm.

MpunoxeHns ¢ Takum kogom 6eaonacHbl ang yctponcts Android 1 1x nonb3oBaTenei, Ho cogepxat
KOMMOHEHTbI, KOTOPbIE MOTYT HAaHECTU BPe[, APYr1M nnatpopmam.


https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211

OuwmvHr

Kop, nonyyeHHbIN Skobbl N3 HALEXHOr0 UCTOYHMKA, KOTOPbIM 3aMnpallnBaET yYeTHbIE UMK NnaTeXHble
[laHHble Nonb30BaTens, a 3aTeM nepefaeT UX TPETbUM nuLaM. K 3ToN xe KaTeropum 0THOCUTCS KOA,
KOTOPbIV NepexBaTbiBaeT YYETHbIE AaHHbIE MPU UX Nepenaye.

O6bIYHO GULLMHTY MOABEPralTCs HOMEPa KPEOUTHbIX KapT, @ TakXXe yYeTHble JaHHble NS aKKayHTOB B
6aHKOBCKYMX CUCTEMAX, UTPax U COLMANbHbIX CETAX.

MoBbilweHne npuBunerun

Kop, KOTOpbIN HapyLlaeT LeNoCTHOCTb CUCTEMbI, MPOHKKasa B TECTOBYIO cpefy, nosyyas 6onee BbICOKUM
YPOBEHb MPUBUMETUI UITN U3MEHSS NN OTKIKOYas AOCTYN K OCHOBHbBIM GYHKLIMSAM, CBA3AHHbIM C
6e30MacHOCTbIO.

Mpumepsi:
+ MpunoxeHus, KOTOpble HapyLWatoT Mofenb paspeweHnin Android nnv KpagyT yYeTHble faHHble (Takue
Kak TokeHbl OAuth) 13 gopyrux NpunoXxeHUn.

+ MpunoxeHus, KOTOpbIe NPENATCTBYIOT YAANEHNIO UM OCTAHOBKE GYHKLIWI.

« MpunoxeHus, KoTopble OTKAOYaOT Mogynb SELinux.

MpunoxeHns, kKoTopble 6€3 pa3peLleHns NoNb30BaTeNs NoyYatoT root-AoCTyn Yepes NoBbIEHNE
NPVBUNErNIA, OTHOCATCS K KaTeropum "lMonyyeHne root-gocTtyna'.

npOFpaMMbI-BbIMOFaTeJ'II/I

Kop, KOTOpbIV NoslyyaeT NOSHbIA UM YaCTUYHbIA KOHTPOMb Hag, YCTPOMCTBOM UMW AaHHbIMM Ha HEM 1
TpebyeT, 4To6bI AN BOCCTaHOBNEHNS AOCTYMNa NONb30BaTENb 3aniaTui AeHbrM UKW BbIMOMHMI Kakoe-
nmbo pencTeme.

HekoTopble 13 Takux NpPorpamm WrdpyoT AaHHbIE HA YCTPOWCTBE U TPeBYIOT AEHBIM 38 UX
paclndPOBKY U/UMKM NOMYYalOT NOMHOMOUYNS aAMUHUCTPATOPA, YTO HEe NO3BONAET NoNb30BATENO
yAanuTb NporpaMmy-BbiMoraTenb. MpumMepsi:

+ MporpamMmbl, KOTOpPbIE BIOKMPYIOT MOML30BATENO AOCTYN K YCTPOWCTBY M TPEBYIOT AeHbrv 3a ero
BOCCTaHOBJIEHNE.
+ Mporpammbl, KOTOpble WNPPYIOT faHHbIE U TPEBYIOT NnaTy 9Kobbl 3a MX PacLUMPPOBKY.

+ MporpamMmbl, KOTOpbIE MOMYYaloT JOCTYN K MEHeXEPY NPaBui YCTPOWCTBA, U3-3a Yero
NoJfib30BaTesNb HE MOXET YAaNUTb 3TU NPOrpPamMMbI.

Kog, pacnpocTpaHseMbIi BMECTE C YCTPOWCTBOM, NPEfHa3HaYeHHbIN B NEPBYIO ouepenb Ans
NPUBUIIENMPOBAHHOTO YNPAaBIIEHNS YCTPOWCTBOM, MOXET ObITb UCKITIOUYEH U3 KAaTEroOpuM NPOrpamMMm-
BbIMOraTesiei, eCrniv OH COOTBETCTBYET TPeboBaHMSAM K 6€30MacHOCTM BIIOKMPOBKM U YNPaBReHUs, a
TakXKe K PacKpbITWIO MHPOPMALIMK 1 MOMYyYEHWIO COrnacus nonb3oBaTenen.

Mony4yeHue root-pocTtyna
Kop, KoTopbIn nonyyaeT root-g4oCcTyn K yCTPONCTBY.

Takon Ko, He Bcerga sBsieTcs BPeLOHOCHbBIM. K npuMepy, HEKOTOPbIE NMPUIOXEHUS 3apaHee
npegnynpexpnatoT Nofib30BaTenNs O TOM, YTO MoJlyyaT root-fOCTyn K YCTPOWCTBY, U HE BbIMOSHAOT
LPYrux OrMacHbIX 4EUCTBUN, XapakTePHbIX A8 MOTEHLMANBHO OMACHbIX MPUNOXEHWUN.

BpenoHOCHbIE NPUNOXEHNS HEe YBEAOMASIOT MONb30BaTENS O TOM, YTO OHUM NOMyYaT root-JocTyn K
YCTPOWCTBY, UM YBEAOMISIOT, HO TakXXe BbINOMHSAOT ApYyr1e AeNCTBUS, XapakTepHble As
MOTEHLMANBHO ONAaCHbIX NPUNOXEHWI.

Cnam



Kog, KOTOprVI oTnpaBngeT He3anpalwnBaemble COO6LIJ,€HVI9I KOHTaKTaM noJsib3oBaTeNd N1 NCnosib3yeT
yCTpOPICTBO B Ka4yeCTBe peTpaHCnaTopa nmcemMm Co cnamMom.

LnnoHckoe MO

LLnnoHckmm MO HasbiBaloT BPeLOHOCHOE MPUOXEHME, KOF UV OENCTBUS, KOTOPbIE NO3BONAIOT
cobupaTb, packpbiBaTb UK NepefaBaTh TPETbUM JIMLAM AaHHbIE NOSIb30BATENS UMM YCTPOWCTBA, He
CBSI3aHHble C QYHKLMSMU, COOTBETCTBYIOWUMI NPABUIAaM.

K wnuoHckomy MO Takke OTHOCKTCS BPEAOHOCHBIN KOA, U NMOBEAEHME, KOTOPbIE MOTYT CYMTaThCA
cnocobamm cnexku 3a Nosib3oBaTeNeM N NPUBOAAT K PacKpbITUIO AaHHbIX 63 ero cornacus unm
yBELOMIIEHMS.

LLInnoHckne ,D,eVICTBI/IH BK/KOYaloT, NTOMMUMO Npo4ero:

* 3anvcb ay[uMo U BbI30BOB Ha TeNehOHE;
*+ KpaXy AaHHbIX MPUNIOXEHWI;

 nepepavy AaHHbIX C YCTPOWCTBA, KOTOPasi COBEPLUAETCS HEOXMAAHHbIM s NOonb3oBaTens
cnocobowm, 6e3 ero cornacus Unv yBegoMIIeH s 1 BbINOMHAETCS BPEAOHOCHBIM CTOPOHHUM KOJOM
(Hanpumep, SDK) B cocTaBe NpunoxeHus.

MpUNoXeHNs Takxke LOMKHbI COOTBETCTBOBATb BCeM lMpaBunam nporpaMmsl 4Jisi pa3padboTynkos
npunoxeHui B Google Play, B TOM unicne cBS3aHHbIM C AaHHbIMW NOSIb30BaTENEN U YCTPONCTB, TaknM
KaK npaBuna B OTHOLEHMWN HexenaTeNbHoro MO ans MobubHbIX YCTPOWCTB, NOMb30BaTENIbCKMUX
LaHHbIX 1 pa3pelleHnin 1 APl ¢ BOCTyNoM K KOHGMAEHUMaNnbHON MHGOPMaLLMK, a Takke TpeboBaHUAM K
SDK.

TposiHCKMe NpUnoXxeHus

Kop, koTopbi kaxeTcs 6e3BpefHbIM (HanprMep, 06bIYHON UFPOI), HO BbIMONHAET HEXeNaTeNbHble
LENCTBYS N0 OTHOLWEHMUIO K NOMb30BaTeNIO.

ATa knaccuoukaLms 0bbIYHO UCMONB3YETCH B COYETAHUN C LPYrMMU KAaTErOpUSMU MOTEHLMANBHO
OnacHbIX NPUIOXEHUIN. TPOSIHCKOE MPUSIOXEHME BbIrNSANT 6e3BpegHO, HO COAEPXNT CKPbITHIN
BPEROHOCHbIV KOMMOHEHT. Hanpumep, urpa, kotopasi B $OHOBOM pexxvMe OTrnpaBnseT nnaTtHole SMS ¢
ycTponcTBa 6e3 Begoma nosib3oBaTens.

anIMe‘—IaHI/Ie O HeOObbIYHbIX APUNOXEeHUAX

Google Play 3awuta MOXET NOCUMTATb HOBbIE U PEKME MPUIOXEHNS HEOBbIYHBIMU MPU OTCYTCTBUM
LOCTaTOYHOro KOMIMYECTBA AaHHbIX, YKasblBaloLWMX Ha 6€30MacHOCTb. TO HE O3HAYAET, UTO
NPUNOXeEHVE ABNSETCS BPeLOHOCHBIM. HO B uMcno 6e30MacHbIX OHO CMOXET MONacTb TONbKO Nocne
LOMOMHUTENBHON NPOBEPKM.

MNpumeyaHue k kateropum "bakgopbl”

BkntoueHune kofa B KaTeroputo 63k[OPOB 3aBUCUT OT TOFO, YTO MMEHHO OH enaeT. YTo6bl Kog
cunTancsa 6akgopoM, OH AOMKEH MO3BONATbL 3anyckaTb MPOLECCHI, U3-3a aBTOMATUYECKOro
BbINMOMHEHNS KOTOPbIX KO NOMAZAeT B APYryto kaTeroputo BpegoHocHoro MNO. Hanpumep, ecnun B
NPUNOXEHNN pa3pelleHa AMHaMnyeckas 3arpyska kofa v GUHaMUYeckn 3arpyXaemblin Kog n3snexkaeT
SMS, Takoe npunoxeHue byneT cumTaTbcs 6IKOAOPOM.

Hoecnu s NPUNOXeHUN paspeLleHo BbIMOJIHEHUE MPOU3BOJIbHOIO Koaa 1y Hac HeT OCHOBaHUI
CUMTaTb, YTO 3TOT KoL, AO6GABNEH ANA BbINOMHEHUS BPELOHOCHbIX NPOLIECCOB, Takoe NPUIOXEHNE He
ByLeT oTHeceHo K 63kfopaM. BMeCTo aToro Mbl OTMETUM, YTO OHO UMEET YA3BUMOCTb, U NOMPOCUM
paspaboTyrka yCTpaHUTb ee.

Mackupyioweecs NO


https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888170
https://support.google.com/googleplay/android-developer/answer/13323374
https://support.google.com/googleplay/android-developer/answer/13323374

MpunoxeHuns, B KOTOPbIX GYHKLNN OTANYAIOTCA OT 3asBIIEHHbIX U CKPbIBAIOTCS Pa3NYHbIMUI
cnocobamu. Mopo6Hble NPUNOXEHNUS U UFPbI BbIFNSAAT 6e30nacHbIMU BO BPEMS MPOBEPOK OT
Mara3nHOB MPUNOXEHMI, NOCKONbKY pas3paboTumku CKPbIBAOT BPEAOHOCHbBIN KOHTEHT, Mackupys ero,
ncnonb3ys o0bdycKaLmio U NOArpyxas Kog AUHAMUYECKM.

Mackupytoweecs MO noxoxe Ha NOTEHLUManbHO OMACHbIE MPUITOXEHNUS U3 LPYrUX KaTeropun, B
0COBEHHOCTM Ha TPOsHbI. OfHAKO OHO CKPbIBAET BPEAOHOCHOE COAEPXXUMOE MHbIMM CMOCO6aMu.

Boipaya cebs 3a gpyroe nuuo

3anpeLueHbl NPUIOXeHWs, KOTOpPble BBOAAT B 3abnyXAeHWe Nonb3oBaTenel, BoinaBas cebs 3a apyroe
nuuo (Hanpumep, Lpyroro paspaboTurka, KOMMNAHWIO UM OPraHU3aLMIO) UK LPYroe NPUNOXEHNE,
XOTS MO $aKTy He UMEIOT K HUM OTHOLWEHUs. He MCMonb3ynTe 3HaYKK, ONMCaHUS, Ha3BaHWS U apyrue
3M1EMEHTbI, U3-3a KOTOPbIX MONb30BATENN MOTYT OWMGOYHO CUMTATb, YTO Balle NPUIOXKEHUE CBA3aHO C
LPYrvM FIMLOM WY MPUAOXKEHNEM.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ Pa3paboTunk BBOAUT NONb30BATENS B 3a6/yXAEeHME OTHOCUTENBHO CBA3W C APYrov KoMnaHuen/
pa3paboTYNKOM:
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(D HasBaHwWe KOMMaHU1-pa3pPaboTumnka STOro NPUIOKEHWS MPEANoNaraeT 0duLMasbHYIO CBS3b C
Google, xoTs 370 Henpaega.

+ 3HaYKM 1 Ha3BaHWS NPUITOXEHNI BBOLAT NONb30BaTENS B 3a61yXAEHNE OTHOCUTENBbHO CBA3U C
L,PYron KOMNaHnen/pa3paboTynKoMm:



(D B NpuAoXKeHU NCMONb3yeTCs FroCYAapCTBEHHbIN repb, YTo CO3AaeT IOKHOE NPeAcTaBneHne o
TOM, UYTO OHO CBSI3aHO C OpraHaMu rocyfapCTBEHHOW BacTU.
(2 B NpunoxeHUn BCTPEYaETCA NIOrOTUMN OpraHW3aL iy, M3-3a Yero nosib3oBaTeNn OWMBOUHO
CUMTAIOT, YTO 3TO OPULMANbHOE NPUNOXKEHNE KOMMaHUN.

+ HasBaHWa 1 3HaUYKM MPUSTOXKEHMI NMOXOXMN Ha Ha3BaHWS 1 3HAUKU APYrMX NPOLYKTOB U CEPBUCOB A0
CTeneHn CMeLleHus:
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(D B 3HauKke NpUIOXeHUs UCTONb3YEeTCs SIOrOTUM NMOMYNSPHOro CainTa, CBA3aHHOMO C KPUMTOBAIOTON,
B pe3ynbTaTe Yero BO3HWKAET JIOXKHOE NPefACTaBNeHNE O TOM, YTO 3TO OPULMASIbHBIA CalT.

(2 B 3HauKke NPUIOXEHUs BCTPEYaeTCs HasBaH1e 1 repoit N3BECTHOrO cepuana, U3-3a Yero
MoNb30BaTeNIN OWMBOYHO NOMAratT, YTO OHO CBA3AHO C 3TUM TENELoy.

+ MpUnoxeHns NoOXHO NpefcTaBneHbl Kak 0bULManbHble OT UMEHU APYTroN KOMNaHUM UKW NnLa.

3anpelaeTcs MCNob30BaThb TakMe HadBaHus, kak "OT Oumbl Bunana", "OduunanbHo ot Aumbl
BunaHa" 1 nogobHble, 6€3 COOTBETCTBYIOLWMX NPaB.

+ MNpunoxeHus HapyLwatoT npasuna prpmeHHoro opopmneHus Android

OTBeThI Ha YaCTO 3afj@aBaeMble BOMPOCHI O MpaBuiax B OTHOWEHUM Bblgaumn cebs 3a Apyroe nuuo Bbl
HanpgeTte B aToM cTathe CrnpaBoOYHOrO LIEHTPA.

HexenatenbHoe NO gns MobunbHbIX YCTPOUCTB


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html
https://support.google.com/googleplay/android-developer/answer/16341334

B Google MbI npexae Bcero obpaliaeM BHUIMaHME Ha TO, YTO HYXHO Nonb3oBaTento. B MpuHumnax B
oTHoweHu MO u MpaBunax B OTHOLWEHUM HexenaTenbHoro MO copepxaTcs obline pekoMeHaaunm
ans Mo, obecneumpatoLwme ynobcTso A5 Nonb3oBaTeNien. T npaBuia OCHOBaHbI Ha NpaBmnax
Google B oTHOWEHMN HexxenaTenbHoro MO 1 nogyYepkmnBatoT NPUHLMMLI akocucTembl Android n Google
Play MapkeTa. MporpamMmMHoe obecrneyeHmne, KOTopoe HapywaeT 3TU NPUHLMIbI, NOTEHLMaNbHO ONacHo
[ng nonb3osaTtenen. Mbl CTapaemcsa 3aluiLaTh UX OT MOA06HbLIX NPOrpamMMm.

B Hpasmnax B OTHOLWEHNM HexenaTenbHoro 1O 0TMEeYeHO, YTO HexenaTenbHble nporpamMmmsl B
OCHOBHOM MMEIOT cnepyoume XxapakTepucTnukun:

+ OHU He COOTBETCTBYIOT OMMCAHMIO, YEM BBOASAT NONMb30BaTENEN B 3abnyXaeHMe.

+ OHM ycTaHaBnMBaTCS 06MaHHbIM NyTeM (CaMOCTOATENBHO UMW BMECTE C APYTMMU NPOrpamMmMamu).
+ OHU He coObLLaoT NOJIb30BATENO O CBOUX BAXKHbBIX GYHKLMSIX.

+ OHU BHOCSIT HEOXWOAHHBIE N3MEHEHUS B CUCTEMY.

+ OHu cobupatoT unu nepeparT KoHGUAEHUManbHy nHpopMaLmo 6e3 BegoMa nonb3oBaTens.

« OHM cobupaloT unu nepefatroT KOHGMAEHLMaNbHY MHPOPMaLMIO Hebe3onacHbIM Crocobom
(Hanpumep, He no npoTtokony HTTPS).

* OHu YCTaHaBIMBAKOTCA B KOMMNEKTE C ApYyrmMn nporpaMmmamm 6e3 BeOOMa nonb3oBaTteng.

Ha MobunbHbIX YyCTPOMCTBax NporpaMMHoe obecneyeHne npeacTaBngaeT cobom Kog B popme
NPUNOXEHNS, ABOMYHOrO daina, MogudrkaLum bpenmeopka v T. 4. YTobbl NpefoTBpaTuTL BPeq,
HaHoCUMbIM TakuMm MO, 1 n3bexatb c60eB B paboTe CUCTEMbI, Mbl MPEANPUHUMAEM HEOOXOAUMbIE
Mepbl.

MpaBuna B OTHOLLEHWW HexenaTenbHoro MO pacnpocTpaHsaoTes 1 Ha MO gns MOBUITbHbIX YCTPOWCTB.
Mbl ByieM paclumMpsaTb UX MO Mepe NOSIBIIEHNSI HOBbIX BULOB 3/10yNOTPebNeHNI.

MoHaTHas ¢yHKUMOHANBbHOCTb U IBHOE packpbiTue uHpopmaLmm

JTio6ovi Kog [OMKEH UCMONIHATL BCE, YTO 06eLaHO ros1b30BaTeMo. [ToMI0XEeHUS JOIKHbI BbIMOTHATh
BCE 3a5B/IeHHbIE QYHKLMM 1 HE JOIXHbI BBOAUTH M0Ib30BATENEN B 3a6/1yXAEHME.

« OYHKUUM U Leny NPUNOXEHUS BOMKHbI OblTb NMOHATHBI.

+ 9BHbIM 06PA30M 06 BACHNUTE NOJIb30BATENAM, KaKME UBMEHEHWS B CUCTEMY ByeT BHOCUTb
npunoxeHve. PaspelunTe Nonb3oBaTeNaM NPOCMaTPUBaTh U YTBEPXAATL BCE BaXHbIe NapaMeTpsbl
Mpwv yCTaHOBKe.

+ MporpamMmMHoe obecneyeHne He JOMMKHO UCKaXaTb MHGOPMALIMIO O COCTOSIHUM YCTPOWCTBA,
Hanpumep 3asBnsTb, YTO CUCTEMA HAXOAUTCS B KPUTUUECKOM COCTOSIHUM UM 3apaxkeHa BUPYCaMu.

+ He ucnonb3ynTte HeneranbHble METOAbI ANS YBEIMYEHNS PEKNIAMHOrO Tpadurka u/vnum KOHBEPCUMN.

+ 3anpelLleHbl NPUIOXEHNS, KOTOPblE BBOAAT B 3abyXAeHve nonb3osaTenei, Boigasas cebs 3a
Lpyroe nuuo (HanpuMep, Lpyroro pa3paboTunka, KOMMAHUIO UK OPraHM3aLMIO) UK Opyroe
NPUNOXeHWe, XOTs Mo GaKTy HE UMEIOT K HUM OTHOLLEHUS.

MpuYMepbl HapyLUEHWNIA:

¢ MOWEHHNYECTBO C peKnaMon;

* coumanbHas UHXeHepus.
3awmTa nonb3oBaTeNbCKUX AaHHbIX U KOHOUAEHLMANBHOCTH

[TOHATHO 1 MOAPOBOHO PACCKAaXNTE O TOM, KaK MPUIIOKEHNE MOYyHYaeT JOCTYI K INYHbIM U
KOHQUAEHUMANIbHBIM JaHHbIM M0/Ib30BATENS, Kak OHO UX COBUPAET, UCTIOoNb3YeT u nepeaaer. lou
pabote ¢ HuMn HeobxoanmMo cob[aTs BCe AEVCTBYIOLNE MPaBUIa B OTHOLIEHNUM M0/1b30BATEIbCKUX
JaHHBIX, 8 TaKXe MPUHUMATb MEePbI MPEAOCTOPOXHOCTU AJ1S1 3aLYUTbI ITOU UHGOPMALMH.

MpUnoXxeHns LOMXKHbI COOTBETCTBOBATL BCeM [1paBunam nporpammbl Ans paspaboTyumKoB NPUIOXKEHWIA
B Google Play, B TOM u1cne cBS3aHHbIM C aHHbIMU NONb30BaTeNen N YCTPOWCTB, TakUM KakK NpaBuna B
OTHOLUEHWUM NOMNb30BaTENIbCKNX [aHHbIX, paspeLllennit n APl ¢ BOoCTynom K KoHbUAEHLManbHOM
nHoopmaLmm 1 wnuoHckoro MO, a Takxe TpebosaHmsM K SDK.


https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html
https://support.google.com/googleplay/android-developer/answer/10144311?sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838&sjid=15224346081630376820-EU#:~:text=email%20spam%20relay.-,Spyware,-Spyware%20is%20a
https://support.google.com/googleplay/android-developer/answer/13323374?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC

+ He npocuTe nonb3oBaTenen oTkIOUYMTb CPeACTBA 3aLiMTbl YCTPOMCTBA, B TOM uncre Google Play
3almTy, 1 He NbiTanTecb 06MaHHbIM MyTeM BbIHYAUTb UX 3TO cAenaTb. Hanpumep, Hebas
npegnaratb B NPUIOXEHUM JOMNONHUTENbHbIE BO3MOXHOCTU UIN Harpafbl B 0OMeH Ha OTKIOUYeHME
Google Play 3awuTsbl.

O6ecneyeHue yaobcTBa nonb3oBaTend

B3aMMOﬂeﬁCTBMe C MPpUI10XKeHneM JOJIXKHO 6bITb npocCTbIM U UHTYNUTUBHO MOHATHbIM. ﬂpMﬂO)KeHMe
HAOJIKHO COOTBETCTBOBATh 3as8BJ/IeHHbIM LjeJIdM U He BBOAUTb M0/1b30BaTeis B 3a6ny)ngHme.

- Ecnus NPUNOXeHn NoKa3blBaeTCAd peknamMa, OHa He OOJIXXKHa HapyLlaTb q)yHKLI,VIOHaJ'IbHOCTb
yCTpOVICTBa N NogBNATbCA BHE Cpefbl NPUNOXEHNA. Y nonb3oBaTens ofmkHa 6biTb BO3SMOXHOCTb
JaTb cornacue Ha ee nokas. Kpome Toro, ee gonmkHO ObITb NIErKO OTKIIIOYUTD.

+ MpPUNOXEHUsS He [OMXHbI BAMSITh HA MPUOXEHUS A PYrUX paspaboTumKoB, a Takxke Ha paboTy
yCTpONCTBA.

)

Mpouecc yaaneHus NpunoXeHns [OMKeH 6biTb MPOCTbIM U MOHATHbLIM.

+ MoGUNbHbIE NPUNOXEHNS HE BOMKHbI UMUTUPOBATbL YBEAOMIIEHMS ONEepPaLMOHHON CUCTEMBI U OPYTUX
nporpaMm. He oTknoyariTe NpesynpexaeHns apyrux npuUnoxXeHuin nan onepauuoHHoON CUCTEMbI,
0COBEHHO Te, KOTopble MHGOPMUPYIOT Nonb3oBaTens 06 naMeHeHusx B OC.

MpuMepbl HapyLUEHWIA:

+ 06bsABNEHNMS, MPepbIBatOLLE PABbOTy NMPUNOXEHNS;

¢ HECaHKUMOHMNPOBaHHOE UCNonb3oBaHe nnn nMMnTauuna ¢yHKU,VI;1 CUCTEMBDI.

3arpy3umku BpegoHocHoro NO

Kop, KOoTopbIi caM no cebe He aBnseTcs HexenaTtenbHbiM MO, HO ckaumBaeT Apyroe NoTeHUManbHo
onacHoe MO Ha MOBMNbHOE YCTPOMCTBO.

Kog moxeT 6bITb 3arpy34ymnkom BpegoHOCHOro MO, ecnu BbiNonHaeTCA Ntoboe U3 ITUX yCJ'IOBVIﬁI

+ €CTb OCHOBaHMS Monarathb, YTO KOf, CO3MaH, YTOBbl PpacnpoCTpaHaTb HexenatenbHoe MO, 1 OH yxe
ckauvBan Takoe MO nnm coaepXXnT Ko, KOTOPbIN MOXET CKauMBaTb M YCTaHABINBATb NPUIIOXEHNS;

* MUHUMYM 5 % CKauMBaEMbIX TakMM KOLOM MPUMOXEHWUI ABNSIOTCS HexenaTenbHbIM M0 ¢
MUHMMabHBIM NoporoM B 500 pakTnyecknx ckaumBaHum (25 GakTUUYeCKUX ckaumBaHui
HexenatenbHoro MO).

Benyluune 6pay3epbl 1 NpUnoXxeHus s obMeHa dannamm He CYMTaOTCS 3arpy34rkamm BPeLOHOCHOTO
MO, ecnu BbINONHsOTCS 063 yCnoBus:

¢ CKaumBaHue He 3anyckaeTcd 6e3 y4yacTug nNonb3oBaTeny;

« ckaumBaHue nboro MO HaumMHaeTCcs TONbKO MNOC/e TOro, Kak Nofb3oBaTesNlb facT cornacue.

MoLeHHNYEeCTBO C peKnamMomn

MoLLEHHMYECKNE OENCTBUS C PEKSTAMHBIMU OBBABIEHUAMM CTPOrO 3anpelleHbl. O6baBIeHNs, KoTopble
CcOo3[aloT gngd peKJ'IaMHOVI CceT BUAUMOCTb, 6y,EI,TO yBeNn4YeHne nocewaeMoCTh Ce43aHO C pealibHbIM
MHTEpPEeCOM Mnofb3oBaTesnen — NPUMeP MOLUIEHHNYECKON peKnaMbl U HeeNcTBUTENbHOrO Tpaduka. K
MOLLEHHNYECTBY C PEKNAMOWN MOTYT OTHOCUTbLCS CUTyaL MK, KOrga pa3paboTunkm pasMeLlatoT peknamy
3anpeLleHHbIMU cnocobamu, HanpUMep NoKasbiBaloT CKPbIThle 06BABNEHUS, UCNONb3YIOT
aBTOMAaTMYECKOE HaxxaTne Ha 0BbABNIEHUS, NUSMEHAIOT MHPOPMALMIO AN NPUBEratoT K MHBIM PYYHbIM U1
aBTOMaTuuyeckum (poboTam, 60TaM U T. A.) METOAAM reHepaLn HeLencTBUTENIbHOMO PEKTaMHOMo
Tpaduka. HepencteuTenbHbIN TPadrK U MOWEHHNYECTBO C OOBABNEHUAMM BPELHbI AN
peknamopatenen, pa3paboTunKoB 1 NOSIb30BATENEN U B [ONTOCPOYHOW NEPCMEKTMBE CHUXAIOT
[loBepue K akocucteMe MobUbHbIX 06BABNEHUN.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEeHUN:


https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287

« TMpunoxeHwe, nokasblBatoLlee peknamy, KoTopas He BUHA NONb30BaTENAM.

+ MpunoxeHune, KOTOPOE aBTOMaTUYECKN MPOBOLMPYET HaxaTne Ha 06baABNeHNs 6e3 Begoma
MoNb30BaTENS UM UCKYCCTBEHHO rEHEPUPYEeT 3KBUBANEHTHbIN CETEBOW TpadUK OIS NONyYeHNS
KJTMKOB.

+ MpunoxeHue, oTnpasnaoLiee danbluMBble CCbINIKM Ha YCTaHOBKY, YTOBbI MOSyYnTh OnfaTy 3a
YCTaHOBKM, 9KOGbI BbIMOMHEHHbIE HE U3 CETW OTNPABUTENS.

« MpunoxeHune, KOTOPOE BbIBOAWT Ha 3KPaH YCTPOMCTBA BCMIbIBaloL e 06bsIBNEHMS, KOTLa CaMo
MPUNOXEHME 3aKPbITO.

MpunoxeHne, KOTOPOe NPefoCTaBNsSeT 3aBEAOMO JIOXHbIE CBEEHUS O PEKITAMHOM WHBEHTApE,
Hanpumep coobLaeT peknaMHbIM CETIM, YTO OHO paboTaeT Ha ycTpouncTae i0S, xoTs dakTnyeckn
OHO paboTaeT Ha ycTponcTee Android, nnm HeBepHO ykasbiBaeT Ha3BaHME NakeTa, MPUHOCALLEro
LLOXOp.

HecaHKLMOHMPOBaHHOE NCMOb30BaHME U UMUTaLUNS YHKLMN
CUCTEMBI

MpUNoXeHUs Unmn o6bABNEHMS, KOTOPbIE COAEPXATCA B HUX, HE JOSKHbI UMUTUPOBATb GYHKLUM UMK
npegynpexmneHns onepawmoHHON CUCTEMbI U APYrux NporpaMm. CUCTEMHbIE YBEAOMIEHNS MOXHO
MCMOJb30BaTb TOJIbKO A1 HEOTHEMIIEMbIX KOMMOHEHTOB MPUIOXEHWS. Hanpumep, NpunoxeHue
aBMaKOMMaHMN MOXET NOKa3biBaTb YBEAOMIIEHMS O Pacnpoaaxax 6uneTos, a urpa — 0 BHYTPUUIPOBbIX
aKLUsX.

BoT npuMepbl Hanbornee pacnpocTPaHEHHbIX HapyLUeHUN:

. |-|pVII'IO)KeHVI9I, ncnonb3yroume CUCTeEMHble OnoBeLWeHNa 1N npenynpeXXaeHna ongd peknambl:
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Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE DOWNLOAD

(D CucTeMHbIE YBEAOMIIEHMS, KOTOPbIE MOABAIOTCA B STOM MPUIIOXKEHNUM, COAEPXaT pekamy.

[Opyrvie npyMepsbl C PeKNaMon MOXHO HaWTV B NpaBuiax ee pasmeLleHNs.


https://https//support.google.com/googleplay/android-developer/answer/9857753

CouwnarnbHas UHXeHepus

3anpeLueHo nybnmkoBaTb NPUTOXEHU, Bblgatowme cebs 3a OpuUrMHanbHble, C Lenbio 06MaHOM
3aCTaBWTb NOMb30BATENS BbINOMHUTE LENCTBUS, KOTOPbIE OH COBEPLUM Obl B UCXOLHOM MPUIIOXKEHWN.

MoHeTn3saunsa v peknamMa

Google Play nogaepxmBaeT pasnuuHble crnocobbl MOHETM3aL MK, BKIOYas MiaTHOE PacrnpoCTpPaHeHue,
NoAnuCKy 1 peknamMy, a Takxe npofaaxy KOHTEHTa yepes NpuioxeHue. Ytobsl obecneymnTb
YOOBNETBOPEHHOCTb MOJIb30BaTENEN, Mbl TPebyeM, YTOBbI Bbl COBMIOLANM NEPEUYNCTIEHHbIE HUXE
npasuna.

MnaTexwu

1. Pa3paboTunku, KOTOpble B3UMAOT CPELCTBA 3a CKaunBaHUe npunoxenun ns Google Play, [omKHbI
MCMoNb30BaTb A8 TakMX TpaH3aKLuii nnaTexHyto cuctemy Google Play.

2. Ecniv B NPUIIOXEHMK, pacrnpocTpaHseMoM Yepes Google Play, TpebyeTcs unm npyHMMaeTcs nnata 3a
LOCTYMN K GYHKLMUSM UK CEPBUCAM, BKIOYAs NoBble BOSMOXHOCTM NPUSTOXEHMS, LndpOBOWA
KOHTEHT MY ToBapbl (fanee — NOKYMNKW B MPUNOXEHWI), pa3paboTumk AOMXKEH NCMONb30BaTb AN
TaKMX TPaH3aKunin nnaTexHyto cucteMmy Google Play, 3a CkNloueHWEM CryyaeB, yKasaHHbIX B
pasgenax 3, 8 n 9.

MprMepamun GyHKLMI UK CEPBUCOB, TPEBYIOLWNX MCNONB30BaHUS NnaTexHon cuctemsl Google Play,
SBMSIOTCS B TOM Yncne cnepytowme NMokKynkv B pUnoXeHnu:

« O6beKTbl (HaNpUMep, BUPTYyanbHas BantoTa, LOMONHUTENbHOE BPEMS UMK JOMONHUTENbHBIE XU3HU B UrPE,
HOBbIE NPefMeTbl, NePCOHaXU 1 aBaTapbl).

« Mopnucku (Hanpumep, Ha UrPOBON, 06PaA30BAaTESbHbIN, My3bIKanbHbIA, GUTHEC- U BULEOKOHTEHT,
pacLIMPeHHbIE BEPCUN CEPBUCOB U T. A.).

o OYHKUMWN U KOHTEHT (HanpuMep, Bepcus NpuioXxeHus 6e3 peknambl UM BO3MOXHOCTU, HEAOCTYMHbIE B
6ecnnaTHoW BEPCUN).

« O6nayHble CEPBUCHI U MPOrpaMMHbIE MPOAYKTbI (HANPUMEP, XPaHUNMLLA AaHHbIX, @ Takxke MO ans
ynpasneHus GuHaHcaMu 1 3ddeKTUBHOrO BEAeHUs BusHeca).

3. MnatexHyto cucteMy Google Play Henb3s MCNonb30BaTh B NEPEYUCTEHHbIX HAXE CryYasX.
a. Ecnu Bbl NpenMyLLecTBEHHO NPYHUMaEeTe NIaTexm 3a:

* MOKYMKY UNK apeHy TOBapOB (HanpvMep, NPOAYKTOB NMUTaHWS, OLEXAbI, TOBAPOB ANd LOMa U
3NEKTPOHHbIX YCTPOWCTB);

* yCnyru, okasblBaeMble B peasbHOM Mype (HanpuMep, TPaHCMOPT, YCNyru KIMHWHIa, aBnabuner,
abOHEMEHT B TPEHAXEPHbIV 3a, JOCTaBKa efibl, GUneTbl Ha KOHLEPT);

+ OMnaTy CYETOB MO KPEAUTHON KapTe MMM CYETOB 3@ KOMMYHarbHbIE YCIyru (Hanpumep,
KabenbHOe TENEBUAEHNE U TENEKOMMYHUKALUOHHBIE YCIYTW).

b. Mpwv nepeBone CpencTB ApyruM Nonb3oBaTensM, cbope NoXePTBOBAHMN, He obnaraembix
Hanoramu, 1 onnaTe NoKynoK Ha OHNaNH-ayKLMOHaX.

c. Mpu onnate KOHTEHTA MMM CePBUCOB, KOTOPbIE MOMOratoT Y4aCTBOBATb B @3aPTHbIX OHMaMNH-
urpax, cornacHo pasgeny MpunoxeHus ang azapTHbiX Urp MpaBusl B OTHOLEHUM a3apTHBIX 1P,
Urp Y COPEBHOBAHUI C peanbHbIMU AEHEXHbIMU MPU3aMU.

d. Mpwu onnaTe NOKynoK 13 KaTEropuii TOBapoB, KOTOPbIE CYNTAIOTCS HEMPUEMIEMbIMY COTTIACHO
npaBuiaM NIaTexHOro LeHTpa B OTHOWEHNMN KOHTEHTa

MpumeyaHue. Ha HEKOTOpPbIX PbIHKaxX Mbl paspellaem ucnonb3osaTtb Google Pay B npunoxeHusx,
npenHa3HauYeHHbIX AN NPOAaXun GUanyYeckmux ToBapos u/unu ycnyr. NMonpobHas nHGopmaLus npreeneHa


https://support.google.com/googleplay/android-developer/answer/9877032#gambling-app
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1

Ha cTpaHuue Google Pay ons paspaboTumkos

4. MpepnaraTtb B TPUIOXEHMSIX Apyriue cnocobbl onnaThl, KpoMe nnaTexHomn cuctemel Google Play,
3anpeLieHo (3a UCKIOYEHNEM CIlyYaeB, ONMcaHHbIX B pasgenax 3, 8 n 9). B yactHocTy,
nosib30BaTeNaM HeMb3a Npeaaratb Apyrue cnocobbl onnaTbi:

* Ha cTpaHuLe npunoxeHus B Google Play;
* B peKname BHyTpY NPUMOXEHUS, KaCaloLencs NnaTHOro KOHTEHTa;

+ B KOMMNoHeHTax WebView, KHoMKax, CCblfikax, COOBLLEHNSX, PEKTamMe 1 APYTUX MPU3biBax K
LEVICTBUIO BHYTPU NMPUNOXEHUS;

* B MOJIb30BaTENbCKOM MHTEPdENCE, B TOM YMCIIE HA SKPAHAX PErMCTpaLmm 1 CO30aHUS akKayHTa:
HW B OLHOM WX pa3ferne nonb3oBaTenen Hemnb3s NepeHanpaBnsTb K Cnocoby onnatsl, OTIMYHOMY
OT nnaTexHon cuctemol Google Play.

5. BupTyarbHasi BanoTa BHYTPU NPUNOXEHWA [OMKHA UCMONb30BaTbCS TObKO B TOM NPOAYKTE, B
KOTOPOM OHa bbina KynneHa.

6. PaspaboTumkin 0693aHbl ABHO M YETKO MHPOPMMPOBATL NOMb30BaTENeN 06 YCNOBUAX M LieHaX Ha
npunoxeHne nnun nobble GYHKLUM N NOAAUCKM. LieHbl BHYTPM NPUNOXEHMS BOMKHbI COBNagaTh C
LileHaMu, KOTOpble NMOSIBASIOTCS B MAaTEXHOM UHTepdence Google Play. Ecnv 3a focTyn K dyHKLUSM,
YNOMSIHYTbIM B ONMcaHuu npunoxeHuns B Google Play, B3umMaeTcs oTaenbHas unv SOnonHUTENbHas
nnaTa, Bbl 0653aHbl NpefynpeanTb 06 3TOM NoMb30BaTENeN Ha CTPAHULE NPUNOXEHWS.

7. ECnu B NpUOXeHUN UN Urpe eCTb MEXaHU3Mbl, MO3BONAIOLME B Pe3yNbTaTe NoKynku Nony4YnTh
CnyyYaiiHble BUPTyasnbHble MPeaMeTbl (BKIOYas, MOMUMO NPOYeEro, nyTHoKChI), TO Bbl AOIKHBI
CBOEBPEMEHHO Y HEMOCPEACTBEHHO Nepes, NoKyMnKoN BHbIM 06pa30oM COO6LMTb NONIb30BATEN!O,
KaKoBa BEPOSATHOCTb MOJYYNTb TakMe NPERMETDI.

8. 3a UCKMOYEHMEM CIyYaeB, YKa3aHHbIX B pasaene 3, paspaboTumkiu pacnpoCcTpaHIeMbix Yepes
Google Play npunoxeHui, B KOTOPbIX OT NOSIb30BaTeNeN B yKa3aHHbIX CTPaHaX U pernoHax
TpebyeTcs UM NpUHUMaeTCs nnaTa 3a MoKynku B MPUAOXEHUSIX, MOTYT NpegnaraTb BHyTpU
NMPUNOXEHWUI aNbTEPHATUBHYIO MIIATEXHYIO CUCTEMY B JOMNONIHEHUE K cucTeMe Google Play. [ns
9TOro HEOBXOAMMO 3aMoNHUTL GOPMY AeknapaLmmn AN NOAXOASLWEN NPOrpamMMbl U NMPUHATH
LOMNOMHUTENbHbIE YCNOBUS 1 TPeboBaHWS NPOrpaMMbl, ykasaHHble B 3ToN dopme.

9. Pa3paboTunku pacnpocTpaHsembix yepes Google Play npunoxeHuin MoryT npegnaratb
nonb3oBaTesNi M U3 cTpaH EBponenckoin akoHoMUYeckon 3oHbl (E93) nepexonnTs B gpyrne
NPUNOXEHNS U Ha APYrUe CanTbl, HAaNPUMep ANs NPOABMKEHNS LMbPOBbIX CrieunasbHbIX GYHKLMMN 1
YCIyr B NpunoxeHuu. Takvne pa3paboTumky LOMKHbI 3anoHUTL GopMy feknapalun ang nporpammbl
W MPUHATD JOMONHUTENbBHbIE YCIOBUS M TPEGOBaHUS MPOrpaMMbl, yKasaHHble B 3TON popMe.

MpuMeyvaHue. YTobbI y3HATL CPOKM U NONYUYNTb OTBETHI HA YACTO 3af,aBaeMble BOMPOCHI MO 3TUM
npasunam, nocetute CnpaBoYHbIN LEHTP.

Peknama

[ns nopaepXaHus KayecTsa Mbl yUMTbiIBAaEM COAEPXKaHUE, ayAUTOPHIO U CNOCO6 Noka3a 06BbABNEHNS, @
Takxe ynobcTBo, 6€30MacHOCTb U KOHOUAEHUMANbHOCTb Nonb3oBaTenen. O6bABNEHNS U CBA3AHHbIE C
HVMMW CneunanbHble NPeaSIoKEHNs CYMTAKOTCS YACTbO MPUNOXEHUS, MOSTOMY [OMKHbI
COOTBETCTBOBATb BCeM npaBuniam Google Play. Ecnv Bbl MoHeTU3npyeTte B Google Play npunoxerue,
npefHasHaYeHHoe 4Ns AeTEN, TO Ha PeKaMy B HEM PacnpPOCTPAHSIOTCS [OMNOSIHUTENbHbIE
TpeboBaHus.

B CI'IpaBOqHOM LLeHTPE MOXHO Y3HaTb 6OJ'IbLIJe O NpaBunax B OTHOWEHUN NPOoABMXEHNA N OaHHbIX ANng
Google Play, a Takxe 0 HapyLeHWsX, CBA3aHHbIX C METOLAMMU NMPOLBUXEHNUS, KOTOPbIE BBOAAT
nonb3oBaTenen B 3abnyxaeHue.

CopepxxaHue obbsBneHus


https://developers.google.com/pay/
https://developers.google.com/pay/
https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/answer/12570971
https://support.google.com/googleplay/android-developer/contact/external_offers_program
https://support.google.com/googleplay/android-developer/answer/14372887
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004

O6bsBNEHMS 1 CBA3AHHbIE C HAMM CheLluanbHble NPeanoXeHUsS CUATAOTCS YacTbio NPUOXEHUS 1
LOMKHbI COOTBETCTBOBATb HALLWMM MPaBUIaM B OTHOLEHWM 3aMNPELLEHHOMO KOHTEHTA. Ha npunoxeHns
L1 83aPTHBIX UrP PAcNpPOCTPAHATCA AONOMHUTENbHbIE TPEGOBAHMS.

Henpuemnemblie o6baBneHus

BoT npuMepbl Hanbosnee pacnpoCcTPaHEHHbIX HaPYLLUEHUN:

« O6bsBNEHNUS, KOTOpPbl€ HE COOTBETCTBYIOT BO3PACTHbLIM OrpaHNYEHNAM NPUNTOXEHNA:
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(D O6baBRNEHME HEMPUEMNEMO AJ1S LIENEeBON ayanTopum npunoxerus (Ong Bcex), NOCKOMbKY
npefHasHa4yeHo AN NOJPOCTKOB.

(@ O6bsBneHne HEMPUEMIIEMO AJ1S LENEBOW ayanTopun npuinoxeHus (MoapocTKmM), NOCKOSbKY
npefHas3HauYeHo Ans B3POCHbIX.

(3 O6baBneHue C NPeaoxXeHeM ckadaTb NPUNOXKEHWE A1 B3POCIbIX HEMPUEMNIEMO ANS LeSIeBOM
ayputopwum mrpbl (Ons Bcex).

Tpeb6oBaHusa K 06bSABNIEHUAM B MPUIOXEHUSX O BCEA CEMbMU


https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032

Ecnu Bbl MoHeTU3MpYeTe B Google Play npunoxexue, npegHasHauyeHHOE Ang AeTel, OHO AOMKHO
COOTBETCTBOBATb TPEGOBAHMAM NpOrpammbl "TPUNOXeEHNs L8 BCEN CeMbU" B OTHOLLEHWU PeKNiaMbl U

MOHeTU3aLuun.

O6bsiBneHus, BBogsLwMe B 3abnyxxgeHue

B 06bsBNEHNSIX HENB3S KOMMPOBATb SNEMEHTLI MHTEPdENCa NPUNOXKEHNS, B TOM YMCIE YBELOMIIEHNS 1
cuCTeMHbIE NpegynpexneHus. Nonb3oBaTesto LOMKHO HbITb MOHATHO, B KAKOM UMEHHO NPUIOXEHUN
nosiBnseTcs obbaBneHne.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

+ O6bsABNEHMS, KOTOPbIE BbIFIAASAT, Kak UHTEPHENC NPUNOXKEHUS:

%0 © ¥4 B 10:00

= RescueRover Q +=
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00 B <
00 B <
Alfie & Henry
' S i L

® B atom NPUIIOXEeHNN BOI'IpOCVITeJ'IbeIVI 3HaK Ha CaMOM [iefe 9BnseTca 06bsaABEHNEM, KOTOpOE
nepeHanpasngdeT NoJsib3oBaTeNiId Ha BHELWHIOK LeneByto CTpaHuULUYy.

« ObbsBNEHNs, KOTOPbIE KONMUPYOT CUCTEMHbIE ONOBELEHNA:


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
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Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE ~ DOWNLOAD

10:00 PM

SPECIAL OFFER EXPIRES IN 2 HOURS!

Download the latest games from the leader in
mobile gaming!

(D @ Bblwe npeacTasneHbl NPUMepbl 06bABIEHNH, KOTOPbIE BHELWHE MOXOXM Ha CUCTEMHbIE
yBeLoMIIeHMs.
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EASY PAY

Transfers History
- &
Deposit Financial
@ " III
My Easypay
B & O|&
Balance Easy Bank [Easy Wallet All Services

Download new app

(D Bblwe NpefcTaBieH NpuMep pasgaena, aNEMEHTbl KOTOPOro MOXOXMW Ha CMMCOK GYHKLMIA, HO
nepeHanpaBnsioT Nob30BaTeNs Ha peknamy.

O61baBneHus, npepbiBatowme paboTy NPUNoXeHus

O6bsBNEHMs, NpepbiBatoLme paboTy NPUIOXKEHWS, MOSBASIOTCS B HEOXUAAHHBIX MECTax, MOTyT
NPUBOANTbL K HEMPELHAaMEePEHHbIM HaXaTusM 1 HapyLlaTb GyHKLMOHANbHOCTb YCTPONCTBA.

Henb3as BbIHYyXA,aTb NMOb30BATENS HAXMMAaTb Ha OOBABIIEHUE UV OTNPABNATb IMYHbIE AAHHbIE ANs
peKSiaMHbIX Lenen, Npexae YeM OH NOJTyUYUT MOSHbLIN [OCTYN K NPUIOXEHNUI0. OBbABNEHUS HE LOMXKHbI
MOKa3bIBATbCS BHE NMPUITOXEHUS UMW BIUATH Ha APYTUe NPUIOXKEHUS U peknaMy B HUX, a Takxe Ha
paboTy yCTPOMCTBA, Ero NMOPTOB Y CUCTEMHbIX UK GUINYECKMX KHOMOK. B YacTHOCTK, 3TO OTHOCUTCS K
oBepsIEaM, COMNyTCTBYIOWUM QYHKLMSAM U pekfiaMHbIM 6iokaM — BUAXeTaM. ECiv B NPUOXeHUN ecTb
06DbABNEHNS, KOTOPbIE HE MO3BONAIOT HOPMAIIbHO €ro UCMOMNb30BaTh, OHW JOSIXHbI NErKO 3aKPbIBaTbCS.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYyLUeHUN:

+ Peknama, KOTopas 3aHMMaEeT BECb IKPaH, He NO3BONSET HOPMasbHO UCMONBb30BaTh MPUMOXKEHNE U HE
3aKpbIBAETCS SIBHbIM CMOCOOOM:



30 © ¥4 B 10:00

Apps from GrooveeGames

I
Bl
IMATCHI

iT.o‘.wm!
=

DOWNLOAD NOW!

(D B 2TOM 06BABNEHUM HET KHOMKM "3aKpbITh".

« Peknama, BblHyXAatoLas NoNb30BaTeNs NepexofnTb MO CCbIIKaM C NMOMOLLLIO NOXHOW KHOMKK
"3aKpbITh" UM BHE3AMHOIO MOSIBIEHMS B TEX YACTAX 9KPaHa, Ha KOTOPble 06bIYHO HAaXUMaIOT As
JOCTyMa K APYrnM GyHKLUAM MPUTTOXEHUS:

A

75.287 583

(D B 2TOM OBbABNEHUM UCMONB3YETCS NIOXHas KHOMKa "3aKkpbITb".



Tap to Jump!

(2 310 06BABEHME BHE3AMHO NOSBNSETCA B TOW YaCTW 3KpaHa, Ha KOTOPYIO MOJb30BaTESb NMPUBbIK
HaXvMaTb AN LOCTYNa K GYHKLUSM NMPUSTOXKEHNS.

« Peknama B NPUNOXEeHNN, KOTOpas NoKa3blBaeTCH BHE €ro:
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(D Monb3oBatenb NEPEXOAUT U3 3TOTO MPUNOXEHWS Ha FNaBHbI 3KPaH, rae BHE3arnHo nosenaeTcs
peknama.

+ Peknama, KOTOpasa NoABNAETCA Nocne HaXaTuga KHOMNKK rMaBHOIo aKpaHa Ui BbINONMHEHNA OPYTInX
,D,eIZCTBVIl‘/lI, npenHa3Ha4vYeHHbIX ong BbiXoga U3 NPUNOXeHNd:
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(D Monb3oBaTenb MbITaeTCs 3aKPbITb MPUIOKEHNE U NEPENTM Ha TaBHbI 9KPaH, HO 3TOT NpoLecc
npepbiBaeTCa pekiamon.

Bonee kayecTBeHHas peknama

YT06bI UCNONb30BaHMeE NpunoxeHut Google Play 6b110 MaKCMManbHO KOMPOPTHBIM, Pa3paboTunkm
LOMKHbI cCObMofaTh Crefyrolime peKOMEHAALMM MO pa3MeLLeHMo peknambl. Ecnn nonb3osaTenu He
OXMAAIOT 3TOrO, 3anpeLlaeTcs NoKasblBaTh:

* MOMIHO3KPAHHbIE MEXCTPaHMYHbIe 06bABNEHNS Ntoboro ¢opmata (Buaeo, GIF, cTaTuyeckme
N306paxeHns 1 np.), KOTOpble NOABAOTCS HEOXMAaHHO, OBbIYHO KOrfa NoSb30BaTENb BbIMOHAET
[OEeNCTBUE, He CBA3aHHOE C TEMOW 0ObABIEHUS;

+ 0ObSIBIEHNS BO BpeM4a Urpbl B Havane ypoBHA UK NMPK Nokase ovepenHoro 6510Ka KOHTEHT3;

+ MeXCTpaHWYHble 06bABNEHNS B pOpMaTe NONHOIKPAHHOIO BUAEO, KOTOpbIe NOABNSIOTCS L0
9aKpaHa 3arpysKku NpunoxeHus (3actasku);

* TMOMHO3KPAHHBIE MEXCTPAHMNYHbIE 0OBABNEHNS NTIOHOr0 GopMaTa, KOTOPbIE HEBO3MOXHO 3aKPbIThb MO
ncrteveHun 15 cek. NMoNHO3KPaHHbIe MEXCTPAHNYHbIE OOBSBIEHUS, KOTOPbIE Pa3peLleHbl
MoNb30BaTENEM UM HE MELLAIOT BbINOMHATL AENCTBUS (HanprMep, Npv NoKase nocre CTPaHULLbl C
pesynbTaTaMu Urpbl), MOTYT NOKa3blBaTbCs fonblue 15 cek.

ATV NpaBuna He MPUMEHSIIOTCA K 06 BABIEHNAM C BO3HArpaXaeHNeM, KOTopble SBHO paspeLleHbl
nonb3oBaTenem (HanpuMep, ecnu paspaboTumnk NpegnaraeT NOCMOTPETL pPeknamy B O6MeH Ha
pPa3BIOKMPOBKY UrPOBOM GYHKLIMM UM KOHTEHTA). DTN NpaBuiia TakXe He AENCTBYIOT B OTHOLEHMN
MOHETU3aLMN U PeKiaMbl, KOTOPbIE HE MELIAOT HOPMasnbHOMY MUCTOJIb30BAHWIO MPUIOXEHUS UK UTPbI
(HaanMep, aonyckaeTcsa BUAEOKOHTEHT CO BCTPOEHHbIMU O6'bHBJ'I€HVIFIMVI M HEMOJZIHOSKPaHHbIE
6aHHepbI).

3TN pekoMeHgaLnn chopmMynmpoBaHbl Ha OCHOBe cTaHaapToB Better Ads Standards — Mobile Apps
Experiences . [lononHWTenbHble CBEAEHNS 06 3TUX CTaHLapTax Bbl HavgeTe Ha cante Coalition for
Better Ads

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

» HeoxwnaaHHble 06bABNEHMS, KOTOpPbl€ NOKa3blBalOTCA BO BpeM4A Urpbl UK nepen noaBneHnem
oyepenHoro 6r10Ka KOHTEHTA (HaanMep, nocne Toro Kak nonb3oBaTeslb HaXan KHOMKyY, HO 0o
BbIMNOSIHEHNSA CBA3aHHOIO C HeWn ,D,eﬁCTBMﬂ). MNonb3oBaTenun oXuaalT Havana Urpbl U nogaBneHnA


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/
https://www.betterads.org/

HOBOM MHGOPMaLIMK, @ He NOKa3a PekKsiaMbl.
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(D CraTuueckoe 06bsIBREHNE HEOXMAAHHO MOSBIAETCS BO BPEMS UrPbl B HAYasne YpPOBHS.
9:30 o vdn

Easy Loans

o get your personal loan
ppfy and direct bank transfer.

G|.|:—>§<;:|J-|) Quick Cash

@ % Fast Lender

L Approval

/T: Online Loan

& {é)} 000

@ BM,u,eopeKnaMa HEeOXMNOaHHO NoaBNdAEeTCA B HaYane 6510Ka KOHTEHTA.

« [MonHO3KpaHHOE 0OBSBNIEHME, KOTOPOE NOSBASETCA BO BPEMS UrPbl U HE MOXET OblThb 3aKPbITO Yepes
15 cek.
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@ Me)KCTpaHI/NHOG 06bsBNEHNE NOABNAETCS BO BpeMa Urpbl, 1 ero HEBO3MOXXHO 3aKpbITb MO

ncreveHnn 15 cek.

PeknaMHble NPUNOXEeHUA

3anpeu1,aeTc9| I'IY6J'IVIKOBaTb NPUNoXeHnd, NoOKa3biBaloWw e MeXXCTpaHNYHbIe obbsBNEHNs, KOTOpble
OTBNEKAIOT NONIb30BaTENA OT B3aVIMOJJ,ePICTBVI9| C NPpUNoOXXeHneM 1 BbINONHEHNSA 3aa4 B HEM.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEeHUN:

° anlﬂO)KeHMﬂ, B KOTOPbIX NOCNe KaXxnoro ,D,el;ICTBMFI nosib3oBaTensd (B TOM YKCe Nocne HaxaTuh,
NPOJSIUCTbIBAHNA U T. JJ,.) NOKa3bIBalOTCA MEXCTPaHUYHbIE 06bABNEHMS.

9:30 [ ] w4l

TEST YOUR GROWTH

Play Quiz & earn upto
15000 coins

Play Now

Play Now

- N N

Share Start App




(D Ha nepBoil CTpaHULEe NPUNOXEHUs pacnonaraeTcs HECKOMbKO akTUBHbIX KHOMOK. Korga
nonb30BaTeslb HAXMMaET KHOMKY CTapT, NOSBASETCS MEXCTPaHUYHOE 0bbsiBNeHNe. 3aKpbIB €ro,
nonb3oBaTesSlb BO3BPALLAETCS B NPUIOXeHMe 1 BbibnpaeT CepBuUC, YToObl HaYaTb PaboTy, HO B 3TOT
MOMEHT OTKPbIBAETCS A PYyroe 06bsABAEHME.
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(2 Ha nepBom cTpaHuLe NPUNOXEHUS aKTMBHA TOMbKO KHoMka Mrpatb. Mocne HaxaTus Ha Hee
MOSIBNISIETCS MEXCTPAHNYHOE 06BbsBIEHUE. 3aKPbIB €ro, MoNb30oBaTeNb BbibMpaeT CTapT, Tak Kak 3TO
€0VHCTBEHHAs aKTUBHas KHOMKA, U B 9TOT MOMEHT OTKPbIBAeTCS Apyroe 06bsaBneHue.

MoHeTu3aumsa pyHKLMM BNOKNPOBKM SKpaHa

3anpelleHo nokasbliBaTh PeKnamy 1 pa3MeLLaTb nnaTHble GyHKLUMM Ha 3a6OKMPOBAHHOM 3KpaHe,
KpOMe Tex CIlyyaeB, KOrga npunoxeHe NnpegHa3HauyeHo UCKMIOYNTENBHO AN YNpaBneHms
3ab6nOKNMPOBAHHBIM 3KPAHOM.

MoweHHMn4YecTBO C pekriaMon

MoweHHnyeckne ,D,eﬁCTBI/Iﬂ C 06bABNEHUAMN CTPOro 3anpeuweHbl. ,D,OI'IOJ'IHI/ITeJ'IbHYIO I/IHC])OpMaLI.VIIO Bbl
HangeTe B HaLWMX npasunax B OTHOWEHUN MOLWEHHNYeCTBa C peKnaMon.

Mcnonb3oBaHWe gaHHbIX O MECTOMOOXEHNU B LLENSX PeKknaMbl

MPUNOXEHWS, KOTOPbIE NCMOMB3YIOT AOCTYM K AaHHBIM O MECTOMONIOXEHUM YCTPONCTBA A1 MOKasa
pekJiaMbl, OMKHbI COOTBETCTBOBATL NOMOXEHUSM pa3dpena JnuHas v kKoHbuaeHUansHas
MHPOpMaLMS, a TakXe Crnefyoumm TpeboBaHMIM:

Hy>HO SiCHO OHEeCTM 0 NONb30BaTeNs, YTO €CIM OH NPEeAOCTaBUT paspeLleHne, TO faHHbIe O
MECTOMOMNOXEHUN €ro YyCTPOMUCTBa ByAyT CObMPaTLCS UMW MCMONb30BaTLCS AN NOKa3a pekfiambl. Bbl
OOIMKHbI CO0BLWMTL 06 3TOM B 06513aTENBHOM NONNTUKE KOHOUAEHLMANbHOCTU NPUNOXEHNS, a TakxXe
[06aBUTb CChISIKM Ha MONUTUKN KOHOUOEHUMANbHOCTN PEKNAMHbBIX CETEW B OTHOLIEHUN
MCMONb30BaHWs [aHHbIX O MECTOMONOXEHUN.

Pa3pelueHuns Ha AOCTYN K AaHHbIM O MECTOMOMNOXEHUY MOTYT 3anpallMBaTbCs TOMNbKO ANs PaboThl
bYHKL WA U CEPBUCOB, KOTOPbIE €CTb B NMPUNIOXEHMW. Henb3s 3anpalurBaTh JOCTYN K LaHHbIM O
MECTOMOMOXEHUN, €CNM OH ByeT UCMONb30BaTbCs TONbKO AN PekiaMbl.

Ucnonb3oBaHue peknamMHoro ngeHtnédukatopa Android

B cepaucax Google Play 4.0 nossunuch Hosble API, a Takxe ngeHTuoukaTop s peknamogatenem n
TeX, KTO NpefoCTaBnsgeT yCnyru aHanmMTukn. YCNoBus UCNob30BaHUs ngeHTudukaTopa npuBefeHbl
HUXKe.

+ Ucnonb3oBaHue. PeknamHbin upeHTuounkatop Android (AAID) fOMKEH MCMONBb30BATLCS TOMBKO ANS
pa3MelLleHns pekriaMbl M aHanmaa ee nokasartenen. MNpu kaxaom obpalleHmmn K noeHTnuduKaTopy
OOSKHbI MPOBEPATLCS 3HAaYEHNS NapamMeTpoB "Peknama Ha 0OCHOBe MHTepecoB" 1 "flepcoHanm3auuns
peknamsbl".


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888170#location_permissions/

+ CBfi3b C UHPOpPMaLMel, No3Bonsiolwen MGeHTUGULUPOBATL IMMHOCTb, U APYTUMU
upeHTuduKaTopamu.

+ PeknamHbI MAEHTUPUKATOP HENMb3S CBA3bIBATL C MOCTOSHHBIMU MAEHTUPMKATOPAMM YCTPONCTBA,
Takumm kak SSAID, MAC-appec unu IMEI-kof, B peknaMHbIX Lenax. PeknamHbin ugeHTudukaTop
MOXHO CB$13blBaTb C AaHHbIMY, NO3BOMSOWNMN NOEHTUPULMPOBATL IUYHOCTb, TOSbKO NpH
HaNMuMKM 9BHOrO COrfacus Nonb3oBaTens.

+ 3anpeliaeTcs CBA3bIBaTb B aHANMTUYECKUX LeNsiX PekiaMHbI UBEHTUOUKATOP C AaHHBIMY,
No3BONAOWNMY NAEHTUOULMPOBATL IMYHOCTb, UM MOCTOSIHHBIMU UAEHTUPUKaTOPaMU
yCTponCTBa, TakmMmn kak SSAID, MAC-appec unun IMEI-kog. MNoppobHas nHoopmaums o
NOCTOSIHHbIX NAEHTUdMKATOPAX YCTPOMUCTBA NPMBEAEHA B MPaBuiax B OTHOLIEHUN
Nosnb30BaTENbCKUX BaHHbIX

YBaxeHue npennhoeHMﬁ nonb3oBaTten.

+ HoBbIVi peknamHbIf MOEHTUGUKATOP, MPUCBOEHHbIN Nocne cbpoca, HUKOUM 06Pa30oM He [OMXKEH
6bITb CBS3aH C NpefblayLnM MAEHTUGUKATOPOM MIIN €r0 [aHHbIMU 6e3 SBHO BbIPaXEHHOrO
cornacus nosib3oBaTens.

+ Kpome Toro, He0bX0AMMO YYMTbIBaTb HACTPOMKM NOSb30BATENS B OTHOLIEHMM NOA60pa U
nepcoHanu3auum peknambl. ECnv aTu GyHKLMM OTKITIOYEHBI, TO BaM 3anpeLlaeTcs NCMNonb30BaTh
PEeKNaMHbI UOEHTUGMKATOP AN CO3OaHNS NOJSIb30BATENBCKOro NPOdUNSA B PEKTAMHBIX LENSX UK
LJ/151 MoKasa NepcoHanu3npoBaHHbIX 06bsBNEHNI. K pa3pelleHHbIM MeTofaM OTHOCSTCS
KOHTEKCTHasi PeKnama, OrpaHMYeHne YacToTbl MOKA30B, OTCIEXMBAHWE KOHBEPCHI, COOBLLEHNS O
HapyLLEHUSIX, @ TakXe OBHapyXeHWe yrpo3 6e30MacHOCTU U CNyYyaeB MOLWEHHNYECTBA.

« Ecnu peknamHbin ugeHtndukatop Android ynanseTtcs Ha HOBOM YCTPOMCTBE, OH CTaHOBUTCS
HeZoCTyneH. BMecTo Hero 6yaeT nokasbiBaTbCs CTPOKA, COCTOALLAs U3 HyNen. YCTponcTBo 6e3
peKIaMHOro MAEHTUdMKATOPA Hefb3s CBA3bIBATb C AaHHbIMU NPefblayLero naeHTudmkaTopa.

+ YBepoMmneHue nonb3osatenen. B npumeyaHm o KoHGULEHUMANBHOCTHU, COOTBETCTBYIOLLEM
TpeboBaHVAM 3aKOHOAATENLCTBA, NONb30BaTENO HEOBXOAMMO CO06LUTL O cHOpE M UCMONb30BaHNUM
pekNaMHbIX UOEHTUPMKATOPOB, @ TaKXKE O HAaCTOAWMX NpaBunax. MoapobHas MHbOopPMaLWs O HaLIWX
cTaHZapTax KOHUAEeHLMaNbHOCTY NpUBEAEHa B pasaese [JaHHble Nnosib3oBaTens

+ CobniogeHue yCnoBuii MCMoNb30BaHUS. PeknamHbIii MAEHTUGUKATOP MOXHO MPUMEHSTh TONTbKO B
cooTBeTCcTBUM C MNpaBunamm nporpammsl As pa3paboTumMKoB NpunoxeHun B Google Play, npuyem
3TO YCIOBME PaCcrpOCTPAHSETCS Ha BCEX, KOMY Bbl MOXETE NPefoCTaBUTb UAEHTUDUKATOP B XO4E
KOMMEpPYECKOW fedaTenbHOCTH. B nioboM npunoxeHuu, 3arpyxaemom nnv nybnvkyemom B Google
Play, cnefnyeT ucnonb3oBaTb pekiamMHbIi UBEHTUGUKATOP (ECNM OH BOCTYMEH Ha YCTPOWCTBE).
MpUMEHSTb AN PEKNaMHbIX Lienen opyrue naeHTndUKaTopsl yCTPOUCTB 3anpeLLeHo.

JononHnTtenbHas nHbopMaLua NpeacTaBieHa B HalWmMX NpaBniax B OTHOLWEHUM MOMb30BaTENIbCKUX
[OaHHbIX.

[Mognucku

Pa3paboTunkam 3anpeLieHo BBOAUTb NONb30BaTeNeN B 3abNyXAeHNe OTHOCUTENTbHO NPeL,naraeMoro
KOHTEHTa ¥ MOANMUCOK. Bca nHpopmaLumsa o Hux, Byab TO ony6ivkKoBaHHas B CAMOM MPUNOXEHWUN UK Ha
3acTaBKe, AOMKHA 6biTb CHOPMYNMPOBaHA YETKO M ACHO. Mbl He [OMyCKaeM NPUNOXEHNS, KOTOPbIE
0BMaHHbBIM UIIM MaHUMYNSTUBHBIM MyTEM NMPUHYXAAIOT NOMb30BaTeNEN COBEPLUATb NOKYNKM (B TOM
yucne npuobpeTaTb NOLMUCKU U KOHTEHT B MPUIIOXEHUSX).

MpennoxeHne OOMKHO cofepXaTb BCIO HEOOX0AMMYIO MHOPMALMIO, B TOM UYnce 06 yCroBusx,
CTOMMOCTU NOANUCKN N NEPUOONYHOCTU NNATEXHOro UMKIa, a Tak>Xxe 0 TOM, MOXHO /11 NO1b30BaTbCA
npunoxeHvem 6e3 nognucku. Bce atn ceegeHns fomKHbI BbiTb BOCTYMHbI 6€3 AOMNOMHUTENbHbIX
LEeNCTBMIN CO CTOPOHbI MONIb30BATENS.

Monb3oBaTenu, KOTopble NPUOGPENM NOAMUCKY, AOMKHbI MOMYYaTb MOCTOSHHbIE MW PETYNSAPHbIE
NpenMyLLecTBa B TEYEHME BCEro Cpoka ee AencTeums. Hanprmep, B pamMmkax NOANMUCKN 3amnpeLLeHo
NPeaoCTaBATh OLHOPA30BbIe UrPOBble BOHYChI UM NEPEUNCTATH BaOTY NPUIOXKEHUS EAUHBIM


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA

nnaTexoM. Bbl MOXeTe NpefoCcTaBaTb BO3HArpaXneHus nnv 6oHyCbl TONbKO B AOMOSIHEHME K
MOCTOSIHHBIM UMW PErynSPHbIM NMPEVMYLLECTBAM, KOTOPbIe AENCTBYIOT Ha MPOTSXEHUM CPOKa [ENCTBYUS
nognucku. Eciv Takux npenmMyLiecTs HeT, BMECTO MOANUCKY HEOBXOAMMO NpeasiaraTb KOHTEHT AJis
NpPofaxu Yepes NpPUNoXeHue.

3anpeLeHo NpeacTaBnsaTb Pa30BOe NPefioXeHVe Kak NoAnncKy. Kpome Toro, 3anpeLieHo MeHsTb
yCnoBus yxxe opopMIeHHON NOANUCKM (HanprMep, OTMEHATb, YMEHbLUIATh KONIMYECTBO EXEMECAUHDBIX
6OHYCOB MW NpeKpaLLaTh UX NOAAEPXKKY) TaknuM 06pa3oM, YTobbl GakTUYeCcKy Nonb3oBaTEN
nonyyanu ToNbko OQHOKPATHOE MPEUMYLLECTBO.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIEHUN:

+ ExemecsayHble NOANUCKY, B YCNOBUAX KOTOPbIX HE YKa3aHOo, YTO OHM ByayT aBTOMaTUYECKN
NPOANATLCA KaX bl MECAL, CO CNMCAHMEM CPELCTB CO CUeTa.

+ [opoBble NoANMUCKM, B MHGOPMaLMKN O KOTOPbIX Hanboree 3aMeTHO BblAeNeHa UX MecayHas
CTOMMOCTb.

« HenonHag nokanusauusa yCnoBUn 1 CTOMMOCTY NMOANUCKMN.

« MpennoxeHus, B KOTOPbIX HESICHO YKa3aHo, YTO NoMb30BaTeNlb MOXET NONYyYMTb JOCTYN K KOHTEHTY
6e3 noanunckn (ecnm aTo BO3MOXHO).

+ HeTo4Hoe yKka3aHu1e HaMMeHOBaHWa TOBapa, HanpuMmep AN NOANUCKM C aBTOMaTUYECKNM
crnvcaHveMm cpefcTs faHa ¢opmynmposka "becnnaTtHas npobHas Bepcus” unm "MonpobyinTe
nognucky Premium — 3 oHg 6ecnnaTtHo".

« PacnpepeneHue npouecca nokynkmu Ha HECKOJSIbKO 3KPaHOB TakMM 06pa3oM, YTobbl Nonb3oBaTeNm
MOTIM CITy4ariHO HaXaTb KHOMKY NMOAMNMUCKM.

+ Mopnncku, B KOTOPbIX HET MOCTOSAHHBIX WU PETYNAPHBIX MpenMyLiecTB. Hanpumep, 1 000
KPUCTaNIOB B NePBbI MecsL, MOANMUCKM 1 1 KpUCTaNN B Kaxabl crenyowmin Mecsl, 40 KOHLa ee
CpoKa fencTsus.

+ Mony4yeHne pa3oBOro NpenmMyLLecTsa 3a opopMeHNe NOANUCKN C aBTOMATUYECKUM NPOAJIEHNEM U
ee OTMeHa nocre nokynku 6e3 3anpoca Co CTOPOHbI NONb30BaTENs.
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(D KHorka "3aKpbITh" BUAHA HEYETKO, U NONb30BATENb MOXET HE MOHSTb, YTO KOHTEHT JOCTYNeH 1 6e3
NOAMUCKMU.

@ B npennoXeHnn ykasaHa LeHa ToJN1IbKO 3a OAWH MecdLl, 1 NoJIb30BaTESIb MOXET HE NMOHATb, YTO Npn
0¢OpMﬂeHVIVI noannckn 6yp,eT CnncaHa nnata 3a WeCTb Mec4dueB.

@ B npennoXxeHnn ykasaHa T0J1IbKkO HayallbHasa LeHa, 1 NoNb30BaTeSlb MOXET HE NOHATb, Kakad CyMMa
6yp,eT CNncCbiBaTbCd aBTOMaTU4Ye€CKM NOCie 3aBepLlleHNda Ha4vyanbHOro nepmnoga.

@ I'Ipep,noerme N yCNoBUA NCMONb30BaHUA NpeacTaB/i€Hbl Ha Pa3HbIX A3blKaX, MO3TOMY YacCTb
I/IHq)OpMaLI,VM O HUX MOXET BbITb HEMOHATHA NOSIb30BATEN!O.
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® [Ona nepexona K KaxaoMy crnefyrolemMy 3KpaHy HyXHO HaXMUMaTb B OfHOM 1 TOM Xxe 06nactu, 1 npu
nocnegHeM HaxaTtum KHomnku "MpofomkuTe” opopMnseTcs nognucka.

(@ CymmMy, KOTOpYIO NPEACTOUT 3amniaTUTb B KOHLE NPOBHOro neproga, TPYAHO NpoYnUTaTh, MOSTOMY
nonb30BaTeslb MOXET NOoAyMaThb, YTO 3TO becnnaTHbIN TapudHbIN MNaH.

BecnnaTtHble Npo6HbIE BEpCUM U NPeAIoXEHUs ANa HOBbIX NONb3oBaTenemn



Ewé pgo Toro, kKak nofib3oBaTesib NpMobpeTeT NOANUCKY, Bbl AOMKHbI SICHO U TOYHO COOBLWMUTL EMY
YCNOBWS NPEQIOXEHUS, BKIlOYas ero NPOAOIKMUTENbHOCTb U LIEHY, a Takxke ornmMcaHue LOCTYMNHOro
KOHTEHTa Unun cepBncoB. He 3abyabTe yKka3aTb, Kak U KOrga nosb3oBaTeslb nepengeT ¢ becnnaTtHom
NPOo6HOM BEPCMMN Ha NATHYIO NOAMNMUCKY, YTOYHUTb CTOMMOCTb MAATHOM MNOAMMUCKM, @ TakXe COOBLWMNTD,
YTO NOAMNUCKY MOXHO OTMEHUTb A0 OKOHYaHWsa 6ecnnaTHOro Npo6Horo nepunoaa.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLIeHUN:

« MpennoxeHus, B KOTOPbIX HE yKa3aH U HESCHO yKa3aH CPOK AeNCTBUS BecnnaTHOM NpOoBHOM
BeEpCcun nnun LeHbl ong HoBbIX nosib3oBaTenemn.

. I'Ipep,noerMﬂ, B KOTOPbIX YETKO HE YKa3aHO, YTO Nnocne OKoOH4YaHuga Cpoka ,D,GVICTBVIQ npennoxeHud
noanmncka aBToMaTnU4YeCkKn CTaHeT nnaTHOMW.

+ TMpepnoxeHus, B KOTOPbIX YETKO HE YKa3aHO, YTO MOMb30BaTENb MOXET MOMYYUTb BOCTYMN K KOHTEHTY,
He 1cnonb3ys NPOBHYI0 BEPCUIO MOANUCKN (€CNM 3TO BO3MOXHO).

. I'Ipep,noerml, ANa KOTOPbIX YCNOBUA U LLEHbI NOKaIM30BaHbl HE MOJIHOCTbIO.
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@ KHonka "3aKpbITh" BUAHA HEYETKO, M NOMNb30BaTESlb MOXET HE MOHATb, YTO KOHTEHT JOCTYNEH U 6e3
aKTMBaLuW GecnnaTtHoM NpoBHOM BEPCUN.

(2 B npennoxeHnn caenaH akLeHT Ha 6ecnnaTHOW NPOBHON BEPCUN, 1 NOMb30BaTESNlb MOXET He
MOHATb, YTO B KOHLLE NPOBHOro Nepunoaa aBToMaTUYECKn HaYHET B3UMaTbCA nnata.

(3 B npepnoxeHnn He ykasaHbl CPOKV MPOBHOro Neproaa, 1 nosb3oBaTeNb MOXET HE MOHATb, Kakom
6yneT NpoJONXKXUTENbHOCTb 6ECNNaTHOrO AOCTYNa K KOHTEHTY.

@ VHdopmMaums B NPERSIOKEHNN 1 YCIIOBUSAX UCTIONb30BaHNS NMPEACTaBIeHa Ha Pa3HbIX A3blkax, 1
Nosb30BaTENb MOXET NOHATH €€ He MOJIHOCTbIO.

YnpaBneHue nognuckaMu, UX OTMEHa U BO3BpaT CPEACTB

Ecnu B Bawem NPUNOXeHUN NPoJaA0TCA NOAMUCKN, HeobXOAMMO NMOHATHO OOBACHUTL, KAk MOXHO
OTMEHUTb UX UIN YNPaBnaTb UMWU. B NpuUnoXxeHnn Takxe gosmkHa 6blTb BO3SMOXHOCTb OTMEHbI noannckun
OoHnarH. [ing atoro B HaCTpOVIKaX aKKayHTa NMPUNoXeHusa (VIJ'IVI Ha aHanorMyHom CTpaHVILI,e) MOXXHO:



* yKas3aTb CCbIIKY Ha LLeHTp nognucok Google Play (515 npunoxeHWii, B KOTOPbIX UCMOMb3yeTcs
nnatexHas cuctema Google Play);

* peann3oBaTtb ¢YHKLI,I/HO OTMEHbI NOANUCKN.

CornacHo npasuniam Google Play npy oTMeHe NopnucKu, KynneHHON Yepes NiaTeXHY CUCTEMY
Google Play, Bo3BpaT cpecTB 3a TekyLLuii pacyeTHbIV Nepuop He nponssoanTca. OfHAKO KOHTEHT,
LOCTYMHbIV MO MOANMUCKE, NPEefOCTaBNSETCs NOMb30BATENO [0 KOHLA 3TOro Nepuoaa. 3ateM nognucka
OTMeHsieTCs.

B kauecTBe NOCTaBLiMKa KOHTEHTa UMK [OCTYMNa Bbl MOXETE YCTAaHOBUTL Honee rmbkue npaeuna
BO3BpaTa nnatexen. Yoéeautecn, YTo npasuna nognmnckun, ee oOTMEHbI M BO3BpaTa NiaTexen He
npoTMBOpeYaT AENCTBYIOLEMY 3aKOHOAATENBCTBY, a Takxke 06g3aTeNbHO CoobLianTe Nosib30BaTENIM
060 BCEX N3MEHEHUSX B 3TUX NpaBunax.

Kak onuncaHo B npaBunax nporpammbl “MpunoxeHus ans Bcen cembn” , Npy pasmeLLeHnn peknamsl B
NPUNOXeEHWW, NPefHa3HaYeHHOM TOMNbKO ANS feTel, HEOBXO[MMO NCMONb30BaTb UCKMIOUYUTENBHO
peknamHble SDK, KOTOpble NPOLLIY CaMOCTOSITENBHYIO CEPTUPUKALMIO HA COOTBETCTBME NPaBuiam
Google Play, Bknitouasi npuBefeHHbIE HUXE TPebOoBaHMS K CaMOCTOSTENIbHOW cepTrdUuKaLmm
peknamHbix SDK.

Ecnu npunoxeHne paccumTaHo Kak Ha JeTew, Tak M Ha B3POCHIbIX, Bbl fLOMKHbI CAEeNaTh TaK, YToObl 4eTu
BUAENN TONbKO Te 06BABNEHNS, A1 KOTOPbIX MCMONb30BaNUCh pekniaMHble SDK ¢ camocTosTeNbHOM
cepTudukaumen. JobUTbCS 3TOr0 MOXHO, HAaNPUMEP, C MOMOLLbIO HEUTPANbHOMO BO3PACTHOMO
dunbTpa.

Bbl 06513aHbI CnepguTb 3a TeM, YTOObI BCe UCNonb3yeMble Bamu Bepcun SDK, B TOM uncre ¢
CcaMOoCToSATENbHOW cepTUdMKaLMen, COOTBETCTBOBaNM LENCTBYIOWMM NpaBunaM, 3akoHaM 1 HOpMaM.
KomnaHus Google He fienaet HMKaKnX 3asiBNEHUM U HEe JaeT rapaHTU OTHOCUTENBHO TOYHOCTH
nHbOopMaLMK, MPEROCTaBEHHOW peknamMHbiMM SDK B npoLlecce caMoCTOSTENbHON CepTUhUKALIUN.

CamocTosTenbHas cepTudumkaums peknamHbix SDK B NpunoxXxeHusx ons Bcen cembn obs3aTesbHa
TOJIbKO B TOM ciyyae, ecnv 31 SDK ncnonb3yotcs Ans nokasa pexknambl fetaMm. Bol HeceTe
OTBETCTBEHHOCTb 3a cofepxaHue 06bsaBneHun 1 cbop CBEAEHNUI COrMacHO NnpasuiiaM B OTHOLWEHUN
MOMb30BaTENIbCKNX [AHHbIX W MpaBuiaM nporpamMmmsbl "TIpUnoXxeHns ons Bcen cembn”
CepTudukauns He TpebyeTcs:

+ [ nokasa cobCcTBEHHOMN peknamsl, koraa SDK ncnonb3yetcs ansg MmepyaHpananHra u
NepeKpPEeCTHOrO NPOLABUXEHUS BALLUX MPUTOXEHUIN UM L PYrOro Balero MEAMAKOHTEHTA;

+ 4N NPSMbIX COENOK C peknaMmogaTtensMu, npu Kotopbix SDK MCNonb3yeTcs TOMbKO ANs YNpaBieHus
WHBEHTapeM.

Tpeb6oBaHus K caMocTosiTeNIbHOMN cepTudukaumum peknamHbix SDK B npunoxxeHusax ana ecemn
ceMbHu

+ OnpepennTte NpU3HaKky HEXeNnaTebHbIX O6BABNEHMI U 3aMPETUTE UX B YCITOBUAX WU NMOSNUTUKE
peknamHoro SDK. OnpepeneHns AomKHbl COOTBETCTBOBATH [TpaBmnam nporpamMmbl gns
pas3paboTumkoB npunoxerHun B Google Play.

+ Bbibepute cnocob, ¢ NOMOLLbIO KOTOPOro ByaeTe npucBanBaTb 06BABNEHNSAM BO3PACTHbIE
orpaHunyeHusi. Heo6xoaMMO HaCTPOUTb He MeHee AByxX kaTeropuit: “[ns Bcex" v "[Ons B3poCnbIx".
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Bo3pacTHble orpaHMYeHUs [OMKHbI MPUCBANBATHCS MO TOMY Xe MeTomy, KOTOPbIN UCNOMb3YyeTCs B
cepTndULMpPOBaHHbIX pekaMHbix SDK Google.

)

PaspelunTe n3gaTensm 3anpalimBaTh Noka3 0ObABIEHNI, OPUEHTUPOBAHHbIX Ha aeTen (B
ONpPeREneHHbIX NMPUNOXEHNIX UM B KaXXA0M KOHKPETHOM cliyyae). Y6eamuTech, YTO KOHTEHT B
06BbSBNEHNSAX HE HapyLWaeT AeNcTByolWee 3aKOHOAATENBCTBO, Hanpumep 3akoH CLUA "O 3awuTte
NNYHBIX CBeaeHu fetel B MHTepHeTe" (COPPA) v MeHepanbHbii pernameHT EC 0 3awute
nepcoHanbHbix faHHbIx (GDPR) . Kpome Toro, B peknaMHbix SDK, KOTOpbIE UCTOb3YIOTCS B
pecypcax gns geten, Heobxo4MMO OTKIOUNTL MEPCOHANN3NPOBAHHYIO PeKnaMy, pekiamy Ha OCHOBE
WHTEPECOB, a TakXXe PeMapKeTUHT.

.

OrpaHuybTe BbibOp napatenen popmatamm 06bSBNEHNIN, COOTBETCTBYOWMNMI NpaBuniamM B
OTHOLLUEHUW PeKIaMbl ¥ MOHETM3aLMUN NporpaMmbl “TIPUNOXEHNs LSS BCEN CEMbU" |, @ TaKXe
TpeboBaHWgM nporpammel "OgobpeHo npenogasatensmmn”

.

Ecnv ons nokasa peknambl eTIM UCMONb3YEeTCS TEXHONOr WSt Ha3HaYeHWsi CTaBOK B peanbHOM
BpeEMeHU, ybeanTech, YTo dalsbl 06bIBNEHNUS MPOBEPEHDI, @ YYaCTHUKAM ayKLMOHa NPUCBaNBaOTCS
WHAMKATOPbI KOHPMAEHLNANBHOCTU.

)

YT106bI NOATBEPANTL COOTBETCTBME peknamHoro SDK npasunam, npegoctaBbTe Google TecToByto
BEPCUIO NPUNTOXEHUS 1 BCe HEOBX0AMMbIE CBEAEHMS B crielmnansHon popme . CBOEBPEMEHHO
oTBEYalnTe Ha NocneaytoLne 3anpockl MHopMaLun. Hanpumep, oTnpaensanTe faHHbIe O HOBbIX
BEPCUAX MPUOXEHMS BMECTE C TECTOBbIM NMPUINOXEHNEM, YTOObI MOATBEPXAaTb COOTBETCTBUNE
Bepcumn peknamHoro SDK BceM TpeboBaHUAM K CAMOCTOATENIbHOW cepTudmKaLmm.

MpoxoauTe caMoCTOSATENbHYIO cepTudUKaLMD , YTOBbl NOATBEPXAATb COOTBETCTBME HOBbIX
Bepcui MpaBunam nporpammbl 4s paspaboTymkos npunoxeHuin B Google Play, B ToM uncne
npasunam nporpamMmsbl "MpUNoXeHWs 41s BCen ceMbn™.

lMpumeyarHme. PeknamHbie SDK ¢ caMOCTOATENIbHOM CEPTUPUKALMNEN B NPUITOXEHNSX [J18 BCEN CEMbU
HEObX0[MMO MCMOL30BATb J15 10Ka3a OObSIBIEHMY B COOTBETCTBUMN CO BCEMU 3aKOHaMU 1
O/IOXKEHNSAMY, CBS3aHHBIMU C JETbMU U MOTEHLMAESIbHO MPUMEHUMbIMU K AESITENIHOCTU U3LAaTENEM.

I'Iop,po6Hee O BOAAHbIX 3HaKaXx B KpeaTtunBax U npegoctaBlieHNn TECTOBOM BEPCUN NpUNoXeHmna
Tpe6OBaHI/Iﬂ K nnaTq)opMaM Meanaunun, NnokasblBaloWMM peknamMy oeTam:

+ CrepyeT ncnonb3oBaTh TOMbKO peknamHble SDK, npolefluve caMocTosTeNbHYI0 CepTUdUKaLmio B
pPaMKax npOFpaMMbI PeKnaMbl B MPUNOXEHUAX ANs BCEN CeMbW, NN NPUHNMATb MepPbI,
rapaHTupytolyue, yTo Bce 06bABNEHNS Ha nnaTtdopmMax MeguaLmy ByayT COOTBETCTBOBATb 3TUM
TpeboBaHUSM.

« Heobxonunmo nepepasaTtbh MHGOPMALMIO O PENTUHIE PEKITAMHOIO KOHTEHTA M O TOM, YTO pecypc
npegHasHayeH ans geTten.

MN3yunte cnucok peknamubix SDK, npoLweamnx CaMoCTOATENbHYO CEPTUPMKALMIO B MPUNOXEHUSX NS
BCEWN CEMbMU, N KOHKPETHbIE BEpCUM Takmx SDK

Ecnu Bbl 3HaeTe opraHn3aunm, XenaoLwmne CaMoCTOITENBHO cepTUdnUMpoBaTb peknamHble SDK, Bbl
MOXeTe OTnpaBuUTb UM GOpMy

HaHHble ona Google Play v npogsuxeHune

MeTopgpbl, KOTOpbIE Bbl MpUMeHdeTe Ang NpoABMXEHUA CBOEIro NPUNOXeHus, 3Ha4YUTEeNbHO BIINFIOT Ha
Bocnpuatne Google Play nocetutenamu. He MCHOﬂb3yﬁTe HN3KOKa4YeCTBEHHYIO peknamy 1 cnam, a
Takxe He 3aBblllanTe nonynapHOCTb MPUNOXEHNA NCKYCCTBEHHO.

Flpo,u,BmKeHme NPUIOXXEHUA

3anpeuJ,eHo I'Iy6J'IVIKOBaTb NpPUNoXeHnd, NpaMo UM KOCBEHHO CBA3aHHbIEe C METOAAaMU NPOOBMXKEHUS,
KOTOpble BBOOAT B 3a6ny>K,quV|e NN NHbIM o6pa30M NPUYNHAIOT Bpe Nonb30BaTeNsdaM, a Takxe
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cooblecTBy paspaboTumkoB. CUMTAETCS, YTO METOLbI BBOAST B 3ab6nyXAEHWE 1 MPUYUHSIIOT BPeq, eCiu
OHU HapylwatoT MpaBwuna NporpaMmsbl Ans pa3paboTymKoB.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUeHUN:

« Nokas peknambl, BBOAALLEN B 3abMy>XAeHNE , B MPUIIOXEHUSX, HA CaNTax v LPyrnx pecypcax.
Hanpwumep, K Hell OTHOCATCA O6bSIBNEHNS, MOXOXME Ha CUCTEMHbIE YBELOMIIEHMS.

« okas peknambl CekcyanbHOro xapaktepa  AJis NepeHanpaseHuns nosib3oBaTenemn Ha CTpaHuLy
npunoxenus B Google Play.

+ MNpoaBMXeHNe 1 YyCTaHOBKA, B pe3ysibTaTe KOTOPbIX MPOUCXOAUT NepeHanpaBneHne nonb3osaTenen B
Google Play nnu ckaumsaHvie npunoxeHvs 6e3 npefsapyTesibHOrO 3anpoca.

» NPOABMXEHME C NOMOLLbIO HeXenaTesbHbIX SMS-pacchbinok.

+ [lobaBneHve B UMsi pa3paboTumnka, Ha3BaHMe UM 3HAYOK MPUOXKEHUS TEKCTA UM N30BPAXKEHNUI CO
cBefleHUsMU O penTuHre unu o6 ycnexe npunoxexus B Google Play, ueHamu 1 peknamoi, a Takxe
nHdopMaLmen 06 yyacTumn B CylecTByoLWwmx nporpamMmmax Google Play.

Bbl 06513aHbI cnegnTb 3a TEM, yTObbI 3TH npasuna CO6J'I}O,D,aJ'IMCb B PEKJTaMHbIX CeTAX, NapTHEPCKNX
nporpammax un 0ObABNEHUSX, CBA3aHHbIX C BalMM NPUNOXEHNEM.

MeTapaHHbIe

/13 onvncaHus NpUnoXeHVs Nob30BaTENN Y3HAIOT O ero GYHKLMSX 1 HadHaveHnn. Mbl 3anpeLiaem
ny6AnKoBaThb NPUIOXEHUS C NOXHbLIMUK, HEMPABUIBHO OTGOPMATUPOBAHHBIMU, HELOCTATOUYHbIMY,
HepeneBaHTHbIMU, U3NULWHUMU MU HELOMYCTUMbIMW MeTafaHHbIMK. K MeTaflaHHbIM, MOMUMO MPOYEro,
OTHOCHTCS Ha3BaHMe 1 OMUCaHME MPUNOXEHNS, ero 3Ha4YOK, CKPUHLLOTbI U PeKaMHble M306paxeHus, a
TaKXe Ha3BaHWe KoMMNaHun-paspaboTurka. OnMcaHne NPUNoXeHUs HOMKHO GbITb MOHATHBIM U
rPamMoTHbIM. Mbl TaKXe 3aMpeLLaem BKIOYaTb B ONMCaHKWEe OT3biBbl NONb30BaTeNen 6e3 ykazaHus
aBTOpa UMTaThl.

HazBaHwue 1 3HaY0K NPUTOXEHMS, a TakxXe HasBaHWe KOMMNaHUKU-pa3paboTymka No3BONAT
nonb3oBaTendaM HaxoauTb NPOAYKT U y3HaBaTb O HEM. He cnepyet ,D,O6aB}'I$|Tb B 3TV MeTafaHHble
CMaWIMKK1, 3MOA3N N NOBTOPSAIOLLMECS CrielnanbHble CUMBOSLI. He ncnonb3ynTte npu HanncaHum
TOJIbKO 3arfiaBHble BYKBbI, €CNN 3TO He YacTb Ha3BaHWs Bawero 6bpeHpa. He nobasnanTte B 3Ha4OK
NPUNOXEHWSI CUMBOJTbI, BBOLAALLME B 3abNy>XAEHME, HAaNPUMEP UHAMKATOP HOBOIO coobLieHus (Mpu
OTCYTCTBWM TaKMUX COOBLLEHWNI) UM CUMBOJIbI CKaUMBaHMSA/YCTaHOBKM, ECIN NPUIOXEHNE HE CBS3aHO
CO CKauMBaHNEM KOHTEHTa. B HazBaHUM NPUTOXEHWS JOMKHO 6biTb He 6onee 30 cumBonoB. B
Ha3BaHMe 1 3HaYOK NPUNOXEHUS, a TakKXe B UMA pa3pa60Tqvn<a Henb34 ,D,O6aBJ'IHTb TEKCT Unu
N306paxeHns Co CBEAEHUAMMN O PENTUHIE UM 06 ycnexe npunoxexua B Google Play, ueHaMu 1
peknamomn, a Takxe ¢ MHpopmaumen ob yuyacTum B CyLLeCTBYOWMX nporpammax Google Play.

Kpome Toro, B cooTBeTCTBUM C npaBunamu Google Play ans pa3apaboTunkoB Mbl MOXEM 3aMNPOCUTL Y
BaC v Apyrue faHHble.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:


https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/googleplay/android-developer/answer/9878810
https://support.google.com/googleplay/android-developer/answer/9878810
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X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever
2) labradoodle

) poodle

) chihuahua

) akita

) pug

)

3
4
5
6
7) rottweiler

(D AHOHMMHbIE OT3bIBbI MOSIb30BATENEN.
(@ CpaBHeHMe NPUIOXEeHNI Ui BPeHAOoB.
@ Bnokun CNnoB, a TakXe BepTuUKanbHble NN TOPU3OHTalbHblE CMTUCKK CNOB.

? 2 ]
Crane: travel PLANNER!!

* TravelCompany 7t ("7 )

UFPDATE
NOW

(D CnoBa, cocTosLLME TONbKO U3 3arnaBHbIx ByKB (He YacTb HasBaHUs 6peHaa).

(@ MocnepoBaTeNbHOCTM CreLmasbHbiX CUMBOJIOB, HE UMEIOLLME OTHOLWEHUS K MPUNOXEHUIO.
(3 OMoa3K, cMannnKK (BKtoYas KAOMOL3M) U creLmanbHble CUMBOSIbI.

(® CumBonbl, BBOAALLME B 3a6nyXaeHMe.

(® TekcT, BBOAAWMIA B 3abnyXaeHMe.

+ N306paxeHuns UM TEKCT C YKa3aHWEM PENTUHIA UM NOKa3aTeNnen NPUNOXEHUs, HaNnpUMep 3HaUKK
Harpag vnv dpasbl "TpunoxeHune roga”, "N2 1", "Jlyywee npunoxeHne Google Play 20XX r.",
"MonynsipHoe" n T. A.



It's Magic - #1in magic games

Music Player - Best of Play

Rewards Game

@ -
2

+ N306paxeHns Unm TEKCT C yKa3aHMEM LeHbl UK C peknamHon nHdopMaLmen, Hanpumep "Ckugka 10
%", "Kew6bak 500 pybnen”, "bBecnnaTHo B TEYEHNE OrPaHNYEHHOrO BPeMeHN" 1 T. 4.

@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

-

Fish Pin- Free For Limited Time Only

Golden Slots Fever: Free 100

+ /306paxeHuns unm TekcT ¢ ykasaHmeM nporpamm Google Play, Hanpumep "Bbibop pegakumn®,
"HoBoe" n gpyrux.

Build Roads - New Game

Robot Game - Editor's choice

BoT npuMepbl He[OMYCTUMOrO TEKCTA, U306pakKeHUM U BUA,EO0 Ha CTPaHULLE NPUTOXEHUS:

+ N306paxeHnsi 1 BUOEO CEKCyarbHOroO xapakTepa. He ncnonbayite n3obpaxeHus rpyau, arogu,
reHWTanui 1 NPoYne OTKPOBEHHbIE PUCYHKM 1 GoTOrpadum YenoBeyeckoro Tena.

+ HenpucToiiHas nekcvka v fpyrve peyeBble KOHCTPYKLUM, HELOMYyCTUMbIE ANS LUIMPOKOW ayauTopuu,
B OnuncaHun npunoxexus B Google Play.

+ CUeHbl HacUINA Ha 3HaYKax NMPUIIOXEHNS, B PEKTAaMHbIX M300PpaXeHUSIX 1 BUOEO.

+ M306paxeHne ynoTpebneHns HapKoTUKOB, B TOM Yncnie B 06pa3oBaTeNlbHOM, LOKYMEHTAIbHOM,
HaYYHOM UJIN XYOOXECTBEHHOM KOHTEHTE. [laHHble Ha CTPaHMLE NPUIOXEeHUS OOMXHbI MOAXOANTb
ana niobon aygutopun.



BoT HeCKOnbKO COBETOB:

PacckaxuTe, novyemy Balwle npunoxeHune 0cobeHHoe, YTO BblAENsAeT ero cpenun oCtalbHbIX 1 YEM OHO
MOXET NOHPaBUTbCH NONb30BaTENAM.

Y6enuTtech, YTO Ha3BaHME 1 ONUCAHKE 4al0T TOYHOE NPEACTaBIEHNE O MPUIIOXEHNUN U ero GyHKLUSX.

He VICI'IOHbByIZTe noBTopgaoWmMecs nnn He ced3aHHble C NPUNTOXEHNEM KIOYEBbIE CTOBa U CCbIJTKWN.

OnucaHne NpUNoXeHUs AOMXHO BbITb MPOCTLIM U NMOHATHLIM. KOPOTKME ONucaHWa nerye Yitath,
0COBEHHO Ha YCTPONCTBaX C HEBOMbLWNM 3KPAHOM. CAMWKOM LAMHHbIN, HENPaBUIbHO
0THOPMATUPOBAHHBIN TEKCT, @ TakXXe JIMWHKME NOJPOBHOCTY 1 MOBTOPbI MOTYT HapyLIaTb NpaBuia
Google Play.

He 3a6biBaliTe, UTO CTPaHULLA BaLLEro NPUIOXKEHUS [OMKHA NOAXOAWTb ANS LUMPOKOW ayautopun. He
ncnonb3dynte B Google Play 3anpeLLeHHble N306paxeHuns, BULEO UK TEKCT.

OueHKu, OT3bIBbl N KONTMYECTBO YCTaHOBOK

PaspaboTurkam 3anpeLleHo NpeanpuHUMaTh NOMbITKWU MCKYCCTBEHHO M3MEHUTb MO3MLMI0 KaKoro-nmbo
npunoxeHusi B pentuHre Google Play, HanpyMep ¢ NOMOLLbIO MOLWEHHNYECKMX YCTAHOBOK, OMMaYeHHbIX
WSV NTOXHbIX OLLEHOK 1 OT3bIBOB. TakXe B MPUMOXEHNM He pa3peLleHO BO3HarpaxaaTe Nonb3oBaTenemn
3a YCTaHOBKY APYrvX NPUIOXEHUN (ECN 3TO ABNAETCA OCHOBHbIM Ha3HaYeHNEM MPUTIOKEHWNS).

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

« Mpocbbbl OLEHUTL MPUNOXEHNE B OOMEH Ha NoOoLpeHMEe:
30 © ¥4 0 10:00

= RescueRover Q +&

We'd love your feedback!

1.8.8.6 .8 ¢

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

d

(D B yBegoMneHuy nonb3osaTenio npefanaraeTcs Ckuaka B OGMeH Ha BbICOKYIO OLIEHKY.

 onNbITKM N3MEHUTb MNO3ULUIO NPUNOXeHNa B pel;ITMHFe Google Play C NOMOLWbtO CbaﬂbLlJVIBbIX OUEHOK,
BbICTaBNSEMbIX OT NMLa NOMb30BaTeNnen.

+ MNyb6nuKaums O0T3bIBOB, KOTOPbIE COAEPXKAT HELOMYCTUMbIN KOHTEHT, 1 MOBYXXAEHUE K 3TOMY
nonb3osaTenen. K TakoMy KOHTEHTY OTHOCSTCS, MOMUMO NpoYero, nHoopmMaLms o napTHepax,



KyNnoHaXx 1 UrpoBbixX KoAax, agpeca SJ'IeKTpOHHOIZ NoyTbl U CCbIIKM Ha BEG-CanTbl Un apyrue
NPUNoXeHn4d.

30 © ¥4 N0 10:00

& RescueRover Q

Alfie Chung i@

%k %k Kk 9/20/15 20
-

Found the perfect pup!

I've been looking for a long time for an app that

would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfie! We're glad you like the app
and love your new dog. |

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle 1)
ok Kk ok 10/12/15

©

Nice app
| like the appointment scheduling feature.

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM OT3bIBE 33 peKaMy NPUIOXKEeHUs NOb30BaTENIM NPeanaraeTcs KyrnoH o CKUAKON.

I You can spread the word about RescueRover and

Mo oueHKkaM u O0T3biBaM MOXXHO MOHATb Ka4eCcTBO npunoXxeHusd. nOSTOMy OHU OOJDKHbI 6bITb
YECTHbIMU N OTPaXkaTb MHEHUS HACTOALWMNX nonb3oBaTenien no TeMe. Bot HeCKonbko COBETOB O
TOM, KaK OTBeYaTb Ha OT3biBbl NOJIb3OBaTENEN.

+ He yKnoHsnTech 0T 06CYXAEHNS YNOMSHYTbIX TPOGIEM U HE MPOCUTE MOBbLICUTH OLLEHKY.

+ YkasbiBanTe CrpaBOYHble PECYPChI, HaNpUMep NPEROCTaBbTE afpPeC SNEKTPOHHOMN MNOYTbLI CIYXObl
nogaepxXku nnm URL cTpaHULbl C YacTo 3aaBaeMbIMU BOMPOCaMMU.

BospacTHble orpaHuyeHms

BospacTHble orpaHunyeHns B Google Play npuceamBatoTcs MexayHapogHON Koanuumen Bo3pacTHOM
knaccudukaumm (IARC) . OHM coafaHbl, 4Tobbl paspaboTumkn Moriv coobLyaTtb nonb3oBaTensaM, ans
KaKou ayauTOPUN NOAXOOAT NMPUNOXEHUS B UX PEFVOHE. YCTaHaBNMBas BO3PACTHYO KaTeroputo
KOHTEHTa, npeacTaBuTenbcTBa IARC B OTAENbHbIX CTPaHax crnedytoT onpegeneHHbimM npasmnam. B
Google Play Henb3as ny6nmMkoBaTb NPUIOXeHUs 6e3 ykasaHus BO3PACTHbIX OrpaHnyeHnin. ObpaTtute
BHMMaHMe, YTO PeKnaMa B NPUMOXKEHUSX JOMKHA MOAXOAUTb s TOW e BO3PACTHOM rpynbl, YTO U
KOHTEHT NPUNOXEHUS, 1 He BbiTb pacCcuMTaHa Ha 3HaYMTENbHO Honee B3pOCyo ayauTopumto. YTobsl
Yy3HaTb AOMONHUTENbHYIO UHbOPMALMIO, MPOYNTANTE NPABUIIa B OTHOLIEHWUW HEMPUEMIEMON PeKIaMbl

[nsa yero Hy>KHbl BO3PAaCTHbIE OrpaHUYEHNS

BOSpaCTHbIe orpaHunyeHmna NnoMorarT KIIMeHTaM (OCO6€HHO pOD,VITeJ'IFIM) MOHATb, €CTb 1N B
NPUNOXeHnn NoTeHUuanbHO HeXenaTenbHbIn ONS HUX KOHTEHT. OHM NO3BONSAOT 6J'IOKI/IpOBaTb nnn
q)MJ'IprOBaTb KOHTEHT ONd OTAENbHbIX ﬂOJ'IbBOBaTeﬂeIZ, a TakKXe onpeneneHHbIX CTpaH 1 permoHoB B


https://www.globalratings.com/
https://www.globalratings.com/
https://www.globalratings.com/
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753#inappropriatem/googleplay/android-developer/answer/9857753

COOTBETCTBUM C 3aKOHOAATENLCTBOM. C NOMOLLbIO BO3PaACTHbIX orpaHquHMM MOXHO OLUEHUTb, €CTb N
Y NpunoXeHna npaBo y4aCTBOBATb B CneunalibHbiX NporpamMmax ong pa3pa6OT'~IVIKOB.

Kak npuceanBarOTCAd BO3PAaCTHbIE OrpaHU4YeHus

YT06bI ONPERENUTL BO3PACTHYIO KaTEropuio, HEOBXOAMMO 3anonHUTb aHkeTy B Play Console . B Hel
HY>XHO MNOAPOGHO OMUCaTb BECb KOHTEHT B MPUIOXEHNW. Ha OCHOBE BalLMX OTBETOB HECKOMbKO
YMOSIHOMOUEHHbIX OpraH13aLMi NPUCBOAT NPUITOXEHUIO ONPERENeHHOe BO3PaCTHOE OrpaHNYeHme.
VickaxeHne $aKToB O KOHTEHTE MOXET NMPUBECTU K YAANEHUIO UM GTOKMPOBKE MPUIOXKEHUS, MO3TOMY
B aHKeTe Ba)KHO NPefoCTaBUTb TOUHYIO MHOPMALUIO.

3anonHUTb aHKETY HYXXHO NS KaXA0ro NMPUIOXEHWS HE3aBUCKUMO OT TOro, ONy6nMKOBAaHO i OHO B
Google Play unu Tonbko nobaeneHo B Play Console, nHaue emy 6ygeT npucBoeH ctatyc "bea
knaccudukaumn®. Takme npunoxenus ypansiortcs us Google Play.

ECnv Bbl UBMEHUTE KOHTEHT MK GYHKLMM NPUSIOXKEHNUS U 3TO MOBAMSET Ha OTBETHI B aHKETEe, BaM
noHagobuTcsa 3anonHuTb ee B Play Console elwwé pas.

BospacTHOe orpaHnyeHmne, KOTOpoe NPUCBaNBAETCS MOCSE 3aMNOfHEHWS 9TOW aHKeTbl, OTHOCUTCS
TOMNbKO K KOHTEHTY Ballero NpuioXeHus 1 He 3aTparmsaet apyrve GyHKLUU U NPaKTUKK, Takme Kak
peknama 1 cornaweHus ¢ nonb3osaTtensamu. Bol 0693aHbl coobLaTh Nonb30BaTeNsM 060 BCex
LLOMOSTHUTENbHbIX BO3PACTHbIX OTPaHNYEHUSIX, HAaNPUMEP YCTAHOBJIEHHbIX B CBA3M C MEPaMu Mo
obecneyeHmo KoHGUAEHLMANbHOCTY.

MonpobHyto MHGOPMaLMIO, B TOM Yncrie 06 OpraHn3aLMsx no OLEeHKEe KOHTEHTa B Pa3HbIX PErMoHaX,
M MHCTPYKLMK MO 3aMOJIHEHWIO aHKETb Bbl HangeTe B CrpaBoYHOM LieHTPe

Kak ocnopuTb BO3pacTHOE orpaHuyeHue

Ecnwv Bbl He cOrnacHbl C NMPUCBOEHHbBIM OrpaHUYEHeM, NofanTe anennsumio Hanpsmyio B IARC. [ns
3TOro nepenpuTe No Cchinke B ceptudmkaTe, NosyYeHHOM Mo NEKTPOHHOM NoyTe.

HoBocTu 1 XXypHansl

[1n9 BCex HOBOCTHbIX MPUIOXEHWUI M XypPHaNoB HEOBXOAMMO BbIGpaTh KaTeropuio "HoBOCTHM 1
XypHanbl" B Google Play Console 1 3anonHuTb geknapauutio.

B 3Ty KaTeropuio BKIKOYAKOTCA BCE NMPUNOXEHUA, ANng KOTOPbIX BEPHO noboe n3 yTBep)K,D,EHVIl‘/III

+ B Google Play Console paspaboTuumk ykasasn, 4To NpuoXeHne 0THOCUTCS K kKaTeropumn "HoBocTu u
XypHanbl'.

« B Google Play npunoxeHne ony6nvkoBaHoO B KaTeropumn "HOBOCTM 1 XypHasbl', @ ero Ha3saHue,
3HAYoK, ON1caHne UM Ha3BaHWe KOMMNaHUM-pa3paboTumka COQEPXMT CNOBO “"HOBOCTU" UK
">XypHan".

Y3HaTb 60MblUE O TOM, YTO CYMTAETCA HOBOCTHBIM MPUTOXEHNEM UM XYPHANIOM, MOXHO 13
TpeboBaHWI K HOBOCTHbLIM MPUIOXEHUSM.

Kpome Toro, npunoxeHuns n3 kateropun "HOBOCTU 1 XypHanbl" OOMKHbI:
* NPVBOQUTL MCTOYHUKMN BCEX HOBOCTHbIX M XYPHaMbHbIX CTaTeN, BKIIOYas, MOMUMO NPOYEro,

MHPOPMaLMIO 06 OPUTMHANbBHbBIX U3HATENSX UMW aBTOPAX;

*+ PErynsapHO NomnoHATLCS HOBbIMU MaTepuanamMu (B NPUIOXEHUN He JOMKHO BbiTb CTAaTUYECKOrO
KOHTEHTA);

* NPefoCTaBNsATb ObICTPLIN U YAOOHbI LOCTYN K AEUCTBUTENIbHON KOHTAKTHON MHGOPMaLMK O
MPUNOXEHNY;

* ICHO YKa3blBaTb MCTOYHMKU CTOPOHHETO KOHTEHTa (HanpuMep, arperatopbl HOBOCTEN W XYPHANOB);


https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/9859655
https://support.google.com/googleplay/android-developer/answer/9859655
https://support.google.com/googleplay/android-developer/answer/10523915

+ JaBaTb BO3MOXHOCTb O3HAaKOMUTLCS C KOHTEHTOM Mepeq NoKYNKOW, ECN OH NPeAoCTaBgeTCs No
noanuncke;

* MMETb OCHOBHY!IO Liefb, KOTOPas He CBOAMTCS K MONYYEHUIO [IOXOAA OT PeKiaMbl U MaPTHEPCKOMY
MapKETUHTY.

CnaMm, dyHKLMOHaNbHOCTb 1 YOo6CTBO A5 Nofb3oBaTenen

MPUNOXeHNs BOMXKHbI CoAepXaTb MUHMMASbHbIA HAB0P GYHKLMI U KOHTEHTA U BbITb UHTEPECHBIMU A8
nonb3oBaTenien. Ecnv B npunoXxeHny NoCTOSHHO NPOUCXOasaT cbou, a Takxke ecriv OHO 6ecnonesHo unu
CO3[,aHO OS89 pacnpOCTPaHeHNs cnaMa Cpeam nonb3osaTtenen nmbo B Google Play, To nybnukosaTtb
TaKoe NPUSIOXKEHME HE MMEET CMbICHa.

Cnam

3anpeLeHo ny6BnnkoBaTh CKOMMPOBaHHbIE M HU3KOKaYECTBEHHbLIE MPUMIOXKEHNS, @ TakXXe NPUIIOXEHMS,
pacnpocTpaHsoLwme cram.

CnaM B coobLeHusax

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, KOTOPbIE OTNPABASIOT OT MMEHU nonb3oBaTens SMS, nucbma v
Lpyrve Buibl COobLLeHWUi, He faBas NoJib30BaTe o BO3MOXHOCTY NPOBEPUTb COaepXKaHue 1
nonyyaTens.

BoT npuMep pacnpoCTPaHEHHOro HapyLWeHMs:

« Mocne HaxaTus KHoMNkW "ToaennTbcs” NPUNOXEHNE aBTOMATUYECKM OTNPABASET COOBLEHNS OT
VMEHW MONb30BaTeNs. Y Nonb3oBaTesNs HET BO3MOXHOCTU NMPOBEPUTL TEKCT COOBLLEHNI 1 BbIBPATb
nonyyartenen.

all = 10:30 AM

Big Bus Info

Sent messages ()

OSavadMessages

Like this app? Waugh -
Share it with your friends Congratulations, you have won a

free trial...

Tanya Mayer 21:03
Congratulations, you have won a
free trial...

Lisa Smith 203

f \ Congratulations, you have won a

( ] free trial ..

Albert Brown 2102
— — Congratulations, you have won a

fres trial...

Jahir Swift 2:03
Congratulations, you have won a
free trial ..

Ronald Francis 2108
Congratulations, you have won a
free trial...

CnaM c uenbio nepeHanpasneHns Tpaduka



3anpelyeHo nybnmkoBaTb NPUIOXEHWS, OCHOBHOW LIeSIbl0 KOTOPbIX SBASETCS NpuBeYeHne Tpaduka Ha
Beb6-canT 6e3 paspelleHns BragenbLa Uin agMMHUCTpaTopa canTa.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUeHUN:

+ [puNoxeHns, OCHOBHOM LeSbiO KOTOPbIX ABISETCS NpuBieYeHre Tpadrka nepexonos Ha Beb-canT
AN ganbHEeNIero nosyyeHns 60HyCcoB 3a KOJIMYECTBO PErMcTPaLmin Uy NoKynokK Ha 3TOM Be6-
caunte.

+ [punoxeHuns, OCHOBHOM LiENbi0 KOTOPbIX ABSETCS NpUBNeYeHne Tpaduka Ha Be6-caiT 6e3
pa3peLieHus:

= Google Shopping h=4 ®

Q. chromecast

1GB 8GB 64 GB 1TB YouTube Netflix

Ads ®

o
Q In store
Google Chromecast Google Chromecast Google -
- Charcoal - Stream - Charcoal (3rd Chromecas'
from your device t.. Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy

Free shipping (1) («
About ®

Google - Chromecast (Latest

Model) Streaming Media Player - ...
(21,649)

Compare prices from 50+ stores

More style options

(D 3710 npunoxeHne HasbiBaeTCs "BbirogHble ToBapsl y Tega” v NpoCTo nepeHanpasnseT
nonb3oBaTenen B Google Mokynku.

MNoBTOPSAOWNNCA KOHTEHT

3anpelyeHo nybnmMkoBaTb MPUIOXEHWS, KOTOPbIE MOTHOCTbLIO MOBTOPSIOT APYT1e NPUNOXEHUS, YXe
pasMelleHHble B Google Play. Kaxpoe npunoxeHue 0OMKHO NPefoCTaBNsaTb YHUKANbHbIA KOHTEHT Un

ycnyry.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

+ KonvpoBaHue KOHTEHTa U3 APYrX NPUIOXEHNU 6e3 NepepaboTku U LONOMHEHUA.

+ CospaHue HECKOSbKMX NMPUITOXEHWUIN C OYEHb MOXOXUMU GYHKLMAMU, KOHTEHTOM U BO3MOXHOCTSIMU.
Ecnv 06beM KOHTEHTa B KaXXAOM M3 TakUX NPUIOXEHU HEBENK, BO3MOXHO, CreayeT ony6ankosaTb
O[LHO MPUNOXEHWE, 06 BEANHAIOLLEE BECH KOHTEHT.

seere

Paint Clouds Paint Clouds Paint Clouds Paint Clouds
on Monday on Tuesday on Wednesday on Thursday
XYZ Developer XYZ Developer XYZ Developer XYZ Developer



(DYHKLI,VIOHaﬂbHOCTb, KOHTEHT 1 BO3MOXXHOCTU )18 Nofb3oBaTenen

MpUnoXxeHns BOMXHbI paboTaTb CTabuNbHO, BbiTb aAaNTUBHLIMU U YOOBHBIMUW A Nonb3oBaTenew, a
TakXe npepfiaraTe MHTEPECHbIE BO3MOXHOCTU. B Google Play 3anpelieHo ny6namkosaTe 6ecnonesHble
MOBUNbHbIE NPUNOXeHUd, NPUNOXEHNS, KOTOPble HE coaep>XaT MHTEPECHOIro KOHTEHTa, HE MMEIOT
LLeHHOCTU AJ191 NMONb30BaTENEN UM B KOTOPbIX MOCTOSIHHO MPOUCXOAaT cbou.

HepocTaTo4YHO PYHKLMUI U KOHTEHTA
3anpelyeHo nybnmkoBaTb NPUIOXEHWS, B KOTOPbIX HELOCTATOYHO GYHKLMUIA U KOHTEHTA.
BoT npuMep pacnpocTpaHEHHOrO HapyLeHUS:

+ MNpunoxeHus, B KOTOPbIX HUYETO HE MPOUCXOAUT, ECNIN NOMNb30BATENb HE 3aeNCTBYET BCTPOEHHbIE
byHKLMM (HanpyMep, cepBuUchl AN paboTbl C TEKCTOBbIMU Unu PDF-dainamm).

+ TPUNOXEHNS, B KOTOPLIX OUEHb MANIO KOHTEHTA U HET MHTEPECHbIX AJ1 NONL30BaTeNs BO3MOXHOCTEN
(HanpuMep, ecTb TOMBKO OfHU 060M).

+ MNpUNoXeHUs, He BbIMONHSALME HUKAKUX GYHKLNNA.

== Challenger 3 :

HepaboTatowme npunoxeHus

3anpelyaetcs ny6nMkoBaTb NPUIOXEHWS, KOTOPbIE faloT CO0U, MPUHYLUTENBHO 3aKPbIBAIOTCH,
3aBMCalOT UK PaboTaloT C ApyruMmn owmnbkamm.

BoT npuMepbl Hanbonee pacnpocTPaHEeHHbIX HapyLUEHUN:

» [MpunoxeHne He yCTaHaB/nBaeTCA.



« MpunoxeHve ycTaHaBNMBaeTCsl, HO HE OTKPbIBaeTCs.

Loading... Unfortunately app has stopped.

. T
Report OK

. I'Ipmnoerm, KOTOpPblE 3arpy>arwTcsd, HO He OTBe4aloT.

Photons isn't responding

Close app

Wait

Hpyrvne nporpamMmsl

Bce npunoxeHus, pacnpocTtpaHsieMble Yyepesd Google Play, oomkHbl COOTBETCTBOBaTL TPEOOBAHUSM B
OTHOLLUEHUW KOHTEHTA, KOTOpble pasMelLeHbl B 3ToM LieHTpe npaBun ana paspaboTunkos. OgHako ecnu
NPVNOXeHNe co3aaHo Ans 0cobeHHbIX GyHKUMMA Android, MOryT Cyww,ecTBOBaTb AOMNONHUTENbHbIE



ycnosua. O3HaKOMbTECH CO CMUCKOM HuKe. BO3MOXHO, Kakne-To 13 3Tux npaBnn OTHOCATCA K BalleMy
NPUNOXEHNIO.

MpunoxeHua ona Android C MrHOBEHHbIM 3aryCKOM

MpunoxeHns ans Android ¢ MrHOBEHHbBIM 3aMyCKOM JOSXKHbI ObITb YLOOHBIMU B UCMOSIb30BAHWK, @
TakXe COOTBETCTBOBATb CTaHAAPTaM KOHGUAEHLMANBHOCTM 1 6e30NacHOCTM. YTOBbI 4OBUTLCS 3TOrO,
Mbl pa3paboTanu creunanbHbie npasuna.

PaspaboTumku, xenawoumne pacnpocTpaHsaTb Yepes Google Play npunoxeHus gna Android ¢
MFHOBEHHbIM 3arMyCcKoM, AOMKHbI CO6I0AaTb 3TV NpaBuna Hapsay C ocTanbHbIMK MpaBunamu
nporpammbl s pa3paboTumKos.

NoeHTudumkaums

Ecnv npunoxXeHue ¢ MrHOBEHHbBIM 3aMyCKOM MPeLNonaraeT BXOf, B aKkayHT, B HEr0 He06XxoaMmMo
nHTerpuposatb GyHkumio Smart Lock ans naponeu

Moppepikka CCbINoK

Ecnu HeobxoanMo nepeHanpaBuTb Nonb3oBaTeNsd U3 O[HOro NPUIOXEHUs B Apyroe, cnegyet
peann3oBaTb Nepexop, B NPUIOXEHNE C MIHOBEHHbIM 3aMyCKoM (€Civ 9TO BO3MOXHO), a He
ncnonb3oBaTb KOMNoHeHT WebView

TexHU4Yeckune xapakTepUCTUKN

Mpw pa3paboTke NPUNOXEHUA C MFTHOBEHHBIM 3anyckoM 0693aTefibHO cobntofanTe TexHuYeckne
TpeboBaHus Google, KOTOpble MOTYT MEHATLCS BPEMSI OT BDEMEHU, B TOM UnCne TpeboBaHus,
nepeyYncrneHHble B OTKPbITON [OKYMeHTaLum

MpepnoXxeHne yCTaHOBUTb MPUIOXEHUE

MpunoXeHne C MrHOBEHHbIM 3aMyCKOM MOXET NpepsiaraTb YCTaHOBUTb MPUSTOXEHME, HO 3TO He [OSXKHO
6blTb €ro OCHOBHOW dyHKLMen. KpoMe Toro, BomKHbI CObMoaaThCs crepytowme TpeboBaHus:

 Mcnonb3yeTca cTaHgapTHLIN 3Havok Material Design "YcTaHOBUTL" 1 KHOMKa C HAGMUChIO
"YctaHoBuTb".

 icnonb3yeTcs He 6onee 2-3 CKPbITbIX NPELANOXEHWUA YCTAHOBUTL NPUTOXEHKE.

« MNpepnoxeHre 06 yCTaHOBKE He MOXOXe Ha peknamy (HanpuMep, Henb3si UCNONb30BaTb BaHHEPDI).

[ononHuTenbHble CBEAEHUS 1 yKazaHunsg MOXXHO HaWTK B 3TON CTaTbe

BHeceHne n3aMeHeHun B yCTPOUCTBO

MpUNoXeHne ¢ MrHOBEHHbIM 3aMyCKOM He [OMKHO BHOCUTb B YCTPOMCTBO NOMb30BaTeNs M3MEHEHMUS,
KOTOpblE COXPaHATCA AoNblue, YeM paboTaeT camo NpuIoXeHue. HanpuMmep, OHO He [OMIKHO MEeHSTb
060M UNM co3aaBaTb BUOXKET Ha [MaBHOM aKpaHe.

Monb3oBaTesNb JOMXKEH 3HATb, YTO MPUSIOXKEHME C MTHOBEHHBIM 3anyckoM paboTaeT. CkpbiBaTb GpakT
paboTbl NPUMOXEHNS OT NONb30BATENS HENb3S.

NpeHTndumkaTopbl ycTponcTea

Y NpUNOXeHWs C MFHOBEHHbIM 3aMyCKOM He [OMXHO BbiTb AOCTYNA K MAEHTUdUKATOPaM YCTPOMCTBA,
KOTOpble OCTalTCS NOCne 3aBepLUeHNs paboTbl MPUNOXEHNS, €Cnv MPU 3TOM NONb30BaTeNb HE MOXET
CMEeHWTb NX. HeCckonbko Np1umMepos:

« Homep Build Serial;


https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://developers.google.com/identity/smartlock-passwords/android/
https://developers.google.com/identity/smartlock-passwords/android/
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://material.io/icons/#ic_get_app
https://material.io/icons/#ic_get_app
https://developer.android.com/topic/instant-apps/ux-best-practices.html
https://developer.android.com/topic/instant-apps/ux-best-practices.html

+ MAC-appeca nobbix CETEBbIX NPOLECCOPOB;
+ IMEI-kop n Homep IMSI.

MpUNoXeHre MOXeT NoNyYnTb AOCTYN K HOMepY TenedoHa ¢ pa3peLleHns nonb3osaTens. Pa3paboTumk
HEe [OIKEH MbITAaTbCA ONPERENUTb IMYHOCTb MOML30BATENS C MOMOLLLIO 3TUX UAEHTUPUKATOPOB UMK
LPYrvX BaHHbIX.

CeTteBou Tpadpuk

CeTeBoW TpadumK BHYTPU NPUNOXKEHNS C MTHOBEHHBIM 3aMyCKOM LOMKEH WNPPOBATHCSH C MOMOLLbIO
npoTokona ctaHpapTa TLS, Hanpumep HTTPS.

MNpaBuna Android B oTHOWEHMM 3MOA3U

MpaBuna B OTHOLWEHWN 3MOA3M NPU3BaHbl 06eCNeunTb NHKITI3NBHOE Y EAUHO0BPa3HOe
B3aVMOLENCTBME MeXy Nonb3oBaTenamu. B ceaan ¢ aTum Bece npunoxeHns ana Android 12 v Bbiwe
LLOSIXHbI MO AepXMBaThb NOCNefHo Bepcuio amMoasn Unicode

OHU y>e BOCTYMNHbI B MPUOXEHMUAX, NCTIONb3YIOLWMX OMOA3M N0 YMONYaHMo, 6e3 Nonb3oBaTebCKom
peanusaunm, Ha Android 12 1 Bbiwe.

MpUNoXeHns ¢ Nonb3oBaTeNbCKUMM IMOA3H, B TOM YMCHE U3 CTOPOHHMX BUBIMOTEK, [OMKHbI
MOMHOCTbIO NOAAEPXKMBATL NocnegHioo Bepcuto Unicode npu paboTte Ha Android 12 1 Bbiwe B TeYEHUE
4 mecsiLeB nocre Bbinycka HOBbIX aMoa3u Unicode.

V]HCprKLI,MI/I no nopaepXxke COBpEMEHHbIX aMOA3K COAepXKaTCA B pyKOBOACTBE

CeMbM

Google Play - a10 yoobHas nnatdopma, roe paspaboTumkn MoryT nybnmkoBaTb NPUIOXKEHUS ANs
nonb3oBaTesnien Nobbix BO3pacToB. MNpexae YeM BKIOYaTb NPUNOXEHME B MPOrpammy “MpunoxeHms
ns Bcen cemMbn” unu pobasnatb B Google Play npunoxexue, Leneson ayguTopuein KoToporo
SBNAOTCS OeTH, YBeamTech, YTO OHO AENCTBUTENIbHO NOAXOAUT As AETEN U COOTBETCTBYET
3aKOHO[ATENbCTBRY.

B Akapemuu ons paspaboTymkoB MOXHO y3HaTb O TPEOOBaHMSAX K NPUNOXEHNIM AN1s feTen 1
NpoBEpPKe Mo NHTEPAKTUBHOMY KOHTPOSIbHOMY CMMCKY.

MNpaeuna nporpammbl Google Play "lMpunoxxeHuns gnsa scen cembn”

Korpa pogutenu BbIGMPaIOT KOHTEHT NSl CBOMX AETEMN, OHU XOTAT, YTOObI OH BObll KAYECTBEHHBIM U
6e3onacHbIM. Ha 3Toi cTpaHuue pacckasaHo, Kakum TpeboBaHWSM LOMKHbI COOTBETCTBOBATb
NPUNOXeHNd, KOTopble NpeaHa3HavYeHbl ang BCEWN CEMbM UMK TONbKO ona JJ,eTeIZ.

MoHsATUE "[ETN" MOXET TPAKTOBATbCS NO-Pa3HOMY B 3aBUCUMOCTM OT CTPaHbl U CUTyaLmun. YTobbl
y3HaTb, Kakne BO3paCTHblE OrpaHNYeHMs NPUMEHSIOTCS K BaleMy NPUNOXEHUIO N Kakne
0693aTenbCTBA Bbl AOMKHBI COBNIOAATL Kak ero paspaboTumk, MPOKOHCYNbTUPYMUTECH C OPUCTOM. Bbl
3HaeTe CBOE NPUIIOXEHME NyuLle BCEX, 1 TOMbKO OT Bac 3aBUCUT, ByaeT nn oHO 6e30MnacHbIM Ans
neten.

Pa3paboTumkm MOTyT 3aMNpPOCUTb OLLEHKY NMPUIIOXEHNI, COOTBETCTBYHIOLMX NPaBMiaM NporpamMmbi
Google Play “MpunoxeHus ons Bcen cemMbu", 4fis yyactus B nporpamme "OpobpeHo
npenofasaTensaMu”, HO Mbl HE FapPaHTUPYEM, UTO OHM ByayT B HEE BKJTHOYEHDI.

TpeboBaHus k npunoxxeHuto B Play Console

LeneBas ayanTopus U KOHTEHT


https://www.unicode.org/emoji/techindex.html
https://www.unicode.org/emoji/techindex.html
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://developer.android.com/guide/topics/ui/look-and-feel/emoji2
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/student/catalog/list?category_ids=2685-policy
https://playacademy.exceedlms.com/sl/91535e27
https://playacademy.exceedlms.com/sl/91535e27

Mepepn nybnvkaLmen NPUNoXeH1s HE06XoaMMO BblIGpaTh BO3PACTHYO rpynny B pa3gene Lienesas
ayouTopus 1 koHTeHT B Google Play Console. HezaBMCUMO OT TOro, Kakyto rpynmny Bbl YKaxeTe, Mbl
BY[EM yUMTbIBATb, ECTb /M B BalLEM MPUIOXEHUN N306paxeHUs 1 Gppasbl, 13-3a KOTOPbIX NPUIOXEHNE
MOXHO CYECTb OPUEHTUPOBAHHbLIM Ha AeTen. KomaHpa Google Play octaBnsieT 3a coboi npaBo
MpoBepsATb NPefOCTaBNEHHYIO MHHOPMALIMIO O MPUNOXEHNN 1 ONPELENsaTb, TOYHO N BbIGpaHa
Lenesas ayauTopus.

Heckonbko BO3paCTHbIX rPymnmn MOXHO BbI6paTh TONbKO B TOM Cly4ae, ECAN Bbl TOYHO YBEPEHDI, YTO
NPVNOXEHWEe NOAXOANT ANS BCEX HWX. HanpuMmep, KOHTEHT AN Manbilwen U fOWKONbHUKOB LOJXKEH
OTHOCUTBCS TONbKO K KaTeropuu "[o 5 net". Ecnuv Bbl pa3paboTanu NpunoXeHue Afs y4eHNKoB
onpeneneHHoro Knacca, Bbibepnte Hanbonee NOAXOASLMIA BO3pacT. [Pynnbl, BKOYaoLWmMe u
B3POCbIX, ¥ AEeTeN, MOXHO YKa3biBaTb, TONIbKO €CJIN Balle NPUIIOXEHNE AeUCTBUTENIbHO
npepHa3HayYeHo AJ1s BCex BO3pacToB.

O6HoBneHuda pa3pena "LieneBas ayauTopus U KOHTEHT"

Bbl MOXeTe B 11060 MOMEHT U3MeHNTb MHOPMaLMIO B pa3fene "LieneBas ayaguTopus U KOHTEHT" B
Google Play Console. Ytobbl HOBble cBefeHMs nosiBunuck B Google Play, He06X0aMMO BbINyCTUTb
OOHOBIIEHME , OQHAKO NPOBEPUTH UX Mbl MOXEM €LUE [0 TOro, Kak Bbl 3arpy3nTe HOBYIO BEPCUIO
NPVNOXEHWS.

Ecnu Bbl n3aMeHunmn Lenesyrto ayanuToputo, ,D,O6aBVIJ'II/I B NPUNTOXEHNE peKniaMy nnun I'IJ'IaTHbIIZ KOHTEHT, Mbl
HaCTOATENIbHO PEKOMEHAYEM COOBLWMTL 06 3TOM NONb30BaTENAM. [15 3TOr0 MOXHO MCMONb30BaTb
pas3gen "Yto HoBoro" Ha cTpaHuue B Google Play nnu yBegomMneHns B CaMOM NPUNOXEHWUN.

UckaxeHue ¢pakTos B Play Console

WckaxeHne dakToB o npunoxexun B Play Console, B ToM uncne B pasgene "Lienesas ayautopus u
KOHTEHT", MOXEeT NPUBECTM K YAANEHUIO UK BIIOKMPOBKE NMPUIOXEHNS, NO3TOMY BaXHO NPefoCTaBUTb
Kak MOXHO 6onee TOUHyo MHpopMaLuIo.

TpeboBaHUs K NPUNOXEHUAM ANa geTeun

Ecnwv B Bally LieneByto ayAUTOPUIO BXOAST AETU, Bbl JOMKHbI BbINOMHSATL NEPEUNCNIEHHBIE HUXE
TpeboBaHus. VIx HecobnofeHe MOXET NPUBECTU K yAANEHMIO UM BIIOKMPOBKE NPUSTOXKEHNS.

1. KOHTEeHT npunoxeHus. [1eTam fomkeH 6biTb JOCTYMNeH TONIbKO NOAXOAAWMA A8 HAX KOHTEHT. Ecnn
B MPUSIOXEHNN €CTb KOHTEHT, AOMYCTUMbIV HE BE3[e, OHO MOXET BbITb LOCTYMHO TOMLKO B PETMOHE,
rae Takow KOHTEHT CUMTaeTCs NOAXOAdWMM ANg fAeTent (orpaHnYeHrs no pernoHam).

2. ®yHKUMU npunoxxeHus. OCHOBHOM LiENbo NPUNOXEHNS He JOMKHa BbiTb AEMOHCTPaLNg canTa
uepes komnoHeHT WebView nnv npueneveHne Tpaduka Ha cant 6e3 paspeLieHns ero BnagenbLa
WM aMUHUCTPATOpPA.

3. OTBeTbl Ha Bonpochl B Play Console. B Play Console Heo6xoa1MoO TOYHO OTBEYaThb Ha BOMPOCHI O
NPUNOXEHNN, a TaKKe 0BHOBNATb NPEROCTABEHHYIO MHDOPMALNIO, ECIIN B HEM YTO-TO MEHSIETCS.
MoMumo npoyero, TpebyeTcs ykasbiBaTb 4OCTOBEPHbIE AaHHbIe B pasgene "Lienesasd aygutopus u
KOHTEHT", paspene 6e30nacHOCTM AaHHbIX U aHkeTe IARC s npuCcBOEHMS BO3PACTHOMO
OorpaHuyeHus.

4. PaboTa ¢ gaHHbIMU. ECNin Balue NpunoXeHne CobUpaeT Kakyo-nnMbo NNYHYHO U1
KoHbMaeHUManbHyo MHGopMaLmio geTen, B TOM yncne ¢ nomolybto APl 1 SDK, Bbl 0653aHbI
coobwnTb 06 3TOM B iBHON dopMe. K KoHPMaeHLManbHoM nHdopMaLmMmn geTen oTHOCSATCS,
Hanpumep, yY4eTHble AaHHbIE, AaHHblE C MUKPOGhOHA U KaMepbl, CBEAEHNS Ha YCTPOWCTBE,
npeHtTudukatop Android 1 faHHble 06 UCnonb30BaHUM 0BbABNEHNI. Takxe ybeaumTecs, YTo
NPWNOXEHNE COOTBETCTBYET CrieayoWwmM TpeboBaHNaM:

« MpunoxeHus, NpegHa3HaYeHHbIE TONbKO AN AeTel, He [OMKHbI NepenaBaTh PEKIaMHbI
noeHtudmkatop Android (AAID), cepuinHbin HoMep SIM-kapTbl, cEpUHbIA HoMep cbopku, BSSID,
MAC-agpec, SSID, IMEI-kog w/vinn Homep IMSI.

* MpunoxeHns, e4MHCTBEHHOMN LIeNIeBON ayanTOPUEN KOTOPbIX SBASKOTCA AETU, HE [OMXKHbI
3anpawusaTb paspeweHne AD_ID npu ucnonbaosaHumn Android APl ypoBHs 33 1 Bbille.


https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/9285070
https://support.google.com/googleplay/android-developer/answer/9285070
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« MpunoxeHus, NpegHa3HaueHHble A8 OeTen U B3POCIblX, HE LOJIKHbI NepenaBaTh PEKTaMHbIN
naeHtTuodukatop AAID, cepuiHbin Homep SIM-KapTbl, CepuinHbi Homep cbopku, BSSID, MAC-
agpec, SSID, IMEI-kog n/vnun Homep IMSI, ecnv nonb3oBaTeNlb pebeHOoK UK ero Bo3pacT
HEeN3BeCTEH.

+ Henb3s 3anpawunsaTb HOMep TenedoHa npu nomoluu knacca TelephonyManager B Android API.

. an/IJ'IO)KeHl/Iﬂ, npenHas3Ha4YyeHHble TONbKO Ang JJ,eTel\/ll, He OOJIKHbI 3anpawnBaTb 4OCTYN K AaHHbIM O
MEeCTONONOXEHUN, a TakXxe CO6VIpaTb, MCNnonb30oBaTb U NepenaBaTb VIHC])OpMaLI,VIPO O TOYHOM
MEeCTONONOXEHUN.

- [na 3anpoca nogknoueHns no Bluetooth Heobxogumo ncnonb3oeate CompanionDeviceManager
. VickntoueHune — npunoxeHus, npepHasHayeHHble Tornbko Ans sepcun OC, KoTopble He
NOAAEPXKMBAIOT 3TOT Knacc.

. API n SDK. Y6enutecn, uto APl n SDK ncnonb3yoTca B BalleM NPUIOXEHUN Hagnexalnm obpasom.

+ MpunoxeHus, NpegHasHaYeHHbIe TONbKO ANS AeTen, He LOMKHbI ncnonb3osaTb APl nunun SDK,
KOTOpble He 0f06PEHbI 4151 CEPBUCOB, PACCUYMTAHHbIX B OCHOBHOM Ha TaKyo LIENIEBYIO ayauTopuio.

+ 3TO OTHOCKTCS B TOM Ymncrne K AP, ncnonbsyowmm ong ayTeHTMdnKaLmm n asTopmnsaumm
TexHonoruto OAuth, B yCnoBusx MCMOMb30BaHUS KOTOPbIX CKa3aHO, YTO OHU HE OJ0BPEHbI Ans
CEepBUCOB, NPELHA3HAYEHHbIX NS AeTeN.

+ B npunoxeHusx, npeaHa3HauyeHHbIX 4ns 4eTeln U B3POCHbIX, HENMb3a ncnonb3osaTtb APl nnn SDK,
KOTOpble He 0fobpPEHbI A1 CEPBMCOB, PACCUYMTaHHbIX Ha AeTen. MickntoueHns BO3MOXHbI, ecnun API
nnun SDK NprMeHSIoTCS TONbKO NMOCHe HeNTPanbHOro BO3PacTHOrO GUnsTpa Unm ecnu npu nx
MCMNONb30BaHMMN faHHble feTeln He cobupatoTcs. Kpome Toro, Takne NpunoXxeHus He AOMKHbI
TpeboBaTb, YTOObI MONL30BATENMN NONyYanu AOCTYN K KOHTEHTY yepe3 APl unu SDK, He
0f06PEHHbBIE AN CEPBUCOB, KOTOPbIE NPefHAa3HaYeHbl Ana feTen.

. lononHeHHas peanbHOCTb. ECNn B MPUNOXEHWUUN UCTIONB3YEeTCS [OMONTHEHHAs PeanbHOCTb, NPU

3anycke pa3fenioB C HeW JOSXKHO NOSIBASATLCS NPEynpexneHne, Copepxallee CneayoLLyio

nHbopmMaunio:

+ HanoMuHaHne o BaXXHOCTV POAUTENBCKOrO KOHTPONS.

+ HanomuHaHue 06 onacHOCT 06BLEKTOB peasibHoro Mupa (Hanpumep, "ObpallanTe BHUMaHUE Ha
npenMeThbl U NOAEN BOKPYT").

+ [ng ucnonb3oBaHWs MPUNOXEHUS HE OOMKHbI TPE6OBaTb YCTPONCTBA, HE PEKOMEHA0BAHHbIE A1
peten (Hanpumep, Daydream unu Oculus).

. CoumanbHblie NpunoXxxeHus u yHkuuu. Ecnv Balle npunoxeHue no3BonseT Nonb30BaTeNsIM
LENUTbCSA UM 06MEHNBATLCA MHbOPMaLIMEN, Bbl LOMXHbI B TOYHOCTM ONMUCATb 3T GYHKLUM B aHKETE
LS NPUCBOEHWS BO3PaCTHOro orpaHnyenus B Play Console.

+ CoumanbHble NPUIOXEHMS. VX OCHOBHas LieSlb — NPefoCTaBNsATb BO3MOXHOCTb AENNTHCS
KOHTEHTOM B CBOBOZHOW popMe nnm obLatbes ¢ 6onbwnMMM rpynnamu nogen. Bo Bcex
COLManbHbIX MPUMOXEHUSX, B LIENEBYIO ayAUTOPUIO KOTOPbIX BXOASAT AETH, Nepes,
NpefocTaBleHNEM NOJIb30BATENSAM AOCTYNa K 0OMEHY KOHTEHTOM UK MHGOPMaLLMEN LOMXKHbI
MOKa3bIBaTbCsl HAMOMWHAHMS O TOM, KaK 3alMTUTb CEGS B MHTEPHETE U K KakUM pUCKaM B
peanbHOM MUPEe MOXET MPUBECTU OHNAH-B3aMMOAeNCcTBME. KpoMe Toro, npexzae Yem no3sonsaTb
LeTaM 06MEHUBATLCS NIMYHOM MHDOPMALMEN, Bbl BOMKHBI TPEOOBATL AENCTBUS CO CTOPOHDI
B3pPOCIOro.

+ CouwanbHble yHKLMW. ITO NMtobble JOMOMHUTENbHbIE GYHKLMMU MPUNOXEHNWS, MO3BONSIOLLNE
LENUTLCS KOHTEHTOM B CBOGOAHOM PpopMe mnm obLaTtbes ¢ 6onblwmnMm rpynnamm nogen. Ecnv B
MPUNOXEHNUN ECTb COLManbHble GYHKLMU 1 B €ro LENEBYIO ayaAUTOPUIO BXOAAT LeTW, nepeq
npefoCcTaBleHNEM MONIb30BaTENSIM JOCTYNa K 0O6MEHY KOHTEHTOM Y MHPOPMALIMEN Bbl BOMKHbI
NoKasblBaTb HANOMMWHAHUS O TOM, Kak 3alWUTUTb CE6S B UHTEPHETE U K KaKUM PUCKaM B peasibBHOM
MUPEe MOXET NPUBECTU OHNANH-B3anMoaencTame. KpoMe Toro, B3pocbiM HEOGXO[UMO
NPefoCTaBUTb BO3MOXHOCTb YNPaBNaTh HACTPONKAMM COLMabHbIX GYHKLNN, B TOM Yyncne
BKJIIOYATb M OTKJIIOYATb X U BbIBUPATb Pa3fiIuHble YPOBHU GYHKLMOHANBHOCTY AS AETEN.
HakoHeL, npexpae Yem BKNoYaTb GyHKLUM, KOTOPbIE MO3BONSIOT AETAM OOMEHNBATHCS JIMUHOW
nHbOpPMaLMeN, Bbl fLOMKHbI TPebOoBaTb LENCTBUS CO CTOPOHbI B3POCTOrO.


https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://support.google.com/googleplay/android-developer/answer/9285070#neutral-agescreen
https://support.google.com/googleplay/android-developer/answer/9859655?visit_id=637679283344610643-1951945832&rd=1#questionnaire
https://support.google.com/googleplay/android-developer/answer/9859655?visit_id=637679283344610643-1951945832&rd=1#questionnaire

+ [ns aTOro y Bac QomkeH 6bITb MEXaHU3M, NO3BONSIOWMIN YOEAMTLCS, YTO NONb30BATESNb HE
aBnseTcs pebeHKoM, N He NobyXaatoWwnii eTer HeBEPHO yKasblBaTb CBOW BO3PACT, YTOObI
noslyyaTb JOCTYN K pasgenam, npefHasHauyeHHbIM 4s B3pOChbiX (HanpuMep, Bbl MOXeTe
3anpawwmsatb PIN-Kog B3poCnoro, naposb, aTy POXAEHUS, MOATBEPXKAEHUE afgpeca
3MEeKTPOHHOM MOYThI, YIOCTOBEPEHNE NMYHOCTH C doTorpacduren, LaHHble KPELUTHON KapTbl U
HOMEP COLMaNbHOrO CTPaxXOBaHMs).

+ [leTv He QOMKHbI BXOAWUTb B LIENeBYI0 ayAUTOPUIO COLManbHbIX NMPUNOXEHNUI, OCHOBHaS Lienb
KOTOPbIX — OBLEHNE C HE3HAKOMBIMM JIIOAbMU. DTO MOTYT BObiThb YaT-PyNeTKM, MPUIOXEHNS AN
CBUOAHUN, OeTCKNE OTKPbITblE YaT-KOMHATbI U T. .

8. CobniogeHne 3akoHopaTeNbCTBa. Balle NpuoxeHne 1 BCe BbI3bIBAEMbIE MW UCMONb3YEMbIE UM
API 1 SDK He gomkHbl HapywaTb 3akoH CLUA O 3awuTe NUYHbIX CBEAEHUIN OEeTel B UHTEPHETE
(COPPA), l'eHepanbHbIvi pernamMeHT EC o 3alimTe nepcoHanbHbix AaHHbix — (GDPR), a Takxe gpyrue
LEenCTByoLME 3aKOHbI U NpaBuna.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUI:

« [pUNoXeHUs, KOTOPbIE PEKTAMUPYIOTCS Kak Urpbl A9 OeTen, HO Ha CaMOM fefie NoAXOAAT TONbKO
A8 B3POCIbIX.

+ MpwunoxeHus, npuMeHsiowme Te API, KOTOpble MO CBOWM YCNOBKSM UCMONb30BaHNUS 3amnpeLueHbl s
OPUEHTUPOBAHHbIX Ha JeTel CEPBUNCOB.

. |_|pVIJ'IO)KeHVIﬂ, B KOTOPbIX yn0Tpe6neHV|e Ta6a|<a, ankoronsg nnn 3anpelweHHbIX BelweCcTB YNOMNUHaeTCqa
B NpuBneKaTenbHon ¢popme.

+ A3apTHbIe UTPbl U UMUTUPYIOLLME UX NPUIIOXEHNS.

+ MpunoxeHns, cogepxallme CLeHbl HaCUIa U KPOBOMPONUTUS, a TakxXe 4PYroM LWOKMPYOLNIA
KOHTEHT, He NOAXOAAWNA AN AeTen.

« [MpunoxeHus, NpegHasHaYeHHble 019 3HaKOMCTB U COaepKallne pekoMeHaaL MM 6payHoro nnm
ceKcyarnbHOro xapakTepa.

+ MpunoxeHus, CogepXalle CCbiIKM Ha CalTbl, KOHTEHT KOTOPbIX HapyLwaeT lNpaBuia NporpamMmmbl 4ns
pa3paboTunkos

« MpuUNoxeHns, B KOTOPbLIX AETIM MNOKA3bIBaOT peknamMy Ang B3pOChbix (Hanpumep, CBA3aHHYH0 C
HacuUnMeM, a3apTHbIMU UrPaMK, KOHTEHTOM CEKCYanbHOro XapakTepa).

Peknama n MoHeTu3auus

Ecnv Bbl MOHeTU3MpYeTe B Google Play npunoxeHue, npegHa3HauyeHHOe Ans AeTer, OHO JOMKHO
COOTBETCTBOBATb MPUBEAEHHBIM HUXE TPEBOBaHKSM B OTHOLLEHWUIN peKsiaMbl 1 MOHETU3aLMN.

STn TpeboBaHUS OTHOCATCS K MOGOM MOHETU3ALMUM U PEKNaMe BaLUMX U CTOPOHHMX NMPUITOXEHUIA,
nepekpecTHOMY MPOABMXEHUIO, MOKYMNKaM B MPUTOXEHUUN U OPYTOMY KOMMEPYECKOMY KOHTEHTY
(HanpuMep, K NPOAAKT-NAENCMEHTY). HMUTO U3 NepeUYnCneHHOro Takke He [OMKHO HapyLwaTb
LEeNCTBYoLME 3aKOHbI 1 HOPMbI, B TOM YKCIe KOPNOPaTUBHbIE U OTPACIEBBIE.

KomaHpa Google Play octaBnsieT 3a coboi npaBo OTKOHSATb, yAaNsATh U BNIOKMPOBAThL NPUNOXEHUS, B
KOTOPbIX CAMLIKOM HAaCTOMUYMBO NPeLnaraeTcs nnaTHbIN KOHTEHT.

TpeboBaHus K pekname

Ecnv B NpunoxeHnn NossngeTca peknama ang getei uim nonb3osaTtenen, Yen Bo3pacT HEeN3BECTEH,
HEeobXoAnMO:

+ UCNONb30BaTb A9 NoKasa peknambl 3TUM NnLaM ToNbKo pekriamHble SDK, npowepwmne
CaMOCTOSATENbHYO cepTudMKaLmIo B pamkax MporpamMmbl peknambl B MPUNOXEHNUSX 115 BCEWN CEMbM;

* UCKIIIOYMTb A8 TaKMX NONb30BaTENEN PEMAPKETUHT (PeKaMy, HanpaBEHHYO Ha OTAENbHbIX
NoNb30BaTENEN U 3aBUCALLYIO OT UCTOPWM B3aUMOLEWNCTBUS C CANTOM WU MPUNOXEHUEM) U peKiamy
Ha OCHOBE MHTEPECOB (pekniaMy, HanpPaBNIEHHYIO Ha OTAENbHbIX MONb30BATENEN, Ybe NMOBEAEHNE B
WHTEPHETE COOTBETCTBYET ONpPeAeEeHHbIM XapakTepUCcTmKam);


https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633

° y6eﬂ,VITbCH, YTO KOHTEHT B peKflaMe ANnga Takux nonb3oBaTenen MoOXHO NokKasblBaTb neTam,

- y6ennTbca, YTO peknama Ans Takux nosnb3oBaTeNien CoOTBETCTBYET TpeboBaHMaM K dopmaTy
06baBNEHUN ONF BCEN CEMbY;

« obecneynTb cobniofeHne LENCTBYIOWErO 3aKOHOA,ATENIbCTBA M OTPACEBbIX CTAHAAPTOB,
KacalowWmxca peknambl ona aeTen.

TpeboBaHua K popmaTam 06bABNEHUN

Peknama 1 cpefcTsa MOHETU3ALMM B BalEM MPUNOXEHMUN HE LOMXHbI CofepXaTb BBOAALMNIA B
3abnyxgeHne KOHTEHT U 6biTb 0POPMIIEHHBIMU TakMM 06PAa30M, YTO 3TO MOXET NPUBECTU K
CNyYanHbIM KJIMKaM CO CTOPOHbI HECOBEPLIEHHONETHUX MOSb30BaTENEeN.

Huxe nepeyncneHbl NpmneMbl, KOTOpbie 3anpeLleHO NCNoNb30BaTb B NPUNOXEHUAX, e,IJ,MHCTBEHHOVI
uenesomn aynMTopmeVl KOTOPbIX ABNAKOTCA OETU, a TaKXe Npu nokase pekrambl AoeTaM Uunm nmuam
HEeN3BECTHOro BO3pacTa B NPUNOXEHUSX, LI,eJ'IeBOﬁ ay,D,VITOpMeIZ KOTOPbIX 4BNAOTCA AeTUN N Nhla
CTapuwero so3pacTta.

+ Peknama v cpencTBa MOHETM3aLMK, KOTOPbIE MPEPLIBAIOT PabOoTy NPUNOXEHMS, B TOM YnClie
3aHMMAaIOT BECb 3KPaH, He NO3BONSIOT HOPMarbHO UCMOMb30BaTh NPUMOXEHNE U HE 3aKPbIBAOTCS
SIBHBIM CMIOCOHOM (Hanpumep, NOTHO3KPaHHbIe OOBABNEHNS, KOTOPbIE COXHO 3aKPbITb).

+ Peknama v cpefcTBa MOHETU3ALMM, KOTOPbIE MELalT HOPMASIbHOMY UCMONb30BaHMIO MPUNOXEHNS
UK Urpbl (B TOM Yncie O6BABNIEHNS C BO3HArPaXxa4eHWEM 1 pa3peLleHHble NONb30BaTENEM
06DBABNEHNS) Y KOTOPbIE HEMbB3S 3aKPbITh YEPES MATb CEKYHA,

+ Peknama v cpefctBa MOHETMU3ALMM, KOTOPbIE HE MELIAT HOPMarbHON PaboTe NPUIOXEHUS Ui
Urpbl, MOTYT HE 3aKPbIBATbCA Yepes NATb CEKYHL, (Hanpumep, BUAEOKMM CO BCTPOEHHOMW pekiaMon).

« MexcTpaHuyHas pekfiamMa U CpefcTBa MOHETU3AL MM, KOTOPbIE NOSIBASIOTCS Cpa3y noche 3anycka
MPUNOXEHNS.

 Pa3mMelleHne HECKONbKNX 06bSBNEHMI Ha CTPaHuLue. Hanprmep, o4HOBPEMEHHbIN Nokas bonee
OLHOro HaHHEepa UM BULEOOOBABNEHNS 1 PEKIaMHble 6aHHEpPbI, KOTOPbIE COQEPXKAT HECKOMbKO
NpennoXeHWn B O[HOM MeCTe pasMeLLEHUS.

« Peknama v cpepcTBa MOHETM3aLMK, KOTOPbIE CIOXHO OTANYUTD OT KOHTEHTa MPUITOXEHNS.
Hanpumep, okHa Offerwall n gpyrve o6bsBneHust ¢ apPekToM NprUCyTCTBYS.

+ Mcnonb3oBaHuWe WoKoBOro addeKTa Uiam TakTK 3MOLMOHANBbHOIO MaHWUNYNNMPOBAHUS, YTOObI
NPOBOLMPOBaTL NOMbL30BATENEN Ha NPOCMOTP OOBABNEHWI UM NOKYNKY B NPUTOXEHUN.

« BBopsLe B 3abnyxaeHNe 06bsBNEHNS, KOTOPbIE 3aCTaBNSIOT NOSIb30BATENS NEPEXOAUTDL NO
CCbIfIkaM C NMOMOLLbIO KHOMKM "3aKpbITh", OTKPbIBatOLWEN ApYyroe 0ObsBNEHNE, TN BHE3AMHOMO
MOSIBMEHNS B TEX YACTAX 9KPaAHa, Ha KOTOPbIe NONb30BaTENb 0O6bIYHO HAXUMAET ANs LOCTyna K
LPYTM GYHKLMAM NPUIOXEHNS.

+ OTCYTCTBME YETKOrO yKa3aHWs Ha pasnuuns Mexay BUpTyanbHON BantoToM 1 peanbHbiMK AeHbramu
Npwv NOKynKax B MPUIIOXEHNN.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHWI:

- Peknama n anemMeHTbl MOHETM3auuu, KOTOpPble NnepemMeLllaloTca Nno aKpaHy, YTOBbI UX HENB3A BbINIO
3aKpbITb.

« Peknama v anemMeHTbl MOHEeTU3aLmun, KOTOpPbl€ HENb34 3aKPbITb Yepes NATb CeKyH C MOMEHTa X
nogasneHna:


https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
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Pick a fish to earn 100 stars
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+ Peknama v aN1eMeHTbl MOHETU3aL MK, KOTOPbIE 3aHUMaIOT BOMbLUYIO YaCTb 9KpaHa U KOTopble TPYAHO
3aKPbITb U3-3a OTCYTCTBUSA CreLMaribHbIX KHOMOK.
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Peknama v anemeHThl MOHETU3aunn, KOTOPblIe MOXXHO NMPUHATb 32 KOHTEHT NPUNOXEHUS.
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= Count the Droids

KHomMkK, 06bSIBNEHNS NN UHbIE SNIEMEHTSI MOHETU3auunn, peknammpytowmne gpyrme npoayktbl B

Google Play 1 npy 3TOM HEOTIMYNMbIE OT KOHTEHTA NPUOXEHUS.
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= Count the Droids

MpumMepbl 06bABNEHUI, KOTOPbIE HENMb3sl NOKa3blBaTbh AETAM:

HeponycTuMbii MyNnbTUMEAUNHDBIA KOHTEHT. Peknama cepranos, GUnbMoB 1 My3blKanbHbIX
anbboMoB, He NpefHa3HaAYEeHHbIX AN OeTew.

Heponyctumbie Bupeourpbl u ckaumsaemoe MNO. Peknama Bugeonrp n nporpamm, He
npefHa3HauYeHHbIX 0N AeTew.

3anpelleHHble UK BpeaHble BelwecTBa. Peknama ankorons, Tabaka, HApPKOTUYECKUX U
MCMXOTPOMHBIX BELLECTB, @ TakXe JIIoBbIX APYTr1X BELECTB, KOTOPblE MOTYT NMPUHOCUTL BPER,
340pPOBbIO.

A3apTHble urpbl. Peknama a3apTHbIX UrP, TOTANM3aTOPOB, @ TaKXKe JOObIX APYrUX AEHEXHbIX
COPEBHOBAHWUI UM KOHKYPCOB, B TOM YMCIE TeX, FAE NOSIb30BaTENSAM HE HY>HO MnaTuTb, YTObbI
NPVHATb yyacTue.

KoHTeHT pnsa B3pocnbix U MaTepuanbl CeKCyanbHOro xapakTtepa. Peknama ¢ 3poTuyeckmm,
HEeMPUCTOMHBIM COAEPXaHeM 1 MaTepranamu afis B3POCHbIX.

3HaKoOMCTBa M OTHOLWEHUS. Peknama catoB 3HaKOMCTB.

Hacunwue. Peknama, cofepxallas OTKPOBEHHbIE CLeHbl HAaCUNS UK APYre 30bpaxeHus,
Henogxooawue ong oeten.

PeknamHbie SDK

I'Ile Pa3MelleHnn peknambl B NPUNOXEeHNN, npeaHasHa4YeHHOM TONbKO N4 ﬂ,eTePl, HeO6XOJJ,I/IMO

MCNONb30BaTb UCKITKOYNTENBHO BEPCUN PEKITAMHbIX SDK, npouweglwmne CaMoCToAaTeNbHYIO


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/

cepTUdMKaLMIO B paMKax Hallen nporpammel . ECniv npunoxeHne paccumMTaHo kak Ha AeTen, Tak U Ha
B3POCbIX, Bbl AO/MKHbI NPEAyCMOTPETb MPOBEPKY BO3pacTa Nnob3osBaTens (Hanprumep, ¢ NoMOLLbio
HEeNTPanbHOro BO3PacTHOro GbunbTpa ) 1 y6eamTbes, YTo AeTV ByayT BUAETb TONbKO Te 06bABNEHUS,
[Ns KOTOPbIX MCMONb30BaNMCh Bepcumn peknamHbix SDK, npolueglune caMoCcToaTeNbHYy 0
cepTudmKaumio B pamkax nporpammel Google Play.

MoppobHyto MHPopMaLmio 06 3TUX TpeboBaHMSX Bbl HaNAETe Ha CTpaHuLe C NpaBunamMu MporpaMmel
caMoCToATENbHOW cepTUdMKaunm peknamHbix SDK B MpUnoxeHuax ansg scev ceMb . MocMoOTpeTb
TEKYLLMI CNINCOK Bepcuin peknamHbix SDK, KOTopble NPOLWN CaMOCTOATENbHYIO cepTUdUKaLMIO, MOXHO
3A€echb

Ecnu Bbl ucnonbadyete cepsrc AdMob, yTouHnTe nHdopMaLmio no paboTte ¢ HUM B CNpaBoOYHOM LieHTpe

Bbl LOMKHBI CAMOCTOSTENIBHO MPOBEPATH, COOTBETCTBYET JIM BaLLE NPUNOXEHNE TPEOOBaHUAM K
peknamMe, NoKynkam B MPUIIOXKEHWUN 1 KOMMEPUYECKOMY KOHTEHTY. YTOUYHUTE AENCTBYIOWME NpaBuna y
CBOWX MOCTaBLLMKOB peknamHbix SDK.

MNpaBsuna MNporpammbl camocTosTenbHon cepTudukaumm peknamHboix SDK B
NPVNOXEHUsX Asi BCeN CeMbM

Mbl XOTUM CaenaTb ncrnonb3oBaHue nnatdopmel Google Play 6e3onacHbiM ans geTen n Bcen cembn. B
YaCTHOCTH, Mbl CTPEMUMCS 3aLLMLLATD INYHbIE JaHHbIE HECOBEPLIEHHONETHMX U NOKAa3bIBaTb UM TONbKO
Te 0ObABNEHMS, KOTOPbIE NPEfHa3HaYeHbl A8 UX BO3PACTHOW rpynrbl. Mbl TpebyeM oT pa3paboTunkos
nnatdopm MeamnaLmm n peknamHbix SDK camocToaTensHO NoaTBEPXKAATb, YTO MX PELIEHNS MOAXOOAT
LNs AeTen 1 COOTBETCTBYIOT [paBuiaM nporpammbl 4is paspaboTumkos npunoxeHnii B Google Play

W npasunam nporpammsl "TpunoxeHus ons Bcer cembn” , B TOM Uncne TpeboBaHMsaM MNporpaMmbl
camocTosATENbHOM cepTudMKaLmMmn peknamHbix SDK B NMpUnoXeHUsX AJist BCEN CEMbM

3Ta nporpamMma romMoraeT paspaboTumkam onpepensitb, kakne peknamHbole SDK 1 nnatdopmsl
MeAMaL MM NPOLWAN CaMOCTOSTENbHYIO CEPTUPUKALMIO 1 MOTYT UCMONb30BaTbCS B MPUIOXEHMNSX,
pa3paboTaHHbIX CrieumanbHo Ans AeTen.

MckaxeHne ¢pakToB 0 cBoeM SDK, B TOM yucCre B 3asBKe Ha y4acTue , MOXET MPUBECTU K YAaNEHUIO
SDK n3 MporpaMmbl CaMoCTOATENBHOM cepTudMKaLMn peknamHbix SDK B NprnoXeHusx afis BCen
CeMbM 1nu ero 6IOKMPOBKE, NOITOMY y6eanTeCh, YTO Bbl NPELOCTABASETE TOUHYIO MHPOPMALMUIO.

TpeboBaHus

SDK v nnatoopmbl MegmraLmmn, 06CnyXmnBatoLmne NpunoxXeHus, KOTopble y4acTByIOT B nporpamme "Ons
BCeN ceMbK", BOMKHbI OTBEYaTb NpasBunam ans paspaboTtunkos Google Play, B TOM uncne
NPUBELEHHBIM HUXeE. HecooTBeTCTBME NIOO6OMY 13 TPEBOBAHUIA MOXET NPUBECTU K yaaneHuto SDK nnn
nnathopmbl MeguaLmn 13 MporpamMmmbl CaMOCTOATENbHON cepTudmKaumm peknamHbix SDK B
NPUNOXEHUSX OS5 BCEN CEMbM UM BNIOKMPOBKE [OCTYMNa K 3TON Nporpamme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, YTOObI B Balmnx SDK 1 Ha nnatdopmax MeamaLmnm BoINOHANUCH
yKa3aHHble TpeboBaHus. O3HaKoMbTECH C MMpaBunamy Nporpammbl As paspaboTymKoB NPUNOXEHNUI B
Google Play, npaBunamu nporpammbl "Mpunoxexuns ons scen cembn” n TpeboaHusamm MNporpammbl
caMocCTosATeNbHOW cepTudMKaLm peknamHbix SDK B TpUnoxeHusx ans BCe CEMbU.

1. Copep)xaHue obbaBneHus. Ecnu Balwm o6baBNEHMS JOCTYMHbI AETIM, UX COAEPXKaHMEe JOMKHO
COOTBETCTBOBATb BO3PACTHbLIM OrPaHNYEHUSM.

+ BaM Heobxonmmo: 1) faTb onpefeneHne HexenaTtebHbIM 0ObIBNEHUSIM U NOBELEHUIO; 2)
3anpeTuTb NX B YCNOBKSIX MCNONb30BaHUS Un npasunax SDK unu nnatdopmel. OnpepeneHns
LOMKHbI COOTBETCTBOBATH [1paBuiamM nporpamMmsl s paspaboTymkoB npunoxeHun B Google
Play.

+ O6s3aTeNbHO BbIbEPUTE CNOCOH, C MOMOLLBIO KOTOPOrO Bbl ByaeTe NpucBanBaTh 06BbIBIEHNSM
BO3pACTHblE OrpaHnyeHus. HeobxoaMMo HaCTPOUTb HEe MeHee ABYX KaTeropuii: "Ons Bcex" n "Ons
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B3POCHbIX". BO3pacTHbIE OrpaHUYEHWS JOJIKHbI MPUCBAMBATLCS MO TOM XE CUCTEME, KOTOPYHO
Google npegocTtasnseT noctaswmkam SDK nocne 3anofiHeHns crielnansHon GopMbl

+ Ecnn gnga nokasa peknambl AeTsM UCMOb3yeTcs HasHayeHne CTaBoOK B peasibHOM BPEMEHM,
0693aTenbHO ybeamTech, YTo KPeaTuBbl NMPOBEPEHbI 1 COOTBETCTBYIOT BCEM TPebOBaHUAM BbllLE.

+ Y Bac Takxke JOMKEH ObITb CNOCO6 BM3YyanbHON MOEHTUOUKALMN KPEATUBOB, KOTOPbIN 0603HavaeT
NX NPUHAANEXHOCTb K BallEMy MHBEHTAPIO, HaNpPUMepP BOASHOM 3HaK C IOrOTUMNOM Ballen
KOMMaHuUw.

. ®DopmaT obbaBneHUs. HeobxoaMmMo, YToObl BCe 0OBABEHMS, KOTOPbLIE BULHbI AETSM,

COOTBETCTBOBANN TPE6OBaHMSAM K popMaTy 06BABIEHMI A8 BCeN ceMbU. Bbl BOMKHBI 06ecneunTb

pa3paboTurkaM BO3MOXHOCTb BblIbMpaTh hopMaThl, OTBEYAtOLWME NpaBunam nporpamMmsl Google

Play "MpunoxeHuns ons Bcen cembn”.

+ Peknama He pgomxHa cofepxaTb BBOASLLMNIA B 3a6MyXAEHNE KOHTEHT U SNIEMEHTbI, KOTOpPbIe
MOTYT NMPUBECTM K CyYanHbIM KIIMKaM CO CTOPOHbI HECOBEPLLIEHHOMNETHUX nonb3osaTenei. Cioga
OTHOCATCS OOBABNIEHUS, KOTOPbIE 3aCTaBNSIOT NOMbL30BaTENEeV NePEXOANTb MO CChINKaM C
MOMOLLbIO KHOMKM "3aKpbIThb", OTKPbIBAKOLWEN APYroe 00bABAEHNE, NN BHE3AMHOIO NOSIBIEHNS B
TeX YaCTsaX AKPaHa, Ha KOTOPble NONb30BaTENM OBbIYHO HAXMMAIOT ANS LOCTYNa K APYruM
GYHKLMSM NPUTOXEHWS.

+ HeponycTrMa n36biTouHas peknama, B TOM YUCSIE SIEMEHTbI, KOTOPbIE 3aHUMAIOT BECb 9KPaH, He
NO3BONSAIOT HOPMAJIbHO UCMONb30BATh MPUNOXEHNE U HE 3aKPbIBAIOTCS SBHBIM CMOCO6OM,
HanpUMep NOMHO3KPaHHbIE OGBABNEHMS, KOTOPbIE COXHO 3aKPbITb.

+ Onsg 06baBNEHNN, KOTOPbIE MELLAIOT HOPMaNbHOM paboTe NPUNOXEHUS UIIN UTPbI, HEOBXOANMO
L[,06aBUTb BO3MOXHOCTb 3aKPbITb UX Yepes 5 cekyH,.

+ 3anpelleHo pa3MelleHre HECKOTbKUX OBBSBIEHNI Ha CTpaHuLe. Hanprumep, OLHOBPEMEHHDIN
nokas 6onee ogHoro 6aHHepa nnn BUAE006BABNEHNS U peknaMHble 6aHHepPbl, KOTOpble cogepXkaT
HECKO/bKO NPEeRJIOKEHNI B OLHOM MECTE pa3MeLLeHus.

+ Peknama fonxHa SBHO OTIMYaTbCA OT KOHTEHTa npunoxeHus. OkHa Offerwall n o6baBnenHns ¢
3 dEeKTOM NPUCYTCTBUS, KOTOPblE HECOBEPLUEHHONETHMI NONb30BaTENb HE MOCUMTAET PEKNAaMON,
3anpeLyeHs!.

+ B 0OBABIEHUAX HENb3S UCMOMNB30BATh LOKOBbIA 3bGEKT UM TAaKTUKM SMOLMOHANBHOIO
MaHUMyNMPOBaHWs, YTOBbl NPOBOLMPOBATL NONb30BaTENEN HA MPOCMOTP PEKNAMbl UK NMOKYMKY B
NPUIOXEHUN.

. Peknama Ha OCHOBe UHTEPECOB UK peMapkeTUHr. O693aTenpHo ybeamTech, YTo 06bABNEeHUS,
KOTOpble BUAHbI AETAM, HE OCHOBaHbl Ha UX MHTepecax (T. . He HanpaB/ieHbl Ha OTAENbHbIX
nosib3oBaTesNiel, Ybe NoBEeAeHNe B UHTEPHETE COOTBETCTBYET ONpPeAeeHHbIM XapakTepucTmkam) n
He NoKa3blBaloTCA C UCMOMb30BaHNEM peMapkeTUHra (T. . He HanpaBeHbl Ha OTAENbHbIX
nonb3oBaTesieli B 3aBUCUMOCTU OT UCTOPUM B3aUMOLEWCTBUS C CAalNTOM UIN NMPUTTOXEHNEM).

. Pabota c gaHHbIMU. Kak noctaBwmk SDK, Bbl 0693aHbl 06BSICHUTb NOSIb30BATENSAM, KakMM 06pa3om
byneTe obpabaTbiBaTh X AaHHbIE, HANPUMEP CBEAEHNs C yCTponcTs. Oba3aTenbHO coobLmTe, Kak
1 ans yero SDK 6yneT Mcnonb3oBaTh U cOOMPATh AaHHbIE, @ Tak)Ke Nony4yaTb U NPEROCTaBAATh K HUM
pocTyn. NMpuMeHaTb nHGopPMaL Mo B LENSX, O KOTOPbLIX Bbl HE 3asBUK, 3anpeLleHo. STu npasuna
Google Play pononHstoT TpeboBaHUs OENCTBYIOWErO 3aKOHOAATENbCTBA O KOHGUAEHLMANBHOCTY 1
3alnTe paHHbIX. Ecnv Bale npunoxeHne cobmpaeT Kaky-1mbo NnyHyo 1 KOHGUAEHLMANbHYIO
nHbopmaLlmio feTen, Bbl 0683aHbl CO0bWMTL 06 3TOM B ABHOM dpopme. K KoHbuaeHUmansHom
MHOpPMaLMM JeTeN, MOMUMO NPOYEro, OTHOCATCS YYETHbIE AaHHbIE, faHHblE C MUKPOdOHA U
KaMepbl, CBeeHNs Ha ycTponcTee, ngeHtnéeukatop Android 1 gaHHble 06 NCMONb30BaHNM
06bABNEHUIN.

+ BaM HeobxofMMOo paspeLlnTb pa3paboTyrkam 3anpalinBaTb Nokas o6baBNeHUN,
OPUEHTUPOBAHHbIX Ha AeTel (B onpeaeneHHbIX NPUNOXEHNIX UK B KaXAOM KOHKPETHOM Chyyae).
Y6enunTech, UTO KOHTEHT B 06BABNEHMAX HE HapyLLaeT AeCTBYoLLee 3aKOHOAATEeNbCTBO,
HanpuMep 3akoH CLUA "O 3awmTe NMYHbIX CBEAEeHUN feTel B uHTepHeTe" (COPPA) 1
FeHepanbHbili pernameHT EC 0 3auimTe nepcoHanbHblx AaHHbix (GDPR)


https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://play.google.com/about/families/ads-monetization/
https://play.google.com/about/families/ads-monetization/
https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://gdpr.eu/

+ Kpome Toro, B pekniamMHbix SDK, KOTOpble MCMONb3YOTCA Ha pecypcax s AeTEN, HYXHO
OTKJIIOYMTb NEPCOHANM3MPOBAHHYIO peknamy, 06bIBNEHNS HAa OCHOBE MHTEPECOB U
pemMapKeTUHr.

« Ecnu png nokasa peknambl 4eTIM UCMOMb3yeTCs Ha3HayeHe CTaBOK B peanibHOM BPEMEHM,
ybenunTech, YTo y4aCTHMKAM ayKLMOHa NPUCBANBAIOTCS MHAMKATOPbI KOHOUAEHLMANbHOCTU.

« MNpunoxeHus He JomxHbl nepepaaTtb AAID, cepuiHbin HoMep SIM-kapTbl 1 c6opku, BSSID, MAC-
agpec, SSID, IMEI-kog 1 HoMep IMSI, 3anpoLweHHbIN Yy AeTelr 1 Nonb3oBaTeNen, Yen Bo3pacT
Hen3BeCcTeH.

5. MnaTtdopmbl Meguauun. MNpu nokase peknambl 4ETIM:

+ CrnegyeT NpUMEHsITb TOMNbKO peknamHble SDK, npolwepLime caMmoCcTosTeNbHY0 cepTudukaLmio ans
MCMOMNb30BaHUS B MPUIOXEHUSAX LS BCEN CEMbU, UMW NMPUHUMaTb MePbl 3alMTbl, FapaHTUpyoLLme,
yTO BCE 06BSABIEHMS Ha NnaTdopMe MepgmaLum 6yayT COOTBETCTBOBATb 3TUM TPeBOBaHUSAM.

+ HeobxoaumMo nepepaBaTb MHGOPMALMIO O BO3PACTHbIX OrPaHNYEHUSX OIS PEKNAMHOrO KOHTEHTa
M O TOM, YTO PeCYpC NpefHa3HauYeH ona neTen.

6. CamocTosiTeNbHas cepTuduKkauus U COOTBETCTBME NpaBunam. Bbl JOMKHbI NPpefoCTaBUTb
Google Bce HeobxoaMMble CBELEHNS, B YAaCTHOCTM 0B03HAUY€EHHbIE B CrieLansHon dopMe  , 4TobbI
NOATBEPAVTL COOTBETCTBME peknaMHoro SDK Bcem TpeboBaHMSM K CaMOCTOSTENBHON
ceptudurkauun. NMomMmnMMo NPoYEro, BaM Hy>XHO:

+ [106aBUTb [OKYMEHTbI Ha @HIIMINCKOM S3bIKE: YCNIOBUS UCMONb30BaHMS, MONUTUKY
KOHPUOEHLMANbHOCTN U PyKOBOACTBO MO MHTErpaunm Bawero SDK nnm nnatdopmbl MeguaLmu.

« MpenocTaBUTb TECTOBLIN BapuaHT NPUIOXEHUS C NOCNIeQHeN Bepcuen peknamHoro SDK,
COOTBETCTBYOLLEN TpebOoBaHNAM. Takoe NPUIOXEHNE [OMKHO NPEACTaBNATb COHOM NONHOCTbLIO
cobpaHHbIn ucnonHsembln APK-dann gns Android, ncnonbaytownii Bce yHKLMN ykazaHHOro SDK.
Heo6xop1Mo, YTOGbI TECTOBOE NMPUIOXEHNE:

6b110 OTNPABNEHO HaM B BUAE NOMHOCTbIO COBpaHHOro ncnonHsemoro APK-dainna gna
cMapTédoHoB ¢ OC Android;

MCnonb30Basno peknamHbln SDK nocnegHel BbiNyLLEHHOW MW FOTOBALLENCS K BbiNyCKY BEPCUM,
CoOTBEeTCTBYOWMI NpaBuiam Google Play;

3apencTBoBasno Bce GpyHKLMKN peknamHoro SDK, B TOM yMcne oTnpaBky 3anpoCcoB Ans
NONyYeHMs U NoKa3a OObsSBNEHUN;

no 3anpocy npenocrtasnano MOJHbIN OOCTyn KO BCEMY PEKTaMHOMY MHBEHTapIo, KOTOprl‘/lI
NoKa3blBa€TCA NONb30BATENIO;

He orpaHnymBano [OCTyn B 3aBUCUMOCTU OT MECTOMONTOXKEHUS;

No3BOMIANO ONPEAENsTh BO3PACT Nosb3oBaTeNien v NokasbiBaTb KPeaTuBbl U3 UHBEHTAaPS,
NOAXOAALLEro AN KOHKPETHOW BO3PaCTHOM rpynnbl (€CNM Ball MHBEHTapb NpeaHa3HayeH ans
nonb3oBaTenel BCex BO3PacToB);

nokasblBasio BCe 06BbABNEHNS U3 BalLero MHBEHTaps (Korpa HeMTpanbHbi BO3PacTHOM GUIbTP
OTKJTIOUEH).

7. Bbl 06513aHbl CBOEBPEMEHHO OTBEYaTb Ha Ntobble nocnegytoLme 3anpockl MHGopMaLmm u
CaMOCTOATENbHO CePTUDULMPOBATL  KaXAyro OTMPaBEHHYIO BEPCUIO HA COOTBETCTBUE
nocnegHuM MNpasBunam nporpammbl As paspaboTumkos npunoxeHun B Google Play, Bkntoyas
TpeboBaHNS K MPUIIOXEHUSM ONS BCEW CEMbMU.

8. FOpuauveckue TpeboBaHus. PeknamHble SDK, npolleLine caMoCTOATENbHYIO CepTUPUKaLMIO ANs
MCMONb30BaHMs B MPUNOXEHUSX A1 BCEN CEMbW, HEOBXOAMMO NMPUMEHSITb s NOKa3a 06bABAEHUN
B COOTBETCTBUM CO BCEMM 3aKOHAMU U MOMNOXEHUSIMN OTHOCUTENBHO LETEN, KAaCaloWMMUCS
nspaTenen.

+ Bawwn SDK 1 nnatdopmbl MegmaLmm He JoMKHbl HapywaTb 3akoH CLUA O 3awmnTe nnyHbIX
cBepeHuin geten B uHTepHeTe  (COPPA), leHepanbHbiii perniaMeHT EC o 3almTe nepcoHasbHbIX
OaHHbiX  (GDPR), a TakxXe apyrue OencTBytolMe 3akoHbl 1 NpaBuna.

MpuMeyaHue. MoHaTue "geTn"” MoXeT TpakToBaTbCs NO-Pa3HOMY B 3aBMCUMOCTW OT CTPaHbl U


https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679

cuTyauumun. Y106bI Y3HaTb, Kakne Bo3pacTHble OrpaHN4YeHna NPUMEHSAIOTCA K BalleMy NMPUNoXeHUo
1 Kakne 0653aTenbCTBa Bbl LOMKHbLI COBMIOAATL, MPOKOHCYNBTUPYATECH C FOPUCTOM. IMEHHO
pa3paboTurKy, 3HaKOLME CBOM NPOLAYKThI Nyylle BCEX, MOMOraloT HaM AenaTb NPUIoXeHNs B
Google Play 6e3onacHbIMU A1l BCEN CEMbM.

Bonee nogpobHyto nHpopmaLmio 0 TPeBOBaHMSX Bbl HANAETE Ha CTPaHuULe C npaBunamu MporpamMmsl
CaMOCTOSATENbHOW cepTUdMKaLm peknamHbix SDK B MPUIOXeHMSX Afs BCE CEMbMU.

KoHTponb 3a cobniogeHneM npasus

Jyywwe n3beratb HapyLWEHNI, YEM YCTPaHATb X. ECNn e npobnema yxxe BO3HMKNE, Mbl XOTUM, YTOObI
pa3pa60TqV|K|/| NOHUMaNN, Kak ICNpPaBnUTb CBOU NPUNOXEHNA N NPUBECTU UX B COOTBETCTBME C HalMMM
npasunamu. Mpw 06HapYXXeHUM HAPYLWEHUA U BO3HUKHOBEHMMW BOMPOCOB O HAaPYLIEHNM
coobLwuTe Ham 06 3TOM.

Cdepa gencraeumsg npasun

3TM NpaBuna pacnpoCcTPaHsIOTCS Ha Nobble MaTepuans (BKoYas peknamy v nonb30BaTeNbCKUA
KOHTEHT), KOTOPblE COLEPXMUT UM NOKa3bIBAET Balle NPUIOXEHME TMBO Ha KOTOPbIE OHO CChINaeTcs, a
Takxke Ha o6LLefOCTYMNHY MHGOPMALIMIO B BalleM akkayHTe pa3paboTumnka Google Play (Bkntovas
Ballle MMS 1 LENEBYIO CTPaHMLY CanTa).

3anpelyeHo ny6nmMKoBaTh NPUITOXEHNS, KOTOPbIE MO3BONAIOT YCTaHABINBATb ApYrve NpuUnoxeHus. Ecnu
BaLUM NPUNOXEHMSI 0BECMEUNBAIOT JOCTYN K APYTUM NPUNOXEHUSM, urpam unu MO 6e3 ycTaHOBKY, B
TOM yucne K GyHKUMAM, NPE[OCTABNEHHBIM TPETbUMM NMLLAMK, Bbl LOMXHbI FAPAHTUPOBAaTb, YTO BECH
KOHTEHT, K KOTOPOMY MPUOXEHUS NPefOCTaBNAOT LOCTYM, COOTBETCTBYET npasuiam Google Play.
Takuve NpunoXeHns MOryT NOABEPraTbCs LOMNOMHUTENBHON NPOBEPKEe Ha CObMoaeHe NpaBul.

B npaBunax ncnonb3yloTcs Te Xe TePMUHbI, YTo 1 B CornatlieHmy 0 pacnpoCcTpaHeHN NporpamMMHbIX
npoayKToB. Bale npunoxeHve 0693aHO COOTBETCTBOBATL TpeboBaHMAM NPaBUI 1 COralleHus, a
TakKe MMeTb PEVTUHT B COOTBETCTBUM C HaLLEN CUCTEMOW BO3PACTHbIX OrpaHUYeHU.

3anpelyeHo nybnmKoBaTh NPUIOXEHUS, NOAPbIBAIOLME [OBEPUE NoNb3oBaTenem K akocucteme Google
Play. MpuHMMas pelweHne o nybnukauum npunoxenun B Google Play, Mbl yuntbiBaem psg ¢akTopos, B
TOM UKCne BEPOSITHOCTb BPEAOHOCHOMO NOBEAEHMS UK 3n0oynoTpebnexuns. BeposTHOCTb
3110ynoTpebneHns OLEHMBAETCS Ha OCHOBE Pa3JIUHbIX CBEAEHUN, BKOUYAs UCTOPUIO HAPYLLEHN,
Xanobbl Ha NPUOXeHNe 1 pa3paboTumnka, OT3bIBbI NMOL30BATENEN, @ TAKXKE UCMONb30BaHME
nonynsipHbIX 6PEHA0B, NEPCOHAXEN U APYTUX O6EKTOB.

Kak aTo paboTaet

Google Play 3awwmTta npoBepseT NpUIOXKeHMs BO BPEMS YCTAHOBKM, @ TakKe NeproanYeckn CKaHupyeT
Ballle ycTponcTBo. Ecnu yaeT o6HapyxXeHO NOTEHLMANbHO ONacHOe NPUNOXEHWE, CEPBUC:

« OTnpaBuT BaM yBefoMJIeHME. YTOObI 3aLMTUTb CBOE YCTPOMCTBO, HAXMUTE HA YBEOOMIIEHNE U
BblbepuTe "Yoanute".
« 3abrnokupyeT NpUNoXeHue, ecnu Bbl Ero He yaanuTe.

* Ypanut npunoXxeHune. Yale Bcero onacHole NPUNOXEeHNA yaanaoTca aBTOMaTnu4eCkun, nocne 4ero
nogaBngeTca yseaomMsieHne 06 atom.

3awuTta ot BpegoHocHoro MO

Y106bI 3anuwaTtb BaC OT Bp€4OHOCHOIo CTOPOHHEro I'IO, MOLLEHHNYECKUX CalTOB U OPYyrnx yrpos,
Google MOXEeT nony4yaTtb CBeAeHnd o:

¢ CeTeBbIX NOAKJTIOYEeHUNAX Ballero yCTpOVICTBa;

* noTeHumanbHoO onacHbix URL;


https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/9900633/
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/answer/1085703?h1=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/topic/3453554?hl=ru
https://support.google.com/googleplay/android-developer/answer/11044265
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/188189

* npunoxeHusx n3 Google Play 1 CTOPOHHNX MCTOYHMKOB, YCTAHOBIEHHbIX Ha BalleM YCTPOMCTBE, a
Takxe 06 onepaLoHHON CUCTEME.

Ecnun npunoxexne nnn URL nokaxeTcd Ham Nofo3puTenbHbIM, Bbl NONy4nUTe npegynpexpneHue. Mol
ocTaBnsieM 3a cobor NpaBo BrIoKMPOBaTL M yaansTb NpunoxeHns nnn URL, KoTopble MOryT HaHeCTH
BPEL, yCTPOMCTBY, AaHHbIM UMK NOMNbL30BaTENHO.

Bbl MOXeTe OTKIIOUNTL HEKOTOPbIE GYHKLMU 3aLLMTbl B HACTPOMKaxX YCTPOMCTBa, HO Google no-
npexHeMy ByneT nonyyatb CBeLEHUs O MPUMNOXEHMSX, YCTaHOBIIEHHbIX Yepe3 Google Play.
MPUNOXeHMs U3 CTOPOHHMX MCTOYHMKOB BCE PaBHO ByOyT NPOBEPSTHCS, XOTS MHPOPMALUS O HUX HE
bynet oTnpasnsTbes B Google.

Kak pa6oTaloT onoBelLeHuUsi O HapyLIEHUSAX KOHPUAEHLMUATIBHOCTU

Ecnun mbl ynanum ns Google Play npunoxeHue, KoTopoe MOXET NOMyYnTb JOCTYM K BaLUMM
NepCcoHanbHbIM AaHHBIM, Bbl NONyYMTE YBEAOMIIEHME 06 3TOM U CMOXETE YAANUTb NPUNOXEHMWE C
YyCTpOMCTBA.

KoHTpornb 3a cobniogeHnem npasun

MpoBepss KOHTEHT M aKKayHTbl Ha NPeAMET HapyLIeHUs 3aKOHOAATENbCTBA UMW HALUMX NPaBWI, Mbl
NMPUHMMAEM peLleHME Ha OCHOBE PasfiMyHOM MHPopMaLum. lOMUMO NPOYEro, K HEM OTHOCATCS
MeTafaHHble MPUNOXeHUs (HanpuMep, ero HasBaHWe 1 onucaHue), GyHKLUN NPUITOXEHNUS Y CTOPOHHUI
KO[, B HEM, CBELEHMs 06 akKayHTe (HanpvMep, UCTOPWS HapyLLEHWs NPaBwui), Pe3ynbTaTbl HaLLKX
MPOLUSbIX MPOBEPOK U, ECNIN NPUMEHUMO, Apyras UHGOPMaLMS, NOSTyYEHHAs Yepe3 MEXaHU3MbI 4115
oTnpaBku xanob. Bbl 0653aHbl y6eauTbes, YTo No6OM CTOPOHHWI Ko (Hanpumep, SDK) B Ballem
MPUNOXEHNUMN M OTHOCSILLMECS K STOMY MPUIOXEHUIO MPOLLECChl 06PabOTKM AaHHbIX HA CTOPOHE
cospaTens kofa COOTBETCTBYIOT BCeM [1paBunam nporpammbl Ans pa3paboTymkoB NPUAOXEHU B
Google Play.

Ecnwv Balle npunoxeHue Unmn akkayHT paspaboTumka HapyLlaeT kakne-nnbo Hallm NpaBuna, Mbl
NMPUMEM COOTBETCTBYIOLLME MEPDI, ONMCaHHbIE HUXeE. Mbl NpefocTaBnM BaM MHGOPMALMIO O CBOUX
LeVCTBMSX MO 3NEKTPOHHOM MOYTE, a TakKe CoobLW MM, Kak NofAaTb anenssaumio, eCin Bbl CUMTAETE, YTO
npousoLuna ownobka.

ObpaTnTe BHUMaHWNE, YTO NP YAaNeHUM Unn oTRpaBke NpepynpexaeHns MoryT YKa3blBaTbCsl HE BCe
HapyLLEeHNs, OBHaAPYXXEHHbIE B BaLlEM aKKayHTe, NMPUIOXEHUW UK KaTaiore NPUNOXeHUN.
Pa3paboTunky 06513aHbl CaMu YCTPAHUTL OCTasnbHbIE HAPYLLUEHUS U NMPOBEPUTL CBOW KOHTEHT Ha
COOTBETCTBME HaWMWM NpaBunaM. Ecnv Bbl He yCTpaHWTE HapyLIEHUS B aKKayHTE U BCEX CBOUX
NPUNOXEHWUSIX, Mbl MOXEM MPUHSTb LOMONHUTENbHbIE NPUHYAUTENBHBIE MEPbI.

MOBTOPHbIE UMK CEPbE3HbIE HAPYLLEHWS STUX MPaBUA (HanpyUMep, MOLEHHUYECTBO UK pasMelleHne
BpefoHocHoro M0) nnu HapylweHne CornalleHus 0 PacnpoCTPaHEHNUN NPOrPaMMHbIX MPOAYKTOB
npuBeneT K yAaNeHuIo IMYHOIO akkayHTa UMM CBA3aHHbIX C HAM akkayHTOB paspaboTunka Google Play.

MpuHyanTEenbHblE MepbI

MpVHYOUTENBHBIE MEPLI MOTYT UMETb Pa3Hble MOCNEACTBUS A8 BalUMX MPUIIOXEHWI. 3a NPOBEPKY
MPUNOXEHUIN U KOHTEHTA B HUX, BbISIBIIEHWE W OLLEHKY MaTEPManoB, KOTOPbIe HAPYLIAKOT HaLW NpaBuna
N MPUYMHSIIOT Bpe[, Nonb30BaTeNsM, a Takxe akocucteme Google Play B uenom, B Google oTBevatoT Kak
noan, Tak 1 aBTOMaTU3NpPOBaHHbIE CUCTEMDI. I'Iocne,u,Hme no3BONAK0OT HaM HaxoauTb 6onblue
HapyLLEeHWU 1 BbICTPEE aHaNM3NPOBaTb NOTEHLMASbHBIE NPOBEMBI, YTO, B CBOIO OYepeib, NoOMoraeT
obecneymBaTtb 6e3onacHocTb Google Play. ABTOMaTM3MpOBaHHbIE CUCTEMbI TMBO YOANSIOT KOHTEHT,
HapyLaloLWwmn npaemna, NMMbo NepepatoT ero NOAroTOBNEHHbIM ONepaTopaM 1 aHanuTrKaMm, ecim
TpebyeTca 6onee TuaTenbHas NPoBePKa UM NOHMMaHNE KOHTEKCTa. PeaynbTaTsl MPOBEPOK BPYUHYHO
3aTeM VCMONb3YTCS A8 YyylleHWs MOAeNen MallMHHOTO 0ByJYeHus.


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html

Hwvxe npefcTaBneHbl BO3MOXHbIE AENCTBUS CO CTOPOHbI Google Play 1 nx noteHuuanbHble
NOCNencTBUs s Ballero NpunoxeHus/akkayHTa paspabotumnka Google Play.

3T1 Mepbl MPUMEHSIOTCS KO BCEM PErmoHaM, eCin He yka3aHo nHoe. Hanpumep, ecnu Balue
npunoxeHve 3abrokMpPoBaHO, TO OHO ByAEeT HeJOCTYMHO BO BCEX PernoHax. Ytobbl Mepbl nepectanm
LeiCTBOBaTb, HYXKHO NMOAaTh anennaumnio U [OXKAATbCS ee 0f0bPeHNs (ECNN He yKa3aHO UHOE).

OTKNOHEHME

« HoBoe npunoxeHune nnm obHoBneHne He bypet onybnukosaHo B Google Play.

« Ecnu HoBas BepCUS MPUNOXEHWS OTKIIOHEHa, NpeablayLias yCnewHo onybMkoBaHHas BaMu Bepcus
no-npexHeMy byget goctynHa B Google Play.

» Bbl COXpaHUTEe OOCTYyN K CTaTUCTUKE, OUEeHKaM N OaHHbIM O KOJIMYeCTBE YCTAaHOBOK OTK/IOHEHHOIO
npunoXxeHus.

 PenyTaums Balero akkayHTa paspabotumka Google Play He nocTpagaer.

MpuMeyaHue. He nbiTaTech ony6nnKoBaTh OTKIIOHEHHOE NMPUNOXEHWE 3aHOBO, MOKa He YCTpaHuTe
HapyLIeHus.

YpaneHue

« MpunoxeHue, a Takxxe BCe Npeablaylme ero sepcumn byayT yaaneHsl n3 Google Play. Monb3osatenu
6onblue He CMOryT ero ckavaTb.

« Mockonbky npunoxexue byneT yaaneHo, Nonb3oBaTeN He CMOTYT MPOCMAaTPMBATL Ero CTpaHuLy B
Google Play. HpopmaLuus ByneT BOCCTAHOBNEH], ECMNM Bbl 3arpy3nTe BepCHto, KOTopast
COOTBETCTBYET NpaBuam.

- MNonb3oBatenn MOryT NOTEPATb BOSMOXHOCTb AenaTb NOKYNKW B MPUNOXEHNN N NCNONb30BaTb
Lpyrve nnatexHble GyHKLMKM, MOKa HOBas BEPCUS, OTBEYaloLLas BCeM TpeboBaHmaM, He ByneT
opobpeHa Google Play.

+ YpaneHue He CKaxeTcsl Ha penyTaumm Balero akkayHTa pa3paboTtuvka Google Play. OgHako ecnu
yOaneHnn HECKOSbKO, akKayHT MOXET OblTb 3a6/TOKMPOBaH.

MpuMeyaHue. He nbiTaiTech onybnvMKoBaTh YAaNeHHOE NPEASIOKEHNE 3aHOBO, NMOKa He YCTpaHuTe
HapyLueHus.

Brnokuposka

« MpunoxeHune, a Takxe BCe Npepbliayline ero Bepcum bynyT yaaneHsl u3 Google Play. Monb3oBatenu
6ornblue He CMOTyT ero ckayaTb.

+ K 61okMpoBKe MOTyT MPUBECTU CEPbE3HBIE U CUCTEMATMYECKME HAPYLWEHNS NPAaBUI, @ Takke
MOBTOPHbIE OTKIIOHEHUS U yAaNneHysi NPUIoXeHUs.

« MNonb3oBaTenu He CMOryT MPOCMATPMBATb CTPaHULY 3a6IOKMPOBAHHOIO NpunoxeHus B Google Play.
« Bbl 6onblue He cMoxeTe ucnonb3oBaTb APK 1 Habop App Bundle 3a6r10KMpOBaHHOrO NPUNOXEHUS.

« Monb3oBaTenu NoTePSOT BO3MOXHOCTb AienaThb MOKYMNKX B MPUIOXEHUN U UCMOMb30BaThb Apyrue
MAaTEXHblIE PYHKLMM B HEM.

+ briokvpoBKa paccMaTpuBaeTCs Kak npepynpexneHne, KOTopoe CKa3blBAeTCs Ha PenyTaLyn BaLlero
akkayHTa pa3paboTunka Google Play. lMocne Heckomnbkux NpenynpexaeHnii IMYHbIN akkayHT, a
TaKkXXe CBA3aHHbIE C HAM akkayHTbl pa3paboTtunka Google Play MoryT 6biTb yaaneHsi.

Orpan-leHme BNONMOCTU

« BugmmocTb Bawwero npunoxexus B Google Play 6ygeT orpaHunyeHa. Mpu 3TOM OHO OCTaHeTCs
LOCTYMHO MO NPSIMON CChISIKE Ha CTpaHuLy npunoxexuns B Google Play.

+ OrpaHvyeHve BUOUMOCTM He MOBMUSIET HA penyTaLuio Ballero akkayHTa paspabotuvka Google Play.

+ Monb3oBaTeny No-NPeXHeMy CMOryT MPOCMaTPUBATb CTPAHULY Npunoxexus B Google Play.



OrpaHu4yeHue No permoHy

+ Balue npunoxeHue JOCTYMNHO TONbKO Norb3oBaTtensm Google Play 13 onpepeneHHbIX permoHos.
+ OcTarnbHble MPOCTO HE CMOTYT €ro HaNTU.

+ onb3oBaTenu, KOTopble paHee YCTaHOBWM NPUIIOXEHWE, CMOTYT MPOAOIXKaTh MCMONb30BaTb ero Ha
CBOEM YCTPOWCTBE, HO HE CKauMBaTb OBHOBNEHNS.

+ OrpaHuyeHune No pernoHy He BIMSET Ha PenyTaLumio Ballero akkayHTa paspabotumka Google Play.

HanoxeHue orpaHquHMﬁ Ha aKKayHT

+ Hanoxus orpaHuyeHuns Ha Ball akkayHT pa3paboTumka, Mbl yaanum ns Google Play Bce npunoxeHus
B BalleM KaTaniore v 3anpeTvM Bam ny6MKoBaTb HOBbIE MK CYLLECTBYHOLME NPUIOXEHUS. Y BacC
ocTaHeTcs gocTyn K Play Console.

+ Monb3oBaTenu He CMOryT NPOCMAaTPKBaTb CTPAaHWLLbI YAaneHHbIX npunoxexu B Google Play v Baww
npodunb paspaboTunka.

« MNonb3oBaTeny NOTEPSIOT BO3MOXHOCTb AeNnaTh NOKYMNKM B MPUNOXEHUN U UCTIONb30BaTb ApYrne
nnaTexHble GyHKLUM.

 Bbl no-npexHeMy cMoxeTe ncrnonb3oBaTb Play Console, uto6bl npepocTtaBnste Google Play
LOMONTHUTENbHYIO MHOOPMALMIO U U3MEHSTb JaHHble akKayHTa.

+ Bbl cMOXeTe 3aHOBO ONy6nMKOBaTb MPUIIOXEHWS MOCEe TOro, Kak yCTPaHUTE BCE HAPYLIEHUs NpaBul.

MpekpalweHne nencTensa akkayHTa

* YoanvB Ball akkayHT pa3paboTunka, Mbl Takxe yganum u3 Google Play Bce npunoxeHus B BalleM
KaTanore v 3anpeTuM BaM Ny6IMKOBaTb HOBbIE. Bce CBA3aHHbIE akkayHTbl pa3paboTunka byayT
3abs10KMpOBaHbl HaBceraa.

+ MNoBTOPHbIE BNOKMPOBKM UM BNOKUPOBKM, CBA3AHHbIE C CEPbE3HBIMU HAPYLWEHNAMMW NPaBUII, MOryT
NPVBECTM K yaaneHuto Bawero akkayHta Play Console.

+ MocKonbKy NPUIOXeHWs, ony6IMKOBaHHbIE Yepes 3TOT akkayHT, ByayT yaaneHsl, Nonb3oBaTenm He
CMOryT MpocMaTpmBaTh X CcTpaHuLbl B Google Play, a Takxe Baw npoduib pa3paboTumka.

+ onb3oBaTenun NoTePSIOT BOZMOXHOCTb AenaTb MNOKYMKX B MPUIOXEHNN U UCMOMb30BaThb Apyrue
nnaTexHble GyHKLUM.

MpumevaHune. Ecnm Bbl nonpobyeTte co3aaTth ApYron akkayHT, OH Takxe 6yaeT 3abnokmposaH (6e3
BO3BpaTa pPerncTpaLmoHHOro B3Hoca). He nbiTaiTech perncTpupoBaTh HOBble akkayHTbl Play Console,
€CIM OAMH M3 BalUMX akKayHTOB 3a6110KMPOBaH.

Heucnon b3yeMble aKKayHTbl

HeuncnonbayeMbiMy Ha3bliBAOTCS akkayHTbl Pa3paboTunKoB, B KOTOPbIX HE HabnofaeTcs HUKAKOM
aKkTUBHOCTU. OHM HE COOTBETCTBYIOT TpeboBaHmam CornalleHns o pacnpocTpaHeH NPorpaMMHbIX
NPOAYKTOB

AkkayHTbl pa3paboTunkoB Google Play npegHa3HaueHbl As akTMBHOW Ny6nnkauum 1 nognepxkm
NPUNOXeEHUIN. YTOGbI NPefoTBPaTUTL 3110yNoTPebNEHNE CEPBUCOM, Mbl 3aKPbIBAEM akkKayHTbl, KOTOpble
He MCNONb3YITCS Ha NOCTOSIHHOM OCHOBE, HaNPUMeEpP AJ1S pa3MeLLeHNs 1 OBGHOBNEHNS MPUTOXEHUN,
NpPOCMOTPa CTaTUCTUKM U yNpaBieHUs faHHbIMKU ans Google Play.

Ecnu Mbl 3aKpoeM Hencrnosb3yeMmblii akkayHT, OH CTaHeT HeaKTUMBEH. Bbl noTepsieTe JOCTYN KO BCEM
oTyeTtaMm, CTaTUCTUKE U Apyrum ceegeHmam B Play Console go Tex nop, noka Mbl He BOCCTaHOBUM
aKKayHT. PernctpaumoHHbin c6op Bo3BpalleH He ByaeT. Mbl 3apaHee COOBLMM O 3aKPbITUM aKKayHTa,
MCMOSb3ya KOHTaKTHYI MHGOPMaLLMIO, KOTOPYIO Bbl 4151 HETO yKasanu.

Ecnu B 6ygyLueM Bbl CHOBa 3ax0TWTe Ny6nukoBaTh NpunoxeHus B Google Play, To cMoxeTe co3paTtb
HOBbIV aKKayHT.


https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/11605267

CoobueHre 0 HapyLLEHVSX U ganbHenLwme Mepsbl

Mopava anennauun

Mbl BOCCTaHaBNMBaEM MPUIOXEHWS, TONbKO ECAM OHM BbIN yaaneHbl Mo OWNOKe 1 He HapyLwanm
MpaBuna nporpammbl Ans paspaboTymkoB 1 ycnosus CornaweHuns 0 pacnpoCcTpPaHeHM NPOrPaMMHbIX
nponyKToB. ECnv Bbl BHUMATENbHO O3HAKOMUIMCH C MPAaBUIaMK 1 CYMTAETE, YTO HaLLE PELLEHNE MOTTO
6bITb OLWIMBOYHBIM, 0BXanyMTe ero Ha 3ToN CTPaHULE, UMK Credys UHCTPYKLMSM, OTNPaB/IEHHbIM BaM
Mo 3NEKTPOHHON NouTe.

[lononHuTenbHble pecypchbl

Ecnu kakne-To NpuvHyauTeNbHblE MEPbI B OTHOLLEHUN BaLIEro NPUNOXEHUS UK OLLEHKU/KOMMEHTapun
nonb3oBaTesel Bbi3bIBAOT Y BAC BOMPOChI, MONPOBYMTE HAUTU OTBETHI MO CCbINIKAM HUXE UK
CBSXXMTECh C HaMu Yyeped CnpaBoyHbIn LeHTp. ObpaTuTe BHUMaHWE, YTO IOPMANYECKYHO MOMOLLb Mbl HE
okasblBaeM. Ecnv Takasi noOMoLLb BaM HyXHa, 06paTUTECH K IOPUCTY.

« MpoBepka NpUNoXeHUN

+ Kak coobLm1Tb O HapyLweHUn npaBun

+ Kak obpatutbcs B Google Play no noBogy yganeHus NpunoXxeH1s ninm 610KMpOoBKIN akkayHTa
 MNpepynpexpaeHns

+ Kak coobwuTb 0 HENPUEMSIEMOM MPUIIOXEHNUU UM KOMMEHTapUn

« Moe npunoxeHue 6bino yaaneHo n3 Google Play

« BrnokupoBka akkayHTa paspabotumka Google Play

TpeboBaHus k npunoxxeHuto B Play Console

[Ons 6esonacHocT akocucTembl Google Play Bce pa3paboTumki LOMXKHbI BbINONHATL TpeboBaHus Play
Console. 3710 Xe kacaeTcsa Npodunen, CBI3aHHbIX C BallMM akkayHTOM pa3paboTuymka. [poBepeHHas
nHoopmaums bynet BuaHa B Google Play. 9To MOMOXET YKpenuTb foBepue Nonb3oBaTenen K
paspaboTymkam. MogpobHee o TOM, Kakne faHHble nokasbiBatoTca B Google Play...

Bbl MOXeETe cO3[,aTb JIMYHbIA UM KOPNOPATUBHBIM akKayHT padpaboTunka Google Play. Ins ycnewHon
pervcTpauum BoibeprTe BEPHbIN TUM akkayHTa pa3paboTyrka U NponanTe Heobxogumble NPOBEPKMU.

Bbl AOMXHBI CO3L,aTb KOPNOPATMBHBIN aKKayHT, eCnv NpefocTaBnseTe:

+ ®uHaHCOoBbIE NPOAYKTbI U YCNYTY, HAaNpUMep CBa3aHHble C 6aHKOBCKMMU OnepaLmsMi, KpeauTamy,
6VPXXEBON TOProBMen, MHBECTULMOHHBIMM GOHAAMM, MPOrPAMMHbBIMU KPUMTOKOLLENTbKaMU U
KpUNTOBaNMOTHBIMK Brpxkamu. MogpobHee o NpaBunax B OTHOWEHUN GUHAHCOBbIX YCIIYT...

+ MpunoxeHunsa ans 30OPOBbs, HaNPUMEP MeLULMHCKMUE NMPUIOXEHNUS U NMPUNOXKEHWS 4N
nccnefoBaHUii ¢ ydacTueM nogen. NopgpobHee o KaTeropusix NPUNOXEHU N1 30L0POBbS...

« MpunoxeHus, KOTopble MOFyT UCMONb30BaTb Knacc VpnService . MNoppobHee o npaBuiax B
OTHOLUEHUW NPUNOXEHNI, ncnonbayrowmnx VPN-cepBuUchl...

« [MpUNoXeHWs rocyAapCTBEHHbIX OPraHoB, HanpuMep pa3paboTaHHbIe rOCYapPCTBEHHbIM
YUPEXAEHVMEM UM MO Er0 NOPYUEHWNIO.

BbibpaB TUN akkayHTa, CAenanTe crepytollee:

« MpenocTaBbTe TOYHbIE CBEAEHNS 06 akkayHTe pa3paboTumnka, B TOM YMCHE yKa3aHHbIE HXE AaHHbIe.
+ [MonHoe umsa nnn HasBaHWe 1 agpec.
+ Homep DUNS , ecnu akkayHT CO3faH A9 OpraHn3aumm.
+ KOHTaKTHbIN afpec aNeKTPOHHOM NOYTbl U HOMep TenedoHa.

+ ALpec anekTPOHHOM NoYThl 1 HOMep TenedoHa paspaboTumka, LOCTynHble B Google Play (ecnu
NPYMEHMMO).
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+ Cnocobbl onnatsl (ECIM MPUMEHNMO).
+ CBefieHuns o nnatexHoM npodune Google, cBI3aHHOM C BalUMM akkayHTOM pa3paboTunka.

+ Ecnu akkayHT CO3f,aH AN opraHm3auum, ybegutecs, 4To MHGOpMaLusa B HEM akTyasbHa U1
COOTBETCTBYET A@HHbIM O KOMMNaHuK B pernctpe Dun & Bradstreet.

Mpexpae Yem OTNPaBAATh NPUIOXKEHNE Ha NPOBEPKY, CAENanTe CreayLlee:

« MpenocTaBbTe TOYHBIE U MOMHbIE CBEAEHMS O NPUNOXEHUN U €r0 METaLaHHbIE.

+ 3arpyauTe noMTuKy KoHGUAEHLMaNbHOCTN NPUNOXEHNS U Jo6aBbTe 0693aTeNbHY0 NHGOPMaLMIO B
pasgen 6e30nacHOCTM JaHHbIX.

* YKaxuTe aKTUBHbIA TECTOBbIN aKKayHT, MHGOPMaLMNIO ANs BXOAA B HEMO U Apyrue CBeaeHus,
HeobxoauMble AN MPOBEPKMN NPUMOXEHUS, HANPUMEP YYeTHbIE AaHHble, QR-KOL U T. A.

Y6enutech, 4To NpuoxeHne paboTaeT CTabubHO U KOPPEKTHO, a TakXe NPeaCcTaBNseT LeHHOCTb Als
nonb3oBaTenien. Bce ero anemMeHThbl, BKOYas peknamMHble CETU, CEPBUCHI aHANUTUKKN U CTOPOHHME SDK,
OOSKHbI COOTBETCTBOBATb [paBumniam nporpaMmbl Ana pa3paboTunkos npunoxeHni B Google Play.
Ecnu B LeneByto ayauTopumIio NPUIOXEHUs BXOASAT AETH, ybeanTech, YTO OHO COOTBETCTBYET MNpaBunam
nporpammbl "TpUnoxeHUs ans BCE ceMbu'.

He 3abbiBaiTe, UTO Bbl 06513aHbI 03HAKOMUTbLCS ¢ CornalleHMeM 0 pacnpoCTPaHEHUY NPOrPAaMMHbIX
NpoayKTOB U paBunaMu NporpaMmel As pa3paboTymkoB, a Takxe yOeauTbes, YTo NPUOXEHNE
OTBEYaET BCEM TPEOOBAHMSAM.

Developer Distribution Agreement

TpebyeTcs nomoLLb?
MonpobyiiTe crnegytolee:

CBsA3aTbCs C HaMU
PacckaxwTe 0 cBOel npobneme HalmM COTPyOHUKaM
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