
Imprivata 7.3 admin UI

setting 
supported on 
Chrome OS 
client from comment

Computers > Virtual Desktops Citrix Citrix XenDesktop Server v1
Use SAML authentication v1
Allow authentication from XenDesktop-enabled devices n.a.

Citrix XenApp Server v2
Authenticate using v2
Provide the exact name of each Citrix XenApp application for this server.v2
Allow authentication from XenApp-enabled devices n.a.

Microsoft Microsoft Remote Desktop Services - session-based and virtual desktops n.a.
Microsoft Remote Desktop Services - RemoteApp n.a.
Microsoft Remote Desktop Services - Remote PC n.a.

VMware VMware Horizon - Desktops Server v3
Use SAML authentication v3
Allow authentication from VMware Horizon clients n.a.

VMware Horizon - Apps Server v3
Authenticate using v3
Provide the exact name of each Citrix XenApp application for this server.v3
Allow authentication from VMware App-enabled devices n.a.

Computers > Computer policies General Allow users to shut down and restart workstation from lock screen n.a. controlled via Chrome OS admin console
Display name format v3
Agent upgrades n.a. controlled via Chrome OS admin console
ProveID Embedded agent version n.a.
Desktop experience Override log in and locking of the Windows workstation n.a.
Authentication If OneSign authentication fails, but Windows authentication succeeds, should the user be allowed to log in to the computer?n.a.

Allow Users to Exit and Disable Agent n.a.
Accept Kerberos authentication in place of OneSign authentication n.a.

ProveID for interactive authentication Use Confirm ID for Clinical Workflows instead of ProveID for interactive authentication.n.a.
Imprivata ID for Hands-Free Authentication n.a.
Card Readers Beep card reader when user taps card v1

Configuration slots v1
Enable legacy mode for HID card readers n.a.
Program HID 5x27 card reader configurations n.a.

Smart card readers Treat smart card authentications as proximity card authentications n.a. always enabled since v2 (no smart-card support)
Agent logging Enable Agent Logging? n.a. controled via extension policy debugModeEnabled

Shared Workstation Notifications Display a temporary greeting notification to the current signed-in user at log-in Durationn.a. always enabled on Chrome OS (for 8 seconds)
Kiosk Workstations Allow Fast User Switching with Citrix or Terminal Servers v3

Automatically shut down Citrix clients when switching users on this workstation?n.a. always enabled on Chrome OS
Automatically reconnect on session end n.a. controlled via V-Launcher extension settings

Windows Authentication Authenticate using Windows/Imprivata n.a. Imprivata credentials always used
Multiple Windows Desktops Workstations Enable Multiple Windows Desktops (workstation reboot required) n.a.
Print Connector Enable Imprivata OneSign Print Connector n.a.

Walk-Away Security Inactivity detection Lock workstation after v1
Show inactivity warning v3

Imprivata ID Lock workstation after n.a.
Show inactivity warning n.a.

Secure Walk Away n.a.
Lock and warning behavior Lock behavior n.a.

Warning behavior v3 if not deactivated, Chrome OS will show notification
Advanced settings Ignore mouse movement on transparent lock screens n.a.

Display a notification of the current signed-in user after seconds of inactivityv3
Show Secure Walk Away tutorial the first time each user logs in n.a.
Secure Walk Away - Imprivata ID sensitivity n.a.
Proximity card lock behavior v1
Application visible on transparent lock screens n.a.
Close the OneSign authentication dialog on transparent lock screens aftern.a.
Application activity tracking n.a.

Virtual Desktops Users not enabled in OneSign When an Imprivata user logs in to a thin client endpoint computer, Imprivata automatically connects to the virtual desktop environment assigned in user policy.n.a.
Persistent applications Keep applications running between sessions for faster application access.n.a. for Chrome OS Imprivata v3 done via V-Launcher
Citrix XenDesktop Automate access to Citrix XenDesktop v1

Desktop-picker action v3
When a XenDesktop endpoint is locked: v2
Available Citrix servers v1

Citrix XenApp Automate access to Citrix XenApp v2
When a XenApp endpoint is locked: v2
Enable Published Applications n.a. always enabled on Chrome OS
Available Citrix servers v2

Microsoft Remote Desktop Services - session-based and virtual desktops n.a.
Microsoft Remote Desktop Services - RemoteApp n.a.
Microsoft Remote Desktop Services - Remote PC n.a.
VMware Horizon - Desktop Automate access to VMware Horizon v3

Desktop-picker action v3
When a VMware Horizon endpoint is locked: v3
Available VMware Horizon Connection Managers v3

VMware Horizon - Apps Automate access to VMware Horizon v3
When a VMware Horizon endpoint is locked: v3
Enable Published Applications n.a. always enabled on Chrome OS
Available VMware Horizon servers v3

Citrix or Terminal ServerAuthenticating generic user or anonymous Citrix XenApp or Terminal Server sessionsOneSign Ticket Authentication v3
Computer key n.a.

Fast User Switching n.a. does not affect Chrome OS endpoint, only applies for remote endpoints
Fingerprint n.a.
Extensions n.a.
Override and restrict Single Sign-on partially supported see user policy (below)

Challenges Hot key to lock workstation or log off n.a.
Inactivity lock or hot key behavior v3
Challenge users when transitioning from offline to online n.a.
Time interval between challenges n.a.

Desktop Access Authentication Restrictions see user policies
Customization Login customizations Show customizable banner v4

Banner background color v1
Custom messages v1
Custom cancel button v1
Use grayscale start hex n.a.
Show a logo on the lock screen v4
Logo v1
background v1
Enter badge prompt v1
Enter credentials prompt v1
Badge prompt image v1
Username text v3
Password text v3
Password self-service prompt v1
Login UI experience n.a.

Walk-away security n.a.
Users > User policies Authentication Licensed options Fingerprint Identification n.a.

Hands Free Authentication n.a.
Imprivata ID for Windows Access n.a.

Walk-away security Allow Secure Walk Away n.a.



Desktop Access authentication Allow offline authentication n.a.
Show greeting notification balloon when users log in v3

Primary factors Password v1
Fingerprint n.a.
Proximity Card v1
Smart Card or USB token using Active Directory certificate n.a.
Smart Card or USB token using external certificate n.a.
ID token n.a.
Answer security questions v1 required to reset password, can't be used to log in

Remote access authentication (requires RADIUS server) n.a.
OneSign Anywhere authentication n.a.
Lockout v1
Authentication method options Security questions v1

Password v1
Imprivata ID n.a.
Imprivata PIN v1
Proximity card v1
Fingerprint n.a.
VASCO OTP token n.a.
Smart card using external certificate n.a.
Spine Combined Workflow v3

Challenges Period of Inactivity before Challenge n.a. alternative: automatic lock policy
Time interval between Challenges n.a. alternative: automatic lock policy
Hot Key to Lock Workstation or Log off User n.a.
At Inactivity Challenge or Pressing Hot Key v3
Always challenge users when transitioning from offline to online? n.a.

Self-service password/Imprivata PIN resetReset options Allow users to reset their primary authentication password n.a. alwas on
Require users to re-authenticate after resetting their password n.a. always on
Allow users to reset their Imprivata PIN n.a.

Enroll options Prompt to enroll security questions v1
Security questions to enroll v1

Authentication with security questions Security questions to authenticate v1
Single Sign-on n.a.
Virtual Desktops Automate access to full VDI desktops Citrix v1

Microsoft n.a.
VMware v3
Then, on that desktop, launch the following applications: n.a.

Automate access to applications or published desktops Session roaming v2
Citrix v1
Microsoft n.a.
VMware v3
Then, on all desktops launched, launch the following applications: n.a.

Automate access to Remote PC n.a.
Settings Settings System Settings System lockdown n.a.

Post heart beat info and system status to syslog n.a.
Post heart beat info and system status to n.a.
System logging level in this site n.a.
Number of system log rotated files n.a.
Use Kerberos when authenticating with password? n.a.
Refresh interval when agents check server for updates in this site v1
Imprivata Admin Console session timeout n.a.
Timezone for scheduled reports n.a.

Audit Records n.a.
Audit settings n.a.
Record maintenance n.a.
Email configuration n.a.
Self-Service Customization Use Imprivata self-service v1

Customize logo and product name label n.a.
Use third-party self-service password reset n.a.

Domain password Self-Service Password Reset failure error message v1
Certificates n.a.
Fingerprint readers n.a.
Imprivata ID n.a.
Enterprise Mobility Management (EMM) restrictions for IID enrollment n.a.
Temporary codes n.a.
Password-only desktop access n.a.
Upload DigiCert Metadata n.a.
Imprivata agent discovery n.a.
Spine Combined Workflow n.a.
Administrator login message n.a.


