[paBuna nporpamMmmbl ons paspaboTumkos (oencTeyeT C 1
okTabps 2020 r.)

Co3pgapgmm caMbl HAOEXHbIN MarasmH NPUIIoXKEHUN
BMecTe

Bawu ngen n oTBETCTBEHHOCTb — 3a10r HaLLero o6u.|,ero ycnexa. [MpaBuna nporpamMmmbl Ans pa3pa6OTLIMKOB n
CornaweHue o pacnpocTpaHeHnn NporpaMMHbIX NPOAYKTOB MNOMOrakoT HaMm co3faBaTb CaMble MHHOBaALMOHHbIE U
HajeXHble NpunoXxexHuna gna 6os5ee 4yeM MuUunnuapga nonb3oBartenen Google Play. PeKOMeH,D,yeM O3HaAaKOMUTbCA C
npaBuiaMun HMUXxe.

3anpeLl,eHHbIN KOHTEHT

Google Play ncronb3aytoT ntoam co Bcero Mupa. MNpexae Yem ony6mkoBaTh NpUoXKeHue, y6egutech, YTo OHO
COOTBETCTBYET TPE6OBAHMAM HaLLEro Cepemca 1 3aKOHaM CTpaHbl, 419 KOTOPO OHO NpeAHasHauyeHo.

HapyweHne npas pebeHka

KaTeFOpW—IeCKM 3anpewlaerca rIy6JWIKOBaTb NPUNOXeHUA, B KOTOPbIX HECOBEPLUEHHONNETHUNE M306pa)KeHbI B
CeKCyaJIbHOM KOHTEKCTe,-B TOM Yucne NpunoXxXxeHud, nponaraHgupyrouime I'Ie,El,OdJI/IJ'IVII-O nnn HegonycTuMble [encTBuA B
OTHOLWIEHUN HECOBEPLUEHHOJTIETHUX (Hanpwmep, NacKu unun OLIJ,yI'IbIBaHVIe).

Takoke 3anpeLLeHbl MPUIoKEHUs, NpeaHasHauYeHHble AN eTel, HO cofepyKallue maTepuanbl As B3pOC/blX, B TOM
yncne Te NPUOXeHUs], KOTOPble COAEPKAT CLEHbI HACUITUS, N306paXKEHNA KPOBU U YBEUMI, @ TaKXKe AEMOHCTPUPYHOT
MV NMOOLLPAIOT OMacHble UK BpefHble AeACTBUS. 3anpeLLeHbl NpuioxeHus, GopMupytoLLMe HeraTMBHOE BOCNpusATUe
cebs 1 CO6CTBEHHOIO Tesa, Hanpumep Te, KOTopble U306paXkatoT B pa3BrieKaTesbHbIX LENAX NacTUYECKYHO XUPYPIuto,
noTepto Beca U Apyrue KOCMETUYECKUE KOPPEKTUPOBKYM BHELLHEro Buaa.

Ecnu Mbl 06HapyX1M Takue NpunoXxeHus, To HemeLneHHo y6epem ux ns Google Play, coo6LuM 0 HUX B
NpaBOOXPaHUTENbHbIE OPraHbl U yAanuM akKayHTbl BCEX NMOSib30BaTeNeld, y4acTBOBaBLUMX B PaCNpOCTPAHEHNUN 3TOrO
KOHTeHTa.

Henpremnembi KOHTEHT

MbI cTpemumcs K Tomy, 4To6bl B Google Play 6b1110 6e30omacHo 1 koM$opTHO BCeM nosib3oBatensiM. Huxe
nepeyncneHbl BUAbl KOHTEHTa, KOTOPbI CYMTAETCH HENoA06atOLLMM 1 MOXET NMPUYNHUTD NIOASM Bpeg.

KoHTEeHT cekcyarnbHOro xapaktepa u HENPUCTONHas Nekcuka

3anpelleHo My6anKoBaTb MPUTOXEHMS, COEPXKaLLMe UM NMPOLBUratoLLe MaTeprasbl CEeKCyalbHOro XxapakTepa,
Hanpumep nopHorpaduto 1 NGO KOHTEHT UK YCYrY, MPpefHa3HauYeHHble Af1A CeKCyaNbHOro yA0BNETBOPEHUS.
TakoKe 3anpelleHa HenpuCToiiHas SiekecuKa. Mbl MOXeM cfienaTb UCKNIOYEHNE A8 06pa3oBaTenbHbIX,
XYLAOXECTBEHHbIX, AOKYMEHTANIbHbIX M HayYHbIX MaTepuasioB, COAEPXKALLUX U306paxeHne 06HaXKEeHHOM HaTypbl, ecu
ee 1cnosib3oBaHune ornpasAaHHo.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHU:

° V|306pa)KeHMF|, Ha KOTOPbIX MPUCYTCTBYHOT: 0B6HaXeHHble Noan B ceKcyasibHOM KOHTeKCTe U/Unun ofeTble
Herogo6atolLe /15 MOsIBIEHUS Ha ny6nV|Ke; HernpuCTOMHbIE MO3bl, NPUYEM JIFOAMN UX NPUHUMAIOLLME, MOYTU NN
NONTHOCTbIO pas3aeThl, M60o nx |/|306pa>KeH|/|e pa3MbITO.

* /I306paxeHusi, aHUMaLMU U UNNOCTPALIUK, COAEPIKaLLMe CeKCyallbHble CLIEHbI U Bbi3blBatOLLME MO3bl UK
npeAcTaBnstoOLLME OTAENbHbIE YAacTH TeNla B CeKCYaslbHOM KOHTEKCTe.

* KOHTEHT, KOTOpbI COAEPXKUT N306PAXKEHNE CEKC-UTPYLLEK U DETULLIEN, ABNSIETCS PYKOBOACTBOM MO CEKCY UK
CBA3aH C He3aKOHHbIMM CeKCyaNlbHbIMW NPaKTUKaMM.

* [punoxeHus, cogepxaline HeNpPUCTOMHYH JIEKCKKY, B TOM YMCIe OCKOPOUTENIbHbIE BbIPAXXeHUs!, OTKPOBEHHbIE
TEKCTbl, K/TK0YeBble CNTOBA, CBA3aHHble C CEKCOM WM TeMaMMu, MpefHa3HaYeHHbIMU TONbKO AJ151 B3POCTIbIX.
Mofo6HbIN KOHTEHT TakyKe 3anpeLLeH Ha cTpaHuuax npunoxenuii B Google Play.

* KOHTEHT, onucbIBaOLLMIA, U306paXxkatoLwuii UM MOOLLPSOLLMIA 300DUTUIO.


https://play.google.com/about/developer-distribution-agreement.html

+ [punoXeHus, NpoABUratoLLMe cekcyasbHble pas3BieYeHns, ICKOPT Un apyrue hbopMbl ceKcyanbHbIX yCnyr,
npefoCTaB/AeMbIX 3a BO3HArpaxaeHue.

° an/IJ'IO)KeHI/IFl, B KOTOPbIX nopemn YHUXaKT UK paccMaTpuBaroT Kak CeKCyaJ’IbeIIZ 06BEKT.

,D,MCKpI/IMI/IHa LUNOHHbIE BblCKa3blBaHUA

3anpeLleHo I'Iy6J'IVIKOBaTb NpunoXeHua, nponaraHanpyrowme Hacunme nnu pas3xurarowme HeHaBuCTb K Kakum-nnéo
nvuam U coumanbHbIM rpynnam Ha noyee pacosoﬁ, 3THUYECKOW UM HauMOHasIbHON NpUHaANEeXXHoCTH,
BepoucrnoBefaHus, Nona, BO3pacTa, MHBaNMAHOCTH, cTaTyca BeTepaHa, CeKCcyasibHOW OpueHTauum, reHaepHom
NWOEHTUYHOCTU N APYruX NPU3HaKoOB, KOTOPble MOryT 6bITb NPUYMHOWN CMCTEMATUYECKON AUCKPUMUHALIMN UK
MapruHanusauuu.

[MpunoxeHus, cogepxatymne 06pasoBaTeanble, XyAOXXeCTBEHHble, JOKYMeHTallbHble U Hay4YHble MaTepualsibl Ha TeMy
Hauunsma, MoryT 6bITb 3a6J'IOKVIpOBaHbI B HEKOTOPbIX CTPaHax B COOTBETCTBUM C AENCTBYIOLWMNM 3aKOHOAATENbCTBOM.

BoT npumepbl Hanbosiee pacnpoCcTpaHeHHbIX HapyLLEeHUA:

+  KOHTEHT UM yTBepXXAeHUs, NpU3BaHHble Y6enTb B TOM, YTO ONpeaeneHHas rpynna ntofein skobbl HEMOMHOLEHHa,
HeHopMasibHa WY 3aCNyXXMBaeT HEHABUCTU.

* TpunoxeHus, cogepaline AMCKPUMMUHALMOHHBIE 3asiBNIEHNS], CTEPEOTUMbI UM TEOPUU O TOM, YTO ONPEAENeHHO
rpynne ntogen skobbl MPUCYLLM HEraTUBHbIE XapaKTEPUCTUKK (HanpuMep, XXagHOCTb UK 6e3HPaBCTBEHHOCTD).
MpunoxeHus, B KOTOPbIX IBHO WU/IM HESIBHO YTBEPXKAAETCS, YTO HeKas rpynna ftofei npefctaBnsieT cob6oit yrposy.

+ Martepuarsbl UM BbiCKasblBaHUs, CO3fjaHHble AJ1A TOro, YTobbl y6eanTb APYruX B TOM, UYTO JIHOAEN MOXKHO
HeHaBWAETb UK NoABepraTb AUCKPUMUHALMMU HA OCHOBaHWUW MPUHALNEXHOCTU K ONpeAeneHHo rpynne.

+ Martepwuarnbl, KOTOpble NPOABMUIatoT NoBeAeHue, aTpUByTHKY, hiarv, CUMBObI UM 3HAKU OT/INYMS, CBSI3aHHbIE C
rpynnamu, nponaraHanpyowmMm HeHaBUCTb.

Hacunwue

Sanpeu.l,eHo I'|Y6J'IVIKOBaTb NPUNOXXeHUa, KoTopble M306pa)KaIOT onacHble AeNCTBUA UK HeonpaBAaHHOEe Hacunue, a
TakXxe CI'IOCOGCTBy}OT nMm. anIJ'IO)KeHVIFl, V|306pa)Karou.W|e BbIMbILLUIEHHOE Hacuine B KOHTEKCTE UIrpbl, Kak nNpaBuno,
paspeLleHbl. Hanpwmep, B urpax 06 oxoTe unu pb|6am<e, a TakK>Xe NMNOoCTPOEHHbIX Ha CloXXeTax My}'led)VIﬂbMOB.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHW:

* PeanucTuyHble n306paXKeHNst Un NoapO6HbIE ONUCAHUS HACUITBCTBEHHDBIX AECTBUI MO OTHOLLEHUIO K YENOBEKY
WK XKUBOTHOMY.

« TpunoxeHus, nponaraHAnpytoLLe caMoyBUinCTBO, MPUYMHEHWE cebe Bpea, U3feBaTeIbCTBa, AOMOraTebCcTaa,
HapyLUEeHVe NULLEBOro NOBeAEHUS, UTPbl C achUKCHei U Apyrue LeNCTBUS, KOTOPble MOTYT NMPUBECTU K CEPbE3HbIM
TpaBMaM WU CMepTu.

MaTtepuarnbl TEpPOPUCTUUECKOrO XapakTepa

Mbl He NMO3BOJIEM TEPPOPUCTUYECKUM OpraH13auuamM ny6nnkosaTtb npunoxeHus B Google Play HU fns kakux Lenei, B
TOM uucne ans BepboBKU.

TakKe Henb3sA pasmMellaTtb KOHTEHT, CBSI3aHHbIN C TEePPOPU3MOM, Hanpumep nponaraHp,Mpylou.ml?l TEePPOPUCTUYHECKYHO
AEATENNIbHOCTDb, I'IpM3bIBaI0IJJ,Ml71 K Hacunumo n I'IpOCJ'IaBJ'IﬂPOLIJ,Mﬁ TepakTbl. Ecnu TaKoW KOHTEHT COAEepPXNTCA B Ballnx
O6paSOBaTeﬂbelX, AOKYMEHTaJIbHbIX, Hay4YHbIX UNTN XyO40XXECTBEHHbIX MaTepuasax, conposognte ero HEO6XOAVIMI:IMVI
NMOSICHEHUSIMW, YTO6bI NOSIb30BATENN MOHUMANN ero Lenb.

Tparnyeckue cobbiTus

3anpelyaetcs Ny6aMKoBaTb MPUIIOXKEHWS, CMIEKYINPYIOLLME Ha TParnyeckunx cobbITUAX (MPUPOLHbIX KaTakM3max,
cnyJyasix NposiBIIEHNsI )KECTOKOCTU, KOHGMIMKTaX, CMEepTH U T. Ai.) UM BbipakatoLLine KpaiiHee NpeHe6bpexeHrne UMK.
Mpunoxexus, coaepxallime Matepuanbl O TPArMyeckom cobbITUU, MOTYT 6biTb paspeLleHbl. ATO KacaeTcs Cyyaes,
Korfia Matepuasbl UMeIOT 06pa3oBaTesbHYH, AOKYMEHTaNIbHYHO, HayUYHYHO UK XyA0XECTBEHHYHO LIEHHOCTb, M6G0
CO3AaHbl, YTOBbI MPeAynpeauTb UK NPoMHbOPMUPOBaTh NoJib30BaTeNel 0 TParMyeckom coBbITUM.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLUEHUIA:

* HeyuyTMBOCTb MO OTHOLLUEHUIO K CMEPTU peasibHOro YesioBeKa W rpynnbl IKOAEN, HACTYNUBLLEN B peaysbTaTte
€CTeCTBEHHbIX MPUYMH, CaMOy6bUINCTBa, Nepeao3npoBKY U T. 4.
+ OTpuvLaHWe N3BECTHOIO TParnyeckoro cobbITHs.

* N3Bne4yeHue Bbirogbl n3 Tparn4yeckoro co6bITHA 6e3 OKa3aHWA ABHOW NOMOLLM NOoCTpadaBLUNM.

MN3peBaTenbcTBa 1 gomMoraTesibCTBa



3anpeu.LeHo I'Iy6ﬂI/IKOBaTb NPUNOXXeHUA, cogepikallime yrposbl, usgesatesibCTBa U AOMOraTesibCTBa, a TakXXe
CI'IOCO6CTByPOIJ.|,VIe COBepPLUEHUIO TakKnx LENCTBUN.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUI:

 M3peBaTenbcTBa Haj XepTBaMu MeXAYHaPOAHbIX U PEIUrMO3HbIX KOH(IMKTOB.
« Matepuanbl, HarnpaBfieHHble Ha AKCMUyaTaLmio ApYruX JIFoLeN, HarpuMep Ha BbIMOraTeNbCTBO UM LaHTaX.
* Pa3MmellieHre MaTepuasnoB ¢ Lesbto MNy6InYHO KOro-To yHU3UTb.

+ Hanapaku Ha inu, NocTpajaBLIMX B pe3ysibTaTe TParnyeckoro CobbITUs, UK Ha UX POACTBEHHUKOB U AApY3ei.

OnacHble ToBapbl

3anpeu.|,aeTc9| I'Iy6J'II/IKOBaTb NPUNOXXeHUA, C NOMOLLbKO KOTOPbIX MOXHO I'IpVI06peCTVI B3pbliBYaTble BeLleCTBa,
OrHecTpesibHOE OpYy>XKne, NaTPOHbI, a TaKXXe HEKOTOpPbIle AeTasIn ANA OrHEeCTPESIbHOro Opy>Xus.

* 3anpelyeHbl AeTanu U NpUcnocobieHns, KOTopble NO3BOMSOT UMUTUPOBaTb aBTOMaTUYECKWIA OFOHb UK
npefHa3HayeHbl 4519 Nepefesikv OpyXusi B aBTOMaTUYECKOe, B TOM YMCTie NMOABUXHbIE NIOXW, aBTOMaTUYecKue
CMyCKOBble YCTPOMCTBA, Habopbl 4151 Nepec6bopyAoBaHUs OPYXUS, @ TaKXKe MarasuHbl U NIEHTbI, coAepyKaluue 6onee
30 naTpoHoOB.

3anpeu.|,eHo rIy6I'IVIKOBaTb npunoXeHus, cogepxxauime MHCTPYKLUMK NO NPOM3BOACTBY B3pblBYATbIX BELWECTB,
OrHeCTpPeJsIbHOro N Apyroro opy>xwus, NnaTpoHOB, a TakXe 3anpeLlleHHbIX petanen gns OrHeCTPEJSIbHOro OPYXu4. 3T10
OTHOCUTCA B TOM YUCJIE€ K UHCTPYKUMAM NO UMUTaLUKU aBTOMATUYECKOIro OrHa Unu nepegenke orHecTpesibHoOro opy>xumsa
B aBTOMaTn4eckoe.

MapwuxyaHa

3anpeu.|,eHo I'Iy6.l'II/IKOBaTb NPUNOXeHUA, C NOMOLLbH KOTOPbIX MOXHO I'IpVIO6peCTV| MapuxyaHy nam npoaykKTbl C Hel
(He3aBVICVIMO OT TOro, HaCKOJ1IbKO TakKune nokKynku 3aKOHHbI).

BoT npumepbl Hanbosiee pacnpoCTpaHeHHbIX HapyLLEeHWA:

* [punoxeHusi, B KOTOPbIX Nosib3oBaTenn MOryT 3aKasaTb MapuxyaHy C NOMOLLbIO BCTpOGHHOVI KOP3WUHbI.
. CepBI/ICbI, KOTOpble NOMOratoT nosnb3oBaTeNnaM OpraHnM3oBaTb 4OCTaBKY MapuxyaHbl.

+ CepBuCbl, KOTOpbIE 061ErYatoT NPUOBPeTEHNE NPOAYKTOB, COAEPXKALLMX TeTparngpokaHHabuHon, B Tom uncne Kb/-
macer.

TabauHble N3aenusa 1 ankorornb

3anpeLyaeTcs ny6aMKoBaTb NPUIOXEHNS, C MOMOLLbIO KOTOPbIX MOXHO NpuobpecTu Tabak (B TOM YnCIe 9NEeKTPOHHbIE
curapeTbl 1 Beiinbl), @ TakXe MPUIOKEHMS, NMOOLLPAIOLLME HE3AaKOHHOE UM HE0MYyCTUMOE NOTpebieHne ankorons u
Tabaka.

BoT npumepbl Hanbosiee pacnpoCTpaHEHHbIX HapyLLEHUA:

+ M306paxeHune Toro, Kak HECOBEPLLEHHOIETHUE YOTPEGNAIOT UM NPUOBPETaOT ankorosib U TabayHble U3fenus, a
Take NooLLpeHNne 3Toro.

+ Matepuanbl, noapasymeBatoLLme, YTo YNoTpebrieHne Tabaka MOXET MOBbICUTb UHTEINIEKT UK YYYLLKUTb MOOXEHNE
B 06LL,ECTBE, CEKCYalIbHYH XXU3Hb UK hUsndeckyto hopmy.

+ CospaHune NonoXmTesbHOro o6pa3a 4ype3mMepHoro yl'lOTpeﬁJ'IeHVIFl asikorons, B TOM Yucre 3anoeB 1 COPEBHOBaHUMN
No pacnuTuto CMpPTHOro.

®uHaHcoBbIE YCnyrn

3anpelLeHo My6IMKoBaTb MPUIOXKEHMS, MPefOCTaBNAOLWME NMOSTb30BATENAM AOCTYN K BBOAALMM B 3a61yXAeHUE UK
BPEAOHOCHbIM (DUHAHCOBbLIM MPOAYKTaM U1 yCryram.

®PuHaHCOBbIMY CcUMTalOTCA BCE NPOAYKTbI U yCNyru, cBA3aHHble C ynpaBiieHUeM d)MHaHCﬁMM, NHBECTULMNAMU N
KpuntoBanTaMu, B TOM YUCIe NnepcoHabHble KOHCYNbTaunn.

Ecnu Balle npuioxeHue npeanaraeT Uv peknaMmupyeT hUHaHCOBbIE NPOAYKTbI U YCYTU, OHO JOMIKHO
COOTBETCTBOBATb TPEGOBAHWUSAM rOCYAapCTBEHHOMO M MYHULIMNANbHOIO 3aKOHOAATeIbCTBa BO BCEX CTPaHax M
pervoHax, AN KOTOpbIX OHO NMpeAHasHaYeHo, — Hanpumep, CogepXaTb MHPOPMaLIMIO, 0CO60 OrOBOPEHHYHO B MECTHbIX
3aKOHax.

Bbu HapPHbI€ OMNMUMNOHDI

3anpeLleHo I'|y6J'IVIKOBaTb NpunoXeHusa, NO3BOAIOLLIME NONb30BaTENIAM TOProBaTb 6VIHaprIMM onuynoHamu.



KpunTtoBanioTbl

3anpelleHo ny6anKoBaTb NPUOXEHUS, MPefHa3HaYeHHbIe A5 MalHWUHIA KPpUMTOBaOT Ha YCTPOWCTBAX.
MpuUNoXKeHUs], perynnpytoLime MaiHUHT KpUMTOBAsOT AUCTAHLMOHHO, paspeLLeHb.

MNoTpebutenbckne KpeauThbl

CornacHo Hawum npasunam, K I'IOTpe6I/ITeI1bCKI/IM KpeauTamM OTHOCATCA CCyAabl, eAMHOBPEMEHHO NpefocTaBnaemMble

¢M3VILIeCKVIM JIMLOM nnn opraHmsaLwleVl OTAENIbHOMY KJINEHTY He Ans I'IpVIO6p6T6HVIF| OCHOBHbIX CpeACTB Uiu onnatbl
o6pasoBava. BmecTe ¢ peKnaMoﬁ Takux ycnyr HEO6XO,EI.VIMO 0r|y6J'IVIKOBaTb cBeileHnsA O Ka4yeCcTBe, XapaKTepUCcTukax,
KOMUccuu, FpadJI/IKaX noraweHunsa, puckax n npenmMyLecTesax KpeauTHbIX npe,qnox(eHMﬁ, 4YTO6bI NONb30BaTENN MOTN
NPUHATb B3BELLEHHOE peLleHune.

* [Npumepbl: NOTPEOUTENbCKINE KPEANUTbI, KPeAWUTbl HaNIMYHbIMMU, 3aliMbl MeXay GU3UYECKMMU NULLaMU, KpeanTbl Noj
3as10r aBTOMOGUNS.

* He OTHOCSITCS K 3TOW KaTeropuu: MNoTeka, KpeanuTbl Ha 06pasoBaHmne Y NMOKYMNKY aBTOMOGUIIEN, BO30GHOBIIAEMble
KpeauTbl (KapTbl, NepCOHabHble KPeANUTHbIE CYETA).

Ecnu Bbl npefnaraeTe NoTPe6GUTENbCKUE KPEAUTDI, B TOM YNCIE HAMPSIMYLO, OCYLLECTBIISIETE NOUCK NOTEHLMANbHbIX
K/IMEHTOB UM NOMOTraeTe NOTPe6UTENSIM CBA3ATbCS CO CTOPOHHUMM KPEANUTOPaMK, B MeTaflaHHbIX NPUIOXKEHNS
Heo6X0AMMO YKa3blBaTb C/EAYHOLLYIO MHDOPMaLWHO:

* MWHWUMAIbHbIN U MaKCUMasbHbIN nepuoa norawleHuna nonra;

* MaKkCcumalnbHag rogoBsas rnpoueHTHaa CTaBKa, B KOTOPYHO 06bIYHO BKJIHOYaETCA KpeauTHasa CTaBKa, a TakXe
KOMUCCUK U NMpOoYMe pacxodbl 3a rof, Ujn Xe apyrasa noxoxas ctaBka, COOTBETCTBYHOLas ﬂ,el?lCTBleLLl,eMy
3aKoHO4aTeNnbCTBY,

* NpuMep pacyeTa O6LL|,el7I CTOMMOCTM 3ailiMa, BK/toYas ,D,EVICTBy}OLU,I/Ie KOMUCCUu,

* NOANUTMKA KOHPUAEHLMANBHOCTH, B KOTOPOI MOAPOGHO OMMCaHO, KakK MPUMIOXKEHWS MONyYatoT JOCTYN K UHBOopMaLmm
nosib3oBaTens, Kakue faHHble CO6MPaloTCA U NepeaatoTcs, a TakxKe TO, KaK OHM UCMOJb3YHOTCS.

3anpelleHo ny6InKoBaTb MPUIOXEHMS, Npefiaratolye noTpebuTeNbCkue KpeauTbl, KOTOpble HEO6XOAUMO
MOJIHOCTbIO MOracuTh B TeyeHue 60 AHel nocne Bblfaun KpeauTa unm Gbictpee (KpaTKoCpoUHble MOTPeGUTENbCKMe
KpeauTbl).

MoTpe6buTenbckue KpeauThbl C BbICOKOI rofl0BOI NMPOLIEHTHOMN CTaBKOW

B CLUA 3anpelLieHbl NPpUIOXeHUS, NpefnaratoLye noTpebuTeNbCKne KpeanTbl C FOA0BOIN NPOLLEHTHON CTaBKow oT 36
%. My6nukyemble B CLLUA npunoxexus, npeanaratolyme notpebutenibckme KpeamTbl, AO/MKHbI COAepXaTh MHGopMaLmio
0 MaKCUMasibHON roA0BO NPOLEHTHOM CTaBKe, pacCYMTAHHOW B COOTBETCTBMM C 3aKoHOM "O cnpaBeaiMBOM
kpeauToBaHum" (TILA).

3Tn npaBuia OTHOCATCA K NPUNOXEHUAM, KOTOpPbIe npeanaratoT KpeanTbl HanpamMyto, OCyLLeCcTBNAKT MOUCK
noTeHUManbHbIX KIMEHTOB UK MOMOraroT I'IOTpe6VITEJ'IF|M CBA3aTbCA CO CTOPOHHUMMU KpeanTopamun.

BoT npumep Haubonee pacrnpocTpaHEHHOro HapyLLEeHHUs:


https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
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ffers in app purchases

Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

Get cash sent to your bank account!

Safe and easy

Great short-term rate

Fast lender approval

Easy to use

Loan delivered in an hour

Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn't disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs
for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHble Urpbl Ha peanbHble JeHbIM, UrPbl U COPEBHOBAHMS

MpuUNoXeHUs 1 peknamHble 06bsBIIEHNS, CBA3aHHbIE C a3apTHbIMU UFPaMK Ha pearibHble JEHBIN U KOPOTKUMU
(haHTE3U-TypHUPaMW, paspeLLeHbl MPU YCII0BUM, YTO OHU COOTBETCTBYHOT ONpeAeNeHHbIM TPe6oBaHUSM.

MpunoxeHna ans asapTHbIX Urp
MaTepmanbl N CepBUCbI, CBA3aHHble C a3apTHbIMU OHﬂaVIH-MFpaMM, paspelleHbl B cneayroumnx ctpaHax:

* Benuko6putanus, Mpnanausa n GpaHums;

+ Bpasunus (ToNbKo NPUIIOXKEHWs], 0R0BPEHHbIE U ony6nmkoBaHHble defiepanbHbiM c6eperaTenbHbIM 6aHKOM).
ST NPUNOXEHNS [OMXKHbI COOTBETCTBOBATL CNEAYHOLWMUM TPe6oBaHUSIM:

+ PaspaboTyunk nogan 3asBKy U NOSly4nn paspeLleHne Ha pacnpocTpaHeHue npunoxexus B Google Play.
+ TpunoxeHue He HapyLlaeT 3aKOHbI U OTpac/eBble CTaHAAPTbI CTPaHbl, B KOTOPOI ByAeT pacnpoCcTpaHATbCs.

Y pa3pa60T\4MKa €CTb AeVICTByPOLLI,VIe NNLEH3UN Ha opraHn3aumio a3apTHbIX UFp BO BCEX CTpaHax, rae 6y,qu
pacnpoCcTpaHATbCA NPUIIOXXEHNe.

° ”pVIJ'IO)KeHVIe He[OCTYMNMHO A1 HeCOBEpPLUEHHONTETHUX nonb3soBartene.
° an/IJ'IO)KeHI/Ie HeAOCTYNHO AJ1A CTPaH, He YKa3aHHbIX B IMLEH3Un pa3pa60TqMKa Ha opraHmnsauunio a3apTHbIX Urp.

+ NpunoxeHue pacnpocTtpaHsieTca B Google Play 6ecnnatHo u HE ucnonbayeTt GyHKLUIO onnaTbl KOHTEHTA Yepes
Google Play.

* NpunoxeHune MoXxHo ckavyaTb B Google Play 6ecnnaTHo.
* [puUNoXeHno NPUCBOEHO BO3PaCTHOE orpaHunyeHmne "TonbKo AN B3POC/bIX" UK 9KBMBaNeHTHOe no pedTuHry IARC.

* B npunoxeHuu 1 Ha ero ctTpaHuLe B Google Play npucyTcTByeT onucaHue NpMHLMNOB OTBETCTBEHHOM UIpbI.

B ocTanbHbIx CTpaHax 3anpeLllieHbl MaTepuasnbl U CepBUCHI, CI'IOCO6CTByIOLLI,VIe a3apTHbIM Urpam B MHTepHeTe. 3T10
KacaeTcsa B TOM YMC/e OHNanH-KasnHo, CMNOPTUBHbIX TOTAIN3aTOPOB U n0Tepel71, a Tak>xe urp, rae Bbinrpbliliem
ABJIAKOTCA AEeHEXHble U Apyrue ueHHble Npusbl.

Mpoure NpunoxeHus, CBA3aHHbIE C a3apTHLIMU UFPaMM Ha pearibHble AEHbIU,
COPEBHOBaHUAMU U TYpPHUpPaMU

3anpeu.|,eHo rly6I'II/IKOBaTb KOHTEHT N CEPBUCDHI, KOTOPbI€ NMO3BOJIAKOT MNOJIb30BaTE/O 3aKko4vaTb napu, AesiaTtb CTaBKU
NN NUHbIM 06pa30M UCnosib3oBaThb peasibHble AeHbrn (BKJ'lPO‘-Iaﬂ NOKYMNKu B I'IpVI}'IO)KeHVIVI) B 6opb6e 3a npus, KOTOprVI
NMeeT peanibHY AEHEXHYIO CTOMMOCTDb, a TakKXxe CﬂOCOﬁCTByIOT 3TUM JeNCTBUAM. ITO KacaeTcsi B TOM YMCe OHMaH-
Ka3nHO, CMOPTUBHDbIX TOTa/In3aToOpPOB U ﬂOTepeVI, He COOTBETCTBYHOLMX NpuBeLEeHHbIM BbiLle Tpe6OBaHI/IF|M, a TakXxe
urp, rae BbiUrpbileM ABAAKOTCA AEHEXHble N Apyrue UeHHble Npusbl.


https://support.google.com/googleplay/android-developer/contact/gambling

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHU:

. |/|pr|, rae npUHUMaroTCA AeHbrv B 06MEH Ha BO3MOXHOCTb BbIUrpaTb LEHEXHbIW U MHon MaTepI/IaJ'IbeIVI npus.

* Urpbl ¢ 6annamu "nosnbHocTH" (Hanpymep, 3a BOBIEYEHHOCTb UM aKTUBHOCTb), KOTOPble MOXHO MONyYuTb, Aenast
MOKYMKK 3a peasibHble IeHbI; UK 0O6MEHSTb Ha NPeAMETbI UIN NPU3bl, UMEIOLLME MaTePUasbHYO LLEHHOCTb.

° an/IJ'IO)KeHVIﬂ, KOTOpble NPUHNMAKT CTaBKU U B3HOCbI BO BHyTpeHHeVI BasitoTe, HeO6X0,D,VIMbIe AOnA ydacTtna nnm
no6egbl, a Takxe 6epyT 3anor B 06MeH Ha BO3MOXHOCTb BblUrpaTb OEHEXHbIN U NHown MaTepVIaJ'IbeIIZ npus.

* [punoXeHus, KOTopble MpM3biBatoT AenaTb CTaBKU, 3aK/toYaTh Napu, y4acTBOBaTb B Urpax Ha peasibHble AeHbru, B
TOM UKCIEe KOHKYpCax 1 TypHUpaXx. B 4acTHOCTU NPUNOXEHUS, TAE 3/IEMEHTbI HaBUrauuu (MyHKTbl MEHHO, BKIaAKY,
KHOMKW 1 T. A.) BuAa "3APETMCTPUPYMTECK!" nnn "MPUMWTE YYACTUE!" npurnawaroT nonb3osatenei
NMoCOpPeBHOBATLCA 3a AeHEXHbIN NPUs.

MNpwunoxeHus, pacnpocTtpaHseMbie B Google Play, koTopble copepxaT peknamy
a3apTHbIX Urp, @ TaKXXe Urp, KOHKYPCOB U TYPHUPOB Ha pearibHble OEeHbrn

PeKnaMa, CBfA3aHHadA C a3apTHbIMU 0HJ'IaI7IH-VIFpaMVI, a Tak>xe urpamMmu, KOHKypcamMu U TypHMpamMu Ha peasibHble AeHbrn,
paspeLlleHa npu ycnoBumn, 4HTO OHa COOTBETCTBYET NepevynUCsieHHbIM HUXXe TpeﬁOBaHVIFlM.

° an/IJ'IO)KeHI/Ie, 06bsIBNEHNE U peknamMoaTesib He HapyLatkoT 3aKOHbl U OTpacsieBble CTaHA4apTbl CTPaHbl, B KOTOpOVI
06bsiBNIeHNEe 6y,qu NoKa3blBaTbCA.

+ O6baABneHue COOTBETCTBYET MECTHbIM Tpe60BaHI/IﬂM K JIMUEH3UPOBAHUIO NPOAYKTOB U YCIyr, CBA3aHHbIX C
as3apTHbIMU UrpamMu.

* [NpunoxeHune He Noka3blBaeT peKyiaMy a3apTHbIX UIP MLaM 3aBeloMo MnazLue 18 ner.
* NpunoxeHune He BXoAWT B nporpammy "MpunoxeHus Ansa Bcei ceMbu”.
* Jlvua mnaguwe 18 neT He ABNAIOTCA LieNeBOW ayaUTOPUEN MPUNOXKEHNUS.

* Ha ueneBoit cTpaHuLe 06bsABIEHNS, B ONUCaHWK NpunoxeHusi B Google Play nnv B caMoM NpunioXeHun cogepxarcst
YyeTKue CBeJleHUs O MpUHLMNax OTBETCTBEHHOW Urpbl.

* TpunoxeHue He ABASETCS CUMYNISTOPOM a3apTHbIX UIP (TakMX KaK KasuHO UM BUPTyasibHble UTPOBble aBTOMaTbl).

« TpunoxeHune He OKasbIBaeT YCNyru, CBsI3aHHbIe C a3apTHbIMU UrPaMK, a TakXKe UrpaMu, IOTEPEAMU U TYPHUPAMK Ha
peanbHble feHbr (HanpuMep, He MOMOraeT AeflaTb CTaBKK, BbIBOLUTb BbIUTPbILLK, OTCNIEXMBATb CYET U KOTUPOBKU
WNK yNpaBnsiTb UrpoBbiMU GOHAAMM).

* Bbl He UMeeTe A0V B NpaBe CO6CTBEHHOCTU Ha UTPOBbIE CEPBUCHI, PeKlaMUpyeMble B MPUTOXKEHUN.

* I'Ip|/|n0)KeH|/|e He nNpoaBUraeT a3apTHble Urpbl Ha peasibHble AeHbr'n 1 CBA3aHHble C HUMU CePBUCHI.

Pekniama a3apTHbIX UrP, @ TaKXKe UrP, KOHKYPCOB M TYPHUPOB Ha peasibHble AeHbIMN MOXET eMOHCTPUPOBATLCS TOMIbKO
B MPUIOXEHUAX 15 a3apTHbIX Urp (onpeaeneHne NpMBEAEHO BbILLE) UMW B MPUTOXEHUSIX, COOTBETCTBYHOLLMX BCEM
Tpe6OBaHUSIM K peKniamMe a3apTHbIX Urp.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUI:

 lNpunoxxeHne ANsi HeCOBEPLLUEHHOETHUX, PeKlaMupytoLLLee CEPBUCHI, CBSAI3aHHbIE C a3apTHbIMU UrPaMu.
* CUMyNATOp KasunHO, KOTOPbIV NPOABUraeT peasibHoe KasuHO UK NepeHanpas/iseT B HEro nosib3oBaTtesien.

* TpunoxeHune Ans OTCNEXMBAHWS LWAHCOB Ha NO6eay B CMIOPTUBHbLIX COPEBHOBAHMUSX, COAEPIKALLLEE CChINIKM Ha CaT,
rae NPUHUMAaKOTCA CTaBKMU.

+ HoBOCTHOE MpUIIOXKEHWE, FAe NoKa3biBaeTCs pekiama CepBmca asapTHbIX UIP, MPUHAAIEXaLLero pa3paboTumky
MPUIIOXKEHNS NN YTIPAB/IIEMOTO UM.

+ TpunoxeHus, coaepxxallme pekiamy asapTHbIX Urp, KOTOpasi HapyLaeT npasuia 06 06baBAEHNSX, BBOAALLMX B
3a61yK/EHVE, HaNPUMep peKiaMHble 06bABNEHUS, KOTOPbIE BbIMMAAAT KakK KHOMKM, 3HAYKU WU UHble
VHTEPaKTUBHbIE 3/IEMEHTbI.

Mpuno>xeHns ana KOPOTKUX GIHTE3U-TYPHUPOB

Pa3zpeLueHbl NPUIOXKEHWS AN KOPOTKMUX GIHTE3N-TYPHUPOB, COOTBETCTBYHOLLME AENCTBYIOLMM TPEGOBAHUAM
MECTHOIO 3aKOHOAATENbCTBA, ECNM BbINOHSAOTCS NEPeYNCieHHble HUXKe YCNOBHSI.

+ Tpunoxexue nnu 1) pacnpocTpaHseTca ucknountensHo B CLUA; nin 2) cooTBeTCTBYET NPUBEAEHHBIM Bbille
TPe6oBaHUAM K MPUIIOKEHNAM 418 a3apTHbIX Urp.

+ PaspaboTuunk nogan 3afBky 1 NOSy4nn paspeLleHne Ha pacnpocTpaHeHne npunoxexus B Google Play.

+ [MpunoxeHne He HapyLlaeT 3aKOHbI U OTpacneBble CTaHAAPTbI CTPaH, B KOTOPbIX OHO pacrnpocTpaHsaeTcs.

+ BO3MOXHOCTb AienaTb CTaBKW UM COBEPLLATb AeHeXHble TpaH3aKLuK B MPUIOXKEHUN HeAOCTYMNHa AN
HecoBEpLIEHHONIETHUX.

« TMpunoxeHune pacnpocTpaHsertcsi B Google Play 6ecnnaTHo u HE ncnonbayeT dhyHKLMIO onnaTbl KOHTEHTa Yepes
Google Play.


https://support.google.com/googleplay/android-developer/answer/9914283#deceptive-ads
https://support.google.com/googleplay/android-developer/contact/dfsform

 lNpunoxeHne MOXHO ckayaTb B Google Play 6ecrnnatHo.
* [pUNOXEHUIO MPUCBOEHO BO3PACTHOE OrpaHnyeHme "TonbKo Ans B3POC/bIX" UM 3KBUMBANEHTHOE Mo pedTuHry IARC.

* B npunoxeHuu 1 Ha ero cTpaHuLe B Google Play npucyTcTByeT onvcaHue NpuMHLMNOB OTBETCTBEHHOMN UMpbl.

Ecnun npunoxeHwue pacnpocTpaHsieTcsi B CLUA, OHO AOMXKHO COOTBETCTBOBATL CleAYHOLMM AOMOSIHUTENIbHBIM
Tpe6oBaHUSIM:

+ [NpunoxxeHne He HapyluaeT [eNCTBYIOLLME 3aKOHbI 1 OTpac/ieBble CTaHAapTbl TeX LWTaToB unn TeppuTtopuin CLUA, roe
6yeT pacnpoCcTpaHATbCA.

+ Y paspaboTunKa ecTb AeiCTBYIOLLAA NIMLEH3NA Ha PacnpoCTPaHEHVE NPUTOXKEHUS 411 KaXAO0ro LWTaTa unm
Tepputopun CLUA, rae Takas nuueHsus Tpebyertcs.

+ Ecnuy paspa6oTumnka HeT NULEH3MKN Ha pacnpoCTPaHEHWe NPUIOXKEHUS B KaKUX-TO LUTATax UM Ha HEKOTOPbIX
Tepputopusix CLLUA, To OHO fOMXHO 6bITb TaM HEAOCTYMHO.

+ TpunoxxeHne HEAOCTYMHO B TeX LUTATax M Ha Tex Tepputopusx CLUA, rae NpunoXeHus Ais KOPOTKUX HaHTE3N-
TYPHVPOB 3anpeLLeHbl 3aKOHOM.

He3akoHHble oencTems

3anpeLleHo I'|y61'IVIKOBaTb NpuUnoXeHusa, KOTopble CI'IOCO6CTByPOT COBEPLUEHWNIO HE3AKOHHbIX AENCTBUI UK NOOLLPSAIOT
nXx.

BoT npumepbl Hanbosiee pacnpoCcTpaHeHHbIX HapyLLEeHWIA:

* Peknamau npogaxa 6e3 peuenTa npenapaToB, NpogaBaeMbIX TOJIbKO MO peuenTy, Uin 3anpeleHHbIX
HapKOTU4YeCKUX BELLECTB.

° I/I3o6pa)KeHV|e TOro, Kak HecoBepLleHHOJIeTHME UCNOJIb3YHT 1N ano6peTa+0T HapKOTUKMW, anKoroJsib n TabayHble
nsgenunsa, a Takxxe rnoowpeHue aToro.

° MHCprKLl,VII/I No NPOM3BOACTBY 3anpelleHHbIX HAPKOTUYEeCKUX BELWeCTB, B TOM HYKUCJie NO BblpallMBaHUIO
HapKOTU4YeCKUx paCTeHI/II?I.

KoHTeHT, co3gaBaeMblv NMosfib30BaTENAMMU

K aTOI KaTeropmm OTHOCUTCS KOHTEHT, CO3[iaBaeMblil NOIb30BaTENAMU, KOTOPbIA BUAEH UK LOCTYyneH HECKO/IbKUM
noJsib3oBaTenAM NpUNoXeHus.

an/IJ'IO)KeHI/IFI, KOTOpble coaepxxaTt co3faBaeMblii MOsIb30BaTeNIAIMUN KOHTEHT, AOMKHbI COOTBETCTBOBATh
nepe4yncneHHbiM HUXXe Tpe6OBaHMF|M.

« lepepn co3fjaHMeM KOHTEHTA W 3arpy3koi Nonb30BaTEIbCKUX MaTepUasnoB B MPUIOXKEHUN HEOGXOAUMO MPUHSATD
YCIIOBWS UJIN MPaBWa UCMONb30BaHWs STOFO MPUSIOXKEHNSI.

* Bbl JO/MKHbBI JaTb OrnpefesneHre HeNPUMEeMIEMOro KOHTEHTa Y NOBEAEHUS, a TaK)Ke 06bACHUTb, YTO Takue MaTepuasbl
3anpeLleHbl. dTa MHbopMaLWs [O/MKHA COOTBETCTBOBATL NpaBuiam NporpamMmbl AJis pa3paboTymKoB v
NpUCYTCTBOBATb B YCNIOBUSIX UJIN NPaBUiax UCTMONb30BaHWUSA NMPUNOXEHNS.

+ Co3aaBaeMblil MONb30BaTENSMU KOHTEHT OMEPATUBHO U PETYNSPHO MOLEPUPYETCS HACTONIBKO, HACKOMIBKO 3TO
YMECTHO A/t LaHHOTO TWMa MaTepuanos.

Ecnu nonb3oBaTenbCKuUii KOHTEHT TPaHCINpPyeTCA, TO HenpuemMneMble MaTepuasbl LO/DKHbI yAanAaTbCA U3
NPUNOXXEeHUA KakK MOXXHO CKopee.

Mpu MoaepaLmm NoNb30BaTENIbCKOrO KOHTEHTA B MPUJSIOXKEHUSIX C AOMONIHEHHOM peasibHOCTbIO (BKIOYas cUCTEMY
OTYETOB B MPUIOXEHUM) HEOBXOAMMO 06paLLlaTh BHUMaHUe Kak Ha caM HempueMIIeMblii Mofb30BaTENIbCKU
KOHTEHT B JJONONHEHHOW peanibHOCTU (HanpuMep, Ha N306paxXeHnst cekcyanbHOro xapakTepa), Tak U Ha MecTo, K
KOTOPOMY OH MpuBsi3aH (MHOrAA KOHTEHT [OMO/IHEHHOW peanbHOCTH NPUBSI3aH K TEPPUTOPUM C OFPaHUYEHHbBIM
[LOCTYMNOM, HanpuMep BOeHHO 6a3e Uin 06bEKTY YaCTHON COBCTBEHHOCTU, U MOXET BbI3BaTb Npo6sieMbl Ans
CO6CTBEHHMKA).

B NPUNOXXEeHUN MOXHO 6e3 TpyAa COO6U.|,aTb O HenpuemnemMoMm noJsib3oBaTe/IbCKOM KOHTEHTE U yAANATb €ero.

Pa3p660T‘-WIK yAandaet nnm 6J'IOKMpyeT AKKayHTbl nonb3oBarenen, OCKOp6J'IF|POLIJ,MX Apyrmnx nogen n HapyLwarLwmnx
yCnioBuA UK npasuia NCNoJib30BaHUA NMPUITOXXEHUS.

Pa3pa6OT‘-IMK NPUHAN Mepbl NPeAOoCTOPOXXHOCTU ANA TOro, 4TO6bI MOHETU3ALMSA B NPpUNOXXeHun He crnoco6cTBOBana
HexxenaTeNlbHOMY NOBeLEHNIO NOsib30BaTeNen.

Mbi yAandaem ns Google PIay NpUNOXXeHua, npegHasHa4eHHble B OCHOBHOM A1 HEMpUeMieMblX NoJib30BaTE/IbCKUX
MaTepuanos. Tak e Mbl nocTynaeM C npuioXXeHnamMu, B KOTOPbIX pa3MeLlatoT rmaBHbIM o6pa30M Heno,qoéarou.mﬁ
KOHTEHT UJIN KOTOpPble N3BECTHbI HaIM4YMeM TakKnx MmatepuanoB.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHW:



npO,U,BVI)KeHVIe MaTepuanoB CeKCyaslbHOro xapakTtepa, Co3faHHbIX NoJib3oBaTeNIAMU, BKJIKOHaA peannsauuio
NNaTHbIX d)yHKLl,VIVI, KOTOpble CI'IOCO6CTByPOT pacnpoCTpaHeHUto HeXxenaTesibHOro KOHTeHTa.

* [pUNOXEHUSA C KOHTEHTOM, CO3[laHHbIM MOJIb30BaTeNAMY, rie He obecrneyeHa AoCTaToYHas 3aliuTa oT yrpos,
[OMoraTesibCTB MUY U34eBaTeNbCTB, 0CO6EHHO MO OTHOLLEHUIO K HECOBEPLUEHHONIETHUM.

« 3anucwy, KOMMEHTapuu n d)OTOFpad)VII/I B NMPUNOXEHUU, npefHa3Ha4YeHHble A1 3anyruBaHua pyroro 4yenoBeka unau
npusbiBarolmne K OCKOp6J'IeHVIF|M, BPeAOHOCHbIM OEeNCTBMAM U HAaCMeLLKaM MO OTHOLUEHUIO K Hemy.

* punoxeHus, paapaboTUnKu KOTOPbIX UTHOPUPYIOT XKanobbl Nofb3oBaTesneil Ha HeNPUEMIEMbI KOHTEHT.

3anpeLleHHble BeLecTBa

B Google PIay Henb3Aa I'Iy6)'|I/IKOBaTb NPUNOXEeHUA ANAa peknamMbl UNU NpoAaXku 3anpeLleHHbIX BelWeCcTB, AaXe eC/i OHU
3asBJ/ieHbl KaK 3aKoHHble. [1pumMepbl:

* Bce MpoAyKTbl M3 HEMOJIHOMO CMUCKA 3amnpeLleHHbIX IEKAPCTBEHHbIX NMPenapaTos 1 MULLEBbIX 106aBOK.
« MpoayKTbl, cogepxalive adeapy.

+ TpoayKTbl, cofepxKallyie XOPUOHUYECKIN FOHAaA0TPONUH YyenoBeka (XMY) kak cpefiCTBO ANA MOXYAEHWUS U
KOHTPOS 32 BECOM IGO0 B COYETaHUM C aHAaBONMYECKUMU CTEPOUSAMM.

+ [neTnuyeckune fo06aBKM U CPeACTBA PAaCTUTENBHOMO MPOUCXOXAEHWS, COAEPIKALLME CUIIbHOAENCTBYOLLME NN
OnacHble UHIPeANEHTbI.

+ MpoayKTbl, B ONUCaHUM KOTOPbIX COAEPXKATCS NIOXHbIE 3asBeHUs 0 NOJb3e A5 340POBbs, HAaNpUMep CPEACTBa,
AKO6bI CpaBHUMbIEe N0 3YHEKTUBHOCTU C OTMYCKAaeMbIMU MO peLenTy eKapcTBaMu UN UHbIMU NMOAKOHTPOJIbHbIMU
npenapaTamu.

* [pofyKTbl, HE MPOLUELLME FOCYAapCTBEHHYHO CepTUhUKaLMIO, B peK/laMe KOTOpPbIX NoApa3yMeBaeTcsl, YTO OHU
6e30nacHbl NN 3PHEKTUBHDI NMPU TIEYEHUN UK NpodUIakTMKe 3a6osieBaH.

* MpofyKTbl, B OTHOLUEHMU KOTOPbIX BBEAEHbI MPaBUTENIbCTBEHHbIE CAaHKLMU IN6G0 NPUHSATHI 3aNpeTUTesbHbIe UK
npeaynpeanTenbHble Mepbl CO CTOPOHbI KOHTPOJSIMPYHOLLMX OpPraHoB.

* [MpoAyKTbl, HAMMEHOBAHMUS KOTOPbIX OYeHb MOXOXW Ha Ha3BaHMUA 3anpeLleHHbIX NULLEBbLIX A06aBOK,
hapmaLeBTUYECKUX UK UHbIX BELLLECTB C KOHTPONMPYEMbIM 060POTOM M MOTYT BBECTYU B 3a6/1yXKAeHUe.

Mopapo6Hyto MH(OoPMaLMIO O 3anpeLleHHbIX hapMaLeBTUYeCKMX npenapaTax U NULLEBbIX Ao6aBKax MOXHO HalTK Ha
cante www.legitscript.com.

MIHTennekTyanbHas COGCTBEHHOCTb

Korpa pa3paboTunk KONMUpPYeT YyxKyto paBoTy UM UCMOSb3YeT ee 63 HEOBXOAVMOrO Pa3peLLeHUsi, 3TO MOXKET
noBpeanTb BRagenbLy uHbopmauuu. NpusbiBaeM Bac 0TKa3aTbCs OT NuiarvaTta B CBOUX NMPUIOXKEHHUSIX.

NHTennekTyanbHas cO6CTBEHHOCTb

3anpeu.taeTc9| HapywaTb YbK-NN60 npaBa Ha UHTeNNEKTya/lbHYHO CO6CTBEHHOCTb (TOBaprIe 3HaKW, aBTOpPCKKe npaea,
naTeHTbl, KOMMepYyeckune TalHbI U T. ﬂ,.), a Tak>Xe NooLwpATb HapyLeHne aTux npae Uin crnoco6cTBOBaTh emy. 3anpeT
KacaeTcHd Kak I'IpVU'IO)KeHVIIZ, TaK U aKKayHTOB paSpaéOT‘-II/IKOB.

Ecnv HaM cTaHeT M3BEeCTHO 0 NMOA06HbIX MaTepuanax, Mbl pYMeM Heo6XoAKMble Mepbl. YTo6bl COO6LUTL O
HapyLleHWM aBTOPCKUX MpaB U MNONyYnTb LOMOHUTENBHYHO MHGOPMALMIO, CleayiTe HalUM UHCTPYKLUAM Mo
yAaneHuto KoHTeHTa ns Google.

YTo6bI NoAaTh »anoby Ha NPUNOXeHUe, B KOTOPOM MPOAAKTCA UMK peKIaMUPYIOTCS MoAAeSbHbIE TOBapbl, 3aMnosiHu1Te
aTy popmy.

Ecnwu Bbl BnagesneL, TOBapHOro 3HaKa W Bbl CYMTAeTe, YTO OH HE3AKOHHO UCMOSb3YeTCs B NMPUIOXEHNUM, KOTOPOe
pacnpocTpaHsieTcs Yepes Google Play, pekoMeHayem cHavyana o6paTuTbCs K pa3paboTymnKy 3TOro npunoxenus. Ecnv
3TO HE MOMOXET YCTPaHUTb HapyLUEeHWE, OTpaBbTe COOTBETCTBYHOLLYHO Xanoby ¢ NOMOLLbH 3TO HhOpMbI.

Ecnuy Bac ecTb NUCbMeHHOE pa3pelleHune oT NpaBoo6nafaTens, To MHTeNNeKTyabHyt0 COGCTBEHHOCTb (GpeHA,
NOroTun v rpaduyeckme 06bEKTbI) MOXXHO UCMOMIb30BaTh B MPUIOXKEHWUN UKW Ha ero cTpaHuLe. 06si3aTeNibHO
CBAXMTECH C KOMaHzol Google Play nepes ny6avkaLuein NpUIoXeHUs, YTo6bl €ro He OTKJIOHWIM 3a HapyLUeHWe
aBTOPCKMX MpaB.

He3akoHHOE UCNOoIb30BaHME KOHTEHTA, 3alULLEHHOro ABTOPCKUM MNnpaBoM

3anpelyaeTcs HapyLaTb Yy>K1e aBTopckue npasa. iaMeHeHne MaTepunanos, 3alyLLEeHHbIX aBTOPCKMM NPaBoOM, Takxe
MOXXET MPUBECTU K HapyLLUEHWIO. B HEKOTOPbIX ClyYasx paspaboTunKm JOSKHbI fJoKa3aTb CBOE NpaBo Ha
MCMNONb30BaHMe TOro UM MHOTO aBTOPCKOIO KOHTEHTA.


https://support.google.com/googleplay/android-developer/?p=supplements
https://www.legitscript.com/
https://support.google.com/legal/answer/3110420?product=androidmarket&rd=2&hl=ru
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null
https://support.google.com/googleplay/android-developer/answer/6320428

He pekoMeHayeTCcAa UCnoJib3oBaTb l-Iy)KOIZ KOHTEHT AN1a AeMOHCTpauumn BO3MOXHOCTEN CBOEro NPUNOXEeHUA.
BesonacHee Bcero co3patb OpuUrnHanbHble MaTepuarsbl.

BOT npuMepbl KOHTEHTA, 3aLLULLEHHOrO aBTOPCKMM MPaBOM, KOTOPbIi 4acTo UCMONb3yeTcs 6e3 pa3peLleHns unm
IOPUANYECKOrO OCHOBaHUS:

* O6NOXKN My3blKaNbHbIX aib60MOB, BULEOUTP U KHUT.

* PeknaMHble n3o6paxeHusi U3 GunbMoB, CEpUanos, Tenenepesay unm BULEOUrp.

* /306paxeHusi nnm 3acTaBKU U3 KOMUKCOB, MyIbTUIbMOB, GDUTbMOB, BULEOKNMOB, CepUanoB Uy Tenenepesad.
* J1oroTunbl yHUBEPCUTETCKUX UM MPOhECCUOHANbHbBIX CMIOPTUBHBIX KOMaHA,

« ®oTtorpaduu n3 npoduns U3BECTHOIo YeNToBEKA B COLMAbHOW CETH.

+ doTorpadun U3BECTHOro YeNoBeKa, CHSATble MpodeccuoHanbHbiM poTorpadom.

 PenpopyKuuu KapTyH, 3aLUMLLEHHbIX aBTOPCKUM NMPaBOM, WY KOMUW, HEOT/IMYMMbIE OT OpUrMHana.

+ Ayauosanucy ns maTepuasnos, 3alUMLLEHHbIX aBTOPCKUM NPaBoM.

* Konuu unu nepeBoAbl KHUT, HE ABJTAKOLLNXCA 06LI.leCTBeHHbIM AOCTOAHUEM.

MoolpeHne HapyLLeHNs aBTOPCKUX NpaB

3anpeLLeHo ny6anKoBaTb NPUIOXEHMS, MOOLLPSAOLLME HapyLLIEHe aBTOPCKMX MpaB UK Croco6CTBYOLWME aTOMY. Eciu
Bbl HE YBEPEHbI, YTO Balle NPUIOXKEHNE HE HapyLLAeT 3TO NMpaBu/o, 06paTUTECh 3@ COBETOM K HOPUCTY.

BoT npumepbl Hanbosiee pacnpoCcTpaHeHHbIX HapyLLEHWI:

° an/IJ'IO)KeHVIFl AN NOTOKOBOMN nepegadyv suaeo unun ayauo, Kotopble no3BosiakoT 6e3 paspelieHna CKkadyaTb KOMuro
KOHTEHTa, 3aliMLLEHHOro aBTOPCKUM MNMpaBoOM.

° an/IJ'IO)KeHVIFl, nosposdLlme cnywatb, CMOTPETb U CKa4yuBaTb MY3biKy, BUAEO U ApyFOVI KOHTEHT B 06X0p, 3aKOHa o
3alnTe aBTOPCKUX Npas.:
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® B onucaHun atoro NpunoXeHua Nonb3oBaTesiaM npegniaraeTca HesnerasbHO CKauynBaTb KOHTEHT, 3alMLEHHbIN
ABTOPCKWUM MNMpaBoOM.

@ CKDVIHLIJOT B OMUCAHUN 3TOr0 NPUIoXKeHUA NpusblBaeT nosib3oBaTtenen HeneranbHO CKaynBaTb KOHTEHT,
3alMLLEHHbIN aBTOPCKWUM NMpaBoOM.

HapyLlueHue npaB Ha TOBapHbIN 3HaK

3anpeu.LeHo I'|y6ﬂI/IKOBaTb NPUNOXXeHua, HapyLlatroLime npaBa Ha TOBaprII?I 3HakK. TOBaprIM 3HaKOM HasblBakOT CJIOBO,
CUMBOJT NN UX COYEeTaHUe, yKasbiBatoLimMe Ha Npon3BoanTeNa ToBapa Uin NoCTaBLLMKa YCIyr. OH paet Bnagenouy
NCKNKYUTENbHbIE NpaBa Ha ero UCrnoJib3oBaHune NpMMeHUTEesIbHO K aHHOMY TOBapy unu ycnyre.

HapyleHunem aaHHbIX NpaB cuUMTaeTCsa HeHagnexatlee uam HecaHKLMOHMPOBaHHOE UCTMONb30BaHNE NAEHTUYHOrO
JIN6O OYEHb MOXOXEro TOBApPHOro 3Haka C uenbto AaTb HEBEPHOE NpeacTtaBieHne 06 UCTOYHWMKE npoaykTa. Ecnu B



BaLleM MPUIOXKEHNUU NMPUCYTCTBYIOT TOBapHble 3HaKU APYrUX NPOAYKTOB, KOTOPbIe MOTYT BBECTM MOJIb30BaTENEN B
3a6yXAeHNE, OHO MOXET 6bITb 3a6JI0KMPOBAHO.

MNoppenbHble TOBapHbI

3anpelleHo ny6anKoBaTb MPUIOXEHMS, B KOTOPbIX MPOAAIOTCS UM PEKIaMUPYHOTCA NoAAesbHble TOBapbl. Peub naet
06 U3[ennsXx, Ha KOTOpbIX eCTb 0603HAYEHWUS, UAEHTUYHbIE YyXXKMM JTIOroTUMNaM / ToBapHbIM 3HaKaM UM O4YeHb
MOXOXMe Ha HUX. ITO NO3BONSET BblAaBaTb NOALE/bHbIN TOBAP 3a NOAJMHHDBIN.

HapyweHune koHduaeHuuanbHOCTH, 3noynoTpebnenve
pecypcamMm yCTpOUCTBa M MOLLEHHNYECTBO

KoHbuaeHumnanbHoCTb Nonb3oBaTenei U 6e30MacHOCTb CEPBUCOB OYeHb BaXKHbI A1 Hac. MoaTtomy B Google Play
CTpOro 3anpeLiaeTcs Ny6nnKoBaTb BPeAOHOCHbIE, MOLLEHHUYECKUE U ApYrue MPUITOXKEHWS], KOTOPbIE HeloMyCTUMbIM
06pasoM UCMONb3yT PECYPChl CETU U YCTPOWCTBA, @ TakXXe NepcoHarnbHble AaHHble.

[aHHble nonb3oBaTens

K AaHHbIM Monb3oBaTenst OTHOCSATCS CBEAEHUS O HEM, @ TakXKe NMPefoCTaB/ieHHblE UM CaMUM, B TOM Yucie
nHbopmMauus 06 ycTpoiicTee. 06si3aTeNIbHO COOBLLNTE, KaK U [i1si Yero Bbl 6yfieTe UCMOMIb30BaTh M COGMPATb AaHHbIE, a
TakXke rnoslyyaTb U NpefocTaBAATb K HUM JOCTYr. [pUMeHsITb MHGOPMaLMIO B LiENAX, O KOTOPbIX Bbl He 3asBUY,
3anpelleHo. Ecnu Balle npunoxeHue o6pabaTtbiBaeT SIMYHbIE WU KOHOUAEHLMANbHBIE faHHbIE, OHO AOXKHO
COOTBETCTBOBaTb TPEGOBAHUSAM, NepeuncrieHHbIM B pasgene "JIuHas u KoHduaeHumanbHas nHbopmauus”. 3tu
npasuna Google Play fononHsoT Tpe6oBaHNUsA AeACTBYIOLLEro 3aKOHOAATENbCTBA O KOHPUAEHLMANBHOCTY 1 3aLLuTe
LaHHbIX.

JlnyHasa n koHduaeHumanbHasa nHdopmaLms

K nuyHom n koHbuaeHumanbHon nHbopmaLmm Nonb3oBaTeNsi OTHOCATCA B TOM YUC/e CBEAEHUs, NMO3BOSISOLLME
UAEHTUOULMPOBATL IMYHOCTD, DUHAHCOBbIE, MIATEXHbIE, YYETHbIE U KOHTaKTHbIE AaHHble (BKtoYas TenedoHHyo
KHUTY, AaHHble 3BOHKOB U SMS), fiaHHble 0 MECTOMOJOXEHUM YCTPOICTBA, AaHHble MUKPOdOHa U KaMepbl, @ Takxe
apyrasi KoHpuaeHunanbHas MHGopMaLmsa 06 yCTPOWCTBE UMW ero UCNosb3oBaHuW. Ecnv Balle Npunoxexune
o6pabaTbiBaeT NNYHbIE UK KOHDUAEHLMANbHbIE AaHHbIE, OHO [O/MKHO COOTBETCTBOBATb NEPEUYNCTIEHHBIM HUXKE
Tpe6oBaHUSIM.

 [loCTyn K NIMYHBIM M KOHUAEHLMANbHBIM JaHHbIM, NOJTlyYeHHbIM Yepes NPUoXeHUe, a Takxe nx céop,
1crnonb3oBaHKe 1 nepefaya JonycKatoTCs TOMbKO AJS NPeAOCTaBNeHUs UKW ynyylleHns QyHKUMiA (Hanpumep, Anst
o6ecreyeHns BO3SMOXHOCTEW, YKasaHHbIX Ha CTpaHuLe npunoxeHus B Google Play). Ecnv Bbl nnaHupyeTe
UCMoNb30BaTh 3TW AaHHble TaKXe A1 MoKasa peKiambl, Bally MPUTOXEHUS AOMIKHbI COOTBETCTBOBATH [1paBuiam
pasMelLLeHnst peknambl.

* Monutuka KoOHbUAEHUMANBbHOCTU A0KHA 6bITh NPUMBEAEHA B NpefHa3HayeHHOM A/ Hee nose B Play Console 1 B
CaMOM MPUSIOXEHUN. B nonnTrke KOHOUAEHUMANBHOCTM U B MHDOPMaLMK 06 UCMOSIb30BaHWUM JINYHBIX AaHHbIX B
CaMOM MPUSIOXKEHUN HEOBXOAUMO 06bSACHUTb, KaKue AaHHble COBMPaloTCsA U NepeaaroTcs, a TakxKe Kak OHU
ncnonbaytoTcs. KpomMe Toro, B NoAUTUKE KOHGUAEHLMANBHOCTU HYXKHO yKa3aTb, KTO U MpU Kakux 06CTOATENIbCTBAX
MOXET MOJyYUTb AOCTYN K IMYHON U KOHDMAEHUMANBHON MHpOPpMaLUK.

° 06paGaTblBaTb BCe JIn4Hble N KOHd)Mp,eHLWIa.ﬂbeIe AaHHble Nnosib3oBaTesia HeO6XOp,VIMO 6e30nacHbIM 06p830M, B
TOM 4Hucrnie c NnpuMeHeHnemM CoBpeMeHHbIX METOA0B LIJI/IdeOBaHMFI, Hanpumep npoTokona HTTPS.

+ Tpexze YeM UCMosb30BaTh AaHHbIe, JOCTYN K KOTOPbIM perynunpyetcs paspelueHusimMu Android, npunoxeHve
[LOJIXXKHO 3anpocuTb AMHAMUYecKoe paspeLleHne (Koraa nosiBUTCA BO3MOXHOCTb).

+ lpopaBaTb NYHYIO U KOHOUAEHUMANBHYH MHOOPMALIMIO 3aMpeLLEeHO.

PackpbiTne nHbopMaLum 1 paspeLleHne Ha UCMONb30BaHUE AaHHbIX

Ecnun y nonb3osaTtenieit HET pa3dyMHbIX OCHOBaHWI OXUAATb, UTO UX IMYHbIE U KOHUAEHLMANbHbIE faHHble 6yayT
MPUMEHSITbCA AN NPefOCTaBEHNS U yiy4lleHnst QYHKLMIA NPUNOXKEHUS, COOTBETCTBYIOLLMX NpaBuiam (Hanpumep,
Koraa ux AaHHble cobupatoTcsi B GOHOBOM PEXUME), HEOOXOAUMO CO6MOAATL NepeuncneHHble HUXe TpeboBaHus.

B npunoyxeHnn JomkKHa cogepyaTtbcsl MHpopMaumsa o c6ope, MCNONb30BaHUM U NepeAaye NNYHbIX JaHHbIX,
COOTBETCTBYOLAsA CeyLWUM Tpe6oBaHUAM:

* MHbopMauws fomkHa 6bITb B CaMOM MPUIOXEHUM, @ He TOJIbKO B €ro ONMUCaHuM UK Ha caiTe.

* MHbopMauus fomkHa 0To6paXkaTbesi Npy 06bIYHOM UCTOIb30BaHMUM MPUITOXKEHMS, 6€3 BbI3Z0BA MEHIO UK
HacTpoek.

B VIHdJOpMaLI,VIVI LLOJIXKHO 6bITb YKa3aHo, Kakue fiaHHble NCNOJIb3YyeT Uiun c06MpaeT npunoxXxeHue.

° KpOMe TOro, A0JIXXHO 6bITb OMUCAHO, KaK UMEHHO NpUNOXXeHne NCnonb3yeT n nepefaet JaHHble.


https://developer.android.com/training/location
https://support.google.com/googleplay/android-developer/answer/9914283#location-data
https://developer.android.com/guide/topics/permissions/overview

* Henbss I'Iy6}1I/IKOBaTb Ty I/IHdJOpMaLWIIO TOJIbKO B NMOJINTUKE KOH¢)VI,D.eHL|,I/Ia}'IbHOCTVI N yCNnoBUAX UCMNOJNIb30BaHUA.

¢ Henb3s BktoYaTb 3Ty MHPOPMALMIO B AOKYMEHTbI, KOTOPbIE HE UMEIOT OTHOLLEHMS K C60PY JIMYHbIX U
KOHbUAEHLUMaNbHbIX AaHHBIX.

Mokasae 3Ty MHbOPMaLUIO NONIb30BaTeN0, HEO6XO0AUMO Cpa3y 3anpoCUTb Y HEro cornacue U, Koraa nosiBUTCA
BO3MOXXHOCTb, IMHaMMUyYecKoe paspelueHue. Ucnonb3oBaTb MM COBMUPATL SINUHYIO U KOH(UAEHUMASIbHYIO
uHdopmaumio 6e3 cornacus ee BnagenbLa Hesb3si. 3anpoc COCTAaBNAETCS B COOTBETCTBUM CO CNeAYHOLUMI
npasuiamu:

+ 3anpoc HyxHo chopMynMpoBaTb NpefeNibHO ACHO U NoKasaTb B MafloroBOM OKHE.

+ Heo6xo4uMo NMonpocuTb Nosib30BaTessi NOATBEPAUTb paspeLleHre (HanpuMep, HaxkaTb KHOMKY U YCTaHOBUTb
hnaxok).

* Henb3s cunTaTh COrnacueM CUTyaLum, KOraa rnosib3oBateslb HAMEPEHHO MK CIy4anHO 3aKPbIBAET OKHO C
3anpocom.

+ 3anpoc He JO/MKeH aBTOMAaTUYECKM 3aKPbIBATbCSA UMW UCYe3aTb 40 TOro, KaK Mosib30BaTeslb ero NpUMET Min
OTKJIOHUT.

BoT npumepbl Hanbosiee pacnpoCcTpaHeHHbIX HapyLLEeHWA:

+ TpunoxeHune nonyyaeT JOCTYN K CMIMCKY YCTAHOBJIEHHbIX MPUJIOXKEHWIA NONIb30BaTeNs U He 06pabaTbiBaeT 3T
[laHHble KaK JIMYHble UK KOHOUAEHUMANbHbIE B COOTBETCTBUM C MONIMTUKOW KOHOUAEHLMANIBHOCTY, @ TaKXe
Tpe6oBaHUSIMU K 06paboTKe AaHHbIX U paspeLleHnto Ha UCToNb30BaHNe AaHHbIX.

° npl/lﬂO)KeHVIe nony4yaet AOCTYN K CMUCKY KOHTAKTOB Nosb3oBaTtena u He o6pa6aTb|BaeT 9TU AaHHble KaK JIMYHble Uin
KOH(bVI,El,eHLl,I/IaJ'IbeIe B COOTBETCTBUM C MOMTUKON KOHd)VIp,eHLl,VIaJ'leOCTI/I, a TakXxe Tpe6OBaHVI9|MI/I K 06pa60TKe
AaHHbIX U pa3peLlleHnto Ha NCnoJib30BaHUe AaHHbIX.

° I'IpMno>KeH|/|e 3anucblBaeT AaHHble, KOTOPble NOABIAKOTCA Ha 9KpaHe, U He 06pa6aTb|BaeT nUX KakK NIn4Hble unu
KOHd)M,D,eHLI,VIaJ'IbeIe B COOTBETCTBUU C HAaCTOALWLMMU NpaBunamMu.

° |-|pI/IJ'IO)KeHI/Ie co6mpaeT AaHHble O MECTONONOXKEHUN ychOVICTBa, He pacKpbiBagd, An4a 4ero oHn 6y}:|,yT
MCcnoJsib3oBaTbCA, U HE NoJlydasa cornacue nosibsoBaTensd B COOTBETCTBMM C NMpUBeAEeHHbIMU Bbllle Tp66OBaHMﬂMM.

° |-|pI/IJ'IO)KeHI/Ie co6V|paeT orpaHu4yeHHble paspelleHna B ¢JOHOBOM pexkxmMe n ncnosib3yetT ux B TOM 4Ynucne B
nccnepoBaTesibCKUX UM MapKeTUHIOBbIX Lendax Uian B Lenax oTcrie)XxnuBaHud, He packpbiBasd, ANnd 4ero oHu 6ynyT
MCNoJsib30BaTbCA, U HE NoJlydas cornacue nosib3oBaTesid B COOTBETCTBUM C NMpUBeAEeHHbIMU Bbllle TpeéOBaHMﬂMVI.

OrpaHuyeHust focTyna K KoHbUaeHuuanbHoin nHdopmaumm

Hwxe nepeuncrieHbl 4ONOSHUTENbHbIE TpeéOBaHMﬂ K MPUNOXeHNAM, BbINMOJIHAOLWNM onpefeneHHble dJyHKLlVIVI.

[OevicTBus Tpe6oBaHus

O6paboTka Balue npunoskeHvie He AOMKHO HU NPU KaKUX 06CTOATENBCTBAX Ny6IMKOBATb JIMYHbIE 1
NOEHTUDUKALMOHHDIX, KOH(MAEHLMANbHbIE laHHble, CBA3aHHble C PUHAHCOBOMN MU NAATEXHOMN
(b1HaHCOBbIX U LeATeNIbHOCTbIO, @ TaKXKe Npoyne UAEHTUGUKALMOHHbIE AaHHbIE.

nnaTeXHbIX AaHHbIX

O6paboTka TeneboHHbIX  3arnpeLyeHo 6e3 pa3peLleHnst NyGMKoBaTh U PacKpbIBaTh JINYHYIO U
HOMEpOB 1 Apyron KOHMAEHLManbHY0 MHGOPMaLMIO ApYrUX NtoLeN.
KOHTaKTHo MHbopMaLum

AHTVIBI/IpyCHbIe n apyrue B nonutuke KOHq)M,EI,eHLl,I/Ia}'IbHOCTVI n I/IHdJOpMaLl,I/IVI 06 MCNONIb30BaHMU JIMYHbIX JaHHbIX
3alnTHblIe beHKLI,MM AO0JDKHO 06bACHATBCSA, Kakne AaHHble CO6VIpaPOTCF| M nepenaroTcd, Kak OHU
MCMNOJIb3YHOTCA U KTO MOXET NONYYUTb K HUM AOCTYM.

EU-U.S. Privacy Shield (cornaweHue o npaBunax nepepayv nepcoHarsbHbIX faHHbIX Mexxay EC n
CLUA)

Tpe6oBanusa

Ecnu Bbl monyyaeTe JOCTYN K IMYHBIM faHHbIM MoJib3oBaTenel, NpefocTaBNeHHbIM KoMMaHueit Google 1 co3gaHHbIM
Ha TeppuTopuu EBponeiickoro cotosa unw Lseiuapum, ecnu ucrnonb3syete M6o obpabaTbiBaeTe aTy MHOOPMALMIO U MO
HE MOXXHO MPSIMO UM KOCBEHHO YCTAHOBUTb JIMYHOCTb YESIOBEKA, TO Bbl AOMKHbI:

« CobnofaTtb Bce p,el?lcmylou.me 3aKOHbI, AUPEKTUBDbI 1 NpaBuJia B OTHOLLEHUN KOHCbVI,El,eHLl,I/IaﬂbHOCTM, 6e3omnacHoCTH
W 3alnTbl JINYHbIX AaHHbIX.


https://developer.android.com/training/location

MonyyaTb JOCTYM K JIMYHBIM JaHHbIM U UCTIONb30BaTb UX TOSIbKO B TeX LIENAX, C KOTOPbIMW COrNacuica ux
Bnageneu.

* Mcnonb3osaTb HEO6XOMMblE OPraHN3aLIMOHHbIE U TEXHUYECKME CPeACTBa /1S 3allUTbl IMYHbIX AaHHbIX OT NoTepH,
HeAoMNyCTUMOro UCMOJIb30BaHMUS, HECAaHKLMOHUPOBAHHOO UM HE3aKOHHOTO AOCTYMa, PasrfialleHns], UBMEHEHNS 1
HapyLIeHWs LieSIOCTHOCTY.

+ 06ecneunBaTb SINYHbIM JaHHbIM HEO6XOAMMYIO 3aLUMTY B COOTBETCTBUM C NpUHLMNamMm cornatueHdus Privacy Shield.

Bbl 06513aHbl PErynsipHo CBepATbCS C 3TUMM TpeBoBaHWUAMU. ECN cob6MoaaTh UX CTaHET HEBO3MOXHO UM BO3HUKHET
CepbesHbIN PUCK TOTO, YTO Bbl HE CMOXETe 06eCneunTb COOTBETCTBUE UM, HEMEAJIEHHO COOBLLMTE HaM 06 3TOM Mo
appecy data-protection-office@google.com u npekpatuTe 06paBoTKy NUYHbIX AaHHbIX UK KaK MOXHO CKopee
BOCCTaHOBUTE WX 3aLLUTY.

PaspelleHus

Monb30oBaTento JOMKHO BbITb MOHSATHO, A1 Yero BaM TPeByeTCs TO MU MHOe pa3peLleHne. 3anpalumBaTb pa3peLleHust
MOXXHO TOJIbKO B TOM CJly4ae, eC/iu OHW HEOBXOAUMbI A5 PaboTbl QYHKLMIA U CEPBUCOB, KOTOPbIE YXXe eCTb B
MPUIIOXKEHWUN 1 ONUCaHbI Ha ero cTpaHuLe B Google Play. Henb3ss ncnonb3oBaTh paspeLleHus, NpefocTaBsiolme
ZOCTYN K AaHHbIM MONb30BaTENsA UM YCTPOMCTBA, A1 HE 3asiBNIEHHDbIX, He BHEAPEHHbIX UMW 3anpeLLeHHbIX GYHKLUIA
UK uenein. H1 npu kakux o6CTosITeNbCTBaX Heslb3s NpofaBaTh NIMYHblE UK KOHbUAEHUMaNbHbIe AaHHble,
MOJyYEHHbIE C pa3peLLeHus NMosib3oBaTens.

3anpalunBaiite AOCTYN K JaHHbIM B KOHTEKCTE (C MOMOLLbIO MO3TanHOM aBToprU3aLum). 3To MOMOXET NoJib30BaTENSIM
MOHSIT, I/ YETO BaM HY>XHO TO UJIM MHOE paspelleHne. icnonb3yinTe JaHHble TOMbKO B TeX LiefisiX, Ha KoTopble
nonb3oBatesb Aan cornacue. Ecnv B ganbHeiiemM BaM NOHaLOOUTCS UCMONb30BaTh UX B APYrUX Lensix, BaMm
Heo6xoAMMO 6YAET NONy4YUTb SIBHOE corfiacue nosib3oBaTesis Ha 3To.

OFpaHI/NeHHbIe pa3peleHns

Momumo nepe4vyncneHHbIX Bbllle, K pa3peLlleHnsam, KoTopble 0603HayeHbl B AOKyMeHTauun ansa paSpaﬁOT‘-IVIKOB Kak
onacHble, cneLuasnbHble Nnn Tpe6yrou.|,V|e OI'Ipe,D,EJ'IEHHOVI noanuncu, NpUMeHATCA A0MNOSIHUTENIbHbIE Tpe6OBaHMﬂ n
orpaHun4yeHus.

+ KoHbuaeHumanbHble AaHHble NONb30BaTeNs MW YyCTPOWCTBA, NONYYeHHbIe B paMKax TakuX paspeLleHnit, MOXHO
nepefaBaTb TPETbUM NIULLAM TONBbKO B TOM CNy4ae, €C/IN 9TO HYXXHO AJiS paboTbl UK YIyYLLEHUS Y)Ke BHEAPEHHbIX
(yHKLMIA 1 CepBUCOB NPUMIOXKEHNS, B KOTOPOM 3TW AaHHble MonyyeHbl. Takxke nepegaya AaHHbIX BO3MOXHA, €C/M
9TOro TpebyeT AeiCTBYIOLLEE 3aKOHOAATENIbCTBO WU CAESIKA MO CIUSIHUIO, MOTJIOLLLEHUIO KOMMaHUK WX NPOAaxe
aKTUBOB. Bbl AOMKHbI yBEJOMUTL 06 3TOM MO/b30BaTeSNs FOPUANYECKMN NpUeMieMbIM crnoco6oM. Bo Bcex
ocCTaslbHbIX CNyYasx npojaxka 1 nepefaya AaHHbIX NONb30BaTeNs 3anpeLleHa.

+ Ecnv nonb3oBatenb OTKJIOHSET 3anpoc Ha OrpaHWYeHHoe paspeLLeHne, Bbl He [OMMKHbI MbITaTbCsi Nepey6eanTb ero.
Henb3s 3acTaBnsTb NoMb30BaTeNEN MPEAOCTABSATb Pa3pELLEHNS], KOTOPbIE He SBSIOTCA KPUTUYECKU BaXKHbIMU. B
9TOM cnyyae Bbl TaKxXe 06513aHbl NPUSIOXWUTb Pa3yMHble YCUNUs ANst TOro, YTobbl BCe paBHO 06ecneyunTb
nosb3oBaTeNto JOCTYN K GYHKLMUAM NPUNOXEHUs (HanpuMep, NpeAycMOTpeTb BO3MOXHOCTb BBOAA TenedoHHOro
HOMepa BPYYHYHO, EC/IM MOJNb30BaTENb 3aMPETMIT JOCTYM K CIUCKY BbI3OBOB).

B OTHOLLEHUM HEKOTOPbIX OFPaHUYEHHbIX Pa3peLLeHNil MOTyT AeCTBOBaTb AOMOHUTENbHbIE TPEGOBAHUS, ONMUCaHHbIE
Huxe. CobntofeHne aTUX yCNoBUiM MoMoraeT obecneunBaTb KOHPUAEHLMANBHOCTD Nonb3oBaTenei. B oueHb peakmx
cyyasix Mbl MOXXEM CAeNaTh UCKYEHNE, eCNU NPUNOXEHUE BbINOJTHAET Kakne-m6o BaXKHble M BOCTPeGoBaHHble
(yHKLMK, KOTOpbIE B HACTOALLMIA MOMEHT He MOTYT 6bITb peanu3oBaHbl ApyruM cnoco6om. MpuHrMas peLLeHue B
TaKMX CUTyaLMsX, Mbl YYUTbIBAEM MOTEHLMaNbHbIE YrPO3bl KOHPUAEHLMANIBHOCTH 1 6€30MaCHOCTU AaHHbIX.

Pa3peleHuns Ha pocTyn K SMS 1 cnucky BbiI3OBOB

SMS 1 CcnNUCOK BbI3OBOB CYUTAKOTCSH JIMYHBIMU U KOHd)Mﬂ,eHLlMaﬂbeIMM OaHHbIMU. K HUM NPUMEHAKTCA NOJIOXKEHUSA
pasgena Nnynas un KOHCbMLI,eHLl,VIaJ'IbHaﬂ VIHd)OpMaLI,I/IFl, a Tak>Xe cnegyrouine orpaHnyeHuna:

OrpaHu4YeHHOe paspeLueHune Tpe6oBaHusn

B MaHudecTe NpunoxxeHusi copepXuTcst Tpe6oBaHue rpynbl MpunoxeHune [OMXHO 6bITb
pa3peLueHuit ansa cnucka Bbi3oBoB (Hanpumep, READ_CALL_LOG, 3aperncTpupoBaHo Kak MOMOLLHUK Un
WRITE_CALL_LOG, PROCESS_OUTGOING_CALLS) 06paboTUNK 3BOHKOB MO YMONYaHUIO.
B MaHudecTe NpuioXXeHUs: COQepPXUTCS TpeboBaHWe rpynbl MpunoxeHue JOMXHO 6bITb
pa3spewueHuit gnsa SMS (Hanpumep, READ_SMS, SEND_SMS, 3aperncTpMpoBaHoO Kak 06paboTunk

WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH, RECEIVE_MMS) nencTeuin AccucteHTa unm o6paboTunk SMS
Mo YMOJIYaHUIO.


https://www.privacyshield.gov/EU-US-Framework
https://developer.android.com/guide/topics/permissions/overview#dangerous_permissions
https://developer.android.com/guide/topics/permissions/overview#special_permissions
https://developer.android.com/guide/topics/permissions/overview#signature_permissions
https://support.google.com/googleplay/android-developer/answer/9914283#user-data

MpUNoXeHUsIM, KOTOPble HE MOTYT 6bITb Ha3HaYeHbl MOMOLLHWUKOM MK 06pa6oTynkoM SMS unu 3BOHKOB Mo
YMONYaHuto, 3anpeLLeHo 3anpalunBatb Nofo6Hble paspeLleHns. B ToM uncne Henb3s ykasblBaTb COOTBETCTBYOLLME
Tern B MaHudecTe. 3anpalumBaTtb Takue paspeLLleHnst MOXHO TOSIbKO NOC/IEe TOro, Kak Nosib3oBaTeslb CaM YCTaHOBUT
MPUIOXKEHME B KaYecTBe MOMOLLHMKA UK 06paboTymKa Mo yMonyaHuio Ans SMS nnm 3BoHKoB. Kak Tonbko
nosib3oBaTeNb U3MEHUT CBOW BbIGOP, NPUIOXKeHWe A0/HKHO NPEeKPaTUTb UCMoNb30BaTh 3TV pa3pelleHus. JonycTuMble
CLieHapu1mM UCMoJIb30BaHUS M UCKFOUYEHWSI ONUCaHbI B 3TOi cTaTbe CNpaBoOYHOro LieHTpa.

MprnoXeHUst MOTYT UCMOMb30BaTh YKa3aHHbIe Bbllle pa3peLLeHns U NonyYeHHble 6narofaps UM faHHble TONbKO Afls
paboTbl OCHOBHbIX BDYHKUWIA (HanpuMmep, Ans o6ecriedeHnss BO3MOXXHOCTEW, ABHO YKa3aHHbIX B ONUcaHum
npunoxeHus). OCHOBHbIMU Ha3blBatoTCA hYHKLMK, 63 KOTOPbIX NMPUIOXEHNE HEBO3MOXHO MUCMoMb30BaThb. MNepeaaya
AaHHbIX, B TOM Yncne s UCNOoNb30BaHUs Mo IMLEH3MK, a TaKxKe NpefocTaBieHne AoCTyna K HAM fonycKaeTcs
TOJIbKO B LIEJISAX, HEO6XOAUMBbIX 71 paboTbl OCHOBHbIX (DYHKLIMIA MPUNTOXKEHWS UM CEPBUCOB B HEM. 3arnpeLyeHo
MCrnonb3oBaTh flaHHble B NO6bIX APYrvX LEensix, BKAYas yyylleHne CEpBUCOB UM NPUNOXKEHWI, peKnamy 1
MapKeTUHT. Henb3s ncnonb3oBaTh afibTepHaTUBHbIE CNocobbl (BKOYaa apyrve paspeluerus, APl u CTOPOHHME
MCTOYHWUKM) AN NONYYEHUs AaHHbIX, CBA3AHHbIX C pa3pelleHUssMI Ha JAOCTYN K CMUCKY BbI30BOB 1 SMS.

Pa3peLueHV|9| Ha OOCTyn K AaHHbIM O MeCTOMOJTIOXXeHUn

[laHHble 0 MecTOMoIOXKeHUN yCTpOVICTBa CYUTaAKOTCA NMNYHBbIMU U KOHCbVIp,eHLI,VIaJ'IbeIMVI. K HMUM npumeHstoTcA
NnoNnoXeHua pasgena JlnyHas n KOHdJI/Ip,eHLWIaJ'IbHaH VIHd)OpMaLI,I/IFI, a TakXXe cnegywouiue Tpe6OBaHVIF|Z

* [punoxxeHns He JOMKHbI UCNONb30BaTh CBEAEHUS, 3allULLEHHbIe Pa3peLlEHNAMMN Ha JOCTYN K AaHHbIM O
mecTononioxerun (Hanpumep, ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), ecnu aT1 CBEAEHUS HE HYXXHbI A1 paboTbl hYHKLWIA U CEPBUCOB, KOTOPbIE YXKe
€CTb B NMPUJIOXKEHUN.

* Hu Npu Kakux 06CTOATENbCTBAX HeMb3s 3anpalimMBaTh 4OCTYM K AaHHbIM O MECTOMOIOXEHNU, €C/IN OHU 6yayT
MCMNOMb30BaTbCs TONIbKO AJ1A PeKlaMbl U aHaNMUTUKU. MPUSTOXEHUS, B KOTOPbIX 3TV laHHble 6yAyT UCMONb30BaThCA B
TOM uucne A nokasa peknambl (Mocne nonyYeHns paspeLleHnst oT Nofb3oBaTens), LOMKHbI COOTBETCTBOBATb
npasusiam pasmelLeHns peknambi.

+ 3anpalumBaTtb crefyet MUHUManbHO HEO6XOAMMbIN YPOBEHb A0CTYyNa (TO eCTb JOCTYN K NpUGIN3NTENbHBIM, @ He K
TOYHbIM AaHHbIM O MECTOTOJIOXKEHUN U pa3peLLeHme Ha UCMONIb30BaHNe B aKTUBHOM PeXMME, a He B pOHOBOM).
BaxkHo, UT06bl AOCTYN AeiCcTBUTENBHO TpeboBarncs Ans paboTbl cepBrca UK QYHKLMU, UMEHOLLMXCS B MPUIIOXEHUN,
1 NoNb30BaTeNn LOKHbI ACHO MOHUMAaTb, MOYEMY A1 TOW UM UHOW GYHKLMM HYXKEH 3anpallnBaemMbliil ypoBeHb
foctyna. Mbl MOXeM 0TKasaTb B Ny6nKaLmm NpUioXeHui, KoTopble 3anpawimBatoT GOHOBbIN AOCTYN K AaHHbIM O
MECTOMOJIOXKEHNM 6e3 BECKOr0 060CHOBaHUSA.

+ [laHHble 0 MECTOMOMOXKEHUI MOXHO UCMOMIb30BATh TOMIbKO B TOM Clly4ae, eC/iM OHU HYXKHbI An8 paboTbl QYHKLUIA,
KOTOpble Mosne3Hbl A1 Nofb30BaTesNs U CBSi3aHbl C OCHOBHbIM Ha3HaYeHWEM MPUITOXKEHNUS.

I'Ip|/|n0)KeH|/|e MOXXET noJiydaTtb A0CTYyn K cCBeAEHNUAM O MECTOMONIOXXEHUU B aKTUBHOM pexnme (HaanMep, Korgac
npunoXxxeHnem pa60Tar0T), €C/1In UCnoJib3oBaHMe 3TUX AaHHbIX:

° H606X0,D,VIMO ANA BbIMOJIHEHUSA B NMPUSTOXEHUN [encTBus, WHULUMMPOBAHHOIO NoJsib30BaTeieMm,

* npekpaLyaeTcsi cpasy nocse BbIMOMHEHUS 3TOrO AeNCTBUS.

MpunoxeHus, paspaboTaHHble crieuunanbHoO Ans AeTeil, 4OKHbI COOTBETCTBOBAaTb TPe60BaHUAM NporpaMMbl
[MpunoxeHusa gnsa BCen ceMbM.

PaspelueHue Ha [ocTyn kKo BceM dannam

MHdopmaums o daiinax u nankax Ha yCTPOMCTBE MOb30BaTesNs CYUUTAETCS INYHOI U KOHDUAEHLMANbHOM
MHdOpMaLMeNn 1 LOSIKHA COOTBETCTBOBATb MOMOXEHUAM pasfena JinuHas v KoHduaeHumanbHasa nHdopmaums, a
TaKxXe Creayoumm TpeboBaHNAM:

 [IpUNoXeHUs [OMKHbI 3anpalumBaTh AOCTYMN K XpaHWWLLY YCTPONCTBA TO/IbKO B TOM Crly4ae, eCiin 3To HeobxoAMMO
ansa pa60TbI npunoxxeHnsi. OHn He MOryT 3anpawinBaTtb AOCTYN K XPaHUULLY OT UMeHU TpeTbero anua ansa No6bIX
Lefiei, He CBA3aHHbIX C KJIH0YeBbIMU d)yHKLWIﬂMI/I NPUNOXeHUA.

* YcTpoucteam Android ¢ Bepcueit R (Android 11, APl yposHsi 30) unwu 60/1ee NosaHen Ans ynpasneHus 4OCTYNOM K
obLemMy xpaHunuily Heobxoammo paspelueHne MANAGE_EXTERNAL_STORAGE. Bce npunoxeHus,
npeAHasHayeHHble A5 9TOM BEPCUMU CUCTEMbI U 3anpallnBatoLLme JocTyn K obuemMy xpanunuwy ("LocTyn Ko Bcem
thainam"), NPOXoAAT COOTBETCTBYHOLLYHO NMPOBEPKY Nepea nyénvkauueit. NpunoxeHus, Kotopble MOryT
MCrnosb3oBaTh 3TO paspeLleHne, AO/MKHbI SBHO Npefnaratb nosib3oBaTeNiaM BKIUYNTb AOCTYN KO BCeM daiinam B
MEH}0 HacTpoek "CneuuanbHbli AOCTYN AA NPUNOXKEHUIA". [lononHUTENbHY UHHOPMaLIMIO MOXHO HalTK B 3TOM
cTaTbe.

3noynoTpebneHne pecypcamm yCTPOUCTBa U CETU


https://support.google.com/googleplay/android-developer/answer/9047303
https://developer.android.com/training/location
https://support.google.com/googleplay/android-developer/answer/9914283#user-data
https://support.google.com/googleplay/android-developer/answer/9914283#ads
https://support.google.com/googleplay/android-developer/answer/9914283#families
https://support.google.com/googleplay/android-developer/answer/9914283#user-data
https://developer.android.com/reference/android/Manifest.permission#MANAGE_EXTERNAL_STORAGE

3anpelyaeTcs Ny6aIMKoBaTh NPUIOXKEHNS, KOTOPbIE HapyLLatoT paboTy yCTPOMCTBa NOMb30BaTessl, APYruX YCTPOWCTB,
KOMMbIOTEPOB, CepBEPOB, ceTei, AP unv cepeucoB (BK/KOYast Apyrue NpuioXeHns Ha yCTponcTae, cepBuchl Google u
CETM OMepaTopoB CBSA3M), @ TaKXXe BMELLMBAIOTCS B UX PaboTy, MOMyYatoT HeCaHKLIMOHUPOBAHHbIN AOCTYN K HUM WU
BPeAsT HbIM 06pasoM.

MpunoxeHusi, pasMellaemble B Google Play, [omKHbI COOTBETCTBOBaTbL TPEGOBaHUAM oNTUMU3aLmu Ana Android,
3adbmKcUpoBaHHbIM B OCHOBHbIX PEKOMeHZaLMsAX Mo 06ecreyeHnto KayecTea.

Mpunoxexus, KoTopble pacrnpocTpaHstoTea B Google Play, He LOMXKHbI U3MEHATL CBOW KO KaKUM-IMG0 Cnoco6oMm,

Kpome 06HOBMeHus Yepe3 Google Play. OHM Takyke He [OMIXHbI CKauuBaTb UCMONHAEMbI Kog (Hanpumep, Gaiinbl B
tdopmate DEX, JAR unu SO) 13 Kakux-nm6o NCTOYHMKOB, Kpome Google Play. 9To npaBuio He pacnpocTpaHaeTcst Ha
KOA, KOTOPbIii 3aMycKaeTcsi Ha BUPTyasibHOM MalUMHE U UMeeT orpaHudeHHbI goctyn K APl Android (Hanpumep, Ko
JavaScript B komnoHeHTe WebView nnu 6paysepe).

3anpeLyeHo Ucnonb3oBaTb KOA, KOTOPbI CO34aeT UKW UCMOSb3YeT YI3BUMOCTU 6e3onacHocTu. MHpopmaums o caMbix
aKTyaNbHbIX Npo6ieMax 6e30MacHOCTU COAEPXXMTCS B Halleil MporpaMmMe NoBbILWeHNUs 6€30MacHOCTU NPUTOXKEHUI
N5 pa3paboTUMKOB.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHWUH:
* TpunoxeHus, KOTopble 6IIOKUPYIOT UKW NpepbiBaoT PaboTy APYrMX MPUIOXEHMWIA MOKa30M peKiambl.

 TNpunoxeHus, KOTOPble BANAIOT Ha reMnen B Urpax, Hanpumep No3BoNSAOT XynbHU4YaTb.

° an/IJ'IO)KeHI/IFl, KOTOpble NOMOratoT coBepLlaTb XakepCKune atakm Ha CepBUCHI, NporpamMmbl 1 yCTpOVICTBa nnm
06X0ﬂ,MTb cucTeMbl 6€30MacHOCTH, @ TaKXKe NpeaocTaBNAOT COOTBETCTBYHOLLME UHCTPYKLNN.

* [puUNoXeHus, KOTOpble HapyLLAKT YCIIOBUS UCTONb30BaHUS cepBUCOB unu API.
* TpUOXEHMS, KOTOPbIE MbITAKTCH 060WTU CUCTEMY YNPaBEHNUSA MUTaHUEM U MPU 9TOM He BXOAAT B 6esblii CMIUCOK.

* [pUNoXeHus, KoTopble NPefoCTaBAT YCYry MPOKCU-CEPBEPA TPETbUM IMLiaM. ITO BO3MOXHO TOJIbKO B TOM
cnyyae, ecfiv ycnyrv Npokcu-cepeepa ABNAOTCA KNtoYeBon QyHKLMUEN NPUTOXKEHUS.

* TpunoXeHusi nnm cTopoHHKi Kog (Hanpumep, SDK), KoTopble CKaunBatoT UCNOMHSAEMbI Kog, (Hanpumep, daisbl
DEX W1 HaTWBHbIi KOA), CO3AaHHbIV CTOPOHHUMU pa3paboTunkamMu.

* [pWIOXEHWs], KOTOPbIE YCTaHaBIMBAIOT Ha YCTPOWCTBO ApYyrue NpunoXeHus 6e3 paspeLleHuns Nonb3oBaTens.

+ TIpUnoXxeHuUs, KOTOpble NepPeHanpaBstoT Nob30BaTess Ha CaiT C BpeJOHOCHbIM MO 1av crnoco6CTBYOT €ro
pacnpoCcTpaHEHUIO U YCTaHOBKe.

BeepeHue B 3a6nyxxpoeHne

MbI 3anpeLyaem ny6aMKoBaTh NPUTOXKEHWS, KOTOPbIE MNbITAalOTCA BBECTU MONb30BaTeseit B 3a6Ny>KAeHNe UK
Cnoco6CTBYOT HEL06POCOBECTHOW AEATENIbHOCTH, BK/KOYAs NMPUNOXKEHUS, 3asiBNEHHbIe GYHKLMKM KOTOPbIX
HEeBO3MOXKHO peanin3oBaTh Ha ycTpoicTee. MHpopMaLumus o MPUIOXEHNI, ero onucaHue, a Takke hoTo 1 BUAEO
[LOJIXXHbl COOTBETCTBOBATL €ro hyHKLMOHANbHOCTU. MPUMNOXKEHNS HE [OMKHBI UMUTUPOBATb GYHKLMK UK
npeaynpexaeHusi onepaumMoHHOR CUCTEMbI U APYrUX NporpaMm. Jltobble USMEHEHUs1 HaCTPOEK YCTPOMCTBA JO/MKHbI
NPOU3BOANTLCS C BEAOMA U cornacus nofib3osaTtesns. Kpome Toro, y nosib3oBaTens fo/HKHA 6biTb BO3MOXHOCTb
OTMEHWUTb U3MEHEHWS.

3asBneHus, BBoagwWme B 3abnyxpeHue

CKPUHLUOTbI, 3Ha4YKM, Ha3BaHUsA, ONUCaHUA U Apyrue MaTepuarnbl MPUIOKEHUS HE JOMKHbI COAEPXKATb JIOKHYHO UK
BBOZSLLYIO B 3a61yXAeHVe MHhopMaLMi.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLUEHWA:

+ OnucaHne beHKLl,VIﬁ npunoXxeHua BBOAUT B 3a6ny>Kp,eHV|e VN He COOTBETCTBYET AEeNCTBUTENIbHOCTHU:

» CornacHo onucaHuto u CKPUHLLOTaM uUrpa ABnqaeTcA rOHKOMW, 04HAKO B AENCTBUTENIbHOCTH npeactaBndaeT coboit
rONoOBOJIOMKY U3 6110KOB, B KOTOpOI‘/'I NCNoNb3yeTcd KapTUHKa MalluUHbl.

+ To onucaHwo NPUIIOXKEHWE BNISIETCS aHTUBMPYCOM, XOTSI BCETO JINLLb COAEPXKUT PEKOMEHAALIMM O TOM, KaK
yoanaTb BUPYCbI.

+ Ha3sBaHue paspaboTurKa uv NpunoXeH1st COAEPXKUT JIOXHble CBefleHusi o cTaTyce B Google Play: "Bbi6op
pepakuuun’, "Homep 1", "Ton nnaTHbIX" U T. 4.

+ TIpUnoXxeH1e COLEPXUT CBELIEHUS O 340POBbE UK MEAULMHCKYIO MHbOPMaLMIO, KOTOpble BBOAAT B 3a6/1yXAeHWe
UK SIBNSIFOTCS MOTEHLMaNbHO ONacHbIMU.

* B onucaHuu NpunoXxeHus ykasaHbl HEBbIMOMHUMbIE QYHKUMK (Hanpumep, OTNyrMBaHue HacEKOMbIX), AaXKe eClin 3TO
NpeACTaB/IEHO KaK LUYTKa, PO3bIrpbiLl UK MpaHK.

* TpunoXxeHne OTHECEHO K HEMPaBW/IbHOWM KaTeropun 1y Bo3pacTHoi rpynne.

* $1BHO HeOCTOBEPHbIN KOHTEHT, KOTOPbIA MOXET MOBAWATL Ha NPOLECC rosI0COBaHUSA.


http://developer.android.com/distribute/essentials/quality/core.html#listing
https://developer.android.com/google/play/asi.html#campaigns
https://developer.android.com/training/monitoring-device-state/doze-standby.html
https://developer.android.com/training/monitoring-device-state/doze-standby.html#whitelisting-cases

B onucaHun NPUNOXXEeHUA coaepxXaTcad NOXKHble 3adBJ/IEHNA O TOM, YTO OHO CBA3aHO C rocygapCTtBeHHbIMU OpraHamMu
nm6o npeaocTaB/iAeT rocyaapCTBEHHbIE yCNyru nnm okasbiBaeT cofencramne B Ux noJiy4eHUn, Npu 3aTOM NpunoxxeHune
He NMeeT COOTBETCTBYHOLLNX 3aKOHHbIX MOTHOMOYMI.

+ TNpunoxeHus, KOTOPbIe JIOXHO NPeACcTaBEHbI Kak Od)VILl,VIaJ'IbeIe NpoOAYyKTbl Apyroﬁ KOMMaHuu. 3anpelyaeTcs

1crnosb3oBaTh Takue HasBaHus, kak "OT Aumbl Bunana', "OduuymnanbHo ot Jumbl bunaHa" u nogobHble, 6e3
COOTBETCTBYIOLUUX NPaB.
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1) B 3TOM MpUIOXKEHNUMN COLEPXKaTCS 3asBEHUS MEANLIMHCKOrO XapakTepa (/1ekapcTBO OT paka), KOTopble BBOAAT B
3a6nyxaeHue.

2) [nsa aTux NpUNOXKEHWI 3asBeHbl HEBO3MOXHbIe QYHKLMK (MCronb3oBaHue TenedboHa Ans B3ATUSA NPo6 Ha
ankorosib).

HecaHKLMOHMPOBaHHbIE U3MEHEHMS HACTPOEK YCTPOMNCTBA

3anpelLleHo My6uKoBaTb MPUTOXEHUS, KOTOPbIE BHOCSAT U3MEHEHUS B HACTPOWKU YCTPOWCTBA UNu Apyrue
npunoxeHus 6e3 Befoma 1 cornacus nonb3osarens. K HacTporkaM yCTpOMNCTBa OTHOCSATCA NapaMeTpbl CUCTEMbI U
6pay3epa, 3aKaAKu, SPbIKK, 3HAYKN U BUIKETbI MPUSIOXKEHWIA Ha rTaBHOM 3KpaHe.

Kpome Toro, 3anpeLyeHo yKkasaHHOe HUXE.

° I'Ipvmo»(eva, KOTOpPble USMEHAKT HaCTpOIZKVI nnn beHKLWWI yCTpOVICTBa C cornacuva nonb3oBartensd, HO TaKumMm
o6pa30M, YTO 3TO HEeJb3A Nerko OTMEHUTb.

* TIpUNOXeHUs 1 CoaepPXKaLLMECS B HUX OGBSBIIEHNS, KOTOPbIE KaKUM-IMB0 06pa3oM J06aBNSOT Ha YCTPOUCTBO
peKniaMy Unu CCbifIKM Ha CepBUCHI TPETbUX CTOPOH.

* TpunoxeHus, KOTopble 06MaHHbIM NyTEM NOBYXAAtOT NOMb30BaTeNs YAanaTb WU JeaKTUBMPOBaTb NPOrpaMmbl
LpYyrux paspaboTUnKoB TG0 NU3MEHATb HACTPOWKM YCTPOWCTBA.

+ TpUnoXxeHUs, KOTOpble NMPU3bIBAtOT N BbIHY)XAAIOT NONb30BaTENEN yAaNsTh UK OTK/IOYaTb MPOrpaMMbl APYrux
pa3paboTYMKOB UK U3MEHATb HACTPOWKM YCTPOMCTBA. MICKNoYeHUe COCTaBASIOT NPUIIOXKEHWS, 06ecreynBatoLLme
6€30MacHOCTb YCTPONCTBA UMW JaHHbIX.

NocobHruyecTBO HE[OB6POCOBECTHOMN AEATENBHOCTHU

3anpelyaeTcs Ny6aMKoBaTb NPUIIOXKEHNS, KOTOPbIE pacCcuYMTaHbl Ha UCMOJb30BaHWe B HEA0BPOCOBECTHBIX LIENsIX.
Hanpumep, npunoxeHus Ans co3faHus nacrnopToB U APYruX yAOCTOBEPEHWIA IMYHOCTU, HOMEPOB COLManbHOMo
CTpaxoBaHusi, AUMIOMOB, KPeAUTHbIX KapT 1 BOAUTENbCKUX NpaB. MHpopMaLms 0 MPUSIOXKEHUH, Ero Ha3BaHue,
onucaHue, a Takxxe U306paXKeHNsI U BULEOPOSIMKM AOMKHbI COOTBETCTBOBATL €ro GyHKLMOHaNbHOCTH U COAEPXKaHMUIO,
a caMo MPUOXEHME JOMKHO paboTaTh Tak, Kak 3TOro OXWAAeT nosib3oBatesib.

[ononHuTtensHble pecypcbl NPUNOXeHUs (HanpuMep, UrpoBble 06BEKTbI) MOTYT 6bITb 4OCTYMHbI A1 CKaUMBaHWs,
TOJSIbKO €CJIN OHW HEOBXOANMBI A1 UCTIONIb30BaHMsA NPUIOXKEHUs. [Py 3TOM OHW AOMKHbI COOTBETCTBOBATbL BCEM
npasunam Google Play, a npuioxeHue A0KHO COOBLIMTL MOMb30BaTeSO pasmep aTUX (haisos 10 TOro, Kak HayaTb
cKauuBaHue.



3aABneHNsA 0 TOM, YTO MPUIIOXKEHME CO3AaHO AJIA PO3bIrpbilia UK ¢ APYrUMU HECEPbe3HbIMU HaMEPEHUSAMY, He
n36aBnseT paspaboTYNKOB OT OTBETCTBEHHOCTU U HEOBXOAMMOCTM CO6toAaTb HaLLKM NpaBua.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUI:

* TpUNOXKEHWS, KOTOPbIE KOMUPYIOT MHTEPdEC APYruX NPUIOXKEHU v Be6-caiToB, YTo6bl 06MaHOM MOyYnUTb
repcoHasbHble UK yYeTHble AaHHble.

* [MpunoXxeHus, B KOTOPbIX yKa3aHbl HEMPOBEPEHHbIE UM peasibHble afipeca, Homepa TenedoHoB 1
NOEHTUMKALNOHHbIE JaHHble NoAEeN NN KOMMNaHWiA, pa3melleHHble 6e3 cornacus aTUX L, Uy opraHusauui.

* [pnNoXxeHus, OCHOBHbIE BYHKLMM KOTOPbIX MEHAIOTCS B 3aBUCUMOCTM OT MeCTa NpOoXK1BaHWs Nonb3oBaTesns,
napamMeTpoB YCTPOMCTBA UMW APYruX AaHHbIX NMOMb30BATENS, €CNN 3TU Pa3INYMSA He yKa3aHbl B SBHOM BUe B
OMMUCaHUN NPUNOXKEHNS.

* [pWNoXeHMs], KOTOPbIE CUIIbHO U3MEHSIIOTCS B 3aBUCUMOCTM OT Bepcun 6e3 yBe0MeHus Nnosib3oBaTess
(Hanpumep, B pa3gene "41o HOBOro") U OGHOBMIEHWS ONUCAHWSI.

* TpWNOXEHWS, KOTOPbIE U3MEHSIOT ST CKPbIBAKOT CBOU GYHKLIMK BO BPEMS MPOBEPKMU.

* TpuoXeHuUs, KOTopble BbIMOMHAIT CKauMBaHWUe Yepes ceTb JocTaBku KoHTeHTa (CDN), npeaBapuTenbHoO He
coobLas nosib3oBaTeNto pasMep ckaumBaemMbix Gannos.

MaHunynuposaHue Mmatepuanamu CMU

3anpeltaeTcsa Ny6MKoBaTb NPUSTOXKEHNS, KOTOPble CMOCOGCTBYIOT PacnpoCTPaAHEHUIO JIOXHOW UV BBOASLLEN B
3a6nyxaeHue nHhopmaLum B BUAE U306paXKeHnin, BUAEO Unv TekcTa. Mbl He My6/IMKyeM NpUIIoXeHUs,, coaepxaline
TekcT, GOTO UK BUAEO, KOTOPble AEMOHCTPATUBHO BBOAAT MOJIb30BaTeNIen B 3ab/yXXAEHWE U MOTYT NPeAcTaBnATh
Yrposy A5t BaXKHbIX MeponpuaTHiA, MONUTUYECKO Chepbl, CoLManbHbIX BOMPOCOB U APYruX 06LLEeCTBEHHO 3HAYUMbIX
TEM.

Ecnu npunoxeHune MaHunynupyet Mmatepmanamu CMW vnu namensiet coaep>kallyrocsd B HUX VIHCIJOpMaU,VI}O, Hapyuwas
CnoXuelumecqd cCtaHfapTbl B OTHOLWWEHUU KaYyeCcTBa U ACHOCTU, Bbl AO/DKHbI B ABHOM Bue COO6LNTb 06 3TOM WU
OTMETUTb UBMEHEHHbIN KOHTEHT BOASIHbIM 3HaKOM (KOI',D,a nonb3oBaTeslb MOXET He MOHATb, YTO MaTepuabl 6bln
VISMeHeHbI). WcknroueHus MOryT 6bITb caenaHbl onda Tem, npeactaBnarowmx O6UJ.ECTBeHHbIl7I MHTEpPEC, a TaKXXe
o4YeBUAHbIX MPUMEPOB caTUpbl UK Mapoaun.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUI:

* TpunoxeHus, KoTopble J06aBASIOT U306PaXKEHUA USBECTHbIX NOA4EN Ha CHUMKU AeMOHCTPaLMii BO BPeMS BaXKHbIX
NOSIMTUYECKMX COBbITUIA.

* TNpunoxeHusi, Ha cTpaHuLax KoTopbix B Google Play ncnonbaytotca n3o6pa)KeHusi USBECTHbIX NOLen Uim
MaTepuarbl, KacatLmnecs BaxKHbIX COBbITUI, ANA AEMOHCTpaUuy GYHKLNIA, NO3BONSAOLMX UBMEHSATb KOHTEHT CMW.

° npl/l)'lO)KeHI/IFl, KOTOpPble USMEHAKT BUAEOKNUMNbI, UMUTUPYA BbIMyCKN HOBOCTEN.

>

FREANING

MAKE YOUR OWN NEWS BROADCAST!

Don't llke the news today?
You can change it!

BREAKING NEWS

Lorem ipsum dolor sit amet, lorem ipsum delor.



https://support.google.com/googleplay/android-developer/answer/7159011

1) 3T10 NPUNOXXeHNne NSMeHAET BUAEOKIUMbl, UMUTUPYA BbIMYyCKN HOBOCTeW, a Tak)Ke A06aBnsieT B KuUMbl M306pa)KeHI/IF|
3HaMEHUTOCTEN UK O6|J.|,eCTBeHHbIX neatenen 6e3 BOAAHOIO 3HaKa.

NckaxeHne dpakToB
Mbl 3anpeLLaeM NPUIOXKEHUS U aKKayHTbl Pa3paboTymMKoB, KOTOPbIE:

* BbIJAlOT cebs 3a APYrUX MWL, UK ApYrye opraHu3aLym, a TakKe CKpPbIBaOT UM UCKaXatoT CBOK OCHOBHYIO Liefb
WNU CBEAEHWS 0 BnajenbLax;

* HaMepeHHO BBOAST Mo/b30BaTeNEeN B 3a61yXXAEHNE, HAMPUMEP CKPbIBAOT UM UCKaXatoT MHGOPMaLUIo O CTpaHe
NMPOUCXOXAEHUS NN NPefOCTaBNAOT KOHTEHT NOJSIb30BaTENsIM B APYrvX CTpaHax;

* COTPYAHWYAIOT C APYTYMU MPUSIOXKEHUSIMM, CaliTamMy, pa3apaboTyMKaMm U akKayHTamu B LIeNISIX COKPbITUS UIn
danbcudmkaLmnm faHHbIX O NPUNOXEHUN U Pa3paboTyUmMKe, @ TakKe APYron BaXHON MHHopMaLmm (3To OTHOCUTCS
K KOHTEHTY, KOTOPbI UMEET MOAUTUYECKYIO, COLIMANbHYIO UM OBLLECTBEHHYHO HaMpPaBIeHHOCTD).

BpepgoHocHoe MO

BpepoHocHbIM MO cunTaeTcsa Nto60oi Koa, KOTOPbI MOXET NpeACTaBATb Yrpo3y AJ1A Nofb30BaTens, a TakxKe ero
[aHHbIX UMK YCTPOMCTB. Hanpumep, K BpeaoHoCcHOMY MO 0THOCSATCA NOTEHLMabHO onacHble npunoxeHus (MOM), a
TakKXe ucnosiHsemMble Gaisbl u MoaMduKaLum GperiMBOPKOB, OTHOCSLLMECS K TaKUM KaTeropusm, Kak TPOsiHCKMe
nporpammbl, GULIKHT 1 WwnuoHckoe MO. Mbl NOCTOSAHHO O6HOBNSIEM 3TOT CMUCOK W ,O6aBNSiEM HOBbIE KaTeropuu.

BpepoHocHoe NO

B ocHOBe Halueln NoNMTUKKM NEeXMT NPOCTOe NpaBuno: akocuctema Android, Bkntouarowan Google Play MapkeT u
YCTPOICTBa Mosib3oBaTenen, He [o/IXKHa NoABepraTbc BO3AeNCTBUIO BpefoHOCHOro 0. PyKoBOACTBYACH 9TUM
NPUHLMMNOM, Mbl CTapaemcsi Aenatb akocucteMy Android 6e3onacHoii Ana nonb3oBaTesieil U UX YCTPOICTB Ha 6a3e
Android.

BpeloHOCHbIe MPOrpaMMbl MOTYT OT/IMYATHCA MO TUMY U NMPUHLIMMY AEACTBUSA, HO, KaK NMPaBusio, MPeceaytoT Kakue-
160 U3 CredytoLwmx Lenen:

* HapylweHue LUenoCTHOCTHU yCTpOVICTBa nonb3oBartens,
* nony4yeHune KOHTPOJiA Haj yCTpOI?ICTBOM nonb3oBartens,;

* BbIMOJIHEHME yAaNeHHbIX OnepaLyuii, MO3BOMSIOLLMX MOSyYaTb JOCTYN K 3apaXeHHOMY YCTPOWCTBY UK KaKUM-ING0
06pa3oM UCMosb30BaTh €ro;

* nepejaya nepcoHasnbHbIX UK YYETHbIX AaHHbIX C YCTPONCTBaA 6e3 BefjloMa 1 corniacus nonb3oBarens;
* pacchblnika C 3apa)K€HHOro yCTpocTBa crnama uam KomaHg, Kotopble 3aTparmeatot Apyrue YyCTPOWCTBa UMK CeTYH;

* MOLUEHHNYeCKNe AeACTBUA MO OTHOLLEHUIO K NMOSIb30BaTesto.

HekoTopble NpunoxeHus,, UCnonHseMble daiinbl  MogupukaLum GperinMBOPKOB, KOTOPble U3HaYanbHO He 6bln
€03/laHbl C BPeJOHOCHbIMY LIeNIIMK, MOTYT CUNTATbCA MOTEHLMaNbHO ONacHbIMU U NPeACTaBAATh Yrpo3y Ans
nonb3osatens. [leno B TOM, YTO OHW MOTYT AeiCTBOBATb NO-Pa3HOMY B 3aBUCUMOCTU OT LieSioro psaa hakTopos.
KOMMOHeHTbI, KOTopble MOryT NPeACcTaBATb PUCK ANA OfHMX yCTpoicTB Android, coBepLueHHO 6e3BpeAHbl ANs APYrUX.
Hanpumep, BpeJoHOCHbIE MPOrpamMmbl, UICMONb3ytoLme yctapesLume API, He CTaHyT yrpo3oii ANt yCTPOMCTB, Ha
KOTOPbIX ycTaHoBMeHa nocnefHsas Bepcus OC Android, B oTnnuve oT ycTPONCTB € 60/1ee paHHUMU BEPCUSIMU.
MpunoxeHus, ncnonHsemble daiinbl 1 MogudUkauum GpeiMBOPKOB NOMeYatoTCst Kak BpeAOHOCHbIe Ui
noTeHLMaIbHO ONacHbIe, eCIM OHU NPeACTaBSAIOT ABHYIO YrPO3y A/15 HEKOTOPbIX WX BCEX NoJib3oBaTeneil n
ycTpoiicTB Android.

MbI XOTUM, 4TO6bI Halla aKocucTema 6bina 6e30MacHoOm, MOCTPOEHHOWM Ha MHHOBALMAX U AOBEPUW, @ TaKXKe YTOoObI
nonb3oBaTeNM NOHUManNN, Kak UMEHHO 3/10YMbILLIEHHWKM MOTYT 3KCMyaTMpoBaTh UX yCTPOMCTBA. IMEHHO NoaToMy
Mbl MOArOTOBWAN ONMUCaHNe KaTeropui BpegoHocHoro M0.

Bonee noapo6Hyo MHHOPMALIMIO MOXHO HaiTu Ha caiiTe Google Play 3awwuThbi.

Bakpopbl
KO,EI,, KOTOprl‘/'I no3BondeT yaasleHHO BbINOMHATb Ha yCTpOPICTBe HeXenaTesibHble, NoTeHLWabHO OonacHble onepauuu.

Takune onepaumm MOryT BKJIHO4aTb MPOLIECCHI, U3-3@ aBTOMATUYECKOr0 BbIMOJSIHEHWS KOTOPbIX MPUTOXEHNE,
ncnosnHsembln dann nnm mogmubukauns GpeimBopka nonageT B Apyrue kateropumn BpegoHocHoro 0. B uenom
63K[0p — 3TO CMOCO6, C MOMOLLbHO KOTOPOro NMOTeHLUMaNbHO ONacHble onepaLmn MoryT 6bITb BbINOHEHbI Ha
ycTpoincTBe. Mo3ToMy 63KA0P CNOXHO NMOCTaBUTb B OAMH PAL C TaKMMMN KaTeropusiMm, Kak MOLLEHHWYeCKoe CrmcaHue
CPeACTB Unn Kommepueckoe wnuoHckoe MM0. B peaynbrate Google Play 3alimTa npy onpefeneHHbIx 06CToATeNIbCTBaX
MOXET NocuYnTaTb Habop 63K[OPOB YA3BUMOCTbIO.


https://developers.google.com/android/play-protect/potentially-harmful-applications

MoLweHHuyeckoe cnucaHne cpencTe
Kop, KoTopbI NPUBOANUT K aBTOMATUHECKOMY CMIMCAHUIO CPEACTB Mofib3oBaTeNis 06MaHHbIM ClIOCO6OM.

CylllecTByeT Tpy KaTeropum MOLLUEHHUYECKUX CMIMCAHUI CPELCTB Yepe3 ornepaTopoB Mo6UbHON CBs3n: SMS-
MOLLEHHUYECTBO, TeneOHHOe MOLLUEHHUYECTBO U MOLLEHHUYECTBO C 0hOpPMAEHNEM NOAMMNCKU UK OMNIaTON KOHTEHTA.

SMS-moLeHHn4yecTBo

B aTOM cnyyae Koz NpUBOAUT K OTNpaBKe naaTHbIx SMS 6e3 cornacus nosib3oBaTenNs MW CKPbIBaeT COralleHus,
cofepxative nHdhopmMaumio o nepegade SMS, unm coobLLEHNS, B KOTOPbIX OMNEpaTop CBA3W YBEAOMISIET O CIMCaHUK
CPeACTB WU NOATBEPXAAET 0POPMIIEHME MOAMUCKU.

BblBaeT, 4To KOA He CKpbIBAEeT OT Mo/b30BaTess OTNPaBKY COOBLLEHNMI, HO crnoco6cTByeT SMS-MOLLEHHUYeCTBY
Apyrvmu nyTamu. MprUMepbl: COKpbITUE ONpeAeneHHbIX pa3fesios cornalleHuns ¢ uidopmaumei o nepegade SMS uau
npeacTaBfieH1e STUX PasfesoB B HEUNTaeMOM BUAE, 6/I0KMPOBKa COOBLLEHNI, B KOTOPbIX OrepaTop CBA3N
yBeZIOMJISIET NOsb30BaTe A O CNUCaHUM CPeACTB UV NOATBEPXKAAET MOAMUCKY.

TenegoHHOE MOLLIEHHNYECTBO
B aTOM cnyyae KoA NPUBOAUT K 3BOHKAaM Ha nniaTHble HoMepa 6e3 cornacus nosnb3oBaTesis.
MowueHHNYeCcTBO ¢ OopMIEeHUEM MOANNCKM UM OMNIaToN KOHTEHTA

B aTOM cnyyae Ko UCnosib3yeTes Af1A TOro, YTo6bl 06MaHHbIM NyTeM 3acTaBUTb YeNloBeKa NPMOBPECTU MOAMMUCKY UK
OMnaTUTb KOHTEHT Yepes onepaTopa MOGUIbHOW CBS3M.

K aTOI KaTeropmum 0THOCATCH BCE CMUCAHUA CPeACTB, KPOMe TeX, KOTopble Bbl3BaHbl NAaTHbIMU SMS 1 nnaTHbIMK
3BOHKamu. [puMepbl: onaTta Yepes onepaTopa CBA3W, UCMOIb30BaHWe 6ecrnpoBofHON Touku gocTyna (WAP) 1
nepeziaya MUHYT MO6UIbHON cBsA3K. MolueHHuYecTBO ¢ WAP oco6eHHO nomnynspHo. OHO MOXeT UCMoJIb30BaTbCs NS
TOro, 4To6bl 06MaHOM 3aCTaBUTb YeNIOBEKA HaXkaTb KHOMKY B HE3aMeTHO 3arpy>atoLLemMcsi MPO3payHOM KOMMOHEHTe
WebView. B pesynbrate nognucka obopmnsietcs, a SMS unu nucbmo ¢ NOATBEPXKAEHWEM TPaH3aKLMK
nepexBaTbIBaeTCs, YTO6bI NMOb30BaTe b He y3Hasl O CMCaHUM CPeACTB.

MO pnsa npecnepoBaHus

Kop, KoTopbIii nepefaeT IMYHYO MHPOPMaLMIO C YCTPOiCTBa 6e3 Cornacus nosib3oBaTens, a Take He NokasblBaeT
yBEAOMJIEHVE, KOrfla MPOUCXOANT OTNpaBKa 3Toi MHbopmMaLumm.

MpuNoxeHust ANs NpecrefoBaHus 06bI4HO NepeAaloT AaHHbIe TPETbUM uLaMm (TeM, KTO He SIBMSIETCS MOCTaBLYKOM
aToro M0).

PoauTeny MoryT Ucrnosib3oBaTh A0MYCTUMbIE MPUOXEHUS TAaKOFO POAA, YTOBbI OTCNEXMBATL AEUCTBUS CBOUX AETEN.
OZlHaKo C NMOMOLLbO 3TVX MPUITOXKEHWI 3anpeLaeTcs CleanTb 3a YeJIOBEKOM (HanpuMep, Cynpyrom Wam cynpyrom) 6e3
€ero cornacus unu 6e3 yBeJoMeHu1s nNpu nepefaye AaHHbIX.

ELMHCTBEHHbIE MPUMIOXEHUS C BYHKLMSIMU OTCNIEXMBAHWUS U OTMNPaBKU OTYETOB, KOTOPbIE MOTYT 6bITb ONy6/IMKOBaHbI
B Google Play, — 9T0 NpunoxeHus, npefiHazHayeHHble 415 POAUTENbCKOIO UM KOPNOPaTUBHOMO KOHTPOSIA. Mpu aTom
OHM AO/MKHbI MOSIHOCTHHO COOTBETCTBOBATb BCEM MEPEUNCIIEHHBIM HUXKE NpaBuiaM U Tpe6oBaHUSAM.

Ony6nvkoBaHHble B Google Play npunoxeHus, KoTopble OTCNEXMBAIOT AeiCTBUS NOb30BaTesNs Ha yCTPOUCTBE,
LLOMKHbI COOTBETCTBOBATb Kak MUHUMYM MePEeUNCIIEHHbIM HUXE TPEGOBaHUSM.

* B onucaHumn NpunoXeHus He JOMKHO FOBOPUTBLCS, YTO 3TO LWMMOHCKOoe MO unu pelueHne ans CeKpPeTHOM CNEXKN.

* TpUNOXEHUSA He JOMKHbI CKPbIBaTb CBOU (hYHKLIMM OTCIIEXXMBAHUS WU BBOAUTD MOJb30BaTeNs B 3a6/yXAeHWe Mo
3TOMY MOBOAY.

+ Bo Bpemsi pa6oTbl TaKuX NPUNOXKEHUN JOMKHO NOCTOSIHHO OTOGPaXaTbCsl YBEAOMIEHWE C YHUKANbHbIM 3HAUKOM.

* B MpuIoXeHusIX 1 Ha Ux cTpaHuuax B Google Play He fOMXHO 6bITb CNOCO60B akTUBMPOBaTb QYHKLUK,
HapyLuatoLme AaHHble NpaBua, Uan NoyYUTb JOCTYM K TakuM GyHKLUAM. Hanpumep, 3anpeLLeHbl CCbITKM Ha He
cooTBeTCTBYOLWMe TpeboBaHUAM APK-taiinbl, pasmelleHHble He B Google Play.

* Bbl HeceTe MOJIHYO OTBETCTBEHHOCTb 3@ COOTBETCTBME BaLLero NpuIoXeHUs 3akoHaM CTpaHbl, rae oHo 6yaeT
pacnpocTpaHsATbes. MpUNoXeHus, HapyLatoLLme 3aKoHbl CTPaH, 415 PacnpocTpaHeHNs! B KOTOPbIX OHU
ony6/IMKOBaHbI, 6yyT yaaneHbl.

ATaka T1na "oTka3s B o6cnyxunsaHun” (DoS)



Kop, KOTOpbIii HE3aMeTHO AJIS NoSIb30BaTeNs 3anyckaeT ataky Tvna "otkas B o6cnyxusaHumn” (DoS) unu siensetca
YacTbto pacrpeAenieHHol ataku Takoro TUna, Hanpas/IEHHON Ha Apyrue CUCTEMbI U PECYPCbI.

MpuMmep: oTnpaBka 6onbLioro konuyectsa HTTP-3anpocoB ANa co3AaHus Ype3MEPHOIA Harpy3Ku Ha yaaneHHble
cepBepbl.

3arpy3uuku BpegoHocHoro MO
Kon, KOTOprﬁ caM o cebe 6e33pep.eH, HO CKa4yuBaeT gpyrue noteHunanbHO onacHble NMPUIoXeHnA.
KOD, MOXET 6bITb 3arpys4ynkomM BpefoHOCHOro M0, ecnu BbINOJIHAETCA XOTS 6bl OflHO U3 yCJ'IOBVIVIZ

* €CTb OCHOBaHWA CYUTaATb, YTO OH CO34aH ANA pacnpoCcTpaHeHUsa NoTeHUMalbHO ONaCHbIX HpMﬂO)O(EHMVI, CKaudnBaeT
Takue NpunoXXeHua nnn CoaepXXnT Koa, KOTOprI‘/‘I MOXXeT CKa4yuBaTb U yCTaHaB/IMBaTb NMPUJTOXEHUSA;

* KaK MUHUMYM 5 % NPUNOXEHUI, CKaYaHHbIX 3TUM KOAOM, SIBAISIKOTCA MOTEHLMANbHO OnacHbIMM (TO eCTb Mpu
MUHMMasnbHOM nopore B 500 ckayaHHbIX NMPUITOXEHUI JOHKHO 6bITb 06HAPY>KEHO XOTs 6bl 25 NoTeHUUanbHO
OnacHbIX).

BepfyLume 6paysepbl v NPUNOXeHUA AN 06MeHa hailfiaMu He cYMTaloTCs 3arpysunkamu BpegoHocHoro M0, ecnu:

* CKayumBaHMue B HUX He 3anycKaeTcA 6e3 yyacTusa nonb3oBaTens,

* CKayuBaHuMe noteHunanbHO OonacHbIX I'lpI/IJ'IO)KeHI/II‘/'I Ha4YMHaeTCA TONIbKO NocJie TOro, Kak noJjib3oBaTesib AaeT Ha 3TO
cornacwue.

Yrposa gns ycTponcTs He Ha 6a3e Android

Kop, noTeHUuanbHO onacHblv Ans Apyrux nnatdopm.

MpUNOXKEHUs C TaKUM KOLIOM 6e30mMacHbl Ans ycTponcTs Android 1 nx nonbsosaTesien, HO CoflepXXaT KOMMOHEHTbI,
KOTOpble MOTYT HAaHECTMW BPeS, APYruM nnatdopmam.

OuwnHr

Kog, ﬂO.ﬂyHeHHbIVI AKO6bI 13 HaJeXHOoro UCTOYHUKa, K0T0pb|l7| 3anpalwinBaeT y4eTHble Uau nnaTtexHble aHHble
nonb3oBartensd, a 3aTeM nepefaet ux TpeTbUM nuuam. K aTown xe KaTeropuu oTHOCUTCA KoA, KOTOprVI nepexesaTtbiBaeT
y4eTHble AaHHble Npu ux nepepave.

06bI4HO GULLMHTY MOABEPratoTCs HOMepa 6aHKOBCKUX KapT, @ TaKXXe YYeTHbIe aHHble 4151 aKKayHTOB B 6aHKOBCKMX
cucTemax, urpax 1 coumasbHbIX CETAX.

MoBbiweHWe NpuBUNErUN

Kog, KOTopbIii HapyLuaeT LiefloCTHOCTb CUCTEMBI, MPOHUKAs B TECTOBYIO Cpefy, nosy4yasi 60/iee BbICOKUI ypOBEHb
MPUBUNETUI NN USMEHSSA UMW OTKJIHOYAs AOCTYM K OCHOBHbIM (QYHKUMAM, CBAA3aHHbIM C 6€30MaCHOCTbHO.

[Mpumepbl:
+ [MpunoXxeHus, KOTopble HapyLIalT Mofenb pa3pelleHuii Android nnu kpagyT yyeTHble AaHHble (Takme Kak TOKeHbI
OAuth) U3 Apyrux npuIoXeHu.

* TpunoxeHus, KOTopble NPENSTCTBYIOT YAANEHUIO UM OCTaHOBKe (YHKLWIA.

+ TNpunoxeHus, KOTopble OTKAtOYatOT Moayb SELinux.

Mpunoxexus, KoTopble 63 pa3peLLeHnsi NoNb3oBaTeNs NoJsyyatoT root-f0CTyn Yepes NoBbILLeHNe NPUBUIENUN,
OTHOCATCA K KaTeropuu "MonyyeHune root-goctyna’.

nporpaMMbl-BblMOFaTenM

Kog, KOTopbIi NMosly4aeT MosHbINA UK YaCTUYHbIA KOHTPOSb HaZ YCTPOMCTBOM MM AaHHBIMU Ha HEM U TpeByeT, YTobbl
L7151 BOCCTaHOB/IEHUA AOCTYMa Mosib30BaTe b 3aniaTtui AeHbrv UK BbINOSIHWI ONpeaesieHHble AeCTBIS.

HekoTopble 13 Takux nporpamMm WubpyT JaHHbIe Ha YCTPOMUCTBE U TPEBYHOT iIeHbIM 3a UX paclumMbpoBKY 1U/unm
noslyyaroT NOHOMOYUS aAMUHUCTPATOPA, YTO He MO3BONSAET NONb30BaTeN0 yAaNUTb NporpaMmy-BbiMoraTesb.
Mpumepsbl:

+ [Nporpammbl, KOTOpble 6/TOKUPYIOT MOJSIb30BATENIO AOCTYMN K YCTPONCTBY U TPEOYHOT IEHBIM 3@ Er0 BOCCTAHOBJIEHME.
+ [Nporpammel, KoTopble WNdPYOT faHHble U TPeBYHOT NNaTy AKo6bl 3a UX pacLUMPpPOBKY.

° npOFpaMMbI, KOTOpbIe NoJslydakoT AOCTYN K MeHeXXepy npaBun yCTpOI7ICTBa, n3-3a 4ero nosib3oBaTtesib He MOXXeT
yoanutb 3T NporpamMmbl.



Kop, pacnpocTpaHsieMblii BMECTe C yCTPOWCTBOM, NMpefiHadHauYeHHbI B MEPBYLO ovepeb ANsi NPUBUIErMPOBAHHOIO
yrpaBfieHUs1 yCTPONCTBOM, MOXET 6bITb UCK/FOUYEH U3 KaTEropuu NporpaMM-BbIMOraTesnei, eCii OH COOTBETCTBYeT
Tpe6oBaHUAM K 6€30MacHOCTM 6/I0KUPOBKM W YrpaBeHus, a Tak)Ke K pacKpbITUIO UHGOPMALIMK 1 MOTyYEHMIO
cornacus nosnb3oBaresnen.

Mony4yeHue root-gocTtyna
Kog, KOTOpbI Mony4YaeT root-foCTyN K yCTPONCTBY.

Takol Kog, He Bcerga ABnseTcs BpefOHOCHbIM. K MpUMepy, HEKOTOpbIe MPUIOXKEHUs 3apaHee npeaynpexaatot
nosib3oBaTessi 0 TOM, YTO MOJyYaT root-AOCTYN K YCTPOMCTBY, U HE BbIMOMHAIOT APYrUX OnacHbIX AeNCTBUMN,
XapaKTepHbIX A5 NOTEHLMANBbHO ONACHbIX MPUIOXKEHMWIA.

BpeAoHOCHbIE MPUNOXEHUA He YBEAOMAAIOT NOJSIb30BaTe A O TOM, YTO OHUM NosyyaT root-AoCTyn K yCTpOﬁCTBy, nnu
yBEeOMJIAIOT, HO TaKXXe BbIMOSHAIT Apyrue AeNCTBUSA, XapaKTepHble A8 MOTeHUNaribHO ONacHbIX MPUIOXKEHUN.

Cnam

Kop, KOTOprVI oTnpaB/iAeT He3anpalmnBaemMble COO6LL|,eHVIF| KOHTaKTaM nosib3oBaTtensd Uuan ucnosbsyert ychOI7ICTBO B
Ka4yecTBe peTpaHCnATOopa nucem co cnamMmom.

lWnnoHckoe MO
Kop,, KOTOprVI nepepaet MYHble AaHHble C yCTpOVICTBa 663 yBeaoOMIIeHUA 1 cornacua nonb3oBartens.
HaanMep, NMPU3HAKOM LLUMUOHCKOIo M0 cunTaetcsa nepepgava 663 BeAOMa nosib3oBaTesns cne,qy}ouj,eﬁ I/IH(bOpMaLWIVII

* CMMUCKa KOHTaKTOB;
« doTtorpaduit n gpyrux dainnos ¢ SD-kapTbl, a Takxe $Hainnos, KOTOpble He NPUHAANEXAT NPUIIOXKEHNIO;
* rucem nosib3oBaTens;

* CMucKa BbI3OBOB;

+ cnucka SMS;

* UCTOpWUM BEBG-NMOMCKa USIN 3aKNaf0K B UCMOJIb3yEMOM MO YMONYaHUIo 6pay3epe;

* vHdpopMauun us katanoros /data/ Apyrvx NPUNOXEHWNA.

LLINMoHCKMM Takxe MoxeT cuntatbes 10, KOTOpoOe crieguT 3a nob3oBaTtenem, Harnpumep 3annucbiBaeT ayauo u
BXxoasune 3aBOHKU Unun KpageT AaHHble I'IpVIJ'IO)KeHVIl;L

TposiHbI

Kopa, KoTopblit KaxeTca 6e3BpeHbIM (Hanpumep, 06bI4HO UIPOiA), HO BbIMOJTHAET HEXenaTesbHble AeiCTBUS Mo
OTHOLLEHUIO K MOb30BaTeNto.

9Ta knaccudmkauma o6bIYHO UCMOSIb3YETCs B COYETaHUM C APYTMMU KaTeropusiMu NoTeHLMabHO ONacHbIX
MPUIOXKEHN. TPOSIHCKOE NPUIOXEHUE BbITNAANT 6E3BPEAHO, HO COAEPXKUT CKPbITbI BPEAOHOCHbI KOMMOHEHT.
Hanpumep, urpa, kotopasi B HOHOBOM pexxuMe oTrpaBsieT nnatHble SMS ¢ ycTpoiicTBa 6e3 Bejoma nosib3oBaTens.

anIMe‘-IaHI/Ie 0 HEOObIYHbIX APUNOXXeHUax

Google Play 3alymTa MOXET MOCYUTaTb HOBbIE U peAKne NPUIIoXKeHNs Heo6bIYHbIMU npun OTCYTCTBUN A0OCTAaTOYHOIo
KONnn4yecTBa fAaHHbIX, YKa3blBakOLWKUX Ha UX 6e30MacHOCTb. ITO HE 03HaYaeT, YTo npunoxeHue ABNAeTCA BPpeAOHOCHbIM.
Ho B uncno 6e3onacHbIX OHO CMOXET MOMacTb TOJIbKO MOC/e JOMOIHUTENbHOM npoBepKun.

MNpumeyaHune k kateropum "bakpopsb!”

BkntoueHune Kopa B kaTeroputo 63KAOPOB 3aBUCUT OT TOrO, YTO MMEHHO OH JienaeT. YTobbl Ko cuuTancs 63K,D,0pOM, OH
AO0JDKEH NO3BONATb 3anyCKaTb NpouecChbl, N3-3a aBTOMATU4eCKOro BbIMO/IHEHUA KOTOPbIX KOA4 nonageT B APYryro
KaTeroputo BpegoHocHoro 0. Hanpumep, ecnin B NpUioXeHUu paspeLleHa AMHamMumyeckas 3arpyska koga u
AMHaMUYEeCKM 3arpyxxaemblit kog nasnekaet SMS, Takoe NpunoXxKeHne 6y;|,eT cynTaTbcA 63Kﬂ,0p0M.

OfHako ecnv B NPUNOXXeHUn paspeLleHo BbiNoJIHEHNE NPOU3BOJIbHOIO Kofa Uy Hac HeT OCHOBaHWIA cYMTaTb, YTO STOT
Koa ,D,O6aBJ'IeH ANA BbINMOJIHEHUA BPEAOHOCHbIX MPOLECCOB, TaKOe NMPUNoXXeHne He 6yneT OTHECEHO K 63K,D,OpaM.
BmecTo aTOro Mbl OTMETUM, YTO OHO UMeeT YA3BUMOCTbD, U MOMPOCUM pa3pa60TqMKa YCTpaHUTb ee.

HexxenatenbHoe NO ang MobusbHbIX YCTPOUCTB



3Tu NpaBuna ocHoBaHbl Ha lMNpaBunax Google B oTHOLWEHUN HexenaTenbHoro MO 1 nogYepKMBaroT NPUHLMMbI
akocucTembl Android n Google Play MapkeTa. [porpaMMHoe o6ecneyeHune, KOTOPOe HapyLlaeT 3TW NPUHLMIbI,
NMoTeHLManbHO OMacHo A/si nosib3oBaTenei. Mbl cTapaeMcs 3aLimLLaTh WX OT NOAOGHbIX MPOrpaMm.

HexenatenbHoe MO Ans MO6UIIbHBIX yCTPOUCTB

B Google Mbl npex e Bcero obpallaeM BHYUMaHUE Ha TO, YTO HYXXHO nonb3oBaTento. B MNpuHumnax B oTHowweHum M0 1
MNpaBunax B oTHOLEeHUM HexenaTtenbHoro M0 cofepxatcs obLime pekoMeHaauum ans N0, o6ecneynsatoLve
yAo6CTBO AN1s Monb3oBaTeneil. AT npaBuia oCHOBaHbl Ha lMNpaBunax Google B oTHOLWEHUN HexxenaTenbHoro MO u
noAYepKMUBaLOT NPUHUMIbI 3kocucTembl Android n Google Play MapkeTa. MporpaMmHoe o6ecrneyeHune, KoTopoe
HapyLUaeT 3TU NPUHLMMbI, MOTEHLMaIbHO OMacHo NS nofib3oBaTenei. Mbl cTapaeMcs 3alMLLaTh UX OT NOA06HbIX
nporpamm.

B lNpaBunax B OTHOLIEHWW HexenaTesibHoro M0 0TMeYeHo, YTO HeXenaTesbHble NPOrpaMMbl B OCHOBHOM UMEIOT
cnepyroLve xapakTepUCTUKMU:

+ OHU He COOTBETCTBYHOT OMUCAHMIO, YeM BBOAAT MOJIb30BaTesNeN B 3a6/yXKAeHNE.

+ OHU yCTaHaBMBaOTCA O6MaHHbIM MyTeM (CaMOCTOATENbHO UM BMECTE C APYrMMM NporpaMMami).
+ OHMU He cOO6LLAIOT NOMb30BATENHO O CBOUX BaXKHbIX DYHKLUSIX.

* OHU BHOCAT HEOXMAAHHbIE N3MEHEHUSA B CUCTEMY.

+ OHU cO6MpatoT UK NepeaatoT KOHGUAEHLMANbHYO MHbOopMaLuio 6e3 BegoMa Nosib3oBaTens.

+ OHU COBMPAOT UMK MepeaaroT KOHGUAEHLMANbHYIO MHhOopMaLMIo He6e30MacHbIM Croco60M (Hanpumep, He Mo
npotokony HTTPS).

* OHun yCTaHaB/IMBAKOTCA B KOMMNNEKTE C APyrMMu nporpaMmMmamm 6e3 BeJOoMa noJib3oBaTensa.

Ha Mo6WnbHbIX yCTPOMCTBaxX NporpaMMHoe obecrneyeHmne npefcTaBnseT coboit Kog B GopMe NMpUIoXeHUs], IBOUYHOIO
daitna, Mmogubukaunm dpeinmBopka 1 T. 4. YTobbl NpefoTBpaTUTh Bpea, HaHOCUMbIN TakuMm M0, n n3bexaTb c60eB B
pa6oTe cUCTeMbI, Mbl MPeANpPUHUMaeM HeO6XOANMble MepbI.

MNpaBuna B oTHoOLIeHUN HexxenaTenbHoro M0 pacnpocTpaHstoTes v Ha M0 ans Mo6unbHbIX yCTPoUCTB. Mbl Gyaem
pacLMpsiTb UX MO Mepe NOAIB/IEHNS HOBbIX BUAOB 3/10yNOTPE6IEHNN.

MoHsATHasA GpYHKLMOHANBHOCTb U IBHOE pacKpbiTUe MHhOopMaL K
[TpUIoXeHNS JOTIXKHbI BbIMOHATL BCE 3aSBEHHbIE QYHKLMM U HE [JO/IKHBI BBOAUTD M0/1b30BaTesel B 3a6/1yXAeHMe.

° q)yHKLI,VIVI N uenn NnpunoXXeHna AomMKHbl 6bITb MOHATHbI.

* §IBHbIM o6pa30M 06bACHWTE NONb30BaTeNAM, Kakue U3MEHEHNS B cucremy 6y,u,eT BHOCWUTb NpunoxeHune. Paspelunte
noJsib3oBaTensM NnpocMaTpuBaTb U YyTBEPXXAaTb BCE BaXKHble NapaMeTpbl Npu yCTaHOBKE.

° I'IporpaMMHoe obecneyeHve He AOJMHKHO UCKaXXaTb VIHCbOpMaLl,I/IIO O COCTOAHUN yCTp0I7ICTBa, HanpumMmep 3adaBNATb,
4YTO CUCTEMA HAaXoaAMNTCA B KPUTUHECKOM COCTOAHUN NN 3apaXkeHa BUpycamMu.

* He I/ICI'IOJ'Ib3yI7ITe HeneranbHble MeTOAbl AN1A YBEeTMYEHUA peKaMHOro Tpad)m(a n/vnmn KOHBepCcuu.

* 3anpelleHbl MPUIOXEHUS, KOTOpble BBOAAT B 326y AeHuWe Nonb3oBaTenel, BbiaaBas cebs 3a Apyroe nuuo
(Hanpumep, Apyroro pa3pa6oTymka, KOMMaHUIO UV OPraHU3aLMIo) Unu ApYroe NpUioXeHue, XoTs no GakTy He
VMEIOT K HUM OTHOLLEHWSI.

MpuMepbl HapyLLeHW:

* MOLLUEHHNYECTBO C peKamMon;

* Bblaya cebs 3a Apyroe nuuo.
3almTa Nosib30BaTeNIbCKUX AaHHbIX

SBHBIM 06pa30M COOBLUYNTE, KaK MPUTOXEHNS OTyHaroT JOCTY K MHGPOPMaL MU M01Ib30BATENIS], KAKUE AaHHbIe
CcoBUpParoTCs M NEPEfaroTCs, Kak OHU UCMOb3YHOTCA. [Tos1b30BaTeIbCKas MHPOPMaLMs [O/IKHA UCTIONIb30BATLCS B
COOTBETCTBUM CO BCEMU [EVCTBYIOLMMM npaBunamu. [py paboTe ¢ Hevi HEO6XO0[ANMO MPUHUMATL MEPbI
MPEfOCTOPOIXKHOCTH.

+ lpepocTaBbTe NOMb30BaTesNsIM BO3MOXHOCTb AaTb COrnacue Ha c60p AaHHbIX IO TOro, Kak Bbl HAYHETe UX COBUpaTh
1 KyAa-nmbo oTnpaBnaThb (B TOM Yucsie CBeAEeHUs1 O CTOPOHHMX akKayHTaX, afpece 3/IEKTPOHHOM NoYTbl, HOMepe
TenedoHa, yCcTaHOBJIEHHbIX MPUSTOXKEHWSIX, Baiinax, CBEAEHNUs O MECTOMOMIOXKEHWUN U NtoBble APYrUe NNYHbIE U
KoHdUMAeHUManbHble aHHble, 0 c60pe KOTOPbIX NMOJIb30BaTeslb MOXET HE 3HaTb).

+ O6pabaTbiBaTb BCe SIMYHbIE U KOHUAEHLMANbHBIE faHHbIE NOSIb30BaTeNsi HEO6X0ANMO 6e30MacHbIM 06pasoM, B
TOM Yucrie C NPUMEHEHNEM COBPEMEHHbIX METOAOB WndpoBaHus, HanpumMep npotokona HTTPS.

+ TporpaMMHoe o6ecreyeHue, B TOM Yuche Al MOGUIbHbIX YCTPOMCTB, AO0MXKHO NepefaBaTth Ha CepBEP TOSbKO Te
JINYHble U KoHbUAEHUMANbHbIE faHHble, KOTOPble HEOBXOAVMbI 151 BbINOMHEHNsS BYHKLMIA NPUNOXKEHUS.

[MpuMepbl HapyLIEeHWA:

* c6op AaHHbIX (LLnuoHckoe M0);


https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.google.com/about/unwanted-software-policy.html
https://developers.google.com/android/play-protect/phacategories#spyware

* HapyLleHWe orpaHUYeHHbIX pa3peLleHuit.
MpuMepbl NpaBuUs B OTHOLLEHUW NONb30BaTENbCKUX AaHHbIX:

* [lpaBuna Google Play B 0THOLIEHUM 10/1b30BATE/ILCKMX JAHHbIX

 [IpaBuia B OTHOLIEHUU 0/1b30BATE/IbCKUX AAHHBIX B paMKax TpeboBaHuii GMS

 [IpaBuna APl Google B OTHOLLIEHUY 10/1b30BaTE/bCKUX AAHHbIX

O6ecneyeHune yao6¢TBa Nosib3oBaTenNs

Bsanmogevicteue ¢ TpUI0XKeHnemM JOJ/KHO 6bITb poOCTbIM U UHTYUTUBHO IMOHATHbIM. anﬂO)KeHMe AOJ/DKHO
COOTBETCTBOBATb 3asB/IeHHbIM LjeJIAM U He BBOAUTb I10/1b30Baresis B 3a6l7y)l(,quMe.

+ Ecnu B NnpunoXeHun nokasbiBaeTcs peksama, oHa He A0o/KHa HapywaTtb beHKLl,MOHaJ'IbHOCTb ychOVICTBa n
NOSABNATLCA BHE Cpefbl NPUTIOXEHUA. Y Nosib3oBaTesnsa AO/KHa 6bITb BOBMOXHOCTb [laTb COrflacue Ha ee nokas.
Kpome Toro, ee LO/MKHO 6bITb NTIErKO OTK/IHOYUTD.

+ TpUnoXeHUs He JOMKHbBI BIUATD Ha MPUIOXKEHNS APYrMX pa3paboTunKoB, a Tak)Ke Ha paboTy ycTpoicTaa.
« Tpouecc yaaneHns NpUIOXeHUs AOMXKEH BbITb MPOCTbIM U MOHSATHBIM.

* MoG6USIbHbIE MPUMOXKEHUS HE JO/KHBI UMUTUPOBATb YBEAOMIIEHUS ONepaLuoHHON CUCTEMbI U APYruX Nporpamm. He
OTKJIKOYaiTe NpeAynpexaeHus Apyrux NpuaoXKeHuin nm onepaLMoHHON CUCTeMbI, OCOGEHHO Te, KOTopble
MHbOPMUPYLOT Nonb3oBaTens 06 nsmeHeHusix B OC.

MpuMepbl HapyLLeHWi:

* 06bABNEHMS, MPepbIBatoLLMe PaGoTy NPUSTOXKEHUS;

* HeCaHKUMOHMpOBaHHOE UCMO/b30BaHWE NN UMUTaUUA d)yHKLl,VIﬁ CUCTEMDI.

MowweHHUYecTBO ¢ peknamoun

MoLUeHH1YecKe AeiCTBUSA C peKnaMHbIMU 06bSBIEHUSIMU CTPOro 3anpelleHbl. O6bABMEHNS, KOTOpble CO3Aat0T AN
peKiaMHOI CeTU BULUMOCTb, 6YATO YBENNYEHME MOCELLAEMOCTU CBSI3aHO C peasibHbIM UHTEPECOM MOoJIb30BaTeNeN —
npyMep MOLIEHHUYECKON peKiaMbl U HeencTBUTENbHOMO Tpaduka. K MOLIEHHWYECTBY C peKiaMoi MOryT OTHOCUTbCA
CUTyaumu, Koraa paspaboTumki pasMeLLatoT pekiamy 3anpeLleHHbIMU Croco6amu, HanpyuMep NoKasblBakoT CKPbITble
06BbABNEHNS, UCMOJIb3YHOT aBTOMATUUYECKOE HaXKaThe Ha 06bABEHNS, UBMEHSAIT MHhOPMaLIMIO MW NpuberaroT K
MHbIM Py4YHbIM U aBTOMaTU4ecknm (poboTam, 60TaM 1 T. [i.) MeToAaM reHepaLuumn HefleNCTBUTENIbHOTO PEKIaMHOMO
Tpaduka. HeaeicTBUTENbHbBIN TPAahUK U MOLLEHHUYECTBO C 06bABIEHUAMY BPEAHbI AN1A peknaMoaaTenei,
pa3paboTYMKOB M MOJIb30BaTENEN U B A0JITOCPOYHOM NEPCMNEKTUBE CHUXKAIOT AOBEPUE K IKOCUCTEME MOBUIIbHbIX
06bsABNEHUIA.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHU:

° an/IJ'IO)KeHVIe, NnokKasbiBawLlee pekiaMy, KoTopaa He BUHa nonib3oBaTendam.

+ [punoxeHune, KOTOpoe aBTOMaTUYECKM NMPOBOLMPYET HaXxaTne Ha 06bsaBNeHUs 6e3 BefoMa Nosib30BaTenNs Uim
MCKYCCTBEHHO reHepupyeT aKBMBANEHTHbI ceTeBOW TpaduK A1 NONyYeHUs KITMKOB.

+ [Mpunoxexue, oTnpasnstoLlee hanbluvBble CCbITKM Ha YCTaHOBKY, YTOObI MOJTy4UTb OMNnaTy 3a yCTaHOBKM, AKOGbI
BbIMOJIHEHHbIE HE U3 CeTW OTMNpaBUTENS.

* [MpunoxxeHne, KOTOpPoe BbIBOAMT Ha 9KPaH YCTPOCTBa BCMUIbIBatOLLE O6BABIIEHNS, KOrAa CaMo NPUNOXeHne
3aKpbITO.

+ [punoxeHune, KOTOpoe NPefoCTaBNSAET 3aBEJOMO NTOXHbIe CBEAEHUSI O PEK/TAMHOM WHBEHTape, Hanpumep
COO6LLAET peKnaMHbIM CETSM, YTO OHO paboTaeT Ha ycTpoicTBe i0S, XoTs hakTUYecKn OHO paboTaeT Ha YCTPoWCTBe
Android, nnu HeBepHO yKa3biBaeT Ha3BaHVe NaKeTa, MPUHOCSLLEro AOXOA,.

HeCGHKLI,I/IOHI/IpOBaHHoe ncnoJsib3osaHme Nin nMmMTauuna q)YHKLIMIh CncTembl

MpunoxexHusa nam 06bABNEHNS, KOTOpble cogepxxaTcsd B HUX, HEe AOJDKHbI UMUTUPOBATb beHKLlMM nnu npegynpexaeHunsa
ornepaunoHHOM CUCTEMBI U ApYruX NporpamMm. CUCTEMHbIe YBEAOMIEHUA MOXXHO UCMNOJIb30BaTb TOMIbKO AN
HeOTbeMJIEMbIX KOMMOHEHTOB NPUIOXeHUSA. Hanpumep, NpunoXxXeHne aBMakoMnaHum MoXeT NokasbiBaTb
yBeAOMIIEHUA O pacnpoAa)ax 6uneToB, a urpa — 0 BHyTpUUIpoBbIX aKLMAX.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUH:

° an/IJ'IO)KEHI/Iﬂ, MCNOJIb3YHoLLMe CUCTEMHDbIE OMNOBELLEHNA U npeaynpexgeHna ana peknambol:


https://support.google.com/googleplay/android-developer/answer/9914283#user-data
https://support.google.com/androidpartners_gms/answer/7351400
https://developers.google.com/terms/api-services-user-data-policy
https://support.google.com/admob/answer/3342054&ref_topic=2745287
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Your Android has a virus!
We've detected a virus on your Android

device! Tap DOWNLOAD to get a
free virus scanner!

IGNORE ~ DOWNLOAD

(@ CucteMHble yBeAOMIIEHUA, KOTOPblIE€ NOABNAKTCA B 3TOM MNPUNOXEHUN, COAEPXKaT peknamy.

[Lpyrvie npumMepbl C peknaMoi MOXKHO HaWTU B MpaBuiax ee pa3MeLLeHus.

Bbigava cebs 3a gpyroe nuuo

Korpa pa3pa6oTuvK BblAaeT cebsi 3a Apyroe Lo, 3TO BPEAUT U KIIMEHTAM, U BCEMY COOBLLLECTBY pa3paboTUnKOB.
3anpelleHo ny6anKoBaTb NPUOXEHUS, KOTOPble BBOASAT NMoJib30BaTeNs B 3a6nyXAeHWe MyTeM Bblaaun aBTopa 3a
Zpyroe nuuo.

Bbigaya cebs 3a gpyroe nuuo

3anpeLleHbl MPUITOXKEHUS, KOTOPbIE BBOASAT B 3ab1yXAeHWe Nonb3oBaTesel, BblaaBas cebs 3a Apyroe nuuo
(Hanpumep, Apyroro paspaboTymnka, KOMMaHWIo UM OpraHU3aLmMio) UKW ApYroe NPUNOXEHUe, XOTs No hakTy He UMetoT
K HUM OTHOLUEHWS. He UCnonb3ayiTe 3HaYKW, ONUCaHWS, Ha3BaHUA U Apyrve 3NeMeHTbl, U3-3a KOTOPbIX MNoNb30oBaTen
MOTYT OLUMGOYHO CYUTATb, YTO BaLLe MPUSIOXKEHWE CBA3AHO C APYTUM JIMLIOM WU MPUOXEHUEM.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUI:


https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9914283#ads

+ PaspaboTumnk BBOAMT Nosb30BaTeNA B 3a6/1yXXAeHWe OTHOCUTENIbHO CBSI3W C pyroi KOMMNaHuen/pa3paboTymKoM:
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Downloads 161,251 2 News & Similar
Magazines

All the best news, aggregated in one spot!

5.2 WHAT'S NEW
+ Push notifications now enabled.

+ Customize your feed based on your current location!

(D HasBaHue KoMMnaHUM-paspaboTumnKa aToro NPUIIOKEHUs npegronaraet ohuumanbHyto cBsAsb ¢ Google, xoTs 310
HenpasAa.
* TpUnoXxeHUs, Ha3BaHUS U 3HAUKU KOTOPbIX MOX0XMW Ha Ha3BaHWUS ¥ 3HAYKW APYrUX NPOAYKTOB UK CEPBUCOB [0
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CTeneHn cMeLleHnsa:|

MoHeTusauma n pekrama

Google Play noazepxxuBaeT pa3nnyHble Crocobbl MOHETU3aLMK, BKItOYas N1aTHOE pacnpocTpaHeHue, Mpoaaxy
KOHTEHTa Yepes NpUIoXeHue, NOANUCKM U peknamy. YTobbl 06ecneynTb YA0BNETBOPEHHOCTb NoSb30BaTeNeM, Mbl
Tpe6yeM, YTOGbI Bbl COBIIHOAANM NMEPEUNUCTIEHHbIE HUXXE NpaBuna.

MnaTexwu

[naTHble NPUNOXEHUS U MPUSIOXKEHUS, B KOTOPbIX MOXHO Aenatb NOKYMNKMW, A0/HKHbI COOTBETCTBOBATb
nepe4yncneHHbiM 30ecb Tpe6OBaHI/IF|M.

TpeﬁOBaHMﬂ ANA NNaTHbIX anU‘IO)KeHI/IVI. Pa3p860T‘-WIKVI, KOTOpble BAaUMaKOT CpeACcTBa 3a NpUoXeHna n nx
CKadumBaHue, 40/DKHbl NCNOIb30BaTb MIaTeXXHYH CUCTEMY Google PIay

Tpe6oBaHusa Ans NPUNOXKEHWIA, B KOTOPbIX MOXKHO AenaTb MoKYymMKu:

+ [na npogaxu unbpoBbIX TOBApOB B Urpax, ckayaHHbix 3 Google Play, LomkHa ucnonb3oBaTbcsi cMcTema onnatbl
KOHTeHTa Yyepes Google Play.

+ [ins npofaxwv uMdpoBbIX TOBApOB B APYrMX KaTEropusix NpUIoXKeHW, ckadyaHHbIx 13 Google Play, Takxxe [o/KHa
1cnonb3oBaTbCA CUCTEMaA OraThl KOHTeHTa Yepes Google Play. UckntoyeHus:


https://developer.android.com/google/play/billing/index.html
https://developer.android.com/google/play/billing/index.html

* npoaaxa GpusnMyecknx ToBapos.;
* npogaxa LUMdpoBOro KOHTEHTA, KOTOPbI MOXHO UCMOJIb30BaTh BHE MPUIIOXKEHWs (HanpuMep, TPEKOB, KOTopble
MOXHO BOCMPOU3BOAUTL B APYrUX NPOUrpbIBaTENSX).

BMpTyaanaﬂ BanoTa A0JHKHA NCMNOMIb30BaTbCA TOJIbKO B TOM NPOAYKTE, B KOTOPOM OHa 6bina KynseHa.

Paspa6oTuvkam 3anpeLyaeTcsi BBOAUTb Nosb3oBaTesNei B 3a6yXXAEHNE OTHOCUTENBHO NMPUIOXKEHUI, @ TakXKe yCyr,
TOBapOB, KOHTEHTA U QYHKLMIA, KOTOPbIE MOXHO B HUX NpuoGpecTy. Ecnu 3a focTyn K GyHKLUMAM, yKasaHHbIM B
onucaHuu npunoxexus B Google Play, B3umaeTcs nnata, Bbl 06s13aHbl NPeAynpeauTb 06 3TOM Mosb3oBaTeneil.

Ecnn npv nokynkax B NpUIoXKeHNU MOXHO MONy4YnTb ClyYaitHble BUPTYasbHble MpeaMeThl (T. H. IYTGOKCbI), Bbl
[LOMKHBI IBHO COO6LLUTL MOSIb30BaTeN0 O BEPOSITHOCTM MOJTyYeHNst MPEAMETOB [I0 TOTO, KaK OH KYMUT KOHTEHT.

Hwxxe nepeuncneHbl BUObl TOBApOB, KOTOPbIE MOXHO NPOAaBaTh, UCMOMb3ysi CUCTEMY OnnaThl
KOHTeHTa yepes Google Play.

* LincdpoBoit KOHTEHT B Urpax. Harmpvmep, MOHeTbI, AparoLieHHble KaMHW, [OTMOHUTESNIbHbIE XXU3HU U XOAbI, a
TaKXXe creuuanbHble NpeAMETbl, CHapsXKeHWE, MePCOHaXM, aBaTapbl, AOMOMHUTENbHbIE YPOBHU U UTPOBOE
Bpemsi.

* DYHKLMM U KOHTEHT. Hanpumep, BO3SMOXHOCTb MPOCMaTpyBaTh NpUIoXKeHWe 6e3 peknambl U BO3MOXHOCTH,
HeZlOCTYMHble B 6ecriaTHON BEpCUM.

+ Ycnyru, npefoctaBnsiemMble no nognucke. Hanpumep, nepefaya My3blKu, BUAEO, KHUT U T. ., @ Takxe LudpoBble
nyénukauum (B TOM Yncrie B KOMMEKTe ¢ 6yMaXKHbIMU BEPCUSIMU) U coLMalibHble CeTU.

+ O6nayHble NporpaMMHble NPOAYKTbI. Hanpumep, xpaHnnuiua faHHbIx, a Takxke M0 ana 6usHeca n ynpaBneHus
(rHaHCcamu.

Hwke nepeyuncneHbl BUAbl TOBAPOB U YCNYT, A5 KOTOPbIX CUCTEMA OMnaTbl KOHTEHTa Yepes
Google Play He nogpepxuBaeTcs.

+ Po3HMYHble TOBapbl. Hanpymep, NpoayKTbl, OAEXAa, TOBapbl ANs [loMa U 3/1eKTPOHHbIE YCTPOUCTBA.

MnaTHble yenyru. Hanpumep, nepeBo3ka naccaxvpoB U rpy30B, KIMHWHT, [OCTaBKa eAbl, aBUabUNeTbl, GUNeTbl
Ha MeponpusTUs.

YneHcTBO (pa3oBoe U BO306HOBNSIEMOE). HanpumMep, B CMOPTUBHbIX Ky6ax, a Takke B Kny6ax, npeaararomx

aKceccyapbl, OAEXAY Unv Apyrue aHanornyHble ToBapbl. Cloaa e 0OTHOCUTCS yYacTue B MporpaMmmax

NOSNBHOCTY.

+ Pa3oBoe nepeyncneHue cpeacTB. Hanpumep, nepeBof CpefiCTB APYroMy Nnosib30BaTesito, OHMNaiH-ayKLMOHbI U
MOXepTBOBaHWUS.

+ OHnaiH-nnaTexxu. Hanpumep, onnata 3af0/HKeHHOCTY MO KPeAUTY UK CHETOB 38 KOMMYHalbHbIE 1

TeNeKOMMYHWKaLMOHHbIE YyCNyrit.

06paTnTe BHUMaHWe, YTO A5 NpoAaxu GpU3nyeckux ToBapoB U YCIIYr B MPUNOXKEHUAX MOXKHO UCMONb30BaTh
Google Pay API. NMoapo6Has uHdpopmaums npuBeaeHa Ha cTpaHuLe Google Pay ana paspaboTymkoB.

Mopgnuckmn

PaspaboTunkam 3anpeLlaeTcsi BBOAUTb MNoNb3oBaTesiel B 3a61yXAeHNe OTHOCUTENBHO NMOAMUCOK UM KOHTEHTA,
KOTOpbIi MpeaiaraeTcs B NPUIIOXeHUsiX. Balle npeanoxeHune JoIXHO 6biTb CHOPMYTMPOBAHO YETKO U ACHO. ITO
OTHOCWTCS K €ro pa3MeLLLeHMIO KaK Ha 3acTaBKax, Tak 1 B CaMOM MPUOXKEHUU.

B npunoXxeHuu Bbl JOMKHO YETKO U3N0XUTb CBOE NpeasioXeHune. Cpep,w npoyero H906X0,D,VIMO ACHO yKasaTb yCcnoBus
npeanoXxeHund, CTOMMOCTb NOAMUCKN N NEPUOANYHOCTDb MIaTeXHOIo LMKNa, a TakXe YTOYHUTD, Heo6xop,vma nn
noanucka ansa paéOTbI C NPUNOXeHNeEM. I'Ip|/| 9TOM BCe CcBeAeHUA [OJIKHbI 6bITb YKa3aHbl NO/THOCTbIO, YTOObI ana
O3HaKoMJieHUA C Mchopmau,wePl nonb3oBaTesito He Tpe6OBaJ'IOCb BbINOMHATbL AOMNOMHUTENbHbIE AENCTBUSA.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHU:

ExkemecsiuHble NoANUCKuN, B YCNOBUAX KOTOPbIX HE YKa3aHO, YTO OHU 6yp,yT npoanATbCA aBTOMaTUYECKU Kakabln
MecsALl CO CnucaHueM CpeacTB CO cYeTa.

[opoBble NoANUCKN, rae APKO BblAesieHa TOJIbKO UX MecA4YHada CTOMMOCTb.
HenonHas nokanusauus YCJ'IOBMﬁ 1N CTOMMOCTU NOAMUCKHN.

MpefnoxeHus, B KOTOPbIX HEACHO YKa3aHO, YTo NMoJib30BaTe b MOXET MOMYYUTb JOCTYN K KOHTEHTY 6€3 MOAMUCKM
(ecnu 3T0 BO3MOXHO).


https://developers.google.com/payments

HeTouHoe ykasaHMe HaMMeHOBaHUA ToBapa: A1 NOAMMUCKM C aBTOMaTUYECKUM CMIUCaHWEM CPeACTB faHa
* dopmynupoBka "bBecnnaTHas npo6Has Bepcust'.
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(D KHonka "3aKprTb" BUAHa HEYETKO, N NoJib30BaTe/lb MOXET HEe MNOHATb, YTO KOHTEHT AOCTYMNEH N 6e3 NoAnmcKM.

(2 B npep/io)keHUmM ykasaHa LieHa TO/IbKO 3a OfUH MECALL, M M0JIb30BaTeslb MOXET He MOHATb, YTO NPU 0POPMIIEHNN
NnoAnNucKmM 6yfieT crnucaHa niara 3a WecTb MecsLeB.

@ B npennoXxeHnn ykasaHa ToJ1IbKO Ha4asibHasa LeHa, U NoJib3oBaTes/lb MOXXET He MNOHATb, KakKasd CymMmMa 6)’,qu
CrnucbliBaTbCA aBTOMaTU4YeCKN NocJie 3aBepLlueHna akyuu.

@ VlHCbOpMaLI,VIﬂ B NpensioXXeHnn n ycnoBmnax NCNoJsib3oBaHUA NpeAcTaB/ieHa Ha pa3HbIX A3blKax, N NON1b30BaTeslb
MOXXET NOHATb €e He NMOJIHOCTbHO.

BecnnaTtHble Npo6HbIe BEPCUM U NPEASIOXEHUS AN HOBbIX NOb3oBaTeNnemn

Ewwé ao Toro, Kak nosb3oBatesib NPUOGpPeTeT NOANUCKY, Bbl fOMKHbI ICHO Y TOYHO COOBLLUTL EMY YCNOBHUS
NpeasioXXeHus, BKIHoYas ero NpoAo/HKUTENIbHOCTD U LieHY, @ Tak)Ke onuncaHue AOCTYNHOro KOHTEHTA Uv cepBUCOB. He
3aby[bTe yKas3aTb, Kak 1 Korga rnosib3oBaTesib neperaeT ¢ 6ecnnaTHoi Npo6HOM BEPCUM Ha NTAaTHYH MOAMUCKY,
YTOYHWUTb CTOMMOCTb MATHOM MOAMNMUCKM, @ TakXKe COOBLUMUTD, YTO MOAMUCKY MOXXHO OTMEHUTb 10 OKOHYaHUS
6ecnnaTHoro Npo6Horo nepuoaa.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHUI:

* npeﬂﬂO)KGHVIﬂ, B KOTOPbIX HE YKa3aH Ui HeACHO yKa3aH CPOoK LencTeua 6ecnnatHom I'Ip06HOI7I BepCcuu unu LUeHbl
A1 HOBbIX NoJsib3oBaTenen.

° npeﬂﬂO)KGHVIFl, B KOTOPbIX YETKO He YKa3aHO, YTO NocJie OKOHYaHUA CpoKa [encTBua npeanoXeHua noanncka
aBTOMAaTMYeCKUN CTaHET NaTHOMN.

+ TpeAnoxeHus, B KOTOPbIX YETKO He yKasaHo, YTO Mosb30BaTeNlb MOXET MOJTyYNUTb [OCTYM K KOHTEHTY, He UCMO/b3ys
NPOGHYIO BEPCUIO MOAMUCKM (ECIN 3TO BO3MOXHO).

° I'Ipep,nox(eHMﬂ, ONA KOTOPbIX YCNOBUA U LieHbl JTOKann3oBaHbl HE MOJIHOCTbHO.
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(D KHonka "3akpbITb" BUHaA HEYETKO, U MOJIb30BaTe b MOXET HE MOHATb, YTO KOHTEHT AOCTYMEH M 63 aKTUBaLmum
6ecnnaTHoM NPO6HON BEPCUM.

@B npeanoXXeHnu caenaH akueHT Ha 6ecnnatHom I'IpOéHOVI BepCcuu, U nNosib3oBaTeslb MOXKET He NMOHATb, YTO B KOHLUE
I'Ip06HOF0 nepuoga aBToMaTn4yeCkn Ha4yHeT B3MMaTbCA nnaTta.

(3 B npefnoxeHnn He yKasaHbl CPOKM MPOBHOTO NepUoAa, v Nosib30BaTENlb MOXET HE MOHSATb, Kakow byneT
NPOAOIHKUTENBHOCTb 6ECMNIATHOMO JOCTYNa K KOHTEHTY.

@ I/IHd)opmame B NpeanoXeHnn n ycnoBuax NCnosib3oBaHUA NpeacTaB/ieHa Ha pa3HbiX A3blKax, U NoJib3oBaTeslb
MOXXET NMOHATb €e He MOJIHOCTbHO.

YHpaBneHme nognnMckamMm n X oTMeHa

Pa3p360T‘-WIK 0653aH IBHO COOGLLMTb MOb30BaTeNto, KaK USMEHUTb UN OTMEHUTb NOAMUCKY B MPUJTOXEHUN.

Y6epuTecn, 4To npaswua NoANUCKK, ee OTMeHbl 1 BO3BpaTa MniaTeXxen He NpoTuBopeYaT AeNCTBYoLLEeMY
3aKoHO4aTeNbCTBY, a TaKXXe 065a3aTeNbHO coobLLaiTe Nonb3oBaTeNIsiM 060 BCEX UBMEHEHUSAX B 3TUX npasunax.

Peknama

3anpelleHo ny6IuKoBaTb MPUTOXEHUS, COlepXKaLliMe pekiaMy, KoTopasi BBOAUT B 3a6/y)XAeHue Unu npepbiBaeT
pa6oTy NpunoxeHusi. 06bABNEHUS OMKHbI NOSBAATLCSA TONbKO BHYTPU NPUNOXEHUS, 6bITb NPUEMSIEMbIMU LS €10
LieneBoi ayAUTOPMU, @ TaK)Ke COOTBETCTBOBATbL BCEM HaLLMM Npasunam. Moapo6Hee o npasuiax pekiamMbl asapTHbIX
urp...

Mcnonb3oBaHne gaHHbIX O MECTOMOJSIOXEHUN B LLeNsAX pPeKknamMbl

MpunoxeHus, KOTopble UCMONb3YOT AOCTYN K JaHHbIM O MECTOMOJIOXEHUW YCTPOMCTBA AJiA MoKa3a pekambl, AOMKHbI
COOTBETCTBOBATb MOJIOXKEHWSIM pasaena JInyHas 1 KoHbuaeHu anbHas MHhopMaLms, a TakKe Cleay LM
Tpe6oBaHUSM:

° Hy)KHO ACHO OOHEeCTU A0 nosib3oBaTensd, YTo eC/11 OH NpefoCTaBUT pa3pelleHne, To AaHHble O MeCTOMONIOXKEHUN ero
ychOVICTBa 6yﬂ,yT CO6VIpaTbCH NN ncnonb3oBaTbCA A/1A NMOKasa peknaMbl. Bbl AOMKHbI C006LLI,VITb 06 3TOM B
0653aTeNIbHON NOSINTUKE KOH(bVI,D,eHLl,VIaJ'IbHOCTVI NpuUnoXeHus, a Takxxe AOGBBVITb CCbIJIKW Ha NOJIUTUKN
KOHCbVI,D,eHLl,I/Ia}'IbHOCTVI peKnaMHbIX ceTel B OTHOLUEHUWN UCMOJIb30BaHUA faHHbIX O MECTOMOTOXEHUMN.


https://support.google.com/googleplay/android-developer/answer/9914283#gambling-ads
https://support.google.com/googleplay/android-developer/answer/9914283#user-data

° Paspemeva Ha AOCTYyn K AaHHbIM O MEeCTOMOJIOXXEeHUU MOTYT 3anpalinBaTbCs TOJIbKO AN14 paﬁOTbI (byHKLl,I/Il‘/'I n
CepBUCOB, KOTOPbIle eCTb B NMPUJTOXEHUN. Henbasa 3anpawmBaTtb AOCTYN K AA@aHHbIM O MeCTOMOJI0OXXEHUN, eCJIN OH
6yp,eT MCNoN1b30BaTbCA TONbKO AN peKlaMbl.

O61bsBneHus, BBOAaLME B 3abnyxaeHue

PeknamHble 06bABNEHNSA He JO/IKHbI KONMPOBaTb MHTEPdEC KaKoro-m6o NpuioXKeHNs, CUACTEMHOTO YBEAOMJIEHUS
UK npegynpexaexus. MNosb3oBaTesnto A0/MKHO 6bITb MOHATHO, K KAKOMY NMPUTOXKEHUIO OTHOCATCS Te UK UHble
06bABNEHUS.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLIEHUI:

+ O6DbABMEHNS, KOTOPbIE KOMUPYHOT MHTEPGhENC NPUNOXKEHNS:
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® B aTtom NMPUNOXXEeHUU BOI'IpOCI/ITeﬂbeIﬁ 3HaK Ha caMOM Jefe ABNAETCS O6bABEHNEM, KOTOpOe nepeHanpaBndeTt
noJsib3oBaTesnif Ha BHELHIOK LeneByro CTPpaHuLy.


https://support.google.com/googleplay/android-developer/answer/9914283#location-permissions

. O6'bﬂBﬂeHI/Iﬂ, KOTOpPble KOMUPYKT CUCTEMHbIE YBEAOMJTEHUA!
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New Game Hint Undo Setting

Bbilwe nokasaHbl MpUMepbl 06bsABNEHWIA, KOTOPbIE BHELLHE 04YeHb MOXOXW Ha pa3fiyHble YyBeAOMIEHUs ONepaLMOHHON
CUCTEMbI.

MoHeTusauus yHKLMIM 61TIOKMPOBKU SKpaHa

3anpeu.geHo NMoKa3sblBaTb peknamy 1 pasMellaTtb njaTHble beHKLLMI/I Ha 3a6J'IOKI/IpOBaHHOM 9KpaHe, KpoMe Tex cny4yaes,
Korga npunoxxeHue npegHasHa4yeHO UCKTKOYNTENTIbHO AN1A ynpaB/ieHUA 366ﬂ0KVIpOBaHHbIM 9KpaHOM.

O6baBneHus, npepbiBaloLwme paboTy NPUoXeHUs

K aToit KaTeropum oTHOCATCA 06bABIIEHUSA, KOTOPbIE NMOABMATCA B HEOXKUAAHHBIX MecTax, MoryT NpUBOAUTb K
HenpegHaMepeHHbIM HaXkaTUsIM W HapyLwaTb QYHKLMOHaNIbHOCTb YCTPOMCTBA.



3anpeLiaeTcs BbIHYy>KAaTb MN0JIb30BATENS HAXKUMaTb Ha 06 bSAB/IEHNE UM OTNPABNSATL JIMYHbIE AaHHbIE /1S MONyYeHUs
MOSIHOrO AOCTYNa K MPUIOXKEHUI0. MeXCTpaHUYHble 06bsiIBNEHUSI MOTYT 0TOGPaXXaTbCs TONIbKO BHYTPU NMPUIOXEHNS.

Ecnv B npunoxeHnn eCTb MeXCTPaHUYHbIe nan apyrue 06bsABNEHUS, KOTOpble npepbiBardT 06bIYHbIN npouecc
NCNoJib30BaHUA, OHU O0/DKHbI 1€rko 3aKpblBaTbCA.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUI:

+ O6bABMEHMs, KOTOPble 3aHNMatOT BeCb 9KpaH, MeLatoT paboTe C MPUTOXKEHNEM M KOTOPbIE CIIOXHO 3aKPbIThb:
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(DY sT0r0 06bABNEHNA HET KHOMKM "3aKpbITb".

* 06baABNEHUS, KOTOpPble 3aCTaBNAKOT NoJib30BaTeid NepexoanTb Mo CCblJiIkaM C NOMOLLbO JIOXXHOW KHOMKK HsaKpblTb"

WSIM BHE3anHoro nosiB/IeHUst pekiaMbl TaM, rae pacrosioXXeHbl 3/IEMeHTbI YypaB/eHNs, Ha KOTOpble MoJib30BaTe b
06bIYHO HAXXMMaET.
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O6bABNEHNE C NTOXKHOIN KHOMKOW "3akpbITh".



Tap to Jump!

06bsiBIEHWE, KOTOPOE BHE3AMHO MOSBMISETCS B TOW YaCTW 9KpaHa, Ha KOTOPYHO Mofb30BaTesb MPUBbIK HAXKUMaTb A5
ZLocTyna K GyHKLUUAM MPUTOXEHUS.

B3avmopencTeme ¢ NpuUnoxXeHusIMu1, peksiaMmon apyrux paspaboTynkos n
$PyHKLUMAMM yCTPOUCTBA

O6bsIBNIEHVS B BaLLeM NPUNOXEHUN He A0MKHbI BIUATL Ha MPUIIOXEHUS APYrnX pa3paboTymKoB U peKsiaMy B HUX, @
TakKXXe Ha paBoTy YCTPOWCTBA, ero NOPTOB Y CUCTEMHbIX MW BU3UYECKUX KHOMOK. B 4aCTHOCTH, 9TO OTHOCUTCS K
oBepsiesiM, CONYTCTBYHOLWMM GYHKLMSM U peKnaMHbIM 6r1oKkam-BuaXeTam. O6bsiBNEHNsI LOMKHbI NOSBASTbCS TOMbKO
BHYTPY NMPUNOXKEHUS.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHWIA:

» O6bsiB/IeHUs], MOSIBNSAOLLMECA BHE NpUNoXeHua:
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[Monb3oBaTesNib NEPexofnT U3 3TOrO NPUNOXKEHUS Ha FaBHbIN 3KPaH, U Ha HEM BHe3amnHo nossaseTcs ob6bsABNEHME.

+ O6bABNeHus, KOTOpPble BO3HUKAIOT MNocne Ha)XaTua KHOMKU rmaBHOIo aKpaHa Uin BbINOJTHEHUA APYTUX [encTBun,
npeaHasHa4YeHHbIX And BbixoAa U3 NpuUioXeHua:
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Monb3oBaTesb NbITAaeTCA BbINTU U3 NMPUIIOXEHUS Ha ITaBHbIN 9KpaH, U 3TOT NPOLLecC NpepbiBaeTcs Nokasom
06bsABNEHUS.



HeanIeMJ'IeMble o6bsABEHMS

He ToNbKO caM KOHTEHT MPUIIOXEHUA [OMXKEH COOTBETCTBOBATL HaLLMM MpaBuiam. 06baABNEHNA B nNpuUnNoXeHuu
[LOJKHbI 6bITb npuemMnaemMbl Ans ero Leneson ayauTopun.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLIEHUI:
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More adult games:
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Download todayf (18+ AND OLDER): S,
8 Meet the cam girl of your dreams.

(D 06bsABNEHNE HEMPUEMIEMO AJIS LIENIEBOW ayAUTOPUM NPUNIOXKEHMUS (7+), MOCKOJIbKY NpeaHasHa4YeHo as
MoAPOCTKOB.

(2 06bsABNEHNE HEMPUEMIEMO AJIS LIENIEBOW ayAMTOPUM NPUoxeHus (12+), MOCKONbKY NpeAHa3HauYeHo ans
B3POC/IbIX.

Wcnonb3oBaHune peknamMHoro ngeHtudukaropa Android

B cepBucax Google Play Bepcun 4.0 npeacTaBneHbl HoBble API n ngeHTudukaTop Ansa peknamogartenei u Tex, KTo
npefocTaBseT YCAYrn aHamMTUKKW. YCNOBUSA UCMOJIb30BaHWA naeHTUdrKaTopa NpuBeAEHbI HUXE.

* Ucnonb3oBaHue. PeknamMHbii naeHTudukaTop Android fo/KeH NCMOIb30BaTbCS TONbKO A1 pasMeLleHns
peknambl 1 aHanusa ee nokasaresnei. Mpu KaXxxaoM o6paLLeHnn K aeHTUdMKaTOpPY AO/HKHbI MPOBEPSATLCS 3HAUEHNS
napameTpoB "OTK/HOYMTb NoAGop pekambl” n "OTKIYNUTD NEPCOHANU3aLUuto peknamb”.

+ CeA3b ¢ UHdopMaLmeii, No3BoONSAIOWEN UASHTUDULMPOBATD JIMYHOCTD, U APYrUMU UAeHTUDUKATOpaMM.

PeknaMHbIn aEHTUGUKATOP HeNb3sl CBA3bIBATb C MOCTOSIHHbIMU UAEHTUdMKATOpaMmn YCTPOMCTBA, TAKUMU Kak
SSAID, MAC-agpec nnu IMEI-kog, B pekiiamHbIx Lensix. PeknamHbli naeHTudrMKaTop MOXHO CBSI3blBaTb C
[aHHbIMU, NO3BONAOWUMU UAEHTUHULMPOBATL IMYHOCTb, TOSIbKO MPY YCIIOBUM SIBHO BbIPaXXeHHOro cornacus
nosib3oBaTens.

Mcnonb3oBaHWe B aHaIMTUYECKUX LieNisiX. PeknaMHbIi uaeHTUGUKaTop HeNlb3sa CBS3bIBATb C JaHHbIMY,
NO3BONSOLWUMN UAEHTUDULMPOBATbL JIMYHOCTb, MU MOCTOSAHHBIMU MAEHTUDUKATOPaMMU YCTPOMCTBA, TaKMMU Kak
SSAID, MAC-agpec nnu IMEI-kog, 6e3 ABHO BblpaXXeHHOro cornacus nosib3oBaTersi.

* YBa)XeHUe NpeAnoyTeHUi nonb3osaTens. HoBbI MAEHTUdMKATOP, MPUCBOEHHDI Noce c6poca, Hemb3s CBA3bIBaTb
C NPeAbIAYLLMM UKW €ro faHHbIMU 6e3 IBHO BbIPaXKEHHOrO corfiacusi nosb3osaTtesis. KpoMe Toro, HY>KHO y4YuTbiBaTb
NpeAnoYTeHUs NoNb30BaTENsA B OTHOLIEHWM NOAGOPa U MEPCOHANN3aLmMmn peknamMbl. ECAM 9T GYHKLMM OTKIHOYEHDI,
TO BaM 3arpeLLaeTcs UCMOb30BaTb PEKNAaMHbIN naeHTUdMKATOP ANs CO34aHUA NoNb30BaTeNbCKoro npoduns B
peKMaMHbIX LIeNsIX UK ANs NoKasa NepcoHann3MpoBaHHbIX 06bABMEHWIA. Mpy 3TOM pa3peLuaeTcsi KOHTEKCTHas
peknama, orpaHU4YeHne YacToTbl MOKA30B, OTC/IEXMBAHWNE KOHBEPCHIA, CO3[laHNe OTYETOB, a TaK)Ke 06HapyeHue
yrpo3 6e30MnacHOCTM U Clly4YaeB MOLLIEHHUYECTBaA.

* YBegoMreHue nosb3oBareniei. B npuMeyaHum o KoHbOUAEHUMANbHOCTU, COOTBETCTBYHOLLLEM TPEGOBAHUAM
3aKOHOAATeNIbCTBA, M0JIb30BaTENO HEO6XOAMMO COOBLLUTL O CEOPEe U UCTIONIb30BaHNUMU PeKTaMHbIX
NMAeHTUKKATOPOB, a TAKXKE O HACTOALMX NpaBunax. NogpobHasa nHbopMaLmsa 0 HalMX cTaHaapTax
KOHOUAEHLMANBbHOCTU NpUBeLEeHa B pasaene [JaHHble nofib3oBaTens.

« CobniofieHue yC/I0BUIA UCMONb30BaHNUA. PeknamHbIn VILI,eHTMCbVIKaTOp MOXXHO NPUMEHATb TOJIbKO B COOTBETCTBUU C
HacToALWMMK NpaBuiaMu, Npuyem aTo ycrioBme pacnpocTpaHAaeTCq Ha BCeX, KOMY Bbl MOXeTe NnpefoCTaBUTb


https://support.google.com/googleplay/android-developer/answer/9914283#user-data

UAEHTUDUKATOP B XOA4E KOMMEPYECKOM LeATeNIbHOCTU. BO BCEX MPUMIOXKEHUSX, 3arpy>KaeMbiX UK Ny6IMKYeMbIX B
Google Play, cnegyet ncnonb3oBaTtb pekiiaMHblit aeHTUdUKaTop (€Cnm oH AOCTYMEH Ha yeTpoicTae). MprMeHsTb
[N PEK/IaMHbIX Liefent ipyrue naeHTUdMKaTopbl yCTPONCTB 3anpeLLeHo.

MporpamMmMa peknaMbl B MPUITOXEHUSIX A5 BCEN CEMbM

Mpwv pasmMeLLeHnU peknambl B NMPUITOXEHUM, MpeiHa3HAYeHHOM TOJbKO AN ieTeil (Kak onvcaHo B npaBuniax
nporpammbl MpunoxeHus Ans Bcel cembt), HEO6X0AMMO UCMoNb30BaTh pekiamHble SDK, KoTopble npoLunu
CaMOCTOSTENbHYO cepTUdMKaLmMIo U NOATBEPAUIN COOTBETCTBUE Npasunam Google Play, Bkntoyas npuBefieHHble
HWXe TpeboBaHUsA K cepTudrKaumm peknamMHbix SDK. Ecnu npunoxeHue paccumMTaHo Kak Ha AeTel, Tak U Ha B3pOCHbIX,
Bbl [JO/KHbI MPeAyCMOTPETH MPOBEPKY BO3pacTa nosib3oBaTesia U y6eanTbes, 4To AeTH ByayT BUAETb 06bABIEHUSA
TOJIbKO U3 peknamHbix SDK ¢ camocToaTenbHol cepTudukaLlmein. B npunoxeHusix, y4acTByLMX B IporpaMme
"MpunoxeHns Ans Bcell ceMbU", 3anpeLLaeTcsi UCNONb30BaTb Apyrue peknamHbie SDK.

Mcnonb3oBaHue cepTnduLMpoBaHHbIX peknamHblx SDK cTaHoBUTCS 06a3aTeflbHbIM TOJIbKO B TOM Clly4ae, eCiiv Bbl B
LenoM npumersieTe SDK ansi nokasa peknambl AeTsIM. Bbl HeceTe OTBETCTBEHHOCTb 3@ KOHTEHT 06bsABIEHUI U c60p
CBEAEHUI COrNacHo rnpaBuiaM B OTHOLLEHWM NMONb30BaTeIbCKUX AaHHbIX U NMpaBuiam nporpamMmbl "TMpunoxeHus ans
Bcel cembn". MNpu cCOBNIOAEHUMN 3TUX YCIIOBUIN Mbl He TpedyeM cepTUdukaLmio:

* [N nokasa Co6CTBEHHOM peknambl, korga SDK ncnonbsyetca ns MepyaHAananHra u nepekpecTHoro
npoaBM>XeHUa Balnx I'IpVIJ'IO)KGHI/IVI Wnu 4pyroro Bawero MenakoHTeHTa,

* AN NPsSIMbIX CLAENOK C pekiamoaaTensamu, npu kotopblx SDK ncnonbayercs ToNbKO ASA ypaB/ieHUs pecypcamu.
Tpe6oBaHusA K cepTudUKauum peknamHbix SDK

+ OnpepenuTe NPU3HaKW HeXXenaTeSlbHbIX O6bABIEHNI U 3anpeTuTe UX B YCIOBUSIX UM MOUTUKE peknamHoro SDK.
OnpepeneHus AOMXHbI COOTBETCTBOBATH 1paBunam nporpammbl Google Play fns pa3pa6oTunKkoB.

+ Bbi6epuTe crnoco6, ¢ MoMOLLbH KOTOPOro 6yaeTe npucBanmBaTb 06bsiBIIEHUSIM BO3PaCTHbIE OFPaHUYEHNS.
Heobxoaumo HacTpouTb He MeHee ABYX KaTeropuii: "[nsa Bcex" u "[nsa B3pocnbix". Bo3pacTHble orpaHnyeHus
LOMKHbI MPUCBanBaTbCA MO TOMY Xe METOAY, KOTOpPbIit UCMONb3yeTcsl B CepTUGULMPOBAHHBIX pekaMHbix SDK
Google.

+ PaspeluunTe n3gartensm 3anpalumMBaTtb Nokas 06bABIEHUA, OPUEHTUPOBAHHBIX Ha AeTeil (B onpeaenieHHbIX
NPUNOXEHNUAX UMW B KaXKAOM KOHKPETHOM cinyyae). Y6eanTech, YTO KOHTEHT B O6BSABMIEHNSAX HE HapyLllaeT
[eNCTBYIOLME 3aKOHbI M MOCTaHOBMEHUS, HanpuMep 3akoH CLUA o 3aluTe NMYHbIX CBefeHu aeTelt B VIHTepHeTe
(COPPA) 1 l'eHepanbHbIit pernameHT EC 0 3aluuTe nepcoHanbHbix AaHHbIX (GDPR). Kpome Toro, B pecypcax ans
netein B Google Play Heo6x0MMO OTKIHOUUTL B peknaMHblx SDK nepcoHannsmMpoBaHHyto pekiiamy, peknamy Ha
OCHOBE UHTEPECOB, @ TAKXXE PEMapPKETUHT.

+ PaspelwunTte nsgatensam BbI6MpaTb CbOpMaTbI 06BbABNEHUN, COOTBETCTBYHOWMNE NpaBuiaM B OTHOLLIEHUW peKnambl U

+ Ecnv ans nokasa peknambl AeTSIM UCMO/b3YeTCs TEXHOOMMSI Ha3HAYeHWsl CTaBOK B peasibHOM BPEMEHU, y6eANTECD,
yTO haiinbl 06bABNEHUS NMPOBEPEHDI, @ y4aCTHUKAM ayKLMOHa NepefaroTes MHAMKATOPbl KOHbOUAEHLMANBHOCTY.

+ MNpegpocTtaBbTe Google MHGOPMaLMIO, yKas3aHHYIO B 3asiBKE U HEOBXOANMYHO AJisi MPOBEPKM peknamHoro SDK Ha
COOTBETCTBUE BCEM TPEBGOBAHMUAM, I CBOEBPEMEHHO OTBEYalTe Ha NOC/eAytoLLmMe 3anpochl MHdOPMaLUK.

ﬂpnmeanMe. H606XOAMMO nCroJsib3oBaTb pek/iaMHble SDK g5 nokasa 06DbAB/IEHUIT B COOTBETCTBUM CO BCEMU
3aKOHaMU U MOJIOXKEHNAMU OTHOCUTESIbHO [ETEH, NPpUMEeHUMbIMU K JeATe/IbHOCTU unapnareneu.

Tpe6OBaHVIF| K I'IJ'IaTdJOpMaM-I'IOCpe,D,HVIKaM, KOTOpble NoKa3blBakoT peKnamy AeTAM:

* Bbl BO/MKHbI MCNonb3oBaTb TObKO pekamHble SDK, cepTuduumpoBaHHblie Google Play, nnv npuHumaTh Mepbl
NpefoCTOPOXHOCTY, rapaHTUPYHOLLME, YTO BCe 06BbSABMNEHMS Ha NiaThopMax-nocpegHMKax COOTBETCTBYHOT 3TUM
Tpe6oBaHUAM.

* Heobxonmmo nepefaBatb UHGOPMALIMIO O PENTUHIE PEKITAMHOIO KOHTEHTA U O TOM, YTO Pecypc npegHasHayeH ans
neten.

Cnncok cepTnduLmMpoBaHHbIX peknamMHblx SDK ony6nnkoBaH 34ech.

Ecnn Bbl 3HaeTe opraHu3aLmu, KOTopble XOTAT CepTUdULMPOBaTL CBOM pekamMHble SDK, To MOXeTe OTnpaBuTb UM
CCbIJIKY Ha 3Ty dopmy.

HanHble ona Google Play n npoasmxeHue

MeTogbl, KOTOpble Bbl MPUMeHsieTe ASIA NPOABUXEHNSA CBOETO NPUIIOXKEHUS, 3HAYUTENIbHO BIMAIOT Ha BOCTpUATHeE
Google Play nocetutensamu. He nucnonb3ayiTte cnam 1 peksiamy HU3KOro KauyecTBa, a TakxKe He 3aBblLiaiTe
NonyAsApPHOCTb NMPUNOXKEHUS UCKYCCTBEHHO.


https://support.google.com/googleplay/android-developer/answer/9914283#families
https://support.google.com/googleplay/android-developer/answer/9914283#user-data
https://support.google.com/googleplay/android-developer/answer/9914283#families
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://gdpr.eu/
https://support.google.com/googleplay/android-developer/answer/9914283#families-ads-monetization
https://playacademy.exceedlms.com/sl/044a202e
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/?p=adnet

MponBuXeHMe NPUNOXEHMUS!

3anpelleHo ny6anKoBaTb MPUIOXEHUS, MPAMO U KOCBEHHO CBsi3aHHble C METOAAMM NMPOABWXKEHUS, KOTOPble BBOASAT
B 3a6/1y)XAEHWE NN UHBIM 06Pa30M MPUUYUHSIIOT Bpes, Nosib3oBaTensiM 6o coobLLecTBy paspaboTunkos. Cloaa
OTHOCATCA MPUJSIOXKEHWS, BbIMOSHSAIOLLME MEPEYNCTIEHHBIE HUXKE [eNCTBUS.

* Mcnonb3oBaHue 06bsiBNEHNIA, BBOASLLMX B 3a6NyXAEHUE, Ha BE6-caiiTax, B MPUIOXEHUSIX U Apyrux 06bekTax,
BKJIHOYasA KOMMpoBaHWe yBeJOMIIEHWUI ONePaLMOHHON CUCTEMbI.

+ PacnpocTpaHeHue 1 yCTaHOBKa, B pe3ynbTaTe KOTOPbIX MPOUCXOAUT HamnpasneHue nonb3osatenei B Google Play
WU CKauMBaHue NpuoxeHus 6e3 npeasapuTesibHOro 3anpoca.

* HexenatenbHoe peknamupoBaHue Yyepes SMS.

Bbl 063aHbl CeauTb 3a TeM, YTO6bI B PEKNTaMHbIX CETAX U MapTHEPCKMX NporpaMmax cobsoaanvch aTv npaBuna u He
MCMO/b30BaIUCh 3anpeLleHHble MeTOAb! MPOABUXKEHNS.

MeTapgaHHbIe

Mbi 3anpellaem I'Iy6ﬂI/IKOBaTb NPUNOXXEeHUA C NTOXXHbIMU, HENPaBWJTIbHO OTdJOpMaTI/IpOBaHHbIMI/I, HeAOoCTaTO4YHbIMWY,
HepesieBaHTHbIMU, USNULLIHUMU NN HeJ40NyCTUMbIMW MeTaJaHHbIMW. K MeTagaHHbIM, MOMMMO BCErO NPOYeEro,
OTHOCATCA Ha3BaHWe U OnnUcaHne NpunoXeHus, ero 3Ha4yokK, CKpUHLLOTbI U peKflaMHble VI306pa)KeHI/Iﬂ, a TakXxe
Ha3BaHue KOMI'IaHI/II/I-paSpa6OT‘-II/IKa. OnucaHune NPUNOXXeHUA [O0JDKHO 6bITb MOHATHbLIM U rPAaMOTHbIM. MbI Takxe
3anpeLwjaemM BKKOYaTb B onucaHue OT3blBbl nonb3oBarenen 6es YKa3aHusa aBTopa unTathbl.

Kpome Toro, B COOTBETCTBUM C NpaBuiamMu Ans pa3pa60T‘4VIKOB Mbl MOXEM 3arnpocuTb y BaC U Apyrne AaHHble.

BoT npumepbl Haubosiee pacnpocTpaHeHHbIX HapyLLEeHU:
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X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

QU can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever
2) labradoodle

3) poodle

4) chihuahua

5) akita

6) pug

7) rottweiler

(1) AHOHMMHbIe OT3bIBbI NOMIb30BaTENEN.
(2) CpaBHeHME NPUIOXEHWIA UIN BPEHAOB.
(3 BNIOKM CIIOB, @ TaKXKe BEPTUKaSibHble UM rOPU30oHTasIbHble CMIUCKM.

Bort npuMepbl He40NyCTUMOro TEKCTa, M306pa)KeHVIﬁ U BUAeo Ha CTpaHuue NpuioXXeHua:

+ /306paxeHusi n BUAEO cekcyanbHOro xapaktepa. He ucnonb3ayiTe MmaTepuarbl, COAepyKallme n3o6paxkeHns
YKEHCKOW IPyAM, ATOAMLL, TeHUTaNNN U APYrmx OTKPOBEHHbIX M306PaXKeHW YenoBeYecKoro Tena, 6yab TO PUCYHKM
unu dpotorpacdumm.



* HenpwucToiiHas NeKcuka v ipyrve peyeBble KOHCTPYKLMK, HeAoNMyCTUMble A/15 LUMPOKOW ayAUTOPUN, B ONUCAHKK
npunoxenus B Google Play.
* /306pakeHune CLeH HacuInsa Ha 3HauyKax NpUIoXKeHUs], B PEK/TaMHbIX U306paXKeHUsIX Y BUAEOPOsINKax.

*+ N306paxeHune HeneranbHOro ynotpe6neHust HApKOTUKOB, AaXKe eCN 3TO 06pa3oBaTesbHbIi, JOKYMEHTalbHbIN,
HaYYHbI UK XYLOXKECTBEHHbIN KOHTEHT. [laHHble Ha CTpaHuLe NPUNOXEHUS AOMKHbI MOAXOAUTL AN No60i
ayamMTopum.

BoT HeKoTopble CoBeTbI M0 NPOABUXEHUIO BaLLEro NPUIOXKeHUs:

» Pacckaxwure, noyemy Balle npunoxxeHue 0CO6€EHHOE, YTO BblAeNIA€eT ero cpeamn octasibHbiX U YEM OHO MOXeET
NOHPaBUTbCA NOJIb30BaTENAM.

+ Y6eauTech, YTO Ha3BaHMe 1 ONK1caHKne AatoT TOYHOE NPeACTaBeHUEe O MPUOXKEHUN U ero BYHKLUSAX.
+ He ucnonb3ayiiTe NOBTOPSAIOLLMECSA UM HE CBA3aHHbIE C MPUTOXKEHWUEM KITHOYEBbIE CI0BA M CChIIKU.

» Cnepute 3a Tem, YTO6bI ONMcCaHne NPUNOXXeHns 6b1J10 EMKWUM U MOHATHbIM. [ToMHUTE: KOPOTKKNE ONnUcaHus neryve
ynTaTb, OCOH6EHHO Ha yCTpOVICTBaX C He6oMbLIMM 9KpaHOM. CNn1LLIKOM 60MbLIOK 06bEM U MNJI0X0e dJOpMaTVIpOBaHI/Ie
TEKCTa, a TaKXXe UsnuiHue I'IO,D,pO6HOCTVI M NOBTOPbI MOTYT CTaTb rlle‘-lMHoFl HEeCOOTBETCTBUA NpaBuUiaM.

* He 3a6bliBaiite, 4TO CTpaHuLa Ballero npunoXeHna Ao/HKHa noaxoanTb ANdA IJJVIpOKOVI ayauTopun. He VICI'IOJ'leyVITe B
AaHHbIX Anga Google Play 3anpeuleHHble M306pa)KeHMF|, BugeomMmartepuanbl Un TEKCT.

OLl,eHKI/I, OT3bIBbl 1 KOJTMYECTBO YCTAHOBOK

PaspaboTunkam 3anpeLleHo npeanpuHUMaTh NOMbITKU U3MEHUTb MO3ULMIO KaKOTO-IM60 MPUIOXKEHUSI B PEATUHTe
Google Play, HarnpyMep ¢ MOMOLLbH MOLLIEHHUYECKUX YCTAHOBOK, OMJTaYeHHbIX UITN JTIOXHbIX OLLEHOK U OT3bIBOB.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLUEeHWA:

° npOCb6bI OLIEHUTb NpUNoXxeHne B 06MeH Ha noouipeHune:

2100 ¥4 01000

= RescueRover Q 2 ¢

We'd love your feedback!

1 8.8 8.8 ¢

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

@ B yBeoOMJIEHUU NONb30BaTeNtO NpeaiaraeTcqa CKUuaKka B 06MEH Ha BbICOKYHO OLIEHKY.

* MHorokpaTHoe BbICTaB/IeHWE OLLEHOK C Liefbo NMOBAUATL Ha MO3ULMIO NPUIOXEHUs B penTuHre Google Play.

« Ty6nvKaLms 0T3bIBOB, COLEPXKALLMX HELONYCTUMble CBEAEHUS (BKOYas MHbOPMaLMIO O napTHepax, KyrnoHax,
UrpoBbIX KOAAX, afpeca 3/1eKTPOHHOM MOYTbI UM CCbITKU Ha Be6G-caTbl NGO ApYrue NPUOXEHUS), @ TakxKe
nooLypeHne nonb3oBaresei genatb 3T0:
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€ RescueRover Q

Alfie Chung '
\ ) Kokkkk 9/20/15 20
A4

Found the perfect pup!

I've been looking for a long time for an app that
would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfie! We're glad you like the app
and love your new dog.

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle .
kK ok ok 10/12/15

©

Nice app
| like the appointment scheduling feature

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM 0T3bIBE 3a peKiaMy NMPUIIOXKEHUs MOJIb30BaTesIsIM MPEAIaraeTcs KyrnoH Co CKUAKOM.

OLEHKM 1 OT3bIBbI C/Y>KaT KOHTPOJIbHbIMM NMOKa3aTeNsiM1 KayeCTBa NPUIOXKEHUS, MO3TOMY OHU JLOJIKHbI 6bITb
YECTHBIMU U HE AOKHbI OTKJ/IOHATLCS OT TeMbl. BOT HECKO/IbKO COBETOB O TOM, KaK OTBeYaTb Ha OT3bIBbl
nonb3oBarenei:

¢ He yknoHsiiTeCch OT 06CYXAEHUS YNOMSIHYTbIX MPOGEM U He MPOCKTE MOBbICUTb OLIEHKY.

+ TocoBeTyiiTe CpaBoYHbIe PECYPChl, HAaMPUMEp YKaXuTe aapec CryX6bl NOAAEPXKKU WU CTPaHULbI C 4acTo
3af,aBaeMbIMI BOMpPOCaMU.

BospacTHble orpaHnyeHmns

CucTema BO3pacTHbIX orpaHunyeHmnin B Google Play cosfiaHa ans Toro, 4tobbl paspaboTymKn MOrim coobLyaTb
nonb3oBaTeNsim, 415 KaKo ayAnTOpUK NOAXOAAT NPUNIOXKEHUS B UX cTpaHe. OHa BKJ/IoYaeT opuLmanbHble KaTeropum
MexzayHapoaHoW Koanuummu Bo3pacTHom knaccudukaumm (IARC). MpeacTtaButenbctea IARC B 0TAeMbHbIX CTpaHax npu
onpeaeneHnn Bo3pacTHOWM KaTeropum KOHTEHTa B NMPUIIOXEHUN CefytoT COOTBETCTBYIOLLMM PEKOMEHAALUAM.
3anpelyeHa nyéavkaumua NpUNoXeHnin 6e3 ykasaHuin BO3pacTHbIX OrpaHUYeHWii.

3ayeM Hy>KHbl BO3PacCTHbIE OrpaHUYEHNS

Bo3pacTHble orpaH1YeH1si MOMOratoT KMeHTaM (0COGEHHO POAMTENSIM) MOHATb, €CTb SN B MPUOXEHUM
NoTEHLMANbHO HeXenaTenbHbI A5 HUX KOHTEHT. OHU NO3BOJIAOT 610KMPOBaTh MU GUNBTPOBATL KOHTEHT AJIS
OTAE/bHbIX MONb30BaTENEN, @ TaKXKe OMNpefenieHHbIX CTPaH U PErMOHOB B COOTBETCTBUM C 3aKOHOAATENbCTBOM. C
MOMOLLbIO BO3PACTHbIX OFpaHUYeHUIn MOXHO OLIEHUTb, ECTb JIN Y NMPUIOXKEHUS MPaBO y4acTBOBATb B CeLuanbHbIX
nporpammax AJisi paspaboTynKoB.

Kak npuceanBaroTCAd BO3PaCTHbI€ OrpaHU4YeHus

YT06bl y3HATb, K KAKOW BO3PACTHOW KaTEropum OTHOCATCS BaLUW MPUIOXKEHUS U UTPbl, HEOBXOAUMO 3anONHUTb aHKETY
B Play Console, onucas KOHTEHT B NPUIOXeHUW. Ha OCHOBE BalUMX OTBETOB HECKOJIbKO YMOTHOMOYEHHbIX
opraHusauuit NpUCBOST NPUTOXKEHUIO ONpefeNieHHoe BO3pacTHOe orpaHuyeHune. MickaxeHve hakToB 0 KOHTEHTe
MOXXeT NPUBECTY K yAaNeHUo Uv 6I0KMPOBKE MPUIOXEHNS, MOITOMY BaXKHO NPeoCTaBUTb Kak MOXHO 6osiee
TOYHYIO MHDOPMaLMIO.

3anosiHUTb aHKETY HY)XHO AJ1A KaXKA0ro NpUIOXeHUss He3aBUCUMO OT AaTbl Ny6MKaLum, nHadye eMy 6yaeT NPUCBOEH
cTaTtyc "bes knaccubukaumm”.


https://support.google.com/googleplay/android-developer/answer/188189?hl=ru&#questionnaire

Ecnun Bbl BHOCUTE B KOHTEHT MK d)yHKLl,I/II/I NPUNOXXEeHUA N3MEeHEeHUA, KOTopble BINAKOT Ha OTBETbl B aHKETE, Bbl
LOJDKHbI 3aM0NHUTDL ee eLwé pas.

YT0o6bI y3HaTb 60JIbLIE 06 OpraHn3aLMsAX Mo OLeHKe KOHTEHTa U O TOM, KaK 3anoJIHUTb aHKeTy, nepeinuTte B
CnpaBOYHbIN LEHTP.

Kak ocrnopuTb BO3paCTHOE orpaHn4yeHune

Ecnu Bbl He cornacHbl C NPUCBOEHHbIM OrpaHUYeHneM, NoganTe anennauuio Hanpsmyto B IARC. 1ns atoro nepenaure
o ccblnke B cepTudmkare, Nony4eHHOM Mo 3NEKTPOHHOW NoyTe.

HoBocTu

[na nyénvkauum HOBOCTHOIO Npunoxenus B Google Play Heo6xoanMo cobrtofieHne BCex yKasaHHbIX HUXKe
TpeboBaHuWi.

HoBOCTHbIe NpUOXeEHWS, KOTOpble TpebytoT 0hopMIEHUs NOANUCKK, Nepes NOKYNKOW JOMKHbI NPefoCTaBNsATh YacTb
KOHTEHTA B peXumMe npefBapuTenbHOro NpocMoTpa.

HoocTHble npunoxexua JOJDKHbI:

* copepaTb MHbOopMaLWio 06 nafaTtene HOBOCTEN M UX UCTOYHMKAX, B TOM YMC/ie laHHbIE O BNlaflefibLie, CChIIKY Ha
odu1LManbHbIf caiT, rae ony6nnkoBaHbl HOBOCTU, JOCTOBEPHYHO U MPOBEPEHHYIO KOHTAKTHYHO MHbOopMaLuio 1
cBefieHUs 06 OpUrMHaNbHOM n3faTesnie KaXgon cTaTby;

* UMETb CaliT UM CTPaHULY B NPUSIOXEHWU, TLe YKasaHbl akTyasibHble KOHTaKTHble AaHHble 3faTensi HOBOCTEN.
HoBocTHble npunoxexua HE JOJDKHbI:

* cofep)kaTb MaTepuasbl C SBHbIMU rPaMMaTUYeCcCKUMu 1 opdhorpaduyeckumu oumnbKamu,;
+ coaep)kaTb TONbKO YCTapeBLUNA KOHTEHT (HanpuMep, MaTepuarbl, KOTOpble He 0GHOBNANNCH HECKOTbKO MeCSILIEB);

* MMETb B KayecTBe OCHOBHOW Lienun noJsiy4eHne goxona ot peksnamMbl UK 3aHATUE NAapTHEPCKUM MapKeTUHIOM.

an/IJ'IO)KeHI/IFI, co6Mparou.u/|e HOBOCTU U3 HECKOJIbKUX NCTOYHUKOB, AOJIXHbI ABHO YKa3bliBaTb UCTOYHUK KOHTEHTa.
Kaxabl N3 3TUX UCTOYHMKOB [OJIKEH COOTBETCTBOBATb npasusiaMm B OTHOLLUEHUN HOBOCTEN.

CnaM 1 PpyHKLNOHaNbHOCTb

MpUNOXeHUs AOMKHbI COAEPXXaTb XOTA 6bl MUHUMAabHbI Ha6op GYHKLMIA M paboTaTb KOPPEKTHO. Ecin B
NPUIOXEHUM MOCTOSIHHO MPOUCXOAAT CO0U, @ TAKXKE eCNv OHO 6ECMOJIE3HO WU CO3[aHO A1 pacrpoCTpaHeHUs cnama
cpeam nonbaoBateneit nméo B Google Play, To Takoe NpunoXeHne He UMEET HUKaKOW LIeHHOCTU.

Cnam

3anpeLLeHo ny6IMKoBaTb CKOMMPOBAHHbIE M HU3KOKAYeCTBEHHbIE MPUIOXKEHUS, @ TaKXKe MPUIOXKEHUS,
pacnpocTpaHsiioLme crnam.

Cnam B coobuw,eHusax

3anpeLleHo I'Iy6J'IVIKOBaTb NPUNOXKEHUS, KOTOPbIE OTNPaBAAIOT OT UMeHU Nonb3oBaTens SMS, nucbma u Apyrve Bubl
COO06LLEHNI, HEe laBasi NONIb30BaTEN0 BO3MOXHOCTU NpoBepuUTb coaep XaHne n nonyvartensa.

CnaMm c uenbio nepeHanpaBneHus Tpadpmka

3anpeu.LeHo I'|y6ﬂI/IKOBaTb NPUNOXXeHua, OCHOBHOW Liefnbto KOTOPbIX ABNAETCA nNpuBneyeHune TpachKa Ha Be6-caiiT 6e3
paspelleHna Bnagesibua nam agMmMHUCTpaTopa cauTa.

BoT npumepbl Hanbonee pacnpoCcTpaHeHHbIX HapyLIEHUI:

° an/IJ'IO)KeHVIﬂ, OCHOBHOMW LeNbto KOTOPbIX ABNAETCA NpuBney4yeHune Tpacbm(a nepexoaoB Ha Be6-canT Ana
hanbHenwero nony4yeHusa 60HyCOB 3a KoJin4ecTBo peFI/ICTpaLlMVI WX NMOKYMOK Ha 3TOM Be6-caiTe.


https://support.google.com/googleplay/android-developer/answer/188189?hl=ru#ratings
https://support.google.com/googleplay/android-developer/answer/188189

* TpWIOXEHWSI, OCHOBHO LIENbIO KOTOPbIX SIBMIAETCA NpuUBNeYeHne Tpaduka Ha Be6-calT 6e3 paspeLleHus:

= Google Shopping h=4 @

Q. chromecast

1GB 8GB 64 GB 1TB YouTube Netflix

Ads ®

@ In store
Google Chromecast Google Chromecast Google -
- Charcoal - Stream - Charcoal (3rd Chromecas
from your device t... Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy
Free shipping (1) (¢
About ®

Google - Chromecast (Latest

Model) Streaming Media Player - ...
(21,649)

Compare prices from 50+ stores

More style options

970 NpunoxeHune HasbiBaeTcs "BbirogHble ToBapbl y Teaa' v mpocTo nepeHanpasiseT nonb3osaresnei B Google
MokynKku.

MNoBTOPSAOWMNNCA KOHTEHT

3anpelleHo ny6anKoBaTb MPUOXEHUS], KOTOPbIE MOIHOCTHIO MOBTOPSAOT APYrie NPUNOXKEHUS, YXKE pasMeLLeHHble B
Google Play. Kaxzoe npunoxeHune [OMKHO NPefoCTaBATb YHUKANbHbIA KOHTEHT UK yCnyry.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUIA:

+ KonupoBaHue KOHTEHTa U3 APYruX NPUIoXKeHuin 6e3 nepepaboTKN U AOMOSTHEHUA.
Co3afaHne HECKOJIbKMX NMPUOXXEHUI C OYEHb MOXOXUMMU QYHKLMUAMM, KOHTEHTOM U BO3MOXHOCTAMU. ECNin 06bem
KOHTEHTa B KaXXA0M W13 TaKUX NMPUNTOXKEHWI HEBENIMK, BO3MOXHO, ClieyeT ony6MKoBaTb O4HO MPUTOXKEHNE,
06beIMHAIOLLEE BECb KOHTEHT.

> eee

Paint Clouds Paint Clouds Paint Clouds Paint Clouds
on Monday on Tuesday on Wednesday on Thursday

XYZ Developer XYZ Developer XYZ Developer XYZ Developer

PeknamHbie NpPUNoOXXeHnd
3anpelyaeTcs Ny6IMKOBaTb NPUIOXKEHNS], OCHOBHOM LIe/biO KOTOPbIX ABJISETCS NMOKa3 peknambl.
BoT npumepbl Hanbosee pacnpocTpaHeHHbIX HapyLLIEHUI:

* I'Ipvmox(eva, B KOTOPbIX MEXCTpPpaHU4Hble 06bsABNEHNUS AEMOHCTPUPYHOTCA NMocne KaXaoro [encTBuA
nonb3oBatensd, BKA4Yasa KJNMKU, NPOINCTbIBaAaHNA U T. 4.

PyHKUMOHANBHOCTb



Y6enuTech, 4To BaLle NPUIOXKeHMe paboTaeT CTabuIbHO U KOPPEKTHO, a TakxKe NpefCcTaBseT LeHHOCTb ANA
nosnb3soBartenei.

BoT npumepbl Hanbonee pacnpoCcTpaHEHHbIX HapyLLIEHUI:

* TIpUNoXeHUs, He BbIMOHSIOLLME HUKAKMX DYHKLMA.

HepaboTatowme npunoxeHus

3anpeLlaeTcsa Ny6nMKoBaTb NPUSTIOXKEHUS, KOTOPbIE fatoT C60u, MPUHYAUTENBHO 3aKpbIBaOTCS, 3aBUCAKOT UK
pa6oTatoT ¢ APYrUMu oLIMBKamu.

BoT npumepbl Hanbonee pacnpocTpaHeHHbIX HapyLLIEHUI:

+ TpunoxeHune He ycTaHaBNUBAETCS.
+ TpunoxeHune ycTaHaBMIMBAETCS, HO HE OTKPbIBAETCS.

° an/IJ'IO)KeHI/Ie OTKpblBaeTCHd, HO He oTBeYaeT.

Hpyrve nporpammsl

Bce npuioxeHus, pacnpocTpaHsiemblie yepes Google Play, 40/I)KHbI COOTBETCTBOBATH TPE60BAHWUSIM B OTHOLLEHUM
KOHTEHTa, KOTOpble pasMellieHbl B 3TOM LleHTpe npasun ans paspaboTunkos. OfIHAKO €C/M MPUIIOXKEHNE CO3aH0 [
0co6eHHbIX hyHKUMit Android, MoryT cylecTBoBaTb LOMNOMHUTENbHbIE YCIOBUS. O3HAKOMbTECH CO CMIUCKOM HUMKE.
BO3MOXHO, KaKu1e-To U3 3TUX NMpaBui OTHOCATCA K BaLLEeMy MPUIIOKEHUHO.

anﬂO)KeHVIﬂ C MMT'HOBEHHDBIM 3aMyCKOM

an/IJ'IO)KeHI/Iﬂ C MFHOBEHHbIM 3arnyCKOM A0JXHbI 6bITb y,D,O6HbIMVI B UCMOJZIb30BaHUK, a TaKXXe COOTBETCTBOBATb
BbICOKUM CTaHAapTaM KOHdJI/I,D,eHLl,VIaJ'IbHOCTI/I 1 6e30nacHOCTU. YTo6bl JOOBUTLCS ATOrO, Mbl pa3pa60TanM
cneunanbHble NpaBuna.

PaspaboTunku, xenatowime pacnpocTpaHsTb Yepes Google Play npunoxenus anst Android ¢ MrHOBEHHbIM 3amnycKoM,
[O/KHbI COBMOAATD 3TU NpaBuia Hapsady ¢ ocTalbHbIMU [IpaBuiamMu NporpamMmbl A5 pa3paboTyrKoB.

NoeHTudumkaums

Ecnu npunoxeHne ¢ MrHOBEHHbIM 3arMyCcKOM NpeanosiaraeT BXoJ, B aKKayHT, B HEro He06X0AMMO MHTErpupoBaTh
dyHkuumto Smart Lock ans naponei.

MNoppep>xka cCbinok

Ecnu Heobxopumo nepeHanpaBuUTb Nonb3oBaTena U3 O4HOIo NPUNOXEHUA B ApYyroe, cneayeT peain3oBaTtb nepexos B
npunoXxeHune ¢ MrHOBEHHbIM 3arnyCcKomM (ECJ'IM caye] BO3M0)KHO), a He ncrnonb3oBaTb KOMMNoHeHT WebView.

TexHu4yeckue TpeboBaHus

Mpw paspaboTke npunoxeHuii Ans Android ¢ MrHOBEHHbIM 3aMycKOM 06513aTesIbHO CO6M0AaNTe TEXHUYECKNE
Tpe6oBaHusi Google, KOTOpble MOTYT MEHATbLCS BPeMsi OT BPEMEHU, B TOM Yucie Tpe6oBaHNs, NepeyncreHHble B
OTKPbITOW AOKYMEHTaLUN.

MpepnoxeHne ycTaHOBUTbL NPUIIOXEHME

MpunoxeHne ¢ MrHOBEHHbIM 3aMyCKOM MOXXET NpeaJiaraTb yCTaHOBUTb MPUIOXKEHNE, HO 3TO HEe AO/HKHO 6bITb ero
OCHOBHO (yHKLMeR. Kpome Toro, fo/KHbl cobntoaaThCs crefytolne TpeboBaHus:

* Ucnonb3ayetca cTaHgapTHbIN 3Havyok Material Design "YcTaHOBUTB" U KHOMKa C HAaAMMUCbIO "YCTaHOBUTL".
* Wcnonb3yetcs He 605ee 2—3 CKPbITbIX NMPeASIOXEHUI YCTaHOBUTb MPUSTOXKEHUE.

* TMpefnoxeHue 06 yCTaHOBKE He NMOX0Xe Ha peknamy (Hanpumep, Hefb3s UCNOb30BaTh 6aHHEpPbI).

JlononHuTesnbHble CBEAEHUS U YKasaHuns MOXHO HaWTW B 3TON CTaTbe.

BHeceHune nsmeHeHum

I'Ip|/|n0)KeH|/|e C MF'HOBEHHbIM 3anyCkKoM He A0/1HXHO BHOCUTb B ychOVICTBO nonb3oBaTtena USMeHeHUs, KOTopble
COXpaHAKTCA Aosiblle, YeM ceaHC pa6OTbI 3TOro NPUNOXXEHUA. Hanpmmep, OHO He A0/MHKHO MEeHATb 060ou nnu
co3faBaTb BUAXET Ha rnaBHOM 3KpaHe.


https://cybage-cairo-updates--play-developer-policy-center.proxy.preview.kintaro.goog/about/developer-content-policy/
https://developers.google.com/identity/smartlock-passwords/android/
https://developer.android.com/reference/android/webkit/WebView.html
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://material.io/icons/#ic_get_app
https://developer.android.com/topic/instant-apps/ux-best-practices.html

BuanmocTb paboTbl NpUIoXeHNs

Pa6oTa NpuUnoXeHua ¢ MrHOBEHHbIM 3aNyCKOM He [0/KHa 6bITb CKpblITa OT NoNnb3oBaTenia.

NpeHTndukaTopbl ycTpomcTea

Y NPUIOXKEHUSI C MTHOBEHHbBIM 3aMyCKOM He JO/MKHO 6bITb A0CTYNa K MaeHTUdMKaTOpaM yCTpONCTBa, KOTOpble
OCTatoTCA NOC/e 3aBepLUeHnst paboTbl NMPUIIOXEHUS, €CIN NMPU 3TOM NOJIb30BaTeslb HE MOXET CMeHUTb UX. MNpumepbl
NoA06HbIX MAEHTUPUKATOPOB:

» Homep Build Serial;
* MAC-agpeca nto6bix CeTeBbIX MPOLIECCOPOB;
* IMEI-kog n Homep IMSI.

[MpunoXxxeHne MOXeT NONYYUTb AOCTYN K HOMepy Teﬂe¢0Ha C paspellueHna nonb3oBaTtens. Pa3pa6OTl-II/IK He OOJ/KeH
nblTaTbCA M,D,eHTVICbVILl,MpOBaTb noJsibsoBaTtesis C NOMOLLbHO 3TUX Mﬂ,eHTM(‘bMKaTOpOB nnu Apyrux gaHHbIX.

CeTteBou Tpadpuk

CeTeBol TpapuK BHYTPU NMPUSIOXKEHUA C MTHOBEHHbIM 3aMyCKOM [0/XeH WrdpoBaTbCA C MOMOLLbIO MPOTOKONa
ctaHfapta TLS, Hanpumep HTTPS.

[MpunoxeHns ons BCen CeMbM

Google Play — 310 yno6Has nnathopma, rae pa3paboTyvku MOryT ny6anKoBaTb NPUIOXEHUS AJ1s NoNib3oBaTenei
Nto6bIX BO3PacToB. Mpexae YeM BKIOYaTb NpUioXxeHue B nporpaMmy "TpunoxeHus Ans Bceil ceMbU” Unu fo6aBnaTb
B Google Play npunoxeHve, Lienesoit ayAnTopyei KOTOPOro SIBASKOTCA AETY, y6e[UTeCh, YTO OHO AENCTBUTENBHO
NOAXOAUT AJISt fieTel U COOTBETCTBYET 3aKOHOAATENbCTBY.

B Akapgemuu Ans pa3paboTUMKOB MOXHO Y3HaTb 0 TPe6oBaHMSX K NPUNOXKEHUAM A1 AeTell U NPoBepKe Mo
MHTEPaKTUBHOMY KOHTPOJSIbHOMY CTIUCKY.

Pa3paboTka npunoXxeHnn ons geten n BCeN CEMbM

Korpa pogutenu BbI6MpaPOT KOHTEHT AN151 CBOUX AETeNn, OHU XOTAT, YTO6bI OH 6bl1 KaYeCcTBEHHbIM U 6e30MacHbIM. Ha
aToMn CTpaHuLe pacCKkasaHo, Kakum Tpe6OBaHVIF|M OOJDKHbI COOTBETCTBOBATb MPUIOXKEHUA, KOTOPble NpeaHasHa4vYeHbl
015 BCEW CeMbW UK TONbKO AN AeTeN.

MoHsATHE "AeTH" MOXET TPaKTOBaTbCA MO-PasHOMY B 3aBUCUMOCTYM OT CTpaHbl M CUTyaLuun. YTo6bl yaHaTb, Kakue
BO3paCTHbIE OrpaHMYeHUs MPUMEHSIFOTCA K BalLeMy NMPUIOXKEHUIO U KaKne 06513aTeNIbCTBa Bbl AOSIKHbI COB/0AATb Kak
ero paspaboTumK, MPOKOHCYNIbTUPYATECH C KOPUCTOM. Bbl 3HaeTe CBOe MPUIIOXKEHME Jlydllie BCEX, U TOJIbKO OT Bac
3aBMCUT, 6YAET M OHO 6e30MacHbIM A/ AeTeil.

Mpunoxexus, paspaboTaHHble crnieuunanbHo AN AeTei, LOMKHbI 6biTb BKAKOYEHb! B NporpaMmy "TIpunoxexus ans
Bcel ceMbm'”. MNofaTb 3asBKY Ha y4acTue B Hell Tak)Ke MOXXHO B Cllydae, ec/iv AeTV BXOAAT B LiefIeBYIO ayaMToputo. Bee
NPUIOXKEHNS, NpefHa3HaYeHHble ANs BCE CeMbM, NMOTEHLMaNbHO CMOTYT y4acTBOBaTh B Nporpamme "0106peHo
npenofaBaTtenigiMu’, HO Mbl He MOXKEM rapaHTUPOBaTb, YTO OHM TOYHO ByAYT B Hee BKtOYeHb!. [laxke ecnu Bbl He
3axoTuTe BKOYATb CBOW KOHTEHT B Nporpammy "MpuioxeHus Ans Bcei cembU”, BaM Hy>KHO 6yfeT cobtoaaTtb
npvBeAeHHble HUXKe TpeGoBaHus, a Takxke Apyrve Mpasunia nporpaMMbl A5 pa3paboTunKoB U ycnoBus CornalleHusi o
pacnpocTpaHeHnn NPorpaMMHbIX MPOAYKTOB.

TpebosaHus k npunoxeHuto B Play Console

LleneBas ayaAnTopUAa U KOHTEHT

Mepen ny6nukaLme NpUnoxeHus HEO6X0AMMO BblGpaTh BO3paCTHYO rpynny B pasgene Llenesas aygutopus u
KOHTeHT B Google Play Console. HesaBMucKMO OT TOro, Kakyto rpyrnny Bbl yKaXKeTe, Mbl 6yAeM y4YuTbIBaTb, ECTb /N B
BalLeM MPUIIOXKEHWUU N306PaXXEHNSI U TEPMUHBI, KOTOPbIE MOXXHO NMOCYUTaTb OPUEHTUPOBAHHbIMU Ha AeTell. KomaHaa
Google Play ocTaBnsieT 3a co60oit NpaBo NpoBepsATb NPefoCTaB/IEHHY MHHOPMALMIO O MPUMIOXKEHUN U ONPefensTh,
TOYHO /I BbI6paHa LienieBas ayauTopus.

Ecnwu BbI YKaXxeTe, 4TO NpusioXxeHue npegHasHa4yeHo TO1bKO A1 B3POC/iblX, HO Google npuaeT K ApyromMy BbiBOAY, Bbl
CMOXeTe AOéaBVITb ONs nonb3oBaTenen APNbIK C NpeaynpexxaeHnem.

HeckonbKo BO3pacTHbIX rPyMnn MOXHO BbI6paThb TOIbKO B TOM CJlyyae, eC/ivi Bbl TOYHO YBEPEHbI, YTO NMPUIIOXKeHNe
NOAXOAUT ANA BCeX HUX. Hanpumep, KOHTEHT 415 Manblluei v JOLWKObHUKOB [LOSIKEH OTHOCUTBLCS TONBbKO K
Kateropuu "o 5 net". Ecnv Bbl pa3paboTanu NpuioXeHne Afs Y4EHUKOB ONpefesieHHOro Knacca, BblbepuTe Hanbonee


https://playacademy.exceedlms.com/sl/91535e27
https://play.google.com/about/developer-content-policy/
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://playacademy.exceedlms.com/student/activity/14638-select-your-target-audience-and-content-settings
https://support.google.com/googleplay/android-developer/answer/9285070

noaxoAALLmmn BO3pacT. prnnbl, BKJllOYatrouime n B3pOoCublXx, U OeTen, MOXHO YKa3blBaTb, TOJIbKO €C/n Balle
npunoXxeHne [ENCTBUTENBHO npeagHasHa4dyeHo A4 BCexX BO3PacCTOB.

O6HoBNeHUs pasgena "LleneBas ayauToOpusi U KOHTEHT"

Bbl MOXeTe B 110601 MOMEHT M3MEHUTb UHbOopMaumio B pa3aene "LieneBas ayautopus U KOHTeHT' B Google Play
Console. YTo6bl akTyanbHble cBefeHNA nosasuanch B Google Play, He06X0AMMO BbIMyCTUTb O6HOBIIEHME, OAHAKO
NPOBEPUTb NX Mbl MOXEM eLLE A0 TOro, Kak Bbl 3arpy3nTe HOBYIO BEPCUIO MPUIIOXKEHUS.

Ecnu Bbl USMEHWAV LieNeByto ayanTopuio, LO06aBUAM B NPUTOXKEHUE PeKnaMy Unu NaaTHbIA KOHTEHT, Mbl HACTOATENbHO
pekomeHayeM coobLuTb 06 3TOM Nosib3oBaTeNifAM. [ 3TOro MOXHO UCMob30BaTh pasfen "YTo HoBOro" Ha
cTpaHuue B Google Play unv yBefoMeHuns B caMmoM NMPUSTOXKEHUN.

WckaxkeHue dakToB B Play Console

UckaxkeHne dakToB o npunoxeHun B Play Console, B ToM uncne B pa3gerse "LleneBas ayAMTopusi U KOHTEHT', MOXET
NPUBECTU K yAaNEHUIO UNN GITOKUPOBKE MPUTOXKEHWS, MOSTOMY BaXXHO NPefOCTaBUTb Kak MOXHO 6051ee TOUYHYH
nHbopmauuto.

TpeboBaHUS K NPUNOXKEHUAM ONa OeTen

Ecnu petu BXxogsaT B Bally LenieByro ayauToputo, Bbl AO/KHbI BbINMOMHATL NepeyvYncneHHble HXKe Tp66OBaHVIﬂ. x
H8006J'IIOAGHV|€ MOXXEeT NPUBECTU K yaaneHu nnun 6ﬂOKV|p0BKe NPUNOXXEeHUA.

1. KOHTEHT npunoxeHus. KOHTEHT, AOCTYNHbIV JETAM, AO/MKEH NOAXOANTb AJIA HUX.
2. OTBeTbl Ha Bonpocbl B Google Play Console. Bbl JonHbl TO4HO 0TBeYaTb B Google Play Console Ha Bce Bonpochl 0
CBOEM MPUIIOXKEHNUN Y OGHOBNSITb OTBETbI, KOTAa BHOCUTE B HEFO U3MEHEHWS.
3. Peknama. Ecnu Bbl NokasbiBaeTe B NPUIOXKEHUN peknamy A5 AeTel unv nonb3oBaTesieit, Yeil BO3pacT HEM3BECTEH,
TO AOMXKHbI:
* UCMoSIb30BaThb AJ1s MOKa3a 06bsIBIEHUIA TaKUM NOMb30BaTeNsIM TONbKO peknamMHble SDK, cepTudumLnpoBaHHble
Google Play;

WCKJTIOUUTD NSt TaKMX NOJSib30BaTeNeit peMapKeTUHT (peknamy, HanpaBneHHyo Ha onpeaenieHHbIX
rosib30BaTe e U 3aBUCALLYIO OT UCTOPUM B3aNMOLENCTBUS C CANTOM UV NPUSTOXKEHUEM) U PeKSlaMy Ha OCHOBE
MHTepecoB (peknaMy, HanpaB/eHHYI Ha OTAE/NbHbIX MOJIb30BaTeNEN, Ybe NOBEAEHNE B CETU COOTBETCTBYET
onpefeneHHbIM XxapakTepucTukam);

y6e,D,I/ITbCF|, YTO KOHTEHT B peKJlaMe ANnd Takux nonb3oBaTesiell MOXHO NoKa3sblBaTb AeTAM;

y6eanTbes, UTO pekniama [ TaKux nosib3oBaTesiell COOTBETCTBYET Tpe6oBaHUAM K hopMaTy o6bsBNEHUI ansi
BCEl CEMbMY;

o6ecrneunTb COBGNMOAEHNE AENCTBYIOLLEro 3aKOHOAATENIbCTBA U OTPAC/IEBbIX CTaHAAPTOB, KaCaloLWMUXCSA peKkiambl
Onsa neten.

4. C6op paHHbIX. Ecnu Balle npunoxeHne cobupaeT Kakyo-nmbo IMYHYHO UK KOHOUAEHLMANbHYIO MHbOopMaLMIo
[leTel, B TOM yumcrie ¢ noMolubto APl 1 SDK, Bbl A0/XHbI COO6LLMTE 06 3TOM B siBHOM hopMe. K KoHduaeHLManbHon
MHGOPMaLMM OTHOCSITCA, HanpuUMep, yYeTHble laHHble, JaHHble C MUKPOMOHa 1 KaMepbl, AaHHble 06 YCTPOUCTBE,
naeHTudukatop Android, faHHble 06 UCMONb30BaHUN 06 BABNEHWI U PeKNaMHbIil MAEHTUGUKATOP.

<

API n SDK. Y6epuTech, uto APl 1 SDK ncnonb3ytoTcsi B BalleM NMPUIIOXEHUN Hanexalum o6pa3om.

» [pUnoxeHus, eAMHCTBEHHON LieIeBON ayanMTOpUei KOTOpbIX ABASAIOTCA AETU, He AOKHbI cnonb3oBaTtb API unu
SDK, KoTopble He 0l06peHbI 1N paCCYMTaHHbIX Ha AeTell CEPBUCOB. ATO OTHOCUTCS B TOM YMCTIE K BXOZY C
akkayHToM Google (1 apyrum API Google, KOTopble UMeOT JOCTYN K laHHbIM aKKayHTa), UrpoBbIM CepBUCaM
Google Play u nto6biM API, KOTOpble UCMONb3YHOT A5t ayTeHTUdUKaLMK 1 aBTopusaumm TexHonoruto OAuth.

* B npunoxeHusax, npegHasHayYeHHbIX Kak Ans aeten, Tak u AN B3poCblX, Henb3s ncnonbsosatb APl nnu SDK,
KOTOpble He 0406peHbI /1S paCCUMTaAHHbIX Ha feTeil cepBUCOB. McKitoueHns Bo3MOXHbI, ecnu APl unu SDK
NPUMEHSIIOTCA TOMbKO NOC/Ie NPOBEPKU C MOMOLLbIO HENTPasibHOro BO3pacTHOro GuabTpa uiam ecnv npu mux
MCMNOoMb30BaHUM aHHble AeTel He cobupatoTes (Hanpumep, Korfa BXof ¢ akkayHTom Google aBnsieTtcs
fononHuTenbHon dyHKLuen). NMpunoxexus, npegHasHadeHHble Kak Ana AeTen, Tak v Ans B3pOCblX, He AOMKHbI
nogpasymeBathb ucnosnb3oBaHue APl unu SDK, koTopble He 0fl06peHbI /1l paCCYMTaHHbIX Ha 1eTel CEPBUCOB,
A5 BXOAA WM NONyYeHUs [0CTYrna K KOHTEHTY.

6. Monutnka koHbUAeHUManbHOCcTU. Ha cTpaHuLy npunoxeHus B Google Play Heob6xoAMmo [06aBUTb CCbINKy Ha
CBO NOMUTUKY KOHOUAEHUManbHocTU. Ceblika A0/MKHA paboTaTb BCe BpeMsi, MOKa NPUIOXEHNe [OCTYMHO B
Google Play. NMonutnka KoHGMAEHUMaNbHOCTH, MOMUMO NMPOYEro, AOSIKHA COAEPXKAaTb TOYHYHO MH(POPMALMIO O TOM,
KaK MMEHHO Balle NpuoXeHne cobupaeT 1 UCNosb3yeT AaHHble.

7. Ocobble OrpaHUyYeHuUs:

+ Ecnu npunoxeHune ncnonb3ayeTt AOMNOJIHEHHYIO peasibHOCTb, NPU ee 3anycke JOIKHO MOABAATLCA
npeaynpexaeHve, cogepxallee crefyoLlyto MHbopMaLmio:

* HanoMMWHaHue 0 BaXXHOCTU POANTENNbCKOIro KOHTPONSA,


https://support.google.com/googleplay/android-developer/answer/113476
https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/answer/9914283#user-data
https://support.google.com/googleplay/android-developer/answer/9285070#neutral-agescreen

HanoMuHaHWe 06 OMacHOCTY 06BEKTOB peanbHOro Mupa (Hanpumep, "O6pallaiite BHUMaHWe Ha NpeaMeTbl U
nrofien Bokpyr").
* [punoXxeHne He [OMKHO TPe6oBaTb UCMONIb30BAHNSA YCTPOWCTB, He PEKOMEH0BaHHbIX AN AeTei (Hanpumep,
Daydream unu Oculus).

8. CobntofieHne 3aKoHopaTenbCcTBa. Balle npunoxeHue, Kak U Bce BbINONHSAEMbIE UK ncnosnb3yemMble UM APl n SDK,
He A0/MKHO HapywwaTb 3akoH CLUA o 3awuTe MYHbIX cCBeaeHuit geteit B UHTepHeTe (COPPA), MeHepanbHbIi
pernameHT EC 0 3aluuTe nepcoHanbHbix AaHHbIX (GDPR), a Take Apyrue AeicTBytoLLMe 3aKOHbI 1 NpaBuna.

BoT npumepbl Hanbosiee pacnpocTpaHeHHbIX HapyLLEeHWA:

* [IpnuNoxXeHns, KOTopble peKnamMmpyroTcs Kak urpbl Ans [eTel, HO Ha caMOM fene NOAXOAAT TONbKO ANA B3POCbIX.

° npl/l)'lO)KeHI/Iﬂ, npuMmeHarLne Te API, KOTOpble Mo CBOUM YyCNOBUAM UCNO/Ib30BaHUA 3anpeLleHbl Ana
OPUEHTUPOBAHHbIX Ha neten cepBUCOB.

 TNpunoxeHusi, B KOTOPbIX YNoTpebreHne Tabaka, anKorons uiam 3anpeLleHHbIX BeLLecTB yNoMUHaeTcs B
npuBenekatenbHoin gopme.

* A3apTHble Urpbl 1 UMUTUPYIOLLME NX MPUNOXKEHUS.

+ lNpunoxeHus, cogepaline CLeHbl HaCUINA U KPOBOMPOIUTUS, @ TaKXKe APYro LWOKUPYIOLLMIA KOHTEHT, He
NOAXOAALNA ANA AeTen.

* [punoxeHus, npefiHazHa4yeHHble AN 3HaKOMCTB UM COAEpXKaLLMe peKOMEHAALUM 6payHOro UM CeKcyasibHOro
xapakTepa.

* [MpunoxeHus, cofepxallue CCbIKM Ha CaiTbl, KOHTEHT KOTOPbIX HapyLlaeT [1paBuia nporpammbl Ans
paspaboTuMKOB.

+ TpunoxeHus, B KOTOPbIX AETSIM NMOKa3blBaOT peksiamy A5 B3POC/bIX (HanpuMep, CBA3aHHYH C HacuIeM,
asapTHbIMU UTPaMu, KOHTEHTOM CeKcyallbHOro XxapakTepa). MHdbopmauwmto o npasunax Google Play oTHocuTenbHO
peknambl, MOKYMNOK B MPUTIOXEHUN U KOMMEPYECKOro KOHTEHTa, NpefiHa3HauYeHHOro AN feTel, MOXHO HaluTu Ha
3TOWN CTRaHuLe.

MNporpamma "MpunoxxeHus gns scem cembmn”

MpunoxeHusi, paspaboTaHHble creunanbHo ANs AeTeld, A0MKHbI 6bITb BKIFOUYEHb! B Nporpammy "TIpunoxeHus ans
Bcel ceMbm". Ecnv Ballle NpUnoXeHne npefHa3HayeHo ANt BCEX ayAUTOPUIA, B TOM Yucne AN AeTel U ceMeitHoro
MPOCMOTPA, Bbl TOXXE MOXETE NofaTh 3asiBKy Ha yyacTue B 9TOM NporpamMme.

Mepen nopayert 3asiBKM y6eAUTECD, YTO NPUIIOXKEHNE COOTBETCTBYET TPE6OBaHWSIM NporpaMmbl "TIpunoxeHus ans
BCel ceMbM" U KpUTEPUSIM LOMYCKa B Hee, a Takke [1paBuiam nporpammbl Aas pa3paboTYMKOB U YCNOBUSM
CornalueHus 0 pacnpoCTPaHEeHUN MPOrPaMMHbIX MPOAYKTOB.

I'Io,u.po6Hee O TOM, KaK NnoAaTb 3aAaBKY Ha ydacTue B MporpaMme...

MpoBepka Ha COOTBETCTBUE TPEGOBAHMAM MPOrpamMmbl

KOHTEHT 1 peknama BO BCEX MPUJIOXKEHMUSIX, y4aCTBYHOLLMX B NporpaMme "TIpunoxeHus Ans BCei ceMbm”, AOMKHbI 6bITb
paccunTaHbl Ha AeTei 1 COOTBETCTBOBATb NPUBEAEHHbBIM HUXKE NpaBuiam. T Tpe6oBaHUA AOMKHbI CO6MOAATLCA
BCE BpeMsi, MOKa MpUJIOXKEHWe yyacTByeT B nporpamMmme. Komanaa Google Play ocTaBnsieT 3a co60i NpaBo OTK/IOHSATD,
yoanaTb v 6710KMPOBaTb MPUIIOXKEHWS, He COOTBETCTBYIOLLME NpaBusiaM.

Tpe6oBaHusa nporpammbi "lpunoxxeHus ans Bcei ceMbn”

1. MpunoxeHue A0MKHO UMeTb BO3pacTHOe orpaHuyerue "Ons Beex" unm "10+" (no knaccudukaumv ESRB) unu
aHanornyHoe nm.

2. [pu1 3an0nHeHWM aHKeTbI AN151 NPUCBOEHNSI BO3PaCcTHOrO OrpaHnYyeHus B Google PIay Console Bbl AOMXHbI
Co06LWNTL TOYHYIO VIHCbOpMaLlMPO 060 BCcex WHTEPAKTUBHbIX 3/1IeEMEHTaxX NPpUIoXXeHus, B TOM YUCe yKa3aTb:

* MOryT N1 nonb3oBaTtenu B3aUMOAENCTBOBaTb Apyr c gpyrom mnm o6MeHuBaTbCA VIHCI)OpMaLl,I/IeI‘/'I;
* nepepaet v NpUNoXxXeHne NnYHble aHHble nosnbsoBaTtenen TPEeTbUM Ninlam;

¢ nepepaet nu NpuioxxXeHune VIHCbOpMaLl,VI}O O MEeCTOMNONIOXXEeHUN NoNnb3oBaTtesia ApYyruM JIloaAam.

3. Ecnu Bawwe npunoxeHue ucnonbayet Android Speech API, 3HayeHve napameTtpa
Recognizerintent. EXTRA_CALLING_PACKAGE g0s1HO COOTBETCTBOBaTb Ha3BaHWUIO NakeTa NpuioXxeHus
(PackageName).

5. MpunoxeHus, co3aaHHble crneynanbHo AN feTen, He MOryT 3anpatwinBatb AOCTYN K AaHHbIM O MECTOMONOXEHUN.

6. [1na 3anpoca nogktodeHns no Bluetooth Heo6xoaumo ncnonb3oBaTth knacc CompanionDeviceManager. 3To
npaBuJIo He pacnpoCTpaHsAeTCs Ha NPUTOXKEHNSA, NpefHa3HaYeHHble UCKITYUTeNbHO Ans Bepcuit OC, KoTopble He
NoAAEPXKMUBAKOT 3TOT KJlacce.


https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://play.google.com/about/developer-content-policy/
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/topic/9858052
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/7018303
http://developer.android.com/reference/android/speech/package-summary.html
https://support.google.com/googleplay/android-developer/answer/9283445
https://developer.android.com/reference/android/companion/CompanionDeviceManager

BoT npumMepbl NpUnoXXeHun, KOTopble He NOAXOQAT ANa y4acTus B NporpamMme:
* TpunoxeHus c pernTuHrom "Ons Bcex', peknamupytoLLye asapTHbIE Urpbl.

* TpunoXxeHus Ans poauTeneil v onekyHoB (Hanpumep, pyKOBOACTBO MO BOCMUTAHUIO AETEN UU NPUOXEHWE ANS
OTCNIEeXMBaHUA rPYAHOro BCKapMMBaHUS).

+ PyKoBOACTBa AN1A pOAUTENIEN UN MPUOXEHWS ANS YNpaBieHus yCTpoCcTBaMu, NpeaHasHauyeHHble TONbKO AJis
poauTenei uim oneKyHoB.

 TNpunoxeHuns, 3Ha4OK KOTOPbIX HEAOMNYCTUM AN AeTei.
KaTteropuu

Ecnu Bally 3aiBKY Ha y4acTue B MporpamMmme 0fo6psiT, Bbl CMOXETE BblGpaTh AJsi MPUIOXKEHUS eLLE OfHY KaTeropuio,
KOTOpasi ONUCbIBAET €ro HannyyLnm o6pa3om.

MpuKntoYeHus. JKLLEH-UTPbI, B TOM YMCIle TOHKM, CKa304YHble KBECTbI U Apyrve NpuioXeHus, Bbi3blBatoLime
3MOLMOHANbHbIN NOABEM.

Mrpbl Ansa yma. PasnunyHble ronoBoMOMKHK, B TOM YUCSe Nasnbl, Urpbl Ana noMcka oAnHaKoOBbIX KAPTUHOK, TeCTbl N
Apyrue npunoXxeHusd, passuBatoLime naMaTb, UHTENJIEKT UNTU JTOTUKY.

TBOpYECTBO. Vrpbl 1 MPUSTOXKEHNS, KOTOPbIE CTUMYJIUPYIOT TBOPYECTBO, HAaNpPUMEp NMPUIIOXEHUS A1 PUCOBAHUSA U
06y4yeHUs NporpaMMUPOBaHUIO.

O6pa3zoBaHue. Urpbl 1 NpUNOXeHNs, paspaboTaHHble NPU y4acTUU NpernogaBaTenien Um Apyrux aKCnepTos B 06/1acTu
06pa30BaHNUsA 1 CNoco6CTBYOLLME 06yYeHUto (B TOM ymcie GOpMUPOBaHMIO 6a30BbIX XXU3HEHHbIX HAaBbIKOB U
KPUTWUYECKOrO MbILWEHUST), @ TaKXKe CoLManbHO-3MOLMOHaNbHOMY, GDU3NYECKOMY U TBOPYECKOMY Pa3BUTULO.

My3bika 1 BUAeo. Urpbl U NPUIOXEHNS C My3bIKOI WX BUAEO, HAaNpUMEp BUPTYasibHble CUHTE3aTOPbI, @ TaKXXe BUAEO-
1 ayauonpourpbiBaTesu.

PoneBble urpbl. MpunoxeHns, B KOTOPbIX pe6eHOK UIrPaeT Kakyo-TO posib, HanpUMep AOKTOpa, MoBapa, NpPUHLECCH,
MOXKapHOro, MOMNLLENCKOrO UK BbIMbILLIEHHOMO repost.

Peknama n MoHeTM3auums

Peknama B NpunoxeHusix, y4acTByOLLMX B Nporpamme "TIpuUoxeHust Anst Bceit ceMbu” Unu nofnajaroLimx nog,
Tpe6oBaHUsA K MPUIOXKEHWUSAM ANs AeTel, A0/KHA COOTBETCTBOBATb MEPEUNCIeHHbIM HIKe npaBuiaMm. OHU OTHOCSTCA
K 110601 peknamMe Ballux U CTOPOHHUX MPUTOXKEHWI, MOKYNKaM B NMPUSTOXKEHWUM U L pyroMy KOMMEPYECKOMY KOHTEHTY
(HanpuMep, K NpoaaKT-NAeNCMeHTY). HUUTO U3 NepeuncneHHoro Take He AO/MKHO HapyLwaTh AeNCTBYHOLWME 3aKOHbI 1
HOPMbI, B TOM YMC/e KOPTopaTUBHbIE U OTpac/ieBble.

KomaHnpa Google Play ocTaBnsieT 3a co6oii npaBo OTK/IOHATb, YAANATb U 6I0KUPOBaThb NMPUSTOXKEHUS, CITULLIKOM
HaCTOMYMBO MpefnaratoLLyX NIaTHbI KOHTEHT.

Tpe6oBaHus K popmaTy 06bABNEHUI

PeknaMHble 06bABNEHUS U npeanoXxeHna caenatb NOKYMNKY B NPUTOXXEHUU He AO0/KHbI UCMOJIb30BaTb KOHTEHT,
BBOAALUMNA B 3a6ny)Kp,eH|/|e, 1 He [OJIKHbI 6bITb npegHasHa4veHbl Ana Toro, YTOObI nposouunpoBaTtTb pe6eHKa Ha
HeO6,D,yMaHHbIe Ha)XxaTua. 3anpeu.|,eHb| cnepywouine npnembl:

+ O6bsBNEHNS, MPpepbiBatoLLMe PaboTy MPUIIOXKEHUS, B TOM YMCe 3aHMMalOLLMe BECb 3KpaH Unu MellatoLe paboTe ¢
NPUNOXEHNEM, KOTOPbIE CNIOXHO 3aKpbITb (HanpuMmep, NoJIHO3KpaHHble 06 bABNEHUS).

+ O6DbsABNEHNS, KOTOPble MeLlaloT HOPMasibHON paboTe MPUIOXEHWS UM UTPbl U He 3aKpbIBatOTCS Yepes 5 cekyHA,
O6bsIBNEHNS, KOTOPbIE HE MeLlaloT HOPMaJsibHON paBboTe NPUIIOXKEHWS UMW UTPbl, MOTYT He 3aKpblBaTbCA Yyepes 5
ceKyHz, (Hanpumep, BUAEOKIUM CO BCTPOEHHON PEKNaMoi).

* MexcTpaHUYHble 06bsBNEHNS UW NPEAJIOKEHUSI COBEPLLUMTD MOKYMKY, KOTOpble MOSBASIOTCS cpa3y nocse 3anycka
NPUNOXEHUSA.

+ Pa3mellleHne HECKOMbKUX 06bsIBNIEHUI Ha CTpaHuLe. Hanpumep, ofHOBpeMeHHbI NMokas 6osiee ogHoro 6aHHepa
UM BULE006bSABIEHUS, peK/TaMHble 6aHHEpPbI, KOTOPble COAEPXKaT HECKOJIbKO NPeAJ/IoXKeHUI B O[HOM MecTe
pasmelleHus.

+ O6bABMEHUA UW MPEAJIOXKEHUS COBEPLUUTD MOKYTKY, KOTOPbIe CIOXHO OT/IMYUTb OT KOHTEHTa MPUIOXKEHNS.

* Wcnonb3oBaHue WOKOBOro adeKTa 1 TaKTUK IMOLMOHASIBHOrO MaHWMyIMPOBaHWs, YTO6bl NPOBOLMPOBATh
nonb3oBaTesieit Ha MPOCMOTP OGBABMIEHNIA MU HA MOKYMKY B NMPUIIOXEHWUN.

+ OTCyTCTBME YETKOro yKasaHUa Ha pasnnuna Mexxay BUpTyasibHOM BalOTON U peanbHbIMU feHbraMu Npu Nokynkax B
MPUNOXKEHUN.

BoT npumepbl Han6onee pacnpocTpaHeHHbIX HapyLUEeHWA:


https://support.google.com/googleplay/android-developer/answer/9914283#disruptive-ads

+ O6baABNeHus, KOTOpble nepemMeLlaroTca no akpaHy, 4YTOObI NONb30BaTeNlb HE MOT UX 3aKpbITb.

+ O6bABNEHMS, KOTOPbIE 3aHUMAIOT BOJIbLLYO YaCcTb 9KpaHa U KOTopble HEMOHSATHO, KaK 3aKpbIiTb. Hanpumep:
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+ KHOMKK nnv 06bABNEHNS, peknamupytoLLme Apyrie npoaykTbl B Google Play v npu aTOM HEOT/IMYMMbIE OT KOHTEHTa
30 © ¥4 N 10:00

npunoxexusa. Hanpumep:

[eTaAM Henb3s nokasbiBaTb cnepaywouiue 06bABNEHNSA:

+ HeponycTUMbIii MyNnbTUMEAUIHbBIN KOHTEHT. Pekniama cepuanos, GUnbMOB U My3sblKasbHbIX arb60MOB, He
npefHasHayYeHHbIX 41 feTei.

* HeponycTtumble Bugeourpbl u ckaunBaemoe N0. Peknama BUAEOUTP U NpoOrpamm, He NpegHa3HauYeHHbIX 418 LeTel.

* 3anpelleHHble UK BpedHble BelecTBa. Peknama ankorons, Tabaka, HAPKOTUYECKMX U NMCUXOTPOTHbIX BELLECTB, a
Takxke NI06bIX APYrUX BELECTB, KOTOPble MOTYT NPUHOCUTL BPes, 340POBbIO.

+ A3sapTHble urpbl. PeknamMa asapTHbIX Urp, TOTanM3aToOPOB, a TakXe Nt06bIX APYrUX AeHEXHbIX COPEBHOBAHUI UK
KOHKYPCOB.

+ KOHTeHT Ans B3poc/bIxX M MaTepuasibl CEKCYa/lbHOrO XapakTepa. Pekiiama ¢ 3pOoTUYECKUM U CEKCYarbHbIM
COAEpXKaHUEM.

+ 3HaKOMCTBa M OTHOLLEHUsi. Peknama calToB 3HAKOMCTB.

* Hacunue. Peknama, cogepykallasi OTKPOBEHHbIE CLeHbl HAaCUIUS UK APYrve N3o6paxkeHus, Henogxoasiume ans
neten.

PeknamHble SDK

Mpwv pasMeLL.eHnn peknamMbl B NMPUIIOXEHUW, MpeAHa3HaYeHHOM TOJbKO A1 leTel, He06X0AMMO UCMO0Ib30BaTh
peknamHble SDK, cepTuduumpoBaHHblie Google Play. Ecnun npunoxxeHune paccumtaHo Kak Ha AeTel, Tak 1 Ha B3poCblX,
Bbl AO/HKHbI NPeAYyCMOTPEThL NPOBEPKY BO3pacTa Nosb3oBaTtens (HanpuMep, C MOMOLLbO HEMTPaibHOro BO3PacTHOIo
dunbTpa) n y6eanTbes, UTo AeTy 6yayT BUAETH TONBKO Te 06bABEHNS, 4S9 KOTOPbIX UCMOJIb30BaNCh PeKlaMHble
SDK, ceptuduumpoBaHHbie Google Play. B npunoxeHusx, yuacTeytowmx B nporpamme "MpunoxxeHns ans Bcein cembu”,
3anpeLyaeTcs UICNonb3oBaThb Apyrue peknamHblie SDK.

Moapo6Hble Tpe6oBaHUs K 0GbABIEHUSM U CMIMCOK CepTUPGULMPOBAHHBIX peknaMHbix SDK MOXHO HaiTu Ha aToi
CcTpaHuLe.

Ecnu Bbl UcrnonbayeTte cepBuc "Peknama B MPUIOXKEHUN", yTOUHNUTE MHDOPMaLMIO Mo paboTe ¢ HUM B CripaBoyHOM
LeHTpe.

Bbl f,O/MKHBI CaMOCTOATENbHO NPOBEPATb, COOTBETCTBYET /1N Ballie NPUoXeHue Tpe6OBaHVIF|M K pekJsiame, Nokyrnkam B
NPUNOXKEHNUN N KOMMEPYECKOMY KOHTEHTY. YTOYHUTE AeNCTBYIOLME NpaBuia y CBOMX NOCTaBLMKOB peknamHbix SDK.

nOKyﬂKVI B MPUNOXXeHnu

Mepea NoKymnKow B NPUIOXEHUM, y4acTByOLLEM B NporpaMme "TIpuioxeHust ANisi BCei ceMbm’”, MoMb30BaTENHO HYXHO
NpoWTV NOBTOPHYIO ayTeHTUMKALMIO. ITO rapaHTUPYET, YTO MOKYMKY coBepluaeT h1HAHCOBO OTBETCTBEHHbIN
YenoBek, a He pe6eHoK.

KoHTpornb 3a cobntogeHnem npasun

Jlyywwe nsberatb HapyLUEHWiA, YeM YCTpaHATb Ux. Ecnu e npo6niema y>ke BO3HUKIIA, Mbl XOTUM, YTO6bI pa3paboTumku
MOHUMaIK, Kak UCMPaBUTb CBOU MPUIOXKEHUSA 1 MPUBECTU KX B COOTBETCTBME C HaLLMMU NpaBunaMu. CoobLumTe Ham,
€CJIM 06HapY)XXMTe HapyLUEHWE MW Y Bac BOSHUKHYT BOMPOCHI O HEM.


https://play.google.com/about/monetization-ads/families-ads-program/
https://support.google.com/googleplay/android-developer/answer/9285070#neutral-agescreen
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/admob/answer/6223431
https://support.google.com/googleplay/android-developer/answer/1085703
https://support.google.com/googleplay/android-developer/topic/3453554

Coepa pencraus npasus

9T npaBua pacnpocTpaHsoTCs Ha Nobble MaTepuarb! (BK/OYas pekiamy 1 Nosib30BaTeNlbCKUn KOHTEHT), KOTOpble
COAEPXUT UK NMoKasblBaeT Balle MPUIOXKEHME NIMB0 Ha KOTOPbIE OHO CChINAeTCs, a TakxKe Ha 06LLeJOCTYMHYH
uHbopMaLmio B BalleM akkayHTe paspaboTuvka Google Play (Bkntoyas Balle UMs U LIENEBYIO CTPaHuLYy caiTa).

3anpelLleHo My6anKoBaTb MPUIOXEHMUS, KOTOPbIE NO3BOAKT yCTaHaBAMBATb APYrie NpunoxeHus. Ecnv Bawm
NpUNOXeHUsi o6ecrneunBatoT AOCTYN K APYrMM NPUIIOXKEHUSIM, Urpam unm M0 6e3 ycTaHOBKW, B TOM Unce K GYHKLUSM,
npefoCTaBIEHHbIM TPETBUMM NMLEAMMU, Bbl JO/MKHBI FapaHTUPOBATh, YTO BECb KOHTEHT, K KOTOPOMY MPUJIOXKEHWSI
NpefoCTaBASAOT JOCTYN, COOTBETCTBYET npasunam Google Play. 18 Takux NpuaoXKeHnin MoXeT NPOBOAUTLCS
LloNosHWTENbHas NPOBEpKa Ha COBIofeHVe NpaBui.

B npasuniax UCNoJib3yrTCA Te XXe TepPMUHbI, 4TO U B CornawieHun o pacnpocTpaHeHnn nporpaMMHbIX NPOAYKTOB. Bawe
npunoXxeHne A0/MNKHO COOTBETCTBOBATb Tp96OBaHMHM npaBui U cornawleHund, a Takxxe OJ/HKHO UMEeTb peﬁTMHF B
COOTBETCTBUN C HaLLeh CUCTEMOM BO3pPaCTHbIX OrpaHVIquI/IVI.

MpuHMMasn pelueHune o Ny6amkaumy npunoxexuit B Google Play, Mbl yuutbiBaeM psfi GpakTopos, B TOM yucne
BEPOATHOCTb BPEAOHOCHOTO NMOBEAEHUS WUIN 3110YNOTpe6eHns. BeposTHOCTb 3/10ynoTpe6neHns oLeHnBaeTcs Ha
OCHOBE Pa3NNYHbIX CBELIEHWI, BK/TFOYasi UCTOPUIO HAapYLLEHW, OT3bIBbI MOSIb30BaTENEN, @ TaKXKe UCMOSb30BaHNeE
nonynsipHbIX 6PEHA0B, NEPCOHAXeN N APYrUX 06bEeKTOB.

Kak aTo pabotaet

Google Play 3awmTta npoBepAeT NpUNoXKeHna BO BpeMA YCTaHOBKMU, a TakXXe nepuognyecku cKaHupyet Balle
yCTpOVICTBO. Ecnn 6y,qu oGHapy)KeHo noTeHUManbHO OnacHOe NpuioXeHune, cepeBuUc:

+ OTnpaBuT Bam yBeaoMIeHne. YTo6bl 3alUTUTL CBOE YCTPOMCTBO, HAXXMUTE Ha YBEAOMIIEHME U BblbepuTe
"Yoanuto".

* 3abyIOKMPYET NPUJSIOXKEHWE, ECIIN Bbl €r0 HE yAanuTe.

* Ypanut npunoxeHue. Yale Bcero onacHble NpuUIoXeHUs yaansaTcs aBTOMaTUYECKM, MOCTIe YEro NosBsSeTCs
yBeAOMJIEHNE 06 3TOM.

3awuTa ot BpegoHocHoro MO

YTo6bI 3aLMLLATb Bac OT BPeLOHOCHOrO CTOPOHHero MO, MOLLEHHUYECKUX CaUTOB U ipyrux yrpos, Google MoxeT
nony4yaTb CBEAEHUSA O:

* CceTeBblIX NMOAK/OYEHNAX BaLLero yCTPONCTBa;
* NoTeHuManbHo onacHbix URL;

* npunoxeHusix us Google Play 1 CTOPOHHUX UCTOYHMKOB, YCTAHOBJIEHHbIX Ha BalLeM YCTPOWCTBE, a TakXKe 06
onepaLmoHHON cucTeme.

Ecnu npunosxxenne nnm URL nokaxkeTcsi HaM Nof03puTesibHbIM, Bbl MoslyuunTe npeaynpexaeHve. Mol ocTaBnsem 3a
co60it NpaBo 610KNPOBaThb W yaanaTb NpunoxerHus nnm URL, KOTopble MOTyT HaHECTU Bpej, YCTPOMCTBY, laHHbIM UK
nosb3oBaTesto.

Bbl MOXETe OTKITHOUMTb HEKOTOPbIe (DYHKLMM 3aLUMTbl B HACTPOMKax yCTPOMCTRBA, HO Google no-npexHemy 6yaet
roslyyaTb CBELEHUS O MPUIIOXKEHUSIX, yCTaHOBNEHHbIX Yepe3 Google Play. MpuioXxeHWsi U3 CTOPOHHWUX UCTOYHUKOB BCE
paBHO 6yAyT NPOBepsATLCSA, XOTSA MHbOPMaLMs 0 HUX He ByAeT oTnpaBnsTbes B Google.

Kak paboTaloT onoBeLLeHNs O HapyLUeHUAX KOHPMAEHUNaNbHOCTU

Ecnun mbi yoannum ns Google PIay NPUNOXXeHUe, KOTopoe MOXXET NMOoJTy4UTb AOCTYN K BallMM NepCoHasibHbIM AaHHbIM,
Bbl MoJsiy4nTe yBegomMmneHune 06 3TOM M CMOXeTe yaannTb NpunoxXxexHue c yCTpOVICTBa.

KoHTporb 3a cobniogeHnem npasusi

Ecnu Balue npunoxeHue HapyLiaeT Ntobble U3 HalWWX NpaBusI, Mbl MPUMEM COOTBETCTBYHOLLME Mepbl. Mbl
npeAocTaBUM BaM UH(BOPMaLIMIO O CBOMX AECTBUAX MO 3/1eKTPOHHON MOoYTe, @ Tak)Ke COO6LMM, Kak noaatb
anennsauuio, ecnv Bbl CYNTAETE, YTO Mbl OLLMGINCH.

06paTuTe BHUMaHUe, YTO yaneHne uimn npeaynpeXxxaeHne MoXeT KacaTbCsl He BCEX HapyLUEHW, LONYLLeHHbIX B
BalLleM MPUIIOXKEHWUW UMW KaTasnore NpUoXeHnin. PaspaboTunkin 06si3aHbl Camy YCTPaHATb HapyLLEeHUs U MPOBEpATb
CBOI KOHTEHT Ha COOTBETCTBME HALLMM NpaBunam. HeBO3MOXHOCTb YCTPaHEeHUs HapyLLEHWUI BO BCEX MPUMOXEHUSAX
MOXET CcTaTb MPUUYUHON JOMOSHUTENBHBIX MPUHYAUTENBHBIX Mep.


https://support.google.com/googleplay/android-developer/topic/9858052
https://play.google.com/about/developer-distribution-agreement.html
https://support.google.com/googleplay/android-developer/answer/188189

MoBTOpHbIE UKW Cepbe3HbIE HapyLLEHUs 3TUX NPaBuU (HanpUMep, MOLIEHHUYECTBO U pa3MeLLeHe BPeJOHOCHOIO
M0) nnu HapyLeHne CornalleHus o pacnpoCcTpaHeHUM NPOrpaMMHbIX MPOAYKTOB NPUBEAET K yAANIEHNIO aKKayHTOB
paspa6oTumka.

MpuHyanTenbHblEe MepbI

B aToM pasfene npeActaBfieHbl BO3MOXHble AeCTBUS CO CTOPOHbI Google Play v ux noTeHuuanbHble NOCNeACTBUS
[Ns Ballero NpunoXeHus/akkayHTa paspabotymka Google Play. Takxxe ata uHdopmaLusa pasbupaeTtcsi B BUAEO.

OTKIOHEHMe

HoBoe npunoxeHue nnv o6HoBNEHNE He ByaeT ony6nvkoBaHo B Google Play.

Ecnn HoBasi Bepcysi MPUNOXEHUSA OTKNOHEHa, MpeAblAyLLas ycnewHo ony6MKoBaHHas BamMu Bepcusi NO-NpexHeMy
6yneT poctynHa B Google Play.

Bbli COXpaHWUTe AOCTYN K CTaTUCTUKeE, OLleHKaM N faHHbIM O KOJI4yecTBe YCTaHOBOK OTKJTIOHEHHOTO NMPUIOXEeHUA.

PenyTaums Ballero akkayHTa paspaboTtuvka Google Play He nocTpagaer.

I'IpmmeanMe. He nbiTantech 0I'Iy6]'IVIKOBaTb OTKJIOHEHHOE NnpeanoXeHne 3aHOBO, NOKa He YCTPaHUTe HapyLleHna.

YpaneHue

MpunoxeHue, a TakXe BCe NpeablayLive ero sepcuu, 6yaet yaaneHo ua Google Play. Monb3osaTenu 6onblue He
CMOTYT €ro ckayaTtb.

Monb3oBaTtenu He CMOTyT MPOCMAaTPUBATL OMNMUCAHME MPUIOXKEHWUS, YNCSIO YCTAaHOBOK, CTAaTUCTUKY U OLIEHKMU.
NHbopmaumsa 6yaeT BOCCTaHOBIEHA, ECMM Bbl 3arpy3unTe BEPCHIO, KOTOpasi OTBeYaeT BCEM TPe6OBaHUSIM.
Monb3oBaTenu MOryT NOTePATb BO3MOXHOCTb AeNiaTb NMOKYMNKU B NMPUSTOXEHUM U UCTONb30BaTb Apyrue niateXxHble
(yHKLUMK, NOKa HoBas Bepcusi, oTBevatoLLas BceM TpeboBaHusiM, He ByaeT ogobpeHa Google Play.

YaaneHvie He CKa)XeTcsa Ha penyTaLuy Ballero akkayHTa pa3pa6otumka Google Play. OfHako ecnu yaaneHui 6yget
MHOrO, lEeNCTBUE aKKayHTa MOXKET 6bITb NPUOCTAHOBIIEHO.

MpuMeyaHue. He nbiTaiTecb ony6iMKoBaTb yAaneHHOe NpefsioXKeHne 3aHOBO, MOKa He yCTpaHUTe HapyLUEHWS.

Briokuposka

MpunoxeHue, a TakXKe BCe NpeAblayLive ero Bepcuu, 6yaeT yaaneHo n3 Google Play. Monb3oBaTenu 6onblue He
CMOryT ero ckavarb.

CepbesHble 1 cucTeMaTUyecKne HapyLLeHNs rnpaBusl, a TakXXe NMoBTOPHbIE OTKJIOHEHUS U yAaNleHUs NPUTOXKEHNS
MOTYT NPUBECTU K €ro 6/10KNPOBKe.

[Monb3oBaTenin He CMOryT MpocMaTpuBaTh ONUcaHue NPUIoXEHNs, YNCII0 YCTAaHOBOK, CTaTUCTUKY U OLLEeHKMU.
NHdbopmaLwma 6yaeT BocCTaHOBIEHA, EC/IN Bbl 3arpy3unTe BepCHo, KOTOpas OTBeYaeT BCEM TPe6OBaHUAM.

Bbl 605bLUe He cMOXeTe ucnonb3oBatb APK 1 Ha6op App Bundle 3a610KMpOBaHHOMO MPUTOXKEHNUS.
Monb3oBaTenu NOTEPSIOT BO3MOXHOCTb AiefiaTb NOKYMNKMN B NMPUIOXKEHUN U UCMONIb30BaTb ApYrue niatexHble
hyHKLMK, NMOKa HOBasi BEPCUs, OTBevatoLLLas BceM TpeboBaHusM, He 6yaeT ofobpeHa Google Play.

BnokupoBka BpeauT penyTaLum Ballero akkayHTa paspabotunka Google Play. HeofHoKpaTHble 6710KMPOBKM MOTYT
NPUBECTU K MPeKpaLLeHnto AeCTBUS IMYHOTO aKKayHTa, a TakxKe CBA3aHHbIX C HUM akKkayHTOB paspaboTynka
Google Play.

MpuMeyaHue. He nbiTaiiTecb MOBTOPHO OMy6NMKOBaTh 3a6/10KMPOBaHHOE NpuoxeHue 6e3 paspelueHus Google Play.

OrpaHquHMe BNONMOCTU

BuanmocTb Baluero npunoxexusi B Google Play 6yneT orpaHuyeHa. [Npy 3ToM OHO no-npexHemy 6yeT LOCTYMNHO Mo
NPsSIMOW CCbISIKE Ha CTPaHULy npunoxenus B Google Play.

OrpaHuYeHne BUAMMOCTM He MOBNUSET Ha penyTaLmio Ballero akkayHTa paspabotymka Google Play.

Monb3oBaTenu No-NpexHeMy CMOryT NPOCMaTPMBaTb OMMCAHUE NMPUSIOXKEHUS, YACIIO YCTAHOBOK, CTAaTUCTUKY 1
OLIeHKM.

MNpekpalweHne pencTens akkayHTta

MpekpaTuB feiCTBKeE BalLero akkayHTa paspaboTumnka, Mbl yaanum u3 Google Play Bce npunoxeHus B BaLlem
KaTanore 1 3anpeTum BaM Ny6avMKoBaThb HOBbIE. Bce cBsidaHHble akkayHTbl pa3paboTunka Takke 6yayT

3a6/10KMpOBaHbl HaBCeraa.


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://youtu.be/xjRqFbTHUOQ

* [OBTOpHbIE UMK CEpPbe3HbIe HapyLLEHWS NPaBU MOTYT NMPUBECTU K NPEKPALLEHUIO AENCTBUS BalLEero akkayHra Play
Console.

* [oCKOsIbKY NMPUIIOXEHUS, ONYGITMKOBAHHbIE Yepes 3TOT aKKayHT, 6yAyT yAaneHbl, Nofb30BaTeNiv He CMoryT
npocMaTpmBaTh CTPaHULbl MPUIOXKEHWI, YNCIIO YCTAHOBOK, CTaTUCTUKY U OLLEHKM.

MpumeyaHue. Ecnu Bbl Nonpo6yeTe 3aperncTpupoBaTh HOBbI akKayHT, OH Takxe 6yfeT 3a6okmpoBaH (6e3 Bo3BpaTa
perncTpaumMoHHOro BaHoca). He nbiTaidTecb perucTpupoBaTb HOBble akkayHTbl Play Console, ecnv oauH 13 Bawmx
aKKayHTOB 3a6/10KMPOBaH.

CoobLeHre 0 HapyLeHVaX 1 ganbHenwmne Mepbl

How to handle a policy violation on Go...

Mopava anennauun

MbI BOCCTaHaBMBAEM MPUSTOXEHUS, TONIBKO €CNTU OHU 6bINN yAaneHbl Mo oWn6Ke U He HapyLwanu Mpasuna
nporpammbl Ans pa3paboTyMKoB 1 ycnoBus CornatieHns o pacnpocTpaHeHun NporpaMMHbIX NPoAyKTOB. Ecnu Bbl
BHUMaTeSIbHO 03HAaKOMUIIUCH C NMpaBuiamMu 1 CYATAETE, YTO Hallle PeLeHre MOTIO0 BbITb OLIMBOYHbLIM, 06XKanymTe ero,
cnepyst UHCTPYKLMSIM, OTNPaBEHHbIM BaM MO 31eKTPOHHOW NnoyTe.

JononHuTenbHbIE pecypchbl

Ecnun y Bac eCTb BONPOChI O NPUHYAUTENbHBIX MEPaX B OTHOLLEHWUU BALLEro MPUIIOXKEHWS MU 06 OLLEHKE/KOMMEHTapum
nosib30BaTeNsi, 03HaKOMbTECH C MPUBEAEHHBIMU HUXE MaTepUanamu Uv CBSXXMTECH C HaMK Yepe3 CpaBOYHbIi
LieHTp. O6paTuTe BHUMAHWE, YTO Mbl HE MOXEM 06ECTeUYnTb BaM FOPUANYECKYHO NMOMOLLb, TOSTOMY PEKOMEHAYEM NpU
Heo6X0AMMOCTM 06PaTUTBLCA K FOPUCTY.

+ Kak coo6LIMTb O HapyLIEHUW MPaBUI

» Kak o6paTtutbes B Google Play no noBoAy yAaneHna NnpuaoxeHna nnm 610KMPOBKM aKKayHTa

+ MNpenynpexseHus

+ Kak coobLnTb 0 HeAOMYCTUMbIX OT3bIBax

* Moe npunoxeHnue 6b10 yaaneHo ns Google Play

+ [pekpalleHne feicTBUA akKayHTa paspaboTynka Google Play

TpebyeTtcsa nomoLb?
Monpo6yiTe cneaytolyee:

CesizaTbCsi C HaMKn
PacckaxuTe 0 cBOoel npo6nemMe HallM COTPYAHMKAM


https://support.google.com/googleplay/android-developer#topic=3450769
https://support.google.com/googleplay/android-developer/answer/2992033?hl=ru&ref_topic=3453554
https://support.google.com/googleplay/android-developer/answer/1085703?hl=ru&ref_topic=3453554
https://support.google.com/googleplay/android-developer/troubleshooter/2993242?hl=ru&ref_topic=3453554
https://support.google.com/googleplay/android-developer/answer/2985876?hl=ru&ref_topic=3453554
https://support.google.com/googleplay/android-developer/answer/113417?hl=ru&ref_topic=3453554
https://support.google.com/googleplay/android-developer/answer/2477981?hl=ru&ref_topic=3453554
https://support.google.com/googleplay/android-developer/answer/2491922?hl=ru&ref_topic=3453554
https://www.youtube.com/watch?v=xjRqFbTHUOQ
https://support.google.com/googleplay/android-developer/gethelp

