[paBunna nporpamMmbl gns pa3paboTumkos

(nata Bctynnenns B cuny: 22 aHBaps 2025 r., eciv He 6bi10 yka3aHo MHOE)

Co3paguM caMbit HaAEXHbIA Mara3uH NPUoXKeHU BMecTe

Balum npen n oTBETCTBEHHOCTb — 3a0r Halero obuwero ycnexa. Mpasuna nporpaMmmbl Ans
pa3paboTurkos 1 CornalleHne o pacnpoCTPaHEHUN NPOrPaMMHbIX MPOAYKTOB NMOMOratoT HaMm
€o3[aBaTb CaMble MHHOBALMOHHbIE 1 HAJEXHbIE NPUIIOXEHUS Bonee YeM ang Munnmapna
nonb3oBatenen Google Play. PekoMeHLyeM 03HAaKOMUTLCS C MPaBMAaMmn HUXE.

3anpeLLeHHbIN KOHTEHT

Google Play ncnonbaytoT nogum co Bcero mupa. Mpexae yeM ony6ankoBaTb NpunoxeHue, ybegurecs,
UTO OHO COOTBETCTBYET TPEOOBAHMAM HALLEro CepBMCa M 3aKOHaM CTPaHbl, B KOTOPOW Bbl €70
pacnpocTpaHseTe.

HapyLwweHnne npae pebeHka

Mbl HemMegieHHO ypansiem u3 Google Play npunoxeHus, B KOTOPbIX NMOMb30BaTENSM paspeLiaeTcs
C03[,aBaTb, 3arpy>aTb UM PACNPOCTPaHATb KOHTEHT, CBA3aHHbIN C 3KCMyaTauuen geten nunm
XECTOKMM 06palleHneM ¢ HUMUK (BKtoYasi iobble MaTepuasbl, LEMOHCTPUPYOLWME
HEeCOBEpPLUEHHONETHUX B CEKCYarbHOM KOHTEKCTE). YTObbl COOBLWMTb O TaKOM KOHTEHTE B NPOAYKTE
Google, HaxmuTe MoxkanoBaTbea . Ecnv Bbl 06HapyxuTe nofobHble MaTepuranbl Ha APyrux
pecypcax B UHTEpHEeTe, 06paTUTECh HAMPSIMYIO B MECTHYIO MPABO3aLLUTHYIO OpPraHn3aLmio

Mbl He fonyckaeM UCMoNb30BaHWE NPUIOXEHWI C LeNbio MOLBEPrHyTb pebeHka onacHocTu. B
YaCTHOCTH, 3anpeLleHa NponaraHaa aKCnyaTaTopckoro NOBEAEHMS, BKIOYas:

* HeponycTVMble OeNCTBUS B OTHOLIEHWM feTen (HanpuMmep, Nacku Unu owynbiBaHue);

+ COBpalLeHMEe HEeCOBEPLLUEHHONETHUX, HaNpPUMepP 3HAaKOMCTBO M o6LleHne ¢ pebeHKOM B MHTEpHEeTe C
Lienbio COBEPLIEHMS OENCTBUI CeKCYaNbHOro xapakTepa (oHnanH unu odnanH) n/unm obmMeHa ¢ HUM
N306paxeHnsIMM CEKCYanbHOro XxapakTepa;

* CeKcyanusauus HeCOBEPLUEHHONETHNX, HaNpPYMep MaTepuarsl, LEMOHCTPUPYIOLLME,
NPOBOLMPYIOLLME UK MOOLLPSIOLLME CEKCYASTbHOE HAaCUNMe Haf, 0eTbMU, UK N300paxeHne aeTen
TaknM 06pa3oMm, KOTOPbIV MOXET NMOBIEYb 3a COBOMN UX CEKCYanbHYO aKCMyaTaLuio;

WwaHTax pa3obnayeHnsaMm NonoBow XM3HW (HanprMep, Yrpo3bl UK WaHTax pebeHka Ha OCHOBe
peanbHOro UM MHUMOTO [OCTYNA K ero MHTUMHbIM doTorpadusm);

TOProBns AeTbMU (HaNpUMep, NPUrnaleHne 1 BoBReYeHre pebeHka B edaTeNbHOCTb, BEAYLLYIO K
€ro pasbHenLen KOMMEPUYECKON CEKCYyanbHOM aKCMnyaTaLmm).

Mbl npuMeM Bce HeobxoauMble Mepbl BMOTb A0 obpalleHns B HauoHabHbIN LeHTP No 6opbbe ¢
akcnnyataunen n noxuweHunem getert (NCMEC), ecnm Ham CTaHET M3BECTHO O KOHTEHTE C
n306paxeHNeM HECOBEPLUEHHONETHNX B CEKCYaSIbHOM KOHTEKCTE. ECNM Bbl cuMTaeTe, YTo pebeHokK B
OMaCHOCTU UM eMY YTPOXAET CEKCYaJlbHOE HAaCUIne Unu NoXMLLEHNE, He3aMeaIUTENBHO 06paTUTECH
B MECTHbIE NPaBOOXPaHUTESIbHbIE OPraHbl M CBAXMUTECH C OpraHM3aLmnen no sawnTe npas geTemn

Kpome Toro, 3anpeLieHbl NPUIoXeHus, NpeaHa3HadeHHble ANg AeTen, HO cogepXalune maTepuansi
LNS B3POCbIX, B TOM Ymncre:

* MPUNOXEHNS CO CLLEHAMU HAaCUNuS, N306PaxXEHNIMIN KPOBU 1 YBEUUI;

* MPUNOXEHWNS, KOTOPbIE 4EMOHCTPUPYIOT UM MOOLWPSIOT OMacHble UMW NPUYMHSIOLWME BPEeS,
OEeNCTBUS.
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3anpelyeHbl NpunoxeHus, GopmMupytoLie HeraTUBHOE BOCMPUSATUE cebs 1 COBCTBEHHOrO Tena,
HanpuMep Te, KOTOpble N306paXxatoT B pasBiekaTenbHbIX LENaX NNacTUYeckyro XMpypriuto, noTepio
Beca v gpyrue KocMeTmyeckme KOpPEeKTUPOBKM BHELLHErO BUAA.

MpaBuna B oTHOWEHUN CTaHAAPTOB 6€30MacHOCTU peTen

CornacHo TpeboBaHunsm Google Play npunoxeHus fnsg 3HaKOMCTB 1 06LLEHUS BOMKHbI
COOTBETCTBOBATb MPAaBU/IaM B OTHOLIEHWN CTaHAAPTOB 6€30MacHOCTN AETEN.

Tpe6OBaHVIFI K 3TUM NPUNOXEHUAM:

+ Ony6nukoBaHHble cTaHAapPTbl. HEO6XOAMMO Pa3MeCTUTb SBHbIN 3aMpPeT Ha UCNONb30BaHWE
MPUNOXEHNS B CBA3W C CEKCYallbHbIM HAaCUNIMEM Hag, AeTbMU 1 SKCMyaTaunen geten. Ero MoxHo
ony6n1KoBaTb B 0B6LEA0CTYMHbIX YCIOBUSAX MCMOMb30BaHUS, NpaBunax coobLiectsa nunm apyrux
npaBunax anga nonb3osBaTenen.

+ C60p OT3bIBOB B NPUIIOXEHMU. BaM HyXXHO NMOATBEPLNTDL, YTO B MPUSTOXKEHNUM Y NONb30BATENEN
€CTb BO3MOXHOCTb OTMNPAaBMATb OT3bIBbI, Xanobbl 1 BONPOCHI.

- bopbba ¢ KOHTEHTOM, NPEACTaBNAAIOW UM HECOBEPLUEHHONIETHUX B CEKCYaNlbHOM KOHTEKCTE. Bbl
LOJIKHbI MOATBEPAUTD, YTO NPU OBHAPYXXEHMM B NMPUIOXEHUN NOLOGHbBIX MaTepUanoB byayT
NPUHATBI HAgNexal e Mepbl (BKNtoYas, yoaneHue Takoro KOHTEHTa) B COOTBETCTBUM C
ony6nMKOBaHHbIMM BaMU CTaHAAPTaMU U NPUMEHUMbIM 3aKOHOAATENbCTBOM.

- CobnioaeHne 3aKOHOB B OTHOLIEHUM 6e3onacHOCTU AeTe. Bbl JOMKHbI NOATBEPAUTD, UTO
NPWNOXEHNE COOTBETCTBYET AENCTBYIOWEMY 3aKOHOAATENbCTBY B OTHOWEHMM 6e30NacHOCTU feTeN,
B TOM UiCIie NO3BONIAET OTMNPABAATbL Xanobbl Ha KOHTEHT, NPEACTABAOWMNIA HECOBEPLUEHHONETHNX B
cekcyasibHOM KOHTeKCTe, B HaunoHanbHbi LeHTp CLUA no npobnemam nponaBwmx 6e3 BeCcTu U1
noaseprarowmxca akecnnyataumm ,D,eTEIZ NN NOXOXYHK MECTHYIO OpraHmn3aumng.

+ UHdopmauus o KOHTAaKTHOM NuLe No Bonpocam 6esonacHocTu geten. Google Play moxeT
npuCbINaTh YBEAOMIIEHMS O TOM, YTO B BaLIEM MPUMOXEHUM UK Ha Ballen nnaTtdopme obHapyKeH
KOHTEHT, CBA3aHHbIN C CeKCyasbHbIM HAaCUNMEM HaL AEeTbMU 1 SKCMJyaTaunen geten. B npunoxexHun
HY>XHO YKa3aTb, KTO BygeT nony4aTb Takme CoobLeHNs. DTOT NPeacTaBuTeNb [OMXKEH 3HATb, Kak Bbl
npoBepsieTe MaTepuansl U YTO LenaeTe B ClyyYae HapyLWeHui, 1 Npy HEOBXOAUMOCTM NPUHUMATb
Mepbl.

Bbl MOXeTe y3HaTb 6OJIblUe O NEPEYNCTIEHHbIX TPEBOBAHUSX 1 X COBIIOAEHUN.

Henpuemnembin KOHTEHT

Mbl CTpeMumcs K ToMy, 4Tobbl B Google Play 66110 6e30nacHoO 1 KOMOPTHO BCEM MOSIb30BATENAM.
Hunxe nepeyvncneHbl BUAbl KOHTEHTa, KOTOprIZ CcynTaeTcqd HeI'IOJ:lO6aPOLIJ,VIM N MOXET NPUYNHUTDb Ntoaam
Bpeq.

KoHTeHT CEeKCyalibHOro Xxapakrtepa u HeI'IpMCTOIhHaﬂ JIeKCunka

3anpelyeHo nybnmMkoBaTb NPUIOXEHUS, CopepXKallne nnv NpoaBuratoLLme MaTepuasbl HENPUCTONHOMO
WNN ceKkcyanbHOro xapaktepa (HanpuMep, NopHorpaduio) U Nto6oM KOHTEHT UNK YCyTH,
npenHasHa4yeHHble ang cekcyalibHOro yooBieTBOpeHn4. KpOMe TOro, 3anpeleHbl NPUNoXeHna n
KOHTEHT, B KOTOPbIX, MO BCEW BUGUMOCTM, PEKNAMUPYIOTCS UMW NPeLnaralTcs CEKCYyarbHbIe YCIyru,
npenocTtasnidemMble 3a BO3HarpaxageHue. Takxe HegonyCTuMbl NPUNIOXEHUA, KOTOpPble coaepXXaTt Uunu
NPOABUratoT KOHTEHT, CBA3AHHbBIN C 9KCMyaTaTOPCKUM CEKCYallbHbIM MOBEAEHWEM, UMK
pPacnpOCTPaHSIOT MaTepuarnbl CEKCYanbHOro xapakTepa 6e3 cornacus npucyTCTBYIOWNX B HAX UL,
Mbl MOXeEM chenaTtb UCKNKoYeHne ang copepxxalero Haroty KOHTeHTa, eCJqih OH B OCHOBHOM nMeeT
06pa30oBaTeNbHbIE, XYLOXECTBEHHbIE, LOKYMEHTANIbHbIE UMW HayYHblE LLeNn 1 He NpefHa3HayeH
BbI3bIBaTb CEKCYyaNlbHOE BO3OYXaeHME.

B NpunoxeHuax ¢ katanoramut KHUr 1 GunbMoB pasfiMuHOM TEMaTUKN paspellaeTcs pacnpoCTPaHsTh
KHUMM (B TOM uMCrie SNEKTPOHHbIE U3aHNS U ayAUOKHUIM) U BUAEO C KOHTEHTOM CEKCyanbHOro
xapaKTepa, ecnv coboLaloTCs CeaytoLMe yCnoBus:
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+ KHUIM 1 GpUbMbI C KOHTEHTOM CEeKCyanbHOro XapakTepa COCTaBMAOT Mayto 4O OT 06Lero y1cna
MaTepuanos, NPeacTaBieHHbIX B KaTasore.

+ B npuioXeHnn HET akTUBHOTO MPOABUXKEHNS GUIbMOB MM KHUT C KOHTEHTOM CEeKCyasibHOro
xapakTepa. Takme Npon3BeaeHNs MOryT NOsSBAATLCS B PEKOMEHIaLMsSX Ha OCHOBE UCTOPU
AEVCTBMIN NONb30BaTENSA U BO BPEMSA PEKTaMHbIX aKLUM.

« B npunoxeHun He pacnpoCTPaHSIOTCS KHUMM UK GUIIbMbl, B KOTOPbIX €CTb KOHTEHT, CO3AatoLLMA
yrposy ana geten, nopHorpadus unv gpyrue matepmarbl CEKCyanbHOro XxapakTepa, 3anpeLleHHble
LEeNCTBYIOWNM 3aKOHOLATENbCTBOM.

+ MpunoxeHune 3awWwmnLLaeT HECOBEPLIEHHONETHUX, OrPaHMYMBas UM OCTYN K KHUraMm 1 ¢punbmam ¢
KOHTEHTOM CeKCyanbHOro xapakTepa.

Ecnu npunoxeHve cogepXxuT MaTepmarnbl, KOTOPbIe He OTBEYAIOT YKa3aHHbIM 34eCb NpaBuiam, Ho
CUMTAIOTCS YMECTHBIMU B OMNpefesieHHOM PermoHe, OHO MOXET BblTb AOCTYMHO B 3TOM PErMOHE, HO He
B OpYruX.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLeHU:

N306parkeHusi, Ha KOTOPbIX NMPUCYTCTBYIOT: OBGHAXEHHbBIE NIIOAN B CEKCYaNlbHOM KOHTEKCTE U/Mnmn
opeTble Henopobatowwe Ans NosBNEHNS Ha Ny6nKe; HENMPUCTOWHbIE MNO3bl, MPUYEM NTIOLM, UX
NPVYHUMaIOLLME, NOYTH UV MONIHOCTBIO PA3feThbl MO0 UX N306paxeHMEe Pa3MbITO.

V|306pa)KeHVI9|, aHMMauunnm n UNNICTpPaunmn, copgepxxalmne cekCyanbHble CLUEHbl 1 Bbi3biBatoWmne No3bl
nnun npeacrtasngowme otaesibHble YaCcTh Tena B CeKCyallbHOM KOHTEKCTE.

KOHTEHT, KOTOPbIV COREPXUT N30BPaxeHNE CEKC-UrPYLIEK UK GeTULEN, IBNFETCS PYKOBOACTBOM
MO CeKCy UM CBSA3aH C HE3aKOHHbIMU CEKCYanbHbIMU NMPaKTUKAMU.

KOHTEHT, cofepalyunii HENMPUCTONHYIO NIEKCKKY, B TOM YMCE OCKOPOUTENBHbIE BbIPAXEHNS,
OTKPOBEHHbIE TEKCThI U KJTHOYEBbIE C/TOBA, CBA3AHHbIE C CEKCOM WM TEMaMu 411 B3POCIIbIX.
Mop06HBIN KOHTEHT TakXe 3anpeLleH Ha CTpaHuLax npunoxeHun B Google Play.

KOHTEHT, onnchIBalOWMiA, N306paxatoWnin NI NOOLPSIOLWMIA 300PUANIO.

MpUNoXeHus, NPOABUratoLMe CEKCYyalibHble Pa3BlieUeHns, ICKOPT UK apyrue GopMbl CEKCYalbHbIX
yCnyr, KOTOpble NPEAOCTaBNAAIOTCS 38 BO3HArPaxAeHVe, B TOM YUCIIE CEPBUCHI, CMOCOBCTRYoLMe
3HAaKOMCTBaM UM [OFOBOPEHHOCTSM O CBMAAHUAX, FOe OAVH M3 y4aCTHUKOB NpepaaraeT 4pyromy
AEHbrM, MOAaPKM UM GUHAHCOBYHO MOAAEPXKKY.

MpUNoXeHNs, B KOTOPbIX NMOAEN YHUXKAKOT UM PacCMaTPUBAOT Kak CeKCyarbHbI 06BbEKT.
Hanpumep, cloga OTHOCATCS YTBEPXAEHUS, YTO MPUIIOXKEHNE MOXET BUPTYanbHO pasfeBaTh Nogewn
WM NOKa3bIBaTb TO, YTO CKPbITO NOA OAEXA0W (faXe B Ka4ecTBe WYTOK M PO3birpbILLen).

KOHTEHT nnu 0encTBus, CBS3aHHbIe C Yrpo3amu UK SKCMyaTaumen CEKCyallbHOroO XapakTepa,
BKtoYas GOTOCHEMKY 6E3 pa3peLLEHIS, 3annCb BULEO 1 poTorpadpupoBaHmne CKPbITOM KaMepow,
n3o06paxxeHnss CeKCyasibHOro XxapakTepa, Co3faaHHble 6e3 paspelleHns B Buae aundenka nnm c
NMOMOLLbIO aHANTOTMYHBIX TEXHOMOMMI, @ TakXXe OCKOPBUTENbHbIE MaTepuarnbl.

ID,VICKpVIMVIHa LNOHHbIE BblICKa3blBaHUS

3anpeu.|.eHo I'IyﬁJ'IVIKOBaTb NPUNOoXeHnd, NnponaraHanpytowmne Hacunme nnn pas3xurarowme HeHaBUCTb K
KaKuM-m60o indaM n coumanbHbIM rpynnam Ha noyee pacosoﬁ, STHUYECKOW UNK HaLI,VIOHaJ'IbHOIZ
NPUHaANeXHOCTU, BeponcnoseaHng, MHBanngHOCTU, BO3pacTa, CTaTyCa BETEPaHa, ceKcyaanoﬁ
OopueHTauumn, nona, reHnepHon MOEHTUYHOCTU, KaCTbl, UMMUTPALMOHHOIo CTaTyCa 1 Apyrmux
NPU3HaKOB, CBA3aHHbIX C CUCTEMATNYECKON JJ,VICKpI/IMI/IHaLI,VIeVI nnn MaprMHanmaau,mel?l.

MpunoxeHuns, cogepxalune obpasoBaTesibHbIe, XyA0XECTBEHHbIE, AOKYMEHTANbHbIE U HayYHble
MaTepuarnbl Ha TEMY HaLM3Ma, MOryT 6bITb 3a05I0KMPOBaHbI B HEKOTOPbLIX CTPaHax B COOTBETCTBUN C
LEeNCTBYIOW MM 3aKOHOLATENBCTBOM.

BoT npuMepbl Haubonee pacnpPoOCTPaHEHHbIX HapYLEeHU:

+ KOHTEHT nnv yTBEPXAEHNS, NPU3BaHHbIe YOeOuUTb B TOM, YTO OnpefeNieHHas rpynna nofem akobbl
HEerMonHOLEeHHa, HEHOPMaJSibHa UMK 3acCyXXMBAET HEHABUCTMU.



. anIJ'IO)KeHVIﬂ, copepxawme oUCKpUMMHaLNOHHbIE 3agBNeHNd, CTepeoTUnbl UM TEOPUN O TOM, UTO
onpepeneHHon rpynne nogen aKo6bl NPUCYLLM HEFaTUBHbIE XapaKTEPUCTUKK (HanpuMep, XXagHOCTb
UM 6E3HPABCTBEHHOCTD). MPUSTOXKEHWS, B KOTOPbIX IBHO UJIN HESIBHO YTBEPXOAETCS, YTO HEKAs
rpynna niofen npeacTasnseT cobom yrposy.

+ MaTepwansl nnv BbiCKa3biBaHWUS, CO3[aHHbIE AJ1F TOro, YTO6bl y6eauTb Lpyrux B TOM, YTO NIOAEN
MOXHO HEHaBUAETb MU NOABEPraTh AUCKPUMUHALMN HA OCHOBaHUM MPUHAANEXHOCTU K
onpeneneHHon rpynne.

° MaTepmanbl, KOTOpbIe nNpoaBUratoT nosegeHue, anI/I6yTVIKy, cbnarm, CUMBOIJbl NN 3HAKW OTNNYNS,
CBsA3aHHbI€ C rpynnamMmun, nponaraHgnpyrowmmMmmn HEHaBUCTb.

Hacunwue

3anpelyeHo ny6nmnkoBaTb NPUIOXEHNS, KOTOPbIE M306paXxatoT onacHble 4eNCTBUS UK
HeonpaBLaHHOE HAacWUMWeE, @ Takxe CNoCOBCTBYIOT UM. MPUNOXEHMS, N306paxatoLie BbIMbILLIEHHOE
Hacunue B KOHTEKCTE Urpbl, Kak MPaBuIIo, pa3peLleHsl. Hanpumep, B urpax o6 oxote unu poibasnke, a
TakXe MOCTPOEHHbIX Ha CIOXEeTax MyNbThUIbMOB.

BoT npuMepbl Hanbonee pacnpoCTPaHEHHbIX HapyLIEeHU:

+ PeanucTunyHbie N306paXxeHns nnm nogpobHble ONUCcCaHNs HAaCUNbCTBEHHbIX AEUCTBUMN MO OTHOLWEHUIO
K YeNloBEKY UNIN XMBOTHOMY.

« MpunoxeHus, nponaraHanpytoLLe caMmoybuincTBo, NpuynMHeHne cebe Bpefa, HapyLeHWe NULEBOro
NoBefeHWs, Urpbl ¢ acPUKCUEN 1 Opyrue [ENCTBUS, KOTOPbIE MOFYT NPUBECTU K CEPbE3HBIM
TpaBMaM Wn CMEPTH.

HacunbcTBeHHbIN 3KCTpeMUsm

Mbl He MO3BONSIEM TEPPOPUCTUYECKUM WU APYTMM OMACHBIM OPraHN3aLnaM UM OBUKEHUSM, KOTOPbIE
B35/1 Ha cebst OTBETCTBEHHOCTb 3@ aKTbl HACUIIMS B OTHOWEHWN FPaXAaHCKMX JIUL, y4acTBOBaNu B
HWUX UM FOTOBUAMCH K HUM, Ny6nMKoBaTb npunoxeHus B Google Play gns nobbix Lenewn, Bkaodas
BEpOOBKY.

38I'IpeU.|,eHbI NPUNOXEHUSA, B KOTOPbIX COAEPXNTCA KOHTEHT, CBSA3aHHbIN C HACUIIbCTBEHHbIM
OKCTPEMU3MOM, a TaKXXe MaTepualbl, KacatolWwmnecq niaHMpoBaHN4, NOAroToBkKMN NN NOOLWPEHNSA
Hacunma B OTHOWEHUN rpaXKgaHCKUX nuu, HanpuMmep nponaraHgnpyrowmne TeppopnucTmnyeckyto
[EeATEeNIbHOCTb, NPU3bIBalOLWMe K HAaCUJTUIO U NpocnaBngdtowme TepakTbl. Ecnun Takon KOHTEHT
COAEepPXNTCA B Balnx O6pa3OBaTeJ'IbeIX, AOKYMEHTaJIbHbIX, HaY4YHbIX NN XyA0>XXECTBEHHbIX
MaTepuanax, conposogunTe ero HeO6X0,D,VIMbIMVI NOACHEHNAMMN.

Tparunuyeckue cobbiTus

3anpelyaetca nybnnkoBaTb NPUNOXKEHUS, KOTOPbIE CMIEKYINPYIOT Ha COBLITUSAX, TPEBYIOLLNX
LeJIMKaTHOrO OTHOLEHWS Y UMEIOLUX CYLLECTBEHHOE COLMANIbHOE, KYNbTYPHOE UK MOSIMTUYECKOe
BNUaHME (rpaxpaHcKme YpesBblyaiHble CUTyalun, NPUPOLAHbIE KaTakn3Mbl, Ype3BblYalHbie CUTYaLNn
B chepe 34paBoOXpaHeHNs, KOHPINKTbI, CMEPTU U Apyrue Tparnyeckme cobbiTus), UNu BbipaxatoT
KpaviHee npeHebpexeHune umu. MpunoxeHns, cogepxaline MaTepuarnsl 0 CobbITUM, TpebyoLeM
[eNMKaTHOrO OTHOLIEHMS, MOTYT BbITb Pa3peLLEHbl. ATO KacaeTcs C/y4Yaes, Koraa KOHTEHT UMeeT
06pa30oBaTeNbHYI, OKYMEHTANbHYIO, HaYUYHYHO UM XYBOXECTBEHHYIO LLEHHOCTb M6O co3faH, YTobbI
npepynpeauTb UM NPorHGOPMUPOBaTL NONb3oBaTeNlen 06 3TOM COBbLITUM.

BoT npuMepbl Hanbonee pacnpoCTPaHEHHbIX HapyLIEeHU:

+ BeCTakTHOCTb MO OTHOLIEHMIO K CMEPTU PEaNIbHOro YeI0BEKA UMM FPYNMbl NIOAEW, HACTYNUBLLEN B
pesynbraTe eCTECTBEHHbIX MPUYMH, CAMOYBUNCTBA, NEPEfO3NPOBKU U T. A,

° OTpVILI,aHVIe MN3BECTHOIoO Tparn4yeckoro cobbITug, noATBEPXOEHHOro oOKYMEHTAaNbHO.

* M3BneyeHmne Bbiroabl U3 COBLITUS, TPEOYIOWEro AeNMKaTHOrO OTHOWEHWS, 6e3 okasaHus SBHOW
noMoLwmn nocTpapaBWnM.



N3peBaTenbcTBa U yrposbl

3anpeLleHo Ny6mMKoBaTb NPUMIOXEHNS, COAepPXKaLLne yrpo3abl, N3neBaTenbCcTBa M [OMOraTeNbCTBa, a
TakKXe CMOCOOCTBYIOLWME COBEPLLIEHMIO TAKUX AENCTBUN.

BoT npuMepbl Haubonee pacnpPoCTPaHEHHbIX HapyLEeHU:

* ViI3geBaTenbcTBa Hag XepTBaMn MeXAYHapPOAHbIX NN PENUTNO3HbIX KOHd)J'II/IKTOB.

« MaTepuansl, HanpaBEHHbIE Ha KCMJTyaTaLuo OPYruX IloLen, HanpUMEpP Ha BbIMOraTeNbCTBO UMK
WaHTax.

+ PasmelleHne MaTepuranos ¢ Lenbto My6IMYHO KOro-TO YHU3UTb.
+ Hanapku Ha nuu, NocTpafaBLUNX B pesynbTaTe Tparmieckoro cobbiTUS, UIN Ha UX POACTBEHHUKOB U
Lpy3en.

OnacHble ToBapbl

3anpelaeTcs NybnnkKoBaTb NPUIIOXEHMS, C MOMOLLbIO KOTOPbIX MOXHO NPUOBPECTH B3pbIBYATLIE
BeLeCTBa, OrHeCTPeNbHOE OPY>XUe, MAaTPOHbI, @ Tak)Xe HEKOTOPble AeTanu A OrHECTPESIbHOro
opyXus.

+ 3anpelyeHbl AeTanu 1 NpUcnocobneHns, KoTopble NO3BONAIOT UMUTUPOBATb aBTOMATUYECKUIA OFOHb
WY NpefHa3HaYeHbl A8 Nepenenkn OpyXxms B aBTOMaTUYECKOE, B TOM YMACTIE NOABUXKHbIE IOXMK,
aBTOMaTMYECKUE CMYCKOBbIE YCTPONCTBA, HAbOPbI A8 NepeobopyLoBaHUS OPYXUS, a TakxKe
MarasuHbl U NeHThI, cogepxalne 6onee 30 NaTPOHOB.

3anpeleHo ny6mMKoBaTb NPUNOXEHUS, COREPXaLLNEe UHCTPYKLMM MO MPON3BOACTBY B3PbIBYATHIX
BELLECTB, OFTHECTPENbHOIO U APYroro Opyxus, NAaTPOHOB, a TakXe 3arnpeLLeHHbIX AeTanemn ons
OrHEeCTPENbHOrO OPYXMUsi. 3TO OTHOCUTCS B TOM UMCHE K MHCTPYKLMUAM MO UMUTALMN aBTOMaTUYECKOro
OrH$l UMW NepPefenke OrHECTPENbHOIO OPYXKMs B aBTOMaTUYECKOE.

MapwuxyaHa

3anpelyeHo nybamnkoBaTh NPUNOXKEHWS, C NMOMOLLBIO KOTOPbIX MOXHO MPUOBPECTU MapUXyaHy Uu
NPOAYKTbl C HEN (HE3AaBMCUMO OT TOrO, HACKOMbKO TaKu1e NMOKYMKWU 3aKOHHbI).

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapyLIEHUN:

« MprnoxeHuns, B KOTOPbIX NONb30BATENIN MOTYT 3aka3aTb MapuXxyaHy C NMOMOLLbI0 BCTPOEHHON
KOP3WHbI.

° CepBVICbI, KOTOpPblE€ MOMOratoT NoNb30BaTENAM OpPraHM30BaTb AOCTaBKY MapuXyaHbl.

+ CepBuCbl, KOTOPbIE 0BNEryaoT NPUOBPETEHNE NPOAYKTOB, COAEePXalLNX TeTPparnapokaHHabuHon, B
TOM uKClie Macesl Ha OCHOBe KaHHabuauona.

Ta6auHble n3pgenva n ankorosib

Sanpeu.LeHo I'Iy6J'IMKOBaTb NPUNOXEeHNA, C NOMOLWbIO KOTOPbIX MOXXHO NOKYNaTb TabauHble n3pgennda um
copepikalime HUKOTUH TOBapbl, B TOM YMCNE SNTIEKTPOHHbIE CUTapeThl, BEWMbl M cOcaTeNbHbIN Tabak, a
TakKXXe NpunoXeHud, noowpdowmne He3akoHHOE U HegonycTtnMmoe n0Tpe6neHV|e ankorons, Tabaka
NI HUKOTUHA.

JononHuTtenbHas uHdopmauus

« 3anpelaeTcs N306paxaTtb TO, KAK HECOBEPLLUEHHONETHNE YNOTPEBNSIOT UK NpUobpeTatoT
anKoronbHble HaNUTKKN 1 TabayHble mn3pgennd. Takxe He pa3peleHo noowpaTb NX Npoaaxy oeTdamM n
nobyxaaTb HECOBEPLEHHONETHUX NOTPEGNSATL TakmMe NPOJYKTbI.

+ HeponycTuMbl MaTepuarnsl, NogpasyMeBatolyune, 4to ynotpebneHue Tabaka MOXET NOBbICUTb
WHTENNEeKT, CTaTyC B O6LWeCTBe Uiy ynyylumTb NPopeCCUOHaNbHOE NOSTIOXEHNE, CEKCYanbHYIO XMU3Hb
unu dusnyeckyro opmy.



+ He paspeluaeTtcsa co3naBaTb NONOXUTESbHbIN 06Pa3 YPE3MEPHOrO YNOTPEOEHUS afiKOross, B TOM
yucre 3arnoeB U COPEBHOBAHMI MO PACTUTUIO CMIMPTHbBIX HAMUTKOB.

+ 3anpelyaeTca pekiaMmMpoBaTb, NPOABUraThb U ABHO LEMOHCTPUPOBaTh TabauHble n3genmnsa. 3To
TaK>Xe OTHOCUTCH K CBA3aHHbIM C HNUMU 6aHHepaM, KaTeropuam ToBapoB U CCbl/iIkaM Ha CaﬁTbI, roe
npopaetcsa Tabak.

+ Mbl MOXeEM pa3peLLnTb OrpaHUYeHHyI0 Npogaxy TabauHblX U3[ENWIN B MPUNOXEHNUIX ONS OCTABKM
eLbl/MPOAYKTOB B HEKOTOPbIX PETMOHAX MPW YCIIOBUM COBMIOAEHNS 3aLMTHBIX MEP MO NMPOBEpPKe
BO3pacTa (Hanpumep, NPOBEPKN YAOCTOBEPEHUS IMYHOCTM NPY LOCTaBKE).

+ Mbl MOXeEM pa3peLnTb NPOAAaxy TOBApPOB, PEKIAMUPYEMbIX B KAYECTBE NOMOLLY Ans 3baBneHns ot
HMKOTMHOBOW 3aBUCUMOCTU, MPW YCIIOBUM COBMIOAEHNS 3aLLMTHBIX MEP MO MPOBEPKE BO3PACTa.

PurHaHcoBbIE YCnyrU

3anpelyeHo nybnmnkoBaTh NPUNOXEHWS, NPefoCTaBNsoWMe NoNb30BaTENIM fOCTYN K BBOASLLUM B
3abnyxngeHne unmn BpegoHOCHbIM GMHAHCOBLIM MPOAYKTaM U YCyram.

OUHaHCOBbIMM CYNTALOTCH BCE npoaykKTbl U yCcnyrn, CBa3aHHbI€ C ynpaBneHneM d)VIHaHCaMVI,
MHBECTULUMNAMU N KPUNTOBANIKOTaMK, B TOM YCNe NepCoHallbHble KOHCYNbTaUnN.

Ecnu Bawe npunoxexune npegnaraet Unu peknammnpyeT GrHaHCOBbIe NPOAYKTbLI U YCIYri1, OHO AOMKHO
COOTBETCTBOBATb TPE6OBAHUAM FOCYAaPCTBEHHOIO U MyHULMMANBHOMO 3aKOHOAATEIbCTBa BO BCEX
CTpaHax 1 pervoHax, 4ns KOTOpbIX OHO NPeaHasHaueHo, —Hanpumep, cogepxaTb MHbopMaL Mo, 0cobo
OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

Pa3paboTumkaM NpunoxXeHui, B KOTOPbIX eCTb GUHAHCOBbIE GYHKLMK, HYXKHO 3aM0SIHUTb CreunanbHyto
neknapauuto B Play Console.

BuvHapHble onuMoHbI

3anpelyeHo ny6mMKoBaTb NPUNOXEHUS, NMO3BONSIOLME NONb3OBATENSM TOProBaTh GMHAPHLIMU
onunoHaMu.

MoTpebutenbckune kpeanUThbI

CornacHo HalwuM npasuniaM, K noTpebuTenbCkuM KpeanTaM OTHOCATCS CCYAbl, EAMHOBPEMEHHO
npegocTaBnseMble GU3NYECKUM JIMLLOM UM OpraHn3aLmen OTAENbHOMY KIIMEHTY He Afis
NpuoBpeTeHNs OCHOBHBIX CPEACTB UKW onnaThl 06pa3oBaHus. MoTpebuTenam Takux ycnyr
Heob6x0aMMO NPefoCTaBNATb CBEAEHUS O KAYECTBE, XapakKTepPUCTMKAX, KOMUCCUM, rpadurkax
MoraleHus, PUCKax 1 NPenMyLLECTBaX KPeLUTHbIX MPEQJIOKEHWU, YTOGbl OHU MO MPUHUMATb
B3BELUEHHbIE peLleHus.

« MpumMepsbl: NOTPEBUTENBCKNE KPERMUTDI, KPEAUTLI HATMUYHBIMKM, 3aMbl MEXAY PUINYECKUMM NTMLAMMU,
KpeauTbl o 3anor aBToMobumns.

+ He oTHOCSITCS K 3TOWN KaTeropmm: UNoTeka, KPeAUTbl Ha NMOKYNKy aBToMobunen, BO306HOBNSEMbIE
KpeauTbl (KapTbl, NEPCOHAaNbHbIE KPEAUTHbLIE CYETA).

Ecnu Bbl npepnaraeTte noTpebutenbckre KPeauThl, B TOM YACE BbIAAETE NX HANPSaMyLo, 3aHUMaeTeCh
NPUBEYEHNEM NOTEHLMASBHBIX KITMEHTOB UMW NMOMOraeTe NoTpebuTensaM CBA3bIBaTbCS CO
CTOPOHHMMU KpeauTopamu, Beibepute B Play Console kaTeroputo "®uHaHcb!" s NpunoxeHus u
0693aTenbHO yKaxuTe cnepyolyto MHGOPMaLMIO B €ro MeTafaHHbIX:

* MVHUMarbHbIN U MaKCUMasbHbIA Nepuop NoraweHns gonra;

+ MaKCUMasbHy0 rofoBYIO NMPOLEHTHYIO CTaBKY, B KOTOPYHO OBbIMHO BKIIOYAETCA KpeanTHasa CTaBka, a
TakKXXe KOMUCCUM 1N NpoYvne pacxoabl 3a rof, Uian >Xe apyryto aHanorn4yHyto ctaBky B COOTBETCTBUU C
LEeNCTBYIOWNM 3aKOHOLATENbCTBOM;

* NoKasaTesbHbIN NpuMep pacyeTa obLien CTOMMOCTH 3aMa, BKOYasi OCHOBHYIO CyMMY [JOJra v
LEeNCTBYHOLNE KOMUCCUY;


https://play.google.com/console/app/app-content/financial-features

* MONUTUKY KOHOUAEHLMANBHOCTH, B KOTOPOW NOAPOBGHO ONUCAHO, Kak U As Yero NpuioXeHne
MCMoNb3yeT U COBUPAET NMYHbIE U KOHbUAEHLMaNbHbIE NONb30BaTENbCKNE [aHHble, a Takxke
nonyyaeT 1 NPefoCcTaBaseT K HAM JOCTYN B COOTBETCTBUN C 3TUMU NPaBUIaM.

3anpelyeHo nybnvMKoBaTb NPUIOXEHUS, Npeanaratolmne noTpebuTenbckne KpeauTbl, KOTopble
HEeO6XOLAMMO MOMHOCTbIO NOracuTh B TeYeHne 60 AHeW Noce Bblgauv Ui paHblue (KpaTKOCPOUHble
noTpebUTENbCKNE KPEOUTDI).

MpaBuna MOryT He AeNCTBOBAaTb B OTHOLLIEHWMN NMPUITOXEHWI, NPeLnaralolnx noTpebuTenbckme
KpeauTbl B CTpaHax, NPaBoOM KOTOPbIX SBHO pa3peLleH Takow B, KPeaMTOBaHNS. BO3MOXHOCTb
cLenaTb UCKIOYEHNE U3 NPaBWI OLEHNBAETCS UCXOAS U3 MECTHOIO 3aKOHOAATENbCTBa.

Y Hac ponXHa 6blTb BOSMOXHOCTb YCTaHOBUTb CBSA3b MEXAY BallMM akkayHTOM pa3paboTynka 1
MOBbLIMM IMLEH3NAMUN U LOKYMEHTaMM, KOTOPbIE Bbl OTNPaBASETE HaM 419 NOATBEPXKAEHMS TOro, YTO
Bbl MOXETE NPefoCTaBNsATb NOTPebUTenbcKme KpeauTbl. Mbl TakXe MOXEM 3anpoCcuTb
LOMNONHUTENbHbIE MaTepMabl, YTO6bl yB6eanTbCS, YTO Bbl COBNIOAAETE MECTHOE 3aKOHOAATENbCTBO.

MpUNoXeHNs, KOTOPbIE NPeAnaralT NOTPebUTENbCKMNE KPeAUTbI UM OCHOBHbBIM Ha3HaYeHUEM
KOTOPbIX SBNISETCS MOMOLLb B MOSYYEHUN TakUX KPEQUTOB (HanpuUMep, NOUCK KIIMEHTOB UK
nocpesHUKOB), NMB0O BCNOMOraTenbHble MPUNOXEHNUS (HanpUMep, KPeauTHbIE KanbKynsTopsbl,
CMNPaBOYHUKM MO KPEAUTHBIM YCINOBUSAM U T. [.), @ TakXXe NPUIIOXeHUs, MPefoCTaBnsoLne 3aimbl B
cyeT 3apaboTHOW NNaThl, HE [OMKHbI UMETb [OCTYN K KOHGUAEHUMANbHON MHGOPMALIMK, B TOM YuCie
doTorpacduam 1 koHTakTaM. 3anpeLLaeTcs UCMONb30BaTh Clefytolme paspeLleHus:

+ Read_external_storage.
+ Read_media_images.

- Read_contacts.

« Access_fine_location.

+ Read_phone_numbers.
+ Read_media_videos.

* Query_all_packages.

- Write_external_storage.

K npunoxeHunsM, B KOTOPbIX UCMONb3yeTca KoHbuaeHuransHas nHpopmauus unu APl ¢ focTynom K
TakuM JaHHbIM, MPUMEHSIOTCS LOMONHUTENbHbIE TPEBOBAHWS U OrpaHnYeHrs. [JONONHUTENbHYIO
MHPOPMaLMIO Bbl HAMAETE B NpaBuiax UCMOJb30BaHWUS Pa3peLeHnii.

MoTpebuTrenbckue KpeauTbl C BbICOKOW rOf0BOIN NPOLLEHTHOM CTaBKOM

B CLUA 3anpelLeHbl NpUnoXeHns, npeparatolme noTpebutenbckme KpeanTbl C FOf0BON NPOLEHTHON
cTaBkom oT 36 %. Nybnukyemble B CLUA npunoxeHuns, npegnaratowme noTpedbuTtenbckme KpeauThl,
LOMKHbI copgepXaTb MHPOPMaLLMIO O MaKCUMalbHOM rOf0BOM NPOLEHTHOW CTaBKe, PaCCYMTaHHOW B
COOTBETCTBUM C 3akoHOM "O cnpaBeanneom kpeputosaHum” (TILA)

OTW NpaBuia OTHOCATCS K MPUIIOXKEHNSM, KOTOPbIe NpeanaraloT KpeauTbl Hanpamyto, Uyt
NOTeHUManNbHbIX KITMEHTOB UM MOMOratoT NOTPEOUTENSM CBA3bIBATLCS CO CTOPOHHUMU KPEAUTOPAMU.

TpeGOBaHMSI B OTOEeJIbHbIX CTPaHaXx

B oTHOLEHMN NPUOXEHWI, NPEeANaraoLmx NoTPebUTENbCKNE KPEAUTbI NONb30BATENIM U3 YKa3aHHbIX
HWXe CTpaH, LeNCTBYIOT fOMNONHUTESbHbIE TPeboBaHMs. ECiv Bbl NnaHUpyeTe pacnpoCTPaHaTb Takne
NPUNOXEHUS, TO JOSMKHbI 3anonHUTL B Play Console pneknapaunto dnuHaHcoBbix GyHKLMA. Bbl 0693aHbI
no 3anpocy Google Play oTnpaBuTb LONONHUTENbHbIE CBEAEHUS UMM JOKYMEHTbI, MOATBEPXAAOWNE
COOTBETCTBUE AENCTBYIOLMM HOPMATUBHbLIM U NIMLEH3NOHHBIM TPeBOBaHMAM.

1. UHpgusa

« Ecnun y Bac ecTb nuueH3uns PesepBHoro 6aHka IHAMM Ha Bblgavy NoTPEBUTENBCKUX KPEAUTOB,
OTNpaBbTe HaM A5 MPOBEPKMN €€ KOMMUIO.


https://support.google.com/googleplay/android-developer/answer/9888170
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
https://play.google.com/console/app/app-content/finance-declaration

+ Ecnu Bbl He yyacTByeTE B KPEQUTOBAHUN HAMPsSIMYIO U TONbKO NpefocTaBnseTe nnatoopmy,
KOTOpas ynpoLyaeT NpoLecc Bblfauv KpeanToB 3apermcTprupoBaHHbIMU HEGaHKOBCKUMM
KpeauTHbIMU opraHnsaumammn (HE®O) unm 6aHkamu, ykaxute aTo B feknapaumn.

+ HanvmeHoBaHWs Bcex 3aperncTpupoBaHHbix HBOO 1 6aHKOB [OMXKHbI ObITb MEPEUNCTIEHDI B
OMUCaHUN NPUNOXEHNS, 1 3Ta MHPOPMaLMS [OKHA OblTb XOPOLO 3aMeTHa.
2. UHpoHe3ua

+ Ecnv Balle NpunoxeHve CBA3aHO C OKa3aHWEM yCnyT LndpoBOro KpeanToBaHns B COOTBETCTBUM
¢ Nonoxexnem OJK N2 77/POJK.01/2016 (MOXET BpeMs OT BPEMEHN U3MEHSATLCS), Bbl 06S3aHbI
NpefocTaBuUTb HAM NS NPOBEPKU KOMUIO AENCTBYIOLWEN NIMLEH3NN.

3. duaunnuHb

+ Bce purHaHCOBbIE M KpeanTHbIe KOMMaHWK, Npeaarale KpeauTbl Yepes nnatdopMbl OHSTANH-
KpeauToBaHUS, OOMKHbI NONYYMTb PErncTpaLmnoHHbin Homep SEC (SEC Registration Number) un
Homep cepTudukaTa nonHomoumn (Certificate of Authority Number) ot Komuccum dununnmu no
LleHHbIM Bymaram 1 6upxam (PSEC).

+ B onucaHuy npunoxeHus Takxe He0b6xo4MMO yKasaTb Ha3BaHNE KOMMaHUW/KOPNopaLuy,
perncTpaumnoHHbii Homep PSEC 1 HoMep cepTudurkaTa NosiHOMOUNIA Ha ynpaBrieHne
duHaHcoBON UK KpeamTHOM opraHusaumen (Certificate of Authority to Operate a
Financing/Lending Company).

+ MpunoxeHuns, CBI3aHHblIE C OCHOBAHHOMN Ha KPeauToBaHUM KpayndaHaMHIOBOW AeSTENbHOCTLIO,
Takou kak P2P-kpenuToBaHue, uam gpyrom nogobHon fesTenbHOCTH, yKa3aHHOW B
dununnuHckux Monoxerusx o kpayadaHguHre (CF Rules), pomkHbl 06pabaTbiBaTh TPaH3aKLMM
yepes kpayadaHLMHIOBbIX MOCPELHNKOB, 3apPErncTpUpPoBaHHbIX Komuccuen ®ununnuH no
LLeHHbIM BymaraM 1 bupxam.

4. Hurepus

+ LUndposbie kpegutopsl (LLK) gonxHbl 3anonHnTb dopmy LIMITED INTERIM
REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR DIGITAL LENDING o6pa3sua
2022 roga (MoxeT BpeMsi OT BPEMEHU U3MEHSATLCS), KOTopas yTeepxaeHa ®epepasnbHon
aHTVMOHOMOJIbHON KOMUCCHEN Mo 3awnTe npas notpebutenen (FCCPC) Hurepum, n
NPUAEPXKMBATLCS YKa3aHHbIX B GOpMe NOonoxXeHun. Takxe HeobxoanMo NonyunTb
BepubuLmpyemoe nucbMo-noaTeepxaeHne ot FCCPC.

+ ArperaTtopbl KpeauTHbIX MPELIOXEHNN 0693aHbl NPEROCTaBNATb AOKYMEHTbI, MOATBEPXAatoLWMe
NpaBO OKa3blBaTb YCNyru LMdPOBOro KPepmMToBaHUS, a Takke KOHTakTHY0 MHPopmaumio Bcex LK,
C KOTOPbIMU OHU COTPYAHUYAIOT.

5. KeHus

+ LUndposbie kpegutopsl (LIK) fomxHbI NponTn npoueaypy pernctpaumm LK v nonyymTs nMueH3uno
oT LleHTpanbHoro 6aHka KeHnun (LIBK). BMecTe ¢ feknapauneinn BaM HEOH6XO[MMO NPeRoCTaBUTb
Konuio ceoen nuueHsum ot LBK.

« Ecnu Bbl He yyacTByeTe B KPEAUTOBAHMU HAMPSAMYIO U TOMbKO NPefocTaBnsgeTe nnatoopmy,
KOTOpas ynpolLyaeT NpoLecc Bbigaun KPeauToB 3aperncTpupoBaHHbiMm LIK, ykaxuTe 1o B
LeKnapauuu n npegocTaBbTe Konum nuueHaui LIBK gns ceonx napTHepOB.

« Ceyac Mbl MPYHUMAEM AekrnapaLmm U TIMLEH3UM TONbKO OT JIWLL, KOTOPbIE NEPEYUCTIEHDI B
PeecTpe uudposbix kpeanutopos (Directory of Digital Credit Providers), ony6nMKoBaHHOM Ha
oduumnansHom cante LIBK.

6. MakucraH
+ Jliobag HebaHKOBCKaa KpeauTHaa opraHusauna (HBOO) MoxeT ony6mMkoBaTh TONbKO OAHO
npunoxeHue pns uMPPOBOro KPEeANTOBaHMS. ECM Bbl MOMbITAETECH PAa3MECTUTb HECKOSbKO
TaKMX NPUNOXEHWN, Ball aKKayHT pa3paboTymka 1 BCe CBA3aHHbIE aKKayHTbl MOTYT BbiTb
3a6110KMPOBaHbI.
+ Yt06bl OKa3bIBaTb yCNyru UMbpPOBOro KpeamMToBaHus B MakncTaHe UM NOMoraTb B UX NOSYyYEHUU,
HY>XHO OTNPaBMTb BblgaHHOe KoMuccumel no LeHHbIM ymaram u 6upikam MakucTtaHa (SECP)



CBUOETENbCTBO, NOATBEPXKAAIOWEe NPAaBO Ha TaKylo OeATENbHOCTb.
7. TannaHg
+ PaspaboTunkam NpuioxeHun, NpegnaraoLwmx noTpebutensckmue KpeguTbl B TannaHge ¢
MPOLEHTHOM CTaBKoW 15 % 1 BbIle, HY>XXHO NONYYUTb NULEH3NIO OT BaHka TannaHga nnm
MuHncTepcTBa dpuHaHCOB. OHM TaKXKe AOMKHbI NPEfOCTaBUTb LOKYMEHTbI, MOATBEPXAatoLWme,
YTO C NMOMOLLbIO MPUMAOXKEHNS MOXHO MOMyYaTb NOTPEBUTENBCKME KPEAUTbI B 3TON CTPaHe UK
nopaBaTh 3as1BKY Ha HMX. B 4yacTHOCTW, HEOBXO[MMO OTNPAaBUTL:
« Konuto NNUEH3NN Ha OedTeNnbHOCTb B Ka4YeCcTBe HaHOd)I/IHaHCOBOPI opraHunsaunn nnum
NoCTaBLLMKa NOTPEBUTENBCKUX KPpeanToB. [LJOKYMEHT [OMXKEH ObiTh BblaaH baHkoM TamnaHga.
+ Konus nuueHsnm Ha fesTenbHOCTb B KayecTBe NMKOPUHAHCOBOW OpraHn3aumn. JoKyMeHT
LOmMKeH 6bITb BblgaH MUHUCTEPCTBOM GUHAHCOB.

BoT npuMep pacnpoCcTPaHEHHOro HapyLeHus:
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Easy Loans

*

Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

Get cash sent to your bank account!

Safe and easy

Great short-term rate

Fast lender approval

Easy to use

Loan delivered in an hour
Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn’t disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs
for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees

A3apTHbIe Urpbl, Urpbl 1 COPEBHOBAHWS C pearnbHbIMU OEHEXHbIMU
npu3amu

MpUNoxeHUs N pekiaMHble 06bSBNEHUS, CBA3aHHbIE C a3apPTHBIMU UrPaMu Ha peasibHble feHbIN, a
TakXe NPorpamMMmbl NOSSIbHOCTU B UTPOBON GOPME U MPUSIOKEHUS A KOPOTKUX GIHTEIN-TYPHUPOB
paspeLLeHbl NPU YCIOBUM, YTO OHM COOTBETCTBYIOT ONpPEefeNieHHbIM TPEOOBaAHUAM.

MpunoxeHus pnsa asapTHbIX Urp

[JonyckaloTcs NPUIOXEHWs, KOTOPbIE NMO3BOSIOT UMM MOMOraloT YY4aCcTBOBATb B @3aPTHbIX OHMAMH-
Urpax B onpefefieHHbIX CTpaHax, ecyim cobrogeHsbl BCe orpaHnmyeHns n npasuna Google Play, a
pa3paboTumk noparn 3asBky  Ha pacnpocTpaHeHue B Google Play npunoxeHuin ansg azapTHbIX Urp 1
nonyymn paspeteHue. Mpu 3ToM pa3paboTunk SBNSETCS OL0OPEHHBIM rOCYLapCTBEHHBIM ONepPaTopoOM
W/ 3aperncTpMpoBaH B MECTHOM BEAOMCTBE, OTBEYAIOLLEM 33 UFOPHYIO AEeATENbHOCTb, U
NpPeaoCTaBni AENCTBYIOWYIO NMLEH3MIO A9 OCYLLECTBNIEHUS B CTPAHE TOW UTOPHON AESTENBHOCTH,
KOTOPYIO OH Npepnaraert.


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/contact/gambling

Mbl [onyckaeM TONbKO Te NUUEH3NPOBaHHbIE UK pa3peLlleHHble NPUNIoXeHUd, KOTopble npeanaratoT
cnepyrouwme Buabl a3apTHbIX OHJ'IaVIH-VIFpZ

*+ OHNaMH-Ka3unHo;

+ CTaBKV Ha pe3ynbTaTbl CMOPTUBHbIX COPEBHOBaHMM;

+ CKauku (roe perynMpoBaHue v NULEeH3MPOoBaHNe OCYLLECTBNSIOTCS OTAENIbHO OT CTaBOK Ha CropT);
. noTepev;

* KOPOTKME GIHTESN-TYPHUPBI.
Pa3peLueHHble NPUIoXKeHUs [OMKHbI COOTBETCTBOBATb CMIEAYIOWUM TPeBOoBaHNAM:

+ PaspaboTumk nogasn 3agsKy 1 NOAy4Ynn paspelleHne Ha pacnpoCTpaHeHNe NPUNoXeH1s Yepes
Google Play.

+ MpunoxeHue He HapyLllaeT AENCTBYOLWME 3aKOHbI U OTPACEBbIE CTaHAAPTbl CTPaHbl, B KOTOPOW OHO
6yLeT pacnpoCcTpaHATbCS.

+ Y pa3paboTunka ecTb AENCTBYIOWAs NLEH3VS Ha BeeHVe UTOPHON AeaTeNlbHOCTM AJ1F BCeX CTpaH
WNW WTaTOB/TEPPUTOPUI, FAE PAcNpPOCTPaHAETCS NPUOXKEHNE.

° Pa3pa60Tqvu< He npepnaraeT Te BnAbl a3apTHbIX UTP, KOTOPbIE BbIXOAAT 3@ paMKU €ro nMueH3nu.
° an/IJ'IO)KeHVIe HeOOoCTyNnHO Ang HeCoBEPLEHHONTETHUX.

« punoxeHne HeJOCTYMHO B CTPAHaX, WTaTax/permoHax unm reorpadnyeckmx pamoHax, Ha KOTopble
He pacnpocTpaHseTcs NMueH3ns paspaboTumka.

« MpunoxeHwue pacnpocTpaHgetcs B Google Play 6ecnnatHo 1 HE ncnonbayeT GpyHKLMIO onnathl
KOHTEeHTa yepes Google Play.

« TMpunoxeHne MOXHO 6ecnnaTHo ckayatb U3 Google Play.

+ [MpMNoXeHmo NPUCBOEHO BO3PACTHOE OrpaHnyeHre "Tonbko Ansg B3POCbIX" NN 3KBUBANIEHTHOE
cornacHo peunTtuHry IARC.

+ B npunoxeHun n Ha ero ctpaHuue B Google Play ecTb onncaHue NpvHLMNOB OTBETCTBEHHON UpPbI.

Mpoune NpunoxeHusi, CBA3aHHbIE C a3apPTHLIMU UFPaMU Ha pearnbHble AeHbIU,
KOHKYpCaMu 1 TypHUpamu

Bo BCex Apyrux npunoXxeHnsx, KOTOpbIe HEe COOTBETCTBYIOT BbILUENEPEYNCTIEHHBIM TPEBOBAHNAM K
NPUNOXEHUAM A1 a3aPTHBIX UrP 1 KOTOPbIE HE yKa3aHbl B pa3gene "[pyrve nuaoTHbIE UrPOBbIE
MPOEKTbl C peanbHOW BanoTOW" HUXe, 3anpellaeTcs nybnmnKoBaTb KOHTEHT UM CEPBUCHI, KOTOPbIE
MO3BOJIAIOT UM NMOMOTatoT 3aKJHoYaTh Napw, feNaTb CTaBKU UM MHBIM 06Pa30M UCMONb30BaTh
peasnbHble fieHbr 1 (B TOM YMCrie COBEPLUIATb MOKYMKN B MPUOXEHUN) C LENbO NONYYUTb NPU3, KOTOPbIN
MMeeT pearbHyto LEHEXHYIO CTOMMOCTb. DTO KAaCaeTCs B TOM YMCIIE OHNTANH-Ka3WMHO, CMOPTUBHbIX
TOTaNU3aTopPOB, IOTEPEN U UTP, B KOTOPbIX MPUHUMAIOTCS AEHBMU, @ BbIUTPLILEM ABMSAOTCS LEHEXHbIE
W Opyrue LeHHble Npu3bl (KpOMe NPOorpaMm, COOTBETCTBYIOLLMX ONMUCAHHBIM HUXE TPeBGOoBaHUAM K

nporpaMmam NIoSNIbHOCTU B UTPOBOM GopME).

MpumMmepbl HapyLLeHui

* Urpbl, B KOTOPbIX MPUHMMAIOTCS AEHBIN B 0OMEH Ha BO3MOXHOCTb BbIUIPaTb JLEHEXHbIN UM UHOM
MaTepuanbHbIi NPU3.

« TMpUNoXeHNs, KOTOpPble COREPXKAT 3NEMEHTbI HABMUraLun U GyHKUKUM (MYHKTbI MEHIO, BKIAAKW,
KHOMKM, KOMNOHeHTbl WebView 1 T. i.) ¢ NpU3bIBOM cAenaTb CTaBKY, 3aKJIIOUUTb Napy UK NPUHSATb
yyacTue B Urpax, KOHKypcax Uim COpeBHOBaHMSX C peanbHbIMU AEHEXHbBIMU NpU3amu, Hanpumep
"CpenawnTe cTtaBky!", "3apernctpupymntecs!” nnm "Mobepunte B copeBHoBaHMK!".

+ TpUNOXEHNS, KOTOPbIE MPUHMMAIOT CTaBKM, UCTIONb3YHOT BHYTPEHHIOK BastOTY, BbiMIauynBatoT
BbIMTPbIWK UK 6epyT 3anor B 06MeH Ha BO3MOXHOCTb BbIMIPaTb AEHEXHBIN UN UHOW
MaTepuanbHbIA NPU3.

Jpyrue nUnoTHbIe UrpoBble NPOEKTbI C pearibHoi BanioToM


https://support.google.com/googleplay/android-developer/contact/gambling
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
https://developer.android.com/reference/android/webkit/WebView

Mepuogmyecky Mbl MOXEM Peann3oBbiBaTb B HEKOTOPbIX PEFMOHAX OrpaHNYEHHbIE MO BPEMEHHU
MWUNOTHbIE NPOEKTbI A5 ONPEfEeNeHHbIX TUMOB UMP Ha peanbHble AeHbru. MoapobHY NHbOPMaLUIO Bbl
HanpeTe B 3Toi cTatbe CnpaBoYHOro LeHTpa. MUNoTHbIM NPOEKT NO PACNPOCTPaHEHMIO NMPUSTOXEHNIA
LNS OHNaMH-YNpPaBneHns KpaH-MallMHOKN, KOTOPBIN Mbl MPOBOLMAN B ANOHMM, 3aBepLumncs 11 uons
2023 ropga. C 12 uons 2023 roga B Google Play paspelweHo nybankoBaTb Takne NpUioXeHns no BCEMy
MUPY NPY YCNOBWK, YTO COBNIOAEHBI fENCTBYIOWNE 3aKOHbI U ONpefefieHHble TPeboBaHUS.

MporpamMmbl OANbHOCTU B UrpoBou popme

MporpamMmbl NOSIFIBHOCTU, KOTOPbIE MOOLWPSIOT NONb30BaTENEN MaTEPUanbHbIMU MU AEHEXHbIMU
npu3amu, paspeLleHbl, ECIM OHU AOMYCKAOTCS 3aKOHOM U He TPeBYIOT NosyYeHns AONONHUTENbHON
NMLEH3UN A1 a3apPTHbIX Urp. [porpamMMbl NOSNIbHOCTW BOMXXHbBI COOTBETCTBOBATL NEPEYNCTIEHHBIM
HuxXe TpeboBaHusam Google Play.

Bce npunoxeHus (urpoBble U HEUrpPOBbIE)

« MpeunmMylecTBa, 6OHYCbl UM BO3HArpaXneHus, NpeaocTaBigemMbie B paMkax nporpammbi
NOSANBbHOCTM, AOMKHbI B6bITb SBHO AOMONHUTENbHLIMUA U BTOPOCTENEHHLIMU MO OTHOLIEHWIO K 060
KBanMOULMPOBAHHOM LEHEXHON TPaH3aKLUM B NPUNOXeHUN (roe KBanudpuumMpoBaHHas LeHexHas
TpaH3aKLUua — oTaeNbHas TpaH3aKUWs C Lesblo NPeaoCTaBieHns TOBapOB UMW YCIYT, He CBA3aHHbIX
C nporpamMmon nosnbHOCTH). NMpenMyluecTsa, GOHYCbl UM BO3HArpaXaeH1s He MoryT 6biTb
NpeaMeToM NOKYNKW UM UMETb OTHOLWWEHME K KaKOMY-NIM60 cnocoby obMeHa. B npoTMBHOM cnyyae
970 ByfeT cumMTaThCst HapyLeHeM MpaBun B OTHOWEHUM a3apPTHbIX UFP, UFP Y COPEBHOBAHUI C
peanbHbIMU fEeHEXHbIMU NPU3aMu.

« HanpuMmep, HM ofiHa YacTb KBaNMGULNPOBAHHON AEHEXHON TPaH3aKLMN HE MOXET CNYXUTb
NnaTon UNu CTaBKOW A1 yYacTUs B MPOrpamMme fosnbHOCTU. TakKe KBanmdpuumpoBaHHas
OEeHeXHasa TpaH3akunga He OOJIXKHa NpMBOAUTb K NOKYyNKe TOBAapOB UK YCNyTr no I'IOBbILIJeHHODI
LeHe.

Vll'pOBble NnpUnoXxeHus

« BoHycHble 6annbl UM BO3HarpaxaeHus ¢ 6oHycamu, MpenMyLLecTBamm 1 Harpagamu, CBA3aHHbIMK C
KBanU@MUNPOBAHHON LEHEXHON TPaH3aKLen, MOryT HaUMCTATbCS U UCMOMb30BATLCS TOMbKO Ha
OoCcHoBE GVKCUPOBAHHOW MPOMOPLMM NMPU YCIOBUM, YTO OHa YeTKO 0603HAYEHA B NMPUITOXEHUN 1
06LeOCTYMNHbIX ObULMaNbHBIX NPaBuiax NporpaMmel. MpenmyLLecTBa Unm BbikyrnHasi CTOUMOCTb He
MOryT 6bITb NONYYEHbI, HAYUCNEHbI U NPUYMHOXEHbI B 3aBUCUMOCTHM OT YCMexa Nnonb30oBaTens B
Urpe Unu cryyarHoro peaynbsraTa.

Heurposble NpunoXxeHus

+ BOHyCHble 6ansibl UK BO3HArpPaXaeHna MoryT HaunCNAaTbCs No pesynbTaTtaM KOHKYpca unm
CNnyyalrHOro pesynbTaTa, ECIM OHU COOTBETCTBYIOT TPeBOBaHUAM, YKa3aHHbIM HMxXe. [Ing nporpamm
NOSANbHOCTM C NpenMyLLecTsamMmu, GoHycamm Unu Harpagamu, CBA3aHHbIMU C KBanMOULNPOBAHHOM
LEHEXHOW TpaH3aKLmen, He0bXoaMMO:

* Pa3MeCTUTb B NPUNOXKEHUN Od)VILlVIaﬂbele npasuna nporpamMmmobl,;

* €CIIM CUCTEMa BO3HarpaXneHs MEeHSeTCs U OCHOBaHa Ha Cy4YaHOM Ui BEPOSTHOCTHOM
BbiGOpE, B pamMKax opuLManbHbIX NPaBusl MPOrpamMMbl HEOBXOAUMO PACKPbITh: 1) BEPOSTHOCTb —
LNS I06OM CUCTEMbI BO3HArpaXxaeHus, B KOTOPOW Ana onpeaeneHms nobeantens ncnosb3yTcs
dukcupoBaHHble KoadduLMeHTbl; 2) MeTog Bbibopa (Hanpumep, NepeMeHHbIe, NCMoSb3yemble s
onpepenexHusa nobeoutensa) — Ang apyrux nogo6HbIX NporpamMm;

* yKasaTb B oduLManbHbIX NpaBunax NporpamMmmbl C pO3birpbiliaMu, NOTEPEIMU MU BPYTUMI
Nofo06HBIMM MPOMOAKUNAMU GUKCUMPOBAHHOE YMCo NobeaunTenen, CPoK Nogayun 3asBok 1 gaTty
BPYYEHNS NPU30B AN KaXA0W Takow NpoMoaKkLmy;

* yKa3aTb PUKCUPOBAHHbIE KOIDDULMEHTBI HAUUCTEHUS U NOralleHns BOHYCHbIX 6annoB Unm
Harpag Ha BUGHOM MeCTe B NMPUIOXEHUN, a TakXe B 0bULManbHbIX NpaBuiax NporpaMmbl.


https://support.google.com/googleplay/android-developer/answer/12918670
https://support.google.com/googleplay/android-developer/answer/12002615
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
https://play.google.com/store/apps/category/GAME
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MpunoxeHwus, pacnpocTtpaHseMbie B Google Play, koTopble cogepikaT pekniamy
a3apTHbIX Urp, a TaKXKe Urp, KOHKYPCOB N TYPHUPOB Ha pearbHble AeHbru

MPUNOXEHNS C PEKNAMO a3apTHbIX UrpP, @ TakXe Urp, KOHKYPCOB U COPEBHOBAHUI C peanbHbIMU
LEHEXHBIMM NPY3aMy Pa3PELLEHbI, ECIIN BbIMOHAIOTCS NEPEUYNCIEHHBIE HUXE YCITOBHS.

« MpunoxeHne, 06bABNEHNE Y PEKITAMOAATENb HE HAPYLLAKOT 3aKOHbI U OTPac/eBble CTaHAAPTHI
CTpaHbl, B KOTOPOW 06bsiBNEHNE ByaeT nokasbiBaTbCs.

+ ObbsiBNeHre COOTBETCTBYET BCEM LENCTBYIOWMUM MECTHBIM TPEOOBAHNAM K NIULEH3UPOBAHMIO
NPoAYyKTOB 1 YCNYT, CBA3aHHbIX C a3apTHbIMW UrpamMu.

+ [MpunoxeHne He NoKa3biBaeT peknamy a3apTHbIX UTP Nuuam, He JocTurwmnm 18 ner.

« MpunoxeHne He BXOLUT B nporpammy “lMpunoxeHus ons BCen cembu'.

« Jlnua, He pocTuriwme 18 neT, He BXOAAT B LENIEBYIO ayAUTOPUIO MPUNOXEHWMS.

+ Ecnu peknamumpyoTcst IPUNoXeHus Ans a3apTHbIX Urp (CM. Bbile), Ha LienieBon CTpaHuLe
06bABNEHNS, B ONMCaHWUW NpunoxeHust B Google Play unv B camMom npunoxeHun AOMKHbI
copepxaTbCs YETKNE CBEAEHUS O MPUHLMMNAX OTBETCTBEHHON UrPbI.

« MpunoxeHne He ABNSIETCA CUMYNSTOPOM a3apPTHbIX UrP (TakMX Kak Ka3vHO UM BUPTYasibHble
UrpoBble aBTOMATbI).

« MNpunoxeHve He okasbiBaeT yCNyru, CBA3aHHbIE C a3apPTHbIMU UrPaMu, a TakxKe Urpamu, notTepesmmn
N COPEBHOBAHUSAMM C PeanbHbIMU LEHEXHBIMU NMPU3aMU UM COMYTCTBYOWUMU GYHKLMSMU
(Hanpumep, He NOMoraeT fenaTb CTaBKW, BbIBOAUTb BbIUIPbILLM, OTCNEXMBATb CYET, KOTUPOBKHM 1
pe3ynbTaTbl MW YNPaBASTb UTPOBbIMU GOHAAMMU).

° anIJ'IO)KGHVIe He NpoAaBuUraeT a3apTHble UTPbl Ha pearnbHble AEeHbI'M N CBA3aHHble C HUMUN CEPBUCHI.

Peknama asapTHbIX Urp, @ TakXe Urp, IOTEPEN M COPEBHOBAHWUI C peanbHbIMU LEHEXHbIMU NPU3aMiu
LOMYCKaeTCs TONbKO B MPUIIOXKEHUSX, COOTBETCTBYIOLMX BCEM NMEPEYNCTIEHHBIM Bbille TPEOGOBaHUAM, U
B pa3peLLEHHbIX MPUIOXEHUSAX AN a3aPTHBIX UIP (CM. BbILE) MM KOPOTKMX GIHTESN-TYPHUPOB (CM.
HUXE) MPU YCINIOBUM, YTO OHM COOTBETCTBYIOT TpeboBaHuaM 1-6.

MpuMepbl HapyLIeHU
+ MpunoxeHvie AN HECOBEPLIEHHONETHMX, PEKITaMUPYIOLLEE CEPBICHI, CBA3aHHbIE C a3apTHbIMU
urpamm.

+ CuUMynaTop KasnHO, KOTOPbIV MPOABUraeT peasnbHOe KasUHO UMW NepeHanpaBnseT B Hero
nonb3oBaTenemn.



. I'Ipmnoerme Ang oTcnexnBaHMa WaHCOB Ha I'I066}J,y B CNOPTUBHbIX COpEBHOBaHUAX, cofepikaliee
CCbINIKM Ha canT, roe NPUHMMaKTCa CTaBKWN.

« MpunoxeHus, copepxalime peknamy azapTHbIX Urp, KOTopas HapyLwWwaeT npaBuna 06 06bABIEHUSX,
BBOOALWMX B 3a651y)XAEHVE, HANPUMEP PeK/laMHble 06bABIEHUS, KOTOPbIE BbIMMAAAT Kak KHOMKW,
3HAYKM UNK SPYre MHTEPAKTUBHbIE SNIEMEHTbI.

MpunoxxeHns ana KOPOTKUX PIHTE3U-TYPHUPOB

MpUnoXeHUs N KOPOTKUX GIHTE3N-TYPHNPOB, COOTBETCTBYIOLME TPEGOBAHUAM IENCTBYIOLLErO
MECTHOr0 3aKOHOL,ATENbCTBA, Pa3pELLEHbl, ECIN BbIMONHSAIOTCS NEPEUYNCIEHHbIE HUXE YCTTOBUS.

« MpunoxeHune nnu 1) pacnpocTtpaHsieTcs ucknountenbHo B CLUA; unun 2) cootseTcTeyeT
TPebOoBaHNAM K NPUNOXEHUSIM AN8 a3apTHbIX Urp. [N pacnpocTpaHeHns NpUnoXxeHus 3a
npepenamu CLUA paspaboTumk AOMKEH NOAATb 3asBKY, Kak YKa3aHo Bbille.

« Pa3pabotuunk nopan 3asBky U NOMy4nn paspelleHne Ha pacnpocTpaHeHue npunoxexruns B Google
Play.

« MpunoxeHune He HapyLaeT 3aKOHbI U OTPACHEBble CTAaHAAPTbI CTPaH, B KOTOPbIX OHO
pacnpocTpaHseTcs.

« BO3MOXHOCTb genatb CTaBkKu UU npoBOANTb AEHEXHbIE TPpaH3aKUunN B NPUNOXKEHNN HEAOCTYMNHa
Ona HeCoBepPLEeHHONTIETHUX.

« MpunoxeHne pacnpocTpaHseTcsa B Google Play 6ecnnatHo u HE ncnonb3yeT dyHKLMIO onnaThl
KOHTEHTa yepe3 Google Play.

« MpunoxeHne MOXHO 6ecnnaTHo ckayaTb U3 Google Play.

« [pnNoxeHno NPUCBOEHO BO3PACTHOE OrpaHuyeHne "Tonbko ans B3pOocsbiX™ nnn aKkB1BaneHTHoe
cornacHo pentuHry IARC.

+ B npunoxeHun n Ha ero ctpaHuue B Google Play ecTb onncaHue NpvHLMNOB OTBETCTBEHHON Urpbl.

« MpunoxeHne He HapywaeT AENCTBYIOWME 3aKOHbI Y OTPACNEBbIe CTaHAaPTbl TEX WTATOB UK
TeppuTopuit CLUA, roe oHo ByaeT pacnpoCTpaHATbCS.

+ Y pa3paboTurka ecTb AeNCTBYoWas IMLEH3US Ha PacnpOCTPaHeHNe NPUNOXEHNS A8 KaX[4oro
wTaTa unu Tepputopumn CLUA, roe Takas nuueHsns TpebyeTcs.

« Ecnun y pa3spaboTtyrka HeT NIMLEH3MM Ha pacnpoCTPaHEHME NPUTOXEHUS B KAKUX-TO WTaTaX UK Ha
HekoTopbix TeppuTopmsax CLUA, TO OHO JOMKHO BbITb TaM HEQOCTYMNHO.

+ MNpunoxeHve HEQOCTYMHO B TEX WTaTax U Ha Tex Tepputopusx CLUA, rae npunoxxeHns ans KOpoTKMX
baHTE3U-TYPHMPOB 3anpeLLeHbl 3aKOHOM.

He3akoHHble gencTeus

Sanpeu.LeHo I'Iy6J'IMKOBaTb NPUNOXeHUA, KOTopble CI'IOCO6CTByIOT COBEPLWEHNIO HE3AKOHHbIX ,ﬂeP’ICTBMVI
M NOOLWPAOT UX.

BoT npuMepbl Haubonee pacnpPoCTPaHEHHbIX HapyLIeHU:

« Mokynka 1 Npofaxa 3anpeLLeHHbIX NpenapaTos.

+ N306paxeHe Toro, kak HeCOBEPLLEHHONETHNE UCMONb3YIOT UMM NPUOBPETAIOT HAPKOTUKM,
ankorosb 1 TabayHble U3AENNS, a TakXXe Mool pPEHNE STOrO.

+ MIHCTpyKLMKM NO NPOM3BOACTBY 3aMNpeLLeHHbIX MPenapaToB, B TOM YMCHE MO BblpallnBaHMIO
HaPKOTMYECKNX PaCTEHWUMN.

KOHTEHT, co3aaHHbIN MOSb30BaTENAMMU

K aTom KaTeropum OTHOCUTCHA KOHTEHT, CO3,D,aBaeMbII>I nonb3oBaTenamMm, KOTOprIZ BMOEH Unn OCTyneH
HECKOJIbKMM NONb30BaTENAM NPUNOXEHNS.


https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru
https://support.google.com/googleplay/android-developer/answer/9898843?hl=ru

B copepxalimx Takon KOHTEHT NPUNOXEHUSX, BKITHOYas cnelunanbHble 6pay3epbl UK KITMEHTLI,
nepeHanpasBnsioLne nonb3oBaTenen Ha nnaTdopMy ¢ TakMM KOHTEHTOM, [OSXHA OblTb peann3oBaHa
HapexHas, addekTUBHasA 1 CTabusbHas cCUCTEMa MOAepPaL MM NONb30BaTENbCKOrO KOHTEHTA. BoT
TpeboBaHNA K TaKon CUCTEME:

. I'Iepep, TEM KakK cOo3faBaTb WX 3arpy>xaTb Matepuanbl, NONb30BaTENN OOJKHbI MPUHUMATb YCJITOBUSA
MCNONb30BaHWUS U/Unun npasuna gns nonb3oBaTesNien.

« [lonxHbl 6bITb faHbl ONpefeneHns HexenaTenbHoro KOHTeHTa 1 noeefeHus (cornacyowmecs ¢
MpaBunamu NporpaMmbl 4ns paspaboTumkoB npunoxeHnin B Google Play). Ycnosus ncnonb3oBaHus
UK NpaBuna A5 Nonb3oBaTenen foMKHbI 3anpeLaTh HeXenaTesbHbI KOHTEHT 1 NoBefeHue.

+ Monb30BaTENBCKUIN KOHTEHT AOMKEH MOLEPUPOBATLCS HACTOMBKO, HACKONIbKO 3TO YMECTHO AJ1s1 TOrO
TUNa MaTepranoB, KOTOPblE Pa3MELLAIOTCS B NPUITOXeHUN. [TOMUMO NPOYero, B NPUIOXeHUN
LOJKHa BbiTb peannM3oBaHa CUCTEMA, NO3BONSIOLLAS NOAABATb Xanobbl U 61OKMPOBaTb
HeXenaTesbHbI KOHTEHT U nonb3oBaTtenen. MNpu HEOBXO[MMOCTN Pa3pPaboTUNK LOMKEH NPUHUMATD
Mepbl NPOTMB TakMX MaTeprarnoB v nonb3oBaTenel. PasHble cueHapum paboTbl C KOHTEHTOM,
CO3[,aHHbIM MOB30BATENSAM, MOTYT TPE6OBATH Pa3HbIX NMOAXOAO0B K MOAepaumn. Hanpumep:

« Ecrnv npunoxexvie no3BonseT UAeHTMPHULMPOBaTb ONPERENEHHYIO FPYNY NOb30BaTENEN TaKUMU
cpencTBamy, kak Bepudukaums unm opnanH-pernctpaums (Hanpumep, NPUNOXeHUs,
npepHa3HauYeHHbIe A YYEHUKOB LWKOJTbl UM COTPYAHMKOB KOMMaHMKM), TO B HEM JOMKHA BbiTh
peanuaoBaHa GyHKLMS, NO3BOMAIOLLASA XKANOBATbCH HA KOHTEHT U NONb30BaTENEN.

 Ecnu nonb3oBaTenu B NpUIOXeHU MOTYT B3aMMOAENCTBOBATb APYr C APYrOM OfMH Ha OAUH
(HanpuMep, NepenncbiBaTbCS HANPAMYHO, @ Tak)ke OTMeYaTb UK YNOMMUHATb KOFrO-TO B KOHTEHTE
WS YyaTe), TO B HEM AOMKHa OblTb GYHKLUS BIOKMPOBKM NOMb30BATENEN.

 Ecnu npunoxeHue npegocTaBngaeT 4OCTyn K 06LWefoCTYNHbIM MaTepraiaM, CoO3LaHHbIM
nonb3oBaTenaMu (Hanpumep, NPUNOXEHNS ANg COLMalbHbIX CETEN 1 BefeHWs 6oros), TO B HEM
LOSKHa BbITb GYHKLMOHANBHOCTb, NO3BONAOW A 6N1OKMPOBaTb NONb30BATENEN 1 XaNoBaTbCs Ha
HUX N KOHTEHT.

+ B AR-nNpunoxeHnsx MoOgepaLmns nonb3oBaTeNbCKOro KOHTEHTAa (BKJHOYas CUCTEMY OTNPAaBKK
anob B NPUIIOXEHNM) BOJKXHA COCTOATb B NMPOBEPKE Kak Ha HeXenaTesbHbIl NoJIb30BaTeNIbCKUM
KOHTEHT (Hanpumep, AR-1306paxeHns cekcyanbHOro xapakTepa), Tak U Ha KOHGUAEHUNANbHOCTb
MECTOMOJIOXEHNS, K KOTOPOMY NpuBA3aHa fOMOSIHEHHAA PeanbHOCTb (HanpuMep, BOeHHble 6a3bl
WSIN YacTHbIE BNafeHus, MOCKOMbKY Takas NpuBa3Ka MOXeT co3faBaTtb Npobnembl s
COBCTBEHHMKOB).

+ JOmKHbI 6bITb NPUHATBI MEPbI NPeaoCTOPOXHOCTU ANd TOro, yTOObI MOHETU3aUna B NPUNOXKEHNN HE
cnocobcTBoBana HeXenaTtenbHOMY noBeaeHunto nonb3oBaTenen.

Snusopuyeckumn BCTpe'-'IaIOI.I.WIﬁCﬂ KOHTEHT CeKCyal/ibHOIro Xxapakrtepa

KOHTEHT cekcyanbHOro XxapakTepa CUMTaeTCs ANM304MYECKN BCTPEYAIOWMMCS, ECIIM OH MOSIBNSETCS B
NPUNOXEHUM C CO3A,aHHbIM MOJIb30BaTENAMMN KOHTEHTOM, KOTOpOE: 1) NPeaoCcTaBaeT f4OCTYN K
MaTepwuasaM NpPemMyLLeCTBEHHO HEeCEeKCYanbHOrO XapakTepa; 2) He NPOABUraeT U He peKOMeHayeT
KOHTEHT CeKCcyasbHOro xapakTtepa. KOHTEHT CekCyanbHOro XapakTepa, onpeaensemMblii ENCTBYIOWMM
3aKOHOLATENBCTBOM KaK HE3AKOHHbINM, @ TakKe KOHTEHT, CO3MatoL 1IN Yrpo3y A9 AeTeN, He cYMTaeTCS
3MU30[MYECKM BCTPEYAOLWMMCS. Ero pa3melleHre 3anpeLeHo.

onnsoguyeckm BCTpeHaFOIJJ,VIPICﬂ KOHTEHT CEeKCyaJlbHOro Xxapaktepa gonyckaeTca B NPUJIOXKEHUAX C
KOHTEHTOM, CO3[aHHbIM NOJSIb30BaTENAMU, NMPU cobnogeHnn Bcex cnepgyrouwmx yCJ'IOBVIVIZ

+ Takom KOHTEHT MO YMONUYaHMI0 CKPbIT GUNETPaMK, LS NMOMHOIO CHATUS KOTOPLIX TpebyeTcs Kak
MWHMMYM ABa AeNcTBuS. HanpuMep, OH MOXET GbITb CKPbIT 38 MEXCTPAHUYHBIM 06 BABIIEHUEM UMK
Mo YMOMYaHUIO LOCTYNEH TOJbKO NOCHe OTK/oYeHNs 6e30nacHOro nomcka.

« [OCTYynN K NPUIIOXEHUIO IBHBIM 06Pa30M 3abNIoK1POBaH Ans fAeTen (0 TOM, KTO cuMTaeTcs AeTbMu,
pacckasblBaeTCs B NpaBunax nporpammsl “MpunoxeHns as Bcen cembu™) Npy NOMOLLM CUCTEM
NPOBEPKM BO3PACTa, HAaNpUMep HENTPASbHOrO BO3PaCTHOrO GUbTPa Uan QPYrnx CUCTEM,
onpeneneHHbIX AeNCTBYIOWMM 3aKOHOLATENIbCTBOM.


https://support.google.com/googleplay/android-developer/answer/9878809
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+ Bbl npepgocTaBuiv ncuepnbiBatoLLmMe OTBEThI B aHKETE A1 NPUCBOEHWSI BO3PACTHOIO OrpaHnyeHns
OTHOCUTENIbHO KOHTEHTA, CO3[aHHOrO NONIb30BaTENSAMM, KaK 3TOro TpebytoT npaBuna B OTHOLWEHUN
BO3PACTHbIX OFPaHNYEHWNN.

Mbl yoangaem n3 Google Play NpUNoXeHnsa, OCHOBHOE Ha3HaYeHNE KOTOPbIX 3aKnto4yaeTCqa B
ny6nw<au,vm HeXenaTenbHOro KOHTEHTa, CO30aHHOro Nosib3oBaTeNsIMn. Tak Xe Mbl NoCTynaem C
NPUNOXEHNAMU, B KOTOPbIX NOJSIb3OBaTENIM HAYMHAIKOT pa3MellaTb rMaBHbIM o6pasoM HexenaTenbHbIN
KOHTEHT N1 KOTOpPblE CTaHOBATCA U3BECTHbI Cpeau Nnosib30BaTeNen TEM, YTO HEXENaTeNbHbIN KOHTEHT
B HUX HE yaandeTcq.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLeHWU:

+ MpoaBMXEHNE MaTEPUANOB CEKCYasibHOrO XapakTepa, CO34aHHbIX MoNb30BaTeNaMu, BKOYas
peannsaunio NnaTHbIX GyHKLMIM, KOTOpble CNOCOBCTBYIOT PAaCMpPOCTPaHEHMIO HEXENATENbHOMO
KOHTEHTa.

+ MPUNOXEHNS C KOHTEHTOM, CO3[aHHbIM NMONb30BATENAMM, FAE He ObecrneyeHa JOCTaToYHas 3awmTa
OT Yrpos, OMOraTenbCTB UM U3LEeBaTENbCTB, OCOBEHHO MO OTHOLIEHNIO K HECOBEPLIEHHONETHUM.

« 3anucu, koMMeHTapun 1 GoTorpadrmn B NPUNOXEHNUM, MPEQHA3HAYEHHbIE LN9 3anyrMBaHus 4pyroro
yenoBeka UNN NPU3bIBatoLLME K OCKOPONEHNIM, BPeLOHOCHBIM AEeNCTBUSM U HAaCMELLKaM Mo
OTHOLWEHUIO K HEMY.

« MpunoxeHus, paspaboTumkn KOTOPbIX UTHOPUPYIOT Xanobbl NONb30BATENEN HA HEMPUEMIIEMbIN
KOHTEHT.

KOHTEHT 1 cepBUChbl, CBA3aHHbIE CO 300POBbEM

3anpeu.|,eHo I'Iy6J'IMKOBaTb npunoXeHna, npenocTtasngarolwime nonb3osaTesidM ooCTtyn K onacHbIM
KOHTEHTY U CepBuCaM, CBA3aHHbIM CO 300POBbEM.

MPUNoXeHus, KOTopble NPeanaraT UK PeKNIaMUpyoT KOHTEHT U CEPBUCHI, CBA3aHHbIE CO
3[40POBbEM, [OSIXKHbI COOTBETCTBOBATL TPEOOBAHNAM AENCTBYIOLErO 3aKOHOAATENbCTBA.

MpunoxeHua ans 3poposba

Ecnu Bale npunoxeHne nosyyaeT OCTYN K 4aHHBIM O 300POBbE U MO0 SBASETCS NPUIOXEHUEM OJ1s
30,0POBbS, NGO COAEPXUT CBA3AHHbIE CO 300POBbEM bYHKLIMU, OHO JOMIKHO COOTBETCTBOBATb
npasunam Google Play ans paspaboTumkoB, B TOM YMCHE MPaBuUiaM B OTHOLLEHWUW HaPYLIEHNS
KOHOMAEHLMANbHOCTH, 3N0yNnoTpebrneHns pecypcamm yCTPOMCTBa U MOLLIEHHWYECTBA, NPaBuiaM B
OTHOLWEHUW COBBITUN, TPEBYIOLWMX OENNKATHOrO OTHOLIEHWS, U YKa3aHHbIM HUXKE TPeboBaHUAM.

- Oeknapauus B Play Console:

+ B Play Console nepengute Ha cTpaHuLy "KoHTeHT npunoxenus" (“MpaBuna > KOHTEHT
MPUNOXEHNS") N YKaXMTE KaTeropuu, K KOTOPbIM OTHOCUTCS MPUIOXEHNE.

» TpeboBaHUs K NONUTUKE KOHOUAEHLUANBHOCTU U PACKPbITUIO MH$OpMaLUK:

« CcblUika Ha NoONNUTUKY KOHd)I/IJJ,eHLLVIaJ'IbHOCTI/I OOJKHa 6bITb npmueegeHa B npegHa3Ha4eHHOM Ong
Hee pa3sgene Play Console 1 B caMoM NpunoxeHun (LonyckaeTcs pa3MecTuTb TEKCT NpaBun).
Y6epuTtech, 4To TEKCT NONTMKKN KoHbUaeHUmansHocTn (He B Buae PDF-darina) gocTyneH no
aKTUBHOM 06LWEefO0CTYMHOW CChlfike 63 OrpaHnYEeHniA No re030He, He MOXKET BbITb U3MEHEH U
COOTBETCTBYET MHpOPMaLUM U3 pasaena 6e30nacHOCTU AaHHbIX.

* B nonutnke KOHOGUZEHUNANBHOCTM 1 B COOBLLEHNSAX O PACKpPbITUM NHGOPMALMK, Pa3MEeLLEHHDbIX B
NPUIOXEHNN, HEOHXOAMMO NOLPOBHO OOBACHUTbL, KAK OHO COBUPAET U UCMONbIYET JINYHbIE U
KoHbUAEHLMaNbHbIE MONb30BAaTENBCKME faHHbIE, @ TaKXKe Nony4YaeT U NpefoCTaBnseT K HAM
LOCTYN. 3TO OTHOCUTCS K Nt0ObIM CBEAEHMSM, @ HE TOJNbKO K YKa3aHHbIM B pasfene 6e3onacHoCTH
LaHHbIX. ECN B NPUNOXEHUN €CTb GYHKLMM NN faHHble, A8 4OCTYNa K KOTOPbIM HYXHbI OMacHble
WY OUHAMUYECKre paspeLleHns , OHO AOMKHO COOTBETCTBOBATb BCEM AENCTBYIOWMM
TpeboBaHUSAM K PacKpbITUIO MHGOPMALMK 1 NMONTYYEHMIO Pa3peLleHns Ha UCMONIb30BaHME AaHHbIX.
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+ Henb3sa 3anpalumBaTth pa3peLleHus, OT KOTOPbIX HE 3aBUCUT paboTa OCHOBHbIX byHKLNIA
NPUNOXEHNs AN 30,0P0Bbs. Hencnonbayemble paspeLleHnst Hy>XXHO yaanuTb. Cnucok
paspeLleHNiA, CBA3aHHbIX C JaHHbIMU LeJIMKAaTHOrO XapakTepa O 300POBbE, MOXHO NMOCMOTPETL B
cTaTbe Kateropuv npunoxeHuin ans 3popoBbs U AOMNONHUTENbHAS MHGOPMaLLKS.

+ [axe ecnv OCHOBHOE Ha3HaYeHMe NPUIIOXEHUS HE CBA3aHO CO 300POBLEM, HO B HEM ECTb
CBSI3aHHbIE CO 3[,0POBbEM GYHKLMM M JLOCTYN K LaHHbIM O 3A0POBbE, Ha HErO PACcMPOCTPAHATCS
npaBuia B OTHOLIEHMMN NPUIOXEHUI N8 300POBbs. [101b30BaTENSAM [OIKHA ObITb OYEBMAHA
CBSA3b MEX[Y OCHOBHbIMU GYHKLMAMM NPUIOXEHUS U MPUUYNHAMY, NO KOTOPbIM COBUpatoTCs
L,aHHble 0 300pOoBbe. Hanpumep, NpUoXeHUo CTPaxoBON KOMMaHUM MOXET BbiTb HY>XXEH AOCTYM K
MeIMUMHCKUM AaHHbIM 418 0pOopMIeHUs Nonuca, a urpe — K CBeAeHnsM o Gusnyeckom
aKTUBHOCTM L5 NPOLBUXEHNS B UTPOBOM MPOLEcce. OTO OrpaHUUYeHre Ha UCMOb30BaHMeE
LaHHbIX AOMKHO BbITb OTPAXEHO B NMOMUTUKE KOHOUAEHUMANBHOCTMU MPUIOKEHUS.

+ JononHuTenbHble TpeboBaHUS:
Ecnu Bawwe npunoxXeHne oTHOCKUTCA K OAHON U3 yKa3aHHbIX HUXE FPynn, Bbl LOMXHbI BbIMOMHUTb
LencTByloLWne ONa Hero TpeboBaHUs, a Takxe BbibpaTb nogxoasiyto kateroputo B Play Console:

i an/I.HO)KeHI/ISI ANsg 300P0BbS, CBA3aHHble C roCcyaapCTBEHHbIMU YYpPEeXXAeHUAMU. Ecnu BbI
NOJTyYnnv OT rOCYAAPCTBEHHOMO YUPEXAEHUS UMK aKKPeLMTOBaHHOW opraHusauum B chepe
3[0PaBOOXPaAHEHNS paspeLleHme Ha pPaspaboTky U PacnpOCTPaHEHWE NPUIIOXEHNS B MAPTHEPCTBE
C HMUMW, Bbl AO/DKHbI NPefoCTaBUTb HaM NOATBEPXAaloWMe AOKYMEHTbI Yepes c|>opMy
npenBapuTenbHOro ysegomMneHund.

« MpunosxxeHus ANa oTCNEXMUBaHUSI KOHTAKTOB U COCTOSIHUS 300POBbs. ECin Baww NpogykT
npefHa3HauyeH A1 OTCNEXMBAHUS KOHTAKTOB C MHOULMPOBaHHBIMU U/UAN COCTOSHMS 30OPOBbS,
Bbi6epuTte B Play Console kaTeroputo "Mpodunaktika 6onesHen n obLiecTBEHHOE
30paBoOOXpaHeHNE". BaM Takxe Hy>XHO 3anofHUTL GOpMy NpeaBapuUTeNibHOro yBe4OMIEeHUS,
YNOMSHYTYIO BbILUE.

« MpunoxeHus ans uccnepgoBaHUM ¢ yyacTuem niogen. MpunoxeHus, B KOTOPbIX MPOBOAATCS
uccnefnoBaHns B 0611acTv 30paBOOXPaHEHNs C y4aCcTUEM NIIOAEN, LOMXKHbI COOTBETCTBOBAThH BCEM
npaBunam 1 3akoHaM. MoMUMO NPOYEro, 3TO 03HAYAET, YTO HEOBXOAMMO NoNyYaTh
NHGOPMUPOBAHHOE COrflache OT COBEPLUEHHONETHUX YYaCTHUKOB UM OT POAUTENEN Unn
OneKkyHOB HECOBEPLUEHHONETHUX. PaspaboTumkam Takux NPUIIOXKEHWI TakxXe CleayeT NoyunTs
ofnobpeHne Ha NpoBefEeHVE UCCNEeLOBaHUIA OT MHCTUTYLIMOHANBHOTO HabnofaTeNbHOro coBeTa u/
WK @aHaNIOrMYHOro HE3aBUCMMOrO KOMUTETA N0 3TUKE, ECNW AN HUX HE MPERYCMOTPEHO
ucknodeHne. CBMLETENLCTBO O TakOM OJ06PEHUM HEOBXOAMMO NPEefOoCTaBUTb MO 3anpocy.

+ MpunoxeHud, cunTawWwmecs MEAULUHCKMM ycTponcTBoM, unu MO Kak ycTponcTeo
MeAMULUHCKOro HasHauyeHus. Y pa3paboTumkoB npunoxenHui u MO Takoro Tvna fOMXKHO 6bITb
paspeLlmnTenibHOe MMCbMO UK APYrolt LOKYMEHT C OLOBGPEHMEM OT perflamMeHTUpYIoLLEero opraHa
WNK yupexaeHusl, OTBETCTBEHHOTO 3@ KOHTPOIb Haf, MPUIOXEHWEM U COBMIOAEHNE UM
TpeboBaHui. MofaTBEPXAAOWME LOKYMEHTbI HYXXHO NPefoCTaBUTb MO 3anpocy.

JaHHble npunoxeHus "3popoBbe u cnopt”

[aHHble, BOCTYN K KOTOPbIM OCYLLECTBIAETCS C NMOMOLLbIO Pa3peleHnin Ha JOCTYN K MPUIOXEHMIO
"30,0poBbe M CNOPT", CYMTAIOTCS NEPCOHANTBHOM N KOHPUAEHLMANbHOW NONb30BaTEIbCKOM
nHoopmaumen. K HUM NpUMeHSIOTCS NpaBuia B OTHOWEHMN NOMNb30BaTENbCKUX AaHHbIX U
LOMNONHUTENbHbIE TPeboBaHUs

JlekapcTBa, oTnyckaemble No peLenTy

Mbl 3anpelLaem ny6nmMkoBaTh NPUTOXEHUS, MPefHa3HAaYEHHbIe 49 NPOAaXu UK NOKYNKN 6e3
peLenTa NekapcTs, OTMYCKAEMbIX MO PeLenTy.

3anpeluieHHble BelecTBa

B Google PIay Henb34 I'Iy6J'II/IKOBaTb NPUNOXeHUa Oong peknamMbl Un npopaXkn 3anpelleHHbIX BewecTs,
[OaxKe eCnuv OHU 3adBJieHbl KaK 3aKOHHbIe.
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BoT npuMepbl Hanbonee pacnpocTpaHEeHHbIX HapyLIEHUN:

+ Bce NpofyKThl U3 HEMOMHOIO CMMCKa 3aMnpeLLeHHbIX NIeKapCTBEHHbIX NpenapaToB U NMULLEBbIX
nob6aBok

« MpopykThl, conepxalyune adenpy.

« MponyKTbl, cofepXaLine XOPMOHMYECKMI FOHaAOoTPONUH Yenoseka (XMY) kak cpefacTso ang
NoXyfAeHWs U KOHTPONS 3a BECOM JIMBO B COYETaHNM C aHabonMyeckuMm CTepomaamMiu.

+ OuneTnyeckme 0obaBky 1 CPeACTBa PaCTUTENbHOMO NMPOUCXOXAEHMS, coaepXKallne
CUNbHOLENCTBYIOLWME MW ONACHbIE UHTPEANEHTbI.

+ [podyKThbl, B ONMCAHNN KOTOPbIX COAEPXATCS NTOXHbIE 3ag9BfIEHNS O MOMb3e A9 300P0BbS,
HanpuMmep cpencrtea, KOOI CpaBHUMbIE MO 3¢¢6KTVIBHOCTM C peuenTtypHbiMKN NeKkapCcTBamMn nnun
MHbIMU MOOKOHTPOJIbHbIMU NpenapaTtamun.

MponyKTbl, He NPOLLEALLIME rOCYAAPCTBEHHYIO CepTUbUNKaLIMIO, B peKIlaMe KOTOPbIX
NMoApa3yMeBaeTCs, YTO OHN Be3onacHbl Unv apdeKTUBHLI NPU NeYeHnn unm npodunakTnke
3aboneBaHum.

npOﬂ,yKTbI, B OTHOLWEHNN KOTOPbIX BBEAEHbI NPAaBUTENbCTBEHHbIE CaHKL NN nmbo NPUHATDI
3anpeTuTenbHble K npegynpennTenbHble Mepbl CO CTOPOHbI KOHTPONMMNPYIOWKMX OPraHoB.

MpoayKTbl, HAMEHOBAHWS KOTOPbIX OYEHb MOXOXMW Ha Ha3BaHWS 3anpeLLeHHbIX NULLEBbIX 406aBOK,
dapMaLEeBTUYECKMX U UHbBIX BELLECTB C KOHTPONMPYEMbIM 0BOPOTOM M MOTyT BBECTU B
3abnyxgeHwve.

Moppo6bHY MHPOPMaLMIO O 3anpeLleHHbIX dapMaLeBTUYECKMX NpenapaTax 1 NuLieBbix fobaBkax
MOXHO HaWTK Ha canTe www.legitscript.com

JloxxHas HpopmMaLmsa o 3popoBbe

3anpelyaeTcs Ny6anMKoBaTb MPUTOXEHMS, COAepPXKaLuMe CBA3aHHbIE CO 3[0POBbEM 3asBIEHUS,
KOTOpbIE BBOASAT B 3abnyXAeHME U NPOTUBOPEYAT NPU3HAHHbIM MeAULMHCKUM daKTam Unm MoryT
MPUYUHUTb NONb30BATENSIM BPEL.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUEHUN:

+ BBopguue B 3abnyxaeHve 3asBieHNs 0 BakMHaxX (HanpuMmep, yTBEPXXAEeHWS O TOM, YTO BaKLMHbI
MOryT nameHsaTb OHK).

° I'IponaraH,u,a OnacCHbIX, HEYTBEPXXAEHHbIX METOA0B JleYeHnqd.

« MponaraHga opyrvx onacHbIX MeOQULMHCKUX npoLenyp (HanpuMep, KOHBEPCUOHHOW Tepanumu).

CBsizaHHble ¢ MeauLMHON GYHKLUU

3anpeLLeHo Ny6IMKoBaTh NMPUNOXEHUS CO CBEAEHUSIMU O 3A0POBbE MU MEAULMHE, KOTOPbIE BBOASAT B
3abnyxaeHve Unm SBASIOTCS NOTEHLMANBHO OnacHbIMK. HanpuMmep, 3anpeLLeHo pasMeLLleHme
MPUNOXEHNI C BCTPOEHHON bYHKLMEN M3MEPEHUS YPOBHS KUCNIOPOAA. MPUNoXeHUs OOMKHbI
NOALEPXUBATb CBA3b C BHELHMM annapaTHbiM 06ecneyeHneM, HOCMMbIMU YCTPONCTBaMU U
cneuuanbHbIMU AaTYMKaMmm CMapTHOHOB AN UBMEPEHUS YPOBHSA KUCIOPOLa B KPOBU. B MeTafaHHbIx
HY>XHO yKa3aTb, YTO Takne NPUOXEHWS He NpefHa3HaYeHbl AN MEQULUHCKUX LeNEN, CO3AaHbl TONbKO
NS obuiero HabnogeHNs 3a 30OPOBLEM U He ABNATCS MEAVLUHCKMMU yCTponcTBaMu. Kpome Toro,
LOJXHbI BbITb NEPEeUNCIEHbI MOLENIM COBMECTUMOrO 060PYAOBAHNS UNN YCTPOMCTB.

MnaTeXxu — MeguUUHCKUE ycnyru

[lng TpaH3aKLMi, CBA3aHHbIX C OKa3aHUEM PEryNnpyeMbiX MEAULIMHCKUX YCIYT, UICNONb30BaTh
nnaTexHyto cuctemy Google Play He HyxHo. MogpobHee o npasunax Google Play B oTHOLWeEHUN
nnaTexem
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KOHTEHT, OCHOBaHHbIN Ha 61oKYenHe

Mo Mepe BbICTPOro pPas3BUTUS TEXHONOMUM BIOKYENH Mbl CTPEMUMCS NPEOOCTaBUTb Afls
pa3paboTumkoB nNnatdopMy, Ha KOTOPOW OHM MOTM Bbl BHEAPSTb MHHOBAL MK U co3faBaTb bonee
y,IJ,06HbIe N UMMEePCUBHbIE CEPBUCHI ANg nosnib3oBaTenemn.

B Liensx HacTOALLEro NpaBwuia Mbl PACCMaTPUBAEM KOHTEHT Ha OCHOBE GIIOKYEriHa Kak
TOKEHN3NpOBaHHbIE LI,I/Id)pOBbIe O6'beKTbI, KOTOpbIEe CO30al0TCH M NUCNONb3YOTCA NpU NOMOLWKN
TEXHONOrMM BNoKYelH. ECnv Balle NpunoXeHne COLEePXUT Takon KOHTEHT, Bbl LOMXHbI COBMoLaTh
yKasaHHble TpeboBaHus.

KpunToBanioTHble 6MpU U NporpaMMHbie KOLEeSbKU

YT106bl NOKYNaTh KPUMNTOBASIOTHI, @ TAKXe BlageTb UM 06MeHMBaTbCA MU, HEOBXOAMMO
MCMONb30BaTh CEPTUDULMPOBAHHBIE CEPBUCHI B IOPUCANKLMAX C 3aKOHOAATENBCTBOM, PErYMPYIOLLMM
obpalleHre Taknx BasnoT.

Bawe npunoxeHune Takxe [OMXHO COOTBETCTBOBATb AENCTBYIOLWNM 3aKOHAM BCEX PEMMIOHOB U CTPaH,
B KOTOPbIX OHO pacnpocTpaHsgeTcs. He nybnukynTe ero B permoHax unv cTpaHax, rae Bawm nponykTbl
1 cepBUchl 3anpeleHbl. Google Play MoxeT noTpeboBaTb OT Bac NpefoCTaBUTb JOMOMHUTENbHYIO
MHGOPMALMIO NN [OKYMEHTBI O TOM, YTO BaLLEe NPUNOXEHNE OTBEYAET BCEM AENCTBYIOL MM 3aKOHAM U
NULEH3NOHHBIM TPEBOBaHMAM.

MalHUHI KPUNTOBANIOTbI

3anpeLLeHo Ny6IMKoBaTh NMPUIOXEHUS, NPefHa3HaYeHHbIe AN MaliHYHIa KPUNTOBAMOT Ha
YyCTPONCTBaX. MPUIOXEHUS, PETYNVPYIOLLME MAVHWUHT KPUNTOBAMIOT AUCTAHLMOHHO, PAa3peLLEHbI.

Tpe6oBaHUs K NPO3PaYHOCTU NPU PacrnpoCTPaHeHUU TOKEHU3UPOBaHHbIX LUPPOBbIX 06BEKTOB

Ecnu Bawe npunoxeHne npogaeT Unv No3BonseT NOb30BaTeNsIM 3apabaTbiBaTb TOKEHU3NPOBaHHbIE
undpoBble 06BEKTHI, Bbl BOMKHbBI CO0OLWUTL 06 3TOM Yepes GopMy AeknapaLm GUHAHCOBbLIX GYHKLMN
Ha cTpaHuue "KoHTeHT npunoxerus” B Play Console.

Mpv co3paHnmn KOHTEHTa AN1F NPOAaXu Yepes NPUIoXEHWE Bbl AOMKHbI YKa3biBaTb B CBEAEHUIX O
KOHTEHTE, YTO OH NpeaCcTaBnseT COO0N TOKEHN3NPOBAHHLIN LUPPOBON 06bEKT. [LONONHUTENbHYIO
NMHbOPMALMIO MOXHO HalTK B cTaTbe Kak co3aTb KOHTEHT AJ19 MPOoAaXu Yepes NpuoxeHue.

3anpeLliaeTca ynoMmMHaTh B puBnekaTenbHON dopme uim NnpoLaBuUrate BO3MOXHOCTb MOMyYaTh JOXOL,
yepes Urpy Un TPenguHr.

JononHutenbHblie Tpe6oBaHua K ucnonbsosaHuio NFT B urposon popme

YT106bl pacnpoCTPaHATb NMPUIOXEHUS AS a3aPTHbLIX UrP, PaboTaloWme C TOKEHU3NPOBAHHbIMU
undpoBbIMM 06bekTamu, Hanpumep NFT, HyXXHO NONYyYNTb pa3peLleHne, Nofas 3asBKy. OTo TpebyeTcs
cornacHo Mpaeunam Google Play B OTHOLEHNM a3apTHBIX UIP, UIP U COPEBHOBAHWI C PeasibHbIMU
LEHEXHbIMU NPU3aMu.

Bo Bcex ocTasnbHbIX MPUIIOXEHMSX, KOTOPbIE HE COOTBETCTBYIOT TPEHOBAHNSAM K NMPUNOXEHUIM A8
Q3apPTHbIX UTP 1 He yKa3aHbl B pasgene Lpyrue nunoTHble UFPOBbLIE MPOEKThI C peanbHOM BasloToMN,
HUKakne 06beKTbI C fLEHEXHOW LLEHHOCTbIO HE [OJSIXKHbI MPUHUMATLCS B OOMEH Ha BO3MOXHOCTb
nonyuntb 06bekTbl NFT HensBecTHOM cToumocTu. O6bekThl NFT, nprobpeTeHHble Nonb30BaTENSIMMY,
LOJNXXHbI MPUMEHSTLCS B UTPE OIS YNPOLLEHNS €€ NPOXOXAEHNS U YNYYLLEHMS UTPOBOro NpoLecca.
HeponycTMo, 4Tobbl TakMe 06bEKTbI UCMOMNb30BANNCh A1 CTABOK MW 3aKJTIOYEHMS Napu B OOMeH Ha
BO3MOXHOCTb BbIMIpaTb NPW3bl PeasnibHON LEeHEXHOW CTOMMOCTH, B TOM yncne gpyrne obbektbl NFT.

BoT npuMepbl Hanbonee pacnpoCTPaHEHHbIX HapyLIeHU:

« TMpunoxeHus, B KOTOpbIX NpopatoTcst Habopbl NFT 6e3 uHdopmaLmmn o Tom, kakue 06bekTbl NFT B
HWX BK/OYEHbI 1 KAaKOBA LLEHHOCTb COEPXXMMOrO.


https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032#rmg-pilots

« CMMynaTOpbl a3apTHbIX Urp, Tpebytolwme onnaTy ang Hayana urpbl U NPefoCcTaBnsowme B KayecTse
BO3HarpaxpeHus oobekTbl NFT.

KoHTeHT, co3paHHbIN UCKYCCTBEHHbIM UHTEJ1JIEKTOM

Mogenu reHepaTUBHOrO MCKYCCTBEHHOIO MHTENNEKTa CTaHOBATCA AOCTYMHee, 1 pas3paboTymkin MoryT
BHEOPSATb UX B MPUMOXEHWS, YTOBbI MOBbIWAaTL YAO6CTBO CBOVX NPOAYKTOB 1 BOBIEYEHHOCTb
nosb3osartenen. Mbl XOTUM, YTOBblI KOHTEHT, CO3[,aHHbIN C MOMOLLbIO TaKuX Mogenen, bbin besonaceH
LLNS BCEX, a NMOMyYeHHble OT3bIBbl YUYUTbIBANMCh NPV AafibHENIIEM Pa3BUTUM NPOLYKTOB.

KOHTeHT, co3zgaHHbIN UCKYCCTBEHHbIM UHTEJIJIEKTOM

KoHTeHT, CO3,D,aHHbII;I NCKYCCTBEHHbIM UHTENNEKTOM, reHepupyeTca Mmoaendamm reHepaTtnBHoOro
NCKYCCTBEHHOIO MHTENNeKTa Ha OCHOBaHMN 3anpocoB nonb3oBaTenen. anIMeprI

* TEeKCT, KOTOpbI co3paeTcs yaT-60Tom ¢ MW B npouecce obLieHns ¢ nosib3oBaTeneMm, ecrnv Takoe
obLieHne SBASETCS OCHOBHOM GYHKLMEN NPUNOXEHNS;

* N306paxeHuns, KOTOPbIE TEHEPUPYIOTCA UCKYCCTBEHHbBIM MHTENNEKTOM Ha OCHOBAHWUW TEKCTOBBIX,
rpaduyeCcKmX UM roNOCOBbIX 3aNPOCOB.

[ns obecneyeHns 6e30nacHOCTX NoNb3oBaTENEN 1 B COOTBETCTBUM CO cHepon AelCTBUS NpaBull
Google Play, npunoxeHus, co3fatolme KOHTEHT C MCMONb30BaHUEM TEXHOIOMMIN UCKYCCTBEHHOTO
WHTENNEKTa, JOMKHbI OTBeYaThb npasunam Google Play ona paspabotumkos. B yacTHOCTH,
MPUNOXEHNSM HeNb3s CO3L,aBaTb 3aMpPELLEHHbIV KOHTEHT, HANPUMEpP CMOCOBCTBYIOLWMIA SKCMTyaTaLMm
LETEV UM HACUITMIO Haf, HUMM, @ Takke BBEAEHUIO B 3abnyXaeHMe.

anInO)KeHMﬂ, co3parowme KOHTEHT C NOMOLbIO TEeXHONorunm NCKYCCTBEHHOIO MHTEeNNEeKTa, AOJIXKHbI
npenocTaB/idTb NOJSIb30OBATENAM BO3SMOXXHOCTb OTMEYaTb 0CKOp6VITeJ'IbeIe MaTtepuanbl Unn coobuwatb
O HUX paspa6OTqV|KaM, He BbIXOA4 N3 NPUNOXEHUS. Pa3pa60Tq|/||<aM cnegyeT ncnonb3oBaTb
CcoobLleHMs NONb30BaTENEN B KAYEeCTBE UCTOYHMKA MHd)OpMaLI,VIM ona d)VIJ'IpraLI,I/IVI KOHTEHTa “
Mopaepaunmn B CBOUX NPUITOXEHUAX.

IHTennekTyanbHas COBCTBEHHOCTb

3anpeujaeTca HapyLlwaTb Yb1-NM6B0 NpaBa Ha UHTENNeKTYyasnbHyo COBCTBEHHOCTb (TOBapHbIE 3HAKM,
aBTOPCKME MpaBa, NaTeHTbl, KOMMepYeckue TalHbl U T. [1.), @ TakKe NooWPATh HapyLUEHWE ITHX NpaB
unm cnocobcTBOBaTb EMy. 3aMpeT KacaeTcs Kak NPUIOXeHWN, Tak Y akkayHTOB pa3paboTymKoB.

Ecnv HaMm cTaHeT U3BECTHO O NOA06HbIX MaTepuanax, Mbl NPUMeEM Heo6XoauMble Mepbl. YTobbI
COOBWNTb O HAaPYLUEHWN aBTOPCKUX MPaB U MOJTyYUTb JOMOMHUTENbHYIO MHbOPMaLMIo, CleaynTe
HaLIMM MHCTPYKLMAM MO YA aneHuio KoHTeHTa n3 Google

YT06bl NOAATh XKaNoby Ha NPUNOXEHNE, B KOTOPOM MPOAAIOTCA UMW PEKSTAMUPYIOTCS NOQAENbHbIE
TOBapbl, 3anofiHUTE 3Ty hopmy

Ecnv Bbl BNafienew, TOBapHOro 3Haka U BaM KaXKeTCs, YTO OH HE3aKOHHO MCMONb3yeTCs B MPUIOXEHUH,
KOTOpOEe pacnpocTpaHseTcs Yepesd Google Play, pekomeHayeM cHayana o6patuTbCs K paspaboTumky
9TOro NPUNoXeHus. ECnn aTo He MOMOXET YCTPaHUTb HapyLUEHWE, OTNPaBbTE Xanoby Ha HE3aKOHHOe
MCMONb30BaHKE TOBAPHOIO 3HaKa C MOMOLLbO 3TON GOPMbI

Ecnu y Bac ecTb NMCbMEHHOE pa3peLleHre OT NPaBoo6nafaTens, TO MHTENNEKTYalbHYIO
COBCTBEHHOCTb (6peHA, NoroTun u rpaduueckme 06beKTbl) MOXHO CMONB30BaTb B MPUIOXEHUN UK
Ha ero cTpaHuue. O653aTeNlbHO CBSXMTECH C KOMaHaon Google Play  nepep nybnukauuven
MPUNOXEHUS, YTOObI Er0 HE OTKIOHUN 3@ HapPYLUEHNE aBTOPCKMX MpaB.

He3akoHHOE UCNOoSIb30BaHME KOHTEHTA, 3aLlULLEHHOIrO ABTOPCKNMM NpaBOM


https://support.google.com/googleplay/android-developer/answer/10146128
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9878809
https://support.google.com/googleplay/android-developer/answer/9888077
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/troubleshooter/1114905#ts=1115643
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_counterfeit?product=googleplay&uraw=
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/legal/contact/lr_trademark?product=googleplay&vid=null?hl=ru
https://support.google.com/googleplay/android-developer/answer/6320428
https://support.google.com/googleplay/android-developer/answer/6320428

3anpelaeTcs HapyLwaTb YyXune aBTopckue npasa. VIsaMeHeHne MaTepranos, 3aluLLEHHbIX aBTOPCKMM
npaBoM, Tak)Xe MOXeT NPUBECTU K HapyLIeHWI0. B HEKOTOPLIX Cryyasx paspaboTumkmn BOMKHbI
[0Ka3aTb CBOE NPaBo Ha UCMONb30BaHWE TOrO UM MHOTO aBTOPCKOrO KOHTEHTA.

He pekoMeHayeTCa Ncnosib3oBaTb l‘ly)KOIh KOHTEHT ONnga oeMOHCTpaunmn BO3MOXHOCTEN CBOErO
NPUNoXeHnq. bBesonacHee Bcero cosgaTtb OpUrnHanbHble MaTepuanbl.

BoT npuMepbl Haubonee pacnpPoCTPaHEHHbIX HapyLIEeHU:

+ OBNOXKM My3blKasibHbIX arlb6OMOB, BULEOUTP U KHUT.
+ PekniamHble n3obpaxeHus ns GpuibMoB, cepurarnos, Tenenepeaay unv BUgeourp.

° l/I306pa>Keva Mnn 3aCTaBkn N3 KOMUKCOB, MyJ'IdeDVIJ'IbMOB, CbI/IJ'IbMOB, BMOeoKnnnos, cepunanos nnmn
Tenenepepay.

+ JloroTunbl yHUBEPCUTETCKMX UIIN NMPOPECCUOHANBHbBIX CMOPTUBHbBIX KOMaHA,

« ®oTorpadun 13 npoduna N3BECTHOrO YeioBeEKa B COLMANbHOM CETU.

« doTorpadunm N3BECTHOrO YeNioBeKa, CHATbIE NpodecCuoHanbHbIM doTorpadpom.

. PeI'IpO,D,yKLLI/II/I KapTUH, 3aliULLEeHHbIX aBTOPCKNM MpaBoM, U KON, HEOTNIUYMMbIE OT OpUrnHana.
. AYJJ,VIO33I1VICVI N3 MaTepunanos, 3aWneHHbIX aBTOPCKNUM NpaBOM.

* Konun nnu nepeBobl KHUT, HE aBNAOWNXCA O6LIJ,eCTBeHHbIM OOCTOAHNEM.

Moo peHre HapyLueHWsS aBTOPCKUX NpaB

3anpeLieHo Ny6InMKoBaTh NPUNOXEHUS, NOOLWPSIOLME HAapYLLIEHWE aBTOPCKUX NPaB Un
cnoco6cTBytow e 3ToMy. ECnuv Bbl HE YBEPEHbI, YTO Balle NPUIOXKEHUE He HapyLwaeT 3TO NPaBusIo,
06paTuTECh 33 COBETOM K IOPUCTY.

BoT npuMepbl Haubonee pacnpPoOCTPaHEHHbIX HapyLEeHU:

+ MpunoxeHusa 4g NOTOKOBOMN Nepefayn BULEO Uiv ayamo, KoTopble No3BostoT 6e3 paspeLeHns
cKayaTb KOMUIO KOHTEHTA, 3aLYMULLEHHOTO aBTOPCKMM NPaBOM.

« MpunoxeHus, NO3BONSIOLWME CNYLWATb, CMOTPETb U CKAUYMBATb MY3bIKY, BUAEO W LPYrON KOHTEHT B
o6xop, 3aKOHa O 3alLMUTEe aBTOPCKUX NPaB:
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Worth It

(D B onMCaHNM 3TOrO NPUNOXKEHNS NMONbL3OBATENSM NPEAJIaraeTCs CKauBaTh KOHTEHT, 3aL4MLLEHHbIN
aBTOPCKMM NpaBoM, 6€3 COOTBETCTBYIOWErO Pa3peLLEHMS.



@ CKpI/IHIJJOT B ONMCaHNKN 3TOro NPUNOXeHna NpuabiBaeT nonb3oBaTenen ckaunmsBaTtb KOHTEHT,
38LIJ,VILIJ,eHHbIl‘/lI ABTOPCKUM NMpaBOM, 6e3 COOTBETCTBYIOWEro paspeeHns.

HapyLlueHune npaB Ha TOBapHbIN 3HaK

3anpelyeHo ny6nmnkoBaTb NPUNOXEHNS, HapyLUatoLW e NpaBa Ha TOBApHbI 3HaK. TOBAPHbLIM 3HAKOM
Ha3bIBaIOT CI0BO, CUMBO UM UX COMEeTaHMWe, yKasbiBatole Ha NpOn3BOANTENS TOBapa Unu
nocTasLuka ycnyr. OH faeT BNagenbLy UCKIIOUYUTENbHbIE NPaBa Ha ero NCNob30BaHue
NMPUMEHNUTENBHO K [AHHOMY TOBapy UK yCryre.

HapylieHnem gaHHbIX NpaB cuMTaeTcs HeHaanexallee UM HeCaHKLMOHNPOBAHHOE NCMOMNb30BaHNe
MOEHTUYHOrO NGO OYEHb MOXOXEro TOBApPHOro 3Haka C Lefblo AaTb HEBEPHOe NpeacTaBneHne o6
NCTOYHMKE NpofykTa. ECnu B BalleM NpUNOXeHUM NPUCYTCTBYIOT TOBaPHbIE 3HAKM APYruX NPOayKTOB,
KOTOpbIE MOTYT BBECTM MNOSb30BATENEN B 3a0MyXAEHWNE, OHO MOXET BblTb 3a6IOKMPOBAHO.

MoppenbHbie ToBapbl

3anpelyeHo ny6nmMKkoBaTb NPUNOXEHUS, B KOTOPbIX MPOAAIOTCS UM PEKNAMUPYIOTCS NoaLenbHble
ToBapbl. Peub naeT 06 n3penusx, Ha KOTOPbIX €CTb 0603HAUEHUS, UAEHTUYHBIE YYXUM NIoroTunam /
TOBaPHbIM 3HAKaM U OYEHb NMOXOXMNE Ha HMX. DTO NO3BONAET BblAaBaTb NOALENbHbIV TOBAp 3a
NOOJINHHBIN.

HapyweHve koHduaeHUnanbHOCTH, 3f1oynoTpebneHne
pecypcamMu yCTpOMUCTBa 1 MOLLEHHNYECTBO

KoHdpuaeHumnanbHOCTb Nonb3oBaTenen n 6€30MacHOCTb CEPBUCOB OYEHb BaXKHbI AJ1g Hac. Mo3ToMy B
Google Play cTporo 3anpelyaeTcs ny6/MkoBaTb BPELOHOCHbIE, MOLIEHHUYECKME U Lpyrue
MPUNOXEHNS, KOTOPbIE HEAOMYCTUMbIM O6PAa30M UCTIONb3YIOT PECYPChl CETU UNN YCTPOWCTBA, a TakxKe
nepcoHalibHble AaHHbIe.

[laHHbIE NONb30oBaTENS

K paHHbIM Nonb30BaTess OTHOCATCS CBEAEHUS, NPELOCTABMIEHHbIE UM, @ TAKXKe MOJTyYEHHbIE B XO4e
ero paboTbl, B TOM uncne nHdopmaums ob yctponctee. O6g93aTenbHO COOBLNTE, KaK U OS5 YEro Bbl
byneTte cobupaTtb, 06pabaTbiBaTh 1 MCMONL30BaTh 3TN AaHHbIE, @ TaKXe NonyyaTb U NPefoCTaBNsTb K
HVMM gocTyn. Micnonb3oBaTh Takyto MHGOPMaLMIO B LENSX, O KOTOPbIX Bbl HE 3aBUM, 3aMPELLEHO.
MomumMo 3aToro, nobas 06paboTKa NMUHBIX U KOHPUAEHLMANBHBIX AAaHHBIX NMOSTb30BATENS [OMXKHA
OCYLLECTBNATLCS B PaMKax AOMONHUTENbHbIX TPEOOBAHUM, YKa3aHHbIX B pasgene “JinyHble u
KOHbMAEHLMarnbHble MONb30BaTeNbCKME faHHble" HUXe. ATu npasuna Google Play gononHsiot
TpeboBaHWs LEeNCTBYIOWErO 3aKOHOAATENBCTBA O KOHPUAEHLUANBHOCTY U 3aLMTe faHHbIX.

Ecnu B BalieM NpunoxeHUn NCNonb3yeTcs CTOPOHHMI ko (Hanpumep, SDK), ybeanTtecs, 4To 3TOT KOp
1 npouecchl 06paboTKM NONb30BATENbCKUX AaHHbIX HA CTOPOHE CO3haTenNs Koga COOTBETCTBYIOT
MpaBunam nporpaMmsl A paspaboTumkos npunoxerHun B Google Play, B ToM uncne TpeboBaHusM 06
MNCNONb30BaHMUN M PACKPbITUM MHbOPMaLUKU. HanpuMep, Bbl BOMKHbI yOeanTbes, YTo nocTaBwmnk SDK
He NpofaeT NMMYHbIe Y KOHPMAEHLMANbHbIE flaHHbIe MONb30BaTeNs, NONyYEHHbIe U3 Ballero
NPUNOXeHUs. To TpeboBaHNE NPUMEHMMO BHE 3aBUCUMOCTM OT TOro, ByAYT N NoNb30BaTENbCKUE
[laHHble nepenaHbl Noce OTNPaBKMU Ha CEPBEP UMK B pe3y/bTaTe BHeOPEHNs CTOPOHHErO KOAa B Balle
NPUNOXeHKe.

JInyHbie n KOH¢VIneHLWI8ﬂbeIe nosib3oBaTesibCKue gaHHbie

K nMuHbIM 1 KOHOUAEHUMANbHBIM NONB30BATENbCKUM faHHbIM OTHOCUTCS B TOM uncie uHbopmalums,
no3BonsoLWas MAeHTUGULMPOBATL JIMYHOCTb, GUHAHCOBBIE, MIATEXHBIE Y YYETHbIE AaHHbIE,
TenedoHHas KHUra, KOHTaKTbl, 4AHHbIE 3BOHKOB U SMS, faHHble 0 3L0POBbE , AaHHbIE NIaThGOPMbI
"300poBbe U CcnopT" , AaHHble O MECTOMOMOXEHUM YCTPONCTBA U CMINCKE APYrvX NPUITOXEHUI Ha


https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/12261419#health_apps
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://support.google.com/googleplay/android-developer/answer/9888170#ahp
https://developer.android.com/training/location
https://developer.android.com/training/location

YCTPOWCTBE, faHHble MUKPODOHA 1 KaMepbI, @ Takxe apyras KOHPUAEHUNanbHas nHdopmauus 06
YCTPOWCTBE MMM €ro UCNonb30BaHUW. ECiv Balle NpunoXeHWe NCMONb3YeT Takne CBefeHus, OT Bac
TpebyeTcs cnepyroliee:

+ OrpaHnumBaTh JOCTYM K NYHBIM 1 KOHOUAEHLMAMNBHBIM NONIb30BATENbCKUM LaHHbIM, NOMYYEHHbIM
yepes NPUNoXeHue, a Takxe nx cbop, MCNONb3oBaHWE U Nepepady. T LeNCTBUS AOMYCKAOTCS
TOJIbKO Ang npenocTtaBneHnd d)yHKLI,VIIZ cepBucCa Unn NpUNoXeHns, a Takxe B Lenax,
COOTBETCTBYIOLMX NPAaBWIaM U He HapyLLAIOLWMX 06OCHOBaHHbIE OXMAAHWS NONb30oBaTENEN.

« TpMnoxeHns, NCNoNb3ytoLMe IMYHbIE U KOHGUAEHLMaNbHbIE NONb30BATENbCKUE faHHbIE ANs
noka3sa peknambl, LOJKHbI COOTBETCTBOBATL MPaBuiaM pa3MeLLeHns peknambl
+ [laHHble paspeLleHo nepepaBaTh, €Cnv 3TOro TpebyeT AencTByiolee 3aKOHO[ATENbCTBO

(HanpuMep, No 3aNpPOCy rOCOPraHoOB) MUKW CAeNKa MO CIMSAHUIO UK MPOAAXE akTUBOB. Bbl AOMKHbI

yBEeAOMUTb 06 3TOM MOJSIb30BaTENEN OPUAMYECKM NpUeMneMbIM cnocobom. Kpome Toro, nepegaya

OaHHbIX BO3MOXHa NnocTaslW Kam ycnyr

« ObpabaTbiBaTh BCE NIMYHbIE U KOHUOEHLMANbHBIE AaHHbIE NONb30BaTeENen 6e3onacHbiM 06pa3om, B
TOM YuChe C NPUMEHEHNEM COBPEMEHHBIX METOLOB WKdPOBaHMS, Hanpumep npotokona HTTPS.

+ o BO3MOXHOCTU 3anpaluvBaTb AUHAMUYECKME Pa3peLIEHNs, MPeXae YeM UCTIOoNb30BaTh faHHbIe,
LOCTYM K KOTOPbIM perynupyeTtcs paspelieHuamu Android

+ He npopaBaTb NMYHblE U KOHOUAEHLMANbHbIE NONb30BATENbCKUE LaHHbIE.

« "Mpopaxa" nogpasyMeBaeT 0OMeH UM nepefavy TakmMx AaHHbIX TPETbUM NIULAM  C Lesblo
nonyyeHus AeHeXHOro [oxXoaa.

+ Ecnv cBOM NMYHbIe M KOHPMAEHUMANbHbIE faHHbIe NepefaeT caM Nonb30BaTeNb, 3TO He
cunTaeTcs npogaxen. MpuMepbl TakUX CUTyaLUIA: B MPUIOXEHUM eCTb GYHKLNS AN nepepaym
¢darinoB TpeTbMM NULAM; NPUIOXKEHWE NPefHa3HaYeHO AN NPOBEAEHUS HAYYHbIX
VICCJ'IeJJ,OBaHVIVI, M OaHHble OTNPaBNAATCA B 3TUX Lensax.

PackpbiTe nHpopMaLmu u paspelueHne Ha UCNoNb3OBaHMe AaHHbIX

Ecnu Bawe npunoxeHne cobmpaeT, UCNONb3yeT U NepefaeT NIMYHble U KOHPULEHLMANbHbIE
nosb3oBaTeNbCKNE aHHbIE B LeNsiX, KOTOPbIE MOTYT He COOTBETCTBOBATb O0OOCHOBAHHbBIM OXUAAHNUSM
nonb3oBaTenen ot NPoayKTa unu dyHkUMM (Hanpumep, ecnmn cbop MHGopMaL MM NPoxogmT B GOHOBOM
pexume), BaM HEOBXOANMO BbINOMHUTL TPEBOBAHNS HUXE.

PackpbiTue nHbopmauuu. Bbl BOMKHBI yKa3aTb B NPUIIOXXEHUU CBeaeHus o cbope,
MCNoNb30BaHUUN U Nepepaye NUYHbIX AaHHbIX. [1Ng TakKux CBeAEeHUN AeUCTBYIOT cliepytolue
TpeboBaHus:

MHd)OpMaLI,I/Iﬂ OOJKHa 6bITb B CAMOM NPUNOXeHUN, a He TOJNIbKO B €ro OnncaHunn nnn Ha canTe.

MHdopmaLma pomkHa oTobpaxaTbes Npyu 06bIYHOM UCTIONb30BaHUM NPUIOXEHWS, 6e3 BbI30Ba MEHIO
W HaCTPOEK.

B nHdopMaumm fomKHO BbiTb yKa3aHo, Kakune AaHHbIe UCMOSb3YeT UK COBUPaEeT NPUIoXeHNE.

B Hen OOJIKHO O6'b9|CH9!TbC9l, KakK UMEHHO NpunioXeHne ncnonb3yeTt U nepenaeT AaHHbIe.

NHbopMaLms He MOXET cofepXaTbCsl TONbKO B MONUTUKE KOHOUAEHLMANBHOCTU NN YCIOBUSX
MCMONb30BaHMS.

NHdopMaL s He MOXET BKIHOYATLCA B COCTAB APYrMX CBELEHUN, HE CBA3aHHbIX C Bonpocamu cbopa
JINYHBIX N KOHOUAEHUMANbHbIX AAaHHbIX NMOSIb30OBaTENEN.

Cornacue nonb3oBaTenen U gMHaMU4yeckume pa3peweHusa. Bbl BOMKHbI 3anpocuTb cornacue
nosb3oBaTena U guHaMuyeckoe paspelueHme cpasy nocsie nokasa coobueHus o packpbiTUN
MHd)OpMaLI,MM, COOTBEeTCTBYOLlIEero ykasaHHbiM paHee npasuiam. Ona 3anpoca p,ei;lCTByIOT
cnepywouwue npasuna:

+ 3anpoc gonxeH 6biTb CHOPMYNMPOBaH NPEAENbHO ACHO U NPeACTaB/eH B OTAENbHOM A1aIOrOBOM
OKHe.

« Cornacve nonb3osaTens 4OSIKHO NOATBEPXAaTbCS AENCTBUEM (HanpuMep, HaxaTMem KHOMKW Ui
YyCTaHOBKOW dnaxka).
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° CI/ITyaLI,I/IVI, Korga nonb3oBaTeslb HAMEPEHHO Unn CJ'Iy‘-IaIZHO 3aKpbiBaeT OKHO C 3anpocoMm, B TOM
yncne Haxxatnem B opyrom Mecte nnm KHOMKOM BO3BpaTa Ha rnaBHbIN 9KpaH, HE MOryT CYMTaTbCAa
cornacuem.

« ABTOMaTU4YECKM 3aKpbiBakowimnecd 3anpochl (HaanMep, no nctevyeHnn onpeneneHHoro BpeMeHI/I) He
MOryT 6bITb CpencTBOM noJiy4eHuna cornacus.

+ 3anpoc fomkeH 6biTb CHavana ofobpeH nonb3oBatenieM. TONbKO NOCNEe 3TOro Balle NPUoXeHWe
MOXET MOSTyYNTb BOCTYN K MMYHBIM U KOHPUAEHLMANbHBIM NOSIb30BATENBCKUM [AaHHbBIM MU HaYaTb
nx cobupars.

MPUNOXEHNS, B KOTOPbIX INYHbIE N KOHPMAEHLMANbHbIE MONIb30BaTENbCKME AaHHble 06pabaTbiBaloTCA
6e3 cornacus nosib3oBaTesNs Ha APYrMx NPaBoBbIX OCHOBAHUAX, [OMXXHbl COOTBETCTBOBATb
LENCTBYIOLMM IOPUANYECKMUM TPeBOoBaHNAM 1 cofepx)aTb HE06X0anMbIe COOBLLEHNS O PACKPbITUK
MHPOPMaLMK, B TOM YMCIIE COOBLLEHUS B CaMUX NPUITOXKEHUAX, TPEByeMble COrfacHoO 3TUM NpaBunam.
TakvM OCHOBaHMEM MOXET BbiTb 3aKOHHbIN MHTEPEC B paMKax [eHepasbHoro pernameHTa EC o 3awute
nepcoHanbHbix faHHbIX (GDPR).

YT06bI NPUBECTY MPUOXEHNE B COOTBETCTBIME MPaBMIaM, Mbl PEKOMEHAYEM BaM NPULEPXMBATLCA
cnepytoulero ¢opmaTta, Korga Tpebyetcs packpbiTb MHGOPMaLMIO:

+ "[HasBaHuWe npunoxeHns] cobupaeTt/nepenaeT/CUHXPOHU3NPYET/XPAHUT [TUN faHHbIX], YTOGbI
obecneunTb paboTy [kakon dyHkumm] [B kKakmx cnyyaax]”.

« lMpumep. "Fitness Funds cobupaet faHHbIe 0 MECTOMONOXEHUM, YTOObI OTCIEXUBATL Bally
PU3NYECKYIO aKTUBHOCTb, [4aXe KOT[a MPUI0XEHNE 3aKPbITO MU HE UCMONb3YETCS, U YTObbI
O[AEPXNBATL 10Ka3 PeKaambl”.

« lMpumep. "Call Buddy cobupaet, cunTeiBaET 1 3aNNChIBAET faHHbIE O BbI30BAX, YTOObI UMETL JOCTYI
K KOHTAKTaM, [axe Korga npuioxXeH1e He NCronb3yeTcs ",

Ecnu B BaleM NpunoxeHUn NCNonb3yeTcs CTOPOHHUN Ko (Hanpumep, SDK), npegHa3HaueHHbIN ons
c6opa NMYHBIX U KOHPMAEHLMANbHBIX MONb30BATENBCKMX JaHHBIX, Bbl AOMKHbI MPEAOCTaBUTD
LOCTaTOYHble [,OKa3aTeNbCTBa TOro, YTO Balle NMPUIOXEHME He HapyLluaeT TpeboBaHus 13 pa3nena
"PackpblTie MHGOPMaLMK 1 pa3peLleHme Ha NCMONTb30BaHNe AaHHbIX" HACTOSALMX NPaBuI.
MpunoxeHye AOMKHO COOTBETCTBOBATb B TOM YNCTIE MOMOXEHNSM, CBS3aHHBIM C AOCTYMNOM K AaHHbIM,
a TaKkxe nx c6opoMm, UCMONb30BaHNEM U Nepefayen C MOMOLLbO CTOPOHHErO Kofa. [loka3aTenbcTea
HeobXOLMMO OTNPaBUTb B TEYEHUE ABYX HEAESb UMW LPYroro nepuopaa (ecnv oH ykasaH) nocne
nonyyeHus 3anpoca ot Google Play.

BoT npuMepbl Hanbonee pacnpPoCTPaHEeHHbIX HapyLeHU:

MpunoxeHre cobupaeT AaHHbIE O MECTOMOJIOXEHUMN YCTPOMCTBA, HO HE COLEPXUT 3aMETHOrO
yBeLoMIIeHNs 06 NCTMONb30BAHUM UX MPUMOXKEHUEM B GOHOBOM PEXUME U/UK O TOM, AN1s Kakow
bYHKUMM HYXKHbI 3TW [aHHbIE.

MpunoxeHve 3anpalurBaeT AVMHAMUYECKOE pPa3peLleHne Ha [OCTYN K 4aHHbIM 40 PaCcKPbITUS
MHPOPMaLMK O TOM, AN YETO UCMONL3YIOTCS ITU AaHHbIE.

MpunoXxeHne nony4yaeT [OCTYN K CAUCKY YCTaHOBIEHHbIX MPUIOXEHMI MONb30BaTENS U HE
0b6pabaTbiBaET 3TW JaHHble Kak NNYHbIE UM KOHOUAEHLMANbHbIE B COOTBETCTBMM C NMONUTUKON
KOHOUAEHLMANbHOCTH, NpaBMnamMmn 06paboTKM AaHHbIX, a TakXKe COrnacHo TpeboBaHMaM K
packpbITUIO NHGOPMALMKN U PaspeLlEHNIO Ha NCMONb30BaHNE OaHHbIX.

anIJ'IO)KeHMe nony4vyaeT OoCTyn K CNUCKY KOHTakTOB Nonb30BaTeNd U HE o6pa6aTb|BaeT OTW OaHHblIe
KaK JINYHblE NN KOHCbVIJJ,eHU,I/IaJ'IbeIe B COOTBETCTBUM C NMOSIUTUKOM KOHd)I/IJJ,eHLI,VIaJ'IbHOCTVI, a TakXe
Tpe6OBaHM9IMVI K o6pa60T|<e OaHHbIX U pa3peLleHnto Ha NCNoNb30BaHWE OaHHbIX.

anIﬂO)KeHMG 3anncbiBaeT AaHHbIE, KOTOPbIE NOABNAIOTCA Ha 3KpaHe, 1 He o6pa6aTb|BaeT nXx Kak
JINYHbIE NN KOH¢'VI}J,€HLI,VI8J'IbeIe B COOTBETCTBUW C HAaCTOAWMMU NpaBunamMmun.

MpunoxeHne cobrpaeT faHHbIE O MECTOMONIOXEHUM YCTPONUCTBA , HE PACKPbIBas, AN YErO OHM
HY>XHbI, U HE MOJlyYas cornacue Nonb3oBaTesNsl B COOTBETCTBUM C NPUBEAEHHBIMU BbilIE
TpeboBaHUAMMU.


https://developer.android.com/training/location
https://developer.android.com/training/location

+ [punoxeHne NCrosib3yeT orpaHNYeHHble paspeLlleHns B pOHOBOM pexnme (B TOM uncne ans
OTCNEXMBAHMS U B UCCNIEA0BATENbCKUX UMM MAPKETUHIOBbIX LIENSX), He pacKpbiBas, OJ19 YEro OHW
TpebytoTcH, 1 He Nofyyas cornacue nosb3oBaTens B COOTBETCTBMN C MPUBEAEHHbIMM Bblille
TpeboBaHUAMMU.

+ MpunoxeHune ncnonbayeT SDK, KOTOPbIN COBUPAET NNYHbIE U KOHOUAEHLMANbHbIE
MoJib30BaTENbCKME AaHHbIe U He 06pabaTbiBaeT MX COrMacHO NpaBuiaM B OTHOLLEHNM
MoSb30BaTENbCKUX AaHHbIX, TPEBOBAHNAM K PACKPbITUIO MHPOPMALUM 1 PA3PELIEHMNIO Ha
MCMONb30BaHNe AaHHbIX, a Takxke TpeboBaHMaM K 06paboTke gaHHbIX (BKNoYas 3amnpeT Ha
npopaxy).

I'Io,u,po6Hee O pacKpbITUKn VIHd)OpMaLI,I/IVI M pa3pelieHnn Ha NCNoNb30BaHNE OaHHbIX...

OrpaHMueHMe AocTyna K JIMYHbIM U KOHd)MAeHLIMaHbeIM AaHHbIM

Huxe nepeyncrneHbl AONONHUTENbHbIE TPeBOBaHNS K MPUNOXEHUSM, BbIMOMHSIOWUM ONPefeneHHble
dyHKUMN.

dyHKUUA Tpeb6oBaHus
O6paboTka MAEHTUPMKALMOHHBIX, Balue npunoxeHve He [OMKHO HY MPK Kaknx 06CTOATENbCTBAX
bUHAHCOBBIX U MAATEXHbBIX AaHHbIX ny6AMKOBaTb INYHbIE M KOHUAEHUMANbHbIE faHHbIE, CBA3AHHbIE C

dUHAHCOBOM MMM NNATEXHOW AesTeNbHOCTbIO, a Take HoMmepa
oduLManbHbIX YIOCTOBEPEHUIN IUYHOCTU.

O6paboTka TenedOHHbIX HOMEPOB U 3anpelueHo 6e3 pa3peLieHns ny6InMKoBaTh U PACKPbIBATb IMYHYIO U
LPYyron KOHTakTHOM MHopMaLum KOH$MAEHLManbHyo MHGOPMaLMIO APYrUX NIOLEN.

AHTUBMPYCHbIE U ApYyrue 3alLnUTHbIe B nonutuke koHoMAeHUManbHOCTH 1 MHbopmaLum 06

dyHKLMM MCMONb30BaHUM NNYHBIX [aHHbIX JOMIXKXHO 06bICHATLCS, Kakue

AOaHHble co6mpar0Tcg nnepenarTcyd, Kak OHM NCNONMb3YOTCA N KTO
MOXET NONy4YnTb K HUM OOCTYynN.

L[eTCKU KOHTEHT B npunoxeHun, npegHasHaYeHHOM B TOM YMCNE U A9 OETEN, HE
LOSIXHbI Mcnonb3oBaTbea SDK, koTopble He 0f06peHb! Ans
nopo6HbIX cepBMcoB. C NOMHbIM CMIMCKOM MPaBun 1 TpeboBaHuin
MOXHO O3HAaKOMUTbLCS Ha 3TOW CTpaHuLe

C60p NOCTOAHHbIX MAEHTUUKATOPOB MOCTOSHHbIE MAEHTUPMKATOPLI YCTPOMCTBA HE LOMKHbI BbiTh
ycTpovcTs (Hanpumep, IMEL, IMS, CBSA3aHbI C JINUHBIMY 1 KOHOUAEHLNANBHBIMUA [AaHHBIMY
CepuitHbix HoMepoB SIM-kapT U T. 41.) nonb3oBaTens 1 ¢ UAEHTUGUKATOPaMK, KOTOPbIE MOTYT BbITh

cHpoLLEHbI, 38 UCKITIOYEHNEM:

« TenedoHHON CcBSA3M ¢ noMoubio SIM-kapTsl (Hanpumep, ans
3BOHKOB No ceTu Wi-Fi uepes onepaTtopa cBa3m);

+ KOPMOPaTMBHbIX MPUNOXEHUIN AN YNPaBNEHNs yCTPOUCTBaMMU,
MCMOMb3yEMbIX B PEXUME BRagenbLa.

B Takux cnyyasx pa3paboTumk fOSIKEH SBHbIM 06pa3oM coobLWmUTb
nosib3oBaTensam 06 NCnonb3oBaHUN NAEHTUGUKATOPOB B
COOTBETCTBMW C MPaBUIaMU B OTHOLLIEHMM NOMb30BaTENIbCKUX
LaHHbIX

NHbopMaumio 06 anbTepHATUBHbIX YHUKANbHbIX MOEHTUdMKaTOpax
MOXHO HaNTW Ha 3TOW CTpaHuLLe

JononHuUTenbHble peKOMeHAALMM MO UCMOSb30BAHUIO PeKIaMHbIX
noeHtndunkatTopos Android nprBefeHbl B MpaBuiax pasMeLleHns
peknambl

Paspen 6e3onacHOCTU AaHHbIX

Kaxxpgoe npunoxeHne [OMKHO cofepXaTb pasaen 6e30MacHOCTU faHHbIX, B KOTOPOM MOHATHO U TOYHO
onmcaHo, Kak cobrpaloTCs, UCMOSb3YHOTCH 1 NepenaTcs Nob3oBaTenbekne gaHHble. PaspaboTumk
HeceT OTBETCTBEHHOCTb 38 TOYHOCTb M akTyaslbHOCTb MHbOPMaL MU, DTN CBEAEHUS LOMXKHbI
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COOTBETCTBOBaTb MHPOPMALIMM, U3NOXKEHHON B MONUTUKE KOHOUAEHLMANBHOCTM NPUNOXEHUS (ecnn
NPYMEHMMO).

MogpobHee 0 TOM, KakK 3amnofiHUTL pasaes 6e30MacHOCTM faHHbIX

Monutuka KOHPMAEHLMANbHOCTHU

Ccbinka Ha NOAUTHUKY KOHOUAEHLMANBbHOCTM [OMKHA BbITh NPUBELEHa B NPefHa3HAUYEHHOM NS Hee
paspene Play Console 1 B camoM NpunoxeHun (onyckaeTcs pa3MecTuTb TEKCT NpaBui). B aTom
LLOKYMEHTE 1 B MHGOPMaLLMM 06 MCNONb30BaHUMN [AHHBIX, PA3MELLEHHON B NPUAOXEHUN, LOJXKHO
nofpobHO 0OBACHATHCS, Kak OHO MOJyYaeT, cObMpaeT, NCMOMb3YeT U NepefaeT TPEeTbUM NnLaM
Nosb30BaTENbCKUE JaHHble. TO KacaeTcs N60oM MHPOPMaLUK, a HE TONBbKO CBEAEHMWN, ONMUCAHHbIX B
pa3pene 6e30nacHOCTH faHHbIX. TEKCT BOMKEH COpepXKaThb:

+ MHbOPMaLMIO O Pa3paboTUMKe, @ TakKe O KOHTAKTHOM JULE MO BOMPOCaM KOHOUAEHUMANBHOCTY
WM O MEXaHM3Me Nofaun 3anpocos;

* TUNbI NINYHBIX U KOHOUAEHLMAMNbHbBIX NONb30BATENBCKUX [aHHbIX, KOTOPbIE LOCTYMHbI MPUAOXEHWIO 1
KOTOpbIe OHO COBMPAET, UCMONb3YET U NepefaeT, a Tak)Ke CBELEHUS O TOM, KTO NoJslyyaeT JOCTyn K
aTOM UHbOPMaLMK;

* nHbopmMaLmio 0 NpoLenypax 6e3onacHon 06paboTKM NIMUHBIX U KOHPUAEHLNANBHBIX LaHHbIX;

* npaBuna pas3paboTurka B OTHOLIEHWUN XPAHEHUS U YAANEHUS faHHbIX;

* YeTKOE yKa3aHWe Ha TO, YTO 3TO NOoNUTMKA KOHOUAEHUMANBHOCTY (HanpuMep, MOXET BbiTb
YMNOMSIHYTO B 3arojloBKe).

B nonntuke KOHPMAEHUNANBHOCTM HEOBXOAMMO NPUBECTM Ha3BaHWNE NPUNOXEHUS UK YNOMSHYTb
nnuo (Hanpumep, paspaboTymka UM KOMMaHWI), ykasaHHOe Ha CTpaHuLe npunoxeHus B Google Play.
,El.a>Ke €CN NpUNoXxeHne He MeeT AoCTyna K JINYHbIM U KOHCI)VI,D,eHLI,I/IaJ'IbeIM AaHHbIM, Y HEro A0J1XXHa
6bITb NONTUKA KOHOUAEHLNANBHOCTH.

Y6epuTech, YTo 3TOT AOKYMEHT (He B Buae PDF-daiina) 4OoCTyneH no akTMBHOW 06LWeR0CTYNHOM
cchblfike 6€3 orpaHNYEHNIN NO re030HE U HE MOXKET BbITb U3MEHEH.

TpeGOBal-me B OTHOLU€HUU yaarieHUa akkayHToOB

Ecnu nonb3oBaTenu MOryT co3faBaTh akkayHTbl MPSAMO B BalIEeM MPUSIOXEHNM, B HEM TakXe [OJIKHA
6bITb BO3MOXHOCTb 3anpallvBaTh yaaneHue akkayHTa. Takyto onumio fOSIXKHO ObITb NErko HauT B
npunoxeHunn. Kpome Toro, Nonb30BaTeNn AOMKHbI UMETb BO3MOXHOCTb 3aNpOCUTb yaaneHue
aKKayHTa He M3 MPUSIOXEHWS, HanpuMep Ha BaleM canTe. CChifIKy Ha TaKOM PECYpPC HYXXHO ykasaTb B
cootBeTcTBylowem none dopmbl URL B Play Console.

Mpv yaoaneHny akkayHTa B MPUIIOXEHMM MO 3anpocy Nonb30BaTeNs Bbl TakXe AOSKHbI yAanuUTb
NMonb30BaTENbCKME AaHHbIE, CBA3aHHblE C 3TUM akKayHTOM. BpeMeHHas feakTuBaLus, oTKIoYeHme
WM NPUOCTaHOBKa paboTbl akkayHTa He CUMTaloTCa yaaneHnem. ECnm Bam HYXXHO XpaHUTb
onpepeneHHyto nHbopMaLuunio B 060CHOBAHHbIX LieNgX, Hanpumep ang obecrneyeHns 6e3onacHoOCTy,
60pbbbl C MOLIEHHNYECTBOM UM COBMIOAEHNS HOPMATUBHbIX TPEHOBAHWI, Bbl 0693aHbl SBHO
NponHbOPMMPOBATbL NOSIb3OBATENEN O CBOWX NPAaBUIaxX XPaHEeHUs faHHbIX, HAaNnpPUMeEpP B NOIMTHKE
KOHOUAEHLMANbHOCTH.

MoppobHee 0 TPeboBaHMSX B OTHOWEHWM YAaNeHUs akkayHTOB 1 06 M3MeHeHUM GOpMbl
"be3onacHOCTb AaHHbIX"...
Wcnonb3osaHue ngeHTudpukaTopa npuUnodXXxeHus

Android npefcTaBUT HOBbIN MAEHTUOUKATOP A1 OCHOBHbIX MPUMEPOB UCMOIb30BaHMS, HaNpUMep
QHaNUTWKN U NPEfOTBPALLEHNS MOLLEHHNYECTBA. YCNIOBUS UCMONb30BaHWs MAEHTUdMKATOPa
NnpVBeLEHbl HUXE.

* UcnonbsoBaHue. Mﬂ,eHTVId)MKaTOp Ha6opa I'IpI/IJ'IO)KeHVIlZ HeNb34 NCNoJib30BaTh ANngd
nepcoHannsauum n aHanmaa peknambl.
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+ CBs3b ¢ MHPOpMaLMen, nosBonsawLen UAEHTUGULUPOBATbL IMYHOCTb, U APYrUMU
naeHTudukaTopamu. NineHtndumkaTop Habopa NPUIOKEHUIN HENb3S CBA3bIBATb B PEKIIAaMHbIX LLensax
¢ npeHtnoukatopamm Android (Hanpumep, AAID) nnm ¢ KakKMMU-IM60 NEPCOHaNbHBIMU U
KOHOUAEHLMANbHBIMU LaHHbIMK.

« Mpo3payHoCTb U cornacue. B npMmeyaHnn o KOHPUOEHLMANBHOCTN, COOTBETCTBYIOLWEM
TpeboBaHUAM 3aKOHOAATENBCTBA, B TOM YMCHE B NMONUTUKE KOHPUAEHUMANIBHOCTY, HEOOXOAUMO
nponHbOPMMPOBaTb NONL30BATENS O CHOPE U UCMONb30BAHUMN MOEHTUDUKATOPOB NPUIIOXEHUS, @
TaKXXe O HAaCTOAWMX NpaBunax. B HEKOTOPLIX Clly4Yasix HEOHBXOAMMO NONYyYnTh Cornacue
nonb3oBatenew. MogpobHas nHbopmaLmns O HaWMX CTaHZapTax KOHOUAEHLMANbHOCTU NPUBELAEHA B
pasgene [JaHHble Nofib3oBaTens

EU-U.S., Swiss Privacy Shield

Ecnv Bbl nonyyaeTe JOCTYN K IMYHBIM [aHHBIM NONb30BaTENeW, NPeLoCTaBNeHHbIM KoMnaHuel Google
N CO3[aHHbIM Ha TeppuTOopUM EBponenckoro cotosa unu LWeenuapum, ecnm ncnonbayete nmbo
obpabaTtbiBaeTe 3Ty MHGOPMALMIO U MO HEW MOXHO MPSMO UM KOCBEHHO YCTaHOBUTb JINYHOCTb
yenoBeka, TO Bbl JOMIKHbI:

- CobntofaTb BCe AENCTBYIOWME 3aKOHbI, AUPEKTMBbI U NPaBUIa B OTHOWEHUM KOHOUAEHLMANBHOCTH,
6€30MacHOCTU U 3aLMTbI IMYHbIX AaHHbIX.

+ Mony4yaTb BOCTYN K JIMYHBIM [laHHbIM 1 UCMONb30BAaTh UX TOJSIbKO B TEX LiENsX, C KOTOPbIMMU
cornacuncs ux snageneu,

° anIMEHﬂTb H€O6XO,D,I/IMbIe OpraHnM3aunOHHbIE N TEXHNYECKME CcpencTBa Ang 3aWnTbl JIMYHbIX OaHHbIX
OT NoTepun, HeponNyCTUMMOro NCnoJib3oBaHUA, HECaHKLMOHNPOBAHHOIO UM HE3aKOHHOIo JOCTyna,
pasrnaweHnsd, USMeHeHUsa N HapyLlweHna LENOCTHOCTH.

 ObecneunBaTb IMYHBIM fAHHbIM HEOBXOAMMYIO 3aLMUTY B COOTBETCTBUM C MPUHLMMNAMY COrfalleHus
Privacy Shield

Bbl 06513aHbl pPEryNspHO CBEPSTLHCS C 3TUMK TpeboBaHMsaMU. Ecnv cobniogaTtb X CTaHET HEBO3MOXHO
WM BO3HWKHET CEPbE3HBIV PUCK TOTO, YTO Bbl HE CMOXETE 06ECNEeUNTb COOTBETCTBUE UM,
HemepieHHo cooblmnTe HaM 06 3ToM Mo agpecy data-protection-office@google.com v npekpatTuTe
06pabOTKY MMYHBIX AAHHBIX UK Kak MOXHO CKOpee BOCCTAHOBUTE MX 3aLLUTY.

HauunHas ¢ 16 uonsa 2020 roga komnaHus Google 6onblue He ncnonbayeT EU-U.S. Privacy Shield
(cornaweHune o NpaBuax Nepepayr NepcoHasbHbIX AaHHbIX Mexay EC u CLUA) npu nepepnave
NnepCcoHanbHbIX faHHbIX 3 EBPONEnCcKon SKOHOMUYECKOW 30Hb! Unv BennkobputaHum B CLUA.
MoppobHee... Y3HaTb 60onblue MOXHO B pasaene 9 CornaieHus.

Pa3peLwweHuns n APl c gocTynom kK KoHduaeHunansHon nHdopmaLmm

3anpockl Ha NpefoCTaBleHNe paspeLlleHnii n ncnosib3osaHme AP, KOTopble NOMyYatoT JOCTYN K
KoHdUAaeHUManbHoM nHGopMaL MK, [OMKHbI BbITb MOHATHLIMK A4 NOSib3oBaTenen. 3anpawmsaTtb
paspeLieHus n ncnonbaoBatb API, KOTopble NoyYaloT JOCTYN K KOHbUAeHUManbHon nHbopmaLmu,
MOXHO TOMbKO B TOM Cly4Yae, €Cin OHU HeobxoanMbl Ans paboTbl GYHKLNUA U CEPBUCOB, KOTOPBIE YXe
€CTb B NMPUIIOXEHUM 1 ONUCaHbI Ha ero cTpaHule B Google Play. Henb3s ncnonb3oBaTb paspeLleHns 1
API, npegocTaBnstowme JOCTYN K AaHHbIM NOb30BaTeNs UM YCTPONCTBA, ANs GYHKLMI Unu uenen,
KOTOpPbl€ HE OTMEeY€EHbI B ONMNCaHUN NPUNoXeHnd, He peann3oBaHbl NI HE pa3peLleHbl. JInyHbie nnn
KOHbMAEHLMarbHbIE JaHHbIE, NOMYyYEHHbIE C Pa3pELLEHNS NOMb30BATENS UM NPU NOMoLLM Takux API,
Henb3si MpofaBaTh M NepefaBaTh C Lefblo NOCNenytolen NPoaaxm HU Npy Kakux o6CcToaTenbCTBax.

3anpalrBanTe paspeLleHns B KOHTEKCTE (Mo Mepe BO3HUKHOBEHWS HEOBXOAMMOCTUN B HUX), YTOObI
nonb30BaTENM NMOHMMAIM, 3a4EM 3TO HYXKHO MPUTOXEHWMI0. MIcnonb3yinTe faHHble TOMNbKO B TEX LeNsX,
Ha KOTOpble NoNb30BaTeNb fan corfacue. ECnv B ganbHenweM BaM NoHagobumTca NCnosib30BaTh X B
LpYyrux Uensx, BaM Heobxoanumo byneT nonyymTb SBHOE Corflacue nonb3oBaTens Ha 3TO.

OrpaHM‘leHHble paspelieHus


https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1
https://support.google.com/googleplay/android-developer/answer/10144311?visit_id=637570411965975172-4240498562&rd=1
https://www.privacyshield.gov/EU-US-Framework
https://www.privacyshield.gov/EU-US-Framework
https://www.privacyshield.gov/EU-US-Framework
mailto:data-protection-office@google.com
mailto:data-protection-office@google.com
https://policies.google.com/privacy/frameworks

Kpome Toro, K paspeLieHnsaM, KOTopble yKasaHbl HUXEe UM 0603HaYEeHb! B JOKYMEHTaLUM ons
pa3paboTuMKOB KaK OrfacHble , CreuManbHble UK Tpebytolwne ocobon NOgNUCK , NPUMEHSIIOTCS
LOMONHUTESbHblE TPEOOBAHMS 1 OrPaHUYEHMS:

« [aHHble NONb30BaTENS U YCTPONCTBA, NONYYEHHBIE C NMOMOLLBIO OFPAHUYEHHbIX Pa3peLLEHNH,
CUMTAIOTCS JIMYHOM U KOHPUAEHUMANBbHON MHPOPMALMEN, Ha KOTOPYIO PACNPOCTPAHSAIOTCS NpaBuna
B OTHOWEHWW NMNONb30BATENBCKUX OaHHbIX

- Ecnu nonb3oBaTesb OTKOHAET 3anpoC Ha OrPaHUYEHHOE pPa3peLLEHE, Bbl HE OOMXKHbI MbITAaTbCS
nepeybenuntb ero. Henb3s 3acTaBnsTb NOb30BATENEW MPEAOCTABNATb PA3PELLIEHNS, KOTOPbIE HE
ABMATCA KPUTUYECKN BaXHbIMU. B 3TOM criyuae Bbl 0693aHbl NPUNOXUTb 0BOCHOBaHHbIE YCUNS
419 TOrO, UTOGbI BCE PAaBHO 06ECNEYNTb NOML30BATENAM AOCTYN K GYHKLMAM NMPUNOXKEHNS
(HampuMep, NPeaycMOTPETb BO3MOXHOCTb BBOAA TeNledOHHOrO HOMepa BPYYHYt0, eCniv [OCTYN K
CMUCKY BbI30BOB OrPaHUYEH).

« CTporo 3anpeLieHo UCMoNb30BaTh Pa3peLleHns B LENIX, HE COOTBETCTBYOWMX npasunam Google
Play B oTHOWweHuK BpegoHocHoro MO (Bktoyas 310ynoTpebneHme noBbilWeHHbIMU NPUBUIErMSMI

).

[Ing HEKOTOPbIX OrPaHNYEHHbIX Pa3peLLEHNn MOFYT feNCTBOBaTb [OMNOSNHUTENbHbIE TPEOOBaHMS,
onuncaHHble Huxxe. CobnogeHne aTux yCroBun nomoraeT obecneyunBaTb KOHOUAEHLMANBHOCTb
nonb3oBaTenen. B oueHb peakunx ciiyyasix Mbl MOXeM CHENaTb UCKIIOUYEHME, ECNUN NPUNOXEHNE
BbINONMHAET Kakme-nnbo BaXKHble 1 BOCTPebOoBaHHble GYHKLMM, KOTOPbIE B HACTOSALWMIA MOMEHT HE
MOryT BbITb Peann3oBaHbl APYruM cnocoboM. MpUHMMas pelleHne B Takux CUTYaLmnax, Mbl YYUTbIBAEM
noTeHUManbHble Yrpo3bl KOHOUMAEHLMANBHOCTN U 6€30MacHOCTMN AaHHbIX.

PaspelweHus Ha poctyn K SMS n cnucky BbI3OBOB

SMS 1 cnN1COK BbI3OBOB CUMTAIOTCS JIMYHBIMU U KOHPUAEHLMANBHBIMW faHHbIMU. K HUM NPUMEHSIOTCS
nonoxeHus pasgena JInyHas n KoHPUaeHUManbHaa Hpopmaumsa , a Takxke crnegyowme
OrpaHuYeHus:

OrpaHu4eHHoOe paspelleHue TpeboBaHus

lpynna paspeLeHnii Ha JOCTYN K CIUCKY BbI30OBOB (Hanpumep,  [punoxeHve fJOMKHO 6biTb
READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTpUpoBaHO Kak NOMOLLHUK Un
PROCESS_OUTGOING_CALLS) 06paboTUnK 3BOHKOB MO YMOMYAHMIO.

lpynna paspelueHnt Ha poctyn k SMS (Hanpumep, READ_SMS,  TMpunoxeHne fOmkHO 6bITb
SEND_SMS, WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH, 3aperncTpupoBaHO Kak NOMOLLHUK Un
RECEIVE_MMS) 06paboTunk SMS no ymonuaHmio.

MPUNOXEHNAIM, KOTOPbIE HE MOTYT 6bITb Ha3HaYEHbI MOMOLLHMKOM UNv 06paboTymkom SMS nnu
3BOHKOB M0 YMOJTYaHMIO, 3aMpeLLeHO 3anpallnBaTh NofobHbIe pa3peLleHus. B ToM umicne Henbas
yKa3blBaTb COOTBETCTBYIOLME Tern B MaHubecTe. 3anpalumBaTb Takue paspeLleHnst MOXHO TOSbKO
rocre Toro, kak Nonb3oBaTeflb CaM YCTAaHOBUT MPUIIOXKEHNE B Ka4eCTBE NOMOLLHUKA U 06paboTumka
ons SMS unu 3BOHKOB MO yMONYaHUo. Kak TONbKO Nosb30BaTeNb MU3MEHUT CBOV BbIGOP, NMPUIIOXEHNE
LOMKHO NPeKpPaTUTb UCMOMb30BaTh 3TW paspelleHns. JonycTuMble CLLEeHapUN CNONb30BaHUS U
WCKJTIOYEHUS OMMCaHbI B 3TOW cTaTbe CNpaBOYHOro LeHTpa

MprNoXeHNs MOryT MCMOMb30BaTh YKa3aHHbIE Bhile paspeLleHns 1 noslyyeHHble bnarofaps UM
LlaHHble TONbKO A9 PaboTbl OCHOBHbIX GYHKLUIM (Hanpumep, ang obecneyeHns BOSMOXHOCTEN, SBHO
YyKa3aHHbIX B ONMncaHumn npunoxeHuns). OCHOBHbIMUW Ha3biBalOTCS GyHKLNM, 683 KOTOPbIX NPUNOXEHNE
HEBO3MOXHO MCNONb30BaTh. [epefaya faHHbIX, B TOM YMCE A1 UCMOSIb30BaHMS MO NNLEH3MK, a
TakXe NpefocTaBlieHne fOCTyna K HAM [OMYyCKaeTCs TONbKO B LIENsX, HEOOXOAUMBIX ANs paboTbl
OCHOBHbIX GYHKLMIN NPUTOXEHNS UM CEPBUCOB B HEM. 3anpeLLeHo UCMob30BaTb AaHHbIE B NOObIX
LPYruX Lensx, BKIOYas ynyylleHne CepBUCOB UMW NMPUAOXEHWUI, peknaMy 1 MapkeTuHr. Henb3s
MCMONb30BaTh aflbTePHATUBHBIE CMOCOOLI (BKOYas apyrue paspelleHns, APl n cTopoHHue
WCTOYHUKM) A9 NOMYYEHNs AaHHbIX, CBA3aHHbIX C pas3peLleHnamMm Ha OCTYM K CIUCKY BbI3OBOB U
SMS.
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https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380
https://support.google.com/googleplay/android-developer/answer/9888380
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https://support.google.com/googleplay/android-developer/answer/9047303

Pa3peLueHV|;| Ha OoCTyn K AaHHbIM O MECTOMOJTIOXKEeHUN

[laHHble O MECTOMOJNIOXKEHUM YCTPOUCTBA  CYATAIOTCS NUYHBIMU U KOHUAEHUMaNbHbIMU. K HAM
MPVYMEHSIIOTCA MONOXEHUS MPABUA O IMYHON U KOoHbMAEeHUanbHOM nHbopMaLuM 1 JocTyne K
AaHHbIM O MECTOMNOJIOXEHNUN B HOHOBOM pexuMe, a Takxke cnefytolue TpeboBaHums:

.

MPUNOXeHNs He JOMXKHbI UCNONb30BaTh AaHHble, 3alLMLLEeHHbIE Pa3peLleHnIMU Ha JOCTYN K
MecTononoxeHuto (Hanpumep, ACCESS_FINE_LOCATION, ACCESS COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), ecnin 3T CBELEHUS HE HY>XHbI A5 PaboTbl GYHKLMIN 1
CEpPBUCOB, KOTOPBIE YXE €CTb B NMPUIOXEHNM.

.

Hu npun Kakmnx obCcTOoATENBCTBAX HENB3S 3anpawnBaTb A4OCTYN K AaHHbIM O MECTOMNONOXEHNN, €CNN
OHM 6y,D,yT MCNoNb30BaTbCA TONbKO AN19 peKNnaMbl U aHANUTUKN. anII'IO)KeHMﬂ, B KOTOPbIX 3TWN OaHHbIe
6y£l,)/T MCNoNIb30BaTbCyd B TOM YMCHE AN NOKa3a peKnaMbl (nocne nony4vyeHunsa paspeweHna ot
I'IOJ'Ib3OBaTeJ'I9|), AOJKHblI COOTBETCTBOBATb MpaBWiaM pa3MelleHnd peknambl

3anpawueaTtbh ciefyeT MUHUMasbHO HEOBXOAUMbIN YPOBEHb AOCTYNa (TO €CTb AOCTYN K
NPUBNN3NUTENBHBIM, @ HE K TOYHbIM JaHHbIM O MECTOMOJIOXEHUM U pa3peLLEHe Ha NCMOSb30BaHVeE B
aKTMBHOM peXuMe, a He B POHOBOM) U TONbKO ECNIM [OCTYN AENCTBUTENBHO TpebyeTcs Ans paboTbl
cepBuca Um GyHKLMKN, UMEIOLWNXCS B MPUIIOXEHMM. Monb3oBaTeny QONXHbI ACHO NMOHUMaTb, NoYeMy
A9 TOW UM MHOWM GYHKLMM HYXXEH 3anpaluvMBaeMblii YpOBeHb AOCTyna. Mbl MOXEM OTKa3aTb B
ny6nnkKaLmMm NPUNoXeHMN, KOTopble 3anpalmnBaoT GOHOBLIN LOCTYN K AaHHbIM O MECTOMONOXEHUN
6e3 Beckoro o60CcHOBaHMS.

JocTyn K flaHHbIM O MECTOMNONOXEHUN B GOHOBOM PEXMME MOXHO UCMOJb30BaTh TOMBKO B TOM
Cny4ae, ECNN OHU HYXHbI ANs PaboTbl GYHKLMN, KOTOPbIE MONE3Hb! A1 NONIb30BATENS U CBA3aHbI C
OCHOBHbIM Ha3HaYeHNEM MPUNOXKEHMS.

MpUNoXeHe MOXET MNoslyyaTb AOCTYN K CBEAEHMAM O MECTOMOJIOXEHUM B aKTUBHOM pexunme (Korga ¢
NPUNOXeEHNEM paboTatoT), ECNN UCMONb30BAHME ITUX AaHHbIX:

* Heob6XO0[MMO A9 BbINOSHEHMS B NPUNIOXEeHUN LEeNcTBUS, MHNUMNPOBAHHOIO NoJib30OBaTeneMm;

* MpeKpalLaeTcs cpasy noce BbINONIHEHWS 3TOrO [ENCTBUS.

MpunoxeHus, paspaboTaHHble CneLnansHo AN AeTel, AOMKHbI COOTBETCTBOBATL TPE6OBaHUAM
nporpamMmbl MpunoXeHWs Ons BCEV CEMbM

[ononHuTenbHy MHGOPMALMIO MOXHO HANTU B 3TON CNPABOYHOM CTaTbe

Pa3pelueHune Ha pocTyn Ko BceM pannam

NHbopmaLms o dannax v nankax Ha yCTPOMCTBE NONb30BATENs CYUTAETCS NINYHOM U
KoHdUAeHUManbHoW nHpopMaLmen u fomkHa COOTBETCTBOBATb MOSIOXEHUAM pasfena JInyHas u
KOHOMOeHLanbHas nHbopmaL s , a Takxke Clefyowmm TpeboBaHUaM:

+ MpUNoxeHWs [OMXHbI 3anpalmBaTh LOCTYN K XPaHUANLLY YCTPOMCTBA TOMbKO B TOM Cly4yae, ecnu
3T0 HeobHX0ANMO Anst PaboTbl NPUNOXeHUs. OHM He MOTYT 3anpalmrBaTh JOCTYN K XPaHWUULY OT
NMEHN TPETLEro Nnua Ans Nobbix Lenen, He CBA3aHHbIX C KNoYeBbIMU GYHKLMSAMU NPUTOXEHMS.

« Yetpowcteam Android ¢ Bepcuel R unu 6onee no3gHen ons ynpaBneHns [OCTYNOM K 06Lwemy
XpaHunuwy Heobxoammo paspeweHne MANAGE_EXTERNAL_STORAGE . Bce npunoxenus,
npenHa3HayYeHHble A1 3TON BEPCUMU CUCTEMbI M 3anpallnBatoLmne JOCTYN K 06WeMy XpaHUanLLy
("OocTyn Ko BCceM darnam”), NpoxoaaT COOTBETCTBYIOLLYIO MPOBEPKY nepeq nybnunkaumen.
MpUNoXeHNs, KOTOPbIE MOTYT MCMOJIb30BAaTb 3TO Pa3peLleHre, [OMKHbI SBHO Npeanaratb
Nosb30BaTENSAM BKIOYMTb [OCTYM KO BCeM dalnnam B MEHIO HAacTpoekK "CrneumanbHbii 4OCTYN As

NPUNOXEHUN". ﬂ,OI’IOJ’IHVITeJ'IbHyIO VIHCI)OpMaLI,I/IPO MOXHO HaNTN B 3TOWN CTaTbe

PaspeleHure Ha JoCcTyn K CNUCKY NakeToB (MpUnoXXeHni)

CnMCOK yCTaHOBNEHHbIX MPUMOXEHWUI HA YCTPONCTBE NONb30BaTENd CUMTAETCS JIMYHOM U
KOHOMAEHLManbHOM nHbopMaLen, KOTopas fOJIXKHA COOTBETCTBOBATb NONIOXEHUAM pa3aena JInyHag
n KoHbuaeHumanoHas nHbopMaums , a Takxe cnegyowmnm TpeboBaHNaM:
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MpUNoXeHusl, OCHOBHOMN YHKLMEN KOTOPbIX SBISIETCS 3anyck, NOUCK APYrMX NPUNOXEHUIN Ha
YCTPOWCTBE UMM B3aMOLENCTBME C HUMU, MOTYT MOMYYnUTb COOTBETCTBYIOLLEE Pa3peLLEHME Ha
NPOCMOTP APYTMX YCTAaHOBMNEHHbIX NMPUIOXEHNIN CRERYOWNM 06pa3om:

+ LLnpokmit BOCTyN K CNUCKY NaKeToB. 3TO BO3MOXHOCTb MPUOXEHUS BULETb BCE YCTAHOBNEHHbIE

Ha YCTPOWCTBE MPUIOXEHHUS (nakeTbl).

« MpunoxeHuns, npeaHasHayeHHble ans OC ¢ APl ypoBHs 30 u Bbile , MOTYT MOMYYUTb WMPOKUN
LOCTYN K CAUCKY MPUIOXEHMI C NOMOLLbIO pa3pelleHns QUERY ALL PACKAGES  nuuwb B
HEeKOTOpPbIX CIyYasX, @ UMEHHO KOrAa A1 KOPPEKTHON paboTbl TPUNOXEHMIO HEOBXOAUMO
nosyyaTb LaHHbIE O APYTUX NMPUIOXEHUSIX /WU B3aUMOLENCTBOBATb C HUMMU.

+ Henbas ncnonbsosatb paspelwerHne QUERY_ALL_PACKAGES, ecnu npunoxeHune moxeT
paboTaTb ¢ 6onee orpaHnYeHHbIM HabopoM NpUNoxXeHu . Hanpumep, Bbl MOXeTe BbibpaTh
OTAENbHbIE NaKeTbl, AOCTYM K KOTOPbIM OyfeT 3anpalunBaTh Balle NPUIIOXEHME.

i CyI.LLeCTByPOT albTepPHATMBHbIE METObl, KOTOPbIE NO3BOJIAIOT NONYYUTb NPaAKTUYECKUN Takou xe
YPOBEHb JOCTYNa, Kak ¢ noMoLwbio padpeweHns QUERY_ALL_PACKAGES. Vicnonb3oBatb X
[OMyCKaeTCs TONbKO Ana paboTbl KntoUueBbiX GYHKLMIA NPUNOXeHWS (BaXHbIX 415 NONb30BaTeNs) U
TOJTbKO Ang B3aVIMOJJ,eI;ICTBVIFI C NMPUNOXEeHNIAMHN, KOTOpPbIe 6binu HaI;I,D,eHbI ATUMU
anbTepHaTMBHbLIMU METOZAMMU.

YTO6bl Y3HATb, B KAaKUX Clly4Yasix LOMYCKAeTCs MCMNOMb30BaHNE paspeLleHns
QUERY_ALL_PACKAGES, o3HakoMbTeCh C 3TOM cTaTbelrt CnpaBoYHOro LeHTpa

OrpaHUYeHHbIN BOCTYM. MPUNOXEHNE C OrPaHNYEHHBIM AOCTYNOM ByAeT 3anpalunBaTh TOMbKO
nHbopmaLmio 06 onpefeneHHbIX NakeTax, UCNonb3ys 6onee y3kme MeTofbl, HanpPUMEpP C NOMOLLbIO
yKa3aHHbIX NapaMeTpoB B daine MaHudecTta. OTOT METOA, MOXHO UCMOMb30BaTh, KOrAa NPUNoXeHne
COOTBETCTBYET NpaBuiaM U eMy TpebyeTcs LOCTYN K YNPaBAEHNIO LPYTMMU NMPUTOXEHUSIMU MU
B3aVIMOLENCTBUIO C HUMMU.

[JocTyn K cnucky NakeToB JOMKEH BbITb HAMPSAMYIO CBSA3aH C OCHOBHbBIM Ha3HAYEHNEM MPUNOXKEHNS
WITN €70 OCHOBHBIMU GYHKLUMSIMU (TO €CTb ¢ GYHKLMSMU, pafy KOTOPbIX NOMb30BaTeNb paboTaeT ¢
NPUNOXEHNEM).

Hu npun kaknx 06CTOATENBCTBAX HEJb3s MPOAaBaTh JaHHbIE O CMIUCKE MPUNOXEHNUN, YCTAaHOBNIEHHDBIX U3
Google Play, a Takxe npefocTaBnsTh K HUM QOCTYN ANS aHANUTUKN U NONyYEHUS [oXoaa OT
peKNaMHbIX OObABAEHWUN.

API pna cneuunanbHbIX BOSMOXXHOCTEN

API onga cneumanbHbiX BO3MOXHOCTEN HeMb3s NCMOJIb30BaTh:

019 U3MEHEHUs HacTPOeK Nonb3oBaTesna 6e3 ero cornacua UM 6IOKUPOBKY OTKIIIOUYEHUS UK
yOaneHus NpuUIoXeHuin UnvM CEPBUCOB, 33 UCKITIOYEHUEM CITyYaeB, Koraa paspelleHue 6biio
NPefoCTaBNEHO POAUTENEM UMW 3aKOHHBIM NPEACTABUTENEM YEPE3 NPUNOXEHNE POAUTENBCKOTO
KOHTPOMS WX YNOIHOMOYEHHBIMU aAMUHUCTPATOPaMM Yepes NporpaMMHoe obecrnedyeHve s
YNpaBeHUs KOPNOPaTUBHBIMM YCTPONCTBaMK;

An1s paboTbl B 06X0f[ HACTPOEK KOHGUAEHLMANBHOCTH, BCTPOEHHbIX B ONEPALMOHHYIO CUCTEMY
Android;

A8 MoaMdrKaLMKU NONb30BATENBCKOrO NHTEpPdENCa U B3aMMOLENCTBUS C HUM B HApYyLUEHME
npaeun Google Play gna paspaboTuvkoB (Hanpumep, ¢ Lenbio obMaHa Nonb3oBaTenen).

API pns cneumanbHbiX BO3MOXHOCTEN He NpefHa3HaveH Af1a yaaneHHom 3anmMcy 3BOHKOB Y HE MOXET
3anpalwmrBaTbCs A8 3TOM Lenw.

McnonbaosaHne APl ong cneunanbHbiX BO3MOXHOCTEN [OSIKHO BbiTb OTMEYEHO Ha CTpaHuLe
npunoxenus B Google Play.

PekomeHpauumn no ucnonb3oBaHuio metopa IsAccessibilityTool

ECnu OCHOBHbIM Ha3HaYEHNEM MPUIIOXKEHUS SBNFETCH HEMOCPEACTBEHHAN NOAAEPXKa JIOLEN C
MHBANMOHOCTLIO, Bbl MOXETE yKasaTb, YTo 370 MO ana obecneyeHns cneLmnanbHbiX BO3MOXHOCTEN,
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BbinonHuB MeTof IsAccessibilityTool.

B NpoTUBHOM cnyyae Bbl He MOXeTe MCMOb30BaTb ATOT METOA, HO NMPUIIOXEHNE BCE PABHO HOJXKHO
COOTBETCTBOBaTb TPE6OBAHNAM K PAaCKPbITUIO MHPOPMaLIUM U NOSTYYEHNIO COrnacus nonb3oBaTenen,
OMMCaHHbIM B MpaBuiax B OTHOLEHMIN NOSIb30BATENIbCKNX LaHHbIX , MOCKONbKY NOAAEPXKKa
crneunanbHbiX BO3MOXHOCTEN HeouyeBMaHa. YTobbl y3HaTb BosbLLe, MpoYMTanTe CTaTbio 06
AccessibilityService APl B HaweM CnpaBOYHOM LIEHTpE.

Ncnonbaynte APl 1 paspelleHns ¢ bonee y3kon obnacTbto oencTemns, yem y APl ons cneumanbHbix
BO3MOXHOCTEN, ECNN 3TOrO [OCTATOYHO ANS XenaeMon GyHKLMOHANBHOCTY.

PaspeueHune "3anpoc nakeToB ycTaHOBKK"

PaspeweHne REQUEST_INSTALL_PACKAGES  nossonset 3anpalimBaTb yCTAaHOBKY NakeToB
NPUNOXEHUN. [ns ero NCMosib30BaHWs TPEOYOTCS Criefytolne OCHOBHbIE QYHKLMN:

¢ OTnNpaBKa 1 Nony4YeHne nakeToB I'IpVIJ'IO)KEHVIVI,’

*+ YCTaHOBKa MNakeTOB MPUIOXEHNIN MO KOMaHAE NOfb30BaTenNs.
[onyckaeTcs Hanmune cnegyowmnx GyHKLUi:

* MPOCMOTpP BeG-CTpaHUL, M Be6-Nouck;

« 06MeH COObLEHNAMY C BOZMOXHOCTBIO NpuKpenneHns Gannos;

* nepepfava n COBMECTHOE MCMonb3oBaHne Galnos, a Takxe ynpaBieHne uMu;
* YMNpaBieHVe KOPMNOPaTUBHLIMU YCTPOMUCTBAMY;

* pe3epBHOE KOMMPOBaHWE U BOCCTAHOBMNEHVE;

* NepeHOC [aHHbIX C OBHOrO YCTPOWUCTBA Ha APYroe;

* CUHXPOHM3auus TenedoHa C HOCUMbIM YCTPOMCTBOM UMK YCTPOMUCTBOM loT (Hanprmep, C yMHbIMU
yacamu Ui Smart TV) yuepes conyTcTBytoLLee NPUOXEHNE.

OcHoBHas d)yHKLI,MFI — 3TO MaBHOE Ha3Ha4YeHMne NPUNoXXeHn4d. OHa gomxHa 6bITb IBHO 0603HaYeHa B
OnNMCaHU NPUNOXeHus.

PaspeweHne REQUEST INSTALL_PACKAGES Henb3s MCnosnb30BaTh A1 0GHOBMIEHUS, U3MEHEHNS UK
06bepmHeHns apyrux APK B daine 06bekTa. 9T0 MOXHO CLeNnaTb TOSIbKO B LENSX ynpaBieHns
yCcTponcTBoM. OBHOBNEHME M YCTAHOBKA NakeTOB LOMKHbI BbINOMHATLCS MO UHMLMATUBE M MOf,
KOHTPOJIEM NOJIb30BaTENA B COOTBETCTBMM C npasunamu Google Play B oTHOLWEHMM 310ynoTpebneHns
pecypcamu yCTPOMCTBA U CETH.

PaspeuweHus Android pns Health Connect

300poBbE M CNOPT - 3TO OfHa U3 nnatdpopm Android, KOTopas NO3BONSET NPUNOXKEHNIM A9
OTCNEXMBaHWS 300P0BbA U GU3NYECKON aKTUBHOCTM XPaHUTb faHHble Ha YCTPOMCTBE M 0OMEHMBaTbLCS
MMM B paMKkax eQUHON 9KOCUCTEMbI. B 3TOM cepBUCE MOMb30BATENN TakKe MOTYT paspeLlaTb 1
3anpeLaTtb NPUIOXKEHUSM 3aMNUCbIBaTb U CUNTLIBATL MHGOPMALMIO O 300POBLE U ABUrATENBHON
aKkTMBHOCTW. Mnatdopma "300poBbe U CHOPT" NOAAEPXKMBAET 3aMUCh U YTEHWE AaHHbIX Pa3NNYHbIX
TUMOB , HaNpPUMep CBELEHUI O TEMMNepaType TeNla U KOJIMYECTBE LWaros.

[laHHble, BOCTYM K KOTOPbIM OCYLLECTBNSETCA C NMOMOLLbIO PaspeLleHnin Ha JOoCcTyn K nnaTtdopme
"30,0poBbe M CNOPT", CYNTAIOTCS NEPCOHANTbHOW N KOHPUAEHLMANbHOW NONb30BaTEIbCKOM
nHdopmaLmen. K HUM NpUMEHSAOTCA NpaBuia B OTHOLWEHNM NMOMb30BaTENbCKUX AaHHbIX. Ecnv Baww
NPOAYKT OTHOCUTCS K MPUIOXEHWSIM ANs 300POBbS UIN Y HEFO eCTb CBSI3aHHbIE CO 300POBbEM
dYHKUMM 1M OCTYN K MHPOPMaLMK O 300POBbE, B TOM YMCHE K AaHHbIM NnaTdopmbl “3[0poBbe 1
CrnopT", OH TakXe JOJIXEH COOTBETCTBOBATb MPaBuIaM B OTHOLLEHUM MPUNOXEHUI 019 300POBbS.

Ecnu Bbl XOTWUTE UCMONB30BaTh NIaTOPMy “300POBbE 1 CMOPT" B CBOEM MPUMIOXEHUN, MPOUNTANTE
pyKoBOACTBO Ans paspaboTumkos Android . O TOM, Kak 3anpoCcuTb AOCTYN K HYXXHbIM TUMNaM [aHHbIX
C aTOM NNaTPOpPMbI, pacckasaHo 3MecCh.
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YT106bl NPUNOXEHUS, pacnpocTpaHseMble B Google Play, MOrnu cunMTbiBaTh 1M 3anucCbiBaTh
nHbopmaLmio Ha nnatdopme "300pPOBbE M CNOPT", OHN [OJIKHBI COOTBETCTBOBATb YKa3aHHbIM HUXE
TpeboBaHUsM.

PaspelueHHble Lenu goctyna K nnatpopme Health Connect n ee ncnonbsosanus

Mcnonb3osaTtb nnatdopmy "340p0OBbE 1 CAOPT" MOXHO TOJSIbKO MPU COBMIOAEHUN [ENCTBYIOWMX
npaBuil 1 YCNIOBUIN UCMONb30BaHUSA U B LEENSX, yKasaHHbIX B 3TMX NpaBunax. To eCTb 3anpalmBaTth
paspeLIEHUst MOXHO, ECNN BaLle NMPUIIOXEHUE UM CEPBUC OTHOCUTCS K OLHOM 13 Of0OPEHHbBIX
KaTeropun.

OpobpeHHble KaTeropum BKIOYaOT GUINYECKYHO aKTUBHOCTb 1 300POBbIA 06pas XM3HK, Harpagbl 3a
BbINOSMIHEHWNE YNPaXHEHWUN, peKOoMeHAaLnn GUTHeC-TPpeHepoB, KOPNopaTUBHOE 300POBbLE,
MeOMLMHCKYIO NMOMOLLb, UCCNIeA0BaHMS B 06N1acTV 30paBOOXPaAHEHUS U UTPbl.

3anpalmBaTb pa3peLleHns Ha LOCTYN K AaHHbIM NnaTdopMbl "300pOBbE 1 CNOPT" MOryT TOMbKO
NPUNOXEHNS UM CEPBUCHI, B KOTOPBIX €CTb XOTS 6bl OfHa PYHKUMS, NPefHa3HauYeHHas 4ns Toro,
4yTO6bI MOMOraTh NOML30BATENSAM CNEANTD 33 3L0POBLEM U GU3NYECKON aKTUBHOCTbIO. K HUM
OTHOCATCS:

° anIHO)KeHVIFI 1 CepBUCbIl, NO3BONAOWME NONb30BaTENAM HANPAMYIO OTMeYaTb B XXypHane,
BKJ1IO4aTb B OTYETbl, OTCNIeXXMBaTb U aHaNU3NpoBaThb AaHHbIE O cBoen ¢|/|3|/|qu|<01?| aKTUBHOCTW,
CHe, NCUXNYeCKOM 300P0BbE, MNTAaHUN, a TakKXXe MeguUUHCKME NoKa3aTenn, BHEWHWE OaHHble n/nnun
apyrue ceegeHund, cega3aHHblie CO 340pOBbEM UMK ,u,eraTeanoﬁ aKTUBHOCTbIO.

. anIﬂO)KeHMQ M CepBUCHI, NO3BONAOLWLIME NONb30BaTENIM COXPaHATb AaHHbIe O cBoen ¢M3M‘-IeCKOI‘:1
aKTUBHOCTU, CHe, NCUXNYECKOM 340poBbe, NUTAaHUN, a TaK)Kke MeauunHCKMUe nokasartenm,
BHELWHUE aaHHble n/nnm apyrue ceefeHus, ceB43aHHble CO 300P0OBbEM UNKN ,D,BVIFaTeJ'IbHOVI
AKTUBHOCTbIO, Ha yCTpOVICTBe.

3anpelaeTcs nony4yatb AOCTYN K AaHHbIM nnaTtdopmbl "3[0poBbe U CNOPT" C HAPYLUEHNEM ITUX
npaBui UAn 4pyrux 4enNCTBYOLWMX YCIOBUI UCNONb30BAaHMS UAW NPaBUI B OTHOWEHUN NNaTdopMbl
"3p0poBbe 1 cnopT”, B TOM uncne:

« [Ins pa3paboTku NPUNOXEHWIA, CPEL UIN ONEPaLUIA UM MHTETPALMM B HUX TaKUX AAHHbIX, €CIN
ncnonb3osaHue nnatdopmbl “300poBbe U CNOPT" UK cHOM B ee paboTe MOXET C 4OCTATOYHON
BEPOSTHOCTbIO MPUBOAMUTL K CMEPTH, TPaBMe, yliepOy AN OKPY>atoWwen cpelbl Uin COBCTBEHHOCTH
(Hanpumep, 4N CO30aHMS UM SKCNITyaTaLMn aTOMHbIX 3NIEKTPOCTaHLMI, B CUCTEMAX YNPaBEHNs
noneTamu, CUCTEMaX XN3HeobecrneyeHns UM BOOPYXEHMSIX).

C ncnonb3oBaHWeM NpunoxeHu 6e3 rpadpuyeckoro nHTepdenca. Y Kaxgoro npunoXeHns LOmKeH
ObITb XOPOLLO 3aMETHbIN 3HAYOK, KOTOPbIN OTOBPAXAETCS HA MAHENN NPUNOXEHWN, B HACTPONKAX
MPUNOXEHWUIN HA YCTPONCTBE, B YBEAOMIIEHUSX U T. A,

[Lng UICNonb30BaHWs B MPUITOXEHUSIX, KOTOPbIE CUHXPOHWU3UPYIOT faHHbIE MEXAY HECOBMECTUMbIMM
YCTPONCTBaMM UK niatdopmamu.

[Ing nogKnoYeHns K NPUNOXEHUIM, CepBMUCaM U GyHKLMUAM, NpeaHa3HauYeHHbIM UCKITHYNTENBHO
ONna neten.

MpuHUMaNTe pasyMHble U HEOBXOAMMbIE Mepbl ANS 3aLUTbI AaHHbIX NnaTdopMbl "300poBbE 1
cnopT", NCMOMb3yeMbIX B MPUNOXEHNUSX M CUCTEMAX, OT HECAHKLMOHUPOBAHHOMO M HE3aKOHHOTO
LOCTYNa, UCMONb30BaHWS, YHUUTOXEHUS, MOTEPU, U3MEHEHUS UNN PACKPbITHS.

Bbl TaKke fOMKHbI cObntofaTh BCe HOPMATHBHbBIE U IOPUANYECKME TPEOOBAHNS, KOTOPbIE MOTYT
OTHOCUTBCA K BalleMy NpegnonaraeMoMy NUCMosb30BaHMIO NnaTdhopMbl "300pPOBbE 1 CNOPT" U NIHOBbIX
LaHHbIX, MOSTyYEHHbIX 13 3TOro cepeuca. Ecnu B npepoctaBneHHon Google MapkupoBke unm
COMPOBOANTESNIBHON MHPOPMaLMK ANs OnpefeneHHbIX NPOoAYKTOB U cepBUCcOB Google SBHO He yka3aHo
nHoe, Google He pekoMeHAyeT UCNOMNb30BaTb Kakne-nnbo faHHble nnatdopmsl "3n0poBbe 1 cnopT”
LNS UCCNEfOBaHNMA, MOHUTOPUHIa 3A0POBbS, MEAULMHCKMX 33,84 UMW B MHbIX LIENSX U He rapaHTupyeT
TOYHOCTb TaKMX AaHHbIX. Google oTka3biBaeTCs OT M06ON OTBETCTBEHHOCTM, CBA3AHHOW C
MCNonNb30BaHMEM AaHHbIX NaTdopMbl "300pOBbE 1 CNOPT".



OrpaHquHue Ucnosib3oBaHuUA

B oTHowWweHMN focTyna K AaHHbIM nnatdopmbl "300poBbe U CNOPT" U UX UCMONb30BaHNS OENCTBYOT
ONMCaHHble HUXXE OorpaHnYeHus.

+ [laHHble MOTYT UCMONb30BATHCS TOMBKO B LIENIX NPeLOCTaBNEHUS U YIYULEHNS Pa3peLleHHbIX
BO3MOXHOCTEW U GYHKL M, KOTOPbIE BULHbI B UHTEPDENCE NMPUNTOXKEHNS.

« MNepenaBaTb TPETLUM JINLLAM AAHHBIE MOMB30BATENS MOXHO UCKTOUYUTENBHO C €70 SBHOMO COrnacus
1 TOMbKO B CNERYIOLLMX Lensx: obecneyeHne 6e30nacHOCTU (Hanpumep, 3y4YeHue HapyLeHun),
cobnopeHre AeNCTBYIOWEro 3aKOHO[ATENBCTBA UMM MPEROCTaBNEHNE HbOPMaLMK B pe3yrbTaTte
CNUSIHWS MW NOTNOLLEHMS.

« Jliogu MoryT noslyyaTb JOCTYN K AaHHbIM NONb30BATENS TOSIbKO C €ro ABHOrO COrfiacus, eciiv 1o
TpebyeTca Ang obecneyeHns 6e30MacHOCTH, COBIIOAEHNS 3aKOHOB UM BHYTPEHHUX onepaLmin, npu
KOTOPbIX AaHHble 0606LWaTCa B COOTBETCTBUN C HOPUANYECKUMM TPEOOBAHNAMMN.

- 3anpeuaeTcs nepepaya, MCNonb3oBaHVe UK NPoAaxa AaHHbIX nnaTdopmbl “3a0poBbe U
cnopT" B N06bIX APYrUX LEensx, BKoYas NepeyncneHHbie HUXe.
« MNepepaya nnm npopaxa nosb30BaTeNbCKNX AaHHBIX TPETbUM NMLAM, TakUM Kak peKnaMHble
nnatdopmbl, Gpokepbl faHHbIX 1 ApYyrve NpoaasLbl MHGopMaLun.
- MNepepaya, npogaxa nnm NCNonb3oBaHWe NONb30BaTENbCKUX AAHHbIX AJ1S MOKa3a peknambl,
BKJ/1tO4as NEPCOHANN3NPOBaHHbIE OOBSBNEHUS 1 PeKIlaMy Ha OCHOBE UHTEPECOB.

« MNepepaya, Npogaxa UM UCNonb3oBaHWe NONb30BaTENbCKUX AaHHbIX A9 OnpeaeneHns
Nn1aTexecnocobHOCTU UK MPEROCTaBNEHNS KpeamTa.

« MNepepnaya, Npogaxa UM UCNonb30BaHWE NOMb30BATENBCKUX AAHHBIX C MOObLIM MPOAYKTOM U
CEpPBUCOM, KOTOPbIV MOXET KBanMobULMPOBaTbCS Kak MeQULIMHCKOE n3aenue. McknoyeHmsmm
SBNSIOTCS CNyyau, KOraa MegULMHCKOe U3AENNe COOTBETCTBYET BCEM AENCTBYIOLMM 3aKOHaM, B
TOM YMCne eCnu perynmpytoLme opraHbl, Takme Kak Ynpaenenune CLUA no caHnTapHOMy Hag3opy
3a KaYeCTBOM NULLEBBIX NPOAYKTOB U MefvkameHToB (FDA), npegocTaBuim Heobxogumble
paspelleHns 1 ogobpunm ncnonb3oBaHne faHHbIX NNaTPopMbl "300POoBbE U CNOPT" B 3asBIEHHbIX
Lensx, a nonb3oBaTenun NPefocTaBuIn SBHOE COrfiacue Ha aTo.

« MNepepaya, npogaxa UM UCNonb30BaHWE NOMb30BATENbCKUX AaHHBIX B NOOLIX LENsSX Uiv niobbim
crnocoboM, KOTopble CBA3aHbl C 3aKPbITOM MHPOPMaLMEN O COCTOSHUN 300POBbS (CM.
onpegenexue B 3akoHe CLUA "O npeeMCTBEHHOCTU CTPAXOBaHUS M OTYETHOCTU B 06M1aCTu
3ppaBooxpaHeHua” (HIPAA)), ecnu ot Google 3apaHee He 6bIn10 NONyYeHO MMCbMEHHOE
paspelleHne Ha BbINOMHEHNE TaknX AENCTBUN.

MuHumanbHasa cpepa NpuMeHeHuUs

3anpalmnBaTb MOXHO TOJNIbKO Te paspeLleHuns, KoTopble TpebytoTcsa Ansg paboTsl GYHKLMA nnu
CEepBYCOB B BalleM NpofykTe. 3anpocsl AOCTyNa AOMKHbI 6bITb KOHKPETHBIMU 1 KACaTbCs NIULLb
HEOBXOAMMbIX faHHbIX.

lMoHsATHOE 1 TOYHOEe 3asiBieHue U onucaHue

Mnatdopma "3p0poBbeE M CMOPT" NO3BONSET YNPaBAATb AaHHBIMU O 300POBbE U GU3NYECKON
aKTUBHOCTM, B TOM YMCne KOHPUAEHUMANBHON MHPOpMaLMen. Y BCeX NPUMOXKEHUN, MOLKTOYAEMbIX K
aTou nnatdopme, fOMKHA BbITb NOAPOOHas NOANTMKA KOHOUAEHLNATNBHOCTH, B KOTOPOM SICHO
pacckasaHo O TOM, KaK MPUIoXeHWe cobrpaeT, NCMONb3yeT U NepefaeT Nofib30BaTENbCKME AaHHbIE.
Pa3paboTumnkm LOMKHBI HE TOMBKO BbIMOSIHUTL opuanyeckue TpeboBaHus, HO U BKIOUYUTb B MOSNIUTUKY
KOHdUAEHUMaNbHOCTY CERyIoLLNe CBeLEeHNS:

+ TOYHOE OnUCaHUe NPUNOXEHWS C YKa3aHWEM TOro, K KaKMM JaHHbIM OHO MONyYaeT JOCTYN U Kak OHU
CBSI3aHbl C PabOTOW €ro OCHOBHbIX GYHKLMI UM PEKOMEHAALMAMU.

° MH¢OpMaLI,VIIO O TOM, KaK XPaHATCA 1 yOanaioTCa OaHHbIe.

+ CBefieHus 0 npoLenypax 06paboTku faHHbIX, HaNpMMep o nepepade MHGOPMaLMM C NPUMEHEHNEM
COBPEMEHHbIX METOR0B WNdPOBaHUS, Taknx kKak npotokon HTTPS.



Be3onacHasa o6paboTka faHHbIX

Bbl LomkHbl 06ecneunBaTb 6€30MaCHOCTb NOMNb30BATENBCKUX AaHHbIX. [PUHUMaNTe pasyMHble U
HeobXxofMMble Mepbl AN 3alWmMThl faHHbIX Health Connect, ncnonb3yembix B NPUNOXEHUAX U CUCTEMAX,
OT HECAHKLMOHMPOBAHHOMO M HE3aKOHHOIO [OCTYNa, UCMONb30BaHUS, YHUUTOXEHUS, NMOTEPH,
N3MEHEHWNS UNN PACKPbITUS.

PekoMeHpyeTCst BHEAPUTb U NOLLAEPXMBATb CUCTEMY YNpaBneHns MHGopMaLMOHHON 6e30NacHOCTbIO
(cM. cTanpapT ISO/IEC 27001), a Takxke NPOKOHTPONNPOBATL OTCYTCTBUE B MPUNOXEHUMN UK BEG-
CepBuCe pacnpoCTpaHeHHbIX Npobnem 6esonacHocTu 13 cnucka OWASP Top 10.

Ecnv Balw NpoAyKT nepefaeT AaHHble C YCTPOWUCTBa NONb3oBaTenNs, TO, B 3aBUCUMOCTM OT AP, K
KOTOPOMY OTKPbBIT OCTYM, U YMCNa NOSIb30BATENbCKUX Pa3peLleHnin unu nosib3oBaTenen, Google
TpebyeT, UTo6bI Balle NPUNIOXEHNE NN CePBUC NEPUOANYECKM MPOXOAUIN NPOBEPKY 6E30MacHOCTM 1
nosiyyanv YoocToBepeHune o NpoBepke OT yKkasaHHOro TPETbero nuua.

MoppobHee o TpeboBaHMAX K MPUIOXEHMSM, NogKoYatowmmes K nnatdpopme Health Connect...

VPN-cepBuc

VpnService - 370 6a30BbIV KNAcc, KOTOPbIN NO3BONSET CO3AaBaTbh COBCTBEHHbIE peleHns VPN B
MPUNOXEHNUSX UIN PacIMPATb UX GyHKLMOHaNbHOCTb. Co3paBaTb 6e30MnacHbIN TYHHENb OT YCTPOUCTBA
K YAaneHHOMy cepBepy MOryT TONbKO NMPUIOXEHUS, KOTOPblE NCMONb3YOT VpnService U OCHOBHas
bYHKLMS KOTOPbIX CBSI3aHa ¢ opraHusauuen VPN-nogknoueHns. 3To orpaHnYeHne He
pacnpoCTpPaHaeTCs Ha NPUNOXEHNS, AN PaboTbl OCHOBHbIX GYHKLMIM KOTOPbIX TpebyeTcs yaaneHHbIN
cepsep, HanpuMep:

* MPUNOXEHUS AN POAUTENBCKOrO 1 KOPNOPaTUBHOIO KOHTPONS;

* CpefCcTBa MOHUTOPUHIa UCMONb30BaHUS NPUNOXEHWN;

* peleHus Ons 3aluTbl yCTPOMCTB (Hanpumep, aHTMBupycHoe MO, cpefcTBa ynpaBneHus
MOGUIbHBIMU YCTPONCTBAMU, BpaHaMayap);

* CeTeBble UHCTPYMEHTLI (Hanpumep, Ans yaaneHHoro 4ocTyna);
* NPUNOXEHUS ON1F NPOCMOTPa BE6-CTPaHUL;

* NPUOXEHUS ONepaTopPOB, KOTOPLIM A4 NpefocTaBneHns TenedoHHon ceasn Tpebyetcs VPN.
3anpelyaeTcs UCnonb3oBaTb kiiacc VpnService B Cneayowmx Lensx:

. C60p NepCoHanbHbIX U KOH¢M,D,€HL|,VIaJ'IbeIX OaHHbIX nonb3oBaTenen 6es packpbITNA MHCI)OpMaLI,I/IVI
o6 aToM n nony4vyeHunsa cornacug;

* NepeHanpaBeHne Nofb30BaTeNbCKOro Tpadurka N3 Opyrux NPUNOXKEHWUN Ha YCTPONCTBE U
MaHWNYNMPOBaHME UM C LLENb0 MOHETU3ALMM (HanpuMep, HanpaBfieHne peknamMHoro Tpadurka
yepes CTpaHy, OTJIMUYHYIO OT CTPaHbI, F4e HaXO[UTCS NONb30BaTENb);

MpunoxeHns, B KOTOPbIX ncnonb3yetcs VpnService, fLOMKHbI:

* cofepxaTb COOTBETCTBYIOLLEE YNOMUHAHME Ha CTpaHuLLe npunoxexus B Google Play;
* wundpoBaTb faHHbIE, KOTOPblE MEPERAIOTCS C YCTPONCTBA HA KOHEYHYIO TOUKY TyHHens VPN;

+ COOTBETCTBOBATL [paBuiam nporpamMmbl Ans paspaboTunkos , B TOM YMCE NpaBusiam B
OTHOLIEHUW MOLIEHHNYECTBA C PEKNaMO  , paspeLleHnin 1 BpegoHocHoro MO

PaspelueHune Ha BbINOSIHEHME onepaLui B TOYHOE BpeMs

Mbl npefcTaBnsem HoBoe pa3spelleHne USE_EXACT_ALARM, koTopoe no3sonseT paboTtaTtb C
bYHKLMEN BbINONHEHMS OnepaLymil B TOYHOE BPEMSI B MPUNOXEHUsIX C LeneBon Bepcrent OC He Huxe
Android 13 (APl ypoBHs 33).

USE_EXACT_ALARM - 370 orpaHuuyeHHoe paspelueHme. OHO JOMKHO 06bABNATLCS B MPUIOXEHUSIX,
TONbKO €Cnv AN19 PaboThbl UX OCHOBHbIX GYHKLMI TPebyeTcs BbIMONHEHME ONepaLMi B TOYHOE BPEMS.
Ecnu B xope 0653aTesibHON NPOBEPKM BbIICHAETCS, YTO NPUIOXEHMNS, 3aMnpallMBaloLLne OrpaHNYEHHOe
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paspeLleHNe, He COOTBETCTBYIOT KPUTEPUSM LOMYCTUMOrO UCMONb30BAHUS, OHU CHUMAIOTCS C
nybnukauunm Ha Google Play.

JonycTumoe ucnonb3oBaHMe pa3peLIeHuUsl Ha BbIMOSIHEHME OnepaLmuii B TOYHOE BpeMms

PaspeweHne USE_EXACT_ALARM MOXHO yKa3blBaTb, TOJIbKO €C/v 415 paboTbl OCHOBHbIX GYHKLNI
MPUNOXEHUS, BaXHbIX AJ11 MONb30BATENS, TPEOYETCS BbINONHATL LENCTBUS B TOYHOE BPEMSI.
Hanpumep, ecnu:

* NPUNOXEHMNE BbINOMHAET GYyHKLUMM ByAMIbHUKA UK TauMepa;

* MPUNOXEHUE BbINONHAET GYHKLMN KaneHaaps C YBEAOMIIEHVSIMUA O COBbITUSIX.

Ecnu Bawemy npunoxeHuto TpebyeTtcs dyHKLMS BINOAHEHUS OnepaL i B TOYHOE BPEMS, He
yKa3aHHas Bbllle, BO3MOXHO, BaM nogonpaeT paspeweHne SCHEDULE_EXACT_ALARM.

I'Io,u,p06Hee O BbINOJIHEHNN onepauwh B TOYHOE BpeEM4A

Pa3pelueHue Ha OTNpPaBKy NOSTHOIKPaHHbIX YBEJOMIIEHUI HAMEPEHU

YT06bI Mcnonb3oBaTb paspeleHne USE_FULL_SCREEN_INTENT B NpUnoxeHusix, NOAAEPXKNBAIOLLNX
Android 14 (ueneBon ypoBeHb API 34) n 6onee HoBble Bepcumn OC, TpebyeTcs crieLmanbHbIi [OCTyn
370 paspelieHne aBToOMaTUYECKM NPEROCTABASETCS MPUITOXKEHNSM, A1 OCHOBHbIX GYHKLMIM KOTOPbIX
HY>Hbl YBEAOMJIEHMSI BbICOKOIO NpuopuTeTa. TakumMmn byHKLUSAMU MOTYT ObIThb:

*+ yCTaHOBKa OyAWIIbHMKS;

* Npuem BnOeoBbI3OBOB U Teﬂed)OHHbIX 3BOHKOB.

MpunoxeHus, 3anpaLimnBatoLime 3TO pa3peLlleHne, nognexar nposepke. ECnv oHM He COOTBETCTBYIOT
KpuTepusm Boiwe, paspelweHne USE_FULL_SCREEN_INTENT He 6yneT npefoCcTaBnsTbCs UM
aBTOMaTM4Yeckn. B Takom Cly4yae npunoXXeHnsa OoN>KHbl 3anpallnBaTb €ro y nonb3oBaTteng.

ObpaTnTe BHNUMaHWeE, YTO Ucnonb3oBaHue paspewenns USE_FULL_SCREEN_INTENT gomxHo
COOTBETCTBOBATH BCEM Mpasunam Google Play onsg paspaboTymkos, B TOM Yncre TpeboBaHUSaM B
OTHOLLEHWUM peKIiaMmbl, HexenaTenbHoro MO Ans MOBUIbHBIX YCTPOUCTB U 3110ynoTpebneHns
pecypcamu yCTpPorcTBa 1 ceTU. MOoNHO3KPaHHbIE YBEAOMNEHNS, 3arnyCKaeMble C MOMOLLbIO
HaMepeHUI, He BOMKHbI BPeAnUTb YCTPOMCTBY NOMb30BATENS, NOyYaTb K HEMY HECAHKLMOHMPOBAHHbIN
LOCTYM, HapyLwaTb paboTy 3TOro yCTPOMCTBA M BMELWUNBATLCS B HEE. Takxke HE[oMYCTUMO, YTOObI
NMPVNOXEHNS C 3TUM paspeLleHneM BMELIMBANNCh B PpaboTy APYruX NPUIOXEHNUN N HEFraTUBHO BN
Ha ygob6CTBO MCMONIb30BaHMS YCTPONCTBA.

Y3HaTb 60siblue 0 pa3pewerHnn USE_FULL_SCREEN_INTENT MoOxHO B CnpaBo4YHOM LIeHTpE.

3noynoTpebneHne pecypcaMm yCTPOUCTBA U CETU

3anpelaeTcs ny6avMKoBaTb NPUIOXEHWS, KOTOPbIE HapyLWaloT paboTy YCTPOWUCTBA NOSIb30BaTENS,
LpYrvX yCTPOWCTB, KOMMbIOTEPOB, CEPBEPOB, ceTen, APl unn cepBrUcoB (BKIHOYas Apyrue NpunoxeHus
Ha ycTpoWcTBe, cepBuchl Google 1 ceTv onepaTopoB CBA3M), @ TakXXe BMELLMBAIOTCS B UX paboTy,
NOJyYatoT HECAHKLMOHMPOBAHHbIM LOCTYM K HAM UiV BPEeaAT UHbIM 06pa3oM.

MpunoxeHus, pa3mellaemMsle B Google Play, fomkHbl cooTBETCTBOBaTL TPEHOBaAHMAM ONTUMU3ALNM
ans Android, 3adukcrmpoBaHHbIM B OCHOBHbIX KPUTEPUSIX KAYECTBa MPUNOXEHNI

MpunoxeHus, KOTopble pacnpocTpaHsitoTcs B Google Play, He BOMXHbI U3MEHSTb CBOW KOf, KaK1M-
nnbo cnocobom, kpome 0bHoBMEHNS Yepe3 Google Play. OHM Takxe He [OMKHbI CKauMBaTb
ncnonHaembin kog, (Hanpumep, ¢annsl B dopmate DEX, JAR unm SO) 13 Kaknx-nmbo MCTOYHMKOB,
kpomMe Google Play. 3To npaBuio He pacnpoCTPaHSeTCs Ha KOf, KOTOPbI/ 3anyckaeTcs Ha
BMPTYasibHON MaLUVMHE UNN MHTEPNPETATOPE U UMEET OrpaHuyeHHbin gocTtyn K APl Android (Hanpumep,
kogn JavaScript B komnoHeHTe WebView unu 6paysepe).
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MPUNOXeEHNs U CTOPOHHMI Kop, (Hanpumep, SDK), ncrnosbaytolmne NHTEPnpeTUpyemble 93blku
(JavaScript, Python, Lua 1 T. fi.), KOTOpble 3arpyxatoTcsa BO BpeMs paboTbl (a He 3arpy>eHbl B
NPUNOXEHNE N3HAYaNbHO), HE AOMKHBI HapyLWaTb Npasuna Google Play.

3anpelLleHo UCMonb30BaTh KOf, KOTOPbIN CO30aEeT UM UCNONb3YET YS3BMMOCTM 6e30MacHOCTY.
NHdopMaLms o caMblix akTyanbHbIX pobremax 6e30MacHOCTM COAePXMTCS B Hawwen MporpammMe
MOBbILEHNS 6€30MaCHOCTU NMPUNOXEHU A1 Pa3paboTUMKOB.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HaPYLUEHUN:

MpuMmepbl pacnpocTpaHeHHbIX 3rnoynoTpebneHun pecypcamm ycTpomMcTBa 1 ceTu:
« [MpunoxeHns, KOTOPbIE NPEPbLIBAIOT NOKa3 PeKaMbl B APYrUX MPUIOXEHNSX.
° rlpMﬂO)KeHMﬂ, KOTOpPbI€ BNUAIOT Ha remmnnen B nrpax, HanpmMep No3BOJIAIOT XyNbHNYATb.

« MpUnoxeHus, KOTOPble MOMOralT COBEPLLUNTL XaKEPCKUE aTaku Ha CEPBUCHI, MPOrpamMMbl 1
YCTPOWNCTBA M 060NTU 3alLUTHBIE CUCTEMDI, @ TakXe NPefoCTaBNAT COOTBETCTBYOLWME
WHCTPYKLUW.

« MpuUnoxeHus, KOTOpPble HAPYLLAKOT YCNOBWS UCMONb30BaHUA CePBUCOB mnun API.

« TMpuUnoxeHus, KOTOpbIE NbITAOTCA 0BOUTU OrpaHUYEHUS MO YNPaBIeHUIo NUTaHneM  (Kpome
pa3peLUeHHbIX ClyYaeB ).

+ MpunoxeHus, KOTOpPblE MPEROCTABASIOT YCAYr MPOKCU-CEPBEPa TPETbUM NnLaM (pa3peLleHo,
TONbKO KOrAa 3TO SABNSETCS OCHOBHOM GYHKLMEN NPUIIOXEHNS).

« TpMNOXEHNs UM CTOPOHHUI Kog, (Hanpumep, SDK), KOTOpble CKauMBAKOT UCMOSTHEMBIV KO,
HanpumMep DEX-dalnbl iy HaTUBHBIM KOF U3 MCTOYHMKA, OTNIMYHOrO oT Google Play.

+ MpunoxeHus, KOTOPbIE YCTAHABNMBAKOT HA YCTPOMCTBO APYrue NpuioXeHus, He NolyunB 3apaHee
cornacwve nonb3oBaTens.

« MpunoxeHus, KOTOpble COREPXAT CCbIIKU Ha BpegoHocHoe MO nnv cnocobCcTayioT ero
pacnpoCTPaHEHUIO NN YCTaHOBKE.

+ MpunoxeHns UM CTOpoHHUI Kog (Hanpumep, SDK), koTopble cogepyxaT KoMnoHeHT WebView ¢
nHTepdericom JavaScript 1 3arpyxatoT HeHaaeXHbI Be6-KOHTEHT (HanpuMep, URL ¢ npoTokonoM
HTTP) unn HenpoBepeHHble URL, Nony4YeHHble U3 HEHALEXHbIX UCTOYHUKOB, HaNprmep 13
HEeHaLeXHbIX HAMEPEHUI.

+ MNpUNoXeHWs, KOTOPbIE NCMOMbB3YIOT PaspeLIEHNE Ha 3amnyck YBEAOMIIEHMI B NMOHOSKPaHHOM
pexume , 4Tobbl 3aCTaBNATb NOSL30BATENS B3aUMOLENCTBOBATb C O6BABAEHUSIMUN UK
YBELOMEHVSMY, MPEPLIBAIOLLUMU PaBOTY MPUNOXKEHNS.

Ucnonb3oBaHue aKTUBHbIX CHY)K6

PaspelleHne Ha 3anyck akTUBHbIX CNy)6 obecrneunBaeT Hagnexallee UCnonb3oBaHNe Takmx Cryxo.
Ecnu npunoxenune npegHasHaveHo pns Android 14 unu 6onee nosgHen Bepcum, Bbl JOMKHbI YKa3aTb
aonycTuMble TUMbl ANng BCeX NCNONb3yeMbIX B HEM aKTUBHbIX CJ'Iy)K6. ,D,J'IFI Ka>Ooro Tuna Tak>xe
noTpebyeTcs 06bABUTL NOAXOASLLIEE Pa3pELLEHNE Ha 3aMnyCK akTUBHOM CIyx6bl. Hanpumep, ecnu B
NPUNOXEHUM UCMOSb3YeTCs OnpeferneHe MECTONONOXEHNS Ha KapTe, B MaHUPECTe HY>XHO yKa3aTb
paspeweHne FOREGROUND_SERVICE_LOCATION

O61baBNATb B MPUIOXEHNUM pa3peLleHme Ha 3amyCK akTUBHBIX CIYXX6 MOXHO TOJSIbKO B CNEAYyHoLMX
cnyvasx:

« Cnyxb6a Tpebyetca dyHKLMM, KOTOpas NoneaHa As Nofb3oBaTeNs U CBA3aHa C OCHOBHbLIM
Ha3Ha4YeHneM NMpunoXxXeHus.

+ Cnyx6a 3anyckaeTcs Nnonb3oBaTenem, Unmn ee paboTa 3aMeTHa Af1a Hero. Hanpumep, cnyx6a
BOCMPOW3BOAMT NECHIO, TPAHCNMPYET MEAUAKOHTEHT Ha APYroe yCTPOWUCTBO, NpefocTaBnset
TOUHbIE M MOHATHbIE YBELOMIIEHUS UMW NO 3anpoCy Nofb3oBaTens 3arpyxaet ¢boTo B 065aKo.

+ TMonb3oBaTeb MOXET 3aBEPLUNTL UM OCTaHOBUTL PaBOTY CIyX6bI.

« Ecnu BbinonHeHne cnyx6bl 6yaeT NpepBaHo UK OTIOKEHO, 3TO BbI3OBET Y MNO/b30BaTe/Is
HeraTMBHYIO peakLumio unu GyHkLma byaeT paboTaTb He Tak, Kak Nnpegnonaranock (HanpuMep, Koraa
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HY>XHO NO3BOHUTb, CUCTEMa HE O0JIXKHa OTKNnaabiBaTb BbI3OB).

« Cnyx6a paboTaeT He forblle, YeM TPebyeTcs ANa BbiNOHEHUS 3afa4M.
KpuTepuu Bbile HEe PaCNpPOCTPAHSIOTCS Ha CNEeLyIOWMe TUMbl aKTUBHbIX CITYX6:

- systemExempted  wu shortService ;

« dataSync (Tonbko npu ncnonb3osaHun GyHkumm Play Asset Delivery ).

MoppobHee 06 UCMONb30BaHUM aKTUBHBIX CIYXO...

MNepepayva faHHbIX, MHULMMPOBaHHas NOJib30OBaTENEM

APl ons nepenadn gaHHbIX, VIHVILI,VIVIpOBaHHOl‘/II nonb3oBaTeneM, MOXET 3anyCKaTbCq B MPUITOXEHUAX,
TOJIbKO ecnu:

* 3afjaYa nHMUnnpyeTcq nonb3oBaTenem,
* OaHHblE NnepenarTcyd No ceTu,;

+ 3ajaya BbINOSHAETCS He foNblue, YeM TpebyeTca ang nepenaym AaHHbIX.

MoppobHee 06 APl gns nepepaun faHHbIX, MHULMMPOBAHHOW NOMb30BATENEM...

Tpe6oBaHus K ucnonb3oBaHuio napamerpa FLAG_SECURE

YkasaHHbIN B koge npunoxenus ¢nar FLAG_SECURE  no3BonseT orpaHnynTb LEMOHCTPALMIO
KOH(bVIJJ,eHLI,VIaJ'IbeIX OaHHbIX B NpOoAyKTe, HanpuMep UCKNIYNTb Co3aaHNe CKPUHLWOTOB C HUMU UNTU
MPOCMOTP TaKMX CBEAEHWIN Ha He3alMLLEHHbIX akpaHax. ObbsaBnanTe 3TOT Gnar, eCnm KOHTEHT
NPUNOXEHUS HE CefyeT TPaHCNMPOBaTb, MOKa3biBaTb MKW NepefaBaTh ApyrnM 0b6pa3om 3a npegensbl
MPUNOXEHNUS UM YCTPOWCTBA NONb30BATENS.

Mo coobpaxxeHnsam 6e30nacHOCTU U KOHPUAEHLMANTBHOCTN BCE NPUTOXEHUS, KOTOPbIE
pacnpocTpaHstoTcs Yepes Google Play, LonxHbl yuntbiBaTh Hanuune FLAG_SECURE B gpyrux
NPUNOXEHUSX. DTO 3HAUNUT, YTO 3anpeLLaeTcs co3naBaTb cnocobbl obxona napameTpa FLAG_SECURE
B APYIMX MNPUIOXEHMSX UM CNOCOBCTBOBATL UX MCMOSIb30BAHMIO.

370 TpeboBaHMe He 3aTparnBaeT NPUNIOXKEHNS, KOTOPbIE CUUTAIOTCS MHCTPYMEHTaMU CreLManbHbIX
BO3MOXHOCTEN , €CNN OHW HE NepPeatoT, HE COXPAHSIOT U HE KELIMPYIOT KOHTEHT, 3aLULLEHHbIN
¢dnarom FLAG_SECURE, pns npegocTaBneHus 0OCTyna K TakuM AaHHbIM BHE YCTPOMCTBA
nonb3oBaTens.

MpunoXeHus ¢ nokanbHbIMU KOHTENHepamMu Android

MpunoXxeHnsa ¢ nokanbHbIMU KOHTENHepamu Android No3BoNSIOT CO3aaBaTh cpemy, KOoTopas YaCTUYHO
UM nonHocTbio MMMTUPYyeT OC Android. Takas cpefia MOXET CopepXaTb He BCe GyHKLMM
6e3onacHocTn Android , NoaToMy pa3paboTumku MoryT fob6aBuTh B dpanin MmaHubecTa napameTp,
coobLatoLmin nokanbHbIM KOHTeHepam Android, YTo NPUOXEHME HE [OSIKHO 3amnycKaTbCs B
UMUTUPYEMOI UMK Cpege.

MapameTp B MaHuecTe, obecneumBatowim 6e3onacHOCTb cpeabl

MapameTp REQUIRE_SECURE_ENV B MaHudecTe NO3BONSET yKasaTb, YTO 3TO NPUIIOXKEHNE HENb3S
3anyckaTb B oKanbHOM KOHTenHepe Android. Mo coobpaxeHnsm 6e30nacHOCTU U1
KOHOMAEHLMANBHOCTH NPUNOXEHNS, MPEROCTABNSIOWME NTOKaNbHble KOHTenHepbl Android, foMXHbI
YUMTbIBATb HanM4me aTOro napameTpa B APYrvx NPUNOXKEHUSIX, @ TakxKe:

+ MNMpoBepsaTe MaHMUbECTLI NPUTOXEHUI, 3arpy>KaeMblx B JIOKasnbHbIA KOHTenHep Android, Ha Hanuune
3TOro napametpa.

+ He 3arpy»xaTb B floKkaNbHbI KOHTENHep Android npunoxeHus, B MaHndecTax KOTOpbIX 06bsBIEH
3TOT NapameTp.

+ He BbICTYyMNaTb B Ka4eCTBE NPOKCU-CepBeEpa, NepexsaTbiBad NN Bbl3biBas APl Ha yCTpOlZCTBe, YTOOGbI
OHW Ka3anncb yCTaHOB/IEHHbIMU B KOHTeVIHepe.
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+ He cospaBaTb 1 He NoMoraTb NCNONIb30BaTb METOAbI 06X0Aa 3TOro napameTpa (Hanpumep,
3arpy>xas 6onee paHHIO BEPCUIO NMPUNOXEHUS, YTOObI 06OUTM AENCTBYIOWMIN NapamMeTp
REQUIRE_SECURE_ENV).

Y3HaTb 60siblue 06 3TMX npaBunJiax MOXXHO B HalWeM CI'IpaBOUIHOM LeHTpe.

BeBepeHune B 3abnyxgeHune

Mbl 3anpelyaem ny6nmMkoBaTb NPUNOXEHUS, KOTOPbIE NbITAOTCA BBECTM MOJIb30BaTENEN B
3abny>XXAeHne Unm crnocobCcTBYOT HEA,OOPOCOBECTHON AEATENbHOCTH, BKIOYAs MPUNOXEHMS,
3a9BMeHHblE PYHKLMM KOTOPbIX HEBO3MOXHO peann3oBaTh Ha ycTponcTtse. MiHbopmauus o
NPUNOXEHWUM, €ro ONncaHue, a Takxe $poTo 1 BULEO [OMKHbI COOTBETCTBOBATb €ro
bYHKLMOHANbHOCTU. MPUNOXEHNUS HE JOMKHbI UMUTUPOBATb GYHKLMM UK NPefynpexXaeHus
OnepaLmoHHON CUCTEMBI U BPYTUX NporpaMM. JTtobble M3MEHEHUS HACTPOEK YCTPOMCTBA LOMKHbI
NPOU3BOAMTLCS C BEAOMa U cornacusa nonb3osatens. Kpome Toro, y nofib3oBaTens AomkHa 6biTb
BO3MOXHOCTb OTMEHUTb UBMEHEHUSA.

3asBneHus, BBoAsLWMeE B 3abnyxxaeHue

CKPVHLUOTbI, 3HaYKKW, Ha3BaHUS, ONUCaHUA U ApYyrve MaTepuanbl MPUNOXEHNUS HE AOMKHbI COAepPXaTb
NOXHYIO UM BBOAALLYIO B 3a6nyxzaeHne nHbopmaLmio.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HapyLUEHUN:

+ OnucaHune GyHKLMIN NPUSIOXKEHMS BBOAUT B 3abMyXOEHNE UM HE COOTBETCTBYET
OENCTBUTENIbHOCTU:
+ CornacHo onMcaHuio 1 CKPUHLLOTaM Urpa sBngeTcs roHKON, OAHaKOo B eNCTBUTENBHOCTH
NpeacTaBnsaeT cobo rofioBosIOMKY 13 651I0KOB, B KOTOPOW UCMONb3YeTCs KAaPTUHKA MaLUMHbI.
+ CorflacHoO onMcaHuo NPUNOXEHNE SBNSETCA aHTUBMPYCOM, XOTS B LENCTBUTENIBHOCTU COLEPXKMUT
TONbKO PEKOMEHALMN O TOM, KaK YaanaTb BUPYChI.

B onvcaHnmn NpunoXeHUs ykasaHbl HEBbIMOJSIHUMbIE GYHKLMM (HanpuMep, OTMNyrMBaHWE HAaCEKOMbIX),
paxe ecnu ata nHbopMaL M NPeacTaBneHa Kak WyTKa UK PO3bIrpbiLl.

MpWNoXeHe OTHECEHO K HEMPAaBUIIbHOW KaTeropum (HanpuMep, MOXeT BbiTb HEBEPHO YKa3aHo
BO3PACTHOE OrpaHuYeHue).

MpUNOXeHNe CoOOePXUT ABHO HELOCTOBEPHbIV KOHTEHT, CBA3aHHbIN C pe3ynbTaTaMu roflocoBaHus
NN CNOCOBHbBIN MOBANATL Ha ro NpoLecc.

B onvcaHmmn NpunoxeH1s CoQepXXaTcs NIOXHbIE 3asBIEHUS O TOM, YTO OHO CBA3aHO C
roCyfapCTBEHHBIMU YUYPEXAEHUSMY, MPEROCTaBAET roCyAapCTBEHHbIE YCIYTU UM OKa3biBaeT
COfEencTBME B UX MOSYYEHUN, MPU STOM NPUIIOXKeHNe He Bbino Hagnexalnm obpasom ogobpeHo ang
3TUX Lenen.

MPUNOoXeHMs, KOTOpbIE IOXHO NPEACTaBNEHbI Kak oduLManbHble NPOAYKTbLI APYFrON KOMMaHWW.
3anpelyaeTcs UCMoNb30BaTb Takue Ha3BaHus, kak "OT Oumbl BunaHa", 6e3 COOTBETCTBYIOLMX NPaB.


https://support.google.com/googleplay/android-developer/answer/13609005
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1. B npunoxeHuy ykasaHbl CBA3aHHbIE C MEAULMHON GYHKLMM (HanprMep, NeyeHne paka), YTo BBOAUT
B 3abnyxpeHue.

2. [lng npunoxeHns 3asBeHbl HEBbLIMOTHNMbIE GYHKLUMM (Hanpumep, UCNoNb3oBaHMe TenedoHa B
KauecTBe ankoTecTepa).

HecaHKUNOHMPOBaHHbIE U3MEHEHMS HaCTPOEK YCTPONUCTBA

3anpetaeTcs Ny6IMKOBaTh NMPUIOXKEHUS, KOTOPbIE BHOCAT UBMEHEHNWS B HACTPOMKM YCTPOMCTBA UK
Lpyrve npunoxeHus 6e3 BegoMa 1 cornacus nonb3osatenis. K HacTponkam yCTPOUCTBa OTHOCSTCS
napaMeTpbl CUCTEMbI U Bpay3epa, 3aKnagKy, SPIblKM, 3HAYKW U BUAKETbI MPUIOXEHWI Ha TMaBHOM
3KpaHe.

KpOMe TOro, 3anpeweHo ykasdaHHOe HMXe.

« [pUNoXeHNs, KOTOPbIE N3MEHSAIOT HACTPONKN UNK GYHKLIMM YCTPOWCTBA C COrnacus nonb3osaTens,
HO TakMM 0Bpa3oM, YTO 3TO HENb3S NIErKO OTMEHUTb.

+ MpunoxeHus n copepxallnecs B HUX 06bABNEHMS, KOTOPbIE KakUM-N1bo 06pa3oM fo6aBnSoT Ha
YCTPOMCTBO pekyiaMy WU CChINIKU Ha CEPBUCHI TPETbKX CTOPOH.

. |-|pI/IJ'IO)KeHVIFI, KOTOpbIe 06MaHHbIM nytem I'IO6y)KJJ,aIOT nonb3oBaTenyd yoanatb Unn oeaktnBnpoBaTb
nporpamMmmbl 4pyrmx pa3paboTuynmkoB MO0 UBMEHSTb HACTPONKM YCTPOMCTBA.

« MNpunoxeHus, KOTOpble NPU3bIBAIOT NOMb30BaTENEN YAANATb UM OTKIIOYaTb NPOrpaMmbl Apyrmx
pa3paboTunkoB NMOO N3MEHATb HACTPOMKIN YCTPOMCTBA. VICKOUEHNE COCTABASIOT NPUIOXKEHNS,
obecneyrBatolme 6e30MacHOCTb YCTPONCTBA UM AaHHbIX.

NocobHuyecTBO HE[OBPOCOBECTHOM OEATENBbHOCTHU

3anpeu.|,aeTC9| I'Iy6J1VIKOBaTb NPUNOXEHUS, KOTOPbIEe paCcCUYnNTaHbl Ha NCNONb30OBaHUE B
He,D,O6pOCOBeCTHbIX uenax. HaanMep, NPUNoXeHna onga co3faHna NacnopToB U OPYrux
yJJ,OCTOBepeHI/IVI JINYHOCTU, HOMEPOB COLMaNbHOrro CTpaxoBaHud, AUNAIOMOB, KPEAUTHbIX KapT,
6aHKOBCKUX CYETOB U BOOUTENBCKKUX NpaB. V]Hd)OpMaLI,Mﬂ O NPpUNoXeHun, ero HaseaHune, onncaHue, a
TakKxe M306pa)KeHVIFI N BUAEOPONUKN OOJIKHbI COOTBETCTBOBATb €ro pealibHbIM d)yHKLI,VIFIM n
cofep>kaHuto, a CaMO NpUNoXeHne OoJIXXHO pa6OTaTb TakK, KaK 3TOro oxxmuaaeT nonb3oBaTeslb.

[JononHuTenbHble pecypcbl MPUNOXEHNUS (HanpUMep, UrPoBble 06BEKTbI) MOTYT GbITb OCTYTMHbI AN
CKauMBaHW$, TONbKO €CMIN OHU HEOBXOAUMbI AJ1S UCMOMb30BaHMS NPUIOXKEHUS. NP 3TOM OHU AOMXKHbI



COOTBETCTBOBATL BCEM NnpaBuiam Google Play, a npunoxeHne gomkHO coobLlaTh Nonb30BaTENIO
pasmep aTux Gannos 4o Havana ckaumBaHus.

3agBneHus 0 TOM, UTo npunoXeHne co3ngaHo ang pO3bIprILIJeI7I 1 B APYrmnx pas3snekaTtesbHbIX Lendx, He
n3baBngaloT pa3pa60T'~IVIKOB OT OTBETCTBEHHOCTU U HeO6XOJJ,VIMOCTVI CO6J'I}O,D,aTb Halwu npasuna.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HapyLUEHUN:

« MpunoxeHus, KOTOpble KONUPYIOT MHTepdENC ApYrux NPUIOXEHUIN N BE6-CaUTOB, YTOOLI
06MaHOM MOJTyYUTb NEPCOHASbHbIE UM YYETHBIE AAHHBIE.

« MpunoxeHus, B KOTOPbIX YKa3aHbl HENPOBEPEHHbIE NN peanbHble agpeca, HoMepa TenedoHoB 1
NOEHTUPMKALMOHHbIE AaHHbIe MIOAEN N KOMMAHWI, Pa3MeLLeHHble 6e3 cornacus aTux nuL, unm
OpraHvsauum.

« TpUNOXEHNS, OCHOBHbIE PYHKLIMM KOTOPLIX MEHAIOTCSA B 3aBUCMMOCTUN OT MEeCTa NpOoXUBaHNS
nonb3oBaTend, napamMeTpoB yCTpOVICTBa Unn gpyrnx gaHHbIX Nonb3oBaTend, eCnv 3T pas3nnyng He
yKa3aHbl B ABHOM BMAE B ONUCAHUM MPUSTOXKEHNS.

+ [pUNOXEHNS, KOTOPbIE CUITBHO U3MEHSIOTCS B 3aBMCMMOCTU OT Bepcun 6e3 yBegoMneHus
nonb3oBatens (Hanpumep, B pasgene Yto HoBOro ) M 06HOBNEHUS ONUCAHMS.

« TpUNOXEHUS, KOTOPbIE U3MEHSIKOT UM CKPbIBAIOT CBOM GYHKLUM BO BPEMS MPOBEPKU.

. anIﬂO)KeHMﬂ, KOTOpPbI€ BbIMNOMHAKT CKavyMBaHUE Yepe3 CeTb AOCTaBKN KOHTEHTa (CDN),
npenBapuTenbHO HE coobuiaa nonb3oBaTento Pa3Mep CKkayvnBaeMbIxX d)aVIJ'IOB.

MaHunynMpoBaHMe MeaUaKOHTEHTOM

3anpelyeHo nybamnkoBaTb NPUNOXEHWS, KOTOPble CMOCOBCTBYIOT PACNPOCTPAHEHUIO JIOXHON U
BBOAALLEN B 3abNyxaeHne nHbopmaumnm B Buae n3obpaxeHunn, ayamo, BUAEO Unu TekcTa. He
LONyCKaoTCA NPUIOXEHMNS, PacnpoCTpaHsoWMe 3aBELOMO NIOXHbIE UM BBOASLME B 3abnyXaeHne
n306paxeHuns, BUREO NN TEKCT, KOTOPbIE MOTYT HAaHECTU BPE[, B CBSA3M C COBbITUSMU, TPebyoWwnMM
[eNMKaTHOro OTHOLWEHNS, NMONTUKON, COLManbHbIMU BOMPOCaMM U APYrMMU OBLLECTBEHHO 3HAYUMbIMU
TEMaMu.

Ecnn npunoXeHne MaHUNynnpyetT MeamnamMatTepmnanaMmm Uin n3MeHdaeT coaepxxallyrocs B HUX
I/IHd)OpMaLI,M}O, BbIXOO4 3a PaMKU CJIOXUBLUNXCA CTaHRAPTOB pefaakTnpoBaHUa BO nabexaHve
HEeACHOCTU Unu gng obecneyeHns Ka4ecTsa, Bbl AOJDKHbI 4BHO COO6LLI,VITb 06 3TOM UM OTMETUTH
N3MEHEHHbBIN KOHTEHT BOAAHbIM 3HAaKOM (KOFJII,a Nonb30BaTENO MOXET ObITb HE NOHATHO, YTO
MaTepuanbl VI3MeHeHbI). McknoueHns MOryT ObITb chenaHbl ona Tem, npencrtasndrowmx O6|J.l,eCTBeHHbIVI
MHTEpPEC, a TakXXe o4YeBUAHbIX MPUMEPOB CaTUpbl N Napogun.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLIeHWU:

+ MpunoxeHus, KOTopble 406aBNAOT N306paxKeHNs 06LECTBEHHbIX AeATeNen Ha CHUMKK
LEMOHCTPALMIN BO BPEMS BaXHbIX MONUTUYECKUX COBLITUN.

« TMpunoxeHus, KOTOpble UCNOMNb3YIOT Ha CTpaHuLax B Google Play nsobpaxeHns o6LecTBEHHbIX
pesTtenen unum MynsTUMegunHble MaTepuasbl C M306paxeHNeM BaXKHbIX COBbITUN, YTOObI
npPoAeMOHCTPUPOBATb d)yHKLI,I/IVI, no3songrwme UAMeHATb MegUakOHTEHT.

. anIﬂO)KeHMFI, KOTOpPbIE USMEHAIOT Me,EI,I/Iad)aIZJ'IbI C UeNnbo UMUTaunMn HOBOCTHbIX BblMYyCKOB.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
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BREAKING NEWS

Lorem ipsum dolor sit amet, lorem ipsum dalor.

1) 3TO NPUNOXEHME U3MEHSET BULEOKNMUNMbI, UMUTUPYS BbINYCKM HOBOCTEN, @ Takxe fo06aBnseT B
KIMMbl U306PaXeHNs 3HAMEHUTOCTEN UMW OBLLECTBEHHbIX AeaTenen 6e3 BOASHOro 3Haka.

np03pa'-|HOCTb noeeneHus

Monb3oBaTenaM LOMKHO BbiTb MOHATHO, YTO AenaeT Balle NPUoXeHne. He MCNonb3ynTe B HEM
CKPbITble, HEAKTMBHbIE UM HE3a40KYMEHTMPOBAHHbIE GYHKLMW. 3anpeLieHo nbiTaTbCs n3bexatb
NPOBEPKM MPUNOXEHUI KakuMn-nnbo cnocobamu. Ytobbl obecneunTs 6€30MacHOCTb Nob3oBaTeNnen,
LieNIOCTHOCTb CUCTEMbI M COOTBETCTBME NpPaBuiaM, MOXET NoTpeboBaTbca AOMNONHUTENbHAA
MHPOPMALMA O NPUIIOKEHUN.

NckaxeHne ¢pakToB
Mbl 3anpeLLaemM NPUIOXEHUS U akkayHTbl pa3paboTunKoB, KOTOpbIE:

* BblOaloT cebs 3a Apyrux 1L, UK Apyrue opraHM3anum, a Takxke CKpbIBaloT UM UCKaXatoT CBOKO
OCHOBHY!IO LieNb UMK CBEeLEeHUs O Brafesnblax;

* HaMepEeHHO BBOAAT Nofib3oBaTene B 3abyXaeHve, HanpuMep CKPbIBAIOT WY UCKaXatoT
nHbOPMALMIO O CTPaHE NPOUCXOXAEHUS AW NPEeLOCTaBNSIOT KOHTEHT NOMb30BATENAM B APYryX
CTpaHax;

* COTPYQHMYAIOT C APYTMMU NPUIIOXKEHNSAMM, CalTaMK, pa3paboTymkaMmn U akkayHTaMu B LEnsx
COKPbITUS UnK danbcudrKaLum SaHHbIX O MPUNOXEHMUMN UK Pa3pPaboTUMKe, a Tak)Ke APYron BaxHON
nHbopmMaLmm (3TO OTHOCUTCS K KOHTEHTY, KOTOPbIN UMEET NOIMTUYECKYIO, COLMANbHYIO UK
06LEeCTBEHHYIO HAaNPaBEHHOCTb).

MNpasuna Google Play B oTHOWweHUM uenesoro yposHsi API

YT106bl 06ECNEeUnTh 6e30MacHOCTb NONIb30BaTENEN, AN BCeX NnpunoxeHun B Google Play
HeobXOAMMO YCTaHOBUTb Criedytolme Lenesblie ypoBHu API:

O6HOBNEHUS U HOBblE NPUOXKEHUS [OJIXKHbBI MCMONBb30BaTh YpoBeHb Android APl He Huxe
BbIMYLLEHHOrO B TEYEHMe rofa nepeq BbIXoAoM nocnegHen ocHosHoln Bepcum Android. MNybnvkauuns B



Play Console npunoxeHuin n 06HOBNEHNN, KOTOPLIE HE YAOBNETBOPAIOT 3TOMY TpeboBaHuio, byaeT
OTK/OHEHa.

Pa3meueHHble B Google Play npunoxxeHus, ons KOTOpbIX He BbiMyCKaloTCAd OOHOBNEHUS 1 B
KOTOpPbIX YCTaHOBMEH YpoBeHb AP HUXe onybnnMKoBaHHOIO B TEYEHME ABYX NET nepep BbIXOLOM
nocrnepgHen ocHoBHon Bepcum Android, 6ynyT He[OCTYMHbI HOBbIM MOSIb30OBATENSAM HA YCTPOMCTBAX C
6onee nosgHuMK Bepcusmm OC Android. Te, KTO paHee ycTaHaBMBan Takne npunoxexus ns Google
Play, cMoryT HaxoauTb, NepeycTaHaBnMBaTb U UCNONb30BaTh UX Ha YCTPOMCTBaX ¢ Ntobon Bepcren OC
Android, nogaep>XnuBaemMon NpuIoXeHNEM.

TexHuYeckne pekoMeHaaLnm o TOM, Kak NePenT Ha HOBbIN LieneBon yposeHb APl B COOTBETCTBUM C
TPebOBaHNAMYU, MOXHO HAUTU B HALLEM PYKOBOLCTBE

O TOYHbIX CpoOKax 1 cnyyaax-ncknto4yeHnax pacckasaHo B aTon cnpaBquoﬁ CTaTbe

TpeboBaHusa kK SDK

Pa3paboTumnku NpUNOXKEHNI YaCTO UCMOMb3YHOT CTOPOHHUI Kog, (Hanpumep, SDK), uTobbl
WHTErprvpoBaTh BaXKHble GYHKLUM 1 CEPBUCHI B CBOM NPOAYKTbI. Bkntouas SDK B npunoxeHue, BaxHO
ybenmTbes, 4To 6E30MacHOCTb NOJSIb30BATENEN He MOCTPAAAET U B KOLE HE MOSABATCS HOBblE
ySI3BUMOCTW. B 3TOM pa3pene Mbl 06bICHUM, Kak HEKOTOPbIE U3 HALIMX aKTyasbHbIX TPEGOBaHUM K
KOHdUAEeHUManbHOCTV 1 6e30MacHOCTH NPYMEHSIOTCS B OTHOLWEHMU SDK 1 kaknuM 06pa3om OHM
LLOJIXKHbI MOMOraThb pa3paboTymkam 6e30onacHo UHTerpupoBaTb SDK B NpunoxeHus.

Ecnu Bbl xoTHTE f06aBNUTL CTOPOHHUI SDK, TO fOMXKHbBI YOEAUTLCS B TOM, YTO €ro KOf, U
peann3oBaHHblE B HEM MPOLLECChI He HapyLwatoT MpaBuna NporpamMmbl Ans pas3paboTynkos
npunoxeHu B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun o6pabaTbiBatoT NONb30BaTENbCKME
AaHHble. Kpome Toro, cnefyeT NoOHMMaTh, Kakne paspeLlleHns OHM UCNOMb3yIoT, Kakue CBEAeHUS
cobupatoT 1 noyemy. NMoMHUTE 0 TOM, UTO cbOp N 06pPaboTKa NONb3OBATENBCKMX AaHHbBIX CO CTOPOHbI
SDK [OmKHbl COOTBETCTBOBATb NOMNTUKE MPUIIOXKEHMS.

YT06bI HE [OMYCTUTbL HAPYLWEHWI, U3yYnTe BECb TEKCT CeayoWwmx Npasun u obpaTnte BHUMaHWE Ha
aKTyanbHble TPe6OBaHNA B OTHOWEHUN SDK, KOTOpble NPUBEAEHbI HUXE.

I1paBm1a B OTHOLUEHUM nosib3oBaTesIbCKUX AaHHbIX

K BaHHbIM NONb30BaTESI OTHOCATCS CBEAEHUS, NPELOCTABMIEHHbIE UM, @ TAKXKe MOJTyYEHHbIE B X0
ero paboTbl, B TOM uncne nHdopmaums ob yctponctee. O6g93aTenbHO COOBLUTE, KaK M A8 Yero Bbl
byneTe cobupatb, 06pabaTbiBaTh U UCMOMNb30BATb 3TV AaHHbIE, @ TaKXe NoJSlyYaTb U NPeAOCTaBNATb K
HMM JocTyn. Mcnonb3oBaTh Takyto MHGOPMAaLMIO B LENSX, O KOTOPbIX Bbl HE 3aiBUM, 3aMPELLEHO.

Ecnu B BalieM NpUnoXxeHUn UCNonb3yeTcs CTOPOHHMI kof (Hanpumep, SDK), ybeauTtech, YTO OH caM U
peann3oBaHHble B HEM NPOLeCcChl 06paboTKM NoNb30BaTENbCKUX AaHHbIX COOTBETCTBYIOT MpaBunam
nporpammbl Ans pa3paboTynkoB npunoxeHu B Google Play, B Tom uncne TpeboBaHusM 06
MCMONb30BaHUM 1 PaCKPbITUM MHPOPMaLuMK. Hanprmep, Bbl BOMKHbI YAOCTOBEPUTHCS, YTO MNOCTaBLYMK
SDK He npogaeT nuyHble 1 KoHbUAeHLMaNbHbIe AaHHbIe Mob30BaTeNd, NonyYeHHble N3 BaLLEro
NpuUnoXxeHus. 3To TpeboBaHME NPUMEHSETCS BHE 3aBUCUMOCTU OT TOrO, Kak ByayT nepepnaHbl
nosb30BaTeNbCKUE JaHHbIE: NMOC/E OTNPABKM Ha CEPBEP UMW B PE3YNbTaTe BHEAPEHUS CTOPOHHETO
KoZa B Balle NPUNoXeHKe.

JInyHbie n KOHCIWIﬂeHIJMaﬂbeIe norib3oBaTesibCKue gaHHble

« OrpaHuuMBanTe OOCTYM K IMYHBIM U KOHOUAEHUMANIbHBIM MOJIb30BATENBCKUM [AHHbIM, MOMYYEHHBIM Yepes
NpUIoXeHue, a Takxe nx cbop, NCNonb3oBaHWe 1 Nepepavy. ST ENCTBUA [ONYCKAOTCS TONbKO 49
npepocTaBneHns GyHKLUMIA CEPBUCA UK NPUIIOXEHUS, @ TakXe B LieSiX, COOTBETCTBYIOWUX NPaBuiaM 1 He
HapyLaLmMx 060CHOBaHHbIE OXWUAAaHWS NOJIb30BATENEN.

« [pUNoXeHWs, UCNOoNb3yoLMe NNYHbIE N KOHOUAEHUMaNbHbIE NONb30BaTENbCKUE faHHble ANf NoKa3a
peknambl, [OMKHbI COOTBETCTBOBATL Npasunam Google Play no pasmelleHumio peknamsi.


https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://support.google.com/googleplay/android-developer/answer/11926878
https://support.google.com/googleplay/android-developer/answer/11926878

» Bce nunyHble 1 KOHPMAEHLMANbHbIE AaHHbIE MONb30BaTeNen AOMKHbI 06pabaTbiBaTbCs 6€30NacHbIM 06Pa3oM, B
TOM YuCe C MPUMEHEHVEM COBPEMEHHbIX METOLOB WNbPOBaHMS, HanpuMep npotokona HTTPS.

« [pexpe YeM Ucnonb3oBaThb faHHble, JOCTYN K KOTOPbIM PErynupyetcs paspeleHnsmm Android, npunoxeHve
[OMKHO 3aNpOCUTb AVHAMUYECKOe paspeLueHne (BCeraa, Koraa aTo BO3MOXHO).

I'Iponax(a JINYHbIX U KOH¢MA6HI4VI8]1beIX nofib3oBaTeNIbCKUX AaHHbIX

He npopaBanTe nuyHbie U KOHGMAEHUMANbHbBIE MOJIb30BATENBCKME AAHHBIE.

« Mpogaxa nogpasymeBaeT nepefady UHGOPMaLMM TPETbUM NULLAM N OBMEH €10 C LieSblo MosyYeHus
LEHeXHOro Aoxoaa.

» Ecnu cBou nnyHble U KOHPMAEHLMANbHbIE AaHHbIE NEPERAeT caM Nosb30BaTe b, 3TO HE CYMTAETCS NPOAAXEN.
MpyMepbl TakMxX CUTYaLWI: B MPUNOXEHUN eCTb GYHKLUS ANs nepenayn Gannos TPETbUM IULAM; NPUIOXKEHWE
npefHa3Ha4YeHo s NPOBEAEHNS HAYYHbIX UCCEA0BAHUI, U AaHHbIE OTNPABASIOTCS B STUX LiENsiX.

PackpbiTe UH$OPMaLIUM U paspelleHre Ha UICNOMNb30BaHNUe JaHHbIX

Ecnu Balle npunoxeHne cobMpaeT, UCMOb3yeT, NepesaeT InUHbIe U KOHGUAEHLMASbHBIE MOSIb30BATENbCKUE
LaHHble UKW NonyyaeT JOCTYN K HAM B LENX, KOTOPbIE MOTYT HE COOTBETCTBOBATL 06OCHOBAHHbIM OXUAAHUSM
nonb3oBaTenemn oT NpPoAykTa unn GyHKLMK, HeobxoanmmMo cobniopaTb TPEGOBaHNS K PACcKPbITUIO MHPOPMaLMK 1
MOMYYEHUIO Pa3peLLeHuns Ha UCMOb30BaHME AaHHbIX, yKa3aHHbIe B PaBuiax B OTHOLWEHWMU TakuxX AaHHbIX.

Ecnu B BaweM NpUoXeHNn NpUMEHIEeTCs CTOPOHHMI Kog, (Hanpumep, SDK), npegHa3HauyeHHbIn ansg c6opa IMYHbIX
1 KOHOUAEHLMANbHBIX NOMb30BATENbCKMX AaHHbIX, Bbl LOMKHbI MPEAOCTaBUTb 4OCTATOUHblE OKA3aTENbCTBA TOrO,
YTO NPUNIOXeHNe He HapyLlaeT TpeboBaHus 13 paspena "PackpbiTne MHGOPMaLMK 1 pa3peLleHre Ha
MCMOMb30BaHME AaHHbIX" HACTOSLWMX NpaBun. MPUNoXeHWe AOMKHO COOTBETCTBOBATb, B YACTHOCTY, MONOXEHUSAM O
BOCTYMe K laHHbIM, UX c60pe, UCMOoNb30BaHNMK ¥ Nepefaye C NOMOLLbIO CTOPOHHErO KoAa. [lokasaTenbcTea
Heo6X04MMO OTNPAaBUTb B TEUEHME ABYX HELEMNb UMW APYroro nepuona (ECnu oH ykasaH) nocne nosyyeHus sanpoca
o1 Google Play.

Ob6s3aTeNbHO YA0CTOBEPbLTECDH, YTO B CTOPOHHEM Koae (Hanpumep, SDK) He HapywaloTca npasuia B OTHOLWEHUN
MoMb30BaTENbCKUX AaHHbIX.

C 6onee noppobHon nHdopmaumen o TpeboBaHMAX K PackpbITUIO MHGOPMALMK 1 NMOMYYEHUIO coracus
nosb3oBaTeNnen MoOXHO 03HaKOMUTbCA B CripaBOYHOM LEHTPE.

MpuMepbl HapyLlweHUH, Bbi3BaHHbIX NpuMeHeHueMm SDK

« MpunoxeHwe ncrnonbayeT SDK, KOTOPbIN coBUpaeT NnyHble U KOHGUAEHUMANbHbIE NONb30BATENbCKUE JaHHbIE 1
He 06pabaTbiBaeT KX COrNacHO NpaBunaM B OTHOLIEHUM MOMb30BATENbCKMX AaHHbIX, TPEBGOBAHMAM K PaCKPbITUIO
MHPOPMALMU 1 PA3PELLEHNIO Ha UCMOMNb30BAHME JaHHbIX, @ TakxXe TPEGOBAHMSAM B OTHOLEHUM JOCTYNa K
LaHHbIM 1 UX 06paboTke (BKOYas 3anpeT Ha NPOAaxy).

+ B npunoxeHue nHterpmposaH SDK, KOTOpbI COBMPAET NNYHbIE U KOHPUAEHLMANbHbIE NONIb30BaTENbCKME
LaHHbIE MO YMOMYaHWIO, YTO HapyLlaeT TpeboBaHUS HACTOSLMX NPABUI B OTHOLIEHUW NONyYeHUs cornacus
nonb3oBaTeNien u packpbiTvs HGopMaL K.

« [Ins npunoxeHus 3asBeHo, YTO OHO COBUPAET NINYHbIE U KOHGUAEHLMANbHBIE NONIb30BATENBCKME AaHHbIE
TONbKO Ans obecneyeHns paboTbl GYHKLMN, 3aLMLLAIOWMX OT MOWEHHNYECTBA 1 3110ynoTpebneHunin, Ho SDK
Takxe nepepaeT cobpaHHble faHHble TPETbUM NNLLAM B PEKIAMHBbIX LENSX U 4SS aHaIUTUKK.

« MpunoxeHwue copepxut SDK, KOTopbIVi NepefaeT cBefeHns 06 yCTaHOBNEHHbIX MAaKeTax C HapyLeHUeM
peKkoMeHAaLui Mo PackpbITUIO UHGOPMaLMK M/unu TPeBOBaHWI MNONUTHUKM KOHOUAEHLMANBHOCTY.

« O3HaKOMbTECH C npasunnaMmmn B OTHOWEHNN HEXENaTelbHOro Nno pns MOBUIIBbHbIX yCTpOl‘/'ICTB.

JononHuTtenbHble Tpeﬁosal-wm B OTHOLUEeHUU focTyna K JIMYHbIM U KOHq)VIneHU,MaHbeIM
AaHHbIM

B Tabnuue HUxXe npeacTasfieHbl TPe6oBaHNS K onpeaeneHHbIM GyHKLMOHANbHBIM OCOBEHHOCTAM MPUIOXEHUIA.
®yHKUMOHanbHas 0co6eHHOCTb TpeboBaHus

Mpunoxenne co6UPaeT nn CBA3LIBAET  MocToSHHbIE MAEHTUGUKATOPLI YCTPOINCTBA HE [OMKHbI GbiTh CBA3AHI

NOCTOSIHHbIE MAEHTUGUKATOPSI C NINYHBIMU U KOHOUAEHUMANbHBIMU AAHHBIMU NONb30BATENS U CO
ycTpoicTs (Hanpumep, IMEI-Kopb, cbpacbiBaeMbiMU MAEHTUdMKATOPaMM YCTPONCTB, 3a UCKIIOUEHNEM:
Homepa IMSI, cepuitHble Homepa SIM-

KapT M T. f.) » TenedoHHON CBSA3M C noMolbio SIM-kapTsbl (Hanpumep, ANg 3BOHKOB

no cetn Wi-Fi uepes onepatopa CBA3N);
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+ KOPMNOPaTMBHbIX MPUNOXEHUIN AN YNPaBNEHUs yCTPOUCTBaMMU,
MCMOMb3yEMbIX B PEXMME BragenbLa.

B aTux cnyyaax paspaboTunk fomxeH aBHbIM 06pa3oM coobwuTb
nonb30BaTENIIM O TakoW CBA3W B COOTBETCTBUM C NpaBuiaMu B
OTHOLUEHUN NOJIb30BATENBCKMX AaHHbIX

NHdopMaumio 06 anbTePHATUBHBIX YHUKANbHBIX UAEHTUGMKATOPaX
MOXHO HaNTW Ha 3TON CTPaHuLE

[lononHWTenbHble PEKOMEHAALLMMN MO UCMNONB30BAHMIO PEKIAMHbIX
naeHtndukatopos Android nprBefeHbl B MpaBuiax pasmeLleHns
peknambl

MpunoxeHne NpeaHasHayeHo Ans AeTert B npunoxeHus paspelleHo BkatouaTb Tonbko SDK, koTopble npoLunm
CaMOCTOSTENbHYIO CepTUdUKALIMIO AN1S UCMONB30BaHWS B CEPBUCAX,
npepHa3HayeHHbIx Ans geten. O3HaKOMbTECh C MOTHON Bepcuei
npaBsun 1 TpeboBaHWIN MporpamMMbl CaMOCTOSTENBHON cepTUdUMKALM
peknamHbix SDK B NpunoxeHusx afis BCEN CEMbM.

MpuMepbl HapylueHui, Bbi3BaHHbIX NpuMeHeHneM SDK
« MpunoxeHue ncrnonbayeT SDK, koTopbit cBA3biBaeT naeHTuounkaTop Android 1 faHHbIE O MECTOMONOXEHMN.

« MpunoxeHune paboTtaeT ¢ SDK, KOTOPbIV CBA3bIBAET peknaMHbIn naeHTudukaTop Android ¢ NOCTOAHHbBIMM
MaeHTUdUKaTOPaMmM YCTPOMCTBA B PEKNAMHBIX LIENSX UKW AN aHaNUTUKN.

» B npunoxeHune nHterpuposaH SDK, KOTOpbIN CBA3bIBAET peknaMHbin uaeHtudukatop Android c appecom
3MEKTPOHHON MOYTHI B LIeNISX aHANMUTUKU.

Pa3zpen 6e3onacHOCTU faHHbIX

Kaxpoe npunoxeHue LOMXHO COAepXaThb pasfaen 6e30MnacHOCTH AaHHbIX, B KOTOPOM MOHATHO M TOYHO OMUCAHO,
Kak coBMPaoTCs, UCMOSb3YIOTCA U NepefaloTCs NoNb30BaTENbCKUE faHHbIE. DTO TAaKXKe OTHOCUTCS K [aHHbIM,
KoTopble cobupatoTcs 1 obpabaTbiBaloTcs Yepes CTOPOHHUe BrbnuoTteku unm SDK, ncronbayemblie B NPUITOXEHUSIX.
Pa3paboTumnk HeCeT OTBETCTBEHHOCTb 3@ TOYHOCTb M aKTyaslbHOCTb Takoi nHpopMauuun. CeefeHus B 3TOM pasgene
LOJXHbI COOTBETCTBOBATH TOMY, UTO YKa3aHO B MOMMTUKE KOHOUAEHLMANBHOCTU NPUIoXeHUs (eCnv NPUMEHUMO).

M3yynTe nononHUTeNbHy0 MHGOPMaLMIO O TOM, KaK 3anofiHWUTb pa3gaen 6e30nacHOCTU AaHHbIX, B CpaBoYyHOM
LieHTpe.

O3HaKOMbTECH TakXe C MOJSHON Bepcmeﬁl npaBui B OTHOWEHUM NONb30BaTENIbCKUX AaHHbIX.

MpaBuna ncnonb3oBaHus paspeLlieHumn u APl ¢ focTynom kK KoHdUaeHumanbHom
nHdopmMauum

3anpockl Ha NpefoCTaBleHNe paspeLlleHnii n ncnosib3osaHme AP, KOTopble NOMyYatoT JOCTYN K
KoHbUAEHLManbHOM nHdOpPMaL MK, [OMXKHbI ObITb NOHATHBIMK A5 NOSIb30BaTeNen. 3anpawmnsaTtb
paspelleHns 1 ncnonbaosatb API, KOTOpble Nony4YatoT JOCTYN K KOHOUAEHUNANBHON MHPOPMaLIUK,
MOXHO TOJIbKO B TOM Clly4ae, eCNi OHU HEOBXOAUMbI ANs PaboTbl yXKe BHeAPEHHbIX GYHKLMIA 1
CEepPBUCOB, OMUCAHHBIX Ha CTpaHuLe npunoxeHus B Google Play. Henb3ga ncnonb3oBaTh paspeweHuns 1
API, npepocTaBnsowme [OCTyN K AaHHbIM NONb30BaTENS UM YCTPOWUCTBA, ANS GYHKUUIA UK Lenen,
KOTOpbIE HE OTMEYEHbI B ONUCAHUM MPUSTOXEHUS, HE PeasIM30BaHbl UK He paspeLleHbl. JIMYHbIE Un
KoHdMAEHLManNbHbIE AaHHbIe, NONyYeHHbIe C pa3peLleHns Nonb3oBaTeNs UK NpU NoMoLLM Takux API,
Henb3a NpofaBaTh U NepefaBaTh C LieNbio NOCEAyoWeN NPORaXn HN NPU Kaknx 06CToaTenbCcTBax.

O3HaKOMbTECH C MOJSIHOW BEPCUEN NPaBUi UCMONb30BaHUS paspeLieHnid n APl ¢ BOCTyrnom K

KOHbMAEHLManbHoM nHbopmMaLuu.

MNpuMepbl HapyLweHUiA, Bbi3BaHHbIX NPpUMeHeHuneM SDK

+ B npunoxeHve nHterprpoBaH SDK, KOTOpbIV 3anpalmnBaeT JOCTYN K 4aHHBIM O MECTOTMONIOXEHUN B
HOHOBOM pexume Lns 3anpeLLeHHbIX NN HE3ASBIEHHbIX Lienew.
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« Mpunoxexue ncnonbayet SDK, koTopbin 6e3 cornacua nonb3osatensa nepepaet IMEI-kop,
MOMyYeHHbIN ¢ NOMoLLbio paspeleHmns read_phone_state B Android.

MpaBuna B 0OTHOWeEHUU BpegoHocHoro MO

OCHOBHOM NpMHLUKMM NpocTon: akocuctema Android, Bkntoyatowwas Google Play n yctpoincTsa
nonb3oBaTeNen, He JOJXKHA NOABEPraThbCs BO3AENCTBUIO BpenoHocHoro MO. PykoBOACTBYSCH UM, Mbl
cTapaeMcs genatb akocucteMy Android 6e3onacHoi onis nonb3oBaTenen n nx yctponcts Android.

BpenoHocHbIM MO cumTaeTcs Ntobom Kof, KOTOPbIA MOXET NPeACTaBNsTb yrpo3y Afis Nonb3oBaTens, a
TaKXe ero AaHHbIX Unn yCTPOMCTB. Hanpumep, K BpegoHOocHOMY MO 0THOCATCS NOTEHLMANBHO
onacHble npunoxexua (MOM), a Takxe UcnonHseMble dansisl U Mogndukaumm GperiMBopPKOB,
OTHOCSILLMECS K TAaKMM KaTEropusaM, Kak TPOSHCKME MPOorpamMmbl, GULLMHIOBOE 1 WwnmoHckoe MO. Mbl
NMOCTOSIHHO OBHOBIISIEM 3TOT CMUCOK U JO6GABNSIEM HOBbIE KaTEropuMn.

ATW NpaBua TakxXe NPUMEHSIOTCS K CTOPOHHeMY kofy (Hanpumep, SDK), KOTOpbIN BKIKOYEH B
NPUNOXEHME.

O3HaKoOMbTECH C MOJSIHOW BEpPCUen npaBusl B OTHOWEHUN BpedoHocHoro MMO.

MpumMmepbl HapyLlieHuiA, Bbi3BaHHbIX NpuMeHeHneM SDK
« MpunoxeHune cogepxumt bubnnotekn SDK OT NOCTaBLLMKOB, PAacCNpOCTpaHsaoLWmnxX BpegoHocHoe MO.

« MpunoxeHune HapyluaeT Mofenb pa3peleHnin Android nnu KpageT yyeTHble faHHble (Takue, Kak
TokeHbl OAuth) 13 gpyrux NPUIoXeHN.

+ MpunoxeHns 310ynoTpebnsoT GyHKUMAMM, YTOBbI NPENATCTBOBATb YAANIEHUIO UM OCTAHOBKE.
+ MpunoxeHne oTknoyaeT SELinux.

« Mpunoxexue ncnonbayet SDK, KOTOpbIN HapyLwaeT Mofenb paspewennit Android, nonyyas
NOBbIWEHHbIE MPUBUNETMN ONA HE3AABIEHHON Lenn bnarogaps LOCTYNY K AaHHbIM YCTPONCTBa.

« MpunoxeHne copepxmT SDK C KOLOM, KOTOPbI/ OGMaHHbIM MyTEM 3aCTaBSeT Nofb3oBaTenei
npuobpeTaTtb NOAMUCKM UM OMNMaunBaTh KOHTEHT Yepes onepaTopa MOBUILHON CBA3N.

Ncnonb3oaHne SDK B NpunioxeHusx

Ecnu Bbl xoTHTE 006aBUTL CTOPOHHUI SDK, TO [ONXHbI YOEAUTLCS B TOM, YTO Er0 KOf, U
peann3oBaHHble B HEM NPOLLECChl He HapyLwatoT MpaBuna NporpamMmbl Ans pa3paboTynkoB
npunoxeHuin B Google Play. BaxxHO 3HaTb, kak SDK B npunoxeHunr obpabaTbiBatoT NONb30BaTENbCKME
HOaHHble. Kpome Toro, cnefyeT NOHMMaTb, Kakne paspeLlleHns OHM UCNOMb3YIoT, Kakue CBefeHus
CcobUpPaIoT 1 MoYeMy.

TpeboBaHus kK SDK

Pa3paboTumnkm NPUNOXKEHUIN YaCTO UCMOMb3YIOT CTOPOHHUI Kog, (Hanpumep, SDK), uTobbi
UHTErpmMpoBaTh BaXxKHble GYHKLUM 1 CEPBUCHI B CBOM NPOAYKThI. Bkiouas SDK B NpunoxeHune, BaxHo
ybenmTbCs, YTO 6€30MacHOCTb NONIb30BaTENeN He MOCTPAAAEeT U B KOAE He NOSBSATCS HOBblE
yS3BUMOCTH. B 3TOM pa3fene Mbl 06BSACHUM, KaK HEKOTOPbIE M3 HALLMX aKTyallbHbIX TPEOGOBaHUM K
KOHOUAEHLMANBHOCTH U 6E30MaCHOCTU NPUMEHSIOTCS B OTHOLWEHUM SDK 11 Kakum 06pa3oM OHM
LOMXHBI NoMoraTh pa3paboTumkam 6e3onacHo HTerpuposaTbh SDK B NpunoxeHus.

Ecnu Bbl xoTUTe 006aBUTbL CTOPOHHMI SDK, TO BOMXHbI y6eanTbCsa B TOM, YTO €ro Kog, 1
peann3oBaHHble B HEM MPOLLECChl He HapyLwatoT MpaBuna NporpamMmbl Ans pa3paboTynkoB
npunoxeHuin B Google Play. BaxxHo 3HaTb, kak SDK B npunoxeHun obpabaTbiBatoT NONb30BaTENbCKME
OaHHble. Kpome TOro, cnegyetT NoOHMMaTb, Kakne pa3pelieHnsa OHU NCNOoNb3YIOT, Kakne ceBefeHns
cobupaloT 1 noyemy. NoMHUTE O TOM, YTO c60p 1 06pPaboTKa NONIb30BATENBCKMX AAHHBIX CO CTOPOHDI
SDK AOOJ/MKHbl COOTBETCTBOBATb NONUTUKE NPUNTOXEHUS.


https://support.google.com/googleplay/android-developer/answer/9888380

YTO6bI HE [OMYCTUTbL HAPYLWEHWI, U3YYnUTE BECb TEKCT CeaytoWwmx Npasun 1 obpaTnTe BHUMaHWE Ha
aKTyasnbHble TPE6OBaHNA B OTHOLWEHUN SDK, KOTOpble NPUBEAEHbI HUXE.

MpunoxeHws, KOTopble 6e3 pa3peLleHns NoNb3oBaTeNs NoNyYatoT root-fOCTyn Yepes NoBbIlLeHne
NPVBUNErNIA, OTHOCSATCA K KaTeropun "MonydyeHne root-goctyna”.

LWnnoHckoe MO

LWnnoHckum MO HasbiBaOT BPEOOHOCHOE NpuUnoXeHune, Ko nnn noBeaeHne, KoTopble NO3BONAOT
CO6I/IpaTb, nony4yaTtb N1 nepepaBaTtb TPETbUM NNLUAM OaHHbIE NONb30BaTeNnd Unn yCTpOI;ICTBa, Korga
3TO HE CBA3aHO C d)yHKLI,VIFIMVI, COOTBETCTBYOWNMMHK NpaBunam.

K LUNNOHCKOMY MO Takxe OTHOCUTCA Bpe,D,OHOCHbIPI KOO nnun noseneHmne, KoTopble MOryT CYNTaTbCA
cnocobamu Cnexku 3a Nnonb3oBaTenem uim nony4varoT fgaHHbIE HE yBeoOoMNg4a ero n He nojsiydyaq ero
cornacwus.

Bbl MOXKETE 03HAKOMUTLCS C MOSHON BepCHel Npasusl B OTHOLWEHUH WMOHCKoro MO.

HapylieHne npaBun B OTHOWEHWUM WwnuoHckoro MO 6yaeT cuntaTbes BbidaBaHHbIM SDK, B YacTHOCTH, B
cnepyrowmx cnyyasx:

* ecnv B NpunoxeHun ucrnonbayetcs SDK, KOTOpbIN NepefaeT faHHble U3 ayano3anucen Unmn 3anvcem
3BOHKOB, KOrla 3TO He CBS3aHO C GYHKLUAMM, COOTBETCTBYIOL MMM NPaBUIaM;

* €CNU B NPUIIOXEHWUIN UCTONb3YETCS BPELOHOCHbBIN CTOPOHHMI Kog, (Hanpumep, SDK), koTopbii
nepefaeT fAaHHble C YCTPOWCTBA HEOXMAAHHbIM A8 MONb30BaTeNs CNocoboM U/Mnun He yBefoMnsas
€ro 1 He Monyyasl ero cornacus.

MNpaBuna B oTHOWEHUM HexenaTenbHoro MO gns MOBGUNBHbLIX YCTPOUCTB

MoHaTHas pYHKLMOHANBHOCTDb U SIBHOE packpbiTue UH$OpMaLUM

JTro6o1 Ko AOMXKEH UCMONMHATL BCE, YTO 06€eLLaHO Nonb3oBaTento. MprUnoXeHs LOMKHbI BbINOHATb
BCe 3asaBeHHble GYHKLMN U HE LOMKHbI BBOAUTb NOMb30BaTENEN B 3abnyXaeHWe.

MNpuMepbl HapyLweHUI:
* MOLEHHNYECTBO C PEKIaMON;

* COuManbHag nHxeHepwug.

3awumTa nonb3oBaTeNIbCKUX AaHHbIX

MOHATHO M NOAPOBHO pacckaxmTe O TOM, Kak MPUNOXKEHME NoydYaeT LOCTYN K INYHBIM U
KOHOUAEHLMaNbHbIM AaHHbIM NOMb30BaTENS, Kak OHO UX COBUpaeT, ucnonb3yeT 1 nepenaeT. MNpu
paboTe ¢ Takon MHPopMaLmnen HeobxoanuMo coboaaTb BCE NPUMEHMMbIE NPaBMa B OTHOLLIEHWN
NoNb30BaTENbCKUX AAHHbIX, @ Tak)Xe NPUHUMaTbL Mepbl NPEAOCTOPOXHOCTMN A4 3aLMTbl STUX
cBefeHun.

MpumMmepbl HapyLLeHuiA:
+ cbop paHHbIX (wWnuoHckoe MO);
* HapyLUEHWE OrpaHNYEHHbIX Pa3peLLEeHN.

O3HaKOMBTECH C MOJIHOM BEPCUEW NMPaBUIT B OTHOLEHUM HexenaTesnbHoro MO ans MoBUIIbHbIX
YCTPOWCTB.

MpaBKna B OTHOLWEHUM 3N10ynoTpebrieHnss pecypcamm yCTPOMUCTBa U CETU

3anpelatoTcs TPUNOXEHMs, KOTOPbIe HapyLWatoT paboTy YCTPOMUCTBA NOMb30BaTENS, APYTUX
YCTPOWCTB, KOMMbIOTEPOB, CEPBEPOB, ceTen, AP| unu cepeucos (BkoYas apyrue npunoxeHus Ha
YCTPOWCTBE, cepBuchbl Google 1 ceTv onepaTtopoB CBA3M), @ TakXe BMELLMBAIOTCS B X paboTy,
MoMyYatoT HECAHKLMOHMPOBAHHbIN BOCTYM K HUM WY BPEAST MHbIM 06Pas3oM.
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MPUNOXEHNs UM CTOPOHHUI Kop, (Hanpumep, SDK), nCnosbaytolmne NHTEPNPeTUPYeMbIe A3bIKK
(JavaScript, Python, Lua 1 T. fi.), KOTOpble 3arpyxatoTcsa BO BpeMs paboTbl (a He 3arpy>eHbl B
NPUNOXEHNE N3HAYaNbHO), HE AOMKHBI HapyLWaTb Npasuna Google Play.

3anpelLleHo UCMonb30BaTh KOf, KOTOPbIN CO30aEeT UM UCNONb3YET YS3BMMOCTM 6e30MacHOCTY.
NHdopMaLms o caMblix akTyanbHbIX pobremax 6e30MacHOCTM COAePXMTCS B Hawwen MporpammMe
MOBbILEHNS 6€30MaCHOCTY NPUNOXEHNI AN Pa3PabOoTUMKOB.

O3HaKOMbTECh C MOJIHON BEPCHEN NMPaBUI B OTHOLEHNM 3110yNOTPEGNEHNS pecypcamm yCTPOUCTBA 1
cetu.

MNpuMepbl HapyLweHui, Bbi3BaHHbIX NPpUMeHeHuneM SDK

« MpunoxeHune NpefoCTaBngeT yCNnyr MPOKCU-CepBepa TPETHMM NMLLaM (KPOMe ClyyaeB, Korga aTo
SBNSAETCA OCHOBHOM PYHKLMEN NPUNOXEHNS).

+ B npunoxeHue nHterpuposaH SDK, KOTOpPbIV CKauMBaET UCTONHAEMbIN Kog, (Hanpumep, DEX-dainbl
WNK HaTUBHBIV Kof) He 13 Google Play.

+ B npunoxeHune nHterpuposaH SDK, KOTopbIN cogepXut komnoHeHT WebView ¢ nuHtepdericom
JavaScript, 3arpy>atoLuin HeHafeXHbl Be6-KOHTeHT (Hanpumep, URL ¢ npoTtokonom HTTP) unu
HenpoBepeHHble URL, NonyyYeHHble 13 HeHaAEXHbIX MCTOYHMKOB (Hanpumep, URL 13 HEHaeXHbIX
06bekToB Intent).

+ B npunoxexue nHterpmposaH SDK, KOTOPbI COAEPXMUT KOL, UCMOMb3yeMbli A1 OBHOBNIEHNS
cobcTBeHHoro APK.

* B npunoxeHue nHterpuposaH SDK, KOTOpbIV ckauymBaeT dansbl Yepes He3alULLIEHHOE COeNHEHNE,
yeM nopgepraeT pucky 6e30MacHOCTb NONbL30BaTENS.

+ B npunoxeHuun ncnonbayetcs SDK ¢ KOAOM, KOTOPbIN NO3BONSET CKauMBaTb MW YCTaHABANBATb
NPUNOXEHNS U3 HEM3BECTHBIX MCTOYHMKOB BHE Google Play.

+ B npunoxeHvie nHterpmuposaH SDK, KOTOPbIN UCMONb3yeT akTUBHbIE Cy>Obl 663 060CHOBAHHOM
MPUYMHBI.

+ B npunoxeHve nHterpnposaH SDK, KOTOPbIV UCMOSb3YeT aKTUBHbIE CITYXObl B LENsX,
COOTBETCTBYIOLWMX NPaBMiaM, HO He 0ObsIBNIEH B dainnie MaHudecTa.

MpaBuna B OTHOLWEHUU BBeA,EeHUS B 3abny>xgeHue

Mbl 3anpelyaem ny6nmkoBaTb NPUNOXEHUS, KOTOPbIE NbITAOTCA BBECTM MOJSIb30BaTENEN B
3abnyxaeHve nnm cnocobCeTByOT He[OHPOCOBECTHON AEATENIbHOCTH, BKIOYAs NPUNOXKEHNS,
3asBNeHHbIE PYHKLMM KOTOPbIX HEBO3MOXHO peann3oBaTh Ha ycTponcTtse. MiHbopmauus o
NPUNOXEHWUM, €ro ONncaHue, a Takxe $poTo U BULEO [OMKHbI COOTBETCTBOBATb €ro
bYHKLMOHANbHOCTU. MPUNOXEHNUS HE JOMKHbI UMUTUPOBATb GYHKLMUM UK NPeLyNpexXaeHUs
onepaLmoHHON CUCTEMBI U BPYTMX NporpaMM. JTtobble M3MEHEHUS HACTPOEK YCTPOMCTBA LOMKHbI
NPOU3BOAMTLCS C BEAOMa U cornacusa nonb3osatens. Kpome Toro, y nofb3oBaTens fomkHa 6biTb
BO3MOXHOCTb OTMEHUTb UBMEHEHUNA.

O3HaKOMbTECH C MOJTHOM Bepcmeﬁl npaBusl B OTHOWEHNN BBEOEHNSA B 366J'Iy)KD,eHVIe.

npOBPG‘IHOCTb noeeneHusa

MNMonb3oBaTensm OOJIXKHO 6bITb NMOHATHO, YTO AenaeT Balle NpunoxeHue. He I/ICFIOJ'Ib3yl7ITe B HEM
CKpPbITble, HEaKTUBHbIE UM HE3aOKYMEHTMPOBaHHbIE GYHKLMN. 3anpeLLeHo NbiTaTbea n3bexaTb
NpoBepPKM NPUITOXEHNA KakuMU-TMBo cnocobamu. YTobbl obecneunTs 6e30MacHOCTb NOb30BaTENEN,
LLleNOCTHOCTb CUCTEMbI M COOTBETCTBUE NPaBMiaM, MOXET NOTPeboBaTbCA LOMNONHUTENbHANA
nHbopMaL s O MPUSTOXKEHNN.

MpumMmep HapyLweHus, CBA3aHHOro ¢ NpuMeHeHneM SDK

« B npunoxexue nHterpmposaH SDK, no3Bonsiowmin nséexaTts NpoBEPKY MPUIOXEHUIA.
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Kakue npaBuna Google Play gns pa3pa6oTynkoB 06bI4HO CBSi3aHbl C HAPYLUEHUSIMU,
Bbi3BaHHbIMU NpuMeHeHueM SDK?

YOOCTOBEPBLTECH B TOM, YTO BECb CTOPOHHMUI KOf, KOTOPbIA UCMONb3YET Balle NPUIOXEHNE,
cooTBeTcTBYET [lpaBmnam nporpammsl ans paspabotymkos B Google Play. [ins aToro ndyunte
cnepyolive MaTepuanbl:

- [paBuna B OTHOLWEHUN NONb30BATENLCKUX JAaHHbIX

« PaspelueHuns n APl ¢ [ocTynom K KoHPUaeHLManbsHou nHdopmaLmm

« paBuna B OTHOLIEHWM 310yNOTPEBNEHNSs pecypcamm yCTPOMUCTBa U CETH

» BpegoHocHoe MO

« HexenatenbHoe MO gns MOGUSIbHBIX YCTPOUCTB

« MporpamMma camocToaTeNbHON cepTudukaLmnm peknamHbix SDK B NpunoxXxeHnsx ans BCen cembu
« [MpaBuna pasMeLLeHns pexknambl

- BBepeHue B 3abnyxaeHne

« MpaBuna nporpammbl Ans pa3paboTumkos npunoxeHni B Google Play

Bbllle nepeuyncneHbl NpaBuna, KOTopble He cobnopatoTcs valle Bcero. OfHaKO U3-3a HEHAAEXHOTO
kopa SDK Balue NpunoxeHne MOXET HapyLWWTb U OPYyroe NPaBuo, He BOWELLIEE B 3TOT CMMCOK.
M3yyanTe npaBuna NoAHOCTLIO U CNEQMTE 3a UX OBHOBAEHNSIMU. Beb MIMEHHO pa3paboTymk
MPUNOXEHNS HECET OTBETCTBEHHOCTb 3a TO, UTO6bl SDK 06pabaTbiBanu AaHHble NPUIOXeHUs B
COOTBETCTBUM C NPaBUNIaMU.

MonpobHyto MHGOPMaLMIO MOXHO HAaWTK B HawweM CrpaBOYHOM LIEHTPeE.

BpegoHocHoe MO

OCHOBHOM NpMHUMA NpocTon: akocuctema Android, Bkntoyatowwas Google Play n yctpoincTsa
nonb30BaTeNen, He JOJXKHA NOABEPraThbCs BO3AENCTBUIO BpefoHocHoro MO. PykoBOACTBYSCH UM, Mbl
cTapaeMcs genatb akocucteMy Android 6e3onacHoi fns nonb3oBaTenen n nx yctponcts Android.
BpepnoHocHbIM MO cunTaeTcs No6om Kof, KOTOPbIA MOXET NPeACcTaBNaTb yrpo3dy Ans nonb3oBaTens, a
TakKXe ero AaHHbIX Un YCTPOMCTB. Hanpumep, K BpegoHOCHOMY MO OTHOCATCS NOTEHLMANBHO
onacHble npunoxenus (MOM), a Takxe ucnonHseMole dansisl U MogubUukaLm GperMBOpPKOB,
OTHOCSLUMECS K TaKUM KaTeropusM, Kak TPOSIHCKME Nporpammbl, GULWIKMHIOBOE U wnroHckoe MO. Mbl
NMOCTOSIHHO OBHOBJISIEM 3TOT CMUCOK U JO6GABNSIEM HOBbIE KaTEropuMn.

STW NpaBua TakxXe NPUMEHSIOTCA K CTOPOHHeEMY kofy (Hanpumep, SDK), KOTOpbIN BKIKOYEH B
NPUNOXEHME.

BpepoHOoCHbIe NporpaMMbl MOTYT pasfiMyaTbCs Mo TUMY Y NPUHLMIY OENCTBUS, HO, KaK NpaBuso,
npecneyT kakme-nnbo 13 crnepyowmx Lenem:

* BMeWaTenbCTBO B pa60Ty yCTpOﬁCTBa nonb3oBaTeny;
¢ nony4vyeHmne KOHTpong Haf, yCTpOPICTBOM nonb3oBaTeNny;

* BbINOJIHEHME YA aNeHHbIX onepaLMii, NO3BOFIOWMX NoSlyYaTh JOCTYN K 3apaXX€HHOMY YCTPOWUCTBY
UM Kakum-nnbo obpasom MCMoNb30BaThb €ro;

* nepepaya NepcoHanbHbIX UK YYETHbIX AaHHbIX C YCTPOMCTBa 6e3 BefoMa 1 corfiacus
nonb3oBaTens;

* pacchbifika ¢ 3apaXXeHHOro YyCTPONCTBa Crama Uiy KOMaH[, KoTopble 3aTparmeatoT gpyrue
YCTPOWCTBA UK CETY;

* MOWEHHnYyeckune AGVICTBVIF! MO OTHOLWEHUIO K NON1b30BaTENIO.

MpunoxeHwns, ucnonHsemble dannbl U MogudUKaLmMn GPerMBOPKOB, faxe eCliv OHU U3HAYaNbHO He
6binv CO3AaHbl C BPEAOHOCHBIMU LIEMISIMU, MOTYT CUMTATLCS MOTEHLMANbHO OMNacHbIMU 1 NPEACTaBAATb
yrposy Ansa nonb3osartens. [1e/10 B TOM, YTO OHW MOTYT [e/CTBOBATb MO-Pa3HOMY B 3aBUCUMOCTH OT
uernoro psiaa ¢akTopoB. KOMMNOHEHTbI, KOTOPbIE MOTYT NMPEACTABNATh PUCK AN OLHUX YCTPOWUCTB


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
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Android, coBepLieHHO 6e3BpenHbl Ans apyrux. Hanpumep, BPEAOHOCHbIE NPOrpaMMsbl, UCMONb3YoLne
ycTapesLlune API, He CTaHyT yrpo3oi Afs YCTPONCTB, Ha KOTOPbIX YCTAHOBNEHA nocnepHss sepcus OC
Android, B oTnnumne oT yCTPONCTB C 6osiee paHHUMN BepcUsiMU. MPUNOXEHNS, UCNIONHSIEMble dansibl 1
mMopudmrkaLm GpenMBOpPKOB NOMEYAIOTCS Kak BPEJOHOCHbIE UMM MNOTEHLMANIbHO OMNAaCHbIE, €CNN OHU
NPeQCTaBNAOT SBHYIO Yrpo3y A58 HEKOTOPbIX UM BCEX Nonb3oBaTenen n yctponcts Android.

Mbl XOTUM, YTOObI Hala aKocucTeMa bbina 6e30nacHoON, MOCTPOEHHOW Ha MHHOBALMAX U JOBEPUN, a
TakXe YTobbl MOSIb30BATENM MOHMMANK, Kak UIMEHHO 3/T0YMbILWAEHHUKN MOTYT 9KCMyaTUpPOBaTh MX
yCTpoKncTBa. IMEHHO MO3TOMY Mbl MOArOTOBUAM ONUCaHKEe KaTeropuii BpegoHocHoro Mo.

Moppo6HY MHPOPMALLMIO MOXHO HAaUTK Ha canTe Google Play 3awwuTsl

Bakpopbl

Kop, KOTOprPI Nno3BONAET yOaNneHHO BbINONMHATb Ha yCTpOVICTBe HeXenaTtenbHble, NOTeHUMalnbHO
onacHble onepaunun.

Takve onepauuy MOryT BKOYaTb NPOLLECCHI, U3-33 aBTOMATUYECKOrO BbIMOIHEHNS KOTOPbIX
NPVNOXeHNe, UCMoNHAEeMbIM dann unu mogmbunkaums ppermBopka NonageT B Apyrve Kateropum
BpepoHocHoro MNO. B uenom 63k[op — 370 CNoco6, C NOMOLLbIO KOTOPOro NOTEHLMaNbHO ONacHbIe
onepaLuy MoryT BbiTb BbINOMHEHbI HA YCTPOUCTBE. [03TOMy 63KA0P CIOXHO NOCTaBUTb B OLMH psf, C
TakKMMU KaTeropmgamu, Kak MolleHHn4YeCckoe cnmcaHmne cpencTs UM KoMMep4yeckoe WNMOHCKoe Nno.B
pesynbrate Google Play 3awwuTa npy onpegeneHHbix 06CTOATENIbCTBAX MOXET NOCYMTaTbh HAbop
63KL0POB YA3BUMOCTbIO.

MoweHHnYeckoe cnncaHne cpencTs
Kop, KoTopbIi MPUBOAUT K aBTOMaTUUYECKOMY CMIMCaHWIO CPEeACTB Nosib3oBaTens 06MaHHbIM CNOCO60M.

CyuiecTByeT TpU KaTEropmm MOLWEHHNYECKNX CINCAHUI CPELCTB Yepes onepaTopoB MOBUIbHOM
cBs3U: SMS-MOLEHHNYECTBO, MOLIEHHNYECTBO CO 3BOHKAMUN U MOLEHHNYECTBO C OPOPMIIEHNEM
MOANUCKN MW ONNaTON KOHTEHTA.

SMS-moLeHHn4ecTBo

B aTOM cnyyae Kof NprBOAMT K OTNpaBke niaTHbix SMS 6e3 cornacus nonb3oBaTeNs UM CKpbiBaeT
cornalleHus, cogepxalyme nHpopMaumio o nepenaye SMS, nnm coobLieHNs, B KOTOPbIX onepaTop
CBSI3M YBEOOMISIET O CAMCaHUM CPELCTB UM NOATBEPXKAAET OPOPMAEHNE NOANUCKMN.

BbiBaeT, 4TO KO, HE CKpPbIBAET OT NONb30BaTENs OTNPAaBKY COOBLWEHNI, HO cnocobeTeyeT SMS-
MOLUEHHUYECTBY APYrMMU NyTSMU. MpUMepbl: COKPbITUE ONPEeneNeHHbIX Pa3fenoB CorfalleHns ¢
nHdopmaLmen o nepegave SMS unu npeacTaBieHre 3TUX Pa3fesioB B HEYMTAaEMOM BUAE, 61oKMpoBka
COO0D6LLEHNI, B KOTOPbIX ONEPaTOp CBS3M YBEAOMIISET Nob30BaTeNs O CNUCAHUU CPeACTB UMK
NOATBEPXAAET MOAMUCKY.

MoleHHn4yecTBo co 3BOHKaMu
B aTOM cnyyae Kog, NprMBOAMT K 3BOHKAM Ha MnaTHble HoMepa 6e3 cornacus nonb3oBaTens.

MoueHHNYEeCTBO ¢ 0OPOPMIEHUEM NOAMUCKM NN ONNIaTOM KOHTEHTA
B aTOM cnyyae Kof, MCMofnb3yeTcs Ans TOoro, YTobbl 06MaHHbIM MyTeM 3aCTaBUTb YenloBeka NprobpecTu
MOANWUCKY UMW ONNaTUTb KOHTEHT Yepes onepaTopa MoOBUIbHOW CBSA3M.

K aToW KaTeropmm oTHOCSTCS BCE CNUCaHUS CPEACTB, KPOME TEX, KOTOPbIE Bbl3BaHbl MNaTHbIMU SMS 1
nnaTHbIMM 3BOHKaMW. MpuMepbl: onnaTta Yepes onepaTopa CB3M, UCNoNb30BaHNe 6ecnpoBOfHON
Touku goctyna (WAP) n nepegavya MUHYT MOBUSTbHOW CBSA3M. MolueHHn4YecTBo ¢ WAP ocobeHHOo
nonynsipHo. OHO MOXET UCMONb30BaTbCS s TOro, YTOObl 06MaHOM 3aCTaBUTb YeNoBeKa HaXaTb
KHOMKY B HE3aMETHO 3arpyxatoLiemcst Npo3payHoM komrnoHeHTe WebView. B peaynbraTe nognucka
odbopmnseTcs, a SMS unm NMCbMO € NOATBEPXAEHVNEM TPAH3aKL MW NepexBaTbiBaeTCs, YTOObI
nosnb30BaTesb He Y3Han O CMcaHun CPeacTs.

NO pgnsa npecnepoBaHus


https://developers.google.com/android/play-protect/potentially-harmful-applications
https://developers.google.com/android/play-protect/potentially-harmful-applications

MporpaMMHbI KOf, KOTOPbIM B LEENSIX MOHUTOPUHIA COBUPAET NEPCOHAsbHbIE UM KOHPUAEHLMATIbHbIE
NoJNib30BaTENbCKME aHHbIE C YCTPOWNCTBA U NEPERAET UX TPETHUM NMLLaM (KOMMaHUSM U
dusnyecknm nuuam).

anII'IO)KeHMﬂ OOJIKHbI pacKpblBaTb I/IHd)OpMaLI,M}O M nonyyaTtb cornacme B COOTBETCTBUM C NpasuiiaMmmn
B OTHOLWEHWN NMOJSIb30BATEJIbCKMNX AaHHbIX

PexomeHpauum B OTHOWEHUN HpMHO)KeHMI;I AN MOHUTOPUHra

EJJ,VIHCTBeHHbIMVI npueMnemMbiMn NPUNOXEHUAMU ON9 MOHUTOPUHIa 4BNFIOTCA NPUNOXEHUS,
npefHa3HayYeHHble 4N POQUTENIbCKOrO UK KOPMOPATUBHOIO KOHTPOSIS. [py 3TOM JOMXKHbI NOMHOCTHIO
cobnopaThca NpUBEAEHHbIE He TpeboBaHMs. C NOMOLLbIO 3TUX MPUNOXEHNI 3anpeLLaeTcs CNeanTb
3a gpyryumMun nuuamm (Hanpumep, 3a Cynpyrom unu cynpyrom) gaxe ¢ Begoma v cornacus Takux uu, u
npu ycnoBun nokasa yBegoMIeHns o nepefaye nHbopmMaummn. Ytobbl 06bSBUTb, YTO MPUNOXEHNE
ncnonbayeTcsa Ans MOHUTOPUHIA, B danne MaHndbecTa HeobXoAMMO yKasaTb napamMeTp
IsMonitoringTool.

I'Ipmnoerm 0119 MOHUTOPWHIa O0/MKHbI COOTBETCTBOBATb NepeYvYnCneHHbIM H1Xe Tpe6OBaHMF|M.

+ B onucaHuu npunoxeHus He [OSIXHO FOBOPUTLCS, YTO 3TO WNNOHCKOe MO UM MHCTPYMEHT Ans
CEKPETHOMN CNEXKM.

« MpUnNoxeHns He [OMKHbI CKPbIBaTb CBOU GYHKLMW OTCNEXUBAHUS UM BBOAWTL NMOMb30BATENS B
3abnyxaeHuve no aToMy Nnoeoay.

+ Bo BpeMs paboTbl Taknx NPUSTOXEHNI LOJXKHbI MOCTOSIHHO OTOBPAaXaTbCsl YBEAOMJIEHUE O TOM, YTO
MPUNOXEHNE 3aNYLLEHO, U YHUKANbHbINA 3HAYOK, NO3BONAIOLWMIA OLHO3HAYHO MAEHTUOULMPOBATD
NPUNoXeHUe.

+ B onucaHuu npunoxenus B Google Play fonHbl ynoMUHaTbCS ero GyHKLUY MOHUTOPUHTA UK
OTCNEXMBAHMSI.

+ B npunoxeHusx 1 Ha ux ctpaHuuax B Google Play He fOmXHO 6bITb CNOCOGOB aKTUBMPOBATh
byHKUMK, HapyLWatoWme 3TV NPaBuna, Unm NoyYnTb OCTYN K TakuM yHKUMUSM. Hanpumep,
3anpeLLeHbl CCbINIKU Ha HE COOTBETCTBYLWME TpeboBaHMsaM APK-dalisbl, pa3MeLLeHHble He B
Google Play.

« MpunoxeHns orXHbl COOTBETCTBOBATb AENCTBYIOLEMY 3aKOHOLATENBCTBY. Bbl HeCceTe NonHyto
OTBETCTBEHHOCTb 3a COONIOfEHNE 3aKOHOB CTPaHbI, rae Balle npunoxeHve bypet
pacnpoCTPaHATLCS.

MoppobHY MHPOPMaLMIO Bbl HaAETE B CNPaABOYHOM CTaTbe 06 MCrnonb3oBaHUy dnara
isMonitoringTool

ATaka T1na "oTka3s B o6cnyxunsaHun” (DoS)

Kop, KoTopbi HE3aMETHO A5 MOSb30BaTENs 3arnyckaeT aTaky Tvna "oTkas B o6cnyxunsaHmn” (DoS)
WAV NPUHUMAET yyacTre B pacnpenesieHHoN aTake Takoro TWna, HanpaBfieHHON Ha Apyrue CUCTEMbI U

pecypcsl.

MpuMmep: oTnpaBka 6onblworo konuyecTsa HTTP-3anpocoB Ans CO3[aHNs Ype3MEPHON Harpy3ku Ha
yOaneHHble cepeepbi.

3arpy3uuku BpegoHocHoro MO
Kop, koTopbi caM no cebe 6e3BpeneH, HO CkaunsaeT gpyrue NoTeHUManbHO OnacHbIe NPUIOXEHMS.
Kog MoxeT 6biTb 3arpy34ynmkoM BPeLoHOCHOro 0, ecn BbINOAHAETCS XOTS 6bl OLHO U3 YCIOBUIA:

* €CTb OCHOBaHM4 CYNTaATb, YTO OH CO34aH AN pacnpoCTpaHEeHUa NOTEHUMaNbHO ONAaCHbIX
rlpVIJ'IO)KEHVIPI, CKauMBaeT Takme NpunoXxeHna nnm cogepXXmnT Koq, KOTOprIZ MOXeT CKaynBaTb U
YCTaHaBNnmMBaTb NPUNOXEHNS;

* KaK MUHUMYM 5% I'IpI/IJ'IO)KeHVIPI, CKa4YaHHbIX 3TVUM KOAOM, a4BN4t0TCA NOTEHUMaNbHO ONaCHbIMA (TO
€CTb Np” MMHMMalIbHOM Nopore B 500 ckavaHHbIX I'IpI/IJ'IO)KeHMl‘/li [OOJIKHO 6bITb 06Hapy>KeHo XOT4 6bl
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25 noTeHuManbHO onacHbIX).

Benyuwume 6pay3epbl U NPUNOXEHNS A1 06MeHa darinaMmn He CUNTAIOTCS 3arpy34mkamMm BPeLOHOCHOMO
Nno, ecnu:

* CKaymBaHMe B HNUX HE 3anyCKaeTCqa 6e3 y4yacTund nonb3oBaTeny;

* CKa4mBaHMe NoTeHunanbHO ONacCHbIX I'IpVIJ'IO)KeHVIVI Ha4YMHaeTCd TONIbKO Nocne Toro, Kak
nonb3oBaTeslb AaeT Ha 3TO cornacue.

Yrpo3sa gns yctpoucTs He Ha 6a3e Android
Kopn, noTeHLManbHO OnacHbIv Ans Apyrux nnathopm.

MpunoxeHns ¢ Taknm kogom 6esonacHsl gns ycTponcTs Android 1 Ux nosib3oBaTenien, HO copepxaT
KOMTOHEHTbI, KOTOPbIE MOTYT HAaHECTW BPEL, OPYrMM niatdopmam.

OuwnHr

Kog, nosnyyeHHbIN 9Ko6bl U3 HaAEXHOro UCTOYHMKA, KOTOPbIN 3anpallinBaeT YUYeTHbIe UK NaTexXHble
LaHHble MONb30BaTeNs, a 3aTeM NeEPEfaeT UX TPETbUM NuuaM. K 3Toi e KaTeropum oTHOCUTCS KOp,
KOTOPbIV NepexBaTbiBAET yYeTHbIe faHHbIE MPK KX Nepepave.

O6blyHO d)I/ILIJVIHFy nogBepraroTcda HoMepa KpeauTHbIX KapT, a TakXe y4eTHble aHHble 019 aKKayHTOB B
6aHKOBCKNX CUCTEMAX, nrpax n coumanbHbIX CeTdX.

MoBbiWweHWe NpuBUNErUN

Kop, KOTOpbIN HapyLwaeT LenoCTHOCTb CUCTEMBI, MPOHMKas B TECTOBYIO cpefy, nonyyas 6onee
BbICOKWI YPOBEHb NMPUBUIIEMUI UM U3MEHSIS UIN OTKITOYAs BOCTYN K OCHOBHBIM bYHKLMAM,
CBSI3aHHbIM C 6€30MacHOCTbIO.

Mpumepsbl:
« TpnnoxeHuns, KOTopble HapyLWaloT MOAenb pa3peleHnin Android nnu kpagyT yYeTHble faHHble
(Takme kak TokeHbl OAuth) U3 opyrux NPUNOXEHWUN.

« TpUNoXeHUs, KOTOPbIE NMPENSTCTBYIOT YAANEHUIO UM OCTAHOBKE GYHKLUN.

« MpunoxeHus, KOTopble OTKOYaOT Moaynb SELinux.

MpunoxeHns, KOTopble 6e3 pa3peLleHns Nob30BaTENs NOMYYatoT root-40CTYN Yepes NoBbileHNe
NPUBUNErNIA, OTHOCATCA K KaTeropum "MonydyeHune root-gocTtyna”.

MporpamMmbl-BbiIMOraTenu

KO,D,, KOTOprPI nony4vaet I'IOJ'IHbIVI nnn lJaCTl/I\-IHbIVI KOHTPONb Hap yCTpOIZCTBOM U1 g0aHHbIMWU Ha HEM U
TpebyeT, UTo6bl 419 BOCCTaHOBEHNS AOCTYMNa NOMb30BaTe b 3aniaTlil AeHbrM UK BbIMOMHUI Kakoe-
nmbo gencTteue.

HekoTopble U3 Takux Nporpamm LWKbpPyHOT faHHbIE Ha YCTPONCTBE U TPEBYIOT AeHbI 3a UX
pacLMPPOBKY U/UNK MOMYYaOT NOMHOMOYNS AAMUHUCTPATOPA, YTO HE MO3BOJSET NONb30BATENIO
yOanuTb NporpaMmmy-ssiMoratesb. Mprmepsi:

« MporpamMmbl, KOTOpble GIOKMPYIOT NONb30BATENO [OCTYN K YCTPONCTBY U TPeBYIOT AEHbMM 33 €ro
BOCCTaHOBJIEHNE.

« Mporpammsl, KOTOpble WNGPYIOT faHHbIE 1 TPEOYIOT NNIaTy SKO6bI 33 UX PacndpPOBKY.

+ [porpamMmbl, KOTOpPbIE MNOMyYaloT AOCTYM K MEHEOXKEPY NPaBui YCTPOWUCTBA, U3-3a YEro
nonb3oBaTeNb HEe MOXET YAANNTb 3TW MPOrPaMMbl.

Kop, pacnpocTpaHseMmbli BMECTE C YCTPOMCTBOM, NPeaHa3HauYeHHbIV B NepBYyto odepenb Ans
NPUBUNErMPOBAHHOIO YNPaBEHNS YCTPONCTBOM, MOXET BbITb UCKITHOUEH U3 KaTeropun Nporpamm-



BbIMOraTenew, ec/iv OH COOTBETCTBYET TpeboBaHNAM K 6e30MacHOCTM BNOKUPOBKN 1 yNpaBneHus, a
TakXe K pacKpbITUIO MHGOPMaLMM 1 MONTyYeHMIO Cornacusa nonb3oBaTenen.

Mony4yeHue root-pocTtyna
Kop, KoTopbIn nofly4aeT root-focTyn K yCTPONCTBY.

Takow Ko He BCerfa aBngaeTca BPpefoHOCHbIM. K npuMepy, HEKOTOpbIE NPUNOXEHNS 3apaHee
npegynpexgatoT Nonb3oBaTesis 0 TOM, YTO NofyyaT root-foCTyn K YCTPONCTBY, Y HE BbIMNOHSIOT
LPYruX OnacHbIX AeNCTBUI, XapaKTepPHbIX A5 MOTEHLMANbHO OMACHbIX MPUNOXEHWN.

BpenoHOCHbIE MPUNOXEHNS HE YBELOMIIAIOT NOML30BATENS O TOM, YTO OHM MOMyYaT root-4oCTyn K
YCTPOMCTBY, UNIN YBELOMISIKOT, HO TakXXe BbINOJNIHSAOT Apyrue LEeVCTBUS, XapaKTepHbIe AN
NOTEHLMANbHO OMACHbIX MPUIOXEHNUIN.

Cnam

Kop, KOTOprVI oTnpasndeT He3anpalnBaemble COO6LL|,€HVIFI KOHTaKTaM nonb3oBaTtensg nian ncnonblyet
yCTpOP’ICTBO B KayeCTBe peTpaHCnAaTOpa nnceM Co cnamom.

LWnnoHckoe MO

LLInnoHckum MO HaszbiBaloT BpenooHOCHOE npunoXxexHune, kog nnn HEVICTBMQ, KOTOpPbI€ NO3BONAOT
CO6I/IpaTb, pPackpbiBaTb UK NepefaBaTb TPETbUM NNLAM OaHHbIE MNOJib3oBaTeNd UM yCTpOIZCTBa, He
CBsA3aHHbIE C d)yHKLI,I/IﬂMM, COOTBETCTBYHOWMMHN NpaBunam.

K wnmoHckomy MO Takxe 0THOCUTCS BPEAOHOCHbIV KOL UMW NMOBEAEHME, KOTOPbIE MOTYT CUATATbCS
cnocobamu CNexKn 3a Nosb30BaTeNIeM U NPUBOAAT K PACKPLITMIO AaHHbIX 6€3 ero cornacus unm
yBeLOMIEHMS.

LnnoHckue ,D,ePICTBI/IFI BKOYaloT, NOMUMO NpoYero:

* 3anvcb ayguMo Uiy BbI3OBOB Ha TenedpoHe;
* Kpaxy BaHHbIX MPUITOXEHWI;

+ nepefavy AaHHbIX C YCTPOWCTBA, KOTopasi COBEPLAeTCs HEOXNAaHHbIM A1 NONb30BaTeNs
cnocoboMm, 6e3 ero cornacus Un yBefoMIIEHUS U BbIMONHAETCS BPELOHOCHLIM CTOPOHHNUM KOL,OM
(Hanpumep, SDK) B cocTaBe NpUoXeHus.

MpUNoXeHNs Takxe [OMXHbI COOTBETCTBOBATb BCEM [1paBuiaM nporpammbl Ans pa3padboTunkos
npunoxeHui B Google Play, B TOM uncne cBA3aHHbIM C f@aHHbIMU MOMNb30BaTENEN U YCTPONCTB, TakUM
KaK npaBuna B OTHOWEHUN HexxenaTenbHoro MO g MOBUIIbHBIX YCTPOWCTB, NMOMb30BaTENbCKUX
LaHHbIX 1 paspeleHnii n APl ¢ BOCTYNoM K KOHbUAEeHUManbHON MHbGOPMaLLMK, a TakXe TPeboBaHUSM K
SDK.

TposiHCKMe NpUnoXeHus

Kop, KOTopbIN kaxeTca 6e3BpefnHbiM (HanpuMep, 06bIMHOM UFPOIA), HO BbIMIONHAET HeXenaTeNbHble
LeVCTBYS MO OTHOLWIEHMIO K MONb30BaTENHO.

ATa knaccudukaLms 06bIYHO UCNOMNb3YEeTCH B COYETAHUM C APYTMMU KAaTErOPUSAMU NOTEHLMANBHO
OMaCHbIX MPUNOXEHMIN. TPOSHCKOE NPUSTOXEHME BbITNAANUT 6E€3BPEOHO, HO COOEPXNUT CKPbITHIN
BPELOHOCHbI KOMMOHEHT. Hanpumep, urpa, kotopasi B $OHOBOM pexxunmMe oTnpasnseT nnatHole SMS ¢
ycTpouncTBa 6e3 BefoMa nonb3osaTens.

anIMe‘—IaHI/Ie O HeOObIYHbIX APUNOXEeHUAX

Google Play 3awwmTa MOXET NOCUYMTaTb HOBbIE U PELKME MPUNOXEHNS HEOObBIYHBIMK MPK OTCYTCTBUN
LOCTaTOYHOrO KONIMYECTBa AaHHbIX, yKa3blBaloWwmx Ha 6€30MacHOCTb. ATO HE 03HAYAET, UTO


https://support.google.com/googleplay/android-developer/answer/9970222
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/9888170
https://support.google.com/googleplay/android-developer/answer/13323374
https://support.google.com/googleplay/android-developer/answer/13323374

NPUIOXEHWE ABNSEeTCS BPEAOHOCHbIM. HO B YnCno 6e30nacHbIX OHO CMOXET MoMNacTb TOMbKO Nnocre
JJ,OI'IOJ'IHI/ITGJ'IbHOl‘/'I npOBEPKNU.

MNpumeyaHune k kateropum "bakpopbl”

BkntouyeHune kofa B KaTeropuio 63KA0POB 3aBUCUT OT TOTO, YTO UMEHHO OH AenaeT. YTobbl kog
cumTasncsa 63KHOPOM, OH JOSKEH NMO3BONATbL 3aMyckaTb MPOLECCHI, 3-3a aBTOMaTUYEeCKOro
BbIMOSIHEHNSA KOTOPbIX KOA MonageT B APYryto KaTeropuio BpegoHocHoro MO. Hanpumep, ecnv B
MPUNOXEHNM paspelleHa AnHaMUUecKkan 3arpyska Koaa v AMHaMUYecku 3arpy>aemblin Kog n3srekaeTt
SMS, Takoe npunoxeHne byaeT cunTaTbCcs 6IKAOPOM.

Ho ecnu B NpunoxeHnn paspeLLeHo BbINONHEHWE NMPOV3BONBHOMO KOLA U Y HAC HET OCHOBaHUIA
CyMTaThb, YTO ITOT KOA A06ABEH A5 BbINOMHEHNS BPELOHOCHbIX MPOLLECCOB, TaKOe NPUNOXEHNE He
6yneT oTHeCeHo K 63kAopaM. BMECTO 3TOro Mbl OTMETUM, YTO OHO UMEET YA3BUMOCTb, U NOMPOCKM
pa3paboTurka yCTPaHUTb ee.

Mackupyiouweecs NO

MpUNoXeHNs, B KOTOPbIX GYHKLUM OTINYAKOTCA OT 3asBIEHHBIX U CKPLIBAIOTCA PA3/MYHbIMM
cnocob6amu. Mofo6Hble NPUMOXEHWS U UTPbI BbIMMSAAT 6€30MacHbIMI BO BPEMS MPOBEPOK OT
MarasuHOB MPUNOXEHWI, MOCKOMbKY pa3paboTumKy CKPbIBAKOT BPELOHOCHbIN KOHTEHT, MacKupys ero,
ncnonbays o6dyckaLmio U NOArpyxas KoL AUHAMUYECKM.

Mackupytouieecs MO noxoxe Ha NOTEHLMANbHO ONaCHbIE MPUNOXEHNS U3 OPYrUX KaTeropun, B
0COBEHHOCTU Ha TPOsIHbI. OfHAKO OHO CKPbLIBAET BPEAOHOCHOE COAEPKMMOE UHBIMK CNOCOBGaMU.

Bbipava cebs 3a gpyroe nuuo

3anpeLLeHbl NPUIOXEHUS, KOTOPbIE BBOASAT B 3abnyXaeHre Nnonb3oBaTenen, BoigaBas cebs 3a gpyroe
nnLo (HanpuMep, [pyroro paspaboTunka, KOMMNaHUIO U OPraHU3aLMio) UK LPYroe NPUNOXEHNE,
XOTQ Mo GaKTy He UMEIT K HUM OTHOLIEHMS. He MCMonb3ynTe 3HauKu, OnncaHus, HassaHua 1 gpyrve
9NEMEHTbI, M3-3a KOTOPbIX MOSb30BATENN MOTYT OLUMOBOYHO CUMTATD, YTO BaLLE NMPUNOXEHUE CBSA3AHO C
LPYrvM NIMLOM UMK MPUNOXEHNEM.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLIeHU:

+ Pa3paboTunk BBOAUT NOMb30BaTENS B 3a6MyXAEHNE OTHOCUTENBHO CBSA3M C APYron KoMnaHuen/
pa3paboTumkom:
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(D HasBaHue KoMnaHUM-pa3paboTurka 3TOro NPUNOXEHUs npegnonaraet oGuLmanbHyO CBA3b C
Google, xoTs 3TO HenpaBsaa.

+ MpunoxeHus, 3Ha4YKN N Ha3BaHWSA KOTOPbIX BBOAAT NOJSb30BATENS B 3abMyXAEHNE OTHOCUTENbHO
CBSI3M C Apyron KoMnaHnen/pa3paboTunkom.

(D B NpuoXeHnn UCMoNb3yeTCa rocyAapCTBEHHbIN repb, YTO CO3AaET JIOKHOE NPEACTaBeHne o
TOM, YTO OHO CBSI3aHO C OpPraHamu rocyapCTBEHHON BNacTy.

(@ B npunoxeHuy BCTPeYaeTCa SOroTUN OPraHM3aLmi, M3-3a Yero nosib3oBaTeny oWnboYHo
CYMTAIOT, YTO 3TO OdULMANBHOE NPUITOXKEHNE KOMNAHUN.

° anIJ'IO)KeHVIH, Ha3BaHMA N 3HAYKN KOTOPbIX MOXOXWM Ha Ha3BaHNAa N 3HAYKN OPYrux NpoaykKToB U
CepBNCOB 00 CTEeNneHN CMeLeHna:
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(D B 3HauKke NpUIOXEHNUs UCMONb3yeTCs NOroTUM NOMyNSPHOro CalTa, CBA3aHHOTO C
KPUNTOBANOTOMW, B pe3ynbTaTe Yero BO3HUKAET JIOXKHOE NPEeACTaBeHNe O TOM, YTO 3TO
odbuumnanbHbIN canT.
(2) B 3HauKe NPUNOXEHNS BCTPEUYAETCS Ha3BaHNE 1 repol U3BECTHOro cepuana, 13-3a Yero
nonb3oBaTeNM OWMBOYHO NOJIAaratoT, YTO OHO CBA3AHO C 3TUM TENELLOY.

« [MpunoxeHus, KOTOPbIE TIOXHO NPEACTaBNEHbI Kak oduLManbHble MPOLYKTbI APYroN KOMMAAHWN.
3anpelyaeTcs MCNOMb30BaTb Takme Has3BaHus, kak "OT Oumbl BunaHa”, "OduumanbHo OT JuMbl
BunaHa" 1 nogobHbie, 6€3 COOTBETCTBYIOWMX NPaB.

« MpunoxeHus, Hapywatowwme npasusa drvpmeHHoro opopmneHuns Android

HexxenaTtenbHoe MO anga MoburbHbIX yCTPOUCTB

B Google Mbl npexpe Bcero obpaliaemM BHUMaHUE Ha TO, YTO HYXHO rnonb3oBaTento. B MpuHumMnax B
oTHoweHuu MO u MpaBunax B OTHOWEHUN HexenaTenbHoro MO cogepxaTcs oblue pekoMeHgaumnm
ons MO, obecneunBatoLme yoobcTBO ANs Nonb3oBaTenen. 3T1 NpaBuia OCHOBaHbI Ha MpaBunax
Google B oTHOWeHMN HexenaTenbHoro MO 1 nogyepkMBatoT NPUHLMMLI 3kocucTembl Android n Google
Play MapkeTa. MNporpaMmHoe obecrneyeHune, KOTOPOE HApyLIaeT 3TU NPUHLMMbI, MOTEHLMANBHO ONacHO
Lns nonb3oBaTtenen. Mbl cTapaemcs 3alWmiaTb UX OT NOAO0BHbIX MPOrpamm.

B MpaBunax B 0OTHOWEHUN HexenaTenbHoro MO 0TMEeYEHO, YTO HEXENAaTeNbHbIE NPOrpPamMMmbl B
OCHOBHOM UMEIOT Cliefytolme XapakTepPUCTUKN:

+ OHU He COOTBETCTBYIOT OMUCAHWIO, YeM BBOAST NONb30BaTENEN B 3abnyxXaeHue.

+ OHM yCTaHaBMBaOTCA 0OMaHHbIM NyTeM (CaMOCTOSTENBHO MMM BMECTE C APYrMMU NPOrpaMmMamu).
+ OHM He cOOobLAaOT NONb30BATENO O CBOUX BAXHbBIX GYHKLMSX.

+ OHW BHOCAT HEOXMAAHHbIE NU3MEHEHUSI B CUCTEMY.

« OHUM cobupaloT unu nepepatoT KoHbduaeHLmanbHyo nHpopmaumio 6e3 Begoma nonb3oBaTens.

+ OHU COBMPaIOT UMK NepefatoT KOHPUAEHLMaNbHYO MHGOPMaLMIO HeGe30nacHbIM Cnoco6oM
(Hanpumep, He no npoTokony HTTPS).

+ OHU yCTaHaBNM1BaKOTCS B KOMMMEKTE C APYrMMU NporpaMmaMu 6e3 Befoma nosib3oBaTess.


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html

Ha MoBUIbHbIX YCTPOWCTBAaxX NpOorpaMMHOe obecrnevyeHre NpeacTaBnseT cobon kon B dopme
NPUNOXeHUs, fBOMYHOro darna, mogudukaunm bperiMeopka 1 T. 4. Ytobbl NPesoTBPaTUTL BPE,
HaHocuMbIN TakuM MO, 1 n3bexatb c60eB B paboTe CUCTEMBI, Mbl IPEANPUHUMAEM HEOBXOAMMbIE
Mepbl.

MpaBuna B OTHOLLEHWU HexenaTenbHoro MO pacnpocTpaHsaTcs U Ha MO g MOBUMbHbBIX YCTPONCTB.
Mbl ByneM paclumMpsTb UX MO Mepe NOSIBNEHUS HOBbIX BULOB 3/10yNOTPebneHunn.

MoHATHasa GYHKLMOHANbHOCTb U IBHOE PacKpbITUE MHPOPMaLUU

Jlrobori KO [OJIKEH UCMOHATbL BCE, YTO O6eLL{aHO r10/1b30Bare’ito. anﬂO)KeHM,q HAOJI)KHbI BbIlNOJIHATb
BCe 3asBJIeHHbIE ¢yHKL{MM M He [OJIXHbI BBOAUTb M0/1b30BATENEN B 386./7y)K,a€'HMe.

. q)yHKLI,I/IVI M uenn npunoXXeHna gon>XXHbl OblTb MOHSATHBbI.

+ 9BHbIM 06pPa30M O6BACHUTE NOJIb30BATENAM, KakKe U3MEHEHUS B CUCTEMY ByAeT BHOCUTb
npunoxeHue. PaspelnTte Nonb3oBaTeNsM NPOCMaTPUBaTb M YyTBEPXKAATb BCE BaXKHbIe NapaMeTpbl
npu yCTaHOBKe.

» MporpamMmHoe obecrneyeHne He [OMKHO UCKaxaTb MHGOPMALMIO O COCTOSHUM YCTPONCTBA,
HanpuMep 3agBNsTb, YTO CUCTEMA HAXO[QUTCA B KPUTUYECKOM COCTOSHUM U 3apaXkeHa BUpyCcaMu.

« He VICI'IOJ'IbSyVITe HeneranbHble METOLbI ANg yBeMYEHNA PEKITaMHOIro TpachKa n/mnn KOHBEPCUN.

+ 3anpeLyeHbl NPUNOXEHUs, KOTopble BBOAAT B 3abnyXAeHue Nnonb3oBaTenel, BoigaBas cebs 3a
apyroe nuuo (Hanpumep, Opyroro paspaboTumka, KOMMNaHWIO UM OPraHnM3aLmnio) unv gpyroe
NPUNOXeHNE, XOTS Mo GaKTy HE UMEIOT K HM OTHOLLEHUS.

MpuMepbl HapYLUEHNIA:

* MOWEHHNYEeCTBO C peKnaMoﬁ;

* CcoumnanbHag nHxeHepu4.
3awunTa nonb3oBaTENbCKUX AaHHbIX U KOH¢VIJJ,eHLI,VIaJ1bHOCTVI

TTOHSTHO 1 MOAPOBHO PACCKAXMTE O TOM, KK MPUTOXEHUE MOYYaeT JOCTY K INYHBIM 1
KOH®UAEHUMAENbHBIM [aHHbIM 10/1b30BATESIS, KAk OHO UX COBUPAET, UCNONb3YeT 1 nepenaer. llpu
pabore ¢ HUMU HEO6XO[MMO CObIIIOAAaTb BCE AEVCTBYIOLME NPAaBIUAa B OTHOLUIEHWH M0/1b30BaTENbCKUX
Ja8HHBIX, @ TAKXE MPUHUMATE MEDbI MPEAOCTOPOXHOCTY AJ1s 3aLYNTbI ITOMU MHGOPMALMH.

MpunoxeHUs [OMKHbI COOTBETCTBOBATbL BCeM lNpaBunaM nporpammbl ans pa3paboTynkos
npunoxeHuin B Google Play, B TOM uncre CBA3aHHbIM C AaHHbIMK NOMb30BaTeNeN N YCTPONCTB, TakuUM
KaK npaBuna B OTHOLWEHWN NOMb30BaTENbCKUX AaHHbIX, paspeLleHunin n APl ¢ JOCTyrnom K
KoHdUAaeHLManbHoM nHdopmalmmn u wnunoHckoro MO, a Takxe TpeboBaHusM kK SDK.

+ He npocuTte nonb3oBaTene oTKMOYUTb CPEACTBA 3aLlLMTbl YCTPOMCTBA, B TOM yncne Google Play
3aWwmTy, 1 He NbiITanTeCcb 06MaHHbLIM MyTEM BbIHYAUTbL UX TO CAenaTh. Hanpumep, Henb3s
npegpnaratb B MPUNOXEHUN [OMNONHUTENbHbLIE BO3MOXHOCTM MU HAarpagbl B 06MeH Ha OTKIoUeHMe
Google Play 3awwuTbi.

O6ecneyeHne yaob¢cTBa Nnonb3oBaTens

BBaMMOﬂeﬁCTBMe C NPpUJIOXKeHnem LOJIXKHO 6bITb MPOCTbIM U MHTYUTUBHO NOHATHbIM. anﬂO)KeHMe
HAOJIPKHO COOTBETCTBOBATb 3a5BJ/IeHHbIM LeJiIIM U He BBOAUTb 10/1b30BaTe/1 B 3a6ny)/(,quM9,

- Echus NPUNOXEeHNN NOKa3blBaAETCA pekKnaMa, OHa He OOJ/IKHa HapylwaTb beHKLLVIOHaJ'IbHOCTb
yCTpOVICTBa N NOABNATbCA BHE Cpebl MPUNOXEeHNA. Y nonb3oBaTens f4okHa ObITb BO3MOXHOCTb
OaTb cornacue Ha ee nokas. KpOMe TOro, ee AOJIXXHO ObITb IEMKO OTKIIOUNTb.

+ MpPUNOXEHUs He OOMKHbI BIMATL Ha NPUTOXEHUS OPYrUX pa3paboTUnKoB, a TakxXe Ha paboTy
YyCTPOWCTBA.

« Tpouecc yaaneHunsa NpunoxeHns fosxeH 6biTb NPOCTbIM U NMOHATHbIM.

« Mo6unbHbIE MPUNOXEHNS HE LOMKHbI UMUTUPOBATbL YBEAOMIIEHNS ONEPaLMOHHON CUCTEMbI U BPYTUX
nporpamm. He oTkno4anTe npegynpexmneHns opyrux npunoXeHnii nim onepaLuoHHon CUCTEMDI,
0COBEeHHO Te, KOTopble MHPOPMUPYIOT Nonb3oBaTens 06 nameHeHusx 8 OC.


https://support.google.com/googleplay/android-developer/answer/10144311?sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888170?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC
https://support.google.com/googleplay/android-developer/answer/9888380?hl=ru&ref_topic=9975838&sjid=15224346081630376820-EU#:~:text=email%20spam%20relay.-,Spyware,-Spyware%20is%20a
https://support.google.com/googleplay/android-developer/answer/13323374?hl=ru&ref_topic=9877467&sjid=3233661216398533600-NC

MpuMepbl HapyLUEHNI:

+ 06BABNEHUNS, NPepPbIBalOLNE PAabOTy NPUNOXKEHNS;

* HECaHKUMOHNPOBAaHHOE UCMOJTb30BaHME NN UMUTaLNS d)yHKLl,VIVI CUCTEMBbI.

3arpysuuku BpegoHocHoro MO

Kop, KOoTopbi cam no cebe He aBnseTcs HexenaTtenbHbiM MO, HO cKaunBaeT Apyroe NoTeHuManbHo
onacHoe MO Ha Mo6unbHOe YCTPOWUCTBO.

Kog moxeT 6biTb 3arpy34nMkomM BpeaoHOCHOro MO, ecnu BbiNonHaeTC Moboe U3 ITUX yCﬂOBMVII

+ ©CTb OCHOBaHWS MosaraTb, YTO KO, CO3AaH, YTOObl pacnpocTpaHaTb HexenaTenbHoe MO, 1 oH yxe
ckaymBan Takoe MO nnm CopepXnT KO, KOTOPbIA MOXET CKauMBaTb U yCTaHABIMBATb NPUTOXEHUS;

* MVHUMYM 5 % CKauMBaeMbIX TaKUM KOLOM NPUNIOXEHNI SBNSIOTCS HexenaTtenbHbiM M0 ¢
MVHUManbHBIM NoporoM B 500 dakTuyeckmx ckaumBaHui (25 GakTnyecknx ckaumBaHum
HexenaTtenbHoro MO).

Benywume 6pay3epbl U NPUNOXeHUs AN1g obMeHa dannaMm He CUMTaIOTCS 3arpy34mkamMm BPeLAOHOCHOMO
MO, ecnu BbINOMHSAOTCS 06a yCNoBUS:

* CKa4mBaHMe He 3anycKaeTcd 6e3 y4yacTung nonb3oBaTeny;

+ ckaumBaHue noboro MO HauMHaEeTCs TONbKO MOCHE TOro, Kak Nofb3oBaTeNb AACT Cornacue.

MoLeHHNYEeCTBO C peknaMoun

MoLLEHHMYECKUE ENCTBUS C PEKTAaMHbIMU OOBABIIEHUSIMI CTPOrO 3anpeLieHbl. OBbABEHMS, KOTOPbIE
€O3[aloT ANs PEKNaMHOW CETU BUAMMOCTb, BYATO YBENMYEHME NOCELLAaEMOCTH CBA3aHO C peaslbHbIM
WHTEPECOM MONb30BaTENEN — MPUMEP MOLLIEHHNUYECKOW peKNaMbl U HELENCTBUTENbHOIO Tpaduka. K
MOLLEHHUYECTBY C PEKIIaMOM MOTYT OTHOCUTBCS CUTYaLMK, KOraa paspaboTumkmn pasMeLLaloT peknamy
3anpeLieHHbIMM cnocobamu, HanpUMepP NOKa3blBAKOT CKPbITblE OOBIBNEHNS, UCMONb3YIOT
aBTOMATUYECKOE HaXaThe Ha 0ObABMEHNS, U3MEHSIOT MHPOPMALMIO AW NPUGETatOT K UHBIM PYYHBIM 1
aBToMaTuyeckum (poboTtam, 60TaM 1 T. A.) METOLaM reHepaLmm HeleMCTBUTENIbHOMO PEKSTAMHOMO
Tpaduka. HegenctemTtenbHbii Tpaduk 1 MOLEHHNYECTBO C OOBABNEHNSMUN BPEAHbI A8
peknamopaTtenen, paspaboTymMKoB 1 NOSIb30OBATENEN U B AONTOCPOYHOM NEPCMNEKTMBE CHUXAIOT
[lOBEPUE K IKOCUCTEME MOBUIIBbHBIX OB BABNEHMIA.

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapyLUEHUN:

- MpunoxeHne, NoKa3biBalOLLEE PEKNaMy, KOTOpas He BUAHA NOJb30BaTENAM.

« MpunoxeHne, KOTOPOe aBTOMATUYECKM NPOBOLIMPYET HaxaTne Ha 06bsaBNeHns 6e3 BefomMa
nonb30BaTeNs UM UCKYCCTBEHHO rEeHepUpPYeT SKBMUBANEHTHbIM CETEBOM TpaduK A4S NOSTyYeHUs
KJIMKOB.

- MpunoxeHne, oTnpasnsioLiee GanblmBbIE CCbIIKU Ha YCTAaHOBKY, YTOObI MONYYMTb ONNaTy 3a
YCTaHOBKM, IKOObI BbINONHEHHbIE HE U3 CETY OTNPAaBUTENS.

« MpunoxeHne, KOTOPOEe BbIBOAMT Ha 3KpaH YCTPOWCTBA BCMIIbIBalOLME 0O6BbIBNEHUS, KOrAa CaMo
NPUNOXeHne 3aKpbITO.

« punoxeHne, KOTOPOE NPEROCTAaBASET 3aBEA,OMO NOXHbIE CBEEHWSI O PEKITAMHOM UHBEHTape,
HanpuMep coobLLaeT peknaMHbIM CETSM, YTO OHO paboTaeT Ha ycTponcTae i0S, xoTa dakTUYeckn
OHO paboTaeT Ha ycTporcTee Android, Uiy HEBEPHO yKasbiBAaeT Ha3BaHWE NaKeTa, NPUHOCALLEro
LOXOf,

HecaHKuMOHMPOBaHHOE NCMNOSb30BaHNE UM UMUTALNSA PYHKLMN
CUCTEMDI


https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287

MPUAOXEHNA UK OGbABNEHWS, KOTOPbIE COAEPXATCS B HUX, HE LOMXHbI UMUTUPOBATb GYHKLMUM UK
npenynpexneHns onepaLnoHHON CUCTEMbI U APYrvX NporpaMM. CUCTEMHbIE YBEAOMIEHNS MOXHO
MCMONb30BaTh TONbKO AJ15 HEOTHEMIIEMbIX KOMMOHEHTOB NMPUIOXEHUS. Hanprmep, NpunoxeHne
aBMaKOMMaHMN MOXET NoKa3sblBaTb YBEAOMIIEHWS O pacnpogaxax 61UneTos, a urpa — 0 BHyTPUUTPOBbIX
aKuuax.

Bort npumMmepbl Haubonee pacnpoCcTpaHeHHbIX HapyLI.IeHMI;I:

. anIJ'IO)KeHVIﬂ, ncnonb3ytoume CUCTEMHbIE ONOBELLEHNA N NpefynpexneHna ong pexknambl:
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(D CucTeMHble yBEAOMIIEHNS, KOTOPbIE MOSIBNSAIOTCS B 3TOM NMPUNIOXKEHUM, COlepXaT peknamy.

[Opyrvie npuMepbl ¢ PekiaMon MOXHO HANTU B MPaBUax ee pasmeLLeHus.

CoumanbHas HXXeHepus

3anpeu.|,eHo I'Iy6J'|MKOBaTb npunoXeHus, sBbigakouine cebd 3a opurnHanbHble, C Lenbto obmMaHoM
3acTaBUTb NONIb30BATENS BbINOMHUTL OENCTBUS, KOTOpbIe OH coBepLlwnn 6bl B UCXOQHOM NPUNOXEeHUN.

MoHeTn3saunsa v peknamMa

Google Play nopaepxvBaeT pasfnnyHble Cnocobbl MOHETU3ALIMK, BKIOYAS MAaTHOE PacnpocTpaHeHue,
NOAMNUCKY U pekiaMy, a Takxe Npofaxy KOHTEHTa yepes npunoxeHune. Ytobbl obecneuntb
YOOBNETBOPEHHOCTb NONb30BaTENEW, Mbl TPEGYEM, UTOObI Bbl COBNIOAANM NEPEUYNCTIEHHBIE HUXKE
npaswuna.

MnaTexu

1. Pa3paboTumku, KOTOpbIE B3MMAKOT CPEACTBA 3@ CKauMBaHWeE NpUIoxeHuin ns Google Play, LomHbl
MCMonb30BaTh AS TaKMX TPaH3aKUUii nnaTexHyto cuctemy Google Play.


https://cybage-cairo-updates--play-developer-policy-center.proxy.preview.kintaro.goog/about/monetization-ads/ads/

2. Ecnu B npunoxeHun, pacnpoctpaHseMoM Yepes Google Play, TpebyeTcs unu npvHnuMaeTcs nnata
3a fOCTYN K GYHKLMUAM UK cepBMUcaM, BKtOYas NtoOble BO3MOXHOCTU NMPUNOXEHNS, LMPPOBOM
KOHTEHT UM TOBapbl (Lanee — NoKynku B NPUIOXEHUN), pa3paboTumK JOSKEeH UCMONb30BaTh A
TaKMX TpaH3aKUuii nnaTexHyto cuctemy Google Play, 3a UCKtOYEHNEM CNyYaEB, YKa3aHHbIX B
pasgenax 3, 8 n 9.

Mpumepamun GyHKLMIN UM CePBUCOB, TPEBYIOWMX NCTONb30BaHWS NaTexHon cuctembol Google Play,
ABNAOTCS B TOM Yuchne cnegytowne Mokynku B MPUNoXeHnu:

« O6beKTbl (HanpuMep, BUPTyanbHas BanoTa, JOMNOMHUTENbHOE BPEMS UV [OMONHUTENbHbIE XWU3HU B UTPe,
HOBble NPeAMETbI, NEPCOHAXM 1 aBaTapbl).

« Mopnucku (HanpuMep, Ha UrPOBOK, 06Pa30BaTENbHBIN, My3biKasibHbIN, GUTHEC- UV BULEOKOHTEHT,
pacLIMpPeHHbIe BEPCUM CEPBUCOB U T. [.).

o OYHKUMM U KOHTEHT (HanpumMep, Bepcus NpunoxeHns 6e3 peknambl UM BO3MOXHOCTM, HELOCTYMHbIE B
6ecnnaTHomn Bepcun).

« Ob6nayHble CepBUCHI M NPOrpaMMHble NPOAYKTbI (HanpyuMep, XpaHunuLa AaHHbIX, a Takxe MO ans
ynpasneHus ¢éuHaHcamu 1 abdekTUBHOro BefeHus usHeca).

3. MnaTexHyto cucteMy Google Play Henb3g NCnonb3oBaTh B NepPeYMCIEHHbIX HUXE Clyyasx.
a. Ecnuv Bbl NpenMyLLeCTBEHHO NMPUHMMaETE NnaTexu 3a:
* TMOKYNKY WM apeHay TOBApOB (Hanpumep, NpoayKTOB MUTaHWS, OQEXAbl, TOBAPOB Afs AoMa U
9NEKTPOHHbIX YCTPOUCTB);
* YCNyru, okasblBaeMble B peasibHOM MUpe (HanpuMep, TPaHCMOopPT, YCyru KIMHWHIa, aBnabuner,
abOHEeMEHT B TpeHaXepHbI 3an, foCTaBka efbl, B1neTbl Ha KOHLEPT);

+ OMyaTy CYETOB MO KPEAUTHOM KapTe MMM CYETOB 3a KOMMYHaslbHble yCnyru (Hanpumep,
KabenbHOE TeneBMaEHNE 1 TENEKOMMYHUKALMOHHbIE YCIyT1).

b. MNpw nepeBopfe cpencTs opyrum nonb3osaTtensaM, Cbope NoxXepTBOBaHMI, HE 0bnaraeMbix
Hanoramu, 1 onnarte Nnokymnok Ha OHMaNH-ayKLMOHaX.

c. Mpwv onnaTe KOHTEHTA UMW CEPBUCOB, KOTOPbLIE MOMOraloT Y4acTBOBATb B a3aPTHbIX OHJTaNH-
urpax, cornacHo pasgeny MpunoxeHus ons azapTHbIX Urp MpaBu B OTHOLWEHUM a3apTHbIX U,
nrpun copeBHosanZ C pealbHbiIMN AEHEXHbIMU MPU3aMn.

d. Mpwu onnaTte Nokynok 13 KaTeropuii TOBapoB, KOTOPbIE CUMTAIOTCSH HENPUEMIIEMbBIMU COMTAaCHO
npaBmiaM NIaTexHoro LeHTPa B OTHOLEHNN KOHTEHTA

MpvMeyaHue. Ha HEKOTOPbIX PbiHKAX Mbl paspeluaemM Ucrnonb3osatb Google Pay B NpunoxeHusx,
npefHasHauyeHHbIX Ans NPoaaxm ¢ranyeckmx ToBapos u/unu ycnyr. Moppo6Has uHpopmaLms
npuBefeHa Ha cTpaHule Google Pay ons paspaboTynkos

4. NpepnaraTtb B NPUNOXEHNSX Lpyr1e cnocobbl onnaTkl, KpoMe nnaTexHow cucteMsl Google Play,
3anpeLLeHo (3a UCKIIOYEHNEM CIyYaeB, ONNCaHHbIX B pasgernax 3, 8 n 9). B yacTHocTH,
nosnb30BaTENSAM HeMb3s Npefnaratb Apyrue cnocobbl onnaTbl:

* Ha CTpaHuue npunoxeHus B Google Play;

* B pekname BHYTPU NPUIOXEHUS, KaCatoLeNcs NnaTHOrO KOHTEHTa;

+ B KOMMNoHeHTax WebView, kHomnkax, ccbinikax, COOBLEHNSX, pekiaMe v APyrux npusbieax K
LENCTBUIO BHYTPU MPUINOXEHUS;

+ B MOJIb30BATENBCKOM MHTEPdENCE, B TOM YMCIIE HA SKpaHaxX PerucTpaLnm 1 cosnaHus akkayHTa:
HW B OOHOM WX pa3fefie nosnb3oBaTenei Henb3s nepeHanpaBnsaTb K CNOcoby onnaTbl, OTANYHOMY
OT nnaTexHon cuctemol Google Play.

5. BupTyanbHas BafoTa BHYTPY NPUIOXEHWUI [OMKHA UCMONb30BaTbCS TOMbKO B TOM NPOAYKTE, B
KOTOPOM OHa 6bina KyrneHa.

6. PazpaboTumku 0693aHbl IBHO 1 YETKO MHGOPMUPOBATh NOMb30BaTENEN 06 YCNOBUSX U LLIeHaX Ha
NPUNOXEHUE NN Nobble GYHKLMU U NOLANCKM. LleHbl BHYTPU NPUIOXEHUS [OMKHbI COBMagaTh C


https://support.google.com/googleplay/android-developer/answer/9877032#gambling-app
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://support.google.com/payments/merchant/answer/75724?visit_id=1-636308113142509927-1253831182&payments_to_biz=&rd=1
https://developers.google.com/pay/
https://developers.google.com/pay/

LileHaMu, KOTOpble MOSBNSIOTCS B NaTeXHOM nHTepderce Google Play. Ecnn 3a gocTyn K dyHKLMaM,
YNOMSIHYTbIM B OMMCaHuUM npunoxexus B Google Play, B3umMaeTca oTaenbHas Uim [ononHUTENbHASs
nnata, Bbl 0693aHbl NpeaynpeanTs 06 3TOM NoNb30BaTENEN Ha CTPAHULE NPUSTOXKEHNS.

7. Ecnu B NpUnoXeHnn nnmn urpe ecTb MEXaHWU3MbIl, MO3BONIOLWME B Pe3ynbTaTe NOKYNKW NONyYnTb
CnyYalHble BUPTYarbHble NpeaMeThl (BKIHOUYas, MOMUMO NMPOYero, nyTOOKChI), TO Bbl AOIXKHbI
CBOEBPEMEHHO 1 HEMOCPEACTBEHHO Nepeq NOKyNKou SBHbIM 06Pa3oM COOBLMTb NOSb30BATENIO,
KakoBa BEPOSTHOCTb MOMY4YUTb Takune NpesMeThb.

8. 3a VCKIIOYEHMEM ClyYaeB, ykasaHHbIX B pasgene 3, pa3paboTunky pacnpoCTpaHIeMbIX Yepes
Google Play nprnoxeHuii, B KOTOPbIX OT NMONb30BAaTENEN B YKa3aHHbIX CTPaHax U pernoHax
TpebyeTcs Unn NpMHMUMaeTcs nnaTta 3a MoKynku B NPUIOXEHUSX, MOTYT NpeanaraTe BHYTpU
NPUINOXEHU anbTEPHATMBHYIO NIATEXHYIO CUCTEMY B [OMNOMNHEHME K cucteme Google Play. Ons
3TOro He06xoAMMO 3anoNHUTL GOpPMyY Aeknapaummn ANs NOAXOAAWEN NPOrpaMMbl U NMPUHSATD
LOMNOMHUTENbHbIE YCNOBUS 1 TPeboBaHWSs NPOrpamMmbl, ykasaHHble B 3Ton dopme.

9. Pa3paboTumnku pacnpocTpaHsembix Yepes Google Play npunoxeHuin MoryT npegnaratb
nosnb3oBaTensaM u3 ctpaH EBponenckon aKoHoMMYeckon 3oHbl (E93) nepexopuTb B Apyrve
MPUIIOXEHUS U Ha OpYyrue CanTbl, HanpuMep As NPOABMXKEHUS LUPPOBbIX creumanbHbiX GYHKUMN 1
ycnyr B npunoxeHun. Takne pa3paboTunkm SOMKHbI 3aMofIHUTL GopMy Aeknapauum ons
nporpamMmbl U MPUHATb OONONHUTENbHbIE YCNOoBUA U Tpe6OBaHVI9| nporpamMmsl, yKa3aHHbIE B STOIZ
dopme.

MpuMeyaHue. YTOObI y3HATb CPOKM U MONYYMUTb OTBETHI HA YACTO 3afaBaeMble BOMPOChI MO 3TUM
npasunam, nocetute CnpaBoYHbIN LLEHTP.

Peknama

[lns nopaepxaHns KayecTBa Mbl YYMTbIBAEM COAEPXKAHUE, ayAUTOPUIO U cnocob nokasa 06bABEHNS,
a TaKkxXe yno6CcTBo, 6€30MacHOCTb M KOHOUAEHUMANbHOCTb Nofb3osaTenien. O6baBNEHNS U CBA3aHHbIE
C HUMUK cneumnanbHble NpennoXXeHNd CYNTaTCA YaCTbio MPUNOXEHNH, MO3TOMY AO0JIKHbI
COOTBETCTBOBATb BCeM Npasunam Google Play. Ecnu Bbl MOHeTu3npyeTe B Google Play npunoxexue,
npegHa3HayeHHoe AN AeTeN, TO Ha pekniaMy B HEM PacnpOCTPaHSAITCA AOMOMHUTENbHbIE
TpeboBaHus.

B CnpaBOYHOM LIEHTPE MOXHO Y3HaTb 6OMblUe O NPaBKax B OTHOLEHUM MPOLABUXEHUS 1 OaHHbIX 419
Google Play, a TakxXe 0 HapyLEHUX, CBA3aHHbIX C METOAAMU NPOABUKEHNS, KOTOPbIE BBOAAT
nonb3oBaTenen B 3abnyxaeHue.

Copep>kaHue o6bsBneHus

O6bsBNIEHNS N CBA3aHHbIE C HMMM CreLnanbHble npeanoXeHnsa CYMTaoTCA YaCTbio NPUITOXEHNA N
OOJI>KHbl COOTBETCTBOBATb HalWMM npaBuiamMm B OTHOWEHNN 3aNnpeLeHHOro KOHTeHTa. Ha NPUNOXeHnsa
ONnga a3apTHbIX UTP PacnpOoCTPaHAKTCA AONONHUTESNIbHbIE Tpe6OBaHVI9I.

HenpuemMnembie 06baBneHus

Kak KOHTEHT NPUIOXEHUS, Tak U NOoKa3blBaeMble B HEM 06BbABNEHNS U CBA3AHHbIE C HUMM
npeasioxeHns (HanprMep, Korga pekiama npeganaraet ckavaTb ApYyroe NpuioxeHue), HeobxogMMo
noabupaTb C y4eTOM BO3PACTHbIX OFPaHUYEHUIA  MPUIIOXEHUS.

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapyLUEHUN:

+ O6bsABNEHUS, KOTOpPbIE€ HE COOTBETCTBYIOT BO3PACTHbIM OrpaHNYeHnaM NPpUNoXeHna:


https://support.google.com/googleplay/android-developer/answer/13821247
https://support.google.com/googleplay/android-developer/answer/12570971
https://support.google.com/googleplay/android-developer/contact/external_offers_program
https://support.google.com/googleplay/android-developer/answer/14372887
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
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Meet the cam girl of your dreams.
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Excallont Apps

Erertainmant

(D ObbsBneHve HenpreMnemMo Ass Leneson ayautopum npunoxeHns (Ins scex), NOCKONbKY
npenHasHayeHo A5 NoAPOCTKOB.

(2 O6baBNEHME HEMPUEMNIEMO A1 LENeBon ayautopum npunoxeHns (MoapocTku), MoCKObKY
npenHasHa4YeHo 4ns B3POCbIX.

(3 O6bABNEHME C NPEASIOXEHMEM CKaYyaTb NPUNOXKEHWE AN B3POCHbIX HEMPUEMNEMO A9 LieNeBoit
ayouTopun urpsl (Onga Bcex).

Tpe6oBaHUs K 06bsIBIIEHUSIM B NPUITOXEHUAX OISl BCe CEMbU

Ecnu Bbl MOHeTM3MpyeTe B Google Play npunoxeHune, npefHa3HayeHHOE Ans AeTeN, OHO [OSXKHO
COOTBETCTBOBaTb TPeboBaHNAM Nporpammsl “TpUnoxeHns ong BCev cemMmbi” B OTHOLIEHUN PeKiaMbl 1
MOHeTU3aLuK.

O6bsiBneHus, BBogsLwwmue B 3abnyxxgeHue

B 06baBNEHNAX HENb3S KONMPOBATL 3NIEMEHTLI MHTEpdEenca NPUNOXEHNS, B TOM YUCE YBEAOMIEHUS U
CUCTeMHble NpepynpexaeHns. Mosb3oBaTento LOMKHO BblTb MOHATHO, B KAKOM UMEHHO MPUIOXEHUN
nosiBnseTcs obbsABNEHME.


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU

Bort npumMmepbl Haubonee pacnpoCcTpaHeHHbIX HapyLI.IeHMl;It

« O6bABNEHUNS, KOTOPbIE BbIFNSASAT, KAk MHTepdEenc npunoxXeHus:
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(D B 9TOM MPUNIOXEHUM BOMPOCUTENbHBIN 3HAK Ha CaMOM [iefe ABNAeTcs 06baBieHeM, KOTOpPoe
nepeHanpaBseT Nofb30BaTENs HA BHELLHIOK LENEBYIO CTPAHWLLY.

. O6bﬂBJ‘IeHVIﬂ, KOTOpPbI€ KOMNPYKT CUCTEMHbIE ONOBELWEHNA:
30 © ¥4 B 10:00
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Your Android has a virus!

We've detected a virus on your Android
device! Tap DOWNLOAD to get a

free virus scanner!

IGNORE DOWNLOAD
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SPECIAL OFFER EXPIRES IN 2 HOURS!

Download the latest games from the leader in
mobile gaming!

@ @ Bbiwe npencrtaBneHbl NpnuMepbl 06bABNEHNN, KOTOpPbI€ BHELWHE NOXOXN Ha CUCTEMHbIE
yBegoMneHus.
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= &
Deposit Financial
E_o ] II ]

My Easypay
Balance Easy Bank [Easy Wallet Al Sarvicos

( Bblwe npencTaBneH NpUMep pasnerna, SNeMeHTbl KOTOPOTO MOXOXU Ha CMIMCOK GYHKLMIA, HO
nepeHanpaBnstoT NONb30BaTENs Ha peknamy.



O6baBneHus, npepbiBaloLme paboTy NpUIoXXeHus

O6bsaBNeHNs, NpepbiBatoLiMe paboTy NPUNOXKEHUS, NOABNSIOTCA B HEOXMAAHHBIX MECTAX, MOTYT
MPUBOAUTL K HEMPEeAHAMEPEHHbBIM HAaXaTWIM U HapyLwaTb GyHKLMOHANBbHOCTb YCTPOWCTBA.

Henb3s BbIHY>XAaTb NONb30BATENA HAXMMATb Ha O6BABIEHUE WU OTNPAaBATL IMYHbIE faHHblE NS
pekaMHbIX Lienew, Npexae Yem OH NOMyYUT NMOJSHbIN BOCTYN K NpunoxeHuto. O6baBNeHNs He AOMKHbI
MOKa3bIBaTbCS BHE MPUNOXEHNUS UV BIATL HA APYr1e NpuioXeHus 1 pexknamy B HUX, a Takxe Ha
paboTy YyCTPOWCTBA, €ro MOPTOB U CUCTEMHbIX UK GU3NYECKMX KHOMOK. B 4aCTHOCTH, 3TO OTHOCUTCS K
oBepriesM, ConyTCTBYIOWMM GYHKLMAM 1 PeKNaMHbIM 61iokaM — BuaxeTaMm. Ecnv B NpunoxeHun ecTb
06bABNEHUS, KOTOPbIE HE NMO3BOMAT HOPMASIbHO Ero UCMONbL30BaTh, OHW JOMKHbI NIErKO 3aKPbIBATLCA.

BoT npumepbl Haubonee pacnpocTpaHEHHbIX HaPYLUEHUN:

° PeKnaMa, KOTOpasa 3aHMMaeT BeCb 9KpaH, HE NO03BONAET HOPMaJibHO NCMOJIb30BaTb NPUTOXEHNE N
He 3aKpbiBaeTCH 94BHbIM cnocobowm:
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(D B 3TOM 06bABIIEHNM HET KHOMKM "3aKpbITh".

+ Peknama, BbIHYX[atoLas nonb3oBaTens NepexonmnTb Mo CCbIIKaM C MOMOLLLIO NOXHOW KHOMKK
"3aKpbITb" UM BHE3AMHOrO MOSIBIEHNS B TEX YACTSAX 9KPaHa, Ha KOTOpPble 06bIYHO HAXUMaIOT ANs
[OCTYNa K APYruM GYyHKLMSAM NMPUNOXEHUS:
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(D B oaTOM 06bABNEHUM UCMOSNB3YETCA NIOXHASA KHOMKA "3aKpbITb".

Tap to Jump!

(2 310 06bsABNIEHME BHE3AMHO NOSIBNSETCS B TOW YaCTW 3KpaHa, Ha KOTOPYIO Mofb30BaTeS b NPUBbIK
HaXuMaTb 4ng focTyna K GyHKLUSM NPUITOXEHUS.

» Peknama B NPUNOXeHNN, KOTopagd NOKa3bliBAa€TCs BHE €ro:
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@ MNMonb3oBaTtenb nepexoonT U3 aToro NPMUNOXeHnd Ha rnaBHbIN 9KpaH, roe BHe3anHoO noaenaeTcs
peknama.
« Peknama, KOTOpasa NogaBngeTCsd nNocne HaXXatunga KHOMKKY rMaBHOro akpaHa Ui BbIMONTHEHUSA OPYTrUX
LEeNCTBUI, NPefHa3HaYeHHbIX 4Ns BbIXOAa U3 NPUNOXKEHUS:
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(D Morb3oBaTesNb MbITAETCS 3aKPbITb MPUIIOKEHUE 1 NEPENTU Ha FMaBHbIA 3KPaH, HO 3TOT NPOLEeCcC
npepbiBaeTCs pPeknamMon.

Bonee kayecTBeHHas peknama

YT06bI MCnonb3oBaHWe npunoxeHnii Google Play 66110 MakcManbHO KOMGOPTHBLIM, pPa3paboTunKm
LOMKHBI COBNIOAATL Crefytolme peKoMeHaauum no pasMeLLeHnto peknambl. Ecnm nonb3osaTtenu He
OXMAAIT 3TOrO, 3anpeLlaeTcs nokasbliBaThb:



NOMHO3KPaHHbIE MEXCTPaHMYHble 06baBNeHnsa noboro popmata (BMaeo, GIF, ctaTuueckue

n3o06paxeHuns 1 np.), KOTopble NOABNATCA HEOXNAAHHO, OBbIYHO KOrAa Nosib30BaTe b BbINONHAET

LEeNCTBME, He CBA3aHHOE C TEMOWN 06bABNEHMS;

+ 06bABNEHUS BO BPEMS UrPbl B HAYane ypoBHSA UK NPW Nokase o4yepeaHoro 6510ka KOHTEHTa;

+ MEXCTpaHUYHble 06bABNEHNS B hopMaTe NONHOSKPAHHOIO BUAEO, KOTOPbIE NOABNAOTCA A0
9KpaHa 3arpysku NpunoxeHus (3actaeku);

)

MOSIHO3KPAHHbIE MEXCTPaHNYHbIE 06bsBNEHMs toboro dopmaTa, KOTOpble HEBO3MOXHO 3aKPbIThb NO
ncteueHun 15 cek. MosTHOIKPaHHbIE MEXCTPAHMNYHbIE OOBABIIEHUS, KOTOPbIE PA3PEeLLEHbI
Mosib30BaTENEM UMM HE MELLAIOT BbINONHATL AeNcTBUs (HanpuMep, Npu nokase nocne CTpaHuLbl C
pesynsTaTaMun Urpbl), MOTYT NMOKa3biBaTbCs fosblue 15 cek.

3T NpaBuna He NPUMEHSIOTCSA K OOBABIEHNSM C BO3HArpaxaeHMeM, KOTopble SBHO Pa3peLUeHbl
nonb3oBaTenem (Hanpumep, ecnu pa3paboTumk NpegnaraeT NOCMOTPETb pekyiaMy B OOMEH Ha
Pa36NoKNPOBKY UFPOBON GYHKLMU UM KOHTEHTA). DTW NpaBuia TakXe He AeNCTBYIOT B OTHOLIEHUM
MOHETM3aUMM 1 pekambl, KOTOPbIE He MEeLWakoT HOPManbHOMY MCMONb30BAHUIO NMPUOXEHWS N UTPbI
(HanpumMep, ponyckaeTcs BUAEOKOHTEHT CO BCTPOEHHbIMU OO BABNEHUSAMUN U HEMOTHO3KPAaHHbIE
6aHHepbI).

3TN pekomeHaLmmn chopMynmnpoBaHbl Ha ocHoBe cTaHaapToB Better Ads Standards — Mobile Apps
Experiences . [ononHuTenbHble cBeaeHus ob aTux cTaHaapTax Bbl HamaeTe Ha canTe Coalition for
Better Ads

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapYLUEHUN:

+ HeoxunpaHHble 06bSBNEHNS, KOTOPbIE MOKA3bIBAIOTCS BO BPEMS UrPbl MW Nepep, NosiBEHNEM
oyepepnHoro 6roka KOHTeHTa (HamprMep, Nocne Toro Kak Nosib30BaTeNb HaXasl KHOMKY, HO A0
BbIMOJIHEHUS CBA3AHHOMO C Hel AencTBus). [oNb30BaTENM OXMAAIOT Havana Urpbl MY NOSBIEHUS
HOBOW MHGOPMAaLIMK, @ He NoKa3a PeksiaMbl.
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(D CraTnueckoe 06bsaBeHNE HEOXMAAHHO NOSBISETCA BO BPEMS UIPbl B Hauase ypoBHS.


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/
https://www.betterads.org/
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(2 Bupeopeknama HeoXnaaHHO NOABNSETCS B Havane 6510ka KOHTEHTa.

° rlOJ'IHOSKpaHHOG 06bsABNEHNE, KOTOpOE NoaBNIAE€TCA BO BpeM4A UTPbl U HE MOXET ObITb 3aKpbITO Yepes
15 cex.
$:30 [ ] vdl

(D MexcTpaHuuHoe 06baBNEHNE NMOSBSETCH BO BPEMS UIPbl, U €r0 HEBO3MOXHO 3aKPbITb MO
ncrteyeHum 15 cek.

PeknaMHble NPUNOXEeHUA

3anpelu,aeTcsl |'|y6J'|I/IKOBaTb NPUNoXeHnd, NokasbiBaowmMe MEXCTPaHNYHbIE obbaBneHus, KOTOpbIe
OTBJIEKAIOT NONIb30BaTENId OT BSGI/IMO}J,GPICTBVIFI C NPUNOXeHNeM 1 BbINOJIHEHNSA 3aa4 B HEM.

BoT npumepbl Haubonee pacnpocTpaHEeHHbIX HapyLUEHUN:



+ MNpunoxeHus, B KOTOPbIX MOCIE KaXA0ro AENCTBUS NOSIb3oBaTeNs (B TOM UMCIIE NMOCNE HaXaTUK,
MPONUCTLIBAHWS U T. Ai.) NOKA3bIBAIOTCA MEXCTPAHNYHbIE OObABNEHMS.
530 9 »dl

TEST YOUR GROWTH

Play Quiz & earn upto
oins

(D Ha nepBoM CTpaHULe NPUIOXEHMS PACMoiaraeTCs HECKObKO akTUBHbIX KHOMOK. Koraa
noJib30BaTeNb HaXMMaeT KHOMKy CTapT, NOABASETCS MEXCTPAHUYHOE 0ObaBNEeHME. 3aKPbIB €ro,
nofib30BaTeNb BO3BPALLAETCS B NPUIOXeHWe 1 BbibupaeT CepBuc, YTobbl HauaTb paboTy, HO B 3TOT

MOMEHT OTKPbIBAETCH APYroe obbsaBNeHME.

2nd AD

(2 Ha nepBoi CTpaHMLE NPUIIOXEHNS aKTUBHA TOMbKO KHOMKa UrpaTb. Mocne HaxaTus Ha Hee
NosIBNSIETCS MEXCTPaHUYHOE 06bsiBNEeHMe. 3aKpbiB €ro, Nonb30BaTeNb BblbupaeT CTapT, Tak Kak 31O
€[MHCTBEHHas akTMBHas KHOMKa, U B 3TOT MOMEHT OTKPbIBaeTCs Apyroe obbsBneHme.

MoHeTusauma ¢yHKLMM 611T0KMPOBKM IKpPaHa

3anpeLLeHo Noka3biBaTb PEKIaMy 1 pa3MeLLaTh NiaTHble GYHKLMU Ha 3a65TOKMPOBAHHOM 3KpaHe,
KpOMe Tex Cly4Yaes, KOrga NpunoxeHne NpefHasHaueHo UCKIIUUTENBHO ANS YyNpaBieHus
3a65TI0KMPOBAHHBIM 3KPAHOM.

MoweHHUYyecTBO C peKﬂaMOﬁ

MoLLEHHMYECKUE OENCTBUS C OOBSBAEHNSIMU CTPOrO 3anpeLueHbl. JonoNHUTENbHYO MHPOPMALUIO Bbl
HalgeTe B HalWX NpaBuiax B OTHOWEHUM MOLEHHNYECTBA C PEKAaMON.


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691

Mcnonb3oBaHMe gaHHbIX O MECTOMOSOXEHUN B LLeNsaX PeKnamMbl

MpUNoXeHus, KOTOpblE NCMONb3YIOT BOCTYN K AaHHBIM O MECTOMONOXEHMN YCTPOUCTBA 15 NOKa3a
pekiambl, [OMKHbI COOTBETCTBOBATb MOMOXEHWAM pa3fena JInuHas u KoHpMaeHLnanbHas
nHbopMaLms, a TakxKe Cnepyowmm TpeboBaHUaM:

+ HyXHO 9CHO JOHECTM A0 MOJb30BATENS, YTO ECAIN OH NPELOCTaBUT Pa3peLleHne, TO faHHbIe O
MECTOMOJIOXEHUN €ro YCTPOoMCTBa ByayT cobnpaTbCs UM MCNONb30BaThLCS A4 NoKasa peknambl. Bbl
LOMKHBI COOBWMTL 06 3TOM B 0693aTENbHON NONUTUKE KOHOUAESHLUANBHOCTM NPUIOXKEHMS, @ TakxXe
[,06aBUTb CChINIKM Ha MOMNTUKMN KOHGUAEHLMANIbHOCTY PEKAaMHbIX CETEN B OTHOLWEHNM
MNCMNONb30BaHUA OAaHHbIX O MECTOMOIOXKEHUMN.

- Pa3pelueHns Ha 0OCTYN K AaHHbIM O MECTOMOMOXEHNM MOTYT 3aNpaLIMBaTLCS TONbKO AN paboTsl
bYHKLMIN 1 CepBUCOB, KOTOPbIE ECTb B MPUIIOXEHUN. Henb3s 3anpalmBaTh AOCTYN K AaHHBIM O
MECTOMONOXEHNW, €CIIN OH BYAET UCMOIb30BATLCS TOMLKO A PEKIaMbl.

Wcnonb3oBaHue peknamHoro ngeHtunédukartopa Android

B cepsucax Google Play 4.0 nossunucb HoBble API, a Takxe ngeHtudumkaTop ofis peknamopaTenen un
Tex, KTO NPefoCTaBnseT yCnyru aHanMTuKu. YCIoBus UCNonb3oBaHUs MaeHTUdUKaTopa npuBeaeHbl
HUXe.

+ Ucnonb3oBaHue. PeknamHbii ngeHtudukatop Android (AAID) [omKeH MCMONb30BaTLCS TOMLKO AN
pa3MeLlleHns peknambl M aHanu3a ee nokasatenen. Mpu Kaxxgom obpalleHnmn K ngeHTudmkatTopy
OOJKHbI MPOBEPATLCS 3HaYeHNs napamMeTpoB "Peknama Ha OCHOBe MHTepecoB" 1 "lNepcoHanu3auuns
peknamsl".

+ CBA3b ¢ UHOpMaLMen, No3BonsoWwen MBEeHTUGULUMPOBATb IMYHOCTb, U APYTUMHU
maeHTuduKaTopamu.

+ PeknamHbI nOEHTUPMKATOP HENb3s CBSA3bIBATb C MOCTOSIHHBIMU MAEHTUOUKATOPaMK YCTPONCTBA,
Taknmm kak SSAID, MAC-agpec unu IMEI-kog, B peknaMHbIX Lensx. PeknamHbin naeHTudukaTop
MOXHO CBA3bIBaTb C AaHHbIMMY, NO3BOJSOWNMU AEHTUGULMPOBATb IMYHOCTb, TOSIbKO MPK
HanMyMm SBHOrO COrnacusi nonb3oBaTens.

+ 3anpelyaeTcs CBA3bIBaTb B aHANIMTUYECKUX LIeNSIX PEKIaMHbIN MOEHTUPUKATOP C AaHHBIMY,
MO3BONAWMMY UAEHTUGULMPOBATb IMYHOCTb, UM MOCTOSHHBIMU UAEHTUOMKATOPAMU
yCTponcTBa, Takumu kak SSAID, MAC-agpec unu IMEI-kop. MoppobHas nHdopmaLms o
NMOCTOSIHHbBIX MOEHTUGMKATOPAX YCTPONCTBA NPUBEAEHA B MPaBMIax B OTHOLWEHUN
MoJIb30BaTENbCKMX [aHHbIX

+ YBa)KeHue npepnoYTeHui nonb3oBaTtens.

+ HoBbIl peknamHbIi MAeHTUPUKATOP, MPUCBOEHHDIN Nocie cbpoca, HUKOMM 06pPa3oM He JOMKEH
6bITb CBA3aH C NPERbIAYLLUM MAEHTUPUKATOPOM MM Ero faHHbIMK 63 SBHO BblPaXXEHHOro
cornacus nonb3osaTens.

+ Kpome T0Oro, HEOH6X0AMMO YUMTbIBATH HACTPOWKW MOJSIb30BATENS B OTHOLLEHWM nofbopa 1
nepcoHannaaummn peknambl. ECiiv aT1 GyHKLUMM OTKITHOUEHb!, TO BaM 3aMnpeLLaeTcs UCnonb30BaTh
peknamMHbI nOeHTUOUKATOP A8 CO34aHUS NONIb30BATENBCKOrO NPObUs B pekiaMHbIX Lendx uim
LJ15 MOKa3a NepCoHanM3poBaHHbIX 06bsaBRNEHMN. K pa3pelieHHbIM METOAAM OTHOCSATCS
KOHTEKCTHas pekiamMa, OrpaHUYeHre YacToTbl MOKa30B, OTCNEXVBaHNE KOHBEPCUIA, COOBLLIEHUS O
HapyLIeHUsX, a Takke 06HapyXeHve yrpo3 6e30MacHOCTM U CNyYaeB MOLWEHHUYECTBA.

« Ecnu peknamHbin ngeHtuounkatop Android ypanseTcs Ha HOBOM YCTPOWCTBE, OH CTAHOBUTCS
HepocTyneH. BMecTo Hero ByneT nokasbiBaTbCs CTPOKa, COCTOAWAa U3 Hynen. YCTponcTeo 6e3
pPeKNaMHOro MAEHTUdMKATOPa HENb3s CBA3bIBATbL C AaHHbIMU NPefblayLLero naeHTudmnkaTopa.

+ YBepgoMneHue nonb3oBaTenen. B nprMeyaHn o KOHOUAEHLMANbHOCTU, COOTBETCTBYIOLLEM
TpeboBaHNSIM 3aKOHOAATENbCTBA, NONb30BaTENO HEOBXOAMMO COOBLWMTL O COope 1 UCMONb30BAHUN
peKaMHbIX MOEHTUOUKATOPOB, a TakXXe O HacToAWmMX npasunax. MoapobHas MHbopMaLMa O HaLKX
CTaHpapTax KOHGMAEHUMaNbHOCTV NpuBefeHa B pasaene [aHHble nonb3oBaTens

« CobniogeHue ycnoBsum UCnosnb3oBaHUs. PeknaMHbln MAGEHTUPUKATOP MOXHO MPUMEHSTH TOSNBbKO B
cooTBeTCTBUM C lNpaBuiaMu nporpaMmsl s paspaboTymkos npunoxeHnn B Google Play, npryem


https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888170#location_permissions/
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076
https://support-content-draft.corp.google.com/googleplay/android-developer/answer/9888076

3TO YCNOBME PaCnpPOCTPAHSETCs Ha BCEX, KOMY Bbl MOXETE NPefocTaBUTb MAEHTUUKATOP B XOAe
KOMMepYeCKoW fesTeNbHOCTH. B mioboM npunoxeHuu, 3arpyxaeMom unm nybnmkyemom B Google
Play, cnepyeT ncnonb3oBaTb peknamHbIvi UAEHTUPMKATOP (eCnv OH AOCTYMNEH HA YCTPONCTBE).
MpUMeHaTb ANs peknaMHbiX Lenen apyrue naeHTuduKaTopbl yCTPOMCTB 3anpeLyeHo.

JononHutenbHas MHbopMaLns NpeacTaBneHa B HaWWX NpaBuiiax B OTHOLIEHNUM NONb30BaTENbCKMUX
LOaHHbIX.

Nopannckun

Pa3paboTunkaM 3anpeLleHo BBOAUTL NONb3oBaTeNen B 3abnyXaeHne 0THOCUTENBHO NPeaiaraemMoro
KOHTEHTa M NoAnNucoK. Bes nHpopmauma o Hux, 6yab To ony6nvkoBaHHas B CaMOM MPUIIOXEHUN UK
Ha 3acTaBke, o/KHa 6biTb CHOPMYNMPOBaHa YETKO M ACHO. Mbl He [OMYyCKaeM NPUOXEHNS, KOTOpble
0BMaHHbIM UMV MaHUMYNATUBHBIM MyTEM NPUHYXXAAIOT NMOMb30BaTENen CoBepLaTh NOKYMKM (B TOM
yncne npuobpeTaTb NOANUCKM Y KOHTEHT B MPUNOXKEHUSX).

MpensioxeHne LOMKHO COREPXaTb BCIO HEOHXOAUMYO MHPOPMALIMIO, B TOM YMchie 06 yCroBuUSX,
CTOMMOCTHM NOANUCKU N NEePUOANYHOCTU NNaTEeXHOro unkKkna, a Takxe o ToM, MOXXHO JIh N0N1b30BaTbCA
npunoxeHnem 6e3 nognucku. Bce atn cBefeHMs JOMXKHbI 6bITb JOCTYMHbI 6€3 BONONHUTENBHBIX
LEeNCTBMIN CO CTOPOHbI NONb30BaTENS.

Monb3oBaTenu, KOTopble NPUOBPENU NOAMNUCKY, BOMKHbI NONTyYaTb MOCTOSIHHbIE MW PErynsipHble
npevnMyLLecTBa B TeYeHMe BCEro Cpoka ee AencTems. Hanprmep, B paMmkax NOANUCKM 3anpeLleHo
NpefoCcTaBNsATb OQHOPA30BblE UFPOBbIE BOHYChI UMM MEPEUNCTISTE BAOTY NPUIOXKEHUS eAUHbIM
nnaTexom. Bbl MOXeTe NpefoCTaBnsTb BO3HArpaxneHus nnv 60HyCbl TONbKO B JOMOMHEHUE K
MOCTOSIHHBIM UM PETYSPHBIM MPENMYLLECTBAM, KOTOPbIE AENCTBYIOT Ha MPOTSXXEHUU CPOKa AeNCTBUS
nognucku. Ecnu Takmx npemmyLLecTs HET, BMECTO MOLAMNUCKN HEOBXOAUMO NpepasiaraTb KOHTEHT As
NPOAAXMN Yepes NPUNoxXeHue.

3anpelleHo NpeacTaBnaTb Pa30BOe NPeasioXeHne Kak nognucky. Kpome Toro, 3anpeLeHo MeHaTb
yCNoBus yxe opopMIeHHOM Nognuckn (HanpuMep, OTMEHSATb, YMEHbLLAaTb KOJTMYECTBO eXEeMECAUHbIX
6OHYCOB MM NpeKpaLLaTh UX NOAAEPXKKY) TakuM 06pa3oM, YTobbl pakTUUeckn nonbL3oBaTenu
nonyyanu TosIbKo OAHOKPATHOE NPenMyLLECTBO.

BoT npumepbl Hanbonee pacnpocTpaHEeHHbIX HapYLIEHUN:

+ ExXXeMecsauHble NOANUCKM, B YCNIOBUAX KOTOPbIX HE YKa3aHOo, YTO OHM ByayT aBTOMaTUYECKN
NPOANIATLCS KaXAblA MecsL, CO CMMCaHMEM CPELCTB CO cyeTa.

« [ogoBble NOAMUCKHK, B VIHd)OpMaLl,I/IVI O KOTOpPbIX Hanbonee 3aMeTHO BblaefieHa X Meca4yHad
CTOMMOCTb.

+ HenonHas nokanuaauus yCﬂOBVIl;I M CTOMMOCTU NOANUCKW.

« MpennoxeHns, B KOTOPbIX HESCHO YKa3aHO, YTO MOMb30BaTENb MOXET MOMYYUTb JOCTYMN K KOHTEHTY
6e3 noanucku (ecnm aTo BO3MOXHO).

HeTouyHOe yKa3aHMe HaMMeHOBaHNS TOBAapa, HaNnpUMep ANns NOANUCKU C aBTOMATUYECKUM
Ccrn1caHneM CpencTB faHa popmMynupoBka "becnnatHaa npobHas Bepcua” nnu "MonpobynTe
nognucky Premium — 3 gHs 6ecnnaTtHo".

« PacnpepeneHune npouecca Nokymnku Ha HECKOMNbKO 3KPaHOB TakuM 06pa3oM, UTobbl NonbL30BaTENU
MOFNIM CNyYaHO HaXaTb KHOMKY NOAMUCKU.

« [MopnNncKK, B KOTOPbIX HET MOCTOSIHHBIX UK PErynspHbIX npenmyecTts. Hanpumep, 1 000
KPWUCTaNnoB B NepBbI MecsiL, NOANUCKM U 1 KpUCTann B KaXabli CRenyowmin MecsL, o KOHLa ee
CpoKa encTBus.

« MonyyeHne pa3oBOro NpenMyLLeCTBa 3a 0bOPMIIEHNE NOAMUCKM C aBTOMATUYECKUM NPOQJIEHVEM U
ee 0TMeHa nocre nokynku 6e3 3anpoca Co CTOPOHbI NONIb30BaTeNS.

Mpumep 1


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/140504
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/1153481
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(D KHorka "3akpbITh" BUAHA HEYETKO, U MOMb30BATENb MOXET HE MOHSATh, YTO KOHTEHT AOCTYneH 1 6e3
MOAMMUCKM.

(2 B npeasioxeHnn ykasaHa LieHa TONbKO 3@ OfiMH MECSL, U NOMb30BaTe b MOXET He MOHSTh, YTO Npu
odpopMreHnn nognucky ByaeT cnucaHa nnaTa 3a WecTb MecALEB.

@ B npennoXXeHnn ykadaHa ToJIbkKO HavanbHaga UeHa, 1 No/1b30BaTElb MOXET HE NOHATb, Kakad CyMMa
6yp,eT CrnucbiBaTbCAq aBTOMaTM4yeCKun Nocrie 3aBeplleHnd HavallbHOro nepmnopga.

@ I'Ipep,no>KeH|/|e 1 yCnoBua NCNOJNIb30OBaHUA NpeacTaB/ieHbl Ha Pa3HbIX 43blkax, MO3TOMY 4YacCTb
I/IH(I)OpMaLI,VIVI O HUX MOXET 6bITb HEMOHSATHA MOMIb30BATEN!O.

Mpumep 2
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(D Ons nepexofa K KaxaoMmy crefytoleMy aKpaHy Hy>KHO HaXX1MaTb B OfIHOWM M TOW xe obnacTu, 1 npu
nocrnegHem HaxaTum KHonku "MpopoxmTe" odpopmnseTcs nognmcka.

(2 CymMmy, KOTOPYIO MPEACTOMT 3aMfaTUTb B KOHLLE NPOBHOro Neprnoaa, TPYAHO NpPoYnTaTh, NOSTOMY
NMonb30BaTENb MOXET NMOAYMaTb, YTO 3TO BecnnaTHbIN TapudHbIN NAaH.

BecnnaTHble I'Ip06HbIe BepCcun 1 npennoxXXeHud and HoOBbIX nofib3oBaTenemn

Ewé po Toro, Kak nosb3oBaTesib NpuobpeTeT NOAMNUCKY, Bbl AOJIKHbI ACHO U TOYHO COOBWUTL EMY
YCITOBUS NPENJSIOXKEHNS, BKITHOYas ero NPOAoIKUTENbHOCTb U LiEHY, a TakXe onucaHne JOCTYMNHOro
KOHTEHTa unn cepBrcoB. He 3abyabTe ykasaTb, Kak 1 KOrga nosnb3oBaTesb nepenaeT ¢ 6ecnnaTHom
NPOBHON BEpPCUM Ha NNaTHYO NOAMUCKY, YTOYHUTb CTOMMOCTb NSIaTHOM NMOAMMCKM, a Tak)ke COOBWMUTb,
YTO MNOAMNMUCKY MOXHO OTMEHUTb A0 OKOHYaHWa 6ecnnaTHoro npobHoro nepuoaa.

BoT npuMepbl Hanbonee pacnpPoCTPaHEHHbIX HapyLIeHU:

+ MNpepnoxeHns, B KOTOPLIX HE YKa3aH MM HESICHO yKa3aH CPOK [eNcTBUs 6ecnnaTHOW Npo6HOM
BEPCUU UNU LieHbl AN HOBbIX MONb30BaTENEN.

. I'Ipep,noerMﬂ, B KOTOPbIX YE€TKO HE YKa3aHO, YTO NocCJie OKOHYaHNA CpOKa ,U,el‘/lICTBVIFI npennoxeHna
noanncka aBToMaTuU4YeCkn CTaHeT nnaTHOW.

° I'Ipe,u,noerMQ, B KOTOPbIX YE€TKO HE YKa3aHO, YTO NMoJib30BaTEJlb MOXET NONYUNTb AOCTYN K
KOHTEHTY, HE NCNonb3y4d I'IpO6Hy}O BEPCUIO NOANNCKN (eCJ'II/I aTO BO3MO)KHO).

. I'Ipe,u,noervm, [Na KOTOPbIX YCNTOBUA U LLeHbl TOKaNnn30BaHbl HE MNOJIHOCTbIO.
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(D KHorka "3akpbITb" BUOHA HEYETKO, U MOMb30BATENb MOXET HE MOHSATh, YTO KOHTEHT AOCTYNeH 1 6e3
aKTMBaumMm 6ecnnaTHoM NpobHOM BEpCUM.

@ B npennoXxeHnn caenaH akUeHT Ha 6ecnnaTtHoM I'IpO6H0ﬁ BEpCun, n NoJsib3oBaTeSIb MOXET HE
NOHATb, YTO B KOHLE I'IpO6HOI'O nepmnopga aBToMaTn4yeCKM Ha4YHET B3MaTbCd nnata.

(3 B npepsioxeHnn He ykasaHbl CPOKM NPOBHOro Nepuoaa, v Nob3oBaTeslb MOXET He MOHATb, Kakon
ByneT NPOJONIXUTENBHOCTb 6ECMNAaTHOrO AOCTYMNa K KOHTEHTY.

@ V|H¢OpMaLI,I/I‘i| B NpennoXeHnn n ycnosmnax NCNoNb3oBaHNA NpeacTaBNeHa Ha Pa3HbIX 43blkax, U
nonb3oBaTe/lb MOXET MOHATb €€ He MOJIHOCTbIO.

anaBneHMe nognmckamMu, UX oTMeHa u Bo3BpaT cCpeacTB

Ecnv B BaweM NpunoXeHUn NpogatoTcs NoanMcKn, HEOHBXO[MMO NMOHATHO O6BACHUTD, Kak MOXHO
OTMEHUTb UX UNKN YNPaBNATb UMU. B NpnnoxeHUn Takxe foOSIKHA 6biTb BO3MOXHOCTb OTMEHbI
NOANNCKN OHNalH. [1N1g 3TOro B HaCTpOMKax akkayHTa NpunoXeHnsa (Mnu Ha aHanorMyHom cTpaHuLe)
MOXHO:

*+ yKa3aTb CChIIKY Ha LeHTp nognucok Google Play (0g NnpuioXeHni, B KOTOPbIX MCMONb3yeTcs
nnaTexHas cuctema Google Play);

* peannsoBaTtb d)yHKLI,VI}O OTMEHbI NOANNCKN.

CornacHo npasunam Google Play npn oTMeHe Nognuncku, KynineHHoN Yepes NiaTexHy CUCTeMy
Google Play, Bo3BpaT CpefCTB 3a TEKYLNA PaCUYETHbIN Nepuop He Npon3sBoauTcs. OQHAKO KOHTEHT,
LOCTYMHbIV MO NOANMUCKE, NPEAOCTaBNSgeTCs NONb30BaTeNo [0 KOHLA 3TOro neproaa. 3atem
noanncka OTMeHdaeTCcA.

B kauecTBe NoCTaBLMKa KOHTEHTA UK BOCTYMa Bbl MOXETE YCTaHOBUTL 6onee rubkune npasuna
BO3BpaTa nnartexen. YéeamTech, YTo npasuia NOAMNUCKN, €e OTMEHbI U BO3BPaTa NnnaTexen He
npoTMBOpEYaT AENCTBYIOWEMY 3aKOHOAATENbCTBY, a TakXXe 0653aTeNbHO COoobLanTe Nonb3oBaTeNsaM
060 BCEX U3MEHEHWSAX B TVX NpaBuax.



MNMporpamma camocTosaTenbHOM cepTuduKauum peknamMmHbix SDK B npunoxxeHusx
019 BCEN CEMbU

Kak onuncaHo B npasunax nporpammbl “MpunoxeHns ansg BCen cembu” , Npy pasMeLLeHnn pekiambl B
NPUNOXEHUN, NPefHa3HaYeHHOM TONIbKO Af19 feTeln, HeOBXOAMMO UCMONb30BaTb UCKTIOYNTENBHO
peknamHble SDK, KOTOpble MPOLLIM CaMOCTOSTENBHYIO cepTUdMKALMIO Ha COOTBETCTBME NpaBuUnam
Google Play, Bkntouas npuBefeHHble HUXKe TpeboBaHWs K cCaMOCTOSTeNbHOM cepTudmrkaLmm
peknamHbix SDK.

Ecnv npunoxeHne paccumTaHo Kak Ha BeTen, Tak U Ha B3POCHbIX, Bbl AOSXKHbI CAENATb Tak, YTOObI
OeTV BUAENM TONbKO Te 06bABNEHUNS, A9 KOTOPbIX MCMONb30Banuch peknamHbie SDK ¢
camocTosTenbHoM cepTudmkaumen. LobuUTbca 3TOro MOXHO, HanpUMep, C MOMOLLbIO HENTPaNbHOro
BO3pacTHOro epunbTpa.

Bbl 0693aHbl CneguTh 3a TEM, YTObBbl BCe MCNosb3yeMble Bamu Bepcumn SDK, B TOM uncne ¢
camocTosTenbHOM cepTudmKaLMen, COOTBETCTBOBANN LENCTBYIOWMNM NpaBuiaM, 3aKoOHaM U HOPMaM.
KomnaHua Google He penaeT HMKaknx 3asBNEHUA U HE [aeT rapaHTU OTHOCUTENbHO TOYHOCTHU
nHdopMaLMK, NPefoCcTaBneHHoM peknaMHbiMM SDK B npoLiecce caMoCcToAaTeNbHON cepTudUKaLmn.

CamocTosaTenbHas cepTudukaumna peknamHbix SDK B NprnoxeHnsx ons Bcen ceMbn obssatenbHa
TONbKO B TOM criyyae, ecnu 3t SDK ucnonbdytotcs gns nokasa peknambl eTsM. Bol HeceTe
OTBETCTBEHHOCTb 3a cofiepxaHue 06bsBNEHNI 1 CO0P CBEAEHNI COrMacHO NpaBuiaM B OTHOLWEHUN
NMonb30BaTENbCKMUX AAHHbIX W NMpaBuiaM nporpammbl “"MpunoxeHns ons Bcen cemMbmn”
CepTtudukauus He TpebyeTtcs:

+ [N nokasa cob6CcTBEHHON peknambl, korga SDK vcnonb3yeTca ang MepyaHpansmHra u
NepeKpPecTHOro NPOLABUXEHUS BALUMX NPUIIOXEHWI UK LPYroro Ballero MEAUAKOHTEHTa;

* 0719 NPAMbIX COENOK C pekiamogaTensamu, npu kotopbix SDK ncnonbayetca Tonbko Afis ynpasneHus
MHBEHTapEM.

Tpe6oBaHus K caMocTosATENbHON cepTudukauumn peknamuoix SDK B npunoxxeHusx gns sceu
ceMbu

« OnpepennTe NPU3HaKN HeXenaTenbHbiX OOBIBIEHNA U 3aNPETUTE UX B YCNOBUSX UNN NONUTUKE
peknamHoro SDK. OnpepeneHuns [omkHbl COOTBETCTBOBAaTb lNpaBunamM nporpammsl ans
pa3paboTumkoB npunoxeHuin B Google Play.

+ Bbibepute cnocob, ¢ NoOMoLLbIO KOTOPOro byaeTe npucBanBaTh 06bABNIEHNSM BO3PACTHbIE
orpaHuyeHus. Heo6XxoaMMOo HaCTPOUTb He MeHee ABYx kaTeropui: "Ons Bcex" u "[Ons B3pocnbix".
Bo3pacTHble orpaHUYeHns [OMKHbI MPUCBaNBATLCS MO TOMY Xe METOAY, KOTOPbIN UCNONb3yeTcs B
cepTudULMPOBaHHBIX peknaMHbix SDK Google.

+ PaspelwunTte napatensam sanpalmBaTtb Noka3 06bSBNEHNA, OPUEHTUPOBAHHbBIX Ha feTen (B
onpefeneHHbIX MPUIOXEHUSX UNN B KaXXA0M KOHKPETHOM cliyyae). Y6eanTech, YTO KOHTEHT B
06bABNEHUAX HE HapyLlaeT AeNCTByoLLee 3aKkOHOAATENbCTBO, HanpuMep 3akoH CLUIA O sawunte
NUYHbIX cBefeHun aeten B MHTepHeTe" (COPPA) 1 leHepanbHbiin pernameHT EC o 3awwuTe
nepcoHanbHbix faHHbIX (GDPR) . KpoMe Toro, B peknaMHbix SDK, KOTOpble NCMOSb3YOTCS B
pecypcax ons geTen, HeobXoAMMO OTKITIUMTb NEPCOHANN3MPOBAHHYIO pekiaMy, pekiaMy Ha
OCHOBE MHTEPECOB, a TakXXe PEMAaPKETUHT.

« OrpaHnybTe BblbOp n3paTenen opmataMu 06bIBNEHUNA, COOTBETCTBYIOWMMY NPaBUIam B
OTHOLWEHUW PEKSTaMbl U MOHETM3aLUM NPOrpammbl "TIPUNoXeHNs ANg BCEW CeMbU”  , a Takxe
TpeboBaHuaM nporpammel "OgobpeHo npenogasatensgMmmn”

« Ecnv pns nokasa peknambl 4ETSM UCNOMb3YETCS TEXHONOMNS Ha3HaYeHMs CTaBOK B peanbHOM
BpPeMeHU, ybenmTech, YTo Gpansbl 06bABNIEHNS NPOBEPEHDI, @ YYaCTHUKAM ayKLMOHa NPUCBanBatOTCS
WHAMKATOPbl KOHOUAEHLMANBHOCTU.

+ Yt0bbl NOATBEPAMUTL COOTBETCTBUE peknamHoro SDK npaeunam, npefoctaBsTe Google TecToByto
BEPCUIO MPUNTOXEHNS U BCE HEOBXOAMMble CBEAEHUS B crielmansHon opme . CBOEBPEMEHHO
OTBeYalrTe Ha nocregymoune 3anpockl MHGopMaLmn. Hanprmep, oTNpaBRsanTe faHHbIE O HOBbIX
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BEPCUSAX NMPUSIOXEHUS BMECTE C TECTOBbLIM NPUIOXEHUEM, YTO6bI MOATBEPXAATh COOTBETCTBUE
Bepcum peknamHoro SDK BceM TpeboBaHNUSM K CaMOCTOSITENBHOM cepTudrKaLmm.

« [poxopuTe caMoCToSATENbHYO cepTudurKaLmio , YTOObl MOATBEPXKAATL COOTBETCTBME HOBbIX
Bepcui MpaBunam Nporpammbl As paspaboTunkos npunoxenun B Google Play, B Tom uncne
npasuiam nporpammbl "MpunoxeHus ans Bcen cembm'.

lpumeyarne. PeknamHbie SDK ¢ caMOCTOSITENbHOM cepTUdUKaLmnes B MpUIOXEHNSX 47151 BCeU CeMbU
HEOb6X0AMMO UCIONIb30BATH A1 10Ka3a 0O BSBIEHUN B COOTBETCTBUN CO BCEMU 3aKOHAMU 1
ONIOXKEHNSIMU, CBSI3aHHBIMU C AETbMU U TOTEHLNATIbHO MPUMEHUMBIMU K AESTE/IbHOCTH U3[ATENEMN.

MogpobHee 0 BOASHbIX 3HAKaxX B KpeaTnBax U NPefoCTaBieHNM TECTOBOW BEPCUM MPUMNOXKEHNS
TpeboBaHus K nnatpopmMamM MeamnaLmm, NoKasbiBaloWUM PEKNaMy AeTIM:

- CnepyeT Ucnonb3oBaTh TONMbKO pekfiamHble SDK, npoluefiire caMoCToaTeNbHY0 cepTudmrkaLmio B
pamkax MporpamMmbl peknambl B MPUAOXKEHUSX 419 BCEN CEMbU, MU MPUHUMATL MEpHI,
rapaHTupyloLme, YTo BCe 06baBNeHNsa Ha nnatdopmax megualmmn 6yayT COOTBETCTBOBATb 3TUM
TpeboBaHMAM.

+ Heobxoaumo nepefaBaTth MHPOPMALUIO O PENTUHIE PEKITAMHOIO KOHTEHTAa 1 O TOM, YTO pecypc
npepHasHayeH ans geten.

M3yumTe cnmcok peknamHbix SDK, NpoLwepLmx caMoCTOSTENbHYO CePTUPMKALMIO B MPUNTOXKEHNSX A5
BCEW CeMbW, 1 KOHKPETHbIe Bepcun Takmx SDK

Ecnv Bbl 3HaeTe opraHU3aLm, XenatwlLe CaMoCToaTeNbHO cepTudnLMpoBaTh peknamHbie SDK, Bbl
MOXeTe OTNPaBuUTb UM GOpMy

HaHHble ona Google Play n npogsuxeHue

MeTogbl, KOTOPbIE Bbl NPUMEHSIETE ANs NPOABUXEHNS CBOETO NPUIOXEHUS, 3HAUMTENbHO BAUSIOT Ha
BocnpuaTue Google Play nocetutensamu. He UCNonb3ynTe HA3KOKAYECTBEHHYIO pekiaMy 1 cnam, a
TaKXe He 3aBblllanTe NonynsPHOCTb NPUNOXEHUS UCKYCCTBEHHO.

npO,EI,BI/I)KeHVIe NPUNJIOXKEHNA

3anpelyeHo ny6nmnkoBaTh NPUNOXKEHUS, MPSIMO UM KOCBEHHO CBSI3aHHbIE C METOLAMU NPOABUXEHUS,
KOTOpble BBOAAT B 3abMyXXAEHWE UMK MHBIM 06Pa30M MPUYMHSIOT BPeL, NoNb30BaTENSM, a Takxke
coobuiecTBy pa3paboTunkoB. CUMTAETCS, YTO METOLbI BBOAAT B 3abJy)XAEHUE Y MPUUNHSIIOT BPEL,
€Cnv OHW HapywatoT [paBuna NporpaMmsbl Afis pa3paboTymKoB.

BoT npumepbl Hanbonee pacnpocTpaHEeHHbIX HapyLIEHUN:

« Nokas peknambl, BBOASLLEN B 3a0My>XAEHNE , B MPUNOXEHUSX, HA CalTax 1 ApYrnx pecypcax.
Hanpumep, K HEM OTHOCATCSA O6BABNEHNS, MOXOXMNE HA CUCTEMHbIE YBEAOMIIEHMS.

« okas peknambl CEKCyasibHOro xapaktepa  AJis NepeHanpas/ieHns Nosib30BaTeNen Ha CTpaHuLy
npunoxenus B Google Play.

« MpopBUXEHNE 1 YCTAaHOBKA, B pe3ynbTaTe KOTOPbIX MPOMCXOANT NepeHanpaBfieHne nosb3oBaTenen
B Google Play nnun ckauvBaHue npunoxeHns 6e3 npenBapuUTenbHOro 3anpoca.

« MNpopBuXXEHME C MOMOLLbIO HeXenaTeNbHbIX SMS-paccCbinok.

+ OobaBreHve B NMs pa3paboTumka, Ha3BaHWE WU 3HAYOK NMPUIIOXKEHUS TEKCTA UM N306PaXEHNI CO
CBELEHUSAMMU O PENTUHIe nnm 06 ycnexe npunoxerus B Google Play, LeHamu u peknamon, a Takxe
MHdopMaLmen 06 y4acTumn B CyLLECTBYIOWMUX Nporpammax Google Play.

Bbl 06593aHbI cnegnTb 3a TEM, YTOObI 3TU npasuna CO6ﬂ}O,D.aJ'II/ICb B PEKJTaMHbIX CETAX, NAPTHEPCKNX
nporpamMmax un 0ODBbSABNEHUSIX, CBA3AHHbIX C BALLIUM NpUNoXeHnem.
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MeTapgaHHbIe

13 onncaHns NpunoXeHUs NoNb3oBaTENM Y3HAOT O €ro GYHKLUSX U HasHauYeHUN. Mbl 3anpellaem
ny6nMKoBaTb NPUMIOXEHUS C NOXHbIMUY, HEMPaBUIbHO OTPOPMATUPOBAHHBIMW, HELOCTATOUHbIMY,
HepeneBaHTHbIMU, USMIULLHUMK WU HEQOMYCTUMbIMU MeTafaHHbIMU. K METafaHHbIM, MOMUMO MPOYEro,
OTHOCSITCSl Ha3BaHWE M ONUCAHME NPUOXEHUS, Er0 3HAYOK, CKPUHLLOTbLI U PEKNaMHbIE M306paxeHus, a
TakXe Ha3BaHWe KOMMNaHnn-pa3paboTunka. OnncaHne NPUNOXEHNS JOSKHO BbITb MOHSTHBLIM U
rpaMoTHbIM. Mbl TakXXe 3anpeLiaem BKIOYaTb B ONUCAHNE OT3bIBbl MOJSIb30BaTENeN 6e3 ykasaHus
aBTOpa LMTaThI.

HasBaHWe 1 3HaYOK NMPUNTOXEHUS, a TakXXe Ha3BaHUE KOMMaHUN-pa3paboTymka No3BONSOT
nosib30BaTENSAM HAaXOAUTb MPOLYKT 1 y3HaBaTb O HEM. He cnepyeT 006aBnsTh B 3TU MeTafaHHbIe
CManInKK, 3MOL3M WY NOBTOPSIOLWMECS CreLmarnbHble CUMBOSIbI. He MCMONb3ynTe Npu HanMcaHmum
TONbKO 3arnaBHble ByKBbl, €C/IM 3TO He YacTb Ha3BaHUg Balwero 6peHaa. He pobasnganTe B 3Ha4YOK
NPUNOXEHNS CUMBOJTIbI, BBOAALME B 3abnyXaeHne, HanpuMep MHAUKATOP HOBOTO coobuieHus (npu
OTCYTCTBUM TAKNUX COOBLLEHWI) UM CUMBOJIbI CKAUYVMBAHWUS/YCTAHOBKM, ECNM MPUIOXEHNE HE CBA3aHO
CO CKauMBaHUEM KOHTEHTA. B Ha3BaHUK NPUIOXEHUS [OSIKHO 6bITh HE 6onee 30 cumBosoB. B
Ha3BaHMe 1 3HAYOK NMPUSIOXKEHUS, a TakKe B UMs pa3paboTumka Henb3s [o06aBNATb TEKCT Un
N306paxeHns Co CBEAEHUSIMU O PENTUHTe unn 06 ycnexe npunoxeHus B Google Play, LeHamu 1
peknamon, a Takxe ¢ uHbopmaLmern 06 yyacTum B CyLecTByoLmx nporpammax Google Play.

Kpome Toro, B cooTBeTCcTBUM C NpaBunammn Google Play pns paspaboTumkoB Mbl MOXEM 3aNpPOCUTb Y
BaC 1 Apyrue gaHHble.

BoT npumepbl Haubonee pacnpocTpaHEHHbIX HAPYLUEHUN:
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X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever
2) labradoodle

) poodle

) chihuahua

) akita

) pug

)

3
4
5
6
7) rottweiler

(D AHOHUMHbIE OT3bIBbI MONb30BATENEN.
(2) CpaBHeHWe NpUNoXeHun unn 6peHaos.
(3 Brioku CroB, a TakxXe BePTUKambHbIE UM FOPU30HTamNbHbIE CMIUCKM CIOB.
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Crane: travel PLANNER!!

* TravelCompany 7t ("7 )

UPDATE
NOW

(D Crosa, cocToslme TOMbKO 13 3arnaBHbIx 6ykB (He YacTb Ha3BaHMa GpeHaa).

(2 MocnenoBaTenbHOCTM CreLmanbHbIX CUMBOSIOB, HE UMEIOLLNE OTHOLIEHUS K MPUIOXEHNIO.
(3 OMopa3u, cMannukK (BKKOYas KAOMOL3M) U CreLmnanbHble CUMBOSbI.

() CumBONbI, BBOASLLME B 3aBMyXAEHME.

(® TekcT, BBOAALWMIA B 3a6nyXaeHME.

 /1306paxeHns Unm TeKCT C yKasaHWeM PENTMHra UK nokasaTenemn NpUnoXeHus, HanpuMep 3Haukm
Harpag nnu opasbl "Mpunoxenre roga”, "N2 1", "Jlyywee npunoxeHune Google Play 20XX r.",
"MonynapHoe" n 1. A.

It's Magic - #1 in magic games

Jackpot - Best Slot Machine

Rewards Game

O@
+ 1306paxeHns Unm TeKCT C ykasaHWEM LieHbl UK ¢ peknamMHon nHbopmaumnen, Hanpumep "Ckugka
10 %", "Kew6ak 500 py6nen”, "becnnaTtHo B Te4EHUE OrpPaHNYEHHOrO BpeMeHn" 1 1. g.

@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

-

Fish Pin- Free For Limited Time Only

Golden Slots Fever: Free 100




 N306paxeHns Unu TEKCT C yka3aHneM nporpamm Google Play, Hanpumep “"Boibop pegakuum®,
"HoBoe" n gpyrumx.

Build Roads - New Game

Robot Game - Editor's choice

BoT npuMepbl HegoONYCTUMOro TeKCTa, U306pakeHU U BUQEO Ha CTPaHULLE MPUNIOXEHUS:

* M1306paxeHns 1 BUREO CeKCyanbHOro xapaktepa. He ncnonb3ynte n3o6paxeHns rpyam, srogu,
FEHUTANUIA N NPOYME OTKPOBEHHBIE PUCYHKM 1 GOoTOrpadurm YenoBeyeckoro Tena.

+ HenpuvcTonHas nekcuka v opyrve peyesble KOHCTPYKL MK, HELONYCTUMbIE A1 LWMPOKON ayauTopuy,
B onvcaHum npunoxexus B Google Play.

« CueHbl HacWnWs Ha 3HaYKax NPUIOXEHWS, B PEKNAMHbIX M306paxXeHNUsX 1 BULEO.

+ N306paxeHne ynoTpebneHns HapKOTHUKOB, B TOM Yucie B 06pa30BaTENbHOM, AOKYMEHTANbHOM,

HayYHOM UJIN XY[,0XKECTBEHHOM KOHTEHTE. [laHHble Ha CTPAHULLE NMPUIIOXEHUS [OSIXKHbI MOAXOAUTb
LNs to6oM ayanuTopum.

BoT Heckonbko coBeToB:

« PacckaxuTte, nouyemy Balle NPUIOXEHNE OCOBEHHOE, YTO BbILENIAET Ero CPEeLM OCTASbHbIX U YEM OHO
MOXET MOHPABUTLCS NONb30BATENSAM.

+ Y6epnuTech, YTO Ha3BaHME 1 ONMCaHVe [alT TOYHOE NPeACTaBeHMEe O NPUIOXEHUN 1 ero
dyHKUMaX.

+ He ncnonbaynTte NOBTOPSAOWMECS UM HE CBA3aHHbIE C MPUNOXEHWUEM KIOUYEBbIE CIIOBA U CCbISIKM.

« Onuncanune NPUNOXeHNa AOKHO 6bITb NPOCTbIM N NOHATHbIM. KOpOTKVIe OMNMMnCaHung nerye YnTaTb,
0COBEHHO Ha YCTPOMCTBAX C HEBOMbLWUM 3KPaHOM. CIILIKOM AJIMHHBIN, HENPaBUNBHO
0oTGOPMATMPOBAHHBIN TEKCT, @ TakXe N1WHUe NoAPOBHOCTM U NOBTOPLI MOTYT HapyLwWwaTb Npasuna
Google Play.

+ He 3abbiBaliTe, YTO CTPaHML,a BALLErO MPUIIOXKEHNS [OSXXHA NOAXOAUTL ONS WMPOKOM ayauTopumn. He
ucnonb3yinte B Google Play 3anpelyeHHble n306paxeHus, BULEO N TEKCT.

OueHKH, OT3bIBbl U KONTMYECTBO YCTaHOBOK

Pa3paboTunkam 3anpeLieHo NpeanprHMMaTh NOMbITKA UCKYCCTBEHHO M3MEHUTb MO3ULMIO KaKoro-
nnbo npunoxexus B pentuHre Google Play, HanpuMep ¢ NOMOLLbO MOLIEHHUYECKMX YCTaHOBOK,
OMMAYEHHbIX UMK NIOXHbIX OLEHOK U OT3bIBOB. TakXXe B NPUNOXEHUUN HE pa3peLLeHO BO3HArpaXxaaTb
nonb3oBaTenen 3a YCTaHOBKY APYTUX MPUAOXEHWI (eCnv 3TO SBNSIETCS OCHOBHBIM Ha3HaYeHNEM
NPUNOXEHNS).

BoT npumepbl Haubonee pacnpocTpaHEHHbIX HAPYLUEHUN:

+ Mpocbbbl OLEHNUTL NPUNOXEHNE B OBMEH Ha MOOLPEHNE:
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= RescueRover Q 2

We'd love your feedback!

ok kK ok

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

@®B yBeOOMJTIEHUN NOJSIb30OBATENIO NpeanaraeTca CKMaka B O6MeH Ha BbICOKYO OLIEHKY.

« MoNbITKM N3MEHWTb NO3ULMIO NPUOXEHUS B penTuHre Google Play ¢ nomoLbto ¢anblumnBbiX OLEHOK,
BbICTaBJIdEMbIX OT NnLa nosib3oBaTenemn.

+ My6nukaums oT3bIBOB, KOTOPbIE COLEPXAT HELOMYCTUMbIN KOHTEHT, U NOBYXAEHNE K 3TOMY
nonb3oBaTenen. K TakoMy KOHTEHTY OTHOCSTCS, MOMUMO MpoYero, MHOPMaLLMs O mapTHepaX,
KYMOHaXx 1 UrpoBbiX KOLAX, afpeca 3NEeKTPOHHONM NOYTbI 1 CCbIIKU Ha BE6-CanTbl Uu apyrue
MPUNOXEHNS.
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& RescueRover Q
Alfie Chung 1]
Yk kK Kk 9/20/15 20
N
Found the perfect pup!

I've been looking for a long time for an app that
would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfie! We're glad you like the app
and love your new dog. |

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle 1)
Yk Kk A 10/12/15

©

Nice app
| like the appointment scheduling feature.

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM 0T3bIBE 3a pPeKiaMy NMPUNOXEHUS NOSIb30BaTENAM NPeanaraeTcs KyrnoH Co CKUAKOMN.

I You can spread the word about RescueRover and

Mo oueHKaM 1 O0T3biBaM MOXXHO NMOHSATb KAY€CTBO npunoxXxeHusa. I'Io:-)'romy OHM [OMKHbI 6bITh
YeCTHbIMU N OTpPaXaTb MHEHUA HacTOALWUX nonb3oBaTesier no Teme. BotT HECKONbKO COBETOB O
TOM, KaK OTBeYaTb Ha OT3biBbl MO/Ib30OBaTENEN.

+ He yknoHsanTecb 0T 06CyXAEHNS YNOMSHYTbIX MPOGNIEM U HE MPOCKTE MOBBICUTb OLLEHKY.

+ YkasblBanTe CnpaBoYHblIE PeCcypChl, HaNnpPUMep NPeLOoCTaBbTe afpPecC NEKTPOHHOM NOYTbI CIYXObI
nogaepxkun nnn URL cTpaHuubl € YacTO 3afaBaeMbiMU BONPOCaMM.

BospacTHble orpaHnyeHmns

CucTtema BO3pacTHbIX orpaHuyeHnii B Google Play cosgaHa gns Toro, 4tobbl pa3paboTyunky Mornm
coobLiaTb NONb30BATENAM, 47151 KAKON ayAUTOPUM NOAXOASAT NPUIIOXEHUS B UX cTpaHe. OHa BKJloYaeT
oduumanbHble kKaTeropumn MexayHapoaHON koanuuumn Bo3pacTHon knaccudukauum (IARC)
MpepcTtaButenbctsa IARC B OTAENbHbIX CTPaHax Npv onpefeneHnn BO3pacTHOM KaTEropun KOHTEHTa
B MPUSIOXEHNM CEefyOT COOTBETCTBYIOWMM PEKOMEHAaLMSM. 3anpeLleHa nybamkaLmns npunoxeHui
6€3 yKa3aHWN BO3PaCTHbIX OrPaHUYEHNI.

[ns yero Hy>KHbl BO3PAaCTHbIE OrpaHUYEHNS

BospacTHble orpaHUYeHns MOMOratoT KImeHTaM (0CO6EHHO POAUTENSIM) MOHSTb, ECTb NN B
NPUNOXEHUM MOTEHLMANBHO HEXENATENBHBIN A5 HUX KOHTEHT. OHM NO3BONSIOT 6/10KMPOBATb UK
bunbTpoBaTh KOHTEHT A5 OTAENbHbIX MOSIb30BaTENEN, a TakKe ONpefeneHHbIX CTPaH U PErMoHOB B
COOTBETCTBUM C 3aKOHOAATENbCTBOM. C MOMOLLbIO BO3PACTHBIX OFPaHUYEHNIN MOXHO OLEHUTb, €CTb NN
y NPUIIOXEHUS NPABO Y4acTBOBATb B CMeLMasbHbIX NporpaMmmax ajs pa3paboTynkos.

Kak npuceanBaroTCAd BO3PaCTHbI€ OrpaHn4YeHusa

YT06bI NONYYNTH BO3PACTHOE OrpaHNYeHne, HEOBXOAMMO 3anoNHUTL aHkeTy B Play Console . B Hel
HY>XHO NOAPOBHO ONMcaTb BECb KOHTEHT B NMPUIOXEHUN. Ha OCHOBE BalUMX OTBETOB HECKOJIbKO
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YNONMHOMOUYEHHbIX opraHmsaLlel NPUCBOAT NPUNOXEHUIO onpeaeneHHoe BO3pacTHOe OrpaHnyeHumne.
VickaxeHune GakToOB O KOHTEHTE MOXET MPUBECTU K YAANEHUIO U BIOKUPOBKE MPUNOXEHNS, NO3TOMY
BaXHO NPEeROCTaBUTb Kak MOXHO 6onee TOUYHY MHGopMaLMIO.

3anonHUTb aHKETY HYXXHO A8 KaX[0ro NPUNoXeHWs He3aBUCUMO OT faTbl Ny6nukaumm, uHaye emy
6yneT npucBoeH cTaTyc "bes knaccudukauun”. Takme npunoxeHus yaganaotcs ns Google Play.

Ecnv Bbl BHOCUTE B KOHTEHT UK GYHKLUN NPUNOXKEHUS NSMEHEHWS, KOTOPbIE BAUAIOT Ha OTBETHI B
aHKeTe, Bbl fOMKHbI 3anofiHUTb ee B Play Console ewwé pas.

YT106bl y3HATH 6ONblUe 06 OPraHM3aLMsX MO OLLEHKE KOHTEHTA U O TOM, KaK 3anofHUTb aHKETY,
nepengute B CnpaBoYHbIN LLEHTP

Kak ocnopuTb BO3pacTHOE OrpaHnyYeHne

Ecnu Bbl He cornacHbl C MPUCBOEHHbBIM OrpaHUYeHMeM, NoganTe anennaumnio Hanpsmyto B IARC. Ona
3TOro NepemnaunTe Mo CChiike B cepTudUKaTe, MoNyYeHHOM MO 3NIEKTPOHHOM MoYTe.

HoBocTu
HoOBOCTHOE NpUNOXeHME — 3TO NPUNOXEHME, AN KOTOPOro BEPHO OOHO U3 YTBEPXKAEHNN:

+ B Google Play Console paspaboTunk yka3san, YTo NpUIoXeH1e IBISETCS HOBOCTHbIM.

+ B Google Play npunoxeHue onybnnkoBaHo B kaTeropumn "HOBOCTU M XypHanbl”, U B €ro Ha3BaHuu,
3HayKe, ONMcaHUKN UM Ha3BaHUM pa3paboTymKa ecTb CNOBO "HOBOCTH".

MprMepbl NPUAOXEHNU B KaTeropumn "HOBOCTU 1 XypHanbl™:

+ MpunoxeHns, B ONUCaHUN KOTOPbLIX UCMOJSIb3YETCS CNOBO "HOBOCTU" UMM €ro BapuaHTbl, Hanpumep:
- HoBocTw.
+ HoBOCTHOE n3gaHue.
+ CpOuYHble HOBOCTW.
+ MecCTHble HOBOCTM.
» EXXegHeBHble HOBOCTH.

+ MpunoxeHus, B Ha3BaHMK, 3HAYKE NN Ha3BaHMM Pa3paboTumKka KOTOPbIX COLEPXKMNTCS CNOBO
"HoBOCTK".

MPUNOXEHNS, B KOTOPbIX MPEUMYLLECTBEHHO MYGINKYETCS NONb30BATENbCKUA KOHTEHT (HanpuMep,
coumarnbHbIe CeTK), He CUATAOTCA HOBOCTHBIMMU.

HoBOCTHblE npUNIoXeHn4, Tpe6leLLI,VIe Od)OpMJ'IeHVIFI noannCKn, AOMKHbI AaBaTb NONIb30BaTENAM
BO3MOXHOCTb O3HakKOMUTbCH C NpUMepPaMn KOHTEHTa nepen n0KynKoD|.

HoBoOCTHblE NPUNOXEHNA OOJDKHbI:

YkasbiBaTb MHPOPMaLMIO O BNafenbLax NPUNoXeHNs U UCTOYHMKOB HOBOCTHbIX CTaTen, BKoYas,
NMOMMMO MPOYEro, CBEAEHNA 06 OpPUrMHANbLHOM U3faTesnie UK aBTope Kaxgow cTaTbn. Ecnu ykasaTb
OTOENbHbIX aBTOPOB HEBO3MOXHO, OPUTMHANbHBIM U3AaTeNeM cTaTen AONIKHO CUMTAaTbCA HOBOCTHOE
npunoxeHune. O6paTUTE BHUMaHWE, YTO CChINIKN Ha aKKayHTbl B COLMANbHbIX CETAX HE SBNOTCS
LOCTaTOYHOWN MHPOpMaLMen 06 aBTope UK nsgaTene.

+ Ony6nnKoBaTb Ha CalTe UK B NPUIOXEHUN OTAENbHYIO CTPaHULY, KOTOpast ACHbIM 06pa3oM
0603HavYeHa Kak CTpaHuLa C KOHTaKTHOW MHdOopMaLMen, KOTOPYIO Nerko HanTu (Hanpumep, no
CCbINKE B HUXKHEN YaCTu rMaBHOW CTPaHMLbl MM Ha NaHenu HaBuraumm canTa) u Kotopas CoaepXuT
aKTyanbHYIO KOHTAKTHYIO MHGOPMALIMIO U3[aTeNs HOBOCTEN, BKIIlOUasi KOHTAKTHbIN agpec
9NEKTPOHHOM NOYTbI UK HoMep TenedoHa. ObpaTUTe BHUMAHMWE, YTO CCbIIKU HA akkayHTbl B
COLMATbHbIX CETAX He CUMTAOTCS LOCTAaTOYHON KOHTAKTHON MHOpMaLmen.

HoBOCTHbIE NPUNOXeHUa He OO0NIKHbI:
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* copepxaTb MaTepuarsbl C IBHbIMW FrpaMMaTUYecKnMmn n opdporpadpryecknmm owmbKamy;

+ copepXaTb TONbKO CTAaTUYECKMIM KOHTEHT (HanpuMep, MaTepuarbl, KOTopble He 06HOBASNNCE Gonee
Tpex MecsiLeBs);

* UMETb B KaYeCTBE OCHOBHOW LIENW NONyYeHWe AOXOAa OT PekfiaMbl UK MaPTHEPCKUA MAPKETHHT.
O6paTnTe BHUMaHWE, YTO HOBOCTHbIE MPUMOXEHUS MOryT UCTOSb30BaThb PeKnamy v apyrue bopmbl

MapKeTWHra AJis noNy4YeHust LOXO[a, €CNN OCHOBHOW LieNblo MPUTOXEHWS He SBNSIETCS peanvsaLms
NPOAYKTOB W YCNYT MW NONyYeHWe [OXOAa OT pPekambl.

HOBOCTHbIE NPUIOXEHMNS, KOTOPbIE arpermpytoT KOHTEHT U3 Pa3HbIX U3AaHWUI, [OJSIXKHbI SBHO yKasbiBaTb
NCTOYHUKN KOHTEHTa, Npn4em Ka)KJJ,bIIZ N3 HUX AO/KEH COOTBETCTBOBATb NpaBuiamM B OTHOLWEHNN
HOBOCTEMN.

Moppo6Hble CBEAEHMUS O TOM, KaK fyulle BCEro NpefoCcTaBUTb HE06X0AMMYK NHOPMALMIO, MOXHO
HaWTW B 3TOM CTaTbe

CnaMm, dYHKLMOHaNbHOCTb M yOo6CTBO 415 NONb30BaTeENEN

MPUNoXeHNs [OMKHbI COAepPXaTb MUHMMATbHbIN HaBOP GYHKLUNIA U KOHTEHTa 1 BblTb MHTEPECHbIMK
LN nosib3oBaTenen. ECAiv B MpUnoXeHnn NOCTOSHHO NPOMCXOAAT C60U, @ TakXKe eCnn OHO
6ecnonesHo UM CO3AaHO Afs PAcNpPOCTPaHeHWs cnama cpeau nonb3osatenen nubo B Google Play, To
ny6nmkoBaTb Takoe NPUIoXKEHNe He UMEET CMbIC/a.

Cnam

3anpelleHo ny6ramMKoBaTbh CKOMUPOBaHHBIE M HU3KOKAYECTBEHHbIE MPUNOXEHMS, a TakXXe NMPUIOXKEHUS,
pacnpoCTpaHaoLme crnam.

Cnam B coobueHusax

3anpelyeHo ny6nmMkoBaTb NPUNOXEHNS, KOTOPbIE OTMPABNAIOT OT UMeHU nonb3oBaTens SMS, nucbma u
Apyrve Buabl CoobLeHnin, He faBas Nonb30BaTESto0 BO3MOXHOCTU MPOBEPUTb COAEPXKAHNE U
nonyvarens.

BoT npuMep pacnpoCcTPaHEHHOro HapyLeHus:

« Mocne HaxaTus KHonkK "MogennTbCs” NPUNOXEHNE aBTOMATUYECKN OTNPaBASET COOBLEHNS OT
MMEHN Nonb3oBaTesis. Y nonb3oBaTens HET BO3MOXHOCTU NPOBEPUTbL TEKCT COOBLLEHNI 1 BbIBpaTh
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Big Bus Info

Sent messages L

Like this app?

[ : Petter Waugh 2vo8
Share it with your friends -

Congratulations, you have won a
free trial ..

Tanya Mayer 2108
Congratulations, you have won a
free trial...

Lisa Smith 103

Congratulations, you have won a
free trial...

Albert Brown 08
Congratulations, you have won a
free frial...

Jahir Swift :03

Congratulations, you have won a
free trial ..

Ronald Francis 08
Congratulations, you have won a
free frial...

CnaM c uenbio nepeHanpasnenns Tpaduka

3anpelyeHo nybamnkoBaTb NPUNOXEHWS, OCHOBHOW LLENbio KOTOPbIX SBNSETCS NpuBieyeHne Tpadumka Ha
Be6-canT 6e3 paspelleHnsa Bragenblia UM agMMHUCTPaTopa canTa.

Bort npumMmepbl Haubonee pacnpocTpaHeHHbIX Hapyl.ueHvuZ:

« MpUNOXeHMs, OCHOBHOM LIefblo KOTOPbIX ABASETCS NpUBeYeHue Tpadrka nepexonoB Ha Beb6-canT
NS fafbHENWEro noslyyeHns 6OHYCOB 3a KONIMYECTBO PErUCTPALMI UM NOKYMNOK Ha 3TOM BE6-
cante.

« [MpUNoXeHns, OCHOBHOM Liefblo KOTOPbIX ABASETCA NpusreveHne Tpaduka Ha Beb-canT 6e3
pa3peLieHus:
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Q. chromecast

16GB 8GB 64 GB 178 YouTube Netflix

Ads ®
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Q In store
Google Chromecast Google Chromecast Google -
- Charcoal - Stream - Charcoal (3rd Chromecas
from your device t... Generation) Model) Stre
$35.00 $35.00 $35.00
Google Store Target Best Buy
Free shipping (1) (¢

About @

Google - Chromecast (Latest
Model) Streaming Media Player - ...
(21,649)

Compare prices from 50+ stores
More style options

(@ 370 NpUnNoxeHve Ha3biBaeTca "BbirofHble ToBapbl y Tefa" v NpocTo nepeHanpasnseTt
nonb3oBatenen B Google Mokynku.

MoBTOPAKOWMACA KOHTEHT

3anpeLLeHo Ny6InMKoBaTb NPUNOXEHUS, KOTOPbIE MOMHOCTbLIO NOBTOPSIOT APYrMe NMPUNOXEHNS, YXKe
pa3mMeLLeHHble B Google Play. Kaxpoe npunoxXeHve LOMXHO NPefoCTaBNsaTb YHUKANbHbIA KOHTEHT Uin
ycnyry.

BoT npumepbl Haubonee pacnpocTpaHEHHbIX HAPYLUEHUN:

+ KonvpoBaHue KOHTEHTa U3 Apyrux NpunoxeHu 6e3 nepepaboTkm 1 [ONONHEHNN.

+ Co3paHne HeCKONMbKUX MPUIIOXEHNUI C O4EHb MOXOXNUMU GYHKLMUAMU, KOHTEHTOM U BO3MOXHOCTSMMU.
Ecnun 06beM KOHTEHTa B KaKOOM U3 TakuUX NMPUNOXEHNA HEBESTMK, BO3MOXHO, CrieayeT onybnukoBaTb
OLHO NPUNOXeHNE, 0ObeaNHSIOLEE BECh KOHTEHT.

serere

Paint Clouds Paint Clouds Paint Clouds Paint Clouds
on Monday on Tuesday on Wednesday on Thursday
XYZ Developer XYZ Developer XYZ Developer XYZ Developer

(DYHKLI,VIOHaJ'IbHOCTb, KOHTEHT 1 BO3MOXXHOCTM )18 Nofb3oBaTenen

MpunoxeHnsa JOMKHbI paboTaTh CTabWUbHO, GbITb afanTUBHLIMU U YOOOHbIMK NS NONb30BaTENEN, a
TakXe npepnaratb MHTEPeCHbIE BO3MOXHOCTU. B Google Play 3anpeLieHo nybnukoBaTte 6ecrnoneaHble
MOBUNbHbIE NPUNOXeHUs, NPUNOXeHns, KOTopble He coaepXXaT MHTEPECHOIo KOHTEHTa, HE UMEIOT
LLeHHOCTU AN19 NONb30BaTENEN UMW B KOTOPbIX MOCTOSIHHO MPOUCXOASAT cHom.

HepocTaTouHO PyHKLMIA U KOHTEHTA



3anpelyeHo nybamnkoBaTh NPUNOXKEHWS, B KOTOPbIX HEAOCTATOYHO QYHKLMIN U KOHTEHTA.

BoT npuMep pacnpoCcTPaHEHHOro HapyLEeHUs:

+ MpunoxeHus, B KOTOPbIX HAYETO HE MPOUCXOAUT, €CNM NONb30BaTESb HE 3a[1eNCTBYET BCTPOEHHbIE
byHKUMM (HanpuMep, cepBuChl A PaboTbl C TEKCTOBbIMY Unu PDF-darinamu).

+ MpunoxeHus, B KOTOPbIX OYEHb MaJIo KOHTEHTA U HET MHTEPECHbIX A8 NoNb30BaTeNs
BO3MOXHOCTEN (HanpuMep, eCTb TONbKO 04HM 06ou).

+ MpPUNOXeHUs, He BbIMOSHSAOLWMNE HUKAKUX GYHKLWI.

== Challenger O :

HepaboTaowme npunoxeHus

3anpeuiaeTca Ny6nMKoBaTh NPUIOXEHUS, KOTOPbIE [aloT CO0U, MPUHYLMTENBHO 3aKPbIBAKOTCS,
3aBM1CalOT UM paboTatoT C APYruMu ownbKamMu.

BoT npuMepbl Hanbonee pacnpoCTPaHEHHbIX HapyLeHU:

+ [MpunoxeHwne He yCcTaHaBnuBaeTca.



+ MpunoxeHne ycTaHaBNMBAETCS, HO HE OTKPbIBAETCS.

Loading... Unfortunately app has stopped.

. T
Report OK

. anIﬂO)KeHMFI, KOTOpbI€ 3arpy>xarTcs, HO He OTBe4aloT.

Photons isn't responding

Close app

Wait

Hpyrvne nporpamMmsl

Bce npunoxeHus, pacnpocTpaHsiemble yepesd Google Play, [omkHbl cOOTBETCTBOBATL TPeHOBaHUSAM B
OTHOLLEHWUM KOHTEHTa, KOTOpble pasMelleHbl B 3ToM LieHTpe npaeun gna paspaboTtunkos. OgHako
eCnu NPUIoXeHNe CO3AaHo AN 0cobeHHbIX GyHKLMIM Android, MOryT Cyw,ecTBOBaTb AOMNONHUTENbHbIE



ycnosus. O3HaKOMbTECh CO CMNCKOM HMXe. BO3MOXHO, Kakme-To U3 aTmnx npaBun OTHOCATCSH K BalleMy
NPUNOXEHUIO.

MpunoxeHua ona Android C MrHOBEHHbIM 3aryCKOM

MpunoxeHns gns Android ¢ MFHOBEHHbIM 3aMyCKOM LOMKHbI 6bITb YL0OHbIMM B UCMONb30BaHUK, @
Tak>e COOTBETCTBOBATb CTaHAapTaM KOHGUAEHUMANBHOCTM U 6e3onacHOCTU. YTobbl [o6UTLCA 3TOrO,
Mbl pa3paboTanu crnewymanbHble npasuna.

Pa3paboTunku, xenarwmne pacnpoctTpaHsaTb yepes Google Play npunoxenus gns Android ¢
MFHOBEHHbIM 3aMyCKOM, LOSXKHbl CObMoAaTh 3TU NpasBuia Hapsay C oCTanbHbIMK [paBuIaMu
nporpammbl 4sig pa3paboTunkoB.

NoeHTudumkaums

Ecnu npunoxeHne ¢ MrHOBEHHBIM 3aMyckoM MpegnonaraeT BXod B akkayHT, B HEro He0bXxogMmo
MHTerpupoBatb GpyHKLMo Smart Lock ang naponen

Moppepikka CCbINoK

Ecnv HeobxopMMo nepeHanpaBuTb NONb3OBAaTENS N3 OLHOIO MPUNOXEHWS B ApYroe, cnegyet
peanna3oBaTb Nepexof B MPUIOXKEHNE C MIHOBEHHbIM 3aMyCKOM (€CNN 3TO BO3MOXHO), a He
Mcnonb3oBaTb KOMMNoHeHT WebView

TexHU4Yeckune xapakTepUCTUKN

Mpu pa3paboTke NPUIOXEHNIN C MTHOBEHHbBIM 3aMyCKOM 0693aTenbHO COBMOpanTe TeEXHUYECKNe
TpeboBaHus Google, KOTOPbIE MOryT MEHATLCS BPEMS OT BPEMEHU, B TOM Uncrie TpeboBaHus,
nepeyvncreHHble B OTKPbITOM AOKYMEHTaLMM

MpepnoXxeHne yCTaHOBUTb MPUIOXEHUE

MpUNoXeHne ¢ MrHOBEHHbLIM 3amMyCKOM MOXeT npefnaratb YCTaHOBUTb NMPUOXEHWNE, HO 3TO He
LLOMMKHO BbITb €ro OCHOBHOW dyHKLMEN. Kpome Toro, foNxHbl cobnofaTtbes crneaytoume TpeboBaHns:

* Wcnonb3yeTcs ctaHpapTHbIM 3Havok Material Design "YcTaHOBUTL" M KHOMKA C HAAMMUCHIO
"YctaHoBUTL".

+ Mcnonb3yetcs He 6onee 2-3 CKPbITbIX NPEANOXEHNN YCTAaHOBUTbL NPUMNOXEHNE.

« MpennoxeHrne 06 yCTaHOBKE He NOXOXe Ha peknamy (HanpuMep, HeNb3s UCNoNb30BaTh OaHHEPDI).

[ononHuTenbHble CBEEHNS 1 YKa3aHng MOXXHO HaWTK B 3TOM CTaTbe

BHeceHne n3aMeHeHun B yCTPOUCTBO

MpUNoXeHne ¢ MrHOBEHHbIM 3aMyCKOM He [LO/MKHO BHOCUTb B YCTPONCTBO NOMb30BaTeSNd U3MEHEHUS,
KOTOPbIE COXPAHATCH OOJbliE, YeM paboTaeT camo NPUNoXeHue. HanpuMep, OHO He LOMXKHO MEHATb
060M UNM co3fhaBaTb BULXKET Ha rMaBHOM 3KpaHe.

BupumocTb paboTbl NpUoXeHus
MNonb3oBaTtenb [OJDKEH 3HaTb, YTO NPUNOXeHne C MrHOBEHHbLIM 3anyCKOM pa60TaeT. CKprBaTb d)aKT
pPaboTbl NPUIOXEHUS OT NMONb30BATENS HENb3S.

NpeHTndukaTopbl ycTponcTea

Y NPUNOXEHUS C MTHOBEHHbBIM 3aMyCKOM He JOMKHO 6blTb AOCTYNA K MAEHTUdUKATOPaM yCTPOUCTBA,
KOTOPbIE OCTAIOTCS NOCEe 3aBePLUEHWs PabOTbl MPUIOXEHUS, ECNIN NPY 3TOM NONb30BaTE b HE MOXET
CMEHUTb UX. Heckonbko NprMMepoB:
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+ Homep Build Serial;
+ MAC-appeca nobbix CETEBbIX NPOLLECCOPOB;
+ IMEI-xop v Homep IMSI.

MpUNoXeHNe MOXET NOyYnUTb JOCTYN K HOMEPY TenedoHa C paspeLleHns Nosib3oBaTens.
Pa3paboTumnk He [OMKEH MbITAaTbCA ONPEAENUTL JIMYHOCTb MONb30BATESNS C MOMOLLLIO TUX
NOEHTUOUKATOPOB UK APYTUX AaHHbIX.

CeTteBou Tpadpuk

CeTeBon Tpaduk BHYTPU NPUSIOKEHMS C MIHOBEHHbBIM 3aMyCKOM LOMKEH WNPPOBATLCS C MOMOLLbIO
npoTokona ctaHpapTa TLS, Hanpumep HTTPS.

MNpaBuna Android B oTHOLWIEHMU 3MOA3U

MpaBuna B OTHOLWEHMX 3MOA3W NMPU3BaHbl 06eCneyYnTb MHKMIO3MBHOE Y eauHO0Bpa3Hoe
B3aVMOAENCTBME MeXAY Nonb3oBaTensMu. B cBasun ¢ aTum Bce npunoxerus ansg Android 12 v Bbiwe
LLOJIXHbI NOAAEPXMBATL NOCNEAHIO Bepcuto amoaan Unicode

OHU y>e [OCTYMHbI B NMPUNOXEHUSX, UCMOJb3YHOLWNX SMOA3M MO YMONYaHUo, 6e3 Nonb3oBaTeNbCKON
peanu3auuu, Ha Android 12 1 Bbiwe.

MPUNOXeHNs ¢ NONb30BATENBCKUMU 3MOL3W, B TOM YNCIIE U3 CTOPOHHUX BUBMOTEK, LOMXKHbI
MOMHOCTbIO NMOAAEPXMNBaTL NocneaHto Bepcuto Unicode npu paboTe Ha Android 12 v Bbllwe B TeYeHUe
4 mecsLeB nocre Bbinycka HOBbIX amof3u Unicode.

MHCprKLI,I/IVI no nopaepxke CoBpeMEHHbIX aMO4 3K COAEePXaTCAa B pyKOBOACTBE

CeMbM

Google Play - aTo ynobHas nnatdopma, roe paspaboTymku MOryT Ny6InMKoBaTb MPUNOXEHUS OJ1s
nonb3oBaTenei Mobbix BO3PacToB. Mpexae YeM BKoUYaTb NPUNOXEHME B Nporpammy "MpunoxeHms
Ions Bcen cembn” unu fobasnsTte B Google Play npunoxeHue, Lenesomn ayauTopuen KoToporo
aBnalTCa fetu, ybeantech, YTo OHO AEVCTBUTENBHO NOAXOAUT ON1F AEeTEeN U COOTBETCTBYET
3aKOHOLATENbLCTBY.

B AkapgemMuu ons pa3paboTyMKOB MOXHO Y3HaTb O TPEBGOBAHUSX K MPUNOXEHUSIM ANg AeTen U
NpoBepKe Mo MHTEPaKTUBHOMY KOHTPOJIbHOMY CMUCKY.

MNpasuna nporpammbl Google Play “lMpunoxeHuns gnsa scen cembn”

Korga poauTeny BbIGUPAOT KOHTEHT AN CBOWUX AEeTEMN, OHU XOTST, YTOObl OH OblN1 KAUECTBEHHBIM U
6e3onacHbIM. Ha 3TOM CTpaHuLLEe pacckasaHo, Kakum TpeboBaHNAM [OSIKHbI COOTBETCTBOBATb
NPUNOXEeHUs, KOTOopble NpeaHa3HavYeHbl angd BCEW CEMbW NN TONMbKO onga p,eTe|7|.

MoHsTUE "[ETN" MOXET TPAKTOBATbCS NO-Pa3HOMY B 3aBUCMMOCTUN OT CTPaHbl U CUTyauun. Y1obel
Y3HaTb, Kakne BO3PaCTHbIE OrpaHNYeHnsa NPUMEHAOTCA K BalleMy NPUNOXEHUIO U Kakne
0693aTenbCTBa Bbl AOMKHbBI COBMIOAATL Kak ero pa3paboTymnk, NPOKOHCYNbTUPYUTECH C OPUCTOM. Bbl
3HaeTe CBOE MPUNOXEHME NyyLle BCeX, N TOMbKO OT Bac 3aBUCUT, ByaeT nu oHo 6e3onacHbIM Ans
neten.

Pa3paboTumnky MOTYT 3aMpPOCUTb OLEHKY MPUITOXEHWI, COOTBETCTBYIOLLMX NPaBuiaM NporpamMmbi
Google Play "MpunoxeHus ans Bcen ceMmbn”, ons y4actus B nporpamme "OgobpeHo
npenofaBaTeNiIMn”, HO Mbl HE FapaHTUPYEM, YTO OHU BydyT B HEE BKITIOYUEHDI.

TpebosaHus k npunoxxeHuto B Play Console

LeneBas ayanTopua U KOHTEHT
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Mepepn nybnukaumen NpUnoxXeHns He0H6xoaMMO BbibpaTh BO3PACTHYO rpynny B pasaene Lienesas
ayouTopus 1 KoHTeHT B Google Play Console. He3aBUCUMO OT TOro, Kakyto rpynmny Bbl YKaXeTe, Mbl
6YOeM yunTbIBaTb, ECTb NN B BALEM MPUIOXKEHUN N306PaXeHUs 1 pasbl, U3-3a KOTOPbIX NPUIOXKEHME
MOXHO CYECTb OPMEHTUPOBAHHbLIM Ha aeTen. KomaHaa Google Play octaBnset 3a cobon npaBo
MpPOBepPSATb NPEAOCTABNEHHYIO MHPOPMALIMIO O MPUMOXEHUU U ONPERENATb, TOYHO N BbiIbpaHa
LeneBas ayauTopus.

Heckonbko BO3pacTHbIX rPynn MOXHO Bbi6paTh TOMbLKO B TOM Clyyae, €CNU Bbl TOYHO YBEPEHbI, YTO
NPVNOXEHNE NOAXOAUT ANS BCEX HUX. HanpuMep, KOHTEHT A5 ManblWen U JOWKONbHUKOB [OSIXKEH
OTHOCUTbLCS TONbKO K KaTeropuu "Oo 5 net". Ecnu Bbl pa3paboTany NpunoXeHne ans yYeHUKos
onpeneneHHoro Knacca, Bblbepute Havbonee NOAXoasLWMn Bo3pacT. [pynnbl, BKAOYaoLWme n
B3POCIIbIX, U [EeTEeN, MOXHO YKa3biBaTb, TOIbKO €C/Y BaLle NPUSIOXEHNE AEUCTBUTENBHO

npenHa3Ha4yeHo nng BCex BO3pacToB.

O6HoBNeHus pa3pena "LieneBas ayauTopus U KOHTEHT"

Bbl MOXeTe B NtoH6oM MOMEHT M3MEHUTb MHbOPMaLNIo B pasfene "Lienesas ayanutopus n KOHTEHT" B
Google Play Console. YTobbl HOBble cBefeHUs nosBuUnncb B Google Play, He06Xx0aMMO BbINyCTUTb

obHOBNEHME OHaKO NPOBEPUTb NX Mbl MOXEM elé [0 Toro, Kak Bbl 3arpys3unte HOBYylO BEpCUto

NPUNOXEHNSA.

Ecnu Bbl UISMEHUNU LLENEBYIO ayAUTOPUIO, OGABUAN B MPUSTOXEHWUE PEKNAMY MMM MAATHbIA KOHTEHT,
Mbl HACTOSATENbHO PEKOMEHAYEM COOBLWMTL 06 3TOM NOMb30BaTENAM. [N 9TOr0 MOXHO UCMOMb30BaTb
pa3gen "YTo HoBoro" Ha cTpaHuue B Google Play nnu ysefomneHvs B CaMOM NPUIIOXKEHNN.

UckaxeHne ¢pakTos B Play Console

NckaxeHune dakToB 0 npunoxerun B Play Console, B ToM uncne B pasgene "LieneBas ayautopus u
KOHTEHT", MOXET NPUBECTU K YAANEHNIO UN BNOKUPOBKE NMPUIOXEHUS, MOSTOMY BaXHO NPefoCTaBnUTb
Kak MOXHO 6onee ToYHyto nHbopMaLuto.

TpeboBaHUs K NPUNOXEHUAM ANa geTeun

Ecnu B Bawy LeneByto ayAnTOPUIO BXOAST AETU, Bbl [OSKHbI BbINMOHATL NEPEUYNCIEHHBIE HUXE
TpeboBaHus. VX HeCOBMIOAEHVNE MOXET NMPUBECTY K YOANEHUIO UM BNOKMPOBKE MPUNOXEHMS.

1.

KOHTeHT npunoxeHus. [leTam LO/MKeH 6bITb JOCTYMNEH TONbKO NOAXOAALNIA NS HUX KOHTEHT. Ecnin
B MPUSIOXEHNN €CTb KOHTEHT, AOMYCTUMbIN HE BE3AE, OHO MOXET BbiTb 4OCTYMHO TOMbKO B PErNOHE,
rOe Takol KOHTEHT CUMTaeTCs NOAXOAAWMM ANna aeTen (orpaHnyYeHns no pernoHam).

. q)yHKI.WIVI npunoXxeHus. OCHOBHOW Lenbio NPpUNoOXeHna He OO0NKHa 6bITb OEeMOHCTpauna caunTa

yepes komnoHeHT WebView nnu npusnevyeHne Tpaduka Ha canT 6e3 paspelleHuns ero BnagenbLla
Unu agMUHKUCTpPaTopa.

. OTBeTbl Ha Bonpochl B Play Console. B Play Console He06X0g1MMO TOYHO OTBEYATb Ha BOMPOCHI O

NPUNOXEHUN, @ Tak)ke OBHOBNATbL NPELOCTABNEHHYIO MHPOPMALIMIO, ECIIN B HEM YTO-TO MEHSIETCS.
MommMo npouero, TpebyeTcs ykasbiBaTb [OCTOBEPHbIE AAHHbIE B pasaene "Lienesas aygutopus u
KOHTEHT", pasgerne 6e30nacHOCTN faHHbIX 1 aHkeTe IARC ans npucBOEHMs BO3PaCTHOMO
orpaHuyeHuns.

. PaboTa c gaHHbIMU. ECcnin Balle NpunoxeHne cobupaeT Kakyto-nnbo fnYHyto 1

KoHbMAEHLMaNbHYO MHPopMaLMIo AeTewn, B TOM yncne ¢ nomolybto APl 1 SDK, Bbl 0693aHbl

coobwmnTb 06 3TOM B iBHOWN dopMe. K KoHPMAaeHLManbHoM nHdopmMaLmMmn geTen OTHOCSATCS,

HanpuMep, yY4eTHble faHHble, AaHHbIE C MUKPOdOHA 1 KaMepbl, CBEEHMS Ha YCTPOWCTBE,

npeHtTuomkatop Android v gaHHble 06 MCNONb30BaHUM 06bABNEHMN. Takxe ybeauTecs, 4To

NPUNOXEHNE COOTBETCTBYET CllefyoL UM TpeboBaHNaM:

+ MpunoxeHuns, NpefHa3HaYeHHbIe TONbKO ANS feTel, He [OMKHbI NepefaBaTh PekiaMHbIv
noeHtudmkatop Android (AAID), cepuiiHbii Homep SIM-KapTbl, CepUHbIN HOMep cbopku, BSSID,
MAC-agpec, SSID, IMEI-kog n/unu Homep IMSI.

+ MpWnNoXeHns, e0UHCTBEHHON LLENEeBON ayaMTOPUEN KOTOPbIX ABAAIOTCA AETH, HE AOMKHbI
3anpawwusaTtb paspeleHne AD_ID npu ncnonb3osaHum Android API ypoBHs 33 1 Bbiwe.
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« MpunoxeHuns, NpegHa3HaYeHHbIe ANs LeTeN U B3POCTbIX, HE [OMKHbI NepefaBaTb PEKaMHbI
npeHTndukatop AAID, cepuinHbin Homep SIM-KapTbl, cepuiiHbIn HoMep cbopku, BSSID, MAC-
agpec, SSID, IMEI-kog w/vnun Homep IMSI, ecnu nonb3oBaTteNb pebeHoK Un ero Bo3pacT
HEeN3BECTEH.

+ Henb3sa 3anpalwmBaTb HoMep TenedoHa npu nomolm knacca TelephonyManager B Android API.

+ MpunoxeHus, NnpegHasHauYeHHbIEe TONIbKO 4S9 AETEN, He LOMKHbI 3anpalmBaTh JOCTYN K AaHHbIM
0 MECTONMONOXEHUN, a TakxXe cobupaTb, UCNONb30BaTh U NepefaBaTh MHPOPMaLMIO O TOYHOM
MECTOMOOXEHNN.

- [na 3anpoca nogknoyeHusa no Bluetooth Heobxopumo ncnonssosats CompanionDeviceManager
. MicknioueHne — npunoxexuns, npegHa3HadeHHble ToNbKo Ans Bepcuit OC, KoTopble He
NoAOepPXMNBAOT 3TOT Kiacc.

5. APl n SDK. Y6enutech, uto APl 1 SDK MCnonb3yoTcs B BaleM NPUIOXKEHUM HALNEXaLLMM
obpaszom.

+ MpunoxeHus, NpeaHa3HaYeHHble TONIbKO 4S8 AETEN, He BOMKHbI Mcnofib3oBaTb APl nnun SDK,
KOTOpble He Of06PEHDI A1 CEPBUCOB, PACCUYMTAHHbIX B OCHOBHOM Ha TaKyto LieneByto
ayanTopuio.

+ 3TO OTHOCUTCH B TOM umcne K API, UCNonb3ylowWwmm ans ayTeHTuduKaLuum n aBTopmusaumm
TexHonoruto OAuth, B yCnoBusx MCNOMb30BaHMS KOTOPbIX CKA3aHO, YTO OHW He 0f06peHbl ANs
CEepBUCOB, NPefHA3HAYEHHbIX AN19 OeTeN.

+ B npunoxeHusx, npegHasHauyeHHbIX NS AeTel 1 B3POCHbIX, HeNb3s ucnonb3osatb APl unu SDK,
KOTOpble He Of06PEHbI A1 CEPBUCOB, PACCUYMTAHHbIX HA AeTeN. ICKntoueHs BO3MOXHbI, €CNK
APl nnn SDK npuvMeHsItoTCa TONbKO MNOCHe HEMTPAasbHOro BO3PacTHOro GunsTpa Um ecnm npu nx
MCNONb30BaHWUM LaHHble feTeln He cobrpatoTcs. KpoMe Toro, Takue NpunoxeHus He [OSNKHbI
TpeboBaTb, YTOObI MONBL30BATENMN MOMYYanNM [OCTYN K KOHTEHTY yepe3 APl nnn SDK, He
0f0BpPEHHBIE A1 CEPBUCOB, KOTOPbIE NpefHa3HauYeHbl AN oeTen.

6. [lononHeHHas peanbHOCTb. ECNV B MPUOXEHMM UCMONb3YeTCa fOMNOSIHEHHAA peasibHOCTb, NpK
3anycke pPasfernos C Hel AOMKHO NOABAATLCA NPefynpexaeHne, CoaepXallee CremyoLLyto
nHbopmaumio:

+ HanoMuHaHMe 0 BaXXHOCTU POAUTENBCKOrO KOHTPOS.

+ HanoMuHaHue 06 onacHOCTN 06BEKTOB peanbHoro Mupa (Hanpumep, "ObpallainTe BHUMaHME Ha
npeaMeThbl U Nofen BOKpyr").

i D,J'Iﬂ MCcnonb3oBaHNA NPUNOXKEHNA HE OOJTXKHbI Tpe6OBaTb yCTpODICTBa, He peKkoMeHaoBaHHbIe OAngd
peten (Hanpumep, Daydream unu Oculus).

7. CoumanbHble NpUNoXeHus u GyHKLUU. ECnv Balle npunoxeHve nosBosnseT Nnonb30BaTeNsam
LENUTbCS UM OOMEHNBATLCA MHGOPMaLLMEN, Bbl AOMKHbI B TOYHOCTU ONUCATb 3TU GYHKLNUM B
aHkeTe A8 MPUCBOEHUS BO3PACTHOro orpaHuyeruns B Play Console.

+ CouwuanbHble NpuioxeHus. VIx OCHOBHas LeNlb — MPefoCTaBNsATb BO3SMOXHOCTb AeNMTbCS
KOHTEHTOM B CBOGOAHOM dpopMe nnm oblatbes ¢ 6onblnMmM rpynnamu nogen. Bo Bcex
CoLManbHbIX MPUNOXEHNSX, B LLENEBYIO ayAUTOPUIO KOTOPbIX BXOAAT AETH, Nepes
npenocTaBieHeM Nonb3oBaTeNsaM AOCTYNa K 06MeHy KOHTEHTOM unu nHbopmaumnen LOnXKHbI
NOKa3blBaTbCS HAMOMUHAHWS O TOM, KaK 3alUTUTb cebs B UHTEPHETE U K KaKMM pUCKaM B
peanbHOM MVpe MOXET MPWBECTW OHNaNH-B3anMoaencTame. KpoMe Toro, npexzae Yem no3sonatb
LeTsaM O6MEeHMBAaTLCS NIMYHOM MHPOPMaLMEN, Bbl fOSIXHbI TPEOOBaTb AENCTBUS CO CTOPOHbI
B3POCIIOro.

« CouwuanbHble dyHKLMUW. DTO Ntobble [ONONHUTENbHbIE YHKLMN NPUITOXEHUS, MO3BONFIOL e
LEenuTbCa KOHTEHTOM B cBOBOAHOM dpopMe mnm obaTbcs ¢ 6oblnMMK FpynnaMu nogen. Ecnu s
NPUOXEHNM €CTb coLmanbHble GYHKLUM 1 B €ro LENEBYIO ayaUTOPUIO BXOAAT OETH, nepes
npefocTaBneHNEM NONb30BATENSM [OCTYNa K 0OMEHY KOHTEHTOM U MHPOPMaLMen Bbl JOSXKHbI
MoKasblBaTb HAMOMUHAHUS O TOM, KaK 3aLlUTUTb CEGS B MHTEPHETE U K KaKUM PUCKaM B PeanbHOM
MUPE MOXET NPUBECTU OHNaMH-B3anMonencTane. Kpome Toro, B3pocsbiM HEOHXOANMO
NPeaoCTaBUTb BO3MOXHOCTb YNPaBNsTh HACTPOMKaMM CoLManbHbiX GyHKLMIA, B TOM yucre
BKJIOYATb M OTKJTHOYATb UX UNM BbIOMPATb Pa3nnyHble YPOBHU GYHKLMOHANBHOCTY A1s AETEN.
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HakoHeL, npexae yem BkouaTbh GYHKLMU, KOTOPbIE MO3BONSIOT AETAM 06MEHMBATLCS UYHON
nHpopmMaLMen, Bbl LOMKHbI TPE6OBaTb AENCTBUS CO CTOPOHbBI B3POCIIOrO.

+ [lns aTOro y Bac fOMKeH 6bITb MEXaHN3M, NMO3BONSIOWNIA YOEAUTLCS, YTO NONb30BaTESb HE
ABNAeTCS pebeHKOoM, 1 He NOBYXXAaoW M OeTEN HEBEPHO yKa3biBaTb CBOW BO3PACT, YTOObI
nony4yaTb JOCTYMN K pa3fenam, npegHasHauyeHHbIM 41 B3POCbIX (HanpuMep, Bbl MOXETE
3anpawwmsaTb PIN-Kof B3pocCnoro, naposb, AaTy poXAeHus, nogTBepXaeHue agpeca
3NEKTPOHHOM MOYTbI, YAOCTOBEPEHNE NMYHOCTU C poTorpadmen, JaHHble KPEeJUTHON KapTbl Un
HOMEp COLMabHOro CTPaxoBaHWs).

+ [leTv He [OMXHbl BXOAMTL B LIENIEBYIO ayQUTOPUIO COLMalbHbIX MPUIIOXEHWI, OCHOBHAA Liefb
KOTOPbIX — OBLLIEHNE C HE3HAKOMbIMM JIIOAbMU. OTO MOTYT BbITb YaT-PYNeTKM, NPUIOXEHWS ONs
CBUAAHWIN, BETCKNE OTKPbIThIE YAaT-KOMHAThI U T. .

8. CobniogeHne 3aKkoHopaTenbCcTBa. Balle NpunoXeHne 1 BCE BbI3bIBAEMbIE UM UCMOSNb3YEMbIE UM
API 1 SDK He gonxHbl HapylwaTb 3akoH CLUA O 3almnTe NMYHbIX CBELEHWUM OETEN B UHTEPHETE
(COPPA), leHepanbHbIv pernameHT EC 0 3awWwmTe nepcoHanbHbix AaHHbix  (GDPR), a Takxe gpyrue
LencTaylolne 3aKOHbI U NpaBuna.

BoT npuMepbl Hanbornee pacnpocTpPaHEHHbIX HapyLIEHUN:

anIJ'IO)KeHVIFl, KOTOpPbIE PEKNAaMUNPYIOTCA KakK Urpbl An4d IeTen, HO Ha camMoM fene NOAXOAAT TONbKO
Onsa B3POC/bIX.

MpunoxeHus, npumeHsowme te API, KOTopble NO CBOMM YCIIOBMSM UCMNOMNb30BaHWS 3anpeLleHbl Ans
OPWMEHTUPOBAHHbIX Ha fleTeln CepBUCOB.

MpUNoXeHHs, B KOTOPbIX ynoTpebneHve Tabaka, ankorons Uim 3anpeLieHHbIX BeLecTB
yNnoMMHaeTCs B NpuBnekaTenbHom popme.

A3apTHble UrPbl 1 UMUTUPYIOLLME X MPUTOXEHUS.

MpunoXxeHnsa, copepXaline CLeHbl HaCUINA U KPOBOMPONUTUS, a TakXe 4 PYroN LWOKMUPYOLWNiA
KOHTEHT, He NoAXoaawW M ons oeTen.

MpUNoXeHNs, NPefHasHauYEHHbIE 0719 3HAKOMCTB UMK coflepXKalime pekoMeHaaLmy 6padHoro unm
cekcyasibHOro xapaktepa.

MpUNoXeHus, CopepaLume CCbINKU Ha CanTbl, KOHTEHT KOTOPbIX HapyLlaeT MNpaBunia NporpamMmbi
Ans pa3paboTunkoB

MPUNOXeHNs, B KOTOPbLIX AETAM NOKasbiBaloT peksiaMy AN B3pocsbix (HanpuMep, CBA3aHHY C
HacuIMEM, a3apPTHBIMU UTPaMKU, KOHTEHTOM CEKCyaslbHOrO XxapakTepa).

Peknama n moHeTmn3auusa

Ecnu Bbl MoHeTU3MpYeTe B Google Play npunoxexue, npegHasHayeHHOE AN [eTelN, OHO JLOMKHO
COOTBETCTBOBATH NPVBEAEHHBIM HIXE TPEOOBAHNAM B OTHOLWEHUN PEKNaMbl 1 MOHETU3ALIUN.

AT TPebOBaHNS OTHOCATCS K 060N MOHETU3ALUN U PEKTAME BaLUMX U CTOPOHHMX MPUIOXEHUN,
nepekpecTHOMY NPOLBUXEHWIO, NMOKYMNKaM B MPUSIOXEHWUMN 1 LPYrOMY KOMMEPUYECKOMY KOHTEHTY
(HanpumMep, K NPOAaKT-MNeNCMEHTY). HUUTO N3 NEPEUNCIIEHHOrO TaKXe He JOMKHO HapyLlaTb
LeWCTBYIOLMNE 3aKOHbI U HOPMbI, B TOM YNCIIE KOPMNOPATUBHbIE 1 OTPACNEBBIE.

KomaHnpa Google Play ocTtaBnsieT 3a cobov NpaBo OTKIIOHSATb, YAANATb U GIOKMPOBATb NPUIIOXEHWS, B
KOTOPbIX CIIMLIKOM HacCTONYMBO NpeanaraeTcs niaTHbIN KOHTEHT.

TpeboBaHus K pekname

Ecnu B npunoxeHunn nosengeTcsd peknama gng geTen uam nonb3oBaTenen, Yen Bo3pacT HEM3BECTEH,
HeobxoanMo:

* MCMONb30BaTb A1 NOKasa pekfiaMbl ATUM fiMLaM ToNbKo peknamHble SDK, npoleglwve
CaMOCTOSITENbHYIO cepTudMKaLMIo B pamkax MporpaMmbl peknambl B MPUNOXEHNUSX LS BCEN CEMbY;

* WUCKIIOUMTb N9 Tak1x Nosb3oBaTenen peMapkeTuHr (peknamy, HanpaBneHHYIo Ha OTAENbHbIX
rosib30oBaTeNen 1 3aBUCSALLYIO OT UICTOPUM B3aUMOAENCTBUSA C CANTOM UM MPUNOXKEHNEM) 1
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peknamy Ha OCHOBE MHTEPECOB (peknamy, HanpaBEHHYO Ha OTAESbHbIX NOb30BaTENEN, Ube
noBefeHne B UHTEPHETE COOTBETCTBYET ONpPefeNieHHbIM XapakTepucTmkam);

+ y6EeauTbCA, UTO KOHTEHT B pekniaMe AJ/1a Takux Nofb3oBaTenet MOXHO NokasbiBaTb AETIM;

+ ybennTbCs, YTO peknama Ans Taknx nonb3oBaTenen CoOOTBETCTBYET TpeboBaHMsaM K dopmaTy
06baBIEHUI 0N BCEN CEMbY;

+ obecneynTb CobofEHNE AENCTBYIOLLErO 3aKOHOAATENBCTBA N OTPACNEBLIX CTaHAAPTOB,
KacaloLMxcs pekiaMbl ona aeTen.

TpeboBaHusa kK popmaTaM 06bSABNEHUN

PekfiamMa 1 cpefCcTBa MOHETM3aL MW B BalLEM NMPUIOXEHUN He JOMKHbI COQep>XXaTh BBOASLMNNA B
3ab6nyXaeHne KOHTEHT UK BbITb 0GOPMIEHHBIMU TakMM 06Pa30M, YTO 3TO MOXET MPUBECTM K
CNly4YalHbIM KJIMKaM CO CTOPOHbI HECOBEPLIEHHONETHNX NONb30BaTENEN.

Huxe nepeyncreHbl NpueMmbl, KOTOpbIe 3anpeLLeHO UCMONb30BaTb B MPUIOXKEHUSX, E4UHCTBEHHON
LleNIeBON ayAUTOPUEN KOTOPbIX ABNSIOTCS [ETU, @ TakXKe Npu Nokase peknambl LETAM UK iMLaMm
HEeN3BECTHOro BO3PacTa B MPUMOXEHUSIX, LLIeNIeBON ayAUTOPUEN KOTOPbIX SBMSIOTCS AeTW U L3

cTapluero Bo3pacTa.

Peknama n cpenctea MOHeETU3aL KN, KOTOPbIE NPepbIBAOT pa60Ty NPUNIOXeHN4, B TOM Yncne
3aHMMalOT BECb 3KPaH, HE NMO3BONAKT HOPMaJlbHO NCNOMb30BaTb NPUNOXEHNE N HE 3aKPbIiBalOTCH
SIBHbIM CNOCO60OM (HaanMep, NONMHO3KPaHHbIE obbaBNeHs, KOTOpPbI€ CNOXHO 38KprTb).

Peknama u cpeficTBa MOHETU3aL MK, KOTOPbIE MELAKT HOPMAaNIbHOMY UCMOIb30BAHMIO NPUIOXEHUS
unu Urpbl (B TOM yncne obbaBEHNS C BO3HArpaXaeHUeM 1 pa3peLleHHble NoNb30BaTeNeM
06BABNEHUNS) N KOTOPBIE HENb35 3aKPbITh YEPES NATb CEKYHA,

Peknama 1 CpeacTBa MOHETU3ALMM, KOTOPbIE HE MELLAIOT HOPManbHOW paboTe NPUNoXeHUs Unu
Urpbl, MOTYT HE 3aKpPbIBATbCS YePEe3 NATb CeKyHL, (Hanpumep, BUAEOKNM CO BCTPOEHHOW PEKTaMON).

MexcTpaHuyHas pekiama U CpefcTBa MOHETU3ALMN, KOTOPbIE MOSBASIOTCS Cpa3y nocrne 3anycka
NPUNOXEHNS.

Pa3MelleHme HECKOSbKMX OOBSBIEHNI Ha CTpaHuLe. Hanpumep, ooHOBPEMEHHDIN NoKa3 bonee
ofHOro 6aHHepa nnv BUAe00bbaBIEHWS 1 peknamHble 6aHHEepPbl, KOTOPbIE COQEPXAT HECKONbKO
NpeanoXeHnin B OGHOM MECTE PasMELLEHUS.

Peknama 1 cpefcTBa MOHETM3AL MK, KOTOPbIE CIIOXKHO OT/IMYNTb OT KOHTEHTA NMPUIIOXEHUS.
Hanpwumep, okHa Offerwall n gpyrue o6vasneHus c abdpekTom npucyTcTBuS.

Mcnonb3oBaHue WokoBoro addekTa Um TakTUK SMOLMOHANbHOrO MaHUMyNMPOBaHUS, YTOObI
NPOBOLMPOBAaTb NONb30BaTENEN HA MPOCMOTP OOBABAEHNIN UMW NMOKYMKY B NMPUNOXEHUN.
Beopswme B 3a65yXXaeHNE 0ObABIIEHNS, KOTOPbIE 3aCTaBAIOT NONb30BaTENd NEPEXOAUTb MO
CCbINIKaM C NMOMOLLbIO KHOMKM "3aKpbiTh", OTKPbIBaOLLEW Apyroe 06bsBNEHNE, UM BHE3AMHOTO
NOSIBNEHNS B TEX YaCTAX 9KPaHa, Ha KOTOPbIe NONb30BaTesb OBbIYHO HAXMMAET Ans JOCTyna K
LPYrUM GYHKUMUSM NPUNOXKEHMS.

OTCyTCTBME YETKOrO YKa3aHUs Ha Pasnnums MeXay BUPTYanbHON BaNtOTON U peasbHbIMU feHbramu
NPV NOKYNKax B NPUIOXEHUN.

BoT npuMepbl Hanbonee pacnpocTpaHEeHHbIX HapyLIEHUN:

+ Peknama 1 anemMeHTbl MOHETU3ALIMK, KOTOPbIE MEPEMELLAIOTCS MO 3KPaHy, YTOObI X HeNb3s Obino
3aKpbITh.

« Peknama v anemMeHTbl MOHETU3aLMN, KOTOpPbI€ HENb34 3aKPbITb Yepe3 NATb CEKYHO C MOMEHTa UX
nogaBneHuna:


https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads

FISH WORLE

Pick a fish to earn 100 stars
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+ Peknama v 3neMeHTbl MOHETU3aLUK, KOTOPbIE 3aHMMAIOT HOSIbLLYIO YAaCTb 3KPAHa Y KOTOPbIE TPYAHO
3aKpPbITb U3-3a OTCYTCTBUS CNeLManbHbIX KHOMOK.
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Peknama v anemeHThl MOHETU3aunn, KOTopble MOXHO NPUHATb 38 KOHTEHT NPUNTOXEHUS.
¥ 0 © .4 N 10:00

= Count the Droids

KHomnkK, 06bABNEHNS U UHbIE 3NIEMEHTHI MOHETU3aunn, peknammpyrowme gpyrme npoaykrbl B

Google Play 1 npn 3TOM HEOTANYNMbBIE OT KOHTEHTA MPUIIOXKEHUS.
i © ¥4 N 10:00

= Count the Droids

Mpumepbl 06bIBNEHUN, KOTOPbIE HENb3S NOKa3blBaTb AETAM:

HeponycTuMbI MynbTUMEAUNHBIA KOHTEHT. Pekiama cepuarnos, $punbMOB 1 My3blKasbHbIX
anbboMOB, He NpefHa3HaYEHHbIX ONs LeTEn.

HeponycTtumbie Bupgeounrpbl u ckaunsaemoe MO. Peknama BUAEOUTP 1 NPOrpamm, He
npefHa3HayYeHHbIX Ansa feTen.

3anpeLieHHble UK BpefHble BewecTBa. Peknama ankorons, Tabaka, HapKOTUYECKMX U
NMCUXOTPOMHBIX BELWECTB, a TakXXe NMobbIX APYr1x BeWecTs, KOTOpble MOryT NMPUHOCUTL Bpen
3[,0POBbIO.

A3apTHble Urpsbl. Peknama a3apTHbIX Urp, TOTANM3aTOPOB, a TakxKe NobbIX APYrNX LEHEXHbIX
COPEBHOBAHMI U KOHKYPCOB, B TOM YWCIIE TEX, e NONb30BaTENSM HE HYXXHO MNaTUTb, YTOOLI
MPUHATb yyacTue.

KOHTEHT gnda B3pocCbIX U MaTepuarnbl CEKCyalbHOro xapakTepa. Peknama c 3poTUYeCcKmM,
HENPUCTOMHbLIM COAEPXaHNEM 1 MaTepuanamm 4 B3pOCHbIX.

3HaKoMCTBa M OTHOLIEHUS. PeknaMa CanToB 3HaKOMCTB.

Hacunue. Peknama, copgepkalias OTKPOBEHHBIE CLLEHbl HACUIIS UNU ApYrue n3o06paxeHus,
Hemoaxoadwve ansa neten.

PeknamHble SDK

I'Ile Pa3MeLlleHn pekriaMbl B MPUNOXEeHNU, npeaHa3Ha4YeHHOM TONbKO N4 ,D,eTePI, HeO6XOﬂ,I/IMO

MCNONIb30BaTb UCKMKYNUTENBHO BEPCUN PEKTaMHbIX SDK, npowenlumne CaMoCToATENbHYIO


https://support.google.com/googleplay/android-developer/answer/9900633/

cepTudUKaLMIO B paMKax Hallel nporpammMbl . ECIIM NPUNOXeHWe pacCUMTaHO Kak Ha feTen, Tak 1
Ha B3POC/IbIX, Bbl AOMKHbI MPEAYCMOTPETL NPOBEPKY BO3pacTa NosfibaoBaTens (HanpuMep, C NoMOLLbio
HeNTpanbHOro BO3pacTHOro GbunsTpa ) 1 ybeamTbes, YTo AeTu ByayT BUAETb TONIbKO Te 06bABNEHMS,
LNsi KOTOPbIX MCMOMb30BaNMCh BEPCUM peknamHbix SDK, npolefwme caMoCTOATENbHYIO
cepTudukaumio B pamkax nporpammel Google Play.

MoppobHyo MHPopMaL Mo 06 3TUX TpeboBaHUSAX Bbl HAULETE Ha CTPaHULLE C NpaBunamm MporpaMmel
caMoCTosTeNbHOM cepTudumKaLmmn peknamHbix SDK B npunoxeHusix ons Bcev cembn . NocMoTpeTb
TEKYLUIA CMCOK BEPCUN pekniamHbix SDK, KOTOpble MPOLLIM CaMOCTOSTENbHYI0 cepTuduKaLmio,
MOXHO 3[eCb

Ecnu Bbl ncnonbsyete cepsuc AdMob, yTouHnTe nHdopmaumio no pabote ¢ HUM B CrpaBoyHOM
LeHTpe

Bbl LOMKHBI CaMOCTOATENBHO NPOBEPSTL, COOTBETCTBYET /I Balle NPUIOXEHME TPEBOBAHUAM K
pekname, NoKynkam B NPUIOXEHUN N KOMMEPYECKOMY KOHTEHTY. YTOUHUTE AENCTBYIOLWME NpaBuna y
CBOWX MOCTaBLMKOB peknamHbix SDK.

MNpaBsuna MNporpammbl camocTosTenbHon cepTudukaumm peknamHboix SDK B
NPVNOXEHUsX Asi BCeN CeMbM

Mbl XOTUM chenaTb ucnosnb3oBaHue nnatdopmel Google Play 6e3onacHbIM 19 feTen 1 Bcen cembu. B
YaCTHOCTHU, Mbl CTPEMUMCS 3aLUMLLATH NINYHbIE JaHHble HECOBEPLUEHHONIETHUX U NMOKa3biBaTb UM
TONbKO T€ OOBABIIEHMS], KOTOPbIE NPEAHA3HAYEHbI A5 X BO3PACTHOM rpynmbl. Mbl Tpebyem oT
paspaboTurkoB nnatdopm MeamaLmmn n peknaMHbix SDK caMocToaTeNbHO NOATBEPXKAATb, UTO UX
peLleHns NOAXOAsAT Ans AeTel U COOTBETCTBYIOT [paBuiam nporpaMmsl s paspaboTymkos
npunoxeHu B Google Play 1 npaBunam nporpammbl “MpunoxeHns ons Bcen cembn” , B TOM
yncne TpeboBaHMaM MporpaMmbl CaMOCTOSTENbHOW cepTudukauum peknamHbix SDK B npunoxeHunsx
019 BCEeN ceMbu

ATa nporpamMma nomoraeT pa3paboTymkam onpefensTb, kakue peknamHble SDK v nnatdopmel
MegmaLum NPoLWsv CaMOCTOATENbHYIO CEPTUDUKALMIO M MOTYT UCMOMb30BaTLCS B NMPUITOXKEHUSX,
pa3paboTaHHbIX CreLManbHO AN geTeu.

NckaxeHune dakToB o cBoem SDK, B TOM uMchie B 3asiBKE Ha y4acTMe , MOXET MPUBECTU K YOANEHUI0
SDK 13 MporpaMMbl CaMOCTOSITENBHON cepTudukaumm peknaMHbix SDK B NpUNoxeHusx os Bcen
ceMby 1nn ero 6rokMpoBKe, NO3TOMy ybeAnTeCh, YTO Bbl NPEROCTaBAsSETE TOUHYIO HOPMALMIO.

TpeboBaHus

SDK v nnatdopMbl Meguaunm, obcnyxmBatowme npunoXeHns, KOTopble y4acTBYIOT B NporpaMme "Ons
BCEN ceMbu", LOMKHbI OTBEYaTh NpaBuiam ans paspabotuymkos Google Play, B Tom uncne
npuBedeHHbIM Huxe. HecooTBeTCcTBME NOBOMY 13 TPEOOBAHMI MOXET NPMBECTU K yaaneHuto SDK unu
nnaTpopmbl MeamaLmm n3 MporpamMMbl CaMOCTOATENBHON cepTUdUKaLMM peksiaMHbix SDK B
NPUNOXEHUAX AN BCEN CEMbM UM BNOKMPOBKE JOCTYNa K 3TON NporpamMme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, UTObbI B Balwmx SDK 1 Ha nnatdopmax MeanaLmMmn BbiNOMHAINCH
yKa3aHHble TpeboBaHWs. O3HaKOMbTECH C [MpaBunamu NporpaMmsbl s paspaboTUyMKOB NPUIOXKEHUN B
Google Play, npaBunamu nporpammel "MpunoxeHusa gns Bcen cembm” n TpeboBaHmnamm Mporpammbl
camocTosTenbHOM cepTruduKkaumm peknamHbix SDK B MpUIOXEHUSX A BCEN CEMbM.

1. Cop,ep)KaHMe obbaBneHus. Ecnm Bawm o6baBneHns OOCTYNHbI OeTdaM, X copgep>xxaHme oosmkKHO
COOTBETCTBOBATb BO3PACTHbIM OrpaHU4YeHndaMm.

+ Bam Heobxopumo: 1) gaTb onpeneneHve HexenaTternbHbIM 06bABIEHUSIM 1 MOBEAEHUIO; 2)
3anpeTUTb KX B YCNTOBUSX UCMONb30BaHUS unu npasunax SDK nnv nnatdopmel. OnpenenexHus
LOJSIXHbI COOTBETCTBOBATb [1paBuiaM nporpammbl Ans pa3paboTunkos npunoxeHni B Google
Play.
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+ Obs3aTenbHO BbibepuTe cnocob, C MOMOLLLIO KOTOPOro Bbl ByAeTe NpUcBanBaTh OObABIEHNAM
BO3paCTHbIE OrpaHunyeHns. HeobxoanMo HacTPOUTb He MeHee LByX kaTeropuii: "[ns scex" u
"0ns B3pOChbIX". BO3pacTHbIe OrpaHMYeHns fOSKHbI MPUCBaMBaTbCS MO TOM Xe CUCTEME,
koTopyto Google npenocTtaBnseT noctaswmkam SDK nocre 3anofiHeHns cnewmnansHov Gopmbl

- Ecnu ons nokasa peknambl LETAM UCMONb3YETCH Ha3HAYeHNEe CTAaBOK B PeaibHOM BPEMEHM,
0693aTenbHO ybenmTech, YTO KpeaTuBbl MPOBEPEHbI 1 COOTBETCTBYIOT BCEM TPEHOBAHUSAM BhilLE.

« Y Bac Takxe JomkeH 6bITb cnocob B13yasnbHON MAEHTUOUKALUN KPeaTUBOB, KOTOPbIN
0603HaYaeT UX NPUHAZNEXHOCTb K BalleMY MHBEHTAPIO, HAaNpUMep BOASHOW 3HAaK C JIOroTUMNOM
BaLIEN KOMMAHWMN.

. ®opMaT 06bsiBNeHus. Heo6xoamMMo, UTo6bl BCe 0ObABNIEHUS, KOTOPbIE BUAHbI AETAM,
cooTBeTcTBOBaNM TpeboBaHuaM K dopmaTy 06bABNEHUI A9 BCEN CeMbW. Bbl foMKHbI 06ecneunTb
pa3paboTyrKaM BO3MOXHOCTb BbibUpaTh GopmaThl, OTBEYatoLWMe npasmnam nporpammel Google
Play "MpunoxeHns pns Bcen cembn™.

+ Peknama He fofmkHa cogepXaTb BBOASLLMIN B 3a6/1y)XAEHNE KOHTEHT UMW 3/1IEMEHTbI, KOTOPbIE
MOTYT NPUBECTM K CIyYalHbIM KJIMKaM CO CTOPOHbI HECOBEPLLEHHONETHUX Nofib3oBaTenen. Cioga
OTHOCATCS 06BABMIEHNS, KOTOPbIE 3aCTABNAIOT NONb30BATENIEN NEPEXOAUTL MO CChIfIKaM C
MOMOLLbIO KHOMKM "3aKpbITh", OTKPbIBAOLWEN ApYyroe 00bsBNEHNE, UM BHE3AMHOIO NOSBAEHMS B
TEX YacTsaX 9KpaHa, Ha KOTOpbIe NMOMb30BATENN OBObIYHO HAXMMAIOT AN LOCTYNa K APYrMm
YHKLMSAM NPUTOXKEHUS.

+ Heponyctuma n3bbiTouyHas peksiamMma, B TOM YUCNE SNEMEHTbI, KOTOPbIE 3aHUMAIOT BECb 9KPaH, He
MO3BONSAIOT HOPMasbHO UCMOJIb30BATb NPUNOXEHNE N HE 3aKPbIBAIOTCS SBHbIM CNOCO60M,
HanpuMep NONHO3KPaHHblE 06BABNEHNS, KOTOPbIE CNOXHO 3aKpPbIThb.

« [Ins 06bABNEHWUI, KOTOPbIE MELLAIOT HOPManbHOW PaboTe MPUNOXEHWUS UK UTPbl, HEOBXOLUMO
[06aBUTb BO3MOXHOCTb 3aKPbITb X Yepes 5 CekyHA,.

+ 3anpeLleHo pasMeLLEHNE HECKOSTbKUX 0BBbABNEHNI Ha CTPaHULEe. Hanprmep, OLHOBPEMEHHbIN
nokas 6onee ofHoro 6aHHepa UM BUAEO0OBSBEHUS U peklaMHble BaHHEPbI, KOTopble cogepXaTt
HECKOIbKO NMPEAJIOKEHNN B OGHOM MECTE pa3MeLLeHMs.

+ Peknama [OmKHa 9BHO OT/IMYATLCA OT KOHTEHTa npunoxeHua. OkHa Offerwall n o6basneHns ¢
3ddeKToM NpUCYTCTBUS, KOTOPbIE HECOBEPLIEHHONETHMI NONb30BaTE b HE NMOCUYUTAET PEKIaMON,
3anpeLLeHbI.

+ B 06bSBNEHUSAX HEMb3S UCNONb30BaTh WOKOBbLIN 3GPEKT UM TaKTUKU SMOLMOHANBHOrO
MaHUNyNnpoBaHU4g, yTObbI nposounpoBaTb nonb3oBaTenen Ha NPOCMOTP peKfiaMbl NN NOKYNKY B
MPUNOXEHNN.

. Pexnama Ha oCHOBe MHTEpPECOB uUnu pemapkeTuHr. Ob6g3aTenbHO yoeamTech, YTo 06bABNEHMS,
KOTOpblE BULHbI LETAM, HE OCHOBaHbI Ha UX MHTepecax (T. €. He HanpaBneHbl HA OTAENbHbIX
nonb3oBaTenNen, Ybe NoBeeHne B UHTEPHETE COOTBETCTBYET ONPEefeSIeHHbIM XapakTepucTmkam) u
He NMoKa3blBalOTCA C NCMNOJIbBOBAaHNEM peMaAPKETUHIa (T. €. He HanpaBneHbl Ha OTAENIbHbIX
nonb3oBaTenemn B 3aBUCUMOCTH OT UCTOPUM B3aUMOLENCTBUA C CANTOM UIIM NPUIOXEHNEM).

. PaboTa ¢ gaHHbIMU. Kak nocTaBwmk SDK, Bbl 0693aHbl 06bICHUTH NONb30BaTENSAM, KakuM 06pasom
byneTe obpabaTbiBaTb UX JaHHbIE, HanNpuMep cBefeHnsa ¢ ycTponcTe. Oba3aTenbHO CoobLnTe, Kak
n ans yero SDK 6ygeT ncrnonb3oBaTh M COBUPATh AaHHbIE, a TakXXe Nofy4YaTb U NPEeRoCTaBNAaTb K
HWUM gocTyn. MpUMeHATb MHPOPMaLMIO B LEENSX, O KOTOPbIX Bbl HE 3agBUN, 3aMpPeELLEHO. DTH
npasuna Google Play nononHsoT TpeboBaHWs OeNCTBYOWErO 3aKOHOAATENbCTBA O
KOHOUAEHLMANbHOCTY U 3aluMTe AaHHbIX. ECnu Bale npunoxeHne cobmpaeT Kakyro-nmbo NnyHyto 1
KoHbMAeHUManbHyo MHPopMaLMIo AeTel, Bbl 0653aHbl COOBWNTb 06 3TOM B aBHOM dpopme. K
KoHdUMAEHLManbHoM nHdopMaLmMmn geTemr, NOMMMO NPOYEro, OTHOCATCS YYETHbIE faHHbIE, aHHbIE C
MUKpPOodOHa N KaMepbl, CBELEHUS Ha yCcTponcTee, naeHTudumkatop Android n gaHHble 06
MNCMNONb30BaHUN OOBSBNIEHUN.

+ BaMm Heob6xoauMo paspellnTb pa3paboTymkaM 3anpalmnBaTh Nokas 06baBNEHUN,
OPUEHTUPOBAHHBIX Ha AeTen (B onpefeneHHbIX NPUAOXEHUIX UAN B KAXLOM KOHKPETHOM
cnyyae). Y6enuTech, YTO KOHTEHT B OObABIEHMSAX HE HapyLWaeT AeNcTByoLLee
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3aKOHOATENbCTBO, Hanpumep 3akoH CLUA "O 3aumTe NMYHbIX CBEAEHUIN eTEN B UHTEPHETE

(COPPA)  unleHepanbHbi pernameHT EC 0 3awmTe nepcoHasnbHbiX gaHHbIX (GDPR)

Kpome Toro, B pekrnamMHbix SDK, KOTopble NCMOMb3YOTCS Ha pecypcax A AeTew, Hy>XHO
OTKJTIOYUTb NEPCOHANTMINPOBAHHYIO PEKIaMy, OObSBIIEHNS HA OCHOBE MHTEPECOB U
pPEMapKETUHT.

- Ecnu pns nokasa peknambl LETIM UCMONb3YETCH Ha3HAYEHWE CTAaBOK B PeaNibHOM BPEMEHM,
ybeanTech, YTO y4aCTHMKAM ayKLMOHa NPMCBaVBaOTCS MHANKATOPbI KOHPUAEHLMANBHOCTH.

+ MpunoxeHns He [oMHbl nepefaBaTb AAID, cepuitHbin Homep SIM-kapTbl u cbopku, BSSID, MAC-
agpec, SSID, IMEI-kog 1 Homep IMSI, 3anpoLLeHHbIN Y AeTel 1 NoNb3oBaTeNen, Yen Bo3pacT
HEN3BeCTeH.

5. Mnatdopmbl Meaunauumum. Mpun nokase peknambl feTAM:

+ CrnepyeT NpUMEHSTb TONbKO peknamHble SDK, npolefluve caMocToaTeNbHYO cepTudukaLmio

ANng ncnonb3oBaHMA B NPUNTOXEHUAX ON4d BCeun CeéMbu, nnn NpuHMMaTb Mepbl 3alThI,
rapaHTUpyloLLMe, YTo BCe 0ObsBNEHNS Ha nnaTdopme Meguaumm 6ynyT COOTBETCTBOBATb 3THUM
TpeboBaHUAM.

+ Heobxopumo nepenaBaTbh MHPOPMALMIO O BO3PACTHbLIX OrPaHUYEHNIX AN PEKNAaMHOro KOHTEHTa
M O TOM, YTO Pecypc NpefHasHayeH gns neTen.

6. CaMocTosiTesnibHas cepTuduKkaums u CooTBeTCTBUE NpaBuaaM. Bbl OMKHbI TPefoCcTaBnUTb
Google Bce HeobxoaMMble CBELlEHMS, B YaCTHOCTN 0HO3HAYEHHbIE B CrieunanbHo dopme  , YTobbl
NMOATBEPANTL COOTBETCTBUE peknamMHoro SDK BceM TpeboBaHUSAM K CAMOCTOATENbHOM
cepTudukauum. MoMUMO NPOYEro, BaM HYXHO:

+ 006aBUTb OOKYMEHTbI Ha aHINIMNCKOM A3bIKE: YCIIOBUS UCMONb30BaHWS, NOMUTUKY
KOHPMAEHLMANbHOCTM 1 PyKOBOACTBO MO MHTEerpaummn Bawero SDK unun nnatdopMbl MeguaLlunm.

« MpenocTaBUTb TECTOBbIV BapUaHT MPUMOXEHNS C MOCNEAHEe Bepcuen peknamHoro SDK,

COoOTBeTCTBYOWEN TpeboBaHMUAM. Takoe NPUNoXeHNe AOMKHO NPeacTaBnaTs CO60M NONHOCTbLIO
cobpaHHbIn ncnonHsemolin APK-dbainn gna Android, ncnonbaytowwmnin Bce GyHKLMM YKa3aHHOrO
SDK. Heob6xop1Mo, 4To6bl TECTOBOE MPUSIOXKEHME:

6bI10 OTNPABAEHO HaM B BUAE MOSIHOCTbIO CObpaHHOro ncrnonHsemoro APK-danna gns
cmapTdoHos ¢ OC Android;

MCnoNb30Baso peknamHbli SDK nocnegHen BbinyLWeHHOM UK roTOBSILLENCS K BbINYCKY BEPCUU,
cooTBeTCTBYyOWNI Npasmnam Google Play;

3apencTBoBano Bce dyHKUMM peknamHoro SDK, B TOM Uncie oTnpaBky 3anpocoB Ans
Nony4YeHns 1 nokasa o6 bABNEHNI;

no 3anpocy NPEfOCTaBNSANO MOJHbIA LOCTYN KO BCEMY PEK/TAMHOMY MHBEHTAPIO, KOTOPbI
MoKa3biBaeTCs Nosib30BaTEN!O;

HEe OrpaHnYMBano AOCTYMN B 3aBUCUMOCTM OT MECTOMONOXEHWS;

MO3BONSNO ONPenensTb BO3PACT NONb30BaTENEN 1 NMOKa3blBaTb KPEATUBbI U3 UHBEHTAPS,
noaxoQsLero Afs KOHKPETHON BO3PACTHOM rpynmbl (€CNW Ball MHBEHTaPb NpefHa3HayYeH ans
nonb3oBaTene BCex BO3PacToB);

MoKa3biBano Bce 0ObABEHNS U3 BALLEro MHBEHTAPs (KOrAa HEMTParbHbI BO3PAcTHOW GUIbTP
OTKJTHOYEH).

7. Bbl 0693aHbI CBOEBPEMEHHO OTBEYaTb Ha nobble nocnepywouwme 3anpochl VIH(I)OpMaLI,VIVI n

CaMOCTOSTENIbHO CepTUOULMPOBATL  KaXAyH OTMPaBEHHYH BEPCUIO Ha COOTBETCTBUE
nocnegHum MpaBunam nNporpaMmsl 4ng paspaboTumkos npunoxeHui B Google Play, Bkntouas
TpPeboBaHUS K MPUITOXEHUSAM LSl BCEN CEMbY.

8. lOpupuyeckune TpeboBaHus. PeknamHble SDK, npoliefwmne caMoCcTOATENbHYIO cepTuduKaLmio ans
MNCMOJIb30BaHMS B NPUNOXEHNAX AN BCEN CEMbU, HEOBXOAUMO NPUMEHSATL AN Nokasa 06baBNeHNI
B COOTBETCTBMM CO BCEMM 3aKOHAMM M MOSMOXEHUSMM OTHOCUTENBHO AEeTen, KacaloWwmnMmcs
nspartenemn.

+ Bawwn SDK v nnatdopmbl MegMaLMM HE OOMKHbI HapylwaTb 3akoH CLUA O 3awmTe NnYHbIX
cBefeHuit fetelt B uHTepHeTe  (COPPA), MeHepanbHbi pernameHT EC 0 3alute nepcoHasibHbix
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naHHbix  (GDPR), a Takxe gpyrue OencTBytolmMe 3aKoHbl 1 NpaBuna.

MpumevaHue. MNMoHaTHe "geTn” MOXET TPakTOBaTbCA NO-Pa3HOMY B 3aBUCUMOCTW OT CTPaHbI U
cuTyauun. YTobbl y3HaTb, KaKMe BO3PACTHbIE OFPaHNYEHUS MPUMEHSIIOTCS K BaLlEMY NPUNOXEHUIO
1 Kakne obs3aTenbCcTBa Bbl fOSKHBI COBMIOAATh, MPOKOHCYNBTUPYNTECH C OPUCTOM. VIMEHHO
pa3paboTumky, 3HaOLWME CBOW NPOJYKTHI Nyylle BCEX, MOMOratoT HaM eNlaTb NPUNOXEHWS B
Google Play 6e3onacHbIMU sl BCEW CEMbU.

Bonee nopgpobHyo MHPopMaL Mo 0 TPebOBaHMSX Bbl HAMAETE Ha CTPaHULLE C NpaBunaMu Nporpammsl
CaMOCTOSTENbHOM cepTudMKaLMn peknamHbix SDK B NpUnoXeHUsX ons BCEN CEMbU.

KoHTponb 3a cobniogeHneM npasus

Jlyuwe naberatb HapyLWeHNn, Yem yCTpaHaTb UX. Ecnn xe npobrema yxe BO3HMKIA, Mbl XOTUM, YTOGbI
pa3paboTumKM NOHUMASM, KaK UCMPaBUTbL CBOU NPUTOXEHUS N MPUBECTU UX B COOTBETCTBME C HALWMMMU
npasunamu. MNpu 06Hapy>KEHUN HAPYLLEHUI UM BO3HUKHOBEHMMN BOMPOCOB O HAPYLWEHMM
cooblwmTe HaMm 06 3TOM.

Cdepa pencraeus npasun

3TW NpaBuUa pacnpocTpaHsaTCs Ha Nltobble MaTepurarnsl (BKNtoYaa peknamy 1 nosb3oBaTeNbCkui
KOHTEHT), KOTOpPbIE COAEPXUT UMK NoKasbiBaeT Balle NPUIOXEHWE IMBO Ha KOTOPbIe OHO CChiNaeTcs, a
TakXe Ha 0bLeoCTyMHY0 MHbOPMALMIO B BallEM akkayHTe pa3paboTunka Google Play (Bkntoyas
Balle MM U LieNIeBYIO CTPaHULy canTa).

3anpeleHo nybmMKoBaTb NPUNOXEHUS, KOTOPbIE NO3BOMISIOT YCTaHABNMBATb APYrMe NPUNOXEHUS.
Ecnv Bawm npunoxeHus obecneunsatoT SOCTYN K APYrUM NpUnoxXeHuam, urpam nnm Mo 6e3
YCTaHOBKU, B TOM Yncne K GyHKLUAM, NPefoCTaBNeHHbIM TPETbUMI NMLAMI, Bbl LOMKHbI
rapaHTNpPOBaTb, YTO BECb KOHTEHT, K KOTOPOMY NMPUNOXEHNH NPeaoCTaBNdloT AOCTYN, COOTBETCTBYET
npasunam Google Play. Takne npunoxeHns MoryT noaBepraTbCs [ONONHUTENBHOM NPOBEPKE Ha
cobntofeHve npasun.

B npaBunax ncnonb3yoTcs Te Xe TePMUHBbI, YTO 1 B CornalleHny o pacnpocTpaHeHn NporpaMMHbIX
npopykToB. Bale npunoxeHne 06g3aHO COOTBETCTBOBATL TPEOOBAHUAM NPaBUS 1 COrnalleHus, a
TaKXe UMETb PEUTUHI B COOTBETCTBMM C HALLEN CUCTEMOWN BO3PACTHbIX OrPaHUYEHN.

3anpelyeHo nybnmMkoBaTb NPUIOXEHUS, NOAPbIBAOLLME JOBEPHE NONb30BaTeNen K 9KOCUCTEME
Google Play. MNpuHumas pelweHne o nybnukauny npunoxeHnin B Google Play, Mbl yunTbiBaeM psag
¢bakTopoB, B TOM UnCne BEPOSTHOCTb BPELOHOCHOrO NOBEAEHUS UK 310ynoTpebneHns. BeposTHOCTb
310ynoTpebeHNs OLEHNBAETCS Ha OCHOBE PasfMYHbIX CBEAEHUN, BKNOYas UCTOPUIO HAPYLUEHUN,
Xanobbl Ha NPUIOXEHNe 1 pa3paboTunKa, OT3bIBbI NOSb30BATENEW, a TAakKe NCMOoNb30BaHNe
NonynsipHbIX 6PEHAOB, NEPCOHAXEN U APYrUX OOBEKTOB.

Kak aTo paboTaet

Google Play 3awmTa npoBepseT NPUIOXEHUS BO BPEMS YCTAHOBKM, @ TakXXe NepuopuYeckn CKaHnpyeT
Balle yCTponcTBO. Ecnn byneT o6Hapy>KeHO NOTEHLMANbHO ONACHOE NPUIIOXEHNE, CEPBUC:

« OTnpaBuT BaM yBefoMIeHNe. YTobbI 3alWUTUTL CBOE YCTPOMCTBO, HAXXMUTE Ha YBELOMIIEHNE U
BblbepuTe "Yoanutb".

+ 3abnokMpyeT NPUIIOXEHWE, ECIIN Bbl €70 HE yAanuTe.

« YpanuT npunoxeHue. Yalle BCero onacHble NpUIoXKeHNS YoanaioTCs aBToOMaTMyYecku, nocne Yyero
nogaBsndeTcd ysegomMneHume 06 3TOM.

3awwmTta ot BpegoHocHoro MO
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YT106bI 3aLWMLLATh BAC OT BPELOHOCHOIO CTOPOHHEro MO, MOLEHHUYECKNX CalTOB U APYruX Yrpos,
Google MOXeT nonyyaTb CBEAEHUS O:

+ CEeTEeBbIX MNOAKITIOYEHMSX Ballero yCTPONCTBa;
* MOTEHUManbHO onacHbiX URL;

* npunoxenusx n3 Google Play n CTOPOHHMX MCTOYHMKOB, YCTAHOBNIEHHbIX Ha BalLEM YCTPOMCTBE, a
Tak>Xe 06 onepaumnoHHON cucTeme.

Ecnu npunoxeHune nnu URL nokaxeTcs HaM NOQ03PUTESbHBIM, Bbl MONyunTe npegynpexmaeHune. Mol
ocTaBnsieM 3a coboi NpaBo 6NOKNPOBATL M yaansTb NpunoxeHns nnv URL, KOTOpble MOTYT HAHECTU
Bpepn YCTPOMCTBY, AaHHbIM UM NOMb30BaTENO.

Bbl MOXETE OTKIIIOUNTb HEKOTOPbIE GYHKLIMU 3aLLMTLI B HACTPOMKax yCTPOUCTBa, Ho Google no-
npexHeMy ByfeT nonyyaTb CBEAEHNS O MPUNOXEHNSX, YCTaHOBNEHHbIX Yepe3 Google Play.
MPUNOXeHNs 3 CTOPOHHMX UCTOYHMKOB BCE PABHO ByoyT NPOBEPSTLCS, XOTS MHGOPMALMS O HUX HE
byneT oTnpasnaTbcs B Google.

Kak pa60'ra|0'r onopeLlleHusa o HapyLeHUax KOH¢MneHL|MaJ1bHOCTM

Ecnu mbl yoanum 3 Google Play npunoxeHue, KoTopoe MOXET NosyyYnTb JOCTYN K BalIUM
nepcoHanbHbIM [aHHbIM, Bbl MONyYnTE YBEAOMIIEHNE 06 3TOM 1 CMOXETE YAANUTb NPUTOXEHME C
YyCTPOWCTBA.

KoHTponb 3a cobniogeHnem npasum

MpoBepsist KOHTEHT W aKKayHTbl Ha NPeAMET HapyLUEHVs 3aKOHOAATENbCTBA I HALIWX MPAaBUI, Mbl
NPUHMMAEM peLIeHME Ha OCHOBE pPasnnyHou nHbopmMauun. MoMMMO NPoYero, K HeM OTHOCATCS
MeTafaHHblE MPUNOXEHNS (HanpYMep, ero HasBaHWe 1 onucaHue), GyHKLUN NPUITOXEHUS 1
CTOPOHHWI KO, B HEM, CBefleHMs 06 akkayHTe (Hanpumep, UCTOPUS HapyLWeHWs MpaBui), pe3ynbTaTbl
HaLLMX NPOLUNbIX MPOBEPOK W1, ECNN NMPUMEHMMO, Apyras MHGOPMaLMs, NONyYEHHas Yepes MEXaHN3MbI
LNS OTNpaBKM Xanob. Bbl 0693aHbl y6eanTbes, UTo Mtoboin CTopoHHUI kopf (HanpuMep, SDK) B BaleM
MPUNOXEHUM Y OTHOCALLMECS K 3TOMY MPUTOXEHMIO NPOLECCHl 06PabOoTKN [AaHHbIX HA CTOPOHE
cospgaTens kofa COOTBETCTBYIOT BCeM [1paBunam nporpammbl Ans pa3paboTunKkoB NPUOXKEHNN B
Google Play.

Ecnv Balue NpunoxeHne UM akkayHT pa3paboTumnka HapylaeT Kkakve-nmbo Halu NpaBuna, Mbl
NMPUMEM COOTBETCTBYIOLLME MePbl, ONMNCaHHbIE HMXe. Mbl NpefocTaBUM BaM MHPOPMALMIO O CBOMX
LEVNCTBUAX MO SNEKTPOHHON NouTe, a Takxke CoobLMM, Kak NofaThb anenisuuio, eCiv Bbl CYMTAETe, YTO
npowv3oLuna owmbKa.

O6paTtuTe BHUMaHWE, YTO MPU yOaneHnn unv oTnpaBke NpenynpexaeHns MoryT ykasblBaTbCsl HE BCE
HapyLeHUs, 0OBHapy>KEHHbIE B BaLLlEM aKKayHTe, MPUTOXEHWUMN UMK KaTanore npunoxeHun.
Pa3paboTunku 06g3aHbl CaMy YCTPaHWUTb OCTanbHblE HAPYLLIEHUS U NPOBEPUTL CBON KOHTEHT Ha
COOTBETCTBME HALWUM npaBunam. ECniv Bbl He YCTPaHUTE HAPYLWEHUs B akKKayHTE U BCEX CBOUX
MPUNOXEHNUSX, Mbl MOXEM MPUHATbL JOMNOMHUTENbHbIE NPUHYAUTENbHbIE MEpPbI.

MOBTOPHbIE UM CEPbE3HbIE HAPYLUEHWS STUX MPaBUI (HanprYMep, MOLWEHHUYECTBO UMK pa3MeLLeHmne
BpepoHocHoro MO) unu HapyweHne CornalleHns o pacnpoCcTPaHeHU NPOrpPaMMHbIX MPOAYKTOB
npuBepeT K YAANEHUIO IMYHOTO akkayHTa Uiy CBS3aHHbIX C HUM akkayHTOB pa3paboTtunka Google Play.

MpuHyauTenbHble Mepbl

MpUHYQUTENIbHBIE MEPBI MOTYT UMETb Pa3Hble NOCNEACTBUS AN BALUMX MPUSIOXEHWI. 3a NPOBEPKY
MPUNOXEHUM 1 KOHTEHTA B HUX, BbISIBIEHWE W OLLEHKY MaTepranoB, KOTOPbIE HAPYLWAOT HalW NpaBmna
1 NPUYUHSIOT BPeL, Nonb3oBaTenNsaM, a Takxe akocucteme Google Play B uenom, B Google otBeyvatot
KakK nitlogn, Tak 1 aBTOMaTU3nNpPOBaHHbIE CUCTEMbI. I'Iocne,u,Hme Nno3BONIAOT HAM HaXoauTb 6onblue
HapylueHui 1 BeicTpee aHann3MpPoBaTh NOTeHUMasbHblE MPOGNIEMBI, YTO, B CBOIO 0Mepefb, MoMoraeT
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obecneunBaTtb 6e3onacHocTb Google Play. ABTOMaTU3MPOBAHHbIE CUCTEMbI MO0 YAANSIOT KOHTEHT,
HapyLaowWwmin npasuna, NMbo nepenaloT ero NOAroTOBMEHHbIM ONepaTopaM 1 aHanMTKaM, ecm
TpebyeTcs 6osniee TwaTensbHas NpoBepka UK NoHUMaHne KOHTeKCTa. Pe3ynbTaTbl MPOBEpPOK BPYyUHYIO
3aTeM UCMONb3YIOTCS AN YyULWEHNS MOLENIEN MALIMHHOIO 0ByJYeHu s,

Hu>xe npepAcTaBneHbl BO3MOXHbIE [eNCTBUS CO CTOPOHbI Google Play u ux noTeHumanbHble
NOCnNeacTBUS ANs BalIero npunoxXxeHus/akkayHTa paspaboTtunka Google Play.

DTN Mepbl NPUMEHSIOTCS KO BCEM PErvoHaM, eCnv He yka3aHo MHoe. Hanpumep, ecnuv Balle
NpUNoXeHne 3abI0KMPOBAHO, TO OHO BYAET HELOCTYMHO BO BCEX pernoHax. Ytobsl Mepbl nepectanu
LeNCcTBOBaTb, HY>XHO NoAaTb anefiaumMio U [OXAaTbCA ee ofobpeHns (ecnm He ykasaHo MHOoe).

OTKNOHEHMe

+ HoBoe npunoxeHue nnvu obHoBneHne He bypeT onybnunkoaHo B Google Play.

« Ecnv HoBas Bepcusa NpUoXeHna OTKIOHEHa, NpeablayLias yCcnewHo onybnMkoBaHHas BaMmy Bepcus
no-npexHemy bygeT poctynHa B Google Play.

* Bbl COXpaHnTe AOoCTyn K CTaTUCTUKEe, oueHkKaM N faHHbIM O Konn4yecTeBe YCTaHOBOK OTKNIOHEHHOIO
NPUNOXeHN4.

- PenyTauus Balwero akkayHTa paspaboTuvka Google Play He nocTpagaert.

MprMeyvaHne. He nbiTanTeChb ONy6/IMKOBaTb OTKIIOHEHHOE NMPUNOXEHNE 3aHOBO, NOKa He YCTPaHnTe
HapyLleHus.

YpaneHue

MpunoxeHwue, a Takxe BCe Npefblaylune ero Bepcum bynyT yoaneHsl u3 Google Play. Monb3oBatenu
6orblue He CMOryT ero ckavyaTb.

MockonbKy NpunoxeHue ByaeT yaaneHo, nofb3oBaTeny He CMOryT NPOCMaTpPUBaTh ero CTPaHuLy B
Google Play. HdopmaLus byneT BOCCTaHOBMEHA, €CNU Bbl 3arpy3nTe BEPCUIO, KOTopas
COOTBETCTBYET NpaBuam.

Monb3oBaTeny MOryT NOTEPSTb BO3MOXHOCTb AeNiaTh NMOKYNKWU B MPUMIOXEHUU U UCMONb30BaTb
Lpyrue nnatexHble GyHKLMK, NOKa HOBasi BEPCUS, OTBEYatoLLasl BCeM TpeboBaHusaM, He byaeT
opobpeHa Google Play.

YpaneHue He CKaXeTcs Ha penyTaLum BaWwero akkayHTa paspabotumka Google Play. OgHako ecnu
yOaneHn HECKOSbKO, akKayHT MOXET ObiTb 3a6/10KMPOBaH.

MpuMeyaHwue. He nbiTanTech onybnmkoBaTh yAaneHHoe NpeaioxXeHne 3aHOBO, NOKa He yCTpaHuTe
HapyLieHus.

Brnokuposka

« MpunoxeHue, a Takxe BCe npeplaywne ero sepcumn byayT yaaneHsl n3 Google Play. NMonb3osatenu
6onblle He CMOryT ero ckauyartb.

- K 6J'IOKI/IpOBKe MOryT NPMBECTU CEPbE3HbIE N CUCTEMATUYECKME HapPYLUEHNA NpaBuil, a TakXe
NOBTOPHbIE OTKNOHEHNA U yaaneHUa NPUnoXxeHus.

« MNonb3oBaTeny He CMOryT NPOCMAaTPUBATb CTPaHMLY 3a6110KMPOBaHHOMO NpunoxeHuns B Google Play.
+ Bbl 6onblue He cmoxeTe ucnosnb3oBatb APK n Habop App Bundle 3a610KMpOBaHHOMO NPUOXEHMS.

- [onb3oBartenu NnoTepdaroT BOBMOXHOCTb AenaTb NOKYNKW B NPUNTOXEHUN N UCNOMb30BaTb Apyrmne
nnaTexHole GYHKLMMN B HEM.

- BrnokupoBka paccMaTpuBaeTCs Kak NpepynpexaeHre, KOTOPOE CKasblBaeTCs Ha penyTaLmmn Ballero
akkayHTa pa3paboTtumka Google Play. Mocne Heckonbkux NPenynpexXaeHnn MMYHbIN akKayHT, a
TakKXe CBSI3aHHbIE C HMM aKkKayHTbl pa3paboTunka Google Play MoryT 6biTb yoaneHsi.

OrpaHquHMe BNONMOCTU



« BugumocTb Bawero npunoxeHus B Google Play 6yneT orpaHuyeHa. Mpu 3TOM OHO OCTaHEeTCS
LOCTYMHO MO MPSIMON CChISIKE Ha CTPaHMLYy npunoxeHuns B Google Play.

+ OrpaHuyeHune BUAMMOCTU He NOBAMSET Ha penyTaLmio Ballero akkayHTa paspabotunka Google Play.

« Monb3oBaTeny No-NpexHeMy CMOryT MPOCMaTPMBaTb CTPaHuLYy npunoxexus B Google Play.

OrpaHuuyeHue no permoHy

- Bawe npunoXeHmne JOCTYNHO TONbKO NONb30BaTENAM Google Play M3 onpepneneHHbIX permoHoB.
« OcTanbHble NPOCTO HE CMOryT €ro HanTW.

« Monb3oBaTenu, KOTopble paHee YCTaHOBUIN NMPUIOXEHWE, CMOrYT NMPOAOMKATb UCMOMNb30BaTh ero Ha
CBOEM YCTPOMCTBE, HO HE CKauyMBaTb OBHOBNEHMS.

+ OrpaHuyeHve No permoHy He BAMSET Ha penyTauuto Balero akkayHTa pa3pabotumka Google Play.

Hano>xeHue orpaHUYeHW Ha aKKayHT

+ HanoxwBs orpaHvyeHns Ha Ball akkayHT pa3paboTtunka, Mbl yaanum us Google Play Bce npunoxeHus
B BalleM KaTajiore 1 3anpeTtnm Bam I'Iy6J'II/IKOBaTb HOBbI€ UK CylleCcTBYloWME NPUNTOXEHUS. Y Bac
ocTaHeTcs pgocTyn k Play Console.

« Monb3oBaTeNn He CMOryT MPOCMATPUBATbL CTPaHMLbI YaaneHHbIx npunoxexHuin B Google Play 1 Baw
npodunb paspaboTunka.

« Monb3oBaTeny NOTEPSIOT BO3MOXHOCTb AenaTh MOKYMKW B MPUITOXEHUM 1 UCMONB30BaTb Apyrue
nnaTexHble GyHKLMN.

+ Bbl no-npexHeMy cMoxeTe ncnonb3oBaTtb Play Console, utobbl npepoctasnsats Google Play
LOMNOMHUTENBHYIO MHPOPMALMIO U U3MEHSATb JaHHble akkayHTa.

+ Bbl cMOXeTe 3aHOBO ONy6nMKOBaThb MPUITOXEHUS NMOCHE TOro, Kak YCTPaHUTE BCE HapyLUeHWs
npaswuil.

MpekpalwieHne nencTemnsa akkayHTa

Yroanue Ball akkayHT pa3paboTunka, Mbl Takxe ynanum us Google Play Bce npunoxeHus B Ballem
KaTanore u 3anpeTnM BaM Ny6InKOBaTb HOBbIE. Bce CBA3aHHble akkayHTbl pa3paboTunka byayT
3abnokmnpoBaHbl HaBcerga.

MoBTOpPHbIE BNIOKMPOBKM MUK BIOKUPOBKM, CBS3aHHBIE C CEPbE3HBIMU HAPYLLIEHUSAMM NPAaBWI1, MOTYT
NpUBECTM K yaaneHuto Balero akkayHTa Play Console.

MocKonbKy NPUOXEHUS, onybnMKoBaHHbIE Yepes 3TOT akkayHT, ByayT yaaneHsl, Nonb30BaTeNn He
CMOryT NpOCMaTpMBaTh X CTpaHuLbl B Google Play, a Takxe Baw npodunb paspaboTumka.

Monb3oBaTeny NOTEPSAOT BO3MOXHOCTb AenaTh MNOKYMKM B MPUIOXEHUM 1 UCMOMb30BaTb Apyrue
nnatexHsle GyHKUMN.

MpumeuaHwue. Ecniv Bbl nonpobyeTe co3paTh APYyrov akkayHT, OH Takxke byaeT 3abnokmpoBaH (6e3
BO3BpaTa PErncTpaLmoHHOro B3Hoca). He nbiTalTeCh PErnMcTpmMpoBaTh HOBblE akkayHTbl Play Console,
€Cnv OQMH U3 BalinX aKkayHTOB 3a6/10KMPOBaH.

Heucnon b3y€Mbl€ aKKayHTbI

Heuncnonb3yeMbiMn Ha3bIBAOTCSH akkayHTbl Pa3paboTumKoB, B KOTOPbIX HE HAbMIO[AETCA HUKAKOW
akTMBHOCTU. OHM He COOTBETCTBYIOT TpeboBaHmam CornalleHns 0 pacnpoCTpPaHeHUN NPOrpPamMMHbIX
NPOAYKTOB

AkkayHTbl paspaboTumnkos Google Play npepHa3HaueHbl 419 akTUBHOW Ny6nvKaumm 1 NogaepXKu
NPUNoXeHUn. YTobbl NPEAOTBPATUTL 3/10YNOTPEBIEHNE CEPBUCOM, Mbl 3aKPbIBAEM akKayHTbl, KOTOPbIE
He MCNONb3YTCS Ha NMOCTOSHHOW OCHOBE, HaNpUMep A8 Pa3MELLEHUS U OBHOBEHNS NMPUIOXEHNH,
NPOCMOTPa CTAaTUCTMKUN U yNpaBneHns gaHHeiMu ans Google Play.

3aKpbITE HEaKTUBHOIO akkayHTa O3Ha4YaeT, YTO OH CaM U BCe CBS3aHHbIE C HUM AaHHbIe YAansoTCs.
PerncTpaunoHHbI c6op He Bo3BpalLaeTcs. Mbl cOObLWMM BaM O 3aKpbITUM akkayHTa, NCMOMb3ys
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KOHTaKTHYIO MHPOPMaLMIO, KOTOPYHO Bbl 411 HEFO YKa3anu.

Ecnu B 6yayliem Bbl CHOBa 3ax0TUTe NybnunkoBaTb NpunoxeHus B Google Play, To nerko cmoxeTe
Cc0o34aTb HOBbIN aAKKayHT. O,D,HaKO 3aKprTbIDI aKKayHT, a TakXXe BCe CBA3aHHble C HUM NPUNOXEHNA U
[laHHble BOCCTAHOBWTb HE yaacTCs.

CoobLeHne 0 HapyLIeHVaX 1 ganbHenwne Mepbl

Mopayva anennauuu

Mbl BOCCTaHaBIMBaEM NMPUIOXEHWS, TOMIBKO €CNN OHM Bbiv yAAneHs! Mo OWKNBKe U He HapyLuanm
MpaBuna nporpamMmbl Ans pa3paboTynkos 1 ycnosus CornaweHuns o pacnpoCcTpaHEHUN NPOrPaMMHbIX
npofyKToB. ECNin Bbl BHUMATENIbHO 03HAKOMUIUCH C MPABUIAMK 1 CUMTAETE, YTO HaLlE PeLIEHNe MOTJIO
6bITb OLIMBOYHBIM, OBXKANYNTe €ro Ha 3TON CTPAHULLE, UNN CNERYS MHCTPYKLUAM, OTNPABNEHHbBIM BaM
Mo 3NIeKTPOHHOW MoYTe.

HononHuTenbHble pecypchbl

Ecnu kakve-To NPUHYAUTENbHbIE MEPbI B OTHOLIEHUW BALLErO NPUIOXEHNS NN OLEHKU/KOMMEHTapUn
nonb3oBaTeNeN BbI3bIBAIOT Y BAC BOMPOCHI, MONPOBYNTE HAUTU OTBETbI MO CCbhINIKAM HUXE UAN
CBSXXUTECH C HaMU Yepe3 CrpaBoYHbIi LeHTp. ObpaTnTe BHUMaHWE, YTO IOPUAMNYECKYIO MOMOLLb Mbl HE
oka3biBaeM. Ecrniv Takas MOMOLLb BaM HyXHa, 06paTUTECH K IOPUCTY.

« MpoBepka NPUNOXEHUN

+ Kak coobwwuTb 0 HapyLeHUM NpaBun

+ Kak obpatutbcsa B Google Play no noBoay yaaneHus npunoxeHus nnv 611oKMpoBKY akkayHTa
- MpepynpexgpeHus

+ Kak coobLuTb 0 HENPUEMIEMOM NMPUNTOXKEHUM UM KOMMEHTapUK

« Moe npunoxeHue 6bin0 yganeHo ns Google Play

« BrnokunpoBka akkayHTa paspaboTtunka Google Play

TpebosaHus k npunoxxeHuto B Play Console

[na 6e3onacHocTn akocucTeMbl Google Play Bce pa3paboTumkm LOMXKHbI BbINONHATL TpeboBaHus Play
Console. 310 xe KkacaeTcs Npoduner, CBA3aHHbIX C BallMM aKkayHTOM pa3paboTunka. MNpoBepeHHas
nHoopmaums byneT BuaHa B Google Play. 3To noMoXeT ykpenuTb foBepue nonb3oBaTenen K
pa3paboTumkam. MogpobHee O TOM, Kakue faHHble nokasbiBatoTcs B Google Play...

Bbl MOXeTe co30aTh IMYHbIV UM KOPMNOPATUBHbIM akkayHT paspaboTtumka Google Play. [1ns ycnewHown
perucTpauuv BolbepuTe BEPHbIN TUM akkayHTa pa3paboTurka U npongmTe HeobxoaMMble NPOBEPKU.

Bbl LOMKHBI CO3aaTb KOpI'IOpaTI/IBHbII;I aKKayHT, eCnu npenocTaBngeTe:

+ ®uHaHCOoBbIE NPOAYKTbI U YCNYTYW, HaNpuUMep CBsi3aHHbIe C 6aHKOBCKMMU OnepaLmnsaMu, Kpegutamu,
OUPXKEBOW TOProBneNn, MHBECTULMOHHBIMU GOHAAMM, NPOrPAMMHbBIMU KPUMTOKOLLESIbKaMu1 Un
KpPMNTOBaNOTHbIMK Bupxamu. NogpobHee o NpaBunax B OTHOWEHUN GUHAHCOBbIX YCAYT ...

« MpunoxeHus ans 300poBbs, HaNPUMEP MeAULMHCKUE NPUAOXEHUS 1 MPUNOXEHUS OIS
NCCNefoBaHMM ¢ yyacTvem nopen. NoapobHee 0 KaTeropusax NPUNoXeHUA Ans 30POoBbS...

+ MNpunoxeHus, KOTOpbIe MOTYT NCMOJb30BaThb knacc VpnService . MopgpobHee o npasunax B
OTHOLLEHUW NPUNOXEHUI, Ucnonbaytowmx VPN-cepBuch!...

« MNpunoxeHus rocyfapCTBEHHbIX OPraHOB, HanpuMep paspaboTaHHble FOCYAapPCTBEHHBIM
YUYpEXAEHNEM UIN NO Ero NOPYYEHMIO.

BbibpaB TUN akkayHTa, coenanTe cnegyolee:
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« MpepocTaBbTe TOUHbIE CBeAEHUS 06 akkayHTe pa3paboTumka, B TOM YMCNe YKa3aHHbIE HUXE
LaHHblE.

« MNonHoe uMs unu HasBaHWe n agpec.
« Homep DUNS |, ecnu akkayHT CO3[aH gns opraHmaaunu.
+ KOHTaKTHbIN agpec aNeKTPOHHON NoYTbl U HOMep TenedoHa.

+ ALpec aneKTPOHHOW NoYTbl U HOMep TenedpoHa paspaboTumka, BOCTyNHble B Google Play (ecnu
NPUMEHNMO).

« Cnocobbl onnaTbl (ECNN NPUMEHNMO).
- CBefeHus o nnatexHoM npodune Google, cBA3aHHOM C BalLMM akkayHTOM pa3paboTumka.

« Ecnu akkayHT co3faH afis opraHn3aumm, ybeamutech, YTo uHdopmaLmsa B HEM akTyanbHa U
COOTBETCTBYET [aHHbIM O KOMNaHuu B peructpe Dun & Bradstreet.

Mpexpae Yem OTNPaBAATb NPUIIOXEHWE Ha MPOBEPKY, cAeNnanTe cnegytoulee:

° npe,D,OCTaBbTe TOYHbIE N NMOJIHbIE CBEAEHNA O NPUNTOXEHUN N ero MeTafaHHbIe.

+ 3arpysuTe nonnTuky KOHOUAEHLMANbHOCTU NPUNOXEHUS N [OBaBbTE 0693aTEbHYIO MHDOPMaLNIO
B pa3fen 6e30nacHOCTU faHHbIX.

+ YKaXuTe aKTUBHbIA TECTOBbIM akkayHT, MHPOPMaLMIO ANs BXOAA B HEro U Apyrne CBeLeHus,
HeobxoaVMble ANs NPOBEPKU NMPUIIOXEHUS, HAMPUMEP YYETHbIE faHHble, QR-KOA U T. .

Y6epuTtech, UTO NpunoXeHne paboTaeT CTabunbHO U KOPPEKTHO, a Takxke NpeAcTaBnsSeT LEHHOCTb
Ins nonb3oBaTenen. Bce ero anemeHTbl, BKOYas peknaMHble CeTW, CEPBUCHI aHANUTUKN U CTOPOHHMWE
SDK, gomkHbl cOOTBETCTBOBATL [MpaBunam nporpamMmsl Ans paspaboTyrkos npunoxeHuin B Google
Play. Ecnu B LeneByto ayaMTOpUIO NPUIIOXEHNS BXOAAT AeTH, ybeanTech, 4TO OHO COOTBETCTBYET
npasmnam nporpammbl “"MpunoxeHns ons BCen cembu'.

He 3abbiBaiiTe, UTO Bbl 06513aHbI 03HAKOMUTLCS ¢ CornalleHemM o0 pacnpoCTpPaHeH NPOrpaMMHbIX
NpPoAyKToB U MpaBunamy Nporpammbl 4J1s pa3paboTyunkoB, a Takxke ybegnTbCs, YTO NPUNOXeHNe
OTBEYaeT BCEM TPeOOBaHUAM.

Developer Distribution Agreement

TpebyeTtcsa noMmoLb?
MonpobynTe cnepytoLlee:

CBs3aTbCs C HaMU
Pacckaxute o cBoen npobneme Hawmm COTPyAHMKaM
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