[paBunna nporpamMmbl gns pa3paboTumkos

WcnpaBneHo: ¢ 7 gekabps 2023 roga, ecniv He yka3aHo mHoe. B bornee paHHen Bepcun atoro PDF-
LOKyMeHTa bbina ykasaHa HeBepHas aaTa BCTynneHus B cuny (7 pekabps 2022 roga).

Cos3pagnm camMbiv HapEXHbIN MarasuH NPUIIOXXeHUN BMecTe

Balwm ngev v 0TBETCTBEHHOCTb — 3a10r Hawwero obuiero ycnexa. Mpasuna nporpamMmmbl s
pa3paboTumkoB v CornalueHne o pacnpoCcTpaHeHUM NPOrPaMMHbIX MPOLYKTOB NMOMOraloT HaM
CO3[aBaTb CaMble MHHOBALMOHHbIE U HAAEXHble NpuoxeHus Bonee YeM 4ns MURNMapaa
nonb3osaTenen Google Play. PekomeHayeM 03HaKOMUTBLCS C NPaBUIaMU HUXE.

3anpeL,eHHbIN KOHTEHT

Google Play ncnonb3aytoT ntogmn co Bcero mupa. Mpexae yem onybnnkoBaTb NpUnoxeHue, ybeantecs,
YTO OHO COOTBETCTBYET TPEOOBAHMSAM HALIEro CEPBMCA U 3aKOHAM CTPaHbl, B KOTOPOW Bbl €r0
pacnpocTpaHseTe.

HapyLwweHne npas pebeHka

Mbl HemepJieHHO yaansem us Google Play npunoxeHus, B KOTOPbIX NOJSIb30BATENAM pa3peLlaeTcs
CO3[aBaTh, 3arpyXaTb UM PacnpOCTPaHATb KOHTEHT, CBA3aHHbIN C aKCMJyaTaunen geten unm
XeCToknM obpalleHnem ¢ HUMK (BktoYas niobble MaTepuarbl, LEMOHCTPUpYOLWme
HEeCOBEPLLEHHOJIETHNX B CEKCYaNbHOM KOHTEKCTE). YTOObl COOBLLMTb O TaKOM KOHTEHTE B NMPOLAYKTE
Google, HaxmuTe MoxkanoBaTtbcsl . Ecnv Bbl 06HapyXuTe Nogo6HbIE MaTePUanbl Ha LPYrux pecypcax
B MHTEpPHETE, 06paTUTECH HAMPAMYIO B MECTHYIO NPaBO3aLLMTHYO OpraH13aLmio

Mbl He [OMyCKaeM UCMOMNb30BaHNE NPUNOXEHUI C LeSbio NOABEPrHyTh pebeHKka onacHoCTH. B
YaCTHOCTH, 3anpeLLeHa nponaraHAa SKCNNyaTaTopckoro NoBeAeHus, BKNoYas:

* He#onyCTUMble AeNCTBMA B OTHOLEHUN aeTen (Hanpumep, nacku Unuv ouwynbiBaHue);

+ COBpaLLEHNEe HECOBEPLIEHHONIETHUX, HaNpYMep 3HaKOMCTBO U 06LLEHNE C PEBEHKOM B MHTEPHETE C
LieNblo COBEpLIEHNS AENCTBUIN CEKCyanbHOro xapakTepa (oHNanH nnv opnanH) /unm obMeHa ¢ HUM
N306paxeHNIMIN CeKCyasnbHOrO XapakTepa;

+ Cekcyanusauus HECOBEPLIEHHONETHUX, HanNpUMep MaTepurarbl, EMOHCTPUPYIOLLME,
NPOBOLMPYIOLLME NN NOOLLPSIOLME CEKCYaNTbHOE HAaCcUne Hag AeTbMU, N n3obpaxeHne feten
TakuM 06pasoM, KOTOPbIV MOXET MOBeYb 3a COBOMN X CeKCYalbHYO KCMyaTaluio;

* WaHTaX pa3obnayeHnsaMmM NOMOBOM XM3HM (HanpuMep, yrposbl Ui WaHTax pebeHka Ha OCHOBe
peanbHOro UM MHUMOTO BOCTYMNa K ero UHTUMHbBIM poTorpaduam);

« TOproBng getbMu (HanpuMmep, NpurnaweHe 1 BoBnedYeHne pebeHka B 4eaTeNIbHOCTb, BedyLlyto K ero
LanbHenLWen KOMMEPYECKOW CEKCYyaslbHOM aKCnyaTaumm).

Mbl NpUMeM Bce HEOBXOAMMbIE Mepbl BMOTb 0 06palleHns B HaumoHanbHbIM LeHTp no 6opbbe ¢
akcnnyataymen n noxuueHvem geten (NCMEC), ecnmn Ham cTaHET MU3BECTHO O KOHTEHTE C
n306paxeHNeM HECOBEPLUEHHONETHMX B CEKCYyanbHOM KOHTeKCTe. Ecnn Bbl cumMTaeTe, 4Tto pebeHok B
OMacCHOCTU UMM eMY YTPOXaeT CeKCyaslbHOE HaCUIne Uam NoxXuLLeHme, HesaMeaIMTebHO 0bpaTuTech
B MECTHble NMPaBOOXPAHNTENbHbIE OPraHbl U CBAXUTECH C OpraH13aL el no 3almTe npas geTen

Kpome Toro, 3anpelueHbl MpUIoXeH1s, NpeaHasHaveHHble 4N AeTel, HO Coaepallne maTepuansl gnsa
B3POCHbIX, B TOM YKCTIE:

* MPUIOXEHUS CO CLIEHAMU HAaCUNS, N306PaeHUSIMU KPOBU U yBEUUI;

* MPUNIOXEHUS, KOTOPbIE AEMOHCTPUPYIOT UMM NOOLPSIOT ONaCHbIE UM MPUYMHSIOLWME BPen,
OencTBums.
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3anpeLueHbl NPUNoXeHNs, GopMUpytoLLMe HeraTUBHOE BoCcnpuaTme cebs n CoObCTBEHHOIO TeNa,
HanpuMep Te, KOTOpble M306paXxatoT B PasBeKaTeNbHbIX LENSX NAacTUYEeCKYO XUPYPruto, NoTepLo
BeCa N Apyrme KOCMeTMYeckne KoppekTUPOBKM BHELIHErO BUaa.

Henpuemnembin KOHTEHT

Mbl cTpemMumcs K ToMy, 4Tobbl B Google Play 6bino 6e30nacHo 1 KOMPOPTHO BCEM MOJSIb30BATENSAM.
Huxe nepevncneHbl BUabl KOHTEHTa, KOTOprI;I CcynTaeTcyd HeI'IO,D,06a}OLIJ,I/IM N MOXET NPUYNHUTD Ntoaam

Bpeq.

KoHTeHT CEeKCyalsibHOIro Xxapakrtepa un HeI'IpVICTOIhHaﬂ JIeKCunkKa

3anpelyeHo ny6nmMKoBaTh NPUITOXEHUS, COLepXalle UM NPOABUratoLLne MaTepuanbl HEMPUCTOMHOTO
WNKN CeKCyarbHOro XapakTepa (Hanpumep, NopHorpaduio) v 6o KOHTEHT WU YCIYTH,
npefHas3HauYeHHble Ans CeKCcyanbHOro yaoBneTBopeHus. KpoMe Toro, 3anpeLLeHbl NPUIOXEHUS 1
KOHTEHT, B KOTOPbIX PEKNTaMUPYIOTCS UIW NPefnaratoTcs CeKCyarbHble YCIyry, NPefoCcTaBnseMble 3a
BO3HarpaxgeHue. Takxe HefonyCTUMbI MPUIOXEHUS, KOTOPbIE COOepXaT Uv NPogBUratoT MaTepuarnsl,
CBsI3aHHbIE C 9KCMIyaTaTOPCKMM NMOBELEHNEM, UM PACTIPOCTPAHSIIOT UHTUMHbIA KOHTEHT,
onybnnkoBaHHbIN 6e3 pa3pelleHuns. Mbl MOXeM CoenaTb UCKIoYeHNe AN 06pa3oBaTenbHbIX,
XYL,OXECTBEHHbIX, LOKYMEHTANbHbIX M HAYYHbIX MaTEPUANOB, COAEPXKALLMX N306paxeHe OBHAXEHHON
HaTypbl, ECNK 3TO ONPaBAAHHO.

Ecnu npunoxeHue cogepXuTt MaTepurarnbl CEKCyanbHOro XxapakTepa, KOTOpble CYUTAKOTCS YMECTHbIMU B
onpeneneHHoM pernmoHe, OHO MOXeT 6bITb OOCTYNHO B 9TOM pernoHe, HO He B Apyrux.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HAPYLUEHUN:

N306paxkeHns, Ha KOTOPbIX MPUCYTCTBYIOT: OBHaXEHHbIE NIIOAN B CEKCYASIbHOM KOHTEKCTE M/MUnu
opeTble Henopobatole 4519 NOSBIEHNS Ha NybnnKe; HENMPUCTOMHbIE MO3bl, TPUYEM NOAN, UX
NPYHUMaloLWME, NOYTU UM MONHOCTLIO Pa3feThl MO0 UX N306PaXEHME PA3MBbITO.

l/1306pa>KeHm|, aHMaUnn n UNNICTpaunn, cogepxxalime cekCyanbHble CUEeHbl U Bbi3blBaloW e NO3bl
nnu npepctasngdrouimne otTaesibHble YaCcTu TeNna B CEKCyallbHOM KOHTEKCTE.

.

KOHTEHT, KOTOPbIN COOEPXKNT N306PaKeHNE CeKC-UrpyLIEK Unn GeTULEN, SIBNSETCS PYKOBOLCTBOM
MO CEeKCY Ui CBA3aH C HE3aKOHHbBIMU CEKCYallbHbIMU NPaKTUKaMMU.

KOHTEHT, coflepyXalLlLi HENMPUCTOMHYIO TIEKCKKY, B TOM YMCIe OCKOPOUTESbHbIE BbIPAXEHUS,
OTKPOBEHHbIE TEKCTbI U KIIOUYEBbIE CNIOBA, CBA3aHHbIE C CEKCOM WM TEMaMU A1 B3POCTbIX.
Mopo6HBIN KOHTEHT TakXe 3anpeLLleH Ha CTpaHuLax npunoxeHunn B Google Play.

KOHTEHT, onucbiBatoLWMI, M306paXXatoLmin UK NOOLLPSAIOLLMI 300U,

MpUNoXeHwWs, NPOLBUraloLLME CEKCYaSIbHbIE Pa3BIEYEHNS, SCKOPT UK Apyrue GopMbl CEKCYasbHbIX
yCcnyr, KOTopble MPEROCTaBNSIOTCS 3@ BO3HArpaxaeHue, B TOM YMCre CEPBUCHI, COCOBCTBYOLWME
3HAKOMCTBAM WM OOrOBOPEHHOCTSM O CBUAAHUSX, FOe OAMH U3 YY4aCTHUKOB NpepJiaraeT Lpyromy
LEeHbrK, NofapKu NN GUHAHCOBYIO NOAAEPXKKY.

MpPUNOXeHWs, B KOTOPbIX NOAEN YHUXKAIOT UK pacCcMaTPUBALOT Kak CeKCyaslbHbl 06beKT.
Hanpumep, clofa OTHOCATCS YTBEPXAEHMS, YTO NMPUNOXEHME MOXET BUPTYaSlbHO pasfeBaTh Nofen
NNV NOKa3bIiBaTb TO, YTO CKPLITO MOA, OAEXA0M (faXxe B KauecTBe WyTOK U PO3bIrpbILLEN).

KOHTEHT 1Unn [encTBums, CBA3aHHbIE C YrpO3aMu UNK IKCMyaTalen CekcyanbHOro xapakTepa,
BKJIIOYas GOTOCHEMKY 6e3 pa3peLueHus, 3an1cb BUAEO U GoTorpadrpoBaHme CKPbITOM KaMepOoW,
N306paxeHns CcekcyasbHOro xapakTepa, Co3faHHble 6e3 paspeLleHns B Buae aundenika unm ¢
MOMOLLbIO aHANOTUYHbIX TEXHOMOIMM, @ TakXXe 0CKOPBUTENbHbIE MaTEPUAbI.

,D,MCKpI/IMMHa LUMNOHHbI€ BblCKa3biBaHUA

3anpeLleHo nybnnkoBaTb NPUNOXEHUS, MPONaraHaMpPYyoLWmMe Hacunme nn Pasxnralolmne HeHaBnCTb K
KaKMM-nnMbo NMLaM 1 CoLMasbHbIM FpyrnaM Ha MOYBE PACOBOM, STHUYECKOW UM HALMOHANbHOM
NPVHaANEXHOCTHW, BEPOUCTIOBELAHNS, MHBANMOHOCTW, BO3PacTa, CTaTyca BeTepaHa, CekcyanbHom



opueHTauun, nona, FEH,D,epHOPI NMOEHTUYHOCTU, KaCTbl, UMMUTPALUMOHHOIO CTaTyCa U apyrmnx
NPU3HAKOB, CBA3aHHbIX C cUCTEMaTUYECKOMN JJ,VICKpVIMVIHaLI,I/IePI nnn MaprMHanmaaumeﬁl.

MpunoxeHus, cogepxalyne obpasoBaTenbHble, XyA0XKECTBEHHbIE, [OKYMEHTasbHbIE U HayYHble
MaTepunanbl Ha TEMY HaLM3Ma, MOTYT 6bITb 3a610KMPOBaHbI B HEKOTOPbIX CTPaHax B COOTBETCTBUN C
LEeNCTBYIOWNM 3aKOHOAATEIbCTBOM.

Mbl cTpeMumcs K ToMy, uTobbl B Google Play 6bi10 6e30nacHo 1 KoMbOPTHO BCEM MOMb30BATENSM.
Huxe nepeyncneHbl BUAbl KOHTEHTA, KOTOPbIV CUMTAETCS HEMOJOOAIOWMM U MOXET NPUYNHUTD NIOAAM

Bpeg.

+ KOHTEHT Unn yTBEPXAEHWS, NPU3BaHHbIe YOEAUTb B TOM, YTO ONpeaeneHHas rpynna nogen aKkoob
HEroSIHOLEHHa, HEHOPMaribHa UK 3aCy>XUBAET HEHABUCTW.

. I'Ipmnoervm, cogepXauime oUCKpUMMHaUMOHHbIE 3adB/IieHNd, CTEpPEeOoTuUnbl MK TEOPUN O TOM, YTO
onpeneneHHon rpynne nogen akobbl NPUCYLLM HEraTUBHbIE XapaKTEPUCTUKM (Hanpumep, XagHOCTb
UM 6E3HPABCTBEHHOCTb). MPUINOXEHNS, B KOTOPBIX SBHO WJIN HESIBHO YTBEPXKAAETCS, YTO HEKas
rpynna nogen npeacTaBnseT cobon yrpoay.

+ MaTepuanbl U BbiCKasbiBaHUS, CO3AaHHbIe A8 TOro, 4Tobbl y6eanTb Apyrnx B TOM, YTO flogen
MOXHO HeHaBUAETb UMK NoaBepraTb AUCKPUMMHALUM Ha OCHOBaHMUMN NMPUHAAIEXHOCTU K
onpeneneHHon rpynne.

° MaTepmanbl, KOTOpPble NpoaBuratoT noseneHme, anVI6yTVIKy, ¢narm, CUMBOIJbl TN 3HAKW OTNNYUA,
CB43aHHbI€ C rpynnamMmu, nponaraHonpyrowmmMn HEHaBUCTb.

Hacunwue

3anpelueHo nNy6nmkKoBaTb NPUNOXEHMS, KOTOPblE N306paXatoT onacHble AeNCTBUS UK
HeonpashaHHOE Hacuve, a Takke CnocobCTBYIOT UM. MpunoxeHus, n306paxatoLime BbiMbILeHHOe
Hacume B KOHTEKCTE UrPbl, Kak NPaBuo, paspeLueHbl. Hanpumep, B urpax o6 oxoTte unv poibarnke, a
TakXe NMOCTPOEHHbIX Ha CloXXeTax MySbTdUIbMOB.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUN:

« PeanncTuyHble n3obpaxeHns nnm noapobHbie ONMCaHUa HAaCUTbCTBEHHbIX AENCTBUIM MO OTHOLWEHMIO
K YenloBEeKY UJIN XMBOTHOMY.

« MpunoxeHns, nponaraHavpyoLe caMoybuincTBo, NpUUMHeHWe cebe Bpena, HapyLeHre NULEBOro
NOBeLEHWs, UrPbl C aCOUKCHEN N ApYyrre AENCTBUS, KOTOPbIE MOTYT MPUBECTM K CEPbE3HbIM TPaBMaM
U CMepTu.

MaTepuanbl TEpPOPUCTUUYECKOrO XapaKTepa

Mbl He MO3BOMIIEM TEPPOPUCTUYECKMM OpraHM3auuaM nybnmnkosaTte npunoxeHus B Google Play Hu ans
KaKux Lenen, B TOM ynucrne gns BepboBKu.

Tak>e Henb3s pasMeLLaTb KOHTEHT, CBA3aHHbIN C TEPPOPUIMOM, HaNpPUMep NponaraHaMpyoLWwmn
TEPPOPUCTUYECKYIO [eATENBHOCTb, MPU3bIBAIOLWMI K HACUMNIO 1 MPOCaBNSIOWMI TepaKTbl. Ecnm Takon
KOHTEHT COLEPXMTCS B BalLMX 06pa30BaTENbHbIX, LOKYMEHTaNbHbIX, HAYUYHbIX UAN XY[OXECTBEHHbIX
MaTepuanax, ConpoBOLNUTE €ro HEOOXOQNUMbIMU NOSICHEHNSMU.

OnacHble opraHu3auum U gBUXeHUs

[BVXEHWNSM UMM OpraHn3aLusM, KOTopble B3NN Ha ce6st OTBETCTBEHHOCTb 3@ aKTbl HACUIVS B
OTHOLIEHUM FPaXHaHCKUX MWL, Y4aCTBOBANN B HUX MMM TOTOBUIIUCH K HUM, 3aMpeLleHo nybnmkoBaTb
npunoxeHus B Google Play ans mo6bbix Lenen, Bkoyasi BepOOBKy.

3anpeu.|,eHb| npunoxeHund, cogepxawmne KOHTEHT, CBSI3aHHbIV C nnaHNpPoBaHNEM, NoAroTOBKOM UK
NOOLWPEHMNEM HACUINSA B OTHOWEHUN rpaXaaHCKux nuy,. Ecnu TaKOMN KOHTEHT COAEepPXNTCA B Ballnx
o6paaoBaTeanb|x, OOKYMEeHTalbHbIX, HAY4YHbIX NN XyOOXECTBEHHbIX MaTepunanax, conposognTe ero
HeobXoONUMbIMU NMOSACHEHUSMMU.



Tparunuyeckue cobbiTus

3anpelyaetcs ny6nMkoBaTb NPUIOXEHMS, KOTOPbIE CMIEKYIMPYIOT Ha COBbLITUSAX, TPEBYIOLLMX
LENVKaTHOrO OTHOLLEHUS U MMEIOLMX CYLLECTBEHHOE COLMaNbHOE, KYNIbTYPHOE MU MONUTUYecKoe
BnvaHUe (rpaxzaaHckue YpesBblyalHble CUTyaLMK, NPUPOAHbIE KaTakIM3Mbl, YPe3BblUaHbIe CUTYaLLMM
B chepe 3apaBoOXpaHEHMS, KOHGMNKTLI, CMEPTU U Apyrue Tparmieckme cobbiTus), Un BoipaxatoT
KpaiiHee npeHebpexeHne uMun. MpunoxeHns, cogepxatime Matepumarbl 0 CObbITUM, Tpebytolem
LENMKaTHOrO OTHOLLEHUS, MOTYT BbITb Pa3peLleHbl. ITO KAaCAETCH ClyYaeB, KOrAa KOHTEHT UMeeT
06pa30BaTeNbHYI0, [OKYMEHTANbHY0, HAYUYHYIO UK XYLOXECTBEHHYIO LLEHHOCTb 6O CO3AaH, YTobbI
npesynpenuTb Uy NPOMHPOPMUPOBATL NONb30BATENEN 06 3TOM COBLITUN.

MbI cTpeMumcs K ToMy, 4Tobbl B Google Play 6bi10 6e30nacHo 1 KoMbOPTHO BCEM MOMb30BATENSM.
Huxe nepeuncneHbl BUAbl KOHTEHTA, KOTOPbIV CUATAETCS HEMOZO6AIOWMM U MOXET NPUYNHUTD NOAAM

Bpeg.

+ BecTakTHOCTb MO OTHOLWEHWIO K CMEPTY PeanibHOro YerioBeKa 1iv rpynrbl MOAEN, HACTYNUBLLEN B
pesynbTaTe eCTeCTBEHHbIX MPUYMH, CAMOYBMINCTBa, NEPERO3UPOBKY U T. A.

+ OTpuLaHMe N3BECTHOrO TPArm4eckoro cobbiTus, NOATBEPXKAEHHOTO JOKYMEHTASbHO.

+ V3BneyeHme BbIroAbl M3 COBLITMS, TPEBYIOWEro AenMkaTHOro OTHOLWEHNS, 6e3 OKa3aHWs SBHON
MOMOLLM NOCTPaLaBLUMM.

N3peBaTenbcTBa M yrposbl

3anpelyeHo nNybnmkoBaTb MPUIOXEHWS, cofepyKallme yrposbl, M3neBaTenbCTBa U LOMOraTenbCTBa, a
TaKXe CNocobCTBYIOWNE COBEPLIEHUIO TaKUX BEVCTBUN.

Mbl cTpemMumcs K ToMy, 4Tobbl B Google Play 6bino 6e30nacHO 1 KOMPOPTHO BCEM MOSIb30BATENSAM.
Hunxe nepevncneHbl BUabl KOHTEHTa, KOTOprIZ CcynTaeTcyd HeI'IOJJ,06a}OLIJ,I/IM N MOXET NPUYNHUTDL Ntoaam

Bpeg.

* Vl3peBaTenbCcTBa Hapg, XepTBaMu MeXXAyHapOAHbIX TN PENUTNO3HbIX KOH¢J'IVIKTOB.

+ MaTtepuansl, HanpaBneHHbIE Ha SKCMyaTaLMIO APYTUX TIOAeN, HanpUMeEpP Ha BbIMOraTenbCTBO UK
WaHTax.

« PasmeuweHune MaTepuranoB C Lenbto I'I)/6J'IVI‘-|HO KOFro-TO YHU3NTb.

+ Hamagku Ha nvu, NocTpafaBLUKX B pe3ybTaTe TPparmiyeckoro cobbiTvs, Unv Ha X POLCTBEHHUKOB U
Apys3en.

OnacHble ToBapbl

3anpelyaeTcs Ny6MKOBaThb NPUIOXEHUS, C MOMOLLBIO KOTOPbIX MOXHO NPUOBPECTU B3PbIBYATHIE
BELLECTBA, OFHECTPENIbHOE OpY>KMNe, MaTPOHbI, @ TakKe HEKOTOPbIe AeTanu A1 OrHECTPENbHOro
opyXusi.

 3anpelyeHbl geTanu n npucrnocobneHns, KOTopble NO3BONSIOT UMUTUPOBATL aBTOMATUYECKMI OrOHb
WAV NpefHa3HavyeHbl 4S8 nepenenikv opyxus B aBTOMaTUYECKOE, B TOM YMACIIE NOLABUXHBIE NOXN,
aBTOMaTUYecKkue CrnyckoBble YCTPONCTBA, Habopbl Ang nepeobopynoBaHNa OpyXUs, a Takxke
MarasuHbl 1 NIeHTbl, cogepxalymne 6onee 30 NaTPOHOB.

3anpelyeHo nybnmkoBaTb NPUIOXEHWS, CofepXXalume MHCTPYKLMM MO NPOU3BOLACTBY B3PbIBYATbIX
BELLECTB, OFHECTPESIbHOrO M APYroro opy>us, NaTPOHOB, @ TakXe 3anpeLLeHHbIX fAeTanemn ans
OrHECTPENbHOrO OPYXUSs. DTO OTHOCUTCS B TOM YMCNE K UHCTPYKLMSM MO MMUTALMN aBTOMaTUYECKOrO
OrHS NN Nepepernke OrHeCTPENbHOIrO OPYXMWs B aBTOMaTUYeCKoe.

MapwuxyaHa

3anpelyeHo nybnmMkoBaTb MPUOXEHMS, C MOMOLLBIO KOTOPbIX MOXHO NPUOBPECTM MapuXyaHy Uiu
NPOAYKTbI C HeW (HE3aBNCKMMO OT TOrO, HACKOJbKO Takue MOKYMKW 3aKOHHbI).

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYLUeHUN:



« MpunoxeHus, B KOTOPbIX NONb30BATENM MOTYT 3aKa3aTb MapuxyaHy C NMOMOLLbIO BCTPOEHHOM
KOP3UHBbI.

. CepBVICbI, KOTOpPbIE NOMOratoT NOJIb30BATENIAM OPraHM30BaTb OOCTAaBKY MapuxyaHbl.

+ CepByChbl, KOTOPbIE 0BNIErYalOT NPUOBPETEHNE NPOLAYKTOB, COAEPXAaLLMX TeTParngpokaHHabuHon, B
TOM YMCne Macen Ha OCHOBE KaHHabWAVona.

Tab6auHble n3genusa v ankororsb

3anpelyeHo ny6nmMKoBaTb MPUNOXEHMS, C MOMOLLbIO KOTOPbIX MOXHO Npuobpectu Tabak (B TOM umcne
3MEKTPOHHbIE CUrapeThl U YCTPOWCTBA AN BEWMNMHIA), @ TakKe NPUOXeHUs, NooLwpsioLne
He3aKOHHOE UM HeJoMyCTMMOE NOTPebNeHVe ankorons u Tabaka.

OononHuTenbHasa nHdopMaums

+ 3anpelyaetca M306paxath TO, Kak HECOBEPLIEHHONETHME YNOTPEbNaoT unn npruobpeTatoT
anKorosbHble HAaNUTKK 1 TabauHble n3genus. Takxe He PaspeLleHO NooLWPATb UX NPoAaXy AeTaM U
nobyxpnaTb HECOBEPLIEHHONETHUX NOTPEGNATL Taknue NPOAYKTbI.

+ HeponycTumbl MaTepuansl, Nofpa3dymMeBatolme, 4to ynotpebneHve Tabaka MOXeT NOBLICUTb
WHTENNEKT, CTaTyC B OOLWECTBE UMM YyYWNTb NTPOPECCHUOHANTBHOE MOMOXEHUE, CEKCYallbHYIO XUN3Hb
nnun pusmyeckyto dopmy.

+ He paspeluaeTcs co3gaBaTbh NONOXMTENbHbIM 06pa3 Ype3MepHOro ynoTpebneHns ankorons, B TOM
yuncre 3anoeB U COPEBHOBAHUI MO PACMUTUIO CMIMPTHbBIX HAMWUTKOB.

+ 3anpelyaeTcs peknaMmMpoBaTb, MPOABUIaTh U SBHO AEMOHCTPUPOBATL TabayHble N3genus. 1o
TakXe OTHOCUTCS K CBSA3aHHbIM C HUMK HaHHEpaM, KaTerop1sm TOBapOB U CChifIkaM Ha CalTbl, rae
npopaetcs Tabak.

* Mbl MOXEM Pa3peLINTb OrpPaHUYEHHYIO MPOJaXy TabauHblx N3LeNM B MPUOXEHNSX AN LOCTaBKM
e[bl/NPOoAYKTOB B HEKOTOPBIX PEFMOHAX NP YCOBUM COBMIOAEHNS 3aLLUTHBIX MEP MO NPOBEPKE
BO3pacTa (HanpuMep, MPOBEPKM YAOCTOBEPEHUS IMYHOCTM NPY LOCTaBKe).

PurHaHcoBbIE YCIyrK

3anpelyeHo nNy6nmMKoBaTb NPUNOXEHWs, NPefoCTaBAWMe NoNb30BaTENSAM JOCTYN K BBOAALWMM B
3abny>XxgeHue unm BpefoHOCHbIM GUHAHCOBbLIM NPOAYKTaM U yCiyram.

PUHaAHCOBLIMY CYMTAIOTCS BCE NPOAYKTbl N YCNyru, CBa3aHHble C yripaBlieHNEM q)VIHaHCGMVI,
MHBECTULNAMU N KPUNTOBANOTaMKN, B TOM YUCne NepCoHalibHble KOHCYNbTaunun.

Ecnwv Balue npunoxexve npegnaraeT Uin peknammpyeT GUHaHCOBbIE NPOAYKTbI U YCIYr1, OHO BOMKHO
COOTBETCTBOBaTb TPE6OBAHUAM rOCYAAPCTBEHHOMO Y MYHULMMANIbHOrO 3aKOHOAaTEeNIbCTBa BO BCEX
CTpaHax v permoHax, o KOTopbIX OHO NPeaHa3HauYeHo, —Hanpumep, cogepxaTtb MHPopMaLmio, 0cob0
OrOBOPEHHYIO B MECTHbIX 3aKOHaX.

PaspaboTumkaM NpUIoXeHUN, B KOTOPbIX ECTb GUHAHCOBbIE QYHKLUM, HYXXHO 3aMOfHUTL CrelnanbHyto
neknapaumio B Play Console.

BuvHapHble onuMoHbI
3anpeu.|,eHo I'Iy6J'IVIKOBaTb NPUNOXeHN4, NO3BONAOLWLME NONb30BAaTENIIM TOProBaTb 6VIHaprIMVI
onuuoHamu.

MoTpebutenbckune kpeanThbI

CornacHo Hawum npasunam, K I'IOTp86VITeJ'IbCKVIM KpeanTtaM OTHOCATCA CCyabl, €eQMHOBPEMEHHO
npefocTtaBnsemMble GU3NYECKUM NIMLOM UMM OpraHn3aLnen oToeNbHOMY KIMEHTY He Ans
nprYoBpeTEHNS OCHOBHbBIX CPEACTB UMM OnnaTbl 06pa3oBaHus. [Ins noTpedbutenen Takmx ycnyr
HeobX0AMMO NPEROCTaBNATL CBEAEHNS O KAYECTBE, XapaKTEPUCTUKAX, KOMUCCUM, rpadurKax


https://play.google.com/console/app/app-content/financial-features

noraweHus, puckax n npenmyliecTBsax KpeanTHbIX I'IpeFI,J'IO)KeHVIVI, YTOGbI OHU MOTNIN NPUHUMaATb
B3BELWEHHbIE peLlleHns.

+ MpuMepbl: NOTPEeBUTENBCKME KPEAUTBI, KPEAUTbI HANIMYHBIMK, 3aMbl MEXAY PU3NYECKMMU NLLAMY,
KpeguTbl Nog, 3anor aBToMobuns.

+ He oTHOCATCS K 9TOW KaTeropmun: MNoTeka, KPeamTbl Ha NOKYNKY aBTOMO6WNEN, BO30OHOBNSIEMbIE
KpenuTbl (KapTbl, NePCOHANbHbIE KPEQUTHbIE CYETA).

Ecnu Bbl npefnaraete NoTpebuTENbCKME KPELUThI, B TOM YUCTIE BbILAETE UX HANPSMYIO, 3aHUMaeTECh
NpUBNEYEHNEM NOTEHLMANBHBIX KIIMEHTOB UK MOMOraeTe NOTPEBUTENSM CBA3bIBATLCS CO CTOPOHHMMM
kpegutopamu, Boibepute B Play Console kateropuio "®uHaHCh" gis npunoxXxeHus 1 obs3aTenbHoO
yKaxuTe crnepytolyto MHGopMaLmio B ero MeTagaHHbIX:

* MUHUMAJIbHbIN M MAKCUMaslbHbIV NePUOL, NOralleHus Oonra;

+ MaKCUMasbHYO rOfOBYIO MPOLEHTHYIO CTaBKY, B KOTOPYIO 0BbIYHO BKIKOYAETCS KPeQUTHas CTaBka, a
TakXe KOMUCCUM 1 MPOYME PaCXOdbl 3a rof, UK Xe Apyras MoXoXas CTaBka, COOTBETCTBYtoLLas
LEVCTBYIOLEMY 3aKOHOLATENBCTBY;

* MOKa3aTeNbHbIN NPUMEp pacyeTa obLEen CTOMMOCTH 3a1MMa, BKITKOYasi OCHOBHYIO CyMMY [0J1ra 1
LENCTBYIOWME KOMUCCUY;

NONNTUKY KOHq)VI,D,EHLI,VIaJ'IbHOCTVI, B KOTOpOPI I'IOJJ,pO6HO OMUCaHO, KaK 1 Ongd Yyero npunoxeHune
ncnonb3yet n co6|/|paeT JINYHbIE U KOH¢I/IJJ,eHLI,I/IaJ'IbeIe nonb3oBaTeNbCKNUE AaHHbIE, @ TakXe
nony4aeT 1 npenocCTtaBndeT K HUM OOCTyNn B COOTBETCTBUM C 3TUMKU NpaBunam.

3anpeLyeHo nybnmMKoBaTb NPUITOXEHUS, NPefnaraLmne noTpebuTenbCckme KPeauTbl, KOTOpble
Heob6XOAMMO MNONMHOCTBIO NoracuTb B TeueHue 60 fHel nocne Bbigayum nnm paHblue (KpaTKoCpOYHble
noTpPebUTENbCKUE KPELUTHI).

Y Hac fOmMXHa 6bITb BO3MOXHOCTb YCTaHOBUTb CBA3b MEX[y BallMM akkayHTOM pa3paboTumnka u
No6bIMM TMLEH3MAMM U LOKYMEHTaMK, KOTOPbIE Bbl OTNPaBseTe HaMm A/1d NOATBEPXAEeHMS TOro, YTo
Bbl MOXETE NPefOCTaBNATb MOTPEOUTENbCKME KPeanTbl. Mbl TakKe MOXEM 3aMpOCUTb
LOMNONHUTENBHbIE MaTepManbl, YTobbl y6eanTbCS, YTO Bbl COBMIOAAETE MECTHOE 3aKOHOL,aTENIbCTBO.

MpuNoXeHWs, KOTOpble MPeAnaralT NOTPebUTEeNbCKME KPeANTbI UM OCHOBHBIM Ha3HAYEHUEM KOTOPbIX
SBNFETCA NMOMOLLb B MOSYYEHUM TaKUX KPERUTOB (HAaNpUMep, NOUCK KIIMEHTOB Ui MOCPELHUKOB), He
LOMKHbI UMETb AOCTYM K JaHHbIM AENMKATHOrO XapakTepa, B TOM uncne ¢botorpadusm 1n KOHTaKTaMm.
3anpeLlyaeTca UCNONMb30BaTh CreaytoLme paspeLleHus:

« Read_external_storage.
« Read_media_images.

« Read_contacts.

+ Access_fine_location.

« Read_phone_numbers.
« Read_media_videos.

+ Query all_packages.

+ Write_external_storage.

K npunoxeHuam, B KOTOPbIX UCNONb3yeTcs KOHUAeHLManbHas nHpopmaumsa unu APl ¢ gocTynom K
TaKWUM AaHHBIM, MPUMEHSIIOTCS JOMOSNHUTENbHbIE TPEHOBAHUS U OrpaHNYeHNs. JONONHUTENBHYHO
nHbOPMaLMIO Bbl HAMAETE B NPaBUiax UCMOSIb30BaHWS Pa3peLleHuii.

MNoTpebuTtenbckue KpepuUTbl C BbICOKOW FrOA0BON NPOLLEHTHOM CTaBKOM

B CLLA 3anpelueHbl NpUIoXeHUs, npegnaratolme notpebutenbckme KpeanTbl C FO[OBOW NPOLLEHTHON
cTaBkon oT 36 %. My6nukyemble B CLUA npunoxeHus, npegnaratolime noTpebuTenbckme KpeguThl,
LLOSIKHbI coflepkaTb MHPOPMaLMIO O MaKCHManbHOW rOfO0BOW NMPOLLEHTHOM CTaBKe, PAaCCYMTaHHON B
COOTBETCTBUM C 3akoHOM "O cnpaeegnneomM kpegutosaHum” (TILA)


https://support.google.com/googleplay/android-developer/answer/9888170
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1026_main_02.tpl
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OTW NpaBuna OTHOCATCS K NPUNOXEHUAM, KOTOPblE NPeAIaratoT KPenTbl HaNnPSaMyo, ULLYT
MOTeHLMANbHbIX KIIMEHTOB UM MOMOraloT NOTPEOUTENSIM CBA3bIBATLCS CO CTOPOHHUMY KPEAUTOPaMu.

TpeﬁOBaHVISI B OTAEJ1bHbIX CTPpaHax

B OTHOWEHUN NPUNOXEHWI, NPefNaralnx NoTpebuTeNnbCKmMe KPeauTbl NONb30BATENSM U3 YKa3aHHbIX
HVXe CTPaH, JeNCTBYIOT fOMNONHUTENbHbIE TPeboBaHUS. ECniv Bbl NnaHMpyeTe pacnpoCTpaHaTh Takme
MPUNOXEHWS, TO BOMKHbI 3anonHuTb B Play Console geknapauuio rHaHCoBbIX GyHKLMIA. Bbl 0653aHbl
no 3anpocy Google Play oTnpaBuTb [ONONHUTESNbHbIE CBEAEHNS UM [OKYMEHTbI, MOATBEPXAAOWME
COOTBETCTBUE LENCTBYIOLMM HOPMATUBHbBIM U IULEH3VOHHBIM TPEBOBaHMAM.

1. UHpunsa

Ecnu y Bac ecTb nuueH3uns PesepBHoro 6aHka MHauW Ha Bbigavy NoTpebuTensckmx KpeauTos,

OTMNpaBbTe HaM [7s MPOBEPKYM €€ KOMUIO.

Ecnv Bbl He yyacTByeTe B KPELUTOBAHWUM HANPSMYIO 1 TONbKO NpefocTaBnseTe nnatdopmy,

KOTOpas yrNpoLLaeT NPOLEeCC Bbigayun KPeanToB 3aperncTpUpPoBaHHbIMU HE6aHKOBCKMMM

KpeLuTHbIMU opraHusaunamm (HEOO) nnu 6aHkamu, yKkaxuTte 3To B feKnapaLmu.

+ HanmeHoBaHug Bcex 3aperncTpupoBaHHbix HE®O 1 6aHKOB LOMKHbI ObITb NEPEYNCTIEHDI B
OMUCaHMMN NMPUITOXEHNS, U 3Ta MHOPMaLMS [OMKHA BbiTb XOPOLLO 3aMeTHa.

2. NIHpoHe3uns

Ecnu Balle npunoxeHne cBA3aHO C OKa3aHWEM yCnyr LMPpPOBOro KpeaAnTOBaHUS B COOTBETCTBUM C
MonoxeHnem OJK N2 77/POJK.01/2016 (MOXeET BpeMs OT BPEMEHU N3MEHSATHCA), Bbl 06SI3aHbI
npenocTaBMTb HaM Afg NPOBEPKM KOMUIO [ENCTBYIOWEN NMULEH3NN.

3. dunAuMnnuHbl

Bce ¢uHaHcoBbIE N KPEAUTHBIE KOMMAaHWUW, NPepiaraoLme KPeanTbl Yepes nnaTpopMbl OHNANH-
KpeouTOBaHWS, [OMKHbI MONYUYNTb PErncTpaLmoHHbii Homep SEC (SEC Registration Number) un
HoMep cepTudukaTta nonHomounii (Certificate of Authority Number) ot Komuccun dunmnnuH no
LleHHbIM Bymaram u 6upxam (PSEC).

+ B onucaHuv npunoxeHus Takxe HeObXo[MMO yka3aTb Ha3BaHNE KOMMaHUW/KOPopaLuy,
permcTpaumnoHHbin Homep PSEC 1 Homep cepTudrkaTa NONHOMOYMIA Ha ynpaBieHne
duHaHCOoBON UNN KpepuTHOW opranmsaumen (Certificate of Authority to Operate a
Financing/Lending Company).

MpUNoXeHwus:, CBSI3aHHbIE C OCHOBAHHOW Ha KpeAMTOBaHUN KpayndaHLMHIOBOW OESTeNIbHOCTbIO,

Takow kak P2P-kpeauntoBaHve, nnn gpyron nogobHom AeaTenbHOCTH, YKa3aHHOW B GUANMMIUHCKMX

Monoxenusx o kpayadanauHre (CF Rules), nomkHbl 06pabaTbiBaTh TPaH3aKLUN Yepes

kpayadaHANHIOBbIX MOCPELHUKOB, 3aPerncTpmupoBaHHbIX KoMuccren GPuannnumH no LeHHbIM

bymaram 1 bupxam.

4. Hurepus

Lndposblie kpeautopsl (LK) gomkHbl 3anonHuTs popmy LIMITED INTERIM
REGULATORY/REGISTRATION FRAMEWORK AND GUIDELINES FOR DIGITAL LENDING o6pa3ua
2022 ropa (MOXET BpeMsl OT BPEMEHU U3MEHSTLCA), KOTOpas yTBepxXaeHa PeaepanbHom
aHTVMOHOMOJIbHOWM KOMUCCHEN Mo 3alwmTe npas notpedutenen (FCCPC) Hurepun, n
NPUAEPXMBATLCS yKa3aHHbIX B OpMe NONoXeHMI. Takke HeobXoanMO NonyynTb
Bepudmnumpyemoe nucbMo-nogTeepxaeHne ot FCCPC.

ArperaTtopbl KPEAUTHbIX NPELNOXeHNN 06s3aHbl NPeOCTaBNsTb 4OKYMEHTbI, NOATBEPXAAOWNE
npaBO OKa3blBaTb YCNYru LMPPOBOro KpeamMToBaHUs, a TakxKe KOHTakTHYI0 MHdopmMauumio Bcex LK,
C KOTOPbIMW OHN COTPYAHMNYAIOT.

5. KeHus

LUndposble kpeauTopbl (LK) gomkHbl npoiTn Nnpouenypy peructpaunm LK n nonyymTs nuueHanto
oT LleHTpanbHoro 6aHka Kenun (LLBK). BMecTe ¢ geknapaunen BaM Heo6xoanMo NpefocTaBuTb
Konuio ceoen nuueHsunn ot LBK.


https://play.google.com/console/app/app-content/finance-declaration

+ Ecnu Bbl He yyacTByeTe B KPeQUTOBAHWUM HANPSMYIO U TONbKO NPERoCcTaBnseTe nnatdopmy,
KOTOpas ynpoLaeT NpoLece BbiAaun KPeaUToB 3aperncTpmpoBaHHbiMm LIK, ykaxuTe 310 B
Jeknapauum 1 npefocTaBbTe KON nuueHsnn LLBK gns ceomx napTHepOB..

+ Celnyac Mbl NPUHMMaEM ekiapaumm U MIMLEH3UN TONbKO OT JIUL, KOTOPbIE NEPEUYNCIIEHDI B
PeecTpe undposbix kpegutopos (Directory of Digital Credit Providers), ony6nvkoBaHHOM Ha
odurumnanbHoM cante LIBK.

6. MakuctaH

+ Jliobag HebaHKOBCKag KpeauTHasa opraHmsaums (HBOO) moxeT onybnmnkoBaTb TONbKO OAHO
npunoXxeHne ons LMGPOBOro KPeamMToBaHNs. ECnn Bbl MONbITaeTECH PAa3MECTUTb HECKOJIbKO TaKMX
NPUNOXEHNI, Ball akkayHT pa3paboTunka U BCe CBA3AHHbIE akkayHTbl MOTYT BbiTb
3a6510KMPOBaHbI.

+ YT06bl OKa3bIBaTb YCIyru LMDPOBOro KpeamToBaHus B MakncTaHe UM NOMOraTb B UX NOMyYEHNUM,
HY>XHO OTNPaBMTb BblgaHHOe KoMuccuen no LueHHbIM 6ymaram 1 6upxkam MakuctaHa (SECP)
CBWAETENbCTBO, NOATBEPXKAAIOLEE MPABO Ha TaKylo AESTENbHOCTb.

7. TannaHpg

+ Pa3paboTunkam NpuUnoXeHUi, Npeanaratowmnx noTpebutensckme KpeamTol B TannaHae ¢
NPOLEHTHON CTaBKoW 15 % U Bbille, HY>HO MONY4YnTb NMLEH3NO OT BaHka TaunaHga nnm
MuHnctepcTBa puHaAHCOB. OHU TakXe OOMKHbI NPeaoCTaBUTb AOKYMEHTbI, MOATBEepXAatowme, 4to
C NMOMOLLbIO MPUSIOXEHNS MOXHO MOfyYaTb NOTPEOUTENbCKNE KPEQUTbI B 3TOM CTPaHe Unu
rnofaBaTb 3a9BKYy Ha HUX. B 4aCTHOCTU, HEOBXOAUMO OTNPABUTD:

+ Konuio NMueHsnmn Ha pedaTenbHOCTb B Ka4ecTBe HaHOPUHAHCOBOW OpraHn3aLmumn unm
MOCTaBLYMKa NOTPEOUTENBCKUX KPEAUTOB. [JOKYMEHT JOMXKEH 6bITb BblgaH baHkom TannaHga.

+ Konus nMueHsmmn Ha fedaTenbHOCTb B KAaYeCTBe NMKOGUHAHCOBOM OpraHm3aummn. [JJokyMeHT
LOMKEH 6blTb BblgaH MUHUCTEPCTBOM GUHAHCOB.

BoT npuMep pacnpocTpaHEeHHOro HapyLeHMs:
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$ Easy Loans
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Are you looking for a speedy loan?

Easy Loans Finance can help you get cash in your bank
account in an hour!

» Get cash sent to your bank account!
Safe and easy
Great short-term rate

.

Fast lender approval
Easy to use
Loan delivered in an hour

.

.

Download our app and get cash easy!

No minimum and maximum period for
repayment

Doesn't disclose Maximum Annual
Percentage Rate (APR), which generally
includes interest rate plus fees and other costs
for a year, or similar other rate calculated
consistently with local law

No representative example of the total cost of
the loan, including all applicable fees




A3apTHble Urpbl, UrpPbl M COPEBHOBAHWUS C pearbHbIMU OEHEXHbIMU
npu3amu

MPUNOXEHMS U peKaMHble 06bsABIEHUs, CBSA3aHHbIE C a3apPTHbIMU UFPaMU Ha pearnbHble AeHbIM, a
TaKXe NPOrpamMbl IOANbHOCTM B UTPOBOI GOPME 1 MPUIOXEHMS AN KOPOTKUX GIHTEIN-TYPHUPOB
pa3peLLeHbl MPY YCMOBWU, YTO OHW COOTBETCTBYIOT ONpPefeNiEHHbIM TPEGOBAHUSIM.

MpunoxeHus ansa asapTHbIX Urp

JlonyckatoTca NPUIoXeHUs, KOTOpPbIe MO3BONAIOT UM NMOMOraloT Y4aCTBOBATb B a3apPTHbIX OHMANH-
Urpax B onpefeneHHbIX CTpaHax, eciim cobsofeHbl BCe orpaHmMyeHmns 1 npasuna Google Play, a
pa3paboTumk nofan 3asBky  Ha pacnpocTpaHeHune B Google Play npunoxeHuin gns asapTHbIX Urp v
nonyunn paspeLleHue. MNpu 3Tom paspaboTurk 9BASeTCa Of0OPEHHBIM FOCYAAaPCTBEHHBIM ONEPATOPOM
W/UnNn 3aperncTpupoBaH B MECTHOM BELOMCTBE, OTBEYAIOLLEM 3@ UFOPHYIO AeaTeNbHOCTb, 1
NnpenoCcTaBmn OENCTBYOLLYIO NULEH3UIO AN1F OCYLLECTBIIEHNS B CTPaHe TON UrOPHOMN AeAaTeNIbHOCTH,
KOTOpPYIO OH Npegnaraer.

Mbl AonyCcKaeM TONbKO Te NIMUEH3UNPOBaHHbIE NN pa3peLlleHHbIe MPUNOXEeHNs, KOTOopble npennaratoT
cnepyouimne Bnabl a3apTHbIX OHJ'IaIZH-I/IFpZ

* OHNanH-Ka3nHo;

+ CTaBKM Ha Pe3ybTaTbl CMOPTUBHbLIX COPEBHOBaHWI;

+ CKauku (roe perynmpoBaHue 1 NMLEeH3NPoBaHNE OCYLLECTBSIOTCA OTAENbHO OT CTaBOK Ha CMopT);
+ notepew;

+ KOPOTKMNE GIHTEIU-TYPHUPSI.
PaspelueHHbIe NPUIOXKEHNUS LOMKHbI COOTBETCTBOBATb ClEAYOWUM TpeboBaHNaM:

+ PaspaboTumk nogasn 3asBKy v NOny4mn pas3peLieHrie Ha PacnpoCTpaHeHNE NPUITOXEHUS Yepes
Google Play.

« MpunoxeHne He HapyLWaeT AENCTBYIOLLME 3aKOHbI U OTPACNeBble CTaHAAPTbI CTPaHbl, B KOTOPOW OHO
6yneT pacnpocTpaHaTbCS.

+ Y pa3paboTunka ecTb AENCTBYIOWAa NNLEH3NA Ha BEAEHNE UTOPHOW AeaTeNbHOCTU A8 BCEX CTPaH
WU LUTATOB/TEPPUTOPUN, THE PACTPOCTPAHAETCS NMPUIOXEHNME.

+ PaspaboTumk He npepnaraeT Te BUabl a3apTHbIX UIP, KOTOPbIE BBIXOAAT 3@ PaMKM €ro NINLEH3NN.
« MNpunoxeHne HeQOCTYMHO A1 HECOBEPLUEHHONETHMX.

+ MNpunoxeHne HeOCTYMHO B CTPaHaX, WTaTax/pPermoHax uim reorpaduyeckmx parioHax, Ha KoTopble
He pacnpocTpaHseTcs NMLEH3Ns pa3paboTymka.

« MpunoxeHue pacnpocTpaHseTcs B Google Play 6ecnnatHo 1 HE ncnonb3yeT GyHKUMIO onnathl
KOHTeHTa uepes Google Play.

+ MpunoxeHne MOXHO BecnnaTHo ckayaTtb U3 Google Play.

+ [TpUNOXeHMo NPUCBOEHO BO3PaCTHOE orpaHnyeHmne "Tonbko Ons B3POCbIX" UMK 9KBMBASIEHTHOE
cornacHo penTtuHry IARC.

+ B npunoxeHun 1 Ha ero ctpaHuue B Google Play ecTb onucaHve NpuHLMNOB OTBETCTBEHHOW Urpbl.

Mpoure NpunoxeHus, CBA3aHHbIE C a3apPTHLIMU UFPaMU Ha pearbHble AeHbI U,
KOHKYpCaMu 1 TypHUpamu

Bo BCex ppyrux NPUNoXeHusx, KOTOpble He COOTBETCTBYIOT BbILENEPEUNCNEHHBIM TPEOOBAHMSAM K
NPUNOXEHWSIM A9 a3aPTHBIX UTP M KOTOPbIE HE yKasaHbl B padgerne "[pyrvue nunoTHble UrpoBble
MPOEKTbI C peanbHON BaNtoTON" HWXeE, 3anpeLiaeTcs nybnmkoBaTb KOHTEHT UM CEPBUCHI, KOTOPbIE
MO3BONSIOT UM MOMOTalOT 3aKoyaTb Napw, fenaTb CTaBKW MW MHbIM 06Pa30M UCMONL30BaTb
peanbHble AeHbIM (B TOM YMCHE COBEPLUATb MOKYMKW B MPUIOXEHMM) C LESbO NMOMYYUTb NPU3, KOTOPbIN
UMeEeT peanbHyto AEHEXHYK CTOUMOCTb. OTO KAacCaeTCs B TOM YMCHE OHNaH-Ka3MHO, CMOPTUBHbIX
TOTaNM3aTOPOB, NOTEPEN U UTP, B KOTOPbIX MPUHUMAIOTCS [AEHbIV, @ BbIMFPbILLEM SBSIOTCA LEHEXHbIE 1
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Lpyrue LeHHble nNpusbl (KpoMe NporpaMm, COOTBETCTBYIOLLMX OMUCAHHBIM HUXE TPEBOBAHNSAM K
nporpaMmam nosifibHOCTU B UTPOBON hopMe).

Mpumepbl HapyLeHUH

.

/rpbl, B KOTOPbIX MPUHUMAIOTCS AEHbMV B OBMEH Ha BO3MOXHOCTb BbIUrPaTh AEHEXHbIN UM UHOW
MaTepuanbHbIv NpU3.

MpUNOXeHMs, KOTOPblE COQEPXAaT 3NEMEHTbI HaBUraLuun Unu GyHKUMKM (MyHKTbI MEHIO, BKNALKMY,
KHOMKW, KOMMOHeHTbl WebView 1 T. f.) ¢ Np13bIBOM cAenaTh CTaBKy, 3aKMounTb Mapyu UK NPUHATDL
yyacTue B Urpax, KOHKypcax unm COpeBHOBAHMSX C peanbHbIMU AEHEXHbIMW NPU3aMn, Hanpumep
"Cpenante ctaBky!", "3apeructpupynteco!" nnun "Mobegnte B copeBHOBaHUM!".

.

MPUNOXeHWs:, KOTopble MPUHMUMAIOT CTaBKK, UCMOMb3YIOT BHYTPEHHIOO BastoTy, BbiNiayvMBaloT
BbIMIPbIWW UK BepyT 3an0r B 06MEH Ha BO3MOXHOCTb BbIMFPaTb AEHEXHbIN U UHON
MaTepuanbHbIi NpuUs.

Jpyrue nUNoTHbIe UrpoBble NPOEKThI C pearnbHoW BanioTon

Mepnoamyecky Mbl MOXEM Peann30BbIBaTb B HEKOTOPbIX PErMOHaX OrPaHUYEHHbIE MO BPEMEHM
MUOTHbIE NPOEKTbI A1 ONPefENeHHbIX TUMOB UFP Ha peanbHble AeHbru. MogpobHyto MHGOPMaLLKMIO Bbl
HampeTe B aToM cTatbe CnpaBoYHOro LeHTPa. MUAOTHBIM NPOEKT NO PAcNpPOCTPAHEHWIO NPUSTOXEHWNA
LNl OHNANH-YNPaBIEHUS KPAaH-MALUMHOW, KOTOPbIN Mbl MPOBOAMM B AnoHUN, 3aBepLlumncs 11 nons
2023 ropa. C 12 nions 2023 ropa B Google Play pa3pelueHo nyb6nnkoBaTb Takue NpuioxeHus no Bcemy
MUVPY NPV YCIOBUW, YTO COBNIOAEHbI AENCTBYIOLME 3aKOHBI 1 ONpeaeneHHble TpeboBaHus.

MNporpamMmbl NoSANbHOCTU B UrpoBon popme

MporpamMmbl NOSNIBHOCTH, KOTOPbIE MOOLPSIOT NMOJSIb30BATENEN MaTEPUATbHBIMU UM BEHEXHBIMU
npusamuy, pas3peLleHbl, eCii OHM OoNyCKaloTCqd 3aKOHOM N He Tpe6y|0T nonyyvyeHusa ,D,OI'IOJ'IHVITeJ'IbHOIZ
NULEH3MUN A9 a3aPTHbIX Urp. MporpaMMmbl NOSNbHOCTU AOMXHbI COOTBETCTBOBATH NEPEUNCIEHHBIM
HWxe TpebosaHuam Google Play.

Bce npunoxeHus (urpoebie U HEUrpPoOBbIE)

« MpenmylecTtsa, GOHYCbI NN BO3HArPaXxaeHus, NPefocTaBnsemMble B paMKax NporpaMmel
NOSNIBHOCTU, BOMXHbI OblTb SBHO AOMNONHUTENBHBIMU Y BTOPOCTEMNEHHBIMI MO OTHOLIEHNIO K NtoHoM
KBaMPULNPOBAHHOMN LEHEXHOWN TPaH3aKLUMK B MPUNoXeHn (roe ksannduumMpoBaHHas feHexHas
TPaH3aKUWs — OTOENbHAs TPAH3aKLMS C Lenbio NPefoCTaBeHNsS TOBAPOB UAN YCAYT, HE CBA3aHHbIX C
NpOorpamMmon nosanbHOCTK). MpenmyliecTsa, 6OHYCbl UMW BO3HArpaXxaeHus He MoryT 6biTb
npeaMeToM NOKYMNKN UM MMeTb OTHOLIEHNE K KaKoMy-NTMb0o cnocoby obMeHa. B npoTuBHOM criyyae
370 BygeT cumTaThCs HapyLweHreM MNpaBun B OTHOLIEHUN a3apPTHbBIX UFP, UFP U COPEBHOBAHUN C
peanbHbIMU AEHEXHbBIMU NMPU3aMU.

+ Hanpumep, HM O0fHa YacTb KBanndULMPOBaAHHOW OEHEXHON TPaH3aKLMN HE MOXET CNy>XUTb
NAaTon UM CTaBKOM AN y4aCTWs B MPOrpaMMe nossibHOCTU. Takxke KBanuduumpoBaHHas
LEHeXHasi TpaH3aKLMs He [oMKHA NPUBOAUTL K NOKYNKEe TOBAPOB UM YCAYT MO NMOBbIWEHHON
LeHe.

Urposble  npunoxeHus

+ BoHycHble 6annbl UM BO3HarpaXxaeHns ¢ 6oHycamu, MpenMyLLecTBaMmn U Harpafamu, CBA3aHHbIMK C
KBaNMULMPOBAHHON [EHEXHOW TPaH3aKLMeN, MOryT HAUMCIATLCS U UCMONb30BATLCS TOJLKO Ha
OCHOBE GUKCUPOBAHHON NPOMOPLIMU NMPU YCIIOBKM, YTO OHA YETKO 0603HaUYEHa B MPUIOXEHUN 1
061WefoCTyNHbIX 0PULMaNbHbIX MPaBUIax NPOrpaMMbl. [perMyLLEecTBa UKW BbiKynHasi CTOUMOCTb He
MOrYT GbITb NOJTyYEHbI, HAYUCEHBI UM NMPUYMHOXEHbI B 3aBUCUMOCTU OT yCriexa noJib3oBaTenNs B
Urpe Unm Cly4yanHoro pesynbraTa.

Heurpoable npUoXeHus

° BOHyCHbIe 6annbl U BO3HarpaXxpeHunsa MoryT HauncnaTbCqd No pe3dynbrataM KOHKYpCa nnm
CJ'IyL-IaVIHOFO pe3ynbraTta, €CNii OHU COOTBETCTBYIOT Tpe6OBaHMFIM, YKa3aHHbIM HMXeE. Ona nporpamMm


https://developer.android.com/reference/android/webkit/WebView
https://support.google.com/googleplay/android-developer/answer/12918670
https://support.google.com/googleplay/android-developer/answer/12002615
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NOANBbHOCTU C NPENMYLLECTBAMKN, BOHYCaMM UK Harpagamu, CBA3aHHbIMU C KBAIMGULMPOBAHHOM
LEHEXHOM TpaH3aKLmen, HeobxoanMo:

* Pa3MeCTUTb B NPUNOXEHNN Oq)MLI,VIaJ'IbeIe npasuna NnporpamMmmbl;

* €CJIM CUCTEMA BO3HArpaXaeHVsi MEHSIETCA UM OCHOBaHa Ha Cly4alHOM UM BEPOSTHOCTHOM
BbI6OPE, B pamMkax oduLManbHbIX MpaBus NPOrpamMmbl HEOHXOANMO PACKPbITh: 1) BEPOATHOCTb —
A8 No60I CUCTEMbI BO3HArpaXxaeHus, B KOTOPOK Ans onpeaeneHns nobeantens MCnosb3yoTea
bUKCUPOBaAHHbIE KOIDPULMEHTHI; 2) METOR, BbIbOpa (Hanpumep, NnepemMeHHble, UCMoMb3yeMble A
onpepeneHns nobeguTens) — ona Apyrux Nnogo6HbIX Nporpamm;

* yKasaTb B 0puLMarbHbIX MPaBmnax NPorpaMMbl ¢ PO3birpbillaMu, NOTEPESIMU UNN APYTUMU
Nofo6HbIMU MPOMOAKLMAMU GUKCUPOBAHHOE YMCTIO NobefuTenen, Cpok NoJaYmn 3asBoK U AaTy
BPYYEHUS MPUIOB A1 KaXA0W Takon NPOMOaKLmK;

* yKasaTb GUKCUPOBAHHbIE KOIDDULMEHTBI HAUMCIIEHUS U NOTaLlEHUs GOHYCHbIX 6anoB UK Harpag,
Ha BUOHOM MeCTe B NMPUNIOXEHMM, a TakXe B 0dULManbHbIX NMpaBunax nporpammsl.

Twun Urposas ¢popma u Harpapbl Ha Ycnosus YkasaHue ponu
npunoXxexHus MeHsiowmecs ocHoBe Mcnosib3oBaHUa BEPOSAATHOCTU UK
c BO3HarpaxpaeHus $ukcruposaHHoM nporpamMmbl MeTopa Bbi6opa B
nporpammon nponopuun NOSNbLHOCTU Ycnosusax
NOSANbHOCTHU Mcnonb3oBaHuUs

no6on nporpamMmbl
nosiNnbHOCTU CO
cry4yanHbiM
pos3birpbiLieM NPU30B

Wrpa 3anpelyeHo PaspeweHo Obsa3aTenbHoO Henpumennmo (B
UrPOBbIX MPUIOXEHNSX
Lns nporpaMm
NOSNBHOCTY HeNb3s
McrnonbL3oBaThb
SNEMEHTBI,
OCHOBaHHble Ha
cnyyaHoCcTH)

Heurposoe PaspelueHo PaspeweHo Ob9a3aTesNibHO Ob9a3aTenbHO
npunoxexne

MNpunoxeHus, pacnpocTtpaHsieMbie B Google Play, koTopble copepxat pekfiamy
a3apTHbIX Urp, a TaKXKe Urp, KOHKYPCOB N TYPHUPOB Ha pearbHble OeHbrU

MPUNOXeHWs C peknaMom a3apTHbBIX UrP, @ TaKXe Urp, KOHKYPCOB M COPEBHOBAHUI C pPeasbHbIMU
LEHEeXHbIMU NPp13aMun paspeLUeHbl, ECAN BbINOMHAOTCS NEPEUYNCNEHHBIE HUXE YCNIOBUS.

+ MpunoxeHune, 06bABEHVE M PEKTaMOaTENb HE HAPYLLAIOT 3aKOHbI M OTPaceBble CTaHaapPTbI
CTpaHbl, B KOTOPOM 06bABNEHNE ByOeT NokasbiBaTbCs.

« ObbsBNEeHne COOTBETCTBYET BCEM ,D,eVICTBy}OLIJ,I/IM MECTHbIM Tpe6OBaHVIFIM K JIMULEH3NPOBaAHUIO
NPOAYKTOB 1 YCNyr, CBA3aHHbIX C a3apTHbIMU UTPaMW.

« MNpunoxeHne He NOKasbIBaET peknamy asapTHbIX Urp N1uam, He jocTurwmMm 18 ner.
+ MNpunoxeHne He BXOAUT B NporpamMmy "TpunoxeHns s Bcen cembin’.
» Jlnua, He pocTturiumne 18 neT, He BXOAAT B LENEBYIO ayANTOPUIO NMPUTOXEHWS.

« Ecnn PEeKNaMUNPyTCAa NPUNOXEHNA AN a3apTHbIX UTp (CM. BbILLIe), Ha u,eneBoﬁ CTpaHuue
06bsBNEHMS, B ONUCaHNUM NPpUNoXeHnda B Google Play nnn B CaMOM MNMPUNOXEHUN OOJKHbI
cofepXaTbCqa YeTKne ceeaeHmnsa o npuHumMnax OTBETCTBEHHOM Urpbl.

+ MpunoxeHne He IBASETCS CUMYNSTOPOM a3apPTHBIX Urp (TakmMx Kak KasvHO UK BUPTYanbHble
UrpoBble aBTOMaThI).

« MNpunoxeHne He 0Ka3blBAET YCIyr, CBA3aHHbIE C a3aPTHBIMM UrpamMu, a Takxke Urpamu, noTepesMu 1
COPEBHOBAHUSMU C pPeasbHbIMK OEHEXHBIMU MPU3aMu U COMYTCTBYOWUMIN GYHKLMAMUN (HanpuMep,




He NoMoraeT fenaTb CTaBKM, BbIBOGWTL BbIUPbILUM, OTCIEXMBATL CYET, KOTUPOBKM U Pe3yNbTaThbl Un
yNpaBnsaTb UrPOBbIMU GOHAAMM).

. anIJ'IO)KeHVIe He npoABuUraeT a3apTHbl€ UTPbl Ha peanbHble OEHbINM U CBA3aHHbIE C HUMK CEPBUCDI.

Peknama asapTHbIX UrP, @ TakXe Urp, NI0Tepen U COPEBHOBAHWUI C peanbHbIMU LEeHEXHbIMU NPU3aMm
LLOMYCKaeTCsl TONbKO B MPUTOXEHUSX, COOTBETCTBYIOLLMX BCEM NEPEUNCIEHHDBIM Bbile TPEOOBAHMSAM, U
B pa3peLUEeHHbIX NMPUIOXEHUSX LS a3aPTHbIX UrP (CM. BbilE) UM KOPOTKUX GIHTE3U-TYPHUPOB (CM.
HVXE) NPU YCIOBUWM, YTO OHU COOTBETCTBYIOT TPE6OBaHMSAM 1-6.

MpuMepb! HapyLeHui

« MpunoxeHne ans HECOBEPLIEHHONETHMX, PEKNaMMpYHoLLEe CePBHUChI, CBA3aHHbIE C a3aPTHbIMM
urpamu.

CuMynsaTop KasnHO, KOTOPbIV MPOABUraeT peanbHoe KasMHO WM NepeHanpaBnseT B HEro

nonb3oBaTenen.

+ MpunoxeHne AN OTCNEXMBaHNUS WAHCOB Ha Nobeay B CMOPTUBHbLIX COPEBHOBAHUSX, CopepXallee
CCbIJIKM Ha CalT, rae NPpUHUMaloTCS CTaBKMU.

« [MpunoxeHus, cogepXallne peknaMmy asapTHbIX Urp, KOTopas HapylaeT npasuna 06 06baBNeHUIX,

BBOLALLMX B 3a6NyXXAEHNE, HanpuMep peknaMHble 06bABNEHMS, KOTOPbIE BbIFMAAAT Kak KHOMKY,

3HAYKN UK OPYr1ue NMHTEPAKTUBHBIE SNIEMEHTHI.

MNpunoxxeHnsa ansa KOPOTKMX GIHTE3N-TYPHUPOB

MPUNoXeHNs Ons KOPOTKUX GIHTEIN-TYPHUPOB, COOTBETCTBYOWME TPEOOBAHNAM AENCTBYIOLWErO
MECTHOrO 3aKOHOAATENbCTBA, Pa3PELLEHbI, ECINN BbIMOHAOTCS NEPEUYNCIIEHHBIE HUXE YCIOBUS.

+ MpwunoxeHune nnn 1) pacnpocTpaHsaeTcs nckntoumTtensHo B CLUA; nnm 2) cooTBeTcTBYET TPEOOBaHUAM
K NPUNOXEHWSM BNs a3apTHbIX Urp. [Ang pacnpocTpaHeHns npunoxexus 3a npegenamu CLUA
pa3paboTumK JOMKEH NOAATb 3asBKY, Kak YKa3aHO BblLLE.

+ PaspaboTtuvk nofarn 3asBky W MONy4un pa3peLleHne Ha pacnpocTpaHeHne npunoxexus B Google
Play.

« MpunoxeHue He HapyLlaeT 3aKOHbI U OTPac/ieBble CTaHAAPTbl CTPaH, B KOTOPbIX OHO
pacnpocTpaHseTcs.

+ Bo3MOXHOCTb fenatb CTaBku UM MPOBOAUTL AEHEXHbIE TPaH3aKLUN B MPUNOXEHNWN HEAOCTYyMHa
A5 HECOBEPLUEHHONETHMUX.

« MpwunoxeHune pacnpocTtpaHseTtca B Google Play 6ecnnaTHo 1 HE ncnonb3yeTt GpyHKLUMIO OnnaThl
KOHTeHTa uepes Google Play.

MpunoxeHne MOXHO 6ecnnaTHo ckavaTtb n3 Google Play.

.

MpunoXxeHnto NPUCBOEHO BO3PaCTHOE orpaHnyeHmne "Tonbko Ans B3POCNbIX" NN 3KBMBaNEHTHOE
cornacHo pentuHry IARC.

B npunoxeHun n Ha ero ctpaHuue B Google Play ecTb onvucaHne npuHLMNOB OTBETCTBEHHOM UrPbI.

MpunoxeHve He HapyLIaeT OeNCTBYIOLWME 3aKOHbI U OTPACEBbIE CTAHAAPTbI TEX WTATOB UMK
TeppuTopun CLUA, roe oHo ByaeT pacnpoCTPaHAThLCS.

.

Y pa3paboTunka ecTb ENCTBYIOLLAS NINLEH3US Ha PACNPOCTPAHEHNE NMPUTOXKEHNS LS KaXKLOrO
wraTa unm Tepputopumn CLUA, roe Takas nuueH3us TpedyeTcs.

Ecnu y pa3paboTumnka HeT IMLEH3NN Ha PaCcMPOCTPaHEHNE NPUOXEHUS B KAKUX-TO WITaTax Uix Ha
HekoTopbix TeppuTopusx CLUA, To OHO [OMKHO 6bITb TaM HEROCTYIMHO.

)

MpunoxeHue HeQOCTYMHO B TeX WTaTax U Ha Tex TeppuTopuax CLUA, raoe npunoxeHus ang KOPoTkMx
GOHTE3N-TYPHUPOB 3anpeLLeHbl 3aKOHOM.

He3akoHHble oencTeuma

3anpelyeHo nybnmkosaTb NMPUIOXKEHWS, KOTOPbIE CMIOCOBCTBYIOT COBEPLIEHMIO HE3AKOHHbIX LENCTBUN
WNU NOOLLPSIOT UX.


https://support.google.com/googleplay/android-developer/answer/9857753#deceptive
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https://support.google.com/googleplay/android-developer/contact/dfsform
https://support.google.com/googleplay/android-developer/contact/dfsform
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BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

« TMokynka v npoaaxa 3anpeLieHHbIX NpenapaTos.

+ N306paxeHne TOro, kKak HECOBEPLLEHHONETHNE UCMONb3YIOT UM MPUOBPETAOT HAPKOTUKK, ankorosb
1 TabauHble N3LEeNs, a TakxKe NoOoLLPeHNE ITOro.

+ VIHCTPYKLMM NO NPOM3BOACTBY 3aNpeLLEHHbIX MPENaPaToB, B TOM YMCIE MO BbIPaLLMBAHUIO
HapPKOTUYECKMX PACTEHUN.

KOHTEHT, CO34aHHbIM MOfb30BaTENAMM

K aTon KaTeropun oTHOCUTCH KOHTEHT, co3[aBaeMbli MONb30BaTENSAMMY, KOTOprVI BUAEH UK OOCTyneH
HECKO/bKM Nonb3oBaTeNnaM NpunioXxeHua.

Copepxalyme Takne MaTepuanbl NPUIOXEHUS, BKTloYas creunasibHble 6pay3epbl UK KINEHTbI,
nepeHanpasngoLMe Nonb3osBaTenemn Ha NNaTdopMy, AOMKHbI ObliTb 06ecneyeHbl HageXHOMN,
3dpdeKTUBHOM 1 CTabUNBHON CUCTEMON MoLepaLuy NoSib30BaTENbCKOrO KOHTEHTA. BOT HeobxoauMmble
TpeboBaHUs K HeW:

I'Iepep. co3aaHNEM KOHTEHTa U 3arpy3|<0|7| MaTepranoB B NPUNOXEHUN NONb30BaTENAM HeO6XO,D,I/IMO
NPUHATL YCNOBUA UK NMpaBuia NCNOoNIb30BaHUA 3TOr0 NPUIOXeHUS.

.

YKa3aHo onpepfeneHne HexenaTenbHOro KOHTEHTa 1 nosefdeHus. MiHdopmauuns fomkHa
COOTBETCTBOBATb NPaBWiaM Nporpammbl Ans paspaboTumkos npunoxeHuin Google Play u
MPUCYTCTBOBATb B YCNOBUAX MCNONb30BAHUSA UMW NpaBunax 4f1s NONb30BaTENEN NMPUNOXEHNS.

)

Monb30BaTENbCKUIN KOHTEHT MOLIEPUPYETCH HACTONbKO, HACKOSBKO 3TO YMECTHO A AaHHOro TUna
mMaTepuasnos.

+ MogepaLms noib30BaTENbCKOro KOHTEHTa B AR-NpunoxeHusx (Bkiouas cucTemy oTnpaBku xanob
B MPUIOXEHMK) JONMXKHA COCTOATb U3 ABYX 3TanoB. HeobxoamMmo obpalyaTb BHUMaHWE Ha caM
HemnpueMeMbli NONb30BATENbCKUI KOHTEHT, HaNpuUMep, M306paxeHuns CekcyanbHOro XxapakTepa,
N Ha KOH¢'VI,D,eHLl,VlaJ'IbHOCTb MECTONONOXEHUSA, K KOTOPOMY NpunBa3aHa AONONIHEHHAsA peaslbHOCTb.
MHorga aTo TeppuUTOPUS C OrpaHMYeHHbIM JOCTYMNOM, HanpuMep BOeHHas 6a3a Un 06beKT
YaCTHOM COBCTBEHHOCTM, YTO MOXET CO3AaTb NPO6nembl 4 COOGCTBEHHMKA.

PeanusoBaHa cucTeMa nofauv xanob Ha HexenaTtenbHbIN Mob30BaTENbCKUIA KOHTEHT U
nonb3osaTesnen. Mpu HeobXOANMOCTIN NPUHUMAKOTCS MEPbI AN OrPaHUYEHNs MPUCYTCTBUA B
NPUNOXEHNUM TakUX MaTepuasioB 1 NONb30BaTENEN.

.

EcTb cuctema 6J'IOKVIpOBKVI NMosb30BaTENbCKOro KOHTEHTA U NMONb30BaTeNEN.

.

anIHFITbI Mepbl NPeaoCTOPOXHOCTU ANgd TOro, YTOObI MOHEeTN3aunda B NPUIIOXKEHNN HE
cnocobcTBoBana HeXenaTtenbHOMY noBeaeHuto nonb3oBaTenemn.

Crny4yarHbI KOHTEHT CcekcyanbHOro xapakrepa

CeKcyarnbHbI KOHTEHT CUMTAETCS CIy4aliHbIM, ECTIN OH NMOSIBASETCS B MPUIOXEHUN C
NoSb30BATENbCKMM KOHTEHTOM, KOTOPOE: 1) NpefocTaBngeT AOCTYN K KOHTEHTY NPenMyLLECTBEHHO
HeceKCyarlbHOro XxapakTepa, 2) He PeKNaMUpPyeT U He PEKOMEHLYET KOHTEHT CEKCYanbHOro xapakTepa.
KOHTEHT cekcyanbHOro xapakTepa, onpeaensemblil AeCTBYOWMM 3aKOHOAaTEIbCTBOM Kak
HE3aKOHHbIN, @ TaKXXe KOHTEHT, HapyLIaloLW i NpaBsa AeTen , He CUMTAETCA ClyyalHbiM. Ero
pa3MeLLeHre 3anpeLLeHO.

Hanuune cny4anHoOro KOHTEHTa CekCyasnbHOro XxapakTepa fOmnyckaeTcs B NPUNOXEHNUSX C
Nonb30BaTENbCKMMM MaTepUanamu npu CobMI0OEHUN BCEX CeyoLmMX YCIOBUN:

TaKow KOHTEHT MO YMOTYaHMIO CKPbIT GUALTPaMK, 419 NOTHOMO CHATUS KOTOPbIX TPebyeTcs Kak
MWHUMYM [,Ba fencTeus. Hanpumep, OH MOXET OblTb CKPbIT 38 MEXCTPAHNYHBIM OOBSBIEHNEM C
obodyckaLmen nm SOCTyNeH TONbKO NOCHe OTKYEeHUs yHKLMKM "Be3onacHbin nonck".

.

CornacHo npasunamM nporpammbl "TpunoxeHus s Bcen cemMbn” B ONMUCAHUM NMPUSTOXEHNS
yKasaH 3anpeT Ha rnonyYyeHne geTbMu 4OCTyna K NpUnoXeHUo Yepes CUCTEMbI NPOBEPKN BO3pacTa.


https://support.google.com/googleplay/android-developer/answer/9878809
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CtoZla BXOZST HEWTPAsbHbI/ BO3PACTHON GUILTP U ApYyrve CUCTEMbI, YKa3aHHbIe B AENCTBYIOLWEM
3aKoHopaTenbCcTBe.

+ B NpunoxeHnmn ecTb ncuepnbiBaloLLe OTBETbI U3 aHKETbI AJ1S MPUCBOEHWS BO3PACTHOMO
OrpaHNYeHsi B OTHOLWWEHUN NOSb30BATENIbCKOrO KOHTEHTA, Kak 3TO TpebyeTcs B pa3aesne
Bo3pacTHble orpaHuyeHuns

Mbl yoansem n3 Google Play npunoxeHus, npegHasHayeHHble B OCHOBHOM A1 HEMPUEMIEMOTO
Mob30BaTENIbCKOro KOHTEHTA. TaK e Mbl MOCTYNaeM C MPUINOXKEHMSIMU, B KOTOPbIX pa3MeLLaloT
rnaBHbIM 06pa30M HENOZOHAOLMIN KOHTEHT MM KOTOPbIE M3BECTHbI HAIMUMEM TakUX MaTEPUanoB.

BoT npuMepbl Hanbonee pacnpocTpPaHEHHbIX HapyLUeHUN:

+ MpopBMXeHNe MaTepuanoB CEKCYaNlbHOrO XapakTepa, CO3AaHHbIX MONb30BaTENAMM, BKITIOUas
peanusaumio NIaTHbIX GYHKLMIA, KOTOPbIE CNOCOBCTBYIOT PACMNPOCTPAHEHUIO HEXENATENIbHOIO
KOHTEHTa.

. anIJ'IO)KeHVIFI C KOHTEHTOM, CO3[jaHHbIM NONb30BaTENAMU, FAe He obecneyeHa 4OCTaTOUYHas 3alnTa
OT Yyrpo3, ooMoraTenbCTB NN N30EBATENbCTB, 0COBEHHO MO OTHOLLEHMIO K HEeCOBEPLEHHONETHUM.

 3anucu, KoMMeHTapum n oTorpadumn B NPUNOXEHUN, NpeaHa3HauYeHHble A 3anyrMBaHus gpyroro
YyenoBeKa UM NPM3biBatoLLMe K OCKOPBIEHUSIM, BPeLOHOCHbIM AENCTBUSM M HacMeLlKaM no
OTHOLLEHWIO K HEMY.

« MpunoxeHus, pa3paboTuymKkm KOTOPbIX UTHOPUPYIOT Xanobbl NOIb30BAaTENEN HA HEMPUEMIIEMbIN
KOHTEHT.

KOHTEHT 1 cepBUChbI, CBA3aHHbIEe CO 300POBbEM

3anpeu.LeHo I'Iy6J'IVIKOBaTb NpuUnoXeHund, npenocTtaBngdowne nonb3oBaTendamM 4OoCTyn K onacHbIM
KOHTEHTY U cepBucCaMm, CBA3aHHbIM CO 300PO0BbEM.

anﬂO)KeHVIﬂ, KOTOpble npennaratoT Uin pekniaMmnpyroT KOHTEHT U CEPBUCHI, CBA3aHHblE CO 3A0P0OBbEM,
OOJIKHbl COOTBETCTBOBATb Tpe6OBaHI/I§|M p,e|7|CTBy}ou.|,ero 3aKOHOOaTeNbCTBa.

NekapcTBa, oTNycKkaeMble No peLenTy

Mbi 3anpeuwaem I'Iy6J'II/IKOBaTb npuNoXeHud, npeaHasHavYeHHble ang npoaaxu nnm NokKynku 6e3
peLenTa NeKapcTB, OTNYCKaeMbIX MO PeLenTy.

3anpeLlyeHHble BelecTBa

B Google Play Henb3s nyb6nmkoBaTb NPUIOXEHNS AN PeKNaMbl UV NPOAAXHM 3anpeLLeHHbIX BELLECTB,
[aXxe ecnv OHW 3asiBNeHbl Kak 3aKOHHbIE.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEHUN:

« Bce npoayKTbl M3 HEMOMTHOFO CNMCKa 3anpeLLeHHbIX TEKAPCTBEHHbIX MPenapaToB 1 MULLEBbIX
nobaBok

- MpopykTbl, cogepxawme adpenpy.

« MpopyKTbl, CoAepXalle XOPMOHNYECKUI TOHAA0TPOMNMH Yenoseka (XIY) kak cpeacTeo ang
NOXyQEeHNa UM KOHTPOSIA 3a BECOM NNMBO B COYETAHMM C aHAabONNYECKMMU CTEPOMAAMM.

+ OumeTtunueckme pobaBKM U CPELACTBA PACTUTENIbHOTO NMPOUCXOXAEHUS, COpepXKalLme
CUNbHOAEWCTBYIOLNE UMW ONACHbIE UHTPEANEHTDI.

+ MponyKThl, B ONMCaHNM KOTOPbIX COAEPXKATCS NIOXHbIE 3a8BNEeHUS O NoJb3e ANs 300POBbs, HaNpuMep
CpencTBa, AKO6bl CPaBHUMbIE MO 3GDEKTUBHOCTU C PELLENTYPHBIMU NIEKAPCTBAMU U UHBIMU
MOLKOHTPOSbHBIMU NpenapaTaMu.

+ [poaykTbl, HE NpoLleaLwne rocyfapCTBEHHYO cepTudmKaLmio, B peknaMe KoTopbiX
NoApa3yMeBaETCs, YTO OHWN 6e30nacHbl UM 3bGEKTUBHBI MPU NEYEHUN UK NPOodUNaKTUKE
3aboneBaHuN.
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https://support.google.com/googleplay/android-developer/answer/9217430?visit_id=637901565944441825-118521119&p=supplements&rd=1
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° npO,D,yKTbI, B OTHOLWEHNN KOTOPbIX BBEAEHbI NPaBUTESIbCTBEHHbIE CaHKL NN néo NPUHATbI
3anpeTuTenibHble Unn npenynpegntenbHble Mepbl CO CTOPOHbI KOHTPOMMPYOWKWX OPraHoB.

. npOJJ,yKTbI, HanMEeHOBaHUA KOTOPbIX O4YEHb NMOXOXWN Ha Ha3BaHMA 3anpeLleHHbIX NMULEeBbIX ,D,O6aBOK,
dbapMaLEeBTUYECKMX U UHBIX BELWECTB C KOHTPOSIMPYEMbIM 060POTOM 1 MOFYT BBECTU B
3abnyxpeHuve.

MoppobHyto nHbOPMaLMIO O 3anpeLLeHHbIX dapMaLEBTUYECKMX NpenapaTax U NULEBbIX fob6aBKax
MOXHO HaWTK Ha canTe www.legitscript.com

JNoxHas nHpopmauus o 3popoBbe

3ar|peu.|,aeTcsi Fly6J'IMKOBaTb NPpUNoXeHund, cogepxatlimne ced3aHHble CO 300POBbEM 3aaBNEHNA, KOTOPbIE
BBOOAT B 3a6ny>|<p,eHV|e n npotmeopeYvaT NPpU3HaHHbIM MEOULVHCKNM q)aKTaM M MOryT NPUYNHUTD
nonb3oBaTensaM Bpen.

BoT npuMepbl Hanbonee pacnpocTpaHEHHbIX HapyLUEHUI:

- BBopAalwme B 3abnyxaeHve 3asBneHna 0 BakLMHax (Hanpumep, yTBEPXAEHNS O TOM, YTO BaKLMHbI
MOTyT n3MeHsTb [HK).

. I'IponaraHp,a OnacCHbIX, HEYTBEPXAEHHbIX METOLOB JIEYEeHNA.

« MponaraHpa Lpyrvx onacHbIX MEAULMHCKUX Npoueayp (HanpuMep, KOHBEPCUOHHOM Tepanum).

OrpaHuyeHus, ceasaHHble ¢ COVID-19

MpUNoXeHNs LOMKHbI COOTBETCTBOBATb TPEOOBAHUSM K MPUSTOXKEHUSM, UMEIOLLUM OTHOLIEHME K
KOpOHaBUpycHoM nHoekumnm COVID-19

Cesa3aHHble ¢ MegULMHON PYHKL UM

3anpeLyeHo ny6nmMKoBaTh NPUIOXKEHUS CO CBEAEHNSMM O 300POBLE MW MEAULMHE, KOTOPbIE BBOLAST B
3a6nyxXaeHne U SBRSIOTCS NOTEHLMANbHO ONacHbIMU. HanprMep, 3anpelleHo pasMelleHne
MPUNOXEHWI C BCTPOEHHOW GYHKLMEN N3MEPEHNSI YPOBHS KUCOpOoaa. MPUnoxeHns fomKHbI
NOLLEPXMNBATb CBA3b C BHELHMM annapaTHbIM 06ecrneyeHmeM, HOCUMbIMI YCTPOMUCTBaMM UIN
cneuvanbHbIMU 4aTuMKamMu CMapTHOHOB A1 UBMEPEHUS YPOBHS KUCIOPOAa B KPOBU. B MeTafaHHbIX
HY>XXHO yKa3aTb, YTO TaKMe NPUINOXEHNS He NpeaHa3HaYeHbl 41 MEOULMHCKUX LieNlel, CO3AaHbl TOMbKO
Lns obuiero HabnofeHys 3a 3LOPOBLEM U HE ABNSIOTCH MEAULMHCKUMM yCTponcTBamu. Kpome Toro,
LOMKHbI BbITb MEPeYMCreHbl MOAENN COBMECTMMOrO 060PYA0BaHNS U YCTPONCTB.

Mnatexu — MegULMUHCKMUE YCITYTH

[ns TpaH3aKLUMI, CBA3aHHbIX C OKa3aHUEM PErynMpyeMblX MEAMLMHCKMX YCIYT, UCMONb30BaTb
nnatexHyto cuctemy Google Play He HyxHo. MogpobHee o npasunax Google Play B oTHOLWeHMK
nnaTexen

[ aHHble npunoxeHus "3aopoBbe U cnopT”

[aHHble, [OCTYN K KOTOPbIM OCYLLECTBAETCA C NMOMOLLbIO PaspeLeHnii Ha JOCTYM K NPUIOXEHNIO
"300pOoBbE U CNOPT", CUMTAKOTCS NEPCOHANbHOM U KOHGUAEHLMAIbHOW NONb30BaTEeNbCKOM
nHdopMaLmen. K HUM NPUMEHSIOTCA NPaBKa B OTHOWEHMM MOSIb30BATENBCKMX AaHHbIX 1
AONONHUTENbHbIE TPE6OoBaHS

KoHTeHT, oCHOBaHHbIN Ha 6oK4YenHe

o Mepe BbICTPOro Pas3BUTUS TEXHONTOTUM BIOKYEH Mbl CTPEMUMCS NMPEROCTaBUTb A Pa3paboTYMKOB
nnathopmy, Ha KOTOPOM OHWU MONIM Bbl BHEAPSATL MHHOBALMK M cO3aBaTb 6onee yaobHble 1
NMMEPCUBHbIE CEPBUCHI A1 NONIb30BaTENEN.

B uenax HacToswero npaBuna Mbl paccMaTpnBaeM KOHTEHT Ha OCHOBE 6r10KYenHa Kak
TOKEHN3npoBaHHbIE LI,VIq)pOBbIe O6beKTbI, KOTOpblE CO3[al0TCA N MCNONb3YHOTCA NPy NOMOLWN
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TEXHONOrnKM 6r1iokYenH. Ecnmn Balle NpunoxeHne CoORepXnT Takon KOHTEHT, Bbl JOMKHbI cobnoaaTh
yKasaHHble TpeboBaHus.

KpVII'ITOBaﬂIOTHbIe 6VIp)KVI U NporpamMMHbie Kollesibku

YT06bI NOKYNaTh KPUMTOBANIOTHI, @ TakXe BNafeTb UM 06MEeHMBATLCS VMU, HEOBXOAMMO MCMOSb30BaTh
cepTndULMPOBAHHbIE CEPBUCHI B IOPUCAMKLMAX C 3aKOHOLATENBCTBOM, PErynupyowmum obpalleHve
TakuUX BasoT.

Bale npunoxeHune Takxe fOMKHO COOTBETCTBOBATL AENCTBYIOWMM 3aKOHAM BCEX PEMMOHOB U CTPaH, B
KOTOPbIX OHO pacnpocTpaHaeTcs. He nybnukynTe ero B pervMoHax Uim CTpaHax, roe Balwv npogykThl 1
cepsuchl 3anpelueHbl. Google Play MoxeT noTpeboBaTh OT Bac NpefoCcTaBUTb AOMONHUTENbHYIO
NMHbOPMALMIO UM LOKYMEHTbI O TOM, YTO Balle MPUNOXEHWE OTBEYaeT BCEM AENCTBYIOWMM 3aKOHaM 1
NULEH3NOHHBIM TPEBOBAHKAM.

MaWHuUHr KpunTOBanIoTHI

3anpelyeHo ny6nmMKoBaTh NPUIIOXEHUS, NPefHa3HaAYeHHbIE 41 MalHUHIa KPUNTOBAMIOT Ha
ycTponcTBax. MpunoxeHus, perynmpyolme ManHUHI KPUNTOBAMNOT AUCTAaHLMOHHO, Pa3peLLEHbI.

Tpe6oBaHUs K NPO3PaYHOCTU NPU PacNPOCTPaHEHUU TOKEHU3UPOBAHHbIX LIUPPOBbLIX 06BbEKTOB

Ecnu Bale npunoxeHvie npogaeT Unu No3BosISET NONb30BaTENSAM 3apabaTbiBaTb TOKEHN3UPOBAHHbIE
LundpoBble 06BEKTHI, Bbl OSIKHBI COOOWNTL 06 3TOM Yepes dopMy Aeknapaummn GUHAHCOBbIX YHKLMI
Ha cTpaHuue "KoHTeHT npunoxenua” B Play Console.

Mpv CO3aaHNM KOHTEHTA A1 NPOAAXM Yepes NPUNTOXKeHWE Bbl [LOSIKHbI YKa3blBaTb B CBEAEHUIX O
KOHTEHTE, UTO OH NpefcTaBngeT Cob60M TOKEHN3NPOBAHHbIN LPOBOM 06BEKT. [LONONHUTENbHYIO
NHGOPMALMIO MOXHO HAaUTU B cTaTbe Kak co3faTh KOHTEHT ANS MPOLAXM Yepes NPUSIoXeEHME.

3anpelaeTcs ynoMmHaTb B NPUBNEKaTENbHOW GOPME UMK NMPOLBUraTb BO3MOXHOCTb MOMyYaTb LOXOA,
yepes Urpy Unm TPeuguHr.

[ononHuTtenbHble Tpeb6oBaHusa k ucnonb3osaHuio NFT B urpoeon popme

YT106bl paCNPOCTPaHSATL MPUIIOXEHNS AN @3aPTHbIX Urp, paboTatowme ¢ TOKEHU3MPOBAHHbBIMU
UndpoBbIMM 06bekTaMu, Hanpumep NFT, Hy)XHO NONyYnTb paspeLleHne, Nohas 3asBKy. 1o TpebyeTcs
cornacHo Mpaewnam Google Play B OTHOLWEHWN a3apTHbIX UrP, UFP U COPEBHOBAHWIA C peanbHbIMU
LEHEXHbIMU NpU3aMu.

Bo Bcex ocTanbHbIX NMPUIOXEHWSIX, KOTOPblE HE COOTBETCTBYIOT TPEOOBAHMSAM K MPUNOXEHUSIM A1S
a3apTHbIX UrP 1 He YKa3aHbl B pa3gene [Lpyrue nunoTHble UrPOBbIE MPOEKTbI C peasibHON BanoToN,
HMKaKne 06BbEKTbI C AEHEXHON LLEHHOCTBIO HE JOMXKHbI MPUHMMATLCS B OOMEH Ha BO3MOXHOCTb
nonyuntb 06bekTbl NFT HemsBecTHOM cTouMocTh. O6bekTbl NFT, NprobpeTeHHble NONb30BaTENSIMU,
OOMKHbI MPUMEHATLCS B Urpe ANs YNPOLEHWS ee NPOXOXAEHUS W YNy4lleHUs UrpoBOro npoLecca.
HeponycTrMo, uTo6bl TakmMe 06BEKTbI UCNONB30BANNCH AJ1s CTABOK UMW 3aKJTHOUEHUS Napy B OOMEH Ha
BO3MOXHOCTb BbIMIPaTb NPU3bl peanbHOM AEeHEXHOW CTOMMOCTH, B TOM Yncne apyrne oobvektbl NFT.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

« MpunoxeHus, B KOTOPbIX NpogatoTcst Habopbl NFT 6e3 nHdopmaummn o ToM, kakme 06bekTbl NFT B HUX
BK/KOY€EHbI N KakOBa LLEHHOCTb COAEPXNMOrO0.

« CMynaTopbl a3apTHbIX Urp, Tpebytowwme onnaTy 4S8 Havyana Urpbl M NPefoCcTaBnaloWme B Ka4ecTBe
BO3HarpaxgeHus o6bekTbl NFT.

NHTennekTyanbHas COGCTBEHHOCTb

3anpelyaeTcs HapyLlwaTb YbM-NMB0 NpaBa Ha MHTENNEKTYaNbHY0 COBCTBEHHOCTb (TOBapHbIE 3HAKM,
aBTOPCKUE NpaBa, NaTeHTbl, KOMMepPYeCcKme TalHbl U T. [.), @ TaKXKe NOOWPATh HapyLLeHUe 3TUX NpaB
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nnu cnocobcTBOBaThL EMy. 3anpeT KacaeTcs Kak NPUNOXeHWI, Tak U akkayHTOB pa3paboTumKoB.

Ecnv Ham cTaHeT M3BECTHO O NOJOBHbLIX MaTepranax, Mbl NPUMeM HeobXxoaMMble Mepbl. YTOObI
COO0BLWMNTb O HAPYLWEHUN aBTOPCKMX NPAB 1 NOMYYUTb AOMOMHUTENbHYIO MHbOPMALMIO, CepynTe
HaLWM UHCTPYKLMSM MO yAaNeHuo KOHTeHTa n3 Google

YT106bI NOAaTH Xanoby Ha NPUIOXEHME, B KOTOPOM NMPOAAITCS UNN PEKNAMUPYIOTCS NOAAENbHbIE
TOBapbl, 3aNofHUTE 3Ty GopMy

Ecnv Bbl BNafesneLl, ToBapHOro 3Haka 1 BaM KaXeTCsl, YTO OH HE3aKOHHO UCMOMb3YEeTCs B NMPUNOXEHNM,
KOTOpoe pacnpocTpaHseTtcsa yepes Google Play, pekomeHgyem cHauana 06paTuTbCs K paspaboTumnky
3TOro NPUNoXeHus. ECriv 3To He MOMOXET YCTPaHWUTb HapyLeHWe, OTNPaBbTe Xanoby Ha He3aKoHHOoe
MCMOsb30BaHME TOBAPHOrO 3Haka C MOMOLLbIO 3TOW GOPMbI

Ecnuv y Bac eCTb MMCbMEHHOE pa3peLLeHre OT NPaBoobIafaTens, TO MHTENNEKTYamnbHYIO
CcobCTBEHHOCTL (BpeHp, noroTun u rpadpuyeckne 06bEKTb) MOXHO UCMONb30BaTb B NMPUNOXEHUW UK
Ha ero cTpaHuue. O693aTenbHO CBXXMTECH C KOMaHZon Google Play  nepep nybnukaumen
MPUNOXEHNS, YTOBbI €r0 HE OTKMOHWAM 33 HapyLUEeHWE aBTOPCKUX NpaB.

He3akoHHOE UCnosrib30BaHME KOHTEHTA, 3aLlMLLLEHHOIO AaBTOPCKMUM NpaBOM

3anpelyaeTcs HapyLwaTb YyXune aBTopckue npaea. MiameHeHne MaTepranos, 3alMLLEHHbIX aBTOPCKUM
MpPaBoOM, TakXe MOXET NPMBECTU K HAPYLWEHMI0. B HEKOTOPbIX Cryyasx pa3paboTUnKM JOMKHbI
[loKa3aTb CBOE NPaBO Ha UCMOJNIb30BaHME TOrO UM MHOFO aBTOPCKOrO KOHTEHTA.

He pekoMeHayeTca MCMOoNb30BaTb YyXXON KOHTEHT ANF AEMOHCTPALMN BO3MOXHOCTEN CBOETo
npunoxeHus. beszonacHee Bcero co3gatb OPUrMHasnbHble MaTepuarnsl.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

O6noXxKn MY3blKaJlbHbIX anbbomos, BNOEOUTP N KHAT.

PeknamHble M306pa)KEHVIﬂ n3 ¢VIJ'IbMOB, cepunanos, Tenenepenay unn sngeounrp.

.

/1306paxeHns nnm 3acTaBku U3 KOMUKCOB, MyNbTGUIbMOB, GUIIbMOB, BULEOKIMMOB, CEPUANIOB U
Tenenepepau.

JloroTunbl yHUBEPCUTETCKUX U MPOPECCUOHASbHbBIX CMIOPTUBHbBIX KOMaHL.

« doTorpadum 13 Npoduns N3BECTHOro YeIoBEKA B COLMATbHOMN CEeTH.

« doTorpadum N3BECTHOIO YENOBeEKa, CHATbIE NPodeccroHanbHbiM GoTorpadom.

+ PenpopyKummn KapTuH, 3alLMLEeHHbIX aBTOPCKMM NPaBOM, UMK KOMWUKU, HEOT/IMYMMbIE OT OpUr1Hana.
+ Ayamnosanucu n3 MaTepuanos, 3allULLEHHbIX aBTOPCKUM NPaBoOM.

« Konun nnn nepeBobl KHUT, HE ABNAOWNXCA 06LLECTBEHHbBIM [OCTOSHMEM.

Mool peHne HapyLLeHNs aBTOPCKUX NpaB

3anpeLyeHo ny6nmMKoBaTh NPUIOXKEHUS, MOOLWPAIOLLNE HAPYLLEHNE aBTOPCKMX Npas Unn
cnocobcTaytoLe 3TOMy. ECNin Bbl HE YBEPEHbI, YTO Balle NMPUIOXKEHNE HE HapPYLLAET 3TO NPaBuUIIO,
obpaTnTeCh 3a COBETOM K IOPUCTY.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

. anIﬂO)KeHVIﬂ ongd NoTOKOBOM nepenayn snneo nnm ayaomo, Kotopble NO3BONAKOT 6e3 pa3peeHnd
CKavaTb KOMUIKO KOHTEHTa, 3alULEHHOIrO aBTOPCKNUM MpPaBOM.

+ MpunoxeHus, No3BoNsIoLME CNyLWaTbh, CMOTPETb 1 CKauMBaTb My3biKy, BUAEO U APYroi KOHTEHT B
06x0[, 3aKOHa O 3alUuTe aBTOPCKUX NPaB:
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@ B onuncaHuun atoro NPUNoXeHnd nonb3oBaTensdaM npennaraetTca CKkaunmBaTb KOHTEHT, 3aLIJ,I/ILIJ,eHHbIVI
ABTOPCKMM NpPaBOM, 6e3 COOTBETCTBYIOLWErO pa3pelieHnd.

@ CKpVIHIJJOT B ONMCaHNN STOro NPUNOXEeHUA Npu3bliBaeT nonb3oBaTesien CKauymMBaTb KOHTEHT,
3aLIJ,MLIJ,eHHbIl7I ABTOPCKMM NpPaBOM, 6e3 COOTBETCTBYIOLWEro pa3peLleHnd.

HapylweHune npaB Ha TOBapHbIM 3HAK

3anpelyeHo ny6nmMKoBaTh NPUIIOXKEHNS, HapyLlaloL e NpaBa Ha TOBAPHbIN 3HaK. TOBapHbIM 3HAKOM
Ha3bIBAIOT C/IOBO, CUMBOJT UIIM UX COYETaHWE, YKa3biBalOLWMe Ha MPOV3BOAUTENS TOBapa Miu
noctaslumka ycnyr. OH faeT BNafenbLy UCKNOUMTENbHbIE MPaBa Ha ero UCMoNb30BaHNe
NPUMEHUTENBHO K laHHOMY TOBapy Unu ycnyre.

HapyLieHnem gaHHbIX NpaB CYNTAETCH HEHAEXALlEee UM HECAHKLMOHMPOBaHHOE CMONb30BaHME
MOEHTUYHOrO NIMBO OYEHb MOXOXEro TOBAPHOIO 3HaKa C Lenbio AaTb HEBEPHOE NnpeacTasnieHne o6
MCTOYHMKE MpoayKTa. ECnn B BaleM NPUIOXEHUM NPUCYTCTBYIOT TOBApPHbIE 3HAKN APYTrMX MPOAYKTOB,
KOTOpbIe MOTYT BBECTU NONb30BaTeNel B 3ab/yXaeHNe, OHO MOXET BbITb 3a610KNPOBaHO.

MNoppenbHble TOBapHbI

3anpeLleHo NybnmkoBaTb NPUTOXEHUS, B KOTOPbIX MPOAAKTCA U PEKSTAaMUPYIOTCS NOAAENbHbIE
ToBapbl. Peub MOeT 06 M3nenmax, Ha KOTOpbIX eCTb 0603HAYEHNS, MAEHTUYHbIE YYXXMM Nlorotmunam /
TOBaPHbIM 3HAKaM UM OUYEHb MOXOXME Ha HKX. DTO NO3BONSET Bbl4aBaTb NOALENbHBIN TOBAP 3a
NOASIVHHBIN.

HapyweHne koHdunaeHunanbHOCTH, 3noynotpebneHne
pecypcamMu yCTpOMUCTBa Y MOLLEHHNYECTBO

KoHduaeHUnansHOCTb Nonb3oBaTenen n 6e30MnacHOCTb CEPBMCOB O4YeHb BaXKHbI AJi Hac. [osTomy B
Google Play cTporo 3anpelyaetcs ny6nmMkoBaTh BPeLOHOCHbIE, MOWEHHUYECKUE U Opyrve

NPUNOoXeHnd, KOTopble HegonyCTMbIM o6paaoM MCNonb3ykT pecypcChbl ceTn nnn yCTpOl‘/’ICTBa, a Takxe
nepcoHanbHble AaHHbIe.

IlaHHble Nonb3oBaTens



K maHHbIM Nonb3oBaTens OTHOCATCS CBEAEHUs, NPeLOCTaBNEHHbIE UM, @ TaKXe MOJSyYEHHbIE B XOe ero
paboTbl, B TOM ymcne nHpopmMauums ob yctponctee. Ob6a3aTesnibHO coobLmTe, Kak U Ans Yero Bbl byaeTe
cobupaTb, 06pabaTbiBaTb M MCMOMb30BATb 3TW [AHHbIE, @ TakxXe Nony4YaTb U NPEROCTaBNSATb K HUM
JocTyn. Micnonb3oBaTb Takyto MHOOPMaLMIO B LLENSX, O KOTOPbIX Bbl HE 3asBUK, 3anpeLLeHo. MoMmnMo
3TOro, Ntobas 06paboTka NMNUHBIX 1 KOHOUAEHLMANbHbBIX fAHHbIX NONb30BaTENs [OMKHA
OCYLLECTBNATLCA B paMKaXx LOMOMHUTENbHbIX TPe6oBaHUN, yKasaHHbIX B pasaene “JindHbie
KOHbMAEHUMarnbHble NONb30BaTeNbCKME faHHble" HuKe. 3Tu npasuna Google Play gononHsiot
TpeboBaHUa [ENCTBYIOWErO 3aKOHOAATENbCTBA O KOHOUAEHLMANIBHOCTMN 1 3aLLMTE OaHHbIX.

Ecnu B BaleM NpUIoXeHNN UCNONb3yeTcs CTOPOHHMI Kog, (Hanpumep, SDK), ybeguTech, Y4To 3TOT Kopg,
1 npouecchl 06paboTkn NONb30BATENbCKMX AaHHbIX Ha CTOPOHE CO3aaTeNs Koga COOTBETCTBYHOT
MpaBunam NporpaMmel 4Jis pa3paboTunkoB npunoxerHun B Google Play, B ToM yncne TpeboBaHusM 06
NCNONb30BaHUN N pacKpbiTUKM MHPOPMaLMK. Hanpumep, Bbl BOMKHbI YOeamTbes, YTo nocTaBwmk SDK
He NPOoJaeT NMYHbIe Y KOHPUAEHLMANbHbIE faHHbIe NONb30BaTeNs, NOMyYEHHbIE U3 BalIEro
npunoXxeHus. 3To TpeboBaHNe NPMMEHMMO BHE 3aBUCMMOCTW OT TOro, ByayT v NONb30BaTENbCKME
[aHHble nepefaHbl Mocne OTNPaBKM Ha CEPBEP UMM B pesynbTaTe BHEAPEHNS CTOPOHHETO Kofa B Balle
NPUNoOXeHue.

JInyHbIE M KOH¢VIp,eHLlMaJ1beIe nosib3oBaTtesibCKue gaHHblie

K fIMYHBIM 1 KOHPUAEHUMANBHBIM NOMb30BATENBCKMM faHHBIM OTHOCUTCS B TOM Yncie uHbopmaLums,
no3BonstoLas UAEHTUPULMPOBATL IMYHOCTb, PUHAHCOBbIE, NNATEXHBIE N YYETHbIE [aHHbIe,
TenedoHHas KHUra, KOHTaKThl, 4AHHbIE 3BOHKOB 1 SMS, faHHble O 300POBbE |, AaHHblE N1aThOPMbI
"3p0poBbe 1 CnopT" , AaHHbIE O MECTOMOMIOXEHUN YCTPOMNCTBA U CAUCKE APYruX NPUNOXEHWUN Ha
YCTPOWCTBE, AaHHbIE MUKPOPOHA 1 KaMepsbl, a Takxke apyras KoHduaeHUManbHas nHdopmaums 06
YCTPOWCTBE MW €ro UCMonb30BaHUW. Ecnuv Balue NpunoXxeHne NCNonb3yeT TakmMe CBELEHNS, OT BacC
TpebyeTcs cnepyoLee:

° OrpaHVILIVIBaTb [OCTYyN K INYHbIM U KOH(I)VI,D,eHLI,VIaJ'IbeIM nonb30BaTEeNIbCKUM OaHHbIM, NONYYEHHbIM
yepes NpunoxeHne, a Takxe nx C60p, ncnonb3oBaHMe U nepenavy. oTKn JJ,GVICTBMFI [onyckatoTca
TONbKO OANng npenocTtaBieHUd CI)yHKLLI/IPI cepBuCa N1 NpUNoXeHud, a Takxxe B Lendx,
COOTBETCTBYOLWMX NpaBuJiaM N HE HapyLlaloLWwmnx 060CHOBaHHbIE oXunpgaHuna nonb3oBaTenien.

« MPUNOXEHNS, NCMOMb3YIOLLMNE NINYHBIE U KOHUAEHLMANbHbIE NONb30BaTENbCKME faHHbIE Ang
nokasa pekJiaMbl, LOMKHbI COOTBETCTBOBATb MPaBuiaM pa3MeLLeHUs PeKkambl

« [laHHble paspelleHo nepeaasaTb, eCiiv 3Toro TpebyeT AenCTByiolee 3aKOHOAATENIbCTBO
(HanpuMep, Mo 3anNpPocy rocopraHoOB) UMK COESKa MO CAMAHUIO UM NPOoAaXe akTUBOB. Bbl LOMKHbI
yBEOOMUTb 06 STOM MONb30BaTENEN IOPUAMYECKM NPUEMNEMbIM cnocoboM. Kpome Toro, nepenava
AaHHbIX BO3BMOXHa NMocTaBLWWKaM ycnyr

+ ObpabaTbiBaTb BCE IMYHbIE N KOHPUAEHLMANbHbIE AaHHbIE NONb30BaTeNen 6e3onacHbIM 06pa3oM, B
TOM yuCIe C NPUMEHEHNEM COBPEMEHHbIX METOAOB WKdpPOBaHUS, Hanpumep npotokona HTTPS.

+ o BO3MOXHOCTU 3anpalunBaTh AMHAMUYECKUE pa3peLleHms, Npexae YeM UCToNb30BaTb AaHHbIE,
LOCTYN K KOTOPbIM perynunpyeTcs paspelueHnamu Android

* He nponaeaTb JINYHbIE U KOHq)VIJJ,eHLI,VIaJ'IbeIe nonb3oBaTeslbCKMe AaHHbIE.

« "Mpopaxa" nogpasyMeBaeT 0OMEH UNK Nepepady Taknx AaHHbIX TPETbUM NULaM  C LENbio
nonyyYeHns JeHEeXHOro [OXoaa.

+ Ecnun cBou nnyHble n KOHOUAEHLManbHble faHHble NepefaeT caM Nonb30BaTesb, 3TO He
cunTaeTcs npopaxen. NpuMepbl TakMx CUTYaLNUA: B NPUTOXEHUN eCTb GYHKLMS AN nepegayn
barnoB TpPeTbMM NMLAM; NMPUTIOXEHNE NPefHa3HAYeHO AN MPOBEAEHNS HAyUYHbIX
nccnefoBaHUii, 1 aHHble OTNPAaBASIOTCS B 3TUX LeNsiX.

PackpbiTue MHpOpMaLMK U pa3pelleHre Ha UCTIONb30BaHUe AaHHbIX

Ecnwv Bawwe npunoxeHue cobmpaeT, UCNOMb3YyeT 1 NepefaeT JIMUHbIE U KOHbUAEHLMANbHbIE
nonb30BaTeNlbCKUE AaHHble B LENSX, KOTOPbIe MOryT HEe COOTBETCTBOBATb 06OCHOBAHHBIM OXWIaHUSAM
nonb3oBaTesier OT NPoAyKTa Unu GyHKUMKM (HanpuMep, ecnv cbop MHOpPMaL MmN NPOXOAUT B GOHOBOM
pexume), BaM HEOBXOAUMO BbINOMHUTL TPEOOBAHMS HUXE.
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PackpbiTve uHopMaLuu. Bbl BOMKHbI yKa3aTb B NPUIOXEHUU CBefeHus o cbope,
MCNONb30BaHUM U NMepepaye NIMYHbIX faHHbIX. [N TakMX CBeQeHu AeNcTBYIOT cregyolue
TpeboBaHus:

MHCI)OpMaLI,I/IFI OOJIKHa 6blTb B CaMOM NPUNOXEeHNN, a HE TONbKO B €ro OnNMCaHnn nnn Ha caute.

ViHdopMaLms [omKHa 0TOBPaXaTbes NPy 06bIYHOM UCTMIONB30BAHMMN NMPUMOXEHNS, 6E3 BbI30BA MEHIO
WM HaCTPOEK.

B uHdopMaumm gomnxHo 6biTb ykas3aHo, kakue faHHbIe UCMOMb3yeT Ui CoBUpaeT NpUIoXeHue.

B Hen OO/KHO O6'b9!CHHTbCH, KakK UMEHHO NpunoXxeHne NCnosib3yeT 1 nepenaeT AaHHble.

NHdopMaLms He MOXET codepXKaTbCsl TONbKO B MONUTUKE KOHOUAEHLNANBHOCTU UK YCNOBUSAX
MCMONb30BaHWS.

.

VMiHpopMaL s He MOXET BKITHOYATbCS B COCTaB APYruX CBEAEHWN, HE CBA3aHHbIX C BOMpocaMu cbopa
NINYHBIX M KOHOUAEHLMANbHBIX faHHbIX MONb30BaTENEN.

Cornacue nonb3oBaTenen U gUHaMnYeckume paspeLieHus. Bbl BOMKHbI 3aNpocUTb cornacue
nonb3oBaTens U AMHaMUYECKOe pa3peLleHne cpasy nocre nokasa coobleHus o packpbiTum
mHbopMaLmnm, COOTBETCTBYIOLWErO yKasaHHbIM paHee npaBunaM. [insg sanpoca AeNCTBYIOT
cnepgyolme npasuna:

3anpoc OOJIKEeH 6bITb CqJOpMyJ'IMpOBaH npenenbHoO ACHO U npencTas/ieH B OTAE/IbHOM OManoroBoM
OKHe.

.

Cornacwe nonb3oBaTens [OMKHO NOATBEPXAATbCS AENCTBMEM (HaNpUMep, HaXaTueM KHOMKU Ui
YCTaHOBKOM dnaxka).

CI/ITyaLl,VIVI, Korga nosibsoBatesib HaMePEHHO Unn CJ'Iy'-laI;IHO 3aKpblBaeT OKHO C 3anpocoMm, B TOM
Yncne Haxxatmem B opyromM MecTte nnm KHOMKOM BO3BpaTa Ha rnaBHbIN 9KpaH, HE MOT'yT CUNTaTbCA
cornacuem.

ABTOMaTMYECKU 3aKpbiBatoWmnecd 3anpocChl (HaanMep, no ncTevyeHnn onpepneneHHoro BpeMeHVI) He
MOryTt 6bITb cpencTBoM nony4vyeHuna cornacus.

3anpoc fomkeH 6biTb CHavana ofobpeH nonsb3oeaTteneMm. ToMbKO MOCE 3TOro Balle NPUIOXeHNe
MOXET NONYYUTb [OCTYN K JINUHBIM U KOHOUAEHLMANBHBIM MONb30BATENBCKUM AAHHbLIM UMW HaYaTb UX
cobuparb.

MPUNOXEHNS, B KOTOPbIX NNYHbIE N KOHMAEHLMAbHbIE NONb30BaTENbCKME faHHble 06pabaTbiBatoTCS
6e3 cornacus nonb3oBaTesNs Ha APYrux NpaBoBbiX OCHOBAHUSX, AOMKHbI COOTBETCTBOBATb
LENCTBYIOLWMM IOPUANYECKMM TPeboBaHMAM 1 CoaepXaTb He0BX0aMMblE COOBLLEHNS O PACKPbITUN
NHbOPMALMK, B TOM UYUCTIE COOBLLEHNS B CAMUX MPUITOXEHMSX, TPeByeMble COrNacHO 3TUM MpaBunam.
TakMM OCHOBaHMEM MOXET BbITb 3aKOHHbIN MHTEPEC B paMkax [eHepanbHoro pernameHTa EC o sawute
nepcoHanbHbiX faHHbIX (GDPR).

YT06bI NPMBECTU NPUSIOXKEHNE B COOTBETCTBME NPaBuaM, Mbl PEKOMEHOYEM BaM NPUAEPXKMBATHCS
cnegytouiero ¢opmata, korga TpebyeTcs packpbiTb MHGOPMALMIO:

« "[HasBaHue npunoxeHnsd] cobnpaeTt/nepenaeT/CUHXPOHNINPYET/XPAaHUT [TUN faHHbIX], YTOObI
obecneunTs paboTy [kakon ¢yHkunK] [B Kakmx cnyvasx]”.

« MMpumep. "Fitness Funds cobupaeTt faHHbIe O MECTOMOIOXEHUM, YTOObI OTCIEXNBATL BALLY
PU3NYECKYHO aKTUBHOCTb, aXe KOraa MpuioXeHUe 3aKpbiTO Ui HE UCTIONb3YETCS, 1 YTOObI
O[AEPXNBATbL 1OKA3 Pek1ambl”.

« Mpumep. "Call Buddy cobupaet, cuntbiBaeT 1 3annCbiBAET [aHHbIE O BbI30BaX, YTObbI UMETb JOCTYI
K KOHTaKTaM, Jaxe KOrga MmpunoxeH1e He UCronb3yeTcsa”.

Ecnu B BalweM NpunoxXeHU NCMOMb3yeTCst CTOPOHHWI Kog, (Hanpumep, SDK), npegHa3HauyeHHbIN 4
cbopa NUYHbIX N KOHGUAEHLMANbHBIX NOMNb30BATENbCKMX AaHHbIX, Bbl JOMKHbI NPefOCTaBUTb
LOCTaTOYHblE A,0KA3aTeNbCTBa TOrO, YTO Balle NPUOXEeHNE He HapyLlwaeT TpeboBaHMa U3 pa3fena
"PackpbiTve nHbopMaLnn 1 paspeLlleHre Ha UCNOob30BaHNe OaHHbIX" HACTOSLWMX NpaBun.
MpunoxeHve AOMKHO COOTBETCTBOBATb B TOM YMCIE NMONOXEHNSIM, CBA3aHHbIM C [OCTYMOM K faHHbIM,
a TaKkxe ux cbopoMm, 1cnonb3oBaHNEM U Nepefayeit C NOMOLLbIO CTOPOHHEro Kofa. JokasaTenbcTea



HeobXOAMMO OTNPAaBUTL B TEUEHUE ABYX HELelb UK APYroro nepuopa (ecnm oH ykasaH) nocne

nonyyeHuns 3anpoca ot Google Play.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapYyLUeHUN:

)

.

.

anIJ'IO)KeHVIe Co6mpaeT OaHHbIE O MECTONOJIOXKEHNN yCTpOl‘/‘ICTBa, HO HE COAEPXNT 3aMETHOIro
yBeOOMJIEHUA 06 1CMNoNb30BaHNUM UX npunoXxeHnem B q)OHOBOM pexnme n/mnun o Tom, ans Kakown

bYHKUMMN HYXHbI 3TU A@HHbIE.

I'Ilenoerme 3anpawmnBaeT gUHaMNM4eCKoe pa3pelleHne Ha JOCTyNn K AaHHbIM 0O PaCKPbITUA
VIHCI)OpMaU,VIVI O TOM, A9 4ero Ncnonb3yrTCd 3TV OaHHbIE.

MpunoxeHune nony4yaet [OCTYN K CMUCKY YCTAaHOBMNEHHbIX MPUTIOXEHWI NONb30BaTENs U He
06pabaTbiBaeT 3TW faHHbIE KaK JIMYHbIE UK KOHOUAEHLNANbHbBIE B COOTBETCTBUM C MOUTUKOM
KOHOUAEHLMANbHOCTHW, NpaBuiaMm 06paboTkn faHHbIX, @ TaKXXe COrlacHO TpeboBaHMAM K
PacKpbITMIO MHPOPMALMM N PAa3PELLEHMIO HA UCMOSIb30BAHME AaHHbIX.

MpunoxeHve nomnyyaeT JOCTYN K CINMCKY KOHTAKTOB MOJSIb30BaTENS U HE 06pabaThiBaeT 3TH fAaHHble
KaK NUYHblE UNKU KOHOUAEHLManNbHbIE B COOTBETCTBMM C NOMUTUKON KOHOUAEHLMANBHOCTH, a Takxe
TpebOoBaHNAMUN K 06PabOTKE AaHHbIX 1 Pa3peLIEHNO Ha NCMONb30BaHNE aHHbIX.

anIJ'IO)KeHVIe 3anncbiBaeT AaHHble, KOTOPblE NOABNAOTCA Ha 9KpaHe, 1 He o6pa6aTb|BaeT NX Kak

JINYHbIE NN KOHC]JVI,D,eHLLVIaJ'IbeIe B COOTBETCTBMU C HaCTOAWMMIN NpaBunnamun.

anIﬂO)KeHMe Co6mpaeT OaHHblEe O MECTONOJIOXKEHNN yCTpOIZCTBa

, HE packpbiBagd, ong 4ero oHn

HY>XHbI, 1 HE NoJly4daqa cornacue nosib3oBatensd B COOTBETCTBMN C NPUBELEHHbIMU BbilLe

TpeboBaHUAMM.

anIﬂO)KeHMe MCcnonb3yeT OrpaHnYeHHble pa3peLlleHnda B CI)OHOBOM pexunme (B TOM Yyncne onga
OTCNEeXnBaHNA Unn B UCCnenoBaTeibCKUX NN MapKETUHIOBbIX Ll,eJ'IFIX), HE pacKpbiBagd, Ang 4ero oHn
Tpe6yIOTCFI, M HEe nonlyyaq cornacmne nonb3oBaTtesida B COOTBETCTBMU C NpuBEAEHHbIMU Bbille

TpeboBaHUAMM.

MpunoxeHne ncnonbsyet SDK, KOTOpbI COBUPAET NMYHbIE U KOHOULAEHLNANBHbIE
nonb30BaTeNlbCKMe AaHHble U He 06pabaTbiBaET KX COrMacHO NpaBunam B OTHOLLIEHUN
MoNb30BaTENIbCKUX AAHHbIX, TPEOOBAHMSAM K PACKpPbITUIO MHGOPMALMU N PA3PELIEHMIO Ha
MCMONb30BaHWeE JaHHbIX, @ Takke TPeboBaHUAM K 06paboTke faHHbIX (BKOYas 3anpeT Ha Npofaxy).

MoppobHee 0 pacKpbITUN MHPOPMAaLUM N Pa3PELLEHUN Ha UCTIONb30BaHNE AaHHbIX...

OrpavaeHMe AocTyna K JINYHbIM U KOHq)VI,D,eHLIVIaHthIM AaHHbIM

Hwxe nepeuncneHbl [ONOAHUTENbHbIE TPEOOBAHMS K MPUNOXEHWSM, BbIMOMHSIOWMM onpefeNieHHble
YHKUMNN.

DyHKUMNSA

O6paboTka MAEHTUGUKALMOHHBIX,
bVMHAHCOBBIX M NNATEXHbIX AaHHbIX

O6paboTka TenedoHHbIX HOMEPOB 1
LPYron KOHTaKTHOM MHbopMaLmm

AHTMBUPYCHbIE U Apyr1e 3aluUTHbIE
YyHKUUN

[eTCKNN KOHTEHT

C6H0p NOCTOSHHbBIX NAEHTUPUKATOPOB
ycTponcTs (Hanpumep, IMEI, IMSI,
CepUHbIX HoMepoB SIM-kapT u T. A4.)

TpeboBaHus

Balue npunoxeHune He AOMXHO HU NMPU KakMx 0BCTOSTeNbCTBax
ny6nmMKoBaTh fMYHbIE U KOHOUAEHLMANbHbIE laHHbIE, CBS3aHHbIE C
bUHAHCOBOM UM NNATEXHON AESTENbHOCTbIO, @ TaKXe HoMepa
odpuLManbHbIX YLOCTOBEPEHUN NMYHOCTU.

3anpelyeHo 6e3 paspeLleHns NyGrmMkoBaTb U PackpbiBaTh JIMUHYIO 1
KOHOMAEHUMaNbHYIO MHGOPMALLMIO APYrvX NIOAEN.

B nonuTrke KoHGUAEHLMANbHOCTH 1 MHPOpMaLMn 06
NCNONb30BaHMM NIMYHbIX AaHHbIX JOMKHO 06bACHATLCS, Kakune
[laHHble cObMpaloTCa U NepefatoTCs, Kak OHU UCMONb3YTCA U KTO
MOXET MOJyYnTb K HUM BOCTY.

B npunoxeHuu, npefHa3HauYeHHOM B TOM UYMCne U Ans AeTel, He
LOMXKHbI Mcnonb3oBaTbes SDK, KOTopble He 0OROBPEHbI ANg
nofo6HbIX cepBucoB. C NOMHLIM CMIMCKOM NpaBus 1 TpeboBaHWn
MOXHO O3HAaKOMUTLCA Ha 3TOM CTpaHuLe

MocTogHHbIE I/I,D,eHTI/Iq)I/IKaTOpr yCTpOI;ICTBa HE OOJDKHbI 6bITb
CB43aHbl C INYHbIMU U KOHq)VI,D,eHLl,I/IaJ'IbeIMVI AaHHbIMU
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nonb3oBaTens U ¢ naeHTUPUKaTopamu, KOTopble MOryT GbITb
CcOpOLUEHbI, 33 UCKITIOYEHNEM:

« TenedoHHOM CcBA3M ¢ nomoLbto SIM-kapTbl (Hanpumep, Ans
3BOHKOB No cetu Wi-Fi yepes onepatopa cesa3u);

* KOPNOPAaTVBHbIX NPUIOXEHWI AN YNPaBieHns yCTPOUCTBaMK,
MCNonb3yeMbIX B pexvMe BragenbLa.

B Takux cnyyasax paspaboTunk [OMKEH SBHbIM 06pa3oM coobLWNTb
nonb3oBaTesiaM 06 MCNoNb30BaHUM UBEHTUPUKATOPOB B
COOTBETCTBMW C NMPABUIAMU B OTHOLLIEHWM NOMb30BATENbCKUX
LaHHbIX

NHbopMaumio 06 anbTepHATMBHBIX YHUKANbHbIX MAEHTUdMKATOpax
MOXHO HalTN Ha 3TON CTpaHuLe

JononHuTenbHbIE PEKOMEHAALMN MO UCMONb30BaHMIO PEKTaMHbIX
noeHTuomkatopos Android npuBegeHbl B paBmiax pa3MeLLeHns
peknambl

Paspen 6e30nMacHOCTU OaHHbIX

Kaxxgoe npunoxeHune OOMKHO copepxaTb pasgen 6e30MnacHOCTU AaHHbIX, B KOTOPOM MOHATHO 1 TOYHO
onucaHo, kak cobupatoTcs, MCNONMb3yTCa M NepefatoTca Nonb3oBaTebckme aaHHble. Pa3paboTumnk
HeceT OTBETCTBEHHOCTb 3@ TOYHOCTb 1 aKTyanbHOCTb MHGOPMaLUK. DTU CBEAEHUS LOMKHbI
COOTBETCTBOBaTb MHPOPMALNM, UBNIOXKEHHOW B MOIMTUKE KOHPUAEHUMANIBHOCTM NpunoxeHus (ecnm
NPUMEHNMO).

MoppobHee 0 TOM, Kak 3anofHUTL pasfen 6e30MacHOCTY JdaHHbIX

Monutuka koHGUAEeHUMaNbHOCTU

Ccblinka Ha NonuTUKY KOHGUAEHLMANbHOCTM JOMKHA BbiTb NpYBeLeHa B NPefHa3HaYeHHOM A1 Hee
pasgene Play Console n B caMoM NpuiioxeHum (BonyckaeTcs pasMecTuTb TEKCT Npasun). B aTom
LOKYMEHTe 1 B MHpopMaLum 06 NCMONb30BaHUWN [aHHbIX, PA3MELLEHHON B NMPUIOXEHMM, OOMKHO
nofpPoBHO 0BBACHATBLCS, KaK OHO MOJyYaeT, COBUPAET, UCMONb3YET U NEPefaeT TPETbUM TULaM
NoNb30BaTeNIbCKME AaHHble. DTO KacaeTcs Nobon MHPOPMaL MK, a HE TONTbKO CBEAEHWIN, ONUCAHHbBIX B
pa3fene 6€30MNacHOCTM faHHbIX. TEKCT JOMKEH CopepXaTh:

* MHOPMaLMIO O pa3paboTumnKe, a TakKe O KOHTAKTHOM NULLE MO BOMPOCaM KOHOUAEHUMANbHOCTH
WK O MEXaHU3Me Nofayy 3anpocos;

* TUMbI INYHBIX U KOHOUAEHLMAMbHbIX NMOSb30BATENIbCKUX AaHHbIX, KOTOPbIE AOCTYMHbI MPUAOXEHWIO U
KOTOpbIE OHO COBMPAET, UCMONb3YET M NEPERAET, @ TAKXKE CBEAEHMS O TOM, KTO MOMyYaeT AOCTYM K
3TOM MHPOpMaLUY;

+ MHdOpPMaLMIo 0 npoLedypax 6esonacHon 06paboTKM NUYHBIX U KOHGUAEHUMANbHBIX AaHHbIX;

+ nNpaBuna paspaboTyrka B OTHOWEHUWN XPaHEHUS 1 yaaNeHUs aHHbIX;

*+ YeTKOe yKa3aHu1e Ha TO, YTO 3TO MOMNTMKA KOHOUAEHUMANBHOCTY (HanpuMep, MOXeT BbiTb
YMOMSIHYTO B 3aroJIOBKe).

B nonutuke KOHGMAEHUMANBHOCTN HEOOXOAMMO NPUBECTM HA3BaHME NMPUIOXEHNUS N YTIOMSIHYTb
nnuo (HanpuMep, pa3paboTumnka UM KOMMaHUIO), yKa3aHHOE Ha CTpaHuLe npunoxeHus B Google Play.
,El,a>Ke €Cnn NpunoXeHne He nMeeT AoCcTyna K NIMYHbIM 1 KOHd)I/I,D,eHLI,I/IaJ'IbeIM AOaHHbIM, Y HEro AooJikHa
6bITb NONUTUKA KOHOUAEHLMATNIBHOCTH.

Y6epuTech, UTo 3TOT AOKYMEHT (He B Buae PDF-¢aiina) 4ocTyneH no akTMBHOW 06Lef0CTyNHON
ccblfike 6e3 orpaHMYeHni Mo reo30He Y HE MOXET BbITb U3MEHEH.

TpeﬁOBaHVIe B OTHOLUEHUU yOarieHUsa akkayHToB

Ecnv nonb3oBatenu MoryT co3gaBaTh akkayHTbl MPSIMO B BalleM MPUNOXEHUN, B HEM TakXe O0oSKHa
6blTb BO3SMOXHOCTb 3anpawunBaTb yaaleHUe akkayHTa. TaKyro onuuno OoJIXXHO ObITb NIErKO HANTU B
NPUNOXeHUN. KpOMe TOro, Nosib30BaTeENN OOMHKHbI UMETb BO3MOXXHOCTb 3aNpPOCUTb yOaneHne akkayHTa
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He 13 NPUIOXEHWs, HanpuMep Ha BalleM cainTe. CCblfiky Ha Takon Pecypc Hy>KHO yka3aTb B
cooTBeTcTBYoWeM none ¢opmbl URL B Play Console.

Mpv ynaneHnn akkayHTa B NPUNOXEHUM MO 3arpocy Nosib3oBaTesid Bbl TakXXe AOMKHbI YAanuUTb
NoNb30BaTENbCKMUE AaHHbIE, CBA3aHHbIE C 3TUM akKayHTOM. BpeMeHHas feakTuBaLms, OTKIOYEHNE U
nprYocTaHoBKa PaboThbl akkayHTa He CYMTaloTCs yaaneHneM. ECiv BaM Hy>XHO XpaHUTb ONpefeneHHyto
nHbOpPMaLMIO B 060CHOBAHHbIX LiefsX, Hanpumep ans obecneyeHms 6e30nacHoCTH, 6opbobl ¢
MOLLIEHHWYECTBOM UMK COBMIOAEHNS HOPMaTUBHbIX TPEBGOBaHMI, Bbl 06593aHbl ABHO NPOUHGOPMUPOBATHL
nonb3oBaTeNen o CBOUX npaBunax xpaHeHna oaHHbIX, HanpuMep B NOJINTUKE KOHCI)I/I,D,eHLLI/IaJ'IbHOCTI/I.

MoppobHee 0 TpeboBaHMAX B OTHOLEHUN YaaNeHWs akkayHTOB U 06 M3MeHeHUn GopMmbl
"be3onacHoOCTb AaHHbIX"...

Mcnonb3oBaHue npeHTudmUKaTopa NpUIoXeHus

Android npefcTaBuT HOBbIM MAEHTUGUKATOP A1 OCHOBHbIX MPUMEPOB UCMOMNbL30BaHUS, HanprmMep
aHanNUTUKKM 1 NPefoTBPaLLEHNS MOLEHHNYECTBA. YCNOBMS MCNONb30BaHNS naeHTudrkaTopa
npuBeaeHbl HUXe.

+ Ucnonb3oBaHue. VigeHTndMKaTOp HAaboPa NPUNOXKEHUIA HENb3S UCMONb30BaTb AJ1s
nepcoHannaaunn 1 aHanmsa peknamsi.

+ Cea3b c MHpopMaLmen, no3eonsoLen MAEHTUGULUPOBATL IMYHOCTb, U APYTUMU
upgeHTudukaTopamu. MioeHTudprkatop Habopa NPUIOXKEHNIN HENB3S CBA3bIBATb B PEKITAMHbIX LESISX
¢ npeHTudumkatopamm Android (Hanpumep, AAID) Unu ¢ KakMMU-IM60 NEPCOHANBHBIMU U1
KOH®UAEHLNANbHBIMU AAaHHBIMU.

» Mpo3payHocTb U cornacue. B npumeyaHnm o KOHPUAEHLMANbHOCTN, COOTBETCTBYIOLLEM
Tpe6OBaHVI9|M 3aKoHOaTeNIbCTBa, B TOM YnCe B NONnTuKe KOHd)VI,D,eHLI,I/IaﬂbHOCTI/I, HeO6XO,D,VIMO
npouHGOPMMPOBAaTb NOIb30BaTENS O CHOpe U UCMONB30BaHUM MAEHTUGUKATOPOB NPUIOXKEHUS, a
TaKXe O HAaCTOAWMX NpaBmnax. B HEKOTOPbIX Crnyyasx HEOBXOAMMO NONyYnTb cornacue
nonb3osaTenen. NMogpobHas nHbopMaL s O HALLMX CTaHJapTax KOHPMAEHUMANbHOCTY NPUBELEHA B
pasgene [laHHble nonb3oBaTens

EU-U.S., Swiss Privacy Shield

Ecnu Bbl nonyyaeTe AOCTYN K JIMYHbIM AAHHBIM NMOMb30BaTENEN, MPEROCTaBeHHbIM KoMMaHuen Google
1 co3paHHbIM Ha TeppuTopumn EBponerickoro cotosa unu Leseryapum, ecnv ncnonbayete nubo
obpabaTbiBaeTe 3TY MHPOPMALMIO 1 MO HEW MOXHO MPSIMO UM KOCBEHHO YCTAHOBUTb JIMYHOCTb
YeNIoBEKA, TO Bbl JOJIXKHbI:

- CobntogaTb BCe }J,eﬁCTBerIJJ,VIe 3aKOHbIl, ANPEKTUBbI N NMpaBnJia B OTHOLWEHNN KOH¢VIJJ,eHLl,VlaJ'IbHOCTVI,
6e30nacHoOCTM 1 3alUTbl NMYHbIX OaHHbIX.

+ Mony4aTb AOCTYM K IMYHBIM AaHHbIM M UCMONb30BaTb MX TONbKO B TEX LIENSX, C KOTOPbIMY COrflacusics
nx Bnagened,.

. anIMEHﬂTb HeobxoOunmble OpraHM3aunoOHHbIEe N TEXHNYECKMNE CpeacTBa A4 3alnTbl IMYHbIX OaHHbIX
OT noTepun, HeponNycTMOro Ncnonb3oBaHUd, HECaHKLUMOHNPOBAHHOIO UM HE3aKOHHOIo A0CTyna,
pasrnaweHuns, USMeHeHNa N HapylweHna UeNTOCTHOCTW.

« ObecneymBaTb NMYHBIM AaHHbIM HEOBXOAUMYIO 3aLLMTY B COOTBETCTBUM C MPUHLMMAMU COrNaLleHuns
Privacy Shield

Bbl 06513aHbI PErYNAPHO CBEPSATHLCA C ATUMM TpeboBaHUAMU. Ecnv cobniogaTh UX CTAHET HEBO3MOXHO
UMM BO3HWUKHET CEPbE3HbIN PUCK TOTO, YTO Bbl HE CMOXeTEe 06eCcneynTb COOTBETCTBUE UM, HEMEAIEHHO
cooblmTe Ham 06 3ToM Mo agpecy data-protection-office@google.com 1 npekpatute 06paboTKy
NINYHBIX [AaHHBIX UMM KakK MOXHO CKOPEe BOCCTAHOBUTE MX 3aLLMUTY.

HauuHas ¢ 16 utons 2020 ropa koMnaHus Google 6onblue He ncnonb3yet EU-U.S. Privacy Shield
(cornalueHune o npaBunax nepefayn NePCoHanbHbIX faHHbix Mexay EC u CLUA) npu nepegave
nepCcoHanbHbIX AaHHbIX 3 EBPONENCKOM 3KOHOMNYECKOWN 30HbI Un Bennkobputanum B CLUA.
MoppobHee... YaHaTb 60onblue MOXHO B pasgene 9 CornaweHus.
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Pa3peLwweHuns n APl c gocTynom kK KoHduaeHunanbHou nHpopmaLmnm

3anpocsl Ha NPeRoCTaBNeHVE Pa3peLIeEHNN U UCNonb3oBaHue API, KOTopble MosyyaloT JOCTyn K
KOHdUMAEHUNaNbHOW NHPOPMaLMK, [OMKHbI BbITb MOHATHLIMY A8 NOfib30BaTeNnen. 3anpawmsaTb
pa3peLueHns 1 ncnonb3oBaTtb API, KOTOpble NOMyYaloT AOCTYN K KOHGUAEHUMaNbHOM MHGOopMaLUK,
MOXHO TOJIbKO B TOM CJlyYae, eCiii OHU HeobxoAMMbI Ans paboTbl GYyHKLMI U CEPBUCOB, KOTOPbIE YXe
€CTb B NMPUSIOXEHNM 1 ONUCaHbI Ha ero cTpaHule B Google Play. Henbss ncnonb3oBaTth paspeLueHns v
AP, npepocTaBngioLwme JOCTYN K faHHbIM NONb30BaTENS UM YCTPOWUCTBA, AN GYHKLUMA Unn Lenen,
KOTOPbIE HE OTMEUEHbI B OMUCAHWUUN NMPUNOXEHNS, HE PEaN30BaHbl MW He paspeLleHbl. JIuHble um
KOHdUAeHUManbHble faHHble, NMOMyYeHHbIE C PaspeLleHns Nonb30BaTeNs UM Npu NOMOLLM Takux AP,
Henb3s NpofaBaTh U NepefaBaTh C Lefbio MOCNEeRyoLWen NPofaxu Hy NpK Kaknx 06CToATeNbCTBaX.

3anpalwmrBanTe paspeLleHns B KOHTEKCTE (MO Mepe BO3HUKHOBEHUS HEOBXOAMMOCTU B HUX), YTOGbI
nonb30BaTeNIN MOHUMANK, 3a4EM ITO HYXHO NPUNOXEHUIO. VICNoNb3yTe faHHbIe TONbKO B TEX LENsX,
Ha KOTOpble Nnosb3oBaTeNb fan cornacue. Ecnu B fanbHenwem BaM NOHaLobWTCS UCNONb30BaTh UX B
LPYrux Lensx, BaM HeobxoammMo ByaeT nonyyunTb IBHOE corflacue nonb3oBaTens Ha 3To.

OrpaHUYeHHble paspeLleHus

Kpome Toro, K paspeLleHusM, KOTopble yKasaHbl HUXe Ui 0603HaYeHbl B LOKYMEHTaLUW ONs
pa3paboTuMKOB KaK OnacHble , creuuanbHble  Unu Tpebytolne ocobor Noanucu , MPUMEHSIOTCS
LOMOMHUTENbHbIE TPeBOBaHNS U OrPaHUYEHNS:

+ [laHHble NonNb30BaTENS U YCTPOMCTBA, NOMYyYEHHBIE C MOMOLLbIO OFPAHUYEHHbIX PaspeLLEHNH,
CUMTAIOTCS IMYHOMN U KOHOUAEHUMANbHON MHGOPMaLLMEW, Ha KOTOPYIO PACNPOCTPaHSAIOTCS NpaBuma
B OTHOLUEHWM NONIb30BATENBCKUX AaHHbIX

+ Ecnu nonb3osaTenb OTK/IOHAET 3aMnpoC Ha OrpaHUYeHHOE pa3peLleHie, Bbl HE LOSKHbI MbITaTbCs
nepeybeaunTb ero. Henbaa 3acTaBnsaTh Nob3oBaTeNen NPefoCcTaBNAaTb Pa3peLleHus], KOTOpble He
ABMIFIOTCH KPUTUYECKM BaXKHbIMU. B 9TOM criyyae Bbl 0693aHbl NPUIOXUTb 060CHOBAHHbIE YCUANS ANs
TOro, YTO6bI BCE PABHO O6GECMEUNTD NONb30BATENSAM JOCTYN K GYHKLMAM NMPUSIOXEHWS (Hanpumep,
npeLycMoTPEeTb BO3MOXHOCTb BBOAA TENE$OHHOro HoMepa BPYUHYI0, €CN QOCTYM K CIUCKY
BbI30BOB OTPaHNYeH).

« CTpOro sanpeLyeHo UCMonb30BaTh PaspeLleHns B LieNisX, He COOTBETCTBYIOWMX npaBunam Google
Play B oTHOWweHUn BpegoHocHoro MO (BkJtoyasi 310ynoTpebrieHne NoBbiEeHHbIMU NPUBUIErUSMU

).

s HEKOTOPbIX OFPaHMYEHHbIX Pa3pELLEHNI MOTYT AeMCTBOBATb AOMNOMHUTENbHbIE TPEOOBaHNS,
onumcaHHble Huxe. CobnofeHre 3TUX YCNoBUiA MoMoraeT obecneumBaTb KOHOUAEHLMANbHOCTb
nonb3oBaTenien. B oueHb pefknx Cnyyasx Mbl MOXEM CLeNaTb UCKIOYEHWE, eCNY NMPUSTOXEHWE
BbINOJIHAET Kakne-nmbo BaxHble M BOCTPeboBaHHbIe QYHKLMU, KOTOPbIE B HACTOSILLMA MOMEHT HE MOTYT
6bITb peann3oBaHbl 4PYruM crnocoboM. NprHUMas pelleHne B TakUX CUTYaLUsX, Mbl YYUTbIBAEM
NoTeHUManbHbIE Yrpo3bl KOHGUAEHUNANBHOCTU 1 6€30NaCHOCTU JaHHbIX.

Pa3pelwweHus Ha poctyn K SMS n cnucky BbI3OBOB

SMS 1 CNMCOK BbI3OBOB CYMTAKOTCS JIMYHBIMU U KOHOUAEHUMANbHBIMU AaHHbIMU. K HUM NPUMEHSIOTCS
nonoxeHus pasgena JinyHas n KoHduaeHumanbHas iopmaumna |, a Takxe cnegyolme
orpaHuyeHus:

OrpaHuyeHHoe paspelieHune Tpe6oBaHusa

lpynna paspelueHunin Ha BOCTYN K CNUCKY Bbi3oBOB (Hanpumep,  MpunoxeHne JOMKHO BbiTb
READ_CALL_LOG, WRITE_CALL_LOG, 3aperncTpupoBaHO Kak MOMOLLHWUK UK
PROCESS_OUTGOING_CALLS) 06paboTuMK 3BOHKOB MO YMOMYAHUIO.

lpynna paspelweHuit Ha gocTyn K SMS (Hanpumep, READ_SMS,  [lpunoxeHune fOmKHO 6biTb
SEND_SMS, WRITE_SMS, RECEIVE_SMS, RECEIVE_WAP_PUSH, 3aperncTpmMpoBaHoO Kak NOMOLHUK Un
RECEIVE_MMS) 06paboTurk SMS no ymonyaHuto.
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MPUNOXEHNSM, KOTOPbIE HE MOTYT HbITb Ha3HAYEHbI MOMOLLHMKOM KN 06paboTykomM SMS nnm
3BOHKOB MO YMONUYaHUIO, 3aMpPeLLEHO 3anpallrBaTh NOLO6HbIE pa3peLleHs. B TOM yncre Henbss
yKa3blBaTb COOTBETCTBYIOLME TEMM B MaHUdecTe. 3anpalimBaTh Takme paspeLleHrs MOXHO TOMbKO
nocrne Toro, Kak Nofib30BaTeNb CaM YCTAaHOBUT MPUIOXKEHNE B KaYECTBE NOMOLLHMKA MM 06paboTymka
ons SMS vnnv 3BOHKOB MO yMONYaHuMio. Kak TonbKO NoNb30BaTENb M3MEHUT CBOM BbIOOP, MPUTOXEHME
LOMKHO NPeKpaTUTb MCNONb30BaTh 3TW paspelleHus. [onycTUMble CLLEHAPUM UCMOMb30BaHUS U
UCKJTIOYEHUS OMUCAHbI B 3TON cTaTbe CNpaBOYHOro LEHTPa

MPUNOXEHNS MOTYT UCMONb30BaTb YKasaHHbIE Bbille paspeLleHmns 1 NofyyYeHHble 6narogapsa MM
LlaHHble TOMbKO NS PaboTbl OCHOBHbIX GYHKLMI (HanpuMep, Ans obecneyeHns BOSMOXHOCTEN, SBHO
YKa3aHHbIX B ONUCaHWM NpunoxeHus). OCHOBHbIMU Ha3bIBAOTCS GYHKLMM, 6E3 KOTOPbIX MPUNOXEHMNE
HEBO3MOXHO MCMONb30BaTh. [lepefaya faHHbIX, B TOM YMCHE AN UCMONb30BaHUS NO JIMLEH3UK, a
TakKXXe npepocTtasieHne A0CTyna K HAM OOonyCckaeTcd TOJIbKO B Lendx, HeO6XO,D,VIMbIX ong pa6OTbI
OCHOBHbIX QYHKLMIM MPUNOXEHUS NN CEPBUCOB B HEM. 3aMnpeLleHO UCMOoSb30BaTb AaHHbIe B NobbIX
LPYrux Lensx, BKioyas yiyylleHne CepBUCOB UM NMPUNOXEHWUN, peKnaMy U MapkeTUHr. Henb3ag
MCMNONb30BaThb anbTepHaTMBHbIE CMOCO6bI (BKItOUas apyrue paspelenus, APl n CTOPOHHUE NCTOYHUKN)
LNS NONyYEHUS [aHHbIX, CBA3aHHbIX C paspeLleHnsMmn Ha BOCTYN K CNNCKY BbI30BOB 1 SMS.

Pa3peLueHV|;| Ha OoCTyn K AaHHbIM O MECTOMOJTIOXKEeHUn

[aHHble O MECTOMOMNOXEHUM YCTPOMUCTBA  CUYMTAOTCSA NUYHBIMU 1 KOHbUAEHUMaNbHbIMU. K HUM
MPYMEHAIOTCA NONOXEHUS NPaBUI O NMYHOW U KOHUAEHUMANbHOW MHbOPMaLMK 1 JOCTyne K
AaHHbIM O MECTOMONOXKEHNN B GOHOBOM REXMME, a Takxe cnefylolve TpeboBaHus:

+ [MpnnoxeHus He AOMKHbI UCMOMNb30BaTb AAHHbIE, 3aLUMULLEHHBIE PA3PELLEHNAMM Ha JOCTYM K
MecTononoxenuto (Hanpumep, ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_BACKGROUND_LOCATION), ecnv aT1 CBELEHMS HE HYXXHbl ANs paboTbl GYHKLMNA 1
CEpPBMCOB, KOTOPbIE YXe eCTb B NMPUNOXEHNN.

+ Hv npu kakmx 06CTOATEeNIbCTBAaX HeJlb3s 3anpalunBaTh 4OCTYM K 4aHHbIM O MECTOMOMOXEHWN, ECN
OHU BYAYyT UCMONb30BaTHCA TONbKO AN PeKNaMbl M aHaNUTUKU. MPUNOXEHWS, B KOTOPbIX 3TU AaHHbIE
6yOyT UCMONb30BaTbCS B TOM YMCTie AN NMOoKa3a peknambl (Mocne nonyyYeHus paspeLieHns ot
nofb3oBaTens), AOMKHbI COOTBETCTBOBATH NpaBuiaM pasMelleHus pekiambl

-+ 3anpalwuBaTb CnefyeT MUHUMaNbHO HEOBXOAUMbIN YPOBEHb JOCTyna (To eCTb AOCTYN K
NPUBAN3UTENBHBIM, @ HE K TOYHbIM JaHHbIM O MECTOTMOJIOXEHNM U pa3peLLeHe Ha NCMOoNb30BaHMeE B
aKTVBHOM pexuMme, a He B GOHOBOM) M TONTbKO €CNN [OCTYN AeNCTBUTENbHO TpebyeTca ang paboThl
cepBurca U GYHKLUM, UMEIOLLMXCS B NPUSTOXEHUN. MoNb30BaTEeNM AOMKHbI ACHO NOHMMAaTb, NoYeMy
A9 TON MW MHOM GYHKLMM HY>XKEH 3anpaluvMBaeMblil YpoBeHb JOCTyna. Mbl MOXeEM OTKa3aTb B
ny6nnkauum NPpUNOXeH, KOTopble 3anpaLinBaoT GOHOBLIN JOCTYN K AaHHbIM O MECTOMOJIOXEHUN
6e3 BeCckoro 060CHOBaHMS.

+ [oCTyn K 4aHHbIM O MECTOMNONOXEHUM B GOHOBOM PEXMME MOXHO MCMOMNb30BaTh TOMLKO B TOM
cnyyae, eCnvi OHY HY>XXHbI AJ1S PaboTbl PYHKLMIA, KOTOPbIE MONE3HbI A5 MONb30BATENS U CBA3aHbI C
OCHOBHbIM Ha3HAYEHNEM MPUTOXKEHUS.

MpUNoXeHe MOXET Mony4aTb 4OCTYMN K CBEAEHUSM O MECTOMONOXEHUM B aKTUBHOM pexumMe (koraa C
NpuNoXeHneM paboTatoT), eCNn UCNONb30BaAHNE STUX AaHHbIX:

* HEeobXOAMMO ANS BbIMONHEHWS B NPUNOXeHUn LencTeung, MHNLUNNPOBAHHOIO NoNb3oBaTeNieM;

* MpekpallaeTcs cpasy nocne BbiMOHEHUS 3TOr0 AENCTBHS.

MpunoxeHus, paspaboTaHHble CreLnanbHo Ais OeTel, LOMKHbl COOTBETCTBOBATL TPe6OBaHMAM
nporpamMmbl MpunoXeHns A1 BCe CEMbM

JononHutenbHyo MHGOPMAaLLMIO MOXHO HAMTU B 3TON CMPaBOYHOM CTaTbe

Pa3pelueHune Ha pocTyn Ko BceM pannam
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NHbopmaums o dannax 1 nankax Ha yCTPOMUCTBE NOMb30BATENs CYMTAETCS JIMYHOM U
KOHdUAEeHUMaNbHOW NHPOPMaLMEN U AONKHA COOTBETCTBOBATb MOMNOXEHWIM pa3fena JInyHas 1
KOHOUAEHUManbHas MHhopmMauus |, a Takxke cnepyowmnm TpeboBaHmaM:

+ MpunoxeHuns JOMKHbI 3anpalmnBaTh [OCTYN K XPaHUIULLY YCTPOMCTBA TONbKO B TOM Cly4Yae, eciu
3TO HEOHXOAUMO A Pa6OThl NPUOXEHMS. OHM HE MOTYT 3anpaLInBaTh OCTYN K XPaHUIIULLY OT
MMEHW TPETHLErO NINLa A1 NMOBbIX Lienew, He CBA3aHHbIX C KIoYeBbIMU QYHKLUSMU NPUIOXKEHUS.

YctponcTteam Android ¢ Bepcuelt R unu 6onee nosgHen ans ynpasieHUs 4OCTYNOM K 06LwemMy
XpaHunuwy Heobxogumo paspeweHne MANAGE_EXTERNAL_STORAGE . Bce npunoxeHus,
npefHasHauYeHHble ANs 3TOM BEPCUMM CUCTEMBI U 3anpallMBatoLL e JOCTYN K OBLEeMY XpaHUULLY
("OocTyn Ko BceM darinam"), NPOXoaaT COOTBETCTBYIOLLYIO NPOBEPKY Nepes nybnukaumnei.
MpunoXxeHws, KOTOPble MOTYT UCMONb30BaTb 3TO pPa3peLleHne, [OMKHbI SBHO Npefnaratb
NoNb30BaTENIIM BKITIOYUTb [OCTYN KO BCEM dalinam B MEHIO HAacTpoekK “CrneumanbHbli 4OCTYN Ans
NpUNoXeHU". OoNOMHUTENBbHYIO MHGOPMALMIO MOXHO HalTK B 3TOM CTaTbe

PaspelueHure Ha JoCTyn K CIUCKY NakeToB (MpUMnoXXeHnn)

Cn1CcoK yCTaHOBMEHHbIX MPUIOXEHWI HA YCTPOWUCTBE MONb30BATENS CUMTAETCS JIMYHON U
KOHdUMAEHUMaNbHOW NHPOPMaLMen, KoTopas AoMKHa COOTBETCTBOBATbL NOMOXeHUaM pasgena JluuHag
U KoHdUAeHUManbHag nHGopMaLunsa , a Takxe Cregyowwnm TpeboBaHNuaMm:

MPUNOXEHNS, OCHOBHOW PYHKLIMEN KOTOPbIX SBSETCS 3amyck, MOUCK APYrUX MPUIOXKEHUI Ha
YCTPONCTBE MMM B3aUMOLENCTBUE C HAMM, MOTYT MOJyYnTb COOTBETCTBYIOLLEE Pa3peLleHme Ha
NMPOCMOTP APYrvX YCTAaHOBMIEHHBIX MPUNOXEHWI CledyoLMM 06pa3oM:

+ LlLnpokunit gocTyn K CNUCKY NakeToB. DTO BO3IMOXHOCTb NMPUIOXEHNS BUAETb BCE YCTAHOBJIEHHbIE

Ha YCTPOWCTBE NPUNOXEHNs (NaKETbI).

« MpunoxeHws, npegHasHaveHHble Ang OC ¢ APl ypoBHs 30 v Bbille , MOTYT MOMYYUTb LUMPOKUIA
LOCTYN K CIUCKY NPUIIOXEHMI C NOMOLLblo pa3pewenns QUERY ALL PACKAGES  nuwb B
HEKOTOPbIX ClyYasX, @ MUMEHHO KOrga Ans KOPPEKTHOM paboTbl MPUNOXEHWUIO HEOBXOAUMO
nonyy4aTb faHHble O APYrMX NPUAOXEHUSX U/V B3aUMOAENCTBOBATL C HUMMW.

+ Henbas ncnonb3osatb paspeweHne QUERY_ALL_PACKAGES, ecnun npunoxeHne MoxeT
paboTaTb C 6onee orpaHMYeHHbIM Hab0POM NPUNOXKEHUM . Hanpumep, Bbl MOXETE BbIGpaTb
oTaesbHble MNakeTbl, AOCTYMN K KOTOPbIM ByAeT 3anpallvBaTh Balle NpUioXeHne.

CyLlLecTBYIOT afibTEPHATMBHbIE METOLbI, KOTOPbIE NO3BONAIOT MOMYUYNTb NMPAKTUYECKN TAKOM Xe
YPOBEHb AOCTYNa, Kak C nomowbio paspewenns QUERY_ALL_PACKAGES. Vicnonb3oBaTb nx
[onyckaeTcs TONbKO A PaboTbl KNHoUEBbIX GYHKLMI NPUOXEHNS (BaXKHbIX A/ NONb30BaTENs) U1
TONbKO A9 B3AaUMORENCTBUS C NPUNOXEHUAMM, KOTOPbIE BbINN HAULEHbI STUMK aNbTEPHATUBHBIMMU
MeTogaMun.

YT0bbI Y3HATb, B KAKUX Cly4yasx fOMYyCKaeTCs UCMONb30BaHME paspeLLeHNs
QUERY_ALL_PACKAGES, 03HakoMbTeCb C 3TOW cTaTbel CnpaBoOYHOro LeHTpa

.

OrpaHuYeHHbIN BocTyn. MpUNoxeHue ¢ orpaHMYeHHbIM OCTYNOM ByAeT 3anpalunBaTh TOSIbKO
nMHdopMaLmio 06 onpeaeneHHbix NakeTax, MCnosb3ya bonee y3kmMe MeTofbl, HanpuMep C NOMOLLbIO
yKa3aHHbIX NapaMeTpoB B dpanne MaHupecTa. STOT METOA, MOXHO MCMOSb30BaTb, KOrAa NPUIIoxXeHme
COOTBETCTBYET MpaBuiaM 1 eMy TpebyeTcs LOCTYN K YNPaBNeHMIO APYTMMU NMPUNOXEHUSIMUN UK
B3aMMOENCTBUIO C HUMMU.

[ocTyn K CN1CKy NakeToB AOKeH BbiTb HaNPsSMyto CBS3aH C OCHOBHbLIM Ha3HAUYEHMEM MPUNOXEHUS
W €ro OCHOBHbBIMUN GYHKLMAMM (TO €CTb C GYHKLMSMU, Paamu KOTOPbIX NMoMb3oBaTesNb paboTtaeT ¢
NPUNOXEHNEM).

Hu npu kaknx 06CTOATENBCTBAX HENb3S NPOAABATb AaHHbIE O CMIUCKE MPUMOXEHNI, YCTaHOBIEHHbIX U3
Google Play, a Takxke NnpegocTaBnaTb K HUM JOCTYN AN aHaAUTUKN U MOSTyYEHUs [OXOAA OT PeKIaMHbIX
06bABNEHNN.

API pna cneuunanbHbIX BO3SMOXHOCTEN
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API| ong cneumnanbHbiX BO3SMOXHOCTEN HEb39 UCMOSb30BaTh:

*+ AN UBMEHEHWUs HAaCTPOEK NoNib30BaTenNs 6e3 ero cornacus U 6IoKUPOBKM OTKIIOYEHUS UK
YAAneHus NpUnoXeHn NIn CEPBUCOB, 3a UCKIIOYEHNEM CITyYaeB, KOraa pa3peLleHve 6bino
NPeRoCTaBNEHO POAUTENEM UMM 3aKOHHBIM NPELCTaBUTENEM YePe3 NPUITOXEHUE POLUTENBCKOTO
KOHTPONS MY YNONHOMOYEHHbIMM afMUHUCTPATOpaMu Yepes NporpaMMHoOe obecrnevyeHve s
yNpaBfeHNs KOPNOPaTUBHLIMUA YCTPOUCTBAMK;

« Ons paboTbl B 06x0f HAaCTPOEK KOHPUAEHLMATbHOCTUN, BCTPOEHHbIX B ONEPALMOHHYO CUCTEMY
Android;

+ ANns MoaMdUKaLmMM NMOSIb30BaTENIbCKOTO UHTEPGENCa UM B3aMMOLENCTBMS C HUM B HapylleHne
npaeun Google Play ons pa3paboTynkos (Hanpumep, ¢ Lesibio 06MaHa nosb3oBaTesNen).

API ong cneymanbHbIX BO3MOXHOCTEN He NpefHasHayeH Ans yaaneHHOM 3anmMcu 3BOHKOB U HE MOXEeT
3anpaluvBaThCs AN 3TOW Lenn.

Mcnonb3osaHve API fns cneumanbHbiX BO3MOXHOCTEN [OMKHO BbITb OTMEYEHO Ha CTpaHuLe
npunoxenus B Google Play.

PekoMeHpauuu no ncnonb3oBaHuio Metogaa IsAccessibilityTool

Ecnv OCHOBHbIM Ha3HaYeHUEM NPUNOXEHNS ABNSETCS HEMOCPELCTBEHHAs NoALePXKKa Nofen ¢
VHBaNMGHOCTbIO, Bbl MOXETE yKa3aTb, 4To 3710 M0 ang obecneyeHus cnewunanbHbiX BO3MOXHOCTEN,
BbinofiHMB MeTop, IsAccessibilityTool.

B NPOTMBHOM Cryyae Bbl HE MOXETE UCMOJIb30BaTb STOT METOf, HO MPUTOXEHWE BCe PABHO LOSIKHO
COOTBETCTBOBaTb TPEHGOBAHMAM K PackpbiTUIO MHGOPMALMM 1 MOMNYYEHUIO COrnacus nonb3oBaTenen,
OMMCaHHbIM B NMpaBuiax B OTHOLIEHWM NMoMb30BaTEeIbCKMX AaHHbIX , MOCKOJbKY NnoaaepXka
creumarnbHbIX BO3MOXHOCTEN HeoUyeBMaHa. YToObl y3HaTb Honblue, NPoYNTanTe CTaTbio 06
AccessibilityService APl B HaweM CnpaBOYHOM LiEHTpE.

Mcnonbaynte APl 1 pa3pelleHns ¢ bonee y3kor obnacTbto Aenctsus, YeM y APl ong cneumanbHbIX
BO3MOXHOCTEW, €CNIN 3TOrO [OCTATOUYHO A1 XenaemMomn GpyHKLMOHANbHOCTM.

Pa3pelueHue "3anpoc nakeToB YCTaHOBKMU"

Pa3peweHne REQUEST_INSTALL_PACKAGES  nossonget 3anpalunBaTb YCTaHOBKY NakeToB
NPUNOXeHW. [1ng ero Ncrnosb3oBaHWs TPebyoTCs cnepytoLie OCHOBHbIE GYyHKLMM:

¢ OTnpaBkKa 1 nonyyeHne naketos I'IpVIJ'IO)KeHVIVI,'

*+ YCTaHOBKa NMaKeTOB NMPUOXEHNI MO KOMaHAE NoMb30BaTens.
[JonyckaeTcs Hanvuue cnepyowmx GyHKLUMIR:

* MPOCMOTp BEH-CTPaHUL, U Be6-nounck;

« 06MeH CO0BLLEHMSIMU C BO3MOXHOCTbIO MpuKpenneHuns ¢Gannos;

* nepepfava M COBMECTHOE MCMosb3oBaHne $Gansios, a Takxe ynpaBneHve umuy;
* ynpaB/ieHne KOprnopaTUBHLIMU YCTPONCTBAMU;

+ pe3epBHOE KOMMPOBaHWE N BOCCTaHOBIIEHUE;

* MepeHOC JaHHbIX C OQHOrO YCTPOMCTBA Ha APYyroe;

* CUHXPOHM3aUMs TenedoHa C HOCMMbIM YCTPOWCTBOM UMM YCTPOUCTBOM loT (Hanpumep, ¢ yMHbIMU
Yyacamu unm Smart TV) yepes conyTcTBytoLLEee MPUTOXKEHME.

OcHoBHast q)yHKLI,I/Iﬂ — 3TO MNaBHOE Ha3Ha4YeHne NpPpUNoXeHns. OHa pgonxHa 6bITb SBHO 0603HaYeHa B
OnncaHnn NPUNoXeHus.

PaspeweHne REQUEST INSTALL_PACKAGES Henb3sa Mcnonb3osath A5 06HOBNEHUS, U3MEHEHUS UK
o6beaunHeHns apyrux APK B danne o6bekTa. OTO MOXHO CLENaTb TOMbKO B LENSX yrpaBneHus
ycTporcTBoM. OBHOBNEHME M YCTaHOBKA NakeToB AOMKHbI BbIMONHATLCS MO UHULMATUBE U NOf,
KOHTPOJIEM MONb30BaTENs B COOTBETCTBMU C nNpaBunamum Google Play B oTHOLWEHUM 3n10ynoTpebneHns
pecypcamu yCTPOMCTBA 1 CETU.
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PaspeweHus Android ana Health Connect

[JaHHble, OCTYN K KOTOPbIM OCYLLECTBASETCS C MOMOLLbO paspeleHni ans Health Connect,
CUMTAOTCS NePCOHaNbHOM 1 KOHOUAEHLMANbHOM NONb30BaTENIbCKOM MHbOopMaumnen. K HuM
NPVMEHSIOTCA NPaBMa B OTHOWEHMMW MOSIb30BATENBCKMX AaHHbIX U BOMNONHUTENbHbIE TPEGOBaHNS,
yKa3aHHble HUXe.

PaspelueHHble uenu goctyna k nnatpopme Health Connect n ee ncnonbsosaHus

3anpochbl Ha OCTyn K AaHHbIM B Health Connect fonxHbl 6bITb YETKUMU 1 NOHATHBIMU. VIcnonb30BaThb
Health Connect MOXHO TONIbKO NPW COBMIOAEHUN LENCTBYIOWMNX NPABWA U YCIIOBUI UCMONb30BaHMS U B
uenax, ykadaHHbIX B 3TUX npaBunax. To ecTb 3anpawnBaThb pa3peleHnda MOXXHO, ecnu Balle
NPUNOXEHWE UM CEPBUC COOTBETCTBYET OLHOM U3 OL0OPEHHBIX LieNen NPUMEHEHMUS.

Ob6palyaTtbed 3a paspelleHnamm ang Health Connect moryT:

+ MpUnoxeHns 1 cepauChl, B UHTEPPENCE KOTOPbIX €CTb GYHKLMK, CBA3aHHbIE C GU3NYECKON
aKTUBHOCTBIO U 30OPOBLEM 1 MO3BONAIOLLME MOJSIb30BATENAM HANPSMYIO OTMeYaThb B XXypHare,
BKJIIOMATb B OTYETbI, OTCNEXMBATb U aHANU3MPOBaTb JaHHblE O CBOEN GU3NYECKON aKTUBHOCTMY,
CHe, NMCKXNYECKOM 3[0POBbE, MMTaHWK, @ TaKXe MeOULMHCKME NOoKa3aTeNy, BHELWHWE AaHHbIe 1
aHanornyHble ceeneHus.

+ MNpunoxeHus n cepsuUChl, B MHTEPDENCE KOTOPbIX €CTb GYHKLIMU, CBA3AHHbIE C GU3NYECKON
aKTUBHOCTbIO U 300POBbEM 1 NMO3BONSIOLLME NOMb30BATENSM COXPaHATb AaHHbIE O CBOEN
$13MYEeCKon aKTUBHOCTU, CHE, MCUXMYECKOM 300POBbE, MUTAHUK, @ TakXKe MEAULMHCKNE
nokasaTesny, BHELUHWE AaHHblE U aHaNOrMyYHble CBEAEHUS Ha TenedoHe UM HOCUMOM YCTPONCTBE U
LENUTBLCS 3TOW MHOPMaLMEN C APYTUMU NPUAOXKEHUSIMUN HA YCTPONCTBE, KOTOPbIE COOTBETCTBYIOT
pas3peLleHHbIM LensM UCMOoIb30BaHUS.

Health Connect — a10 nnat$opma 0bLEro HasHauYeHMs Og XPaHEeHNs AaHHbIX 1 06MeHa UMK, KoTopas
Mo3BONAET COBUPaTb NHPOPMALMIO O GUINYECKOWN aKTUBHOCTU U 3A0POBLE M3 Pa3NINYHbIX MCTOYHUKOB
Ha ycTpovicTee Android 1 gennTbca et ¢ TPeTbUMM nuuamu. MNonb3osaTenn camm onpeaenstoT
NCTOYHWMKM, U3 KOTOPbIX BEPYTCs TakMe AaHHble. Pa3paboTumnkiy LOMKHbI CAaMOCTOSTENIbHO peLlaThb,
nogxogut nin Health Connect ans nx npogyKToB, a Takxe NPOBEPSATh NPOUCXOXAEHNE 1 KaueCTBO
LaHHbIX U3 Health Connect Ha npegMeT nx NPUrogHOCTU 4g UCCNefoBaHNN, MOHUTOPUHTa 300POBbS,
MEAMULMNHCKUX 3a[a4 UMK UHbIX Lienen.

+ MNpunoxeHus, B KOTOPbIX Nony4YeHHble M3 Health Connect gaHHble MCNoMb3yoTCa A8 MeOQULUHCKMX
MCCNEeaoBaHNii C yyacT1eM NII0AEN, LOMKHbI MOJlyyaTb COrfacue OT COBEPLUEHHOMNETHNUX YYaCTHUKOB
nnbo OT poauTenen Unm onekyHoOB HECOBEPLIEHHONETHMX. B TakoM cornacum fosXHbl yKa3blBaTbCS:
a) XxapakTep, Lenb 1 NPOLOMKUTENBHOCTb CCNEeaoBaHMs; 6) NpoLeasypbl, PUCKM 1 NoSb3a AN
YYaCTHYKa; B) MHPOPMALIMA O KOHPUAEHLMANBHOCTU 1 06paboTke AaHHbIX (B TOM yucne o6 mx
nepegaye TPETbMM NULLAM); I) KOHTAKTHOE JIMLO, KOTOPOE OTBEYaET Ha BONPOChH! y4aCTHUKOB; )
MPOLECC 0TKasa OT y4acTus. MPUNoXeHNs, B KOTOPbIX NonyyeHHble n3 Health Connect gaHHble
MCMOMb3YIOTCA A9 MEAULMHCKUX UCCNEAOBAHNIA C YYaCTUEM JIHOOEN, JOMKHbI MoNyyaTb ogobpeHune
OT HE3ABMCUMOrO COBETA, KOTOPbIN: 1) 3almuiaeT npasa, 6e30nacHOCTb 1 6arononyyve
YYaCTHVKOB; 2) 06/1afaeT NOMHOMOYMAMMN PAaCCMaTPUBaTb, MEHATb U YTBEPXAATb UCCNefoBaHNs C
y4yacTmem niogen. Mo 3anpocy HeobxoanMo NpeaoCTaBUTb CBULETENLCTBO O TakoM 04006pEeHMN.

Bbl Takxxe OOJKHbI CO6J'IIO,D,aTb BCE HOpMaTUBHO-MpaBOBbIE Tpe6OBaHI/IH, KOTOpPbl€ MOIr'yT OTHOCUTbCA
K BalleMy npepnonaraemMomy ucrnonb3oBaHuto Health Connect 1 ntobbix gaHHbIX, NONYYEHHbIX 13
aTon nnatoopmbl. Ecnun B npepgocTtaBneHHon Google MapkMpoBKe Mnn CONPOBOAUTENBHOM
nHbopMaLMKN AN KOHKPETHbBIX NPOAYKTOB U ycnyr Google sBHO He yka3aHo nHoe, Google He
peKkoMeHayeT UCNoNb30BaTh Kakme-nmbo gaHHble u3 Health Connect gns nccnepgosaHui,
MOHUTOPWHIra 300poBb4d, MEOAULMHCKUX 3aday U B UHbIX Lendax U He rapaHTUpyeT TOYHOCTU TakKnx
DaHHbIX. Google 0TKa3blBaeTCS OT OTBETCTBEHHOCTH, CBA3aHHOW C UCMONb30BaHMEM AaHHbIX Health
Connect.

OrpaHquHMe Ucnosib3oBaHusAa


https://support.google.com/googleplay/android-developer/answer/10144311#personal-sensitive

Mcnonb3oBaHune faHHbIx Health Connect B paspelueHHbIx Lenax Takke foXKHO COOTBETCTBOBATh
yKa3aHHbIM Huxe TpeboBaHUAM. OHW NPUMEHSIOTCSA K MEPBUYHBIM AaHHbIM, MONyYeHHbIM 13 Health
Connect, a TakXe K faHHbIM, KOTOPbIE CO3[atTCs 13 NEPBUYHbIX AaHHbIX NyTeM 0606LLieHNs nnn
fenpeHTnduKaumm nnmn SBRstoTC NPOU3BOAHLIMU OT HUX.

« Mcnonb3yinTte gaHHble Health Connect Tonbko B paspelleHHbix Lensx unmn ans paboTtbl GyHKLMR,
YeTKO 0603HAYEHHbIX B MOMb30BATENIbCKOM MHTEPENCE 3anpaLlMBaIOLLErO NMPUIOXEHNS.

. I'Iepe,anaTb nonb3oBaTeNbCKNUE OaHHblE TPETbUM NIMLLAM MOXKHO TOJMbKO B Cneyrowmnx cnyvaax:

+ OTO HYXHO [s pa3peLleHHbIX MPUMEPOB UCMONB30BaHMA UK A1 PaBbOTbl GYHKLUIA, YETKO
0603HaYEHHBIX B MHTEPOENCE 3aMpPaLlnBaIOLLErO MPUNOXEHWS, Y UCKITOUUTENBHO C COrnacus
nonb3oBaTens.

+ 970 TpebyeTca B Lensix 6e3onacHOCTM (Hanpumep, AN paccnenoBaHUs HapyLWeHun).
+ DTO HEOBXOAMMO ANa COBNIOAEHMS OEeNCTBYIOWEro 3aKOHOAATENLCTBA.

- 910 OCYyLLeCTBNAETCA B paMKax CIlNAHN], npmo6peTeH|/|;| nnun nNpoaaxu aktnesoB paapa60TqMKa n
npu Hann4nm 9BHOro cornacuga ot nonib3oBaTeng.

. PaapemaTb O3HaKOMJIeEHNE C NoNb3oBaTENbCKUMUN OAaHHbIMMU MOXHO TOJIbKO B Cneayrwmnx cny4vaax:
- Monb3oBaTenb Aan ABHOE Corfacue Ha OCTYN K ONpPefesieHHbIM LaHHbIM.
+ 370 TpebyeTca B Lendax 6e30nacHoOCTM (HanpuMep, Ang paccnefoBaHUs HapyLeHui).
+ 9T0 HeobxoanMOo Ans COBMOAEHNS MPUMEHMMOrO 3aKOHOAATEeNbCTBA.

+ JaHHble (B TOM Uncne Nnpon3BofHbie) 0606LLat0TCS U UCNONbB3YHOTCS AN BHYTPEHHUX onepaumi B
COOTBETCTBMU C AENCTBYIOWMMY NPaBUnamMu 3almnTbl KOHOUAEHUMANBHOCTN U OPYTUMU
3aKOHOAATENbHBIMU TPEBOBAHMSMI B PacCMaTPMBAEMON KOPUCTUKLUN.

3anpelyaeTcs nepenava, MCNonb3oBaHWE UK Npofaxa AaHHbIX Health Connect B nio6bix gpyrunx
Lensix, B TOM uncne:

Mepenaya Unu Npogaxa nonb30BaTENbCKMX AAHHBIX TPETHUM JMLLAM, TakUM Kak PeEKNaMHble
nnaThopmbl, Bpokepbl [aHHBIX U Apyrue NPoAaBLbl MHGOpMaLuK.

.

MNMepepayva, npogaxa MM NCnonb3oBaHWe NOIb30BaTENbCKUX OaHHbIX A5 MOKa3a pekaMbl, BKoYas
nepCcoHann3npoOBaHHbIE 06bABNEHNS 1 peknamMy Ha OCHOBE UHTEPECOB.

I'Iepep.aqa, nponaxa nnn ncnonb3oBaHMe NoJIb30BATENIbCKUX OaHHbIX N9 onpeneneHna
nnaTexecnocobHOCTM Unu npenoctaBneHna KpeguTa.

.

Mepepava, Npogaxa UM NCNonb3oBaHWe NoNb30BaTENIbCKUX AaHHbIX C OObIM NPOAYKTOM UK
YCIyroin, KoTopble MOryT KBannduLMpoBaTbCa Kak MEAULNHCKOE YCTPONCTBO B COOTBETCTBUN C
onpegeneHnem B paspene 201(h) PepepanbHoro 3akoHa CLUA o nuueBbIX NpoayKTax,
NEeKapCTBEHHbIX CPEACTBaX Y KOCMETUKE, €CN B MEAULNMHCKOM YCTPOMCTBE Takue
nonb3oBaTeNbCkne fAaHHble ByayT MCNONb30BaThCS A1 BbINONHEHNS €r0 PErynmpyemMon GyHKLMK.

« MNMepepaya, npogaxa Um UCNonb30BaHUE MNONb30BATENBCKUX AaHHBIX B NIIOObIX LENSX Uin niobbiM
cnocoboMm, KOTOpble CBA3aHbl C 3aKPbITON MHGOPMaLIMen 0 COCTOSHUM 300POBbS (CM. onpenenieHne B
3akoHe CLUA "O npeeMCTBEHHOCTU CTPAXOBaHWs 1 OTYETHOCTM B 06NACTU 30 PaBOOXPaHEHMS"
(HIPAA)), ecnu oT Google 3apaHee He 6bif10 NoyYeHO MMCbMEHHOE pa3peLleHne Ha Takoe
MCMONb30BaHue.

3anpelyaeTtca nonyyaTb LOCTYN K AaHHbIM Health Connect ¢ HapyweHnem aTux NnpaBun UK gpyrux
LEeNCTBYIOWMNX YCNOBUN MCNONb30BaHNS UM NPaBKa B OTHOWeEHUK nnatdopmbl Health Connect, B Tom
yucne:

+ [lna paspaboTku NPUNOXEHWUI, CPEL, UK onepaLnii UM MHTErpaLMmn B HAX TakUX BaHHbIX, ECIN
ncnonb3osaHue Health Connect unu cbon B paboTe nnatdopMbl MOXET C LOCTAaTOYHOM
BEPOSTHOCTbIO NMPUBOLUTL K CMEPTH, TPABME, YlLepby AN oKpyXatowen cpembl Uin CoO6CTBEHHOCTU
(Hanpumep, oNa CO34aHMUS UMK SKCMTyaTaLUM aTOMHbIX SNEKTPOCTaHLMI, B CUCTEMAX YNPaBNeHUs
noneTaMu, CUCTEMaX XMU3HeobecneyeHns UM BOOPYXKEHUSX).

« C ucnonb3oBaHWeEM NpunoxeHuin 6ea rpapuueckoro HTepdenca. Y Kaxaoro npunoxeHus GOMKeH

ObITb XOPOLLO 3aMETHbIN 3HAYOK, KOTOPbIM OTOBPAXKAETCS Ha NAaHENN NPUNOXEHWUIA, B HACTPOMKaX
NPUNOXEHWUIN HA YCTPONCTBE, B YBEAOMIIEHUAX U T. 1.



+ C NoMoLLbio NPUIOXEHWUI, KOTOPbIE CUHXPOHU3UPYIOT faHHbIE MEXAY HECOBMECTUMbIMU
YCTPOMCTBaMM UK NnaTdopMamu.

+ B npunoxeHusx, cepercax nnm GyHKLMSX, pacCUMTaHHbIX B OCHOBHOM Ha feTel. Mnatdopma Health
Connect He ogobpeHa A1 Taknx CepPBUCOB.

B npunoXxeHUn nnu Ha canTe, KOTOPbI OTHOCUTCS K BEG-CEPBUCY MW NPUSTOXEHWNIO, LOMKHO
NPUBOQMTLCS 3asiBNIEHME O TOM, YTO Bbl MpUMeHsieTe gaHHble Health Connect B cooTBeTcTBUM C
TpeboBaHUAMM 06 OrpaHNYEHMIN UCMONb30BaHMS. HanpuMep, Ha rMaBHOM CTPaHULLE MOXHO
pPa3MecTUTb CCbISIKY Ha OTAENbHYIO CTPAHULLY UM NONUTUKY KOHPUOEHUMANbHOCTK, rae byaeT
onybnunkoBaH Takon TekcT: “MHdopmaums ns Health Connect ncnonbsyetcs B COOTBETCTBUN C
npaBunammn NpegocTaBneHns paspewennn ona Health Connect, B Tom uncne ¢ Tpe6oBaHusMmM 06
OrpaHNYeHnn NCrnonb3oBaHMA".

MuHumanbHas cpepa npuMeHeHus

Bbl MOXETE 3anpalunBaTh TONbKO T Pa3peLIeHNs, KOTOPbIe HEOBXOAMMbI ANd peanuaaLmm
bYHKUMOHANBHOCTU MPUNOXEHNS U CEPBUICA.

BOT uTO 37O 3HAUUT:

+ Hernb3as nbiTaTbCs MONYyUYMTh HE HYXHYHO BaM MHPOpMaLUio. 3anpaluvBanTe TONbKO Te paspeLleHms,
KoTopble TpebytoTcs Ans paboTbl Balero NpoaykTa, U He 3anpalimMBanTe HUKakue apyrue.

lMoHATHOE 1 TOYHOE 3asBNeHue u onucaHme

B nnatdopme Health Connect xpaHuTcs nHbopmaumns o puanyeckom akTMBHOCTU U 300POBbE, BKOYAs
nepcoHalnbHblE KOH(DVI,D,GHLl,VIaJ'IbeIe OaHHble. Y Bcex I'IpVIJ'IO)KeHI/IVI M cepBnCoOB OOJ1XHa ObITb
NONUTUKa KOHGUAEHLMANBHOCTH, B KOTOPOW NOAPOBHO onMchiBatoTcs cnocobbl c60pa, UCMOoSb30BaHNS
W nepefauv nonb30BaTeNbCKUX AaHHbIX. B HEN Takxke JOMKHbI yKa3biBaTbCs TUMbI UL, KOTOPbIM MOTYT
nepenaBaTbCd NONb30BaTENIbCKNUE OaHHbIE, cnocobbl MCNonb3oBaHUA, XpaHEeHNAa N 3alWUTbl AaHHbIX, a
TakXKe TO, YTO MPOUCXOAMUT C AaHHbIMM MOCNE feakTUBaLMM U yOaNeHNs akkayHTa.

MoMumo TpeboBaHMIN LEeNCTBYIOWEro 3aKOHOAATENLCTBA, Bbl JOMKHbI:

+ PackpbiTb crnocobbl 4OCTYMa K aHHbIM, MX C60pa, MCMONb30BaHWA 1 nepefayn. B TakoM packpbiTuim
HeobXoAnMO:

* TOYHO yKa3aTb NpUoXeHne nnm cepBuc, KOTopblie o6pau.|,ar0Tcy1 K NOJIb30BaTENbCKMM OaHHbIM;

* MPUBECTM NOHSTHOE U MCYEPbIBAIOLLEE ONUCAHUE TUMOB AaHHbIX, KOTOPbIE 3aMpallnBatoTCs,
cobvpatoTcs Unm K KOTOPbIM OCYLLECTBNSETCH AOCTYM;

* 0BBACHWTD, KaK Takue faHHble ByayT UCMONb30BaTbCS UM NEPERABATLCA TPETbUM NMLaM (ecnu Bbl
3anpatuvBaeTe AaHHble TONbKO C OfHOM LIENbIO, @ OHM TaKXe UCMONb3YTCs C APYTov,
nonb3oBaTenen Tpebyetcs yegoMmTb 06 obenx Lensx).

« MpenocTaBnTb CNPABOYHYIO [OKYMEHTALMIO, B KOTOPOW O6BACHAETCS, KaK NONb30BaTENM MOTYT
yNpaBnsTb CBOMMU faHHbIMU (B TOM YKCHE yaansiTb UX) B MPUIOXEHWUN.

Be3sonacHasa o6paboTka gaHHbIX

Bbl gomkHbI 06ecneyrBaTh 6€30MacHOCTb NOMb30BATENIbCKUX AaHHbIX. [PUHMMANTE pasyMHbIe 1
HeobxoanMble Mepbl AN 3alWnTbl faHHbIX Health Connect, ncnonbayembix B NMPUNOXEHNUSIX M CUCTEMAX,
OT HeCaHKLMOHNPOBAHHOIO M HE3aKOHHOMO JOCTYMa, UCMOMb30BaHNS, YHUUTOXEHMS, MOTEPK,
N3MEHEHMS UK PacKpbITUS.

PekoMeHIyeTCst BHEAPUTb U NOAAEPXKUBATD CUCTEMY YNPaBIEHUS MHPOPMALMOHHON 6E30MACHOCTBIO
(cM. ctaHpapT ISO/IEC 27001), a Takxke NPOKOHTPONMPOBaTb OTCYTCTBUE B MPUSTOXEHWUMN UK BEG-
cepBuUce pacrnpoCcTpPaHeHHbIX NpobnemM 6esonacHocTy U3 cnvcka OWASP Top 10.

Ecnu Baww npomyKT nepefaeT faHHble C yCTPOMCTBA NONb30BaTenNs, TO, B 3aBUCMMOCTH OT AP, K
KOTOPOMY OTKPBIT JOCTYM, U YMCNa NONb30BATENBCKUX Pa3peLleHnin unu nonb3osatenen, Google
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TpebyeT, YTOObI BaLLe NMPUOXEHWE NN CEPBUC NEPUORNYECKM MPOXOLUIM NPOBEPKY 6e30MacHOCTU U
nonyyanu YoocTtoBepeHue o NpoBepKe OT YKasaHHOro TPeTbero numua.

MoppobHee o TpeboBaHMAX K NPUNOXEHNIM, NogKovaowmmes K nnateopme Health Connect...

VPN-cepBuc

VpnService - 3710 6a30BbIN KNIACC, KOTOPbIV MO3BONIIET CO3A,aBaTb COGCTBEHHbIE peleHns VPN B
MPUNOXEHUSIX UM PACLUMPATb UX GYHKLMOHANBHOCTb. Co3aaBaTh 6€30MacHbIN TYHHENb OT YCTPOMCTBA
K yBaneHHOMy cepBepy MOryT TONbKO NPUTOXEHMS, KOTOpble NCMOoNb3yoT VpnService 1 0CHOBHas
dYHKLMS KOTOPBIX CBA3aHa ¢ opraHuaaumeint VPN-nogkitoyeHns. 370 orpaHnUYeHne He
pPacnpOCTPaHSAETCS Ha NPUSTOXEHMS, AN PabOTbl OCHOBHbIX GYHKLNUMA KOTOPbIX TPebyeTcs yaaneHHbIN
cepBep, HanpuMep:

* NPUNIOXEHUS N1 POQUTENBCKOTO U KOPMOPATUBHOIO KOHTPONS;

+ CpencTBa MOHUTOPWHIA UCMOJIb30BaHMS NPUNOXEHWI;

+ peleHus ons 3aWwnTbl YCTPOUCTB (Hanpumep, aHTuBMpycHoe MO, cpencTBa ynpasneHus
MOBUNbHBIMK yCTpONCTBaMK, BpaHaMayap);

* CeTeBble MHCTPYMEHTHI (HanpvMep, 4ns yOaneHHoro focTyna);
* MPUIIOXEHNS ANS MPOCMOTPa Be6-CTpaHuL;

* MPUSIOXEHNS ONEPATOPOB, KOTOPLIM A8 NPefoCcTaBNeHus TenedoHHon cea3n Tpebyetcs VPN.
3anpelyaeTcs UCnonb3oBaTh knacc VpnService B cnepyowmx Lensx:

+ c60p NepcoHarbHbIX 1 KOHOUAEHLMANBHBIX AaHHbIX Nob3oBaTenen 6e3 packpbiTus MHbopMaLmmn 06
3TOM 1 MOJyYEHUS COrNacus;

+ NepeHanpaBieHne Nob30BaTeNbCKOro Tpadurka U3 fpyrux NPUIOXEHNN Ha YCTPONCTBE UK
MaHUMyNMPOBaHWE MM C LieNblo MOHETMU3aLMUK (HanpyMep, HanpaBlieHNe PeKNiaMHoro Tpaduka yepes
CTpaHy, OT/IMYHYIO OT CTPaHbI, FAe HAaXOAMTCS NOMb30BaTeNb);

MPUNOXeHHs, B KOTOPbIX UCMOMNb3yeTcst VpnService, fOMKHbI:

+ cofepxaTb COOTBETCTBYIOLLEE YNOMUHAHWE Ha CTpaHuLLe NpunoxeHus B Google Play;
* WMPPOBATb AaHHbIE, KOTOPbIE NEPEQAOTCA C YCTPONCTBA Ha KOHEYHYIO TOUKY TyHHens VPN;

+ COOTBETCTBOBATh [paBunam nporpaMmsbl s pa3paboTunkoB , B TOM YMCe NpaBuiam B
OTHOLLIEHUW MOLLEHHUYECTBA C PEKNIAaMON  , paspelieHnii 1 BpegoHocHoro MO

PaspelueHue Ha BbiNosiHEHUE onepauunin B TOYHOE BpeMs

Mbl npegcTaBnsem HoBoe paspewerne USE_EXACT _ALARM, koTopoe no3sonseT paboTaTb ¢ GyHKLNEN
BbINOMHEHNS OMepaLyMi B TOYHOE BPEMSI B NMPUNOXEHHUsX ¢ Lenesor Bepcuernt OC He Huxe Android 13
(API ypoBHs 33).

USE_EXACT_ALARM - 3T0 orpaHnyeHHoe paspelleHne. OHO [OMKHO OObSBASTLCS B MPUIOXKEHMSIX,
TONbKO ecnv At paboTbl X OCHOBHbIX GYHKLMI TPEBYETCS BbINONHEHNE ONepaL i B TOYHOE BPEMSI.
Ecnv B xope 0693aTefibHON NPOBEPKM BbIICHAETCS, YTO MPUNOXEHNWS, 3aNpallMBaOLME OrPaHUYEHHOE
pa3peLueHne, He COOTBETCTBYIOT KPUTEPUSIM JAOMYCTYMOrO UCMONb30BaHWS, OHW CHUMALOTCS C
ny6nukauum Ha Google Play.

NonycTumoe ncnonb3oBaHMe pa3peLleHns Ha BbiMOJIHEHUE ONepaLui B TOYHOE BpeMS

PaspeleHne USE_EXACT_ALARM MOXHO yka3blBaTb, TONbKO €CNK A1 paboTbl OCHOBHbIX GYHKLMN
MPUNOXEHWS, BaXKHbIX AN NONb30BaTeNs, TpebyeTcs BbINONHATL AENCTBUS B TOYHOE Bpems. Hanpumep,
ecnu:

* MPUSIOXEHME BbINMOMHAET GYHKLMM BYAUNbHUKA UNKN TalMepa;

* MPUIIOXEHNE BbIMOMHSAET GYHKLMM KaneHAaps C yBEAOMIEHNUSIMU O COBbITHSX.

Ecnu BaweMy npunoxeHuto Tpebyetcs GyHKLMS BbINOIHEHUS ONepaLnii B TOYHOE BPEMS, HE YKa3aHHast
Bbllle, BO3MOXHO, BaM nofonaeT paspeweHne SCHEDULE_EXACT ALARM.
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MoppobHee 0 BbINOMHEHUN ONepPaLUi B TOYHOE BPeEMS

3noynoTtpebreHne pecypcammn yCTPOMUCTBA U CETU

3anpeliaeTcs nybnnkoBaTb NPUNOXEHNS, KOTOPbIE HapYLLAOT PaboTy YCTPOMUCTBA NOMb30BaTeNs,
LPYrUX YCTPONCTB, KOMIMbIOTEPOB, CEPBEPOB, ceTel, APl unun cepencos (Bkntovas gpyrue npuioxeHms
Ha ycTpoWcTBe, cepBucbl Google 1 ceT onepaTopoB CBA3M), a TakKe BMELIMBAIOTCS B UX paboTy,
nony4YatoT HECAHKLMOHMPOBAHHbIN [OCTYMN K HAM WX BPEQAT MHbIM 06pa3oMm.

MpunoxeHus, pasmeLiaemMble B Google Play, [,omKHbI COOTBETCTBOBATb TPEOOBaHWUSM ONTUMU3aLMN
ons Android, 3adukcnpoBaHHbIM B OCHOBHbIX KPUTEPUSIX KAUECTBA MPUIOXKEHWIA

MpunoxeHus, KOTopble pacnpocTpaHstoTcs B Google Play, He LOmKHbI U3MEHSATb CBOM KOA, KakuM-nn6o
cnocobowm, Kpome 06HoBNEHNs yepe3 Google Play. OHM TakxXe He [OMKHbI CKauMBaTb UCMOSTHAEMBIN
Kop, (Hanpumep, dannbl B popmate DEX, JAR nnmn SO) 13 kakux-nnbo MCTOYHUKOB, Kpome Google Play.
DTO NPaBUIIO HEe PaCNPOCTPaHAETCS Ha KOA, KOTOPbIN 3anyckaeTcs Ha BUPTYanbHOW MallMHE UK
MHTepnpeTaTope U UMeEeT orpaHuyeHHbin gocTyn Kk APl Android (Hanpumep, kog JavaScript B
KoMnoHeHTe WebView unu 6paysepe).

MPUNOoXeHNs NN CTOPOHHUIA Kog, (Hanpumep, SDK), ncnosnbayolme MHTepnpeTupyemMble a3biku
(JavaScript, Python, Lua u T. fi.), KOTOpble 3arpyxatoTcs BO BpeMsi paboTbl (a He 3arpyxeHsl B
NPUNOXeHNe N3HaYabHO), HE AOMKHbI HapywaTb npasuna Google Play.

3anpeLyeHo 1cnonb3oBaTh KOf, KOTOPbIN CO3L,aET UK UCTONb3YeT y93BMMOCTM 6€30MacHOCTU.
NHdopMaums 0 caMblx akTyasnbHbIX Tpobnemax 6€30MacHOCTM COQEPXKMTCS B Halew Nporpamme
NOBbILLEHNS 6€30MacHOCTN NPUIOKEHNA  ANS Pa3paboTYMKOB.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« MNpunoxeHus, KOTopble BNIOKUPYIOT UK NPepbIBaOT PaboTy APYrMUX MPUNOXEHMWIN NOKA30M PeKIaMb.

« MpunoxeHus, KOTOpble BAUSIOT Ha FeMMMEN B Urpax, HanpuMmep NO3BONSIOT XYyNbHUYaTb.

« MNpunoxeHus, KOTOpble MOMOratT COBEPLUMTL XaKepCKMe aTaku Ha CEPBUCHI, MPOrpaMMbl 1
YCTPOMWCTBA UM 06ONTU 3aLLMTHBIE CUCTEMDI, @ TakXXe NPefoCTaBNStoT COOTBETCTBYOWMNE
WHCTPYKLMN.

« [MpunoxeHus, KOTOpble HapyLaloT YCNOBUS NCNONb30BaHUS cepBMCOB unu API.

« MNpunoxeHus, KOTopble NbITaloTCs 0BONTU OrpaHNYEHNs MO YNPaBieHUto NuTaHnemM  (kpome
paspelleHHbIX cryyaes ).

+ MpunoxeHus, KOTOpbIe NPEROCTABSIOT YCIYr NPOKCU-CepBEPa TPETHUM NULaM (KPOME Cly4aes,
KOrga 37O SIBSIETCS OCHOBHOM bYHKLMEN NPUNOXKEHUS).

« MpunoxeHuns nnm CTopoHHWUI kog, (Hanpumep, SDK), KOTopble CKauMBaOT UCTIONHAEMbIV KOZ,
(Hanpumep, dannbl DEX Uin HaTUBHLIN KOA) U3 NOGLIX UCTOYHMKOB, 3a UCKIoueHnem Google Play.

« MpUNOXEHUs, KOTOPbIE YCTAHABIMBAOT Ha YCTPOMCTBO APYrve NpunoxeHns 6es 3apaHee
NonyYeHHOro Cornacus nonb3oBaTens.

« MNpunoxeHuns, KOTOpble COREPXAT CCbINKM Ha BpegoHocHoe MO unm crnocobCcTByOT ero
pacnpoCTPaHEHMIO NN YCTaHOBKe.

+ MpunoxeHns uam CTopoHHMI Kog, (Hanpumep, SDK), copepkalime koMnoHeHT WebView ¢
nHTepdencom JavaScript, KOTopbI 3arpyxaeT HeHagexXHbI Be6-KoHTEHT (Hanpumep, URL ¢
npotokonom HTTP) unu HenpoBepeHHblie URL, nonyyeHHble N3 HeHaAeXHOro UCTOYHKKa (Hanpumep,
URL 13 HeHapexHbIX 06bekToB Intent).

Tpe6oBaHus k ucnonbsosaHuio napametpa FLAG_SECURE

YkasaHHbI B kofe npunoxexuns ¢nar FLAG_SECURE  no3BonsieT orpaHnUYnTb [EMOHCTPALMIO
KOH®UAEHUMaANbHbIX AaHHbIX B MPOAYKTE, HANPUMEP UCKITIOYUTb CO3[aHNE CKPUHLLOTOB C HAMU UMK
MPOCMOTP TaKMUX CBEAEHWI HA HE3ALMILEHHBIX 3KpaHax. ObbsaBNANTE 3TOT diar, eCim KOHTEHT
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NPUNOXEHWs He creayeT TPaHCIMPOBaTh, NoKasbiBaTb UV NepefaBaTth APYruM o6pasom 3a npemerib
NPUNOXEHUS UK YCTPONCTBA NOJSb30BaTENS.

Mo coobpaxeHnsM 6e30MacHOCTU U KOHPUAEHLMANTBHOCTU BCE MPUSTOXEHMS, KOTOPbIE
pacnpocTpaHsitoTcs Yepes Google Play, BonxHbl yunTbiBaTb Hanuune FLAG_SECURE B gpyrux
NPUNOXEHMSX. DTO 3HAUUT, YTO 3anpeLLaeTcs co3naBaTb cnocobbl ob6xona napametpa FLAG_SECURE B
LPYrUX NMPUIOXEHNSX UK CNIOCOBCTBOBATb UX UCMONb30BAHMIO.

370 TpeboBaHWe He 3aTparMBaeT NPUIOXEHNS, KOTOPbIE CYATAIOTCS MHCTPYMEHTAMU CrieLManbHbIX
BO3MOXHOCTEN , ECNN OHU HE NEPERAIOT, HE COXPAHSIIOT U HE KELIMPYIOT KOHTEHT, 3aLLMLLEHHbIV
¢narom FLAG_SECURE, gns npefocTaBneHns [OCTyNa K TakMM faHHbIM BHE YCTPOWCTBA
nonb3oBaTens.

BeBepeHue B 3abnyxpgeHue

Mbl 3anpeLtaemM ny6anMkoBaTb NPUNOXEHWS, KOTOPbIE MbITAOTCS BBECTU NOSIb30BaTENEN B 3abnyXaeHne
UK cnocobCTBYIOT HELOBPOCOBECTHOMN AEATENBHOCTY, BKNOYAs NPUNOXEHUS, 3asiBIIEHHbIE GYHKLMM
KOTOPbIX HEBO3MOXHO Peann3oBaTh Ha ycTponcTee. VIHpopmaLus 0 MPUNoXeHNI, ero onvcaHue, a
TaKxke ¢OTO 1 BUAEO JOSIKHbI COOTBETCTBOBATH €r0 GYHKLMOHANIBHOCTU. MPUIOXEHNS HE [OMKHbI
UMUTUPOBATb GYHKLUM UK NpesynpexaeHns onepaLoHHOM CUCTEMbI 1 Apyrux nporpamm. Jlobblie
N3MEHEHMS1 HaCTPOEK YCTPOMCTBA AOMKHbI MPOU3BOAUTLCS C BEAOMA M COTNIacys NMonb30BaTens.
KpoMe Toro, y nofib3oBaTens fomkHa 6blTb BOSMOXHOCTb OTMEHUTb U3MEHEHMUSI.

3asBneHus, BBoAaLWMeE B 3abnyxxaeHne

CKPVHLLIOTbI, 3Ha4YKKW, HA3BaHUS, OMUCAHWA U ApYyrve MaTepuarbl NPUIOXKEHUS He [OMKHbI COfepXaTb
NOXHYIO MU BBOLALLYIO B 3a61yXAeHE UHDOPMaLMIO.

BoT npuMepbl Hanbornee pacnpoCcTPaHEHHbIX HapyLUeHUN:

« OnucaHue ¢yHKLlMl>‘I npunoxeHna BBOOUT B 386J'Iy)KD,eHVIe nnn He COOTBETCTBYET LEeNCTBUTENbHOCTU:

+ COrnacHo OMMCaHMIO Y CKPMHLLOTaM Urpa SBRSeTCs roOHKOW, OQHaKO B AeNCTBUTENbHOCTH
npeacTaBnseT cobow ronoBoONIOMKY U3 6JIOKOB, B KOTOPOM UCMOMNb3YeTCs KAPTUHKA MALUMHBbI.

- CornacHo onucaHuio NPUNoXeHne aBnaeTcqd aHTUBUPYCOM, XOTH B ,D,eVICTBl/ITeJ'IbHOCTI/I coaepxuT
TONbKO pekoOMeH[auunm O TOM, Kak yaandtb BUPYCbl.

+ B onucaHuy NpuioXeHns ykasaHbl HEBbIMOMHMMbIE GYHKLMK (HanpuMep, OTNyrnBaHne HacekoMbIX),
paxe ecnuv ata MHbopMaLmMs NPeacTaBieHa Kak WyTKa Uy PO3birpbiLd.

+ MNpunoxeHne OTHECEHO K HEMPAaBWIbHOW KaTeropum (HanpumMep, MoXeT BbITb HEBEPHO YKa3aHO
BO3PAaCTHOE OrpaHuYeHune).

« [MpunoxeHne COREPXUT ABHO HEQOCTOBEPHbIN KOHTEHT, CBA3aHHbIV C pe3ynbTaTaMu rofIoCOBaHUs
NI cnoCo6HbIV NOBAMATL Ha ero npoLecc.

» B onvcaHum npunoxeHus Copep KaTcs NOXHbIE 3asBNEHMS O TOM, YTO OHO CBSI3aHO C
rocyfapCTBEHHbIMU YYPEXAEHUAMN, NPELOCTABNSET rOCy4aPCTBEHHbIE YCNYTY UM OKa3blBaeT
COREVNCTBUE B UX MOMYYEHUN, MPU STOM MPUSIOXKEHME HE BbIO Hagexalum 06pa3omM ogobpeHo ans
3TUX Lenen.

« [MpUNoXeH1s, KOTOpPbIE NIOXHO NPEACTaBMEHbI Kak 0duLManbHble NPOAYKThI APYron KOMMAaHuK.
3anpeLliaeTcs UCNonb3oBaTh TakMe Ha3BaHus, kak "OT Oumbl BunaHa", 6e3 COOTBETCTBYIOWMX NPaB.
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1. B npunoxeHun ykasaHbl CBA3aHHbIE C MEAULMHON GYHKLMM (HanprMep, ieyeHne paka), YTo BBOAUT
B 3abnyxaeHue.

2. [Ing npunoxeHns 3asBieHbl HEBbIMONIHUMbIE GYHKLMKM (HanpuMep, UCnonb3oBaHue TenedoHa B
KauecTBe ankoTecTepa).

HecaHKUNOHMPOBaHHbIE U3MEHEHMS HaCTPOEK YCTPONUCTBA

3anpelaeTtcs ny6nnMkoBaTb NPUIOXEHWS, KOTOPbIE BHOCAT M3MEHEHUS B HACTPOMKM YCTPOMCTBA Ui
Lpyrue npunoxexus 6e3 Befoma 1 cornacus nonb3osatens. K HacTponkam yCTPOMNCTBA OTHOCSTCS
napaMeTpbl CUCTEMbI U Bpay3epa, 3aKNagky, SPMbIKK, 3HAYKU U BULXKETbI MPUNOXEHWI Ha TNaBHOM
3KpaHe.

KpOMe TOro, 3anpeweHo yKa3aHHOE HNXE.

+ [pUNOXEHWS, KOTOPbIE U3MEHAIOT HACTPONKN UK GYHKLMKN YCTPOMCTBA C COrnacus nonb3osaTens,
HO TakMM 0B6Pa30OM, YTO ITO HESb3S NEFKO OTMEHUTD.

+ MpunoxeHns 1 cogepxalimecs B HUX 06bsBNEHMS, KOTOPblE KakUM-TM60 06pa3om fLobaBnAoT Ha
YCTPOMCTBO PEKNaMy Ui CCbISIKW Ha CEPBUCHI TPETBUX CTOPOH.

. an/IJ'IO)KeHVIﬂ, KOTOpble 06MaHHbIM nyTem I'I06y)KJJ,aPOT nonb3oBaTend yaanaTb W oeakTnBnpoBaTb
nporpammbl 4pyrux paspaboTumkoB MMBO N3MEHSTb HACTPONKM YCTPONCTBA.

« MNpunoxeHus, KOTopble NPW3bIBAKOT NOMb30BaTENeNn yaansTb UM OTKIIIOYaTb NPOrpaMmbl Apyrmx
pa3paboTuMKoB MO0 U3MEHSATb HACTPOWKM YCTPOMUCTBA. VICKIIIOYEHNE COCTABNSIOT NMPUNOXEHNS,
obecneymBatoLe 6€30MacHOCTb YCTPOMNCTBA U [aHHbIX.

NocobHuyecTBO HE[OBPOCOBECTHOM OEATENBbHOCTHU

3anpelyaeTcs Ny6NMKOBaTh NPUIOXKEHUS, KOTOPbIE PACCUMTaHbl HA UCMOJTb30BaHME B
He[o6POCOBECTHbIX Lensx. HanpuMep, NpunoxeHus Ans co3faHus nacnopToB U Apyrunx
YLOCTOBEPEHUI NINYHOCTU, HOMEPOB COLMANIBHOIO CTPaXOBaHMS, AUMNIOMOB, KPeAUTHbIX KapT,
6aHKOBCKMX CYETOB U BOQUTENLCKNX NpaB. IHbopMaL s O NPUNOXEHUN, ero Ha3BaHWe, onucaHue, a
TaKxe N306paxeHuns 1 BUAEOPONMNKM JOSKHbI COOTBETCTBOBATb €r0 peanbHbIM GYHKLMSM 1
COfEPXaHWIo, @ CaMo NPUITOXEHNE [OMKHO paboTaTh Tak, Kak 3TOro OXMAAET NONbL30BaTENb.

[JononHuTenbHble pecypcbl NPUNOXeHWs (HanpuMep, UrPoBble 06BEKTbI) MOTYT BbITb LOCTYMHbI A5
CKauMBaHWS, TONbKO ECNM OHWU HEOBXOAMMbI A1 UCTOSIb30BaHMS NPUIOXKEHUs. NPy 3TOM OHU [OMKHbI



COOTBETCTBOBATL BCeM Npasunam Google Play, a npunoxeHue JOMKHO COO6LLaThb NOMb30BATENHO
pasmep 3Tux $annoB Ao Havana ckaumBaHus.

3asBneHnsa 0 TOM, YTO npunoXxeHme co3gaHo ang pO3bIprILIJeVI 1 B OPYyrux passfiekaTesibHbIX Lendx, He
n3baBnaioT paSpa60TqMKOB OT OTBETCTBEHHOCTU U HeO6XO,D,I/IMOCTI/I CO6J'I}O,D,aTb Hawu npasuna.

BoT npuMepbl Hanbosnee pacnpoCcTPaHEHHbIX HapyLUeHUN:

« [MpUNoxeHus, KOTOpble KOMUPYIOT NHTEPdENC APYrnX NPUNOXEHUN UK BE6-CaUTOB, YTOHbI O6MAHOM
MONYYMTb NEPCOHASbHbIE UITN YYETHbIE [aHHbIE.

« [pUNoXeHns, B KOTOPbIX YKa3aHbl HENPOBEPEHHbIE UM peanbHble agpeca, Homepa TenedoHOB U
NOEHTUDMKALMOHHBIE faHHbIE NOAEN UK KOMMNAHWK, pas3MeLLeHHble 6e3 cornacus aTUX NnL, Um
OopraHv3sauum.

+ MpPUNOXEHNs, OCHOBHbIE GYHKLMN KOTOPBIX MEHSIIOTCS B 3aBUCMMOCTUN OT MECTa NPOXMBaHUS
nonb3oBaTend, napamMeTpoB yCTpOl7ICTBa Mnn opyrux gaHHbIX Nnofib3oBaTend, €Cin 3Tn pasnmning He
yKasaHbl B §BHOM BUE B OMUCAHUN MPUSTOXEHNS.

+ MpuUnoxeHns, KOTOpbIe CUMBHO M3MEHSIOTCA B 3aBUCMMOCTU OT Bepcum 6e3 yBefoMneHus
nonb3oBaTens (Hanpumep, B pasgene YTo HOBOro ) 1 06HOBNEHMS ONUCaHMUS.

« [pUNOXEHWs, KOTOPblE U3MEHSIIOT NN CKPbIBAIOT CBOU GYHKLMM BO BPEMS MPOBEPKM.

. anIﬂO)KeHMFI, KOTOpPbI€ BbINONTHAKOT CKaynBaHME Yepes CeTb AOCTaBKM KOHTEHTa (CDN),
npenBapuTenbHO HE coobuias NonbL3oBaTesNto Pa3mMep CKkaumBaeMblxX q)al‘/‘lJ'IOB.

MaHunynMpoBaHMe MeQUaKOHTEHTOM

3anpelyaetcs ny6nMkoBaTb NPUIOXEHWS, KOTOPblE CMOCOGCTBYIOT PACNPOCTPAHEHMIO MU MO3BONSHOT
€03[aBaTh JTIOXHYIO UM BBOASLLYIO B 3abnyxaeHe MHOOPMALMIO NN 3asIBIIEHUS B

bopMe n3obpaxeHun, BUAEO U/nnu TekcTa. Mbl He pa3peLiaeM ny6bnmMKoBaTh NPUNOXEHNS,
npeaHa3HaYeHHble ANs PacnpOCTPaAHEHNS UM COXPAHEHWS M306PaXeHU, BULEO U/WNN TEKCTOB,
KOTOpbIE AEMOHCTPATMBHO BBOAAT MOJb30BaTeNen B 3abyXaeHne 1 MOryT NpUUnHATS yulepb B
CBSA3U C BaXKHbIMU COBBITUAMU, MONUTUYECKON CHEPON, COLMaNbHBIMU BOMPOCAMM U LpYrMMU
06LWeCTBEHHO 3HAUNMbIMK TEMaMMU.

MpUNoXeHWs, KOTOPblE MaHUMYANPYIOT MELMAKOHTEHTOM UM U3MEHSIOT €0, BbIXOAA 33
06LWENPUHATBIE PAMKU BOMYCTUMbIX KOPPEKTUPOBOK [NS MOBbILEHWS YETKOCTU M KayecTBa npu
NnoaroToBke K nybnukaunm, LONXKHbl ABHbIM 06pa3oM coobliaTb 06 3TOM B UISMEHEHHOM KOHTEHTE WS
[06aBNATb K HEMY BOAAHbIE 3HaKM, €CNM 0B6bIYHOMY MOSb30BATESH0 MOXET BbITb HEOUEBULHO, YTO
MaTepuansbl Oblv U3MEHeHbI. MicknioueHns MoryT BbiTb caenaHbl A TeM, NpeacTaBnatoWmnx
OBLLECTBEHHbIV UHTEPEC, @ TAaKXKE OYEBULHBIX MPUMEPOB CaTMPbI AN NAPOLUN.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« MpunoxeHus, KoTopble [O6aBAAOT N306PAKEHUS OOLECTBEHHbIX AeSTENEN HA CHUMKHN
LEMOHCTPALMI BO BPEMS BaXXHbIX NONTUYECKMX COBLITUN.

« MpunoxeHus, KOTOpble NCNONB3YIOT Ha CTpaHuuax B Google Play n3obpaxeHus obLyecTBEHHbIX
pLearenev unu MynsTUMeaunHble MaTepurarnbl C U306paxeHNEM BaXKHbIX COBLITUI, YTOObI
NPOAEMOHCTPUPOBATb GYHKLMNM, NO3BONAIOWME USMEHSATb MELNAKOHTEHT.

. anIJ'IO)KeHVIFI, KOTOpPbl€ USMEHAIOT Me,U,Maq)al)llﬂbl C LUeNiblo UMUTaL N HOBOCTHbIX BbIMYCKOB.


https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
https://support.google.com/googleplay/android-developer/answer/7159011?hl=ru
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1) DTO NPUNOXEHNE UBMEHSAET BULEOKMMbI, UMUTUPYS BbINMYCKN HOBOCTEN, @ TakxXe JobaBnseT B
KIMnbl N306paxeHWst 3HAMEHNTOCTEN UM OBLLECTBEHHbIX AeaTene 6e3 BOASHOro 3Haka.

MNpospa4yHoCcTb NoBeAEeHus

Monb3oBaTensam OOMKHO BbITb MOHATHO, YTO AENaeT Balle NPUIOXeEHNe. He NCMoNb3yiTe B HEM
CKPbITble, HEAKTUBHbIE UMM HE3a00KYMEHTUPOBaHHbIE GYHKLMW. 3anpeLleHo nbiTaTbes n3bexatb
NPOBEPKM MPUNOXEHUIN KaKUMU-TTMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb Nonb3oBaTenen,
LieNIOCTHOCTb CUCTEMbI M COOTBETCTBUE NpPaBuiaM, MOXET NoTpeboBaTbCs AOMNONHUTENbHAS
MHPOPMALMS O MPUNIOXKEHUN.

NckaxeHne ¢pakToB
Mbl 3anpeLyaemM NPUIOXKEHUS U aKKayHTbl pa3paboTunKoB, KOTOPbIE:

+ BblgatoT cebg 3a 4PYrux Nvu Unv Opyrue opraHmMsauunm, a Takxxe CKPbIBatOT UM UCKaXatoT CBOO
OCHOBHY!IO LiefNb USIM CBEAEHUS O BNagenbLax;

+ HaMepeHHO BBOAAT NONb30BaTeNen B 3abnyxaeHue, HanprMep CKPbIBaloT UK MCKaXatoT
MHGOPMaLMIO O CTPaHe MPOUCXOXAEHNS UM NPEfOCTaBNAT KOHTEHT Nonb30BaTeNsM B Apyrux
cTpaHax;

+ COTPYAHMYAIOT C APYTMMU NMPUIOXEHUSIMU, CanTamu, pa3paboTumkaMmn U akkayHTamu B Liensx
COKPBITUS UK daNbCUPUKALMN [AHHBIX O MPUSTOXEHMMN UK Pa3paboTUmnKe, a TakxXe LPYron BaXHON
nHbopmMaLmm (3ToO OTHOCUTCS K KOHTEHTY, KOTOPbIN MMEET NOANTUYECKYHO, COLMANBHYO UK
06LLEeCTBEHHYIO HAMPaBIEHHOCTb).

MNpasuna Google Play B oTHOWweHUM uenesoro yposHsi API

YT106bl 06ecneunTb 6e30nacHOCTb NoMb30BaTeNeN, AN BCex npunoxeHum B Google Play Heobxoaumo
yCTaHOBUTb clegyrowume uenesble yposHu APL:

O6HOBNEHMS U HOBbIE MPUNOXEHUS OOMKHbI MCNOoNb30BaTh ypoBeHb Android APl He Huxe
BbIMYLLEHHOrO B TeYEHME rofa nepep BbIX0AOoM nocrefaHen ocHoBHon Bepcumn Android. My6nukaums B



Play Console npunoxeHuin n o6HOBNEHNI, KOTOPbIE HE YAOBETBOPSIOT 3TOMY TpeboBaHuo, byaeT
OTK/IOHEHa.

Pa3meuieHHble B Google Play npunoxxeHus, pns KOTOpbIX HE BbiMYCKalOTCA OOHOBNEHUS 1 B
KOTOPbIX YCTAaHOBNEH YpoBeHb API HMXe onybnnKoBaHHOMO B TEYEHME ABYX NET Nepes BbIXOLO0M
nocnegHen ocHosHon Bepcumn Android, yayT He[OCTYMHbI HOBbIM NOMIb30BATENAM HA YCTPOUCTBAX C
6onee nosgHuMK Bepcuammn OC Android. Te, KTO paHee ycTaHaBnMBan Takue npunoxexus ns Google
Play, cMOryT HaxoguTb, NepeycTaHaBNMBaTb 1 UCMONb30BaTb UX Ha YCTpoWcTBax ¢ ntobon Bepcuen OC
Android, nonaepXnsaeMomn NpUNoXeHNeM.

TexHu4Yeckme pekoMeHaaLmMmn o TOM, Kak NepenT Ha HOBbIN LieneBon ypoeeHb APl B COOTBETCTBUN C
TpeboBaHUAMM, MOXHO HaNTW B HALLEM PYKOBOLCTBE

O TOYHbIX CpoKax 1 cnyvaax-ncknoyeHnax pacCckasaHo B aToM Cl'lpaBOLIHOVI CTaTbe

TpeboBaHus kK SDK

Pa3paboTumnky NPUNOXEHUIN YaCcTO UCMONb3YIOT CTOPOHHWUIA KOf, (Hanpumep, SDK), 4To6b!
WHTErpMpoBaTh BaXHble GYHKLMM 1 CEPBUCHI B CBOU NPOAYKThI. Bkntouas SDK B npunoxeHue, BaxHO
ybenmTbes, UTo 6€30MacHOCTb NOSIb30BATENEN HE NOCTPALAET U B KOLE HE NOSBATCS HOBblE
ySI3BUMOCTU. B 3TOM paspene Mbl 06BSCHUM, Kak HEKOTOPbIE U3 HALLIMX aKTyasbHbIX TPeboBaHWM K
KOH®UAEHLMANbHOCTM 1 6€30MaCHOCTM NPUMEHSIOTCS B OTHOLWeHUK SDK 1 kakuM 06pa3oM oHU
LLOSIXXHbI MOMoraTh pa3paboTunkam 6e3onacHo MHTErpupoBaTb SDK B MPUNOXEHMS.

Ecnu Bbl xoTUTE OBGaBUTL CTOPOHHMI SDK, TO JOMXKHbI y6eAnTLCS B TOM, YTO €ro KOf, 1
peann3oBaHHble B HEM MPOLLECCHI HE HapyLatoT MpaBuia NPorpamMMbl A8 paspaboTymKoB
npunoxeHui B Google Play. BaxHo 3HaTb, kak SDK B npunoxeHun ob6pabaTtbiBatoT nosnb3oBaTeNibCckme
AaHHble. Kpome Toro, cnepyeT NOHMMAaTh, Kakne paspeLleHns OHM UCMONb3YIOT, Kakne CBeaeHns
cobupaloT 1 noyemy. NoMHUTE 0 ToM, 4YTo cbOp 1 06PaboTKa NONL3OBATENBCKMX faHHbIX CO CTOPOHbI
SDK [OmKHbI COOTBETCTBOBATb MONUTUKE MPUIOXKEHMS.

YT106bl HE AONYCTUTb HAPYLIEHWUI, U3YUYNTE BECb TEKCT CedytoLlmx NpaBui n 06patnute BHUMaHNE Ha
aKTyanbHble TPebOBaHMS B OTHOWeEHMM SDK, KOTopble NPUBELAEHbI HUXE.

I'IpaBMna B OTHOLWUEHUU NOoJib30OBaTEJIbCKUX AaHHbIX

K maHHbIM Nonb3oBaTens OTHOCATCS CBEAEHUs, NPeLOCTaBNEHHbIE UM, a TaKXe MONyYEHHbIe B XOe ero
paboTbl, B TOM yncne nHpopmMauums o6 yctponctee. Ob6a3aTesnibHO coobLymTe, Kak U AN Yero Bbl byaeTe
cobupatb, 0b6pabaTbiBaTh M UCMONBb30BAThb 3TW [aHHbIE, a TakXXe MoJlyyaTb U NPEROCTaBNATb K HUM
[OCTyn. Micnonb3oBaTb Takyto MHPOPMaLUIO B LIENSX, O KOTOPbIX Bbl HE 3a8BUN, 3aNpeLLEHO.

Ecnv B BalweM NpuioXeHWn UCNomb3yeTcs CTOPOHHMI kog, (Hanpumep, SDK), ybeautech, UTo OH caM U
peann3oBaHHbIe B HEM NPOoLEeCChbl 06paboTKM NONb30BATENbCKMX AaHHbIX COOTBETCTBYIOT NpaBunam
nporpammbl ons paspaboTyunkoB npunoxeHuii B Google Play, B ToM uncne TpeboBaHusM 06
MCMOJNb30BaHMM 1 PackpbITUN MHbOpMaL MU, HanpuMep, Bbl [OMKHbI YAOCTOBEPUTLCS, UYTO NOCTaBLLMK
SDK He npopaeT NnyHble 1 KOHUAEHUNANbHbIE faHHble NONb30BaTENS, NOMYYEHHbIE U3 BaLIEro
NpUNoXeHus. To TpeboBaHNE NPUMEHSETCS BHE 3aBUCMMOCTM OT TOro, Kak ByayT nepefaHbi
MoNb30BaTeNIbCKME AaHHbIE: MOC/E OTNPABKN Ha CEPBEP UM B PE3YNbTaTe BHEAPEHNS CTOPOHHETO
KOLa B Balle NpUIoXeHue.

JInyHbie 1 KOH¢M,D,eHU,VIaJ1beIe nosib3oBaTesibCKue gaHHbie

» OrpaHuuvBainTe BOCTYN K MYHBIM U KOHPUAEHLMANBHBIM NMONb30BaTENbCKUM [aHHbIM, MOMyYeHHbIM Yepes
NPUNOXEHNE, a TaKxKe NX C6op, NCMONL30BaHWE ¥ Nepefady. OTU AeNCTBUS AOMYCKAOTCS TONbKO ANs
npefocTaBneHns GyHKLUA cepBuca UM NPUIOXEHUS, a TakxKe B LieNisX, COOTBETCTBYIOLLUX NPaBuiaM 1 He
HapyLlaloLWmMX 060CHOBaHHbIE OXMAAHWS NONb30BaTENEN.

« [punoxeHus, NCNONb3YOLLNE NNYHbIE U KOHPUAEHLMANbHbIE NONb30BaTENbCKME faHHbIE AN NoKa3a pekambl,
LOMKHBI COOTBETCTBOBATL Npasunam Google Play no pa3melueHnto peknambi.


https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://developer.android.com/distribute/best-practices/develop/target-sdk.html
https://support.google.com/googleplay/android-developer/answer/11926878
https://support.google.com/googleplay/android-developer/answer/11926878

» Bce nuyHble 1 KOHPMAEHLMANbHbIE AaHHbIe NONb30BaTENeN AONXHbI 06pabaTbiBaTbCst 6€30nacHbIM 06pa3oM, B
TOM UKCne C NPUMEHEHNEM COBPEMEHHbIX METOA0B WKdpPOBaHNs, Hanpumep npotokona HTTPS.

« [pexae Yem 1Cnonb3oBaTb AaHHbIE, AOCTYM K KOTOPbIM PErynnpyeTcs paspeleHnsmu Android, npunoxexue
[OMKHO 3aMpoCuTb AUHaMMYecKoe paspelueHue (Bceraa, Koraa aTo BO3SMOXHO).

I'Ipop,a)Ka JINYHbIX U KOH¢MAeHLI,VIaJ1beIX MoJsib30BaTe/IbCKUX AaHHbIX

He npopaBaviTe NMYHble U KOHPUAEHLMANBHbBIE MOIb30BATENbCKME AaHHbIE.

« Mpopaxa noapasymesaeT nepeaady MHPOPMaLMN TPETbIUM MWLM U OBMEH €lo C LieSblo MonyyYeHns
LEHeXHOro Aoxofa.

« Ecnu cBoM NMyHble 1 KOHUAEHUMANbHbIE AaHHbIEe NepefaeT caM Nonb30BaTeNb, ATO HE CUMTAETCS NMPOLAXKEN.
MpyMepbl TaKUX CUTYaLLUIA: B MPUNOXEHUM eCTb GYHKLMS Ans nepefaym ¢annos TPETbUM NULaM; NPUITOXEHNE
npefHa3HauYeHo A NPOBEAEHNS HAayUYHbIX UCCNEef0BaHUN, U [aHHble OTNPABNSIOTCS B ATUX LiENsX.

PackpbiTue MHpoOpMaL M1 U paspelleHe Ha UCMONb30BaHMe AaHHbIX

Ecnu Bawe npunoxeHue cobupaert, UCMoNb3yeT, NepesaeT INUHbIe U KOHOUAEHUMASbHbIE MONb30BaATENIbCKUE
LaHHble UK NosyyaeT JOCTYN K HUM B LENsX, KOTOpble MOryT HE COOTBETCTBOBaTb 0GOCHOBAHHbIM OXUAAHUAM
nonb3oBaTenei OT NPOAYKTa UK GYHKLMK, HEOBXOAMMO cobMoaaTh TPEGOBaHMS K PacKpbITUIO MHOPMALIK 1
MOMYYEHUIO Pa3PELLEHNS Ha UCTIOMNb30BaHMNE [AaHHbIX, YKa3aHHbIE B MPaBUIax B OTHOLWEHUM TakUX AaHHbIX.

Ecnv B BaleM NpUIoXeHUM NPUMEHSETCS CTOPOHHMI Kog, (Hanpumep, SDK), npegHasHayeHHbI Ang c6opa NMUHbIX
1 KOHOUAEHLMANBHBIX NONb30BaTENbCKMX LaHHbIX, Bbl LOMKHbI MPEeLOCTaBUTL AOCTAaTOUHbIE LOKA3aTENLCTBA TOrO,
4TO NPUOXEHME He HapyllaeT TpeboBaHus 13 pasfena "PackpbiTve MHPOpMaL UM 1 pa3peLleHne Ha
MCMOMb30BaHME JaHHbIX" HACTOSLLMX NPaBui. MPUIOXEHNE JOMKHO COOTBETCTBOBATb, B YaCTHOCTU, MONOXEHWSAM O
BOCTYNe K flaHHbIM, 1X c6ope, NCMOoNb30BaHNM 1 Nepefaye C NOMOLLbIO CTOPOHHETO KoAa. [Joka3aTenbcTea
HeOoBXOAMMO OTNPAaBUTL B TEUEHME ABYX HELENb MU APYroro nepropaa (eCnu OH ykasaH) nocne nonyyeHns 3anpoca
o1 Google Play.

O6s3aTenbHO YAOCTOBEPLTECH, YTO B CTOPOHHEM Koae (Hanpumep, SDK) He HapyLwatoTea npasuna B OTHOWEHU
MoMb30BaTENbCKNX AaHHbIX.

C 6onee nofpobHom nHpopmaLmen o TpeboBaHNsX K PacKPbITMIO MHOPMALLIMKU 1 NONYYEHUIO cornacus
NONb30BAaTENEN MOXHO 03HAKOMUTLCS B CNPpaBOYHOM LIEHTPE.

MpumMmepbl HapylueHWi, Bbi3BaHHbIX MpuMeHeHneM SDK

« MpunoxeHwe ncnonbayet SDK, KOTOPbIN COBUPAET NNYHbIE U KOHGUAEHLMANbHbIE NONb30BaTENbCKUE [aHHbIE 1
He 06pabaTbiBAET UX COMACHO NPaBMiaM B OTHOLLIEHWW NOMb30BATENBCKUX AaHHbIX, TDEGOBAHMAM K PACKPbITUIO
MHPOPMALMU 1 Pa3PELLEHMIO HA UCTIONb30BaHUE AaHHbIX, @ TakKe TPebOoBaHUIM B OTHOLWEHWN JOCTYNa K AaHHbIM
1 nx obpaboTke (BKNtoYas 3anpeT Ha NPOAAxy).

+ B npunoxeHve nHterpmposaH SDK, KOTOpbI cOBUpaeT nnyHble 1 KOHGUAEHLMaNbHble Nob30BaTeNbCkue
LaHHble MO YMOYaHUIO, YTO HapywaeT TPeboBaHMs HAaCTOAWMX NPABUI B OTHOLWEHUM NOJyYeHUs Cornacus
nosb30BaTenei 1 PackpbITUs MHbOPMaLUN.

« [N npunoxeHus 3asiBNeHO, YTO OHO COBMPAET NNYHbIE U KOHOUAEHUMANbHbIE MONb30BaTE/IbCKUE AaHHbIE TONbKO
ons obecrneyeHuns paboTbl GYHKLMM, 3aLLMLLAIOLWNX OT MOLWEHHUYECTBA 1 310ynoTpebnennit, Ho SDK Takxe
nepenaeT cO6paHHble AaHHbIe TPETbMM IMLAM B PEKNAMHbIX LENSX U A8 aHaNUTUKW.

« MpunoxeHve cogepxuT SDK, KOTOpbI NepefaeT CBEAEHNS 06 YCTAHOBEHHbIX MAKeTax C HapyLeHUeM
pekoMeHZaLui Mo PackpbITUIO MHDOPMALUM UMK TPEBOBaHUI MONUTUKY KOHOUAEHLMANBHOCTU.

« O3HaKOMbTECb C npasuiaMn B OTHOWEHUN HEeXenaTellbHOro MNo pnsa MOBUITbHBIX yCTpOl;ICTB.

[ononHuTtenbHble TPe60BaHUSl B OTHOWEHUU OCTYMNa K IMYHbIM U KOHOUAEeHLMalbHbIM
DaHHbIM

B Tabnuue Huxe NpeacTaBneHbl Tpe6oBaHus K onpegeneHHbiM GyHKLMOHambHbIM OCOBEHHOCTAM MPUOXEHW.
®YHKUMOHaNbHast 0COGEHHOCTD TpebosaHus

Mpunoxerue COGUPaET UMK CBA3LIBAET  MocToAHHBIE UAEHTUMUKATOPbI YCTPONCTBA HE [OMKHbI BbITh CBSI3aHbI

NOCTOSIHHbIE MAEHTUKKATOPDI C NINYHBIMY N KOHOUAEHLMANBHBIMW fAHHBIMU NOSIb30BATENS U CO
ycTpoicts (Hanpumep, IMEI-koael, cbpacbiBaeMbIMU NAEHTUDUKATOPAMU YCTPOWCTB, 3@ UCKIIOUEHNEM:
HoMmepa IMSI, cepuiiHble Homepa SIM-

KapT M T. f.) » TenedoHHOW CBA3M C noMoLbo SIM-kapTsl (HanpuMep, 419 3BOHKOB

no cetn Wi-Fi uepes onepatopa cB3u);


https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/10144311
https://support.google.com/googleplay/android-developer/answer/11150561
https://support.google.com/googleplay/android-developer/answer/9859455?hl=ru
https://support.google.com/googleplay/android-developer/answer/9970222?hl=ru

+ KOPMOPaTMBHbIX MPUNOXEHN ANS yNpaBneHns yCTPONCTBaMK,
MCMONb3yEMbIX B PEXMME BragenbLa.

B aTux cnyyaax paspaboTunk [OMKeEH SBHbIM 06pa3oM CoobWNTb
nosib30BaTENSM O TakoW CBS3M B COOTBETCTBUM C NMpaBuiamu B
OTHOLUEHMU NOJIb30BATENbCKUX AaHHbIX

NHdopMauuio 06 anbTepHATUBHBIX YHUKANbHbIX MOEHTUdMKATOPaX
MOXHO HaNTW Ha 3TOW CTpaHuLe

JononHuTenbHble PEKOMEHAALMMN MO NCMNONB30BAHMIO PEKTAMHBIX
ngeHTudukatopos Android npusepeHbl B NpaBuiax pasmeLleHns
peknambl

MpunoxeHne npepHasHa4YeHo As feter B npunoxeHus paspelueHo BkatouaTh Tonbko SDK, koTopsle npolunm
CaMOCTOSTENbHYO CepTUPMKALMIO ANS CNONb30BaHNS B CepBUCaX,
npenHasHayeHHblx Ans geter. O3HaKOMbTECH C MOJIHOW BEPCUEN
npaBun 1 TpeboBaHM MporpamMmbl CaMOCTOSTENBHOM cepTudMKaLLmMm
peknamMHbix SDK B NPUOXeHUSX Ans BCen CEMbMU.

MpumMmepbl HapyLlLueHWi, Bbi3BaHHbIX MpuMeHeHnem SDK
« MpunoxeHwve ncnonbayet SDK, KOTopbI cBA3bIBaeT naeHTUdmKaTop Android 1 faHHbIE O MECTOMONIOXEHNM.

 MpunoxeHve paboTaeT ¢ SDK, KOTOpbIN CBA3bIBAET PeKNaMHbIN aeHTudukaTop Android ¢ NOCTOAHHbIMK
MOEHTUOUKATOPAMU YCTPOWCTBA B PEKITAMHBbIX LIENSX UV NS aHaNUTUKU.

» B npunoxeHvie nHterpmpoaH SDK, KOTOPbIN CBA3bIBAaET peknamHbln naeHTnugukatTop Android c agpecom
3MEeKTPOHHON MOYTbI B LLENIsIX aHanUTUKK.

Pa3zpen 6e30nacHOCTU JaHHbIX

Kaxpoe npunoxeHue [OMKHO CoaepkaTb pasfen 6e30nacHOCTU faHHbIX, B KOTOPOM MOHATHO M TOYHO OMKUCAHO, Kak
Cco6MpatoTCs, UCMOMbL3YIOTCS 1 NEPERaloTCs MoMb30BaTENbCKME faHHble. TO TakXXEe OTHOCWTCS K [aHHbIM, KOTOpble
cobupatoTcs 1 06pabaTbiBalOTCS Yepes CTOpPoHHME BubanoTekn nnu SDK, ncnonbayemble B NPUNOXEHNSIX.
Pa3paboTumnK HECET OTBETCTBEHHOCTb 3@ TOYHOCTb M aKTyaslbHOCTb Takol nHdopMaumn. CBeeH s B 9TOM pasferne
LOMKHbI COOTBETCTBOBATb TOMY, YTO YKa3aHO B NOMMTUKE KOHOUAEHLMANBHOCTYU NPUNOXEHMS (€CNIU MPUMEHUMO).

M3yunTte BONONHUTENBHYIO MHGOPMALMIO O TOM, KaK 3anofHWUTL pasaen 6e30nacHoOCTU AaHHbIX, B CripaBoyHOM
LieHTpe.

O3HaKOMbTECh TakXe C MOSIHON Bepcmeﬁ npasuii B OTHOWEHWN NONb30BaTENIbCKUX OaHHbIX.

MpaBuna ncnonb3oBaHus paspeLlieHun u APl ¢ gocTynom kK KoHdUaeHumanbHom
nHdopmMauum

3anpockl Ha NpPefoCTaBeHNE paspeLleHnit n ucnonb3oBaHne API, KOTOpble NOMYyYaloT JOCTYM K
KoHbUAEHLManbHOM nHGOPMaL MK, [OMKHbI OblTb MOHATHBIMU ANS MOSIb30BaTENEN. 3anpallnBaTh
paspeLleHns 1 Ucnonb3oBaTb API, KOTOpbIE NOMYYaloT JOCTYN K KOHGUAEHLMANbHON MHGOPMaLLMK,
MOXHO TOJIbKO B TOM Cilyyae, ecfiv OHM HEOBXOANMbI A1 PaboThl yXKe BHELPEHHBIX GYHKLNNA 1
CEPBMCOB, OMUCaHHbIX Ha CTPaHuLe NpunoxeHus B Google Play. Henb3s ncnonb3osath paspeLeHms n
API, npegocTasnsowme [OCTyN K AaHHbIM NONb30BaTENd U YCTPOMCTBA, ANa GYHKUUMA UK Lenen,
KOTOpble HE OTMEYEHbl B ONMUCAHWUW MPUMOXEHWUS, HE Peann3oBaHbl UK He pa3peLleHbl. JINYHbie nnu
KOHPUAEHUMaNbHbIE AaHHbIE, NOSTyYEHHbIE C pa3peLlEHNs NoNb3oBaTeNs UM Npu noMoLm Takmx API,
Henb3s NpofaBaTh U NepefaBaTh C Lenbto Nocneyowen Npoaaxn H1 Npu Kakux ob6CTosTenbCTBax.

O3HaKOMBTECH C MOMHOW BEPCUEN MPaBUST UCMONb30BaHNS pa3peLlleHnin n APl ¢ BocTymnom K

KOHOUAEHUMaNbHOM MHbOopMaL UK.

MpuMepbl HapyLLeHWI, Bbi3BaHHbIX TpuMeHeHueM SDK

+ B npunoxeHue nHterpuposaH SDK, KOTOpbIN 3anpaluvBaeT AOCTYN K faHHbIM O MECTOMONOXEHNN B
HOHOBOM pexuMe AN 3anpeLLeHHbIX UK HE3ASBIIEHHbIX Lienen.
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+ MpunoxeHune ncnonbayet SDK, koTopbin 6€3 cornacus nosb3oBatens nepepaet IMEI-kog,
MOMyYeHHbIV C MOMOLLbIO pa3pelleHns read_phone_state B Android.

MpaBuna B 0OTHOWeEHUU BpegoHocHoro MO

OCHOBHOW NpUHLKMA NpocTon: akocucTeMa Android, Bkntovatowas Google Play n yctponcTtsa
nonb30BaTesNieN, He NOSKHA NOABEPraTbCs BO3AENCTBUIO BPEROHOCHOTO MO. PyKOBOACTBYSCh UM, Mbl
cTapaemca fenatb akocucteMy Android 6esonacHor s nonb3oBaTenien u nx yctponcts Android.

BpepoHocHbM MO cunTaeTcs nobom Kof, KOTOPbI MOXET NPeACcTaBnsTb Yrpo3y AN Nofb3oBaTens, a
TaKXe ero faHHbIX U1 yCTporcTB. Hanpumep, K BpegoHocHOMyY MO 0THOCATCS NOTEHLMaNbHO
onacHble npunoxenus (MOM), a Takxe UcnonHaemble daiibl U MogudrKaLn GpPenMBOPKOB,
OTHOCSILLMECS K TaKUM KaTeropmsaM, Kak TPOSIHCKME NporpamMmbl, GpUWMHIoBoOE v WwnmnoHckoe MO. Mbl
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABMSEM HOBbIE KAaTEropum.

O3HaKOMbTECH C MOJIHOW BEepCUen npasusl B OTHOWEHUM BpegoHocHoro MO.

MNpumepbl HapyLleHWI, Bbi3BaHHbIX NpuMeHeHneM SDK

« MpunoxeHune HapylaeT Mofenb pa3pelleHnin Android nnm kpageT yyeTHble faHHble (Takue, Kak
TokeHbl OAUth) U3 Bpyrnx NPUIOXeHUN.

« MpunoxeHve NPensTCTBYET yAaNeHUo UM OCTaHOBKE GYHKLMN.
« MpunoxeHne oTknoyaeT SELinux.

« Mpunoxexue ncnonbayeT SDK, KOTOpbIM HapyLwaeT Moaenb paspeleHuin Android, nonydas
MOBbILWEHHbIE NPUBMAErMN AN HE3asBIEHHOW Lenn bnarogaps 4OCTYNy K AaHHbIM YCTPOMCTBA.

+ B npunoxexue nHterpuposaH SDK ¢ KOBOM, KOTOPbI 06MaHHbIM MyTEM 3aCTaBMSET NONb30BaTENEN
npvobpeTaTb NOAMUCKN UM OMaYMBaTb KOHTEHT Yepes onepaTopa MOBUIbHON CBSA3M.

MpunoxeHus, kKoTopble 6e3 paspeLleHns NonbL3oBaTeNs Noly4YatoT root-4oCTyn Yepes NoBbleHME
NPVBUAErNIA, OTHOCATCS K KaTeropum "lMonyyeHne root-gocTtyna'.

MNpaBuna B oTHOWeHUM HexenaTenbHoro MO ans MO6UNbHbIX YCTPOUCTB

MNMoHsaTHas PyHKUMOHANbLHOCTb U IBHOE pacKpbiTue uHpopMauum

JNio6on Kog, BOMKEH UCMONHSATL BCE, YTO obellaHo Nosib3oBaTento. MpUIoXKeHWs JOSKHbI BbIMONHAT
BCE 3asBieHHble QYHKLMN 1 HEe OOMXXHbl BBOGUTb MONb30BaTenen B 3abnyxaeHue.

MpuMepbl HapyLWeHUI:
* MOLIEHHWYECTBO C PeKNIaMon;

¢ COUManbHasa NHXeHepud.

3awmTa nosib3oBaTeNIbCKUX JaHHbIX

MOHATHO 1 NOAPOBHO PaCCKaXUTE O TOM, KakK NPUIOXeHMUe NoslyYaeT AOCTYM K TMYHbIM U
KOHdUMAEeHUMaNbHbIM JaHHbIM NOSIb30BATENS, KaK OHO X COBUPAET, UCMonb3yeT 1 nepefaeT. Mpwu
paboTe c Takon nHbopmaumnen HeobxoanMo cobnogaTb BCe NPUMEHMMbIE NPaBUiia B OTHOLEHUN
Nnonb30BaTENbCKNUX OaHHbIX, @ TakKXe MPUHMMaTb Mepbl NPeaoCTOPOXHOCTU ANg 3alnTbl 3TUX
CBEeAEeHUN.

MpuMepbl HapyLLueHWH:
« c6bop AaHHbIX (wnuoHckoe MO);

+ HapyLWeHWe OrpPaHNYEHHbIX Pa3peLLeHnI.

O3HaKoMbTECh C NOMHOWM Bepcuen npasusl B OTHOLWEHUN HexenaTensHoro MO gns MoBubHbIX
YCTPOMNCTB.

MpaBuna B oTHOLWEHMM 3110ynoTpebneHns pecypcamm yCTPOMUCTBa U CETU
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3anpeLaroTca NPUNOXEHNs, KOTOpble HapyLLaloT PaboTy YCTPOWCTBA NoNb30BaTeNs, APYrmxX
YCTPOWCTB, KOMMbIOTEPOB, CepBEPOB, ceTel, APl unu cepsucos (Bkovasa Apyrve npunoxXxeHns Ha
YCTpOWCTBE, cepBucbl Google 1 ceTn onepaTopoB CBA3M), a TAKXKE BMELUMBAOTCS B UX PaboTy,
nony4YatoT HECAHKLMOHMPOBAHHbIN [OCTYMN K HAM WX BPEQAT MHbIM 06pa3oMm.

MPUNOXeHWs UNu CTOPOHHWI Ko, (Hanpumep, SDK), ncnonb3sylowne MHTEPNpeTUpyeMble 93biku
(JavaScript, Python, Lua 1 T. A.), KOTOpble 3arpyatoTcs Bo Bpems paboTbl (a He 3arpyxeHbl B
NPUNoXeHne n3HavanbHO), He AOMKHbI HapyLwaTb Npasuna Google Play.

3anpeLeHo 1cnonb3oBaTh KOf, KOTOPbIN CO3L[aeT UKW UCMONb3yeT y93BMMOCTM 6€30MacHOCTU.
VMHpopMaLma 0 caMbix akTyasbHbIX Npo6nemMax 6e30MacHOCTY COREPXMTCS B Halel Nporpamme
MoBbILLEHNS 6e30MacHOCTU NPUNOXKEHNI A8 PA3PabOTUNKOB.

O3HaKoMbTECH C MOMHOW BEPCUEN NPaBusl B OTHOLWEHUM 3M10YNOTPEGNEHNS pecypcaMmn YCTPONCTBa U
cetn.

MNpuMepbl HapyLeHWI, Bbi3BaHHbIX TpuMeHeHueM SDK

« MNpunoxeHne NpefocTaBnseT yCryru NPoKCcU-cepeepa TPETbUM Nuam (KpoMe criyyaes, Korga a1o
SBNIAETCA OCHOBHOW GYHKLMEN NMPUOXKEHNS).

+ MpunoxeHune ncnonbayet SDK, KOTOPbIN CKauMBaeT UCMONHAEMbIN Kog, (Hanpumep, darnnbl DEX unm
HaTMBHbIV kop) He n3 Google Play.

+ B npunoxeHue nHterpupoaH SDK, cogepxalynin komnoHeHT WebView ¢ nHtepdencom JavaScript,
KOTOPBbIV 3arpy>xaeTt HeHaaeXHbI Be6-KoHTeHT (Hanpumep, URL ¢ npoTtokonom HTTP) unu
HenposepeHHbie URL, Nony4YeHHble N3 COMHUTENbHbIX UCTOUYHMKOB (Hanpumep, URL 13 HeHaaexXHbIX
ob6bekToB Intent).

« MNMpunoxeHune paboTtaeT ¢ SDK, KOTOpPbIN COAEPXMUT KO, UCMONb3yeMbli Ans OBHOBNEHUS
cobcTBeHHoro APK.

« MpunoxeHue npumeHsieT SDK, KOTOpbIN CkauymMBaeT pansibl Yepes He3aLMLEHHOE COEAMHEHNE, YEM
nofBepraeT pucky 6€30nacHOCTb NoNbL30BaTeNs.

+ B npunoxexue nHterpuposaH SDK ¢ KOBOM, KOTOPbI NO3BONSIET CKAYMBATb UM YCTAHABIMBATb
MPUNOXEHNS N3 HEM3BECTHbBIX CTOYHNKOB BHe Google Play.

I'IpaBMna B OTHOLIEHUM BBeAEeHUA B 386HY)KP,eHVIe

Mbl 3anpeliaemM ny6anMkoBaTh NPUNOXEHWS, KOTOPbIE MbITAOTCS BBECTU NONb30BaTENEN B 3abnyxaeHue
UnK CnocobCTBYIOT HeLOBPOCOBECTHOM LEATENbHOCTH, BKITHOUYAs NPUITOXEHNS, 3aSBIIEHHbIE GYHKLM
KOTOPbIX HEBO3MOXHO peann3oBaTh Ha yCTponcTee. VIHpopMaLms o NPUIOXEHUN, ero OnucaHue, a
TaKxke ¢OTO 1 BUAEO JOSMKHbI COOTBETCTBOBATL €r0 GYHKLMOHANBHOCTU. NPUNOXEHNS HE [OMXKHbI
UMUTUPOBATb GYHKLUM UIN NPELyNPEXAEHNs ONePaLMOHHON CUCTEMBI U ApYruX Nporpamm. Jliobble
N3MEHEHWS HAaCTPOEK YCTPOMCTBA LOJSIXKHbI MPON3BOAUTLCS C BEAOMA U COrflacus nosnb3oBaTens.
Kpome Toro, y nonb3oBatens LOMKHa 6bITb BOSMOXHOCTb OTMEHWUTb U3MEHEHNS.

O3HaKOMbTECH C MOJHOM BEPCUEN MPaBUST B OTHOLLIEHMN BBEAEHWS B 3a0MyXaeHue.

Mpospa4yHoCcTb NOBEAEHUS

Monb3oBaTeENaM AOMKHO BbITb MOHATHO, YTO AENaeT Balle NPUNOXEHNE. He NCMoSb3yiTe B HEM
CKpPbITble, HEaKTUBHbIE NN HE3aAOKYMEHTNPOBAHHbIE q)yHKLI,VII/I. 3anpeu.LeHo nbiTaTbCs U36eXaTb
NPOBEPKM MPUIIOXEHNIN KaKUMU-NTMBO cnocobamu. YTobbl obecneuntb 6e30nacHOCTb Nonb3oBaTeNen,
LieNIOCTHOCTb CUCTEMbI M COOTBETCTBME NpaBuiiaM, MOXET NoTpeboBaTbCs JOMNONHUTENbHAS
MHPOPMaLUA O MPUSTOXKEHUN.

Mpumep HapylueHus, CBi3aHHOro ¢ npuMeHeHuem SDK

+ B npunoxeHue nHterpuposaH SDK, no3sonsiowwnii n36exatb NPOBEPKUN NMPUTOXKEHNIA.

Kakue npasuna Google Play pns paspa6oTunkoB 06bI14HO CBSi3aHbl C HAPYLIEHUSMU,
Bbl3BaHHbIMK NpuMeHeHueM SDK?
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YRoCTOBEPBLTECH B TOM, YTO BECb CTOPOHHUIA KOA, KOTOPbIA UCMOSb3YET Balle NPUIOXEHME,
cooTBeTcTBYeT [paBunam nporpammbl Ans paspaboTtunkos B Google Play. [1ns atoro nsyuute
cnepylLme MaTepuansi:

- MpaBuna B OTHOLEHUM NONb30BATENbCKNX BaHHbIX

+ PaspeleHuns n APl ¢ LOoCTynoMm K KOHbUAEeHUNansHoM nHbopmaumnm

« MpaBunna B OTHOLIEHNM 310YyNOTPEBNEHNS pecypcamMmn yCTPOMCTBA U CETU

» BpepoHocHoe MO

« HexenatenbHoe MO gns MOBGUNbHbBIX YCTPONCTB

« MporpamMmMa caMoCToSATENbHOM cepTUdMKaL MU peknamHbix SDK B NpUNOXeHWsX Afis BCEN CEMbM
+ lNpaBuna pasmMelleHns peknamsl

- BBeneHuve B 3abnyxaeHve

« MpaBuna nporpaMmsbl it pa3paboTunKoB npunoxeHun B Google Play

Bbilwe nepeyncneHbl npaBuna, KOTopble He cobofatoTcs Yalle Bcero. OfHaKo 13-3a HEHaAEeXHOro
kopa SDK Balle NpuioXeHe MOXET HAPYLWIUTb U APYroe NPaBusio, He BOLeALWEee B 3TOT CMMCOK.
M3yyanTe npaBuna NofHOCTbIO U CriefuTe 3a UX 06HOBREHUIMU. Befb MMEHHO pa3paboTumk
NPUNOXEHNSI HECET OTBETCTBEHHOCTb 3a TO, YTObbl SDK 06pabaTbiBasiv faHHbIe NPUIOXEHUS B
COOTBETCTBUU C NpaBuUnamu.

MoppobHY NHPOPMALMIO MOXHO HANTK B HaweM CrpaBoOYHOM LIEHTPE.

BpenoHocHoe 1O

MpaBnno npocToe: akocucTema Android, Bkntoyatowwas Google Play 1 ycTponcTsa nonb3oBaTtenen, He
LOSI)KHa NoABepraTbCcs BO3AENCTBUIO BpegoHOCHOro MNO. PykoBOACTBYSICb 3TUM NPUHLMMNOM, Mbl
cTapaemcs fenatb akocucteMmy Android 6e3onacHom A nonb3oBaTeNien n X yCTPOUCTB Ha base
Android.

BpepoHocHbIM MO cumTaeTcs noboi Kof, KOTOPbIN MOXET NPEACTaBAATb Yrpo3y A Nonb3oBaTens, a
TaKXe ero AaHHbIX UK ycTporcTB. Hanpumep, Kk BpegoHOCHOMY MO 0THOCATCA NOTEHLMaNbHO
onacHble npunoxenus (MOMM), a Takxe UcrnonHsemble dainbl U MogudrKaLm GpPenmMBOPKOB,
OTHOCSILLMECS K TAaKUM KaTeropusM, Kak TPOSHCKME NporpaMMbl, GULWIKHE 1 wnuoHckoe MO. Mbi
NMOCTOSIHHO OBHOBNSIEM 3TOT CMUCOK U [OHABMSIEM HOBbIE KAaTErOpUN.

BpenoHOCHbIe NporpaMMbl MOTYT PasnnyaTbcs Mo TUMY U NPUHLMIY OENCTBUS, HO, Kak NpaBuso,
npecrnepyoT Kakme-nmbo 13 crepyowmx Lenem:

* BMEWaTenbCTBO B pa60Ty yCTpOVICTBa noJsib3oBaTend;
¢ nonyyYyeHne KOHTpONnd Hapg yCTpOIZCTBOM nonb3oBaTeny;

+ BbIMOMHEHWNE YAaNeHHbIX ONepaLyii, NO3BOMFIOWMX NOyYaTb LOCTYM K 3apakEHHOMY YCTPOWNCTBY
N1 Kakum-nnbo obpa3om UCNonb3oBaTh €ro;

* nepepava nepcoHanbHbIX NN YYETHbIX OaHHbIX C yCTpOﬁCTBa 6e3 BeOoMa M cornacug nonb3oBaTtens,;

pacchblfika C 3apaXXeHHOro YCTPOMCTBa CnaMa Uiy KoMaHg, KOTopble 3aTparusatoT apyrve
YCTPOWCTBaA UK CETH;

* MOLUEHHMYECKME AeNCTBUS MO OTHOLLEHMIO K NMONb30BaTEeNIO.

MpunoxeHus, ucnonHsemble Gannbl 1 MogUbUKaLMN GPENMBOPKOB, [AXE ECMN OHM M3HAYaNIbHO He
661NN cO3[aHbl C BPEAOHOCHBIMY LIeNIIMM, MOTYT CUMTaTbCS MOTEHLMANbHO ONacHbIMU U MPEACTaBNATb
yrposy Ans nonb3osatesnisi. [Jeno B TOM, YTO OHM MOTYT LeNCTBOBATb NO-Pa3HOMY B 3aBUCUMOCTU OT
uenoro psga ¢akTopoB. KOMNOHEHTbI, KOTOPbIE MOTYT NPEACTABAATb PUCK AJ1S OfHUX YCTPONCTB
Android, coBeplueHHO 6e3BpefHbl ANs Apyrux. Hanpumep, Bpe[oHOCHbIE NPOrpaMMBbl, UCMOMb3YoLme
ycTapeBLwme API, He CTaHyT yrpo30oi A9 YCTPOWCTB, Ha KOTOPbIX yCTaHOBMEHa nocneaHss sepcusa OC
Android, B oTAnumne oT yCTPOUCTB C boree paHHUMYK BePCUAMU. [PUIIOXKEHWS, MCNONHAEMble dalinbl 1
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mMopudmKaLm GpenMBOPKOB NMOMEYAIOTCS KaK BPEAOHOCHbIE MM MOTEHLMANBHO ONACHbIE, €CIM OHU
NPEACTaBNAIOT ABHYIO Yrpo3y Afs HEKOTOPbIX UMW BCEX MONb3oBaTenen n yctponcts Android.

Mbl XOTWM, YTOBbI Halla akocMcTeMa Obinla 6e30MacHOM, MOCTPOEHHOW Ha MHHOBALMSX U [OBEPUM, a
Take YToO6bl NONb30BaTENM NOHUMANM, Kak UMEHHO 3M0YMbILWEHHUKM MOTYT 9KCMyaTUPOBaTh KX
yCTPOWCTBa. IMEHHO NMO3TOMY Mbl MOATOTOBUM ONUCAHNE KaTeropuii BpepoHocHoro MO.

MoppobHyto nHGOpPMaLMIO MOXHO HaNTK Ha canTe Google Play 3awwumTsl

Bakpopbl

Kog, KOTOprPI no3BondeT yaaneHHO BbINOJIHATb Ha yCTpOIZCTBe HeXenaTtenbHble, NOTeHULanbHO
onacHble onepaynn.

Takune onepawmmn MOryT BKOYaTb NMPOLLECChI, M3-3a aBTOMaTUYECKOro BbiMOMHEHUS KOTOPbIX
MPUNOXEHWE, UCTIONHSEMbIV dann nnm MogudrkaLns GpenMBopKa nonageT B Apyrue kateropum
BpepoHocHoro MO. B uenom 63kaop — 3T0 CNoco6, C NOMOLLbH KOTOPOro NOTEHLMaNbHO OnacHbIe
onepawuy MoryT GbITb BbINMOMHEHbBI Ha YCTPONCTBE. M03TOMy 63KA0P CNOXHO NOCTAaBUTb B OLMH PSf, C
TaKUMU KaTEropusiMU, Kak MOLIEHHUYECKOE CMNCaHNE CPeLCTB UM KoMMepyeckoe wnroHckoe MO. B
peaynbTate Google Play 3awmTa npu onpegeneHHbix 06CTOATENbCTBaX MOXET NOCUMTaTb HABoP
63KO0POB YSA3BMMOCTHIO.

MoweHHn4Yeckoe cnucaHue cpencTe
Kog, KOTOprVI npuBOAUT K aBTOMaTU4YECKOMY CNMUCaHNIO CpeacTB NoJib30BaTeENA obMaHHbIM crnocobom.

CyLlecTByeT TPU KaTEropumn MOLLEHHNYECKNX CMIMCAHUIN CPELCTB YEepes OnepaTopoB MOBUITbHON CBA3W:
SMS-MOLWEHHNYECTBO, MOLIEHHNYECTBO CO 3BOHKaMM 1 MOLEHHNYECTBO C 0GOPMIIEHMEM MOAMNUCKN
VN ONNaTON KOHTEHTA.

SMS-moLeHHn4ecTBo

B aTOM cniyyae Kof NpuBOAUT K OTNpaBke nnatHbix SMS 6e3 cornacus nofb30BaTeNs UM CKPbIBaeT
cornalleHus, cogepxatime nHpopmaunio o nepegade SMS, unm coobLieHus, B KOTOPLIX OnepaTop
CBA3U1 YBEAOMISIET O CIMCaHUM CPEACTB UM NOoATBEePXAaeT 0bopMIeHe NOANNCKM.

BbiBaeT, UTO KO, HE CKPbIBAET OT NOSIb30BATENS OTNPaBKY COObLEeHNI, HO cnocobeTyeT SMS-
MOLUEHHNYECTBY APYrMMU NyTaMU. MpUMepbl: COKPLITUE ONPERENEHHbIX Pa3AenoB CornaleHuns ¢
nHpopMaLmen o nepepade SMS nnm NnpeacTasneHne 3TUX Pa3fenos B HEUMTaeMoM BrAae, 61oKMpPoBKa
COOBLEHN, B KOTOPbIX ONepaTop CBA3M yBEAOMNSET NoNb30BaTeNs O CNMCaHUN CPEeacTB UK
noaTBepXaaeT NMoAnmucky.

MoLwweHHn4YecTBoO cO 3BOHKaMu
B aTOM cnyyae kof NpMBOAUT K 3BOHKAM Ha MnaTHble HoMepa 6e3 cornacus nonb3oBaTens.

MowweHHNYECTBO C OPOPMIEHUEM MOAMUCKU TN OMNIATOVN KOHTEHTa
B aToM cnyyae kop ucnonb3yeTcs As Toro, 4Tobbl 06MaHHbIM MyTeM 3aCTaBUTb YerioBeKa NprobpecTu
MOAMNWUCKY MMM OMAaTUTb KOHTEHT Yepes ornepaTopa MOBUbHOW CBA3M.

K aTOl KaTeropmm OTHOCSTCS BCE CMUCAHUS CPEACTB, KPOME TeX, KOTOPbIE BbI3BaHbI MiaTHbIMU SMS 1
nnaTHbIMM 3BOHKaMW. MpuMepbl: onnaTa Yepes onepaTopa CBs3u, UCMONb30BaHNe 6ecnpoBOAHOM
Touku goctyna (WAP) 1 nepefaya MUHYT MOBUNbHOW cBA3U. MoweHH1YecTBo ¢ WAP ocobeHHOo
nonynspHo. OHO MOXET UCMONbL30BaTbCA A1 TOro, YTobbl 0BMaHOM 3aCTaBUTb YenoBeka HaxaTb
KHOMKY B HE3aMETHO 3arpy>atoLeMcs Npo3payvyHoM komrnoHeHTe WebView. B pe3ynbtaTte nognuncka
odopmnsetcs, a SMS unm NUCbMO C NOATBEPXKAEHNEM TPAH3aKLMN NEPEXBATHIBAETCS, YTOObI
nonb3oBaTeNlb He y3Han O CNMCaHUW CPeacTs.

MO pnsa npecnepoBaHus

MporpamMmMHbIN Ko, KOTOPbIM B LENISX MOHUTOPUHIa COBMPAET NepcoHasbHble U KoHGUAEHLNaNbHbIE
Nosb30BaTeNbCKNE AaHHbIe C YCTPOWCTBA U NepeaaeT UX TPETbUM NnLam (KOMNaHUaM uim


https://developers.google.com/android/play-protect/potentially-harmful-applications
https://developers.google.com/android/play-protect/potentially-harmful-applications

dU3MYECKMM nnuam).

MpPUNOXeEHMS [OMKHbI PAcKPbIBaTh MHPOPMALMIO M NOMYyYaTb COrnacue B COOTBETCTBUM C NMPaBuUiaMu B
OTHOLIEHU NOb30BATENbCKMUX AAHHbIX

PekoMeHpaLun B OTHOLIEHUN ﬂpVIIIO)KEHVIﬁ ANna MOHUTOPUHIa

EAUHCTBEHHBIMU NPUEMAEMbIMU MPUNOXEHUSIMU NSt MOHUTOPYVHIA SBNSHOTCS MPUNOXEHNS,
npefHa3HaYeHHbIe AN POAMTENBCKOrO UM KOPNOPATUBHOIO KOHTPONS. Mpy 3TOM BOMXHbI MOMHOCTHIO
cobnofaTbCs NPUBEAEHHbIE HIXE TPEeOOBaHMS. C MOMOLLbIO 3TUX NPUITOXEHNUI 3anpeLLaeTcs CNEANTb
3a Apyrumu nuuamu (HanpuMep, 3a Cynpyrom uUnm Cynpyromn) gaxe ¢ BeAoMa 1 Coriacus Takvx nuu u
Mpw YCroBMM NMOKa3a yBEAOMIEHUS O nepefaye MHPopMaLMn. YTobbl 06BABKTb, YTO NMPUIOXKEHNE
UCnonb3yeTcs A5 MOHUTOPWHIA, B danne MaHndecTa HEOBXOAMMO yka3aTb napameTp
IsMonitoringTool.

anIJ'IO)KeHVIFI Ang MOHUTOPWHIa AOJIXXHbl COOTBETCTBOBATb NEpPEYNCNEHHbIM HUXE Tpe6OBaHVI9IM.

+ B onvcaHum npunoxeHust He [OMKHO FOBOPUTBLCS, YTO 3TO WNMOHCKoe MO UK UHCTPYMEHT ans
CEKPETHON CNEXKMN.

. anIJ'IO)KeHVIFl He OOJ/KHbI CKpbIBaTb CBOU CI)yHKLLI/IVI OoTCnexnBaHM4a UM BBOOAUTb NMONb30BAaTENA B
3abnyxaeHue no aTomMy Nnoeogy.

+ Bo BpeMs paboTbl TakMX NPUAOXEHU LOMKHbI MOCTOSIHHO OTOBPaXaTbCst YyBEAOMIIEHME O TOM, YTO
MPUNOXEHME 3aMyLLEeHO, U YHUKANbHbIA 3HAYOK, MO3BONSIOLMIA OAHO3HAYHO MAEHTUOULMPOBATD
npunoXxeHue.

+ B onucaHum npunoxenus B Google Play LomkHbl yOMUHATLCS €ro GYHKLUM MOHUTOPUHIA UK
OTCNEXMBaHMS.

+ B npunoxeHusx n Ha nx ctpaHuuax B Google Play He fonHO 6biTb CNOCO6OB aKTUBMPOBATh
$YHKU MM, HapyLwatoLwme 3aTn npasuna, Unn noayyYnTb JOCTYN K TakuM GyHKUMAM. Hanpumep,
3anpeLLeHbl CChINKM Ha HE COOTBETCTBYIOLME TpeboBaHuam APK-daiinbl, pasmelleHHble He B Google
Play.

+ MpunoxeHns [OMKHbI COOTBETCTBOBATb AENCTBYIOLEMY 3aKOHOAATENLCTBY. Bbl HECETE NOJHYO
OTBETCTBEHHOCTb 3a COBNIOAEHNE 3aKOHOB CTPaHbI, FAe Balle NpunoXxeHue dynet
pPacnpoCTPaHATbCS.

MoppobHyto nHGOpPMaLMIO Bbl HAMAETE B CNPABOYHOM CTaTbe 06 Mcnofib3oBaHMK dnara
isMonitoringTool

ATaka T1na "oTka3s B o6cnyxunsaHun” (DoS)

Kop, KOTopbIi He3aMeTHO A9 Noyb3oBaTenNs 3arnyckaeT aTaky Tuna "oTkas B o6cnyxunsaHumn” (DoS)
WY MPUHMMAET yYacTue B pacnpeaeneHHon atake Takoro Tuna, HanpaeieHHON Ha Apyrue CUCTEMbI 1
pecypcsl.

MpumMep: otnpaska 6onblworo konmyecTsa HTTP-3anpocoB ans co3faHns Ype3MepHON Harpy3ku Ha
yOaneHHble cepBepbl.

3arpy3uuku BpegoHocHoro MO
KO,D,, KOTOprlZ caMm rno cebe 6e38pep.eH, HO CKa4MBaeT aopyrme noteHumManbHO onacHbIe NPUNOXEHUS.
Kop MoxeT 6bITb 3arpy34yMkom BpegoHocHOro MO, ecnn BbINONHAETCS XOTS 6bl OQHO U3 YCNOBUIA:

¢ €CTb OCHOBaHU1A CUYMTaTb, YTO OH CO34aH ON1d pacnpOoCTpaHEeHNa NOTEHLMaNbHO ONaCHbIX
I'IpVIJ'IO)KEHVIVI, CKaumBaeT Takue npunoxeHua nnn CoaepXXnT KoL, KOTOprVI MOXET CKa4ynBaTb U1
YCTaHaBMBaTb MPUNOXEHUS;

*+ Kak MUHUMYM 5 % NPUNOXEHWI, CKaYaHHbIX 9TUM KOLOM, ABNSIOTCA NOTEHLMANBHO ONacHbIMK (TO
€CTb NPV MUHUManbHOM nopore B 500 ckayaHHbIX MPUNOXEHWIN AOMXKHO BbITb 0GHAPYXEHO XOTS Obl
25 NoTeHUManbHO ONacHbIX).


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru
https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211
https://support.google.com/googleplay/android-developer/answer/12955211

Begnywme 6paysepbl M NpUnoxeHus ong obMeHa gpannamm He CUMTaOTCa 3arpy34nmkaMm BPegoHOCHOMO
no, ecnu:

¢ CKaumBaHMe B HUX HE 3anyCKaeTcd 6e3 y4yacTung nonb3oBaTend,

¢ CKadmBaHMe NnoTeHUManbHO OonNacHbIX I'IpVIJ'IO)KeHI/IVI HaYMHaEeTCd TONbKO nocne Toro, Kak
nosib3oBaTesb AaeT Ha 3TO cornacue.

Yrposa gns yctponcTs He Ha 6a3e Android
Kop, noTeHLManbHO onacHbIn ans gpyrux nnatdopm.

MpUNoxeHus ¢ Takum KogoM 6e3onacHbl Ans ycTponcTts Android 1 ux nonb3oBaTenem, Ho cogepxat
KOMTMOHEHTbI, KOTOPbIE MOTYT HAHECTU Bpeg ApYrMM nnatdopmam.

OuwmHr

Kog, nonyquHbM AKOObl U3 HAAEXHOrO MCTOUYHMKA, KOTOprVI 3anpawmnBaeT y4YeTHble NN NNaTeXHble
JaHHble NoNb30oBaTenNs, a 3aTeM nepegaeT nx TpeTbum aunuam. K 3TOM Xe KaTeropmm oTHOCUTCH Kopa,
KOTOprl7I nepexBaTbiBae€T y4e€THbIE flaHHblE NPU NUX Nepeaye.

O6bIYHO GULLMHTY MOABEPralTCs HOMEPa KPEAUTHbIX KapT, @ TakXXe yYeTHble JaHHble NS aKkayHTOB B
6aHKOBCKMX CUCTEMAX, UTPax U COLMANbHbIX CETAX.

MNoBbiWweHWe npuBunerum

Kop, KOTOpbIN HapyLlaeT LeNoCTHOCTb CUCTEMbI, MPOHKKas B TECTOBYIO Cpedy, nosyyas 6onee BbICOKMM
YPOBEHb MPUBWUMETUI UM U3MEHSS NN OTKIIOYas AOCTYN K OCHOBHbBIM GYHKLIMSIM, CBA3AHHbIM C
6e30MacHOCTbIO.

Mpumepbl:
+ MpunoxeHus, KOTOpbIe HapyLWatoT Mofenb paspelweHnin Android nnu KpagyT yYeTHble faHHble (Takue
kak TokeHbl OAuth) 13 gpyrux NpUNoXeHUn.

+ MpunoxeHus, KOTOpble NPENATCTBYIOT YAANEHWNIO UM OCTAHOBKE GYHKLIWI.

« MpunoxeHus, KoTopble OTKAOYaT Mogdynb SELinux.

MpunoxeHus, KoTopble 6e3 paspeLleHuns NonbL3oBaTeNs NOy4YatoT root-4OCTyn Yepes NoBbIEHME
NMPVBUNErNIA, OTHOCATCS K KaTeropum "lMonyyeHne root-gocTtyna'.

npOFpaMMbI-BbIMOFaTeJ'II/I

Kop, KOTOpbIV NoslyyaeT NOMHbIA UM YaCTUYHbIA KOHTPOMb Hag, YCTPONCTBOM UM AaHHbIMM Ha HEM U
TpebyeT, 4Tobbl NS BOCCTAHOBNEHMS JOCTYNa Nonb3oBaTesb 3annaTui AeHbrn MW BbINMOMHWU Kakoe-
nmbo pencTeme.

HekoTopble 13 Takux NpPorpamm WrdpyoT AaHHbIE HA YCTPOWCTBE U TPEBYIOT AEHBIM 33 UX
pacLmndpPOBKY U/MUM NOMYYAIOT NOSIHOMOUYNS aAMUHUCTPATOPA, YTO HE NMO3BONSET NOJSIb30BATENIO
yAanuTb NporpaMmmy-BbiMoraTenb. MpuMepsi:

+ MporpaMMbl, KOTOpPbIe BIIOKUPYHOT MOJIb30BATENO AOCTYN K YCTPONCTBY M TPEBYIOT feHbIM 3a ero
BOCCTaHOBJIEHME.

« Mporpammbl, KOTOpble WNPPYIOT AaHHbIE U TPEBYIOT NnaTy 9Ko6bl 3a MX PaCLUMPPOBKY.

+ MporpamMmbl, KOTOPbIE MOMYYalOT JOCTYN K MEHeAXEPY NPaBui YCTPOWCTBA, M3-3a Yero
NoJSib30BaTeNb HE MOXET YAANUTb 3TU NPOrPaMMbI.

Kog, pacnpocTpaHseMbIl BMECTE C YCTPOWCTBOM, NPEfHa3HaYEHHbIN B MEPBYIO odepenb Ans
NPUBUMErPOBAHHOIO YNPaBieHWs YCTPOMCTBOM, MOXET BbiTb UCKIOUEH U3 KaTeropum NporpamMm-
BbIMOraTesiei, eCnv OH COOTBETCTBYeT TpeboBaHMSAM K 6€30MacHOCTM BIIOKMPOBKMU 1 YNpaBneHus, a
TakKe K PacKpbITMIO MHPOPMALMK 1 MOMYyYEHMIO COrnacus nonb3oBaTenen.



Mony4yeHune root-gocTtyna
Kog, KoTopbI NonyyaeT root-focTyn K yCTPOUCTBY.

Takon Ko, He Bcerga sBNSeTCS BPeAOHOCHbBIM. K MpuMepy, HEKOTOPbIE NMPUIIOXEHUS 3apaHee
npegfynpexnatoT Nosib30BaTeNs O TOM, YTO MOJslyyaT root-AOCTyN K YCTPOUCTBY, U HE BbINOSHSAOT
LPYrvix ONacHbIX AeNCTBUM, XapakTEPHbIX AN MOTEHLMANIbHO OMACHbBIX MPUNOXEHNN.

Bpep,OHOCHbIe NPUNOXEHNa He YBEAOMNFIOT NONIb30BaTENS O TOM, YTO OHUM MonyyaT root-gocTyn K
YCTpOVICTBy, nnmn yBegomngaroT, HO Tak>Ke BbINOMHAKOT apyrue LencTeug, XapakTepHble ond
NOoTEHUMaNnbHO ONaCHbIX I'IpVIJ'IO)KeHI/IVI.

Cnam

Kog, KOTOprVI oTnpaBngeT He3anpalwnBaemble COO6LIJ,eHVI9I KOHTaKTaM noJsib3oBaTeNd Unm NCnosib3yeT
yCTpOl;ICTBO B Ka4yeCTBe peTpaHCnaTopa nmcemMm Co cnamMom.

LWnnoHckoe MO
KO,D,, KOTOprVI nepenaeT InYyHble faHHble C yCTpOl;ICTBa 663 yBeoOMNEeHNAa N cornacua nonb3oBaTtens.

Hanpwvmep, npraHakom wnnoHckoro MO cunTaeTcs nepepaya 63 Begoma nonb3oBaTens cnepyouen
UHPopMaLUK:
* CMUCKa KOHTaKTOB;

« dpoTorpacdun n opyrux eannos ¢ SD-kapTbl, a Takxe Gannos, KOTOpble He NpUHaanexaT
NPUNOXEHWUIO;

* NMMCEM Nonb30oBaTenNy,

* CnncCKa Bbl3OBOB;

.

cnucka SMS;
* UCTOPUN BEG-NOUCKA WM 3aKNafoK B UCMOSIb3YEMOM MO YMONYaHWIO bpay3epe;

* MHbOpPMauUM N3 kaTanoros /data/ Bpyrux NPUNOXEHNN.

LLUNMOHCKUM Takxe MoXeT cumTaTbes MO, KOTopoe cnefguT 3a Nnonb3osaTeNieM, HanprUMep 3anucbiBaeT
ayAmMo 1 BXOAALME 3BOHKU UM KPALEeT fAaHHbIe MPUSTOXKEHUN.

TposiHckue npunoxeHus

Kop, KOTopbIv KaxkeTcs 6e3BpefHbIM (Hanpumep, 06bIYHONM UrPoit), HO BbIMOMHSAET HeXenaTerbHble
JJ,eI;ICTBVIﬂ NO OTHOWEHWIO K NOJIb30BATENIO.

ATa knaccuoukaLms 06bIYHO UCMONB3YETCS B COYETAHUN C LPYrMMU KAaTErOPUSMU MOTEHLMANBHO
OMacHbIX MPUNOXEHUN. TPOSIHCKOE NMPUIIOXEHNE BbITNSAUT 6E3BPELHO, HO COQEPXKUT CKPbIThIN
BPELOHOCHbIN KOMMOHEHT. Hanpumep, urpa, kotopasi B GOHOBOM PEXUME OTrnpaBnseT nnatHele SMS ¢
ycTponcTBa 6e3 Begoma nosib3oBaTtens.

MNpuMeyaHme 0 HeO6bIYHbBIX MPUOXXEHUAX

Google Play 3awuta MOXeT NOCUNTATb HOBbIE U PefKME NPUNOXEHNS HEOBbIYHBIMU MPU OTCYTCTBUM
[OCTATOYHOrO KONMYECTBA AaHHbIX, YKa3blBaloLWMX Ha 6€30MacHOCTb. DTO HE O3HAYaET, YTO
NpuUNoXxeHve SBNSeTCs BPEAOHOCHbLIM. HO B UMCNO 6e30MacHbIX OHO CMOXET MOMacTb TONbKO Nocne
LOMNONHUTENBHOM MPOBEPKMN.

MNpumeyaHue k kateropum "bakpgopbl”

BkJtoueHue kofa B KaTeropuo 63KgOpOB 3aBUCUT OT TOTO, YTO MMEHHO OH AenaeT. YTobbl kog
cumTancs 6aKaopPOM, OH LOSIKEH NO3BONSATL 3aMyckaTb NPOLECCHI, U3-33 aBTOMATUYECKOro
BbIMOMHEHWSI KOTOPbIX KOJ, MOMafeT B APYryto kaTeropmio BpepoHocHoro MO. Hanprmep, ecnv B



NPUNOXEHUN pa3peLleHa AMHaMMYeckas 3arpyska Koga U [MHaMUYECKN 3arpy>KaeMblil KOp, U3BNeKaeT
SMS, Takoe npunoxeHue byneT cumTaTbcs 63KLOPOM.

Ho ecnu s NPUNOXeHNN pas3peLlleHOo BbINONMHEHNE NPON3BOJZIbHOIO Koaa 1y Hac HeT OCHOBaHUI
CUMTaTb, YTO 3TOT KoL, AO6GABNEH ANS BbINOMHEHUS BPELOHOCHbIX NMPOLIECCOB, Takoe NPUNOXEHNE He
ByLeT oTHeceHo k 63kfopaM. BMeCTo 3TOro Mbl OTMETUM, YTO OHO UMEET YA3BUMOCTb, M NOMPOCUM
paspaboTumka yCTpaHUTb ee.

Bbipaya cebs 3a gpyroe nuuo

3anpeLueHbl NPUIOXeHWs, KOTOpPble BBOAAT B 3abyXAeHWe Nonb3oBaTenel, BolnaBas cebs 3a apyroe
nuuo (Hanpumep, Lpyroro paspaboTurka, KOMAAHWIO UM OPraHU3aLMIO) UK LPYroe NPUNOXEHNE,
XOTS MO $aKTy He UMEIOT K HUM OTHOLWEHUs. He MCMonb3ynTe 3HaUYKK, ONUCaHUS, Ha3BaHWS U apyrue
3M1EMEHTbI, U3-3a KOTOPbIX MONb30BATENN MOTYT OWMGOYHO CUMTATD, YTO Balle NPUOXKEHUE CBA3aHO C
LPYrvM JIMLOM WY MPUIOXKEHNEM.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

+ Pa3paboTunk BBOAMT NONb30BATENS B 3a6/y)XAEeHME OTHOCUTENBHO CBA3W C APYrov KoMnaHuen/
pa3paboTYNKOM:
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Downloads 161,251 2 News & Similar
Magazines

All the best news, aggregated in one spot!

' WHAT'SNEW
- Push notifications now enabled

+ Customize your feed based on your current location!

(D HasBaHwWe KOMMaHU1-Pa3paboTumnKa STOro NPUIOKEHWS MPEANonaraeT oduLMasbHYIO CBS3b C
Google, xoTs 370 Henpaega.

+ MpUnoxeHns, 3HaUKM 1 Ha3BaHWS KOTOPbIX BBOAAT NONb30BaTENs B 3a6MyXAeHWe OTHOCUTENbHO
CBSI3M C A PYrov KOMMaHWen/paspaboTymkom.



(D B NpuAoXeHUM NCMoNb3yeTcs roCYAapCTBEHHbIN repb, YTo CO3AaeT IOKHOE NPEAcTaBneHne o
TOM, UYTO OHO CBSI3aHO C OpraHaMu rocyfapCTBEHHON BMaCTU.

(@ B NpunoxeHnn BCTPEYaETCS NIOrOTUM OpraHU3aLmim, M3-3a Yero nosib3oBaTeNn OWMBOUHO
CUMTAIOT, YTO 3TO OPULMANbHOE NPUNOXKEHNE KOMMaHUN.

. rlpVIJ'IO)KeHVI;I, Ha3BaHUA N 3HAYKN KOTOPbIX MOXOXN Ha Ha3BaHUA U 3HAYKN OPYrnx NpoayKTOoB NN

CcepBMnCoOB A0 CTeneHn CMeLeHnd:
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(D B 3HauKke NpuIOXeHUs 1CMOb3YEeTCs SIOrOTUM NMOMYNSPHOro CainTa, CBA3aHHOMO C KPUMTOBAIOTON,
B pe3ynbTaTe Yero BO3HWKAET JIOXKHOE NPeACTaBNeHNE O TOM, YTO 3TO OPULMASIbHBIA CalT.

(2 B 3HauKe NPUIOXEHUs BCTPEYaeTCs HasBaH1e 1 repoit N3BECTHOrO cepuana, N3-3a Yero
MoNb30BaTeNIN OLWMBOYHO NOMAratT, YTO OHO CBA3AHO C 3TUM TENEeLloy.

+ MpunoxeHus, KOTOpbIe NOXHO NPEACTaBNEHbI Kak OpuLManbHbIe NPOAYKTbI LPYron KOMMAaHWN.

3anpelaeTcs MCNob30BaThb Takme HadBaHus, kak "OT Oumbl Bunana", "OduunanbHo ot Aumbl
BunaHa" 1 nogobHble, 6€3 COOTBETCTBYIOWMX NPaB.

+ MpunoxeHus, HapyLlwatowme npasuna prpmeHHoro opopmnexuns Android

HexenatenbHoe O gns MobunbHbIX YyCTPOUCTB

B Google Mbl npexae Bcero obpaliaemM BHUMaHME Ha TO, YTO HYXHO Nonb3oBaTento. B MpuHumnax B
oTHoweHu MO u MpaBunax B OTHOLWEHUM HexenaTenbHoro MO copepxaTcs obline pekoMeHaaunm
ansa NO, obecneunsatoLne ynobcTBO AN Nonb3oBaTenen. T NpasBuna OCHOBaHbI Ha MpaBuniax


https://developer.android.com/distribute/tools/promote/brand.html
https://developer.android.com/distribute/tools/promote/brand.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/software-principles.html
https://www.google.com/about/unwanted-software-policy.html

Google B 0THOLWEHMU HexxenaTenbHoro MO 1 nopgyYepkmnBatoT NPUHLMMLI 3kocucTembl Android n Google
Play MapkeTa. MporpammHoe obecneyeHune, KOTOPOE HapyLaeT 3TW NPUHLMMbI, MOTEHLMANbHO ONaCHO
LN nonb3osaTenei. Mbl cTapaemcs 3aluiiaTh UxX OT NOJOBHbIX MPOrpamM.

B ﬂpanmax B OTHOLUEHUN HexenaTtenbHoro NO 0TMeUYeHOo, UTO HexenaTenbHble nporpamMmsl B
OCHOBHOM UMEIOT cnepytoume xapakTepucTukun:

+ OHU He COOTBETCTBYIOT OMMCAHMIO, YEM BBOAAT NOMb30BaTENEN B 3abnyxXaeHme.

+ OHM ycTaHaBnMBaTCa 06MaHHbIM NyTeM (CaMOCTOATENBHO WY BMECTE C APYrMMU NPOrpamMmMamu).
+ OHU He coobLLaOT NOMTb30BATENO O CBOUX BAXKHbIX GYHKLMSIX.

+ OHU BHOCST HEOXWAAHHBIE U3MEHEHUS B CUCTEMY.

+ OHM cobupatoT unu nepeparT KoHGUAEHUManbHy nHpopMaLmio 6e3 BegoMa Nnonb3oBaTens.

« OHM cobupaloT Unu nepefatoT KOHGMAEHLMaNbHY MHPOPMaLMIO Hebe3onacHbIM Crocobom
(Hanpumep, He no npoTtokony HTTPS).

* OHu YCTaHaB/IMBAKOTCA B KOMMIEKTE C APYyrMMn nporpaMmmamm 6e3 BeoOMa nonb3oBaTteng.

Ha MObUnbHbIX YCTPOMCTBaX NporpaMMHoe obecrneyeHne npeacTaBnset cobom ko B popme
NPUNOXeHWsI, ABOUYHOrO danna, mogndukaunm ppenMeopka 1 T. 4. YTobbl NpegoTBPaTUTL Bpep,
HaHoCcKMbIN TakuMm MO, 1 n3bexaTtb cboeB B paboTe CUCTEMDI, Mbl MTPEANPUHIMAEM HEOOXOAUMbIE
Mepbl.

MpaBuna B OTHOLWeEHUK HexenaTenbHoro MO pacnpocTpaHstoTes 1 Ha MO ans MOBUNbHbBIX YCTPOWCTB.
Mbl ByfeM pacluMpsaTb UX MO MEPE MOSIBIEHUSI HOBbIX BULOB 3/10ynoTPebneHumin.

MoHaTHas ¢yHKLMOHANBbHOCTb U IBHOE packpbiTue uHpopmaLlmm

JTio6ovi Kog [OMKEH UCMONIHATL BCE, YTO 06ELaHO ros1b30BaTeMo. [ToMn0XeHUS JOKHbI BbIMOHATh
BCE 3a5B/IEHHbIE YHKLMM 1 HE JO/IXKHbI BBOJUTb 0/1b30BATENEN B 32671y XAEHME.

. qDyHKLLVIVI n uenn NnpunoxeHunsa gomkHbl ObITb MOHATHbI.

SIBHbIM 06Pa30M 06BACHUTE MOJb30BATENAM, Kakne U3MEHEHWS B CUCTEMY BYAET BHOCUTb

npunoxeHve. PaspelumTe Nob3oBaTeNsIM NPOCMATPUBATb U YyTBEPXKAATb BCE BaXKHbIe NapaMeTpbl

Mpu yCTaHOBKe.

« MporpamMMHOe obecrneyeHne He [OMKHO NCKaXaTb MHGOPMALIMIO O COCTOSIHUM YCTPONCTBA,
HanpvMep 3asBNATh, YTO CUCTEMA HAXOAMUTCH B KPUTUUYECKOM COCTOSIHUM Ui 3apakeHa BUPyCaMu.

+ He ncnonbayiiTe HeneranbHble METOLbI AN YBENMYEHNUS PEKNAMHOIo Tpadumka U/Unm KOHBepCUu.

+ 3anpelyeHbl NPUIOXeHUs, KOTOPble BBOAAT B 3abnyXAeHUe Nnonb3oBaTenel, Bolfasas cebs 3a

Apyroe nuuo (Hanpumep, Apyroro paspaboTyrka, KOMAaHWIO MW OPraHN3aLMIo) UNK Apyroe

NPUNOXEHWE, XOTA N0 GaKTy He UMEIOT K HUM OTHOLLIEHMUS.

MpuMepbl HapyLWEeHWI:

* MOLWEHHNYECTBO C peKnaM0|7|;

¢ COoUumManbHasa NHXeHepuq.
3awmTa Nonb3oBaTENbCKUX JaHHbIX

SBHBIM 06pa30M COOBLYNTE, KaK MPUIOXEHNS MOYYarOT JOCTYI K MHPOPMALMM 10/Ib30BATENS, Kakme
JaHHbIE COBUPAIOTCA M NMEPERAIOTCS, KaK OHMU UCTONb3YIOTCA. [10/1630BaTENbCKASA MHPOPMALMS SOIKHA
UCONb30BATLCH B COOTBETCTBUM CO BCEMU [EVCTBYIOLMMM rpasunamu. [lom paboTte ¢ Hev
HEO6X0[UMO MPUHUMATL MEPbI MPEAOCTOPOXHOCTH.

« MpepocTaBbTe NOMIb30BATENAM BO3MOXHOCTb [aTh COrflacue Ha cOop AaHHbIX A0 TOro, Kak Bbl
HauyHeTe nx cobupaTb 1 Kyfa-nnbo oTnpaBnaTh (B TOM YNCNe CBELEHUS O CTOPOHHMX akkayHTaX,
afpece aM1eKTPOHHON NouThl, HoMepe TenedoHa, YCTaHOBIIEHHbIX MPUIOXEHUSX, dpalnax, CBEAeHNs O
MEeCTOMOMOXEHMM 1 NoBble Apyrue NuuHble 1 KOHdUAEHUWanbHble 4aHHble, 0 C60pe KOTOPbIX
MoNb30BaTENb MOXET He 3HaTb).

« ObpabaTbiBaTb BCE JIMYHbIE N KOHPUAEHLMANbHbIE faHHbIE NONb30BaTENS HEOOXOAUMO He30MacHbIM
06pa3oM, B TOM YMCIe C NPUMEHEHNEM COBPEMEHHBIX METOAO0B WNGPOBAHNS, HAaNPUMEpP NPOTOKOSA


https://www.android.com/mobile-unwanted-software-policy
https://www.android.com/mobile-unwanted-software-policy
https://www.google.com/about/unwanted-software-policy.html

HTTPS.

+ MNporpamMmHoe obecneyeHne, B TOM YMCe A1 MOBUIIbHBIX YCTPOMCTB, AOMKHO NepenaBaThb Ha
cepBep TONbKO Te NMNYHbIE U KOHUAEHLMANbHBIE [laHHbIE, KOTOPbIE HEOOXOAMMBI s BbINOMHEHNS
bYHKLUA MPUSTOXKEHMS.

MpuMepbl HapyLLEeHW:

« c6bop AaHHbIX (wnuoHckoe MO);

+ HapyLWeHWe OrPaHNYEHHbIX Pa3peLLEHNI.
MprMepbl NPaBui B OTHOLWEHUM NONTb30BATENbCKUX AaHHBIX:

« lNpaBuna Google Play B OTHOLEHUM N01b30BATENLCKUX AAHHBIX
« [lpaBuna B OTHOWEHMM MOIb30BATENIbCKMX JaHHbIX B pamkax TpebosaHui GMS

« lpasuna APl Google B OTHOLIEHMM 01b30BATENLCKUX JAHHbIX
ObecneyeHure ynobcTBa nonb3oBaTens

Bsanmoaeﬁcrsme C INMPUI10XKeHneM JOJIXKHO 6bITb npocTbIM U UHTYUTUBHO IMOHATHbIM. ﬂpMﬂO)KEHMe
HAOJIKHO COOTBETCTBOBAaTh 3asBJ/IeHHbIM LeJIdM U He BBOAUTb 10/1b30BaTeJis B 3a6ny)/(,qume.

Ecnme NPUNOXeHNn NOKa3blBaE€TCAd peknamMa, OHa HEe OOJIXKHa HapyLlaTb q)yHKLI,VIOHaJ'IbHOCTb
yCTpOIZCTBa 1 NOABNATbCA BHE Cpeabl MPUNTOXEHUS. Y nonb3oBaTens fomkHa ObiTb BOSMOXHOCTb
0aTb cornacue Ha ee nokaas. KpOMe TOro, ee AOJIXXHO ObITb JIErKO OTKIIIOYUTD.

MpUNoXeHWs He BOMKHbBI BAUATbL Ha NMPUIOXEHWS ApYyrMx pa3paboTumnKoB, a Takxke Ha paboTy
YyCTPOMWCTBA.

Mpouecc yaaneHns npunoXeHUs AOMKEH ObITb MPOCTbIM Y MOHATHBIM.

.

Mo6ubHbIE MPUIOXKEHUS HE OMKHbI UMUTUPOBATL YBEAOMIIEHUS ONEpPaLYOHHON CUCTEMbI U BPYIMX
nporpaMm. He oTknoyaiTe NpesynpexaeHns apyrux NpuUnoxXeHuin v onepauuoHHOM CUCTEMbI,
OCOBEHHO Te, KOTOpPble MHPOPMUPYIOT NONb30BaTeNs 06 n3aMeHeHusx B OC.

MprMepbl HapyLWEHWIA:

« 0bObABNEHUs, NpepbiBatoLL e PabOTy NPUOXEHUS;

* HEeCaHKUMOHUPOBAaHHOE UCMNONb30BaHNE U UMUTaL NS ¢yHKU,VI!>] CUCTEMBDI.

3arpy3sumku BpegoHocHoro NO

Kop, KoTopbin cam Mo cebe He aBngeTcs HexenaTtenbHbiM MO, HO ckaumBaeT Apyroe NoTeHUManbHoO
onacHoe MO Ha Mo6uIbHOE YCTPOWNCTBO.

Kop MoxeT 6biTb 3arpy3unkoM BpefoHocHoro MO, ecnu BbINOMHSAETCS No60e U3 3TUX YCHNOBUIA:

+ €CTb OCHOBaHWA nomnaraTb, YTO KOF CO3AaH, YTOObI PAcnpOoCTPaHATb HexenatenoHoe MO, 1 OH yXxe
ckaumsan Takoe MO nnn CopepXnT KOA, KOTOPbIN MOXET CKauyMBaTb U YCTaHaBAMBATbL NPUSTOXEHNS;

* MUHUMYM 5 % CKauMBaeMbIX Tak1M KOLOM MPUMOXEHWUI SBASIOTCS HexenaTeNbHbIM MO ¢
MVHUManbHbIM NoporoM B 500 pakTnyeckux ckaumBaHum (25 GakTUYeCKnX ckaymBaHui
HexenaTenbHoro M0).

BepnyLne 6paysepbl v TPUIIOXEHMS AN 06MeHa dalniaMu He CYMTAIOTCS 3arpy3ymKamm BPEAOHOCHOTO
MO, ecnu BbINOMHAOTCS 06a YCNoBuMS:

¢ CKaumBaHWe He 3anyckaeTcqd 6e3 y4yacTunga nonb3oBaTend,

+ ckaumBaHwue moboro MO HauMHaeTcsd TOMNbKO NOCne TOro, Kak Nonb3oBaTesb [acT cornacue.

MoLeHHNYeCTBO C peknaMoun

MoLeHHNYeckne 0encTBUs C pekNlaMHbIMU O6BSBIEHNSIMI CTPOTO 3anpeLyeHbl. O6bABNEHNS, KOTOPbIE
€O3[al0T A1 PeKSlaMHON CeT! BUAMMOCTb, ByATO YBEIMYEHNE NOCELLAEMOCTUN CBA3aHO C pearbHbIM
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MHTEPECOM NoMb30BaTeNen — NPUMEP MOLIEHHUYECKON PEKNaMbl U HeencTBUTENbHOrO Tpaduka. K
MOLUEHHNYECTBY C pekiaMoi MOryT OTHOCUTLCS CUTYaLMK, KOraa pa3paboTumky pasMeLLaloT peknamy
3anpeweHHbIMU CI'IOCO63MVI, HanpuMep nokasbiBatoT CKpPbITbIe O6'bF|BJ'IeHI/IFI, ncnonb3yrT
ABTOMAaTUYECKOE HaXaThe Ha 06BABNEHUS, UBMEHAIOT NHGOPMALMIO UK NPUBEratoT K UHBIM PYYHbBIM 1
aBTOMaTuuyeckum (poboTtaM, 60TaM 1 T. fi.) METOLaM reHepaLn HeleMCTBUTENBHOMO PekIaMHOro
Tpaduka. HefencTBuTeNbHbIN TPadUK U MOLWEHHNYECTBO C O6BABNEHUAMM BPELHbI AN
peknamopaTtenen, pa3paboTUnKOB 1 NOSIb30BATENEN U B [ONTOCPOYHOW NEPCMEKTUBE CHUXAKOT
LoBepue K akocucteMe MobUbHbIX 06BABAEHUN.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

° anIJ'IO)KeHVIe, nokKasblBalolee peknamy, KoTopasa He BUaHa Nonb30BaTeNaM.

« [punoxeHue, KOTOPOe aBTOMaTUYECKM NPOBOLMPYET HaxaTne Ha obbaBneHns 6e3 BegomMa
nonb3oBaTens UM UCKYCCTBEHHO FreHEPUPYET SKBMBASIEHTHbIN CETEBOM TPadUK 4N NOSyYeHUs
KJTMKOB.

+ MpunoxeHune, oTnpasnsiolee danblwmnBble CCbIIKU Ha YCTAHOBKY, YTOObI MOMTyYMTb OMNaTy 3a
YCTaHOBKMW, 9|K06bl BbINO/THEHHbIE HE N3 CETU OTNPaBUTENS.

« [MpunoxeHue, KOTOPOE BbIBOAUT Ha 3KpPaH YCTPOWCTBA BCMbIBatOWME 06BIBNEHMS, KOrAa CaMO
NPUNoXeHne 3aKpbITO.

+ MNpunoxeHne, KOTOPOE NPefoCTaBNAeT 3aBEAOMO JIOXHbIE CBEAEHUS O PEKTAMHOM UHBEHTape,
HanpuMep coobLLaeT pekniaMHbIM CETAM, YTO OHO paboTaeT Ha ycTponcTse iOS, XoTd paKkTUYeckm
OHO paboTaeT Ha ycTporcTee Android, Ui HEBEPHO yKa3biBaeT Ha3BaHWe NakeTa, MPUHOCSLLEro
LOXOA,.

HecaHKUMOHMPOBaHHOE NCMOb30BaHNE UM UMUTALUS GYHKLNN
CUCTEMDI

MpUnoXeHWs U 0bbsBNEHWS, KOTOPbIE COQEPXKATCH B HUX, HE [OMKHbI UMUTUPOBATb GYHKLUM U
npegsynpexmneHvs onepaLMoHHON CUCTEMbI U APYrux NnporpaMm. CUCTEMHbIE YBELOMEHNS MOXHO
MCMOMb30BaTh TOMbKO AJ1 HEOTHEMIEMbIX KOMMOHEHTOB NPUIIOXEHUS. Hanpumep, NnpunoxeHve

aBMAKOMMaHUM MOXET NMOKa3blBaTb YBELOMIIEHUS O pacrnpofaxax 6uneTos, a urpa — 0 BHyTPUUIPOBbIX
aKLuusX.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

. anIﬂO)KeHMFI, ncnonb3youwme CUCTEMHbIE ONOBELWEeHNA U npenynpexneHna ongd peknambl:


https://support.google.com/admob/answer/3342054?hl=ru&ref_topic=2745287
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@ CuctemHble yBEOOMNEHNA, KOTOPbIE NOABNAIOTCA B 3TOM NMPUNOXEHNN, COQEPXaT peKiaMy.

Opyrue npuMepbl C peKnaMor MOXHO HaWTU B MPaBuiax ee pasmeLleHys.

CouwnanbHast UHXeHepus

3anpelyeHo ny6bnmkoBaTb NPUIOXeHWS, Bbifatowme cebs 3a opuUrmHasibHble, C Lenbilo 06MaHoM
3aCTaBUTb MOMb30BATENS BbIMOMHUTL AENCTBMUS, KOTOPbIE OH COBEPLNN Bbl B UCXOLHOM MPUOXEHUN.

MoHeTu3auunsa n pekriaMa

Google Play nogaepxumBaeT pasnuyHble Criocobbl MOHETM3aLMK, BKIOYas MiaTHOE PacrnpoCTpaHeHue,
MoAnuCKy M peknamMy, a Takxe npofaxy KOHTEHTa yepes npunoxeHue. Ytobsl obecneunTb
YLOBNETBOPEHHOCTb NOMb30BaTENEN, Mbl TPebyeM, YTobbl Bbl COBMOAANM NEPEUNCIIEHHBIE HUXKE
npaswuna.

MnaTexwu

1. Pa3spaboTurku, KOTOpble B3MMAIOT CPEACTBA 3a CKauMBaHWe NpunoxeHuin na Google Play, gomxHsl
Mcnonb3oBaTh NnaTexHyo cuctemy Google Play.

2. Ecnu B npunoxexun, pacnpocTtpaHseMoM yepes Google Play, TpebyeTcs unm npyHuMaeTcs nnata 3a
LOCTYN K GYHKUMAM UK CepBrcaM, BKITHOUas Nobbie BOSMOXHOCTY NPUIOXEHMS, LMGPOBO
KOHTEHT 1nv ToBapbl (fanee — Mokynky B NPUIOXEHNUM), pa3paboTumK JOMKEH UCMONb30BaTh AJ1S
Takux TpaH3aKuui nnaTexHyto cuctemy Google Play, 3a uckntoueHnem cryyaes, ykasaHHbIX B
pasgenax 3 n 8.

MpuMepamun GYHKUMIA U CEPBUCOB, TPEBYIOLLMX UCNONb30BaHUS NnaTexHon cuctemsl Google Play,
ABNAIOTCS B TOM Yncne crnegytolime MoKynky B NPUNOXEHNN:


https://https//support.google.com/googleplay/android-developer/answer/9857753

.

O6bekTbl (HanpuMep, BUPTYyasnbHas BantoTa, LONONHUTENbHOE BPEMS UV [OMOMHUTENbHbIE XU3HU B UTpe,
HOBbIE MPefMeTbl, NEPCOHaXU 1 aBaTapbl).

Mopnucku (HanpumMep, Ha UrPOBOW, 06Pa30BaTESbHbIN, My3biKasbHbIN, GUTHEC- UV BULEOKOHTEHT,
pacLMpPeHHbIE BEPCUU CEPBUCOB U T. A.).

DYHKLWN 1 KOHTEHT (HanpuMep, Bepcus NpunoxeHns 6e3 peknambl an GyHKLMKU, HELOCTYMHbIE B
6ecnnaTHOV BEPCUM).

.

O6nauHble NporpamMMHble NPOAYKThI (HANPUMEP, XpaHUNULLA AaHHbIX, @ Takxke MO gng 6usHeca n
ynpasneHus prHaHcamm).

3. MnatexHyto cuctemy Google Play Henb3s MCNONb30BaTb B NEPEYMCIIEHHbIX HUXE CryyYasiX.

a. Ecnv nnatexxu npenmyLecTBeHHO cnepyouimne:

* TMOKYTMKa UM apeHaa ToBapoB (Hanpumep, NPoayKTOB NUTaHWs, O4eX bl, TOBapOB Afg AoMa U
3NEKTPOHHbIX YCTPOWCTB);

* ycnyra, okasbiBaemasl B peasibHoM Mupe (Hanpumep, TPaHCNOoPT, YCNyrn KNMHUHIa, aBuabuner,
abOHEMEHT B TpeHaXepHbli 3aJ1, JOCTaBKa efbl, GUNeTbl Ha KOHLEPT);

+ onnaTa cyeTa Mo KPeguTHOWN KapTe UMK cYeTa 3a KOMMYyHallbHble YCnyru (Hanpumep,
KabenbHoe TeneBMaeHne N TENEKOMMYHUKALMOHHbIE YCNyri).

b. Mpwv nepesoge CpeacTs APYrMM Nonb30BaTENSM, B TOM YMCIIE MOXEPTBOBaHUIA, M OMniaTe NoKymnok
Ha OHNaNH-ayKLUMOHaX.

C. OnnaTa KOHTEHTa UMM CEPBUCOB, CBA3aHHbIX C a3aPTHbIMU OHNANH-UrPaMu, COrfacHo pasgeny
[puNoXeHWs A9 a3apPTHbLIX UFPR NPaBUI B OTHOLWEHUW a3apTHbIX UIP, UFR U COPEBHOBAHUI C
PealibHbIMU OEHEXHbIMU MPU3aMK,

d. onnarta KaTeropui TOBapoB, KOTOPbIE CUUTAKOTCSH HEMPUEMIIEMbIMM COTMIACHO NpPaBunam
[naTeXHOro LeHTPa B OTHOLWEHWN KOHTEHTA.

MprMeyaHre. Ha HEKOTOPbIX PbIHKaxX AN MPOAaXM GU3NYECKMX TOBAPOB UK YCIYT MOXHO UCMONb30BaTb
Google Pay. NMogpo6Hasa nHbopmaums npusefeHa Ha cTpaHule Google Pay ansg pa3paboTymkos.

4. MpepnaraTtb B NPUIOXEHUAX Opyrve cnocobbl onnaThl, KPOME niaTexHomn cucteMsl Google Play,
3anpeLLeHo (3a UCKIOYEHEM CllyyaeB, ONMcaHHbIX B pasgenax 3 v 8). B yacTHoCcTH, gpyrue
cnocobbl onnaThl HeMb3s YNOMUHATD:

* Ha cTpaHuue npunoxeHns B Google Play;

* B OODBABIEHUAX BHYTPU NMPUIOXEHUS, NPEAiaratomx NOKynky KOHTEHTA;

+ B KOMMOHeHTax WebView, KHoMKax, CCbifikax, 06bABNEHNAX, COOBLLEHNSX U APYTMX NPU3bIBAX K
LEeNCTBUIO BHYTPU NPUNOXEHNS;

* B NONb30BaTENbCKOM UHTEPdENCE, B TOM YNACIE NPU PEFUCTPALMMN U CO3LAaHUN aKKayHTa, HEMb3s
nepeHanpaBnsTb NONb30BaTENs K CNOCOBY ONnaThl, OTIMYHOMY OT MIaTEXHOM cucTembl Google
Play.

5. BupTyarbHas BanoTa AOMKHa UCMONIb30BATbCS TOMbKO B TOM NPOAYKTE, B KOTOPOM OHa 6bina
KynneHa.

6. Pa3paboTumkin 06g3aHbl IBHO U YETKO MHPOPMUMPOBATL NOMb30BaTENEN 06 YCNOBUSX U LIeHaX Ha
NpUNoXeHne nnu niobble GyHKLUM 1 NOANUCKU. LIeHbl BHYTPY NPUTOXEHWS JOSXHbI COBNagaTh C
LleHaMK, KOTopble NOSBNSIOTCA B MNaTeXHOM nHTepdence Google Play. Ecnv 3a gocTyn K GyHKLUSM,
yKa3aHHbIM B ONMcaHum npunoxenus B Google Play, B3umaeTtcs nnaTa, Bbl 0653aHbl NpenynpeanTb
06 3TOM MONb30BATENEN B ONUCAHUN.

7. Ecnv npu nokynkax B MPUAOXEHUU UMK UTPE MOXHO MOJTyYNTb ClyYariHble BUPTYyasbHble MPeAMETbI
(HanpuMep, B yTOOKCaxX), Bbl BOMKHbI YETKO COOBLLMTb NOSb30BATENIO HEMOCPEACTBEHHO Nepes
MOKYMKOW, KaKoBa BEPOSTHOCTb MOMyYeHUs TaknUX NPEAMETOB.

8. 3a UCKOYEHNEM CIyYaeB, YKa3aHHbIX B pasaene 3, paspaboTumkiu pacnpoCcTpaHIeMbix Yepes
Google Play npunoxexun gns TenedoHOB 1 NNaHWETOB, B KOTOPbIX OT Nonb3oBatenen B Hgum u/
nnu FOxHomn Kopee TpebyeTcs nnmn npuHMmaeTcs nnata 3a [Mokynky B MPUIIOXKEHWSX, MOTYT
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npeanaratb anbTEPHATUBHYIO NIATEXHYIO CUCTEMY B LOMONHEHUE K cucTeMe Google Play. [ins atoro
HeobxoaMMO 3aMnoNHUTL GOpPMyY Aeknapauuy A8 NOAXoAALWen nporpaMmbl (B MHAMM unm B KOXHOM
Kopee) v NpuHaTb fONONHUTENbHbIE YCNOBUA 1 TPeboBaHMS NPorpaMMsbl, ykasaHHble B 3ToW popme.

MpuMeyvaHue. YTobbl y3HATL CPOKM 1 NONYUYNTb OTBETHI HA YACTO 3af,aBaeMble BOMPOCHI MO 3TUM
npasunam, nocetute CnpaBoYHbIN LEHTP.

Peknama

s nopaepxXaHus KayecTsa Mbl UM TbiIBAaEM COAEPXKaHUE, ayAUTOPHIO U CNOCO6 Noka3a 06BbABNEHNS, @
Takxe ynobcTBo, 6€30MacHOCTb U KOHGUAEHUMANbHOCTb Nonb3oBaTenen. O6bABNEHNS U CBA3AHHbIE C
HVMMW CrieunanbHble NPeaSIoKEeHNs CYMTAKOTCS YACTbO MPUNOXEHUS, MOSTOMY AOMKHbI
COOTBETCTBOBATb BCeM npaBusiam Google Play. Ecnv Bbl MoHeTU3npyeTte B Google Play npunoxerue,
npenHasHa4vyeHHoe On4d p,eTeﬁ, TO Ha peKJlaMy B HEM PaCnpOoCTPaHAOTCA AONONHUTENbHbIE
TpeboBaHus.

B CI'IpaBO‘-iHOM LLEeHTPE MOXHO Y3HaTb 6OJ'IbLIJe O NpaBunax B OTHOWEHUN NPOoABMXEHNA N OaHHbIX ANng
Google Play, a Takxe 0 HapyLeHWaX, CBA3aHHbIX C METOLAMU NPOLABUXEHMS, KOTOPbIE BBOAAT
nonb3oBaTenen B 3abnyxaeHue.

CopepxxaHue obbsBneHus

O6b9BNEHMS Y CBA3AHHbIE C HUMW CMELMaSIbHbIE NMPEOJIOKEHNS CUMTAIOTCS YaCTbio NPUSTOXEHUNS U
LOSMKHbI COOTBETCTBOBATb HALIMM NPaBuUiaM B OTHOLWEHMM 3amnpeLLeHHOro KOHTeEHTa. Ha npunoxeHus
[N a3apTHbIX UIP PacnpPOCTPaHIOTCS [OMNONHUTENbHbIE TPEOOBaHMS.

Henpuemnembie o6baBneHuns

Kak KOHTEHT MPUNOXEHNWS, TaK 1 MOKa3biBAEMbIE B HEM OOBABNIEHUS 1 CBA3AHHbIE C HUMU NPEAJIOXKEHUS!
(Hanpumep, Korga peknaMa npepfiaraeT ckayaTb Lpyroe NpunoxeHue), Heo6xoaMMo nopbupats ¢
YUYETOM BO3PACTHbIX OTPAHUYEHNUI  MPUSIOXKEHNS.

BoT npuMepbl Hanbonee pacnpocTpaHEeHHbIX HapyLIEHUN:

° O6'b9|BJ'IeHI/I9|, KOTOpbl€ HE COOTBETCTBYIOT BO3PACTHbLIM OrpaHNYEeHNAM NPUITOXKEHNA:


https://support.google.com/googleplay/android-developer/contact/alternative_billing_india
https://support.google.com/googleplay/android-developer/contact/additional_billing_system
https://support.google.com/googleplay/android-developer/contact/additional_billing_system
https://support.google.com/googleplay/android-developer/answer/10281818
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/topic/9877064?hl=ru&ref_topic=9858052&sjid=15617190865238818818-NA
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/answer/9899004
https://support.google.com/googleplay/android-developer/topic/9877466
https://support.google.com/googleplay/android-developer/answer/9877032
https://support.google.com/googleplay/android-developer/answer/9898843
https://support.google.com/googleplay/android-developer/answer/9898843
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More adult games: S
Army Shooter 2000 - FOR YOUR EYES ONLY [
Download today! (18+ AND OLDER):
Meet the cam girl of your dreams.
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Fun Game

Excallont Apps

Erertainmant

(D O6bsiBNEHME HENPUEMIEMO OIS LIENIEBON ayauTOpun npuoxeHus (Jns Bcex), NOCKOMbKy
npegHasHauyeHo Ang NOAPOCTKOB.

(2 O6baBREHME HEMPUEMEMO A LIENEBO ayamuTopum npunoxenus (MogpocTkm), NOCKObKY
npegHasHayeHo Ang B3POCHbiX.

(3 O6baBREeHUE C NPENOKEHVEM CKavaTb NPUNOXEHNE 119 B3POCbIX HEMPUEMNEMO AN LieNeBon
ayauTopwum urpsl (ng scex).

TpeboBaHus K 06bSABNIEHUAM B MPUIOXEHUSX OIS BCEA CEMbMU

Ecnu Bbl MOHeTU3NpyeTe B Google Play npunoxeHue, npegHasHayeHHoOe AN1s BeTel, OHO [OMKHO
COOTBETCTBOBAaTb TPEHOBaHMSM Nporpammbl "MprunoxeHns ons BCen ceMbn™ B OTHOLIEHUWN PeKaMbl U
MOHeTU3aLuK.

O6bsiBneHus, BBogsawwMe B 3abnyxxgeHuve

B 06bsBNEHUAX HENB3S KOMMPOBATb SNIEMEHTLI MHTEPENCA NPUNOXEHNS, B TOM YMCIE YBELOMIIEHNS 1
cUCTEMHbIE NpedynpexaeHus. Monb3oBaTesto LOMKHO ObITb MOHATHO, B KAKOM MMEHHO NPUIOXEHUN
nosiBNgeTcs obbaBneHune.


https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU
https://support.google.com/googleplay/android-developer/answer/9893335?hl=ru&ref_topic=9877766&sjid=3024114548690050248-EU

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLIEHUN:

+ O6bsBNEHMS, KOTOPbIE BbIFAASAT, Kak MHTEPHENC NPUNOXKEHUS:
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= RescueRover Q &

Your Rescues ®

Mountain View, CA
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Rex
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Khali
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Alfie & Henry

@ B aTtom NPUNOXeHUn BOﬂpOCVITeJ'IbeIl‘/‘I 3HaK Ha CaMOM [Jene gaBndeTcd O6'b9IBJ'IeHVIeM, KOTOpoe
nepeHanpaengeT Nosib30BaTeNd Ha BHELWHIOKO LeNIeBYO CTPpaHULY.
. O6'bﬂBJ'IEHI/Iﬂ, KOTOPbIE KONUPYOT CUCTEMHbIE ONOBELEHNA:
30 © ®.4 W 10:00

= RescueRover Q +&

Your Android has a virus!

We've detected a virus on your Android
device! Tap DOWNLOAD to get a

free virus scanner!

IGNORE ~ DOWNLOAD
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Download the latest games from the leader in
mobile gaming!

\ SPECIAL OFFER EXPIRES IN 2 HOURS!!
[ ]

@ @ Bbiwe npenctasfieHbl NpUMepbl 06bSBIEHMN, KOTOpPbl€ BHELWHE NMOXOXWN Ha CUCTEMHbIE
yBeOooOMNneHusd.

Transfors History
= &
Deposit Financial
E_o ] II ]

My Easypay
Balance Easy Bank [Easy Wallet Al Sarvicos

( Bblwe NpefcTaBieH NpuMep pasaena, aNEMEHTbl KOTOPOro MOXOXM Ha CMIMCOK GYHKLMUI, HO
NepeHanpaBnsoT NONb30BaTENS HA PEKNaMy.



O6baBneHus, npepbiBaloLme paboTy NpUIoXXeHus

O6bsaBneHus, NpepbiBatoLLme paboTy NPUNOXEHWS, MOSBASIOTCS B HEOXUAAHHBIX MECTax, MOryT
MPUBOANTL K HEMPELHAMEPEHHbBIM HAXaTUSM 1 HapyLlaTb GYHKLMOHANbHOCTb YCTPONCTBA.

Henb3s BbiHYXAaTb NONb30BATENS HAXMMaTb Ha OOBABNIEHNE MW OTNPABAATH NIMYHbIE [aHHbIE OIS
peKNIaMHbIX Lenen, Npexae YeM OH MOTyYnT MOMHbIN [OCTYN K NPUIIOXeEHNI0. O6bABNEHUS HE LOMXKHbI
MOKa3bIBaTbCS BHE NMPUSIOXKEHNUS UMW BAUATD Ha APYTMe NPUIOXKEHUS 1 peksiaMy B HUX, a Takxe Ha
paboTy yCTPOWCTBA, Ero NOPTOB U CUCTEMHBIX U GUINYECKMX KHOMOK. B 4aCTHOCTK, 3TO OTHOCUTCS K
OBepIIEAM, COMYTCTBYIOWUM QYHKLMSM U pekniaMHbIM BiokaM — BueTam. Ecnu B npunoxeHun ecTb
06bABNEHNS, KOTOPbIE HE MO3BOMAOT HOPMAJIbHO €ro UCMOMb30BaTh, OHW JOJIKHbI NIErKO 3aKPbIBATLCS.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

° PeKnaMa, KOTOpasa 3aHMMaeT BECb 3KpaH, HE NO3BOJIAET HOPMaJlbHO NCNOJIb30BaTb NPUNTIOXEHNE U HE
3aKpblBa€TCA 9BHbIM cnocobom:
30 © ¥4 B 10:00

Apps from GrooveeGames

IMATCH
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DOWNLOAD NOW!

(D B 3TOM 06bABNEHUM HET KHOMKM "3aKpbITb".

+ Peknama, BbIHYXAatowwas nofib30BaTens NePeEXofnTb Mo CCblIKaM C MOMOLLbIO NOXHOW KHOMKK
"3aKpbITh" UM BHE3AMHOrO NOSIBIEHMS B TEX YACTAX 9KPaHa, Ha KOTOPble 06bIYHO HAXUMaIOT As
LOCTYNa K ApYruM GYHKLUSIM NPUIIOXKEHUS:



Q) 15.267 (> 583

(D B 2TOM O6BSBIEHUM UCMONb3YeTCs NOXHas KHOMKa "3aKpbITb".

Tap to Jump!

(2 310 06BABEHVE BHE3AMHO NOSBNSETCA B TOW YaCTW 3KpaHa, Ha KOTOPYIO NOJb30BaTESb NPUBbIK
HaXvmaTb AN LOCTYNa K GYHKLUSM NMPUTOXKEHNS.

» Peknama B NPUNOXEHNN, KOTOPasd NoKa3biBaeTCd BHE €ro:
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@ Monb3oBaTtenb nepexoanT N3 3Toro NPUNOXeHnsa Ha rnaBHbI 9KpaH, raoe BHe3anHo noaBnaeTcsa
peknama.
« Peknama, KOTOpPasa NoABNFETCA NOCie HaXXaThd KHOMKW rMaBHOro aKpaHa Ui BbIMONMHEHUS OPYTrUX
LEeNCTBMIN, NpeaHasHauYeHHbIX A9 BbIXOAA U3 NPUIOXEHNS:
30 © 9.4 W 10:00

= RescueRover Q &
Your Rescues @
- o
5
Rex .
00 B <
E
00 e <
Alfie & Henry

(D MNonb3oBaTenb NbITAETCH 3aKPbITb MPUNOXKEHUE U MEPENTU Ha TMABHbIA 9KPaH, HO 3TOT NPOLLEeCC
npepbiBaeTCs peknamon.

Bonee kayecTBeHHas peknama

YT06bI UCNONB30BaHMeE NpunoxeHn Google Play 6b110 MakCMManbHO KOMPOPTHBIM, Pa3paboTunkm
LOMKHbI COBMIoAaTh CrefytoLime PeKOMEHAALMM MO pa3MeLLEeHMo peknambl. Ecnv nonb3osaTenu He
OXMAAIOT 3TOro, 3anpeLlaeTcs NoKasblBaTh:



MOJTHO3KPAHHbIE MEXCTPaHUYHbIE 06BbsABIIEHMS Ntoboro dopmaTta (Bupgeo, GIF, ctaTnyeckue

N306paxeHns 1 np.), KOTOPble NOSBASIOTCS HEOXMAAHHO, 06bIYHO KOrAa NOMb30BATENb BbIMOMHAET

nencTene, He CBA3aHHOE C TEMOU OB6bABNEHUS;

+ 0OBSBNEHNS BO BPEMSI UrPbl B HAYane ypOBHS MMM MPU Nokase o4yepefHOro 6yioka KOHTEHTa;

+ MEXCTPaHWYHble 0OBSABNEHUS B pOpMaTe NOMHOSKPAHHOIO BUAEO, KOTOPbIE MOSBASIOTCS O
3KpaHa 3arpy3ku NpunoXxeHus (3actaBku);

MOSMTHO3KPAHHbIE MEXCTPaHNYHbIE 06BSBEHMS No6Oro popmaTa, KOTOpble HEBO3MOXHO 3aKPbITb MO
ncreueHnn 15 cek. MoNHO3KPaHHbIE MEXCTPAHNYHbIE OOBSBNIEHUS, KOTOPbIE Pa3peLLEHbl
MoNb30BaTENIEM UM HE MELLAIOT BbIMOSHATL AeNCTBUS (Hanpumep, npu nokase nocne CTpaHuLbl C
pesynbTaTamu Urpbl), MOryT NMokasbiBaTbCs Aorblue 15 cek.

3T NpaBuna He NPYMEHATCA K 0ObSBNEHUIM C BOSHArpaxaeH1eM, KOTopble SBHO paspeLleHbl
nonb3osaTenem (HanpuMep, ecnu pa3paboTumk NpeasiaraeT NOCMOTPETL PekaMy B 0O6MeH Ha
Pa36IOKMPOBKY UIPOBOW GYHKLIMM UMM KOHTEHTA). DT NpaBuiia TakXe He AEeNCTBYIOT B OTHOLIEHMN
MOHETU3aLMM 1 pekfiaMbl, KOTOPbIE HE MELLAOT HOPMasIbHOMY MCMOMb30BaHUIO MPUTOXKEHMS UMW UTPbl
(HampumMep, [onyckaeTcs BUAEOKOHTEHT CO BCTPOEHHbIMU OB bABIEHUAMU 1 HEMOMHOIKPAHHbIE
6aHHepbI).

3TN pekoMeHzaLmnmn chopmynmpoBaHbl Ha OCHOBe cTaHaapToB Better Ads Standards — Mobile Apps
Experiences . [lononHuTenbHble CBeAEHNs 06 3TUX CTaHAapTax Bbl HavgeTe Ha cante Coalition for
Better Ads

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« HeoxupaHHble 06bsIBNEHUS, KOTOPbIE NOKa3bIBAOTCS BO BPEMS UIPbl UK Nepeq NosIBEHNEM
ouepepnHoro 6roka KOHTEHTa (HanpuMep, Nnocne Toro Kak noJib30BaTesNb HaXas KHOMKY, HO 0
BbINOJSIHEHWS CBA3AHHOIO C Hel aencTBus). [onb3oBaTeny OXMAA0T Hayana Urpbl UK NosIBNEHUS
HOBOWM MHOPMaLMK, a He NoKa3a peksiaMbl.

§:30 [ ] w4l
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(D CraTuyeckoe 06bsIBNEHNE HEOXMAAHHO MOSBIAETCS BO BPEMS UrPbl B HaYase YPOBHS.


https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/standards/#mobileapp
https://www.betterads.org/
https://www.betterads.org/
https://www.betterads.org/
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quickly. Easily appfy and direct bank transfer.

"-L $ -', Quick Cash

Approval
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(2 Bugeopeknama HeoXunaaHHO NosBAseTcs B Havyane 6rioka KOHTEeHTa.

° nOﬂHOGKpaHHOG o6baBneHue, KOTOpPOE NoaBNnaeTCqa BO BpeEMSA UTPbl N HE MOXET ObITb 3aKpbITO Yepes
15 cexk.
$:30 [ ] vdl

(D MexcTpaH1uHoe 06bsABNEHNE NOSBNSETCS BO BPEMS UrPbl, 1 €r0 HEBO3MOXHO 3aKPbiTb MO
ncrteuyeHnm 15 cek.

PeknaMHble NPUNOXEHUA

3anpeu1,aeTCﬂ |'|y6J'IVIKOBaTb NPUNOoXeHnd, NoKa3biBaloWw e MEXCTPaHNYHbIE obbsBnEeHus, KOTOpble
OTBJIEKAIOT MNONb30BaTENA OT B3aVIMOD,ePICTBVI9| C NPUNOXeHNeEM 1 BbINONMHEHNSA 3aa4 B HEM.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:



+ MNpunoxeHus, B KOTOPbIX MOCE KAXAO0ro AeNCTBUS NOSb30BaTeNs (B TOM UMCIIE NOCHE HaxaTui,
MPONMUCTLIBAHUSA U T. [i.) MOKA3bIBAIOTCA MEXCTPAHUUHbIE OOBABIEHUS.
530 9 »dl

TEST YOUR GROWTH

Play Quiz & earn upto
oins

(D Ha nepBom CTpaHULe NMPUITOXEHUS PacrofiaraeTcs HECKOJbKO akTMBHbIX KHOMOK. Korpa
nofb30BaTeNb HAXMMaET KHOMKY CTapT, NOSBASETCa MeXCTpaHU4YHoe o6bsBReHne. 3aKpbIB ero,
nonb30BaTeNb BO3BPALLAETCS B MPUNOXEHWE 1 BbibupaeT CepBuc, YTobbl HayaTb paboTy, HO B 3TOT
MOMEHT OTKPbIBAETCS ApYyroe obbasneHue.

2nd AD

(2 Ha nepBoil CTpaHuLEe NPUNOXEeHUs aKTUBHA TOJIbKO KHOMKa Urpathb. Mocne HaxaTus Ha Hee
NnosiIBASETCS MeXCTPaHUYHOe 06bsBIEHME. 3aKpbIB €ro, Nonb3oBaTesNb BblbupaeT CTapT, Tak Kak 3To
€[MHCTBEHHas aKTUBHas KHOMKa, U B 3TOT MOMEHT OTKPbIBAETCS ApYyroe obbsBneHue.

MoHeTusauma ¢yHKLMM 611T0KMPOBKM IKpPaHa

3anpelyeHo noka3sbiBaTb pekiaMy U pa3MeLLaTh NiaTHble GYHKLMKU Ha 3a6MOKMPOBAHHOM 3KPaHe,
KpOMe Tex CllyyaeB, KOrga npunoxeHue NnpeaHasHauyeHo UCKIOYNTENBHO ANg yNpaBieHms
3a6/10KMPOBAHHBIM 3KPAHOM.

MolweHHHn4YecTBO C pekriaMon

MoLeHHNYeckne 0encTBrs C OObIBNEHUSAMU CTPOMO 3anpeLueHbl. JoNoNHUTENbHYIO UHGOPMALMIO Bbl
HalgeTe B HalWWX NpaBunax B OTHOWEHUN MOLIEHHWUYECTBA C PEKTaMON.


https://support.google.com/googleplay/android-developer/answer/9969955?hl=ru&ref_topic=9969691

Mcnonb3oBaHMe gaHHbIX O MECTOMOOXEHUN B LLeNsaX PeKnamMbl

MpUNoXeHus, KOTOpble NCMONb3YIOT OCTYN K AaHHBIM O MECTOMONIOXEHMN YCTPOMCTBA A1 Nokasa
peknambl, BOMKHbI COOTBETCTBOBATb MOSIOXEHWSM pasgena JInuHas n koHduaeHumansHas
nHbOPMaLMS, a TakXKe CNERYIOWMM TPEOOBaHUSAM:

+ HyXHO 9CHO OHECTU [0 MOMb30BATENS, YTO EC/IM OH NMPEAOCTAaBUT Pa3peLIeHE, TO AaHHbIE O
MECTOMOOXEHNM ero yCTPONCTBa ByayT cOBMpPaTbCd UM MCMONb30BaTLCA A9 NoKasa peksiambl. Bbl
LOMKHbI COOBLNTL 06 3TOM B 0693aTENIbHON NONNTUKE KOHGUOEHLMANBHOCTM NPUMOXEHMS, a TaKkxXe
[006aBUTb CCbINKM Ha MNOAUTUKN KOHGUAEHLMANIbHOCTU PEKNAMHbIX CETEN B OTHOLEHUM
MCNONIb30BaHNA OaHHbIX O MECTOMNOJTIOXEHUNN.

+ Pa3pelueHusa Ha JoCTyn K 4aHHbIM O MECTOMOSIOXEHMM MOTYT 3anpallnBaTbCs TOMbKO A1 pa6OTbI
q)yHKLI,VIPI M CepBUCOB, KOTOPbIE €CTb B MPUNOXEHUN. Henbas 3anpawnBaTtb 4OCTYN K AaHHbIM O
MEeCTONONOXEHNN, eCnn OH 6y,|:|,eT MCNonb30BaTbCA TOJIbKO ANd peknambl.

Wcnonb3oBaHue peknamMHoro ngeHtuédukartopa Android

B cepaucax Google Play 4.0 nosiBunuch HoBble AP, a Takxke MAEHTUOUKATOP AN peknaMogaTene n
TeX, KTO NPEROCTaBNSET YCNYrn aHaNUTUKN. YCIOBUS UCTIONb30BaHWs MAEHTUdUKATOPa NPUBEAEHDI
HUXKe.

« Ucnonb3zoBaHue. PeknamHbin ngeHtuounkatop Android (AAID) foneH MCnonb30BaTbCa TONbKO A
pasMeLLeHns pekiambl 1 aHanM3a ee nokasatenen. MNpu Kaxaom obpalleHnn K UBEHTUPUKaTopy
OOJSKHbI MPOBEPSATLCA 3HaUYEHNs NnapaMeTpoB "PeknaMa Ha oCHoBe NHTepecos" 1 "llepcoHannaaums
peknamsl".

« CBa3b ¢ UHpopMaLuen, noseonsawLen UAEHTUGULUPOBATL IMYHOCTD, U APYTUMHU
vaeHTuduKaTopamu.

+ PeknamHbI MAEHTUPUNKATOP HENb3S CBA3bIBATb C MOCTOSHHLIMU MAEHTUPUKATOPaMM YCTPONCTBA,
Takumn kak SSAID, MAC-appec unu IMEI-kog, B peknaMHbIX Lensx. PeknamHbin MgeHTUdukaTop
MOXHO CBSI3bIBaTb C Aa@HHbIMM, MO3BONSIOWMMU NAEHTUPULMPOBATb NMNYHOCTb, TOMBbKO MNP
HanMuMmM 9BHOrO Cornacums nonb3oBartens.

+ 3anpellaeTcs CBA3bIBaTb B aHANIMTUYECKUX LENsX PeKTaMHbIN MAEHTUOUKATOP C AaHHbIMY,
NO3BONSIOLWMMUN MAEHTUPULMPOBATD JIMYHOCTb, UM MOCTOSHHBIMU MAEHTUPUKATOPaAMU
yCTpouncTBa, Takmmm kak SSAID, MAC-appec unu IMEI-kog. MNoppobHas nHoopmaums o
MOCTOSIHHbIX MAEHTUdUKATOPAX YCTPOWCTBA NPMBELEHA B NpaBuiax B OTHOLWEHUN
Nonb30BaTENbCKNX BAaHHbIX

+ YBa)KeHUe npepnovTeHun nonb3oBaTens.

+ HoBbl peknamHbI nAeHTUdUKATOP, MPUCBOEHHbBIM Nocne cbpoca, HUKOMM 06pPa3oM He JOMKEH
6bITb CBA3aH C NPeabIAyLNUM MAEHTUPUKATOPOM UK €ro AaHHbIMU 6€3 SBHO BblPaXeHHOMo
cornacws nonb3oBaTens.

+ Kpome Toro, Heo6X0AMMO yUMTbIBATb HACTPOWKW MOSIb30BATENS B OTHOLLIEHMM Nofbopa 1
nepcoHanunsaumm pekiambl. ECnv atu GyHKLMUM OTKIIIOYEHBI, TO BaM 3anpeLLaeTcs 1UCnob3oBaTh
peKnaMHbI UOGEHTUGMKATOP A1 CO3LaHUS MONb30BATENBCKOrO NPOGUNS B PEKNAMHbIX LEENSX Un
LJ15 OKa3a NepCoHann3nMpoBaHHbIX 06bsiBNeHUN. K pa3pelleHHbIM MeTofaM OTHOCSATCS
KOHTEKCTHas peKnama, OrpaHMYeHne YacToTbl MOKa30B, OTCNEXMBAHMNE KOHBEPCUI, COOBLLEHNS O
HapyLIeHUsIX, @ TaKxe 06Hapy>eHue yrpo3 6e30MnacHOCTH 1 CIly4aeB MOLIEHHNYECTBA.

« Ecnu peknamHbin ngeHTudumkatTop Android ynanseTcs Ha HOBOM YCTPOMCTBE, OH CTAHOBUTCS
HepocTyneH. BMecTo Hero 6yaeT nokasblBaTbCa CTPOKa, COCToAWas U3 Hynen. YcTponcTeo 6e3
PEKNaMHOro NAeHTUdMKaTOpa HeMb3sd CBA3bIBaTh C faHHbIMU NPeablayLWwero MageHTudnKaTopa.

+ YBefoMneHue nonb3oBartenen. B npuMeyaHnm o KOHPUAEHUMATBHOCTU, COOTBETCTBYOLWEM
TpeboBaHNAM 3aKOHOAATENBCTBA, NONb30BaTENO HEOHXOANMO COOBLWMTL O COOpE 1N MCMONIb30BAHMM
pPEeKNaMHbIX MAEHTUPUKATOPOB, a TaKXKe O HAaCToAWMX NpaBunax. MogpobHas MHPopPMaLMS O HALLKUX
cTaHaapTax KoHOUAEeHLMaNbHOCTN NpUBefeHa B pasferne [JaHHble nonb3oBaTtens

+ CobniopeHne ycnoBui Ncnonb3oBaHus. PeknaMHbIli MOeHTUGUKATOP MOXHO NMPUMEHSTb TONbKO B
COOTBETCTBMU ¢ [1paBuIaMmn NporpaMmsbl i pa3paboTunkoB npunoxerHun B Google Play, npuyem


https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive/
https://support.google.com/googleplay/android-developer/answer/9888170#location_permissions/
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467
https://support.google.com/googleplay/android-developer/answer/9888076
https://support.google.com/googleplay/android-developer/answer/9888076

3TO YCNIOBME PacrpOCTPAHSETCS Ha BCEX, KOMY Bbl MOXETe NPefoCTaBUTb UAEHTUDUKATOP B XO4E
KOMMEpPUYECKOW fedaTeNbHOCTH. B nioboM npunoxeHuy, 3arpyxaemMom nnv nybnvkyemom B Google
Play, cnefnyeT ucnonb3oBaTb pekamMHbIi UAEHTUGUKATOP (ECNN OH BOCTYMNEH Ha YCTPOWCTBE).
MpUMEHSTb AN PEKNaMHbIX Lienen apyrue naeHTndUKaTopsl yCTPOUCTB 3anpeLLeHo.

JononHnTtenbHas MHbopMaLma NPeacTaBieHa B HalWmMX NpaBuiax B OTHOLWEHUM MOMb30BaTENIbCKUX
LOaHHbIX.

Noanunckun

Pa3paboTunkam 3anpeLleHo BBOAWTL NONb3oBaTeNen B 3abyXaeHne OTHOCUTENBHO NpeaiaraeMoro
KOHTEHTa ¥ NMoAnMcok. Bes nHpopMaums o Hix, Byab To onybnvkoBaHHasi B CAMOM MPUIOXKEHWUMN N Ha
3acTaBKke, fOMKHa BbITb CHOPMYNUPOBaHA YETKO M ACHO. Mbl HEe JONyCKaeM NMPUOXEHUS, KOTOPbIe
0B6MaHHbIM MM MaHUMYNATUBHBIM MyTEM MPUHYXXAAIOT NOSb3oBaTeNel CoBepluaTh NoKynku (B8 ToM
yucne nprobpeTaTb NOAMUCKN U KOHTEHT B MPUSTOXKEHMSX).

MpennoxeHne JOMKHO coAepXaTb BCIO HEOHX0AMMYO MHPOPMaLMIO, B TOM Uncne o6 ycrnoBusx,
CTOMMOCTUN NOANUCKN N NEPUOOANYHOCTU NNATEXHOro UMKna, a TakxXxe 0 TOM, MOXHO /11 NON1b30BaTbCA
npunoxeHvem 6e3 nognucku. Bce aTn cBefeHUs BOMKHbI BbITb JOCTYMHbI 6€3 AONOAHUTENbHbIX
LEeNCTBMIN CO CTOPOHbI MONIb30BATENS.

Monb3oBaTenu, KOTopble NPUOBPENM NOLNUCKY, LOMXKHbI NMOJyYaTb MOCTOSIHHbIE UMW PETYNSPHbIE
npevMyLLecTBa B TEYEHVE BCEro Cpoka ee AencTaus. Hanpumep, B pamkax NOANNCKY 3anpeLueHo
NpefocTaBnsaTb OQHOPA30BbIE UFPOBbIE HOHYCHI UMM NEPEUNCTITD BAMIOTY MPUNOXEHUS €4MHbIM
nnaTexoMm. Bbl MOxeTe NpefocTaBnsTb BO3HArpaxaeHUs Ui 60HyCbl TONbKO B [OMOSIHEHME K
MOCTOSIHHBIM UNW PEryNSPHBIM NPerMyLLEeCTBaM, KOTOPble AENCTBYIOT Ha MPOTSXKEHUM CPOKa AENCTBUS
nognucku. Ecnmn Taknx NnpemmyLLecTs HET, BMECTO NMOAMNMUCKM HEOBXOAMMO Npeanaratb KOHTEHT Afs
NPOAaXN Yepes NPUNoXeHne.

3anpeLleHo NpPeacTaBnaTb Pa3oBoe NPELNOXeHNe Kak NoanMcky. Kpome Toro, 3anpeLeHo MeHaTb
yCnoBus yxxe obopMIeHHOW Noanmckin (HanpuMmep, OTMEHSATb, YMEHbLUAaTb KONMYECTBO EXXEMECAUHbIX
BOHYCOB MNM NpeKpaLlaTb UX NOAAEPXKKY) TakMuM 06pa3oM, YTobbl GaKTUYECKM NoNb30BaTENN
nony4anu TonbKo OAHOKPATHOE NPENMYLLECTBO.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLWEeHUN:

+ E>XxeMecsauHble MOAMNUCKM, B YCIIOBUAX KOTOPbIX HE YKa3aHOo, YTO OHM ByayT aBTOMaTU4ecku
NPOANATHLCA KaXKA bl MecsiL, CO CMMCaHMeM CPeLCTB CO CyeTa.

» [ogoBble NOANNCKYN, B I/IHCI)OpMaLI,VII/I O KOTOPbIX Hanbornee 3aMeTHO BblAeneHa nx Mmeca4yHaga
CTOMMOCTb.

» HenonHas nokanusauus yCﬂOBVIVI N CTOMMOCTU NOANNCKN.

+ MpennoxeHuns, B KOTOPbIX HESICHO YKa3aHO, YTO MOMb30BaTENb MOXET MOMYYMTb JOCTYM K KOHTEHTY
6e3 noanucku (ecnv aTo BO3MOXHO).

.

HeTouyHoe ykazaHne HauMeHOBaHWs TOBapa, HanpuMep A5 NOANUCKN C aBTOMATUYECKUM
crnvcaHuneM cpepncTs aaHa ¢opMynunposka "becnnatHas npobHas Bepcua” nnu "MonpobyinTe
nognucky Premium — 3 oHsg 6ecnnatHo".

- PacnpepeneHue npouecca Nokynku Ha HECKOMbKO 3KPaHOB TaknM 06pa3oM, YTobbl Nonb3oBaTenu
MOTJIM CITy4arHO HaXaTb KHOMKY MOAMNMUCKM.

+ oAanuckn, B KOTOPbIX HET MOCTOSIHHBIX UM PErynapHbIX npenmyecTs. Hanpumep, 1 000
KPWUCTannoB B NEPBbIN MecsL, MOANUCKN U 1 KPUCTan B KaX bl CNeayoLWmnin MecsiL, o KOHLa ee
CpoKa fencTsus.

+ Mony4eHne pa3oBoOro NpenMyLLecTsa 3a 0GpopMIIEHNE MOAMUCKN C aBTOMATUYECKMUM MPOLAJIEHNEM U
ee 0TMeHa nocrie nokynky 6es 3anpoca Co CTOPOHbI MOJSIb30BaTENS.

Mpumep 1


https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/10144311?hl=ru&ref_topic=9877467&sjid=6999504764305276050-NA
https://support.google.com/googleplay/android-developer/answer/140504
https://support.google.com/googleplay/android-developer/answer/1153481
https://support.google.com/googleplay/android-developer/answer/1153481
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(D KHonka "3aKkpbiTh" BULHA HEYETKO, M NONb30BATENb MOXET HE MOHSATb, YTO KOHTEHT AOCTYMNeH 1 6e3
NOANNCKMN.

@ B npennoxeHUn ykasaHa LigHa TONbKO 3a OfMH MECALL, U NOfb30BaTeNb MOXET HE MOHATh, YTO NPK
odpopMNIeHN NoaNMckM ByaeT cnncaHa nnaTta 3a WecTb MecsLes.

@ B npennoXxeHnn ykasdaHa TOJIbKO HaYvallbHaq LeHa, U NoNnb30oBaTes/lb MOXET HE MNOHATb, Kakasd CyMMa
6yp,eT CrnuncbiBaTbCd aBTOMaTU4YeCKM nocne 3aBeplieHnd HayanbHOro nepuoga.

@) I'Ipep,no>KeHl4e N ycnoBusa NCnoJsib3oBaHUA NpencTaB/ieHbl Ha Pa3HbIX A3blKaX, MO3TOMY 4YaCTb
I/lHq)OpMaLI,VIVI O HUX MOXET ObITb HEMOHATHA NONb30BATENIO.

Mpumep 2
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(D Ons nepexofa K KaXaoMy CrefytoleMy akpaHy Hy>XHO HaXMMaTb B OfHOM 1 TOW e obnacTu, 1 npu
nocnegHeM HaxaTtum KHornku "MpofomkuTe" opopMnseTcs nognucka.

(2 CymMMy, KOTOPYIO NPEACTONT 3annaTuTb B KOHLIE NPOBHOro Nnepuoaa, TPYAHO NPOYMTaTh, MO3TOMY
nonb30oBaTeNlb MOXET NOAyMaTb, YTO 3TO BecnnaTHbIN TapUdHbIA NaH.

BecnnaTHble I'Ip06HbIe BepCcun 1 npennoxXeHud and HOBbIX nosfib3oBaTenemn

Eweé po Toro, Kak nosib3oBaTesib NPMobpeTeT NOANUCKY, Bbl AOMKHbI SICHO U TOYHO COOBLWMUTL EMY
YCNOBWS MPEQIOXEHUS, BKIIOYAsi €ro NPOAOIKMTENIbHOCTb U LIEHY, a Takxke OnMcaHne JOCTYMNHOro
KOHTEHTa UNK cepBUCOB. He 3abypabTe yKkasaTb, Kak U Korga nonb3oBaTeslb NnepengeT ¢ becnnaTtHom
NPOBHON BepCUM Ha NNaTHY NOAMUCKY, YTOYHUTb CTOMMOCTb MaTHOM MNOAMUCKM, a TakKe COOBLUTD,
YTO NOAMMUCKY MOXHO OTMEHUTb A0 OKOHYaHUA GecnnaTHoro Npo6Horo nepuoaa.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUEHUN:

« MpennoxeHus, B KOTOPbIX HE YKa3aH U HEACHO ykasaH CPOK AeNCTBUA BecnnaTHoM Npo6Hom
BEPCUM U LieHbI AN HOBbIX MONb30BaTENEN.

. I'Ipep,no>KeHV|9|, B KOTOPbIX YETKO HE YKa3aHO, YTO Nocne OKOHYaHU4a CpoKa ,D,eVICTBMﬂ npennoxeHna
noanncka aBTOMaTUYECKN CTaHET nnaTHoMW.

° npeJIU'IO)KeHVIﬂ, B KOTOPbIX YETKO HE YKa3aHO, YTO NOJIb30BATESIb MOXET NONYYNUTb AOCTYN K KOHTEHTY,
HEe ncnonb3y4d I'Ip06Hy}O BEpPCUto NoannCkKn (ecnm cae] BO3MO)KHO).

. npe,U,J'IO)KeHVIﬂ, 0Nna KOTOPbIX YCNOBKA U LLeHbl NOKaNM30BaHbl HE NOJIHOCTbIO.
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(D KHonka "3aKkpbiTh" BULHA HEYETKO, U NONb30BATENb MOXET HE MOHSATb, YTO KOHTEHT AOCTYMNeH 1 6e3
aKTMBaLUM becnnaTtHOM NPOBGHON BEPCUMN.

@ B npennoXxeHunn caenaH akueHT Ha 6ecnnaTHomn npo6H0171 BEpCUn, 1 nonb3oBaTeslb MOXET HE
NOHATb, YTO B KOHLE I'IpO6HOFO nepunopa aBTOMaTU4yeCkn Ha4vYHEeT B3MMaTbCa nnaTa.

(3 B npepfioxeHun He ykasaHbl CPOKM NPOBHOro Neproaa, U Nosb30BaTeNb MOXET HE MOHATL, Kakon
ByneT NPoJOMKMUTENbHOCTb 6ECMNATHOrO AOCTYNa K KOHTEHTY.

@ MHq)OpMaLI,I/Iﬂ B nNpennoXeHnn n ycnoBmax NCNoJsib3oBaHUA NpeacTaBfieHa Ha Pa3HbiX d3blkaxX, U
nonb3oBaTelb MOXET MOHATb €€ HEe NONMHOCTbIO.

ynpaBneHMe nognuckamu, UX oTMeHa U BO3BpaT CpeacTB

Ecnv B BalleM NPUIIOXEHMM NPOAAOTCA NOANNCKM, HEOBXOAMMO NMOHATHO O6BACHUTL, KaK MOXHO
OTMEHUTb UX UNW YNPaBASTb UMU. B MPUTOXEHMMN TakKe A0MKHA 6bITb BO3MOXHOCTb OTMEHbI MOAMUCKN
OHJlaMH. [1ng 3TOro B HaCTPOMKax akkayHTa NPpUIoXeHUs (MM Ha aHaNorMYHON CTPaHMLE) MOXHO:

+ yKa3aTb CCbIJIKY Ha LleHTp noanuncok Google Play (4519 npunoxeHuit, B KOTOPbIX UCMOMb3yeTcs
nnaTtexHas cuctema Google Play);

+ peann3oBaTb GYHKLMIO OTMEHbI NOAMUCKMN.

CornacHo npasunam Google Play npy oTMeHe NognucKu, KynineHHON Yepes NiaTexHy CUcTemMy
Google Play, Bo3BpaT cpefCcTB 3a TEKyLUA paCYETHbIN Nepuog He NPon3BoanTCcs. OfHAKO KOHTEHT,
LOCTYMHbIV MO NOANUCKE, NPELOCTABSETCS NOSIb30BATENO A0 KOHLLA 3TOro nepuofa. 3aTteM nognmcka
OTMeHsieTCs.

B kayecTBe NocTaBLUMKa KOHTEHTA UM [OCTYMNa Bbl MOXETE YCTaHOBUTL BGonee rubkue npasuna
BO3BpaTa nnaTexen. YoeguTech, 4To NpaBua Noanucky, ee oTMeHbl U BO3BpaTa nnaTexen He
NpOoTMBOpEYaT AEeNCTBYIOWEMY 3aKOHOAATENLCTBY, a Takke 0653aTeNlbHO COobLLalTe NoNb3oBaTENIM
060 BCEX N3MEHEHMAX B 3TUX NPaBUnax.



MNMporpamma camocTosaTenbHOM cepTudukaumnm peknamMmHbix SDK B npunoxeHusx
019 BCEN CEMbU

Kak onvcaHo B npasunax nporpammbl "MpunoxeHns oas Bcen cembn™ , NpU pa3MeLLeHN pekiambl B
NPVNOXEHWUW, NPEfHAa3HAYEHHOM TOMbKO A8 AeTelr, HEOOXOAMMO NCNONb30BaTh UCKITKUYUTENBHO
peknamMHble SDK, KOTOpble MNPOLLUIY CaMOCTOSITENBHYIO CEPTUPUKALMIO HA COOTBETCTBME NpaBuiam
Google Play, Bknitouasi npuBegeHHbIE HxXe TPeboBaHMS K CaMOCTOSTENIbHON cepTudUuKaLmm
peknamHbix SDK.

Ecnu npunoxeHne paccumTaHo Kak Ha JeTew, Tak M Ha B3POCHbIX, Bbl LOMKHbI CAeNaThb TaK, YToObl ety
BMAENWN TONbKO Te 06BABNEHUS, 4115 KOTOPbIX MCMNONb30BaNNCh peknamMHble SDK ¢ caMoCTOosTENbHOM
cepTudukaumen. JobUTbCS 3TOrO MOXHO, HaNPUMEpP, C NOMOLLbKO HEUTPANbHOMO BO3PACTHOMO
dunbTpa.

Bbl 0693aHbl CnepguTh 3a TeM, YTOObI BCE UCMONb3yeMble Bamu Bepcun SDK, B TOM uncre ¢
caMocTosATENbHOM cepTudUKaL e, COOTBETCTBOBANN AENCTBYIOWMM NPaBuiaM, 3aKkOHaM 1 HopMaM.
Komnanus Google He pgenaeT HMKaknx 3asBNeHWU 1 He faeT rapaHTUi OTHOCUTENIbHO TOYHOCTH
MHdOopMaLMK, NPesocTaBneHHON peknaMHbiMu SDK B npoLecce caMoCTOSTENbHON CEPTUPUKALNN.

CamocTosTenbHas ceptudurkaums peknaMHbix SDK B npunoxeHusx ons Bcen cembm oba3aTenibHa
TONbKO B TOM ciyyae, ecnu aTu SDK ncnonbaylotcs ang nokasa peknambl Aetam. Bol HeceTe
OTBETCTBEHHOCTb 3a cofiepxaHue 06bsaBneHun 1 cbop CBEAEHNI COrNacHo npasuiaM B OTHOLWEHUN
MONb30BaTENbCKNX [aHHbIX W NpaBuiam nporpammsl "TipunoxeHns ons scen cembn”
CepTudukauums He TpebyeTcs:

+ [Ns nokasa cobcTBEHHOW peknambl, korga SDK vcnonbayetcs ang MepyaHpansvHra u
NepeKpPeCcTHOro NPOLBMXEHUS BALUMX NMPUIOXEHWUI UM APYTOro Ballero MeLUakoHTEHTa;

+ [NS NPsSIMbIX CAENOK C peknaMogaTensamu, npu Kotopbix SDK ncnonbayeTcs ToNbKo AN ynpasneHus
WHBEHTapEM.

Tpe6oBaHus K camocToaTeNnbHOM cepTudpmukaumm peknamuoix SDK B npunoxxeHusax gns scem
ceMbu

« Onpepennte NpU3Haky HeXenaTenbHbIX O6BABNIEHUI U 3aNPETUTE UX B YCITOBUSIX N NOSNUTUKE
peknamHoro SDK. OnpefeneHuns 4OMKHbI COOTBETCTBOBaTb lpaBunam nporpaMmbl Ans
pa3paboTumkoB npunoxeHn B Google Play.

+ Bbibepute cnocob, ¢ NOMOLLbI0 KOTOPOro ByaeTe NnpucBanBaTb 06BbABNEHNAM BO3PACTHbIE
orpaHuyeHusi. Heo6xoaMMO HaCTPOUTb He MeHee ABYyX kaTeropuit: "[ns Bcex" v "[Ons B3poCcnbIX".
Bo3pacTHble orpaHnMyeHns BOMKHbI NPUCBANBATLCS MO TOMY Xe MeToAy, KOTOPbIN MCNOMb3yeTcs B
cepTMdnLMPOBaHHbIX peknaMHbix SDK Google.

+ Paspelunte n3gatensam sanpawmBaTh Nokas 0ObaBNEHUN, OPUEHTUPOBAHHLIX Ha aeTen (B
onpeneneHHbIX MPUNOXEHUIX UNN B KaXXA0M KOHKPETHOM cliyyae). Y6eauTech, YTO KOHTEHT B
06bSABNEHNSAX HE HapyLwaeT AencTBylolee 3akOHOAAaTENbCTBO, Hanpumep 3akoH CLUA "O sawuTte
NNYHbIX CBefeHUN feten B uHTepHeTe" (COPPA) 1 leHepanbHbli pernameHT EC o 3awuTe
nepcoHanbHbix faHHbix (GDPR) . Kpome Toro, B peknaMHbix SDK, KOTOpble UCTONb3YHOTCS B
pecypcax ona geTten, HeobxoAMMO OTKIIOUNTL NEPCOHANN3NPOBaHHYIO PeKaMy, pekniamy Ha OCHOBE
WHTEPECOB, a TakXe PeMapPKETUHT.

« OrpaHwnybTe BbibOp napgatenen ¢opmatamu o6bABIEHMIN, COOTBETCTBYIOLWMMM NPaBMiam B
OTHOLIEHUN PEKTaMbl U MOHETM3aLMUM NPOrpammbl “MpunoxeHns ons Bcerm cemMbn” , @ Takxe
TpeboBaHusM nporpammsl "OpgobpeHo npenogasatensmu”

- Ecnu gng nokasa peknambl 4eTaM UCMONb3yeTCcs TEXHONOrna HasHauyeHus CTaBoOK B peanbHOM
BpeMeHH, ybepgmnTech, 4To dpansbl 06bIBNEHNS MPOBEPEHDI, @ Y4aCTHUKAM ayKLMOHa NPUCBanBaOTCS
MHONKaATOPbl KOHOUOEHUMANbHOCTH.

+ Ytobbl NOATBEPAUTL COOTBETCTBUE peknamMHoro SDK npaBunam, npegoctaBste Google TecToByto
BEPCUIO NPUSTIOXEHUNS 1 BCE HEOBXOAMMbIE CBEAEHMS B crielmnansHon dopme . CBOEBPEMEHHO
oTBEYalnTe Ha NocneaytoLLne 3anpockl MHopMaLun. Hanpumep, oTnpaBnsanTe fgaHHbIe O HOBbIX


https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9893335
https://support.google.com/googleplay/android-developer/answer/9888076
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https://support.google.com/googleplay/android-developer/answer/9888076
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https://support.google.com/googleplay/android-developer/answer/9893335
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https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1

BEPCUAX MPUIOXEHNS BMECTE C TECTOBbIM NMPUIOXEHNEM, YTOBbI MOATBEPXAATH COOTBETCTBUE
Bepcun peknamHoro SDK BceM Tpe6oBaHUAM K CaMOCTOATENBHON cepTUdUKaLmu.

« [poxopunTe camMoCToATENbHYIO CepTUGMKaLMio , YTOBbI MOATBEPXAAaTb COOTBETCTBUE HOBbIX
Bepcun MpaBunam nporpammbl 4ns paspabotumkos npunoxeHun B Google Play, B ToM uncne
npasunam nporpammsl "TpUnoxeHns ons Bcen cemMbu'.

lMpumeyarne. PeknamHbie SDK ¢ caMOCTOSTEIbHOM CEPTUPUKALNEN B MPUITOXEHNSIX [J18 BCEN CEMbU
HEO6X0[MMO UCIONL30BATb /15 10Ka3a OObSIBIEHUI B COOTBETCTBUM CO BCEMU 3aKOHAMU U
1O/TOXKEHNSIMY, CBS3aHHBIMU C BETbMU U MOTEHUMNAESIBHO MPUMEHUMBIMU K AESITENEHOCTU U3AAaTENEH.

MoppobHee 0 BOLAAHbIX 3HAKaX B KpeaTUBax U NPefoCTaBieHU TECTOBON BEPCUMN NMPUNTOXKEHNS
TpeboBaHus K NnaTdopMam MefMaLMm, MOKa3blBaOWMM Peknamy AeTaMm:

+ CnepyeT UCMOJb30BaTb TONMbKO peknamHble SDK, npollegwme caMoCcTOATENbHYO CepTUdMKaLMIO B
pamkax MporpamMmbl pekiaMbl B MPUIOXKEHUSX 415 BCEA CEMbU, UMW MPUHUMaTbL Mepb,
rapaHTUpytoLLnE, YTO BCe 0ObABNEHUS Ha NnaTdopMax MegmaLmm byayT COOTBETCTBOBATb 3TUM
TpeboBaHUSAM.

+ HeobxoanMo nepepaeaTb MHGOPMALMIO O PEUTUHTE PEKITAMHOTO KOHTEHTA 1 O TOM, YTO pecypc
npegHasHayeH ans geTten.

MN3yunte cnncok peknamHbix SDK, npoLeaLumnx CaMoCTOATENbHYO CEPTUDUKALLMIO B MPUIOXEHUSX AN1S
BCEMN CEMbMU, N KOHKPETHbIE BEpCUM Takmx SDK

Ecnv Bbl 3HaeTe opraHM3aLum, XenatwLme CaMoCToaTENbHO cepTUdULMPOBaTL peknamHble SDK, Bbl
MOXeTe OTNPaBUTb UM GOpPMY

HaHHble ona Google Play n npogsuxeHue

MeTopbl, KOTOpPbIE Bbl NPUMEHSIETE A1 NPOLBUXEHNS CBOEMO NMPUIIOXEHUS, 3HAUNTENIBHO BUSIOT HA
BocnpusaTe Google Play nocetutensmu. He ncnonbayiTe HU3KOKAYECTBEHHYIO PEKNaMy 1 craM, a
TakXXe He 3aBblluanTe NONyASPHOCTb NMPUIOXEHNS NCKYCCTBEHHO.

I'Ipo,u,BleeHme NPUNJIOXKEHNA

3anpelyeHo ny6bnmMkoBaTb NPUNOXEHWS, MPSIMO N KOCBEHHO CBA3aHHbIE C METOLAMU MPOLABUXEHUS,
KOTOpble BBOAST B 3abMyXAeHWNE UK MHBIM 06Pa3oM NPUUUHAIOT BPER, NOMNb30BaTENsAM, @ Takxke
coobLecTBy paspaboTumkoB. CUMTAETCS, YTO METOLbI BBOAST B 3ab6MyXAEHUE U MPUYUHSIIOT BPeq, ECNu
OHM HapyLwatoT MpaBrna NporpamMmsl Afis paspaboTyMKOB.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

« Moka3 peknambl, BBOASLLEN B 3a0MyXAEHNE , B MPUNOXEHWSX, HA CalTax 1 Opyrux pecypcax.
Hanpumep, K Hen OTHOCATCS OOBABNEHUS, MOXOXME HA CUCTEMHbIE YBEAOMIIEHMS.

+ MNoka3s peknambl CEKCYaNlbHOro XxapakTepa A NepeHanpasieHnst MoNb30BaTENEN Ha CTPaHULY
npunoxeHusi B Google Play.

« MNpopBMXeHNe 1 YyCTAHOBKA, B pe3yNibTaTe KOTOPbIX MPOUCXOAUT NepeHanpaBneHne nonb3oBaTenen B
Google Play unu ckauvBaHune npunoxexus 6e3 npenBapuTenbHOro 3anpoca.

» MNpOABMXEHME C NOMOLLbIO HeXenaTeNbHbIX SMS-paccChinok.

+ [lobaBneHve B UMs pa3paboTumnka, Ha3BaHMe UM 3HAYOK MPUTOXKEHUS TEKCTA UM N30BPAXKEHNI CO
CBefeHNsIMI O perTUHre nnn ob ycrnexe npunoxeHus B Google Play, LeHamu 1 peknamon, a Takxe
nHdopMaLmen 06 yyacTumn B CylwecTByowWwmx nporpammax Google Play.

Bbl 0653aHbI cnegnTb 3a TEM, yTO6bI 3TN npasuna CO6J'IPO,D,aJ'IMCb B PEKJTaMHbIX CeTAX, MapTHEPCKNX
nporpamMmax un 0ObABNEHUSX, CBA3aHHbIX C BallMM NPUNOXEeHNEM.


https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/12253906#families_self-certified_requirements
https://support.google.com/googleplay/android-developer/answer/9536665
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https://support.google.com/googleplay/android-developer/answer/9283445
https://support.google.com/googleplay/android-developer/?p=adnet
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https://support.google.com/googleplay/android-developer/answer/9888077
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https://support.google.com/googleplay/android-developer/answer/9878810

MeTapgaHHbIe

N3 onuncaHuns NPUNOXeHNAa NoNb3oBaTeIn Y3HatoT O ero CI)yHKLI,I/IHX N HasHayeHuun. Mol 3anpewaem
I'Iy6J'IVIKOBaTb NPUNOXeHNAa C NOXXHbIMU, HENPaBUITbHO OTq)OpMaTVIpOBaHHbIMI/I, HEOOCTaTO4YHbIMU,
HepeneBaHTHbIMU, USNULWLHUMKX NN HeQOoNYyCTUMbIMN MeTadaHHbIMU. K meTagaHHbIM, MOMUMO npoyero,
OTHOCATCA Ha3BaHME U ONnUCaHMe NPUNOXEHUS, €ro 3Ha4oK, CKPDUHLWOTbI N peKNaMHble M306pa)KeHI/IFI, a
TakK>XXe Ha3BaHune KOMI'IaHVIVI-paSpa6OT‘-|VIKa. OnuncaHune npUNoXeHna OOonXXHO ObITb MOHSATHbLIM U
rPaMOTHbIM. MbI Takxe 3anpelwaemM BknoYaTb B onncaHne OT3biBbl nonb3oBaTenen 6es YKa3aHu4A
aBTOpa untTathbl.

HasBaHWe 1 3HaYOK NPUNOXEHMS, a TakXKe Ha3BaHMe KOMMaHUU-pa3paboTumnka No3BoNgoT
nosnb3oBaTeNsM HaxoaMTb NPOAYKT U y3HaBaTb O HeM. He cnepyeT [o6aBnaTb B 9TW MeTafaHHble
CMaMInKK, 3MOL3N UM NOBTOPSAOLLMECS CrielanbHble CUMBOMbLL. He ncnonb3ynTte npu HanncaHum
TONbKO 3arnaBHble ByKBbl, €CNN 3TO HE YacTb Ha3BaHWs Balero 6peHaa. He nobasnanTte B 3Ha4OK
NPUNOXEHNS CUMBOJIbI, BBOAALLME B 3abNyXAEeHWe, HanpuMep UHAMKATOP HOBOro coobLieHus (Mpu
OTCYTCTBUM TaKMUX COOBLLEHWNI) UM CUMBOJIbI CKaUNBaHWS/YCTaHOBKM, ECJIN NMPUIOXEHNE HE CBS3aHO
CO CKauMBaHMEM KOHTEHTa. B Ha3BaHMM NPUNOXEHMS LOMKHO 6bITh He 6onee 30 cumBosos. B
Ha3BaHWeE ¥ 3HAYOK MPUIOXEHMS, a TaKXKe B MMS pa3paboTumka Henb3s [o6aBnaTb TEKCT UK
N306paxeHNs CO CBEAEHMSIMU O penTuHre unm ob ycnexe npunoxenus B Google Play, ueHamu n
peknamon, a Takxe ¢ MHGopMaLmen 06 yyacTun B CyLecTByioLmx nporpammax Google Play.

Kpome Toro, B cootBeTCTBUM C NpaBunamm Google Play onsg pasapaboTymkoB Mbl MOXEM 3aMpPOCUThb Y
BacC W Apyrve gaHHble.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

30 © 9.4 N 10:00

X RescueRover

The best way to find a new furry friend!

RescueRover lets you use your Android device to
search for rescue dogs.

See how much our users love us:

"It was easy to find the right dog for me and my family!"

It's the #1 app after Pet Rescue Saga, but in real life!

50% cooler and 100% faster than FidoFinder

Qu can see black dogs, brown dogs, white dogs, big
dogs, medium dogs, small dogs, dog leashes, dog
training books, dog bowls, dog toys, dog accessories.
dog, dogs, rescue, shelter, animal, pet, pets, adopt,
foster, puppy, puppies, dogs including:

1) golden retriever
2) labradoodle

) poodle

) chihuahua

) akita

) pug

)

3
4
5
6
7) rottweiler

(D AHOHUMHbIE OT3bIBbI NONb30BATENEMN.
(2) CpaBHeHMe NpUnoXeHun nnm 6peHos.
(3 Brioku CnoB., a TakxKe BepTUKaNbHbIE UM FOPU3OHTasbHbIE CMIYCKM CIIOB.
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Crane: travel PLANNER!!

* TravelCompany 7t ("7 )

UPDATE
NOW

(D Crosa, cocTodliMe TOMbKO U3 3arnaBHbIx 6ykB (He YacTb Ha3BaHMa 6peHaa).

(@ MocnepoBaTenbHOCTM CreLmanbHbiX CUMBOIOB, HE UMEIOLLME OTHOLWEHUS K MPUNOXEHUIO.
(3 OMoa3K, cMannmku (BKoYas KAOMOL3M) U CreLmanbHble CUMBOSIbI.

(® CumBsonbl, BBOAALLME B 3a6NyXAeHME.

(® TekcT, BBOASIMI B 3a6nyXaeHMe.

 /1306paxeHuns unm TeKCT C yKkasaHWEM PeNTUHIa UK NoKasaTesnen NPUNoXeHUs, HanpuMep 3Hauku
Harpag vnv dpasbl "MpunoxeHune roga”, “N2 1", “Jlyywee npunoxeHne Google Play 20XXr.",
"MonynsipHoe" n T. A.

It's Magic - #1in magic games

Jackpot - Best Slot Machine

Rewards Game

0@
+ /1306paxeHns unm TeKCT C yKasaHWEM LiEHbI UNK C peknaMHon nHdopmaumeit, Hanpumep "Ckugka 10
%", "Kew6bak 500 pybnen”, "bBecnnaTHo B TEYEHNE OrPaHNYEHHOrO BPEMEHN" 1 T. 4.

@ O Basket - $50 Cashback

‘@ Gmart - On Sale For Limited Time

-

Fish Pin- Free For Limited Time Only

Golden Slots Fever: Free 100




+ N306paxeHns nam TEKCT C ykazaHueM nporpamm Google Play, Hanpumep “Bbibop pepakumn®,
"HoBoe" u gpyrux.

Build Roads - New Game

Robot Game - Editor's choice

BoT npuMepbl He[oOMYCTUMOrO TEKCTa, U306paxeHUn U BUA,EO Ha CTPaHULLe NPUIOXEHUS:
 /1306paxeHns 1 BULEO CEKCYanbHOro xapakTepa. He ncnonbaynte n3obpaxeHus rpyau, aroguu,
rEHUTaNNN Y NPOYNE OTKPOBEHHbIE PUCYHKM U GOTOrpadum YenoBeYecKoro Tena.

« HenpucTonHas nekcuka u gpyrne peyeBble KOHCTPYKLMKN, HeLOMNYCTUMbIE AN WWMPOKOW ayanuTopmu,
B OnuncaHum npunoxexus B Google Play.

« CueHbl HAaCKNMS Ha 3Ha4Kax NPUNIOXEeHNS, B PEKITaMHbIX M306pa)KeHVI9IX n BNOEO.

+ N306paxeHne ynoTpebneHns HapKOTUKOB, B TOM Yucrie B 06pa30BaTeNlbHOM, OKYMEHTANIbHOM,
Hay4YHOM UJIN XyOOXECTBEHHOM KOHTEHTE. [JaHHbIe Ha CTPaHMLE NPUSTOXEHMS JOSKHbI MOAX0AUTb
ana nioborn aygutopun.

BOT HeCKOsbKO COBETOB:

« PacckaxuTe, noyemy Balle NpurioXeHne 0COBEHHOE, YTO BbIAENSeT ero CPeam OCTaNbHbIX U YEM OHO
MOXET NOHPABUTLCA MOb30BATENAM.

+ Y6enuTech, YTO Ha3BaHWE M ONUCaHNEe faloT TOYHOE NPEACTABNEHNE O MPUSTOKEHMUN U ero GYHKLNSX.

+ He ucnonb3ynte NOBTOPSIOWMECH UM HE CBA3AHHbIE C NMPUNOXEHNEM KITHOUEBbIE CNOBA M CChIIKU.

+ OnucaHne NpUIoXeHWs JOMKHO BbiTb MPOCTLIM U NMOHATHLIM. KOPOTKME ONUCaHUS Nlerye yntath,
0COBEHHO Ha YCTPOMCTBAX C HEGONMbLUNM 3KPaHOM. CANLLIKOM ASIMHHbIW, HEMPAaBUITbHO
0T$OPMaTUPOBAHHbIN TEKCT, a TakXe JIMWHKME NOAPOBHOCTM 1 MOBTOPbI MOTYT HapyLaTb NpaBuna
Google Play.

+ He 3abbiBaiTe, YTO CTPaHMULLa Balero NpUIoXeH s LOMMKHA NOAXOAMTb AN1s WUMPOKOW ayautopun. He
ucnonbdynte B Google Play 3anpelyeHHble M306paxeHus, BULEO UMK TEKCT.

OLI,eHKI/I, OT3bIBbl 1 KOJTMYECTBO YCTAHOBOK

Pa3paboTunkam 3anpeLieHo NPeanpuHUMaTh NOMbITKM UCKYCCTBEHHO M3MEHUTb NO3ULMIO KaKoro-nnbo
npunoxeHus B pentuHre Google Play, HanprmMep ¢ MOMOLLbIO MOLEHHUYECKNX YCTAHOBOK, OMa4Y€HHbIX
WM TOXHBIX OLLEHOK 1 OT3bIBOB. TakXXe B MPUNOXEHWUN HEe paspeLleHo BO3Harpaxaarb nofb3osatenei
3a YCTAHOBKY APYrvX NPUIOXEHUI (ECNM 3TO ABNIIETCA OCHOBHbBIM Ha3HAYEHUEM MPUNTOXKEHNS).

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

. npOCb6bI OUEHNUTb NpUnoxeHne B 0OMEeH Ha noouwpeHune:
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= RescueRover Q +&

We'd love your feedback!

2 8. 8.8 ¢

Here at RescueRover, feedback is
very important to us. We'd love to
get your feedback on the Google
Play store.

For a limited time, we'll be offering
a 10% discount on all transactions
if you rate our app 5 stars.

Tap GET DISCOUNT to get started
and redeem your offer!

NOTNOW  GET DISCOUNT

@®B yBeOOMNIEHNN NONb30OBaTENIO NpefnaraeTca CKnaka B OBMEeH Ha BbICOKYIO OLLEHKY.

+ TOMbITKM M3MEHUTb NO3ULMIO MPUOXeHWs B peTnHre Google Play ¢ nomollbto ¢anbLumBbiX OLEHOK,
BbICTaBNSAEMbIX OT NKLA NOfb30BaTENEN.

+ My6nukaLms oT3bIBOB, KOTOPbIE COLEPXKAT HELOMYCTUMbIA KOHTEHT, U NMOBYXAEHWE K 3TOMY
nonb3oBaTenen. K TakoMy KOHTEHTY OTHOCSTCSI, MOMUMO NMPOYEro, MHGOPMaLMs O MapTHepaXx,
KyMnoHax 1 UrpoBbIX KOAAX, afpeca 3NeKTPOHHOM NMOYTbI U CChINKM Ha BEG-CalTbl Unu Apyrue
MPUNOXEHNS.
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& RescueRover Q

Alfie Chung i
Kk k kK 9/20/15 20
-

Found the perfect pup!

I've been looking for a long time for an app that
would help me find my new best friend. Thanks,
RescueRover team!

Reply from RescueRover on 10/5/15
Thanks so much, Alfie! We're glad you like the app
and love your new dog.

You can spread the word about RescueRover and
get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

Jack Lavelle i
A Kk 10/12/15

©

Nice app

| like the appointment scheduling feature.

Reply from RescueRover on 10/5/15
Thanks, Jack! Let us know where we can improve!

get a 10% off coupon at your local pet store!
http://goo.gl/Ujv8hh

(2 B 3TOM OT3bIBE 33 pekaMy NPUIOXKEHUS NOb30BaTENAM NPeanaraeTcs KyrnoH O CKUAKON.

I You can spread the word about RescueRover and

Mo oueHKaM 1 O0T3biBaM MOXXHO MOHATb Ka4eCcTBO npunoXxeHusa. nOSTOMy OHM [OJIKHbI 6bITb
YeCTHbIMUM U OTpPaXKaTb MHEHUSA HaCcTOoALWUX nonb3oBaTenien no TeMe. Bot HeCKoNbKo COBETOB O
TOM, Kak OTBeYaTb Ha OT3bIBbl NOJIb3OBaTENEN.

+ He yKnoHsnTecb 0T 06CYXAEHNS YNOMSHYTbIX MPOGIEM 1 HE MPOCUTE MOBbLICUTH OLLEHKY.

* YkasblBanTe CnpaBOYHble PECYPChI, HaNpUMep NPEROCTaBLTE afPEC SNEKTPOHHOMN MOYTLI CIYXObl
nopaepxkun nam URL cTpaHuubl ¢ 4acTo 3afaBaeMbIiMy1 BONPOCaMU.

BospacTHble orpaHnyeHmns

CucTteMa BO3pacTHbIX orpaHnyeHnin B Google Play cosgaHa pns Toro, 4tobbl pa3paboTyunky MOrn
coobLaTb NOL30BATENAM, AN1F KAKON ayaAuTOPUM NOAXOAAT NPUIOXEHUs B X cTpaHe. OHa BKIloYaeT
oduumanbHble kKaTeropun MexayHapogHou Koanuummn BospactHou knaccudurkaumm (IARC)
MpepcTtaButenbctsa IARC B OTAENbHBIX CTPaHax Npv onpeaeneHny BO3pacTHON KaTEropumn KOHTEHTa B
MPUNOXEHWUN CNERYIOT COOTBETCTBYIOLMM PEKOMEHAALMAM. 3anpelleHa nybmnkaLumns npunoxeHmn 6es
yKa3aHWIN BO3PACTHbIX OrpPaHUYEHUN.

[ns yero Hy>KHbl BO3PAaCTHbIE OrpaHUYEHNS

BO3paCTHbIe orpaHunyeHmna noMorarT KIIMeHTaM (OCO6€HHO pO,D,VITeJ'IﬂM) MOHATb, €CTb 1N B
NPUNOXeHnn NoTeHUuanbHO HeXenaTenbHbIN ONS HUX KOHTEHT. OHM NO3BONSAOT 6J'IOKI/IpOBaTb nnn
q)MJ'IprOBaTb KOHTEHT ONnd OTAENbHbIX ﬂOJ'IbBOBaTeﬂeIZ, a TakXe onpepneneHHbIX CTpaH 1 permoHoB B
COOTBETCTBUM C 3aKOHOAATENbCTBOM. C NOMOLLbIO BO3PACTHbIX OFpaHVILIeHVIVI MOXHO OLUEHUTb, €CTb TN
Y NpUnoXeHnsa npaBo y4aCTBOBaATb B cneunalibHbIX NporpamMmax ong paspa6owvn<os.

Kak npuceanBaroTCAd BO3PaCTHbI€ OrpaHn4YeHusa

YT106bI MONYYNTL BO3PACTHOE OrpaHnyeHne, HeoBXoaMMO 3anoNHUTb aHkeTy B Play Console . B Hewn
HY>XHO NOAPOBHO OMMCaTb BECb KOHTEHT B NMPUIOXEHUW. Ha OCHOBE BalLMX OTBETOB HECKOJbKO


https://www.globalratings.com/
https://www.globalratings.com/
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire
https://support.google.com/googleplay/android-developer/answer/188189#questionnaire

YMOSIHOMOYEHHbIX OPraH13aLMi NPUCBOSAT NPUITOXEHUIO ONPERENeHHOe BO3PaCTHOE OrpaHnYeHue.
VickaxeHne $akToB O KOHTEHTE MOXET NMPUBECTU K YAANEHUIO U BTOKUPOBKE MPUMIOXKEHUS, MO3TOMY
BaXXHO NPEfOCTaBNUTb Kak MOXHO 6onee TOUHYH MHbOpPMaLLMio.

3anonHUTb aHKETY HYXHO NS KaXA0ro NPUIOXEHWS HE3aBUCKMMO OT AaTbl Ny6nnKaLum, MHaue emy
byneT npucBoeH ctaTyc "bes knaccuoukauunn®. Takne npunoxeHus yganatotcs ns Google Play.

Ecnu Bbl BHOCKTE B KOHTEHT UMM GYHKLMN NPUSTOXKEHNS USMEHEHWS, KOTOPbIE BNAIOT Ha OTBETHI B
aHKeTe, Bbl JOMKHbI 3anonHNTb ee B Play Console ewé pas.

YT06bI y3HaTb H0sblle 06 OpraH13aLMsX Mo OLEHKE KOHTEHTa W O TOM, KaK 3arofIHUTb aHKeTY,
nepengnte B CrpaBOYHbIN LEHTP

Kak ocnopuTb BO3pacTHOE OrpaHnyYeHne

Ecnv Bbl He cornacHbl ¢ MPUCBOEHHBIM OrpaHMYeHneM, NopanTe anennsaumio Hanpsmyto B IARC. [ns
3TOro nepenguTe Nno CChisike B cepTudmKaTe, NoslyYeHHOM Mo 3NEKTPOHHOM MoYTe.

HoBocTu
HOBOCTHOE NPUNOXEHNE — 3TO NPUSTOXKEHME, A1 KOTOPOro BEPHO OAHO N3 YTBEPXAEHMN:

+ B Google Play Console pa3paboTuuk yka3arn, 4To NpUIOXeHNE SBNSETCS HOBOCTHbIM.

« B Google Play npunoxeHne onybnmMkoBaHO B KaTeropum "HOBOCTU 1 XypHasbl", U B €r0 Ha3BaHWK,
3Ha4Ke, ONMCaHUN UK Ha3BaHMM pa3paboTymka ecTb CNOBO “HOBOCTHU".

MpuMepbl MPUOXEHMI B KaTeropmmn "HOBOCTM 1 XypHasbl'":

» [prnoXeHns, B ONMCaHUM KOTOPbIX UCNONb3YeTCs COBO "HOBOCTU" UK ero BapuaHTbl, Hanpumep:
- HoBocTw.
» HoBOCTHOE nagaHue.
+ CpOuYHble HOBOCTH.
+ MeCTHble HOBOCTW.
» ExxepgHeBHblIE HOBOCTMW.

« MpUNoXeHus, B Ha3BaHNW, 3HaYKe UM Ha3BaHMKN Pa3pPaboTUmnKa KOTOPbIX COLEPXMUTCS CNOBO
"HoBOCTN".

MpUOXeEHWS, B KOTOPbIX MPEUMYLLECTBEHHO MyBNMKYeTCs NMoNb30BaTeNIbCKUA KOHTEHT (Hanpumep,
coumasbHble CETU), HE CYMTAIOTCH HOBOCTHBIMMU.

HoBoOCTHbIE NPUNOXeHN], Tpe6yrouJ,V|e O¢OpMJ’IeHVI9I noanncku, OOMKHbl AaBaTb NOJIb3OBATENAM
BO3MOXHOCTb O3HAaKOMUTbCA C NpUMEepPaMn KOHTEHTa Nepen I'IOKyI'IKOIZ.

HoBoCTHbIE NPUNOXeHNAa OOJIKHbI:

YkasbiBaTb MHGOPMALMIO O BNafesbLax NPUNoXeHNs N MICTOYHNKOB HOBOCTHbIX CTaTel, BKIIoYas,
NOMKMO NPOoYeEro, ceeaeHns o6 opurnHanbHOM UapaTene Unmn aBTope Kaxaon ctatbi. Ecnv ykasaTb
OTAENbHbIX aBTOPOB HEBO3MOXHO, OPUrMHANbHLIM U3AaTeNeM CcTaTeln JOMKHO CYMTaTbCa HOBOCTHOE
npunoxenune. ObpaTUTe BHUMAHWNE, YTO CCbINIKM Ha akkayHTbl B COLMaNbHbIX CETSX HE ABMA0TCA
LOCTaTOYHOM MHbOpMaL el 06 aBTope unu nsgaTerne.

+ Ony6nMKoBaTb Ha canTe UM B MPUNOXEHUN OTAESNbHYIO CTPaHuMLY, KOTopas ACHbIM 06pa3oMm
0603HaYeHa kak CTpaHuLa C KOHTaKTHON MHPOPMaLMEN, KOTOPYIO NIErko HanTu (Hanpumep, no
CCbIIKE B HUXHEN YaCTU rMaBHON CTPaHULLbI MY Ha NaHeNy HaBUraLMm canTa) 1 KoTopas COgepXuT
aKTyanbHYO KOHTAKTHYIO MHPOPMaLMIO U3haTeNs HOBOCTEN, BKIOYas KOHTAKTHbIN afpec
9NEKTPOHHOM NOYTbl UK HoMep TenedoHa. ObpaTTe BHUMaHME, YTO CChIIKM Ha aKKayHTbl B
COLManbHbIX CETAX HE CUMTAIOTCS AOCTAaTOYHOWN KOHTaKTHOW MHbOPMaLMEN.

HoBOCTHbIE NPUNOXeHNd He OOJIXKHbI:


https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189#ratings
https://support.google.com/googleplay/android-developer/answer/188189
https://support.google.com/googleplay/android-developer/answer/188189

+ copepxaTb MaTepurarnbl C IBHbIMU rpaMMaTUYeckumMmn n opdorpaduryecknmm owmnbkamu;

+ cofepXaTb TONbKO CTAaTUYECKMIN KOHTEHT (Hanpumep, MaTepuralbl, KOTopble He 0BHOBNAIMCH Bonee
Tpex Mecaues);

* UMETb B KAYeCTBE OCHOBHOW Lienn nonyvyeHne ooxoga oT peKnaMbl nnm I'IapTHepCKVIVI MapKEeTUHT.

O6paTnTe BHUMaHUWE, YTO HOBOCTHbIE MPUOXEHUS MOryT UCMOMNb30BaTh PEKNaMy 1 Lpyrue GbopMmbi
MapKeTWHra s NonyyYeHus AOX0A3a, ECNIM OCHOBHON LiENbIO MPUIOXEHNS HE ABNSETCS peannsaums
NPOAYKTOB 1 YCAYT UMM NMOMyYeHne [OXOAa OT peksiambl.

HOBOCTHbIE NPUIOXEHNS, KOTOPbIE arpPernpyroT KOHTEHT U3 Pa3HbIX U3OAHWUI, BOMKHbI ABHO yKasblBaTb
NCTOYHUKN KOHTEHTa, Npnyem Ka)KJII,bIIZ N3 HUX OO/MKEH COOTBETCTBOBATb NpaBniaM B OTHOLWEHUN
HOBOCTEWN.

Monpo6HbIe CBEAEHNMS O TOM, Kak Jyylle BCEro NpefocTaBuTb HEOBXOAUMYHO MHGOPMAaLMIO, MOXHO
HaWTK B 3TOM CcTaTbe

CnaM 1 PpyHKLMOHANbHOCTb

MPUNOXEHMs LOMKHbI COAEPXaTb XOTA 6bl MUHUMAaSIbHbIN HABOP GYHKLMIA 1 paboTaTb KOPPEKTHO. Ecnun
B NPUIOXEHUM MOCTOSHHO NPOMUCXOAAT c60M, a Takxe ecnv OHO 6eCrnoneaHo Uan Co3[aHo ang
pacnpocTpaHeHus cnama cpeam nonb3osatenen 6o B Google Play, To Takoe NpunoxeHne He UMeeT
HMKAKOW LLeHHOCTH.

Cnam

3anpeLeHo nybnnmkoBaTh CKOMMPOBaHHbIE N HU3KOKAYECTBEHHbIE MPUMOXEHNS, @ TaKXXe NPUITOXEHNS,
pacnpocTpaHsoLme cram.

CnaMm B coobueHusax

3anpeLleHo NybnmkoBaTb NPUTOXEHUS, KOTOPbIE OTNPABNAIOT OT UMeHW nonb3oBaTens SMS, nucbma u
Lpyrve Buabl COOBLEHNI, HE faBas NoNb30BaTeNto BO3MOXHOCTW NPOBEPUTb COAEPXKAHME U
nonyvatens.

BoT npuMep pacnpoCcTpPaHEHHOro HapyLeHUs:

« Mocne HaxaTus KHOMKK "TloaennTbcs” NPUNOXEHNE aBTOMATUYECKM OTNPABASET COOBLEHUS OT
MMeHW nonb3oBaTens. Y nonb3oBaTens HET BO3MOXHOCTU NPOBEPUTL TEKCT COOBLLEHNI U BbIBpaTb


https://support.google.com/googleplay/android-developer/answer/9949730
https://support.google.com/googleplay/android-developer/answer/9949730

nonydatenen.
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Big Bus Info

Sent messages L

Like this app?

i . . Petter Waugh 21:03
Share it with your friends -

Congratulations, you have won a
free trial ..

Tanya Mayer 2108
Congratulations, you have won a
free trial...

Lisa Smith alived

Congratulations, you have won a
free trial ..

Albert Brown 08
Congratulations, you have won a
free frial...

Jahir Swift :03

Congratulations, you have won a
free trial...

Ronald Francis 208
Congratulations, you have won a
free frial...

CnaM c uenbio nepeHanpasnenns Tpaduka

3anpelyeHo nybnmkoBaTb NPUOXEHWS, OCHOBHOW LIeSblo KOTOPbIX SBASIETCS NpuBneyeHne Tpaduka Ha
Beb6-canT 6e3 paspelleHns BragesnbLa Uin agMMHUCTpaTopa canTa.

Bort npunMmepbl Haubonee pacnpoCcTpaHeHHbIX Hapyl.ueHm)'l:

+ MpUIoXeHNs, OCHOBHOM LSbiO KOTOPbIX ABMISETCS NpuBReYeHne Tpadrka nepexonos Ha Be6-canT
N9 fanbHenwWero nonyyeHns 60HYCOB 3a KONMYECTBO PErncTpaLuii Unmn rnokyrnok Ha 3ToM Be6-
caunre.

« [MpUNoXeHWs, OCHOBHOW LiENb0 KOTOPbIX ABNSETCA NpuBReYeHne Tpaduka Ha Beb-cant 6e3
pa3peLieHus:
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Free shipping m (¢
About ®
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(21,649)

Compare prices from 50+ stores

More style options

(@ 370 NpunoxeHue HasbiBaeTcs "BbirofgHble ToBapbl y Teaa” M NpocTo nepeHanpasnseT
nonb3osaTenen B Google Mokynku.

MoBTOPAKOWMACA KOHTEHT

3anpeLyeHo ny6nmMKoBaTh NPUITOXEHUS, KOTOPbIE NMOTHOCTHIO MOBTOPSIOT APYIME NMPUNOXEHNS, YXKe
pa3melleHHble B Google Play. Kaxpoe npunoxeHvie fOMXHO NPefoCTaBNsTbh YHUKANbHbIA KOHTEHT UK
ycnyry.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

. KOHMpOBaHVIe KOHTEHTa 13 Opyrunx ﬂpMJ’IO)KeHI/II;I 6e3 nepepa60TK|/| n lIJ,OI'IOJ'IHeHl/Il‘/lI.

+ CospaHne HeCKomNbKMX MNPUNOXEHUI C OYEHb MOXOXUMU QYHKLMAMM, KOHTEHTOM 1 BO3MOXHOCTSMMU.
Ecnu 06beM KOHTEHTa B KaXXA0M M3 TakUX MPUNOXEHWN HEBENTK, BO3MOXHO, crieflyeT onybnmkoBaTb
OLHO NPUNOXEHNE, 06 bEANHSIOLEE BECb KOHTEHT.

seePre

Paint Clouds Paint Clouds Paint Clouds Paint Clouds

on Monday on Tuesday on Wednesday on Thursday

X¥Z Developer X¥Z Developer XYZ Developer XVZ Developer
PyHKUMOHANBHOCTb

Y6enutech, 4TO Balue NPUNoXeHne paboTaeT CTabuibHO M KOPPEKTHO, a TakxKe NpeacTasnser
LeHHOCTb A1 Nonb3oBaTenen.

BoT npuMep pacnpocTpaHEeHHOro HapyLeHMs:



. npl/an)KeHMFI, He BbIMOJIHAIOWNE HNUKaKNX prHKLI,MIZ.

= Challenger

HepaboTatlowume npunoxeHuns

3anpelyaeTcs Ny6nMKoBaTh NPUNOXKEHUS, KOTOPbIe fatoT c6oUn, NPUHYAUTENBHO 3aKPbIBAKOTCS,
3aBMCaIOT UK PaboTatoT C APYrMMM olnbKamu.

Bort npunmMmepbl Haubonee pacnpoCcTpaHeHHbIX Hapyl.ueHm)'l:

+ MpunoxeHne He ycTaHaBNMBaeTcs.



« MpunoxeHve ycTaHaBNMBaeTCsl, HO HE OTKPbIBaeTCs.

Loading... Unfortunately app has stopped.

. T
Report OK

. anInO)KeHMFI, KOTOpPblE 3arpy>arwTCcsa, HO He OTBeYaloT.

Photons isn't responding

Close app

Wait

Hpyrvne nporpamMmmsl

Bce npunoxeHus, pacnpocTtpaHsieMble Yyepesd Google Play, oomkHbl COOTBETCTBOBaTL TPEOOBAHUSM B
OTHOLLUEHUW KOHTEHTA, KOTOpble pasMelLeHbl B 3ToM LieHTpe npaBun ana paspaboTunkos. OgHako ecnu
NPVNOXeHNe co3aaHo Ans 0cobeHHbIX GyHKUMMA Android, MOryT Cyww,ecTBOBaTb AOMNONHUTENbHbIE



ycnosua. O3HaKOMbTECbH CO CMUCKOM HuKe. BO3MOXHO, Kakne-To 13 3Tux npaBnn OTHOCATCA K BalleMy
NPUNOXEHNIO.

MNpunoxeHua ona Android C MrHOBEHHbIM 3aryCKOM

MpunoxeHns ans Android ¢ MrHOBEHHbBIM 3aMyCKOM JOSXKHbI ObITb YLOOHBIMU B UCMOSIb30BAHWK, @
TakXe COOTBETCTBOBATb CTaHAAPTaM KOHGUAEHLMANBHOCTM 1 6e30NacHOCTM. YTOBbI 4OBUTLCS 3TOrO,
Mbl pa3paboTanu creunanbHbie npasuna.

PaspaboTumku, xenawuimne pacnpocTpaHsaTb yepes Google Play npunoxenus gna Android ¢
MrHOBEHHbIM 3arMyCKoM, AOMKHbI COBI0AaTb 3TV NpaBuna Hapsay C ocTanbHbIMK MpaBunamm
nporpamMmbl Ans paspaboTumKoB.

NoeHTudumkaums

Ecnv npunoxXeHue ¢ MrHOBEHHbBIM 3aMyCKOM MPeLNonaraeT BXOf, B aKkayHT, B HEr0 He06XxoaMmMo
nHTerpuposatb GyHkumio Smart Lock ans naponeu

Moppepikka CCbINoK

Ecnu Heob6xoanMo nepeHanpaBnTb Nonb3oBaTeNsd U3 O[HOro NPUIOXEHNs B Apyroe, cnegyet
peann3oBaTb Nepexop, B NPUIOXEHNE C MIHOBEHHbIM 3aMyCKoM (€Civ 9TO BO3MOXHO), a He
ncnonb3oBaTb KOMNoHeHT WebView

TexHU4Yeckune xapakTepUCTUKN

Mpw pa3paboTke NPUNOXEHUA C MFTHOBEHHBIM 3anyckoM 0693aTefibHO cobntofanTe TexHuYeckne
TpeboBaHus Google, KOTOpble MOTYT MEHATLCS BPEMSI OT BDEMEHU, B TOM UnCne TpeboBaHus,
nepeyncneHHble B OTKPbITON [OKYMEeHTaLum

MpepnoXxeHne yCTaHOBUTb MPUIOXEHUE

MpunoXeHne C MrHOBEHHbIM 3aMyCKOM MOXET NpepsiaraTb YCTaHOBUTb MPUSTOXEHME, HO 3TO He [OSXKHO
6blTb €ro OCHOBHOW dyHKLMen. KpoMe Toro, BomKHbI CObMoaaThCs crepytowme TpeboBaHus:

 Mcnonb3yeTca cTaHgapTHLIN 3Havok Material Design "YcTaHOBUTL" 1 KHOMKa C HAGMUChIO
"YctaHoBuTb".

 Micnonb3yeTtcs He 6onee 2-3 CKPbITbIX NPELNOXEHNA YCTAHOBUTL NPUTOXEHKE.

« MNpepnoxeHre 06 yCTaHOBKE He MOXOXe Ha peknamy (HanpuMep, Henb3si UCNONb30BaTb BaHHEPDI).

[ononHuTenbHble CBEAEHUS 1 yKazaHunsg MOXXHO HaWTK B 3TON CTaTbe

BHeceHne n3aMeHeHun B yCTPOUCTBO

MpUNoXeHne C MrHOBEHHbIM 3aMyCKOM He [OMKHO BHOCUTb B YCTPOMCTBO NOMb30BaTeNs U3SMEHEHMUS,
KOTOpble COXPaHATCA AoNblue, YeM paboTaeT camo NpUIoXeHue. Hanpumep, OHO He [OMIKHO MEHSTb
060U UNM co3paBaTb BUOXKET Ha MaBHOM aKpaHe.

BupumocTb paboTbl NpUoXeHus
[Tonb3oBaTtenb [OO/MKEH 3HaTb, YTO NPUNOXeHne ¢ MrHOBEHHbIM 3anyCKOM pa60TaeT. CKprBaTb q)aKT
pPaboThbl MPUNOXEHNS OT MNONb30BATENS HEJb3S.

NpeHTndukaTopbl ycTponcTea

Y NPUNOXEHNs C MFTHOBEHHBIM 3aMyCKOM He AOMKHO 6bITb OCTYNa K MAEHTUdMKaTOpaM yCTPOMCTBa,
KOTOpble OCTaOTCS NOCNe 3aBepLIEHUs PabOTbl MPUIOXEHUS, €CNK MPU 3TOM NONb30BaTENb HE MOXET
CMEHUTb UX. Heckonbko NprMepoB:


https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://developers.google.com/identity/smartlock-passwords/android/
https://developers.google.com/identity/smartlock-passwords/android/
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https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://developer.android.com/topic/google-play-instant/game-tech-requirements
https://material.io/icons/#ic_get_app
https://material.io/icons/#ic_get_app
https://developer.android.com/topic/instant-apps/ux-best-practices.html
https://developer.android.com/topic/instant-apps/ux-best-practices.html

+ Homep Build Serial;

+ MAC-appeca ntobbix CETEBbIX NMPOLECCOPOB;

+ IMEI-kop n Homep IMSI.

MpunoxeHne MOXET NONYYNTb [OCTYN K HOMeEpPY TenledoHa C paspeLleHmns nonb3oBaTens. Pa3paboTumk

He OOJIXXEeH MbiTaTbCa onpenennTb MIMYHOCTb NONb30BaTeENd C MOMOLbIO 3TUX I/I,D,eHTI/I(bI/IKaTOpOB nnn
OPYrnx naHHbIX.

CeTteBou Tpadpuk

CeTeBoi TpadumK BHYTPU NPUIOKEHUS C MTHOBEHHBIM 3aryCKOM LOMKEH WNPPOBATHCS C MOMOLLbIO
npoTokona ctaHpgapTa TLS, Hanpumep HTTPS.

MNpaBuna Android B oTHOIEHMMU 3MOA3U

MpaBuna B OTHOLIEHMN 3MOA3M NPU3BaHbl 06€CNeYnTb NHKITH3NBHOE 1 eAMHO0BpPasHoe
B3aMMOAENCTBME MeX Iy NoSb30BaTeNIMu. B CBA3KM C 3TUM BCe NpunoxeHus ana Android 12 v Bblwe
LLOSIXHbI MOAAepXMBaTb NoCNefHow Bepcuio amMoasu Unicode

OHM y>e BOCTYMHbI B MPUIOXEHMUAX, NCTIONb3YIOLWMX OMOA3M N0 YMONYaHWo, 6e3 Nonb3oBaTebCKom
peanusaunm, Ha Android 12 1 Bbiwe.

MPUNOoXeHNs C NONb30BATENBCKMMUN 3MOA3M, B TOM YUCIIE U3 CTOPOHHMX BUBNNOTEK, LOMXKHbI
MOMHOCTbIO NOAAEPXKMBATL NnocnegHioo Bepcuto Unicode npu pabote Ha Android 12 1 Bbilwe B TeYeHUE
4 mecaueB nocre Bbinycka HOBbIX amMoA3n Unicode.

MHCprKLI,I/IVI no nopaepXxke COBpPEMEHHbIX aMOA3M COAepXKaTCA B PyKOBOLACTBE

V|CI'IOJ'Ib3yIZTe npuBeaeHHbIEe HUXXE NMpuMepbl 9MOA43M, YTObbI npoBepuUTb, COOTBETCTBYET /1 Balle
npunoxeHve nocnegHen sepcum Unicode:

Mpumepbl Bepcusa Unicode
A 4 15.0

L 14.0

“ @ oo 13.1

D9 13.0

o 1 W 121

= @ 48 12.0

CeMbM

Google Play — 310 yno6Has nnatpopma, roe pa3paboTunky MoryT ny6siMkoBaTb MPUNOXEHUS oS
nonb3oBaTenen nobbix BO3PacToB. Mpexae YeM BKIOYaTb NPUIIOXEHNE B Nporpammy “MpunoxeHus
ans Bcen cembn” unu pobasnatb B Google Play npunoxexue, ueneson ayguTopuen KOToporo
ABNAOTCA OeTn, y6e,u,|/|Ter, YTO OHO ,D,GVICTBI/ITGJ'IbHO noaoxoguT ongd ,u,eTe17| M COOTBETCTBYET
3aKOHOAATENbCTBY.

B Akapemuun ons paspaboTumMKoB MOXHO y3HaTb O TPEOOBaHMSAX K MPUITOXEHVSM AN OeTen 1
NpPOBepPKe N0 MHTEPAKTUBHOMY KOHTPOSIbHOMY CTIMCKY.

MNpasuna nporpammbl Google Play “lMpunoxeHuns gnsa scen cembn”

Korpa pogutenu BoiGMpakoT KOHTEHT AN CBOUX OETEN, OHU XOTAT, YTOBbI OH BblN1 KAYECTBEHHBIM 1
6e3onacHbIM. Ha 3Ton cTpaHuMue pacckasaHo, Kakum TpeboBaHWSM LOMKHbI COOTBETCTBOBATb
NPUNOXeHNd, KOTopble NnpeaHa3HavYeHbl ans BCEWN CEMbU UMK TONbKO ona ,que|7|.
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MoHsATUE "OeTn" MOXET TPaKTOBATbCs MO-PA3HOMY B 3aBUCUMOCTM OT CTPaHbl M cUTyaumun. YTobbl
y3HaTb, Kakne BO3pacTHblE OrpaHNYeHms NPUMEHSIOTCS K BalleMy MPUNOXEHUIO U Kakue
0693aTeNbCTBA Bbl [OMKHbBI COBNIOAATL Kak ero paspaboTumnk, NPOKOHCYNbTUPYNTECH C FOPUCTOM. Bbl
3HaeTe CBOE NPUIIOXEHME NyyLle BCEX, 1 TONbKO OT Bac 3aBUCUT, ByaeT nv oHO 6e30MnacHbIM Ans
neten.

Pa3paboTumnky MOryT 3anpoCUTb OLEHKY NMPUIIOXEHWI, COOTBETCTBYHOLWMX NPaBMIIaM NPOrpamMmbl
Google Play "MpunoxeHuns gns Bcen cembn”, ansg yyactus B nporpamme "OpobpeHo
npenofasaTensaMu”, HO Mbl HE FapPaHTUPYEM, YTO OHM ByayT B HEE BKITHOYEHDI.

TpebosaHus k npunoxxeHuto B Play Console
LleneBas ayanTopma M KOHTEHT

Mepeq nybnvkaLumen NpUNoXeHs HeO6X0AMMO BbibpaTh BO3PACTHYO rpynny B paspene Lienesas
ayouTopus v koHTeHT B Google Play Console. HesaBMCUMO OT TOro, Kakyto rpynmny Bbl yKaxeTe, Mbl
BYLEM yUnTbIBATb, ECTb N B BaLLEM MPUIOXEHUN N306paxeHUs 1 Gpasbl, 13-3a KOTOPbIX NPUIIOXEHUE
MOXHO CYECTb OPUEHTUPOBAHHbLIM Ha aeTen. KomaHpa Google Play octaBnseT 3a cobovi npaBo
NPOBEPSATb NPEAOCTABNEHHYIO MHGOPMALMIO O MPUIOXEHUN U ONPERENATL, TOYHO N BbibpaHa
Lenesasi ayautopus.

Ecnu Bbl yKaxeTe, YTO NpUNOXeHNe NpefHa3HayeHo TONbKO AN B3POChbIX, HO Google npuaeT K
Lpyromy BbIBOAY, Bbl CMOXeTe f06aBUTb L8 NONb30BaTENEN APAbIK C NPERynpexAeHNeM.

Heckonbko BO3paCTHbIX rPymnmn MOXHO BbIGpaThb TONbKO B TOM Clly4ae, ECAN Bbl TOYHO YBEPEHDI, YTO
NPUNOXeHWEe NOAXOAUT At BCEX HUX. HanpuMep, KOHTEHT A8 MasbllWen 1 OOLWKONbHUKOB LOJSIXKEH
OTHOCUTBCS TOMNbKO K KaTeropun "o 5 net". ECnun Bbl pa3paboTany NpuioxeHe ans y4eHnKoB
OnpefeneHHoro Knacca, Bbibepnte Hanbonee NOAXOASALWMIA BO3pacT. [Pynmnbl, BKOYatoLWMe u
B3POCHbIX, ¥ AeTeN, MOXHO YKa3blBaTb, TONIbKO €CJIN Balle NPUIIOXEHNE AeUCTBUTENbHO
npepHa3HayYeHo s BCex BO3PacTOB.

O6HoBneHus pasgena “LieneBas aygutopus U KOHTEHT"

Bbl MOXeTe B 1060 MOMEHT U3MeHNTb MHGOPMaLMIO B pa3fene "LieneBas ayauTopus U KOHTEHT" B
Google Play Console. YTo6bl HOBblE CBefieHMs nosBunnch B Google Play, HE06x0aMMO BbINyCTUTb
06HOBIIEHME , O[HAKO NPOBEPUTH UX Mbl MOXEM €LUé [0 TOro, Kak Bbl 3arpy3nTe HOBYIO BEPCUIO
MPUNOXEHMS.

Ecnu Bbl MU3MeHWNVW LeneByo ayanTopuio, [o6aBunv B NPUNOXEHNE peknaMy UK NAaTHbIN KOHTEHT, Mbl
HaCTOSITENIbHO PEKOMEHAYEM COOBWMTb 06 3TOM Nonb3oBaTensM. s 3TOro MOXHO UCMONL30BaTb
pasgen "Yto HoBOro" Ha cTpaHuue B Google Play nnvn yBenomMneHns B CaMoM NPUNOXEHUN.

UckaxeHune pakTos B Play Console

WckaxeHne dakToB o npunoxeHun B Play Console, B Tom uncne B pasgene "Lienesas ayautopus u
KOHTEHT", MOXEeT NPUBECTM K YAANEHUIO Unn BNIOKMPOBKE NPUIOXEHNS, MO3TOMY BaXHO NPefoCcTaBUTb
KaK MOXHO 6ornee TOUHyH MHpOopMaL IO,

TpeboBaHUs K NPUNOXEHUSAM ANS OeTen

Ecnn B Bally LeneByto ayanToputo BXOAAT AETU, Bbl OJIXXHbI BbINONTHATb NepeYvYnCclieHHble HXe
Tpe6OBaHMﬂ. Nx HeCO6J'I}O,D,eHVIe MOXEeT NpuBeCTU K yaaneHuto nnm 6J'IOKVIpOBKe NPUNoXeHnd.

1. KOHTEeHT npunoxeHus. [1eTam fomKeH 6biTb JOCTYMNEH TONIbKO NOAXOAAWMMA OS HAX KOHTEHT. Ecnn
B MPUSIOXEHWUN €CTb KOHTEHT, AOMYCTUMbIV HE BE3[e, OHO MOXET BbITb LLOCTYMHO TONBKO B PETMOHE,
e TakoW KOHTEHT CUMTAETCs MOAXOAAWMM ANs AeTen (orpaHuYeHs No pervoHam).

2. ®yHKUMM npunoxeHns. OCHOBHOW LENbO MPUIOXKEHUS He AOMKHA BblTb JEMOHCTPALMS canTa
yepes KOMNOHeHT WebView nnu npusneyeHne Tpaduka Ha canT 6€3 paspeLleHns ero BnagenbLa
UK agMUHUCTpaTopa.
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3. OTBeTbl Ha Bonpochl B Play Console. B Play Console Heo6x0a1MoO TOYHO OTBEYaThb Ha BOMPOCHI O
NPUNOXEHNN, a TaKKe 0BHOBNATb NPEROCTABIEHHYIO MHDOPMALMNIO, ECIIN B HEM YTO-TO MEHSIETCS.
MNMommmMo npouero, TpebyeTcs ykasblBaTb 4OCTOBEPHbIE AaHHble B pa3gene "Lienesas aygmutopus u
KOHTEHT", paspene 6e30nacHOCTM fAaHHbIX U aHkeTe IARC gng npucBOEHMS BO3PACTHOMO
OorpaHuYeHuns.

4. PaboTa ¢ gaHHbIMU. ECcnn Balle npunioxeHne cobupaeT Kakyto-nmbo MYHYo 1
KoHbMAeHUManbHyo HGopMaLmio geTen, B TOM Yncne ¢ nomolybio APl 1 SDK, Bbl 0653aHbI
coobwWwnTb 06 3TOM B BHON popMe. K KoHPMaeHLManbHoM nHdopMaLmMmn geTen oTHOCATCS,
Hanpumep, yYyeTHble faHHbIe, AaHHble C MUKPODOHA N KaMepbl, CBEAEHNS Ha YCTPOMCTBE,
npeHtTudukatop Android 1 faHHble 06 MCNONbL30BaHUM 0OBABNIEHUN. Takxke ybeamTech, YTo
NPUNoXeHWe COOTBETCTBYET CriefylolnM TpeboBaHUsSM:

+ TprnoxeHus, NpegHa3HaveHHble TONbKO AN AeTen, He [OMKHbI NepefaBaTb PEKNaMHbIi
noeHtudmkatop Android (AAID), cepuinHbin Homep SIM-KapTbl, CEpUNHLIA HOMep cbopku, BSSID,
MAC-agpec, SSID, IMEI-kog n/unn Homep IMSI.

+ MpunoxeHuns, eAMHCTBEHHON LIeNIeBON ayanTOPUEN KOTOPbIX SBASKOTCA AETU, HE [OMXKHbI
3anpalwmeaTth paspeweHne AD ID npu ucnonbsosaHum Android APl ypoBHsi 33 1 BblLLe.

« MpunoxeHus, NpegHa3HaueHHble A8 OeTen U B3POCIbIX, HE LOMIKHbI NepenaBaTh PEKTaMHBbIN
noeHtudmkatop AAID, cepuitHbin Homep SIM-kapTbl, cepuiHbIN HoMep c6opku, BSSID, MAC-
agpec, SSID, IMEI-kog w/vnun Homep IMSI, ecnv nonb3oBaTeslb pebeHOoK UK ero Bo3pacT
HEeN3BECTEH.

+ Henb3s 3anpawmnsaTbh HOMep TenedoHa npu nomoluu knacca TelephonyManager B Android API.

. I'IpmnoerMQ, npeaHas3Ha4YyeHHble TONbKO Ang ,queﬁ, He OOJIKHbI 3anpawnBaTb 4OCTYN K AaHHbIM O
MECTONOJIOXKEHUN, a TaKXe CO6VIpaTb, ncnonb3oBaTb N NepenaBaTb VIHq)OpMaLl,VIIO O TOYHOM
MeCTONONOXEHUN.

« Ons 3anpoca nogkntoyerns no Bluetooth Heobxonmmo ucnonb3osatb CompanionDeviceManager
. MickntoueHne — npunoxeHus, npegHa3HaveHHble Tonbko ans sepcuit OC, KoTopble He
NnoaaepPXMBaloT 3TOT Kracc.

5. API u SDK. Y6eguTech, 4to APl 1 SDK ncrnonb3ytoTca B BalleM NPUIOXEHUN Hagnexalmnm o6pasom.

+ MpunoxeHuns, NpegHasHaYeHHbIe TONbKO ANS AeTen, He LOMKHbI ncnonb3oBaTb APl nnmn SDK,
KOTOpble He 00BpPEHbI AN CEPBUCOB, PACCUMTAHHbIX B OCHOBHOM Ha TaKyto LIENEBYIO ayaUTOpUIO.
+ OTO OTHOCUTCSA B TOM ymncne K AP, ncnonbayowmm gns ayTeHTudukaumm n aBtopmsaumm
TexHonoruto OAuth, B yCnoBumsix NCNONb30BaHNSA KOTOPbIX CKa3aHO, YTO OHM He Of0BpEHbI AN
CEepPBUCOB, NpefHa3HauYeHHbIX A1 LeTen.

* B npunoxeHusx, npeaHa3HauyeHHbIX Ans 4eTen U B3POCHbIX, HENMb3s cnonb3osaTtb APl nnn SDK,
KOTopble He 0fob6pPEHbI A1 CEPBUCOB, PACCUYMTaHHbIX Ha AeTen. ckntoueHns BO3MOXHbI, ecnn AP
nnn SDK npvMEHSIOTCA TONBbKO NMOCNe HENTPASIbHOrO BO3PACTHOro GUbTPa UK eCliM NPK KX
MCMONb30BaHUW faHHble AeTen He cobupatoTcs. Kpome Toro, Takme NpunoXeHns He [OMXKHbI
TpeboBaTb, UTOObI MONIL30BATENN MOMYYann [OCTYN K KOHTEHTY Yepes APl unu SDK, He
opobpeHHbIe AN CEPBUCOB, KOTOPbIE NPefHa3HauYeHbl ons feTen.

6. [lononHeHHasa peanbHOCTb. ECM B MPUNIOXEHMUN UCMOSb3YETCS LOMNOSIHEHHAs PeanbHOCTb, NPU
3anycKke pa3fenoB C HeW [OMKHO NOABAATLCS NPeaynpeXaeHne, cogepXallee cnenyoLyo
nHpopmaumio:

+ HanoMmuHaHMe 0 BaXXHOCTU POAMTENBCKOrO KOHTPONS.

+ HanomuHaHme 06 onacHOCTM 06beKTOB peanbHoro Mupa (Hanpumep, "ObpalianTe BHUMaHWE Ha
npegMeThl 1 NoAen BOKpyr").

+ [Ins ncnonb30oBaHWs NPUNOXEHUS HE LOMKHbI TPeboBaTb YCTPOUCTBA, HE PEKOMEHAOBaHHbIE A
neten (Hanpumep, Daydream mnu Oculus).

7. CoumanbHblie NpUNoXxeHus un yHKUuuK. Ecnv Balle NpunoxeHue no3BongeT Nonb30BaTeNsm
LEeNnUTbCs U 06MeHnBaTbCA MHGOPMaLMEN, Bbl OMKHbI B TOYHOCTM ONMUCaTb 3TU GYHKLMUN B aHKETE
LS NPUCBOEHWS BO3PaCcTHOro orpaHmyenus B Play Console.


https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/11043825
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://support.google.com/googleplay/android-developer/answer/10787469?hl=ru#zippy=%2Cdata-types
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://developer.android.com/reference/android/companion/CompanionDeviceManager
https://support.google.com/googleplay/android-developer/answer/9285070#neutral-agescreen
https://support.google.com/googleplay/android-developer/answer/9859655?visit_id=637679283344610643-1951945832&rd=1#questionnaire
https://support.google.com/googleplay/android-developer/answer/9859655?visit_id=637679283344610643-1951945832&rd=1#questionnaire

+ CoumanbHble NPUIOXEHMS. VX OCHOBHas Lieflb — NPefoCTaBNsaTb BO3MOXHOCTb AENNTHCS
KOHTEHTOM B CBOH6ofHON dopMe uim obLaTbes ¢ 6onblMMK rpynnamm ntopen. Bo Bcex
CoLUMarbHbIX MPUSTOXEHMSX, B LIENEBYIO ayAUTOPUIO KOTOPLIX BXOASAT AETH, Nepes
NpefoCcTaBleHNEM NOJIb30BATENSAM AOCTYNa K 0OMEHY KOHTEHTOM UNU MHGOPMaLLMEN LOMXKHbI
MOKa3bIBaTbCsl HAMOMWHAHWS O TOM, KaK 3alUTUTb CEGS B MHTEPHETE U K KakUM pUCKaM B
peanbHOM MUPEe MOXET MPUBECTU OHNANH-B3aMMOAeNcTBMe. Kpome Toro, npexzae Yem no3sonsaTb
LeTaM 06MEHUBATLCS NIMYHOM MHDOPMALMEN, Bbl BOMKHBI TPEOOBATL AENCTBUS CO CTOPOHDI
B3pPOCIOro.

+ CouwanbHble dyHKLMN. ITO NMtobble JOMOMHUTENbBHbIE GYHKLMN MPUNOXEHNWS, MO3BONSOLLNE
LENUTbCS KOHTEHTOM B CBOGOAHOM PpopMe mnm obLaTtbes ¢ 6onblwnMK rpynnamm nogen. Ecnv B
MPUNOXEHUN ECTb COLManbHble GYHKLMU U B €ro LENeByIo ayaAUTOPUIO BXOAAT LeTu, nepeq
NpefocTaBeHNeM NoJb30BaTENSAM AOCTYMNa K 0BMEHY KOHTEHTOM U MHbOPMAaLMEN Bbl BOMKHbI
NoKa3blBaTb HANOMMHAHUS O TOM, Kak 3alWUTUTb CE6S B UHTEPHETE U K KakUM pPUCKaM B peasibBHOM
MUPEe MOXET NMPUBECTU OHNANH-B3anMoaencTare. Kpome Toro, B3pOoCbiM HEOBXOAUMO
NPefoCTaBUTb BO3MOXHOCTb YNPaBNaTh HACTPONKAMM COLMabHbIX GYHKLNN, B TOM Yyucne
BKJIIOYATb M OTKIIIOYATb X USIN BbIBUPATb Pa3fiuHble YPOBHU GYHKLMOHANBHOCTY A8 AeTEN.
HakoHeL, npexpae Yem BkNoYaTb GyHKLUM, KOTOPbIE MO3BONSIOT BETAM OOMEHNBATHCS JIMYHOWM
nHbOopMaLMen, Bbl fLOMKHbI TPeboBaTb LENCTBUS CO CTOPOHbI B3POCOro.

[lns 3TOro y Bac AOMKEH ObITb MEXAHU3M, NO3BONSIOWMIN YOEAUTLCS, YTO NOMb30BATESNb HE
aBnseTcs pebeHKoM, N He NobyxaatoWwnii feTen HeBEPHO yKkasbiBaTb CBOW BO3PACT, YTOObI
noslyyaTb JOCTYN K pasfenam, npefHasHauyeHHbIM 4is B3pOChbiX (HanpuMep, Bbl MOXeTe
3anpawwmsatb PIN-Kog B3poCcnoro, naponb, aTy POXAEHUS, MOATBEPXAEHUE afgpeca
3MEeKTPOHHOM MOYThI, YAOCTOBEPEHNE NMYHOCTH C doTorpacduen, LaHHble KPELUTHON KapTbl U
HOMEP COLManbHOrO CTPaxoBaHMs).

« [eTn He JOMKHbI BXOAUTb B LueneByto ayguTtopuio counalnbHbIX I'IpVIJ'IO)KeHVIIZ, OCHOBHa4q LUenb
KOTOPbIX — O6LI.I,E‘HVIe C HE3HaKOMbIMM floAbMU. DTO MOoryT ObITb YaT-pyneTkuy, NpunoXxeHna ona
CBVI,D,GHI/IPI, AETCKNE OTKPbITbl€ YaT-KOMHaTbl U T. A.

8. CobniogeHne 3akoHopaTeNbCTBa. Balle NpunoxeHne 1 BCe Bbi3biIBaeMble UM UCTIONb3yEMblE UM
API 1 SDK He pomkHbl HapywaTb 3akoH CLUA O 3aluTe NMYHbIX CBEAEHUIN OEeTEN B UHTEPHETE
(COPPA), l'eHepanbHbIvi pernamMeHT EC 0 3alimTe nepcoHarnbHbix AaHHbix  (GDPR), a Takxe gpyrue
LEenCcTByloLME 3aKOHbI U NpaBuna.

BoT npumepbl Hanbonee pacnpocTpaHEHHbIX HapyLEHUN:

. I'Ipvmoervm, KOTOpPble PEKNAaMUNPYIOTCA KakK Urpbl ongd JJ.eTel‘/lI, HO Ha CaMOM fene nogxopaT TONnbkKO
014 B3POCIbIX.

« MNpunoxeHus, npumeHsiowwme Te API, KOTopble N0 CBOUM YCNOBUSIM UCMNOMb30BaHUS 3anpeLLeHbl ans
OPUEHTUPOBAHHbIX Ha EeTelN CEPBUNCOB.

« MpunoxeHus, B KOTOPbIX ynoTpebneHve Tabaka, anikorons Uy 3anpeLleHHbIX BewecTs yrnoM1MHaeTcs
B NpvBnekaTenbHon bopme.

+ A3apTHble UrPbl U UMUTUPYIOLLME UX MPUITOXEHMUS.

+ MpunoxeHns, cCogepxallme CLEeHbl HaCUIMG U KPOBOMPONUTUS, a TakxXe 4PYroM LWOKMPYOLWNIA
KOHTEHT, He NOAXOAAWNA AN AeTen.

« [MpunoxeHus, NnpegHasHaYeHHble ON19 3HaKOMCTB UM COAepXKallne peKOMeHAaLMM 6payHoro nnm
ceKcyaribHOro xapakTepa.

+ MpunoxeHns, Cogepxalle CCbINIKM Ha CalTbl, KOHTEHT KOTOPbIX HapyLwaeT lNpaBuia NnporpamMmmbl ans
pa3paboTynkoB

+ MpunoxeHus, B KOTOPbIX AETAM NOKa3bIBAKOT PEKIaMy Afs B3POCHbIX (HanpUMep, CBSI3aHHYo C
HacunMeM, a3apTHbIMU Urpamu, KOHTEHTOM CEKCYallbHOrO XapakTepa).

Peknama n MoHeTM3aLums

Ecnu Bbl MOHeTU3MpPyeTe B Google Play npunoxeHue, npegHasHayeHHoe Ans feTen, OHO SOMKHO
COOTBETCTBOBATb NpMBEAEHHbIM HUXE Tpe6OBaHVI9IM B OTHOLWEHUN peknambl K MOHETU3aLUNN.


https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/
https://play.google.com/about/developer-content-policy/

3TN TpeboBaHMS OTHOCATCS K OO0 MOHETU3ALIMM U PeKITaMe BaLUMX U CTOPOHHUX MPUNOXEHUN,
NepeKkpPecTHOMY NMPOABMXKEHMIO, NOKYNKaM B MPUAOXEHUN U APYrOMY KOMMEPYECKOMY KOHTEHTY
(HanpvMep, K NPOAAKT-MAENCMEHTY). HMYTO U3 NepedncneHHoro Takke He fOMKHO HapyLwaTb
LeWCTBYIOLMNE 3aKOHbI U HOPMbI, B TOM UYMCHE KOPNOPaTUBHbIE N OTPACNEBbLIE.

Komanpa Google Play octaBnsieT 3a cob0o1 NpaBo OTKJOHATb, yAanaTb U 65I0KMPOBATb NPUIIOXKEHWS, B
KOTOPbIX CINLLKOM HaCTOMYMBO npennaraeTca MAaTHbIA KOHTEHT.

TpeboBaHua K pekname

Ecnuv B npunoxeHumn noasngeTcs peknama onsg geten unm nosib3oBaTenen, Yen BO3pacT HEM3BECTEH,
Heobxoaumo:

* ncnonb3oBaTb AN NOKa3a peknambl 3TUM NUL.aM TONbKO peKNaMHble SDK, npouwepnwne
CaMOCTOATENbHYIO CepTV]CbVIKaLI,I/HO B paMKax npOI’paMMbI peknaMbl B NPUNOXEHUNAX ON4a BCEW CEMbY;

* UCKIIOYMTb NS TaKMX NMoNb30BaTeNen peMapkeTUHT (pekrnamMy, HanpaBEHHYIO Ha OTAENbHbIX
nonb30BaTeNIeN 1 3aBUCSILLYIO OT UCTOPUU B3aMMOLENCTBUS C CAaNTOM WM MPUSTOXKEHVEM) U PEKNamMy
Ha OCHOBE MHTEePECOB (peknamy, HanpaBNEHHYIO Ha OTAENbHbIX MOSIb30BaTENEN, Ybe NOBefeHME B
WHTEPHETE COOTBETCTBYET ONpPefeNIeHHbIM XapaKTePUCTUKaM);

° y6e}J,I/ITbC9|, YTO KOHTEHT B peKfiaMe g Takunx nonb3oBaTeNnent MOXHO NokasblBaTb neTam,

+ y6ennTbcq, YTO peknaMa Ang Takux nonb3oBaTeNien CooTBETCTBYeT TpeboBaHMaM K dopmaTy
06bABNEHUN ON19 BCEN CEMbY;

+ obecneynTb CobnogeHMe OEeNCTBYIOWEro 3aKOHOAATENbCTBA M OTPaC/eBblX CTaHAAPTOB,
KacaloLmMxcsl peknambl Ans feTen.

TpeboBaHua K popmaTam 06bABNEHUN

Peknama 1 cpenctsa MOHETU3ALMM B BaLLEM NMPUIOXEHUN HE JOMKHbI COAep)XaTb BBOASLLUN B
3a6ny>XaeHNe KOHTEHT UK BblTb 0GOPMIIEHHBIMM TakUM 06PA30M, YTO 3TO MOXKET NPUBECTU K
CNyYanHbIM KNMKaM CO CTOPOHbI HECOBEPLIEHHONETHUX NOSIb30BATENEN.

Huxe nepeyvyncneHbl NpmneMbl, KOTopbie 3anpeLleHO NCnoNb30BaTb B NPUIOXEHUAX, eJJ.VIHCTBeHHOIZ
Ll,eJ'IeBOl‘/II aynMTopmeVl KOTOPbIX ABNAIOTCA OETU, @ TaKXe NPpU NOKa3e pekylaMbl oeTaMm nnm nnuam
HEeN3BECTHOro BO3pacTa B NPUNOXEHUSX, LI,eJ'IeBOl)’I ayp,vlTopmeVl KOTOPbIX 4BNAOTCA AETUN 1 Nnula
CTapuiero so3pacTa.

« Peknama n cpefcTBa MOHETU3aL MM, KOTOPbIE NMPEPLIBAOT PaboTy NPUIIOXKEHUS, B TOM Yncre
3aHUMaLOT BECb 9KPaH, He NMO3BOSIIKOT HOPMaJbHO UCMOMNb30BaTb NPUIIOXKEHUE 1N HE 3aKPbIBAKOTCS
SBHbIM CNOCOBOM (HanpuMep, NoTHO3KPaHHbIe OObABNEHNS, KOTOPbIE COXHO 3aKPbITb).

« Peknama v cpefcTBa MOHETMU3aLMUK, KOTOPbIE MELLAOT HOPManbHOMY UCMOSIb30BAHUIO MPUMOXEHMS
nnu Urpbl (B TOM ymcne o6bABNEHMS C BO3HArpaXxaeHem 1 paspeLleHHble Nnonb3oBaTenem
06BABEHNS) U KOTOPbIE HENb3S 3aKPbITh Yepes NATb CEKYHA,

+ Peknama v cpefcTBa MOHETU3ALMUM, KOTOPbIE HE MELIAT HOPMarbHOW PaboTe NPUNOXEHUS Un
Urpbl, MOTYT HE 3aKPbIBATbCA Yepes NATb CEKYHL, (Hanpumep, BUAEOKMM CO BCTPOEHHOW pekiaMon).

« MexcTpaHuyHas peknama n CpeacTBa MOHETU3aLMM, KOTOPbIE MOSIBAISOTCS Cpa3y nocrne 3anycka
NPUNOXEHNS.

+ PaamMelleHre Heckomnbknx 06bABNEHUI HA CTPaHULEe. Hanpumep, ofHOBPEMEHHbIN nokas 6onee
OfHOrO GaHHepa 1Ny BUAEOOOBABIEHUS 1 pekilaMHble 6aHHEPDI, KOTOPbIE COAEPXaT HECKOMbKO
NPeLnoXeHWn B O4HOM MECTE Pa3MELLEHUS.

« Peknama v cpeacTBa MOHETU3aLMU, KOTOPbIE CIOXHO OTANYUTL OT KOHTEHTA NPUSTOXEHNS.
Hanpumep, okHa Offerwall n gpyrve o6baBneHns ¢ appekToM NprUcyTCTBYS.

+ Mcnonb3oBaHwe WoKOoBOro adpdeKTa UM TakTUK 3MOLMOHANbHOTO MaHWUMYNMPOBaHUS, YTOObI
NPOBOLMPOBATH NOML30BATENEN Ha MPOCMOTP OOBABNEHUI UM MOKYNKY B MPUTOXEHUN.

 Beoggwue B 3abnyxaeHne 06baBeHUs, KOTOPbIe 3aCTaBMSIOT NONbL30BaTENS NEPEXOAUTL MO
CChbIfIKaM C MOMOLLbIO KHOMKM “3aKpbiTh", OTKPbIBAIOLLEN APYroe 06BbABEHNE, UNW BHE3AMHOMO
NOSABMIEHNS B TEX YACTAX IKPaHa, Ha KOTOpbIe Mofb3oBaTeslb 06bIYHO HaXMMaeT Ang AoCTyna K
LPYrMM GYHKLUSM NPUITOXEHUS.


https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9900633
https://support.google.com/googleplay/android-developer/answer/9857753#disruptive-ads

° OTCyTCTBVIe YETKOro ykasaHusa Ha pas3nnumnga mexay BVIpTyaJ'IbHOVI BaflloTON U peanbHbIMK A€HbramMun
npu NOKynKax B NPUITOXEHNN.

BoT npuMepbl Hanbonee pacnpocTPaHEHHbIX HapyLUeHUN:

+ Peknama v anemMeHTbl MOHETU3ALMM, KOTOPblE NepeMELLAIOTCS MO 3KPaHy, YTOBbI UX HeMb3s Bbino
3aKpbITb.

+ Peknama v anemMeHTbl MOHEeTU3aLumun, KOTOpPbl€ HeNb34 3aKpPblTb Yepe3 NdATb CeKyHO, C MOMEHTa UX

FISH WORLD

S Pick a fish to earn 100 stars

nogaBneHna:

« Peknama 1 anemMeHTbl MOHETMU3aLNK, KOTOpble 3aHNMaloT 6OJ'IbLuyI0 YacCTb 3KpaHa 1 KOTopble TPYAHO
3aKpbITb N3-3a OTCYTCTBUA CneunanbHbIX KHOMOK.
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- Peknama 1 anemMeHTbl MOHETMU3aLNK, KOTOpPbI€ MOXHO NPUHATD 3a KOHTEHT NPUNOXEHUS.
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= Count the Droids :

« KHOMKM, 06BbABNEHUS UM UHBIE IEMEHTBI MOHETM3ALMM, PeKNamMmpytoLne apyrue npoaykTbl B
Google Play 1 npu 3TOM HEOT/IMYMMbIE OT KOHTEHTA NMPUIOXEHNS.
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= Count the Droids

anMepbl obbaABneHun, KOTOpbie HeJlb3s NOKa3biBaTb AeTAM:

+ HepgonycTuMbIi MyNIbTUMERMUMHBIN KOHTEHT. Peknama cepuanos, GUIbMOB U My3blKaJlbHbIX
anbboMoB, He npefHa3HayYeHHbIX As geTen.

+ HeponycTuMbie Bupgeourpbl u ckaunsaemoe MO. Pekniama BUQEOUTp U NPOrpamm, He
npefHasHayYeHHbIX AN geTen.

+ 3anpelyeHHble UNu BpeaHble BelwecTBa. Peknama ankorons, Tabaka, HApPKOTUYECKUX U
MCUXOTPOMHbIX BELLECTB, a TakXe NIoBbIX APYrMX BEWECTB, KOTOPble MOTYT NMPUHOCUTL Bpe[



3[0POBbIO.

A3apTHble urpbl. Peknama azapTHbIX Urp, TOTANM3aTOPOB, @ TAKXKe JOObIX 4PYrMX AEHEXHbIX
COPEBHOBAHWUI UM KOHKYPCOB, B TOM YNACHIE TeX, FAE NOSb30BATENSAM HE HY>HO MNaTuTb, YTObbI
NPVHATb yyYacTue.

KOHTEHT pnsi B3pOC/bIX M MaTepuasbl CEKCYanbHOro XxapakTepa. Pekfiama ¢ 3poTuyeckunm,
HeNpUCTONHBIM COREPXaHUEM U MaTepuanamm ois B3POCHbIX.

3HaKoOMCTBa M OTHOLWEHUS. Peknama caToB 3HaKOMCTB.

)

Hacunue. Peknama, copepxallas OTKPOBEHHbIE CLEHbl HAaCUANS UK OpYre N306paxeHus,
Henogxopalme ons aeTen.

PeknamHble SDK

Mpun pa3MeLLeHn peknambl B MPUNOXEHUN, MPEAHA3HAYEHHOM TOMbKO A1 AeTeln, HeobXxoanMo
NCNoNb30BaTh UCKIOYMTENBHO BePCUM peknaMHbix SDK, npolefLine camocTosTenbHyo
cepTdMKaL Mo B paMKax Hallen nporpammel . ECiiM npunoxeHne paccumMTaHo Kak Ha AeTen, Tak 1 Ha
B3POCIbIX, Bbl 4OMKHBI NPedyCMOTPETb MPOBEPKY BO3pacTa Nnonb3oBaTens (Hanprumep, ¢ NoOMOLLbio
HeWTpasibHOro BO3PacTHOro GunbTpa ) 1 ybeautbes, UTto AeTy BynyT BULETh TONbKO Te OOBbABNEHMS,
ON19 KOTOPbIX UCMONb30BanMCcb Bepcumn peknamHbix SDK, npowegwme camocToaTeNnbHy0
cepTudumKaLmio B pamkax nporpammel Google Play.

MoppobHyto MHPopMaLmio 06 aTux TPeBOBaHMSX Bbl HANAETE Ha CTPaHULE C NpasunamMmu MporpaMmel
CcaMOoCTOSATENbHOW cepTudMKamum peknamHbix SDK B MPUnoxeHusx ans sce cemMbn . MOoCMOTPETb
TeKyLM CMMCOK Bepcuii peknamHbix SDK, KoTopble NpOoLLv CaMOCTOSTENBHYIO CEPTUGMKALNIO, MOXHO
3pechb

Ecnu Bbl ncnonbayete cepsuc AdMob, yTouHute nHdopmaLmio no pabote ¢ HUM B ClpaBoOYHOM LIEHTPE

Bbl 4OMXHBI CAMOCTOSTENBHO MPOBEPSATH, COOTBETCTBYET N Balle NPUNOXEHME TpeboBaHMAM K
pekname, NoKyrnkam B NPUAOXEHUN N KOMMEPYECKOMY KOHTEHTY. YTOUHWUTE fe/CTBYoW e npasuna y
CBOMX MNOCTaBLWMKOB peknamHbix SDK.

MNpaBuna MNporpammel camocTosTenbHOM cepTudukaumm peknamHboix SDK B
NPWUNOXXEHUSX Asi BCEN CEMbM

Mbl XOTUM cenaTb Ucrnonb3oBaHWe nnatdopmbl Google Play 6e3onacHbiM ans geTen u Bcen cembu. B
YaCTHOCTW, Mbl CTPEMUMCS 3aLLMLLATb INYHbIE AaHHbIE HECOBEPLIEHHONETHUX U MOKa3biBaTb UM TOMbKO
Te 06BbSABNEHMS, KOTOPbIE NPEeAHa3HauYeHbl AS UX BO3PACTHOW rpynnbl. Mbl Tpebyem oT paspaboTumkoB
nnatpopm MepmaLmmn n peknamHbix SDK caMocToaTenbHO NoATBEPXAATh, UTO UX PeLUeHns NoaxoaaT
LNS AeTen n cooTBeTCTBYIOT [paBunam nporpammbl gas paspaboTumkoB npunoxeHunii B Google Play

1 npaBunamM nporpammbl “MpunoxeHns ong BCen ceMbn” , B TOM yncne TpeboBaHusam MporpaMmbi
caMocCTosATeNbHOW cepTudMKanm peknamHbix SDK B MpUNoXeHUsx s BCe ceMbu

OTa nporpamMma nomoraeT paspaboTumkam onpeaenaTb, kakue peknaMHole SDK 1 nnat$opMbl
Meguauunm NpoLUIv CaMOCTOSTENbHYIO CEPTUPUKALMIO U MOTYT UCMOMb30BATbLCS B MPUIOXEHUSX,
pa3paboTaHHbIX CreunanbHO ans geTen.

MckaxeHne pakToB o cBoeM SDK, B TOM uncne B 3asBKe Ha yyaCcTue , MOXET NPUBECTU K yOaneHuto
SDK u3 MporpaMMmbl caMoCcTosTENbHOM cepTudMKaLmmn peknamHbix SDK B NpunoXeHusx afis BCen
ceMbW 1Unu ero 6NOKMPOBKE, NO3TOMY ybeAnTeCh, YTO Bbl NMPEOCTaBnseTe TOYHYO MHGOopPMaLMio.

TpeboBaHus

SDK n nnatdopmbl MeguaLmmn, 06CnyxmnBatoLne NpunoxXeHus, KOTopble y4acTByIOT B nporpamme “Ong
BCEeW ceMbM", [OMXKHBI OTBEYATb NpaBunam ans paspabotumkos Google Play, B ToM unicne
npvBeAEHHbIM HUXeE. HecooTBeTCTBME IIO6OMY U3 TpeboBaHU MOXET NpUBECTU K yaaneHunto SDK nnm
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https://support.google.com/googleplay/android-developer/?p=adnet

nnathopmbl MeamnaLmn 13 MporpamMmmbl CaMOCTOATENbHON cepTudmKaumm peknamHbix SDK B
NPUNOXEHUSX AJ1s BCEN CEMbM UMK BIIOKMPOBKE [OCTYMNa K 3TON Nporpamme.

Bbl HeceTe OTBETCTBEHHOCTb 3a TO, YTO6bI B Bawmx SDK 1 Ha nnaTdopmax MegmnaLmmn BbiMoHAIMCH
yKa3aHHble TpeboBaHus. O3HaKoMbTeCh C [NpaBunamm Nporpammbl A pa3paboTUMKOB NPUNOXKEHUI B
Google Play, npaBunamu nporpammbl "TpunoxeHuns ons Bcen cembn” 1 TpeboBaHusaMu Mporpammbl

CaMOCTOSATENbHOW cepTUdMKaLm peknamHbix SDK B MPUIOXeHMSX Afs BCE CEMbMU.

1. Copep)xaHue ob6bsaBneHus. Ecnv Balwm 06bsaBIEHNS OCTYMHbI AEeTAM, X COAEPXaHNE LONKHO
COOTBETCTBOBATb BO3PACTHbIM OrPaHNYEHUSM.

Bam Heobxoaumo: 1) faTb onpeaeneHme HexenatelbHbIM 06bIBNEHMSAM U MOBELEHNIO; 2)
3anpeTuTb KX B YCNOBUSIX NCMONb30BaHNa unu npasunax SDK nnu nnatdopmbl. Onpepenenms
LOSXHbl COOTBETCTBOBATHL [paBuiam nporpammel s paspaboTumkos npunoxenun B Google
Play.

O6s13aTenbHO BbibepuTe CNocob, ¢ MOMOLLbI0 KOTOPOro Bbl ByaeTe NpucBarnBaTb OObSBIEHUSAM
BO3pPaCTHble OrpaHnyeHus. HeobxoanMo HaCTPOUTb He MeHee AByX KaTeropui: "Ons Bcex" n "Ong
B3POCHbIX". BO3pacTHbIE OrpaHUYEHMs JOSIKHbI MPUCBAMBATHLCS MO TOM XE CUCTEME, KOTOPYHO
Google npepocTtasnseT noctaswmkam SDK nocne 3anofiHeHns crielnansHon GopMbl

Ecnn ans nokasa peknambl AETSM UCMOb3YeTCs Ha3HaYeHre CTaBOK B PeasibHOM BPEMEHH,
0693aTenbHO y6eanTeCh, YTO KPeaTuBbl NMPOBEPEHbI 1 COOTBETCTBYIOT BCEM TPEOOBAHUSAM BbILLE.
Y Bac TakXe JOJSIKEH BblTb CNOCO6 BU3yanbHON MOEHTUOUKALMN KPEATMBOB, KOTOPbIN 0603HaYaeT
NX NPUHAANEXHOCTb K BalleMy MHBEHTAPIO, HaNpUMep BOASHOM 3HaK C IOFOTUMNOM Ballen
KOMMNaHuw.

2. ®opMat 06baBneHus. HeobxoamMmo, YUTobbl BCce 0ObSBEHUS, KOTOPbIE BUAHbI AETAM,
cooTBeTCTBOBaNM TpeboBaHusaM K dopmaTy 0ObABIEHN A1s BCEN CEMbU. Bbl LOMKHbI 06ecneunTb
paspaboTyrkaM BO3MOXHOCTb BblIGMpaTh hopMaThl, OTBEYAOLWME NpaBunam nporpamMmsl Google
Play "MpunoxeHuns ons scen cembn”.

Peknama He [omkHa copepXaTb BBOASILMNIA B 3a6NyXXAEHNE KOHTEHT UM 3NIEMEHTbI, KOTOPbIE
MOTYT MPUBECTU K CMyYalHbIM KIIMKaM CO CTOPOHbI HECOBEPLIEHHONETHMX Nosib3oBaTesnen. Ciofa
OTHOCATCS 06BbABMEHMS, KOTOPbIE 3aCTABMSIOT NONb30BATENEN NEPEXOAUTb MO CChIIKaM C
MOMOLLbIO KHOMKM "3aKpbiTh", OTKPBIBAIOLLEN APYroe 06BbABEHNE, UV BHE3AMHOIO NOSBEHUS B
TEeX YacCTax 9KpaHa, Ha KOTOpble MOMb30BaTeIM 06bIYHO HAXUMAIOT A8 BOCTYNa K ApyruMm
bYHKLMAM MPUNOXKEHNMS.

He,D,OI'IyCTVIMa N36bITOYHAsA peknamMa, B TOM YNCne 3JIEMEHTbI, KOTOPbIE 3aHMMAKOT BECb 3KPaH, HE
No3BONAKOT HOPMabHO NCMONb30BaTb NMPUITOXEHWE N HE 3aKPbIBalOTCA ABHbIM crnocobowm,
HanpumMep noJIHOSKPaHHbIE 0b6bsABNEHNS, KOTOpPblI€ CNTOXHO 3aKpbITb.

[lna o6bABNEHUI, KOTOPbIE MELIaT HOPMasbHON PaboTe NPUITOXKEHNUS UK UTPbl, HEOBXOAMMO
L,06aBVTb BO3MOXHOCTb 3aKPbIThb UX Yepe3 5 CeKyHA.

3anpeLlleHo pa3melleHne HECKOMNbKNX 06bSBNEHUI Ha CTPaHuLe. HanprMep, 04HOBPEMEHHbIN
nokas 6onee ogHoro 6aHHepa 1M BUOEOOObSBNEHUS U PEKNaMHble HaHHEPDI, KOTOPblE cCogepXaT
HECKOJTbKO MPEeLNOXEHNN B OQHOM MECTE Pa3MELLEHNS.

Peknama pomkHa SBHO OTNMYaTbCA OT KOHTeHTa npunoxenus. OkHa Offerwall n o6bsBneHus ¢

3¢ HEKTOM NPUCYTCTBMS, KOTOPbIE HECOBEPLIEHHONETHUI NOJIb30BaTe b HE NOCUYUTAET PeKaMon,
3anpeLLeHb.

B 061BaBNEHNSAX HENb3 MCMOMb30BaTh LOKOBbIA 3bPEKT UM TakTUKU SMOLUOHANBHOTO
MaHUMyMPOBaHUs, YTOGbI MPOBOLMPOBATbL NOMB30BATENEN Ha MPOCMOTP PEKNaMbl MU MOKYMKY B
MPUNOXEHNM.

3. Pexnama Ha ocCHOBe MHTEPECOB UMY peMapKeTUHr. O6s3aTenbHO ybenmTech, YTo 06bIBNEHMS,
KOTOPbIE BULHbI IETAM, HE OCHOBaHbI Ha UX UHTEpPEecax (T. €. He HanpaBeHbl Ha OTAEMNbHbIX
nonib3oBaTenen, Ybe NOBeEHNE B UHTEPHETE COOTBETCTBYET ONPEAeNEHHbIM XapaKkTePUCTUKAM) 1
He NoKasblBaloTCs C UCMOJb30BaHWEM PEMapKeTMHra (T. €. He HanpaBneHbl Ha OTAENbHbIX
nosib3oBaTesNen B 3aBUCHMOCTU OT UCTOPUM B3aMMOLENCTBUS C CalNTOM UIIN NPUNTOXEHNEM).
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4. PaboTa ¢ gaHHbIMU. Kak noctaBwumk SDK, Bbl 0693aHbl 06BbICHMUTL MNOb30BATENSAM, KAKUM 06pasoM
byneTe obpabaTbiBaTh X AaHHbIE, HANPUMEP CBEAEHUS C yCTponcTs. Oba3aTenbHO cooblmTe, Kak
n ans yero SDK 6yneT MCnonb3oBaTh U COBUPATb fAaHHbIE, @ TAKKe NoJly4aTb U MPEROCTaBNATb K HAM
poctyn. NMpuMeHaTb nHopMaL Mo B LEENSX, O KOTOPbIX Bbl HE 3asBUK, 3anpeLleHo. OTu npasuna
Google Play gononHsatioT TpeboBaHWs AENCTBYIOWErO 3aKOHOAATENBCTBA O KOHOUAEHLNANBHOCTH U
3almMTe faHHbIX. Ecniv Bale npunoxeHne cobupaeT Kakyto-Mbo JIMUHYIO Y KOHOUAEHLMATBbHYO
nHbopMaLmio geTein, Bbl 06g3aHbl COOBLWMTL 06 3TOM B iBHOM dopme. K KoHduaeHLMansHom
MHPOpMaLMM JeTeln, MOMUMO NPOYEro, OTHOCATCS YYETHbIE AaHHbIE, AaHHble C MUKPOdOHa U
KaMepbl, CBe,eHNsa Ha yCTponcTee, naeHTudukatop Android 1 naHHble 06 NCNONb30BaHNM
06BbSABNEHUIN.

+ BaM HeobxofMMO pa3pellnTb pa3paboTyrkam 3anpaLinBaTth Nokas 06baBIEHMN,
OPUEHTUPOBAHHBIX Ha AeTel (B onpeneneHHbIX MPUNOXEHUSX UK B KaXA0M KOHKPETHOM ClyJae).
Yb6enumTech, YTO KOHTEHT B OOBSABIEHUSIX HE HapyLLaeT AeNCTBYoLEe 3aKOHOAATENBCTBO,
HanpumMep 3akoH CLUA "O sawmTe NMYHLIX CBefeHuIn feten B uHTepHeTe" (COPPA)  u
leHepanbHbiii pernameHT EC 0 3awmTe nepcoHanbHbix AaHHbIx (GDPR)

+ Kpome Toro, B peknamHbix SDK, KOTOpble MCMONb3YIOTCA Ha pecypcax s AeTEN, HYXHO
OTKJIIOYUTb NEPCOHANM3MPOBAHHYIO peknamy, 06bIBNEHNS HA OCHOBE MHTEPECOB U
peEMapKeTUHT.

« Ecnu png nokasa peknambl AeTIM UCMONb3yeTCs Ha3HaYeHe CTaBOK B PeanibHOM BPEMEHM,
ybenunTech, YTO y4yaCTHMKAM ayKLMOHa NPUCBANBAIOTCS MHAMKATOPbI KOHOUAEHLMANbHOCTU.

« MpunoxeHuns He fomxHbl nepepasaTb AAID, cepuitHbii HoMep SIM-kapTbl 1 cb6opku, BSSID, MAC-
agpec, SSID, IMEI-kog 1 HoMep IMSI, 3anpoLweHHbIN Yy AeTelr 1 Nonb3oBaTenen, Yen Bo3pacT
Hen3BecTeH.

5. Mnatdopmbl Meguaumu. MNpu nokase peknambl 4ETAM:

+ CnepyeT NpVMeHsTb TONbKO peknaMHble SDK, npolepwmne caMoCcTosTeNbHY CepTUdMKALLMIO AIS
MCMOMNb30BaHUS B NPUIOXEHUSX LS BCEN CEMbU, UMW NMPUHUMaTbL Mepbl 3aliMTbl, rapaHTUpytoLme,
4TO BCe 06BABNEHNS HA NnaThopMe MefmaLuum byoyT COOTBETCTBOBaTb 3TUM TPEOOBAHUAM.

+ Heobxonmmo nepepaBaTbh MHGOPMALIMIO O BO3PACTHBIX OFPAHNYEHMSX A1 PEKITAMHOTO KOHTEHTA
¥ O TOM, YTO PECYPC NPEeaHasHaueH anga geten.

6. CamocTosiTenbHas cepTuduKaLus U CoOoTBETCTBME NpaBunam. Bl JOMKHbI NpefocTaBuTb
Google Bce HeobXxoaMMble CBELEHNS], B YACTHOCTM 0603HAUYEHHbIE B CrieLManbHon dopMe |, YTOObI
NoATBEPAUTL COOTBETCTBUE peknaMHoro SDK BceM TpeboBaHMSAM K CaMOCTOSATENBHON
cepTudurkaumm. NNoMMMo NPoYero, BaM HyXHO:

+ [J06aBUTb JOKYMEHTbI Ha @HIIMACKOM $3bIKE: YCIOBUS UCMONL30BaHMS, NOANTUKY
KOHOMAEHLMANbHOCTU N PYKOBOACTBO MO MHTerpauymu Bawero SDK nnu nnatdopmbl Mmeguraumu.

+ MNpepnocTaBnUTb TECTOBbIV BAPUAHT NPUSTOXKEHWS C NOCNEfHEN Bepcuen peknamMHoro SDK,
COOTBETCTBYIOLWEN TPEOOBAHMSM. Takoe NPUNOXEHNE AOMKHO NPeACcTaBsTb CO60M NONHOCTLIO
cobBpaHHbIN ucnonHsembit APK-dpann ans Android, ncnonbsyrowmin Bce GyHKLMM ykazaHHOro SDK.
Heobxopnmo, 4Tobbl TECTOBOE NPUOXEHNE:

6bIfI0 OTNPABMIEHO HaM B BUJE NMOIHOCTbIO COBpaHHOro ucnonHsemoro APK-daiina gnsa
cMapTédoHoB ¢ OC Android;

MCMosb30BaNo pekyiaMHbli SDK nocnenHel BbiMyLWeHHOW U TOTOBSILLENCS K BbINYCKY BEPCUM,
COOTBETCTBYIOWMI NpaBunam Google Play;

3apencTBoBano Bce GpyHkUMM peknamHoro SDK, B TOM uncne oTnpasky 3anpocoB Ans
MonyYeHns 1 nokasa o6baBNEHUN;

Mo 3anpoCy NPEAOCTaBNAN0 MOJHbINA JOCTYN KO BCEMY PEKNTAMHOMY MHBEHTaPIO, KOTOPbIN
noKasblBaeTCs NoNb30BaTeNIo;

He orpaHmnymeano gocTtyn B 3aBUCUMOCTU OT MECTONOJTIOXEHNS;

MO3BONANO ONPEAeNaTb BO3PACT Nosib3oBaTeNien v NokasbliBaTb KPeaTuBbl U3 UHBEHTapPS,
MOAXOAALLErO A1 KOHKPETHOW BO3PaCTHOM rpynnbl (€CNM Bal MHBEHTapb NpeaHasHayeH ans
nonb3oBaTeNien BCeX BO3PacToB);


https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
https://support.google.com/googleplay/android-developer/answer/9888076#personal_sensitive
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https://gdpr.eu/
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://docs.google.com/forms/d/e/1FAIpQLSc8msikGDxjTHHFmIECoitMnpudaCbtrb_hhgzpUOznPhDoBw/viewform?p=adnet&visit_id=637244930778989316-3754351249&rd=1
https://support.google.com/googleplay/android-developer/answer/9536665

* 1MOKa3bIBano BCE OObABNEHUS U3 BALLErO MHBEHTaPS (KOrna HEMTPasbHbIA BO3PACTHOW GUNLTP
OTKJIHOYEH).

7. Bbl 0693aHbl CBOEBPEMEHHO OTBEYATH Ha NOGbIE Nocnefytole 3anpockl MHbGOPMaLMK 1
CaMOCTOATENbHO CEPTUPMLMPOBATL  KaXAYyt OTMNPAaBIIEHHYIO BEPCUIO HA COOTBETCTBUE
nocnegHuM MNpasBunam nporpammbl As paspaboTumkos npunoxeHun B Google Play, Bkntoyas
TpeboBaHNS K MPUIIOXEHUSM 0N BCEW CEMBMU.

8. FOpuauveckue TpeboBaHus. PeknamHble SDK, npollealure caMoCTOATENbHYI0 CepTUdUKaLMIo ons
MCMONb30BaHWs B MPUNOXEHUSX A1 BCEM CEMbW, HEOBXOAMMO NMPUMEHSTb 1S NOKa3a 06 bABIEHUN
B COOTBETCTBUM CO BCEMYM 3aKOHAMU U MOMNOXEHUSAMN OTHOCUTENBHO LETEN, KAaCAIOWMMUCS
nspaTtenen.
+ Baww SDK n nnatdopmbl Meguaumm He fOImKHbI HapywaTb 3akoH CLIA O 3awmrte nnyHbix
cBefileHui feTten B uHTepHete  (COPPA), leHepanbHbiv pernameHT EC 0 3alute nepcoHanbHbIX
poaHHbix  (GDPR), a Takxe gpyrve gencTByoLMe 3aKOoHbl 1 NpaBuna.

MpumMeyaHue. MoHaTue "geTn"” MoXeT TPakToBaTbCs NO-Pa3HOMY B 3aBUCUMOCTW OT CTPaHbI U
cuTyauun. Ytobbl y3HaTb, Kakne BO3PaCTHbIe OrpaHUYeHNs MPUMEHSIIOTCS K BaLLeMY MPUAOXEHUIO
1 Kakue 0bsi3aTeNbCTBa Bbl [OMKHbI COBMIOAATH, MPOKOHCYNIbTUPYNUTECH C OPUCTOM. VIMEHHO
pa3paboTymMKu, 3HaKOLWME CBOM NPOLYKTbI Nyylle BCEX, MOMOraloT HaM AeNaTb NPUIOXEHUS B
Google Play 6e3onacHbiMK s BCEN CEMbMU.

Bonee nopgpobHyto nHdopmMaLmio 0 TpeboBaHMSX Bbl HAMAETE HA CTPaHMLE C NpaBunamm MNporpamMmel
CaMOCTOSATENIbHOM cepTudukaLmm pekamHbix SDK B NpUNoXeHUsax AN BCEN CEMbMU.

KoHTponb 3a cobntogeHneM npasun

JNlyuwe naberaTtb HAPYLWEHUI, YEM YCTPaHATb MX. ECNN xe npobnema yxe BO3HWKE, Mbl XOTUM, YTOBbI
paspaboTymkmn NOHNMaNHN, KakK UCTIPaBUTb CBOW NPUITOXEHUS Y MPUBECTM UX B COOTBETCTBME C HALIUMM
npasunamu. Mpu o6Hapy>XeHUM HapYLWEHUA UM BO3HUKHOBEHMIN BOMPOCOB O HapYyLUEHUN
coobLwuTe Ham 06 3ToM.

Cdepa pencrams npasun

ATV NpaBuna PacnpoCTPaHAITCA Ha Nobble MaTepuarns (BKoYas peknamy v nofb3oBaTeNbCKUii
KOHTeHT), KOTOpPblE COAEPXUT UM NOKa3blBaET Balle NPpUNoxeHne J'IVI6O Ha KOTOpPble OHO CCblf1aeTcy, a
TakxXe Ha 06LenoCTyMnHy0 MHGOPMaLMIO B BalleM akkayHTe paspaboTumka Google Play (Bkntouas
Balle MM4 1 LieNeBylo CTpaHuLy canTa).

3anpelyeHo ny6nmMKoBaTh NPUITOXEHNS, KOTOPbIE NMO3BONAIOT YCTaHABNBATb Apyrue NpunoxeHus. Ecnu
BaLUW NPUIIOXEHUS 06ECNeYnBaloT OCTYN K APYTUM NPUAOXKeHMsM, urpam munm MO 6e3 ycTaHoBKY, B
TOM yucne K GyHKUMAM, NPEe[OCTaBNEHHbIM TPETbUMM NULLAMK, Bbl LOMXHbI FAPaHTUPOBATb, YTO BECH
KOHTEHT, K KOTOPOMY NPUIIOXEHUS MPEAOCTaBNAIOT JOCTYN, COOTBETCTBYET npasunam Google Play.
Takune NpuoXeHUs MOryT NoABepraTsCs AOMNONHUTENbHOV NPOoBepke Ha cobrogeHne npasui.

B npaBunax UCNonb3ykoTCs Te Xe TEPMUHLI, UTO 1 B CornalleHn o pacnpoCcTpaHeHUM NPorpamMMHbIX
nponyKkToB. Balle npunoxeHue 0683aHO COOTBETCTBOBATb TPEOOBAHUAM NPABUI U COTALLEHUS, a
TaKXe UMETb PENTUHT B COOTBETCTBUM C HALLEN CUCTEMOW BO3PACTHbIX OFPaHNUYEHWN.

3anpeLyeHo ny6nmMKoBaTh NPUITOXEHUS, NMOAPbIBAIOLWME fJOBEPUE NONb30BaTeNel K akocucteme Google
Play. MpuHmMas peleHne o nybnukauum npunoxernun B Google Play, Mbl yuntbiBaem psg ¢akTopos, B
TOM yuCrie BEPOATHOCTb BPEAOHOCHOIO NOBEAEHNS UMW 3110yNOTPEGNEHNS. BeposTHOCTb
3/10yNoTpebneHNs OLEHMBAETCA Ha OCHOBE Pa3JIMUHbIX CBEAEHUN, BKIOUYAs UCTOPUIO HaPYLLEHWI,
Xanobbl Ha NPUIOXeHNEe 1 Pa3paboTumnKa, OT3bIBbI NMOL30BATENEN, @ TAKXKE UCMOIb30BaHME
MONynsiPHbIX OPEHOB, NEPCOHAXEN U APYrX OGBEKTOB.

Kak aTo pabotaet


https://docs.google.com/forms/d/e/1FAIpQLSesXeSKHTl55o1c0JsCgrDOjCJuGdpYBDgv1c8nSY_Rhz9_Gg/viewform?visit_id=637993232799163582-3509729057&p=adnet&rd=1
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Google Play 3awumTta npoBepseT NpUIoXeH s BO BPEMS YCTAHOBKM, @ TakKe NepuoanyYeckn CKaHupyeT
Balle ycTponcTBo. Ecnv ByneT o6Hapy>XeHO NOTEHLMANBHO ONAacHOe NPUNOXEHNE, CEPBHC:

« OTnpaBuT BaM yBegoMIeHMe. YTobbl 3alUTUTb CBOE YCTPONUCTBO, HAXMUTE HA YBEROMIIEHNE U
BblbepuTe "Yoanutb".

. 3a6n0KV|pyeT npunoXxeHne, ecnn Bbl €ro He yaannTte.

+ Yoanut npunoxexue. Yalle BCero onacHble NpuioXeH1s yaoansioTcs aBToMaTuyYecku, noce Yero
nosiBNgeTcs yseaoMneHne o6 aTom.

3awuTta ot BpegoHocHoro MO

YT06bI 3aLMLLaTb BAC OT BPEAOHOCHOIO CTOPOHHEro MO, MOLWEHHNYECKMX CanToB 1 APYruX yrpos,
Google MOXeT nony4yaTb CBeEHWS O:

+ CETEBbIX MOAKMOYEHNAX BaLLEro YCTPONCTBA;
* NoTeHumanbHoO onacHbix URL;

+ npunoxeHuax ns Google Play 1 CTOPOHHNX MCTOYHMKOB, YCTaHOBIEHHbIX Ha BalleM YCTPONCTBE, a
Takxe 06 onepaunoHHOM cUcTeME.

Ecnu npunoxerue nnu URL NokaxeTcs HaMm NMoJ03pUTENbHBIM, Bbl MONyYnTe NpefyrnpexaeHve. Mo
ocTaBrisieM 3a cobomn nNpaBo 6IOKMPOBaTh M yaanaTb NpunoxeHus unv URL, KOTOpble MOryT HaHeCTH
BPEQ, YCTPOMCTBY, AaHHbIM UMK NOMb30BaTENHO.

Bbl MOXeTe OTKJTHOUNTb HEKOTOPbIE GYHKLIMU 3aLLMTbI B HACTPOMKaxX YCTPOMCTBA, HO Google no-
npexHemMy 6yneT nosnyyatb CBEAEHMUS O MPUNOXEHUSIX, YCTAHOBNEHHbIX Yepe3 Google Play.
MPUNOXEHNS U3 CTOPOHHMX MCTOYHMKOB BCE PaBHO ByayT NPOBEPSATHCA, XOTS MHPOPMALMS O HUX He
byneT oTnpaenaTbca B Google.

Kak paboTaloT onoseuieHUs 0 HapyLlleHUAX KOHGUAEHLMaNIbHOCTH

Ecnu mbl ynanum ns Google Play npunoxeHue, KOTopoe MOXET Nofly4YnTb LOCTYN K BalIMUM
NnepCcoHanbHbIM AaHHBIM, Bbl NMOyYMTe YBEAOMIIEHME 06 3TOM U CMOXETEe YAANUTb NPUNOXEHWE C
yCTpONCTBa.

KoHTpornb 3a cobniogeHnem npasui

I'Ipoaep;m KOHTEHT 1 akKKayHTbl Ha npeaMeT HapylweHNa 3aKkoHoAaTeNnbCTBa UK HalnX npaBun, Mbl
NMPUHMMaEM peLleHne Ha OCHOBE PasfMYyHON MHPopMaLuu. [TOMUMO NPOYEro, K HeM OTHOCSATCS
MeTafaHHble MPUNTOXEHWSI (HanpuMep, ero HasBaHUe U ONUCaHUE), GYHKLMM NPUNOXKEHUS, CBELEHMS
06 akkayHTe (Hanpumep, UCTOPUS HAPYLIEHWS NPaBUI), Pe3yNbTaTbl HALIMX NPOLUMbIX NPOBEPOK U, €CNN
NMPUMEHMMO, Apyrast MHopMaLus, MONyYEeHHas Yeped MeXaHN3Mbl 4s OTNPaBKM xXanob.

Ecnwv Balle npunoxeHue Unu akkayHT paspaboTumka HapyLlaeT kakne-nnbo Hallm NpaBuna, Mbl
NMPUMEM COOTBETCTBYIOLLME MEPDI, ONMUCaHHbIE HUXeE. Mbl NpefocTaBnM BaM MHGOPMALMIO O CBOUX
LeVCTBMSX MO 3NEKTPOHHOM MOYTE, a TakKe CoobL MM, Kak NofaTb anensaumio, eCin Bbl CUMTAETE, YTO
npousoLuna ownoéka.

ObpaTnTe BHUMaHWUE, YTO NP YAaNeHUM Unn OTRPaBke NpepynpexaeHns MOryT YKa3blBaTbCsl HE BCE
HapyLLEeHNs, OBHAPYXXEHHbIE B BaLlEM aKKayHTe, NMPUIOXEHUN WY KaTasiore NPUNOXeHUN.
Pa3paboTunkm 06513aHbl CaMu YCTPaHUTL OCTasnbHbIE HAPYLLUEHUS U NMPOBEPUTL CBOW KOHTEHT Ha
COOTBETCTBME HaWMM NpaBunaM. Ecnv Bbl He yCTpaHWTE HapyLIEHUS B aKKayHTE U BCEX CBOUX
NPUNOXEHUSIX, Mbl MOXEM MPUHSTb LOMONHUTENbHbIE NPUHYAUTENBHBIE MEPbI.

MOBTOPHbIE UMK CEPbE3HBIE HAPYLLEHWS STUX MPaBUA (HanpyUMep, MOLEHHUYECTBO UKW pasMelleHre
BpefoHocHoro M0) nnu HapylweHne CornalleHuns 0 PacnpoCTPaHEHNU NPOrPaMMHbIX MPOAYKTOB
npuBeneT K yAaNeHMIo IMYHOIO akkayHTa UMM CBA3AHHbIX C HAM akkayHTOB paspaboTunka Google Play.

MpvHyauTenbHble Mepbl


https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html
https://play.google.com/intl/ALL_us/about/developer-distribution-agreement.html

MpUHYAUTENBHBIE MEPbI MOTYT UMETb Pa3Hble NOCNEACTBUS AJ1 BALUMX MPUNOXEHUN. 3a NPOBEPKY
MPUNOXEHWUIN N KOHTEHTA B HUX, BbISIBNEHWE U OLLEHKY MaTepKanoB, KOTOPbIE HAapYLLAOT HalKW NpaBuna
N NPUYMHSIOT BPER, MONb30BaTeNSM, a Takxe akocucteme Google Play B uenom, B Google oTBeuvatoT kak
nofm, Tak U aBTOMaTU3NPOBaHHbIE CUCTEMBI. [lOCNefHME NO3BONSAIOT HAM HaxOANTb Bonblue
HapyLeHUl 1 BbicTpee aHanNM3npPoBaTb NOTEHLMANbHbIE MPOGIEMBI, YTO, B CBOKO OYEPELL, MOMOraeT
obecneumBaTb 6e30nacHocTb Google Play. ABTOMaTU3UPOBaHHbIE CUCTEMBI TGO YOANSOT KOHTEHT,
HapyLUaloWwmi npaswuna, NMbo NepenatoT ero NOArOTOBNEHHbLIM ONepaTopaM U aHaNUTNKaM, eCiu
TpebyeTcs 6onee TuaTenbHas NPOBEPKa UM NMOHMMaHWe KOHTEKCTa. PeaynbTaTbl MPOBEPOK BPYUHYHO
3aTeM UCMONb3YTCS AN YyYLEHNS MOLENEN MaWMHHOIO OByYeHus.

Hue npeacTaBieHbl BO3SMOXHbIE AeNCTBUS CO CTOPOHbI Google Play 1 ux noTeHumanbHble
nocnencTsus OJisi Ballero npuiioXeHus/akkayHTa paspaboTunka Google Play.

3TN Mepbl NPUMEHSIIOTCS KO BCEM PermoHaM, eciin He yka3aHo nHoe. Hanpumep, ecnu Bale
npunoxeHvie 3abro0kMPOBaHO, TO OHO ByeT HeJOCTYMHO BO BCEX PEernoHax. Ytobbl Mepbl nepectanu
LeiCTBOBaTb, HYXHO NoAaTh anennaumnio U 4OXAaTbCH ee 040BpeHns (ECNN He YyKa3aHO NUHOE).

OTKNOHEHMe

+ HoBoe npunoxexue nnu obHoBreHne He byneT onybnukoBaHo B Google Play.

+ Ecnu HoBas Bepcus NPUIOXEHUs OTKIIOHEHa, NPEeAbIAyLLas YCNELWHO onybMKoBaHHas BaMu BepcUus
no-npexHemy 6ypet gocTtynHa B Google Play.

* Bbl COXpaHUTe AOCTyNn K CTaTUCTUKE, OueHKaM U OaHHbIM O KOJIMYeCTBE YCTaHOBOK OTK/ITIOHEHHOIO
NPUNOXeHnd.

« PenyTauus Balwero akkayHTa paspaboTtunka Google Play He nocTpagaerT.

MpuMeyaHue. He nbiTanTecb onybnmMkoBaTbh OTKIIOHEHHOE NPUIIOXKEHNE 3aHOBO, NOKa He YCTpaHUTe
HapyLLEeHNs.

YpaneHue

- MpunoxeHue, a Takxe BCe Npefbiayline ero Bepcum byanyT yaaneHsl u3 Google Play. Monb3osatenu
Honblue He CMOryT ero ckayaTtb.

MockonbKy NpUnoxeHve 6yaeT yaaneHo, nonb3oBaTeNin He CMOTyT NPOCMaTPKBaTh €r0 CTPaHWLY B
Google Play. iHbopmaLms byneT BOCCTaHOBNEHA, €CNM Bbl 3arpy3nte BEPCULO, KoTopast
COOTBETCTBYET NpaBuam.

+ Monb3oBaTenu MOryT NOTEPSATb BO3MOXHOCTb feNaTb MOKYMKW B MPUNOXEHNN U UCMONb30BaTb
Lpyrue nnatexHbole GyHKLMK, MOKa HOBasi BEPCUS, OTBEYaloLLas BCEM TPebOBaHMAM, He byneT
opobpeHa Google Play.

+ YnaneHue He CKaxeTcs Ha penyTaLmm Ballero akkayHTa pa3pabotumka Google Play. OgHako ecniu

yLaneHn HECKOSbKO, akkayHT MOXET OblTb 3a6NOKMPOBaH.

MpuMeyaHue. He nbiTaTech ony6nMKoBaTh yAaneHHOe NPeasiokeHNe 3aHOBO, NOKa He YCTpaHuTe
HapyLIeHUs.

Briokuposka

« MpunoxeHue, a Takxxe BCe Npefblaylme ero sepcumn bynyT yaaneHsl n3 Google Play. Monb3osatenu
6onblle He CMOryT ero ckavaTb.

+ CepbesHble 1 cucTeMaTUyecKmne HapyLeH1s Npasusl, a Take NOBTOPHbIE OTKIOHEHUS U YaaneHns
MPUNOXEHWS MOTYT MPUBECTU K ero 6110KMPOBKeE.

+ onb3oBaTenu He CMOryT NPOCMaTPKBaTL CTPaHMLY 3abM0KMPOBaHHOIO NpuioxeHns B Google Play.
VMHdpopmaLmsa ByaeT BOCCTaHOBEHA, ECW Bbl 3arpy3uTe BEPCUIO, KOTOPasi COOTBETCTBYET
npasunam.

« Bbl 6oniblue He cMoxeTe ncnonb3osaTb APK 1 Habop App Bundle 3a610KMpPOBaHHOMO NPUMOXEHNS.



- MNonb3oBatenn NnoTepsatoT BOSMOXHOCTb AenaTb NOKYNKU B MPUNOXEHNN U NCNONb30BaTb Apyrune
nnaTexHble GyHKL MKW, MOKa HOBas BEPCUS, OTBevatoLlas BceM TpeboBaHusaM, He ByneTt ogobpeHa
Google Play.

- BnokupoBka BpeouT penyTauum Balero akkayHTa paspabotumka Google Play. lNocne Heckonbknx
npesynpexXxneHnin MMYHbIA akKayHT, @ Tak)Ke CBA3aHHbIe C HMM akkayHTbl pasdpaboTtumka Google Play
MOTYT ObITb yfaneHbl.

MpumeyaHue. He nblITanTecb NOBTOPHO OMy6IMKOBaTh 3ab610KMPOBaHHOE NPUSTOXEHWE 6e3
paspeleHns Google Play.

OrpaqueHme BUOUMOCTU

+ BupgumocTb Bawero npunoxexus B Google Play 6yneT orpaHuyeHa. Mpu aTOM OHO OCTaHeTcs
LOCTYMHO MO NPSAMON CChISIKE Ha CTpaHuLy npunoxeHus B Google Play.

+ OrpaHvyeHve BUOUMOCTM He MOBAUSET HA penyTaLuio Ballero akkayHTa paspabotumka Google Play.

+ MNonb3oBaTeny No-nNPexHeMy CMOryT MPOCMaTPUBATb CTPAHULY Npunoxexus B Google Play.

OrpaHuyeHue No permoHy

+ Balue npunoxeHue [OCTYMNHO TONbKO Norb3oBaTtensm Google Play 13 onpepeneHHbIX permoHos.
+ OcTarnbHble MPOCTO HE CMOTYT €r0 HaNTU.

+ onb3oBaTenu, KOTopble paHee yCTaHOBWM NPUIIOXEHWE, CMOTYT MPOAOIXKaTh MCMONb30BaTb ero Ha
CBOEM YCTPOWCTBE, HO HE CKauMBaTb OBHOBNEHNS.

+ OrpaHuyeHune No pernoHy He BIMSET Ha penyTaLumio Ballero akkayHTa pa3pabotumka Google Play.

HanoxeHue OI'paHM‘-IeHMﬁ Ha aKKayHT

+ HanoxuBs orpaHuuyeHuns Ha Ball akkayHT pa3paboTuumka, Mbl yaanum us Google Play Bce npunoxeHus
B BalleM KaTaniore u 3anpeTvM BaM ny6MKoBaTb HOBbIE MK CYLLECTBYIOLME NPUIOXEHUS. Y Bac
ocTaHeTcs gocTyn K Play Console.

+ MNonb3oBaTenu He CMOryT NPOCMAaTPKBaTb CTPAaHWLLbI YAaneHHbIX npunoxeHui B Google Play v Baww
npodunb paspaboTunka.

« MNonb3oBaTeny NOTEPSIOT BO3MOXHOCTb AenaTh NOKYMNKM B MPUNOXEHUN U UCTIONb30BaTb ApYrne
nnaTexHble GyHKLUM.

 Bbl no-npexHeMy cMoxeTe ncrnonb3oBaTb Play Console, uto6bl npepocTtaBnste Google Play
OONONHUTENDbHYIO VIHq)OpMaLI,I/IPO N USMEHATb AaHHblEe aKKayHTa.

+ Bbl cMOXeTe 3aHOBO ONy6nMKOBaTb NMPUIIOXEHWS MOCTEe TOro, Kak yCTPaHUTE BCE HApYLIEeHWs NpaBul.

MpekpalweHne nencTensa akkayHTta

+ Ynanue Ball akkayHT paspaboTumka, Mbl Takxe yaanum ns Google Play Bce NnpunoxeHus B Ballem
KaTanore v 3anpeTuM BaM nybnmkosBaTb HOBblE. Bce cBA3aHHble akkayHTbl pa3paboTtumnka 6yayT
3abnoK1poBaHbl HaBceraa.

. nOBTOprIe 6J'IOKVIpOBKI/I nnn 6J'IOKVIpOBKI/I, CBf3aHHblE C CEPbEe3HbIMU HapyLWEHNAMN NpaBun, MOryT
NPUBECTY K yaaneHuio Ballero akkayHTa Play Console.

+ lockonbKy NPUIoXeHUs, onyBnnKoBaHHbIE Yepes3 ITOT akkayHT, ByayT yaaneHsl, Nofnb3oBaTenm He
CMOryT NpocMaTpmBaTh X CTpaHuLbl B Google Play, a Takxe Baw npoduib pa3paboTumka.

« [lonb3oBaTenn NnoTepsatoT BOSMOXHOCTb AenaTb NOKYNKU B MPUNOXEHNN U MCNONb30BaTh Apyrune
nnaTexHble GYHKLNM.

MpumevaHune. Ecnu Bbl nonpobyeTte co3paTth APYron akkayHT, OH Takxe 6yaeT 3abnokmposaH (6e3
BO3BpaTa pPerncTpaLmoHHOro B3Hoca). He nbitaiTech pernctpupoBaTh HOBble akkayHTbl Play Console,
€CIiM OAMH M3 BalUMX akKayHTOB 3a6/10KMPOBaH.

Heucnon b3yeMble aKKayHTbl



Hencnonb3yeMbiMmn Ha3biBatOTCA akkayHTbl pa3paboTuMKOB, B KOTOPbIX HE HabnoaaeTcs HUKaKom
aKkTMBHOCTU. OHM HE COOTBETCTBYIOT TpeboBaHMaM CornalleHns o pacnpocTpaHeHU NPOrPaMMHbIX
NnpoayKTOB

AkkayHTbl pa3paboTtumkoB Google Play npegHasHaueHbl Ans akTUBHON Ny6nvkauum n nopnepxku
MPUNOXeHWN. YTOBbI MPEROTBPATUTD 3M0YNOTPEBNEHNE CEPBMCOM, Mbl 3aKPbIBAEM aKKayHTbl, KOTOPbIE
He UCNONb3YTCS Ha NOCTOSIHHOM OCHOBE, HANPUMEP AJ1 Pa3MeLLEeHNs U OBHOBNEHNS NPUSTOXEHMUN,
NpPOCMOTpPa CTAaTUCTUKM 1 yNpaBneHus faHHbiMu ang Google Play.

3aKkpbITVie HeakTUBHOIO akkayHTa 03HAYaeT, YTO OH CaM U BCE CBA3aHHbIE C HVUM AaHHbIe YAansioTcs.
PernctpaunoHHbin c6op He Bo3BpalyaeTca. Mbl coobLMM BaM O 3aKpbITUW akkayHTa, UCMONb3ys
KOHTaKTHYIO MHPOPMALMIO, KOTOPYHO Bbl 1S HEFO yKa3anu.

Ecnwv B BypyLiem Bbl CHOBa 3axoTuTe NybnukoBaTb npunoxeHus B Google Play, To nerko cmoxete
CO3[,aTb HOBbIN akkayHT. OfHAKO 3aKpPbITbI akKayHT, @ TakXXe BCE CBA3aHHbIE C HAM MPUMOXEHNS 1
LaHHble BOCCTAHOBMUTb HE yAacTCs.

CoobueHne 0 HapyLLEHUAX U ganbHenLwme Mepsbl

Mopava anennauun

Mbl BOCCTaHaBNMBaEM NPUIOXEHWS, TONbKO €CAM OHM BbIN yaaneHbl Mo OWNBKe U He HapyLwanm
MpaBuna nporpammbl Ans paspaboTynkos 1 ycnosus CornaweHuns 0 pacnpocTpaHeHM NPOrpPaMMHbIX
nponyKToB. ECnv Bbl BHUMATENbHO O3HAKOMUIMCH C MPABUIaMK 1 CYMTAETE, YTO HaLLE PELLEHNE MOFTO
6bITb OLWMBOYHBIM, 0BXanyMTe ero Ha 3To CTPaHULE, UNKU Cedys UHCTPYKLMSM, OTNPaB/IEHHbIM BaM
Mo 3NEKTPOHHON NouyTe.

JononHuTenbHbIE pecypchbl

Ecnu kakne-To NpUHyguTEenbHblE MEPbl B OTHOLWEHNKX Ballero npuioXxeHna nnm OLI,eHKVI/KOMMeHTapI/IVI
nonb30BaTeNel Bbi3blBalOT Y BaC BOMpPOChI, nonpo6y17|Te HaMTX OTBETbI MO CCbINIKAM HUXE UNn
CBAXUTECb C HaMK 4Yepe3 CI'IpaBO‘-{HbIIZ LEeHTpP. O6paTVITe BH/MaHME, 4YTO rOpnanN4eCKyto NOMOLb Mbl HE
OKasbiBaeM. Ecnuv Takag noMoLLb Bam HY>XHa, O6paTVITer K FOPUCTY.

« MpoBepka NpUNoXeHnN

+ Kak coobwwmnTb O HapyLweHUn npaBun

+ Kak obpatutbcs B Google Play no noBogy yganeHus npunoxeH1s nim 610KMpoBKN akkayHTa
« lNpepynpexpaeHns

+ Kak coobLwuTb 0 HEMPUEMSIEMOM MPUIIOXEHNUU UM KOMMEHTapUn

« Moe npunoxeHue 6bino yaaneHo n3 Google Play

« BrnokupoBka akkayHTa paspaboTtumka Google Play

TpeboBaHus k npunoxxeHuto B Play Console

Mbl cTapaeMcs npegnaratb nofib3osaTensam Google Play Tonbko 6e3onacHble 1 KaYeCTBEHHbIE
NPVNOXEHUs, a paspaboTumkamM — BCe BO3MOXHOCTU AN BOCTUXEHMs ycnexa. Hawa 3apgava -
MaKCMManbHO YNPOCTUTbL NPOLECC NyBnmKaLumum NpUNoxXeHun.

Mpw nogave nHpopmMaumm yepes Play Console 1 npodunu, ceasaHHble ¢ akkayHToM paspaboTtumka Play
Console, pencteytoT onpegeneHHble npasuna. Y1obbl NOMoYb BaM M36exaTb caMbix
pacnpoCTPaHEHHbIX HaPYLIEHWI, Mbl COCTaBUIIN CIUCOK PEKOMEHAALIUIN HUXE.

Mpexpae YeM OTNPaBASTb NPUIIOXKEHNE Ha NPOBEPKY, CAENanTe CrenylLlee:

. npe,U.OCTaBbTe TOYHbIE CBEOEeHNA 06 aKKayHTe paapa6omvn<a, B TOM UYMNCNE YKa3aHHble H/XE OaHHbIe.

« [lonHo€e MMSa M Ha3BaHne n agpec.


https://play.google.com/about/developer-distribution-agreement.html
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- Homep DUNS , ecnu akkayHT cO3faH AN OpraHM3aumu.

+ KOHTaKTHbIN afipec a1eKTPOHHOM NOYTbl U HOMep TenedoHa.

 ALpec aneKTpoHHOM NouThl 1 HOMep TenedoHa paspaboTumka, LocTynHble B Google Play (ecnu
NPVUMEHNMO).

+ Cnoco6bl onnathbl (ECNN NPUMEHNMO).

+ CBefieHunsa o nnatexHoM npodune Google, CBI3aHHOM C BalUMM akkayHTOM pa3paboTunka.

+ ECnv akkayHT co3faH ans opraHvsaumy, ybenmTecs, YTo MHGOpPMaLMS B HEM aKTyanbHa U1
COOTBETCTBYET AaHHbIM O KOMMNaHuKn B peructpe Dun & Bradstreet.

MpenocTaBbTe TOYHbIE U MOJIHbIE CBEAEHNS O NMPUIIOXEHNM U €ro MeTafaHHbIe.
3arpyauTte nonuTrKy KOHPUAEHLNANTBHOCTM NPUNOXeHUa N obaBbTe 06g3aTeNbHy0 NHbOPMaLMIO B
pazpnen 6e30nacHOCTM AaHHbIX.

YKaxXuTe akTUBHbIA TECTOBbIN akKayHT, MHGOPMaLMIO A9 BXOAA B HETO U Apyrue CBeaeHus,
HeobxoauMble AN MPOBEPKU NPUNOXEHUS, Tak1e KakK yY4eTHble faHHble, QR-kop v T. A.

)

Y6epuTech, UTO NpunoxeHne pabotaeT CTabunbHO U KOPPEKTHO, a Takxke NPeacTaBndeT LeHHOCTb As
nonb3oBaTesier. Bce ero anemMeHThbl, BKoYas peKnaMHble CETU, CEPBUCHI aHANUTUKN U CTOPOHHME SDK,
LLOJIXHbI OTBEYaTb [paBuiaM NporpamMMbl Ans paspaboTymkoB npunoxeHuit B Google Play. Ecnu B
LieNIeBYyIO ayAUTOPUIO NPUMOXEHUS BXOAAT AeTU, ybeOnTech, YTO OHO COOTBETCTBYET NpaBuiaMm
nporpammbl "TpunoxeHns pns Bcen cembu'.

He 3abbIBanTe, YTO Bbl 06S13aHbI O3HAKOMUTLCSA ¢ CornaleHneM O pacnpoCTPaHEHUM MPOrPAMMHbIX
nponyKToB 1 [paBunamMu nporpamMmbl Afis paspaboTymKkoB, a TakKe yOeanTbes, YTo NPUNOXeHMe
OoTBEYaEeT BCEM TPebOBaHUAM.

Developer Distribution Agreement

TpebyeTcs nomoLLb?
MonpobywTe cnegytolee:

CesasaTtbca ¢ HaMu
PacckaxuTe 0 cBOel npobniemMe HalMM COTPYLHUKAM
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