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ChromeOS 131 release summary

Current ChromeOS changes Security/ User Management
Privacy productivity/
Apps

ChromeOS Flex Auto Enrollment v
ChromeOS Flex forced

v
re-enrollment
Quick Answers styling refresh v
Split DNS for Chrome0S v
ChromeOS Back To Safety v v
Flash notifications v
Microsoft SCEP SID update

. v
reminder
Upcoming ChromeOS changes Security/ User Management
Privacy productivity/
Apps

Al wallpapers and backgrounds v
Graduate data migration v v
Native Client (NaCl) support ending Y Y
on ChromeOS
Chrome App support ending on v Y
Chrome0OS

The enterprise release notes are available in 9 languages. You can read about ChromeOS updates in
English, German, French, Dutch, Spanish, Portuguese, Korean, Indonesian, and Japanese. Allow 1 to 2

weeks for translation for some languages.



Current ChromeOS changes

ChromeOS Flex auto-enrollment

In ChromeOS 131, ChromeOS Flex auto-enroliment now allows you to deploy ChromeOS Flex
devices at scale. Similar to ChromeOS zero-touch enrollment, automatic enrollment embeds
an enrollment token created by an organization's administrator into a ChromeOS Flex image.
This will determine which customer organization and organizational unit a device will enroll
into during initial device setup. For more information, see Enroll ChromeOS devices and the
ChromeQS Flex help center.

ChromeOS Flex forced re-enrollment

In ChromeOS 131, enrolled ChromeOS Flex devices support manual forced re-enroliment. If
the policy is set to enforce either automatic or manual re-enroliment, ChromeOS Flex devices
will prompt users to manually re-enroll after a factory reset. For more information, see Force

wiped ChromeOS devices to re-enroll and the Forced re-enrollment device setting.

Quick Answers styling refresh

Quick Answers is a GenAl-powered reading assistant for ChromeOS, giving users quick
insights into web pages and PDF documents. This includes summaries, interactive outlines,
and document Q&A. In ChromeOS 131, we introduce an updated styling for Quick Answers.

For more information, see Quick Answers—definition. This feature can be controlled using
Quick Answers policies.

Split DNS for ChromeOS

You can now configure Secure DNS to be used on specified domains only. Admins can

configure a list of domains to be included or excluded from using Secure DNS. You can

configure this feature using these policies: DnsOverHttpsincludedDomains and
DnsOverHttpsExcludedDomains.

ChromeOS Back To Safety


https://support.google.com/chrome/a/answer/1360534
https://support.google.com/chromeosflex
https://support.google.com/chrome/a/answer/6352858
https://support.google.com/chrome/a/answer/6352858
https://support.google.com/chrome/a/answer/1375678?hl=en&sjid=13413969492411653424-NC#zippy=%2Cforced-re-enrollment
https://support.google.com/chrome/a/answer/13616580
https://chromeenterprise.google/policies/#QuickAnswers
https://chromeenterprise.google/policies/#DnsOverHttpsIncludedDomains
https://chromeenterprise.google/policies/#DnsOverHttpsExcludedDomains

This feature gives users a way to get back to a good known state by disabling extensions
and resetting settings that could hurt their experience. In past releases, in order to get your
ChromeOS device to a known good state, you would have to powerwash. Thanks to this
feature, there are now ways to non-destructively get your device to a state you feel

comfortable with again!

When a user selects Safety reset, this action will:
e Reset Chrome settings and Chrome shortcuts
e Disable extensions

e Delete cookies and other temporary site data

Bookmarks, history, and saved passwords won't be affected. For more details, see Wipe

ChromeOS device data.

»N
Safety reset

Safety reset can help remove unwanted pop-ups, fix network issues, and address other
unexpected issues. Safety reset turns off Chrome browser extensions and resets network and
other settings to safe defaults. Your default search engine will be reset, but your tabs, files,
cookies, and history won't be changed. Learn more

Cancel Safety reset

Help make Chrome better by reporting the current settings

Flash notifications

Customers who frequently miss notifications that appear in the corner of the screen can now enable

a setting that will flash the screen whenever a new notification arrives. This feature is particularly


https://support.google.com/chrome/a/answer/1360642
https://support.google.com/chrome/a/answer/1360642

beneficial for customers who are hard of hearing or who use screen magnification and are often
zoomed in, making it difficult to see corner notifications. This new setting can be found under

Settings > Accessibility > Audio and captions > Flash notifications.

- 0O
Settings Q,  searchsettings
v Netwgrk & Audio and captions
palpatines0
Bluetooth Meono audio
3 i a»
off Play the same audio through all speakers
Bd Connected devices Play sound on device startup >
Phone Hub, Quick Share
Flash notifications
Accounts . e L .
o siobhankeating@google.com Flash the screen when you receive notifications. Use flash notifications with caution if you're [ @)
light sensitive.
o Device
Keyboard, mouse, print Flash screen color Preview Yellow -
73 Wallpaper and style Live Caption
Dark theme, screen saver a»

Automatically creates captions for supported languages. Audio never leaves your device.

e Privacy and security
Lock screen, controls Caption preferences

Customize caption size and style for Live Caption. Some apps and sites will also use this setting.

Apps
Notifications, Google Play

The quick brown fox jumps over the lazy dog

o System preferences
Storage, power, language

Microsoft SCEP SID update reminder (Originally published M130)

Only for SCEP deployments using Microsoft NPS for RADIUS. If you are not using SCEP
certificates in combination with Microsoft NPS for Radius for Chromebook network
connectivity, you may disregard the remainder of these instructions. We expect this to be a

setup more common in enterprise rather than in education.

Microsoft has announced a security update that will add a new required field, a Security



Identifier (SID), to SCEP certificates in environments utilizing NPS for Radius for network

authentication. This addition is due to a security vulnerability on Windows devices where

usable certificates with private keys can be exported from one Windows device to be used

on any other device. Addition of the SID means that the certificate becomes linked to a

device or user in your Active Directory environment so that an unknown device/user cannot

use it. This is not a security issue for Chromebooks, as they do not allow the exporting of

certificates with private keys in them and they are protected by the TPM. However, any

certificate lacking this new field will fail to authenticate against a NPS for Radius server after

the hard enforcement deadline of February 11th, 2025.

What do you need to do?

As soon as possible, verify if your deployment relies on both SCEP certificates and

NPS for Radius for network authentication. This can be done by going into event

viewer on your Domain Controller -> System, and searching for event ID #39. If you

see this event ID:

{2] Event Viewer (Local)
¢ Custom Views
v [ Windows Logs
f+] Application
5] Security
] Setup
i Syster
] Forwarded Events
= Applications and Service
4 Subscriptions

System MNumber of events: 61,041

<7 Filtered: Log: System; Level: Waming; Source: Microsoft-Windows-Kerberos-Key-Distribution-Center, Number of events:

Lewvel Date and Time Source EventID Task Category

/4, Warning 7/3/2024 95017 AM Kerberos-Key-Distribution-Center 39 None
Distribution-Center 39 None

Warning 7137202 AM Kerberos-Key-

< >

Event 39, Kerberos-Key-Distribution-Center x

General Details

The Key Distribution Center (KDC) encountered a user certificate that was valid but could not be mapped to a user
in a secure way (such as via explicit mapping, key trust mapping, or a SID). Such certificates should either be
replaced or mapped directly to the user via explicit mapping. See https://go.microsoft.corm/fwlink/?linkid=2189925
to learn more,

User: wifieap

Certificate Subject: @@@CN=B16105BD016HX

Certificate Issuer: capse-iss-ad-ROOT-CA

Certificate Serial Number: 330000041F 737FES1ES57B94BEQ0000000041F
Certificate Thumbprint: F1417DBBE3AS2988E9F IBCAFATEBDAF6D503ATAE

Log Name: System

Source: Kerberos-Key-Distribution-C  Logged: 7/3/2024 8:29:31 AM
Event ID: 39 Task Category: None

Lewvel: Warning Keywwords: Classic

User: N/A Computer: adl.capse-iss-ad.com
OpCode: Info

More Information: Event Log Online Help



Actions to take if you see the event ID #39:

1.

Create a new object, or reuse an existing one, in your Active Directory
environment for SCEP use

Extract the SID for the AD object, for example, PS> (Get-ADUser
username).SID.value

Create a new SCEP profile with all settings duplicated from your current
setup and add in the SID of the newly created, or existing, AD object from
step 1.

Under the Subject Alternative name section select the Custom radio button.
Add a new Subject Alternative name using the + button with the type Uniform
Resource Identifier from the dropdown. Under string, the value should be
similar to:

tag:microsoft.com,2022-09-14:51d:S-1-2-3-4-5-6-8

where s-1-2-3-4-5-6-8 is the SID of the AD object (see image below)

Subject alternative name (O User email Not applicable for Chromebooks

© Custom Only applicable for Chromebooks

() None

Custom Subject Alternative Names
Subject alternative name type String -+

Uniform Resource Identifier ¥ tag:microsoft.com,2022-09-14:sid:S-1-2-3 [x]

DONE

Deploy this new certificate to all potentially affected Chromebooks in your
fleet
a. Wait, AT LEAST ONE MONTH, to reasonably guarantee that all
devices have picked up the new certificate.
Re-link any and all policies from the old certificate to the new one from Step
2.
Verify functionality using the new certificate.

Delete the old profile.






Upcoming ChromeOS changes

Al wallpapers and backgrounds

As early as ChromeOS 132, we plan to introduce high-resolution, generative Al wallpapers
and video call backgrounds on ChromeOS. With this feature, you can unleash your creativity
and turn your Chromebook into a canvas of personal expression. Choose from a diverse
collection of templates and, in just a few clicks, infuse your Chromebook with your unique
personality, mood, or interest.

Two new policies will be available to control these features; GenAlVcBackgroundSettings

and GenAlWallpaperSettings. This feature will be available on Chromebook Plus devices

only.

Graduate data migration

As early as ChromeOS 132, a new Content Transfer tool will guide graduate students or other
EDU-managed users who want to migrate their data through the updated Google Takeout
Transfer process. This allows them to take their Docs, Sheets, Slides, and Gmail content to a
Gmail account of their choice.

This new application allows school administrators to pin an icon to the shelf, notify students
and faculty on their Chromebooks, and set dates to trigger these nudges to encourage them

to use the existing Takeout Transfer process.

Native Client (NaCl) support ending on Chrome0OS

ChromeO0S 132, scheduled for release in January 2025, will be the last release with NaCl
support for unmanaged/consumer devices, followed by ChromeOS 138 in July 2025 for

managed devices.

In 2017, we announced the end of support of Native Client (NaCl) in favor of WebAssembly.

With most developers and users having migrated away from NaCl, we confirm the following
NaCl discontinuation dates:

e January 2025: Native Client (NaCl) will be disabled from ChromeOS 132 onwards.


https://www.google.com/chromebook/discover/chromebookplus/
https://support.google.com/chrome/a/answer/1289314?hl=en
https://developer.chrome.com/docs/native-client
https://webassembly.org/

o Forunmanaged and consumer users, ChromeOS 132 will be the last
ChromeOS release with support for NaCl.

o For managed environments (including Kiosk sessions), administrators who
manage ChromeOS devices for a business or school, will have the option of
extending the ability to use NaCl with a NaCl allow policy
(DeviceNativeClientForceAllowed) through the ChromeOS 138 release. This
policy will be available in the admin console from late December 2024 to
early January 2025 before the release of ChromeOS 132.

e July 2025: ChromeOS 138 will be the last version with NaCl support.

o For managed environments, ChromeOS 138 is a Long-term Support (LTS)

ChromeOS release available to administrators who manage ChromeQS
devices for a business or school.

o For devices that have been switched to the LTS channel and have the NaCl
allow policy enabled, NaCl will be available until LTS Last Refresh in April
2026.

o No exceptions will be granted.

For Chrome Apps that use NaCl, migrate to WebAssembly (WASM). To help you with the

transition, we've published the WebAssembly Migration Guide.

For more information about this change or if you need assistance, you can refer to any of the
following:
e WebAssembly Migration Guide.

e ChromeOS developer community on Discord.
e ChromeOS release schedule for release dates and updates.

Please refer to the Chrome Enterprise and Education Help Center to learn more about

manadging policies for ChromeOS devices.

Chrome App support ending on ChromeOS

In 2016, we announced the deprecation of Chrome Apps in favor of web apps, and in 2021,

we announced on the Chromium Blog that Chrome App support for ChromeOS Enterprise

and Education customers and developers on ChromeOS would be extended until at least

January 2025. With the majority of our customers having migrated off of Chrome Apps
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https://support.google.com/chrome/a/answer/11333726?hl=en
https://support.google.com/chrome/a/answer/3168106?hl=en#zippy=%2Cpin-chromeos-updates-to-a-specific-version
https://webassembly.org/
https://developer.chrome.com/docs/native-client/migration
https://developer.chrome.com/docs/native-client/migration
https://chromeos.dev/en/posts/join-us-in-the-chromeos-developer-community-on-discord
https://chromiumdash.appspot.com/schedule
https://support.google.com/chrome/a/topic/6274424?hl=en&ref_topic=4386913&sjid=10808321024100605256-NC
https://blog.chromium.org/2021/10/extending-chrome-app-support-on-chrome.html

(including Legacy (v1) packaged apps and Hosted apps), we can confirm the following

updates about Chrome App discontinuation dates.

e July 2025: End of support for user-installed Chrome Apps (scheduled for Chrome0S
M138).
m Chrome Apps that are force-installed through the admin console will continue
to be supported.
e July 2026: Last ChromeOS release with support for Chrome Apps in Kiosk Mode
(scheduled for ChromeOS M150).
o Devices on the LTS channel with Chrome Apps in Kiosk Mode will receive
support until April 2027.
e February 2028: Last ChromeOS release with support for Chrome Apps (scheduled for
ChromeOS M168), marking the end of life for all Chrome Apps.
o Devices on the LTS channel can continue to use Chrome Apps until October
2028.

o No exceptions will be granted.
These deprecation timelines also apply to self-hosted Chrome Apps.
While no new Chrome Apps can be added to the Chrome Web Store, existing Chrome Apps
can continue to be updated through October 2028 when they will reach end of life on

ChromeO0S. After this date, Chrome Apps will be removed from the Chrome Web Store.

If your organization has developed in-house Chrome Apps and you need assistance, please

refer to Transition from Chrome Apps guide. You can also join us in the ChromeOQS developer

community on Discord, or reach out to us through the form at

https://chromeos.dev/work-with-us. Refer to the ChromeOS release schedule for release

dates and updates.

In the coming weeks, additional detailed information will be sent to all remaining Chrome

App developers and all ChromeOS Administrators.
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https://chromium.googlesource.com/chromium/src/+/HEAD/extensions/docs/extension_and_app_types.md#packaged-app-legacy
https://chromium.googlesource.com/chromium/src/+/HEAD/extensions/docs/extension_and_app_types.md#hosted-app
https://developer.chrome.com/docs/apps/migration/
https://chromeos.dev/en/posts/join-us-in-the-chromeos-developer-community-on-discord
https://chromeos.dev/en/posts/join-us-in-the-chromeos-developer-community-on-discord
https://chromeos.dev/work-with-us
https://chromiumdash.appspot.com/schedule

Additional resources

e For emails about future releases, sign up here.

e To try out new features before they're released, sign up for the trusted tester program.

e Connect with other Chrome Enterprise IT admins through the Chrome Enterprise Customer
Forum.

e How Chrome releases work—Chrome Release Cycle

e Chrome Browser downloads and Chrome Enterprise product overviews—Chrome Browser for
enterprise

e Chrome version status and timelines—Chrome Platform Status | Google Update Server
Viewer

e Announcements: Chrome Releases Blog | Chromium Blog

e Developers: Learn about changes to the web platform.

Still need help?

e Google Workspace, Cloud Identity customers (authorized access only)—Contact support

e Chrome Browser Enterprise Support—Sign up to contact a specialist

e Chrome Administrators Forum

e Chrome Enterprise Help Center

Google and related marks and logos are trademarks of Google LLC. All other company and product

names are trademarks of the companies with which they are associated.
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https://inthecloud.withgoogle.com/chrome-release-notes/opt-in.html
https://inthecloud.withgoogle.com/trusted-testers/sign-up.html
https://support-content-draft.corp.google.com/chrome/a/answer/9267808
https://support-content-draft.corp.google.com/chrome/a/answer/9267808
https://chromium.googlesource.com/chromium/src/+/master/docs/process/release_cycle.md
https://chrome.com/enterprise
https://chrome.com/enterprise
https://www.chromestatus.com/features/schedule
https://omahaproxy.appspot.com/
https://omahaproxy.appspot.com/
https://chromereleases.googleblog.com/
https://blog.chromium.org/
https://blog.chromium.org/search/label/beta
https://support-content-draft.corp.google.com/chrome/a/#contact=1
https://cloud.google.com/chrome-enterprise/browser-support/
https://productforums.google.com/forum/#!forum/chrome-admins
https://support-content-draft.corp.google.com/chrome/a#topic=4386908

