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Overview

There are four components involved in setting up ChromeOS Certificate Enrollment with Simple Certificate
Enrollment Protocol (SCEP):

- ChromeQS devices

- Google Admin Console

- Google Cloud Certificate Connector
- SCEP server (i.e. Microsoft NDES)
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Google Admin Console

Google Admin Console is the web based administrative interface used to configure and apply policy to
Chrome Enterprise devices and browsers.

In this document, it is used to configure a SCEP Certificate Enrollment Profile and Wi-Fi Profile that are
assigned to users and/or devices based on the OU they belong to. The SCEP Profile specifies the SCEP
enrollment URL, Certificate Authority, Certificate Template and other parameters. The Wi-Fi Profile specifies
the SSID, Authentication (Certificate) and other network settings.

ChromeOS

During the certificate enrollment process, after successful authentication, the ChromeOS device generates
a pair of keys for the device or user, and the public key is forwarded via a Certificate Signing Request (CSR)
to Google Admin Console and then to the SCEP server, via the Google Cloud Certificate Connector. The
Certificate Authority signs a user or device Certificate based on the CSR, and it is communicated via SCEP
back to GCCC, Admin Console and the ChromeQOS device.

In order for the enrollment process to be successful, the ChromeOS device needs to be able to

communicate with Google Cloud services without interference of SSL decryption.


https://support.google.com/chrome/a/answer/6334001?hl=en&ref_topic=3504941
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Microsoft Certificate Services and NDES/SCEP

This document outlines a set of steps necessary to configure Microsoft Network Device Enrollment Service
(NDES) and related technologies to allow enrollment and issuance of certificates used to authenticate
ChromeOS devices and users to WiFi access points via 802.1X, to VPN gateways and in other client
certificate authentication scenarios.

Note that Certificate Connector for Microsoft Intune installs a custom policy module and thus is not

compatible with standard SCEP requests. A separate NDES server should be used from the one running the
Intune Connector.

Installation, configuration and security of Microsoft Active Directory Domain Controllers (AD DC), Certificate
Services (CS), NDES, Internet Information Server (1IS) and other Microsoft technologies is outside the scope
of this document. Please follow Microsoft recommendations and your organization’s guidance for
hardware and software system requirements.

Specific configuration choices shown are based on guidance in the Microsoft documents listed below,
except where noted.

Implementation outside of an isolated lab environment should only be undertaken with full understanding
of the technologies and security implications of each step.

The following Microsoft documentation can be used as reference, as of the time of writing:
Configure infrastructure to support SCEP, Network Device Enrollment Service (NDES), NDES Security Best

NtAuthCertificates, Server Certificate Deployment Overview, Enrollment Options for End-Entity Certificates

Microsoft recommends a two- or three-tier PKI deployment for production environments. In such a
deployment, the Root Certificate Authority (CA) and possibly the first tier Intermediate CAs are kept offline
(not connected to the production network). Issuing CAs are kept online to facilitate issuing of End Entity
(Client, Server) certificates.

Given the dynamic nature, and inherently lower security (no approval process) of automated device and
user certificate provisioning via SCEP, it is recommended that a dedicated [ssuing CA for NDES be created.

There are a number of best practice recommendations for securing the NDES infrastructure provided by
Microsoft, which are outside the scope of this document. Additional Constraints (CAPathLength etc.) and
Key Usage (Client Authentication etc.) limitations can be applied to the CA; it can be restricted to issuing
certificates based only on the SCEP template(s); the CA can be removed from the Enterprise AD NtAuth
Store, to prevent certificates issued by it from being used to authenticate against the rest of the AD
infrastructure.

Microsoft does not support running NDES and IIS on the same server as the Issuing CA in production
deployments, due to security considerations.

These concerns apply primarily when the CA used for ChromeQOS devices and users is part of the existing
AD PKI. In a lab environment, or when the PKl is solely used for ChromeOS SCEP, it may be possible to
co-locate some components.


https://learn.microsoft.com/en-us/mem/intune/protect/certificates-scep-configure#:~:text=Name%20(SAN).-,The%20Intune%20policy%20module,-works%20to%20secure
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-scep-configure
https://social.technet.microsoft.com/wiki/contents/articles/9063.active-directory-certificate-services-ad-cs-network-device-enrollment-service-ndes.aspx
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/ndes-security-best-practices/ba-p/2832619
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/ndes-security-best-practices/ba-p/2832619
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786437(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786428(v=ws.11)
https://social.technet.microsoft.com/wiki/contents/articles/3527.how-to-decommission-a-windows-enterprise-certification-authority-and-how-to-remove-all-related-objects.aspx#Step_7_Delete_certificates_published_to_the_NtAuthCertificates_object
https://social.technet.microsoft.com/wiki/contents/articles/3527.how-to-decommission-a-windows-enterprise-certification-authority-and-how-to-remove-all-related-objects.aspx#Step_7_Delete_certificates_published_to_the_NtAuthCertificates_object
https://docs.microsoft.com/en-us/windows-server/networking/core-network-guide/cncg/server-certs/server-certificate-deployment-overview
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/intune-enrollment-options-for-end-entity-certificates/ba-p/2498646
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786436(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786428(v=ws.11)
https://social.technet.microsoft.com/wiki/contents/articles/3527.how-to-decommission-a-windows-enterprise-certification-authority-and-how-to-remove-all-related-objects.aspx#Step_7_Delete_certificates_published_to_the_NtAuthCertificates_object
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-scep-configure#servers-and-server-roles
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Google Cloud Certificate Connector

Google Cloud Certificate Connector (GCCC) allows ChromeOS devices to request certificates from SCEP
servers via Google Cloud. Once a SCEP profile is configured in an organization or an Organizational Unit,
whenever a device or user that matches that profile signs in, a SCEP certificate enrollment request is
generated, if needed, and published to an organization-specific queue where it is picked up and processed
by GCCC.

To complete the install and for GCCC to function it requires access to google APl and software update
endpoints. See “GCCC Proxy configuration” before proceeding with install if a proxy is used.

GCCC needs to be able to connect to https:/pubsub.googleapis.com via HTTPS on TCP/443 (Direct or
Proxy), to retrieve configuration and CSRs, and upload Certificates. ()

For self update these URLs must also be accessible by the connector (See FAQs for self update proxy
configuration)

_ :

edgedl.me.gvt].com/edgedl/release?
google.com/dl/release
google.com/dl/release?

Depending on the organization’s security policy regarding servers with outbound Internet access, GCCC
service can be installed directly on the NDES server, on a separate server, or on a completely separate
network (DMZ).

If GCCC is being installed on a separate server, NDES |IS should be configured to only accept HTTPS
connections and only from the GCCC IP address(es), to improve security.

The NDES IIS server SSL certificate Subject Name needs to match the hostname used in the SCEP
enrollment URL.

If GCCC is being installed on the NDES server itself, it can connect locally over HTTP and none of the
HTTPS or IP restriction steps are required.

Multiple GCCC servers can be used to provide redundancy and load-sharing, as SCEP certificate enrollment
requests are published to an organization-specific queue and will be picked up and acknowledged in
first-come-first-served order by the connectors.

The system running GCCC requires a dual core CPU @ 2 Ghz and 2 GB RAM running Windows Server 2016
or higher.


https://pubsub.googleapis.com
http://edgedl.me.gvt1.com/edgedl/release2
http://google.com/dl/release
http://google.com/dl/release2
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Enterprise Deployment with Microsoft NDES and Google Admin

Prerequisites

Note: Item numbers refer to respective numbered labels in the diagram.

1. Existing Windows AD Domain
a. Domain Controller - de1.gscep.net
2. Existing Microsoft Enterprise PKI|
a. Root CA - rcal.gscep.net (offline)
b. At least one Intermediate CA - sca7.gscep.net available to issue a CA Certificate for
Issuing CA for NDES
c. Running pkiview.msc as an Administrator on the Root CA shows the existing CA
infrastructure:

33 pkiview - [Enterprise PKI\gscep-RCA1-CA (V0.0)\gscep-SCA1-CA (V0.0)]
File Action View Help

o= znd=H

3 Enterprise PKI Name Status Expiration Date  Location
v [l gscep-RCAT-CA (V0.0) (59 CA Certificate oK 6/22/2024 157 ...
L) gscep-SCA1-CA (V0.0) (5] AlA Location 1 oK 6/22/2024 1:57 ... Idap:///CN=gscep-SCA1-CA CN=AlA, CN=Public %20Key%205...
[£] CDP Location #1 0K 6/30/2022 2:07 ... Idap:///CN=gscep-SCA1-CA CN=scal,CN=CDP,CN=Public%...
[2] DeltaCRL Location #1 oK 6/24/2022 2:07 ... Idap:///CN=gscep-SCA1-CA CN=scal,CN=CDP,CN=Public%...

3. VM/Server joined to AD for Issuing CA for NDES - gcal.gscep.net
4. VM/Server joined to AD for NDES and IIS - ndes1.gscep.net

a. Note: NDES 2016 or above is required
5. VM/Server for GCCC - gcccl.gscep.net


http://gccc1.gscep.net

6. GCP project with a configured billing account

Create Service account for NDES

Sk wn 2

Active Directory Users and Computers on dc1.gscep.net

Create a new user.
Username: sve_ndes

Set password

User cannot change password
Password never expires.

NDES svc Properties

Member Of Dialin Environment

Remote control Remote Desktop Services Profile
General  Address  Account  Profie  Telephones
User logon name:

o a—

User logon name (pre-Windows 2000):

[Gscery | [sve_ndes

Logon Hours.. Log On To...

[ Unlock account

Account gptions:

[ User must change password at next logon
[¥] User cannot change password

[] Password never expires

[ Store password using reversible encryption

Account expires
(@ Neyer

OFEndol: [ Thusday . Juy 21,2022

ok comes [ [ sl

Configure Issuing CA for NDES

1.

a.

oo
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Add Active Directory Certificate Services role to the Issuing CA server for NDES gcal.gscep.net

Log in as an Enterprise Domain Admin user, or another user with sufficient privileges to add

Certificate Services role
Start Server Manager

Dashboard > Add roles and features > Choose gcal.gscep.net

Select Active Directory Certificate Services
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e. Confirm Adding required features

WELCOME TO SERVER MANAGER

o Configure this local server

[
S I ‘ DESTINATION SERVER
€leCt Server rol{z. add Roles and Features Wizard x geal gscepner
b 4
Add features that are required for Active Directory
i ?
Certificate Services? aow
The following tools are required to manage this feature, but do not Directory Certificate Services
have to be installed on the same server. ] is used to create
ption authorities and related
4 Remote Server Administration Tools fvices that allow you to issue
4 Role Administration Tools nage certificates used in a
4 Active Directory Certificate Services Tools of applications.
[Tools] Certification Authority Management Tools
i Add Roles and Features Wizard — ] X
‘ 2 DESTINATION SERVER
Select role services geatgscepnet
Before You Begin Select the role services to install for Active Directory Certificate Services
Installation T Role services Description
se Certification Authority (CA) is used
[] Certificate Enroliment Policy Web Service to issue and manage certificates.

Multiple CAs can be linked to form a

[ Certificate Enroliment Web Service
public key infrastructure.

[ Certification Authority Web Enroliment
[ Network Device Enrollment Service
[ Online Responder

Confirmation

g. Wait for process to complete
2. Configure AD CS on gcal.gscep.net as a Subordinate CA to an existing CA scal.gscep.net
a. In Server Manager click on yellow warning icon in the top bar
b. Under Post-Deployment Configuration, click on Configure Active Directory Certificate
Services...

Manage

& eat §, Post-deployment Configura...

pest Configuration required for Active Directory

Installation progress Certfcate Services at GCAT
Configure Active Directory Certificate Services on th.

View installation progress
@ Feature installation

@ Festure instalation ——
(¢ required. Installation succeeded on
geal.gscep.net.

Configuration required. Installation succeeded on gcal.gscep.net.
Add Roles and Features

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the Task Details
server
Configure Active Directory Certificate Services on the destination server

Certification Authority

Remote Server Adminsraton Toos
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools




c. Role Services: Certification Authority
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fa AD CS Configuration

Role Services

Select Role Services to configure

Certification Authority

Certification Authority Web Enroliment
Online Responder

Network Device Enrollment Service
Certificate Enroliment Web Service
Certificate Enrollment Policy Web Service

d. Setup Type: Enterprise CA

e. CA Type: Subordinate CA

. Create a new private key

g.

h.

. CA Name or Computer name

= o X

DESTINATION SERVER

geal.gscep.net

Select defaults or adjust as needed for Cryptography and CA Name
Certificate Request: Send a certificate request to a parent CA

j. Select appropriate existing Subordinate Issuing CA from which to request a CA certificate

[

for the Issuing CA for NDES - scal.gscep.net

Certificate Request

k. Accept defaults for the rest and click Configure

Request a certificate from parent CA

DESTINATION SERVER
geal.gscep.net

You require a certificate from a parent certification authority (CA) to allow this subordinate CA to
issue certificates. You can request a certificate from an online CA or you can store your request to

a file to submit to the parent CA.

®) Send a certificate request to a parent CA:

Select:
@® CA name

Select Certification Authority
Select a certification authority (CA) you want to use.
CA Computer
TlgscepRCA1-CA rcal.gscep.net

gscep-SCAL-CA scal.gscep.net

3. Create the SCEP certificate template
a. Note that while these settings have been verified, your organization’s policy might dictate

ake this CA operational

different settings, which would need to be tested.

b. Open Certification Authority on gcal.gscep.net

O *  Server Manager * AD CS

I8 Dashboard
i Local Server
ii All Servers

B ADCS

B} File and Storage Services b

AN All servers | 1 total

o @~ @~

Server Name IPv4 Address Manageability Last Update

AV

= e ot started  6/22/2022 4:344]
Add Roles and Features

Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Certification Authority



C.

f.
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Certificate Templates — Manage

Ll certsry - [Certification Authority (GCA1.GSCEP.NET)\gscep-GCA1-CA\Certificate Templates) = m} X

File Action View Help
o7 d: ]
f.‘] Certification Authority (GCA1.GS(|| Name Intended Purpose

vd g_;cep—GCM-CA_ § (] Directory Email Replication Directory Service Email Replication
o z::::e:::;rlt:f::es E Domain Controller Authentication Client Authentication, Server Authentic...
: Pending Requests E Kerberos Authentication Client Authentication, Server Authentic...
(8 Faded Requests & EFs Recovery Agent File Recovery
e T 5 Basic EFS Encrypting File System
Manage atroller Client Authentication, Server Authentic...
Camiar Avbhanticabine

Duplicate User Template

B Certificate Templates Conscle

File Action View Help

L = (NEREY

3] Certificate Templates (dc1.gscey Template Display Name Schema Version Version *
2 Smartcard Logon 1 6.1
13 Smartcard User 1 1.1
& subordinate Certification Authority 1 5.1
& Trust List Signing 1 3.1
L. rw—
& User 1 41
Fwebs Al Tasks > |1 4
Awors 2 o0

< >lle >

General

i.  Template Name: SCEPTemplate
1. Note: the Template name is used for configuration, not the Template
display name.
ii.  Publish certificate in Active Directory: Unchecked
iii. Note: These certificates will not be used for Windows Authentication

Properties of New Template X |

Subject Name Server Issuance Requirements
Superseded Templates Extensions Security
Compatiilty General  Request Handing ~ Cryptography ~ Key Attestation

Template display name:
|SCEPTemplate |

Template name:
[sCEPTemplate ]

Validity period: Benewal period:

[ty vl [l ]

| |y |

Do not automatically reenroll if a duplicate certificate exists in Active
Directane

Subject Name — Supply in the request
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g. Note: This is necessary since the user or device name is supplied during enrollment via

SCEP.

Properties of New Template X
Superseded Templates Extensions Security
Compatibilty ~General Request Handiing Cryptography  Key Attestation
Subject Name Server lssuance Requirements

(® Supply in the request
DUae subject rimndlmfrwtm certﬁcdesfora.loernl‘neﬁ

Security
i.
ii.
iil.
iv.

Add NDES service account sve_ndes with Read and Enroll permissions

Add CA computer account of gcal.gscep.net with Read permission

Remove Authenticated Users

Note: this ensures that NDES service, CA and Admins ONLY can issue or read the
SCEP certificates.

Properties of New Template X

Compatibility General Request Handing Cryptography Key Attestation
Subject Name Server Issuance Requirements
Superseded Templates Extensions Security

Group or user names:

B8 Domain Admins (GSCEP\Domain Admins)

HR Enterprise Admins (GSCEP"\Enterprise Admins)

HGCM (GSCEP\GCM $)

Pemissions for Svc NDES

Full Control
Read
Write
Envoll
Autoenroll

ORORO|E
ooooao E

b. Close Certificate Templates Console
Back in Certification Authority

C.

I,

Certificate Templates — New — Certificate Template to Issue
Select SCEPTemplate

L5 certsrv - [Certification Authority (GCA1.GSCEP.NET)\gscep-GCA1-CA\Certificate Templates]

File Action View Help
o 2= H
f.‘] Certification Authority (GCA1.G5(| Name Intended Purpose

v gfcep-GCM-CAl § | Directory Email Replication Directory Service Email R
= E:::e:ei:::::ﬁ EI Domain Controller Authentication Client Authentication, Se
- Pending Raquests E Kerberos Authentication Client Authentication, Se
1 Failed et & EFS Recovery Agent File Recovery
| Certificate Templat & Basic EFS Encrypting File System
Manage ler Client Auth:ntl:atlon Se
New > Cetificate Template to lssue =

View > Encrvotina File Svstem. S
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4. Allow NDES Service to enroll and manage certificates

a.
b.

Open Certification Authority — gscep-GCA1-CA — Properties — Security
Add svc_ndes with Issue and Manage and Request Certificates permissions

gscep-GCA1-CA Properties T x

R Frrnp Etric = Mar e
General Policy Module Exit Module
Enraliment Agents Audting Recovery Agents Security

v S (sve_t D net

$2 Domain Admins (GSCEP'Domain Admins)

HR Enterprise Admins (GSCEP\Enterprise Admins)
R Administrators (GCAT\Administrators)

Add... Remove
Pemissions for Sve NDES Allow Deny
Read O O
Issue and Manage Certificates O
Manage CA O O
Request Certficates O

Optional Remove Authenticated Users
Note: This ensures that only NDES or Admins can issue certificates on this CA

Make sure Domain Admins, or the account that is being used to install and configure NDES
have the right to Request Certificates

gscep-GCA1-CA Properties ? X
Extensions Storage Certificate Managers
General Policy Module Exit Module
Enraliment Agents Audtting Recovery Agents Security

Group or user names

a Sve NDES (svc_ndes@gscep net)

Domain Admins (GSCEP“Domain Admins)
$2 Enterprise Admins (GSCEP\Enterprise Admins)
SR Administrators (GCA1\Administrators)

Add Remove
Permissions for Domain Admins Allow Deny
Read O 0
lssue and Manage Certificates O
Manage CA |
Request Certficates O

5. Export Issuing CA Certificate

a.

Certification Authority — gscep-GCA1-CA — Properties — General — CA Certificates
—Certificate #0

Export the certificate from the Details tab and save as a Base-64 .CER file, i.e. gca.cer
Note: this certificate will be imported into Google Admin Console
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B centsrv - [Centification Autho| 95¢eP-GCA1-CA Propertie ? y = - 7
File Action View Help Extensions Storage Certif
PNEEEY n‘ Enroliment Agents Audiing Recovery Age € £# Certificate Export Wizard
General Policy Module
4 Certification Authority (Local
%ld ;:np-mbc:ty Cetfication authority (CA)
= J A GCATCA Export File Format
- Revoked cf’_t""at“ e Certificates can be exported in a variety of file formats.
1 lssued Certificates CA certiicates:

] Pending Requests
[ Failed Requests

- Select the format you want to use:
] Certificate Templates. General Details Certification P - -

al Certificate

(O DER encoded binary X.509 (.CER)

Show: | <All> (@®Bage .CER)}
O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
B Indude al certificates in the certification path if possible
[]version
[ Jerial number Personal Information Exchange - PKCS #12 (.PFX)
Esimahre algorithm Indude all certificates in the certification path if possible
Ciyptographic sel ES"“‘““ hash algorithm Delete the private key if the export is successful
" Jissuer
Provider. [ vaiid from Export al extended properties
Hash algorithm [C]vaid o Enable cartificate privacy
[ Y
Microsoft Serialized Certificate Store (.55T)
o
Log Name: System
Source: Service Control Manag EdtProperties... | [ Copy torie...

6. Disable all other Certificate Templates (Optional)

]
L) certsrv - [Certification Authority (GCA1,GSCEP.NET)\gscep-GCA1-CA\Certificate Templates] = m} X
File Action View Help I

o« x| XE=H

) Certification Authority (GCAL.G|| Name
v @i gscep-GCA1-CA
] Revoked Certificates
| Issued Certificates
[ ] Pending Requests
[ Failed Requests
| Certificate Templates

Intended Purpose

SCEPTemplate

Client Authentication

Configure NDES and IIS

1. Add Active Directory Certificate Services role to the server ndes1.gscep.net

a. Login as an Enterprise Domain Admin user, or another user with sufficient privileges to add
Certificate Service role

Start Server Manager

Dashboard > Add roles and features > Select ndes7.gscep.net
d. Select Active Directory Certificate Services

& Add Roles and Features Wizard

Select server rol

DESTINATION SERVER
ndest.gscep.net

x

Fe, Add Roles and Features Wizard X

Add features that are required for Active Directory
Certificate Services? s

The following teols are required to manage this feature, but do not Pirectory Certificate Services
have to be installed on the same server. [ is used to create

htion authorities and related
4 Remate Server Administration Tools [vices that allow you to issue
4 Role Administration Tools nage certificates used ina
4 Active Directory Certificate Services Tools of applications.
[Tools] Certification Authority Management Tools

Include management tools (if applicable)




e.

f.

Select role services:

i Certification Authority - Uncheck
ii. Network Device Enrollment Service - Check
iii. This will add IS role for installation

Select role services

Sel

Role services

Role Services

Accept defaults for the rest
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DESTINATION SERVER
ndeslgscep.net

X

lect the role services to install for Active Dir

Certification Autharity
Certificate Enrollment Policy Web Sery
Certificate Enrollment Web Service

Certification Authority Web Enrollmen|

INetwork Device Enrollment Service
Online Responder

g. Wait for process to complete
2. Add NDES Service Account to local IIS_IUSRS Group
Server Manager — Tools — Computer Management — Local Users and Groups

a.

b. Add user sve_ndes to group IIS_IUSRS

[z, Add Roles and Features Wizard

—|  Add features that are required for Network Devi
Enroliment Service?

You cannot install Network Device Enrollment Service unless
following role services or features are also installed,

4 Web Server (lIS)
4 Management Taals
4 IS 6 Management Compatibility
IS & Metabase Compatibility
[Tools] 115 Management Conscle
4 Web Server
4 Application Development
ISAPI Extensicns
4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors

Include management tools (if applicable)

B Computer Management

File Action View Help 11S_IUSRS Properties ? x
o nm XER HE =
g' ;Dmputer Management (Lt A || Name
~ [k System Tools 8 Event Log @,‘ 1IS_IUSRS
> (B) Task Scheduler & Guests :
> {2 Event Viewer B Hyper-yv 4
» @] Shared Folders ﬂII:TS;RS Description: Builtin group used by Intemet Information Services. |
v ¥ Local Users and Grou %‘Ni 2
= etworl
ﬁ g:::ps %‘Performa Members:
N @ Peitarmance %Aparforma éGSCEP\svc_ndes ({svc_ndes@gscep net)
& Device Manager %‘PD""E’US

3. Configure NDES Service
In Server Manager click on yellow warning icon in the top bar
Under Post-Deployment Configuration, click on Configure Active Directory Certificate

a.
b.

Services...

Server Manager * Dashboard

'WELCOME TO SERVER N

{

| Post-deployment Configura... |

Configuration required for Active Directory
Certificate Services at NDES1

Configure Active Directory Certificate Services on th...

n Feature installation

Role Services: Network Device Enrollment Service
Use the Enterprise Admin Credentials from step 1 to configure role services

Service Account: sve_ndes



g.
h.

4. (Option
a.
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[ AD CS Configuration - [m] .

R DESTINATION SERVER

Service Account for NDES ndesl.gscep.net
Crecentials Specify the service account

Role Services

Select the identity the Network Device Enrollment Service (NDES) will use.

@) Specify service account (recommended)

RA Information The account must be a member of the domain and must be added to the local II5_IUSRS group.
GSCEP\sve_ndes

CA for NDES: CA name
I Select gcal.gscep.net
ii. Note: This is the CA that will issue certificates for devices/users

[ AD CS Configuration = [m] x
DESTINATION SERVER
CA for NDES ndesl.gscep.net
Credentials Specify CA for Network Device Enrollment Service
Role Services
Service Account for NDES Select the certification authority (CA) to use for issuing certificates to network devices.
CA for NDES Select:
RA Information @ CAname

(O Computer name

Target CA: [geal.gscep.nefigscep-GCAT-CA

RA Information and Crypto: as needed
Wait for Configuration to complete

al) Configure default NDES template

Open regedit

I HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\Ge
neralPurpose Template

ii. Set value to the Template Name (not Template display name) of SCEP template
created above - SCEPTemplate

iii. EncryptionTemplate and SignatureTemplate should be blank or set to
same value

ﬁ Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Cryptography\MSCEP

v | Microsoft * || Name Type Data

METFramework 31,] (Default) REG_5Z (value not set)
Acc.uunt;Control f.l.ﬂ EncryptionTemplate REG_SZ
i;t(':‘": Setup |ab] GeneralPurposeTemplate REG_SZ SCERTernplate
e 3B SignatureTemplate REG_SZ

Advanced INF Setun

5. Configure NDES to utilize a static SCEP challenge password

a.

b.

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\UseSingle
Password

Set value of UseSinglePassword to 1



| ﬁ Registry Editor

iF”E Edit View Favorites Help
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ComputerHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Cryptography\MSCEP' UseSinglePassword

v MSCEP ~
CAlnfo
CAType
CertsinhYStore
EnforcePassword
PasswordVDir
UseSinglePassword

oD

Protect

Providers
Services
Userlnterface

6. Bind SSL server certificate in 11S

Name Type Data
ab) (Default) REG_SZ {value not set)
84| UseSinglePassw... REG_DWORD 000000001 (1)
Edit DWORD (32-bit] Value X
Walue name:
| UseSingle Password ‘
Value data: Base
©reaceons
() Decimal

a. Note that this step applies only if GCCC will be installed on a separate server.

b. IIS Manager — Sites — Default Web Site
c. Inthe Actions pane, select Bindings
d. Add or select https on port 443
e. Choose certificate with host name - ndes1.gscep.net - in SSL certificate list
f.  Note: If a certificate is not present, please follow standard vendor instructions for obtaining
and installing an SSL certificate for your NDES IIS server. Make sure that the Subject of the
SSL certificate matches the FQDN of the NDES server (ndes1.gscep.net) and the
hostname used in the SCEP URL. Also be sure to obtain the signing certificates in the path,
including the Root CA.
8 rar i e 15 Mo Soox -
@ @ » NDESI » Stes » DefaultWebSite » B e-
;"':h; ry 0 Default Web Site Home :“::m Ez::wmg o - a

Filter
43 NDEST (G5CEP

~ v Go - (5 ShowAll | Group by: Area - &

Edit Permil - [ips

) Application Pools
(8 Sites

€D Default Web Site

Type  HostName Port 1P Address Binding Informa..,
http ]
https 3

7. Configure IS the application pool

Host name:
a | J

[ Reguire Server Name Inccation

Tanage Wepq ] Diszble HTTP/2

b Restart [ Disable OCSP Stapling

b St

) stop
Browse

5] Browse ng| SSLcerificate

| Browse =4 |ndesl Y Select.. View.
Advanced
Gt

Failed Req|

a. 1ISManager — Application Pools — SCEP

b. Managed pipeline mode: Integrated

c. Note: this is necessary for authorization of NDES service with the service account
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& Start Page

e . This page lets yoy-< - P Mk il e : = T
v _j NDEST (GSCEP\Administraton | ocoo ciated with w Edit Application Pool ? W fov
3 Application Pools applications.

v -[8] Sites . ML
... Default Web Site Fiter - PuF
MName sk ty
;;’Defaulthppp NEI' CLR \.rersi_on: cat
L}SCEP |.NET CLR Version v4.0.30319 v P

Managed pipeline mode:

Integrated
R

Cance'

8. Enable IIS SCEP Application Pool Load User Profile
a. Note: This step is necessary to enable the use of a static SCEP challenge password

b. IS Manager — Application Pools — SCEP — Advanced Settings — Load User Profile —

True
8 Internet Information Services (IIS) Manager
€ 5 @ NDESI » Application Paals ke e oy -
View Help Limit Action NoAction ~
c 4 Limit Interval (minutes) 5 [~
- e? Application Pools Processor Affinity Enabled False
bt = R 7 Processor Affinity Mask 4294967295
qj Start Page This page lets you view and manage the lig Processor Affinity Mask (64-bit ¢ 4204967295 -
-85 NDEST (GSCEP\AdMINIStrator] |  and provide isolation among different app| | v Process Model
2t Application Peols | | > Generate Process Model Event L
> -0l Sites L - RCoR dentity GSCEP\sve_ndes L
Marme Status NET Cl} Idle Time-out (minutes) 0
) DefaulthppPool  Started w40 Idle Time-out Action Terminate
QSCEP Started vad.0 Load User Profile True ~
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time | 30
Ping Pericd (seconds) 30
Shutdown Time Limit (seconds) %0
Startup Time Limit (seconds) 90
~ Process Orphaning
Enabled False i
Load User Profile
[loadUserProfile] This setting specifies whether IS loads the user prefile for
an application pool identity. When this value is true, IIS loads the user
C< profile for the application pool identity. Set this value to false when you re...

9. (Optional) Adjust IIS Request Filtering parameters

a. Note that this step applies only if request filtering is enabled on IIS and/or there are URI
Request too long errors per Microsoft recommendations

b. IS manager — Default Web Site > Request Filtering > Edit Feature Setting
c. Maximum URL length (Bytes) = 8096

d.  Maximum query string (Bytes) = 8096

e. OR Run the following command as Administrator:

i c:\windows\system32\inetsrv\appcmd.exe set config
-section:system.webServer/security/requestFiltering
/requestlLimits.maxQueryString:"8096" /commit:apphost


https://docs.microsoft.com/en-us/troubleshoot/mem/intune/troubleshoot-scep-certificate-device-to-ndes#http-414-request-uri-too-long
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10. Disable Internet Explorer Enhanced Security Configuration
a. Server Manager — Local Server — IE Enhanced Security Configuration: Off

Server Manager * Local Server Mmsge WEE o WEmo B
5 PROPERTIES Tl Internet Explorer Enhanced Security Configurstion
. For ndes1
_ i Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
Last installed updates Yests| exposure of your server to potential attacks from Web-based content.
Wmdows Hpcte Instal | et Exgeer Erbaions Sy Gt it irg
Last checked for updates Yeste| default for Administrators and Users groups.

ge Services P Administrators:

Windows Defender Antivirus Real @ Ooe e
in (Recommende:
Feedback & Diagnostics Setti

IE Enhanced Security Configuration  Off

& @off
Time zone wrC s
IPv6 enabled  Product ID 0043
Users:
@  (O0n (Recommended)
Datacenter  Processors Intel] L
Installed memeory (RAM) 168 @ @or

11. (Optional) Set the SPN of the NDES Service account
a. Note that this step applies only if multiple NDES instances are used behind a load balancer.
b. Open Administrator elevated prompt and run command

c. setspn -s http/<DNS name of the computer that hosts the NDES
service> <Domain name>\<NDES Service account name>

d. Example

i. setspn —-s http/ndesl.gscep.net gscep\svc ndes

12. Restart NDES Server

13. Retrieve SCEP Challenge
a. Open incognito browser window to http://ndes1.gscep.net/certsrv/mscep_admin
b. Signin using sve_ndes account.

c. Copy the enrollment challenge password without any leading or trailing spaces and record
securely.

Network Device Enrollment Service allows you to obtain certificates for routers or other network devices
To complete certificate enroliment for your network device you will need the following information

The thumbprint (hash value) for the CA certificate is: 5766DCF0 3FCE2369 7C5320B6 BB33E086

The enrollment challenge password is:

This password can be used multiple times and will not expire.

For more information see Using Network Device Enrollment Service .

14. (Optional) Configure Windows Firewall

a. Open Windows Firewall Advanced Settings — Inbound Rules



G chrome enterprise

b. Locate 2 Rules named World Wide Web Services HTTP/S Traffic In
c. Forboth, modify Scope — Remote Addresses
i. Select These |IP Addresses

ii.  AddIP of server running GCCC - gccc1.gscep.net

WP Windows Defender Firey
File Action View H

@9 am =
@ Windows Defender Firewall wit] ENSST N S
Inbound Rul T ° Taan leerr Tewd lave oot Tooeer Do site | roor adiee | oorert | loaooy
Su&"a"un aunjes Name Group Profile  Enabled  Action  Overide  Progam  LocalAddress  RemoteAddress  Protocol  LocalPort
i Connection Security Rules || @ Your account Vour account Domai.. Ves Allow  No Any Any Any Any Any
» ML, Monitoring @ Your account Your account Domai... Ves Allow  No Any Any Any Any Any
Your account Vour account Domai.. Ves Allow  No Any Any Any Any Any
4 World Wide Web Services (HTTPS Traffic... Secure World Wide Web Ser... Al Yes Allow  No System  Any Any TP a3
& World Wide Web Services (HTTP Traffic-In) World Wide Web Services (.. Al Ves Allow  No System  Any Any P )
World Wide Web Services (HTTPS Traffic-In) Properties. x Pomai.. Ves ARt LA L Any Any Al
omai... Ves Allow  No Any Any Any Any Any
General Programs and Services Remote Computers omai... Ves Allow No Any Any Any Any Any
Prolocols and Pots ~ ScOPe  Advanced  Local Principals  Remoie Users  Pomai.. Ves Allow Ne Any Any Any Any Any
omai..  Ves Allow  No Any Any Any Any Any
anlkatie omai.. Yes Allow  No Any Any Any Any Any
‘ﬁ ® Aoy IP address ] Ves Allow  No Any Any Any Tcp 5986
O These IP addresses: ublic  Ves Allow  No System  Any Local subnet TP 5085
omai... Ves Allow  No System  Any Any TP 5085
Y No Allow  No System  Any Any TP 80
i No Allow  No sProgra...  Any Any uop Any
i No Allow  No System  Any Local subnet P 2859
ivate.. No Allow  No SPROGR... Any Local subnet uor Any
Remote IP address omain No Allow  No %PROGR... Any Any uop Any
B O AnylP addess omain o Allow  No SPROGR... Any Ay TP Any
L"F ) & ain fivate.. No Allow  No %PROGR... Any Local subnet TP Any
ese IP addresses
o ivate... No Allow  No %PROGR... Any Local subnet upP Ay
e Add... omain  No Allow  No %PROGR.. Any Any [t Any
it I No Allow  No SuSystem... Any Local subnet uop 1900
ivate.. No Allow  No saSystem... Any Local subnet uor o
Remove omain No Allow  No System.. Any Any uop a7
v e PO Uorram A [y o nrr

15. (Optional) Configure NDES to only use Kerberos for authentication

a. Open lIS Manager — Default Web Site — Authentication — Windows Authentication —
Enabled

b. Windows Authentication — Providers

c. Remove NTLM

d. Remove Negotiate

e. Add Negotiate:Kerberos

f. Windows Authentication — Advanced settings

g. Enable Kernel-mode authentication — Unchecked
h. Extended Protection — Accept

16. (Optional) Configure NDES to utilize a dynamic SCEP challenge password

a. HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\UseSingle
Password

b. Setvalue of UseSinglePassword to 0

C. HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\PasswordM
ax

d. (Optional) Set value of PasswordmMax to 32 (decimal: 50)
Note: This increases the maximum number of unique, unused SCEP challenge passwords


https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA#heading=h.3jte6elr20wr
https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA#heading=h.bqv3hg7i36is
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that the Network Device Enrollment Service (NDES) can generate and keep in its cache,
which helps smooth out the deployment of certificates

Configure Google Cloud Project

1. Enable the Chrome Management API
a. Search for “Chrome Management AP/

b. Click on “enable”

2. Create a Pub/Sub topic
a. Navigate from the search bar to the Pub/Sub page
b. Click Create Topic
i Enter a topic ID

ii.  Adda default subscription — Checked (alternatively, a non-default subscription
can be created later)
Note: You can customize the topic attributes.

3. Grant Pub/Sub Publisher role to Google’'s SA

a. Grant the "Pub/Sub Publisher" role to
"cert-provisioning-api-pubsub-publisher@system.gserviceaccount.com". The latter is
the well-known service account which Google's backend infrastructure will use to publish
messages to the Pub/Sub topic. If Domain Restricted Sharing is enforced for your domain,
you will have to follow these instructions to exempt the service account from the policy.

4. Create a GCP Service account for the Connector
a. Hamburger menu — IAM & Admin — Service accounts
b. Click on Create service account
c. Give a descriptive service account name and a description
d. Click on Create and continue
e. Addroles:
i.  Pub/Sub Subscriber

f.  Optional: To grant more granular roles, specify the Pub/Sub topic and subscription as a
resource in the IAM condition for this service account

g. Click Done


https://cloud.google.com/resource-manager/docs/organization-policy/domain-restricted-sharing
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-domains#configure-exceptions
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Configure Google Admin and Google Cloud Certificate Connector

To install a certificate, configure a SCEP or generic profile and its corresponding CA connection and
configuration on the GCCC.

Migration from legacy Secure SCEP profiles

For users currently deploying client certificates to ChromeOS devices via legacy SCEP profiles, we
recommend reviewing the following migration guidelines to transition to the updated ChromeOS client
certificate provisioning solution, which leverages certificate provisioning profiles.

Do not delete the legacy SCEP profile until ChromeOS devices are confirmed to be successfully receiving
client certificates from the new deployment. Deleting a legacy SCEP profile removes existing client
certificates from all ChromeOS devices that rely on it. If new certificates have not yet been issued, devices
may lose access to the internet or other resources.

Instead, we recommend to migrate as follows:

e Set up a Certificate Authority Connection in the root OU.

e Set up a new certificate provisioning profile for a small test OU.

e \Verify that a ChromeQS test device enrolled to the test OU receives a certificate from the updated
deployment.
Set up a new certificate provisioning profile for a larger OU.
Let the legacy Secure SCEP profile and the new certificate provisioning profiles co-exist until the
vast majority of devices have been issued a new certificate. The number of certificates recently
issued by the Certificate Authority (CA) can indicate the proportion of devices that have already
been issued a new certificate.

e Only then delete the legacy SCEP profile from DPanel.

(Option A) Create a SCEP configuration

1. Create a SCEP Certificate Authority connection

Note: Certificate Authority connections are domain wide and not per OU

Note: A small set of CA connection attributes are configured on the admin console, the rest
is configured in the GCCC local configuration file. Both configurations are linked by the
Certificate Authority connection configuration identifier value. It is important to make sure
that the value entered in Certificate Authority connection configuration identifier has a
corresponding CA configuration entry in the GCCC's local configuration
(ca_connection_config_id).

a. Signinto the Google Admin console. Learn more

b. Devices — Networks
Requires having the Shared device settings administrator privilege.


https://support.google.com/a/answer/182076
https://support.google.com/a/answer/1219251#Shared_Device_Settings
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c. Scroll down to Certificates

= OAdmin Q_ Search for users, groups, settings, or devices a2 ®

Devices > Networks.

@ Home
o
» & Directory Fi v
; Networks W
» LD Dpevices Managing 1 Wi-Fi network
K Apps wifi
Organizational units A
» Generative Al
, 8 siing Search for organizational units Ethernet v
» @ Account T Managing 1 Ethernet network
CertProvisioning ethernet
VPN
No VPN networks
CREATE VPN NETWORK
Cellular
No Cellular networks
CREATE CELLULAR NETWORK

Certificates v

Upload Server CA certificates and configure certificate provisioning

Server Certificate Authority certificates  Certificate Authority connections Certificate provisioning profiles

1 Server Certificate Authority certificate ~ 2 Certificate Authority i i isioning profiles

Locally applied Domain wide Inherited from Google default

Secure SCEP

Use SCEP to distribute certificates issued to managed devices by your private CA. Leamn more

No SCEP profiles

CREATE SCEP PROFILE
d. Click on Certificate Authority Connections
= O Admin Q. Search for users, groups, settings, or devices a8 ®
Devices » Networks > Certificates
[ Home
» & Direct Showing settings for users in root
= preey ; Networks
» CB Devices
N Apps Certificates v
Organizational units ~
» 4 cenerative A Server Certificate Authority 1 Server Certificate Authority certificate
=] Search for organizational units certificates Web CA
4 Billing - Locally applied
» @ Account T =

CertProvisioning
Certificate Authority 2 Certificate Authority connections
Show more
connections example.org CA and dynamic SCEP CA

Domain wide

Certificate provisioning No certificate provisioning profiles
profiles
Inherited from Google default

e. Click on Add Connection

= O Admin Q. Search for users, groups, settings, o devices A2 ®

Devices > Networks > Certificates > Certificate Authority connections

@ Home

o Certificate Authority connections ~
» & Directory ; Networks
» O Devices 2 Certificate Authority connections | Domain wide
» Apps

PP Organizational units ~ Q search
» 4 Generative Al
Search for organizational units Name Connection type Delete connection

» B silling
» @ Account M example.org SCEP.

CertProvisioning

Rows per page: 10 Page 1 of 1
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SCEP Certificate Authority connection — Selected

X Add Certificate Authority connection

k.

Certificate Authority Connection for domain

Certificate Authority connection type O Generic Certificate Authority connection

(®  SCEP Certificate Authority connection

Connection details Certificate Authority connection name*

0/256

Enter a Certificate Authority connection name

Enter the email address of the GCP service account (typically in the format
account-name@project-id.iam.gserviceaccount.com) you created previously for
the Google Cloud Certificate Connector (GCCC). This account typically has the
"Pub/Sub Subscriber" role

Enter the Pub/Sub topic that contains a subscription a GCCC listens to (created
earlier)

Enter a Certificate Authority connection configuration identifier. This identifier will
be used by the GCCC to load a local configuration. The configuration will be
created later in the "configure the GCCC" step

Click ADD

2. Create a SCEP Profile Configuration

a.

Go back to the Certificates page

b. Select a child arganizational unit if desired

C.

Click on the Certificate provisioning profiles

= @ Admin Q, Search for users, groups, settings, or devices A R @ m °
Devices » Networks > Certificates
(A Home
» & Directory Showing settings for users in CertProvisioning
f“ Networks
» L0 Devices
» 3P Apps Certificates N

Organizational units A~
» 4 Generative Al Server Certificate Authority 2 Server Certificate Authority certificates.
Search for organizational units certificates client.pem and Web CA

» B siling Locally applied
~ oot
» @ Account
CertProvisioning
Certificate Authority 2 Certificate Authority connections
Show more
connections example.org and dynamic SCEP CA
Domain wide
Certificate provisioning No certificate provisioning profiles
profiles

Inherited from Geogle default



https://support.google.com/a/topic/1227584
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d. Click on Add Profile

= O Admin Q. Search for users, groups, settings, or devices A8 ® = °
Devices » Networks > Certficates > Certificate provisioning profiles
[ Home
2 irectory Networks Certificate provisioning profiles 2
» CO Devices ‘ 0 Certificate p g profiles for Cer isioning DOWNLOAD CONNECTOR || ADD PROFILE
Y
Pps Organizational units ~ Q search
» 4 Generative Al

= Search for organizational units Name CAconnection Connection type Enabled on Delete profile
illing Searen Tor organtzational anns

+ oot
» @ Account

CertProvisioning

Show more

No certificate provisioning profiles

Rows per page: 10 Page 1 of many

e. Select the Certificate Authority connection created in the previous step

f.  Select whether this profile applies for a user or device

g. Forthe profile name, enter a descriptive name, shown in the list of profiles
h. Enter the renewal period (in days before expiration) as desired

i.  The authentication type of remote attestation forces a Verified Access check that
the device and user are affiliated (managed by the same domain) before issuing a
certificate and that the device is legitimate. None allows unmanaged and
ChromeOS Flex devices.

. For Key usage, choose the options for how the key will be used (key encipherment
and signing). You can select more than one; typically, both are used.

k. Enter a subject name, a subject alternative name, or both. Placeholder variables can
be used. For example, enter ${USER_EMAIL} for Common name to automatically
add the current user’s User Principal Name (UPN) to the certificate request. For
device certificates, ${DEVICE_SERIAL_NUMBER} can be used as Common name.
For the full list of variables that you can use, see the placeholder list in Google
Cloud Certificate Connector—Configuration parameters.

. Build a Relative Distinguished Name (RDN) for the subject name using relevant
attributes from a Fully Distinguished Name (e.g., common name, organization,
organizational units).

m. If the certificate needs to include a country code, it must be standards
compliant - e.g. US

Certificate provisioning profile for CertProvisioning

Select Certificate Authority connection*

Referenced Certificate Authority connection .
test_scep_ca_connection

Applied at CertProvisioning

Platform access

Chromebooks (by user)

Applied at CertProvisioning Enabled for Chromebooks (by user)

Chromebooks (by device) M1 Erahlad far Phrnmeakambe (g dauics)


https://support.google.com/chrome/a/answer/7156268
https://support.google.com/chrome/a/answer/11053129#configuration_parameters
https://support.google.com/chrome/a/answer/11053129#configuration_parameters
https://www.digicert.com/kb/ssl-certificate-country-codes.htm
https://www.digicert.com/kb/ssl-certificate-country-codes.htm
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n. For Subject Alternative Names (SANs), enter the desired number of SANs
i. Click on the + sign

ii. For Subject alternative name type, select RFC822
Note: The Subject alternative name type is dependent on the RADIUS
server in use for WiFi client authentication. E.g. Cisco ISE uses RFC822
Email field

iii. For String, enter ${USER_EMAIL}
iv. Be sure not to add blank space before or after the variable name

0. Enter the CA template name. This name should correspond to a template name
configured on the CA. The template created in this guide was named
SCEPTemplate

p. Choose the required key type (RSA or ECC). ECC is recommended due to its

Subject alternative names
Type String +

RFC822 A S{USER_EMAIL} E

Certificate template name

SCEPTemplate

12/256

Encryption key type*
RSA key - 2048bit v

ADD

performance, unless you need to use static SCEPR, then we recommend RSA
g. Click ADD
3. Configure Google Cloud Certificate Connector (for SCEP configuration)

a. Download Google Cloud Certificate Connector

i.  Signinto the Admin console

i. Open Devices — Networks

Note: Requires having the Shared device settings administrator privilege.


https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA#heading=h.tum2ltvhmawl
https://support.google.com/a/answer/182076
https://support.google.com/a/answer/1219251#Shared_Device_Settings

b.

C.
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iii. Scroll down to Certificates — Certificate Authority connections
iv. Click Download connector

Install Google Cloud Certificate Connector installer

Note: If your network requires a proxy, see the “Auto Update Proxy Settings” FAQ as

the installer will depend on this process

i.  Run the connector_installer.exe as an administrator
Note: The installer will register the connector service with default
credentials (LocalService). The service can be later changed torun as a
different service account if desired, by launching the ConfigTool from the
executable shortcut named configtool.exe found in the same installation
directory as the connector

Download the service account key json file

i. From GCP go to Service Accounts — click on the service account created
earlier for the GCCC — goto Keys — Click Add Key — Create a new Key
— JSON — Create

ii. Move the downloaded key.json file to the GCCC installation folder

I = | Google Cloud Certificate Connector

Home Share View

<« v A » ThisPC » Local Disk (C) » ProgramFiles » Google » Google Cloud Certificate Connector v O

# Quick access
[ Desktop

‘ Downloads
[Z| Documents

% % % %

&=/ Pictures

dynamic-scep-poc
= This PC

[_} MNetwark

-

Mame Date modified Type Size

72 configtool.exe Shortcut 2KB
[ connector Application 34,003 KB
[ keyjson JSON File 3KB

\:] messagefile.dll 6/12/2024 8:20 AM Application extens... 2 KB

d. Create an empty file and paste the challenge retrieved from the NDES

/mscep_admin page (step 13). Name the file “challenge-file.txt”. Note: The file name

can be customized. The name will be given as a parameter in the GCCC

Search Google!


https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?pli=1&resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA&tab=t.0#heading=h.rrx5sfibyej4

G chrome enterprise

configuration at a later step

Device Enrollment Service

k Device Enrollment Service allows you to obtain certificates for routers or other network devices using the Simple Certificate Enrol
)l (SCEP).

plete certificate enrollment for your network device you will need the following information:

imbprint (hash value) for the CA certificate is: C9E1F238 9EA14802 22109594 040C6FB5S

roliment challenge password is: 107F63D909A6984D 7 challenge-file - Notepad

e aw s cn: oAa - | File Edit Format View Help
ecto 1B7F630989A6984Ii

Home Share View

v 4 | ThisPC » LocalDisk (C) » Program Files » Google » Goog
Name Date mod
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|5 challenge-file
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e. Create ajson file with the name “adapter_config.json”

f.  Populate the “adapter_config json” with the following JSON object (replace the
values between the <> symbols)
Note: Ensure that the ca_connection_config_id matches the Certificate Authority
connection configuration identifier entered in the Certificate Authority connection
previously created on the admin console

JSON
{
"adapter_configuration": {
"request_subscriptions": [
"projects/<projectid>/subscriptions/<subscriptionid>"

1,
"key_filename": "key.json"
},
"ca_configurations": [
{
"type": "SCEP",
"ca_connection_config_id": "<Certificate Authority connection
configuration identifier>",
"ca_endpoint_url": "<SCEP endpoint>",
"challenge_filename": "challenge-file.txt"
}
]

Note: this is a minimal configuration. For the full list of supported configurations check the full parameter

list section in the_.GCCC help center article.

g. Open the services list


https://support.google.com/chrome/a/answer/11053129#configuration_parameters
https://support.google.com/chrome/a/answer/11053129#configuration_parameters
https://support.google.com/chrome/a/answer/11053129
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h. Find "Google Cloud Certificate Connector” service

i. Start the service

(Option B) Create a Generic configuration

Note: With generic configuration, most settings are loaded locally from the GCCC configuration file. Only
attributes related to the configuration identifier are entered in the admin console.

1. Create a Generic Certificate Authority connection

Note: Certificate Authority connections are domain wide and not per OU

a.

b.

Sign in to the Google Admin console. Learn more

Devices — Networks

Requires having the Shared device settings administrator privilege.

Scroll down to Certificates
Click on Certificate Authority Connections
Click on Add Connection

Generic Certificate Authority connection — Selected

X  Add Certificate Authority connection

Certificate Authority Connection for domain

Certificate Authority connection type @ Generic Certificate Authority connection

() SCEP Certificate Authority connection

Enter a Certificate Authority connection name

Enter the email address of the GCP service account (typically in the format
account-name@project-id.iam.gserviceaccount.com) you created previously for the
Google Cloud Certificate Connector (GCCC). This account typically has the "Pub/Sub
Subscriber” role

Enter the Pub/Sub topic that contains a subscription a GCCC instance listens to (created
earlier)

Input a Certificate Authority connection configuration identifier. This identifier must match
the ca_connection_config_id value within the GCCC CA configuration to ensure that
the GCCC loads the correct local configuration. The GCCC configuration will be created
later in the "configure the GCCC" step

Click ADD


https://support.google.com/a/answer/182076
https://support.google.com/a/answer/1219251#Shared_Device_Settings
https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA&tab=t.0#heading=h.hyznrq9lpk87
https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA&tab=t.0#heading=h.hyznrq9lpk87
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2. Create a Generic Profile Configuration

a.

Go back to the Certificates page

b. Select a child organizational unit if desired

Click on the Certificate provisioning profiles

Click on Add Profile

Select the Certificate Authority connection created in the previous step
Select whether this profile applies for a user or device

For the profile name, enter a descriptive name, shown in the list of profiles

Input a Certificate provisioning profile config reference. This identifier must match the
profile_config_id value within the GCCC profile configuration to ensure that the GCCC
loads the correct local configuration. The GCCC configuration will be created later in the
“‘configure the GCCC” step

Enter the renewal period (in days before expiration) as desired

The authentication type of remote attestation forces a Verified Access check that the
device and user are affiliated (managed by the same domain) before issuing a certificate
and that the device is legitimate. None allows unmanaged and ChromeQOS Flex devices

Choose the required key type (RSA or ECC). ECC is recommended due to its performance,
unless you need to use static SCEP, then we recommend RSA

Click ADD

3. Configure Google Cloud Certificate Connector (for Generic configuration)

a.

b.

Download Google Cloud Certificate Connector

i Sign in to the Admin console

il. Open Devices — Networks
Note: Requires having the Shared device settings administrator privilege.

iii.  Scroll down to Certificates — Certificate Authority connections
iv. Click Download connector

Install Google Cloud Certificate Connector installer
Note: If your network requires a proxy, see the “Auto Update Proxy Settings” FAQ as the
installer will depend on this process

i. Run the connector_installer.exe as an administrator
Note: The installer will register the connector service with default credentials
(LocalService). The service can be later changed to run as a different service


https://support.google.com/a/topic/1227584
https://support.google.com/chrome/a/answer/7156268
https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA#heading=h.tum2ltvhmawl
https://support.google.com/a/answer/182076
https://support.google.com/a/answer/1219251#Shared_Device_Settings
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account if desired, by launching the ConfigTool from the executable shortcut
named configtool.exe found in the same installation directory as the connector

Download the service account key json file

i. From GCP go to Service Accounts — click on the service account created earlier
for the GCCC — goto Keys — Click Add Key — Create a new Key — JSON —
Create

Move the downloaded key.json file to the GCCC installation folder

| < | Google Cloud Certificate Connector

¢ - v

3t Quick access
[ Desktop

¥ Downloads
Documents

&= Pictures

Share View

» ThisPC » Local Disk (C:) » Program Files » Google » Google Cloud Certificate Connector

MName
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3 This PC

=¥ Network

Date modified Type
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20252:18PM  JSON File
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Size
2K
34093 KB
3KB
2K
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Search Googlet

Create an empty file and paste the challenge retrieved from the NDES /mscep_admin page
(step 13). Name the file “challenge-file.txt”. Note: The file name can be customized. The
filename will be passed as a parameter in the GCCC configuration in a later step

k Device Enrollment Service allows you to obtain certificates for routers or other network devices using the Simple Certificate Enrol

i (SCEP)

plete certificate enrallment far your network device you will need the fallowing infarmation
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Create a json file with the name “adapter_config.json”


https://docs.google.com/document/d/1Rz8UNB0zu-kRgLvPq5c3Ae7w1GHJ2sy-WDH6Y1xQ-5E/edit?pli=1&resourcekey=0-uvlkMpmE8viSr7Q_w0mDhA&tab=t.0#heading=h.rrx5sfibyej4
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Populate the “adapter_config.json” with the following JSON object (replace the values between the <>

symbols)
Note: Make sure that the profile_config_id and ca_connection_config_id matches the references entered in
the admin console

JSON
{
"adapter_configuration": {
"request_subscriptions": [
"projects/<projectid>/subscriptions/<subscriptionid>"

I

"key_filename": "key.json"
Do
"profile_configurations": [
{
"profile_config_id": "<Certificate provisioning profile config
reference>",

"subject_name": {

"common_name" : "S$S{USER_EMAIL_NAME}"
H
"key_usages": ["SIGNING", "KEY_ENCIPHERMENT"],
"template_name": "SCEPTemplate",
"signature_algorithm": "RSA_SHA256"

}
1,
"ca_configurations": [
{
"type": "SCEP",
"ca_connection_config_id": "<Certificate Authority connection
configuration identifier>",
"ca_endpoint_url": "<SCEP endpoint>",
"challenge_filename": "challenge-file.txt"
}

]
}

Import NDES Server Certificate into GCCC Keystore (Only for HTTPS)
a. Download the Certificate from NDES server

i.  Open abrowser window to the HTTPS URL of the NDES server:
https://ndes1.gscep.net

ii. View site certificate

iii.  Details — Copy to file


https://ndes1.gscep.net
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iv. Select Base 64

@ 115 Windows Server x +
<« C A Notsecure | hitps//ndesl.gscep.net
o X
o | Detais | Certification Path & 4* Certificate Export Wizard
Show: | <All> >
Export File Format
Field Value ] Certificates can be exported in a variety of file formats.
[ ]version v3
2 Iserial number 00ad04£31005d7770883724dfF....
}j\s@um algorithm sha256RSA Select the format you want to use:
Signature hash algorithm sha2s6
| Jrssuer gecet (ODER encoded binary X. 509 (.CER)
[ Jvaid from Tuesday, June 21, 2022 4:36:... (@ Bage 64 encoded X.508 (.CER)
Qﬂd o W A g (O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
s driact aceed
Indude all certificates in the certification path if possible:
Edit Properties... Copy toFie...
o Cancel

V. Save in a convenient location

b. Import NDES IIS server certificate into windows trusted root CA store

(Optional) Configure GCCC and admin console for dynamic SCEP
1. Prerequisites

For the GCCC to work with dynamic SCEP challenge passwords, optional steps 11 (set the SPN of
the NDES service account) and 15 (configure NDES to only use Kerberos for authentication) are
required

2. (Recommended) Create a separate Service Account (SA) for the Google Cloud Certificate
Connector to run as

This account will be given permissions to access the mscep_admin page
a. Create a new service account
i.  Onthe domain controller, open Active Directory Users and Computers
ii.  Select Users under the configured domain
iii. Right click — New — User
iv.  Enter alogon name (connectorsvc for example)
b. Grant "Log on as a service" permission
i.  Onthe machine that will run the GCCC, open Local Security Policy

il Local Policies — User right assignment — Log on as a service — Properties —
Add User or Group — Add


https://learn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate

G chrome enterprise

iil. Enter the SA name created in the previous step
iv. Click OK
c. Grant the Connector's SA “read” permission on the CA template
i.  Open the certification authority as domain administrator (not local administrator)

ii. Under the CA name — Certificate Templates — right click — manage — find the
template created earlier (Should be the same name in the mscep/ registry key)

iii. Right click on the CA template — properties — security — Add — enter the
Connector's SA name — OK

iv. Make sure that the Connector SA has “Read” permission
3. Change the GCCC service log on credentials

a. Run the configtool.exe shortcut found in the GCCC installation directory as an
administrator

b. Enter"y” for overwriting the existing config

c. Enter the service account name created in step. 2 prefixed by the domain name and a “\”
(for example: "EXAMPLE\connectorsvc”)

d. Enter the password
e. Pressthe enter key to skip the later options
4. Generate a kerberos Keytab file based on the Connector’s SA

This Keytab file enables the Connector service to authenticate with the SA without requiring a
password.

a. Inthe Connector’s installation directory open an Administrator powershell (domain Admin)
b. Change directory to the GCCC installation directory
Generate the Keytab file by running the following command, the service-account used here should be the

one created for the Connector:

None

ktpass /princ <service-account>@<DOMAIN> /ptype KRB5_NT_PRINCIPAL /mapuser
<service-account> /pass * /out <service-account>.keytab /crypto all -mapOp set
/target <domain controller fully qualified domain name>

This command prompts for the password of the Connector's Service Account (SA). If the entered password
differs, the command will update the SA's password to the one provided.

Note: Access to this file grants access to the SA credentials. Therefore, only grant access to accounts that
require it.
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c. Right click the Keytab file — properties — security — advanced — disable inheritance —
Remove users group — add — enter the Connector's SA
5. Create and configure a Kerberos configuration file

i.  Create anew file called kerb.conf (the name can be anything)

ii.  Populate the Kerberos configuration file. The full list of parameters is here. The
most important part of the configuration is the [realms] section, particularly, the
Key distribution center (kdc) address which is usually the fully qualified domain
name of the domain controller

ii.  Anexample of a valid configuration for a domain name “‘EXAMPLE.ORG"

None

[libdefaults]

default_realm = EXAMPLE.ORG

ticket_lifetime = 24h

forwardable = yes

default_tkt_enctypes = aes256-cts-hmac-shal1-96
default_tgs_enctypes = aes256-cts-hmac-shal1-96
noaddresses = false

[realms]

EXAMPLE.ORG = {

kdc = <DomainController>.example.org
admin_server = <DomainController>.example.org
default_domain = example.org

}

[domain_realm]
.example = EXAMPLE.ORG
example = EXAMPLE.ORG

Note: the realms name should be in capital letters
6. Adda GCCC CA configuration

Add the following CA configuration object to the list of existing CA configurations in the GCCC configuration
file ("adapter_config.json”)

Note: Keep the ca_connection_config_id from this configuration in mind, as you will need it later for the CA
connection created in the Admin console

None
{
"type": "SCEP",
"ca_connection_config_id": "<Certificate Authority connection
configuration identifier>",
"ca_endpoint_url": "<SCEP endpoint>",

"dynamic_challenge": {
"challenge_endpoint_url": "<SCEP challenge endpoint>",


https://web.mit.edu/kerberos/krb5-1.12/doc/admin/conf_files/krb5_conf.html
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"kerberos": {

"config_filename": "kerb.conf",
"keytab_filename": "<service-account>.keytab",
“realm”: "<DOMAIN>",

"username": "<service-account>",

"server_spn": ""

7. Create a Profile and CA connection that references the dynamic SCEP configuration (using the
“ca_connection_config_id” value)

a. Onthe Admin console, create a new SCEP/generic certificate authority connection and a
corresponding profile. Ensure the ca_connection_config_id value is referenced in the
certificate authority connection configuration identifier attribute

Import EAP-TLS RADIUS server certificate

1. Obtain the TLS Server Certificate from the RADIUS server being used to authenticate
802.1X WI-FI clients

a. E.g.for Cisco ISE - Administration — System — Certificates, choose the certificate
Used By EAP Authentication and Export. Save as a .CER file i.e. cisco-ise.cer

2. Signin to the Google Admin console. Learn more

3. Devices — Networks

Requires having the Shared device settings administrator privilege.

4. Scroll down to Certificates

5. Select a child organizational unit if desired

6. Click ADD CERTIFICATE
7. Click Upload, select the RADIUS Server certificate - cisco-ise.cer
a. Check the Issued to and by to make sure it is the correct certificate

b. Use a descriptive Name - Cisco ISE Certificate


https://support.google.com/a/answer/182076
https://support.google.com/a/answer/1219251#Shared_Device_Settings
https://support.google.com/a/topic/1227584
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Name
Certificate

Applied at google Cisco ise selfsigned

Issued to: ise-1.iakin.net

Issued by: ise-1.iakin.net
Issue date: June 10, 2022
Expiry date: June 9, 2024

Configure Wi-Fi profile
1. Signin to the Google Admin console. Learn more

2. Devices — Networks — WI-FI

Requires having the Shared device settings administrator privilege.

3. Click ADD WI-FI

4. ChromeOS devices can authenticate to a network without a user signed in - under Platform
Access select Chromebooks (by device), otherwise the device will only connect to this Wi-Fi
once a user signs in - Chromebooks (by user).

a. Inthe Details section, set the following:
i.  Addthe Name (display) and SSID
ii. Check Automatically connect if desired
iii. For Security type, select WPA/WPA2/WPA3 Enterprise (802.1 X)
iv. For the Extensible Authentication Protocol, select EAP-TLS
v. For Maximum TLS Version, select 1.2
vi. For Username, enter S{LOGIN_ID}.

vii. For Server certificate authority, choose the name of the RADIUS TLS Certificate
imported earlier - Cisco ISE Certificate

viii. Enter an issuer and/or subject pattern to match the certificate that should be
presented when using Wi-Fi. For example:


https://support.google.com/a/answer/182076
https://support.google.com/a/answer/1219251#Shared_Device_Settings
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WPA/WPA2/WPA3 Enterprise (802.1X) ¥

Chrome0s devices that have a Marvell Wi-Fi chipset don't support WPA3. Learn more 5

Extensible Authentication Protocol

EAP-TLS ¥
Maximum TLS Version

1.2 ¥

Username

${LOGIN_ID}

Server Certificate Authority
System default certificate authorities ¥

Non-default secure server certificate is required for Android 13 or newer

Server Certificate Domain Suffix Match 0

Enter one domain name constraint (suffix) per line.
Required for Android 13 or newer.

SCEP profile 0

None ¥

Client enrollment URLs

Issuer pattern

Common name

ise-1

Locality
BY

Organization

Cisco

Organizational unit

Subject pattern

Common name

${USER_EMAIL}

Locality

NY

Organization

gscep

Organizational unit

Lab, Google
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b. Click Save.

ChromeOS user experience

When users sign in to a managed ChromeOS device with their managed Google Account, they
automatically get a user and/or device certificate. In this example, the ChromeOS device automatically
connects to an EAP-TLS network using that certificate via a Cisco ISE radius server.

Note: Make sure that ChromeOS devices are in an organizational unit that your CA root cert will be pushed
to and your users are in the organizational unit that you just created the SCEP and Wi-Fi profile for.

1. Managed user signs in to managed ChromeOS device.

2. At the bottom right of the ChromeOS device screen, click the time. You'll see the previous SSID
used at startup.

Sign out

Q

3. Open Chrome and go to chrome://certificate-manager

4. Next to the request that contains the name of the SCEP profile that you just set up, click More :
You can visually see the progress of getting the certificate, if it hasn't already completed.

@ chromey//certificate-manager X 4 v _ 8 X

< C ® Chrome | chromey/certificate-manager < % ®» 0O :

Details

Certificate Profile Name
SCEPuser

Certificate Profile ID
128EB4B8-958B-4B5E-AE14-5648D0ED489B

Refresh

Waiting for the CA to issue a certificate

Last Update
0secs ago

Advanced
Status Id

Subject’s Public Key
Modulus (2048 bits): C8 99 FE EA 08 07 E4 02 1A 02 01 16 8B E3 16 9B 41 BF 41
B7 9AF0 723092 0E 2C C103 7E 08 04 61 C4 43707149 11 1E 12 DF 96 94 8E
FF 7B 2C DO B2 DD B5 49 4E 0D AADC 77 21 79 78 37 D1 EF BD E9 04 04 D6 36
9F 72 FA E5 09 BD 4D 39 83 6E 57 6D 27 99 26 ED EB 40 2C 50 7A B0 05 09 55 95
A7 &N AN 1524 30 11 AR N2 OF 11 04 &F A2 RF 20 Q0 F2 0N 02 27 F1 75 FA 5A 58
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5. Refresh the page. The certificate(s) should show up within 30 seconds.

@ chromev/certificatemanager X 4 v o _ @\ X
< C ® Chrome | chrome:/certificate-manager < % & 0O ¢
x
Your certificates Certificate Viewer: System TPM Token:8612G03G47's iakin-W19SUBCA- Others
CAID

G
You have certificates from these organizations that i Import Import and Bind
Certificate Hierarchy

System TPM Token:8612G03G47's iakin-W19SUBCA-CA ID
orgriakin ~

8612603647 (hardware-backed)
Certificate Fields

test1@iakin.net (hardware-backed)  Validity

Not Before
Not After
Subject

~ Subject Public Key Info
Subject Public Key Algorithm
Subject's Public Key

“ Extensions
Extended Key Usage

Field Value

CN = 8612603647
0U = google

6. At the bottom right of the ChromeOS device screen, click the time. You should have switched to the
802.1x Network

FAQ

Certificate renewal
Certificates are re-requested upon expiration or if they are deleted.
Certificate revocation

Certificate revocation should be handled by the PKI/CA.

GCCC Proxy Configuration

GCCC requires access to the following endpoints to install and function. If a proxy it used, it must allow
access to these hosts:

https://pubsub.googleapis.com
https://oauth2.googleapis.com
https://update.googleapis.com
https://chromemanagement.googleapis.com
https://edgedl.me.gvt1.com/edgedl/release2
https://dl.google.com/release2

https://google.com/dl/release2
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Troubleshooting

ChromeOS device

If chrome://certificate-manager does not show any entries for SCEP certificates being requested, verify that
the user and/or device are assigned to the correct OU in the Admin Console, which includes appropriate
user and/or device SCEP profiles.

Validate by navigating to chrome://policy from the ChromeQS device and make sure that the
RequiredClientCertificateForUser policy and/or the RequiredClientCertificateForDevice policy are present.

If using strict mode, make sure the device is enrolled in the same domain as the user.

If a SCEP profile is assigned to the device/user, and there is a problem requesting a certificate,
chrome://certificate-manager will show an error message similar to the below within the SCEP profile

details:
@ chrome//certificatemanager X + v _ 8 X
< C  ® Chrome | chrome:/certificate-manager < Y% ®» 0O

Details

Certificate Profile Name

SCEPuser

Certificate Profile ID
128EB4B8-958B-4B5E-AE14-5648D0ED489B

Status

Failure Refresh

Last Update
50 secs ago

Advanced

Status Id

10

Subject's Public Key

Modulus (2048 bits): CC A8 57 EE DB B3 A5 52 7B E4 69 3C 27 5E AF 51 D1 B7 94
53 4A 5B F6 21 A6 15 3F 2C F9 6F 4A 30 42 2F 22 26 AF 43 2D DE 75 0A 49 A5 57

GCCC

Service Errors

During normal operation, the following events will appear roughly every 30 seconds in Windows Application
Log on the system running the GCCC Service from Source GoogleCloudCertificateConnector:

[com.google.mdm.certificate.agent.RequestSubscriber]: Sending pull request
{maxMessages=1, returnImmediately=false}

[com.google.mdm.certificate.agent.RequestSubscriber]: Received pull response {}
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EEveanuewer
File Action View Help

e 75 D

[@] Event Viewer (Local) Application Number of events: 49,061 (1) New events available
v [ Custom Views
> [71 Server Roles et Date and Time Source ~
W Administrative Events 32 PM GoogleCloudCertificateConnecto
v (& Windows Logs (@ Infor 02 PM GoogleCloudCertificateConnector
[+] Application @ Information 7/19/2022 5:54:43 PM GoogleCloudCertificateConnector
[&] Security (@ Information 7/19/2022 5:54:13 PM GoogleCloudCertificateConnector
] Setup (@ Information 7/19/2022 5:53:54 PM GoogleCloudCertificateConnector
EJ System @ Information 7/19/2022 5:33:24 PM GoogleCloudCertificateConnector
. ] Forwarded Events @ Information 7/19/2022 5:53:24 PM GoogleCloudCertificateConnector
> [ Applications and Services Lo|f| /) 1nemeunasine /109097 €.63.74 DAL PV S - s
[} Subscriptions < 5
Event 1, GoogleCloudCertificateConnector x
General Details
|[com.google.mdm.teniﬁcne,agenLRequm‘Subsclibu]: Sending pull request 15 i false}

If the events are not appearing, verify that the GCCC service is running and configured with the correct Log
On As account via the Services Control Panel.

., Services
File Action View Help
e @ EG= HMmE » 8 nop

osemices (oce [ Semicestloca) e

Google Cloud Certificate Connector Name Description Status Startup Type  Log On As
N &), Geolocation Service This service monit... Disabled Local System
%:si*:;:':::iu -Q, Google Chrome Elevation Service (Google... Manual Local System

*J Google Cloud Certificate Connector Wi s servicet.. Running  Automatic Local System

&), Google Compute Engine Agent Google Compute ... Running  Automatic (D... Local System

eve_’;"pt'o“: e 3 e &), Google OSConfig Agent Google OSConfig ... Running  Automatic (D... Local System
indows service to exchange device , ; :

certificate signing request \Si‘th -Q, Google Update Service (gupdate) Keeps your Google... Automatic (D... Local System

Google Cloud. ‘G Google Update Service (gupdatem) Keeps your Google... Manual Local System

o~

PR A s b PR e

If the service fails to start repeatedly, verify that the installation steps were followed, including copying the
json files to the GCCC Program directory.

If no certificate requests are being received by the connector, then check that outgoing TLS traffic to port
443 to PubSub servers is allowed (e.g. use your browser on the GCCC server to access
https:/pubsub.googleapis.com; a successful test should result in an error "404: Not found" page).

If an error is logged regarding Oauth, the GCCC service cannot connect to the Google cloud because the
SCEP service account key credential has been invalidated. You will need to obtain or re-generate the key file
re-install it and restart the GCCC service.

[null]: Failed to publish response: com.google.api.gax.rpc.UnauthenticatedException:
io.grpc.StatusRuntimeException: UNAUTHENTICATED: Request had invalid authentication
credentials. Expected OAuth 2 access token, login cookie or other valid


https://pubsub.googleapis.com
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{@] Event viewer

@ 7@ HE

File Action View Help

[E] Event Viewer (Local) Application Number o 9 (1) N ents available
> L Custom Views .
v [a Windows Logs Level Date and Time Source al
[+ Application A\ Warning 8/9/2022 5:39:56 PM GoogleCloudCertificateConnector
[&] Security (Dlnlormatiun 8/9/2022 5:39:56 PM GoogleCloudCertificateConnector
[ Setup oErmr 8/9/2022 5:39:56 PM GoogleCloudCertificateConnector
[&] System (@ Information 8/9/2022 5:38:52 PM GoogleCloudCertificateConnector
[] Forwarded Events (@ Information £8/9/2022 5:38:52 PM GoogleCloudCertificateConnector
> L) Applications and Services Lo @In’urmatmn 8/9/2022 5:38:50 PM GoogleCloudCertificateConnector
~4 Subscriptions :ﬂln’nrrmmnn R/9/2022 5:3R:20 PM GonaleClaudCertificateConnector . b
Event 1, GoogleCloudCertificateConnector x

General Details

[null]: Failed to publ
UNAUTHENTICATED

1 de
at com.google.aj gax rpc.Apn Except:onFactory createEmeptuon(U nknown Seurce)
at com.google.api.gax.grpc.GrpcApiExceptionFactory.create(Unk 1 Source)
at cnm.nnonle.ani.nax.nmt.GchniE:cmﬁnnFacmw.crea!dUnkmwn Sourcel

Enrollment Event Logs

Successful

During a successful certificate enrollment, following events will be logged:

[com.google.mdm.certificate.agent.RequestSubscriber]: Received pull response
{"receivedMessages": [{"ackId" :"UAYWLEF1GSFE3GQhoUQ5PXiM NSAORRcJBESCKF15MEg-. ..

[com.google.mdm.certificate.agent.RequestReceiver]: Received pubsub payload:...

[com.google.mdm.certificate.agent.EnrollDeviceRequestHandler]: Received

certificate

[com.google.mdm.certificate.agent.ResponsePublisher]: Publishing response:
enroll device response {...

@l Event Viewer
File Action View Help
+=| #|m HE

[d] Event Viewer (Local)
> [ Custom Views
~ L Windows Logs
i+] Application
5] Security
] Setup
& System
[E] Forwarded Events
> [ Applications and Services Lo|
-1 Subscriptions

Application Number of eve

Level Date and Time Source il

(@ Information 8/8/2022 4:46:09 PM GoogleCloudCertificateConnector

(Dlnformatmn 8/8/2022 4:46:09 PM GoogleCloudCertificateConnector

(@ Information 8/8/2022 4:46:09 PM GoogleCloudCertificateConnector
Information 4:46:05 PM GoogleCloudCerti

(Dlnfnrmatmn 8/8/2022 4:46:05 PM GoogleCloudCertificateConnector

(@) Information 8/8/2022 4:46:03 PM GoogleCloudCertificateConnector

(;ﬂlnfnmmwnn R/R/2077 4:4F:03 PM GonaleClandCertificateCannector 5 et

Event 1, GoogleCloudCertificateConnector x

General Details

[com.google.md g t 1
device_resource._id: "f89bd0c1-a3dc-43a8-affe-432109d110a8"
request_ick

"CgIDMDJzcnBzeTcSFTENTcOMTk4MYANDY 1NDM4M;lzMRokZjg5YmQuwYzEtY TNKYy0OM2EALWFmZmUtNDMyMTASZDEXMGE4|AcgIDI

hZDdjMzod WNIZJEtNGQyZC1hNzgzL TBhYjk1ZThhZDRhNEgE"
success {

*-----BEGIN CERTIFICATE----~

ing response: enroll_device_response { -

MIIFA]CCBngAwIBAgITGwAMAzLaJUzJIXMgAAMMDDANBgIcqthW AWEQVKCZImIZPyLGC VOMRUWE

[java.lang.String]: 123..]

[com.google.mdm.certificate.agent.RequestSubscriber]: Acking messages..
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[com.google.mdm.certificate.agent.RequestSubscriber]: Acked messages..

NDES Server Communication issues

If Error level events appear, with Unable to read from PEM string... scroll down in message details to
determine exact cause.

12l Event Viewer
File Action View Help

=50 HE

@ Event Viewer (Local) Application Number of events: 49,436 (!) New events available
> [ Custom Views
v [ Windows Logs Level Date and Time Source (a
m Application @ Information 8/8/2022 4:42:47 PM GoogleCloudCertificateConnector
[&] Security @ Information 8/8/2022 4:42:47 PM GoogleCloudCertificateConnector
£ Setup @ Information 8/8/2022 4:42:47 PM GoogleCloudCertificateConnector
] System Errol o CertificateConnec

] Forwarded Events (@ Infrrmatinn A-12-AR DA - : .
v B Applications and Services Lo = 2
» & GCE Event 1, GoogleCloudCertificateConnector x
[&] Hardware Events
[#] Internet Explorer General Details
=] Key M Service
» [ Microsoft [com.google.mdm.certificate.agent.EnroliDeviceRequestHandler]: Unable to read from PEM string: org.jscep.client.ClientException: ~
» [£] OpenSSH orgjscep.transport.TransportException: Error connecting to server
3 p ShellC at urg.]lscep.(l!enl.CI!em.gSCaCemﬁ(lre(Unknam Source)
= mz:‘::m:n:_’:“-“ at org.jscep.client.Client.getEncoder(Unknown Source)

“PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target’ means that GCCC cannot validate the SSL certificate presented by

the NDES IS Server. The NDES IIS SSL Certificate’s signing CA and/or Root CA certificates must be
imported into th k re.

fd Event Viewer
File Action View Help
«=|#|@ 8E

[&] Event Viewer (Local) Application Number of events: 49,436 (1) New events available
> [ Custom Views
v [ Windows Logs Level Date and Time Source A
[« ] Application ®Infnrrnatinn 8/8/2022 4:42:47PM GoogleCloudCertificateConnector
[&] Security @Informatlan 8/8/2022 4:42:47PM GoogleCloudCertificateConnector
[ Setup (D Information 8/8/2022 4:42:47 PM GoogleCloudCertificateConnector
[ System Ermor 8/8/2022 4:42:47 PM GoogleCloudCertificateConnector
[] Forwarded Events (B 1nberonstinn /879077 A.A7.AR DAL Cnnalallandlsnifirstal annartnr .
v B Applications and Services Lo d 2
» L GCE Event 1, GoogleCloudCertificateConnector x
[5] Hardware Events
[5] Internet Explorer General Details
[+] Key Management Service
» [] Microsoft at org.jscep.transport.UrlC Transport.ser IJnknown Source) ~
» 2] OpensSH 17 more

" PowerShellCore
[=] Windows PowerShell
.4 Subscriptions

PKIX path building failed:
on path to requested target

at sun.security.ssl.Alerts.getSSLException{Unknown Source)
at sun.security.ssl.SSLSocketimpl.fatal(Unknown Source)

at sun.security.ssl. Handshaker.fatalSE(Unknown Source)

at sun.security.ssl.Handshaker.<unknown> (Unknown Source)

at sun.securitv.ssl.ClientHandshaker.serverCertificate{Unknown Source) v

“No subject alternative DNS name matching ndes1.gscep.net found’ means that the SCEP server URL
hostname (http://ndes1.gscep.net/certsrv/..) is not found in the Subject or Alternative names of the NDES
Server SSL certificate, i.e. it was issued to a short/non-fully qualified name (ndes1) or some other name.
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“failure { error_message: "SCEP server returned failure: badRequest" }” means that the SCEP challenge
password in the SCEP Profile does not match the one configured on the NDES Server.

8 Event Viewer

Eile Action View Help

«= |z HE

Event Viewer (Local) Application Number of events: 49,357
= Custom Views x
v I Windows Logs Level Date and Time Source ~
[+ ] Application @Iniormatiun 8/8/2022 5:06:35 PM GoogleCloudCertificateConnector
[&] Security @lniormatlon 8/8/2022 5:06:35 PM GoogleCloudCertificateConnector
[ Setup (D Information 8/8/2022 5:06:35 PM GoogleCloudCertificateConnector
[ System 1 Information PM GoogleCloudCertificateConnector

8/8/2022 5:06:34 PM GoogleCloudCertificateConnector

] Forwarded Events (i) Information
) Applications and Services Lo/ | (7) Information 8/8/2022 5:06:34 PM GoogleCloudCertificateConnector
.1 Subscriptions (D Infarmatinn A/RIINDD 5:06:19 PM GooaleClnndCartificatsC nnnactor =
< >
Event 1, GoogleCloudCertificateConnector x
General Details
[com.google.mdm. 0 agent.R Publisher]: Publishing resp enroll_device_resp {

device_resource_id: "f39bd0c1-aldc-43a8-affe-432109d110a8"
request_id:
"CgIDMDJzcnBzeTcSFTEXNT cOMTk4M]Y4NDY 1NDM4AM;jlzMRokZjg5YmQuwYzEtYTNKYyDOM2E4LWFmZ mUtNDMyMTASZDEXMGE4IAcq)DhkZ
mFjMzQALWVIYWOINGRIZiOSNzk4L WiwMGZhOGM2ZMDQ1MEgB”
failure {
error_message: "SCEP server returned failure: badRequest”

}

“Caused by: java.net.ConnectException: Connection timed out: connect’ means that GCCC could not
establish an HTTPS TCP session to the configured NDES server. This could mean:

1) The NDES server itself or the IIS service is down
2) The NDES hostname in the SCEP URL is incorrect

3) The NDES server is unreachable due to DNS resolution failure, routing issues, firewall blocking of
TCP 443 or other network issues.

Make sure that the NDES server is reachable, by opening the SCEP URL in a browser on the GCCC server.

Certificate retrieval via SCEP

1. Download and compile sscep (binaries)
2. Run sscep getca -u http[s]://ndes.server.ip.ordns/certsrv/imscep/mscep.dll -c ca.crt

sscep getca -u https://ndesl.gscep.net/certsrv/mscep/mscep.dll -c ca.crt

Successful output:

C:\Users\iakin\Downloads\scep\scep>sscep getca -u
https://ndes.dom.net/certsrv/mscep/mscep.dll -c ca.crt

sscep: requesting CA certificate
sscep: valid response from server

sscep: found certificate with

subject: /C=US/CN=NDES-MSCEP-RA

issuer: /DC=net/DC=dom/CN=dom-SUBCA-CA

usage: Digital Signature

MD5 fingerprint: 49:6F:6E:81:20:E2:45:F9:2C:35:32:BC:6D:6A:77:DD
sscep: certificate written as ca.crt-0


https://github.com/certnanny/sscep
http://secadmins.com/index.php/ndes-scep-windows-test-tool/
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Unsuccessful output:

C:\Users\iakin\Downloads\scep\scep>sscep getca -u
https://ndesl.dom.net/certsrv/mscep/mscep.dll -c ca.crt

sscep: requesting CA certificate
sscep: wrong MIME content type
sscep: error while sending message

Contact support

To further debug the issue that you're experiencing, contact Chrome Enterprise support and provide the
following information.

Connector logs
Share the following files:
e After filtering events from the Windows event log with the connector’s source name and with the

time frame in which the problem has occurred, save the filtered logs in a file in .txt format and
share it.

e Share your adapter_config.json file which you created when setting up the Google Cloud
Certificate Connector (GCCC).

ChromeOS device device logs

For a device or user failing to receive a certificate, collect full debug logs after the certificate provisioning
process has failed. Full instructions for gathering full debug logs can be found under Collecting Full Debug
Logs Documentation

FAQs


https://support.google.com/chrome/a/answer/4594885
https://chromium.googlesource.com/chromiumos/docs/+/master/reporting_bugs.md#logs
https://chromium.googlesource.com/chromiumos/docs/+/master/reporting_bugs.md#logs
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Appendix

Lab Deployment Diagram

For a Lab environment, it is possible to co-locate several of the functions on a single server.
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