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Introduction

As a Microsoft Entra ID customer, you probably use Conditional Access. By following this guide,
you can learn how to deliver Conditional Access for ChromeQOS in Microsoft Entra ID

environments using various integrations'.

For more details on Conditional Access, see What is Conditional Access?

' While ChromeOS is not a directly Microsoft-supported device platform for Microsoft Entra ID
Conditional Access, this guide shows how you can still implement this functionality in your
environment.
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Microsoft Entra ID Conditional Access for ChromeQOS -
Microsoft Defender for Cloud Apps

A solution that enables ChromeQOS integration, authorized by device certificate,
with Microsoft Entra ID Conditional Access through Microsoft Defender for Cloud

Apps.

Requirements

Managed ChromeOS devices

ChromeQOS device certificates deployed via SCEP

Microsoft Entra ID AD as source of identity, federated into google
MDCA

Pobn=

Configuration

Overview

This solution is intended to allow administrators to restrict access in the following
two scenarios:

1. Only allow authorized enterprise users logged in to enterprise-managed
ChromeQS devices to access Microsoft Entra ID applications, such as
Office365.

2. Prevent enterprise users from logging in to unmanaged ChromeOS devices.

This solution utilized Microsoft Entra ID Conditional Access. AADCA makes policy
decisions based on signals. Signals describe the user, device, application and so on.

User authentication is outside the scope of this document, but we assume that
authorized enterprise users are able to authenticate against Microsoft Entra ID using
one or more factors.

Microsoft Entra ID Applications include Microsoft provided ones, such as Office365,
and custom applications, such as the Enterprise Application used to provide SAML
SSO for the Google tenant.

The device signal that can be used for ChromeQOS devices is a valid device
certificate, verified via MDCA. For other device types, such as Windows, Microsoft

Intune agent can provide device signals to be used in AADCA policy decisions.

For the first scenario, an AADCA policy with conditions of authorized user and valid

Deliver Conditional Access for ChromeOS in Microsoft Entra ID Guide | 2024


https://learn.microsoft.com/en-us/defender-cloud-apps/
https://learn.microsoft.com/en-us/defender-cloud-apps/
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview

G chrome enterprise

device certificate can be used, with the relevant applications selected, such as
Office365.

For the second scenario, the same user and certificate conditions apply, with the
Enterprise Application used for Google SAML SSO selected.

Note that with the policy applied to the Google SSO app, any user subject to
Microsoft Entra ID SSO can only sign in to any Google services from a managed
device with a valid certificate.

Certificate Enrollment

1. Configure ChromeOS devices to receive a device certificate using this guide
or another mechanism.
The Root and signing CA certificates from the CA above will need to be
added to MDCA.

2. Verify that a ChromeOS device belonging to the relevant tenant and
organizational unit is successfully obtaining a certificate via
chrome://certificate-manager.

@ chromey/centificatemanager X+ v o _ @ x

<« C  ® Chrome | chromey/certificate-manager < % » 0O :

x
Your certificates Certificate Viewer: System TPM Token:8612G03G47's iakin-W19SUBCA- Others
CAID

General | Details
You have certificates from these organizations that i Import Import and Bind
Certificate Hierarchy
System TPM Token:8612G03G47' iakin-W19SUBCA-CA ID
org-iakin ~
8612603647 (hardware-backed)

Certificate Fields
test1@iakin.net (hardware-backed) Validity
Not Before
Not After
Subject
Subject Public Key Info
‘Subject Public Key Algorithm
Subject's Public Key
Extensions
Extended Key Usage
Field Value

CN = 8612603647

SSO

1. Configure SSO and user provisioning between Microsoft Entra ID and the

Google tenant per documentation.
2. Verify that a user can log in to a ChromeQOS device with Microsoft Entra ID

credentials.

Conditional Access

1. In Microsoft Entra ID Enterprise Application with SAML SSO for the Google
tenant, click on Conditional Access.
a. Create a new policy.
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pSwmreswm‘swces'a"ddm'cw Q8 0 &

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Google SAML iakin.net Profile

@ Google SAML iakin.net Profile | Conditional Access X

Enterprise Application

“ + New policy -~ New policy from template (Preview) Q Whatlf () Refresh = &7 Got feedback?

H Overview
eployment ln s S outof 3 potes found

Policy Name 1.4 State 1y Creation Date 1y Modified Date 1y
Manage
. Rumely Test Policy off 11/19/2021, 15909 PM  12/8/2021, 42255 PM
11 Properties

Conditional Access App Control on 9/1/2022,836:06 AM  9/22/2022, 11:2204 AM
22 Owners B s App C /

JipE Test Report-only 7/6/2022, 41302 PM
&, Roles and administrators
& Users and groups
D Single sign-on

@

Provisioning

C Self-service

Security
€ Conditional Access
&s Permissions

b. Specify the users to whom the policy will apply.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Google SAML iakin.net Profile | Conditional Access >

Conditional Access App Control

Conditional Access policy

Control access based on Conditional Access
palicy to bring signals together, to make
decisions, and enforce organizational policies.

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or external guests

Learn mare Learn more
MName * What does this policy apply to?
‘ Conditional Access App Control ‘ ‘ Users and groups ~

Include  Exclude

() None
O Al users

@ Select users and groups

Assignments

Users (D

Specific users included

Cloud apps or actions ()
[ Al guest and external users @
2 apps included

[ oirectory roles ©
Conditions @

b Users and groups
1 condition selected - group:

Select
Access controls

2 users
Grant @

0 controls selected test? azure.capse-iss.com iakin

. test]@azure capse-iss.com

Session ©
test1 iakin

Use Conditional Access App Control test@iakin.net

c. Select the appropriate Cloud apps.

i.  Toimplement BYOD control, select the Enterprise App for
Google SAML SSO, as the policy will apply to any login
attempts from the Google tenant via Microsoft Entra ID SSO.
To implement app control in session, select the relevant apps
such as Office365.
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Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Google SAML iakin.net Profile | Conditional Access >

Conditional Access App Control

Conditional Access policy

Control access based on Conditional Access Control access based on all or specific cloud
policy to bring signals together, to make apps or actions. Learn mare
decisions, and enforce organizational policies.
Learn more Select what this policy applies to

‘ Cloud apps ~
Name *

Conditional Access App Control ‘

Include  Exclude

Assignments O None
Users (O (O Al cloud apps
Specific users included @ Select apps

Cloud apps or actions (@)
Select
2 apps included
Office 365 and 1 more

Conditions @

Google SAML iakin.net Profile .
4381e688-d260-400b-bbac-58622dec6719

1 condition selected

Access controls a Office 365 @ e

Grant ©

0 controls selected

Session @

Use Conditional Access App Control

d. Exclude all Intune-managed devices since they can be
accommodated by other Conditional Access policies.

e _

> Enterprise applications | All applications > Google SAML iakin.net Profile | Conditional Acce Device p|atf°rms Y

Conditional Access App Control

Conditional Access policy

Apply policy to selected device platforms.

Learn more
Control access based on Conditional Access Control access based on signals from conditions
policy to bring signals together, to make like risk, device platform, location, client apps, or Configure @
decisions, and enforce organizational policies. device state. Learn more
Learn more No
Device platforms
Name * b @
Conditional Access App Control Any device and 6 excluded Include  Exclude
. Locations (O M3 Android
Assignments .
Not configured
Users O 105
Specific users included Client apps @

Windows Phone

Not configured

Cloud apps or actions (D Windows
2 apps included Filter for devices nac0s
Not configured

Conditions @ . f
4 Linux

1 condition selected

Access controls

Grant @

0 controls selected

Session @

Use Conditional Access App Control

e. Under Session, check Use Conditional Access App Control to enable
redirection to Defender.
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"5 Searc resourcesenices and 4o G17) ® 0 &

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Google SAML iakin.net Profile | Conditional Access >

policy to bring signals together, to make
decisions, and enforce organizational policies
Learn more

Conditions ©

1 condition selected

Access controls

Session @

Use Conditional Access App Control

Defender for Cloud Apps

o &

Session X

Control access based on session controls to
enable limited experiences within specific
cloud applications.

Leam more

(] Use app enforced restrictions ©

@ This control oy works with supported

more,

Configure custom policy

[ sign-in frequency ©
[ persistent browser session ©

[ Customize continuous access
evaluation

(] Disable esience defauts ©

1. In the Microsoft Entra ID Conditional Access policy Session screen, click on

Configure custom policy. This opens Defender for Cloud Apps.

Use Conditional Access App Control (D)

| Use custom policy... ~ |

o Custom policies need to be
configured in Cloud App Security
portal. This control works instantly
for featured apps and can be self
onboarded for any app. Click here to
learn more about both scenarios.

Configure custom policy

D Sign-in frequency (O

2. Import issuing CA certificate chain

a. Open the Settings menu via the gear icon, then choose Settings under

System.

Microsoft Defender for Cloud Apps

Get started with Defender for Cloud Apps

@ Dashboard
Toud bles you [
© Gutatravel and sophisticated cloud services. View the

& Discover v P

‘ = o Create a Cloud Discovery report g Connect apps @ Create policies
60 Investigate ~
3% Control v

@ sass dyin public p e ith Defender for Cloud Apps.Lice

communicated at GA. For more detals, lease see this artcle

@ Alerts

Dashboard

Filter by app: | Allaps v

3. Type ‘device’ in the search box under Settings and click on Device
Identification.
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Microsoft Defender for Cloud Apps L

Settings

@ Dashboard v
& Discover v — Deviee
System Create acce sion policies based on device state, by identifying your managed devices.
GO Investigate ~ Device identification
Intune compliant device identification
=5 Control v

@ Alerts

Identify devices that are considered Intune compliant by Microsoft Intune. ©

ynced with Microsoft Intune | View configuration €3

Hybrid Azure AD joined identification

Identify devices that are hybrid Azure AD joined in your on-premises Active Directory and are registered with Azure AD.
nez

tomatically synced with Azure AD | View configur:

Client certificate based identification

Identify managed devices by authenticating devices against client certificates.
Upload your trusted root or intermediate certificate as a PEM file

+ Add a root certificate

-3 of 3 certificates (T3 Table settings

Name Description Issuer Subject Was added on Was added by
Sub CA - - - Sep8,2022 iakin

Root CA - - - Sep 8, 2022 iakin

Sample Root Certific...  Thisis a testcertfcate for..  — - Decs, 2021 uinam

(| Require certificate revocation check: certificates that have been revoked by the CA will no longer
be trusted. Note: A client certificate check requires the CRL protocol and applies to all
certificates. If your client certificate does not contain a CRL endpoint, you will not be able to
connect from managed devices.

We secure your data as described in our privacy statement and online service terms.

a. Inthis screen, import the certificate chain for the CA issuing the
ChromeQOS device certificates. This is the same certificate chain
imported into Google Admin console during SCEP configuration.

B Setiings - Microsoft Defender o X | 4 v - o x
€ > C e portal. #/settings ion=deviceldentification < % » &0

M ocopse B misc W parner X pw G C0S B Other bookmarks

View and edit a root certificate

Name.

Sub CA

Description

pe certficate descriptio

fakin-W19SUBCA-CA

Name. fakin-W19ROOT. Name fakin-W19SUBCA

Email
Organization
Organization unit
Country/Region

State
Location

Email
Organization
Organization unit
Country/Region
State

Location

4. Configure Connected Apps
a. Under the Settings gear menu, select Conditional Access App Control.
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Microsoft Defender for Cloud Apps

Connected apps

Conditional Act

cess App Control apps  Security configuration apps

Investigate ~

and control caj
, follow the

Activity log your apps, follow the dep!

Files Filters:

Users and accounts App: Selectapps v App category: Select category v Last connected: | Selecta date

Security configuration

Connected apps (5) + Add 1-5 of 5 Conditional Access

Was connected on

s

Control ~
Policies Sep 22,2022, 1131 AM

Templates

@ Alerts

Sep6,2022,753 PM

Sep 1,2022, 10:28 AM

Sep 1, 2022, 952 AM

Sep 1, 2022, 920 AM

b. Follow Microsoft Guidance from the above linked document:

App Control apps

Sep 22,2022, 1152 AM

Sep 1,2022, 11:16 AM

Sep 1, 2022, 9:52 AM

Sep 22, 2022, 11:53 AM

i.  “After you've created the policy, sign in to each app
configured in that policy. Make sure you sign in using a

user configured in the policy.

Defender for Cloud Apps will sync your policy details to its
servers for each new app you sign in to. This may take up

to one minute.

The preceding instructions helped you create a built-in
Defender for Cloud Apps policy for catalog apps directly in
Microsoft Entra ID. In this step, verify that the access and

session controls are configured for these apps.”

c. Ensure that all required apps have Microsoft Entra ID conditional
access and Session control configured. If not, click the three dots to
the right of the app, select Edit App and enable Session control.
Note that the list of apps here is dynamically populated as users
access the apps. In order to populate the list, it is possible to set the

policy in Conditional Access to Monitor Only.

Use Conditional Access App Control (0

| Monitor only (Preview) v |

Monitor only (Preview)
Block downloads (Preview)

Use custom policy...

|:| Sign-in frequency (O

In Defender, navigate to Control->Policies->Conditional Access.
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6. Create a policy to require a valid device certificate.
a. Device Tag
b. Not Equals
c. Valid client certificate

7. Action Block.

Microsoft Defender for Cloud Apps P

@ i Policies [~
i v

| © b (@ Customize alerts and actions by creating policies: | Create policy + x

60 Investigate v

. Threat detection Information protection Conditional access Shadow IT All policies

%5 Control ~ ———
Policies Filters: @) Advanced filters
Templates Name: | Policy name Type: Selecttype v Status: oisasieo  Severity: @ N @EB  Category: Selectrisk category v

@ Alerts

+ Create policy v & Export 1-10f1Policies < Hide filters [T§ Table settings
Policy Count Severity v Category Action  Modified
@  block-nocert 16 open alerts W0 low B Access control Qf  spram © =

Microsoft Defender for Cloud Apps £

Edit access policy View policy matches (16

@ Dashboard
e}

Discover v
Policy name *

o s v

Policy severity * Category *

|35 control S

(o0 [ oms | amn | [ acess conwl S
| Policies
De tic
Templates escription
)
B Aerts

r

Activities matching allof the following © Editand preview results

X Device v Tag v  doesnotequal v Valid client certificate v

+ Add a filter

Actions

Select an action to be applied when user activity matches the policy

O Test
Monitor all activities

(®) Block

Adefault block message is displayed when possible

["] customize block message ©
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Microsoft Entra ID Conditional Access for ChromeQOS -
Netskope

Provide Microsoft Entra ID Conditional Access for ChromeQOS authorized by
egress IP address with Netskope.

Requirements

Google Chrome Enterprise or Education managed ChromeQOS or Flex devices.
Netskope Cloud Security Platform tenant.

Microsoft Entra ID tenant.

Google tenant configured for SSO with SAML to Microsoft Entra ID.

a. In majority of deployments, Microsoft Entra ID users will be auto provisioned to
Google using Google Cloud/G Suite Connector by Microsoft.

b. While strictly speaking users can authenticate separately to ChromeQS,
Microsoft Entra ID and/or Netskope, and Conditional Access via egress IP
address would still work, this is an unlikely deployment scenario.

5. Netskope tenant configured for SSO with SAML to Microsoft Entra ID.

6. ChromeOS devices configured to steer traffic to Netskope.

a. Netskope Chrome Extension installed and configured via Chrome Admin Policy.
b. OR Netskope explicit proxy settings configured via Chrome Admin Policy.

A wWN P

Configuration

Google SSO with Microsoft Entra ID

1. In Google Admin, configure Security-> Authentication -> SSO with Third Party IDP ->
SSO Profile for the Microsoft Entra ID tenant.

Security > SSO with third-party IDPs > SSO Profile

& Back SAML SSO profile (o
azure Name azure
This SAML SSO preofile can be assigned to
organizational units or groups. .
SP details Your IDP will need these details to set up SSO with Google as the SP. Check your IDP's documentation for
more information.
B DELETE Entity ID
https://accounts.google.com/samirp/metadata?rpid=00ry919540vwrgg |E]
ACS URL
https://accounts.google.com/samirp/acs?rpid=00ry919540vwrgg |E]
IDP details IDP entity ID

https://sts.windows.net/a4e03498-adc8-405b-8125-b2fdf25b6931/

Sign-in page URL
https://login.microsoftonline.com/a4e03498-adc8-405b-8125-b2fdf25b6931/saml2

Sign-out page URL
https://login.microsoftonline.com/a4e03498-adc8-405b-8125-b2fdf25b6931/samli2
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2. Make sure it is assigned to an organizational unit or group under Manage SSO profile

assignments.

= °Admin Q_ Search for users, groups or settings A 8 ® = o

@ Home Security > SSO with third-party IDPs

08 Dashboard

google > 12 Organizational unit  azure - SAML

2 D . .

'S Diecoy e Single sign-on
A . google Organizational unit  None (users will sign in with Google)

» L0 pevices (SS0) with third-

Y arty identit: !
roEE Aees P y Y Domain-specific Service URLs v
R providers (IDPs)

3. In Azure, configure Enterprise Application with SAML SSO for the Google tenant.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Google SAML iakin.net Profile >

Google SAML iakin.net Profile | SAML-based Sign-on

Enterprise Application

« ™ Upload metadata file '9 Change single sign-on mede = Test this application ﬁ{_v" Got feedback?

#5 Overview REU e CONMYUIaton guioe [ 101 Neip Megrauny Googie SAVIL @KITLNIer FIone.
[l Deployment Plan . . .
oy o Basic SAML Configuration & Edit
Manage ) )
Identifier (Entity D) https://accounts.google.com/samlrp/metadata?rpid=00ry
il Properties 919540vwrag
Reply URL ({Assertion Consumer Service URL)  https://accounts.google.com/samirp/acs?rpid=00ry31954
42 Owners Ovwrgg
Sign on URL https://accounts.google.com/samlirp/metadata?rpid=00ry
4. Roles and administrators 919540vwrgg
& Relay State (Optional) Optional
Users and groups Logout Url (Optional) Optional
3 single sign-on
@ Provisionin . .
© < e Attributes & Claims & it
C Self-service
givenname user.givenname
ecurity attributes surname user.surname
emailaddress user.mail
name user.userprincipalname
Security Unique User Identifier user.userprincipalname
& Conditional Access
o .
iz Permissions o SAML Certificates
@ Token encryption
Token signing certificate d cdit
i
Activity Status Active
Thumbprint 7B3D03DFE319E9DB228E3EDBF4EOCETF79761209
3 Sign-in logs Expiration 8/19/2025, 10:26:57 AM
Natification Email iakin@azure.capse-iss.com
U & insight: s
il Lsage Sinsights App Federation Metadata Url https://login.microsoftonline.com/a4e03498-adc8... [ ‘
Audit logs Certificate (Base64) Download
- L Certificate (Raw) Download
a Provisioning logs Federation Metadata XML Download
Y= Access reviews
Verification certificates (optional) (Preview) d cdit
Troubleshooti S t '
roubleshooting + Suppor Required No
% Virtual assistant (Preview) Active 0
Expired 0

o Set up Google SAML iakin.net Profile

You'll need to configure the application to link with Azure AD.

Lagin URL | https://login.microsoftonline.com/ade03498-adc8... M ‘
Azure AD Identifier [ httpsi//stswindows net/ade03498-adc8-405b-812.. [0 |
Logout URL | https://login.microsoftonline.com/a4e03498-adc8... [ ‘

4. For Microsoft Entra ID users to be able to log in via SAML SSO from Chrome, be sure to
assign these users and/or groups to the Enterprise Application.
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Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Google SAML iakin.net Profile

@ Google SAML iakin.net Profile | Users and groups

Enterprise Application

Add user/group ¢ Edit ﬂ Remove 4 D Update Credentials == Columns p? Got feedback?

25 Overview

he application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this. —
[l Deployment Plan
Ve

Manage Assign users and groups to app-roles for your application here. To create new app-reles for this application, use the application registr
Il Properties
|/':' First 200 shown, to search all users & groups, enter a display name.
J& Owners
Display Name Object Type
& Roles and administrators
D o az1 iakin User
-3

Users and groups
D . test1 iakin User

Single sign-on

D . test2 iakin.net User
& Provisioning

C  Self-service

©

5. Verify that a user can log in to a ChromeQOS device via Microsoft Entra ID SSO.

Netskope SSO with Microsoft Entra ID

1. In Netskope console, in Settings -> Security Cloud Platform > Forward Proxy -> SAML,
create an account for Microsoft Entra ID.

Security Cloud Platform > Forward Proxy >
Lo
A SAML - Forward Proxy

< Security Cloud

Platform Set up SAML Providers to be used to authenticate users when going through the Netskope Forward Proxy. Additionally, providers can be set up here to allov
IdP.
Users vour
Groups £+ Netskope SAML Config
Devices SAML Entity |D: https:/nsauth-partner-google.eu.goskope.com/UmEmvSeOkmQ6B637FbNI
Enforcement SAML ACS URL: https://nsauth-partner-google.eu.goskope.com/nsauth/saml2/http-post/UmEmvS5eOkmO6B637FbNI/acs
3 DOWNLOAD SAML CERTIFICATE
SAML

MDM Distribution

REVERSE PROXY

NAME IDPURL
SAML
Office 365 Auth Google SAML https://accounts.google.com/o/saml2/idp?idpid=CO3kwébewz
ActiveSync

Google azure-cros.com https://accounts.google.com/o/saml2/idp?idpid=C01shdedy
Auth Integration
FORWARD PROXY G azure.capse-iss.com https://accounts.google.com/o/saml2/idp?idpid=C0124206m
SAML

Giakin https://accounts.google.com/o/saml2/idp?idpid=C03dbnmf3
Authentication
ON PREMISES MS azure.capse-iss.com https://login.microsoftonline.com/a4e03498-adc8-405b-8125-b2fdf25b6931/saml2
On-Premises
Infrastructure

CDPP for Appliance
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Edit Account X

NAME *

MS azure.capse-iss.com
SETUP OPTIONS

IDP SSO URL *

https://login.microsoftonline.com/a4e03498-adc8-405b-8125-b2fdf25b6931/saml2

IDPENTITYID*

https://sts.windows.net/a4e03498-adc8-405b-8125-b2fdf25b693 1/

IDP CERTIFICATE *

MIIC8DCCAdigAwlBAEIQUcluPc35h4NDyyk5MothnjANBgkqhkiGOwOBAQsFADAOMT IwMA
YDVQQD

EyINaWNyb3NvZnQgQXplcmUgRmVkZXJhdGVKIFNTTyBDZXJ0aWZpY 2F0ZTAeFwOyMjA4
MDQxNjA1

BT e R T A AR AR A AR I T o AN R AT A DR D AR AT 14D Lm0 e AN A LT ED, T

CANCEL SAVE

2. In Settings -> Security Cloud Platform > Forward Proxy -> Authentication select the
Microsoft Entra ID SAML account.
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Security Cloud Platform > Ferward Proxy >

ad Authentication - Forward Proxy
< Security Cloud

Platform Setup Authentication for Netskope for Web users to be redirected to the configured Identity Provider. This allows you to capture the identity of

you are using IdP to provision the Netskope Client, authentication needs to be enabled.
NETSKOPE CLIENT

Users
Authentication

Groups
Devices

Authentication: Enabled
Enforcement

Type: SAML Authentication: MS azure.capse-iss.com
SAML
MDM Distribution ENABLE AUTHENTICATION

REVERSE PROXY
SAML
Office 365 Auth Bypass Settings

ActiveSync

. Administrators can use this section to identify domains and categories for which user authentication is not required.
Auth Integration

FORWARD PROXY DOMAINEYPASS

None Specified
SAML

o EDIT
Authentication

Enable Authentication X

Enabled

SAMLACCOUNT*

MS azure.capse-iss.com v CREATE NEW

AUTHENTICATION REFRESH INTERVAL

Days Hours

ENABLE COOKIE SURROGATE
(1> Disabled

CANCEL SAVE

3. InAzure, configure Netskope User Authentication Enterprise Application.
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https://portal.azure.com/#view/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/~/AppAppsPreview/menuId~/null
https://learn.microsoft.com/en-us/azure/active-directory/saas-apps/netskope-user-authentication-tutorial

G chrome enterprise

Microsoft Azure L Search resourt

Home > Enterprise applications | All applications >

Browse Azure AD Gallery

-+ Create your own application A Got feedback?

The Azure AD App Gallery is a catalog of thousands of apps tt
more securely to their apps. Browse or create your own applic
this article.

| £ netskope X Sing|

—3 Federated SO (D Provisioning

Showing 4 of 4 results

Netskope User
Authentication

nelsioe =7

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Netskope User Authentication >

Netskope User Authentication | SAML-based Sign-on

Enterprise Application

'_P Upload metadata file ? Change single sign-on mode ¥= Test this application ,0? Got feedback?

i Overview

Deployment Plan Set up Single Sign-On with SAML

K Diagnose and solve problems . . ‘ ) — ‘ . .
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Learn

Manage more
11! Properties ) ‘ ‘ . . o
Read the configuration guide ' for help integrating Netskope User Authentication.
&8 Owners o
4. Roles and administrators Basic SAML Conflgural\on / Edit
£ Users and groups Identifier (Entity 1D) hgﬁ5:/ér:;ﬁust?;Fb):itner—goog\e.eu,goskope.cum/umEmvS
eOkm!

D single sign-on Reply URL (Assertion Consumer Service URL)  https://nsauth-partner-google.eu.goskope.com/nsauth/sa
. o ml2/http-post/UmEmvSeCkmO6B637FbNI/acs
@ Provisioning Sign on URL Optional
G self-service Relay State (Optional) Optional

Lagout Url (Optional) Optional

Custom secu nty attributes

4. For Microsoft Entra ID users to be able to log in via SAML SSO via Netskope, be sure to
assign these users and/or groups to the Enterprise Application.
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Netskope-G-azure.capse-iss.com-SP-SAML-VA

Netskope-G-azure.capse-iss.com-SP-SAML-VA | Users and groups

Enterprise Application

« 0]

-+ Add user/group & Edit ] Remove 5:3 Update Credentials == Columns ,0? Got feedback?
i Overview
@ The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this. —
1] Deployment Plan
K Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

Manage
| O First 200 shown, to search all users & groups, enter a display name.
{1 Properties
Display Name Object Type

&2 Owners

D . g-permit-office365-access-only-via-netskope Group
4. Roles and administrators

D - test-users Group
&8 Users and groups —

5. Verify that a user can log in to Netskope via Microsoft Entra ID SSO.

Configure Chrome traffic steering

1. In Google Admin -> Devices -> Chrome ->Apps & extensions -> Users & browsers add
and configure Netskope Chrome Extension from the Chrome Web Store to be deployed
to the appropriate organizational unit or group.

Select an app from Chrome Web Store

View app by ID

~ chrome web store Confidential Internal Version
petskapd * Extensions ©® 1of 1 extensions
« Home

QO Extensions
Netskope Chrome Extension

O Themes
o v’f’ Extension to enforce Netskope Cloud Explicit Proxy
Apps
Yok Yk 5 Social & Communication
Ratings
O *hkkhkk

O Hhhokhaup
(O & & ¢ &up
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https://support.google.com/chrome/a/answer/6306504?hl=en

G chrome enterprise

= @ Admin Q. Search for users, groups or settings a8 ® o
~ [0 Devices Devices > Chrome > | Apps & extensions |~
Overview
Overview Users & browsers Kiosks Managed guest sessions Requests
~ Chrome Apps & Extensions —_—
< Play Store Chrome Web Store ADDITIONAL
Overview Block all apps, admin Allow all apps, admin R “sermines Netskope Chrome Extension B m X
manages allowlist manages blocklist
Guides Users v
+ Search or add a filter Installation policy
Devices Groups v
Force install -
Managed browsers App Installation polic Version pinnin
Organizational Units ~ o G157 pinning Locally added
» Settings Netskope Chrome Extension
AN = Force install Not pinned Version pinning
Aope & extensions Search for organizational units ® pifbgebkinoeejjipoabefnijajgikpb
Notpinned  ~
Overview ~ | google Inherited from Google defauit
Azure-SAML-Profile-Test
Users & browsers Chrome Web Store options
fe Include in Chrome Web Store collection
Kiosks Inherited from Google default
gscep
Managed guest
sessions Netskope-VAdtest Permissions and URL access
Requests pingHest1 Use default permissions for this organization ~
Connectors ©2 Blocked hosts
» Printers
» Reports
» Mobile & endpoints
Networks
Inherited from Google default
» i Apps
Policy for extensions
» @ Security ot Value®
{"tenant"{"Value""partner- +
» 1l Reporting google.eu.goskope.com'),'block_disable’ "~
\ . +
» B Biling

2. InPolicy for Extension, specify the correct Netksope tenant, options and URLs to be
bypassed from Netskope steering, (i.e. Google infrastructure URLs, IDP etc)

a. {"tenant":{"Value":"partner-google.eu.goskope.com"}, "block
disable":{"Value":true},"enforce os":{"Value":["cros"]},"b
ypass list":{"Value":["*.1lel00.net","accounts.google.com",
"accounts.google.co.uk","accounts.gstatic.com", "accounts.y
outube.com","alt*.gstatic.com", "chromeos-ca.gstatic.com","
chromeosquirksserver-pa.googleapis.com","clientsl.google.c

om","clients2.google.com","clients3.google.com","clients4.
google.com","clients2.googleusercontent.com", "cloudsearch.
googleapis.com", "commondatastorage.googleapis.com","cros-o
mahaproxy.appspot.com", "dl.google.com","dl-ssl.google.com"
, "firebaseperusertopics-pa.googleapis.com","*.googleuserco
ntent.com","*.gvtl.com", "gweb-gettingstartedguide.appspot.
com","m.google.com", "omahaproxy.appspot.com", "pack.google.
com", "policies.google.com", "printerconfigurations.googleus
ercontent.com", "safebrowsing-cache.google.com", "safebrowsi
ng.google.com","ssl.gstatic.com", "storage.googleapis.con",
"tools.google.com", "www.googleapis.com", "www.gstatic.com"]
b}

3. Verify that a ChromeOS device in the appropriate organizational unit gets the extension

and is steering traffic correctly.
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Conditional Access

1. Define Netskope IP Ranges as a Named location in Azure under Microsoft Entra ID -> ->
Manage -> Security -> Microsoft Entra Conditional Access -> Named locations.

= i Search resources, services, and docs (G+, 5] 3 &) iakin@azurecapse-issc.. @
Microsoft Azure z Sl E 0 & 0 A DEFAULT DIRECTORY (AZURECA... @0

Home > Default Directory | Security > Security | Conditional Access > Conditional Access

Update location (IP ranges) x

+.» Conditional Access | Named locations

Az Active Direct =
zure Active Directory 7T Upload L Download [i] Delete

¢ ~ Countries location - IP ranges location [ Configure multifactor authentication trusted IPs & Got feedback?
@ overview (Preview) Configure named location IPv4 and IPv6 ranges. Learn more
= policies Named locations are used by Azure AD security reports to reduce false positives and Azure AD Conditional Access policies. Learn more Name *
@ Insights and reporting Location type : All types Trusted type : All types Netskope IP Addresses

X Diagnose and solve problems

[P searct [J Mark as trusted location
earch names

Manage Name )

Location type +

4> Named locations DEHome P ranges

& Custom controls (Preview) Netskope IP Addresses P ranges 431.195.0/26 jmf
% Terms of use 8.36.116.0/24 T
# VPN connectivity 8.30.144.0/24 jof
54 Authentication context (Preview) 31.186.239.0/24 jof
#= Classic policies 74.217.93.0/24 |mf
Monitoring 103.219.79.0/24 T
D signinlogs 103.47.244.0/24 @
& Auditlogs 163.116.128.0/17 ]

Netskope IP Ranges can be found in Netskope Settings ->Security Cloud Platform ->
SAML Reverse Proxy -> Netskope Source IP.

Security Cloud Platform > Reverse Proxy >
P Y
‘\ SAML - Reverse Proxy

< Security Cloud

Platform SAML proxy is required to steer sanctioned cloud app traffic to the reverse proxy running in your tenant in¢
IPSec ‘_ Create newaccount | = _ Provide Netskope SAML config to IdP and cloud app e @ Setup complete
GRE Start setup by creating an account with information from your Identity Provider (IdP) and cloud applicatior

o your identity provider and cloud application. Refer to the Help documentation for details.
Explicit Proxy

NETSKOPE CLIENT ADD ACCOUNT [ NETSKOPE SOURCE IP
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Netskope IP Ranges

There are several auth related services which may require configuration to allow Netskope
Cloud IPs as the source address to these services.

For example, with active auth on the O365 Proxy, the local ADFS server may restrict auth from

certain source IPs. Another case is when you want idP providers like Ping-Fed or Okta to
restrict auth requests from certain source IPs, or similarly restrict application access to
Salesforce.com. In these cases, you can use the following Netskope Cloud IPs in these
configurations.

NETSKOPE IP RANGES |& copy

8.39.144.0-8.39.144.255
31.186.239.0-31.186.239.255
163.116.128.0-163.116.255.255
103.219.79.0-103.219.79.255
74.217.93.0-74.217.93.255
8.36.116.0-8.36.116.255

2. InMicrosoft Entra ID create a Conditional Access policy. For details see, What is
Conditional Access?
a. Select users and groups.
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https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview
https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview

@ chrome enterprise

— Microsoft Azure

R Search resources, services, and docs (G+/)

Home > Enterprise applications | Conditional Access > Conditional Access | Policies >

permit-office365-access-only-via-netskope (iakin)

Conditional Access policy

]ﬁ] Delete

Control access based on Conditional Access
policy to bring signals together, to make

decisions, and enforce organizational policies.

Learn more

Name *

| permit-office365-access-only-via-netskope ...

Assignments

Users (1)

Specific users included

Cloud apps or actions (O

1 app included

Conditions @

1 condition selected

Access controls

Grant (1)

Block access

Session (1)

b. Select Cloud apps such as Office365.

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or external guests.
Learn more

What does this policy apply to?

| Users and groups AV

Include Exclude

O None
O All users

@ Select users and groups

D All guest and external users 0]
D Directory roles (©

Users and groups

Select

1 group

. g-permit-office365-access-on... ***
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Microsoft Azure

& Search resources, services, and docs (G+/)

Home > Enterprise applications | Conditional Access > Conditional Access | Policies »

permit-office365-access-only-via-netskope (iakin)

Conditional Access policy

@ Delete

Control access based on Conditional Access
policy to bring signals together, to make

decisions, and enforce organizational policies.

Learn more

Name *

| permit-office365-access-only-via-netskope ...

Assignments

Users (D)

Specific users included

Cloud apps or actions (@

1 app included

Conditions @

1 condition selected

Control access based on all or specific cloud
apps or actions. Learn more

Select what this policy applies to

| Cloud apps ~

Include  Exclude

O None
O All cloud apps
@ Select apps

Select

Office 365

I:I Office 365 (D

c. Exclude all platforms to make sure the policy does not apply to Intune-managed

devices.

Home > Default Directory | Security > Security | Conditional Access > Conditional Access | Policies >

permit-office365-access-only-via-netskope (iakin)

Conditional Access policy

T Delete
Control access based on Conditional Access Control access based on signals from conditions
policy to bring signals together, to make like risk, device platform, location, client apps, or
decisions, and enforce organizational policies. device state. Learn more
Learn more

Device platforms @

Name *

permit-office365-access-onl tskop Any device and 6 excluded

. Locations @
Assignments

Users ©

Any location and 1 excluded

Specific users included Client apps ©

Not configured
Cloud apps or actions ©

1 app included Filter for devices @

Not configured
Conditions @

2 conditions selected

d. Set condition to exclude Netskope location created above.
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Apply policy 1o selected device platforms.
Learn more

ure ©

No )

Include  Exclude

Android

i0s

Windows Phone
Windows
mac0$

Linux
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications | Conditional Access > Conditional Access | Policies >

permit-office365-access-only-via-netskope (iakin)

Conditional Access policy
Tl Delete
Control access based on Conditional Access

policy to bring signals together, to make
decisions, and enforce organizational policies.

Control access based on signals from conditions
like risk, device platform, location, client apps, or
device state. Learn more

Control user access based on their physical
location. Learn more

Learn more Configure @
pe ffice365-ac ly-vi Kop Not configured

Locations
Assignments ©

Any location and 1 excluded
Users ©

Specific users included Clientapps ©

Not configured
Cloud apps or actions @

1 app included Filter for devices ©

Not configured
Conditions ©

1 condition selected

e. Set Access controls to Block.

Include  Exclude

Select the locations to exempt from the policy
O Alltrusted locations
(®) selected locations

Select

Netskope IP Addresses

Netskope IP Addresses

Select

Locations

Location type : All types

DEFAULT DIRECTORY (AZURE.CA.

Trusted type : All types

\ P search names

Name T
Multifactor authentication trusted IPs

]
[J oBHome

Netskope IP Addresses

Microsoft Azure R Search resources, services, and docs (G+/)

Home > Enterprise applications | Conditional Access > Conditional Access | Policies >
permit-office365-access-only-via-netskope (iakin)

Conditional Access policy

I Delete

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *

[p ffice365-ac ly-vi kop:

Assignments

Users ©

Specific users included

Cloud apps or actions

1 app included

Conditions @

1 condition selected

Access controls

Grant ©

Block access
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Location type Trusted
IP ranges Yes
IP ranges Yes
IP ranges No

1ZUre.capse-iss.c.

DEFAULT DIRECTORY (AZURE.CA.

Grant

Control access enforcement to block or
grant access. Learn more

(®) Block access

O Grant access

[ Rrequire mutifactor o]
authentication

[ Require device to be marked @
as compliant

[ Require Hybrid Azure AD o
joined device

[J Require approved lient app ©
See list of approved client apps

[ Require app protection policy ©
See list of policy protected client
apps

For multiple controls

(O Require all the selected controls

(®) Require one of the selected
controls
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Verified Access for ChromeQOS via SAML SSO - Netskope

How to use the Netskope Cloud Security Platform via SSO to restrict users from
signing in on non-managed Chromebooks.

Requirements

Google Chrome Enterprise or Education managed ChromeQOS devices.
Netskope Cloud Security Platform tenant.
3P SAML IdP (e.g. Microsoft Entra ID).
Google Cloud Verified Access APl enabled and credentials created for Netskope.
Netskope SAML Reverse Proxy Account for Google tenant.
a. ACS URL = Google SAML ACS URL.
b. SSO IdP URL = 3P SSO URL.
c. Verified Access check with the Google tenant domain using API credentials.
6. 3P SAML IdP app / SP for Netskope tenant.
a. Entity ID = Google SAML Entity ID.
b. ACS/Reply URL = Netskope SAML Proxy ACS URL.
c. Signon URL = Netskope SAML Proxy IdP URL.
7. Chrome device policy.
a. Allow Netskope API credentials access to device info via Verified Access.
b. Netksope SAML Reverse Proxy |dP URL allowlisted for sign-in.
8. Google SAML SSO / Profile for Netskope tenant.
a. SSO URL/ Entity ID = Netskope SAML Proxy IdP URL.

goAwN S
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https://docs.netskope.com/index.html?lang=en
https://docs.netskope.com/en/reverse-proxy-for-google-chromebook.html

@ chrome enterprise
Configuration

Google Cloud Verified Access API

1. Log in to Google Cloud console with an admin account and create a new cloud project.
2. Under APIs & Services -> Enabled APIs & services, enable Chrome Verified Access API.

Google Cloud 2 iakin « ‘ Q Search Producty

Cloud overview
@ Recent >

am View all products

PINNED
{£}]  Compute Engine >
1 VPCnetwork >

MORE PRODUCTS A

\_g.’ Marketplace

B Biling

API  APIs & Services > ]
Enabled APIs & services

'i' Support > Library

) Credentials

© 1AM &Admin >
QAuth consent screen

s' Getting started Domain verification

m Compliance Page usage agreements
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API API Library | Q  verified X

AP Library > “verified”

a, : ”

= Filter Type to iter verified
Visibility A

2results
Public @
Chrome Verified Access API

Category N Google
" a API for Verified Access chrome extension to provide credential verification for chrome devices connecting to an enterprise network

aps

3. Under APIs & Services -> Credentials, create Service Account credentials for Netskope.

Q, Search Products, re:

API Credentials + CREATE CREDENTIALS W DELETE
. APl key
w Create credentials to o |dentifies your project using a simple API key to check quota and access
Iy OAuth client ID
A Remember t Requests user consent 5o your app can access the user's data
O .
Service account

o Enables server-to-server, app-level authentication using robot accounts
# APl Keys
[[] Name Help me choose Restrictions

. Asks a few questions to help you decide which type of credential to use
N No API keys to displa

OAuth 2.0 Client IDs
[] Name Creation date Type
No DAuth clients to display

Service Accounts

O  Email Name T

D 601693329441-compute@developer.gserviceaccount.com Compute Engine default service account

iakin v

Google Cloud Q Search Prodyl

< Create service account

@ Service account details Google Cloud Q Search Prod
e .
[ netskopeva l O ¢ Createservice account
b Display name for this service account .
B " N N @ Service account details
[nelskope-va X C ] e |
8 = aQ Grant this service account access to project
Email A O (optional)
= &8 faki
= Describe what this service account will do o _
2 Selecterole + ADDIAMCONDITION
*
)
> GREATE AND GONTINUE  ADD ANOTHER ROLE
L]
= e Grant this service account access to project » CONTINUE
o (optional) o
Grant users access to this service account (optional
| ° p

© Grant users access to this service account (optional)

m CANCEL

L]

[ I

=
“
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= GoogleCloud 8¢ iakin v ‘ Q Searc|

< Create service account

Q

& Service account details
|

)
e

& [

Grant this service account access to project
(optional)

B © Grant users access to this service account (optional)

Grant access to users or groups that need to perform actions as this service
account. Learn more

®
[ Service account users role L] ]
L) Grant users the permissions to deploy jobs and VMs with this service account
» .
Service account admins role 2]
-3 Grant users the permission to administer this service account
m CANCEL
=

Google Cloud 8¢ My Project 3837 v Q Search Products, resources, docs (/)
8 IAM & Admin < netskope-va
DETAILS PERMISSIONS KEYS METRICS LOGS
+9 IAM

Identity & Organization Service account details

F O

Policy Troubleshooter ... - Name ]
‘ netskope-va SAVE ‘
E  Policy Analyzer
- - D ipti SAVE ‘
a Organization Policies ‘ escription
o3 Service Accounts Email
netskope-va@glass-ranger-353315.iam.gserviceaccount.com
)  Workload Identity Federat... Unique ID
105501299170501491569
@  Labels
» Tags Service account status
Disabling your account allows you to preserve your policies without having to delete it.
€  Settings
QAccount currently active
@  Privacy & Security
DISABLE SERVICE ACCOUNT
@ Identity-Aware Proxy

4. Under Keys, create a new JSON Key.
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Google Cloud My Project 3837 w ‘ Q, Search Products, resources, docs (/)
e IAM & Admin & netskope-va
DETAILS PERMISSIONS KEYS METRICS LOGS
42 1AM P
©  Identity & Organization Keys
9%, Policy Troubleshooter ... Service account keys could pose a security risk if compromised. We recommend you avoid downloading service account keys anc
‘You can learn more about the best way to authenticate service accounts on Google Cloud here .
B Policy Analyzer
o . Add a new key pair or upload a public key certificate from an existing key pair.
B  Organization Policies
Block service account key creation using organization policies.
o1 Service Accounts Learn more about setting organization policies for service accounts
® Workload Identity Federat... ADD KEY v
@  Labels
Create new key Key Key creation date Key expiration date
» Tags Upload existing key .04dbfo6ddebd334259b1865513d877edc0664  Aug 18, 2022 Dec 31, 9999 &
o Settings

5. Download the key for use later in the guide.

Private key saved to your computer

a glass-ranger-353315-88d79681f519.json allows access to your cloud resources, so store it securely. Learn more best practices
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Netskope SAML Reverse Proxy

1. In the Netskope console, in Settings -> Security Cloud Platform -> Reverse Proxy ->
SAML, Add Account for Google tenant with Application Google Accounts.

ecurity Cloud Platform > Re Pr

e e S
S SAML - Reverse Proxy
< Security Cloud
Platform SAML proxy is required to steer sanctioned cloud app traffic to the reverse proxy running in your tenant instance.
;P“Sm o Createnewaccount | - | Provide Netskope SAML configtoIdPandcloudapp | = | @ Setup complete
ec
GRE Start setup by creating an account with information from your Identity Provider (IdP) and cloud application. Then complete the setup by providing the Netskope settings to

your identity provider and cloud application. Refer to the Help documentation for details.
Explicit Proxy

ADD ACCOUNT ‘ NETSKOPE SOURCE IP
NETSKOPE CLIENT

Users NAME APPLICATION ACS URL
Groups
Google-azure.c... £ Netskope Settings & Google Accounts
Devices
Enforcement
SAML

MDM Distribution

REVERSE PROXY

SAML

https://accounts.google.com/samlrp/acs...

Edit Account

NAME *

Google-azure.capse-iss.com-SAML-VA

APPLICATION *

& Google Accounts -

SETUP OPTIONS

ACSURL*

https://accounts.google.com/samlrp/acs?rpid=0427wx452odmtj4

IDPSSO URL *

https://login.microsoftonline.com/a4e03498-adc8-405b-8125-b2fdf25b6931/saml2

IDP CERTIFICATE *

YDVQQD

AMjQXNTIz

MIIC8DCCAdigAwIBAgIQbgK0/aj+MYtDbOIFK3tCRjANBgkghkiG9WOBAQsFADAOMTIWMA

EyINaWNyb3NvZnQgQXp1cmUgRmVKZXJhdGVKIFNTTyBDZXJ0aWZpY 2FOZTAeFWOyMjA

RAIP Al e AT A AN AT A T T Ik AT oM AN R AT A DA P AR ATIAL 14 A D b e e A PP e\ L 7O DAL

CANCEL SAVE

BYPASS

No

2. Copy ACS URL from Google SAML Profile for Netskope SP Details -> Entity ID.
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= o Admin Q_ Search for users, groups or settings fal 8 @
Security > SSO with third-party IDPs > SSO Profile
m Home
-
88 Dashboard & Back SAML SSO profile ~
» & Directory
Netskope-G- Name Netskope-G-azure.capse-iss.com-SP-SAML-VA
Devices
azure.capse-
Apps .
o iss.com-SP-SAML-
Security VA SP details Your IDP will need these details to set up SSO with Google as the SP. Check your
IDP's documentation for more information.
Overview Entity ID
This SAML SSO profile can be PP
Alert center assigned to organizational units or Z;tn;i;//accoums google.com/samirp/metadata?rpid=0427wx4520 |—D
groups.
~ Authentication ACS URL
2-step verification @ DELETE https://accounts.google.com/samirp/acs?rpid=0427wx452odmtj4 |—[:|
Account recovery
Advanced Protection
Program IDP details IDP entity ID Vi
Login challenges https://saml-partner-google.eu.goskope.com/saml2/http-
post/sso/UmEmvSeOkmO6B637FbNI/6
Password management
Sign-in page URL
SSO with SAML https://saml-partner-google.eu.goskope.com/saml2/http-
applications post/sso/UmEmvSeOkm0O6B637FbNI/6

3. Copy IdP SSO URL from 3P SAML app for Netskope SP Login URL.

osoft Azure £ Search resources, services, and dacs (G+/) in@azure.cap
DEFAULT DIRECTORY (AZU|

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Netskope-G-azure.capse-iss.com-SP-SAML-VA >

Netskope-G-azure.capse-iss.com-SP-SAML-VA | SAML-based Sign-on *

Enterprise Application

T Upload metadata file ) Change single sign-on mode 7= Test this application A7 Got feedback?

i Overview
Deployment Plan 9 SAML Certificates
X Diagnose and solve problems Token signing certificate
£ Edit
Status Active
Manage Thumbprint 39A53D100C3CFO4BEC3FS9EAGR1COSBF2100F9EC
p
n Expiration 8/24/2025, 11:23:19 AM
M Properties Notification Email iakin@azure.capse-iss.com
&2 Owners App Federation Metadata Url https://login.microsoftonline.com/a4e03498-adc8... [
£ Roles and administrators Certificate (Base64) Download
Certificate (Raw)
£ Users and groups Federation Metadata XML = Find Netskope-G-azure.capse-iss.com-SP-SAML-VA.cer
D single sign-on 1|-n-- BEGIN CERTIFICATE-----
5 Provicioni Verification certificates (optional) (Preview) 2 MITCBDCCAdigAwIBAQIQbgK®/aj+MYtDbO1FK3tCRjANBgkqhkiGOWOBAQSFADAGMT IWMAYD
e} Frovisioning Redquired 3 EylNawNyb3NvZnQgQXplcmUgRmVkZXJhdGVkIFNTTyBDZXJ0aWZpY2FOZTAeFWOyMjA4MIQx
© self-semvice Active 4 MjBaFwOyNTA4MjQxNTIZMT1aMDQxM]AWBGNVBAMTKULPY3Jvc29mdCBBenVyZSBGZWRLCmFE
Expired 5 UINPIENlenRpZmljYXRIMIIBIANBgkqhkiGOwOBAQEFAAOCAQBAMITBCGKCAQEALDR] bpQJ
Cust curity attribute 6 uIie4a0gxMZrxfxw8eM7h330HNM2PLMPO4WKVUBTKs75GQzICkIZ6YTET1HYUWDL2ZzGy JETd
§ . ’ 7 xuy/EvIHBAENZ5I1Z397665a5309rdPoXTmINgniEbumnIdxi+VZ2YnNabFJWTj5F+Je+Lgl
prev 8 /1MSz0sfs/duDCmvEa9fqqonzpYWNz3510BUADTjIOkzNVUWG40B2hkTfs/YShFBU4T1q2Bm
. o Set up Netskope-G-azure capse-iss.com-f 2 9POUXVQNI3UUSQVWKxIpOFVMPkIOUMB9IKZHZ J56EOBBXURMIgOWE 0P 2ed9exvV6D7Fe1DBCT
Security P P P : 10 B81VgNVS7XAIWZKZyB87PSUFXPQIDAQABMAOGCSqGSIh3DQEBCHUAA4IBAQACAKIEL2X31mNU
11 Y1Th/8//jNCqgHhzOBtS5vdbcPAtB+rCRfWanQQzFcoJNo6Dp9DkwwJIJO3eMtOzxPgJikoMk
& Conditional Access You'll need to configure the application to link 15 v jyhR1karz30SdoHoht 121L1tBZhRmspZiTT/FhZinj 9z9VnpE260eH91t1iQYWCQ5IYewM
9 perm Login URL 13 pLecyajZBLanilbtfTzFPaAQLl/kcfbAWX3StDRA7gYk4+U+IKwj2SmZI11Gr+e2H6UTIQPS3
4 Permissions 14 bdGGKUGPGLSFshd2qfjyovkbH7plPcHKXX50099QAxuirdXUgHOmMLtMBUCXhSI4PEAr SwGMm
Azure AD Identifier 15 RC7H/Y90/enK2nIgO1XT
© Token encryption 16 --nen END CERTIFICATE-----
Logout URL .

4. Copy IdP Certificate from 3P IdP, for example Certificate (Baseé4).
5. Inthe Account -> Options tab.
a. Enable Google Chromebook Verified Access.
b. Specify domain name of Google tenant.
c. Upload the GCP service account key that we downloaded previously.

Deliver Conditional Access for ChromeQOS in Microsoft Entra ID Guide | 2024



G‘ chrome enterprise

Edit Account

SETUP OPTIONS

EMERGENCY BYPASS
(1.9 Disabled

The following settings are only applicable when emergency bypass is disabled.
Bypass Auth checks for Mohile
Enable SAML assertion key-value pairs matching

Enable IP address based access

Enable Google Chromebook Verified Access

Action Bypass - ifsuccess

Block = if failure

Domain Name

azure.capse-iss.com

Service Account Credentials
Uploaded by iakin@google.com on Thu Sep 29 2022 12:02:05 GMT-4

@ netskope-358313-e1f721604e8f json + REPLACEFILE

CANCEL SAVE
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G chrome enterprise

3P SAML IdP for Netskope (Microsoft Entra ID in this example)

1. Create a new Azure Enterprise Application Microsoft Entra SAML toolkit. For details on
how to do this, see Configure and test Microsoft Entra SSO for Microsoft Entra SAML

Home > AzureCros | Enterprise applications > Enterprise applications | All applications
Browse Microsoft Entra Gallery x

+ Create your own application &7 Got feedback?

The Microsoft Entra App Gallery s a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning, When deploying an app from the App Gallery, you pr i your users their apps. Browse or create your own application here. If you are wanting to
publish an application you have developed into the Microsoft Entra Gallry for other organizations to discover and use, you can file a request using the process described in this artcle.

5 entra sam toolkit Al User. A Categories : All

D Federated SO @ Provisioning
Showing 1 of 1 results

Microsoft Entra SAML

G Toolkit

9

& Q

QO Search resources, services, and docs (G+/)

»me > Default Directory | Enterprise applications > Enterprise applications | All applications > Netskope-G-azure.capse-iss.com-SP-SAML-VA >

letskope-G-azure.capse-iss.com-SP-SAML-VA | SAML-based Sign-on

cerprise Application

T Upload metadata file ) Change single sign-on mode = Test this application o7 Got feedback?
Overview

Deployment Plan Set up Single Sign-On with SAML

Diagnose and solve problems ) . . . . . . . .
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Learn
anage

more.
Properties Read the configuration guide o' for help integrating Netskope-G-azure.capse-iss.com-SP-SAML-VA.
Owners o
Basic SAML Configuration .
Roles and administrators g ¢ Edit
Users and groups Identifier (Entity ID) \}:v'c):cdp;iz:::t}ints.googIe.com/samlrp/metadata?rp‘\d:0427
Single sign-on Reply URL (Assertion Consumer Service URL)  https://saml-partner-google.eu.goskope.com/saml|2/http-
post/acs/UmEmvSeCkmO6B637FbNI/6
Provisioning Sign on URL https://saml-partner-google.eu.goskope.com/saml2/http-
. post/sso/UmEmvSeOkmO6B637FbNI/6
Self-service Relay State (Optional) Optional
Logout Url (Optional) Optional

Custom security attributes
(preview)

Identifier / Entity ID is the Google SAML SP Entity ID from the Netskope SAML Profile.
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® chrome enterprise

= @ Admin

Q_  Search for users, groups or settings

Security > SSO with third-party IDPs > SSO Profile

m Home

EE Dashboard & Back
» & Directory
Netskope-G-
Devices
azure.capse-
hope iss.com-SP-SAML-
Security VA

Overview

This SAML SSO profile can be
assigned to organizational units or
groups.

Alert center
~ Authentication

2-step verification W DELETE

Account recovery

Advanced Protection
Program

Login challenges

Password management

SSO with SAML
applications

SAML SSO profile

Name

SP details

IDP details

Netskope-G-azure.capse-iss.com-SP-SAML-VA

Your IDP will need these details to set up SSO with Google as the SP. Check your
IDP's documentation for more information.

Entity ID
https://accounts.google.com/samirp/metadata?rpid=0427wx4520 |—D
dmtj4

ACS URL

https://accounts.google.com/samirp/acs?rpid=0427wx4520dmtj4 [_D

IDP entity ID
https://saml-partner-google.eu.goskope.com/sami2/http-
post/sso/UmEmvSeOkmO6B637FbNI/6

Sign-in page URL
https://saml-partner-google.eu.goskope.com/saml2/http-
post/sso/UmEmvSeOkmO6B637FbNI/6

Reply URL and Sign on URL are Netskope SAML ACS URL and Proxy IDP URL from
Netskope Settings of the SAML Reverse Proxy.

Security Cloud Platform > Re Proxy

SAML - Reverse Proxy

N

< Security Cloud
Platform

c > id

config to IdP.

d > @

Configuration

SAML proxy is required to steer sanctioned cloud app traffic to the reverse proxy running in your tenant instance.

Start setup by creating an account with information from your Identity Provider (IdP) and cloud application. Then complete the setup by providing the Netskope settings to

TRAFFIC

Steering
Configuration

AADD ACCOUNT NETSKOPE SOURCE IP

App Definition

NAME APPLICATION
Publishers
IPSec Google-azure.capse-i... [feNEE TS
GRE

your identity provider and cloud application. Refer to the Help documentation for details.

G Google Accounts

ACSURL BYPASS

https://accounts.google.com/samlrp/acs?rpid=... No
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G chrome enterprise

Netskope Settings X

The following are the Netskope Settings for the SAML account Google-azure.capse-iss.com-
SAML-VA. Use this information to complete setup with your identity provider and cloud
application.

ORGANIZATION ID

UmEmvSeOkmO6B637FbNI

SAML PROXY IDP URL

https://saml-partner-google.eu.goskope.com/saml2/http-post/sso/UmEmvSeOkmO6B637FbNI/6

SAML PROXY ACS URL

https://saml-partner-google.eu.goskope.com/saml2/http-post/acs/UmEmvSeOkmO6B637FbNI/6

SAML PROXY ISSUER CERTIFICATE

-----BEGIN CERTIFICATE-----
MIIEdTCCA12gAwIBAgIEALDZS6TANBgkghkiGI9WOBAQsFADCB1zZELMAKGA1UEBhMC
VVMxCzAJBgNVBAgTAKNBMRYwWFAYDVQQHEwW1Nb3VudGFpbiBWaWV3MSYwJAYDVQQK
Ex1Hb29nbGUgQ2hyb211IFBhcnRuZXIgQWNjb3VudDEpMCcGA1UECxMgODRmMZWFm
MTQIN2Q3ZDJiINmNmODQ3NTIhM2ZiMTk5M2MxKTAnBgNVBAMTIGNhLnBhenRuZXIt
Z29vZ2xILmV1Lmdvc2tveGUUY29tMSUwIwYJKoZ IhveNAQkBFhZjZXJOYWRtaW5A
bmV0c2tvcGUUY29tMBAXDTIXMDMwMTIzMDAXxNFoXDTMxMDIyNzlzMDAxNFowgdwx
CzAJBgNVBAYTAIVTMQswCQYDVQQIEwWJDQTEWMBQGA1UEBXxMNTW9 1bnRhaW4gVmll
dzEmMCQGAIUEChMdR29vZ2xIIENocm2tZSBQYXJObmVyYIEFjY291bnQxKTANBgNV

PA _TIN AT AL TIEART LR IAA AF T T AL TPV TR L AT TR R A5 A AV I/, A i

CLOSE

Chrome Device policy

1. In Google Admin -> Devices -> Chrome -> Settings -> Device for the appropriate
organizational unit, search for “Verified".

2. Under Verified mode -> Services with full access, enter the Netskope API Service
account name.

3. InSingle sign-on verified access -> Allowed IdP redirect URLs, enter
https://saml-<netskope tenant id>.goskope.com/saml/chromedevice/validate
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G chrome enterprise

= @O Admin

Q_  Search for users, groups or settings

~ [0 Devices Devices > Chrome > & Settings ~
Overview Search for organizational units
<

~ Chrome ~ azure.capse-iss.com

Overview AVD

Guides »  azure-sso

Devices azure-sso-cbhcm

» CcowW
Managed browsers
o365-android

~ Settings
Users & browsers

Device

Managed guest
sessions

» Apps & extensions
Connectors
» Printers
» Reports
» Mobile & endpoints

Networks

Google SAML SSO with Netskope

User & browser settings

Full-text: "verified” ©

Verified mode
Locally applied ¥

Sign-in settings

What's new?

Device settings Managed guest session settings

CLEAR FILTERS

Skip boot mode check for verified access ¥

Services with full access

netskope-va@netskope-358313.iam.gserviceaccount.com

Service accounts which are allowed to receive device ID. Put one pattern on each line.

Services with limited access

Service accounts which can verify devices but do not receive device ID. Put one pattem on
each line.

Note: You can enable smart card login on the login screen apps page.

Single sign-on verified access

Locally applied W

Allowed IdP redirect URLs @
https://sami-partner-
google.eu.goskope.com/saml/chromedevice/validate

Enter the list of URLS that you want to be able to perform a verified access check during
SAML authentication.

1. In the Google Admin console, configure Security-> Authentication -> SSO with Third

Party IDP -> SSO Profile for Netskope.

Q_ Search for users, groups or setti

= @ Admin

ngs

Security > SSO with third-party IDPs > SSO Profile

Q Home

=0 Dashboard & Back

» & Directory
» [0 Devices NetSkOpe-G—
azure.capse-

» i Apps

iss.com-SP-SAML-
VA

Security

Overview
This SAML SSO profile can be

Alert center assigned to organizational units or

groups.
~ Authentication

2-step verification W DELETE

Account recovery

Advanced Protection
Program

Login challenges

Password management

IDP details

https://accounts.google.com/samirp/acs?rpid=0427wx4520dmtj4 r[]

IDP entity ID
https://saml-partner-google.eu.goskope.com/saml2/http-

post/sso/UmEmvSeOkmO6B637FbNI/6

Sign-in page URL
https://saml-partner-google.eu.goskope.com/saml2/http-
post/sso/UmEmvSeOkmO6B637FbNI/6

Sign-out page URL

Add

Change password URL
Add

Verification certificate

Upload up to two certificates. Certificate must be a PEM or DER formatted
X.509 certificate containing a public key.

K6501653 I_D 3

Expires Feb 27, 2031

~--~BEGIN CERTIFICATE-— MIIEdTCCA12gAWIBAgIEALDZ6 TANBgkqhkiGOWOBAQSFAD
CB1ZELMAKGATUEBhMC VVMxCzAJBANVBAGTAKNBMRYWFAYDVQQHEW1Nb3VudGF

IdP entity ID and Sign-in page URL are SAML Proxy IDP URL from Netskope Settings of

the SAML Reverse Proxy.

2. Copy the “Verification Certificate” from SAML Proxy Issuer Certificate.
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https://support.google.com/chrome/a/answer/12103994?hl=en

G chrome enterprise

” 3
S
SAML - Reverse Proxy
< Security Cloud
Platform SAML proxy s required to steer sanctioned cloud app traffic to the reverse proxy running in your tenant instance.
Createnewaccount = > | Provide Netskope SAML configtoldPandcloudapp ' > | @ Setup complete
Configuration
Start setup by creating an account with information from your Identity Provider (IdP) and cloud application. Then complete the setup by providing the Netskope settings to
your identity provider and cloud application. Refer to the Help documentation for details.
Steering
Configuration m NETSKOPE SOURCE IP & SETTINGS
App Definition
NAME APPLICATION ACSURL BYPASS
Publishers
IPSec Google-azure.capse-i... G Google Accounts https://accounts.google.com/samlrp/acs?rpid=...  No
GRE

The following are the Netskope Settings for the SAML account Google-azure.capse-iss.com-
SAML-VA. Use this information to complete setup with your identity provider and cloud
application.

ORGANIZATION ID

UmEmvSeOkmO6B637FbNI

SAML PROXY IDP URL

https://saml-partner-google.eu.goskope.com/saml|2/http-post/sso/UmEmvSeOkmO6B637FbNI/6

SAML PROXY ACS URL

https://saml-partner-google.eu.goskope.com/saml2/http-post/acs/UmEmvSeOkmQ6B637FbNI/6

SAML PROXY ISSUER CERTIFICATE

-----BEGIN CERTIFICATE-----
MIIEdTCCA12gAwIBAgIEALDZ6TANBgkqhkiG9wOBAQsFADCB1zELMAKGA1UEBhMC
VVMxCzAJBgNVBAgTAKNBMRYwFAY DVQQHEwW1Nb3VudGFpbiBWaWV3MSYwJAYDVQQK
Ex1Hb29nbGUgQ2hyb21IIFBhcnRuZXIgQWNjb3VudDEpMCcGATUECxMgODRmMZWFm
MTQIN2Q3ZDJiNmNmODQ3NTIhM2ZiMTk5M2MxKTANBgNVBAMTIGNhLnBhcnRuZXIt
Z229vZ2xILmV1Lmdvc2tveGUuUY2tMSUwlwYJKoZ IhveNAQKBFhZjZXJOYWRtaW5A
bmVO0c2tveGUUY29tMBAXDTIXMDMwMTIzMDAxXxNFoXDTMxMDIyNzlzMDAxNFowgdwx
CzAJBgNVBAYTAIVTMQswCQYDVQQIEwJDQTEWMBQGA1UEBXxMNTW91bnRhaW4gVmll
dzEmMCQGAIUEChMdR29vZ2xIIENocm9tZSBQYXJObmVYIEFjY291bnQxKTANBgNV

PA _TIF AT VLTI ARIT LR 1AL AT T AR TP TR AT AATR R A8 AL AV I,

CLOSE

3. Make sure the SSO profile is assigned to the appropriate organizational unit or group.
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6 chrome enterprise

Under Manage SSO profile assignments.

= oAdmin Q_  Search for users, groups or settings a g @

(a) Home Security > SSO with third-party IDPs

08 Dashboard

google > 12 Organizational unit ~ azure - SAML

2 Direct . .

b= Drestey 8 Single sign-on . )
| . google Organizational unit  None (users will sign in with Google

» L0 Devices (SS0) with third-

::: arty identit : .
v Apps P )"d II;,P Domain-specific Service URLs v
L@ secuty providers (IDPs)
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