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1. 3arajbHi 10J10KeHHS

[MTomituka iHbopMaIiliHOT Oe3nekn PamexiBchkoi Mickkoi pamu (nmani — [loiTuka) BU3HaYae 3araiabHi
BUMOTH 70 iH(popmariiiHoi 6e3neku y PagexiBcpkiid Mickkid paai (gani — MP), ocHOBHI IpHUHIMIIH, IT1T1
Ta 3aBJaHHS YIpaBIiHHA iHpopMaIliiiHoIo O6e3nexkoro MP.

Hana Ilonituka € 00OB’S3KOBHM JTOKYMEHTOM JUISl O3HAMOMIJICHHS MPH TpuUidioMi HA poOOTYy Ta €
JOCTYITHOIO ISl O3HAWOMIIEHHSI Oyb-sIKOMY CcHIBpOoOiTHUKOBI MP abo TpeTiit cTopoHi.

s Ilomituka € odiuiiHo mnpwuitHaTor0 KepiBHUITBOM MP cucremoro morisimiB Ha mpoOiemMu
3abe3neueHHs iH(popMaIiifHOi Oe3rekr, BCTAHOBIIOE NPUHIMIKA MOOYJOBH MPOIECIB YIPaBIiHHS
iHpOpMamiiiHOIO Oe3MeK0l0 Ha OCHOBI CHCTEMAaTH30BaHOI PO3POOKM Ta BIPOBAHKEHHS MOJITHUK,
MOJIOKEHb, PETJAMEHTIB, CTAaHAAPTiB, IHCTPYKIiM Ta IHIIMX HOPMATHBHUX JOKYMEHTIB B 00JacTi
iHpOpManiitHOT Oe3MeKH.

Mertoto nanoi [lonituku €:

- 3a0e3neueHHs 3aXUCTy iHpopMaliiHuX pecypciB MP Biji 30BHINIHIX 1 BHYTPIIIHIX 3arpo3;

- besnepepBHicTs poOOTH BCiX Cityx0 1 cepBiciB MP;

— MinimMizallis pu3uKiB ornepariiHoi aisuibHOCTI MP;

- CrBopeHHst o3uTuBHOI penyTalii MP npu B3aeMoii 3 TpeTiIMU CTOPOHAMU;

- BinnoBiaHICTh 3aKOHOJABCTBY YKpaiHU Ta BUMOTraM KOHTPOJIIOIOUUX OpraHiB B 00acTi
1HpopMaliiiHOT Oe3eKH Ta 3aXUCTY NEPCOHAIbHUX JaHHX.

Hana [loniThka MOMUPIOETHCS HA BC1 TPOTIEcH NisTbHOCTI MP Ta € 000B'sI3K0BOTO /17151 BUKOHAHHSI BCIMa
cniBpo6iTHrKamMu MP. Tlopymiennst Bumor [losiTuku TArHEe 32 CO0010 MUCIUIUTIHAPHY BiIMOBITAIBHICTD
Ta BIIMOBIATBHICTD 3T1IHO 3 YNHHUM 3aKOHO/IaBCTBOM Y KpaiHH.

2.  Tepminu Ta BUSHAYEHHS

Baacuuk IA — cmiBpoOitHuk MP, skmii Hece BIINMOBITATBHICTH 3a: 3a0€3MEUCHHS] HAIEKHOL
knacudikaii iHpopmarlii Ta aKTHBIB, MOB'A3aHUX 13 3acobamMu 0OpoOkHM iHOpMaIlli; BU3HAYCHHS Ta
MEePIOMYHUN TIeperyIsi 0OMEeXeHb MOCTYMy 1 Kiacudikaiiii; yrmpaBiaiHHS KOHKPETHUMH PH3UKaMH,
MOB'SI3aHUMU 3 aKTUBOM, 1 BU3HAUEHHS MOB'sI3aHUX TOTpeO B Oe3reri.

Buyrpimmnii aygur — aynut Ib, mo npoBoauthes cniBpobitHuKamMu MP, BiImoBimHO HaBYCHUMH Ta
HE3JIC)KHUM BiJl KOHTPOJIFOI0YO1 0COOH.

BruimB — BenwumHa 30MTKY, SKUH MOXXHA OYIKYBAaTH B pe3yJbTaTi HACHTIIKIB HECAHKI[IOHOBAHOTO
PO3KpHUTTS iH(OpMAaIlii, HECAaHKI[IOHOBaHOI 3MIHM IH(OpMAaIii, HECAHKI[IOHOBAHOTO 3HUIICHHS
iH(popmartii abo BTpatu iHGopMalii abo mopyeHHs J0CTYITHOCTI iH(POpMaIiiHOT CHCTEMHU.
HoctynHicth — BractuBicTh 1H(GOpMaIlii, sKa TMOJsArae B TOMY, 100 OyTH JOCTYIMHOK Ta
BUKOPHCTOBYBATHCSI HA BUMOT'Y KOpUCTYyBaua 1/abo mporecy.

3arpo3a — Mo)xJIMBa HeOe3IeKka, sika MOKe BUKOPUCTOBYBATH ypasJIMBICTh B IH(OPMAIIHHIA CHUCTEMI
JUTS TIOPYILICHHS IIUTICHOCT1, KOH(1IEHIIIHHOCTI, TOCTYITHOCTI CHCTEMHU.

Indopmaniiina 6e3nexa (IB) — 1e npakTuka 3a0e3MeUeHHs 3aXUCTy 1H(POPMAIIMHUX AKTHUBIB BiJl
3arpos, Skl MOKYTh Ha HUX BIUIMHYTU. BoHa BKtouae B cebe BUuepnHuil Habip 3aco01B yIpaBIIiHHSA, K1
OXOTLTIOIOTH Pi3HI (pakTopu (JIIOACHKI, (Pi3UUHI, €KOJOTIYHI Ta TEXHIYHI) MPOTATOM KHUTTEBOTO LUKITY
iHbOpMaLITHUX 1 TEXHOJOTIYHUX aKTHUBIB, BKIIOYAIOYU PO3POOKY, CTBOPEHHS 1 BIPOBAIKEHHS HOBUX
CUCTEeM, MIATPUMKA JAHUX 1 CHUCTEM, MOHITOPUHT BHKOPUCTAHHS TAaKUX aKTHUBIB, BUSBJICHHS Ta
pearyBaHHSl Ha MOTEHIIHHI 3arpo3u, TOTPUMAHHS YMHHUX 3aKOHIB 1 MOJIOKEHb Mpo KibepOesmeky i
KOH(DiIeHIIIIHICTh, a TAKOK BUBEIECHHS 3 eKcIuTyaTallii [T-cuctem 1 3HUILIEHHS JaHHX.

Indgopmaniiina cucrema — KOMI'TOTEpHI CUCTEMH, NMPOrpaMHe 3a0e3MeueHHs], TeIeKOMYHIKalliiHe 1
nepugepiiiHe ycTaTKyBaHHS.

Indgopmaniiinnii aktus (IA) — oGsagHaHHs, nporpaMHe 3a0e3Me4eHHs, 1aHi, a TAaKOX CIIBPOOITHUKH,
AK1 6epyTh y4acTh B Ipolecax JIisuibHOCTI MP, ikl BU3HaYeHi 1 ypaBisioThCS SIK €IMHE 111, 00 Horo
MO’KHa OyJ10 3p03yMITH, CIUILHO BUKOPUCTOBYBATH, 3aXUIIATH Ta €(pEeKTUBHO KepyBaTu. IHdopmartiiiHi
aKTUBU MAalOTh KEPOBaHY IIHHICTb, PU3UKH, KOHTEHT 1 )KUTTEBI ITUKIIH.

IHuMaeHT — 1€ MO/Iis, KA He € YaCTUHOIO 3BUYAiHUX OMepallii i mopymrye poooui mporecu. [HuuaeHt
MOJK€ BKJIFOYATH BIIMOBY (yHKIIi1 a00 MOCIyTH, sIKi MTOBUHH1 Oynu OyTH HaJlaHi, a0o Oy1b-sKi 1HII THIIH



30010 omepariii.

Kondginenuiiinicts — BracTuBicTh iHpOpMalii, sika moyisirae B TOMy, 10 iHpoOpMaIlist HE MOXe OyTH
OTpUMaHa HEABTOPHU30BAHUM KOPHCTYBadeM 1/a00 MpoIiecom.

KopucryBau — ocoba abo MP, siki B3aeMoAit0Th 3 iHPOpPMALIHTHIMH CUCTEMaMHU.

Ouinka pu3nkiB — mporiec BUSBICHHS, BU3HAYCHHS MPIOPUTETIB Ta aHai3 pu3ukiB. [Iporec BkIodae
BU3HAYCHHS CTYIICHS, B SIKOMY HECIIPUATINBI 00CTaBUHH a00 MOAil MOXYTh BINIMHYTH Ha OpraHizaliio.
Jlaawmii IpoIieC BUKOPUCTOBYE PE3yIbTATH OI[IHOK 3arpo3 1 BPa3JIUBOCTEH I BUSBICHHS PU3UKIB JIJIs
nismmepHOCTI MP 1 OLIHIOE Ii PU3UKH, 3 TOYKU 30py WMOBIPHOCTI BHHUKHEHHS 1 BIUTMBY. Pe3ynbpratom
OILIIHKU PU3HKY € CIIUCOK Mepe0auyBaHNX MOTEHIIMHNX BIUIMBIB 1 SBHUX BpazauBocTeil. OLiHKa PU3HKIB
€ YaCTUHOIO MPOIECY YIPABIIHHSA PH3UKAMH.

Mogituka ingopmauiiinoi 6e3meku — Hadip 3aI0KyMEHTOBAHUX YIPABIIHCHKUX PIllIEHb, CTBOPEHUN
st 3aXucTy iHpopmanii MP Ta moB'si3aHuX 3 HEIO PeCypCiB.

Pusnk — iMOBIpHICTH BIUIMBY Ha AisIbHICT MP (Bkitouaroun Micito, QyHKIII, IMUDK, penyTaiito), ii
aKkTUBHU (pecypcH) 1 CIIBpOOITHUKIB B pe3yNbTaTi eKCITyaTalii Bpa3iuBocTel iHGopMaiiHOi CUCTEMH 1
3aJIe)KHO BiJ HOTEHLIHHOTO BIUIMBY, peajli3allis 3arpo3u 1 UMOBIPHICTS i peasni3aiii.

YpazausicTes — HEJIONIK B IHPOpMaIiiiHII cucTeMl, KU MOXe OyTH BUKOPUCTAHUN CY0'€KTOM 3arpo3u
(HampuKIIa1, 3I0BMUCHUKOM ) JIJIsl BAKOHAHHS HECAHKI[IOHOBAHUX il B CUCTEMI 1 TOPYIIEHHS IIUTICHOCTI,
KOH(DIEHIIIHOCTI, JOCTYIHOCT1 800 CIIOCTEPEKITUBOCTI.

HisicHicts — BmacTuBiCTh 1HQOpMAIi, sKa TONsIrae B TOMY, IO I1HpOpMAIis HE MoOXe OyTh
Mo i (ikoBaHa HEABTOPU30BAHUM KOPUCTYBaueM 1/abo mpoIiecom.

HIu¢gpyBanHs — mpolec NepeTBOPEHHS BIAKPUTOTO TEKCTY B 3alIM(ppOBaHU 3 METOIO Oe3neku abo
KOH(1ICHITITHOCTI.

I kigmauee 13 — nporpamue 3a6e31eueHHs, SIKE BXKUBIIOETHCS B CUCTEMY, K IMPABUIIO, TAEMHO, 3 METOIO
MOpyIIeHHsT KOH(DIMEHIIIHHOCTI, IUTICHOCT1 Ta/ab0 MOCTYMHOCTI JMaHWX, MOJATKIB a0o0 omepariifHol
CHUCTEMHU KOPHUCTyBaya ado 1HIIMM YMHOM IIKOJAUTH a00 3aBakaTy poOOTI KOpHUCTYyBayva.

SMTPS — Simple Mail Transfer Protocol Secure.

MMoaiTuka indopmauiiinoi 0e3nexku

3.1.  VYnpaainus ingopmaniiiHor 6e3nexoro

st 3ab6e3neuenns Ib, HeoOXimHO ciimyBath (OPMAIBHUM 3aralbHUM MpaBUiaM Ta MPOIEAypam
HaBEJICHUM J1aJIl, 1110 TTIOKPUBAIOTh BIAMOBIAHE BUKOpucTanus [A MP.

CriBpoOitHukr MP Ta BimmoBigHi TpeTi CTOPOHH (SIKI MarOTh AOCTYN J0 iHdopMaIllii Ta/abo pecypciB
MP) noBunHi 6yTH mpoiHdopMOBaHi MPo HEOOXiAHICTH JoTpHUMaHHS 1€l [TomiTHKH.

Jlnst 3a0e3rmeyeHHsl TOCTIMHOI MPHUIATHOCTI, aleKBaTHOCTI Ta edekTuBHOCTI 1 [losmitnka moBHHHA
neperyisatucs BinnosigansHO0 0c00010 32 iHhopMaIliitHy Oe3eKy Yepe3 3arulaHOBaH1 TPOMDKKY Yacy
— IOHAWMEHIIIE pa3 B PiK, SAKIIO BIPOBAHKYIOTHCS CYTTERI 3MiHM a00 3a pimeHHsM KepiBHuirsa MP.
CyTTeBUMHU 3MIHAMU MOKHA BBXKATH:

— 3MiHU B IIpoliecax aisuibHOCTI MP;

- 3MiHU B OpraHizaliiiHii CTpyKTypi;

- 3minu B [T-indpactpykTypi MP Tomio.

BinnmoBigno n0 cdepu mpispbHOCTI MP HEoOXigHO TakoX BpaxOoBYBaTH HACTYMHI MOMEHTH:

— 3aKOHOJABCTBO, 1110 perynoe chepy aisibHOCTI MP Ta noroBipHi 3000B’ s13aHHS;

— BinnoBiganeHicTh 3a mopymieHHs [Tomituku;

- O608’s13ku Kepisaurrea MP ta iHmmx oci6 mozo 6e3neku cucreM Ta iHpopmarii MP.

3.2.  Po3noain 000B’s3kiB 3 indopmaniiinoi 0e3nexn

3aranpHa BianmoBiganeHicTh 32 Ib MP noknanaerscs Ha KepiBHUIITBO.

KoHuikTtHi 000B’s3kM Ta cdepu BIANOBIAIBHOCTI MOBUHHI OyTH pO3JUICHI, 1100 3MEHIIMTH
MO>KJIMBOCTI JJIs1 HECAHKI[IOHOBaHUX a00 HEHaBMHUCHUX 3MiH 4H 3710BXkuBaHHA [A MP.

dopmarnbHe posnoauieHHs BianosinanbHOCTi KepiBHunrBoM MP 3a0e3mnedye cTpaTeriuny mpo3opicTh



Ta BIUIMB HAa MIPaKTUKY 3a0e3neueHHs 1b.

KepiBHMILITBO BiNOBigaibHE 3a:

— Bu3HaueHHS KPUTHYHUX OTIEPALlIfHUX MPOIIECIB I TisTbHOCTI MP;

—  IlpuitHATTS pitieHs moa0 po3Butky 1b MP;

— 3aTBepipKeHHS Ta NOMMpeHHs npaBui i Bumor 1b 8 MP;

— 3aTBeppKeHHS BiINOBITATFHOCTI 32 HOPYIIEHHS IpaBuil Ta BUMOT 1b;

—  DyHKIIIO MepeBipku Ta KOHTPOIIto BukoHaHHs B MP nipaBun ta Bumor Ib. JlonatkoBo
BIAIMOBiAANbHI TA 1X 000B'I3KHM orcani Hyyk4e B T miel [Tomitukmy.

3.3. be3neka oacbKuX pecypciB

[epeBipka KaHIUAATIB MEpe] MPaIeBIAIITYBaHHIM, CIIBPOOITHUKIB UM TPETIX CTOPIH MOBHHHA YiTKO
BpaxoByBaTH YYyTJIMBICTh IH(OpMamii, 10 sKOI KaHIUIATH OTPUMAIOTH JIOCTYI, Ta MepeadadyBaHi
PHU3MKH NPH BU3HAYEHHI XapaKTepy Ta CTPOKIB LIUX MEPEBIPOK.

[Ipu3HadyeHHs Ha MOcaay Ta 3BUIBHEHHS 3 MOCAJ MOBMHHO BUKOHYBATHUCS BIANOBITHO A0 JAEP)KaBHUX
HOPMAaTUBHO-TIPAaBOBUX AKTIB.

Koxen cniBpoOitHUK MP Ta TpeThoi cTOpoHHU, IKOMY HaJIaHO JJOCTYI A0 cucTteM Ta/abo nanux MP, nece
BIJINOBIAAJIBHICT 32 O€311eYHEe BUKOPUCTAHHS CUCTEM 1 JaHUX Ui 1iied aisuibHocTi MP Ta notpumanHs
il TOJITHK.

CrniBpoOITHUKU Ta TPETI CTOPOHU HECYTh BINOBILAAIBHICTh 32 MoBiToMiIeHHsS KepiBHUKY Mpo Oyb-sKi
CyMHIBH MI0J0 €(EeKTUBHOCTI TpoIeciB Oe3meku, Npo Oyap-SIKy MO0 Yd IHIHMACHT MO0
HECaHKI[I0HOBAHOTO 200 HEMpPaBUILHOTO BUKOPUCTaHHS akTuBiB MP.

O60B’s130k KepiBuunrsa MP BumaraTu BiJ BCiX CHIBPOOITHUKIB Ta TPETIX CTOPIH AOTPUMaHHS BUMOT
Ib MP, BiamoBigHO 10 BCTAHOBJEHWUX TOJITHK Ta TPOIECIB, @ TAKOXX KOHTPOJIOBATH TMPOIEC iX
JNOTPUMAaHHS.

[IpuniuHeHHST TPYAOBO1 MISTIBHOCTI 3IMCHIOETHCS 3TITHO 3 YWHHUM TPYJAOBUM 3aKOHOIABCTBOM
VYkpainu.

3.4. HapuaHH# Ta 00i3HAHiCTH

Bci cniBpoOiTHUKH, SKI € KOpHUCTyBadyaMH BHYTPINIHBOT MEpeXi MOBHUHHI OyTH O3HAaMOMIIEHI 3
BHYTPIIIHIMH BUMOTaMH 1100 poOOTH 3 iHPopMariifHUMU akTuBamMu MP Ta HecTm mnepcoHaIbHY
BIJIMOBIIAJIBHICTD 32 X JOTPUMAaHHS.

VYci cmiBpoOITHUKM Ta BIANOBIAHI TPET1 CTOPOHM TOBHHHI MPOXOJIWUTH BIAMOBIIHY MIATOTOBKY 3
MIIBUIIECHHS 0013HAHOCTI Ta PETyJISIPHO OTPUMYBATH IH(POPMAIIIO MPO OHOBJIEHHS OpraHi3alliiHUX
MOJIITHK Ta TMPOLIEYP BIAMOBIIHO 70 iX poOoUMX QyHKITIH.

[Iporpama 06i3HaHOCTI MOBHMHHA 3a0e3medyBaT, 00 yci CIIBPOOITHUKU JOCATAIM Ta MIATPUMYBAIN
npuHaliMHI 0a30BUI PiIBEHb PO3YMIHHA NMUTaHb b, Takux K 3araibHi 3000B’S3aHHS 3T1IHO 3 PI3HUMU
MOJIITUKAMHM, CTaHJAPTaMH, MPOLEAYpaMHU, KEPIBHUMH TMPUHIMIIAMH, 3aKOHAMH, HOPMAaTUBHUMHU
aKTaMH, KOHTPAKTHUMH YMOBAaMH, a TAKOX 3araJiHONPUHHATUME CTaHIapTaMH C€TUKH Ta MPUHHATHOT
[IOBEIIHKH.

3.5. Kuaacugikauis Ta ynpasJinnsa ingopmaniero

Indopmarnito cmin kmacudikyBatu, BHU3HAUYaTH Ta OLIHIOBATH PHU3UMKH BIANOBIAHO 10 i
KOH(DIIEHIIIHOCTI, HITICHOCTI, AOCTYIMHOCTI Ta CHOCTEPEKIMBOCTI, HE3AJIEKHO BiJl HOCIS, HA AKOMY
BOHa 30epiraerbes /a0 06pobnseTses. UyTnusa iHdopMmallisi MOBUHHA BU3HAYATHUCS BIAMOBIIHO 70 ii
KOH(Q1IeHIIHHOCTI, LUIICHOCTI, JOCTYITHOCTI Ta CIocTepexInBOCTL. Best iHdopMmartis, okpiM myOmiuHoi,
Mae BU3HAYATHCS K YyTIUBA.

HesanexHo Bix piBHS KoH(1AeHIIITHOCTI, Bcst iH(popMaliis MP noBrHHa BUKOPUCTOBYBATHUCS HAJIC)KHUM
YUHOM Ta TUIBKHU I JO3BOJICHUX IIUICH.

Po3kpurts iH}opmarii 3 0OMEKEHUM IOCTYIIOM MOXKE 3/IIMCHIOBATHCS JHUILE y 3aKOHHMH CHocio
3alliKaBJIeHUM 0CO0aM OpraHiB BJajy, a TaKOX (DI3MYHUM Ta IOPUAMYHUM ocobaM 3a 3rojnoro MP, 3
JOTPUMAHHIM BUMOT YHHHOTO 3aKOHOJABCTBA YKpaiHU Ta BUMOT BiAMOBITHUX JloTOBOPIB.



3.6. OO0poOka, mepegaya Ta 30epiraHHs JaHUX
UytnuBi JaHi MOBUHHI 30UpaTucs Ta 30epiraTucs JHIIe B CHCTEMaX, Jie € OOIpyHTOBaHA JUIOBA YH
TexHIYHa mnoTpeda. YyrnauBi BuUpoOHMYI gaHi MOBMHHI OyTW 3axuiieHi npu 30epiranhi i/abo
BUKOPUCTaHHI y CHCTEeMaX, 1 HaJIHHO BUAAISATUCH, KOJIM BOHH OibIIIe HE MOTPIOHI.
UyTnuBi 1aHi HIKOJU HE TIOBUHHI 30MpaTHCs a00 BUKOPUCTOBYBATHUCS JUIA LIUIEH, BIAMIHHUX Bi THX,
JUIS SIKUX J1aHi Oy 3i10pani cioyaTky. Y ci mapameTpu 30epeKeHHsI TaHuX (TIepio I, IUTi TOIIO ) MOBUHHI
OyTH 3aKOHHMMH Ta BIIMOBINATH MICIIEBOMY Ta MDKHapOJHOMY 3aKOHOJABCTBY Ta HOpMaMm IMIOI0
3aXHCTy JaHHX.
3.7. BuxopucraHHsi 0cOOMCTHX MPHCTPOIB
MP Moxe 103BOJIATH CHIBPOOITHUKAM Ta IHIIUM aBTOPU30BAaHUM KOPHCTYBayaM CBOIX CHCTEM, IOCIYT
Ta pecypciB BUKOPUCTOBYBATH BJIACHI IPUCTPOT 115l BUKOHAHHS TOCAI0BUX 000B’S3KIB Ta 3aB/aHb, SKi
HeoOXiH1 /1 3a0e3neueHHs i Oe3mepepBHOT NISUTBHOCTI.
MP noBuHHA po3poOUTH Ta BCTAHOBUTU BUMOTH b 1110710 BUKOpUCTaHHS BIaCHUX POOOUYUX MPUCTPOIB
Ta JJOBECTH X /10 BIZJOMA YCIX CIIBPOOITHUKIB Ta BIATOBIIHUX TPETiX cTOpiH. OCOOUCTY BIAMOBIAAIBHICTh
Ma€ HECTH KOXKEH CIIBPOOITHHUK Ta TPETsl CTOPOHA, 1[0 BUKOPUCTOBYE MEPCOHATBHUN MPUCTPIA s
JOCTYIy JIO CHUCTeM, MOchyr Tta pecypciB MP, mo0 3abe3meyuTd BIANOBIIHE BUKOPHUCTAHHS BCiX
MIPOTOKOJIIB O€3MEKU Ta YCiX 3aX0/A1B O€3MEeKH.
Koxen npuctpiif, sIKuii BUKOPUCTOBYETbCS JJIsl BUKOHAHHS IOCAJ0OBUX OOOB’SI3KIB Ta 3aBAaHb, fKl
HeoOximH1 Juia 3a0e3neyeHHs Oe3nepepBHOi AisibHOCTI MP, TOOGTO Ans AocTynmy 10 BHYTPILIHBOT
1HopMallii, TOBUHEH BUKOPUCTOBYBATHCS BIANOBIJAIBHO Ta JIUIIE B POOOUUX LLISX.
3.8. IlapoabHa nmoJiTHKa
BigmosinHo no ITaponbHO1 TOJIITHKH, g 3a0e3redyeHHs HaIIHOTO

3axuCTy iH(OpMaIIHHUX CHCTEM MapojieM, MaloTh OYTH BCTAaHOBJIEHI HACTYIHI TapaMeTpu:
— MiniManbHa JOBXHAHA: 4 CHMBOIIH;
- [Taposib MOBMHEH BiAMOBITATH BUMOTaM CKJIQJHOCTI: TaK;
- [ToBMHEH MICTUTH CUMBOJIM BEPXHBOTO Ta (a00) HIYKHBOTO PETICTPY, YHCIIA, TAKOK MOXKE
MICTUTH Heal(haBiTHI CHMBOJIH;
- He BuxopucroByBaTH Oy/b-sKi IEpCOHANIbHI JIaHI;
- He mictuth y co01 3araasHOBKHBAaHI CJIOBA;
- MiHiManbHHAN TepMiH Iii maposis: 1 1eHs;
- Makcumanbpauit Tepmin aii naposist: 30-90 nHis;
- besneune 30epiranHs mapoJIiB: mapoJii He ciijx 30epiratu abo mepenaBaTH y BIAKPUTOMY
TEKCTI.
3.9. BukKopHCTAHHS €JIeKTPOHHOI MOIITH
JlocTyn 10 €leKTPOHHOI MOILITH HAJaeThecs cHiBpoOiTHMKaM MP 1isi BUKOHaHHS CBOiX Cily>kKOOBHX
000B's13KiB. BUukopucTaHHS €IEKTPOHHOT MOIITH CHiBpoOiTHUKaMu MP B ocoOucTux abo HIUX IUIAX,
HE TMOB’s13aHUX 3 AisIbHICTIO MP, 3a60poHEHO.
B MP 3a6oponeHo:
— Hancunatu noBiIOMIIEHHS, 110 MICTSATh YYTIUBY iH(OpPMAILil0, a TAKOXK JaHl, [0 MICTSITh YyTJIUBY
iHbopMalLlito He [ BHUKOHAaHHS CBOIX CIYXO0OBUX O0OOB's3KiB. 3a00pOHSETHCS HAACHUIATH IO
€JIEKTPOHHIM MOIITI JIOTIHH, MTAPOJIi Ta HITY YYTIUBY 1H(OPMAILilo;
— BUKOpHUCTOBYBAaTU €IEKTPOHHY MOIITY Ui OCOOMCTHX IIieH;
— BukxopucToByBaTH €IEKTPOHHY ajpecy /Ui MIANHUCKA HAa MapKETUHIOBI €JIEKTPOHHI JHCTU Oe3
MOTIepeIHBOTO Y3roJUKEeHHs 3 BinnosinansHoI0 ocoboro 3a Ib;
— BinkpuBaru Oy/b-sike BKIaJEHHS, TOCUJIAHHS YM JIOJIATOK JI0 €JIEeKTPOHHOI MOUITH, A€ CHIBPOOITHUK
HE Mae IPYHTOBHHX MIJICTaB BBaXaTH, IO iH(OpMaLis, MO SAKOI OUYIKYeTbCSA JOCTYI, Haaidmia 3
Ha/AIHOTO JPKepea;
— Hagcunatu macoBi poscuiku (moHaa 10) Ha 30BHIIIHI aapecu 6e3 3roau KepiBHuKa criBpoOiTHHUKA Ta
BinnosigansHoi ocobu 3a Ib;
— Hapcunati no enexTpoHHIN MOWITI MaTepiaiy, o MICTATh MIKITMBE MporpaMHe 3a0e3MeueHHs Yn
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IHIII [porpaMu, NpU3HAYEHI /I TOPYUICHHS, 3HHUIICHHA a00 OOMeXeHHA (YHKIIOHATBHUX
MOJKJIMBOCTEH Oy/Ib-5IKOTO KOMIT IOTEPHOTO YM TEIEKOMYHIKAIlIHHOTO 00JIaAHaHHS YM iH(POpMaiiHIX
CHCTEM Ta MOCIYT;

— Hazicunaty enexTpoHHOIO MOMITOI0 MPOTpaMH, sIKi 3a0€3MeUyl0Th HECAHKIIIOHOBAHUI TOCTYII;

— Po3mnoBcroKyBaTH 3a 10TIOMOTOI0 €NIEKTPOHHOT HOUITH MaTepialii, SIKi 3aXHUIIEH]1 aBTOPCHKUM ITPABOM
13a4inaroTh Oy/Ab-SKUH ATEHT, TOPTOBY MAapKy, KOMEPLIHHY TAaEMHUIIIO, aBTOPCHKI IpaBa abo Oy/ib-sKi
1HII TIpaBa BJIACHOCTI. Ta/ab0 aBTOPCHKI IpaBa abo MOB’s3aH1 3 HUMU IpaBa TPETIX CTOPIH;

— TlommproBaTy uepe3 eIEKTPOHHY MOIITY iH(OpMaIliro, 3a00pOHEHY MDKHAPOJIHUM Ta YKpPaiHCBKUM
3aKOHOJIAaBCTBOM, BKJTFOUAIOYH MaTEepialid, IO € MKIIJTUBUMH, 3arpO3JIUBHMHU, HEIICH3YPHIUMH, & TAaKOXK
iH(OpMaIito, 0 NOPYIIYE YeCTh Ta TIAHICTh HIIUX. TakokK 3a00pOHIETHCS HAICHIIATH MaTepiai, 1110
PO3NATIOIOTH HAI[IOHATEHY BOPOXKHETY, MiIOYPIOIOTH 0 HACHIIBCTBA, 3aKIMKAIOTh JI0 HE3aKOHHUX JIiH,
BKJTIOYAIOYM MaTepiald, 0 MICTITh IHCTPYKIIIi I0JJ0 BUKOPUCTAHHS BUOYXOBHUX PEUOBHH, 30p0O1 TOLIO.
JlocTyn KOJMIIHBOTO CHIBPOOITHHUKA 7O OOJIKOBUX 3amMCIB €IeKTpoHHOI nmomtu MP noBuHeH OyTu
HETalHO BIAKIIOYEHHUH Ta I€aKTUBOBAHUM.

3.10. Bbe3neka mepexi

HacTymnHi BuMoru 0060B’s13K0B1 0 BUKOHAHHSL:

- Bumorn 0  KOHIryparii Oe3neky  NOBUHHI ~ OyTM  BH3HA4YeHl Ui

BCHOT'0 MEPEKEBOI0 00JIaIHAHHS;
- Bumoru 10 KOHTpOJII0 ayTeHTH(IKaIIi Ta TOCTYNy MOBUHHI OyTH BU3HA4YE€H1 Ta MOBHUHHI OyTH
BIPOBAJKEHI;
- Bumoru 110 cucreM Ta MeXaH13MIB MOHITOPUHTY O€3MEeKH Mepexi MOBUHHI OyTH BU3HAYEHI,
BIIPOBA/I’KEHH1, HEOOX1JITHUM YUHOM YIPaBJISATHUCS;
- VYc¢i OHOBJICHHS TTOBUHHI BYUaCHO BCTAHOBITFOBATHCH;
- 3MIHU MOXYTh OyTH BHECEHI JIUIIIE aMIHICTPATOPOM CHUCTEM a00 BIMOBITHUM aBTOPH30BAHUM
KOPHUCTYBa4eM;
— Ilponec pe3epBHOrO KOMIIOBAHHS MEPEXKEBUX NPUCTPOIB (HANPHUKIAL, CUCTEMHOTO MPOTrPAMHOTO
3a0e3nedeHHs, JaHuX KOHPIrypairiid, ¢gairip 6a3 7aHUX) TOBUHEH BiOyBaTUCS PETYISIPHO;
— Bumoru 1o koupirypysanns 6e3nexu Wi-Fi mepex:

3MiHa mapoJIiB 32 3aMOBUYBAHHSIM;

Bumxuennas WPS;

Bumknaenns SSID Broadcast;

CBo€uacHE OHOBJICHHS IPOIIUBKY;

OOMeXeHHST MOMJIMBOCTI 111’ € THAHHS IPUCTPOIB J0 JIOKAJTBLHOT MEPEXKi.

IIpoToko.iu 0e3meYHOro 3B’ A3Ky

06 3axuctutu iHPOpMAIiIO B cCTeMax Ta JoaaTkax MP, HeoO0XiqHO HaJIeKHUM YHUHOM YIIPABIISITH Ta
KOHTPOJIFOBATH MEPEKI.

BukopuctanHs mOpoTOKOIIB 0O€3MEUHOTO 3B’SA3KYy TapaHTYyIOTh KOH(IACHIIWHICTh, ULUTICHICTD,
JOCTYIHICTh Ta CIIOCTEPEXIMBOCTI iH(OpMaIllii, mo mnepenaerbcs. HacTymHi mpoToKoM HaiOLIbII
NPUKAHATHI [T BAKOPUCTAHHS:

- SSH2;

- SFTP;

— TLS1.2-13;

- HTTPS;

- WSS;

- SMTPS;

- DNS-over-HTTPS.

3.11. BuxopucraHHsi po6oYHX NPUCTPOIB

MP noBUHHa BCTAaHOBUTHU BUMOTH 11010 O€3MEKH MPUCTPOiB, 3MIHHUX HOCIIB i 4ac X BUKOPHCTaHHSL.

O O O 0O
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O00B’s13k0BE OJOKyBaHHS eKpaHy Ha TPUCTPOSX miciasi  BCTaHOBJICHOTO Yacy
0e311isUTbHOCTI MOBHUHHE OyTH HAJIAIITOBAaHE HA BCiX poOOYUX MPUCTPOSIX.

3axucT poOOYNX MPUCTPOIB HIISAXOM MHUPPYBAHHS KOPCTKUX TUCKIB Ta MApOJIiB I PO30JIOKYBaHHS
MOBHHEH OyTH peani30BaHUM 32 HEOOXiTHOCTI.

[lepconan Hece BiANMOBINANBHICTH 3a 3a0e3meueHHs (i3UUHOT Oe3MeKH pPoOOYMX HPUCTPOIB HpU iX
BUKOPUCTaHHI 32 MekaMu npuMitiens MP (oOMexeHHs (Di3UIHOTO IOCTYITY TPETiX CTOPIH, CITiTyBaHHs
BUMOTraM OJIOKYBaHHSI €KpaHy).

3abe3neueHHs] BUKOHAHHS BHMOT IIOJ0 OE3MEYHOTO BHKOPHCTAaHHS POOOYMX MPUCTPOIB Mae OyTH
aBTOMATH30BaHO 3a JIOTIOMOTOIO BIAMOBIHUX NMPOTPaMHUX IHCTpyMEHTIB. [lomiTHKM HamamTyBaHHS
TaKWX IHCTPYMEHTIB TIOBHHHI PETYISIPHO MEPerysiIaTich Ha BiqnoBigHicTh maniid [lomitumi Ta iHmmM
[UTBOBUM ToTiTHKaM MP.

3.12. BcraHoBJ/ieHHs 6e3MIeYHUX OHOBJIEHD

MP mnoBrHHA BCTAHOBUTH BUMOTH II[0JI0 BCTAHOBJICHHSI OHOBJIEHB Ha BCIiX A, 3 IKHX HATAa€ThCS JOCTYI
1o iHpopmauii/mociyr/pecypcis MP.

PexxuM aBTOMaTHMYHOTO OHOBJIEHHSI BUIIPaBJi€Hb a00 MOKJIMBICTb 3pOOUTH 1€ BPYYHY Mae OyTu
3a0e3reyeHa aJMIHICTPaTOPOM CHUCTEM. AHTHUBIPYCHE IpOrpaMHe 3a0e3NeUYeHHs Ta I1HII1 KOMIOHEHTH
0e31eKH TTOBUHHI PEryJISIPHO NEPEBIPITUCH Ta OHOBIIFOBATUCH JIO OCTAHHBOT BEPCii.

Sxmo omnepariitna cucreMa — Windows, IHCTPYMEHT YIpPaBIJIiHHS BMIIPABICHHSIMH TOBUHEH OyTH
HaJIAlITOBAaHUM TaKUM YMHOM, 100 BiH aBTOMAaTMYHO 3aBaHTA)KyBaB OCTAaHHI BUIIPABIIEHHS Oe3MeKH
Microsoft. IlepeBipka Ta 3acTocyBaHHs BUIIPaBJIe€Hb TOBUHHA IIPOBOJAUTUCH 32 HEOOX1THOCTI.

3.13. OOMe:keHHsI BCTAHOBJIEHHSI IPOrPaMHOI0 3a0e3neYeHHs

[IpaBuna 10 BCTaHOBJIEHHS MPOTPaMHOrO 3a0e3MeyeHHs] KOpUCcTyBauaMu MOBUHHI OyTH BU3HA4eHl Ta
BrpoBaKeHi MP.

MP moBMHHA CTBOPUTH Ta 3aCTOCOBYBATH MPaBHUJIA OO0 TO3BOJICHOTO JUISl BCTAHOBIICHHSI TIPOTPAMHOTO
3a0e3nevYeHHS Ta KOHTPOJI0, 0a3yl0urch Ha IPUHIIMIT MIHIMAJIbHUX MpUBLIEiB. BiamosigansHa ocoba 3a
Ib Ta anMIHICTpaTOpP CUCTEM MatOTh CTBOPUTH CIIMCKU JO3BOJICHOTO Ta 3a00POHEHOTO /151 BCTAHOBJICHHS
nporpamMHe 3a0e3rmeueHHsl.

BceranoBneHHs: mporpaMHoro 3a0e3rnedeHHs] TOBUHHO OYTH OOMeEXeHe IS BCIX KOPHUCTYBadiB, MPOTE
MOXJIMBI BUHSTKH, SIKI TOBUHHI OYTH CXBajieH1 aJIMIHICTpaTOpOM cucTeM Ta BinmoBinaabHOIO 0C00010
3a Ib.

DyHKITIS KOHTPOJIIO 3aKpirmieHa 3a BinnosinaasHoto ocoboro 3a Ib ta KepiBHunTBOM, 11100 3a0€3MeUnTH
HaJIS)KHUH PIBEHb KOHTPOJIIO Ta PO3UICHHS MPUBLIEIB.

3.14. 3axwuer Big mikigausoro I13

[lonepenHe TecTyBaHHS HMpPOrpaMHOTO 3abe3ledyeHHs Ta IepeBipka (ailiiB 10 iX BCTAHOBJIEHHS Ha
MPUCTPOSIX, 3 SKUX ICHYE JOCTYN JO KOpIoOpaTuBHOI iH(opMaIlii/cucteM/pecypciB MOBUHHI
3a0€31eYyBaTUCh aIMIHICTPATOPOM CHUCTEM.

Jlumme mporpamue 3a0e3MedYeHHs, 3aTBEPKEHE aMIHICTpaTOpOM cucTeM Ta BinmoBinaabHOI0 0C00010
3a Ib, 103BOJIEHO BCTaHOBIIOBATU HA cucteMu MP.

Ckanepu npoTu mkiymmBoro I13 HeoOxiaHO HamamITyBaTH Ha aBTOMAaTHYHE CKAHYBAHHS BIIMOBITHUX
KOMITOHEHTIB Bi/lpa3y Micisl BUITYCKY OHOBIICHb.

MP mae HanamTyBaTH aHTUBIpYCHE MpOTpaMHe 3a0e3MeUeHHs Ha: CKaHyBaHHS I11J] 4ac 3aBaHTaKECHHS,
CKaHyBaHHs (paiiJIOBUX Ta MOLITOBUX CEpBEpPIB MPHUHANHMHI OJWH pa3 Ha JieHb Ta OyJb-fKHUX IHIIUX
cepBepiB — MPUHANHMHI pa3 Ha TUXJEHb, CKAHYBAaHHS (ailIiB NMpH BIAKPUTTI, CKaHYBaHHS BKJIAJECHb
BX1/IHOT Ta BUXIZHOT €JIEKTPOHHOI MOIITH, Be0 CKaHYBaHHs BMICTY NPH CHHXPOHI3allil 13 CKaHyBaHHSM
MOPTaTUBHUX MPUCTPOIB, J€ 11€ MOXKIIUBO.

VYrpaBiiHHS Ta Meperiis] >KypHalliB aHTUBIPYCHOTO IMPOTPaAMHOTO 3a0€3MEeYeHHs Ma€ 3IiHCHIOBATHCS
aJIMIHICTPATOPOM CHCTEM.

Jlnst 3aXUCTYy NMPOTPaMHOro 3a0e3MeyeHHs BiA MKUUIMBHX mporpaM MP MoBHMHHO 31iHCHIOBATHCA:
py4yHE/aBTOMAaTHYHE Ta IJIAHOBE CKAaHYBAHH, BUJAICHHS 3apaXeHUX (ailiiB, po3MIIIEHHS 3apakeHUX
¢aiiniB HAa KapaHTHH, SKI HEMOXJIMBO BHUAAIMTH, MOXJIHMBICTh aBTOMATHYHOIO Ta 3aIlIAHOBAHOTO
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OHOBJICHHS, PEECTpallis BUMNAJAKIB MIKIUIMBOTO TPOrpaMHOro 3abe3rnedyeHHs Ta 3ale3nedeHHs
MO>KJIMBOCTI aHaJIi3y JIOTIB, IIEHTPAIi30BaHEe YIPABIIHHS Ta BEJACHHS JIOTIB.

Komnm’rorepy, y SKHX BHSABICHO IIKIUIMBE TMpOrpaMHe 3a0e3MeUeHHs, Ta KOMII IOTepH 0e3
AHTHUBIPYCHOTO MPOTPaMHOTO 3abe3nedeHHs 3a00pOHEHO i’ €AHYBATH A0 BHYTPIIHBbOI Mepexi MP.
BinmoBiganbHICTh 32 KOHTPOJIb JOTPUMAHHS 3aXKUCTy Bin mkimmuBoro [13 moknaneHo Ha BinnoBinansHy
oco0y 3a Ib.

3.15. JloryBaHHSl Ta MOHITOPMHT

Indopmaris, sy ciig 30upaT 3 BIaCHUX CHCTEM Mae BKIIOUATH B cebe:

— Jlary Ta gac mouii;

— InentugikaTop KopuctyBaya;

— Twum 3anmuTy/nii;

— Craryc 3anuty (yCIIIIHAN 91 HEBIAIIUH );

— Ilonii, mo BKIFOYAIOTh 3MIHU, MOKYTh BKa3yBaTH Ha MOYATOK Ta KIHIIEBUW CTaH TOIIO.

MP noBHHHa BU3HAUUTH HEOOXIAHICTH IPOBEJEHHS PYYHOro 300py JIOTIB B THX CHUCTEMax, Jie L
HEMOJKJIUBO aBTOMATHUYHO a00, SKIIIO aBTOMAaTUYHUN ayUT JIOTIB HE MICTUTh HEOOX1AHOT 1H(pOopMAallii.
Jlia peanizanii HEMOKJIMBOCTI 3MIHU/BHUJIQNICHHS XYpHAJIB JIOTIB aJMIHICTpaTopoM cucrtem, B MP
MaroTh OyTH BIPOBADKEH1 JI0JAaTKOB1 3acOOM KOHTPOJIIO Ta pIIEHHs Ul peecTpauii aid. ko
KPUTHYHO BAXJIMBI CUCTEMHM HE MaroTh (QYHKIII peecTpauii 11 aaMIHICTpaTopa CHCTEM, MOTPIOHO
nepenTy Ha Bepcii abo HOBI maTGopMu 3 HASBHOKO TakOK (PYHKI[IEIO a00 3MIHCHUTH 3aTBEPKCHHS
takux BUHATKIB KepiBHunTBom MP. V pa3i HEMOXIMBOCTI 3MIHM CHUCTEM YU CEPBICIB, TaKi BUHSITKH
MOBUHH1 OyTH noro/pkeHi 3 KepiBHULITBOM.

3.16. Binmanenwmii noctyn

[aTepuer-pecypcu MP matoTh BUKOPUCTOBYBATUCS JUIsl TUCTAHIIMHOTO BUKOHAHHS POOOYMX 3aB/IaHb,
1HpopMaLiiiHO-aHATITHYHO1 poO0TH B iHTEpecax MP, 0OMiHYy MOIITOIO 13 TPETIMH CTOPOHAMH.

[H11e BukopucTanHs [HTepHET-pecypciB Ciail PO3IISAATH K MOPYIICHHS.

[Tinkmrouenns 1o Mmepexi [HTepaeT B MP MOBHHHO 3/1iICHIOBATHCS aIMIHICTPATOPOM CUCTEM Yy TIOPSJIKY
HaJgaHHsA TIpaB jAoctyny. llpw mepemimieHHi CHiBpoOITHUKA (3BUIBHEHHI, IEpPEBE/ICHHI B IHIIWN
miapo3ain) oro O6e3nocepentii KepiBHUK MOBHHEH MOIATH 3asBy HAa CKAaCYBaHHS IIPaB JOCTYITY.
Bignanene mnigkmrouenHs 10 iHGopmaiiiHux akTtuBiB MP Mae 3piiicHIOBaTHCS 3a JOTIOMOTOO
BH3HAYEHUX aIMIHICTpaTOpOM cucteM Ta BinmosimamsHor0 0coboro 3a Ib pecypcis.

3’enmnanHs BeO-3ycTpiveit/BinganeHoro ynpasiaiHHsa (Hanpukian, TeamViewer, AnyDesk) He moBuHHI
BUKOPUCTOBYBATHCSI B Mepexxi MP g HamaHHs BigAajaeHOro JOCTYIYy TpPETIM CTOpOHaM 3a
3aMOBuYyBaHHAM. llell TUN MigKIIOYEHb [O3BOJICHUN JHIE JUIsi TEXHIYHOTO OOCIyroBYBaHHS Ta
YCYHEHHS HECIPABHOCTEH CUCTEM MICIsl HAJIEKHOT aBTOpU3allii.

3.17. Pe3epBHe KoMilOBaHHS

Pe3epBHe KoIMitOBaHHS MOBUHHO 3/11IHCHIOBATUCS PETYIISIPHO.

Kputnuno BaxknuBa iHpopMallis, mporpamHe 3abe3neueHHsl Ta CUCTEMH, [0 MiISTaloTh PE3ePBHOMY
KOIIIFOBaHHIO, MOBUHH1 OyTH BU3HAYEHI.

[lepiognuHICTh CTBOPEHHS PE3ECPBHUX KO Ta 4acTOTa iX TeCTyBaHHS MOBHHHI OYTH YiTKO BU3HAYEHI.
Tun pesepBHOro KomitoBaHHs (IIOBHE, IHKpEMEHTHeE, nu(epeHiiioBane) MOBUHEH OyTH BH3HAUYECHUU
aJIMIHICTPATOPOM CHUCTEM JJIsl KOY)KHOT CHCTEMHU.

Pe3epBHi komii moBUHHI 30epiratucs OKpeMoO BiJl OCHOBHUX KOIii Ta MOBUHEH OyTH 3abe3meueHuit
HaJIEXKHUN piBeHb O€3MeKH, a TOCTYII JI0 Pe3epBHUX KO MOBUHEH OyTH 0OMEXEHUI Ha TOMY X PiBHI,
10 1 1711 OCHOBHUX KOTIiH.

JlocTym 10 pe3epBHUX KO MOBUHHI MaTH JUIIIe BU3HAYEH1 cliBpoOiTHUKN MP.

BinnmoBizaneHICTh 3a 3I1HICHEHHS PE3epPBHOIO KOIMIIOBAaHHS MOKJIANA€Thesl Ha BinnosinanbHy ocoly 3a
Ib.

3.18. be3neka komyHikamiii

MP mnoBuMHHA BU3HAYUTH [O3BOJIEHI METOAM s 3B'AI3Ky (Ieperayi KOpHopaTuBHOI iH(oOpMmallii)
BcepeauHi MP Ta 3 TpeTiMu cTOpoHaMHu.
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OO0O0B'13KOBOIO € TMepeBipKka BKJIAJEHb 3 IMOIITOBUX CKPUHBOK Ta IHIIUX MECCHIDKEpIB mepen
3aBaHTAKCHHSIM.

3aboponeHuit noctym 10 pecypciB MP 3a mpsiMuM MMOCHIIaHHSIM.

[Tix gac oOMiHy iH(pOpMAaLliEIO TOBUHHI BUKOPUCTOBYBATHUCH JIMIIE 3aXHUIIEHI TPOTOKOJIHU IIepeadi JaHuX.
B MP mnoBuHeH OyTu BHIpOBA[HKEHUH Ta MIATPUMYBATHCh NPOIEC EJIEKTPOHHOTO CIIUIKYBaHHS,
BKJIFOUAIOYM IMUTAHHS O€3MEeKH, BIIMOBIIHO 10 PiBHSI KOH(DINCHITIMHOCTI epeaanoi ingopmartii. Tam, ne
11e He0OXiIHO, TOBUHHI OyTH BIIPOBa/KEHI JOJATKOB1 3aco00m 3axXucTy (udpoBHii mianuc, mudpyBaHHs
TOIIO).

3.19. YmnpaBjiHHs pU3sHKaMu

VYrpaBiiHHS pU3UKaMU € HEBiI'€MHOIO YaCTUHOIO JIISUTBHOCTI Ha BCiX piBHAX MP. Metoto ynpaiiHHS
pusukamu € HanaHHs KepiBauury MP iHpopmarii, HeoOXinHOT 11st IpUHHATTSI OOIPYHTOBAHHX PIlICHb
100 3MIHH MPIOPUTETIB MISUTBHOCTI ISl yIIPABIiHHS 00JaCTAMU HETIPUIHITHO BUCOKOTO PU3HKY.

MP mae 371iCHIOBATH OIIIHKY PU3UKIB, OCKUIbKH 1I€ MpoILiec IeHTUDIKaIlll, BAMIPIOBaHb Ta BUSHAYEHHS
npioputeTiB pu3ukis Ib.

3.20. YnpasJjiHHs iHIHJIEHTAMH

MP mnoBHHHaA perynspHO MPOBOJAWTH HaBYAHHS Ta MIIBMILIEHHS OOI3HAHOCTI mepcoHaly B cdepi
yhnpaBiiHHSA IHUUAeHTaMHU. [liaTpuMyBaTy Ta pO3BUBATH IPOLIEC pearyBaHHs Ha BC1 TUNH IHIUIEHTIB b,
BianoBinHo 1o [loniTuku ynpasiiHHS HIMASHTaMU Kibepoesneku (omaTox 1).

Kosxen cniBpoOITHUK Hece BIAMOBIIAIBHICTH 3a MOBiMOMIICHHS BiamosinansHoi ocobu 3a Ib, koiu BiH
a00 BOHA JI3HAIOTHCS MPO Te, IO CTaBCs a00 Mir cTaTucs IHIUACHT Ib, sKuii Mir mocTaBUTH i 3aTPO3y
Oe3mepepBHICTh AisUTbHOCTI MP.

CrniBpoOITHUKHU Ta TPET1 CTOPOHU MOXKYTh HaMaraTucs BUpIINUTH iHUuAeHTH [ b nuine 3a Bka3iBkaMu Ta 3
psSIMOTO J103BOTY BinmosinansHoi ocodu 3a Ib.

3 MipKyBaHb 0€3MeKH Ta TEXHIYHUX MipKyBaHb MP 3anuiiae 3a co0010 MpaBo BIICTEKYBATH, 3aHCYBaTH
Ta PEECTPYBATH BCE BUKOPHUCTAHHS CBOIX 1H(POpMaIIifHIX aKTUBIB 1 JISTBHICTH Y Mepeki MP.

3.21. be3nepepBHICTH TisLILHOCTI

MP noBuHHa 3a0€3MEYNTH HASBHICT HEOOXITHUX PECYPCIB I O€3MepepBHOI AISUIBHOCTI Ta IIIBUIKOTO
BIIHOBJICHHSI KPUTHYHHUX CHUCTEM Y pa3i HerepeadauyBaHUX CUTYaIlIH.

KepiBHUKH TiApO3ALIIB HECYTh BiAMOBINATBHICTh 32 BH3HAYEHHS BUMOT IIOJO 3aXUCTY JAOCTYITHOCTI
cUCTeM/CepBiCIB/JaHUX 1 HECYTh OCTAaTOYHY BIAMOBIAAJBHICTh 3a iX BHKOHAHHA. BuMorm wmarorh
0a3yBaTHUCs Ha aHAJI31 PU3HUKIB, KpUTUIHOCTI aKTHURBIB 1 BpaXOBYBaTH HOPMATHBHI BUMOTH. KepiBHUIITBO
Hece BiIMOBIIAIBHICTD 3a 3a0e31eueHHs HeoOXiHOTo hiHaHCYBaHHS JUIs iX peanizaiii. BinxmosinansHa
ocoba 3a Ib moBuHeH 3abe3medyyBaTH Ta IMATPUMYBATH OC3MEPEPBHICTh CHCTEM Ha BHUIAIOK
HenependauyeHuX 00CTaBUH.

4, IeperJisin, OHOBJIEHHSI TA PO3NMOBCIOKEHHS

[Tonituka Oyne onmyoOnikoBaHa y Gopmi, SKy HEMOKIIUBO JIETKO 3MIHUTH, 1y GOopMi, fKa € aKTyaIbHOIO,
JOCTYITHOO Ta 3pO3YMIJIOK0 JUIs IIUThOBOTO ynTaya. [losiTrka 30epiraeThes Ta € JETKOJAOCTYITHO ISt
MepCOHay Ta TPETIX CTOPIH (32 HEOOXIAHOCTI) ISl MOAANBIIOTO0 BUKOPHUCTAHHS.

[Tomituka Oyne po3MOBCIOMXKEHA B elNeKTpoHHOMY Burisai. HoBa komis [lomituku Oyne mommpeHa
pa3oM 13 HOBOIO Bepcieto Oyab-sikoro kommnoHeHTa [lomituku. HoBa komis Matume 301IbIIeHHI HOMED
Bepcii.

[Tepconan, sskuii OTpUMYE eIeKTPOHHY KOTIi10, OHOBJIIOE BIACHY MarnepoBy Bepcito [lomiTuku Ta 30epirae
ii.

BinnmoBiganeHICTh 3a KepyBaHHS Ta oHOBIeHHs [lomituku moknaneHo Ha BimnoBiganeHy ocoly 3a Ib.
Omnosnena Ilonmitnka momaetscsi A0 KepiBuunrea MP mis ocratounoro 3aTtBepixeHHs. [lomituka
MeperyIsIaeThCs MOPIYHO [Tt 3abe3meueHHs i aJeKBaTHOCTI Ta BIAMOBIAHOCTI moTpedam i minsm MP
a0 yacrinie, AKIIO 1€ HeOOX1IHO (T Yac BHECEHHS CYTTEBUX 3MiH).
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o. Iepenik BignoBinaabHux ocid 3a inopmaniiiny 6esnexky PagexiBcbkoi MicbKoi paaun
Poin IITb IMipgnuc
BignosinanpHa ocoba  3a|BomstHuyk Onecs

iHpopManiiiny 6e3nexy
BuiBcbKOro CTapOCTUHCHKOTO
OKpyry

MupocnaBiBHa

BinmosinansHa ocoba 3a
iHpOopMamiiiHy 6e3nexy
JAMHTPIBCHKOTO
CTapOCTUHCHKOTO OKPYT'Y

AutoHrok Hasnis BacuniBuaa

BignosinanpHa ocoba 3a
iHpopMalliiiHy 6e3nexy
CHHBKIBCHKOTO
CTapOCTHHCHKOTO OKPYTY

Lnbuyk Ipuna BacuiiBHa

BignosinaneHa ocoba 3a
iHpopMalliiiHy 6e3nexy
OrnsaiBCbKOTO
CTapOCTHHCHKOTO OKPYT'Y

Jly6encbka Onbpra MuxainiBHa

BignosinaneHa ocoba 3a
iHpopMalliiiHy 6e3nexy
HoBoBHUTKIBCHLKOTO
CTapOCTHHCHKOTO OKPYT'Y

[Toxotuno Hanis ApocnaBiBHa

BignoBinaneHa ocoba 3
iHbopMaIriitHy 0e3nexKy
BysniBcekoro
CTapOCTUHCHKOTO OKPYT'Y

[}

denuna [puna BacuiiBa

BignoBinansHa ocoba 3a
iHbopMaIriitHy 0e3nexKy
Kopunncekoro
CTapOCTHHCHKOTO OKPYT'Y

Kamanuucebka Tamapa
BacuiiBaa

BignoBinansHa ocoba 3a
iHbopMaIlliitHy 0e3neKy
ITonoBenpkoro
CTapOCTUHCHKOTO OKPYTY

Kocmunka Ipunaa OseriBHa

[S)

BingnosBinansHa ocoba 3
iHbopMalliiiny 6e3rnexy
TereBunbKOTO
CTapPOCTHHCHKOTO OKPYT'Y

Benrpun Ipuna SpocnaBiBHa

BingnosBinansHa ocoba 3
iHbopMalliiiny 6e3rnexy
ScTpyOUUiBCHKOTO
CTapOCTUHCHKOTO OKPYT'Y

[S)

MartBiituyk Mapis
MupocinaBiBHa

[S)

BixgmosinansHa ocoba 3
iHpopMaliiiHy 6e3nexy
CTOSIHIBCHKOTO

SImOopko IBanHa IropiBHa

CTAPOCTUHCBKOI'O OKPYTY
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BignmosimansHa ocoba 3a
iHpopManiiiny 6e3nexy
[TaBaiBCHKOTO
CTapOCTUHCHKOTO OKPYT'Y

['puneBnu Bipa AnnpiiBHa

BinmosigansHa ocoba 3a
iHpOopMamiiiHy 6e3nexy
Po3xaniBceKoro
CTapOCTHHCHKOTO OKPYT'Y

[Toxotuno Onecs [lerpiBHa

BixmosinansHa ocoba 3a
iHpOopMamiiiHy 6e3nexy
Bimminy [THATT

Surok JImutpo Muxaitsiopud

BignosinanbHa ocoba 3a
iHpopMalliiiHy 6e3nexy
Bigniny 6yxranrepcbkoro
00Ky, TJIaHYBaHHS Ta
3BITHOCTI

Man3s Ipuna BosnoaumupisHa

Binnosinanbaa ocoba 3a
iHpopMalliiiHy 6e3nexy
DiHAHCOBOTO BIALTY

[Ipyc Jlecs SIpocnaBiBHa

Binnmosinansaa ocoba 3a
iHpopMalliiiHy 6e3nexy
Binminy 3emMensHUX pecypciB

Od¢innacrka Bacuimnaa
BacniisHa

Binnmosinansaa ocoba 3a
iHbopMaIriitHy 0e3nexKy
CexTopy MICTOOYTyBaHHS Ta
KOMYHaJIbHO1 BIIACHOCTI

Koctrok Jlapuca bormanisaa

BignoBinansHa ocoba 3a
iHbopMaIriitHy 0e3nexKy
HOpumynO-KaIPOBOTO BILILTY

Minyk Auapiii BacuasoBuu

BignoBinansHa ocoba 3a
iHbopMaIliitHy 0e3nexKy
3aragbHOro BIIUTY

["actok Ombra SIpocnaBiBHa

BignoBinansHa ocoba 3a
iHbopMaIlliitHy 0e3neKy
Binainy BifickkoBOro o0miky Ta
IIUBUTLHOTO 3aXKCTY

Cropomyk Tersina BacwiriBHa

BingnosBinansHa ocoba 3a
iHpopMalliiiny 6e3rnexy
Binniny opranizamnii AisiibHOCTI
3aKJIadiB OCBITA PanexiBCchbKOi1
MICBKO1 paau

Kpaciupka ["anmaa
OnekcaHapiBHA

BixgnosinansHa ocoba 3a
iHpopMaliiiny 6e3nexy
Cexropy «Cnyx6a y cipaBax
JUTE»

AnceBny Bipa IlerpiBHa

BixgmosinansHa ocoba 3a
iHpopMaliiiHy 6e3nexy
Bigniny ocBitu, KynbTypH,
TYpU3MY, MOJIOJIi Ta CHOPTY

€pwminosa CairiaHa
MukonaiBHa
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BixgmosinansHa ocoba
iHpopManiiiny 6e3nexy
KomynanbHoOro 3akmany
«O06’enHaHHA MyOIIYHIX
6i0miorex PanexiBcbkoi MiChKOT
pa»

3a

Konsiga Haramis
BonoumupiBHa

BixmosinansHa ocoba
iHpopMamiiiHy 6e3nexy
KHIT «PanexiBcbka LIPJI»

3a

[{16ymst JTeonin Mocumosua

BixmosinansHa ocoba
iHpopMamiiiHy 6e3nexy
KomyHanbHO1 ycTaHOBU
«IHKIJIFO3UBHO-pECYPCHUI

LCHTP»

3a

bynapuyk Onbra Bacumisaa

BigmoBinaneHa ocoba
iHpopMalliiiHy 6e3nexy

TeputopianbHOro LEHTPY
COLIIAJIBHOTO 0OCITYTOBYBaHHS

3a

[BanummH ["anuna Map’siHiBHa

BignosinanbHa ocoba  3a|Txauyk IlaBno BacunsoBuu
iHpopMaliiiHy Oe3neKy

PanexiBcrroro M1l ®3H

«CrnopT 115 BCIX»

BignosinanbHa ocoba  3a|CioHeBchkuil Muxaiino

iHbopMaIriitHy 0e3nexKy
MicrieBoi moKeKHO1 0XOPOHHU

AHIpIHOBUY

BignoBinansHa ocoba 3a
iHpopMaIriitHy 0e3nexKy
IleHTpy comiaabHUX CITYX)O

Haxoneunwnii IOpiit PomanoBuy

BignoBinaneHa ocoba
iHbopMaIlliitHy 0e3rnexKy
KII «ITaBmiBchKe)

3a

bosipuyk SApocnas ['puroposuu

BingnosiganeHa ocoba 3a
iH(hOopMaIiiiHy 0e3rneKy
BKI" KII «PangexiBcbke MICBEKE

BKI»

Kpert Irop TaaeitoBuu

AJIMIHICTpaTOpP CHCTEM

Bakcman Bacununa FOpiiBHa

Tpeti croponun

[IpencTaBHUKH MIIPSTHAX
opraHizaiiii Ta iH.

KepiBauirso

[lleBuyk Bonoaumup IlerpoBnuu
Kosanbscekuii [letpo IBanoBHY
Knumouko Mapis CtenaniBHa
Jlax Ipuna €BreniBHa

Micbkuii rojioBa

Crenan KOXAHYYK
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HMonaroxk 2
10 [onitukn ingopmaiiinoi 6e3nexu
PanexiBcbkoi MicbKOI pam

IHoniTuka ynpapJiiHHA iHUMAEHTAMH Ki0epOe3nexku

1.3aranbne
[Tomituka ympaBniHHS IHIHIEHTaMu KiOepOesneku (manmi — Ilonitmka) BH3HAYae BHMOTH Ta
MOCIIIOBHICTD il 1010 BUSIBJIICHHS, aHAI3y Ta OINpPAILIOBAHHS IHIMICHTIB KibepOe3neku (mami —
Kb) y PazgexiBchkiit michkiit paai (nani — MP).
Meroro [lomitiku € 3a6e3mnedeHHs:
- Opranxizaiis onepaTUBHOTO BUSBIICHHS, OI[IHKY Ta pearyBaHHs Ha iHuuaeHTu Kb;
- Minimizanii Hacmiakis iHnuaeHTiB Kb;
- 3anoOiranus HuAeHTaM Kb B Maii0yTHbOMY, MOJINIIEHHS BIPOBAIKEHHS Ta
BUKOPHUCTaHHs 3axucHuXx 3axoiB Kb;
- Binnosignocti piast Kb MP Bumoram 3akoHiB YkpaiHu, HOpMaTUBHO-IIPABOBUX aKTIiB
VYkpainu Ta MbKHapoAHUX cTaHaapTiB B oonacti Kb;
- 3axucty  iHopmaniiHuX cucreM MP Big  nopylieHb KOH(1IeHIIITHOCTI,
IUTICHOCTI, IOCTYITHOCTI Ta CIIOCTEPEIKHOCTI.
1.1. Knacudikanis inuugentin
3a Hacnigkamu iHnuAeHTH Kb moBuHHI KnacudikyBaTUCh 3a BIAMOBITHO 10 TAOIHII, SIka HaBEJICHA Y
nyHkTi 2.2.3 nanoi [onituku.
1.2. Buam inumaentin
B miit [TomiTuii Bu3Ha4ueHi HACTYITH1 BUAM HIMICHTIB:
- [TopymenHs nuticHOCTI 1HGOpPMAIIIT;
- [TopymmenHs KOH(IIEHITIITHOCTI;
- [TopymmeHHs 1OCTYITHOCTI;
- [TopymmeHHs CrIOCTepEKHOCTI.

1. PearyBannsa na innugentn KB

Eramn pearyBanns Ha iHnmuaeHtu Kb B indopmaniiinux cucremax MP nmoBHHEH BKIIIOYATH HACTYMHI
KpOKHU:

— Iligroroska;

— BusBnenns ta ananiz;

— CTpuMyBaHHS;

—  YcyHeHHS;

— BignoBnenHs;

— AHani3 epeKTUBHOCTI.

1.1. TiaroroBxa

Jns 3a0e3nedenHs roroBHOcTi MP 10 onepatuBHOro pearyBanHs Ha iHuuAeHTH Kb noBuHHI OyTH
po3po0JIeHi MIaHu pearyBaHHs Ha okpemi BuaM iHuuAeHTiB Kb, mo € HailOuibin WMOBIpHUMU JUIs
MEBHOI MPUKIAJHOT CUCTEMH 3 ypaxyBaHHSAM yYMOB Ta peXHUMY i1 (yHKI[IOHYBaHHS BHUXOJSYU 3
IIPOrHO30BAHUX JJAHUX Ta €KCIEPTHHUX OLIIHOK.

Po3po6ka ruianiB pearyBaHHs Ha iHIUAEeHTH Kb € 0CHOBOIO JUIsl CHCTEMHOTO MIIXOAY JI0 IpoIecy
ynpaBiiHHas iHnuaeHtamu Kb 8 MP.

1.1.1. Eran «CTBOpeHHs MJIaHy pearyBanHs Ha inuuaent KB»

BinnmosizansHa oco6a 3a Ib noBuHHA IpoBOAUTH MOIIYK iH(opMarii mpo aHanoriydi iHnuaeHTH Kb,
K1 BIIOYBAJIKCS B MUHYJIOMY Ta JJISl SIKUX PO3POOJIEHO TUTIOBUH IJIaH pearyBaHHsL.

Skmo ms motouHoro Bunay iHiuaeHTy Kb y 0asi 3HaHb iCHye THUIOBMH IJIaH pearyBaHHS, TO
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BinnmosigansHa ocoba 3a Ib nmepexoauts 1o Horo peanizaii.

Sxmo nonionux iHuuaentiB Kb y 6a3i 3Hanp Hemae, Binnosinanshaa ocoba 3a Ib moBuHHA po3poOuTH
KOMIUIEKC 3aXO0JiB, SIKUH O(OpPMIIIOETHCS y BUIIIAAI IUIaHy pearyBaHHs Ha iHmuaeHt Kb Ta
30epiraerbest B 6a3i 3HAHD.

1.2. BusiBaenns Ta anais

1.2.1. Eranm «BusiBjaenns Ta indopMyBaHHs npo iHUHIEHT. 36ip Ta
peecrpanis indopmanii npo inuuaest Kb»

V pasi BusiBiieHHs iHIHACHTY abo cnabkux Micips Kb npaniBankun MP abo 3amydeni TpeTi cTopoHH
MMOBUHHI MOBITOMHTH Tpo 1ie BiamoBinaneHy ocody 3a Ib.

J10 OCHOBHHUX O3HAK IHIIUICHTY BITHOCSATHCS HACTYIHI (HEBUYEPITHUH MEPEIiK):

- CyTTeBe 3HIKEHHS MPOJTYKTUBHOCTI MPHUKIATHUX CUCTEM a00 HEAOCTYITHICTh
MIPUKIIATHUX CUCTEM;

- [ToBinomnenHs antusipycuoro I13;

- HecankiiioHoBaHa IisUTbHICTD Y MEpeX1 Ta MPUKIaIHUX cuctemax MP;

- CrpimKke 30UTbIIEHHS] MEPEKEBOTO Tpadiky;

- UYucneHH1 NOBIIOMIIEHHS ITPO IOMUJIKHU Ta 3007

- 3adikcoBaHi cipodu niadOpy MaposiB;

- 3a3ganeriae BigoMa HeraTMBHA OIS O€3IeKH;

- [Tonxis 6e3nekw, mo 3adikcoBaHa y HepoOOUHii yac;

- Hegimomi 00J1iKOBI 3aMHCH;

- Binkmroueni 3acoou 3a0e31ieueHHs O€3IeKH;

- Crpo6u 3aCTOCYBaHHSI METO/IIB COIIATBHOT IHXKEHEPIT;

- BiacyrHicTh 3ac00iB 3axucTy iHpOpMAIIii;

- It n

[IpaniBank MP, sikuii BUSBHUB MOXJIMBI O3HAKW IHITUACHTY, TTOBMHEH BKa3aTH y MOBIIOMIJICHHI
HaCTyMmHY iH(pOpMaIIio:

- Omnuc nmpo6aemMu, 10 CIOCTePIraeThes;

- Yac BUHMKHEHHS 03HAK HUIUJCHTY;

- IHumni cyTTeBi 1aHi MO0 IHIMISHTY — Y BIAMOBIIG HA 3anMTaHHs BinmosinanpHoi ocoou 3a Ib

1.2.2. Etan «Anani3 innugenty»

[Ipouenypa moBHMHHA PO3MOYMHATHUCH 3a (akTOM oTpuMaHHS BimnmomimampHOIO ocoboto 3a Ib
MOB1AOMJICHHS PO BUHUKHEHHS IHUuAeHTy Kb.

[Ticns oTpuMaHHS TOBIIOMJICHHS NMpoO IHIMACHT BiamomimasbHa ocoba 3a Ib moBuHHA mpoBeCTH
knacudikanilo IHIOMIEHTY, aHami3 3i0paHoi iHdopMalil0 Ta MNPUUHATH PIMICHHS II0A0
MIATBEP/DKEHHS HOTO CTaTycCy.

1.2.3. Etan «OnoBimenHss npo iHmumaeHT

B MP omnosimieHHs 3aifikaBieHux cTopiH (rojsoBa MP, 3acTymHHKHU ToJIOBH, YpsaoBa KOMaHIa
pearyBaHHs Ha Kowm 'toTepHi Hag3BuuaiHi moaii Ykpainu CERT-UA, sxa ¢yHkiioHye B ckiafi
JlepxaBHO1 Ci1y)kOU CHeliallbHOTO 3B’S3Ky Ta 3axucTy iHpopmanii Ykpainu, Crnyx0a Oe3nexu
VYkpainu, HarionansHuit koopauHaniiauii neHtp kidep6esnexu npu PHBO Ykpainu, 3anydeni Tpeti
CTOPOHH — BIAMOBIAHO /0 JOTOBIPHMX BUMOT, TOIIO) MOBHMHHO 3JiHCHIOBaTHCS BinmosimaibHOIO
oco6oto 3a Ib BU3HaueHnMU 3acob6aMu MicIiss MapKyBaHHS.

MapkyBaHHSI TOBUHHO MPOBOIUTHCS BIIMOBITHO IO HACTYMTHUX 3HAYEHB:
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MiTtka (koJip)

3HaueHHS

HU3BKHI (3SJICHUIN)

piBeHb 0, | Kibepinuuuaent/kibepaTaka HE 3arpoKy€e CTAIOMY, HAAIHHOMY Ta IITAaTHOMY
HEKPUTUYHUI pexxuMy (GYHKIIOHYBAaHHS iH(MOpPMAIIHHUX, €NEeKTPOHHUX KOMYHIKAIlIHHUX,
(Onmit) iH(pOpMaIiHO-KOMYHIKAIIHHUX CUCTEM, TEXHOJIOTTYHUX CHCTEM.

piBeHB 1, | KiGepinmuaent/kibepaTaka 0e3mocepeIHbO 3arPOKye CTAIOMY, HATIHHOMY Ta

IITATHOMY pEXHUMY (QYHKIIOHYBaHHA iH(QOpPMALIHUX, EIEeKTPOHHHUX
KOMYHIKal[ifHUX, 1H(QOpMaLiiiHO- KOMYHIKAI[IfHUX CHCTEM, TEXHOJOTTYHHX
CUCTEM, alle HEe 3arpoXkye 3axHIIeHOCTi (KOH(DINCHIIMHOCTI, IUTICHOCTI 1
JOCTYITHOCTI) iH(opMarlii Ta JaHUX, 0 HAUMH 00POOIISIFOTHCS.

piBeHb 2,
cepenHiii ()KOBTHIA)

Kibepinmunent/kibeparaka 6e3mocepeIHb0 3arpoKye CTaJoMy, HaIIHHOMY Ta
MITATHOMY pEXKUMY (QYHKIIOHYBaHHA IH(POpPMAIIHHUX, EJIEKTPOHHUX
KOMYHIKaI[IfHUX, iH(OpPMAIiifHO- KOMYHIKAI[IfHUX CHUCTEM, TEXHOJOTTYHHUX
CHCTEM, BHACNIIJJOK YOTO CTBOPIOIOTHCS TEPEIYMOBH Ui TOPYIICHHS
3axXHINEHOCT] (KOHQINEHIIMHOCTI, MUTICHOCTI 1 MocTymHOCTI) iH(opMarii Ta
JIAHUX, 10 HUMH OOpOOISIFOTHCS, BUHUKAIOTH TIEPEIYMOBHU JUIs TPUITMHEHHS
BHKOHAHHS (DYHKITI Ta/ab0 HaJaHHS TOCITYT KPUTHIHOKO iH(PACTPYKTYPOTO.

Kibepinuunent/kibeparaka 6e3MocepeIHbO 3arpoXKye CTAIOMY, HaIIITHOMY Ta
MITaTHOMY peXUMy (GYHKIIOHYBaHHA  IHOOpPMAIIHHUX, EJIEKTPOHHHUX
KOMYHIKAIITHUX, 1H(QOpMaIIifHO- KOMYHIKAIIIMHUX CHUCTEM, TEXHOJIOTTYHUX
CHCTEM, TIOPYIIYEThCS

3aXUIIEHICTh  (KOHQIACHIINHICTD, IUIICHICTh 1 JOCTYITHICTH)

iHbopMarllii Ta JaHHUX, IO HUMH OOpPOOJISIOTHCS, BHACTIAOK YOTO
BUHUKAIOTh TOTEHIIHHI 3arpo3u i1 HaI[lOHAIBHOI O€3IMeKH 1
00OpOHH,  CTaHy  HaBKOJIMIIHHOTO PUPOTHBOTO CepeIoBHIIIA,
comiambHO1  cdepu,  HaIIOHATBHOT €KOHOMIKM  Ta 1i OKpeMux
rajy3ei, IpUNUHEeHHS BUKOHaHHS (PyHKII1H Ta/ab0 HaJaHHS TOCITYT
KPUTHUYHOIO 1H(]pacTpyKkTypolto. PearyBanHs Ha 1[bOMY piBHI MOXe
noTpeOyBaTu 3aJlydeHHS CHJI Ta 3aco0iB Oulbllle HDK OJHOTO

OCHOBHOTO Cy0’€KTa HaI[lOHAJIbHOI CUCTEMH KiOepOe3neKu.

KiGepinnunent/kibeparaka 6e3nocepeIHbO 3arpoKye CTaJIOMy, HaAIHHOMY Ta
LITAaTHOMY PEKUMY (PYHKIIOHYBaHHS KUIbKOX IH(GOpPMAIIHHUX, €IEKTPOHHUX
KOMYHIKalIfHUX, 1H(opMmariiiHo-

KOMYHIKAI[IfHUX CHCTEM, TEXHOJOITYHHUX CHCTEM, MOPYLIYEThCS

3aXMIICHICTh (KOH(1IeHIIHHICTB, LUTICHICTb 1 JIOCTYIIHICTB)
iHpopManii Ta JaHUX, 110 HUMHU OOpOONIAIOTHCS, BHACTIIOK YOrO

BUHUKAIOTh pPeasibHi 3arp0o3H JUIsl HalllOHAIBbHOT 6€31eKH 1 000pOoHH,

CTaHy  HaBKOJHIIHBOTO IOPUPOTHOTO  CEpeJIOBHUINA, coLliaJIbHOT
chepr,  HalIOHATBHOI €KOHOMIKHU Ta 11 OKpEeMHX  Traly3ei,
MIPUIIMHEHHS BUKOHAHHS ¢yHkuii  Ta/abo  HagaHHA ~ TOCIYT

KpUTHUYHOIO iH]pacTpykTyporo. Kibepinuuaent/kibepaTaka Moxe
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MaTU  TPaHCKOPAOHHUM BIuB. PearyBanHs  Ha 1bBOMYy  piBHI
norpedbye  3amydeHHs cuim Ta 3aco0iB  OCHOBHUX  CYyO’€KTiB

HAI[IOHAJIBHOI CUCTEMU KiOepOe3neKu.

piBEHB S KiGepiniuaeHT/KibepaTaka 0e3mocepeIHbo 3arpoKye CTAIOMy, HaAIHHOMY Ta
HaJ3BUYaiHUM HITATHOMY PEXUMY (YHKIIOHYBAaHHS 3HAYHOI KUTBKOCTI iHpOopMaIiHUX,
(4opHwmit) €JIEKTPOHHUX  KOMYHIKalliiHUX,

iHpOpMaNifHO-KOMYHIKAIITHIX CHUCTEM, TEXHOJIOTIYHHUX CHCTEM,

MOPYIIYETHCS 3aXUIIEHICTh (koH(DIICHIIIHHICTD, [UTICHICTB i
JMOCTYIHICTh) iH(OpMaIlii Ta JaHUX, 10 HUMU OOPOOJSIIOTHCH,
BHACIIOK 4Oro BUHUKAIOTh HEBIZIBOPOTHI 3arpo3u JUTSt
MOBHOIIHHOTO (YHKI[IOHYBaHHSI JEpXaBu ab0 3arpo3a MKHUTTIO
rpOMaJIsiH Ykpainu. KibGepinmuaent/kibepaTaka MOXE  MaTh
TPaHCKOPJOHHUHN BIUIMB. PearyBaHHs Ha LIbOMY pIBHI MOTpedye
MaKCHUMAaJIbHOTO 3allydeHHsI CHJ Ta 3acO0IB OCHOBHHUX CYO €KTIB
HAaI[lOHAJIBHOT CUCTEMH KibepOe3neKu Ta IHIMUX  CyO’€KTiB

3a0e3neyeHHs KibepOe3neKH.

1.3. CrpumyBanns

1.3.1. Eran «30ip indopmanii aas po3ciiiyBaHHs iHHHIAEHTY»

BiamosinaneHa ocob6a 3a Ib BimmoBimHO 10 TUIaHYy pearyBaHHSI TOBHMHHA 310paTH iHGOpPMAIlio
PO HIMAEHT AJIs MPOBEACHHS MOJAIBIIOTO PO3CIiTyBaHHS.

VY Bunajaky, Kojiu npu peanizauii 30opy iHdopmarii npo iHuuaeHT Kb ninanyerscs nepepuBanss poOoTu
iHbopMaiiiHo-komyHIKalii#HO1T cuctemu (nani IKC), BinnosinaneHa oco6a 3a Ib, moBuHHa MOroIUTH
take nepepuBanHs 3 KepiBaunrsom MP.

1.3.2. Eran «3MeHmeHHs BIJIMBY iHIHIECHTY»

BinnosizaneHa ocoba 3a Ib moBuHHa oOpatu MeToau Ta 3aXOJH, CIIPIMOBaHI HA 3MEHIICHHS BIUIUBY
THIIMJCHTY Ha Mpolecu IisuibHOCTI MP, okpeMo mjis KOKHOTO KOHKPETHOTO IHITUACHTY, 3aJICKHO BiJl
HOro By, Ta Y BIAMOBIAHOCTI 3 PO3POOJICHUM, INIAHOM pearyBaHHS.

Byap-sxi metoau, nii Ta MOPSAOK TXHHOTO BHUKOPUCTaHHS a00 BUKOHAHHS MOBUHHI MOTOJKYBAaTUCS
KepiBaunrsom MP.

BinnmoBinansHa oco0a 3a Ib moBHHHA BHKOHATH OIIIHKY MO>JIMBOTO BILUIMBY 3allJIAaHOBAaHUX [iii Ha
0e3nepepBHICTh MIUIBHOCTI ypaskeHo1 cuctemu Ta npoingopmyBatu KepiBaunrso MP. 3a HeoOxinHOCT1
JIOTTYCKAETHCS 130JIF0BaHHS CUCTEMH 200 PO3’€IHAHHS KOMIIOHEHTIB Ii€1 CHCTEMHU Ha MepioJ] MPOBEACHHS
MIOBHOTO PO3CIiyBaHHS IHIUJCHTY.

1.4. VYcynenns iHuuaeHty Ta BigHoBjeHHs QyHKuionyBanHs iHdopmaniiino-
KOMYHIKALIHHOI CHCTeMH

3 MeTo BiHOBJIEHHs HopMmanbHOro ¢yHkuionyBaHHs IKC BiamosigansHa oco6a 3a Ib moBuHHa
MIPOBOJIMTH 3aX0/IM 3 YCYHEHHS IPUYUH Ta HACTIIKIB 1HIIUICHTY.

[Ipouenypa yCyHeHHs IHIMICHTY Ta BiTHOBJIEHHS (DYHKIIOHYBAHHS 3aJI€KUTh BiJl BUJY IHIMJIEHTY Ta
MOBHMHHA BU3HAYATHUCH I KOXKHOTO IHITUACHTY OKPEMO.

[Ticns BinHoBneHHst pynkuionyBanHs IKC BiamosigansHa ocoba 3a Ib Mae mepeBipUTH BIICYTHICTb
O3HAK IMOBTOPEHHS IHIUJCHTY Ta MOBIIOMUTH Ipo 3aBepuieHHs pooit KepiBuunrso MP.

1.5. AmnanizedexTuBHOCTI 3aX0/1iB 3 pearyBanHs Ha Ki0epiHuuaenTn/Kibeparaku
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1.5.1. Eran «Po3ciaigyBanHs iHUHIEHTY»

ITix yac BUKOHAHHS pOOIT 3 PO3CIiAYBaHHS IHIMICHTIB TOBHHHI BUKOPHCTOBYBAaTHCh METO/IU Ta 3aCO0M,
0 3arno0irailoTh BHIAJKOBOMY a00 HAaBMHCHOMY BHECEHHIO 3MiH B JIaHl, 110 BUBYAIOTHCSA Ta
aHAJI3YIOThCA.

BignosinaneHa oco6a 3a Ib moBuHHa 3’ICyBaTH MPUYMHMU IHIIUIECHTY Ta IPOBECTH aHANI3 YCiX BUSABICHUX
y IIpo1eci po3ciigyBaHHs HeOe3MeuyHNX (aKTopiB, IO MPU3BEIH J0 BIAXHICHb:

y Iisix mpariBHuKiB MP;

y po6oTi iHPOpMAITIITHIX PECYpPCIB Ta CUCTEM;

BIIXWJICHB BiI HOPM €KCIUTyaTallii mporpaMHoro 3abe3nedeHHs i 00JaHaHHS;

BIIXHWJICHB Bl BUMOT IMOJTITUK Ib 13 BU3BHAYCHHSM CTYIICHS BILTUBY IIUX BIIXUJICHH HA PO3BUTOK
IHIU/ICHTY.
BiamosigansHa oco0Oa 3a Ib mosuHHa BU3HAYNTH:

sIK1 HOpMATUBHI BUMOTH Oysu nopyieHi abo He BUKOHAHI (3 MOCUJIaHHSAM Ha  BIATOBIJHI CTATTI,
PO3/UIH, MYHKTH HOPMaTUBHUX AKTIB);

MPUYETHICTH JI0 IHIMACHTY, SIKIIO 11€ MaJIo MICIIe, IHIIUX MIAMPUEMCTB, OpraHi3alliif 1 yCTaHOB 13
BU3HAUYEHHSM, HACKUIBKH 11€ MOKJIUBO;

CTyIEHS iX BIUIMBY HA BUHUKHEHHS 1 epeOir IHIUACHTY.

1.5.2. Eran «Ananis epekTuBHOCTI»

[Ticns 3aBepiieHHs po3ciinyBanHs BinnosigansHa ocoOa 3a Ib noBuHHA MiArOTYBaTH 3BIT 3 OIIMCOM BCiX
MPOBEJIEHUX Mpoueayp 1moao ynpasiinHs iHuuaeHTamu Kb ta 3akpurrsm iHumnenty Kb ta Hagatu
KepiBuuury MP, a Takox, 3a HE0OX1IHOCTI, 3alliKaBJI€HUM CTOPOHAM.

BinnosinansHa oco0a 3a Ib noBuHHa BHecTH 1HGOpMALi0 PO 3aKPUTTS IHIUAEHTY B )KypHaJ peecTparii
IHIIMIECHTIB.

2. CucreMa BHYTPIIIHBOI0 KOHTPOJIIO
Bci ciiBpo6iTHKM MP HeCyTh BiIOBITaIBHICTE 32 CBOEYACHICTh IH(POpMYBaHHs BinmosinaasHy ocody
3a Ib y pa3i BusBieHHs o3Hak iHmuaeHTiB Kb abo moxknuBocti HactanHs iHuuaeHTy Kb.

3. IMinTpuMKa, OHOBJIEHHSI TA PO3MOBCHIKEHHS

[Tonituka Oyne omybiikoBaHa y Gopmi, IKYy HEMOXKJIMBO JIETKO 3MIHHTH, 1 Y GOPMI, KA € aKTyaJIbHOIO,
JTOCTYITHOO Ta 3pO3YMIJIOI0 ISl UTBOBOTO uKTayva. [losiThka 30epiraeThCs Ta € JErKOJIOCTYITHOKO JIs
MepCOHATY Ta TPETIX CTOPIH (32 HEOOXITHOCTI) JIJIs TTOAATBIIOTO BUKOPUCTAHHS.

[Tonituka Oyne po3MOBCIOKEHA B eleKTpoHHOMY Bursial. HoBa komis Ilomitukm Oyne mommpeHa
pazoM 13 HOBOIO Bepcieto Oyb-sakoro komnoHeHTa [lomituku. HoBa korist MaTume 30UTbIICHU HOMED
Bepcii.

[lepconan, IKUi OTpUMYE EICKTPOHHY KOIIiF0, OHOBJIIOE BIIACHY NariepoBy Bepciro [lomituku Ta 30epirae
ii.

BinnmoBinaneHicTh 3a KepyBaHHS Ta oHOBJIeHHs [lomituku nokmnaneHo Ha BinnmoBiganeHy ocoOy 3a Ib.
Onosnena Ilomitnka momaerbess 10 KepiBHuntBa MP s ocratouHoro 3atBepukeHHs. [losiTrka
MePETIIIA€ThCS MOPIYHO JJIs 3a0e3MedeHHs 1l aJeKBaTHOCTI Ta BiMTOBIIHOCTI moTpedam i mimsm MP
abo yacrimie, AKIIO I1e HeOOX1AHO (T Yac BHECEHHS CyTTEBUX 3MiH).

MicbKuii rojioBa Crenan KOXAHYYK
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JopaTok 2
JI0 po3nopsiKeHHs PagexiBcbkoi MiChKOT paan
Big 13.08.2025 poxy Ne772
IInan pearyBanHsi Ha iIHUMIEHTH Ki0epOe3nexkn
Onuc inuuaenTy kidepoe3nexku
Ne( Haszpa | Ilnan giii | Jara/yac | OuikyBan | Texwiuni | Micue Binnosigann Craryc Kome
iHuuae | momxo BMKOHAaH | a Jara , 30epe:keHHs1 | HA 3a HTapi
HTY pearyBaH | H# Jiii 3 3aBepllieH | mporpam | iHgopmauiii | pearyBaHHs
Hf HA pearyBaH | Hsl BCix Hi Ta HHX ocoda
iHuaeHT | Ha niid 3 ¢inanco | minrBepmxe | (ITIB,Mocax | He Yy 3aBepuie
pearyBaH | Bi Hb Ta a) po3noya | mpoue| HO
Hsl pecypeu | nokasis TO ci




IIpukiaaau pearyBaHHs Ha IHIIUAEHT Ki0epOe3nexku
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PO3CIIAYBAH | BUIIPABJIEHHA | KOMVYHIKALIA| BIIHOBJIEHHA PECYPCHU 3AITIOBITAHHSA
HA PU3MKAM
OIIIMUHI | 3aBmanHs: CmanyBatu 3aBaaHHS: 3aBaaHHS: [Mpuxmam: it
Busnauutu Ta 3aX0/u 3 yCyHeHHs | Busnauutu Busnauutu kpoku KOpHCTYBaya Ipu
BMPOBAIUTU KPOKU | THITUACHTIB y IKUX | €Tanu BITHOBJIEHHS ITiCIIA HMOBIpHIi
3 pO3CIiyBaHHs 11 KPOKHU IIPOBEJICHHS (IUMHT aTaky. ¢imKHroBIN arari
iHuaeHTiB Kb, 3aIyCKarOThCs KOMYHIKaIlii Buznaunty ta
BKJTIOYA0YH paszom (abo mig yac GimuHr | BKazatu 3aBIaHHS:
OCHOBHIITUTaHHS | CKOOPAMHOBAHO) 3 | aTaku. Bkazatu | iHCTpyMEeHTH Ta Busznauntn
Ta CTpaTerii 3aITy4eHHSIM IHCTPYMEHTHU Ta | IpoLeaAypy it KpPOKH JJIs1
¢imuHry. BIJIIIOBITHUX pouenypy KOYKHOTO KPOKY KOPHCTYBayiB,
KOMaH[ (30KpemMa xXTo SIK1 MAIOTh
1. O6nacts Ta CIELIAJIICTIB, MIOBHHEH OyTH H1103py Ha
MaciTab aTaku TOTOBUX 3alTydyeHui) s GimuHr.
2. Auanis pearyBaTtu Ha KOKHOT'O
MOBiTOMJICHb OyIb-s1K1 KPOKY.
3. Anani3 HOPYIICHHS.
MOCHJIaHb Ta
BKJIAJICHD Busnauutu
4. Kareropusanis | HeoOXimmuii vac i
THITy aTaK KOMIPOMiCHi
5. Busnauenss MAXomu ATt
KPUTUIHOCTI yCYHCHHA
ATAKH HACII/IKIB.
3aBIaHHA:
Busnauntu
TaKTUYHI Ta
CTpaTeriuyHi KpOKH
CTpUMYBaHHS

(IMHTOBUX aTak.
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PO3CJIIAYBAH | BUIIPABJIEHHA | KOMVYHIKALIA| BIIHOBJIEHHA PECYPCHU 3AIIOBITAHHA
HA PU3NKAM
[TPOI'PAM | 3aBnanHusi: CmanyBatu 3aBaHHS: 3aBIaHHS: [Mpuxman: Jii
n- BuzHauntu Ta 3aX0M 3 YCyHeHHs | Busnauutu BusHaunTtu Kpoku KOpUCTYyBaya pu
BUMAT'A | BopoBaautu IHIIMJICHTIB, Y eTanu BiJIHOBJICHHSI. mi103pi Mpo
gl KpPOKH 3 SIKHX 111 KPOKH [IPOBEACHHA Busnaunty ta HasIBHICTb
po3CIiTyBaHHS 3aIyCKaroThCs KOMYHIKaITiii. BKa3zaru Iporpamu-
aTak/IHIIMJIEHTIB, pazom (abo Bxkazartu IHCTPYMEHTH Ta BHMarada
SIK1 BIAOYJIHUCH 3a CKOOpPAMHOBAHO) 3 | IHCTPYMEHTHU pouenypy s
y4acTi porpam- 3aITy4eHHSIM Ta IPOLEIYPY KOXHOT'O KPOKY. 3aBiaHHS:
BHMarauis, BIIMIOBITHUX (30Kpema XTo Busznauntn
30KpeMa OCHOBHI | KOMaH] MOBUHEH OyTH He pexomeHnnoBaHO | Kpoku aist
MIATAHHS Ta CHEIIaNICTIB, 3alTy4eHui) IUTATUTHU BUKYIL: 1I€ | KOPUCTYBAUiB,
CTparTertii. TOTOBHX JUIS. KOKHOTO HE TapaHTye AK1 pearyroTh Ha
pearyBaTH Ha KpOKY. BUpILLIEHHS HasIBHICTb
1. Buznauntu OyIb-sKi npo6Giemu. Bee porpamu-
THIT TPOrpam- MOPYLIEHHSL. MOJK€ IITH He TaK BHUMaraya.

BUMaradvis

2. BuszHauntu
o0nacTh
3aCTOCYBaHHs

3. OuiHKa BIUIUBY
4, 3naiitu
1H(IKOBAHOTO

PosrnsnyTH vac 1
KOMITPOMICHI
HIIXOIH 3
YCYHECHHS
HITUICHTY.

3aBaaHHs:
Busnauutn
TaKTHYHI
Ta
cTpaTeriuHi
KPOKH
CTpUMYBaH
HS
porpam-
BUMaradis.

(HampukIad,
MOMMJIKH MOKYTh
3pOOUTH J1aHi
HEMOXKJIUBUMH 71T
BIITHOBJIEHHS HABITh
3a JIOITOMOT OO0
kitoua). Kpim Toro,
OI1J1aTa JOBOIHUTh,
110 IIPOTPaMH-
BHMaradi rparorTh
1 MOXYTb TIOCHUJIUTH
aTaKy IIPOTH Bac 4u
OyIb-KOTO 1HIIOTO.
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PO3CIIIAYBAH | BUIIPABJIEHHA | KOMVYHIKALIA| BIJHOBJIEHHSA PECYPCHU 3AIIOBI'AHHA
HA PU3NKAM
ATAKA 1. Heraiino CmanyBatu 3aBmaHHs: 3aBgaHHs: [Mpuxman: Jii 3aBgaHHs:
HA BITKJTFOUHTH 3aX0M 3 YCyHeHHs | Busnauutu BusHaunTty Kpoku kopucryBauanpu | [locniikyBaruck
BEBCAW | sincosaumii npobiieM, y IKUX KPOKH BiJIHOBJICHHSI. aTari 3 IHIIUMU
T cepBep sl KPOKH 3i MIPOBECHHS Buznauntu ta MOTIIKOIKEHHS CHIBPOOITHUKAMH,
10 IAJTBIIIOTO CTPUMYBaHHS eramny BKa3zaTu BeO-cailTy 100
JOCITIKECHHSL. 3ayCKarThCs KOMYHIKaIIii. THCTPYMEHTH Ta MEepEeKOHATHUCH,
2. Busnauntu paszom (abo Bxkazaru MpoLenypy IS 3aBIaHHS: 10 BC1
JKEpeIo CKOOPJIMHOBAHO) 3 | IHCTPYMEHTH KOKHOTO KPOKY. Buznauntn PO3YMIIOTH
Bpa3IUBOCTI 3aALTHHAM Ta IPpOUEAYpPY KpPOKH IS HaCTYITH1 KPOKU
CHUCTEMH, AKY BIJIMOBIAHUX (30KpemMa xXTo KOPHCTYBaYiB, Ta poOJATH CBIN
BHKOPHCTAB KOMaH/I MOBUHEH OyTH SIK1 pearyoTh Ha BHECOK, /¢ IIe
37IOBMUCHUK. CIIEI[iaIICTIB, 3TY9ICHHH) aTaky Ha BeO- MOKJIABO.
3. 3i6paru 6ymp- TOTOBUX JUTSI KOYKHOTO CauT.
K1 MiJKa3Kky moo | PearyBat Ha KPOKYy.
TOTO, KUM € Xakep | OYab-sKi
abo Ha Ky HNOPYHICHHA.

oprasizailiro BiH
TMIPAITIOE.

4. 3ibparu iHmry
BaXXITUBY
iH(pOopMartito 31
CTOPIHKH, SIKa
Oyna 3ircoBaHa.

PosrnsnyTn vac 1
KOMITPOMICHI
MIAXOIH 3
YCYHECHHS
HITUICHTY.

3aBaaHHs:
Buznauutu
TaKTUYHI Ta
CTpaTeriuyHi KpOKH
CTpUMYBaHHS
MTOIIKOIKEHHS
BeO-CaliTiB.

1. CtBoputH
pe3epBHY KO0
BCIX JaHHX, 110
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PO3CJIIAYBAH BUITPABJIEHHA | KOMVYHIKAILLA| BIJJHOBJIEHHA PECYPCHU 3AITIOBII'AHHI
HA PU3UKAM
30epiraroTbcs Ha
BeO-cepBepi.
2. OG0B’ SI3K0BO
THMYaCOBO
BUMKHYTH CEpBEp
31IICOBAHOT
CTOPIHKH, TIOKH
TpHUBae
PO3CIIiTyBaHHS.
Ilicng Bu3HAYEHHS
JDKepela aTaku
BHKOHATHU
HEOOXI1/IH1 KPOKH,
00
MIePEKOHATHCS, IO
CIIeHapiil aTaku
OUTBINIC HE
TTOBTOPHUTHCS
BTPAT 3abe3neuntu 3aBaaHHus: 1. epekonaruc | Etan Bunpasnenns: | Ha momaTtok 1o Eram 3axonis
A HaJeKHUU noctyn | BusHauutu Ta b, 10 OyIb-AKi 3arajJbHUX KPOKIB 1 | Imicis
JAHU 10 Oyab-sIKOT BIIPOBAIUTH KPOKH | 3a/isiHI JaHi. - Mictu BKa31BOK y IUIaHI IHIUJIEHTY Ma€
X HEOOX1THOT 3 po3ciiayBaHHS, | 2. Tb pearyBaHHs Ha TaKi IiIi:
JTOKyMEHTAIli Ta 30KpeMa OCHOBHI I[Ipoananizysa TEXHIYHUI IHIMJIEHT:
iHpopMaIlii, [IUTaHHS Ta TH OYIb-SKHIA MEXaHI3M 1. BinHoBuTH - 3aIMOBHUTH
BKJIIFOYAOYU cTparerii M1103pUTHi MOPYILIECHH CHCTEMH Ha 3BiT 1IpO
JOCTYI Y KOMITpOMeTallii, MepexKeBuii s TaHHX; OCHOBI aHANI3y IHITUIEHT,
HepoOoumii yac, ineHTudikarii Ta Tpadik. - VYcyHern BILJIUBY Ha BKJIFOYAIOYH BCI
JUIS. HACTYITHOTO: JOCTYITy. 3. IlepermsiHyTn s TEXHIYHOTO JUISIIBHICTD 1 JieTaini
- [Tpouec JKYpHAIHU MeXaHi3My KPUTHYHOCTI1 HITMICHTY Ta
yIIpaBIiHHA 6e3MeKy Ta BUTOKY JISTTBHOCTI. JUii.
IHIMAEHTAMH; J0CTYILY, aHUX; 2. 3niiicHuTH - 3aBepuInT
- Cxemu CKaHyBaHH: - BigHoBienHs | MOBHE U Iponec
apXiTeKTypu BPa3JIMBOCTEH i YPajKEHUX CUCTEM | aHTUBIPyCHE Ta YIIPaBJIiHHS
Mepexi; Oyab-sKi 1 cyk0 Ta pO3IIMpeHe HIIMJIEHTaM
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PO3CIIAYBAH | BUIIPABJIEHHA | KOMVYHIKALIS| BIJHOBJIEHHA PECYPCH 3AIIOBITAHHSA
HA PU3MKAM
- Jliarpamu ABTOMAaTHU30BaHi MIPUBEICHHS JI0 CKaHyBaHHS u.
HOTOKY JIaHHX; pe3yabpTaTu 3BUYANHOTO MIKIIJTMBHX - OnyOnikyBa
IHCTPYMEHTIB. CTaHy. porpam ycix TH BIIMIOBIHI
BusnauuTty ta CHCTEM IO BCIi BHYTpIIIHI Ta
oTpUMary I[poananizysar oprasizarii 30BHIILIHI
TIOCITyTH U OyIb-sIKY 3. IoBTOpHO MOBIIOMJICHHS
CTOPOHHBOI'O mao3pury BCTAaHOBUTH
npoBaiiepa. AKTUBHICTD, 00J11KOB1 1aHi
daiinm un BCIX 3aITHUX
[Tepernsnyru BUSIBJICHI 3pa3KH| CHCTEM 1 JaHi
OCTaHHI 3I13. 00JIIKOBHUX
KiOepiHIUACH 4.3icTaButH Oy/IH- 3aIuciB
TH Ta iX K1 HEIIOAaBH1 KOPHCTYBAaYiB.
pe3yabTaTu noiii 0e3nexku 4. PeinTterpyBa
ab0 O3HaKH TH paHile
KOMITpOMeETaIlii CKOMITPOMETOBA
3 MIZ03PLIOI0 H 1 CHCTEMH.
AKTUBHICTIO B 5. BigHOBUTH
MEpexi. Oyab-sKi
5.BusHaunTn MOIIKO/KEH1
JOKEPEIIo a00 3HUIEH]
KOMITpOMeETaIlii JIaHl.
JaHUX. 6. BinnoBuTH
6.Busnauntu yci
KOHKPETHHIA pU3yIUHEH]
HaO0Ip JaHMX, CITyK0u.
SIKUH OyI10 7. BecranoBuTu
3J1aMaHo, a MOHITOPUHT
TaKOX CITOCIO JUISL BUSIBJIEHHS
HOTO 3J1aMy. MO IATBIIOT
7.Busnauntu miao3pinoi
METOIOIOTII0 ISUTBHOCTIL

aTaku Ta rpadik
KiOepIHITUACHTI

8. Koopaunysa
™
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PO3CJIIIYBAH
HS

BUIIPABJIEHHA

KOMVYHIKAIILA

BIIHOBJIEHHA

PECYPCHU

3AIIOBITAHHA
PU3NKAM

BIIPOBAKCHHS
Oyab-sIKUX
HEOOXITHUX
BHITPABJICHb
a0o0 3ax0/1iB 3
YCYHCHHSI
BPa3JIMBOCTEN.

MicbKuii roJI0Ba

Crenan KOXAHYYK
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