BLITOPO/I-THICTPOBCHKA MICBKA PAJIA
PO3SMOPAJNXKEHHS
MICBKOTI'O I'0JI0BU

BIJT 20 p. Ne

IIpo 3atBepmxenns [lnany

3axXUCTy 1HpopMalii B iHhopMaIiiiHO-
KOMYHIKaliitHuX cucteMax B biaroposa-
JIHICTpOBCHKINA MICBHKIN paji

3 METOI0 MiABUIIEHHS pi1BHS Ki0ep3axucTy binropoa-/HiCTpOBCHKOT MICHKOT paji,
BIIMOBIAHO 10 3akoHIB Ykpainu «lIpo mpaBoBuii pexumM BOEHHOTO cTaHy», «IIpo
iHpopmarito», «[Ipo ocHOBHI 3acanu 3a0e3mneueHHs KibepOesneku YKpaiHu», YKazy
[Ipesunenta Ykpainu Big 24 motoro 2022 poxy Ne68/2022 «IIpo yTBOpeHHS BIICEKOBHX
aamiHicTpartiiy, Ykasy lpesuaenta Ykpainu Big 24 motoro 2022 poky Ne 64/2022 «IIpo
BBEJICHHSI BOEHHOTO CTaHy B YKpaiHi» (31 3miHamu), Yka3y [Ipesunenta Ykpainu Big 26
cepmas 2021 poxy Ned447/2021 «IIpo pimenns Paau HamioHansHOT O6e3meku 1 000pOHHU
VYkpainu Big 14 tpasus 2021 poky «lIpo Crparerito kibepOesnekn YKpaiHu»», HaKa3y
Anminictpauii Jlep:kaBHOi ciaykOM cHemiaabHOroO 3B'SA3Ky Ta 3aXHUCTy 1H(opmanii
Vkpainn Big 03 aunHs 2023 poky Ne 570 «IIpo 3arBepmkeHHs MeTtoauuHHX
peKOMeHaIli 1010 pearyBaHHs Cy0'ekTamMu 3a0e3nedeHHs KibepOe3neku Ha pi3Hi BUAU
oAl y KI0eprmpocTopi», KEPYHUUCh YaCTUHOIO JIPYTOI0, MyHKTOM 2(0) YaCTUHU YE€TBEPTOL
crtatTi 42, d4YacTMHOW BocbMOIO cTarTi 59 3akony VYkpainu «lIpo wmicuese
CaMOBpSIIyBaHHS B YKpaiHi»,

30b0OB'A3Y10:

1. 3arBepautu Ilnan 3axucry iHbopMmaiii B i1HGOPMAIITHO-KOMYHIKAIIHHUAX
cuctemax B binroposa-JlHicTpoBChKiit MichKii pasi (nani — [1nan 3axucty), o J10/1a€ThCS.

2. BuszHauuTy Bimmin 3 mUTaHb NU(POBOTO PO3BUTKY Ta IHHOBAIiH, MU(PPOBUX
Tpancdopmarriii i nudposizarii binropoa-/{HicTpoOBCHKOi MICHKOI pajy BiIMTOBIIaTLHUM
3a opraHizaiilo (opMyBaHHS Ta PO3BUTOK 1H(OpPMaIiitHOT Oe3MeKu B EJIEKTPOHHUX
iH(popmaniiiHux pecypcax B buiropoa-J{HicTpoBChKii MICBKiH pa/il.

3. Bigminy 3 nuranb 1OUGPOBOro PO3BUTKY Ta I1HHOBAUINA, UU(PPOBUX
Hehopmallii 1 nudposizaiii biropos-/IHICTPOBCHKOT MICHKOT pai 03HAHOMHUTH BCIX
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npaiiBHUKIB anapaty binropoa-J{HicTpoBChKOi MICHKOI pajli Ta BUKOHABYMX OPraHiB
MICBKOi pagu 6e3 cTaTycy IOpUIUYHHX Oci0 myOmiuHoro mpaa 3 [lmanom 3axucty B
binropoa-/IHicTpoBChKiil MiChKil paal Ta 3abe3medyBaTH JOTPUMAHHS BCTaHOBJICHHX
BUMOT BifnoBigHO 10 [lnany 3axucTy .

4. BianoBiAampHICTH 3a OpraHizalil0 BHUKOHAHHS JIaHOTO PO3MOPSIKEHHS
NOKJIACTH Ha TOJIOBHOTO cHelianicTa — aAMiHICTpaTopa Oe3NeKd BIAAUTY 3 HUTaHb
nu(ppoBOro pPO3BUTKY Ta IHHOBallM, HUPpoBHX TpaHchopmaliil 1 uudposizaii
Onexcanapa MEJIbBHUKOBA.

5. KoHTponb 3a BUKOHAaHHSM IbOTO PO3MOPSIKEHHS MOKJIACTH Ha 3aCTyIHHKA
micbkoro ronosu Annpis KPUILLITOIIOBA.

CexkpeTap MICBKOT paju Onekcannp CKAJIO3Yb
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Ilnan 3axucry ingopmauii
B iH(popMaLiHHO-KOMYHIKALINHUX CHCTEMAaX
B bintropoa-/lHicTpoBcbKiii MicbKild pazi

I. 3AT'AJIBHI NTOJIOKEHHSA

1. Ilman 3axucty iHdopmarllii B iHGOpMAIIHHO-KOMYHIKAIIIMHUX cUcTeMax (Jaii —
[1nan 3axuCTy) € 6a30BUM JOKYMEHTOM, 3T1JTHO 3 IKUM 31HCHIOETHCS 3aXHUCT 1H(POopMmaItii
Ha BCIX eTamax >KUTTEBOrO IHKIY 1H(POPMaliHO-KOMYHIKAIIHHUX cucTeM binropo-
HuicTtpoBcbkoi mickkoi paau (nami — IKC).

2. Bumoru 115010 TOKyMEHTa MONIMPIOIOTHCS HA TMpPAIliBHUKIB amapary binropon-
JIHICTpOBCHKOT MICBHKOi paju, MpaliBHUKIB BHUKOHABUMX OpraHiB MiCbKOi paau 0Oe3
CTaTyCy HOPHIAUYHOT 0COOM MyOIIYHOTO TpaBa, a TAKOXK HA 1HMIMX 0Ci0, SKUM HaJIaHO
nocTyn 10 iHdopMmarilii uu pecypcis, 1o 0opoossitorbest B IKC binropoa-J{HicTpoBchKOi
MICBKOI paju.

3.1lnan 3axuCTy TMOBUHEH PETyJISpHO TMEperjisgaTucs Ta 3a HEOOX1THOCTI
3MIHIOBaTHCh. 3MIHHU Ta T0NOBHEHH: A0 [1nany 3axucty iHpopMallii 3aTBEPAXKYIOThCS Ha
TOMY K PiBHI Ta B TOMY X HOPSAJKY, 10 1 OCHOBHHUI TOKYMEHT.

II. HOPMATHUBHI ITIOCUJIAHHA

1. Y mpomy Ilnani 3axWcTy BpaxoOBaHO Ta 3aCTOCOBAHO IIOJIOKEHHS TaKUX
HOPMAaTHUBHO-ITPABOBUX aKTIB:

3akoH Ykpaiam «IIpo 3axuct indopmamii B i1H(POpMAIIHHO-KOMYHIKAIIMHIX
CUCTEMAX»;

3akon Ykpainu «IIpo indopmarirom»;

HJ T3I 1.1-002-99 «3araiibHi TOJOXKEHHS WIOJMO 3aXUCTy 1H(poOpMalii B
KOMI'IOTEPHUX CHCTEMaXx BiJ HECAHKIIIOHOBAHOTO JOCTYIIY»;

HJ T3I 2.5-004-99 «Kputepii OIlIHKHM 3aXHUIIEHOCTI 1HPOpMaLli B KOMITIOTEPHUX
CUCTEMaXx BiJ] HECAHKIIIOHOBAHOTO JTOCTYIIY»;

HA T3I 2.5-005-99 «Knacudikamis aBTOMaTU30BaHUX CHUCTEM 1 CTaHJIAPTHI
GbyHKITIOHATBHI npodii 3aXMIIEHOCTI 00po0IFOBaHOT iHopMmamii  Bifg
HECAHKIIIOHOBAHOT'O JIOCTYITY», & TAKOX 1HIITMX HOPMATUBHO-IIPABOBUX aKTIB YKpaiHU y
chepax 3axucty iHGpopmarii, KioepOe3neKky, TEXHIYHOT0 3aXHUCTy iH(opMallii, 3aXuCTy
NEPCOHATBHUX JAHUX, JOCTYIy A0 MyOnivHOi iHpopMaIlii, eIeKTPOHHUX JIOKYMEHTIB Ta
CJICKTPOHHUX JIOBIPYUX MOCHTYT.



2

I11. BABJAHHS 3AXUCTY IHOGOPMAIIII B IKC

1. OcnoBHoto Metoro [lnmany 3axucty € 3axuct binroposa-/{HicTpoBChKOiI MiCHKOT
paay BiJ MOKJIMBOTO HAHECEHHS MaTrepialbHOr0, MOPAJIBbHOrO abo I1HIIOrO 30UTKY
BHACTIJIOK HECAHKIIIOHOBAHOTO BTpydaHHsS B mporec ¢ynkiionyBanus IKC abo
HECAHKITIOHOBAHOTO JOCTYITY 0 iH(OopMaIrii.

2. 3aBaanusamu 3axucty iH@opwmarllii B IKC € 3a0e3neueHHs KOH()IACHIIHHOCTI,
LUTICHOCTI Ta JOCTYMHOCTI 1H(OpMallii, 3aXMCT BiJ] MEPEKEBUX aTak Ta BIPYCIB Ta
3a0€e3Me4eHHs CIIOCTEPEKHOCTI 3a IIIMH KOPUCTYBAYiB Ta MEPCOHANY, peecTpallis Mo,
10 MalOTh BIJHOILIEHHA 10 Oe3neKku iH(popMallli, Ta iX NeploAUYHUNA ayauT.

IV. OCHOBHI NOJIOKEHHS IMOJITUKHU BE3NEKU IHOOPMAIIII B IKC

1. OpranizaniitHi Ta TeXHIYHI 3ax0oau Mmoo 3axucty iHdopmarnii B IKC moBunHI
MPOBOJMTHUCS Yy BIAMOBIIHOCTI 3 BHUMOTaMHM YHHHOI'O 3aKOHOJABCTBAa YKpaiHM Ta
HOPMAaTUBHUX IOKYMEHTIB AMiHicTpalii Jlepkcrien3s's3ky.

2. Ins Bcix pecypciB IKC moBuHeH OyTH BH3HAYCHUH HEOOXIIHUN PiBEHBb
3aXHUIIEHOCTI.

3. dnsa xopuctyBauiB IKC moBunHI OyTH po3poOieHi HEOOXiAHI THCTPYKLIL, SIKi
BKJIFOYAIOTh BUMOTH 3 1H()OPMAaILIiifHOT O€3MeKH.

4. Kopucrysaui IKC noBUHH1 HECTH NEPCOHANIBHY BIAMOBIIABHICTD 3a MOPYILIEHHS
BCTAHOBJIEHOTO MOPsiAKY 0O0poOku iH@opMmanii. KoxHHIl CHIBpOOITHUK TOBUHEH
HiJOUCYyBaTH 3000B's3aHHS MPO JOTPUMAHHA BUMOTI 13 30epekeHHs 1H(opmauii 3
0OMEKEHUM JTOCTYIIOM.

5. Honyck kopuctyBadiB 0 po6oTu 3 IKC noBuHen 6ytu periameHToBaHUN. byib-
AKI 3MIHM CKJIaJly 1 TIOBHOB@XEHb KOPHUCTYBauiB IIOBUHHI 3J1HMCHIOBATHCS
aMIHICTPATOPOM OE3IEKHU.

6. AnapaTHo-porpamMHa KoH(Diryparis IKC MMOBUHHA BIJINOBIIaTH
dbyHKIIIOHATFHUM 000B'sI3KaM KopucTyBadiB. HemoTpiObHI mporpamHi 3aco0u MOBHHHI
OyTH BUITy4EHI.

7. Exkcrutyataniiss IKC moBuWHHA 371HCHIOBATHCS B TMPUMIMIEHHAX, OO0JIaHAHUX
3aMKaMH 1 TOCTIHHO 3HAXOIUTHUCS TT1]] OXOPOHOIO a00 CITOCTEPEIKCHHSIM.

V. HOJIOKEHHS PO 3AXUCT THOOPMAIIIT

1. lnst 3abe3neueHHss Oe3neku 1HQPOpMaIlli CTBOPIOETHCS KOMIUIEKCHA CHCTEMa
3axucty iHpopmanii (mam - KC3I), sika € CyKynHICTIO OpraHi3alliiHuX Ta 1HXEHEPHUX
3aX0/I1B, MPOrpaMHO-anapaTHUX 3acO01B.

3axucT 1H(pOpMallii MOBHHEH 3a0e3MeuyBaTHCs Ha BCIX TEXHOJOTIYHUX eTarax ii
00pOOKH.

2. Opranizamis po0it 3 BrapoBamxeHHss KC3I, ymnpapiminHsS 3aco0amMu 3axucCTy
iH(popMaIli, KOHTPOJIb 3a JIOTPUMAHHSIM IOJOKE€Hb TOJITUKH OE3IMEKH 3/1HMCHIOETHCS
BIJUTIJIOM 3 TIUTaHb NU(POBOTO PO3BUTKY Ta IHHOBAIM, MUPPOBUX TpaHChOpMAIliil 1
mudposizamii binropoa-JIHiCTpoBCbKOi MICHKOT paju, sIKWA BUKOHYE (DYHKITT CITY»KOU
3axucTy iHpopMarlii.
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3. KC3I mnoBuHHA MiATPUMYBATH BU3HAYEHY TMOJITUKY OE3MEKH, IO BKIIOYAE
paBuiIa IOCTYITy, MOHITOPUHT Ta PEECTPAIIII0 BCIX MOIIH, K1 BIUTMBAIOTh HAa OE3MEKYy.

4. KC3I moBunHa matu arectart BianoBigHocTi. Po6ora IKC B mratHuX pexumax
Mo>kJMBa nutie npu pyukmionyrouin KC3I.

VI. IPUHIIUIIA YITPABJIIHHSA JOCTYIIOM KOPUCTYBAUIB /10
TH®OPMAIII

1. VYopaBmiHHS NOpuUBUIESIMH Ta TMpaBaMH JOCTYIly KOpUCTyBayiB (Tpyn
KOPUCTYBauiB) M0 OO0'€KTIB 3aXHUCTy NOBWHHO 3JIMCHIOBAaTUCSA BIIJUIOM 3 IIHUTaHb
u(poBOro pO3BUTKY Ta IHHOBAIIIH, 1M poBUX TpaHchopmarlii 1 mudposizaii binropo-
JIHICTPOBCHKOT MICHKOI paju.

2. lo3Boau Ha goctyn KopucTtyBauiB 70 pecypciB IKC noBuHHI HajjlaBaTuCs TUIBKU
710 TaHWX, [110 HUMU BUKOPUCTOBYIOTHCSI A00 0OPOOIIIIOTHCS.

3. Jlnst HamaHHS OJTHAKOBHUX TIPaB 1 MPUBLICIB JOCTYIy, KOPUCTYBaul MOXYTh OyTH
00'eTHAHI B TPYIIN.

VIIL. IPABUJIA AJIMIHICTPYBAHHSA OBJIKOBUX 3AIINCIB
KOPUCTYBAUYIB

1. IIpu cTBOpEeHHI OONIKOBUX 3alMCIB KOPUCTYBayl MOBUHHI KEPYyBaTUCA TaKUMHU
pEeKOMEHAIIIMU:

00JIIKOB1 iIMEHA KOPUCTYBauiB MOBUHHI OyTH YHIKaJIbHUMU;

1apoJib MOBUHEH MICTUTH HE MEHIIIE 8§ CHMBOJIIB,;

TEPMIH JIii mapoJisi MOBUHEH BCTAHOBIIIOBATHCS He OuibIe 90 1i0;

JUISL 3aXKMCTY BiJl IOBTOPHOTO BUKOPHUCTOBYBAHHS MOXYTb 30epiraTucs He OuIbIIe
I'ITW BUKOPUCTAHUX PAHIIIIE MApOJIiB;

napoJsi MOBUHHI OyTH KOH(IACHITIHHUMU.

VIII. IOJIITUKA PEECTPALII NOIINA

1. Komnonentamu IKC moBuHHI peecTpyBaTUCS TaKi MO/

noctyt a0 060'extiB 3axucty IKC;

BHECEHHS 3MIH J0 TaOIUIL 0a3u JaHUX;

3JIICHEHHSI PE3€PBHOIO KOIIOBAHHS;

BX1]1/BuX11 kopucTyBadiB B/i13 IKC (BKIIIOUHO 3 HEBJIATUMHU CTIPOOAMU);

3MiHa MapoJII0 KOPUCTyBaya.

2. XXypHanu peectpaliii MOBUHHI MICTUTH 1H(OpMAILitO PO ATy, 4ac, TUII, MICIIE Ta
YCHIIIHICTh YA HEYCIIIIHICTh KOXKHOI MO/Ii.

IX. BIIIIOBIJIAJIBHICTD 3A 3ABE3INEYEHHS BE3NEKU IHOOPMAIIIT

1. Bigain 3 nutans nudpoBOTro po3BUTKY Ta IHHOBAIIIH, UGPOBUX TpaHchHOpMaIlii
1 uposizaiii binropona-JlHICTPOBCHKOT MICBKOI paau BiAMOBIAAE 3a:

opranizamito (popmMyBaHHS Ta PO3BHUTOK iH(GOpMAIiitHOI Oe3MeKn B €IEKTPOHHHX
iH(OopMaIIiHUX pecypcax;
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dbopmyBaHHS TONMITUKK 1H(GOpPMAIliiiHOT O€3MeKn B €JIEKTPOHHUX 1H(OpMAIIHHUX
pecypcax.

2. Kopucrysaui IKC BianoBigaroTs 3a:

JOTPHMAaHHS BiIOBITHUX 3aKOHOJAABYMX aKTiB Ta MOJITHK O0C3IEKH;

NpaBHJIbHE BUKOPUCTAHHS MEXaHI13M1B O€3MeKH;

CBO€YACHE 1H(POpMYBaHHS aJMIHICTparopa Oe3neku npo OyAb-sKy Mi03py LI0A0
NOPYIIEHHS MOJITUKHU O€3MEKH.

3. Ocobu, BUHHI B MOPYLIEHHI MOPAJIKY Ta MpaBWJ 3aXUCTy 1HQopMalii, HECYTh
JUCHUIUTIHAPHY, aAMIHICTPaTUBHY, KpUMIHAJIbHY 200 MaTepiajabHy BIANOBIAAIBHICTD.




