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IHCTPYKLIIS
3 IOTPHMAHHsA NpaBuJ KibepOe3neku Ta nHdPoBOI ririecHu st npauiBHUKIB
CeJIMLIHOT paau Ta il BUKOHaBYHUX opraHiB Teodinonbebkoi cennmuoi paau
XMebHHIBKOT0 paiiony XMeJbHHIbKOT 00/1acTi

IncTpykuis 3 kibepOesneku Ta uUpPOBOI Tiri€HH IS MPAUiBHUKIB CENUIIHOT
paay Ta il BUKOHaBUMX opraHiB Teodinonbchbkoi cenuimHol paau XMeJbHULBKOIO
paiioHy XMelbHUIBKOI obnacti (manmi - IHcTpykis), po3poOsieHa BiAMOBIIHO 0
3akoHy Ykpainu Big 05 xoBtHS 2017 poky Ne2163-VIII «IIpo ocHOBHI 3acanu
3abe3nevyeHHs KibepOesnexku YkpaiHu» (i3 3MiHAMH Ta JONOBHEHHSIMH), a TAKOX
nocraHoB Kabinety MinicTpiB Ykpainu Big 08 xoBTHsa 2025 poky Nel281 «Ilpo
3aTBep/UKeHHs [lopsaky MpoBeJeHHS IHCTPYKTaXiB Ta CHCTEMaTHYHUX TPEHIHTIB
moao Kibepririenu» Ta Bifg 29 Gepe3ns 2006 poxy Ne373 «IIpo 3arBepikeHHs
MiHiMaNbHUX BHMOT' O 3aXHCTy iH(pOpPMAIiMHHX, €JIEKTPOHHUX KOMYHiKallifHHX,
iH(OopMaliifHO-KOMYHIKaIliHHUX Ta TEXHOJOTIYHUX CHCTEM.

1. Tepminu Ta cKOpoYeHHS

IKC - inpopmauiiiHo-KOMyHiKalliiiHa cHCTeMa.

KC3I - KOMILJIEKCHA cucTema 3aXUCTY iHpopMaii (3a
HasIBHOCT1/BIPOBAPKEHHI ).

KEII - xBaniikoBaHU# eNEKTPOHHHMN ITiITHC.

1K - nepcoHanbHMIA KOMIT'IOTEP.

Token - 3axumeHud Hocid ocobuctux kimouiB (3aci6 KEIT/meuaTkn),
TpU3Ha4YeHuH AJs 30epiraHHs 0COOMCTOro KITF0Ya Ta 3aXHUCTy JaHHX.

URL - anpeca pecypcy B IHTE€pHETi.

KibepiHIuaeHT - mois, o MOXe CBIAYUTH PO MOPYIIECHHS KibepOe3neKH.

Ki6epataka - ymucHuiti BmmB Ha IKC 3 Meroo rnopymieHHs
KOH(]iIeHIII THOCTI/IiTICHOCTI/IOCTYITHOCTI.

2. 3araJjbHi N0JI0OKEeHHS
2.1. IHcTpykuiss Bu3Ha4yae MiHIMalbHI OOOB’SI3KOBI BMMOTH KiOepririeHu Ta
Oe3neuHoi poOOTH I BCIX MpAI[iBHUKIB CENTMIIHOI pajad Ta ii BAKOHABYUX OpraHiB
(mani - KopuctyBaui) Teodimonscekoi cenuinHoi paau XMeIbHHIBKOrO paiioHy
XMenpHULBKOI o0acTi (maini - Paga).
2.2. IHCTpyYKIis 3aCTOCOBYETHCS JI0 BCIX BUIAAKIB BUKOPUCTAHHS:



cranionapaux ITK/HOyTOyKiB/MIaHINETiB Ta iHIIMX IPUCTPOIB, LIO HANEXaTh
Pani abo migximroueHi 1o i pecypcis;

po0040]1 EEKTPOHHO] MOLLTH;

MepexeBUX pecypciB, GpallloBUX CXOBHIL, 6a3 NaHUX, IHPOPMALITHUX CUCTEM,

Mepexi [HTepHET y Ci1yX00BUX LIIAX,

3aco0iB KEIT/enexkTpoHHOI neyaTKu.

2.3. Mera [HcTpyKIIil - 3ar06iraHHs:

BHTOKY/BTpaTi MEPCOHAIBHUX IaHHUX Ta CIIy»k00Boi iHdopMalii;

HecaHkIlioHoBaHOMY goctymy o IKC;

IIKiZZTMBOMY TIPOTPaMHOMY BIUTHBY (BipyCH, TPOSHU, IIM(MPYBaJbHUKH TOLIO);

IMOpPYIIEHHIO OpraHi3aliifHuX Ta TeXHI{YHUX 3aXO0/IiB 3aXUCTy iHpopMaLlii.

3. YnoBHOBakeHa ocoba 3 NUTaHb KibepOe3nexku:

3.1. YoBHOBa)keHa ocoba 3 MUTaHb KibepOesneku opraHi3oBye iHGopMyBaHHs
KOpHUCTYBauiB MpO MOPSAOK IMOBiAOMIIEHHS INOAO KiGepiHUMIEHTIB Ta MNpuiMac
TIEpBUHHI IMOBIJOMJICHHS.

3.2. KopuctyBay 30008’s3aHMIl HeralHO MOBIJOMIATH MOPO  O3HAKH
KiGepiHIMIEHTY yIOBHOBaXKEHY 0c00y 3 MUTaHb KibepOe3neku. SKIIo yIoBHOBaXeHa
oco6a THMYacoBO HEJOCTYIIHA - [IOBIIOMIISIEThCS Ge3rocepe /il KepiBHUK.

4, O6aikoBi 3anucH, apreHTHdiKALis Ta NapoJi

4.1. KopuctyBau 3000B’13aHUiA:

MpalioBaTH  JIMIIE [iJ  BJAacCHUM  poOoYMM  OOJIIKOBMM  3aMicOM
(Windows/morra/cepBicH);

He Tiepe/JaBaTH JIOTiHK/TIaposti/KOH MiATBep/KEHHs iHIIMM 0co0aMm;

BUKOpUCTOByBaTH OararodaktopHy asTeHTH®ikauito (MFA) Tam, ne BoHa
BIIPOBAJKEHA/IOCTYIIHA;

Heraiino mosimomuTH BingmopimaneHy ocoly y pasi mizo3pud KOMIpomeTauii
00JTIKOBOTO 3aIuCy.

5. Besneuna po6oTa 3 poGO4YHM MicleM i NPHCTPOSIMH

5.1. KopuctyBau 3000B’3aHUil:

6JI0KyBaTH eKpaH npu Biaxoni Bix pobodoro micus (Win + L);

BUKOHYBAaTH [€Pe3aBaHTAXKCHHS Ta BCTAHOBJEHHS OHOBJECHb, KOJIH LLOTO
BUMAarae CUCTeMa/aaMiHiCcTpaTop;

JIOTPUMYBATHCS NPUHIAIY ~ YUCTOrO  CTOJY»: He  3aJMIIaTH
IOKyMEHTH/HOC1i/TOKeHHU Oe3 Harsay.

5.2. 3aGopoHsETHCS:

CaMOCTIfiHO  BCTaHOBJIIOBATH/BUAIATH TporpamHe 3abesnedyeHHs abo
3MIHIOBaTH CHCTEMHI HaJIAIITyBaHHs 0€3 103BOIIY;

BHMHKATH/3MIHIOBATH HaNalITYBaHHs aHTHUBIPYCHOTO 3aXMCTy, OpaHamayepa,
3ac00iB KOHTPOJIIO TOCTYILY;

BHKODHCTOBYBAaTH  HeJlilleH3iliHe mporpamMHe  3a0e3NeueHHs, HEBIAOMi
po3upeHHs Opaysepa.



6. KEII, Tokenu Ta kpunrorpadiuni 3acobn

6.1. KopucryBau 30608’ s13aHmuii:

BUKOPUCTOBYBaTH BHUKIIO4YHO ocobuctuii KEIT i ocobuctuii Token (3a
HasIBHOCTI );

3a0€3MCYNTH HEPO3TONIOLIECHHA NAPOJiA 10 TOKCHa;

BI’€HyBaTH TOKeH IMichs mixmucy/asrentudikauii Ta 36epiraté ioro vy
Oe3neyHoMy Miclii.

6.2. Y pasi BTpaTH/MOLIKOKEHHs/M03pu KoMrpomeTalii TokeHa a6o KEIT
KopucryBau HeraiiHo moBizomisie Ge3nocepefHbOrO KEpiBHHUKA Ta yMOBHOBAXEHY
oco0y.

6.3. 3abopoHseThCS:

nepenaBaTi TokeH/KEI/kitoui/maposti TpetiM ocobam;

KONmiloBaTH ocoOucTi Kkmoui Ha iHmi Hocii aGo 36epiratu  ix vy
XMapi/moumrTi/MeceHmKepax.

7. Po6oTa 3 e1eKTPOHHOIO MOWITOI0 Ta (PilMHT

7.1. Poboua eneKkTpoHHa MOLITa BUKOPUCTOBYETHCS Y CIYKOOBHUX LIIJISAX.

7.2. 3a60pOHSETHCS:

BHKOPHCTOBYBATH CIIyOOBY €JIeKTPOHHY MOIUTY ISl PEECTpaLlii Ha CTOPOHHIX
cepBicax, colMepesxax, po3cuikax (6e3 ciryk00Boi HeoOXiIHOCTI);

BIIKDMBATH JIMCTH/BKJIAJICHHS/TIOCHIAHHS 3 Migo3piiux aapec abo 3
HETUIIOBUMHU/TIOMUIIKOBUMH IOMEHAMHU;

BiIKPUBATH BKJIAJIEHHS 3 TOTEHL[IHHO HeOe3reYHUMH THIaMu (aiiiiBs, 30kpema:
**.exe, .bat, .cmd, .js, .vbs, .scr, .psl, .dlI**, a Takox apxiBu **.zip/.rar/.7z** 3
HEBIJIOMOT0 JKepera.

7.3. SIK1110 TUCT BUKIJIMKAE MIiI03DY:

He BIAKpUBATH BKJIQJIEHHS Ta HE MEPEXOIMTH 3a TIOCHIIAHHIMU;

3a MOXXJIMBOCTI 3a(iKCyBaTu TeMy/afpecy BiAnpaBHHKA (CKPHHILOT);

HeraiHo noBioMuTH BianosinansHy ocoby.

7.4. lomaTkoBO JomyckaeThesi nepeBipka ¢aitnis/mocunans y VirusTotal sk
JonoMiKHUA 3axif. Ilo3WTUBHMI pe3ynbTaT mepeBipKM HE TapaHTYe IIOBHY
0e3neYHICTh.

8. InTepHer-pecypcu, nocusianus, QR-koau

8.1. Ilix wac po6otu B InTepreti Kopuctysay 30608’ 13aHMi:

nepesipatd URL nepen BBeeHHSIM 00JIIKOBUX JTaHHUX;

OyTv 00epexHHUM i3 MOBIJOMICHHSIMH «TEPMIHOBO MiATBEPAUTH», «OHOBITh
1apoJIby», KOTpUMaiTe MpU3» TOIIIO;

YBaXXHO YMTaTH CUCTEMHI/Opay3epHi rmonepeKeHHs .

8.2. 3abopoHs€eThC:

TMIEPEXOIUTH 3a IMiJO3PIIMMU MOCWIAHHAMY, Y T.4. ckopoueHumu URL (bit.ly,
tinyurl ToI10) HEBIIOMOIO OXOIYKEHHS,;

CKaHyBaTH QR-koau HEBIZIOMOTO TIOXOPKEHHS ISt
aBTOPHU3aLll/BXOAy/IIATEXKiB;

BBOJIUTH CIIy>O0BI apoJii Ha CTOPOHHIX pecypcax.



9. 3oBHimHi HoCii, 06MiH (aiiiamu Ta XMapHi cepBicu

9.1. 3abopoHseTnes:

MiAKITIOYaTH 10 CIy>k00BOTO [1IK 0cOOHUCTI Gner-
HaKOMMYyBavi/AUCKK/TeneOHH 1T KOMiOBaHHS JaHUX 6e3 103BOY;

KOmitoBaty ¢iryxk00By iHOpMaLLito Ha 30BHILIHI HOCIT «UI 3py4HOCTIM;

BHKOPHUCTOBYBATH OCOOMCTI XMapHi CepBiCH/MeCeHIKEPH/0COOUCTY MOIUTY s
nepezadi cyk00BUX (aiiiB ab0 MepCOHATBHUX JaHUX.

9.2. O6min daitnamu 31ilicHIOETbCS Yepe3 103BoJIeH] Paoro kaHam Ta cepBicH.

10. ITepconanbHi naHi Ta cayxGoBa indopmauis

10.1. OOpobka mnepcoHaNbHUX JOAHWUX 3IIMCHIOECTHCS JIMINE 3a HAsSBHOCTI
3aKOHHMX ITIICTaB Ta y MeXaXx ClyKOOBHX ITOBHOBAXKEHb.

10.2. Ilepen BinmpaBkoro/mepenauero okyMeHTiB KoprcTysau 30608’ a3aHUii:

nepeBipUTH anpecara (iB) i BKIIaJEHHS;

3abe3neunTy MiHiMi3alio ganux (He rnepeaaBaTH 3aiBe);

3a NOTpeOH MOroAuTH crocid mepedadi 3 BiAMNOBIIAIBLHOIO OCOOOI0 3 MUTAHb
iHpopMaliiiHOI Ge3neku Ta Kibep3axucry.

10.3. 3abopoHseTnes:

IiepelaBaTH MIEpCOHAIIBHI AaHi yepe3 He3axHIleHi a0 HeCaHKIIIOHOBaHi KaHaJIK;

MyOIiKyBaTH/TIOMIKMPIOBATH  Clyk00By iH(poOpMalilo 1032 BHU3HAYEHUMHU

NpoLEypaMHu.

11. PearyBaHHsi Ha KiGepiHUHAEHTH

11.1. O3naku KibGepiHIUACHTY (HEe BUYEPITHO):

TNIOTIepeKEHHSI aHTUBIpyca/CHCTEMH;

CaMOBIJIBHUH 3aIlyCK Mporpam, Migo3piJi BiKHa;

HEMOXXIIUBICTh BIAKPUTH (ailau, 3MiHa 1X pO3IMIKpEHb, MMOBIAOMIIEHHS PO
«BUKYI»;

BUIIaJIKOBE BIJKPHUTTS I1iJO3PiNIOT0 BKJIaIeHHS/TTOCHIIAHHS;

17103pijia aKTUBHICTH y MOILITI/O0TiKOBHUX 3aITHCaX.

11.2. [Tii KopucryBaua npu mizo3pi Ha KibepiHIMIEHT:

11.2.1. IIpunuauty poboTy 3 Mifo3piiumM JucToM/caiiToM/ haiiioMm.

11.2.2. 3abnokyBaru expan (Win+L) a6o 3a BkasziBkoro BianosigansHoi ocobu
3 nuTaHb 1H(opMauiifHoi Oe3nekn Ta Kibep3axucty Bix’eanartu [TK Bix Mepexi.

11.2.3. Buyuu T TOKeH (SIKIIO ITiIKJIIOUEHHH ).

11.2.4. Heraiino noBizomutu BignoigansHy ocoGy.

11.2.5. He BHKOHyBaTH CaMOCTIHHHUX «pEMOHTHHMX» Jiii 0e3 BKa3iBKH
BignosinansHoi ocobu (He nepeBcranoBimoBat OC, He BUAANATH (Gaiiin «HaoCHin»).

12. BianoBigajbHicTh

3HHUINEHHS 200 TOpyIIeHHs BUMOT Li€i [HCTpyKuii, MpaliBHUKK arnapary CeJIMIIHOL
pamd Ta 1I BHUKOHAaBYMX OpraHiB HECYTh BIANOBIAAIBHICTH 3TiTHO 3 YHHHHUM

3aKOHOJABCTBOM Y KpaiHH.



13. IlpukinueBi noJioxkeHHsi

13.1. Inctpykuis Ta mwa6noH nmoBizomieHHs (moxaTok 1 mo IHcTpykwii) mpo
KiOEpIHLMACHT JOBOAUTHCS 0 BiJOMa MPALiBHUKIB I1iJ] TTiITHC.

13.2. IncTpyKTaXxi Ta CUCTEMaTH4HI TPEHIHIY 1100 KiGepririeHu MpoBOAAThLCS
Ta (QiKCYIOTbCS YIIOBHOBaXEHOIO 0c000I0 3 IUTaHb KibepOe3IeKkH, 30kpema:

IICJI NPU3HAYEHHS/HAOYTTS TOBHOBAXXEHb - MIPOTATOM OJHOTO KaleHAapHOIo
MICSILIS;

He piAlme OAHOro pasy Ha piK NMPOTATOM YChOTO CTPOKY IepeOyBaHHS Ha
M0Cai/CTPOKY ITOBHOBa)KEHb;

Ticis 3HaYHOTO KibepiHIMaeHTy/KibepaTaky - POTATOM OJHOTO KaJeHIapHOro
MiCsILIs,;

3a IOTpedu - 3a pe3yIbTaTaMu aHaJi3y PU3HKIB.

13.3. KoHTposnb 3a NpOBENEHHSM IHCTPYKTaXiB/TpEHIHTIB Ta 30epiraHHSIM
MiATBEpAHUX  MaTepiamiB  (KypHAJIH/CIIUCKH/TIPOTOKOJH/CepTUGIKATH  TOLIO)
3I1ACHIOIOTECS YTIOBHOB)XXEHOIO 0CO00I0 3 MMUTaHb KibepOe3mneKy.



Jlonarok 1
1o [acTpykii

IIaG0H moBigomaeHHs npo KidepinuuaeHT (s Kopuerysaua)
1. Jlara/gyac nmomii:
2. BukonaBumit opran/mixpo3ain:
3. IIb Kopucrysaua, nocana:
4. KonraktHuit TenedoH:
5. Onme nogii (1o came cranocs):
6. Ilxepeno (nuct/caiit/¢aiin/USB/inmue):
7. Anpeca caiity/Tema nucra/iM’s daitny (3a HasBHOCTI):
8. Sxki It BXKE BHUKOHAHO (Win+L, BiJI’ € THAHHS Mepexi TOIIO):

9. Uu 6yB ninxmouenuii tokeH 3 KEIT (tak/Hi):
10. CxpuntoTs/daitnu (3a MOXKIHBOCTI):

BaxkimBo: He HamarailiTech CaMOCTIHHO HAlaro/PKyBaTH CHCTeMY (HE MEpEBCTAHOBIIONTE
onepaliifHy cucTeMy, He BUIAJIsiTe (ailiin HaBMAaHHS) - 11€ MOXe YCKJIaJHUTH PearyBaHHs.



