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IHCTPynqr.fl
3 AorprrMaHHq rrpaBrrJr rci6ep6eureKrr ra urrOponoi ririenr Arq upaqinuHrcin
ceJIlIuIHoi pa4u ra iT BIrKoHaBrrHx oprauin TeoQino.nscrrcoi ce.nuulnoi pagu

Xrue.n ru u ubxoro pa fi ouy Xrue.n ru n qs rcoI o6.na cri

Incrpyrqix : rci6ep6esuexu ra qrzQponoi ririesv All.fl npaqinHuxir cenrauluoi

PaAu ra if BI{KoHaBrILIx opraHin TeoSiuomcrroi cenr4rrlHoi pa1u XuelruuubKoro
pafiouy XuelrHuqrroi o6racri (aa-ui - IHcrpyxqix), pospo6lena siAnosiAHo Ao
3axouy Vxpaiuu sia 05 xoBrH{ 2017 poKy }lb2l63-VIII <flpo ocHosHi 3acailvr
sa6esneqeHH, xi6ep6e:nerra VrpaiHu> (i: svrinaMr{ ra AorroBHeHu.auz), a raKox
rocraHoB Ka6iuery MiHicrpin Yrpainu eiA 08 xoerHs,2025 poxy Ns128l dlpo
3arBepAxeHH.l flopr4ry npoBeAeHHfl incrpyxtaxis ra cr4creMarr4r{H}rx rpeninrin
IIIoAo ri6epririeHl,I> ra sh 29 6epesHr 2006 poKy }lb373 ullpo 3arBepAxeHHq
MiniuanrHux BLIMoT Ao 3axl4cry iHQopuaqifiuzx, eJreKrpoHHr4x KoMyniraqifiHux,
in$opuaqifi uo-xouyuiraqifi rulx ra rexHoJrori.rHux cprcreM)).

1. Tepvriur{ Ta cKopoqeHHfl
IKC - inQ oprraaqi fi no-xorvryn i xaqi fi ua cr4creMa.

KC3I - KoMnJreKcHa cr{creMa 3axucry in$opr'aauii (sa
Haf, BH<lcri/nupona4Nenni).

KEII - xnani$ironauufi eneKrpoHHufi uiAuuc.
]lK - rrepcoHilJrsuuit xolrn'rcrep.
'foxeH - 3axr4ruesuir uocifi oco6ucrux xmo.{is (saci6 KEIUneqarxu),

[prr3Harrenuit Atrs, s6epiranns oco6ucroro KJrroqa ra 3axr4cry AaH:ax.
URL - aApeca pecypcy n Iurepueri.
I(i6epinqr4AeHr - no4ir, tqo Moxe csiA.{urn rrpo ropyrreHH-,r xi6ep6esnexu.
Ki6eparara - yrr,rucnufi BrrJruB Ha IKC 3 Meroro rropyueHH.s

xonSi4enqifi nocri/rlinicrrocri/4ocryunocri.

2.3arataui no.noxeHHfl
2.1. Incrpyxqiq nra:Ha.rae lainiuanrui o6os'ssxoei Br4Mortr r<i6epririeHr 't'a

6esneqHoi po6orra Arg ncix npaqinunxin celuulnoi pa4u ra iT suxoHaBr{Hx opraHin
(gani - Kopncrynaui) Teo{inomcrroi cenr4rlHo\ pagu XlremnurlbKoro pafiouy
Xuelsuuqrroi o6nacri (.qani - PaAa).

2 .2. Iacrpyrqix 3acrocoBy€rbcs Ao ec ix sunaAxir Br4Kopr4cr aHHs.:



crarlioHapHr.rx [IK/Hoyr6yxis/nraHx]eris ra inruux upucrpoiB, IrIo HaJlexarb

Paai a6o uiArmo.reui .qo ii pecypcin;
po6ouoi eJlexrpoHuoi noruru;
MepexeBlrx pecypcin, Safirou4x cxoBr4rrl, 6a3 AaHIlx, iH$oprr,raqifinax cLIcreM;

Mepexi InrepHer y cIIyx6oBI4x I{iJIflx;

saco6is KElVenexrponnoi reqarKl4.
2.3, Mera Iucrpyxqii - gano6irauss:

nurory/erpari nepcoHELnbHLIx AaHIlx ra cnyx6onoi inSopuaqii;
uecaHrrlioHoBaHoMy Aocryrly ao IKC;
urriAlranoMy nporpaMHoMy BnnvBy (nipycu, TpoflHI4, rura$pynanbHrlKtt rouro);
nopyrreHHro opraHisaqifi H rax ra rexni.rHl4x 3axoAi e saxu cry i HS oprra auii.

3. VuonuoBaxeHa oco6a 3 rIHTaHb xi6ep6eulercH:

3.1. YnosHoBaxeHa oco6a 3 ruraHb ri6ep6esueKl{ opraHieonye inQopr'aynaHHfl,

ropucrynauia rpo ropf,AoK nosiAoNaneHH, IrIoAo xi6epiHquAeHris ra upnfirraae

nepnuuHi nosiAoN,IreHHr.
3.2. Kopncryna.r go6os'sgaHufi nerafiHo uosiAoNdrsru upo o3HaKIa

xi6epinquAeHry yrroBHoBaxeHy oco6y 3 rurraHb ri6ep6esnerra. .f,rulo yrloBHoBaxeHa

oco6a rr,rMrracoBo HeAocry[Ha - uosiAor\,IJlfferbcs 6esuocepeanifi repinuur.

4. O6.nircosi sauucll, aBTeHTuSircaqir ra napo.ni

4. I . KopucryBaq so6os'ssaHnft :

[pauroBarr,r Jrurrre nig BJTacHI,IM po6ouurvr o6nixoslaN,t 3anHCoM

(Windows/norura/cepnicu) ;

He nepeA aBurur noriuz/naponi/xoAra n i4rnep.uxeH Ht i n ut u vt oco6arnl ;

Br{KopucroByBarl4 6araro$aKropHy anreHruQixaqiro (MFA) raM, Ae BoHa

BnpoBaAxeua/4ocryuua;
nerafino uosiAor\aurra BiAnoni4anrHy oco6y y pa3i ni4o:pn KoNtrpoMerauii

o6rixosoro 3anl4cy.

5. Besne.ura po6ora s po6ovnu uicuervr i npucrpoflMl{
5. 1 . KopucryBatl :o6os'.sgaHufi :

6noxynau4 eKpaH npu nigxoli sia po6ouoro Ivricqs (Win + L);
BI{KOHyBaTLI [epe3aBaHTaXeHHq Ta BCTaHOBJIeHHfl OHOBJIeHb, I(OJIH IIbOfO

Br.rM arae cucr ervlal a4rra i H i crp arop ;

AOTpr,rMyBATVCfl, rrpr4HrlHny ((rrncTofo cTony): He 3aIII4UtATVI

AoKyI\IeHTer/nocii/roKeHI4 6es Harlx4y.
5.2.3a6opoHf,erbcq:
cauocrifiuo BcraHoBJrtosarulsu1utflTkr rlporpaMHe ga6egue'IeHnq a6o

sN,riurcsarl4 cllcreMni salaruryBaHHfl 6e: go:noly ;

Br,rMr4Karr{/sNaiHrcnarr4 HzlnarrrryBaHHfl aHrranipycHoro 3axl4cry, 6pan4rvrayepa,

saco6is KoHrponrc Aocryny;
Br4KopgcroByBaru neniqensifiHe rrporpaMHe sa6esne.{eHHq, neeiloN,Ii

po3ruupeHrux fpayzepa.



6. KE[I, ToKeHH ra KpHrrrorpaQiuni saco6r
6. l. KopucryBarr so6os'ssaHufi :

BI{KopI,IcroByBarI4 BI4KJrrorrHo ocoluqui,r KEII i oco6racrufi roKeH (ga
naxnuocri);

sa6esue.{r4rr4 Hepo3roJrorueHHa uapoilfl A0 ToKgHa;

ai4'eguynaru roKeH nicns nignucylanrenru$ixauii ra :6epira'rra fioro y
6egue.rHonay uicqi.

6.2. y pa:i nrparu/nourxo4xeuux/ui4ospu KoMrrpoMeraqii roKeHa a6o KElt
Kopucryeaq nerafino noei4oMJlr€ 6esnocepeAHboro xepinnuxa ra yroBHoBaxeHy
oco6y.

6.3. 3a6opoH{€rbcq:
rr epeAaB arr.r ro xeulKElVxnro.r i/n apon i rperi u o c o 6 au ;
ronircsarz oco6ucri xffo.ri Ha inrui nocii a6o s6epirarra ix y

xuapi/nourri/ueceHAxepax.

7.Po6ora 3 eJreKTpoHHoK) rrotrrroK) ra QiruuHr
7.1. Po6oqa eneKrpoHHa rlolrlra Bl,rKopr4croByerbcfl y cnyx6onux qirrx.
7 .2.3a6opoHrerbcf,:
BHKopI4croByBarI,I cnyx6ony eJreKrpoHHy rrorxry An, peecrpaqii na. cropolluix

cepni cax, corlMepexax, po3cr4JrKax (6e: cnyx6osoi ueo6xiAuocri) ;

ni4xpunaru tucrulsrcta1eusxhocr4JraHHfl s uiAogpinnx aApec a6o 3

H eTT,TIIOBLMI IOtvt:aJI KO B HMI{ AO M eHaM I,I ;

ni4rplzaarn BKnaAeHHf, : noreuqifi no ue6e3[er{HuMu rvilaMu Qailni a, 3or(peMa:
**.exe,.bat,.cmd, js,.vbs,.scr,.psl,.dll**, a raKox apxieu **.zip/.rarl.7z** z

uenigovroro Axepena.
7 .3. flxllo Jurcr Br4KJrr{Kae ni4o:py:
ue ni4xpuBarld BKJIaAeHH-a ra He rrepexoAr{ Tr4 3a rrocr{JraHH flMu;
3a MoxJII,Isocri sa$ i xcynarrz reMy I agpecy ni4npanuuxa (cxpranruor) ;

uerafiuo uoniAouzrrz BiAnoni4alrny oco6y.
7.4. [oaarKoBo AorlycKa€rbcfl rreperipra Safinin/nocr4JraHb y VirusTotal sx

4onouixuttfi saxiA. IlosurusnIafi pe3ynbrar nepenipxn He rapaHrye noBHy
6e:nequicrr.

8. f urepuer-pecypcr, [ocrrJraHHfl , QR-rcoan
8.1. IIia uac po6orr s IHrepneri Kopucryaaq go6oB'szaruuitt:

uepeaipxrz URL nepeA BBeAeHHqrvr o6nironvx AaHUx;
6yru o6epexruarra ie uoni4oureHHqMu <replainoso uiArsepAurr4)), <oHoniru

rapoJrb)), <orpuuafiTe npr43) Torrlo;
yBaxHo rtvr aru cucreuni/6paysepni uouepe4xeHHq.
8.2. 3a6opoHf,erbc{:
repexoAllrur 3a ui4o:pinuMu rrocr{JraHHf,Mr4, y r..{. cKopoqeHnun L[RL (bit.ly,

tinyurl rorqo) ueni4orr,roro noxoAxeHHq;
cKaHyBaru QR-xoau ueei4orrloro rloxoAxeHHq Lnfl

aBropu 3aqii/nxogy/nnareNin ;

BBorr4rrr clyx6oni uaponi Ha cropoHnix pecypcax.



9.3onniruni uocii, o6rvriu Safi.narrn ra xMapHi cepnicu
9.1. 3a6opoHf,erbcf,:
ni4rlrcuaru Ao clyx6onoro IIK oco6ucri Sneur-

HaKolurrynau i/4racrra/rele s o HH Atrfl, ronircnauH.f, AaHux 6 es .qoanony ;

rouircsaru cnyx6ony iuQopMarlirc ua gonuiuui uosii (AJrfl 3pyrrHocri);
BHKopI{croByBarI4 oco6ucri xrraapui cepnicu/ueceHAxepulocolucry roury AJrfl

uepe4avi cnyx6onnx Qafinin a6o uepcoH€rlrbHr4x AaHHx.
9.2. O6win Qafinaura s4ificnro€rbcq r{epe3 Ao3BoneHi Paaoro KaH€uru ra cepaica.

10. Ilepcoua.nrui qani ra c.nyx6oaa iuQopuaqin
10.1. O6po6xa nepcoH€InbHl4x AaHr4x sAificHroerrcs Jrr4ue 3a HaqsHocri

3aKoHHrdx ni4cran ra y Mexax cryx6oBr{x rroBHoBaxeHb.
l0.2.Ilepe.{ ni4npaaxoro/uepe4arrerc AoKyMeHrin KopucryBaq go6os'sgauuir:
uepenipuru aApecara (in) i nrna4euru;
ga6esue.rurpr vrisiuisaqiro AaHHx (ne uepe4 aBaru safi ne) ;
3a rlorpe6u uoro4LITH croci6 uepe4a.{i : siAuoniAa-uruoro oco6oro 3 rr}rraHb

inQoprr,rarlifi noi 6esneru ra ri6eps axucry .

ny6n i ryn aru I toruuplo B arr.r

npoqe/qypaMr4.

10.3. 3a6opoHrerbcf,:
rlepeAaBarl{ [epcoHanrui 4aHi.repe3 He3axr4rrleni a6o uecanrqiouosaHi KaH€urH;

cnyx6ony iu$oprvrauiro rro3a Br43HaqeHHMr4

11. PearyBaHHq na rci6epiuullAeurn
I 1.1. Osnaxu r<i6epinqr.rAeury (ne nu.repnHo):
ronepeAxeHHfl aurranipy cal cwcr. etru;
cauonimuufi sanycK rrporpau, nigoepini nixHa;
HeMoxJrusicm ni4xpuru $aiuru, sr\aiHa ix po:ruupeHb, uosiAor\aneHH, [po

(Br4Kyrr);

B Hn aAKo B e ni4 xp rarrr u i4 o:p i Jro ro B KJr aAeH H tl no cutaruur^;
i4ospina axrrsHicrb y norxri/o6nixoe vx 3auucax.
11.2. [ii KopncryBaqa upn nigo:pi na xi6epiuqrEAeHr:
I 1 .2 . 1 . flpunu Hr4rur po 6 ory s ni4oap iru{M Jrlrcrou/cafi ro u/$ afi n orra.

ll.2.2.3a6noxynarl4 eKpaH (Win+L) a6o sa sxa3isxoro Biauoeiaa.nrsoi oco6u
3 rllaraHb iH$opuaqifisoi 6esueru ra xi6ep:axr4cry siA'eAHaru IIK nia rtrepexi.

II.2.3. Bnnyunru roKeH (,rcrqo niAxnroqenuft).
1I.2.4. Herafiuo noni4onzrz Bi4noni4anruy oco6y.
II.2.5. He BuKoHyBarI{ calaocrifisux (peMoHrHHx) Aif4 6es sxa3isxpr

Biruonilalruoi oco6u (ue nepencraHoBJrroBaru OC, ne B:a1aJrflru $afim <Haocrin>).

12. BitnoniAa.nsHicrs
12.l.3a ropyrreHHr, IrIo rprr3Benr4 Ao BHroKy xouSiaeuqifinoi iuQopuauii, it

3HlIureHHs a6o ropyrreHH, Br4Mor qiei Iucrpyxqii, npaqinuaKu ailapary celuuluoi
PaAu ra iT BLIKoHaBrrrrx oprauin Hecyrb eilnosiAanruicrs griAuo 3 rrrrHHprM

3aKoHoAaBcrBoM Yr<painu.



13. Ilpurciuqesi roro)KeHHq
13.1. Iucrpyrqis ra rua6lou uonigouleHHf, (4ogarox I Ao Iscrpynuii) upo

ri6epiuquAeHr AoBoAr.rrbc.rr Ao ni4onaa npaqinuuris nil niAnuc.
13.2.Iuctpyrraxi ta cprcreMaruvui rpeninrra rqoAo xi6epririeHu npoBoAflrbc{

ra Qixcyrorbcfl yrloBHoBaxoHoro oc060rc 3 [r4TaHb xi6ep6esneKr4, 3oxpeMa:
nicnx [pl{3Haqeruutlua6yrrfl rroBHoBaxeHb - rrporrroM oAHoro Ka.j]eHAapHoro

uicrqx;
ue pi4rue oAHoro pa3y Ha pix uporflroM ycboro crpoKy uepe6ynannr Ha

uocagi/crpoKy rroBHoBaxeHb;
niclq 3HarrHoro xi6epinqr.r4eHry/xi6eparaxr4 - nporrroM oAHoro KaneHAapHoro

ruicxqr;
:a uorpe6u - 3a pe3ynbraraMr4 anani:y pu:uxin.
13.3. Kourpom 3a rrpoBeAeHHf,M incrpyxraxin/rpeuiHrin ra :6epiranuru

ni4raep4nrax uarepianin (xypnanu /cnucxulnporoKonH/cepru$iraru roulo)
a4ificnrororbcf, yrroBHoBa)KeHorc oco6oro 3 rrprraHb xi6ep6e:nexu.



Aoaarox I
ao Incrpyxuii

IIIa6nou uosiAorvureHHq npo rci6epiHuuAeHr (ars Kopucrynaua)
7. flaml,nc notii:
2. Buronasuufi oprau/nilpos.{ir:
3. IIIE Kopucrynaua, ilocaAa:
4. KoHraxruufi rele(fou:
5. Ouuc uoaii (qo caue cra;rocr):
6.,{xepero (trucr I cafir lQafirfu SB/iurue) :

7 . Agpeca cairryheva tucralirur's. Safiny (sa narnnocri):
8. -f,xi aii Bxe BuKoHaHo (Win+L, niA'eAnannr uepexi rorqo):

9. 9n 6yn niAxlrcqeulrfi rorcen s KEII (rar</ni):
I 0. CrpuHur orul $airtu (sa uoxrr.rnocri) :

BaxflHeo: He HaMarafirecr cauocrifiHo HanaroAxyBarr.r crrcreury (ue repeBcraHosrrofire
onepaqifiny cplcreMy, ne rurarsfire (pafim uanuauur) - rle Moxe ycKnaAHrrrr4 pearyBaHH.s.


