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Introduction
This document explains how we use your personal data.
Snnug Insurance is committed to ensuring the privacy of our clients and other people
that we have dealings with. In this policy we explain how we hold, process and retain
your personal data.

How we use your personal data
This section provides information about:
•
•
•
•

What personal data we hold and process
In respect of personal data that we did not collect from you directly, where we
obtained that data from, and what types of data we have collected
The purposes for which we may process your personal data
The legal ground on which we process your data

Contact Data
We may process contact details that you provide to us (“contact data“). This
contact data may include your name, address, telephone number, and email
address, and will be provided by you verbally, via a national network of Broker
partners or through our websites. We may use this contact data to contact you to
discuss your insurance needs, administrate claims/losses/complaints and how we
performed and functioned for you. The legal basis for this processing is our
legitimate interest in ensuring the efficient administration and continued function of
our services.
We will pass information as required to various partner service providers,
professional advisers and Third parties as required for performance of the contract in
either producing an insurance quotation or ongoing arrangement of the policy.
Profile Data
During the course of providing services to you, you may provide us with biographical
information about yourself (“profile data”). This profile data may include your date
of birth, marital status, home address, length of residence in the UK, number of
children, employment details, claim history (including details about any claims you
have been subject to), details about any previous insurance policies you may have
taken out, and details about any vehicles you own or drive.
We will use this data to provide you with a contract of insurance, and for providing
our services to you. The profile data may be processed in this way for the purposes
of performing our contract with you.
We will pass information as required to various bodies, partner service providers,
professional advisers and Third Parties.
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Sensitive Personal Data.
During the course of using our services and providing us with information in order
for us to arrange an insurance contract for you, you may provide us with sensitive
information about yourself (“sensitive data”). This sensitive data may include your
medical history, and details of any previous convictions you may have had. We may
use this data to provide you with insurance. However, we will only process this
sensitive data if you consent to us doing so.
Website Data
We may process data about your use of our website and services (“website data“).
The website data may include your IP address, geographical location, browser type
and version, operating system, referral source, length of visit, page views and
website navigation paths, as well as information about the timing, frequency and
pattern of your service use. The source of the website data is our analytics tracking
system. This website data may be processed for the purposes of analysing the use
of the website and services.
The legal basis for this processing is our legitimate interests, namely monitoring and
improving our website and services.
Correspondence Data
We may process information contained in or relating to any communication that you
send to us (“correspondence data“). The correspondence data may include the
communication content associated with the communication. The correspondence
data may be processed for the purposes of communicating with you and recordkeeping.
The legal basis for this processing is our legitimate interests, namely the proper
administration of our website and business and communications with users.
Other processing activities
In addition to the specific purposes for which we may process your personal data set
out above, we may also process any of your personal data where such processing is
necessary for compliance with a legal obligation to which we are subject, or in order
to protect your vital interests or the vital interests of another natural person.
Please do not supply any other person’s personal data to us, unless we prompt you
to do so or have entered into a written data processing agreement with you.
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Providing your personal data to others
Our partner service providers
We may disclose your data to the insurers, and other partner organisations that we
work with.
Our professional advisors
We may disclose your personal data to our professional advisers insofar as
reasonably necessary for the purposes of managing risks, obtaining professional
advice and managing legal disputes.
Where we provide your personal data to any third party
Where we share your personal data with any third party, we will ensure this
processing is protected by appropriate safeguards including a suitable data
processing agreement with that third party.
To comply with legal obligations
In addition to the specific disclosures of personal data detailed above, we may also
disclose your personal data where such disclosure is necessary for compliance with a
legal obligation we have to comply with, or in order to protect your vital interests or
the vital interests of another individual.

Transfer of your personal data outside of the European Economic Area
Where your personal data is transferred outside of the EEA, we will ensure that
either (a) The European Commission has made an “adequacy decision” with respect
to the data protection laws of the country to which it is transferred, or (b) we have
entered into a suitable data processing agreement with the third party situated in
that country to ensure the adequate protection of your data. In all cases, transfers
outside of the EEA will be protected by appropriate safeguards.

Retaining and deleting personal data
Personal data that we process for any purpose or purposes shall not be kept for
longer than is necessary for that purpose or those purposes. However, we may
retain your personal data where such retention is necessary for compliance with a
legal obligation to which we are subject, for our legitimate interests, or in order to
protect your vital interests or the vital interests of another natural person. Details of
our retention periods can be found in our Retention Policy a copy of which is freely
available on request at any time by emailing DPO@KGMUS.co.uk
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Amendments
•
•
•

We may update this policy from time to time by publishing a new version on our
website.
You should check this page our website occasionally to ensure you are happy with
any changes to this policy.
We may notify you of changes to this policy by email or mail.

Your rights
You may instruct us to provide you with any personal information we hold about
you; provision of such information will be subject to:
•
•

your request not being found to be unfounded or excessive, in which case a charge
may apply; and
the supply of appropriate evidence of your identity (for this purpose, we will
usually accept a photocopy of your passport certified by a solicitor or bank plus an
original copy of a utility bill showing your current address).

We may withhold personal information that you request to the extent permitted by
law.
The rights you have under data protection law are:
•
•
•
•
•
•
•
•

the
the
the
the
the
the
the
the

right
right
right
right
right
right
right
right

to
to
to
to
to
to
to
to

access;
rectification;
erasure;
restrict processing;
object to processing;
data portability;
complain to a supervisory authority; and
withdraw consent.

Your right to access your data
You have the right to ask us to confirm whether or not we process your personal
data and, to have access to the personal data, and any additional information. That
additional information includes the purposes for which we process your data, the
categories of personal data we hold and the recipients of that personal data. You
may request a copy of your personal data. The first copy will be provided free of
charge, but we may charge a reasonable fee for additional copies.
Your right to rectification
If we hold any inaccurate personal data about you, you have the right to have these
inaccuracies rectified. Where necessary for the purposes of the processing, you also
have the right to have any incomplete personal data about you completed.
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Your right to erasure
In certain circumstances you have the right to have personal data that we hold
about you erased. This will be done without undue delay. These circumstances
include the following: it is no longer necessary for us to hold those personal data in
relation to the purposes for which they were originally collected or otherwise
processed; you withdraw your consent to any processing which requires consent;
the processing is for direct marketing purposes; and the personal data have been
unlawfully processed. We will analyse each request for erasure and we will agree if
there is no legitimate reason to retain the data to the normal retention period, at
which point we will instruct anonymisation of the data.
Your right to restrict processing
In certain circumstances you have the right for the processing of your personal data
to be restricted. This is the case where: you do not think that the personal data we
hold about you is accurate; your data is being processed unlawfully, but you do not
want your data to be erased; it is no longer necessary for us to hold your personal
data for the purposes of our processing, but you still require that personal data in
relation to a legal claim; and you have objected to processing, and are waiting for
that objection to be verified. Where processing has been restricted for one of these
reasons, we may continue to store your personal data. However, we will only
process it for other reasons: with your consent; in relation to a legal claim; for the
protection of the rights of another natural or legal person; or for reasons of
important public interest.
Your right to object to processing
You can object to us processing your personal data on grounds relating to your
particular situation, but only as far as our legal basis for the processing is that it is
necessary for: the performance of a task carried out in the public interest, or in the
exercise of any official authority vested in us; or the purposes of our legitimate
interests or those of a third party. If you make an objection, we will stop processing
your personal information unless we are able to: demonstrate compelling legitimate
grounds for the processing, and that these legitimate grounds override your
interests, rights and freedoms; or the processing is in relation to a legal claim.
Your right to object to direct marketing
You can object to us processing your personal data for direct marketing purposes. If
you make an objection, we will stop processing your personal data for this purpose.

snnug Insurance is a brand name for business written by KGM Underwriting Services Limited. KGM
Underwriting Services Limited is authorised and regulated by the Financial Conduct Authority, FCA Firm
Reference Number 799643
6

Your right to data portability
Where you have given us consent to process your personal data for the performance
of a contract, you have a legal right to receive a copy of the personal data we hold
about you. We will not be accepting Data Portability files from other third party
companies/individuals. When a data request is made of us we will make available all
applicable personal data to you in a .CSV file or alternative machine readable format
agreed by us to be passed to the appropriate third party on your instruction. We will
not however process your data in this way if we believe that it may pose a threat to
the security of the data.
Your right to object for statistical purposes
You can object to us processing your personal data for statistical purposes on
grounds relating to your particular situation, unless the processing is necessary for
performing a task carried out for reasons of public interest.
Automated data processing
To the extent that the legal basis we are relying on for processing your personal
data is consent, and where the processing is automated, you are entitled to receive
your personal data from us in a structured, commonly used and machine-readable
format. However, you may not have this right if it would adversely affect the rights
and freedoms of others.
Complaining to a supervisory authority
If you think that our processing of your personal data infringes data protection laws,
you can lodge a complaint with a supervisory authority responsible for data
protection. You may do this in the EU member state of your habitual residence, your
place of work or the place of the alleged infringement.
Right to withdraw consent
To the extent that the legal basis we are relying on for processing your personal
data is consent, you are entitled to withdraw that consent at any time. Withdrawal
will not affect the lawfulness of processing before the withdrawal.
Exercising your rights
You may exercise any of your rights in relation to your personal data by written
notice to us in addition to the other methods specified above.
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Our Cookie Policy
What is a cookie? Visitors to our websites
A cookie is a small text file that is placed on your hard disk by a web page server.
Cookies cannot be used to harm your computer, they cannot run programs or
deliver viruses to your computer. Cookies are uniquely assigned to your computer,
and can only be read by a web server in the domain that issued the cookie to you.
Our Cookies
Our cookies don’t store sensitive or personally identifiable information such as your
name, address or credit card details: they simply hold a unique ‘key’. We do use
encrypted information gathered from them to help improve your experience of the
site. For example, they help us to identify and resolve errors, or to help us work out
the best user interface for our insurance process.
Types of Cookie
Cookies can be referred to as session cookies or persistent cookies, depending on
how long they are used:
•
•

Session cookies only last for your online session and disappear from your
computer or device when you close your browser.
Persistent cookies stay on your computer or device after the browser has been
closed and last for the period of time specified in the cookie. These persistent
cookies may be checked each time you visit the site where the cookie was
generated or, in the case of third-party cookies, from another site that also uses
the same service.

Below is a list of the main cookies we use, and what we use them for.
•

Essential cookies - These are cookies that are enabled for all our customers to
ensure that our website works properly.
➢ Google Analytics (any cookie beginning with _utm) – These cookies allows us
to collect anonymous information about how visitors are using our website
including where they drop-off and which device/browser they came from.
➢ Google Analytics (Demographics and Interest Reporting) – This cookie allows
us to use anonymous data from Google’s interest based advertising or third
party audience data, including demographic information about our visitors
including gender, age group and interests.
➢ Visibility Statistics – We use Visibility Statistics to analyse how users interact
with our website and the content found within it. Mouse movements, mouse
clicks, page scrolling and text entered into search boxes and website forms
may be recorded for statistical reporting purposes and to improve site
usability. The data compiled is for internal use only.
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➢ Google AdWords, DoubleClick, Bing Ads, OMG, Affiliate Window, VE
Interactive, Marin, Facebook – These third party cookies show us how you
found our website and which website you came from. This helps us know
which of our online marketing channels is most effective. They also allow us
to reward some external websites for directing you to us.
•

Non-essential cookies. We use these cookies for online marketing purposes, the
website works without them but we can’t improve our online marketing
effectiveness without them. These cookies can be disabled if you don’t want to
use them.
➢ AdWords Retargeting – These third party cookies let us serve personalised
adverts to you when you’re browsing other websites e.g. reminding you to
return to complete your quote. You can control advert personalisation on
Google and partner websites here:
https://adssettings.google.com/
➢ DoubleClick Retargeting – These third party cookies let us serve
personalised adverts to you when you’re browsing other websites e.g.
reminding you to return to complete your quote. You can control advert
personalisation on Google and partner websites here:
https://adssettings.google.com/
➢ Facebook Retargeting – These third party cookies let us serve
personalised adverts to you when you’re browsing Facebook e.g.
reminding you to return to complete your quote. You can control advert
personalisation on Facebook here:
https://en-gb.facebook.com/ads/settings
The advertisements that you see displayed on our sites are delivered on our
behalf by certain third party advertising companies. No information which
identifies you, for example your name, address, email address or telephone
number, is used to provide this advertising. In order to display advertising most
likely to be relevant to you, these third party advertisers may place or recognize
a unique cookie on your browser. This cookie does not collect personal
information about you nor is it linked to any identifiable information about you.
By using the Services you are consenting to the use of these third party cookies
for these purposes.
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Our details
This website is owned and operated by snnug Insurance.
snnug Insurance is provided by snnug Insurance Services a trading name of KGM
Underwriting Services Limited. KGM Underwriting Services Limited is authorised and
regulated by the Financial Conduct Authority FCA Firm Reference Number 799643.
You can contact us:
•
•
•

by post, using the postal address; St James House 27-43 Eastern Road Romford
RM1 3NH
by telephone, on the contact number published on our website or shown in our
policy documentation
by email, using the email address on our website or shown in our policy
documentation

Our data protection officer
Our data protection officer’s contact details are: DPO@KGMUS.co.uk Telephone:
01993893311 by Post: St James House 27-43 Eastern Road Romford RM1 3NH.
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