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Kidderminster Harriers Football Academy E-Safety Policy
1. Introduction
This E-Safety Policy outlines the responsibilities and measures in place to ensure the safe and appropriate use of digital technologies at Kidderminster Harriers Football Academy (“The Academy”).  The policy aims to protect all members of the academy community, especially children and young people, from online risks and to promote the safe use of digital technologies.
2. Objectives
· To safeguard all members of the Academy from online risks.
· To educate the academy community about online safety and responsible use of digital technologies.
· To establish clear guidelines for the use of digital technologies within the Academy.
· To provide a safe and secure environment for the use of digital technologies.
3. Scope
This policy applies to all members of the Academy community, including staff, students, parents, and volunteers, who have access to and use academy technology resources, both on and off-site.
4. Roles and Responsibilities
Head of Safeguarding:
· Ensure the implementation and regular review of this policy.
· Promote E-Safety across the academy.
· Develop and review E-Safety policies and procedures.
· Provide E-Safety training and support for staff and students.
· Monitor E-Safety incidents and report to the Board / FA as necessary.
Staff:
· Adhere to the E-Safety Policy and promote safe and responsible online behaviour.
· Report any E-Safety concerns to the Head of Safeguarding.
· Integrate E-Safety into the curriculum where appropriate.
Students:
· Follow the academy’s E-Safety rules and guidelines.
· Report any inappropriate online behaviour or content to a trusted adult.
Parents/Guardians:
· Support the Academy in promoting E-Safety and responsible use of digital technologies.
· Encourage and monitor their child’s online activities and behaviour.
5. Education and Training
· Staff Training: Regular E-Safety training sessions for all staff to ensure they understand their responsibilities and the latest online safety issues.
· Student Education: Age-appropriate E-Safety education integrated into the curriculum to teach students about online risks, responsible behaviour, and how to seek help.
· Parent Workshops: E-Safety workshops and resources provided to parents to help them support their children in using digital technologies safely.
6. Acceptable Use
· Students: Clear guidelines on the acceptable use of academy technology, including internet access, mobile devices, and social media. Students must sign an Acceptable Use Agreement.
· Staff: Staff must follow the ICT Policy for technology use, ensuring they model safe and responsible behaviour.
7. Digital Communication
· All digital communication between staff and students should be professional, transparent, and related to academy activities.
· Use of academy-approved communication platforms and tools only.
8. Use of Social Media
· Guidelines for appropriate and responsible use of social media by students, staff, and parents.
· Staff should not accept ‘friend’ requests from students on personal social media accounts.
9. Cyberbullying
· Clear procedures for reporting and responding to incidents of cyberbullying.
· Support for victims and appropriate sanctions for perpetrators.
10. Data Protection and Privacy
· Compliance with GDPR and Data Protection Act 2018.
· Secure handling and storage of personal data.
· Students and staff should understand the importance of protecting personal information online.
11. Monitoring and Reporting
· Regular monitoring of network and internet use within the academy.
· Reporting mechanisms for E-Safety incidents, including an incident log maintained by the E-Safety Coordinator.
12. Policy Review
· This policy will be reviewed annually or in response to significant changes in technology or legislation.
· Feedback from staff, students, and parents will be considered in the review process.
13. Approval
This E-Safety Policy has been approved by the Head of Safeguarding
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