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1. INTRODUCTION
The Information Security Policy states the types and levels of security over the information technology
resources and capabilities that must be established and operated in order for those items to be considered
secure. The information can be gathered in one or more documents.
You can structure policies in as many sections as you identify as valid in your organization. In the example
below, sections have been selected according to best practices and our experience. You may include more
sections as far as you detect more technologies in your company to be addressed with specific policies.
Sections have been written all together in one document. You may as well separate them into
independent policy documents for easier managing, e.g. one for Email policies, other for Internet policies
and so on.
Terms Organization and Tripactions will be used interchanging below in this document.

1.1. Purpose
This Security Policy document is aimed to define the security requirements for the proper and secure use
of the Information Technology services in the Organization. Its goal is to protect the Organization and
users to the maximum extent possible against security threats that could jeopardize their integrity,
privacy, reputation and business outcomes.

1.2. Scope
This document applies to all the users in the Organization, including temporary users, visitors with
temporary access to services and partners with limited or unlimited access time to services. Compliance
with policies in this document is mandatory for this constituency.

1.3. Responsibilities
Roles
Chief Security
Officer

Information Owners
IT Security Team
Users

Tripactions.com

Responsibilities
● Accountable for all aspects of the Organization’s information security.
● Responsible for the security of the platform infrastructure.
● Plan against security threats, vulnerabilities, and risks.
● Implement and maintain Information Security Policy documents.
● Ensure security training programs.
● Ensure platform infrastructure supports Security Policies.
● Respond to information security incidents.
● Help in disaster recovery plans
● Help with the security requirements for their specific area.
● Determine the privileges and access rights to the resources within their
areas.
● Implements and operates platform security.
● Implements the privileges and access rights to the resources.
● Supports Security Policies.
● Meet Security Policies.
● Report any attempted security breaches.
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1.4. General Policy Definitions
List here all the security policies that are global to the whole document and not belonging to a specific
section. Formulate them in direct, understandable terms, avoiding language that can be too technical or
to legal for the common user. Avoid been too specific in procedures or too attached to technology.
Concentrate instead in formulating the policy itself.
You may structure the policies inside this section in subcategories if you think it contributes to the clarity
of the document.
•

•
•
•

Exceptions to the policies defined in any part of this document may only be authorized by the
Chief Security Officer. In those cases, specific procedures may be put in place to handle request
and authorization for exceptions.
Every time a policy exception is invoked, an entry must be entered into a security log specifying
the date and time, description, reason for the exception and how the risk was managed.
All the IT services shall be used in compliance with the technical and security requirements
defined in the design of the services.
Infractions of the policies in this document may lead to disciplinary actions. In some serious cases
they could even led to prosecution.

1.5. Security Policy Enforcement
Employees are encouraged to and shall report any situation in which they reasonably believe another
employee of the Organization may not be adhering to this policy or any other situation in which they
reasonably believe this policy is not being observed. Such reports shall be made to the Chief Security
Officer unless the report directly or indirectly involves the Chief Security Officer, in which case the
employee may report the situation to the Chief Security Officer.
Organization's business depends on strict application of this Policy, and Organization reserves the right to
enforce this policy by any means allowed by applicable law(s), including, but not limited to, disciplinary
actions.

2. IT ASSETS POLICY
2.1. Purpose
The IT Assets Policy section defines the requirements for the proper and secure handling of all the IT assets
in the Organization.

2.2. Scope
The policy applies to desktops, laptops, printers and other equipment, to applications and software, to
anyone using those assets including internal users, temporary workers and visitors, and in general to any
resource and capabilities involved in the provision of the IT services.
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2.3. Policy Definitions
•
•
•
•

•
•

•
•
•

•

•
•
•
•
•

IT assets must only be used in connection with the business activities they are assigned and / or
authorized.
All the IT assets must be classified into one of the categories in the Organization’s security
categories; according to the current business function they are assigned to.
Every user is responsible for the preservation and correct use of the IT assets they have been
assigned.
All the IT assets must be in locations with security access restrictions, environmental conditions
and layout according to the security classification and technical specifications of the
aforementioned assets.
Active desktop and laptops must be secured/locked if left unattended. Whenever possible, this
policy shall be automatically enforced.
Access to assets is forbidden for non-authorized personnel. Granting access to the assets involved
in the provision of a service must be done through the approved Service Request Management
and Access Management processes.
All personnel interacting with the IT assets must have the proper training.
Users shall maintain the assets assigned to them clean and free of accidents or improper use. They
shall not drink or eat near the equipment.
Access to assets in the Organization location must be restricted and properly authorized, including
those accessing remotely. Company’s laptops and other equipment used at external location must
be periodically checked and maintained.
The IT Technical Teams are the sole responsible for maintaining and upgrading configurations.
None other users are authorized to change or upgrade the configuration of the IT assets. That
includes modifying hardware or installing software. Any exceptions to this rule should be
requested via issue tracking system and approved by CSO
Special care must be taken for protecting laptops and other portable assets from being stolen. Be
aware of extreme temperatures, magnetic fields and falls.
When travelling by plane, portable equipment like laptops must remain in possession of the user
as hand luggage unless mandated differently by the airline / authorities.
Whenever possible, encryption and erasing technologies shall be implemented in portable assets
in case they were stolen.
Losses, theft, damages, tampering or other incident related to assets that compromises security
must be reported as soon as possible to the Chief Security Officer.
Disposal of the assets must be done according to the specific procedures for the protection of the
information. Assets storing confidential information must be physically destroyed in the presence
of an Security Team member. Assets storing sensitive information must be completely erased in
the presence of Security Team member before disposing.
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3. ACCESS CONTROL POLICY
3.1. Purpose
The Access Control Policy section defines the requirements for the proper and secure control of access to
IT services and infrastructure in the Organization.

3.2. Scope
This policy applies to all the users in the Organization, including temporary users, visitors with temporary
access to services and partners with limited or unlimited access time to services.

3.3. Policy Definitions
•
•
•
•
•

•
•
•

Any system that handles valuable information must be protected with a password-based access
control system.
Discretionary access control list must be in place to control the access to resources for different
groups of users.
Mandatory access controls shall be in place to regulate access by process operating on behalf of
users.
Access to resources shall be granted on a per-user basis.
Access shall be granted under the principle of “less privilege”, i.e., each identity shall receive the
minimum rights and access to resources needed for them to be able to perform successfully their
business functions.
Whenever possible, access shall be granted to centrally defined and centrally managed identities.
Users shall refrain from trying to tamper or evade the access control in order to gain greater
access than they are assigned.
Periodic revision procedures must be in place to detect any attempt made to circumvent controls.

4. CRYPTOGRAPHY POLICY
4.1. Purpose
The purpose of this policy is to setup the requirements for the use of cryptographic controls over
communication resources with TripActions and ways to ensure classified data is properly secured
throughout its lifecycle.

4.2. Scope
This policy covers security mechanisms for ensuring proper data validation, internal processing, and
integrity of system files related to the application system.

4.3. Policy Definitions
•

Digital certificates shall be used in transactions where there is a requirement for authentication,
non-repudiation, and encryption.
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Encryption keys are the most sensitive type of information, and access to the keys must strictly
be given on need-to-know basis. The encryption keys must not be revealed to consultants,
contractors, or other third parties without prior approval.

5. PASSWORD CONTROL POLICY
5.1. Purpose
The Password Control Policy section defines the requirements for the proper and secure handling of
passwords in the Organization.

5.2. Scope
This policy applies to all the users in the Organization, including temporary users, visitors with temporary
access to services and partners with limited or unlimited access time to services.

5.3. Policy Definitions
•
•
•
•
•
•
•
•
•
•
•

Any system that handles valuable information must be protected with a password-based access
control system.
Every user must have a separate, private identity for accessing IT network services.
Identities shall be centrally created and managed. Single sign-on for accessing multiple services is
encouraged.
Each identity must have a strong, private, alphanumeric password to be able to access any service.
They shall be as least 8 characters long.
Each regular user may use the same password for no more than 90 days and no less than 3 days.
The same password may not be used again for at least one year.
Password for some special identities will not expire. In those cases, password must be at least 15
characters long.
Use of administrative credentials for non-administrative work is discouraged. IT administrators
must have two set of credentials: one for administrative work and the other for common work.
Sharing of passwords is forbidden. They shall not be revealed or exposed to public sight.
Whenever a password is deemed compromised, it must be changed immediately.
For critical applications, digital certificates and multiple factor authentication using smart cards
shall be used whenever possible.
Identities must be locked if password guessing is suspected on the account.

6. EMAIL POLICY
6.1. Purpose
The Email Policy section defines the requirements for the proper and secure use of electronic mail in the
Organization.
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6.2. Scope
This policy applies to all the users in the Organization, including temporary users, visitors with temporary
access to services and partners with limited or unlimited access time to services.

6.3. Policy Definitions
All the assigned email addresses, mailbox storage and transfer links must be used only for business
purposes in the interest of the Organization. Occasional use of personal email address on the Internet for
personal purpose may be permitted if in doing so there is no perceptible consumption in the Organization
system resources and the productivity of the work is not affected.
•
•
•
•

•
•

•

•
•
•
•
•
•

Use of the Organization resources for non-authorized advertising, external business, spam,
political campaigns, and other uses unrelated to the organization business is strictly forbidden.
In no way may the email resources be used to reveal confidential or sensitive information from
the Organization outside the authorized recipients for this information.
Using the email resources of the organization for disseminating messages regarded as offensive,
racist, obscene or in any way contrary to the law and ethics is absolutely discouraged.
Use of the organization email resources is maintained only to the extent and for the time is
needed for performing the duties. When a user ceases his/her relationship with the company, the
associated account must be deactivated according to established procedures for the lifecycle of
the accounts.
Users must have private identities to access their emails and individual storage resources, except
specific cases in which common usage may be deemed appropriated.
Privacy is not guaranteed. When strongest requirements for confidentiality, authenticity and
integrity appear, the use of electronically signed messages is encouraged. However, only the
Information Security Officer may approve the interception and disclosure of messages.
Identities for accessing corporate email must be protected by strong passwords. The complexity
and lifecycle of passwords are managed by the company’s procedures for managing identities.
Sharing of passwords is discouraged. Users shall not impersonate another user.
Outbound messages from corporate users shall have approved signatures at the foot of the
message.
Attachments must be limited in size according to the specific procedures of the Organization.
Whenever possible, restrictions shall be automatically enforced.
Whenever possible, the use of Digital Rights technologies is encouraged for the protection of
contents.
Scanning technologies for virus and malware must be in place in client PCs and servers to ensure
the maximum protection in the ingoing and outgoing email.
Security incidents must be reported and handled as soon as possible according to the Incident
Management processes. Users shall not try to respond by themselves to security attacks.
Corporate mailboxes content shall be centrally stored in locations where the information can be
backed up and managed according to company procedures. Purge, backup and restore must be
managed according to the procedures set for the IT Continuity Management.
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7. INTERNET POLICY
7.1. Purpose
The Internet Policy section defines the requirements for the proper and secure access to Internet.

7.2. Scope
This policy applies to all the users in the Organization, including temporary users, visitors with temporary
access to services and partners with limited or unlimited access time to services.

7.3. Policy Definitions
•
•
•
•

•
•

•
•

The use of messenger type services is permitted for business purposes.
Access to pornographic sites, hacking sites, and other risky sites is strongly discouraged.
Downloading is a privilege assigned to some users. It can be requested as a service.
Internet access is mainly for business purpose. Some limited personal navigation is permitted if in
doing so there is no perceptible consumption of the organization system resources and the
productivity of the work is not affected. Personal navigation is discouraged during working hours.
Inbound and outbound traffic must be regulated using firewalls in the perimeter. Back to back
configuration is strongly recommended for firewalls.
In accessing Internet, users must behave in a way compatible with the prestige of the
organization. Attacks like denial of service, spam, fishing, fraud, hacking, distribution of
questionable material, infraction of copyrights and others are strictly forbidden.
Internet traffic shall be monitored at firewalls. Any attack or abuse shall be promptly reported to
the Chief Security Officer.
Reasonable measures must be in place at servers, workstations and equipment for detection and
prevention of attacks and abuse. They include firewalls, intrusion detection and others.

8. ANTIVIRUS POLICY
8.1. Purpose
The Antivirus Policy section defines the requirements for the proper implementation of antivirus and
other forms of protection in the organization.

8.2. Scope
This policy applies to servers, workstations and equipment in the organization, including portable devices
like laptops and PDA that may travel outside of the organization facilities. Some policies apply to external
computers and devices accessing the resources of the organization.

8.3. Policy Definitions
•

All computers and devices with access to the organization network must have an antivirus
software installed, with real-time protection turned on.
o Antivirus for Mac to be installed on Mac machines.
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Organization’s computers permanently working in other organization’s network may be
exempted from the previous rule if required by the Security Policies of the other organization,
provided those computers will be protected too.
Traveling computers from the organization that seldom connect to the organization network may
have installed an approved antivirus independently managed.
All installed antivirus software must automatically update their virus definitions. They must be
monitored to ensure successful updating is taken place.
Visitor’s computers and all computers that connect to the organization’s network are required to
stay “healthy”, i.e. with a valid, updated antivirus installed.

9. PATCH MANAGEMENT POLICY
9.1. Purpose
The patch management policy ensure that patching and update processes as well as patching technology
selected are effective in keeping the information assets updated. Servers, desktops/laptops and
applications have to be frequently patched to protect against widespread worms and malicious code that
target known vulnerabilities in system.

9.2. Scope
This policy shall be applicable to all operating systems, applications, software installed in Organization
network.

9.3. Policy Definition
The objective of the policy is to ensure timely information about technical vulnerabilities of information
systems is obtained, the organization's exposure to such vulnerabilities is evaluated, and appropriate
patches are implemented after proper authorizations.
•
•

•
•
•
•
•

Vulnerability assessment and system patching is to be performed by Security Team.
All servers, desktop, and laptop systems, including all hardware and software components, must
be accurately listed in the information security department asset inventory to aid in patching
efforts.
Each vulnerability alert must be checked against existing systems and services prior to taking any
action in order to avoid unnecessary patching.
The decision to apply a patch, and within what timeframe, must be done as per the priority and
Classification.
All patches must be downloaded from the relevant system vendor or other trusted sources. Each
patch's source must be authenticated and the integrity of the patch verified.
All patches should be tested prior to full implementation since patches may have unforeseen side
effects.
A back out plan that allows safe restoration of systems to their pre-patch state must be devised
prior to any patch rollout in the event that the patch has unforeseen effects.
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All configuration and inventory documentation must be immediately updated in order to reflect
applied patches.
Audits will be performed to ensure that patches have been applied as required and are
functioning as expected.

10. CHANGE MANAGEMENT POLICY
10.1.

Purpose

The purpose of this policy is to establish management direction and high-level objectives for change
management and control.

10.2.

Scope

This policy applies to all users operating within the company’s network or using company’s Information
resources for the daily operations.

10.3.
•

•

•
•
•
•

•

Policy Definition

A change control process shall be in place to control changes to all critical company information
resources (such as hardware, software, system documentation and operating procedures). This
documented process shall include management responsibilities and procedures. Wherever
practical, operational and application change control procedures shall be integrated.
Change control process shall include the following phases:
 Identification and recording of significant changes; logged change request
 Identification, prioritization and initiation of change
 Impact assessment
 Change approval
 Change testing
 Implementation and release plan
 Change monitoring
 Emergency change
All change requests shall be logged whether approved or rejected on a standardized and central
system. The approval of all change requests and the results thereof shall be documented.
A risk assessment shall be performed for all significant changes and dependent on the outcome,
an impact assessment shall be performed.
All change requests shall be prioritized in terms of benefits, urgency, effort required and potential
impact on operations.
Changes shall be tested in an isolated, controlled, and representative environment (where such
an environment is feasible) prior to implementation to minimize the effect on the relevant
business process, to assess its impact on operations and security and to verify that only intended
and approved changes were made.
All changes shall be approved prior to implementation. Approval of changes shall be based on
formal acceptance criteria i.e. the change request was done by an authorized user, the impact
assessment was performed and proposed changes were tested.
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If the outcome of a change is different to the expected result (as identified in the testing of the
change), procedures and responsibilities shall be noted for the recovery and continuity of the
affected areas.
Specific procedures to ensure the proper control, authorization, and documentation of
emergency changes shall be in place. Specific parameters will be defined as a standard for
classifying changes as Emergency changes.
All changes will be monitored once they have been rolled-out to the production environment.
Deviations from design specifications and test results will be documented and escalated to the
solution owner for approval.

11. LOGGING AND MONITORING
11.1.

Purpose

A log is a record of the events occurring within an Organization’s systems and networks. Logs are
composed of log entries; each entry contains information related to a specific event that has occurred
within a system or network. These system security logs are generated by many sources, including security
software, such as antivirus software, firewalls, and intrusion detection and prevention systems; operating
systems on servers, workstations, and networking equipment and applications.

11.2.

Scope

This policy holds applicable to the all network assets managed by Tripactions,

11.3.
•
•
•
•

•

•

Policy Definitions

Audit logs generated by system components for which user activity audit logging is configured
should be reviewed daily by the Security Team.
The schedule/matrix of audit log requirements and the audit log reports are classified as
confidential information.
System administrators are prohibited from erasing or de-activating logs of their own activities.
Monitoring reports are reviewed frequently by the Security Team and any evidence of system
misuse is reported to the CSO who investigates further, and the disciplinary process may be
invoked.
Audit logs generated by servers/systems/devices must also contain the capability to indicate error
and fault logging. Specifically:
o
All actions taken by any individual with root or administrative privileges.
o
Access to all audit trails
o
Invalid logical access attempts
o
Use of identification and authentication mechanisms
o
Initialization of the audit logs
o
Creation and deletion of system-level objects
The audit trail entries for all system components must record the following:
o
User identification
o
Type of event

Tripactions.com
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o
Date and time
o
Success or failure indication
The clocks of production environment information systems within the Tripactions are
synchronized using an external NTP Server.
All log monitoring systems are placed in a segregated network and protected by the firewall.
Audit logging must be enabled on system where cardholder data is processed.

12. INFORMATION CLASSIFICATION POLICY
12.1.

Purpose

The Information Classification Policy section defines a framework for the classification of the information
according to its importance and risks involved. It is aimed at ensuring the appropriate integrity,
confidentiality and availability of the organization information.

12.2.

Scope

This policy applies to all the information created, owned or managed by the organization, including those
stored in electronic or magnetic forms and those printed in paper.

12.3.
•
•
•
•
•

•

•
•
•
•

Policy Definitions

Information owners must ensure the security of their information and the systems that support
it.
Information Security Management is responsible for ensuring the confidentiality, integrity and
availability of the organization’s assets, information, data and IT services.
Any breach must be reported immediately to the Chief Security Officer. If needed, the appropriate
countermeasures must be activated to assess and control damages.
Information in the organization is classified according to its security impact. The current
categories are: confidential, sensitive, shareable, public and private.
Information defined as confidential has the highest level of security. Only a limited number of
persons must have access to it. Management, access and responsibilities for confidential
information must be handled with special procedures defined by Information Security
Management.
Information defined as sensitive must be handled by a greater number of persons. It is needed
for the daily performing of jobs duties, but shall not be shared outside of the scope needed for
the performing of the related function.
Information defined as shareable can be shared outside of the limits of the organization, for those
clients, organizations, regulators, etc. who acquire or shall get access to it.
Information defined as public can be shared as public records, e.g. content published in the
company’s public Web Site.
Information deemed as private belongs to individuals who are responsible for the maintenance
and backup.
Information is classified jointly by the Chief Security Officer and the Information Owner.
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13. DATA RETENTION, ARCHIVING AND DELETION POLICY
13.1.

Purpose

The Data Retention, Archiving and Deletion Policy section defines the requirements for the proper and
secure handling including archiving and deletion of sensitive customer data the organization may get
access to as part of its business.

13.2.

Scope

This policy applies to all Organization employees and subcontractors who have handle the sensitive
customer information with or without actually accessing the data.

13.3.
•
•
•
•
•
•
•
•
•

Policy Definitions

Information owner shall ensure that data is destroyed after its life.
All archived media having confidential or sensitive information shall be securely destroyed.
Information on storage media like hard drives, or removable media like tape drives, USB drives
shall be formatted if the media is to be reused.
Low level formatting shall be done for hard disk drives of all desktops and laptops before re-using
or sending them for maintenance.
Expired or corrupted storage media like floppy, CDs or tape/optical media shall be degaussed or
erased prior to its disposal.
Erase/Uninstall sensitive data and licensed software totally from equipment prior to disposal.
Media shall be physically destroyed prior to its disposal.
Permanent media such as CDROM and floppy disk shall be defaced by scratching, broken in half,
or shredded before being discarded.
Hard-copy materials shall be crosscut shredded, incinerated, or pulped such that there is
reasonable assurance the hard- copy materials cannot be reconstructed

14. INFORMATION SYSTEM ACQUISITION DEVELOPMENT &
MAINTAENENCE POLICY
14.1.

Purpose

The purpose of this policy is to establish minimal security requirements for information system
acquisition, development and maintenance.

14.2.

Scope

This Policy contained within is applicable to all the authorized partners of The Tripactions including
Interested Parties, Vendors and Third Party Service providers.

14.3.
•

Policy Definitions

The software development lifecycle shall contain information security as a fundamental
requirement within.
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Applications would go through functional testing after any change. The testing must be done
before deploying the application in the production environment.
Formal training program on secure coding shall be established for developers.
All new information systems and services that are acquired, developed or enhanced must undergo
security risk analysis using a formalized process, to ensure that appropriate security controls are
identified and incorporated in them.
Periodic code check/reviews shall be performed. Any vulnerability if encountered shall be
documented.
The developer shall not have access to production environment. Development and testing
environments should redact all sensitive data or use de-identified data.
In case of a developer needs access to production environment for testing purposes, prior
approval from production manager shall be required.
Any software intended for business use, which is not acquired through the formal procurement
process (e.g. open source, freeware, shareware, etc.) must only be used after their respective
software licenses have been reviewed and the software is approved.
Rules for the development of software and systems must be established and applied to
developments within secure development is required to build up a secure service, architecture,
software and system.

15. INCIDENT MANAGEMENT POLICY
15.1.

Purpose

The purpose of this policy is to design and implement an Incident management process to ensure timely
and appropriate response to actual or attempted security incidents and breaches.

15.2.

Scope

This policy is applicable to all employees and contractors and third parties who have access to organization
information and information processing facility.

15.3.
•

•
•

•

•

Policy Definition

The term Incident shall be defined as any irregular or adverse event, which occurs on any part of
the information processing systems like customer data loss, virus infection, and system
unavailability etc.
This policy shall help to minimize the damage from security incidents, malfunctions and helps to
monitor and learn from the security incidents.
Organization shall provide incident response training to organization information system users
consistent with assigned roles and responsibilities before authorizing access to the Tripactions
information system.
Organization shall assign to an individual or team the information security management
responsibility of implementing an incident response plan and to be prepared to respond
immediately to a system breach.
Organization shall track and document agency information system security incidents.
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16. REMOTE ACCESS POLICY
16.1.

Purpose

The Remote Access Policy section defines the requirements for the secure remote access to the
Organization’s internal resources.

16.2.

Scope

This policy applies to the users and devices that need access the organization’s internal resources from
remote locations.

16.3.
•

Policy Definitions

Remote access to the office’s network is not allowed.

17. VULNERABILITY & PENETRATION MANAGEMET POLICY
17.1.

Purpose

The purpose of this policy is, to ensure computer systems attached to the Tripactions are scanning
accurately and timely with security protection mechanisms for known vulnerabilities.

17.2.

Scope

This policy is applicable to internal and external network of Tripactions.

17.3.
•
•
•

•

•
•

Policy Definitions

Tripactions shall act to protect the integrity of its software applications and its other information
assets against the introduction of malicious code (malware).
Periodic Vulnerability assessment of its information assets, network equipment and applications
has to be conducted and all high impact gaps found during the assessment must be fixed
Periodic security testing of the devices in the cardholder environment are conducted (Network
Layer Penetration Tests). Scans are repeated until clean results are obtained
o Results are deemed clean by either lack of gaps or explicit justification approval of gaps
by CSO
o AWS components scanning performed by Amazon
o CloudFlare components scanning performed by CloudFlare
Any major changes in the platform environment have to be followed by vulnerability assessment
and penetration testing. These penetration tests conducted on quarterly basis:
o
Network Layer Penetration Tests
o
Application Layer Penetration Tests
Application Layer Penetration tests will be carried out by Third Party
Network Layer Penetration Tests may be conducted by either Third Party or internally
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18. INFORMATION SECURITY AWARENESS, EDUCATION AND
TRAINING
18.1.

Purpose

Development of knowledge, skills and attitudes enhances the performance of staff in their current tasks
and prepares them for the emerging roles to which they will need to adapt. The purpose of this procedure
is to create standard procedure for managing training in Tripactions.

18.2.

Scope

This policy applies to the all Tripactions employees and services providers/contractors.

18.3.
•

•
•
•
•
•

Policy Definitions

All employees of the organization and contractors shall receive appropriate awareness education
and training and shall be regularly updated on organization policies and procedures, as relevant
to their job functions and PCI scope components.
An information security awareness program shall aim to make employees and contractor aware
of their responsibilities for information security.
The awareness program shall be established in line with the organization security policies and
procedures.
Information Security awareness trainings programs for all employees shall be imparted through
Intranet, security posters or induction
Records of the training programs conducted shall be maintained
Training shall happen periodically to meet Tripactions needs

19. OUTSOURCING POLICY
19.1.

Purpose

The Outsourcing Policy section defines the requirements needed to minimize the risks associated with the
outsourcing of IT services, functions and processes.

19.2.

Scope

This policy applies to the organization; the services providers to whom IT services, functions or processes
are been outsourced, and the outsourcing process itself.

19.3.
•
•
•

Policy Definitions

Before outsourcing any service, function or process, a careful strategy must be followed to
evaluate the risk and financial implications
Whenever possible, a bidding process might be followed to select between several service
providers
In any case, the service provider shall be selected after evaluating their reputation, experience in
the type of service to be provided, offers and warranties
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Audits will be conducted to evaluate the performance of the service provider’s provisioning of the
outsourced service, function or process. If the Organization has not enough knowledge and
resources, a specialized company shall be hired to do the auditing
A service contract and defined service levels must be agreed between the Organization and the
service provider
The service provider must get authorization from the Organization if it intends to hire a third party
to support the outsourced service, function or process

20. ANNEX
1.1. Glossary
Term
Access Management

Definition
The process responsible for allowing users to make use of IT services, data or
other assets.

Asset

Any resource or capability. The assets of a service provider include anything
that could contribute to the delivery of a service.
Formal inspection and verification to check whether a standard or set of
guidelines is being followed, that records are accurate, or that efficiency and
effectiveness targets are being met.
A security principle that requires that data shall only be accessed by
authorized people.
An IT service provider that is part of a different organization from its
customer.
A unique name that is used to identify a user, person or role.
The policy that governs the organization’s approach to information security
management
Using an external service provider to manage IT services.
Formally documented management expectations and intentions. Policies are
used to direct decisions, and to ensure consistent and appropriate
development and implementation of processes, standards, roles, activities, IT
infrastructure etc.
A possible event that could cause harm or loss, or affect the ability to achieve
objectives.
Measured and reported achievement against one or more service level
targets.
Assurance that a product or service will meet agreed requirements.

Audit
Confidentiality
External Service
Provider
Identity
Information Security
Policy
Outsourcing
Policy

Risk
Service Level
Warranty
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