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[bookmark: _heading=h.gjdgxs]Direct Debit Approval Questionnaire

1. Overview
	

	Merchant Legal name(s): 

	Website:

	Industry:

	Business Model (B2B, B2C, both…):

	Products/Services offered:


	Geographic scope of merchant and shoppers/sub-merchants:


	Merchant accounts for which the payment method should be enabled:



2. Use case
	


	Recurring payments such as subscriptions and donations

	

	Offering high value goods or services (industrial equipment, fuel, software)

	


	Organizing high profile events (sports events, VIP fashion events)

	


	Processing payments of high values or multiple invoices/transactions mainly for B2B business models (bulk orders, monthly billing, insurance premiums)

	
	Offering direct debit as a payment method

	
	
Other, explain:

	
	


· [bookmark: _heading=h.s3xygsdjiee]What is the maximum expected transaction value? To manage risk and ensure compliance, we require you to specify the maximum expected value of a single transaction your business might process. This is not the total value of all transactions, but rather the highest amount anticipated for any one individual transaction. As the acquirer, we will automatically decline any transaction that exceeds this specified single-transaction limit. This safeguard helps prevent potential fraud and reduces unexpected financial exposure.




· [bookmark: _heading=h.kpee86jkhxox]If you are a new Adyen merchant and not requesting a special deposit, please provide your direct debit volumes and chargeback/return rates from the last quarter, obtained from your current payment processor.




3. Money Laundering, Fraud and Terrorist Financing Risk Mitigating Controls

· What information is collected about the shoppers/customers/sub-merchants to identify them and how is this information verified (supporting documents)?



· Does the merchant have an AML Policy? If yes, please provide a copy.

· What controls are in place for mitigating shopper fraud? This occurs when a buyer (shopper) engages in deceptive behavior to gain goods, services, or money dishonestly.



· What controls are in place for mitigating seller fraud? This happens when a seller engages in dishonest or malicious behavior to scam buyers or platforms.



· Are the high value transactions always subject to a contract or only relevant for B2B between well-known parties?



· [bookmark: _heading=h.8meprllbm2aj]SEPA only - are you utilizing a strong customer authentication (SCA) method, such as iDEAL, SOFORT, Open banking etc., during the sign-up process?



· ACH only - when accepting ACH Direct Debit payments, Nacha requires merchants to validate that the shopper's bank account details are correct for consumer accounts. This requirement is outlined in Nacha Operating Rules. To comply with this regulation, a method to confirm that the account is open and capable of receiving ACH entries needs to be implemented. Adyen has partnered with Giact's gVerify to provide this validation service, ensuring adherence to Nacha's standards. How will your business validate these accounts?


[bookmark: _heading=h.um28tqp9ck0]

· Are there any other risk controls?




4. [bookmark: _heading=h.t55iiwhujwz4]Importance of a payout delay associated with Direct Debits
For direct debit payments, there is no live authorisation of transactions to check whether there are funds in the bank account or if the bank account of the shopper is valid. Requested direct debit transactions will therefore always settle to Adyen. If the bank accounts are closed or if they do not have sufficient funds, the issuing bank will file for a reversal of funds. The reversals are issued to retrieve the funds, which can take up to 8 business days depending on the payment method. It is not possible to defend against or reverse them. 
If payouts occurred within these 8 business days, the reversal will cause the account to go negative. This can lead to a potential financial loss when your customer and shoppers collude to process fraudulent payments, or if shoppers are trying to defraud your customer. To mitigate the risk of collusion and fraudulent activities, all new customers will start with a following payout delay:
· SEPA - 9 business days
· BACS - 6 business days
· ACH - 5 business days
· EFT PADs - 5 business days
[bookmark: _heading=h.lcbm9g4uzcnx]
5. [bookmark: _heading=h.46waxmuubvgt]Disclaimer
We would like to draw your attention to the potential fraud risks associated with Direct Debit transactions. It is crucial for your platform to be aware of these risks and take proactive measures to protect both your business and your customers. Below are some common scenarios of direct debit fraud:
1. Fraudulent Refund Requests and Reversals:
· Fraudulent shoppers can initiate refund requests and later perform reversals, leading to a double debit. Note, these refund and reversals transactions are not “linked” and can take place simultaneously, posing a significant financial risk.
2. Invalid/Empty IBANs During Authorization:
· Invalid or empty IBANs are provided during authorization, leading to items being shipped and subsequent reversals a few days later. This leads to direct financial loss.
3. Unauthorized Use of IBANs:
· There is a risk of shoppers using someone else’s IBAN for transactions and receiving the goods / services. The IBAN owner will issue a return due to fraudulent use of their IBAN.
4. Multiple Failed Accounts and Reversal Fees:
· Fraudsters use multiple invalid accounts to process payments that will eventually fail, resulting in merchants having to pay reversal fees.
There are more scenarios of potential direct debit fraud. Implementing robust fraud prevention and risk mitigation strategies will be essential in maintaining the integrity and trustworthiness of your company.
If you have any questions, please do not hesitate to contact Adyen’s fraud specialists by sending an email to fraud@adyen.com.
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