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1 History of Change

11 Release notes content

Version Date Description of changes

1.0 2024-11-21 Initial version for V3R0.85.0
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Product versions history

Software Version Production Version Date Remarks
V3R0.76.0 2024-07-28
V3R0.77.0 2024-08-11
V3R0.78.0 2024-08-25
V3R0.79.0 2024-09-08
V3R0.80.0 2024-09-22
V3R0.81.0 2024-10-06
V3R0.82.0 2024-10-20
V3R0.83.0 2024-11-03
V3R0.84.0 2024-11-17
V3Ro0.85.0 2024-12-01

Changes

Implemented Change Requests / New features

Not applicable for this release.

Resolved Reported Problems / Symptoms

Tracking Summar Released
Reference Y in Version

OSV: When a user clicks the voicemail button, the Voice Mail
PRB000078740 | Access Number configured in the Mobile Client profile assigned V3R0.85.0
on their OSMO DN, is called

Resolved Vulnerabilities

Tracking Summar Released
Reference Y in Version

Versions of the package jsonpath-plus before 10.0.0 are
vulnerable to Remote Code Execution (RCE) due to improper
input sanitization. An attacker can execute aribitrary code on the
system by exploiting the unsafe default usage of vm in Node.

CVE-2024-21534 V3R0.85.0

The various Is methods (IsPrivate, IsLoopback, etc) of stdlib did
not work as expected for IPv4-mapped IPv6 addresses, returning
false for addresses which would return true in their traditional
IPv4 forms.

CVE-2024-24790 V3R0.85.0

cookie is a basic HTTP cookie parser and serializer for HTTP
servers. The cookie name could be used to set other fields of the
CVE-2024-47764 | cookie, resulting in an unexpected cookie value. A similar escape
can be used for path and domain, which could be abused to alter
other fields of the cookie.

V3R0.85.0

Important Issues, Workarounds, Hints and Restrictions to a specific
release
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This section provides the latest information at time of software release and is only pertaining to the
time of release notes generation.

31 Important Issues

Tracking Internal

PR Bt ee Summary Workaround / Actions

Android: Answering from lock screen [Samsung devices with

) requires to unlock the device to Android 14: Press the
PRB000080199 NGTC-12480 access the call control view "back" button on the lock
screen

3.2 Workarounds, Hints

3.2.1 Troubleshooting issues

In the link below you may find the Troubleshooting Guide for Unify Phone
https:.//nuxeo.unify.com/nuxeo/site/proxy/nxdoc/view/raw/59a4c308-57f9-46a6-b4c0O-

dosa44dog711

3.2.2 Xiaomi Devices - Granting additional app permissions

For Unify Phone to work properly on a Xiaomi device, you need to manually grant the app with a set
of Ul permissions.

1) To allow Unify Phone to use the background autostart service:
a) On your device Settings, navigate to Apps > Permissions > Autostart.
b) Switch the slider next to Unify Phone to ON.

2) To allow Unify Phone to show notifications on phone's lock screen:
a) On your device Settings, navigate to Apps > Permissions > Other permissions.
b) Tap Permissions > Show on Lock screen.
c) Enable the checkbox next to Unify Phone.

These steps may vary depending on the MIUI version.

3.3 Restrictions

Not applicable for this release.

4 Hardware and Software Compatibility

41 Hardware

Not applicable for this release.

4.2 Firmware

Not applicable for this release.

4.3 Loadware

Not applicable for this release.
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Software / Applications

4.4.1 Software components included in this release

4.5

4.6

Released with Component Version
V3R0.85.0 Web Client 3.0.5901
V3R0.85.0 Android Client 3.0.85
V3R0.85.0 iOS Client 3.0.85

Mobile app availability is subject to Apple's and Google's release process for the respective app

stores.

Operating systems

Below are the Operating System versions supported by Unify Phone mobile clients.

Component Minimum Supported Version Latest Supported Version
Android Client Android 10 Android 14
iOS Client iOS 16 i0S 18

Compliant products

This section lists the versions associated with the communication platforms, other products and
third-party products that have been tested for use with this version of the product and are known to

work.

4.6.1 Communication platforms

Verified Software Versions
Product Family Product NUXEO
Version Status
Note
OpenScape Voice | OpenScape Voice | Vi0R3.31.2 GA Check SWS
V11Ro0.22
OpenScape 4000 | OpenScape 4000 CSTAHF2 GA Check SWS
P pe 4 P pe 4 RMX HE6
LW HF2
SBC SBC V11 R1.01.00 GA Check SWS
OSBiz X V3R3.2.1.008
OpenScape fz 373 HF | Check SWS
Business OSBiz S V3R3.2.1.008
OpenScape OpenScape
Common Common V10R5 FR15.0 GA Check SWS
Management Management
Platform Platform

The current Common Compatibility Matrix can be found on the Mitel Unify Partner Portal

https:.//www.mitel.com/login/unify-login.

Note: Use the “Search" option and Search Documents for “Common Compatibility Matrix" (select

"Search on title only").
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4.6.2 Other products

Not applicable for this release.

4.6.3 Third-Party products

Not applicable for this release.

5 Additional Information

Unify Phone Connector status and potential alerts can be found under:
https.//status.mitel.io/
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