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Overview

Case Manager 6 features a massive improvement in its user management capabilities. Along with
the Data Type Models it provides structure to manage fine-grained security in what users can see
and do. Further, it gives the tools to distribute work and responsibilities effectively. This document
describes the user management functionality in detail and aims to help you utilize it to the
advantage of your organization. We will start off with setting up your users in an organizational
hierarchy, explore the newly introduced Security Roles, detail user authentication in the Case
Manager applications, and give an overview of the use of Workgroups in Case Manager.
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User Management control

The User Management functionality is accessible from both the Configuration Tools and the main
Case Manager application. The User Management section in the navigation pane on the left (in the
Configuration Tools) contains two subsections: Users and Teams, and Security Roles. The same
setting controls are accessible in Case Manager by opening “User Management” from the Tools
menu.

A user requires the System Administrator or the User Administrator right to configure these
settings, with the exception of a user editing the basic details of her own profile if she has the “User
may edit own profile” right.

Definitions

User: A user in Case Manager represents a person or process that can log into the system and
perform actions. These actions are guarded by the security. A user is represented by the a

icon (or & ifitis the user currently logged in).
Team: A team is a group of users and/or other smaller teams. This gives us a hierarchical structure

of all users in the organizational structure, with Organization & at the root of the structure.

Ateam is represented by the % icon.

Workgroup: A Workgroup is either a user or a team. Typically we refer to a workgroup where we
can assign a user or a team. For example, a case or an instruction can be assigned to either.

Security Right: A security right is a single access right that can be assigned to a user or role that
gives access to specific functionality.

Security Role: A role is a set of security rights. When a role is assigned to a user, the user’s security
rights will be that of the role only.

Administered Workgroup: Certain functionality, such as Queues and the Diary, support user
access over a specific branch of the organization hierarchy. The Administered Workgroup
specified the top level of the branch the user has access to.

System User: A System user cannot be created or deleted. These users are hidden from the
organization hierarchy, the login form list, and certain actions in Case Manager related to the
workgroup. These users are in general used to perform specific automated tasks, and to give
support.

Field Security: Read and Write access to fields can be guarded by custom security rights, which
may be assigned to data fields in the Data Type Model. Administrators can create and delete
these security rights as needed.
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Users and Teams

The User Management section shows a hierarchy of users and teams in the organization. A team
can consist of users and other smaller teams. At the root of the hierarchy is the Organization
Workgroup (previously known as the Default Workgroup) which represents all the users in the
system. Viewing the diary, for example, on the Organization Workgroup level shows all the due

instructions over all users.
* User Management

Users & Teams Security Roles

VOeVw? 4

Name

v ‘ Organization (Default)
Brittany Glover
Elle Caldwell

- Find Clear

Security Role Administrator of

Call Centre Agent
Call Centre Agent
Administrator Organization (Default)

~
a
bl
a

- P& John Ayala
%

2 Tatiana Marks

a
v % Medical
» & Medical Collections Team
v & Medical First Party
2 Bexley Guzman
& Lucy Crawford

& Zelda Blankenship
$ Tracing

2 Victoria Rowland

Managers and Administrators

Administrator

Medical Call Centre Agent
Medical Call Centre Agent

Medical Supervisor Medical First Party

Call Centre Agent

.Show inactive users and teams

The hierarchy shows the assigned security roles and administered workgroups of the users in
columns, giving you a quick view of the security assigned to users in the organization. At the
bottom of the screen you have an option to include the deactivated users and teams as well. By
default, this setting is off only showing the active workgroups. Users and teams can easily be
structured by dragging the workgroup you wish to move to the desired team. The parent
workgroup (that is, the team the selected workgroup resides in) can also be set in the edit form.
The toolbar enables the following actions:

‘-’ Add gives you an option of creating either a new team or a new user.

o Edit allows you to edit the basic information of the selected user or team. Note that the
Organization Workgroup cannot be renamed, but the contact person can be specified.
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a Delete will remove the selected workgroups from the system. More on the delete function
can be found in the Deleting users or teams section of this document.

\9 Refresh reloads the display of users and team.

&
“ Security shows the security settings for users, including the Security Role and rights, the
Administered Workgroup, and password options.

“ System Users shows the registered system and support users and gives you the option to
set some of their security settings. You can also see deleted users and teams from this
view.

Create or Edit User

Adding a new or editing an existing user presents you with a screen with the basic information of
the user. This excludes the security settings, which can be accessed using the Security button.

* User: John Ayala X

Title (English) Mr| Title (Alternative)

First Name John Last Name Ayala

Display Name John Ayala

Username john.ayala

Team & Organization (Default) -
v'|Is Active

Contact Details Signature Telephony Additional

Telephone 1 04781424179 Telephone 2 04780001234
Telephone 3 Fax 04780005678
Email Address john.ayala@cmcollections.demo

OK Cancel

Notes on the available fields and options:

Display Name shows the name of the user as it will be displayed in Case Manager’s user lists and
workgroup lists.

Username is a unique identifier for a user in the system (including inactive and deleted users). It
can be used to log into the Case Manager applications. A duplicate check will be done when
you save the user.

Team allows you to select the team in which this user profile resides.

Is Active indicates whether the user is included in the workgroup lists in Case Manager and
allowed login. When deactivated, the user will still retain its security settings and
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assignments of work (cases and instructions) - opposed to deleting a user which will
remove all references (except historic) to the user as well. When an inactive user is made
active, the entire chain of parent teams up to the Organization workgroup will be made
active as well.
Contact Details groups a number of phone numbers and other contact information of the current
user to be used in template merging when communicating with a customer/debtor.
Signature allows you to upload a signature image to be placed on letters when sending a letter
from the user.

Telephony groups a few fields with telephony-system user information for the current user that
can be used in integration with a telephony system.

Related Workgroup carries no specific functionality in Case Manager, but is available should an
additional reference to a different workgroup be needed.

Create or Edit Team

Adding or editing a team is very similar, but simpler, than editing a user. Most importantly, a team
name should be specified. You may also specify details for a contact person for the team, which
can be used in customer/debtor communication from the team (opposed to from a user). As with a
user, a signature image can also be specified.

A team always forms part of a larger team (up to the Organization of which all teams and users are
members). The direct team to which the current team belongs can be specified as a Parent Team.
Note that the contact person information can be edited on the Organization Workgroup, but the
workgroup itself may not be renamed or moved to a different team. When any team is made
inactive, all the users and teams within this team will be made inactive as well.

Team: Medical First Party X

Team Name Medical First Party
Contact Person
Title (English) Title (Alternative)
First Name Marlowe Last Name Valdez

Contact Details Signature

Telephone 1 04731793168 Telephone 2 04780001234
Telephone 3 Fax 04780005678
Email Address Marlowe. Valdez@cmcollections.demo
Parent Team & Medical B
v |Is Active
.............. O K J—
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Notes on the available fields and options:

Team Name is the name that will be used for the team throughout the system

Contact Person groups contact information fields as well as a signature image to be used on
documents to specify the contact person for this team.

Is Active indicates whether the team is included in the workgroup lists in Case Manager. When
deactivated all the teams and users within this team will be made inactive as well. When
activating a team of an inactive parent team, the parent team will be activated as well.

Deleting users or teams

To retain historic information in Case Manager, such as which user completed an activity, users and
team are not physically deleted from the system; they are only marked as deleted which will
remove them from all references for use and hide them from all lists. An inactive team or user, in
comparison, will be hidden from most lists but will retain its references for use (such as
organizational structure, possible workflow references, and assigned cases).

From the Users & Teams section in the User Management, you may select users and teams (that do
not contain users or teams itself) to delete using the action from the toolbar. An analysis will be
performed, and you will be presented with options of the actions to take on the data making use of
the user or team to be deleted.

& Delete workgroup: Reina Casey - O X

Actions

Name Affect... = Option

Case Workgroup Assign to Organization -
I Assign to Organization |

User security rights 18 Revoke
Parent Team 1 Remove
Workgroup 1 Delete
oK Cancel
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The following actions are performed when deleting a team or user:
e Cases assigned to this workgroup are assigned to the Organization Workgroup.
All user-specific toolbar customizations are deleted.
In the workflow, events triggered when changing to this workgroup will be deleted.
The user will be deregistered from all queues.
This workgroup will be removed from its parent team.
All security rights (and security role assignment) will be revoked from this user.

The following will prevent deletion of the workgroup:
e |f there are open activities for this user.
e If there are workflow steps to change a case to this workgroup.
e |[f there are queues owned or shared directly with this workgroup.
e If there are other teams or users within this (team) workgroup.

Deleted workgroups can be viewed, and recovered from the System Users view (opened from the
toolbar action on the Users & Teams section). Note that recovery will only make this user or team
active again in the system; all the deleted actions as described above will not be reversed.

£ System & Deleted Users — a X

w @

System Users Deleted Workaroups
- Find Clear

Name Username

= > Team

v User

Abigail King abigail king
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User Security

When a user is selected in the Users & Teams section the Security action will be available giving you
the ability to set up the access and functional privileges of users. Specifically, to set up the
password for the user, assign a security role or directly assign security rights, and assign an
administered workgroup.

+ User Security O b 4
Liser john.ayala

“ Password

Reset the user's password Reset Password

Should change passward on next login
| - Security Rights

Administered Workagroup i Organization (Default) -

Security Role Administrator -
Enter text to search... - Find Clear

Schedule Add Cost -

Uise 50 neexd the fo Privileges:

Schedule Add Process
= chedule 2 Proes L
TLT::.F':-:- : - ::': -_. ::=Z'E:'_ :-'-EI
|

Schedule Change Process w
oK Cancel

Password

You may assign a password to the user by clicking the Reset Password button. You will be asked to
enter the password of the current user (that is, a user with the privileges to change another user’s
password - either System Administrator or User Administrator), as well as the new password. You
may choose to force a change of password on the first login of the user. This allows you to specify a
temporary password, allowing the user to choose his own password on the first login.

A user with the “User may edit own profile” privilege is able to edit the password of his own user
profile (currently logged in). In this case, the current password will be required.
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Security

To manage a user’s rights, you can either specify a Security Role, or - when no role is assigned to
the user - specify the rights directly. The rights listed on the User Security form indicates with
check boxes which rights are assigned. When a Security Role is assigned you will be able to view,
but not edit, the effective security rights for this user. If a security role is assigned, all the explicitly
specified rights for this user will be replaced by what is specified by the role.

Administered Workgroup

Certain functionality in Case Manager, such as the Diary, Queues, and Dashboards, takes the level
in the Organization hierarchy of which a user is administrator into consideration for security
purposes. A user that has an administered workgroup of, say, “Medical” will be allowed to view the
diary over the entire “Medical” branch of users, and will be able to share a queue with the Medical
team (or subteam thereof). This user will not be allowed to perform these actions for users and
teams outside of the Medical branch. The Administered Workgroup comes in handy when
assigning team leaders and supervisors.

System Users

A system user is a registered user with specific use in Case Manager - such as an automated
process, or an administrative user used for support. You may not create, edit or delete system
users, but you may set security settings for this user.

The system users list is accessible from the toolbar of the Users & Team section. It also includes the
management of the deleted users.
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Security Roles

A Security Role is a set of rights which can be assigned to a user. In previous versions of Case
Manager, security templates had a similar purpose, except that when a security template was
applied to a user the rights were copied over to that user, while the management of the security
rights still remained per user. In Case Manager 6 when a security role is assigned to a user, that
user’s rights are determined only by the security role: no additional rights can be granted to or
revoked from the user. Case Manager 6 still allows you, however, to specify a user’s rights explicitly
if no security role is assigned to that user. During an upgrade from Contact Centre 5 to Case
Manager 6 the security templates will be migrated as security roles. However, no users will be
assigned to these roles during this process.

The Security Roles can be configured from either Case Manager (“User Management” in the Tools
Menu) or the Configuration Tools (the “Security Roles” section in User Management). A list of the
currently available security roles will be displayed from where you can create, edit, or delete roles.

Edit Security Role o

When double clicking an existing role, or by making use of the Edit action on the toolbar, you can
edit the details of a role. A security role is defined by a name, an optional description, and a
checked list of assigned security rights. Changes to assigned rights will affect all users with this role
assigned from their next login into Case Manager.

%8 Security Role: Call Centre Agent — m| X

Security Role

Name Call Centre Agent|

A general call centre agent.

Description
Security Rights
v Find Clear

Change Plaintiff -
Change Status
Change Workgroup
Edit Debtor/Case Details v

v

Save Cancel
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New Security Role &

When creating a new security role you are presented with an option to either start with a blank role
(no rights assigned), or with a copy of an existing role. The latter option is convenient if you need a
new security role that is very similar to an existing one. With the desired option selected you will be
presented with the same form as when a role is edited.

You have to specify a name for the new security role; the description is optional but recommended
to give an indication of the purpose and use of the role. In the list of security rights, check all the
rights you wish to grant users with this role.

Delete Security Role -

Often it is the case that you wish to restructure your approach to user security, which may lead you
to want to delete old security roles. The system allows you to delete security roles, but will first
perform an analysis of its current use. If the role is in use (that is, there are users assigned to this
role) you will be presented with three options:

e Remove role from users will remove this security role from all the users currently
assigned to it. Since there will be no directly assigned rights on these users, they will
effectively have no rights assigned to them.

e Preserve rights managed per user copies the rights as defined by the role over to the
user to be managed directly and individually on the user’s profile. The security role is
subsequently unassigned from the user.

e Move to a different role gives you the option to select another role that will instead be
assigned to users with the role to be deleted.

@ Delete security role options - m] b4
How should the users assigned to the security role(s) be handled?
Options
Remove role from users (revoke all rights)

Preserve rights managed per user (no role)

® Move to a different role

Security Role: |

OK Cancel
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-
View Users with Role &

The View Users action on the toolbar of Security Roles shows a list of all the users assigned to the
selected role. As an alternative to editing individual users, you may use this tool to assign roles.

* Users of Security Role - O X
W 23 < Security Role Call Centre Agent
Enter text to search... - Find Clear
Name Surname Username
v Active
Brittany Glover brittany.glover
Elle Caldwell elle.caldwell

B2 ictoria victoria.rowland

There are two approaches:

e

. action assigns a new security role to the selected user from the
list. When you see a user in the list (assigned to the current role) which should have
another role, this action can be used to move the user out of the current list onto a new
role.

e The Assign to Role

e The Add users to role d action is used to assign other users to the current role. All the
users will be presented from where you may select multiple to assign to the current
security role. When you see that users are missing from the list, this action can be used to
add these users to the current list.
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View Users with Right

You can easily view a list of users with a specific security right by right clicking the security right in
the list of rights on either a user or a security role. The View Users with Right option will show you a
list of all the users effectively with the right. The users are grouped by their assigned security role
to indicate which users obtained the right via which security role, and which users obtained the
right via direct assignment.

v Customizable

Edit ARM Finance field v

N A e hns

Edit Medical Information v

Custom Field Security

It is possible to create custom security rights to be used in field security guarding read and/or write
access. These rights can be managed from the Custom Field Security section in the Data group of
the Configuration Tools. When a new right is created it will immediately be available in the lists of
security rights for users or roles, from where it can be assigned. These rights can be found in the
“Customizable” subgroup of the “Field Security” group in the lists of security rights. The topic of
Custom Field Security is covered in more detail in our Data Type Model guide for Case Manager 6.
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Login options

Windows Applications

You have two options on the login form for Windows applications: either a list of users are shown
from where the appropriate may be selected, or you may make use of the username to login. You
may switch between these two modes by making use of the settings icon on the login form. The
Case Manager Settings (in the Configuration Tools) also features a login mode preference setting
where you may set the default mode to be used.

}.‘ Selmn }QQ

S 9% e 48
—— % =—¢%

System (including support) users will never be shown in the User list. For these users, you should
always make use of the username-based login.

Case Manager
CM Collections
SELECT USER NAME

Elle Caldwell

Gloria Tate

Isla Conley

John Ayala

Lucy Crawford

Only active users will be allowed to log into one of the Case Manager applications. Depending on
the application, there may be additional rights required to log in.

Also note that the settings on the login form also now features a “Safe mode” login which will not
load any of the extensions. Safe Mode is off by default, and should be explicitly selected on the
login form to enable.

Console Applications

From Case Manager 6, we now also support specifying login information as command-line
arguments. This is true for most applications, but is mostly used for the Console applications. Our
Instance Directory guide covers the topic of command-line arguments in more depth, but
important for this document, the following arguments - specifically related to specifying user
details - are covered.
e -help shows a list of all the available command-line options for the current application
e -username is used to specify the user to log in making use of the username
e -password is used to specify the password of the specified user. When a user is specified,
but the password is omitted the normal log-in process will be followed with the specified
user already entered in the form, prompting for the password.
e -safemode allows you to enable a Safe Mode login. That is, to not load the Case Manager
extensions.
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An example of running the Daily Maintenance process via the command-line:

CaseManagerDailyMaintenance.exe
-username=.casemanager.dailymaintenance -password=DMPas$s$wlrd -
Instance=CMCollections
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Workgroup Selection in Case Manager

Electronic Diary

The workgroup hierarchy is used to assign work to users and teams. A case specifies an owner
workgroup. All due instructions that are not explicitly created for another user will appear on the
Diary of the owner. The diary control in the navigation pane of Case Manager allows you to view
the cases with due instructions based on a specified level in the workgroup hierarchy. For example,
when the diary is set to the user Mary, only cases with due instructions (that is, either instructions
created for Mary specifically, or instruction without a user explicitly specified on cases belonging to
Mary). Depending on the security rights of the current user and, if applicable, his Administered
Workgroup, this user may be able to see the diary for teams - even the Organization as a whole.
When the diary is viewed on the level of a team, you have the option to view the due instructions
for the team only, or for all the users and sub teams in this team. You can switch between these two
modes with the small hierarchy button on the Diary.

¥ A
!', Organization (Default) | ~ E—* W
> Admin (1
(1) Exclude contained workgroups
» Call Centre (1732) Cases of workgroups contained in this team are currently
included. Click this button to only see cases directly assigned to
this team.

» Call Centre Supervisor (23

» Internal Trace (4)

Advanced Search

The Search Bar at the top-right of the toolbar in Case Manager performs a search of the entered
text over a few basic fields (Case Reference, Account Reference, Debtor Reference, Debtor’s Name
fields and identification number, and optionally the Debtor’s contact numbers). From the Tools
menu you may use the Advanced Search if more complex search criteria are necessary. When the
Workgroup is added to the search criteria, you can select the applicable workgroups from the
check-box hierarchy. Here, each workgroup to consider for the search should be checked
individually. Selecting a team will not automatically include all sub teams and users in that team.

Queues

Selecting the criteria of cases to include in a queue is done through a control very similar to the
Advanced Search. Here as well, when selecting workgroups as selection criteria you should select
all the applicable workgroups from the hierarchy. Selecting a team will not automatically include
all sub teams and users in that team.
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Queues also specify at which level in the hierarchy it is shared. When a workgroup is selected for
sharing, all the users and teams in the workgroup will be able to see and to register to the queue.

& New Selection Queue

Queue Name:

Queue Selection Criteria

Edit Criteria

Where the following criteria applig

Balance Greater Than 1000.00

. New Criterion
Plaintiff Equals Any Of (3 selecte Field: Operation: Value:
W elg
Workgroup Equals Any Of (4 sel Workgroup Equals Any Of 4items selected
Enter te: Find Clear
v
Active cases only -] Organization (Default) “
= Brittany Glover
Queue Sharing
Call Centre
| Share Queue Workgroup | ¥ Finance Elle Caldwell

Queue Instruction

V| Use Instruction
Instruction Type
= Perform Task

Instruction Parameter

~ | | Verification Process

V| Assign case to current user upon draw (only when case is on Default workgroup)

v |Is Active oK

Dashboards

v || Finance
v || Finance approvals
V| eeeee
v | Finance Accountants
John Ayala
v Managers and Administrators
Tatiana Marks

Cance v Medical

The Dashboard functionality in Case Manager gives you an overview of the work performed and
the state of cases in your environment. Filter criteria are specified for each of the dashboards
which influences the segment of data viewed. Many of these dashboards support a filter on the
user/team. When specifying this filter the hierarchy is always taken into consideration: that is,
when a team is selected all the users and subteams in that team will be included.

User or Team: = §p Madalyn Team ~ | | |Indude inactive Users / Teams

~ Status Breakdown (Per User) Report

Status Breakdown per Workgroup

For workgroup Madalyn Team
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