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Abstract
This paper presents Paxmata, a blockchain-based platform designed to modernise non-commercial real estate project management. By leveraging dynamic NFTs, smart contracts, and artificial intelligence, Paxmata addresses critical inefficiencies in traditional project management while enabling secure peer-to-peer funding options. The platform introduces a novel approach to milestone verification and fund management through blockchain technology, ensuring transparency and accountability in construction projects. This white paper details the technical architecture, implementation strategy, and potential impact on the global real estate project management landscape.

1.Introduction

1.1 Background
The global real estate market stands as one of the world's largest and most valuable sectors, with an estimated worth of £400 trillion. Within this vast ecosystem, the non-commercial sector faces unique and persistent challenges that have remained largely unaddressed by technological innovation. These challenges are particularly acute in project management, where traditional methodologies continue to dominate despite their well-documented inefficiencies and vulnerabilities.
At the heart of these challenges lies a fundamental trust deficit between stakeholders. Project owners, contractors, and investors operate in an environment where fund allocation often lacks transparency, creating uncertainty and suspicion that can poison working relationships from the outset. This opacity in financial management has created a system where significant portions of project budgets are consumed by intermediary costs, as multiple parties attempt to protect their interests through traditional, often redundant, verification processes.
The inefficiencies in project tracking compound these issues, as stakeholders struggle to maintain accurate, real-time oversight of construction progress. Traditional methods rely heavily on manual documentation and physical verification, leading to delays in identifying and addressing issues as they arise. This lag in information flow creates a ripple effect throughout the project lifecycle, impacting everything from resource allocation to payment schedules.

Perhaps most critically, the industry suffers from a severe accountability deficit in milestone completion verification. Without robust, transparent mechanisms for verifying project progress, stakeholders often find themselves in disputes over completion standards and payment triggers. This challenge is particularly acute in the non-commercial sector, where project owners may lack the expertise or resources to effectively monitor and verify construction progress. The resulting uncertainty creates an environment where conflicts frequently arise, leading to project delays, cost overruns, and deteriorating relationships between parties.

The convergence of these challenges manifests in projects that frequently exceed both budgets and timelines, eroding trust in the construction process and creating significant barriers to entry for potential investors and project owners. The persistence of these issues, despite technological advancement in other sectors, points to a fundamental need for innovation in how construction projects are managed, verified, and funded, particularly in the non-commercial sector where resources and expertise may be limited.
This background of systemic inefficiencies and trust deficits sets the stage for a transformative solution that can leverage modern technology to address these longstanding challenges. The market clearly demands a system that can provide transparent fund allocation, efficient project tracking, enhanced stakeholder trust, reduced intermediary costs, and robust accountability mechanisms for milestone completion.


1.2 Problem Statement
The construction industry's reluctance to embrace technological innovation has created persistent vulnerabilities that continue to undermine project success and stakeholder confidence. At the core of these challenges lies the issue of payment security and verification. Despite advancements in financial technology, construction payments remain susceptible to fraud and mismanagement, with traditional direct payment systems offering limited protection against misappropriation or misallocation of funds. This vulnerability is particularly acute in non-commercial projects, where sophisticated financial controls may be absent or inadequately implemented.

Project documentation and verification present another critical challenge. Current systems rely heavily on manual processes and disparate documentation methods, making it difficult to maintain a single source of truth for project progress and compliance. The authenticity and accuracy of project documentation often come into question, as traditional systems provide limited means to verify the legitimacy of submitted documents or track changes over time. This documentation challenge is further exacerbated by poor coordination between stakeholders, creating information silos that lead to miscommunication, delays, and disputes.

The inadequacy of existing fund protection mechanisms represents perhaps the most significant vulnerability in current project management systems. Traditional escrow and payment management solutions often fail to provide the granular control and transparency needed to ensure funds are properly allocated and utilised according to project milestones. This fundamental weakness in fund management creates an environment of uncertainty and risk for all parties involved, particularly in projects involving multiple contractors or complex payment schedules.


1.3 Platform Objectives
Paxmata addresses fundamental challenges in construction project management through innovative technology integration. Our platform objectives are strategically aligned to transform the industry's approach to project management, verification, and fund security.

First, Paxmata leverages blockchain technology to revolutionise construction project management by creating an immutable, transparent record of all project activities and transactions. Through smart contract implementation, every action, from payment processing to document verification, is recorded in a tamper-proof ledger that all stakeholders can trust.
Second, the platform implements dynamic NFTs (Non-Fungible Tokens) for project tracking. Each project token evolves with the project's progression, creating a living record of milestones, completions, and stakeholder interactions. Unlike traditional static records, these dynamic NFTs provide a verifiable, real-time representation of project status that can be easily audited and validated by all parties.
Third, Paxmata integrates artificial intelligence to enhance construction project management, particularly in milestone generation and verification. The platform's AI capabilities automate the creation of project milestones based on project specifications and industry best practices, reducing human error and ensuring comprehensive project coverage.
Fourth, the platform establishes a robust framework for secure fund management that integrates blockchain technology with traditional financial systems. Through smart contracts, Paxmata implements automated payment triggers tied to verified milestone completion, ensuring that funds are protected and distributed according to predetermined project criteria.
Finally, Paxmata presents a scalable architecture designed for global adoption. The platform considers various regulatory environments, construction methodologies, and stakeholder requirements, ensuring adaptability to different project sizes, jurisdictions, and industry requirements while maintaining its core benefits of transparency, security, and efficiency.

Through these features, Paxmata delivers a comprehensive solution that addresses current vulnerabilities in construction project management while providing a foundation for future innovation and industry transformation.
2. Literature Review and Market Analysis

2.1 Market Analysis and Existing Solutions
2.1.1 Enterprise Solutions (BIM 360)
BIM 360 and similar enterprise platforms represent the current standard in commercial construction management, offering comprehensive solutions for large-scale projects. While these systems excel at coordinating complex workflows and maintaining regulatory compliance through sophisticated document control, they present significant barriers for non-commercial users. Their complex interfaces demand extensive specialised training, creating a prohibitive learning curve for individual property owners and small contractors. Furthermore, their reliance on centralised data storage introduces vulnerability to manipulation and creates single points of failure.

The enterprise focus of these platforms manifests in their cost structure and feature complexity, making them impractical for smaller projects. The absence of integrated payment systems necessitates additional third-party solutions, fragmenting the project management process. Most critically, their limited transparency in milestone verification, combined with high subscription costs, renders them unsuitable for individual homeowners or small-scale construction projects where budget constraints and simplicity are paramount.


2.1.2 Crowdfunding Platforms (GoFundMe)
Contemporary crowdfunding platforms have revolutionised fund collection for various causes, yet they fall significantly short when applied to construction project management. While these platforms excel at simple fund collection and social sharing, their one-time funding model proves inadequate for the complex requirements of construction projects. The absence of milestone-based fund distribution and project verification creates substantial risks for both donors and project initiators. 

The simplistic approach of these platforms becomes particularly problematic in construction scenarios where structured fund management is essential. Without mechanisms for controlled fund release or progress validation, projects lack the necessary financial controls and accountability. Their fee structures, while reasonable for one-time donations, become burdensome when applied to large-scale construction projects. The lack of integration between funding and project management creates a significant trust gap, as funds are often released without proper verification of project progress or completion.


2.1.3 Traditional Construction Management
The conventional construction management ecosystem remains entrenched in outdated methodologies despite technological advancement in other industries. Traditional financing through bank loans and private funding arrangements, while reliable, imposes significant burdens through high interest rates, exhaustive documentation requirements, and inflexible approval processes. These rigid structures fail to accommodate the dynamic nature of construction projects, where adaptability is crucial.

Project execution under traditional systems relies heavily on manual processes, physical inspections, and paper-based documentation. This approach creates a cascade of inefficiencies: documentation errors multiply through manual data entry, real-time project tracking becomes virtually impossible, and milestone verification requires time-consuming physical presence. The administrative overhead associated with managing paper trails and coordination efforts significantly impacts project timelines and costs.

The financial management infrastructure supporting these projects further compounds these inefficiencies. The combination of bank escrow services, standalone payment software, and traditional accounting systems creates a fragmented control framework that results in high intermediary fees and prolonged processing times. The lack of integration between financial controls and project execution requires constant manual reconciliation and verification, creating artificial barriers that impede project progress and increase costs.

This fragmented approach to project management, financing, and execution creates an environment where projects frequently exceed budgets and timelines while struggling with documentation consistency and cash flow management. The absence of real-time tracking capabilities, automated verification systems, and integrated payment mechanisms leaves stakeholders operating in information silos, often making critical decisions based on outdated information. This situation clearly demonstrates the need for an integrated, technology-driven solution that can address these fundamental challenges while maintaining accessibility for non-commercial users.  


2.1.4 Market Gap Analysis
The construction management industry currently exhibits significant technological and user experience gaps that create substantial opportunities for innovation. This analysis reveals critical market deficiencies across both technological integration and user experience domains, highlighting the urgent need for comprehensive solutions that bridge these divides.


Technology Integration Gaps
The absence of blockchain technology in current construction management solutions represents a fundamental missed opportunity for transformation. Existing platforms continue to rely on traditional, centralised databases that fail to provide the immutable record-keeping and transparent verification mechanisms essential for modern project management. The lack of smart contract integration means that project verification, payment releases, and milestone completions remain manual processes, susceptible to delays, errors, and potential manipulation. This gap is particularly evident in fund management, where the absence of blockchain-based transparency leaves stakeholders operating with limited visibility into financial flows and payment triggers.
Artificial Intelligence represents another significantly underutilised technology in current solutions. The industry's reliance on manual processes for milestone planning and document analysis creates inefficiencies that could be readily addressed through AI implementation. Contemporary platforms lack the sophisticated capabilities needed for automated milestone generation, leaving project managers to create and manage project timelines manually. Moreover, the absence of AI-assisted document analysis means that contract review, compliance checking, and risk assessment remain time-consuming, error-prone processes. The limited automated planning capabilities in existing solutions fail to leverage the potential of machine learning for optimising project schedules and resource allocation.
The payment systems landscape in construction management remains particularly antiquated. Current solutions lack integrated milestone-based payment mechanisms, forcing project managers to maintain separate systems for project management and financial transactions. The limited support for cryptocurrency and modern payment methods restricts financial flexibility and global accessibility. Furthermore, the absence of automated escrow services means that fund protection and distribution continue to rely on traditional, time-consuming methods that often involve high fees and manual processing.


User Experience Gaps
Perhaps most critically, the market exhibits a substantial void in solutions appropriate for non-commercial users. Current offerings polarise between enterprise-level systems that overwhelm with complexity and consumer-grade platforms that lack essential functionality. This dichotomy leaves a vast segment of users – including individual property owners, small contractors, and medium-sized construction projects – without suitable tools for effective project management. The absence of a middle-ground solution that combines professional-grade features with user-friendly interfaces represents a significant market opportunity.
Project verification remains a particularly problematic area in current solutions. The predominance of manual verification processes creates delays and inefficiencies that impact project timelines and costs. Stakeholders struggle with limited transparency into project progress, often relying on periodic reports and physical inspections rather than real-time tracking capabilities. This lack of continuous visibility into project status creates information gaps that can lead to disputes and delays in decision-making.

The fund management landscape further exemplifies the market's technological lag. Current solutions impose high transaction fees that disproportionately impact smaller projects and stakeholders. Payment flexibility remains limited, with most platforms offering rigid payment structures that fail to accommodate the dynamic nature of construction projects. The absence of automated distribution mechanisms means that payment processing continues to require significant manual intervention, creating delays and increasing administrative overhead.

This comprehensive analysis reveals a market ripe for disruption through innovative solutions that can address both technological and user experience gaps. The opportunity exists to create a platform that not only leverages cutting-edge technology like blockchain and AI but also provides an intuitive, accessible interface suitable for diverse user groups. Such a solution would need to balance sophisticated functionality with user-friendly design while maintaining the robust security and verification mechanisms essential for construction project management.


2.1.5 Competitive Landscape Matrix

	Feature
	BIM 360
	GoFundMe
	Traditional PM
	Paxmata

	Non-commercial Focus
	❌
	✅
	⚠️
	✅

	Blockchain Verification
	❌
	❌
	❌
	✅

	AI Integration
	⚠️
	❌
	❌
	✅

	Milestone-based Payments
	⚠️
	❌
	⚠️
	✅

	Automated Verification
	❌
	❌
	❌
	✅

	Real-time Fund Tracking
	❌
	⚠️
	⚠️
	✅

	Smart Contract Security
	❌
	❌
	❌
	✅

	User-friendly Interface
	❌
	✅
	⚠️
	✅




Legend:
- ✅ Fully Supported
- ⚠️ Partially Supported
- ❌ Not Supported

This analysis demonstrates the significant gaps in current market solutions and highlights Paxmata's unique position in addressing these limitations through blockchain technology, AI integration, and user-centric design. The platform's focus on non-commercial users, combined with enterprise-level security and automation features, creates a distinctive value proposition in the construction project management space.
3. Technical Architecture - Technical Implementation Analysis

3.1 Security Framework and Dependencies
OpenZeppelin Implementations
[image: ]



3.2 Security Architecture and Implementation
Paxmata's security framework leverages industry-leading OpenZeppelin contracts to establish a robust, multi-layered defence system that protects both assets and operations. This comprehensive security architecture implements battle-tested patterns while maintaining the flexibility necessary for complex construction project management.

At the foundation of our security infrastructure lies the ReentrancyGuard implementation, a critical component that safeguards against one of blockchain's most sophisticated attack vectors: re-entrancy exploits. This protection is particularly crucial in Paxmata's context, where fund-handling functions manage significant financial transactions across multiple milestones and stakeholders. The ReentrancyGuard ensures transaction atomicity by preventing malicious contracts from recursively calling payment functions before the initial execution completes. This security measure is essential for maintaining the integrity of escrow operations and payment distributions, effectively creating a shield around the platform's financial operations.

The platform's token architecture builds upon the ERC721 standard, incorporating advanced extensions that enhance both functionality and security. The URIStorage extension enables dynamic updates to project metadata, allowing real-time status updates while maintaining a secure, verifiable record of project progression. This capability is complemented by the Enumerable extension, which provides secure methods for token iteration and counting, essential for project tracking and portfolio management. Together, these extensions create a robust framework for managing project tokens, ensuring that each construction project's digital representation remains secure and accurately reflects its current state.

For handling diverse payment options, Paxmata implements SafeERC20, a critical security layer for token interactions. This implementation prevents silent failures in token transfers, a common vulnerability in many blockchain applications. By standardising token interaction patterns, SafeERC20 ensures that all currency operations, whether involving native tokens or various ERC20 tokens, execute safely and predictably. This standardisation is particularly important in construction project management, where payment reliability and verification are paramount.

The platform's access control system is built upon the Ownable contract, establishing a clear and secure hierarchy for administrative functions. This implementation goes beyond simple ownership designation, creating a sophisticated role-based access control system that governs different aspects of project management. Administrative functions are protected through granular permission controls, ensuring that only authorised parties can execute sensitive operations. This hierarchical structure is essential for maintaining security while allowing the necessary flexibility for complex project management scenarios.

Through this layered security approach, Paxmata creates a fortress-like environment for construction project management, where each component is not only secured individually but also works in concert with other security measures to provide comprehensive protection. This security architecture ensures that projects, funds, and stakeholder interests remain protected throughout the entire project lifecycle.
2. Contract Architecture and Interactions

2.1 NFT Process Flow
The Paxmata platform's contract deployment process represents a sophisticated orchestration of interconnected smart contracts, each playing a vital role in establishing a secure and functional project management environment. Understanding this process requires following the journey from initial user interaction to complete system deployment.
The process begins when a user initiates a project creation request through the platform's interface. This request is first received by the ProjectManager contract, which serves as the central orchestrator for the entire deployment sequence. The ProjectManager performs essential validation checks, ensuring the request contains valid user credentials, complete project metadata, and meets all preliminary requirements for project creation. This initial validation is crucial as it sets the foundation for all subsequent operations.

Upon successful validation, the system moves into the NFT creation phase, where the ProjectManager interacts with the PaxmataNFT contract. This interaction triggers the minting of a unique non-fungible token that represents the project. The NFT serves as the project's digital identity, containing essential metadata and establishing verifiable ownership on the blockchain. This tokenisation process creates an immutable record of the project's existence and its initial parameters.

Following successful NFT creation, the Factory contract takes center stage. This contract acts as the deployment orchestrator, responsible for creating and initialising the project-specific contracts that will manage the project's lifecycle. The Factory contract's role is particularly critical as it ensures proper contract creation and establishes the necessary relationships between different components of the system.

The Factory contract then initiates a parallel deployment process, simultaneously creating two essential contracts: the Office Contract and the Escrow Contract. The Office Contract serves as the project's management hub, incorporating systems for milestone tracking, document verification, and stakeholder coordination. This contract maintains the project's operational logic and ensures proper execution of project-related functions.

Concurrently, the Escrow Contract establishes the financial infrastructure necessary for secure fund management. This contract initialises the payment channels, sets up currency support mechanisms, and implements the security protocols that will govern all financial transactions throughout the project's lifecycle. The parallel creation of these contracts ensures that both operational and financial aspects of the project are properly established from the outset.

Once both contracts are deployed, the Office Contract undergoes its initialisation phase. During this phase, the contract sets up the necessary data structures for milestone tracking, establishes the verification systems that will be used throughout the project, and creates the initial project hash that will serve as the foundation for future state verification. This initialisation ensures that the project starts with a properly configured management system.
The final stage of the deployment process involves the Escrow Contract completing its setup procedures. This includes establishing the channels for receiving funds, initialising the payment distribution mechanisms, and setting up the systems for tracking balances and allocations. The completion of this stage marks the full deployment of the project's financial infrastructure.

Throughout this entire process, each step builds upon the previous ones, creating a tightly integrated system where each component plays a specific role in the overall project management infrastructure. The process ensures proper initialisation of all components, establishes secure permission hierarchies, and creates the necessary relationships between contracts. This careful orchestration results in a robust, secure, and fully functional project management environment ready for stakeholder interaction.

The success of this deployment process lies in its systematic approach to contract creation and initialisation, ensuring that each component is properly configured and integrated before the project becomes operational. This methodical deployment strategy is essential for maintaining the security and reliability of the platform, providing a solid foundation for successful project execution.
Evolution of Paxmata's Decentralised Architecture

The development of Paxmata's architecture underwent critical iterations to address both security and accessibility. Each iteration revealed new insights about the balance between centralised control and distributed security.

1. Initial Centralised Design
The original architecture centred around a dominant ProjectManager contract. This centralised approach meant that all crucial operations - from permission management to contract interactions - flowed through a single point of control. While this simplified initial development and testing, it created an obvious security vulnerability: if the ProjectManager was compromised, the entire system would be at risk.

1.1 Transition to Triangular Architecture
The solution emerged in the form of a triangular architecture built around three core contracts:
1. [image: ]NFT Contract: Handles project ownership and identity through a secure minting process:

2. [image: ]Office Contract: Manages project operations with its own permission system:
3. [image: ]Escrow Contract: Controls financial operations independently:
2. Factory Pattern Implementation
[image: ]The Factory contract emerged as a solution for secure contract deployment. Instead of the ProjectManager creating contracts, the Factory handles initialisation, after which each contract operates independently. This pattern ensures standardised deployment while maintaining security:
This evolution achieved several critical improvements:
1. Distributed Security: Each contract maintains its own security checks and permissions
2. Reduced Attack Surface: No single point of failure exists in the system
3. Gas Efficiency: Reduced cross-contract calls for basic operations
4. Independent Operation: Contracts can function autonomously within their domains
The result is a robust system where security doesn't compromise usability, and each component maintains its own integrity while contributing to the overall system security.


3. NFT Contract: The Foundation of Project Identity and Ownership

[image: ]The PaxmataNFT contract serves as the cornerstone of Paxmata's architecture by implementing core OpenZeppelin standards:
[image: ]Project ownership in Paxmata extends beyond simple token possession through a controlled minting process. Only authorised minters can create new project tokens, and the ProjectManager contract maintains exclusive minting privileges:
[image: ]The authorisation system ensures security through strict access control:
This implementation creates a secure foundation where:
1. Each project has a unique tokenId
2. Only authorised parties can create new projects
3. Project metadata is securely stored and linked
4. Ownership is clearly established and verifiable

The NFT contract acts as the root of trust in the system, with all other contracts (Office and Escrow) building upon this foundation to create a comprehensive project management ecosystem.

4. Factory Pattern Implementation: Standardisation, Security, and Scalability
[image: ]The PaxmataFactory contract orchestrates the creation and initialisation of project-specific contracts, implementing a robust pattern that ensures consistent deployment while maintaining strict security controls. The Factory contract standardises project creation through a single-entry point:
This function handles the complete deployment process, ensuring that every project follows the same initialisation sequence:
1. Validates all input parameters
2. Creates the Escrow contract first
3. Creates the Office contract with the Escrow reference
4. Registers both contracts in the system
5. 
5. Security Through Controlled Creation
[image: ]Security is maintained through multiple layers of access control. The Factory restricts contract creation to authorised addresses.

The Factory maintains contract registries to track deployed contracts:

[image: ]


6. Scalability Through Efficient Management
The Factory contract implements a sophisticated management system that ensures both scalability and security in contract deployment. Through clear contract tracking mappings, the system maintains an immutable record of all deployed contracts and their relationships. This single-point deployment control mechanism streamlines the creation process while maintaining strict security protocols. The standardized initialization process ensures consistency across all project deployments, eliminating potential variations or errors that could arise from manual deployment procedures.

By maintaining verified contract relationships, the Factory creates a robust network of interconnected contracts that operate independently yet remain cohesively linked. This implementation ensures that only authorized creators can deploy new contracts, maintaining system integrity through strict access controls. Each project receives properly initialized contracts with all necessary parameters and relationships established at deployment, preventing potential configuration errors or security vulnerabilities. The system maintains consistency through automated verification processes, ensuring all contract relationships are correctly established and maintained throughout the project lifecycle.


7. Contract Separation Strategy - Project Manager Contract
The Project Manager Contract represents a critical evolution in Paxmata's decentralized architecture. Rather than serving as a central authority, it functions as an orchestration layer for initial project setup and deployment. This distinction is crucial for maintaining system security and decentralization, as it eliminates the risk of a single point of control while ensuring proper project initialization.

At its core, the Project Manager maintains minimal state, holding only essential references to the system's foundational contracts:

[image: ]

The contract's primary responsibility lies in orchestrating project creation, implementing a sophisticated deployment process that coordinates multiple contract interactions. This process begins with the createProject function, which serves as the entry point for new project initialization:

[image: ]

Through this function, the Project Manager orchestrates a series of crucial operations. It first interacts with the NFT contract to create a unique token representing project ownership. Following successful token creation, it engages the Factory contract to deploy project-specific Office and Escrow contracts. This orchestration ensures proper contract deployment and relationship establishment while maintaining system security.

The true strength of this design lies in its limited scope. Once project initialization is complete, the Project Manager's direct involvement ends. This architectural decision prevents the formation of a centralized authority, as all subsequent project operations are handled directly by the project-specific contracts. Each project maintains its operational independence while benefiting from the platform's standardized deployment and security measures.

Office Contract: Project Management and Data Integrity

The heart of Paxmata's project management lies in its sophisticated milestone system within the Office Contract. This system implements a hierarchical structure that manages project progress, verification, and payments through multiple interconnected functions.
Milestone Creation and Structure
The milestone system begins with a robust data structure that tracks every aspect of project progress:

[image: ]

The contract implements batch milestone creation to efficiently handle complex project structures:

[image: ]

This function enables the creation of both parent and child milestones in a single transaction, establishing the project's hierarchical structure while handling fund allocation simultaneously. Each milestone creation generates a unique hash that ensures data integrity throughout the milestone's lifecycle.

Milestone Completion and Verification
The completion process involves two distinct steps, implementing a dual-verification system for security:

[image: ]

Following completion, the project owner must verify the milestone, which triggers payment release if applicable:

[image: ]

This dual-step process ensures that milestones are both completed by authorized developers and verified by project owners before any funds are released. The system maintains security through strict access controls and state verification at each step.

Data Integrity and Verification

Throughout the milestone lifecycle, the contract maintains data integrity through a sophisticated hashing system:

[image: ]

This hashing mechanism ensures that milestone data remains immutable and verifiable, creating a trustless environment for project management and payment distribution.
This comprehensive milestone system creates a secure, verifiable, and efficient project management environment where:
· Project structure is clearly defined through parent-child relationships
· Progress is tracked and verified through multiple stakeholders
· Payments are automatically triggered based on verified completion
· All data and state changes are immutably recorded on the blockchain
The combination of these features enables transparent, secure, and efficient project management while maintaining the integrity of all project data and financial transactions.

[image: ]

The Escrow Contract 
A critical component of the Paxmata platform, responsible for the secure management of project funds, payment processing, and handling of various currencies. This contract serves as the financial backbone, ensuring the integrity and transparency of all financial transactions within the system.

[image: ]

Fund Management

[image: ]

The Escrow Contract maintains detailed mappings of project-specific fund balances. It tracks the deposits made by various stakeholders, including project owners, developers, and investors, and associates these funds with the specific project they are intended for. This granular control over project-level funds is essential for ensuring that money is allocated and utilised according to the project's progress and milestones.

Payment Processing

[image: ]

The Escrow Contract handles the release of payments to project stakeholders, such as developers, based on the successful completion and verification of project milestones. It implements robust mechanisms to trigger these payments automatically upon the fulfilment of pre-defined conditions, eliminating the need for manual intervention and reducing the risk of delays or errors.

Currency Handling

[image: ]

To accommodate the diverse needs of global construction projects, the Escrow Contract supports a variety of cryptocurrencies and fiat-pegged stablecoins. It maintains a mapping of supported token addresses and their associated currencies, allowing stakeholders to deposit, withdraw, and manage funds in their preferred currency. This flexibility ensures that the platform can cater to the financial requirements of projects across different jurisdictions and regulatory environments.

The Escrow Contract's core responsibilities in fund management, payment processing, and currency handling are critical to the overall success of the Paxmata platform. By providing a secure, transparent, and efficient financial infrastructure, the Escrow Contract enables the seamless execution of construction projects, fostering trust and collaboration among all stakeholders.

Data Integrity System
Hash Functions and Merkle Trees in Construction Project Verification
The foundation of Paxmata's data integrity system builds upon decades of cryptographic research and blockchain innovation, specifically adapted for the unique challenges of construction project management. While traditional blockchain systems typically employ straightforward hash chains for transaction verification, the complex hierarchical nature of construction projects demanded a more sophisticated approach.
At the heart of our system lies the Keccak-256 hashing algorithm, chosen over alternatives like SHA-256 for its proven security in the Ethereum ecosystem and its resistance to length extension attacks. This algorithm forms the basis of our milestone hashing system, implemented through the _hashMilestoneData function:
[image: ]

The design of this function reflects a careful consideration of construction project dynamics. Unlike simpler blockchain applications that might hash only basic transaction data, our implementation encompasses the full complexity of construction milestones. The function takes into account not just the milestone's identifier and payment terms, but also its position within the project hierarchy through parentId and childMilestoneIds parameters. This hierarchical hashing approach, inspired by Git's commit history model, creates an immutable record of project evolution that can capture the complex interdependencies between different construction phases.
The timestamp parameter plays a crucial role in our temporal verification system. While blockchain timestamps are commonly used for basic chronological ordering, our implementation extends this concept to create a sophisticated timeline verification system for construction projects. Each milestone's temporal data is permanently encoded in its hash, allowing for precise verification of project progression and deadline compliance. This becomes particularly valuable in construction disputes, where the exact timing of milestone completion often becomes a critical point of contention.
Moving beyond simple hash chains, we implemented a modified Merkle tree structure that better suits the hierarchical nature of construction projects. Traditional Merkle trees, first proposed by Ralph Merkle in 1979, were designed for efficient verification of data in distributed systems. Our adaptation extends this concept to handle parent-child relationships between milestones. The system constructs trees where each node represents a milestone, with its hash incorporating both its own data and references to related milestones:
[image: ]

This implementation differs from traditional Merkle trees in several key aspects. While standard Merkle trees typically focus on proving inclusion of leaf nodes, our system is designed to verify both the existence of milestones and their relationships to other project components. The _hashPair function includes additional logic to maintain consistent ordering:
[image: ]

This ordering mechanism ensures that the same milestone relationships always produce identical hashes, crucial for consistent verification across different nodes in the network.
The system's approach to state transitions represents another significant innovation in blockchain-based project management. Traditional blockchain systems typically handle simple state changes, like token transfers. However, construction projects require a more nuanced approach to state management. Our implementation allows for partial completion states and complex dependency verification:
[image: ]

This structure enables the system to maintain a comprehensive state history while ensuring that all state transitions are cryptographically verifiable. The completionPercentage field, in particular, represents an innovation in blockchain-based project management, allowing for granular progress tracking while maintaining the system's integrity guarantees.
The practical implications of this system extend beyond simple data verification. In traditional construction project management, disputes often arise from disagreements over project status and completion criteria. Our system provides an immutable, cryptographically secure record of all project developments, while maintaining efficient verification processes. The combination of Merkle trees with hierarchical milestone hashing allows for rapid verification of project status while maintaining a complete audit trail.
This approach has proven particularly valuable in regulatory compliance scenarios. The system's ability to provide cryptographic proof of project progression, payment distributions, and milestone completions creates a level of transparency and accountability previously unattainable in construction project management. The immutable nature of the blockchain, combined with our sophisticated hashing and verification systems, ensures that all project data remains tamper-evident while being efficiently verifiable by all stakeholders.
Advanced State Management in Construction Project Verification
The complexity of construction projects necessitated the development of a sophisticated state management system that goes beyond traditional blockchain state transitions. Our implementation draws inspiration from database version control systems while leveraging blockchain's immutability guarantees to create a comprehensive project state tracking mechanism.
At the core of our state management system lies the project's data hash, a dynamic value that evolves with each project modification:
[image: ]

This structure enables atomic updates to project state while maintaining a verifiable history of all changes. The BatchProcessingData struct, in particular, represents an innovation in blockchain-based project management, allowing for efficient batch processing of state changes while preserving the integrity of the project's state history.
The system implements a sophisticated event emission system to track state transitions:
[image: ]

These events create an immutable audit trail of project evolution, allowing stakeholders to reconstruct the complete project history from any point in time. Unlike traditional project management systems that might maintain change logs in a centralized database, our blockchain-based approach ensures that every state transition is cryptographically verifiable and tamper-evident.
The verification of milestone completion introduces additional complexity in state management. Our system implements a dual-verification mechanism that requires both developer completion and owner verification:
[image: ]

This completion process is further secured by the verification step:
[image: ]

The combination of completion and verification states, along with the associated payment release mechanism, creates a robust system for tracking project progress while maintaining strict security controls. Each state transition is permanently recorded on the blockchain, creating an immutable history of project progression that can be invaluable for dispute resolution and regulatory compliance.
This comprehensive approach to state management, combined with our sophisticated hashing and verification systems, provides a level of transparency and security previously unattainable in construction project management. The system's ability to maintain verifiable state history while enabling efficient project progression represents a significant advancement in blockchain-based project management solutions.
4. Permission Architecture
A. Multi-level Access Control
Paxmata implements a sophisticated multi-level access control system that carefully balances security with operational efficiency. The platform's permission architecture draws inspiration from military-grade access control systems while adapting to the specific needs of construction project management. This system is implemented through a series of carefully designed smart contract modifiers and role-based functions that create distinct permission layers for different stakeholders.
Core Access Control Implementation
At the foundation of our permission system lies a set of critical modifiers that enforce access control:
[image: ]

These modifiers work in conjunction with state mappings that maintain authorization records:
[image: ]
The system implements distinct roles with specific capabilities:
Project Owner Permissions
The project owner holds primary administrative authority, with exclusive access to critical functions:
[image: ]

Developer Permissions
Authorized developers receive specific permissions for project execution:
[image: ]

Cross-Contract Permission Management
The permission system extends across contract boundaries through a carefully designed interaction pattern. The Escrow contract implements its own layer of access control:
[image: ]

This multi-contract permission system ensures that:
1. Only authorized contracts can interact with the escrow system
2. Financial operations maintain strict access controls
3. Cross-contract calls preserve security boundaries
Event Tracking and Authorization History
The system maintains a complete audit trail of permission changes through events:
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These events create an immutable record of all permission changes, enabling comprehensive audit trails and regulatory compliance. Each authorization event is permanently recorded on the blockchain, providing transparency while maintaining security.
Factory-Level Access Control
At the deployment level, the Factory contract implements additional permission controls:
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This ensures that only authorized entities can deploy new project contracts, providing security at the very beginning of a project's lifecycle.
Through this comprehensive permission architecture, Paxmata creates a secure yet flexible environment for construction project management. The system balances the need for strict access controls with the practical requirements of project execution, ensuring that each stakeholder has precisely the permissions needed to fulfil their role while maintaining the overall security of the platform.
B. Role Separation
The Paxmata platform implements a clear separation of roles and responsibilities through carefully designed smart contract interfaces. This separation ensures that each participant in the construction project has precisely defined capabilities and limitations, creating a secure and efficient operational environment.
1. Project Owner Role
The project owner serves as the primary administrator for individual construction projects. This role carries significant responsibilities and is implemented through a series of exclusive functions in the Office Contract:
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The project owner's authority extends to fund allocation through batch milestone creation and funding:
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2. Developer Role
Developers are authorized participants responsible for project execution. Their permissions are carefully scoped through the onlyDeveloper modifier and specific function implementations:
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Developer actions are tracked through events that maintain a permanent record of project progress:
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3. Project Manager Role
The Project Manager operates at the platform level, managing contract deployment and system configuration. This role is implemented in the ProjectManager contract with specific administrative capabilities:
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The Project Manager's authority extends to factory and NFT contract management:
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This role separation creates a hierarchical yet distributed permission structure where:
· Project Owners maintain control over individual project execution
· Developers have focused permissions for milestone completion
· Project Managers oversee platform-level operations
Each role's capabilities are enforced through smart contract modifiers and function-level access controls, creating a secure and auditable environment for construction project management. The system's event emissions create a permanent record of all role-based actions, enabling comprehensive audit trails and accountability.
3.2 Security Implementation
The security architecture of Paxmata represents a comprehensive approach to protecting both project operations and financial assets. While traditional construction project management often relies on trust and paper contracts, our implementation leverages blockchain technology to create programmatic, tamper-proof security guarantees.
Fund Security Architecture
At the heart of Paxmata's financial security lies a sophisticated multi-layered protection system. The platform employs three critical security mechanisms that work in concert to ensure the safety of all funds: reentrancy protection, secure token handling, and escrow-based fund management.
Protection Against Reentrancy Attacks
Construction projects often involve significant financial transactions occurring at various project stages. These transactions present potential attack vectors that could, if not properly secured, allow malicious actors to exploit the timing of contract executions. To prevent such attacks, Paxmata implements OpenZeppelin's ReentrancyGuard across all financial functions.
Consider a milestone payment release: without proper protection, an attacker could potentially create a recursive call cycle that drains project funds. Our implementation prevents this through the nonReentrant modifier:
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This seemingly simple protection mechanism is crucial in preventing one of the most sophisticated attack vectors in blockchain financial systems.
Secure Token Operations
Construction projects often involve multiple payment methods and currencies. Paxmata's token handling system builds upon OpenZeppelin's SafeERC20 implementation to ensure secure operations across all supported currencies. This is particularly crucial in an industry where payment reliability can make or break project timelines.
The platform's token handling goes beyond simple transfers. It implements comprehensive validation checks before any financial operation:
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This validation ensures that only properly registered and supported currencies can be used within the system, preventing potential issues with non-standard token implementations that could otherwise compromise project funds.
Escrow-Based Fund Management
Perhaps the most innovative aspect of Paxmata's financial security is its escrow system. Traditional construction projects often struggle with fund management, leading to disputes and delays. Our escrow system implements a milestone-based fund allocation mechanism that ensures money can only flow according to predefined project rules.
The system maintains strict separation between project funds through a sophisticated allocation system. Each milestone's funds are tracked independently, preventing cross-contamination between different project phases or requirements. This separation is particularly valuable in complex projects where multiple contractors and payment schedules need to be managed simultaneously.
The escrow system introduces several groundbreaking features for construction fund management:
1. Atomic Operations: All financial transactions are atomic, meaning they either complete fully or not at all. This prevents the partial execution scenarios that often plague traditional construction payment systems.
2. Currency Flexibility: The system handles both native blockchain currency (DEV) and various token standards through a unified interface, while maintaining strict security standards for each type:
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3. Milestone-Linked Payments: Funds are intrinsically linked to project milestones, creating a transparent and verifiable connection between project progress and financial disbursement.
This comprehensive security implementation represents a significant advancement over traditional construction fund management systems. By leveraging blockchain technology and sophisticated smart contract architecture, Paxmata creates a secure environment where project funds are protected by code rather than contracts, eliminating many of the vulnerabilities inherent in traditional systems.
The success of this security model lies not just in its technical implementation, but in how it addresses real-world construction industry challenges. By providing programmatic guarantees for fund safety, the platform significantly reduces the trust burden traditionally placed on project participants, enabling more efficient and secure project execution.
Through this robust security architecture, Paxmata transforms construction project fund management from a trust-based system to a verification-based one, where security is guaranteed by code rather than contracts, and transparency is inherent rather than enforced.

3.3 Technical Workflows
The Paxmata platform orchestrates complex interactions between multiple smart contracts to manage construction projects effectively. Understanding these workflows is crucial to appreciating how the platform maintains security and efficiency throughout the project lifecycle.
Project Creation Workflow
Project creation in Paxmata follows a sophisticated orchestration pattern that ensures proper initialization and security from the very beginning. The process begins with the ProjectManager contract, which coordinates a series of precise steps:
1. NFT Minting: First, a unique project NFT is minted to establish project identity and ownership. This NFT serves as the foundational reference point for all project-related operations.
2. Contract Deployment: The Factory contract then deploys two crucial contracts: 
· The Office Contract, which will manage project operations
· The Escrow Contract, which will handle all financial transactions
3. Initialization: The system establishes the initial project state by: 
· Registering the project owner
· Setting up basic project parameters
· Creating the initial project hash
A key innovation in this process is how the project hash is generated, incorporating multiple aspects of the project:
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This comprehensive hash ensures that all critical project parameters are verifiably recorded at creation.
Milestone Management Flow
Milestone management implements a hierarchical system that reflects the natural structure of construction projects. The process encompasses several key operations:
1. Milestone Creation The system supports both parent and child milestones, allowing for complex project structures. The creation process includes: 
· Validation of parameters
· Establishment of parent-child relationships
· Setting of payment terms and deadlines
2. Milestone Tracking Each milestone maintains a comprehensive state that includes: 
· Completion status
· Verification status
· Payment allocation
· Temporal data
3. State Transitions Milestones follow a strict state transition flow: 
· Unstarted → In Progress → Completed → Verified
· Each transition requires appropriate authorization and triggers relevant events
Fund Allocation Workflow
The fund allocation system implements a sophisticated mechanism that ensures proper financial management throughout the project lifecycle. The process involves several key stages:
1. Initial Deposit When funds are first deposited: 
· Currency type is validated
· Amount is verified
· Funds are securely stored in the escrow contract
2. Milestone Allocation Funds are then allocated to specific milestones: 
· Each allocation is tracked independently
· Cross-contamination between milestones is prevented
· Allocations are recorded with currency type and amount
3. Balance Management The system maintains detailed balance tracking: 
· Project-level balances
· Milestone-specific allocations
· Available vs. allocated funds
Payment Verification Flow
The payment verification process implements multiple checks and balances to ensure secure fund disbursement:
1. Completion Verification Before any payment can be released: 
· Developer must mark milestone as complete
· Project owner must verify completion
· System validates completion status
2. Payment Processing When a payment is triggered: 
· Fund availability is verified
· Currency type is validated
· Payment amount is checked against allocation
· Transfer is executed with appropriate security measures
3. State Updates After successful payment: 
· Milestone state is updated
· Balances are adjusted
· Events are emitted for transparency
This process ensures that payments are only released when all conditions are met:
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Each of these workflows incorporates multiple security checks and balances while maintaining efficiency and usability. The system's event emission at key points creates a transparent audit trail:
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Through these carefully designed workflows, Paxmata creates a robust and secure environment for managing construction projects. The platform's ability to handle complex project structures while maintaining strict security and verification requirements represents a significant advancement in construction project management technology.
4. Methodology
4.1 Platform Implementation
The Paxmata platform's implementation methodology centres on creating a robust, scalable, and cost-effective solution for construction project management. Our approach carefully balances on-chain security with practical operational requirements.
Smart Contract Deployment Strategy
The platform's deployment on the Moonbeam network represents a strategic choice that provides several key advantages for construction project management. Moonbeam's compatibility with the Ethereum Virtual Machine (EVM) enables us to leverage battle-tested smart contract patterns while benefiting from improved scalability and reduced transaction costs.
Our smart contract architecture implements several gas optimization techniques specific to construction project workflows:
· Batch Processing: The milestone creation system allows for efficient batch operations, reducing the overall gas cost for project setup:
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This approach significantly reduces the cost of project initialization, particularly for complex projects with multiple milestones.
Cross-chain Compatibility
The platform's architecture is designed with cross-chain operations in mind. By implementing standardized interfaces and maintaining clear separation of concerns, the system can adapt to different blockchain environments. This flexibility is crucial for future expansion and adoption across different regions and regulatory frameworks.
4.2 Data Management
Paxmata implements a hybrid data management approach that optimizes the balance between on-chain security and practical data storage requirements.
On-chain Storage Strategy
Critical project data is stored on-chain to ensure immutability and security. The system carefully selects what data to store on-chain based on several criteria:
1. Project Metadata Hashing The platform stores project metadata hashes on-chain while keeping the full data off-chain:
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This approach ensures data integrity while minimizing storage costs.
2. Milestone Structure The core milestone structure is maintained on-chain, including:
· Hierarchical relationships between milestones
· Payment terms and conditions
· Completion and verification states
3. Financial Records All payment-related information is stored on-chain for maximum security and transparency:
· Payment allocations
· Transaction records
· Currency types and amounts
Off-chain Storage Implementation
For data that doesn't require direct on-chain verification, Paxmata implements a sophisticated off-chain storage system:
1. Project Documentation Detailed project documentation is stored off-chain with on-chain references:
· Technical specifications
· Architectural drawings
· Regulatory compliance documents
· The system maintains hash references to ensure document integrity while keeping storage costs manageable.
2. Media Assets Visual and multimedia content is managed through a distributed storage solution:
· Progress photographs
· Video documentation
· Site inspection records
· These assets are linked to on-chain milestones while being stored efficiently off-chain.
3. Supplementary Data Additional project information is stored off-chain with hash verification:
· Detailed progress reports
· Communication logs
· Supporting documentation
Hybrid Storage Benefits
This hybrid approach offers several advantages:
1. Cost Efficiency: By minimizing on-chain storage to essential data, the system keeps transaction costs manageable
2. Performance Optimization: Off-chain storage of large files ensures system responsiveness
3. Data Accessibility: Stakeholders can easily access comprehensive project information
4. Security: Critical data maintains blockchain-level security while supporting documentation remains easily accessible
The methodology behind Paxmata's implementation reflects a deep understanding of both blockchain capabilities and construction industry requirements. By carefully balancing on-chain and off-chain storage, implementing gas-efficient smart contracts, and ensuring cross-chain compatibility, the platform provides a robust and practical solution for modern construction project management.
9. Conclusion

Paxmata represents a fundamental reimagining of construction project management, bringing blockchain's transparency and security to an industry long plagued by inefficiency and trust deficits. Through careful integration of smart contract technology, innovative data management, and sophisticated security protocols, the platform addresses core challenges that have historically undermined construction project success.

The platform's technical architecture demonstrates several key innovations. The hierarchical milestone system, implemented through smart contracts, creates a verifiable and transparent project management framework that maintains security without sacrificing flexibility. The sophisticated permission architecture ensures that each stakeholder has precisely the access they need while preventing unauthorized actions that could compromise project integrity.

Our hybrid approach to data management, combining on-chain security with practical off-chain storage, offers a scalable solution that can adapt to projects of any size. The platform's implementation on the Moonbeam network, with its cross-chain compatibility and gas optimization features, ensures that Paxmata remains accessible and cost-effective for users worldwide.

Perhaps most significantly, Paxmata's escrow-based fund management system transforms how construction projects handle payments and verification. By creating programmatic guarantees for fund security and milestone completion, the platform eliminates many of the trust issues that traditionally plague construction projects. The system's ability to handle multiple currencies while maintaining strict security controls makes it suitable for global adoption.

Looking forward, Paxmata's architecture provides a foundation for continued innovation in construction project management. The platform's modular design and cross-chain compatibility ensure it can evolve alongside blockchain technology, incorporating new features and capabilities as they emerge. As the construction industry continues its digital transformation, Paxmata stands ready to play a crucial role in making project management more efficient, transparent, and secure.

Through its comprehensive approach to security, efficiency, and usability, Paxmata represents not just an improvement in construction project management, but a fundamental shift in how construction projects can be organized and executed in the digital age. The platform's successful integration of blockchain technology with practical industry requirements creates a model for how traditional industries can be transformed through thoughtful application of cutting-edge technology.

Paxmata's launch marks the beginning of a new era in construction project management, where trust is built through code, efficiency is enhanced through automation, and success is verified through immutable records. As the platform grows and evolves, it will continue to demonstrate how blockchain technology can solve real-world problems while creating new opportunities for innovation in one of the world's most important industries.
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contract PaxmataNFT is ERC721URIStorage, ERC721Enumerable, Ownable {
using Counters for Counters.Counter;
Counters.Counter private _tokenIdCounter;
mapping(address => bool) public authorizedMinters;
address public projectManager;
bool private initialized;
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function safeMint(address to, string memory metadataUrl)

external

onlyAuthorizedMinter

returns (uint256) {

require(msg.sender == projectManager, "Only ProjectManager can mint");
require(to !'= address(@), "Invalid recipient");

require(bytes(metadataUrl).length > @, "Empty metadata URL");
_tokenIdCounter.increment();

uint256 tokenId = _tokenIdCounter.current();

_safeMint(to, tokenId);

_setTokenURI(tokenId, metadataUrl)

return tokenId;
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modifier onlyAuthorizedMinter() {
require(authorizedMinters[msg.sender], "Caller is not authorized to mint");

function addAuthorizedMinter(address minter) external onlyOwner {
authorizedMinters[minter] = true;
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function createOfficeAndEscrow(
address nftContractAddress,
address projectManagerContract,
uint256 projectId,
address projectOwner,
IProjectManager.ProjectData calldata projectData,
address paxmataWallet

) external onlyAuthorizedCreator returns (address officeAddress, address escrowAddres
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modifier onlyAuthorizedCreator() {
require(authorizedCreators [msg.sender], "Caller is not authorized to create contra

=)
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mapping(uint256 => address) public officeContracts;
mapping(uint256 => address) public escrowContracts;
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contract PaxmataProjectManager is IProjectManager, Ownable {
PaxmataNFT public nftContract;
PaxmataFactory public factoryContract;
address public paxmataWallet;
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function createProject(
address to,
string calldata metadataUlrl,
ProjectData calldata projectData
) external returns (uint256 tokenId)
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struct Milestone {
uint256 id;
uint256 parentMilestoneld;
uint256[] childMilestonelds;
uint256 payment;
uint256 deadline;
uint256 timestamp;
bytes32 milestoneHash;
bool completed;
bool verified;
uint8 completionPercentage;
address recipient;

//
//
//
//
//
//
//
//
//
//
//

Unique identifier

ID of parent milestone (0 if no parent)
IDs of child milestones

Payment amount (optional, can be 0)
Deadline timestamp (optional, can be 0)
Creation timestamp

Hash of milestone data

Completion status

Verification status

Progress percentage

Payment recipient
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function batchCreateMilestonesAndAllocate(

uint256[]
uint256[]
address[]
uint256[]
uint256[]
uint256[]
address[]
ICurrency.

calldata
calldata
calldata
calldata
calldata
calldata
calldata
Currency

parentPayments,
parentDeadlines,
parentRecipients,
childParentIds,
childPayments,
childDeadlines,
childRecipients,
currency,

uint256 depositAmount

) external payable onlyProjectOwner channelOpen

nonReentrant
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function completeMilestone(uint256 milestoneld)
external
onlyDeveloper
channelOpen

Milestone storage milestone = milestones[milestoneId];

if (milestone.id == 0) revert MilestoneNotFound();

if (milestone.completed) revert AlreadyCompleted();

if (milestone.deadline > @ && block.timestamp > milestone.deadline)
revert DeadlinePassed();

milestone.completed = true;
milestone.completionPercentage = 100;

emit MilestoneCompleted(milestoneId, msg.sender, 100);
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function verifyMilestone(uint256 milestoneId, ICurrency.Currency currency)
external
onlyProjectOwner
nonReentrant
channelOpen

Milestone storage milestone = milestones[milestoneId];
if (milestone.id == 0) revert MilestoneNotFound();

if (!milestone.completed) revert NotCompleted();

if (milestone.verified) revert AlreadyVerified();

milestone.verified = true;

if (milestone.payment > 0) {
escrowContract. releasePayment (
tokenId,
milestoneld,
milestone.recipient,
milestone.payment,
currency

)8

emit MilestoneVerified(milestoneld, msg.sender, milestone.payment);
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function _hashMilestoneData(
uint256 milestoneld,
uint256 parentId,
uint256 payment,
uint256 deadline,
uint256 timestamp,
uint256[] memory childMilestonelds,
address recipient
) internal pure returns (bytes32)
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struct Milestone {
uint256 id;
uint256 parentMilestoneld;
uint256[] childMilestonelds;
uint256 payment;
uint256 deadline;
bytes32 milestoneHash;
// ... additional fields
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struct MilestoneAllocation {
uint256 amount;
ICurrency.Currency currency;
bool allocated;
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// Core state variables
2 mapping(uint256 => mapping(ICurrency.Currency => uint256)) public projectEscrowBalances;
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function releasePayment(
uint256 projectId,
uint256 milestoneld,
address recipient,
uint256 amount,
ICurrency.Currency currency
) external override nonReentrant onlyRegistered0ffice(projectId) @
// Check recipient and fund allocation
if (recipient == address(@)) revert InvalidAddress()
MilestoneAllocation storage allocation = milestoneAllocations[projectId] [milestoneId];
if (lallocation.allocated) revert("Funds not allocated");
if (allocation.amount < amount) revert InsufficientBalance()
if (allocation.currency != currency) revert("Currency mismatch");

// Update allocation and transfer funds

allocation.amount -= amount;

if (allocation.amount == 0) {
allocation.allocated = false;

i
if (currency == ICurrency.Currency.DEV) {
(bool success, ) = recipient.call{value: amount}("");
if (!success) revert TransferFailed();
} else {
IERC20(supportedTokens [currency]) .safeTransfer(recipient, amount);
Ir

emit PaymentReleased(projectId, recipient, amount, currency);
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mapping(ICurrency.Currency => address) public supportedTokens;

function addSupportedCurrency(ICurrency.Currency currency, address tokenAddress)
external
onlyProjectManager

if (currency == ICurrency.Currency.DEV) revert("DEV is native currency");
if (tokenAddress == address(@)) revert InvalidAddress();
if (supportedTokens[currency] != address(@)) revert("Already supported");

supportedTokens [currency] = tokenAddress;
emit CurrencySupported(currency, tokenAddress);
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function _hashMilestoneData(
uint256 milestoneld,
uint256 parentId,
uint256 payment,
uint256 deadline,
uint256 timestamp,
uint256[] memory childMilestonelds,
address recipient
) internal pure returns (bytes32)
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function _computeMerkleRoot(bytes32[] memory leaves) internal pure returns (bytes32) {
if (leaves.length == @) return bytes32(0);
if (leaves.length == 1) return leaves[0];

while (leaves.length > 1) {
uint256 length = leaves.length;
uint256 newLength = (length + 1) / 2;
bytes32[] memory newLeaves = new bytes32[](newLength);

for (uint256 i = 0; i < newLength; i++) {
if (2 % i + 1 < length) {

newLeaves[i] = _hashPair(leaves[2 x i], leaves[2 *x i + 1]);
} else {
newLeaves[i] = _hashPair(leaves[2 *x i], leaves[2 * il);

}

leaves = newlLeaves;

}

return leaves[0];
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function _hashPair(bytes32 a, bytes32 b) internal pure returns (bytes32) {
return a < b
? keccak256(abi.encodePacked(a, b))
: keccak256(abi.encodePacked(b, a));
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struct Milestone {
uint256 id;
uint256 parentMilestoneld;
uint256[] childMilestoneIds;
uint256 payment;
uint256 deadline;
uint256 timestamp;
bytes32 milestoneHash;
bool completed;
bool verified;
uint8 completionPercentage;
address recipient;
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bytes32 public projectDataHash;
uint256 public milestoneCounter;
bool public channelClosed;

struct BatchProcessingData {
uint256 initialMilestoneCount;
uint256 parentMilestoneCount;
bytes32 currentProjectHash;
bytes32 newRoot;
bytes32 oldHash;
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event ProjectHashUpdated (

DE

uint256 indexed tokenId,
bytes32 oldHash,

bytes32 newHash,

uint256 timestamp

event MilestoneHashCreated(

DE

uint256 indexed tokenId,
uint256 indexed milestoneld,
bytes32 milestoneHash,
bytes32[] parentHashes,
uint256 timestamp

event MerkleRootUpdated(

DE

uint256 indexed tokenId,
bytes32 merkleRoot,
uint256 totallLeaves,
uint256 timestamp
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e
function completeMilestone(uint256 milestoneld)

external

onlyDeveloper

channelOpen

Milestone storage milestone = milestones[milestoneId];

if (milestone.id == @) revert MilestoneNotFound();

if (milestone.completed) revert AlreadyCompleted();

if (milestone.deadline > 0 && block.timestamp > milestone.deadline)
revert DeadlinePassed();

milestone.completed = true;
milestone.completionPercentage = 100;

emit MilestoneCompleted(milestoneId, msg.sender, 100);
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function verifyMilestone(uint256 milestoneId, ICurrency.Currency currency)
external
onlyProjectOwner
nonReentrant
channelOpen

Milestone storage milestone = milestones[milestoneId];
if (milestone.id == @) revert MilestoneNotFound();

if (!milestone.completed) revert NotCompleted();

if (milestone.verified) revert AlreadyVerified();

milestone.verified = true;

if (milestone.payment > 0) {
escrowContract. releasePayment (
tokenId,
milestoneld,
milestone.recipient,
milestone.payment,
currency

D

emit MilestoneVerified(milestoneId, msg.sender, milestone.payment);
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modifier onlyProjectOwner() {
if (msg.sender != projectOwner) revert Unauthorized();

modifier onlyDeveloper() {
if (lauthorizedDevelopers([msg.sender]) revert Unauthorized();

modifier channelOpen() {
if (channelClosed) revert("Channel closed");
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mapping(address => bool) public authorizedDevelopers;
mapping(uint256 => address) public projectOwners;
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function authorizeDeveloper(address developer) external onlyProjectOwner {
if (developer == address(@)) revert InvalidAddress();
authorizedDevelopers [developer] = true;
emit DeveloperAuthorized(developer);

function deauthorizeDeveloper(address developer) external onlyProjectOwner {
if (developer == address(@)) revert InvalidAddress();
authorizedDevelopers[developer] = false;
emit DeveloperDeauthorized(developer);

function verifyMilestone(uint256 milestoneId, ICurrency.Currency currency)
external
onlyProjectOwner
nonReentrant
channelOpen
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function completeMilestone(uint256 milestoneld)
external
onlyDeveloper
channelOpen

Milestone storage milestone = milestones[milestoneId];

if (milestone.id == @) revert MilestoneNotFound();

if (milestone.completed) revert AlreadyCompleted();

if (milestone.deadline > 0 && block.timestamp > milestone.deadline)
revert DeadlinePassed();

milestone.completed = true;
milestone.completionPercentage = 100;

emit MilestoneCompleted(milestoneId, msg.sender, 100);
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modifier onlyProjectManager() {
if (msg.sender != projectManager) revert Unauthorized();

modifier onlyRegisteredOffice(uint256 projectId) {
if (msg.sender != registeredOffices[projectId]) revert Unauthorized();

modifier onlyOfficeContract(uint256 projectId) {
require(
projectOffices[projectId] == msg.sender,
"Caller is not the registered OfficeContract"

D8
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event DeveloperAuthorized(address indexed developer);

event DeveloperDeauthorized(address indexed developer);

event ProjectOwnerRegistered(uint256 indexed projectId, address indexed owner);
event OfficeRegistered(uint256 indexed projectId, address indexed officeContract);
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mapping(address => bool) public authorizedCreators;

modifier onlyAuthorizedCreator() {
require(authorizedCreators[msg.sender], "Caller is not authorized to create contre

—
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function verifyMilestone(uint256 milestoneId, ICurrency.Currency currency)
external
onlyProjectOwner
nonReentrant
channelOpen

Milestone storage milestone = milestones[milestoneId];
if (milestone.id == @) revert MilestoneNotFound();

if (!milestone.completed) revert NotCompleted();

if (milestone.verified) revert AlreadyVerified();

milestone.verified = true;

if (milestone.payment > 0) {
escrowContract. releasePayment (
tokenId,
milestoneld,
milestone.recipient,
milestone.payment,
currency

D

emit MilestoneVerified(milestoneId, msg.sender, milestone.payment);

function authorizeDeveloper(address developer) external onlyProjectOwner {
if (developer == address(@)) revert InvalidAddress();
authorizedDevelopers [developer] = true;
emit DeveloperAuthorized(developer);

function addParentMilestones(
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function batchCreateMilestonesAndAllocate(

uint256[]
uint256[]
address|[]
uint256[]
uint256[]
uint256[]
address|[]
ICurrency.

calldata
calldata
calldata
calldata
calldata
calldata
calldata
Currency

parentPayments,
parentDeadlines,
parentRecipients,
childParentIds,
childPayments,
childDeadlines,
childRecipients,
currency,

uint256 depositAmount

) external payable onlyProjectOwner channelOpen

nonReentrant
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function completeMilestone(uint256 milestoneld)
external
onlyDeveloper
channelOpen

Milestone storage milestone = milestones[milestoneId];

if (milestone.id == @) revert MilestoneNotFound();

if (milestone.completed) revert AlreadyCompleted();

if (milestone.deadline > 0 && block.timestamp > milestone.deadline)
revert DeadlinePassed();

milestone.completed = true;
milestone.completionPercentage = 100;

emit MilestoneCompleted(milestoneId, msg.sender, 100);
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event MilestoneCompleted(
uint256 indexed milestoneld,
address indexed developer,
uint8 completionPercentage

DE




image43.png
function createProject(address to, string calldata metadataUrl, ProjectData calldata
emit Debug_StartCreateProject(to, metadataUlrl);

require(to != address(@), "Invalid recipient address");
require(bytes(metadataUrl).length > @, "Empty metadata URL");
require(projectData.ethereumAddress != address(@), "Invalid Ethereum address");

try nftContract.safeMint(to, metadatalrl) returns (uint256 mintedTokenId) {
emit Debug_AfterNFTMint(mintedTokenId);
tokenId = mintedTokenId;

projectOwners[tokenId] = to;

try factoryContract.createOfficeAndEscrow(
address(nftContract),
address(this),
tokenId,
to,
projectData,
paxmataWallet
) returns (address officeContract, address escrowContract) {
emit Debug_AfterFactoryCall(tokenId, officeContract, escrowContract);

projectOffices[tokenId] = officeContract;

emit ProjectCreated(
tokenId,
REON
officeContract,
escrowContract

DE

return tokenId;
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function updateFactory(address _newFactoryAddress) external onlyOwner {
require(_newFactoryAddress != address(@), "Invalid factory address");
address oldFactory = address(factoryContract);
factoryContract = PaxmataFactory(_newFactoryAddress);
emit FactoryUpdated(oldFactory, _newFactoryAddress);
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function releasePayment(
uint256 projectId,
uint256 milestoneld,
address recipient,
uint256 amount,
ICurrency.Currency currency
) external override nonReentrant onlyRegisteredOffice(projectId)
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"'@openzeppelin/contracts/security/ReentrancyGuard.sol";
"'"@openzeppelin/contracts/token/ERC721/extensions/ERC721URIStorage.sol";
"'"@openzeppelin/contracts/token/ERC721/extensions/ERC721Enumerable.sol";
"@openzeppelin/contracts/token/ERC20/IERC20.s01";
""@openzeppelin/contracts/token/ERC20/utils/SafeERC20.so0l";
"'@openzeppelin/contracts/access/Ownable.sol";
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if (supportedTokens[currency] == address(@)) revert UnsupportedCurrency();
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function depositProjectFunds(
uint256 projectId,
ICurrency.Currency currency,
uint256 amount

) external payable
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projectDataHash = keccak256(
abi.encode(
keccak256 (bytes(_projectData.projectDescription)),
_projectData.estimatedCost,
keccak256 (bytes(_projectData.estimatedTimescale)),
// Additional project parameters...

DE
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function verifyMilestone(uint256 milestoneId, ICurrency.Currency currency)
external

onlyProjectOwner
nonReentrant
channelOpen

// Verification logic and payment processing
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emit MilestoneVerified(milestoneId, msg.sender, milestone.payment);
emit PaymentReleased(projectId, recipient, amount, currency);
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function batchCreateMilestonesAndAllocate(
uint256[] calldata parentPayments,
uint256[] calldata parentDeadlines,
address[] calldata parentRecipients,
// Additional parameters...

) external payable onlyProjectOwner
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projectDataHash = keccak256(
abi.encode(
keccak256 (bytes(_projectData.projectDescription)),
_projectData.estimatedCost,
// Additional metadata...

DE
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modifier onlyAuthorizedMinter() {
require(authorizedMinters[msg.sender], "Caller is not authorized to mint");
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modifier onlyProjectOwner() {
if (msg.sender !'= projectOwner) revert Unauthorized();
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modifier onlyRegisteredOffice(uint256 projectId) {
if (msg.sender != registeredOffices[projectId]) revert Unauthorized();
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function createOfficeAndEscrow(
address nftContractAddress,
address projectManagerContract,
uint256 projectld,
address projectOwner,
// ... additional parameters

) external onlyAuthorizedCreator




