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Abstract

In this thesis, rate-distortion theory is studied in the context of lossy compression commu-
nication systems with and without security concerns. A new source coding proof technique
using the “likelihood encoder” is proposed that achieves the best known compression rate in
various lossy compression settings. It is demonstrated that the use of the likelihood encoder
together with Wyner’s soft-covering lemma yields simple achievability proofs for classical
source coding problems. We use the likelihood encoder technique to show the achievability
parts of the point-to-point rate-distortion function, the rate-distortion function with side
information at the decoder (i.e. the Wyner-Ziv problem), and the multi-terminal source
coding inner bound (i.e. the Berger-Tung problem). Furthermore, a non-asymptotic analy-
sis is used for the point-to-point case to examine the upper bound on the excess distortion
provided by this method. The likelihood encoder is also compared, both in concept and
performance, to a recent alternative random-binning based technique.

Also, the likelihood-encoder source coding technique is further used to obtain new results
in rate-distortion based secrecy systems. Several secure source coding settings, such as using
shared secret key and correlated side information, are investigated. It is shown that the
rate-distortion based formulation for secrecy fully generalizes the traditional equivocation-
based secrecy formulation. The extension to joint source-channel security is also considered
using similar encoding techniques. The rate-distortion based secure source-channel analysis
is applied to optical communication for reliable and secure delivery of an information source

through a multimode fiber channel subject to eavesdropping.
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Chapter 1

Introduction

1.1 Preview

Information theory, founded by Claude Shannon in 1948, has provided insights into the
fundamental issues in data compression and date transmission. In addition to data com-
pression and transmission, it has also impacted other areas such as cryptography, machine
learning, and computer networks over the decades.

This thesis focuses on the aspect of information theory that 1) re-approaches the lossy
data compression problems in achievability; 2) establishes the connection between secu-
rity and lossy data compression in communication systems. With the rise of big data in
analytics and data management, storing and transferring data reliably and securely has
become a critical issue. Secure communication can take one of two routes: cryptography
or information-theoretic secrecy. These areas are similar in the sense that both study how
to transmit data securely to an intended receiver in the presence of an adversary. While
cryptography deals with designing protocols and algorithms that make the ciphered text
computationally hard to break with current technology, information-theoretic secrecy tack-
les a more fundamental question by asking whether there exists an encryption scheme such
that the ciphered text is unbreakable even if the adversary is given unlimited computing
power. In this thesis, we consider this latter approach. However, our approach to analyzing
the security of a communication system is based on rate-distortion theory, which differs
from the traditional approach of information-theoretic secrecy; instead of measuring the
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statistical dependence between the original information and the ciphered text (by a quan-
tity called equivocation), we use a distortion metric to evaluate how an adversary can make
the most use of the leaked information to form a sequence of actions against the intended
receiver. Traditional information-theoretic secrecy uses equivocation-rate to quantify the
level of security, which requires a large size of secret key to allow a non-negligible amount
of normalized equivocation. In our analysis of secure communication, although unlimited
computing power is still granted to the adversary, we allow the adversary to potentially learn
part of the ciphered text as long as the actions it can form are harmless to the intended
receiver. This relaxation is proven to significantly reduce the secret key size.

A highlight of this thesis is a tool called the “likelihood encoder” introduced in Chapter
[2l The likelihood encoder is a source compressor that achieves optimum rate given by the
rate-distortion function for lossy compression. With this encoder, one is able to construct a
communication system that can be approximated by a much simpler distribution that makes
the analysis effortless. Although the likelihood encoder is mostly used to get new results
in secrecy settings in this thesis, its applications to classical source coding provide a very

different observation and treatment from other existing optimum rate achieving techniques.

Lossy Compression

Source coding, frequently referred to as data compression in applications, has been studied
for decades. Basic technologies, such as JPEG and MP3, are ubiquitous in data storage.
Traditionally, lossy compression in information theory studies the tradeoff between the rate
of compression and the quality of reconstruction in the fundamental limit (rate-distortion
theory) by allowing processing of the data in a big batch. An example of lossy compression
applied to image storage is given in Fig.

In Chapter [3] we review the simplest setting for lossy compression — point-to-point lossy
compression. Within this simple setting, we provide a detailed step-by-step methodology
using the likelihood encoder as a lossy source compressor and its corresponding analysis.
This is the starting point to become familiarized with this tool, since the analysis for the

more complicated systems in later chapters are variations of this basic case.
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Figure 1.1: Lossy image compression: quality is traded off for size.

In Chapter 4] we extend the analysis using the likelihood encoder to more sophisticated
setups: lossy compression with side information at the decoder, a.k.a the Wyner-Ziv setting,
and multi-terminal lossy source compression with joint decoding, a.k.a. the Berger-Tung

setting.

Secure Source Coding

The goal of secure source coding is to simultaneously 1) compress data efficiently so that an
intended receiver can reconstruct the data with high fidelity and 2) encrypt the data in such
a way that an eavesdropper does not learn anything “meaningful” about the data. Here
the word “meaningful” has different interpretations. In Shannon’s formulation [I] of perfect
secrecy, in order to prevent the eavesdropper from learning “meaningful” information about
the data source S, it is required that the encrypted message M available to the eavesdropper
and the source are statistically independent, i.e. Pg = Pgjp;. It turns out that, under
this formulation, a separation principle applies: one can achieve optimality simply by first
compressing the source with the most efficient compression algorithm and then encrypting
the compressed data with a one-time pad. Although it may appear that we do not lose any
efficiency in compression to the legitimate receiver, one should notice that this comes at the
additional cost of sharing common randomness between the transmitter and the legitimate
receiver, in this case, a shared secret key. Under the requirement for perfect secrecy, the
secret key needs to be at least the size of the compressed data. This motivates us to ask

the following questions: what if we only have a limited size of secret key? are we still able



to encrypt the data in a way that favors the legitimate users the most? These questions
lead us to investigate partial secrecy.

Perfect secrecy is so fundamental and simple that it could be expressed with many
different metrics. Information theorists like using entropy and mutual information, but
that doesn’t make it the correct way to state partial secrecy. The traditional approach to
information theoretic security in the partial secrecy regime simply adopts the same metric
for perfect secrecy. That is, instead of asking for H(S|M) = H(S) (under perfect secrecy),
one studies the tradeoff between the equivocation H(S|M) and the secret key size. Such
extension of using conditional entropy to measure partial secrecy is problematic in the
sense that it does not capture how the eavesdropper can make use of the information to
form actions against the legitimate users.

One may ask the question: if lossy reproduction is allowed at the legitimate receiver, why
not allow that the eavesdropper recovers a distorted version of the message? Yamamoto [2]
started reexamining the Shannon cipher system from a rate-distortion approach by studying
the tradeoff among efficiency of compression, secret key size and the “minimum distortion”
at the eavesdropper. Here the term “minimum distortion” simply means that, one should
assume a rational eavesdropper that reconstructs the source so as to minimize the distortion.
Under this formulation, the legitimate users (the transmitter and the legitimate receiver)
who get to design the communication protocol and the adversary (the eavesdropper) are put
in a game-theoretic setting, where they are playing a zero-sum game by properly choosing a
payoff function that captures the distortions from both the legitimate receiver and the eaves-
dropper. Therefore, from the system designer’s point of view, Yamamoto’s setup focuses
on finding a good encoding (compression and encryption) scheme under the assumption of
a rational eavesdropper. Since we no longer have the luxury of sufficient secret key size to
protect all of the data to achieve perfect secrecy, it becomes important to understand which
information bits to hide to benefit the legitimate users the most in the sense of forcing a
large distortion at the eavesdropper. Schieler and Cuff [3] showed that this relaxation of
the secrecy requirement greatly reduced the size of secret key needed.

However, the shortcomings of Yamamoto’s secrecy formulation for secrecy are exposed

under a careful examination. Yamamoto’s rate-distortion model of the Shannon cipher
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system remains a valid game-theoretic setting if the legitimate receiver and the eavesdropper
are each given only one chance to reproduce the source. In reality, the eavesdropper may
have multiple chances to make its estimate. An intuitive example is the following. Suppose
the source is a black-and-white image, one-bit pixels. One can force the highest possible
distortion (under Hamming distortion) at the eavesdropper by simply flipping all the pixel
bits, shown in Fig. Yet the eavesdropper actually learns so much about the source
that it can guarantee to decode the exact image within two attempts. Therefore, it may be

overoptimistic to consider Yamamoto’s model as secure source coding.

[

Figure 1.2: The Hamming distortion between the two images is at the maximum, but one
can fully recover one image from the other without any loss of information.

A patch for Yamamoto’s weak notion of security is provided by Cuff [4] [5] by allow-
ing the eavesdropper to have access to causal information about the source. To be more
intuitive, it is helpful to think under the game-theoretic setting where each player (trans-
mitter/legitimate receiver and the eavesdropper) takes a sequence of actions. When the
eavesdropper is calculating its current best move, it already observes the past moves of the
transmitter/legitimate receiver. It is obvious that this modification favors the eavesdropper
as it has the freedom to readjust its strategy after each move. Although this causal dis-
closure of the source may appear to be an unnatural reinforcement, it is shown by Schieler
and Cuff [6] that the causal disclosure is key to specify a stable secrecy model for source
coding that fully generalizes the traditional equivocation approach.

In Chapter o} we discuss the rate-distortion based secure source coding in detail. We

start with a review of Shannon’s perfect secrecy formulation, followed by Yamamoto’s game-



theoretic formulation. We then investigate a variation of Yamamoto’s model by replacing
the secret key with side information. That is, instead of having a shared secret key between
the transmitter and the legitimate receiver, the legitimate receiver and the eavesdropper
are given different side information that is correlated with the source during decoding. This
is a good example of physical-layer security in source coding, where security is achieved by
exploiting the physical structure of the communication network without using any common
randomness explicitly. Finally, we strengthen the security model by considering causal
source disclosure to the eavesdropper. The mathematical relation between the equivocation

and the rate-distortion approaches is described.

Secure Source-Channel Coding

In joint source-channel coding, we want to compress the data by removing redundancy
and transmit it with high fidelity over a noisy channel by adding redundancy at the same
time. In the lucky cases such as point-to-point communication, where we have only one
data source and one receiver, it is well known in information theory that separating the
two processes (source coding and channel coding) is optimal when processing the data in a
big batch. In other words, one does not lose any efficiency in the communication by first
compressing the data source with the best compression algorithm and then structure the
compressed information bits for the channel using the best channel code. Unfortunately,
in the general cases of an arbitrary communication network, with and without security
concerns, separating these two processes is not optimal, not even in the point-to-point
communication from the non-asymptotic perspective.

For secure source-channel coding, physical-layer security also comes into play. Wyner
[7] pioneered the area of information theoretic secrecy by studying secure transmission of
data through a noisy broadcast channel, a.k.a. the wire-tap channel. In this setting, no
secret key is used and the security is established only by taking advantage of the proper-
ties of the channel itself. Naturally, the legitimate receiver’s channel needs to be stronger
than the eavesdropper’s channel in some sense to ensure secure transmission of the data;
otherwise, what is decodable to the legitimate receiver is also decodable to the eavesdrop-

per. Although physical-layer security is mainly studied in the context of secure channel
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coding, many properties carry over to source-channel security. The obvious starting point
in considering the latter problem is to conduct secure source coding and secure channel
coding operationally separately. An operationally separate source-channel coding scheme is
still a joint source-channel coding scheme in the sense that the source encoder and channel
encoder need to first establish an agreement such that the output from the source encoder
meets certain requirements, but once those requirements are satisfied, the source encoder
and channel encoder have the freedom of choosing their own algorithms. Rarely is an op-
erationally separate scheme optimal in secure source-channel settings, which motivates us
to explore more sophisticated joint source-channel coding schemes.

A new joint source-channel coding approach was introduced in the context of multiuser
lossy communication by Minero et al. [§]. This joint coding technique is unique and simple
in the following aspects: 1) the source encoding and channel encoding operations decouple;
2) the same codeword is used for both source coding and channel coding; and 3) the scheme
achieves best known performance among existing joint source-channel coding schemes. This
hybrid coding is of particular interest because the structure of the code aligns well with our
likelihood encoder. Although hybrid coding was originally demonstrated with the standard
analysis using the joint-typicality encoder, the process can be greatly simplified by using the
corresponding analysis of the likelihood encoder. In this thesis, we focus on the application
of the hybrid coding technique to security in a wire-tap channel.

In Chapter [6] we discuss secure source-channel coding over a noisy wiretap channel
through physical-layer security. Following the footsteps from Chapter [5| for secure source
coding, we first study the operationally separate source-channel model under the rate-
distortion based game-theoretic setting without causal source disclosure and the stronger
secrecy setting by allowing causal source disclosure, respectively. We then apply the hybrid
coding scheme to the setting with causal source disclosure and compare results with the

operationally separate coding scheme.



Chapter 2

Preliminaries

2.1 Notation

A sequence Xi,..., X, is denoted by X™. Limits taken with respect to “n — o0” are
abbreviated as “—,”. When X denotes a random variable, x is used to denote a realization,
X is used to denote the support of that random variable, and Ay is used to denote the
probability simplex of distributions with alphabet X'. A Markov relation is denoted by the
symbol —. We use Ep and Pp to indicate expectation and probability taken with respect
to a distribution P; however, when the distribution is clear from the context, the subscript
will be omitted. To keep the notation uncluttered, the arguments of a distribution are
sometimes omitted when the arguments’ symbols match the subscripts of the distribution,
e.g. Pxy(z|ly) = Pxjy. We use a bold capital letter P to denote that a distribution P is
random (with respect to a random codebook).

In the analysis involving the likelihood encoder, P is reserved to denote the true in-
duced distribution of a communication system specified by a particular choice of encoder
and decoder. When Py is used to denote a single-letter distribution, Pxn is reserved to
denote the independent and identically distributed (i.i.d.) process with marginal Py, i.e.
Pxn(z") = [[}-; Px(z). We use R to denote the set of real numbers and RT to denote

the nonnegative subset.



2.2 Distortion Measure

Definition 2.1. A distortion measure is a mapping
d: X x Y RY (2.1)

from the set of source alphabet-reproduction alphabet pairs into the set of non-negative real

numbers.

Definition 2.2. The mazimum distortion is defined as

Do = d(z,y). 2.9
mazx (z,ﬁea/%(xy (.%' y) ( )

A distortion measure is said to be bounded if
Amaz < 00. (2.3)

Definition 2.3. The distortion between two sequences is defined to be the per-letter average

distortion

d(z",y") = % > d(ae,y). (2.4)

Two common distortion measures that are used frequently in this thesis are given as

follows.

Definition 2.4. The Hamming distortion is given by

d(z,y) = ' (2.5)
1 tx#y

Definition 2.5. The squared error distortion is given by

d(z,y) = (z —y)*. (2.6)



To measure the distortion of X incurred by representing it as Y, we use the expected

distortion E[d(X,Y)].

2.3 Total Variation Distance

The total variation distance between two probability measures P and () on the same o-

algebra F of subsets of the sample space X is defined as

IP = Qllrv = sup |[P(A) — Q(A)|. (2.7)
AeF

The total variation distance has the following properties that are used frequently
throughout this thesis. These properties are all easy to prove and can be found in standard

textbooks.
Property 2.1. Total variation distance satisfies the following properties:

(a) If X is countable, then total variation distance can be rewritten as

1P~ Qllrv = 3 3~ Ip(a) — a(x)], (23)

zeX

where p(+) and q(-) are the probability mass functions of X under P and Q, respectively.

b) Let e > 0 and let f(x) be a function in a bounded range with width b € R*. Then
( g

IP = Qllrv <& = [Ep[f(X)] - E[f(X)]| <eb. (2.9)
(c) Total variation distance satisfies the triangle inequality. For any S € Ay,
1P = Qllrv <[P = Slzv + IS = Qllzv- (2.10)
(d) Let Px Py|x and Qx Py|x be two joint distributions on Axxy. Then

|Px Pyix — QxPyx|lrv = [Px — Qx/|lrv- (2.11)

10



(e) For any P,Q € Axxy,

|Px — Qxllrv < ||Pxy — QxvyllTv. (2.12)

2.4 The Likelihood Encoder

We now define the likelihood encoder, operating at rate R, which receives a sequence
1, ..., 2, and maps it to a message M € [1 : 2"f]. In normal usage, a decoder will then use
M to form an approximate reconstruction of the z1, ..., x,, sequence.

The encoder is specified by a codebook of u"(m) sequences and a joint distribution Py x.
Consider the likelihood function for each codeword, with respect to a memoryless channel

from U to X, defined as follows:

L(m|z") & Py (2"u"(m)) = [ Pxjor(zelui(m)). (2.13)
t=1

A likelihood encoder is a stochastic encoder that determines the message index with prob-

ability proportional to £(m|z™), i.e.

L(m|z")
Em’G[l:Q”R] E(qu”)

Pypixn(mlz™) = x L(m|z"). (2.14)

2.5 Soft-covering Lemmas

Now we introduce the core lemmas that serve as the foundation for analyzing several source
coding problems in both lossy compression and secrecy. One can consider the role of the
soft-covering lemma in analyzing the likelihood encoder as analogous to that of the joint
asymptotic equipartition property (J-AEP) which is used for the analysis of joint-typicality
encoders [9] [I0]. The general idea of the soft-covering lemma is that the distribution
induced by selecting uniformly from a random codebook and passing the codeword through
a memoryless channel is close to an i.i.d. distribution as long as the codebook size is large

enough.
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Two versions of soft-covering lemmas are presented. The basic soft-covering lemma is
in general sufficient for the achievability proofs of lossy compression settings. However, the
superposition soft-covering lemma is required for analyzing the performance of a communi-
cation system with secrecy constraints.

Here we give a short review on the genesis of the soft-covering lemmas. This concept
of soft-cover was first introduced by Wyner [7] in the context of common information. Al-
though Wyner proved the result under normalized relative entropy instead of total variation
distance, the exact metric that was used is not so important. This concept was re-examined
in a stricter sense in [12] under the metric of total variation distance, where the result
involves both achievability and converse. In [12], the soft-covering concept is referred to
as “resolvability” and the achievability part is readily addressed by Wyner’s soft-covering
principle under a different metric. The soft-covering concept was then generalized in [I1] for
distributed channel synthesis where multiple variations of the basic soft-covering concept
were investigated, such as the superposition versions of the soft-covering. The result on

soft-covering from [I1] also provided an additional exponential bound.

Lemma 2.1. (Basic soft-covering, [11] [12] [7]) Given a joint distribution Py, let C™)

be a random collection of sequences U™(m), with m = 1, ...,2"%

, each drawn independently
and i.i.d. according to Py. Denote by Pxn the output distribution induced by selecting an
index m uniformly at random and applying U™(m) to the memoryless channel specified by

n
Pyn — HPX
t=1

EC(") < e—fyn’ (215)

TV

for some v > 0.

Lemma 2.2. (Superposition soft-covering for secrecy, [0]) Given a joint distribution
Pyvxz, let C(Un) be a random codebook of 2™ sequences in U™, each drawn independently
according to [[}_; Pu(ut) and indezed by my € [1 : 2], For each my, let C‘(;L)(ml)

be a random codebook of 2™ sequences in V", each drawn independently according to

12



[T=1 Pviw(velug(my)) and indexed by (m1,mz) € [1: 2nR2) . Let

P osv, xn 2k (M1, ma, 2™, 2F)
n
& o BHE) TT Py (e Un(ma), Vi(ma, m)) Py xoy (2w, e, v) SR (2.16)
=1

and

Qup, xnzk (ma, 2™, 2%)
n

£ 2P Py (@ Us(ma) Pyxu (2, Uy (ma)) SR (2.17)
t=1

If Ry > I(X;V|U), then

Eco [[|Panxnze — Qo xnz ||y ] < €77 (2.18)

for any a < %; k < an, where y > 0 depends on the gap % -
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Chapter 3

Point-to-point Lossy Compression

3.1 Introdution

Rate-distortion theory, founded by Shannon in [I3] and [I4], provides the fundamental
limits of lossy source compression. The minimum rate required to represent an i.i.d. source
sequence under a given tolerance of distortion is given by the rate-distortion function.
Standard proofs [9], [I0] of achievability for these rate-distortion problems often use joint-
typicality encoding, i.e. the encoder looks for a codeword that is jointly typical with the
source sequence.

In this chapter, we propose using a likelihood encoder to achieve these source coding
results. The likelihood encoder is a stochastic encoder. As stated in [15], for a chosen joint
distribution Pxy, to encode a source sequence 1, ..., T (i.e. ") with codebook y"(m), the
encoder stochastically chooses an index m proportional to the likelihood of y"™(m) passed
through the memoryless “test channel” Py/y.

The advantage of using such an encoder is that it naturally leads to an idealized distri-
bution which is simple to analyze, based on the “test channel.” The distortion performance
of the idealized distribution carries over to the true system induced distribution because
the two distributions are shown to be close in total variation.

The application of the likelihood encoder together with the soft-covering lemma is not
limited to only discrete alphabets. The proof for sources from continuous alphabets is
readily included, since the soft-covering lemma imposes no restriction on alphabet size.

14



X" M YY"

Figure 3.1: Point-to-point lossy compression setup

Therefore, no extra work, i.e. quantization of the source, is needed to extend the standard
proof for discrete sources to continuous sources as in [10].
It is worth noting that this encoder has also been used in [16] for achieving lossy com-

pression results. However, their analysis is very different from ours.

3.2 Problem Formulation
Rate-distortion theory determines the optimal compression rate R for an i.i.d. source se-
quence X" distributed according to X; ~ Px with the following constraints:

e Encoder f, : X" — M (possibly stochastic);
e Decoder g, : M — Y™ (possibly stochastic);
e Compression rate: R, i.e. |[M|= 2",

The system performance is measured according to the time-averaged distortion (as defined

in the Section [2.1)):
e Time averaged distortion: d(X",Y") = 13" | d(X;, V).

Definition 3.1. A rate distortion pair (R, D) is achievable if there exists a sequence of rate

R encoders and decoders (fn,gn), such that

limsup E[d(X",Y")] < D.

n—oo

Definition 3.2. The rate distortion function is R(D) = inf{(Rr D) is achievable) 12

The above mathematical formulation is illustrated in Fig. The characterization of
this fundamental quantity in information theory is given in [14] as

D) = i I(X;Y 1
R(D) Py BB <D (X;Y), (3.1)

15



where the mutual information is taken with respect to
Pxy = PXPY\X- (32)

In other words, we are able to achieve distortion level D with any rate less than R(D) given
in the right hand side of (3.1)).
The converse part of the proof for (3.1)) can be found in standard textbooks such as [J]

[10], and is not presented here.

3.3 Achievability Using the Likelihood Encoder

To prove achievability, we will use the likelihood encoder and approximate the overall be-
havior of the system by a well-behaved distribution. The soft-covering lemma allows us to
claim that the approximating distribution matches the system.

Here we make an additional note on the notation. As mentioned in the Section [2.1
P is reserved for denoting the system induced distribution. The single letter distributions
appearing in are replaced with P in the following proof. The marginal and conditional
distributions derived from Pyxy are denoted as Px, Py, FX|Y and Py| y. Since Py =
Py, these can be used interchangeably. We use Pxnyn to denote the product of an i.i.d.

distribution, i.e.

Pxnyn = HPXY, (3.3)
t=1

and similarly for the marginal and conditional distributions derived from Pxy-.

Let R > R(D), where R(D) is from the right hand side of (3.1)). We prove that R
is achievable for distortion D. By the rate-distortion formula stated in , we can fix
Py x such that R > I(X;Y) and E[d(X,Y)] < D, where the mutual information and the
expectation are taken with respect to Pxy. We will use the likelihood encoder derived from
Pxy and a random codebook {y™(m)} generated according to Py to prove the result. The

decoder will simply reproduce 3™ (M) upon receiving the message M.

16



M Y™(M) — Xn

Figure 3.2: Idealized distribution conditioned on a codebook C(™) with test channel FX‘Y.

The distribution induced by the encoder and decoder is

Pxnpryn (2", m,y")

= Pxa(@™)P ag en (mla™) Py g (47" ) (3.4)

[I>

Pxn(2")Prp(m|z")Pp(y"|m) (3.5)

where P g is the likelihood encoder and Pp is a codeword lookup decoder.

We now concisely restate the behavior of the encoder and decoder, as components of
the induced distribution.

Codebook generation: We independently generate 2™ sequences in " according to
[1i~, Py (y:) and index them by m € [1 : 2"%]. We use C(™ to denote the random codebook.

Encoder: The encoder Py g(m|z™) is the likelihood encoder that chooses M stochasti-

cally with probability proportional to the likelihood function given by
L(m|z") = Pxnpyn(z"Y™(m)). (3.6)

Decoder: The decoder Pp(y"|m) is a codeword lookup decoder that simply reproduces
Y"(m).

Analysis: We will consider two distributions for the analysis, the induced distribution
P and an approximating distribution Q, which is much easier to analyze. We will show
that P and Q are close in total variation (on average over the random codebook). Hence,
P achieves the performance of Q.

Design the approximating distribution Q via a uniform distribution over a random
codebook and a test channel FX‘Y as shown in Fig. We will refer to a distribution

of this structure as an idealized distribution. The joint distribution under the idealized

17



distribution Q shown in Fig. [3.2 can be written as

Qxnaryn (2", m,y")

= Qu(m)Qyrar(y"|m)Qxnias(z"m) (3.7)
= QT%RH{Z/R =Y"(m)} HFX|Y($t|Yt(m)) (3.8)
- QniRﬂ{yn = H X[y (@e|ye)- (3.9)

The idealized distribution Q has the following property: for any (z",y") € &A™ x Y™,

Eom [Qxnyn (2™, y")]

1 n n
= Eeom Wzﬂ{y = H x|y (zt|yt) (3.10)
- 2nR ZECw) H{y" =Y"(m H X1y (ze|yr) (3.11)
=1
= Wzﬁyn H x|y (2elye) (3.12)
= Pxnyn(a”,y"). (3.13)

This implies, in particular, that the distortion under the idealized distribution Q averaged

over the random codebook conveniently simplifies to E5[d(X,Y")]. That is,

Econ [EQ[d(X™, Y™)]]

= Ecwm nE:nQXnYn(ﬂﬁn,yn)d(ﬂﬁ",y”) (3.14)
- nznEa:[anw(w",y”)]d(w”,y") (3.15)
S P e ) (3.16)
- gp[;(X”,Y")] (3.17)
= Eld(X,Y)], (3.18)

18



where follows from . It is worth emphasizing that although Q is very different
from the i.i.d. distribution on (X", Y™), it is exactly the i.i.d. distribution when averaged
over codebooks and thus achieves the same expected distortion.

Our motivation for using the likelihood encoder comes from this construction of Q.

Notice the following important facts:
Quxn(m|z") = Prp(m|z™), (3.19)
and
Qynn(y"[m) = Pp(y"|m). (3.20)
Now invoking the basic soft-covering lemma (Lemma , since R > I(X;Y), we have
Ec [[[Pxn — Qxnllrv] < en, (3.21)
where €, —, 0. This gives us

Eo) [P xryr — Qxnyn||7v]

IN

Econ [IPxnynyr — Qxnynm|7v] (3.22)

IN

E’ﬂa (323)

where (3.22)) follows from Property and (3.23)) follows from (3.19)),(3.20)) and Property
0.
By Property @,

[Ep[d(X", Y")] - EQ[d(X"™,Y")]| < dmaz|P — Q]| Tv- (3.24)
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Now we apply the random coding argument.

Ecw [Ep[d(X™, Y™)]]

< Eeo [EQld(X™, Y™)]] + E¢om [[Ep[d(X™,Y")] — Eq[d(X™, Y™)]|]  (3.25)
< Eﬁ[d(Xv Y)] + dmazEc(n) [HPX"Y" - QX"Y"HTV] (3.26)
< Eﬁ[d(Xv Y)] + dmaz€n (3'27)

where (3.26)) follows from (3.18) and (3.24)); (3.27)) follows from (3.23)). Taking the limit on

the both sides gives:

limsup Eq) [Ep[d(X"™,Y"™)]] < D, (3.28)
n—oo
Therefore, there exists a codebook satisfying the requirement. |

3.4 Excess Distortion

3.4.1 Probability of Excess Distortion

The proof presented in the previous section is for the average distortion criterion, i.e.
limsup_,  E[d(X"™, Y™)] < D. However, it is not hard to modify the proofs to show that
they also hold for excess distortion.

With the same setup as in Section we change the average distortion requirement in

the definition of achievability (Definition [3.1)) to excess distortion.

Definition 3.3. A rate distortion pair (R, D) is achievable under excess distortion if

there exists a sequence of rate R encoders and decoders (fn,gn), such that

P[d(X™,Y") > D] —, 0.

The corresponding rate-distortion function is still given by R(D) in ({3.1]).
For the excess distortion, we will use the exact same encoding/decoding scheme, along

with the same random codebook C", from Section[3.3] We make the following modifications.

20



We replace (3.14]) to (3.18]) with

Ecm) [IPQ [d(X™,Y"™) > D]

= Eow nz Qxnyn (2™, y™)1{d(z", y") > D} (3.29)
= ZnEc(j[anw(w",y”)]l{d(ﬂf“,y”) > D} (3.30)
= Zy Pxnyn(z",y")1{d(a",y") > D} (3.31)
= ?P::/[;(X”,Y”) > D], (3.32)

and replace (3.25) to (3.27)) with

Ecm [Ppld(X™,Y") > D]
< Eew Pold(X™,Y™) > D] + €n (3.33)

= P[d(X",Y") > D]+ ey (3.34)

where the last step follows from (3.32]). Therefore, there exists a codebook that satisfies the

requirement. u

3.4.2 Non-asymptotic Performance

Let the achievable rate-distortion region R be

R2{(R,D):R> R(D)}.

For a fixed (R, D) € R, we aim to minimize the probability of excess distortion, using a
random codebook and the likelihood encoder, over valid choices of Py| x, and evaluate how
fast the excess distortion decays with blocklength n under the optimal Py| x. Mathemati-

cally, we want to obtain

inf Een [Pp [d(X",Y") > D]], (3.35)

Py x
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where the subscript P indicates probability taken with respect to the system induced dis-
tribution.

To evaluate how fast the probability of excess distortion approaches zero, note in
that the first term is governed (approximately) by the gap D —E5[d(X,Y’)] and the second
term is governed (approximately) by the the gap R—I(X;Y), where the mutual information

is with respect to distribution Pxy. To see this, observe that for any 5 > 0,

e, £ Ppld(X",Y™) > D] (3.36)
= P5 [;gd(){t’m >D] (3.37)
< |25 039
= exp (—nlog <é§% Es [QB(d(X,Y)D)]>1> 5.39)
= exp (—nn(Pyx)) (3.40)

where ([3.38) follows from the Chernoff bound and we have implicitly defined

. -1
n(Py|x) £ log (énfoEP [25<d(X7Y>D>D . (3.41)
>

An upper bound on the second term in (3.34)) is given in [I1], reproduced below:

en < gexp (—n"}/(ﬁyl){)) , (3.42)

(B— o (X:Y) + (o) = 1)(Ip ,(X;Y) = [, (X3 Y)) ) (3.43)

) a—1
Ip,(X;Y) £ — log (IEP (%) ])(3.44)
2
a’—1
I5 o (X,Y) 2 ——log | [Ep, |,|Ep, . ( Pif;g‘);’;(/}),)) ] (3.45)
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Both €, and €, decay exponentially with n. To obtain an upper bound on the excess

distortion given in (3.35)), we now have a new optimization problem in the following form:

_inf exp (—nn(ﬁyp()) + gexp (_n’Y(PY|X)) , (3.46)

Py|x

where T}(Fy| x) and ’}/(Py‘ x ) are defined in 1) and 1' Note that only choices of Fy‘ X
such that E5[d(X,Y)] < D and I(X;Y) < R should be considered for the optimization, as

other choices render the bound degenerate.
We can relax (3.46) to obtain a simple upper bound on the excess distortion

Ppld(X™,Y™) > D] given in the following theorem.

Theorem 3.1. The excess distortion Pp[d(X™,Y"™) > D] using the likelihood encoder is

upper bounded by

nf 2 exp (—nmin {n (Pyix) 7 (Pix) ). (3.47)

Py x

where n(ﬁyp() and ’y(ﬁylx) are given in 1) and lb respectively.

Remark 1. Note that this bound does not achieve the exponent that we know to be optimal
[17, Theorem 9.5] for rate-distortion theory. It may very well be that the likelihood encoder
does not achieve the optimal exponent, though it may also be an artifact of our proof or the

bound for the soft-covering lemma.

3.4.3 Comparison with Random Binning Based Proof

The likelihood encoder proof technique is similar to the random binning based analysis
approach presented in [I8] in many ways. In this section, we will compare the two schemes
along with their non-asymptotic behaviors.

We shall first provide a recap of the scheme for point-to-point lossy compression that
uses the so-called “output statistics of random binning” in the proof. Below we modify

the way it was originally presented in [I§] to ease the comparison with the proof given in

Section 3.3
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The Proportional-Probability Encoder

We start by defining a source encoder that looks very similar in form to a likelihood encoder
defined in Section Like any other source encoder, a proportional-probability encoder
receives a sequence 1, ..., £, and produces an index m € [1 : 27,

A codebook is specified by a non-empty collection C of sequences y" € Y™ and indices
m(y™) assigned to each y™ € Y™. The codebook and a joint distribution Pxy specify the
proportional-probability encoder.

Let G(m|z™) be the probability, as a result of passing 2™ through a memoryless channel

given by Py x, of finding Y™ in the collection C and retrieving the index m from the

codebook:
G(m|z") £ Ppy iy YT €C,m(Y") =m | X" = a"] (3.48)
= Y Pyoxa(y"z"){m(y") = m}, (3.49)
ynec

Where Pyn|Xn = H?:l PY|X
A proportional-probability encoder is a stochastic encoder that determines the message

index with probability proportional to G(m|z™), i.e.

G(mlz")
Dm=[12nr] G(M/|27)

Pypixn(m|z™) = x G(m|z"). (3.50)

Scheme Using the Proportional-Probability Encoder

Before going into the achievability scheme, we first state a lemma that will be used in the

analysis.

Lemma 3.1 (Independence of random binning - Theorem 1 of [I§]). Given a probability
mass function Pxy, and each y™ € Y™ is independently assigned to a bin index b € [1 :
278 wniformly at random, where B(y™) denotes this random assignment. Define the joint

distribution

Pxnynp(2™,y",b) & [ [ Pxv (@i, ) 1{B(y") = b}. (3.51)
=1
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If Ry < H(Y|X), then we have

Eg [[|[Pxnp — Pxo Pl py] =0 0, (3.52)

lrv

where PY is a uniform distribution on [1 : 2"%] and Ep denotes expectation taken over the

random binning.

We now outline the encoding-decoding scheme based on the proportional-probability
encoder.

Fix a Py|x that satisfies Ep[d(X,Y)] < D and choose the rates R and R’ to satisfy
R < H(Y|X) and R+ R' > H(Y), where the entropies are with respect to distribution
Pxy.

Codebook generation: Each y" € )" is randomly and independently assigned to
the codebook C with probability 27", Then, independent of the construction of C, each
y" € Y" is independently assigned uniformly at random to one of 2™ bins indexed by M.

Encoder: The encoder Pppg(m|z™) is the proportional-probability encoder with re-
spect to P. Specifically, the encoder chooses M stochastically according to , with G

based on P as follows:

G(m|z") = Y Pynjxn(y"[a")1{m(y") = m}, (3.53)
yneC

where Py xn(y"[2") = [T)=1 Py x (ye|:)-
Decoder: The decoder Pp(y™|m) selects a y™ reconstruction that is in C and has index
m = M. There will usually be more than one such y™ sequence, but rarely will there
be more than one “good” choice, due to the rates used. The decoder can choose that
most probable y™ sequence or the unique typical sequence, etc. The proof in [18] uses a
“mismatch stochastic likelihood coder” (MSLC) [16] [19], and we will use their analysis for

the performance bound in Section [3.4.3

Remark 2. Intuitively, a decoder can successfully decode the sequence intended by the

onH(Y)

encoder since there are roughly typical y™ sequences, and the collection C together
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with the binning index M provides high enough rate R + R > H(Y) to uniquely identify

the sequence.

Analysis: The above scheme specifies a system induced distribution of the form
Pxnyyn(z",m,y") = Pxn(z")Pppe(m|a™)Pp(y"|m).

To analyze the above scheme, we start by replacing the codebook used for encoding
and decoding with a set of codebooks. Recall that the codebook consists of a collection
C and index assignments m(y™) that are both randomly constructed. Now consider a
set of 27 collections {Cr} Fe[lianB] indexed by f, created by assigning each 4™ sequence
in Y™ randomly to exactly one collection equiprobably. From this we define a set of onR'
codebooks, one for each f, each one consisting of the collection Cy and the common message
index function m(y™). We use K to denote this set of random codebooks.

By this construction, the original random collection C in the codebook used by the
encoder and decoder is equivalent in probability to using the first codebook associated with
Cy. It is also equivalent to using a random codebook in the set, which is a point we will
utilize shortly. The purpose of defining multiple codebooks is to facilitate general proof
tools associated with uniform random binning.

Here we summarize the proof given in [I8]. In addition to the system induced random
variables, we introduce a random variable F' which is uniformly distributed on the set
{1,..., Z”R/} and independent of X™. The variable F' selects the codebook to be used—
everything else about the encoding and decoding remains the same. We have noted that the
behavior and performance of this system with multiple codebooks is equivalent to that of
the actual encoding and decoding. Nevertheless, we will formalize this connection in (3.69)).
For now, we refer to this new distribution that includes many codebooks as the pseudo
induced distribution P. According to P, there is a set of randomly generated codebooks,

and the one for use is selected by F'.
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The pseudo induced distribution can be expressed in the following form:

ISFX”MY“ (f7 z",m, yn)

= Pr(f)Pxn(z")Pppp(m|z", [)Pp(y"|m, f). (3.54)
We reiterate that
d & nR'
PXnMYn :PXnMyn‘F:f, Vf S [1 12 R ] (355)

We now introduce one more random variable that never actually materialized during
the implementation. Let Y™ be the reconstruction sequence intended by the encoder. The
encoding can be considered as a two step process. First, the encoder selects a Y sequence
from Cy with probability proportional to that induced by passing 2" through a memoryless
channel given by ?y‘ x- Next, the encoder looks up the message index m(fm) and transmits
it as M.

Accordingly, we will replace the encoder in the pseudo induced distribution with the

two parts discussed:

Pppp(m|z”, f) => Pri(i"[2", f)Pr2(m|i"). (3.56)
=

To analyze the expected distortion performance of the pseudo induced distribution 13,
we introduce two approximating distributions Q) and Q).

Let us first define the distribution QM):

1 ~
Q;‘g(n}?nMyn (f? $n7 y”? m7 yn)

= Pxoyn (@™, §")Qpiya (f17")PE2(m|g")Pp(y" Im, f) (3.57)

where QF‘fm(f\g”) = 1{g" € C;}. In words, Q) is constructed from an i.i.d. distribution
according to P on (X™,Y™), two random binnings F and M, as specified by the construction

of the set of codebooks K, and a decoding of Y™ from the random binnings.
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Now we arrive at the reason for using the proportional-probability encoder. Part 1 of
the encoder that selects the Y sequences is precisely the conditional probability specified
by Q):

1 - -

Therefore, the only difference between the pseudo induced distribution P and QW is the
conditional distribution of F' given X", which should be independent and uniform according
to P. This is where Lemma plays a role.

Applying Lemma by identifying F' as the uniform binning of Y™, since R’ < H(Y|X)

under distribution Pxy, we obtain
Be[Joths - e ) <9 0 .

Using Property @, we have

~ (1) rb
Ex [HPFXW”MY” - QFXnynMyn TV] < Eg ), (3.59)
The next approximating distribution we define is Q.
QP g prye (2 5 my™) 2 QUL o (Fra™, 57, m)1{y" = 57} (3.60)
FXnynpynid’ I T FXnynp\do PR/ . .

Recall from Remark [2, decoding Y will succeed with high probability if the total rate
of the binnings is above the entropy rate of the sequence that was binned. This is well
known from the Slepian-Wolf coding result [20] [2I]. Therefore, since the total binning rate
R+ R' > H(Y) under distribution Py, according to the definition of total variation, we

obtain

Ex H‘Qsiyn - Qgiyn

< ((sw)
TV} < elsw) (3.61)

where 655“1) is the decoding error.
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Again by Property , we have

— (2) (sw)
* [HQFX”Y’"MY" QFXnY/nMyn TV} Se& (3.62)

Combining (3.59) and (3.62)) using the triangle inequality, we obtain

< €lrt) p elsw), (3.63)

s N 2)
Ere [HPFX"Y”MY" ~ Qpxnprnarys TV

Note that the distortion under any realization of Q3 regardless of the codebook, is

Eqo[d(X™,Y™)] = EgeldX",Y")] (3.64)
= Ep[d(X,Y)]. (3.65)

Applying Property @, we can obtain
Ex [Epld(X",Y™)]] < Epld(X,Y)] + dmas(ef]”) + €5™)). (3.66)

n

Furthermore, by symmetry and the law of total expectation, we have

Ex [Epld(X", Y")]

= Ep [Ex [Epld(X",Y™)] | F]] (3.67)
= Ex [Epld(X",Y")] | F=1] (3.68)
= Ex[Ep[d(X™,Y")], (3.69)

where the last equality comes from the observation in (3.55)).

Finally, applying the random coding argument, there exists a code that gives

n n

Ep[d(X",Y™)] < Epd(X,Y)] + dynaz () + ),

which is less than D for n large enough.
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Comparing the Likelihood Encoder with Proportional-Probability Encoder

Let us now compare the achievability proofs using the likelihood encoder approach and the
proportional-probability encoder (random binning based) approach for the point-to-point
rate distortion function.

We first notice that the error term in the likelihood encoder approach only arises from
the soft-covering lemma, while the error terms in the proportional-probability approach
come from two places, random binning and MSLC decoding.

Next, we will provide a non-asymptotic comparison between the two approaches with
respect to excess distortion.

Some asymptotic analysis was given in [I9] on channel coding with random binning.
We can extend this to give non-asymptotic bounds for source coding problems also. Using

Theorems 1 and 2 from [19], we can obtain the following theorem.

Theorem 3.2. The excess distortion Pp[d(X™,Y™) > D] using the proportional-probability

encoder is upper bounded by

inf {exp (—nﬁ(?yp())-i-(?'n(?yp()} (3.70)
Py x
where
(P = inf A, + B, 3.71
on(Py|x) R/e(H(Y)IEIR,H(Y|X)){ + By} (3.711)
and
— ]_ nd
o o {Bp [ 08 Prapen (V71X < 4 0)) 4 2 ¥} (a2

By, = inf {P5[n(R+ R)—h(Y") <nt]+3x27"7}. (3.73)

We can further bound the quantities in A, and B,, in Theorem by the Chernoff
inequality following the steps ([3.37)) through (3.40) and obtain the following exponential
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forms:

—1

( '+6— logp X(YX))]) , (3'74)

< inf {e —nlo

Ps [n(R+ R') — h(Y") < n7]

1 / -1
2ﬁ2 (log 5oy BR +T>] > . (3.75)

IN

inf —nl E+
ﬂ12n>0 exp nog(P

Numerical Example

Next, we would like to compare the bounds given by the likelihood encoder in Theorem
and given by the proportional-probability encoder in Theorem
Here we give a numerical comparison between the likelihood encoder and the
proportional-probability encoder for a Bernoulli % source and Hamming distortion. For sim-
plicity, we consider only symmetric test channels of the form ﬁy‘ x(0]0) = ?y| x(1]1) = ag.
Assume D < % and fix ag. Observe that n(ag) = W(pr() is a term shared by both
the likelihood encoder and the proportional-probability encoder methods and it takes the

following form:

n(ao) = —logy (aoQ_fB*D +(1— ag)2ﬂ*(1_D)> , (3.76)
where
Dao
*=1lo . 3.77
=108 () (1 = ay) (3.77)

For a Bernoulli % source, the quantities from the likelihood encoder satisfies

. . - 1
Ia(ao) = Ip , = Ip , = 1+ — logy (4§ + (1 — a0)”) (3.78)
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/

a—1 «
a—1

v(ao) = a2?i¥§2 200 — o

(R -1+ logy(ag + (1 — ap)®) — logg(ag‘/ +(1- ao)o‘/)>(3.79)
Observe that the first term in B,, given in (3.73) is deterministic; therefore, we can choose

7 =R+R —1. (3.80)

The optimum S in (3.74) is given by

(_R’ + 6 +logy(1 — ao)) _ 1} ' _ (3.81)

* — 1 a
o1 [ 08125 R+ 6 + log,(ao)

l—ag

Consequently, the exponent of the first term of A,, is given by
A1, (R, 6,a0) & —log, (aoQﬂT(R'+5+log2(ao)) +(1— ao)gﬁf(R/+5+10g2(1—ao))> ) (3.82)

Let us define

)
Aag) & max (R + R -1, iaAl(Rly d, ao)) :

where the domains of R’ and § are omitted.

To summarize, for the likelihood encoder, we still need to optimize over o and o, and
for the proportional-probability encoder, we need to optimize over R’ and §. Finally, for
both, we optimize over ag. The derived error exponent bounds for the likelihood encoder

and the proportional-probability encoder are given by the following, respectively:

Error exponent for the LE = maxmin(n(ao),v(ao)) (3.83)

ag

Error exponent for the PPE = maxmin(n(ap), A(ap)). (3.84)

ao

Comparisons of the error exponents given in (3.83|) and (3.84) are shown in Fig. (3.3

plotted as functions of D and R. The numerical comparisons show that the likelihood
encoder has a better error exponent than the proportional-probability encoder, at least

according to these derived upper bounds on the error.
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Figure 3.3: Error exponents by the likelihood encoder and the proportional-probability
encoder (random binning based analysis) for a Bernoulli % source and Hamming distortion,
in (a) as a function of D for fixed R = 3, and in (b) as a function of R for fixed D = 0.2.
Notice that for this particular example, the optimal excess error actually decays super-
exponentially, but this is not achieved with either of the proof techniques discussed.
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3.5 A Non-Asymptotic Analysis Using Jensen’s Inequality

The excess distortion can be examined using the same type of analysis as the “one shot
achievability” for channel coding [16]. The key step again uses Jensen’s inequality and it
gives us an upper bound on the excess distortion.

Here, instead of looking at an i.i.d. source sequence, we perform the analysis on a general
source with distribution given as Py. Fix Py|X and denote Pxy = PXPY|X~

Codebook generation: For each m € [1 : | M|], independently generate c(m) accord-
ing to Py. We denote the random codebook as C.

Encoder: The encoder is the likelihood encoder

FX|Y(ZE|C(m))

Pyx(mlz) = = (3.85)
| Zm/ PX|Y(x\C(m'))
9r(z;e(m))
= —Zm/ Sme) (3.86)
We use f(-) to denote the stochastic encoding function.
Decoder: The decoder is a codeword lookup decoder
Py a(ylm) = 1{y = c(m)} (3.87)
Analysis: The system induced distribution can be written as
Pxmy (z,m,y) = Px(z) Py x (m|2) Py (ylm) (3.88)
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The probability of correct decoding can be bounded as follows.

Y

v

Ec [Pd(X, c(f(X))) < D]

Ec [Pp [d(X,Y) < D] (3.89)
:7y zem) 1 Ly = e(m
Ec ZPX(a?)Zm2Z Qz(g?m,))( M 14w, y) < D} (3.91)
L 2,y m/
[ ouzse(m)) S 14y = ¢(m)Y1{d(z,y) < D
Ee |3 PX(x)Zm Z% iyﬂz((mz)} {d(z,y) < D} (3.92)
(e ] {d(. clm
e [B2 e <) -
> prloe | I L) < D}] (394)
ZPX EenEeje() e xcz ]l,{zczl(fc(frg/)g) s D}] (3.95)
[ M2u @) 1{d(z, ¢(1)) < D]
ZPX Ee) Egn Z{ (IQHEC);,S ) (3.96)
[ M2U @) 1{d(z, ¢(1)) < D]
ZPX Een) e C(l)jf(M())l) ) (3.97)
[ M2 g z,¢(1)) < DV]

ZPX Ee) 21(96;;{(1)()+§\4)) ) (3.98)
> Pxla 2 1{dla,e(1)) < D) (3.99)
X C(l 1+M 192(x;5e(1) z, ¢ - ’

Pxy(zy)
ZPX ZP % {d(z,y) < D} (3.100)
Zny(x,y)Mﬂ{d(x, y) < D} (3.101)
- [1 gy Hd(X,Y) < D} (3.102)
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where 1' uses Jensen’s inequality on convex function f(z) = L and li comes from

x

the fact that for m’ # 1

Ecje(y2 ™) = 3 " Py (y)2'v) (3.103)
Yy
_ P
_ Zpy(y)M (3.104)
" Py (y)
= > Pyix(ylr) =1 (3.105)
Yy

Loosening the bound using the same technique as [16], for v > 0, we have

1
5 | e M) < D)
1
> Es [1 A1) 1{d(X,Y) <D and log| M| —+(X;Y) >~} (3.106)
1
> mpﬁ [d(X,Y) <D and log| M| —(X;Y) > ] (3.107)

Therefore, the probability of excess distortion can be bounded as

Ple] = 1-Ec [Pp[d(X,c(f(X))) < D]] (3.108)

= Ppld(X;Y) > D or log| M| —1(X;Y) <]

+(1- W)Pﬁ[d()(; Y) < D and log|M| —«(X;Y)>~] (3.109)
< Ppld(X;Y) > Dor log|M| —1(X;Y) <al+ (1= 5=—)  (3.110)
< Ppld(X;Y) > D]+ Pl(X;Y) > log M| — 4] + 277 (3.111)

3.6 Summary

In this chapter, we have demonstrated how the likelihood encoder can be used to obtain
achievability result for the basic point-to-point lossy source compression problem. The
analysis of the likelihood encoder relies on the soft-covering lemma. Although the proof
method is unusual, we hope to have demonstrated that this method of proof is simple, both

conceptually and mechanically. This proof method applies directly to continuous sources as
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well with no need for additional arguments, because the soft-covering lemma is not restricted
to discrete sources.

A parallel comparison of the non-asymptotic performance of the likelihood encoder and
the “proportional-probability encoder” has been provided along with a numerical exam-
ple. In this example, the likelihood encoder achieves better error exponents than does the

proportional probability encoder.
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Chapter 4

Multiuser Lossy Compression

4.1 Introduction

In this chapter, we propose using a likelihood encoder to achieve classical source coding
results such as the Wyner-Ziv rate-distortion function and Berger-Tung inner bound [22]
[23]. In the standard proofs using the joint asymptotic equipartition principle (J-AEP), the
distortion analysis involves bounding several “error” events which may come from either
encoding or decoding. In the cases where there are multiple information sources, such as
side information at the decoder, intricacies arise, such as the need for a Markov lemma [9]
and [I0]. These subtleties also lead to error-prone proofs involving the analysis of error
caused by random binning, which have been pointed out in several existing works [§] [24].

Since the analysis using the soft-covering lemma is not limited to discrete alphabets,
no extra work, i.e. quantization of the source, is needed to extend the standard proof for
discrete sources to continuous sources as in [10]. This advantage becomes more desirable for
the multi-terminal case, since generalization of the type-covering lemma and the Markov
lemma to continuous alphabets is non-trivial. Strong versions of the Markov lemma on
finite alphabets that can prove the Berger-Tung inner bound can be found in [10] and [25].
However, generalization to the continuous alphabets is still an ongoing research topic. Some
work, such as [26], has been dedicated to making this transition, yet is not strong enough

to be applied to the Berger-Tung case.
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4.2 Approximation Lemma

Lemma 4.1. For a distribution Pyyx and 0 <e < 1, if P[lU # V] < ¢, then
|Prx — Prx|Tv <e.
Proof. By definition,
|[Pux — Pyx|lrv = sup {P[(U, X) € A] - P[(V, X) € A}.
AeF
Since for every A € F

PIU, X) € A] = P[(V, X) € A]

< P[(U,X)e A -P[(V,X) € A (U X) € A (4.1)
= P[(U,X) € A, (V,X) # A (4.2)
< PU#V] (4.3)
< (4.4)

we have

sup {P[(U,X) € A] —P[(V,X) € A} <e.
AeF

4.3 The Wyner-Ziv Setting

In this section, we will use the mechanism that was established in Section [3.3|and build upon
it to solve a more complicated problem. The Wyner-Ziv problem, that is, the rate-distortion

function with side information at the decoder, was solved in [27].

4.3.1 Problem Formulation

The source and side information pair (X", Z") is distributed i.i.d. according to (Xy, Z;) ~

Px 7. The system has the following constraints:
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Figure 4.1: Rate-distortion theory for source coding with side information at the decoder—
the Wyner-Ziv problem

e Encoder f, : X™ +— M (possibly stochastic);
e Decoder g, : M x Z™ +— Y" (possibly stochastic);
=2,

e Compression rate: R, i.e. |[M|

The system performance is measured according to the time-averaged distortion (as defined

in the notation section):

e Time averaged distortion: d(X",Y") =137 | d(X;, V).

Definition 4.1. A rate distortion pair (R, D) is achievable if there exists a sequence of rate

R encoders and decoders (fn,gn), such that

limsupE [d(X",Y™)] < D.

n—oo
Definition 4.2. The rate distortion function is R(D) = inf (R D) is achievabley -

The above mathematical formulation is illustrated in Fig.
As mentioned previously, the solution to this source coding problem is given in [27].

The rate-distortion function with side information at the decoder is

R(D) = i I(X:V|Z 4.5
(D) plerfé%w) (X;V12), (4.5)

where the mutual information is with respect to

Pxzv = PxzPy|xz, (4.6)
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and

M(D)_{PV|XZ V—X—Z,
V[ < [x[+1,
and there exists a function ¢ s.t.

E[d(X,¥)] <D,V 2 (V. z>}. (47)

The proof for the converse part can be found in the original paper [27] and other text-

books such as [10]. This is not presented in this thesis.

4.3.2 Proof of Achievability

We will introduce a virtual message which is produced by the encoder but not physically
transmitted to the receiver so that this virtual message together with the actual message
gives a high enough rate for applying the soft-covering lemma. Then we show that this
virtual message can be reconstructed with vanishing error probability at the decoder by
using the side information. This is analogous to the technique of random binning, where
the index of the codeword within the bin is equivalent to the virtual message in our method.
Our proof technique again involves showing that the behavior of the system is approxi-
mated by a well-behaved distribution. The soft-covering lemma and channel decoding error
bounds are used to analyze how well the approximating distribution matches the system.
Here again we reserve P for the system induced distribution and replace the single-
letter distributions with P to denote any marginal or conditional distributions derived
from the joint single-letter distribution Pxzy. Since Pxz = Pxgz, these may be used

interchangeably. We use Pxnznyn to denote the product of an i.i.d. distribution, i.e.

n
t=1

Let R > R(D), where R(D) is from the right hand side of (4.5). We prove that R is
achievable for distortion D. Let M’ be a virtual message with rate R’ that is not physically
transmitted. By the rate-distortion formula in 1j we can fix R’ and PV‘ xz € M(D)
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(?V‘XZ = FV|X) such that R+ R’ > I(X;V) and R’ < I(V; Z), and there exists a function
¢(-,-) yielding Y = ¢(V, Z) and E [d(X,Y)] < D. We will use the likelihood encoder derived
from Pxy and a random codebook {v"(m,m’)} generated according to Py to prove the
result. The decoder will first use the transmitted message M and the side information Z"
to decode M’ as M’ and reproduce o™ (M, M’ ). Then the reconstruction Y™ is produced as
a symbol-by-symbol application of ¢(-,-) to Z™ and V™.

The distribution induced by the encoder and decoder is

n o_n ! Al om
PXnZnMM/M/Y’n(x y 2, M, M, m LY )

= Pxnygn(z", zn)PMMIIXn (m, m'\x”)PM,|MZn (m/|m, zn)PYn|MM'Zn (y"|m,m’, 214.9)

Pxnzn(z", 2" )Prg(m,m/|z")Pp(m/|m, 2" )P (y" |m, i, 2"), (4.10)

where P p(m,m’|z™) is the likelihood encoder; Pp(m/|m, 2™) is the first part of the de-
coder that decodes m’ as m/; and Pg(y"|m,m/, 2™) is the second part of the decoder that
reconstructs the source sequence.

We now concisely restate the behavior of the encoder and decoder, as these components
of the induced distribution.

Codebook generation: We independently generate on(R+R) sequences in V" accord-
ing to [[7_; Pv(vs) and index by (m,m’) € [1: 2] x [1 : 2M¥]. We use C™ to denote the
random codebook.

Encoder: The encoder Py gp(m,m/|z") is the likelihood encoder that chooses M and

M’ stochastically with probability proportional to the likelihood function given by
L(m,m/|z™) = P xnjyn(a"|V"(m,m)). (4.11)

Decoder: The decoder has two steps. Let P p(m'|m, 2™) be a good channel decoder (e.g.
the maximum likelihood decoder) with respect to the sub-codebook C™ (m) = {v"(m, a)}a
and the memoryless channel FZW‘ For the second part of the decoder, let ¢(-,-) be
the function corresponding to the choice of PV|XZ in ; that is, Y = ¢(V,Z) and

E5[d(X,Y)] < D. Define ¢"(v"™, 2") as the concatenation {¢ (v, 2)}j; and set the de-
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vV (M, M)

— i =

M’ AL

Figure 4.2: Idealized distribution with test channel Py Z|\V

coder Pg to be the deterministic function

Po(y"|m,m, 2") = 1{y" = ¢"(V"(m,m),2")}. (4.12)

Analysis: We will consider three distributions for the analysis, the induced distribution
P and two approximating distributions QW and Q@. The idea is to show that 1) the system
has nice behavior for distortion under Q®); and 2) P and Q® are close in total variation
(on average over the random codebook) through QW.

The first approximating distribution, QW, changes the distribution induced by the
likelihood encoder to a distribution based on a reverse memoryless channel, as in the proof
of point-to-point rate-distortion theory, and shown below in Fig. This is shown to be a
good approximation using the soft-covering lemma. The second approximating distribution,
Q®@), pretends that M’, the index which is not transmitted, is used by the decoder to
form the reconstruction. This is a good approximation because the decoder can accurately
estimate M.

Both approximating distributions Q") and Q® are built upon the idealized distribution
over the information sources and messages, according to the test channel, as shown in Fig.
[42] Note that this idealized distribution Q is no different from the one we considered for

the point-to-point case, except for the message indices. The joint distribution under Q in
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Fig. [4.2] can be written as

QX”Z"V”MM’ (xn7 2n7 Unv m, m/)

= QMM’(m’m/)QV”IMM’(”"\m7m,)QXnZ"|MM/(x",z”]m,m’) (4'13)
1 . "

- WH{U =V"(m,m) }HPXZ|V(xtath/t(m,m/)) (4.14)
1 n n

= ey L =V (mem) [[ x|y (@e|v) Py (2]22), (4.15)

where (4.15)) follows from the Markov chain relation under P, V — X — Z. Note that by

using the likelihood encoder, the idealized distribution Q satisfies
QMM’|X"Z”(m7m/|xnvzn) = PLE(’I?’L, m/|xn)‘ (416)

Furthermore, using the same technique as (3.13)) and (3.18)) given in the previous section,

it can be verified that
Eom) [Qxnznyn (™, 2", 0™)] = Pxngnyn (2", 2", 0"). (4.17)
Consequently,
Ecw [Eq[d (X", ¢"(V", 2"))]] = Ep [d (X", ¢"(V", Z2"))]. (4.18)
Define the two distributions Q) and Q) based on Q as follows:

(1) n n I A omn
Qun gmarnr iy (5 2 msm i,y

(1>

Qxnznprae (2™, 2", m, m ) Pp(i/|m, 2" )P (y"|m, m/, 2") (4.19)

Q(Q)

n n ! A~ n
Xnznara gy (& 2 M1, Y

£ Quxngnynme (2" 2", m,m P p(in|m, 2")Pe(y"|m,m', 2™). (4.20)

Notice that Q) differs from QM) by allowing the decoder to use m’ rather than m’ when

forming its reconstruction through ¢".
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Therefore, on account of (4.17]),
Ecin |Qh goyn (22", y™)] = Pocngoyn (", 2", y"). (1.21)

Now applying the basic soft-covering lemma since R+ R' > I1(Z,X;V) =1(X;V),

we have

EC(") [”FXnZn — QX"Z"HTV] <€, —n 0. (422)

And with ([£.10), (4.16), (4.19) and Property [2.1](d)), we obtain

(1)
Ecm [HPX"Z”MM’M/Y" - ananM/M'YnHTV

= Eew [[[Pxnze — Qxnznllrv] (4.23)

€n. (4.24)

IN

Since by definition leZnMM/M, = leZ"MM’M”

P [M' # M) = Poe) [M' # M), (4.25)

Also, since R’ < I(V;Z), the codebook is randomly generated, and M’ is uniformly dis-
tributed under @, it is well known that the maximum likelihood decoder Pp (as well as
a variety of other decoders) will drive the error probability to zero as n goes to infinity.
This can be seen from Fig. by identifying, for fixed M, that M’ is the message to be

transmitted over the memoryless channel PZ|V~ Specifically,
Epm {IP’QQ) (M # M| < 8, —5n 0. (4.26)
Applying Lemma we obtain

1 2 ~
Econ [1Q% jurs = QSrzmanar v ] < Bew [Pou W' # M| <6, (427)
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Thus by Property and definitions (4.19) and (4.20)),

1 2
EC(") [||Qg(ianszn - Qg(zzanM/yn”TV} < on. (4-28)

Combining ([4.24) and (4.28) and using Property [2.1(d) and 2.1|(), we have
Econ [Pxnyn — Qhyullry] < en + 60 (4.29)

where €, and d,, are the error terms introduced from the soft-covering lemma and channel

coding, respectively.

Repeating the same steps as l) through 1} on P, Q®, and P, we obtain

lim sup Epn) [Ep[d(X™, Y™)]] < limsup {Ep [d(X,Y)] + dpmas(en +0n)} < D.  (4.30)

n—oo n—oo

Therefore, there exists a codebook satisfying the requirement. |

4.4 The Berger-Tung Inner Bound

In this section, we will demonstrate the use of the likelihood encoder via an alternative
proof for achieving the Berger-Tung inner bound for the problem of multi-terminal source
coding. Notice that no Markov lemma is needed in this proof. Similar to the single-user
case, the key is to identify an auxiliary distribution that has nice properties and show that
the system-induced distribution and the auxiliary distribution we choose are close in total

variation.

4.4.1 Problem Formulation

We now consider a pair of correlated sources (X;", X2"), distributed i.i.d. according to
(X1¢, X2t) ~ Px,x,, independent encoders, and a joint decoder, satisfying the following

constraints:
e Encoder 1 fy,, : X1" = M (possibly stochastic);

e Encoder 2 fo,, : Ao"™ — My (possibly stochastic);
46



e Decoder g, : M1 x Mg — Y™ x W™ (possibly stochastic);
e Compression rates: Rj, Rg, i.e. [My| = 2" | My| = 2nf2,

The system performance is measured according to the time-averaged distortion:
o di(X1"\ V1) = £ 300 di( Xy, Y1),

o do(Xo", Yo") =157 | do(Xoy, Yay),

where d;(+,-) and da(-,-) can be different distortion measures.

Definition 4.3. (R, R2) is achievable under distortion level (D, D) if there exists a

sequence of rate (Ry, Ra) encoders and decoder (f1,,, f2,,, gn) such that

limsup E[di(X1",V1")] < D, (4.31)
n—00
lim SupE[dg(XQn, an)] S DQ. (432)

n—0o0

The achievable rate region is not yet known in general. But an inner bound, reproduced
below, was given in [28] and [29] and is known as the Berger-Tung inner bound. The rates

(R1, R2) are achievable if

R1 > I(Xl; Ul‘UQ), (4.33)
Ry > I(XQ; U2|U1), (4.34)
Ri+Ry > I(Xl,XQ;Ul,UQ) (435)
for some
Py, x, x50, = Px, X Puy 1 x, Py x5 (4.36)

and functions ¢ (-, -) such that E[dy(Xg, Yx)] < Dy, where Y}, = ¢ (Uy, Ua), k = 1,2.

!This region, after optimizing over auxiliary variables, is in fact not convex, so it can be improved to
the convex hull through time-sharing.
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- @@
Decoder g,
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Xt ) M Yo©

Figure 4.3: Berger-Tung problem setup

4.4.2 Proof of Achievability

For simplicity, we will focus on the corner points, Cy £ (I(X1;U1), I(Xa; Us|U1)) and Co 2
(I(X1;U1|Uz), I(X2;Us)), of the region given in through and use convexity to
claim the complete region. Below we demonstrate how to achieve C. The point Cs follows
by symmetry.

We keep the same convention for using P to denote system induced distribution and
using P to denote any marginal or conditional distributions derived from the joint single-
letter distribution Py, x,x,u,- Since Px,x, = Px,x,, these may be used interchangeably.

We use Py,»x,nx,nu,» to denote the product of an i.i.d. distribution, i.e.

n

FUlnxlannUzn = HpleleUg- (437)
t=1

Fix a FU1U2|X1X2 = ?U1|X1FU2|X2 and functions ¢ (-, -) such that Y = ¢x (U1, Us) and
Es [di(Xk, Yr)] < Dy. Note that Uy — X7 — X2 — U, forms a Markov chain under P. We
must show that any rate pair (Ry, Rs) satisfying Ry > I(X1;U;) and Ry > I(Xo; Us|Uy) is
achievable.

As expected, the decoder will use a lossy representation of one source as side information
to assist reconstruction of the other source. We can choose an R/, < I(Uy;Us) such that
Ry + Ry > I(X2;Us). Here R corresponds to the rate of a virtual message M} which is
produced by Encoder 2 but not physically transmitted to the receiver. This will play the
role of the index of the codeword in the bin in a traditional covering and random-binning

proof.
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First we will use the likelihood encoder derived from Px,;, and a random codebook
{u1™(m1)} generated according to Py, for Encoder 1. Then we will use the likelihood
encoder derived from Py,;, and another random codebook {us™(ma, mb)} generated ac-
cording to Py, for Encoder 2. The decoder will use the transmitted message M; to decode
U1", as in the point-to-point case, and use the transmitted message Ms along with the
decoded U," to decode M} as M}, as in the Wyner-Ziv case, and reproduce u}(My, M}).
Finally, the decoder outputs the reconstructions Y3" according to the symbol-by-symbol
functions ¢ (-,-) of U;™ and Uy™.

The distribution induced by the encoders and decoder is

P, nxonvyman oMy vinyer = PxanxonPiPo (4.38)
where
Pi(my,ui"|x")
£ Pogyxyn (male™) Py, (ur”ma) (4.39)
é PLEl(ml\xln)Ppl(uln\ml) (4.40)
and

i A/ n n n n
Py (ma, my, g, y1", y2" w2, ur™)

£ PMQMQ\XQW(WQ,mé’@n)PMé\MQUln(m/z’mZaUln)
H PYkTL'UlnMQMé(yk”]ul”,mg,m’Q) (4.41)
k=1,2

lI>

P12 (ma, mh|axa™)P pa(mb|ma, us™)

H Pq),k‘(yk’n|u1n7m2am/2)7 (442)
k=1,2

where P g1 and P go are the likelihood encoders; P pq is the first part of the decoder that
(

does a codeword lookup on Cln) ; Ppo is the second part of the decoder that decodes m), as
mb; and Pg i (yx"|u1™, ma, mj) is the third part of the decoder that reconstructs the source

sequences.
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We now restate the behavior of the encoders and decoder, as components of the induced
distribution.

Codebook generation: We independently generate 2% sequences in U;™ according
to [1/, Pu, (u1;) and index them by m; € [1 : 2], and independently generate 2™(F2+52)
sequences in Uy™ according to [[_; Py, (us;) and index them by (mg,m}) € [1 : 2"F2] x [1 :
2], We use an) and Cén) to denote the two random codebooks, respectively.

Encoders: The first encoder Prgi(mi|z1™) is the likelihood encoder according to
Px,ny,» and Cin). The second encoder Prga(me, mh|ae™) is the likelihood encoder ac-
cording to P y,»y,» and an).

Decoder: First, let Ppi(u1™|m1) be a C%n) codeword lookup decoder. Then, let
P pa(mf|ma, u1™) be a good channel decoder with respect to the sub-codebook Cén)(mg) =

{uz™(m2,a)}q and the memoryless channel Py, |y,. Last, define ¢;"(u1", uo") as the con-

catenation {¢(u1¢, u2s)}p—; and set the decoders Pg ) to be the deterministic functions
Pojo(yr"|ur", mo, ) £ Ly = ¢" (1", Uz" (ma, 1)) }. (4.43)

Analysis: We will need the following distributions: the induced distribution P and
auxiliary distributions Q; and Qj. The general idea of the proof is as follows: Encoder 1
makes P and Q; close in total variation. Distribution Qj (random only with respect to
the second codebook Cén)) is the expectation of Q; over the random codebook Cfn). This
is really the key step in the proof. By considering the expectation of the distribution with
respect to Cin), we effectively remove Encoder 1 from the problem and turn the message
from Encoder 1 into memoryless side information at the decoder. Hence, the two distortions
(averaged over CYZ)) under P are roughly the same as the distortions under Qj, which is a
much simpler distribution. We then recognize Q7 as precisely P in from the Wyner-
Ziv proof of the previous section, with a source pair (X7, X3), a pair of reconstructions

(Y1,Y2) and U; as the side information.

1) The auxiliary distribution Q; takes the following form:

Q1X1nXQnUlnM1M2MéM£Y1nY2n = Quaunxnx,n P2 (4.44)
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where

Q1M1U1”X1"X2”(m17u1n7 1", 22")
1 — _
= onR: Hur™ = Ur" (ma) } P x, oy n (21" [un ™) P xym xyn (22" |217). (4.45)

Note that Q; is the idealized distribution with respect to the first message, as introduced
in the point-to-point case. Hence, by the same arguments, since Ry > I(X1;U;), using the

basic soft-covering lemma (Lemma [2.1)),

Eeom [I1Q1 = Pllrv] < e1n, (4.46)

where Q; and P are distributions over random variables X1", Xo™, Uy", My, My, M}, M}, Y1, Yo"
and €1, is the error term introduced from the soft-covering lemma.

2) Taking the expectation over codebook C;n), we define

* A .
QlenXQnUlanMéMéylnYQn — Ecin) [Q1X1nX2nU1nM2MéMéY1nY2n:| . (447)

Note that under this definition of QJ, we have

QTXlnXQ"UlnMQMéMéYi"YQn(1"1”7332”7ulnam27m/27m/27y1n7y2n)
= ECYL) [QixlanUln(xl",xg”,uln)} Po(ma, mb, b, y1™, yo" |z, ur™)  (4.48)

PXlnXQTLUln (xln, :L’gn, uln)Pg (mg, m'Q, mIQ, yln, y2”|x2”, uln), (4.49)

where the last step can be verified using the same technique as (3.13)) given in Section
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By Property @,

Ecom [Ep [dr(Xx", Y&")]]

< Ecgn) [EQI [dk(ana Yk”)]] + dimaz€in (4'50)

= Em > Quxnyn (@™ vk i@ u™) | + dimaz€in (4.51)

TE™ k™

= > Eoom [Qunyn (24", y6™)]dr @k, yx") + dimaz€in (4.52)
™ Yr™

= Y Qixayn @™ o) dr(@k", uk") + dikmag€in (4.53)
™ YR™

= EQ’I‘ [dk(ana Ykn>] + dkmaz€in- (454)

Note that Q] is exactly of the form of the induced distribution P in the Wyner-Ziv
proof of the previous section, with the inconsequential modification that there are two

reconstructions and two distortion functions. Thus, by (4.19)) through (4.30]), we obtain

Ecén) [EQT [dr (X%", Ykn)]]

< Eﬁ [dk(Xka Yk)] + dkmax(€2n + 571), (455)

where €9, and ¢, are error terms introduced from the soft-covering lemma and channel

decoding, respectively.

Finally, taking expectation over an) and using li and {D

Equ [Ecen [Ep (X, V"))
< Egm [Eq; [dr(X5", Yi")] + drmaz€in] (4.56)

< Eﬁ [dk(Xka Yk)] + dkmaareln + dkmax(€2n + 5n)a (457)

where (4.56|) follows from (4.54)); and (4.57)) follows from (4.54) and (4.55)). Taking the limit

on both sides gives:

limsupE ) [Ec<n) [Ep [dk(an,Ykn)H} < Dy (4.58)
2 1

n—oo
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Remark 3. Note that the proof above uses the proof of Wyner-Ziv achievability from the
previous section. To do the entire proof step by step, we would define a total of three
auziliary distributions, which would be the Qp used in the proof, as well as le) and Q;Q)
defined below for completeness. The steps outlined above show how to relate the induced
distribution P to Qi and its expectation Q7. This effectively converts the message from
Encoder 1 into memoryless side information at the decoder. The omitted steps, as seen in
the previous section, relate Q7 to le) through the soft-covering lemma and le) to Qg)
through reliable channel decoding. The expected value of Q;Z) over codebooks is the desired

distribution P. For reference, the omitted auziliary distributions are

Q2115 M4U5" Xom Xy 0y (M2 M, w2, 22", 21" ur ™)
1 _
= ntmrry Lue" = V2" (ma, m3) }Pxym e (22" |u2™)

Pxngynpxon (21" " [22"), (4.59)

which is of the same structure as the idealized distribution described in Fig. [{.9, and

(1) A n n n /
Q2 Xl”XQ”Ul"MQMéMéYl”YQ” —Q2X1"X2”U1"M2Mé(1:1 , L2, Ul am2am2)

P po(ih|ma, ur™) [ Par(ur"[ur", ma, i) (4.60)
k=12

(2) A n n n /
Q2 X1"X2nU1"M2M§MéY1"Y2" _Q2X1"X2”U1"M2Mé(li1 , L2, UL ,mg,mQ)

P po(rithma, w™) [ Paw(yn"lun™, ma, mb). (4.61)
k=1,2

Remark 4. To see how this is a simpler proof than the traditional joint typicality encoder
proof, recall from [10] that to bound the different error events, we would need the regular
covering lemma, the conditional typicality lemma, the Markov lemma, and the mutual pack-
ing lemma, some of which are quite involving to verify. With the likelihood encoder, all we

need is the soft-covering lemma and Lemma [].1]
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4.5 Summary

In this chapter, we have used the likelihood encoder to obtain achievability results for
multiuser lossy source coding problems. The simplicity of the analysis is accentuated when
used for distributed source coding because it bypasses the need for a Markov lemma of
any form and it avoids the technical complications that can arise in analyzing the decoder
whenever random binning is involved in lossy compression. Although we only demonstrate
with two cases, the Wyner-Ziv and the Berger-Tung settings, it is believed that the likelihood
encoder and its corresponding analysis can achieve other best known source coding results.
A highlight in the achievability proof for the Wyner-Ziv setting is that we are able to apply
the channel coding result directly without the need for a packing lemma. This becomes an

important feature in proving secrecy results in the next chapters.
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Chapter 5

Rate-Distortion Based Security in

the Noiseless Wiretap Channel

5.1 Introduction

In this chapter, we investigate secrecy in source coding problems from a rate-distortion
approach. We first review Shannon’s formulation of perfect secrecy in lossy compression
using a shared secret key, where the secrecy performance is measured by a quantity called
“equivocation”. Then we introduce Yamamoto’s rate-distortion based formulation of the
same communication system. We refer to this model as the naive formulation, because it
does not ensure a strong secure communication system. However, this naive formulation
remains an important game-theoretic setting. In particular, the model captures the essence
of a system where the legitimate receiver and eavesdropper are each only given one attempt
to estimate the source. Next, we apply this naive secrecy formulation to physical layer
security where instead of a shared secret key, the legitimate receiver and the eavesdropper
have access to side information that is correlated with the source.

At the end of the chapter, we strengthen the formulation by causally disclosing the
source realization to the eavesdropper during decoding. It turns out this modification
not only provides a stable secure communication system, but also fully generalizes the

equivocation formulation. Although these two metrics, equivocation and distortion, appear
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K secret key K \
message M )
Source X 4{ Encoder Decoder '—> X

Eavesdropper

Figure 5.1: The Shannon cipher system.

to be completely unrelated at a first glance, with careful choice of distortion function,

equivocation becomes a special case under the causal disclosure formulation.

5.2 Secure Source Coding Via Secret Key

5.2.1 The Shannon Cipher System and Perfect Secrecy

The concept of perfect secrecy was first introduced by Shannon in “Communication Theory
of Secrecy Systems” [I], in which the secrecy system in Fig. Was studied. The transmitter
has a source X. The legitimate receiver aims to decode the source losslessly. The encoder
and decoder share some common randomness, secret key K.

The system is considered perfectly secure if the source and the encrypted message
received by the eavesdropper are statistically independent. This can be quantified by the

conditional entropy H (X |M). We can therefore formally define perfect secrecy as follows.

Definition 5.1. The Shannon cipher system is perfectly secure if

P[X # X] =0 (5.1)

H(X|M) = H(X). (5.2)

This is a very strong notion of secrecy. An important result under perfect secrecy is that
the number of secret key bits required needs to be at least the entropy of the source. In
other words, if we would efficiently and losslessly compress the source X into a bit stream
of length [, the secret key bits needs to be at least the same length [ to guarantee perfect

secrecy. This can be achieved by using a “one-time pad”.
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K-KE [1:2"30]\
M € [1:2"%] R
X" —— Encoder f, Decoder g, '—» xXn

Eavesdropper

Figure 5.2: The Shannon cipher system with a sequence of source symbols.

The use of conditional entropy for measuring secrecy was also considered in the original
work on the wiretap channel in [7] and [30]. When a sequence of source symbols X" is
involved Fig. instead of directly using the conditional entropy itself, this quantity is
normalized over the blocklength 1 H(X™|M), which is referred as “equivocation rate” in
the literature.

Consider the setup of an i.i.d. source sequence X" distributed according to [}, Px(x¢)

with secret key K satisfying the following constraints:

Encoder f, : X" x K — M (possibly stochastic)

Legitimate receiver decoder g, : M x K — xn (possibly stochastic)

e Compression rate: R, i.e. |[M|= 2"

Secret key rate: Ry, i.e. |K| = 2nfo

Lossless reconstruction at the legitimate receiver:

P[X™ # X"] =, 0 (5.3)

Equivocation at the eavesdropper

liminf - H(X"| M) > H(X). (5.4)

n—oo n
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Definition 5.2. A rate pair (R, Ry) is achievable under perfect secrecy if there erists a

sequence of rate (R, Ro) encoders and decoders (fn,gn) such that

P[X™ # X"] —, 0, (5.5)

liminf ~ H(X"|M) > H(X). (5.6)

n—oo n

Theorem 5.1 (Shannon [1]). A rate pair (R, Ro) is achievable under perfect secrecy if and

only if

&
v
=
s
=
-’

Ry

v
=
>
=
X

5.2.2 Naive Rate-Distortion Based Secrecy

We first consider the simplest rate-distortion based secrecy formulation of a noiseless wiretap
channel. This is essentially the same setting as the Shannon cipher system with a sequence
of source symbols, except the secrecy here is measured by a distortion function instead of
equivocation. This type of secrecy setting was introduced by Yamamoto [2], where upper
and lower bounds on the tradeoff between the rate of secret key and the eavesdropper’s
distortion were established. The problem was solved in [3]. We now formally summarize
the problem setup and its main result.

We want to determine the rate-distortion region for a secrecy system with an i.i.d. source

sequence distributed according to [[;_; Px () satisfying the following constraints:
e Encoder f, : X x K — M (possibly stochastic)

Legitimate receiver decoder: g, : M x I +— xn (possibly stochastic)

Eavesdropper decoder: Pyzn

e Compression rate: R, i.e. |[M|=2"F

Secret key rate: Ry, i.e. || = 2nFo.

The system performance is measured according the following metrics:
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K € [1:2nfi]
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M € [1:2"%]

X" — Encoder f, Decoder g, '—» xXn
=

Figure 5.3: Naive setup for rate-distortion based secrecy.

e Lossless reconstruction for the legitimate receiver:

P[X™ # X"] =, 0

e Minimum average distortion for the eavesdropper:

liminf min E[d(X", Z")] > D.

n—0o0 PZ"|M

(5.10)

Definition 5.3. The rate distortion triple (R, Ry, D) is achievable if there exists a sequence

of rate (R, Ry) encoders and decoders (fn,gn) such that
P[X™ # X"] =, 0
and
limyinf in E[d(X", 2")] = D.

The above mathematical formulation is illustrated in Fig. [5.3

The main result is summarized in the following theorem.
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Theorem 5.2. The closure of achievable rate-distortion triple (R, Ry, D) is given by the

following region:

R > H(X), (5.13)
Ry > 0, (5.14)
D < mzinE[d(X, z)]. (5.15)

The original proof can be found in [3]. Here we make a quick comment. The converse is
straightforward from lossless compression and the fact that the eavesdropper’s estimate of
the source cannot be worse than its a-priori estimation based only on the source distribution.
To show achievability, a simpler way (compared to the scheme given in [3]) would be using

the likelihood encoder with its corresponding analysis.

5.3 Secure Source Coding with Side Information at the De-

coders

In this section, we investigate the physical layer security of a noiseless wiretap channel with
side information at the decoders [31].

The wire-tap channel with side information at the decoders has been previously inves-
tigated. It was studied in [32] under an equivocation constraint at the eavesdropper and a
complete characterization of the rate-distortion-equivocation region was derived. A related
problem with coded side information was studied in [33]. However, using equivocation as
the description of secrecy does not capture how much distortion will occur if the eaves-
dropper is forced to reconstruct the source. In this work, both the legitimate receiver and
the eavesdropper’s reconstructions of the source are measured by distortion. Furthermore,
the eavesdropper is assumed to make the best use of its side information along with the
encoded message. This setting can also be interpreted as a game-theoretic model where the
two receivers are playing a zero-sum game and each one is required to output a sequence

that is closest to the source sequence being transmitted.
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It was shown in the previous section that a secret key with any strictly positive rate can
force the eavesdropper’s reconstruction of the source to be as bad as if it knows only the
source distribution, i.e. the distortion under perfect secrecy. This result suggests, if instead
of a shared secret key, the decoders have access to different side information, we should be
able to force the eavesdropper’s reconstruction of the source to have the distortion under
perfect secrecy as long as the legitimate receiver’s side information is somewhat stronger
than the eavesdropper’s side information with respect to the source. This is indeed the
case, which will be formally stated herein. However, in the more general case, the legitimate
receiver may not have the stronger side information. Can a positive distortion still be forced
upon the eavesdropper? We show in this section that we can encode the source in favor of
the legitimate receiver’s side information so that the eavesdropper can only make limited

use of the encoded message even with the help of its side information.

5.3.1 Problem Formulation

We want to determine the rate-distortion region for a secrecy system with an i.i.d.
source and two side information sequences (X",B",W"™) distributed according to

[1i-, PxBw(x, b, wy) satisfying the following constraints:
e Encoder f, : X™ +— M (possibly stochastic);
e Legitimate receiver decoder g, : M x B™ — Y™ (possibly stochastic);
e Eavesdropper decoder Pzn|pryyn;
e Compression rate: R, i.e. |[M|=2"%,
The system performance is measured according to the following distortion metrics:

e Average distortion for the legitimate receiver:

limsup E[dy(X",Y™")] < Dy (5.16)

n—oo
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M

W?’L
Figure 5.4: Secrecy system setup with side information at the decoders.

e Minimum average distortion for the eavesdropper:

liminf min E[d, (X", Z")] > D, (5.17)

n—o0 PZn |[MW™n

Note that dp and d,, can be the same or different distortion measures.

Definition 5.4. The rate-distortion triple (R, Dy, Dy,) is achievable if there exists a se-

quence of rate R encoders and decoders (fy,gn) such that

lim sup E[dy (X", Y™)] < Dy (5.18)
n—oo
and
liminf min E[d, (X", Z")] > D,. (5.19)

n—00 Pzn|pwn

The above mathematical formulation is illustrated in Fig.
For the special case of lossless compression between the transmitter and the legitimate

receiver, we make the following definition.

Definition 5.5. A rate-distortion pair (R, D,,) is achievable if there exists a sequence of

encoders and decoders (fy, gn) such that

P[X" #Y"] —, 0 (5.20)
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and

liminf min  E[d,(X",Z")] > D,. (5.21)

n—o0 PZ”\M,W”

Less Noisy and More Capable Side Information

Definition 5.6. The side information B is strictly less noisy than the side information
W with respect to X if
I(V;B)>I1(V;W)

for all V' such that V. — X — (B,W) and I1(V; B) > 0.

Definition 5.7. The side information B is strictly more capable than the side information
W with respect to X if

I(X;B) > I(X;W).
5.3.2 Inner Bound

Theorem 5.3. A rate-distortion triple (R, Dy, Dy,) is achievable if

R>I(V;X|B) (5.22)
Dy, > E[dy(X,Y)] (5.23)
Dy < min Eldy (X, Z(U, W) (5.24)
I(V:B|U) > I(V; W|U) (5.25)

for some Pyy xpw = Pxpw Py|x Pyjv, where Y = ¢(V, B) for some function ¢(-,).

Theorem involves two auxiliary variables U and V that are correlated with the
source X in a Markov chain relationship. The variable V' can be understood as the lossy
representation of X that is communicated efficiently using random binning to the intended
receiver, which will be used with the side information B to estimate X, just as in the setting
without an eavesdropper which was pioneered by [27]. The purpose of the auxiliary variable
U is to provide secrecy similar to the way secrecy is achieved in [32]. The side information

at the intended receiver must be better than that of the eavesdropper (as measured by
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mutual information with V') in order to prevent decoding of V. The variable U (if needed)
is given away to all parties as the first layer of a superposition code in order to generate
this condition for V.

We now give the achievability proof of Theorem using the soft-covering lemmas. We
apply the same proof technique using the likelihood encoder as introduced in Chapter
with the modification of using a superposition codebook.

The source is encoded into four messages My, MI’,, Mg and M, where M, and M;
are transmitted and M; and M are virtual messages that are not physically transmitted,
but will be recovered with small error at the legitimate receiver with the help of the side
information. On the other hand, M, and 2\4][’J play the role of public messages, which both
the legitimate receiver and the eavesdropper will decode; M, and M index a codeword that
is kept secret from the eavesdropper, which only the legitimate receiver can make sense of
with its own side information.

The P notation is used in the same way as in the previous chapters and P is used to

denote the system induced distribution. Note that Pxpw = PxBw .

Proof. Fix a distribution PUVXBW = FXBWPWXPU\V satisfying

1(V; B|U) > I(V; W|U), (5.26)
Ezldy(X, ¢(V, B))] < Dy, (5.27)
min Epdy (X, Z(U,W))] > D, (5.28)

z(u,w)

and fix rates Ry, R, Rs, R; such that

R, + R, > I(U; X), (5.29)

R, <I(U;B), (5.30)

R+ R, > I(X;V|U), (5.31)
I(V;W|U) < R, < I(V; B|U). (5.32)
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The distribution induced by the encoder and decoder is

!/

n n n !/ A~ ) n
P(x 7b 7w 7mp7mp?m87ms7mp7msay )

£ Panan (ZL‘n, bn, wn)PLE(mp7 m;ﬂ M, m;’xn)

!/

Pp(m) m’s|mp,ms,b")P@(y"|mp,mp,ms,m;,b"), (5.33)

P

where Prp(my, my, ms, mi|z") is the source encoder; P p (i, 1|my, ms,b") is the first

/

part of the decoder that estimates mj, and m} as

Mg, 1, b is

and m; Po(y"|my, m s

/
p7
the second part of the decoder that reconstructs the source sequence.

Codebook generation: We independently generate o Byt 1y) sequences in U" ac-

cording to [[{_; Py(us) and index by (myp,my,) € [1 : 2] % [1: 27%]. We use C[(]n) to

denote this random codebook. For each (m,, m;) € [1 : 27Rp] % 1 : 2", we independently

generate 2"(Fst ) sequences in V" according to T[]}, Py (veug(mp, m)) and index by

(mp, m), mg,m}), (ms,mf) € [1: 2] x [1: 2] We use C‘(,n)(mp,m;,) to denote this

random codebook.

Encoder: The encoder Prg(my, my,, ms, mgla") is a likelihood encoder that chooses

My, M,,, Mg, M stochastically according to the following probability:

L(m|z")
EmeM L(m|z™)

Pre(mlz") = (5.34)

where m = (my,,m},, ms,ml,), M = [1: 2] x [1: 2] 5 [1 2 27s] x [1: 27F5], and

L(m|z™) = Py (2”|0" (m)). (5.35)

Decoder: The decoder has two parts. Let P p (i, i%|my, ms, b) be a good channel
decoder with respect to the superposition sub-codebook {v"(my,ay, ms, as)}a, e, and the
memoryless channel PBW- For the second part of the decoder, fix a function ¢(-,-). Define

¢"(v™, b") as the concatenation {¢ (v, b)}7-; and set the decoder Py to be the deterministic
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function

P (y |mp7 mp7 ms, m;a bn)

£ 1{y" = ¢"(v"(my, m;, ms, M%), b™)}. (5.36)

Analysis: We examine the distortions at the two receivers one at a time. To analyze
the distortion at the legitimate receiver, we will consider four distributions, the induced
distribution P, two approximating distributions Q*) and Q) and an auxiliary distribution
Q' that helps with the analysis. The idea is to show that 1) the system has nice behavior
for distortion under Q®; and 2) P and Q®@ are close in total variation (on average over
the random codebook) through QWM. To analyze the distortion at the eavesdropper, we will

consider the induced distribution P together with an auxiliary distribution Q.

Distortion at the Legitimate Receiver

This part of the proof follows the same idea of the achievability proof for the Wyner-Ziv
setting using the likelihood encoder given in Section (4.3.2

The approximating distributions Q") and Q2 are defined through an idealized distri-
bution Q of the structure given in Fig. This idealized distribution Q can be written

as

Qxn prwn M, My, vy (27, 0w g, g, mes ml, " o)
= Quaaay Moy (Mpy Mgy, s, 1) Qun g,y (W M, m0) Qumrm g, g (V7 [y s, M)

QX"B”W"|MPM1’,MSM; (", b", w"|my, m;, ms, m.) (5.37)
1

~  on(BytRptRe+RY) I = U™ (myp, my) }{o" = V™ (mp, mj,, m, mi)}

FXanWnlvn(xn,bn n|Vn(mp,mp,ms,m;)) (538)
1
= 1{u" = U™ (my, my,) }1{o" = V" (my,, m;

/
on(Bpt Ryt Ro 1 RL) M, M) }

p7

n
H?XW a¢|ve) Ppw|x (be, wilzy), (5.39)

where ([5.39) follows from the Markov relation V' — X — BW.
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Figure 5.5: Idealized distribution Q via a superposition codebook and memoryless channels
PX|V and PBW|X

Note that the encoder P g satisfies

Prr(mp, mp, ms, mp|z") = QMPM;,MSMQX" (myp, m;, ms, my|z"). (5.40)

Furthermore, it can be verified with the same technique used in Section [3.3] that the

idealized distribution Q satisfies

EC(") [QX”B"W”U"V" (.Tn, bn’ wn’ un’ Un)}

= FX”B"W"U"V"(xnabnvwn7unavn)a (541)

where E; () [-] denotes EC[(J”) [ECE}“ []] :

We now define the distributions Q") and Q® via the idealized distribution Q as follows:

Mg, M, M, 1)

n
QX"B"W"U"V"MPM’MgM’M’M’(:E b ’LU u U mp,mp, DI

A n 7 n / / n n
- (Q)('”B"VV'”MPMZ’JMSMéU”V'"‘(aj )b , W 7mp7mpam8)msuu , U )
7, !
P p (1, 10 [y, mig, b )P (y" |y, 1y, mig, 10 (5.42)
n .
QXanWnUWnM,,M'MsM/M'M'(gc b W™ u" v g, g, M, I, iy, )

lI>

(Q)("B”VV"MPMZ’)MS]\4‘;(]”‘/”(m 7b , W 7mp7mp7m87msvu , U )

PD(mp,m mp,ms,b”)Pq>(y"|mp,m;,ms,m;). (5.43)
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Notice that the distributions Q") and Q@ differ only in Pg. From 1D it can be shown
that the distortion under distribution Q2 averaged over the random codebook is given by

the following:

Ecn) [Eqm [dp (X", YT)]

et Z Ec(n) [QX'ILVan (:L'n, Un, bn)] db($n, an ('Un, bTL)) (544)
" un "

= > Pxnynpe(@™ 0", 0")dy(z", ¢" (0", 1")) (5.45)
" un "

— Epld(X,Y)]. (5.46)

Define the auxiliary distribution Q' on a subset of the variables as

1

ny A
) - 2n(Rp+R£,)

Q/MpMéxn(mp,m;,,x FXn|Un(:U"|U”(mp,m;)). (5.47)

Since Rs+ R, > I(X; V|U), applying the generalized superposition soft-covering lemma
[2.2] we have

) [HQMPM{,XW - Ql]\/[pMz’JX"HTV} <e Ay (5.48)

Also since R, + R), > I(U; X ), applying the basic soft-covering lemma (Lemma [2.1)), we

have
Eo [[|[Pxn — Q'xnllpy] < e £ ey (5.49)
Using Property , , and , we obtain
Eco [[|Qxn — Pxnllpy] < €in + €2, = €3p. (5.50)

Therefore, by definitions of P and Q") and Property @ we have

Eeo [HP B Q(l)HTV} S €n (5-51)
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where the distributions are taken over X" B" W™ M, M, MM, ;MZ’)M ym.

On the one hand, we need to apply the Wyner-Ziv technique to complete the distortion

bound at the legitimate receiver. Since R, < I(U; B) and R, < I(V; B|U), the codebooks

are randomly generated, and M]; and M/ are uniformly distributed under Q, it is well

known that the maximum likelihood decoder (as well as a variety of other decoders) will

drive the error probability to zero as n goes to infinity. This can be seen from Fig. by

identifying for fixed M,, and Mj, that MZ'Q and M/ are the messages to be transmitted over

the memoryless channel PB\V with the superposition codebook. Specifically,
Ecw [PQ(U [(M{;,Mé) # (M;/;aMé)H < 0n = 0.

Using Lemma it can be shown that

1 2
Ec(n) |: ‘Qg(lB"W”M M MM - QS(ZLB"W"MPM{)MSM;. :|
pMp Mo M TV
< Epm |:PQ(1) [(M{,,Mé) # (Mé,Mé)H
< 0.

Hence, by , and and Property @ and @, we obtain

Eom [Ep[dy(X",Y™)]]

IN

Eﬁ[db(‘Xﬂ Y)] + dbmaw(€3n + 5n)

< Dy+ dbmax(ei’)n + 671)

This completes the distortion analysis at the legitimate receiver.

Distortion at the Eavesdropper

(5.52)

(5.53)

(5.54)

(5.55)

(5.56)

To evaluate the enforced distortion at the eavesdropper with the best possible decoder,

we will consider two distributions: the system induced distribution P and an auxiliary
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distribution Q¥ defined as

~(Z) / / n n
QMPMZ’,MSM;U”XW"(mP’mp’ms’ms’u T w")

A 1 n__ 1 /

- 2n(Rp+R;,+RS+R;)1{“ =U (mpamp)}
L1 Pwiv (welUs(mp, m) P (s, Us(myp, mi)). (5.57)
t=1

Note that under Q(?, we have the Markov relation
X — Ui (M, MI’Q)I/VZ — MPM;,MSM;W”. (5.58)
The auxiliary distribution Q® has the following property:

By | Qb x (@ 0 2)| = [T Pulue) Py (welue) P (ahow). - (5.59)
t=1

Recall that under distribution Q, for fixed My = my,

Qus, g wn x|, (M, M, 10, W™ 3| m)

1 —
n n /
ZTL(RerR;,Jng) PW"‘V"(w ‘V (mp7mpa

ms,m’s))

PX|WVU(‘7:Z'|wi7 Vi(mpv m;n Ms, m;)7 Ui(mp’ m;)) (5'60)

Since R, > I(V;W|U), by applying the superposition soft-covering lemma we have

for fixed my,

Ec(n) |:HQ§\Z4)PM;IIW7LX - QMpMéWnXi TV:| < e an 2 €4np- (561)

Averaging over M, we have

Ec(n) [‘)QS\Z/[);;MZ'JMSW"X - QMPMI/JMSW"Xi TV:| < €4n, (562)
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and by Property @, (5.51)) and (5.62)),

Eeo [ QU aganwnx — Puagawnx,||, ]| S esmtem 2 en (5.63)
Also note that, since R, + R), > 0, we can invoke Lemma by identifying
(Rl,Rg,U,V,X,Z)<—(O,Rp+R;,®,U,®,U), (5.64)
where the left side symbols represents the symbols from Lemma This gives us
Eew [HQZ)WP,M;,) - FUHTV] < e S e (5.65)

Combining (5:56), (5:63) and (5.63), we get

n
A (6
Ecm) [ E HPMPMI’JMSW”X,- - QMpM;,MSW"X v
i1

+ En: HQSi)(Mvaé) B FUHTV T [Epld(X7, Y™ = Db’]
i=1

< nesy + negy, + dbmaw(el’m + 571) (566)
< ne " min(31,72,74,%) + dbmax(e?m + 5n) (567)
IS (5.68)

Therefore, there exists a codebook under which

i HPMPMz’aMsW"Xi - QS\?pM;MSWnXHTV < €n, (5.69)
i=1
g HQSB(M,,,M;)) - FUHTV < €n, (5.70)
and
Epldp(X™,Y")] < Dy + €n. (5.71)
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Finally, the distortion at the eavesdropper can be lower bounded by

min Ep [dy (X", 2" (Mp, Ms, W™))]

2" (mp,ms,w™)

min Ep [du(X™, 2" (My, M, My, W"))] (5.72)

2™ (mp,mp,ms,w )

AV

- - Z min Ep [duw(Xi, zi(Mp, M, M, W™))] (5.73)

zi(mp,my,,ms,w")

—Z min By [du(X, 2(My, My, Ms, W")] = ndumaz ~ (5.74)

n
zi mp,m Mg, W

— —szin By [du (X, 2(wi( My, My), Wi))] = €ndunmaa (5.75)
— Z mln Es [duw(X, 2(U, W))] — 2€nduwmac (5.76)

where (5.75) uses the Markov relation under Q) given in , and - uses

HQEJ?(MP,M{)) - PUHTV < ¢, from (5.70) and the fact that

Q%X‘Ui (wi, x|u;) = FW|U(wi’ui>FX|WU(x‘wi7 u;) (5.77)
from (5.57]).
This completes the distortion analysis at the eavesdropper. O

5.3.3 Outer Bound

A tight outer bound is not attained and hence, the optimality of Theorem is not yet

known. A trivial outer bound is stated as follows for completeness.

Theorem 5.4. If a rate-distortion triple (R, Dy, Dy,) is achievable, then

R>I(V;X|B) (5.78)
Dy > E[dy(X,Y)] (5.79)
Dy < minEfd,, (X, 2(W)) (5.80)

for some Pyxpw = Pxpw Py|x, where Y = ¢(V, B) for some function ¢(-,-).
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Proof. To get (5.78)) and (5.79)), we just need to apply the Wyner-Ziv converse; and to

get (5.80]), observe that the reconstruction cannot be worse than the symbol-by-symbol

estimation of X" from W" without using M. O

5.3.4 Special Cases
Less Noisy Side Information

Corollary 5.1. If the legitimate receiver has strictly less noisy side information than the

eavesdropper, the converse of Theorem[5.]] is tight.

Proof. To see the achievability, we just need to set the U in Theorem to be &. O

Note that the strictly less noisy condition meets the inequality in Theorem[5.3] Corollary
[b.1] covers the case of degraded side information at the eavesdropper, i.e. X —B—W, except
for the corner case where I(X; W) = I(X; B).

Lossless Compression

When the legitimate receiver must reconstruct the source sequence losslessly, we have the

following inner bound.

Corollary 5.2. (R, D,,) is achievable if

R > H(X|B) (5.81)
D, < I(nin)E[dw(X,z(U, W) (5.82)
I(X; B|U) > I(X;W|U) (5.83)

for some Pyxpw = PXBWPU|X-

Proof. This is consistent with Theorem by setting V' = X and that the additional proof
required for lossless recovery follows naturally from the construction of the achievability

scheme for Theorem O

Corollary 5.3. If the legitimate receiver has strictly more capable side information than the

eavesdropper with respect to the source, then the rate-distortion pair (R, D,,) is achievable
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Figure 5.6: Side information B and W correlated with source X

if and only if

R > H(X|B) (5.84)
D, < 1rr(1iI)1I[*][dw(X7 z(W))]. (5.85)

5.3.5 Example

We give an example for the lossless compression case with Hamming distortion measure for
the eavesdropper.

Let X™ be an i.i.d. Bern(p) source, and let B™ and W™ be side information obtained
through a binary erasure channel (BEC) and binary symmetric channel (BSC), respectively,

i.e.

Px(0)=1—Py(1)=1—p, (5.86)
Ppx(e|lr) = a, (5.87)
Py x(1 - x|z) = B. (5.88)

This is illustrated in Fig. [5.6] This type of side information was also considered in [34],
but only with a Bern(3) source.

We consider a generic discrete auxiliary random variable U that takes values on 1, ..., ||
with Py (i) = u; and Pxy(0]i) = &, Pxjy(1]i) = 1 — &;. It can be shown that the
distortion D,, takes the following form. By applying Corollary we can obtain the

following theorem.
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Theorem 5.5. (R, D,,) is achievable for the BEC-BSC' side information with Hamming

distortion dy/(-,-) if

R > ah(p)
3

D, < max u; min(d;, 1 — 6, B)
{ui i}, i1

sit. 0 < u,-,éi < 1

where h(-) denotes the binary entropy function.

We plot the distortion at the eavesdropper as a function of the source distribution p for
fixed a and § in Fig. 5.7 and Fig. [5.8] where the outer bounds are calculated from Theorem
b4l

Figure 5.7: Distortion at the eavesdropper as a function of source distribution p with
a=0.4, 8 =0.04.

In Fig. when the legitimate receiver’s side information is more capable than the
eavesdropper’s side information with respect to the source, distortion equivalent to per-
fect secrecy at the eavesdropper is achieved; when the eavesdropper’s side information is

more capable than the legitimate receiver, with our encoding scheme, we achieve a positive
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Figure 5.8: Distortion at the eavesdropper as a function of source distribution p with
a=04, 5=0.1.
distortion at the eavesdropper with no additional cost on the compression rate to ensure
lossless decoding at the legitimate receiver. It is worth noting that our scheme encodes the
source so that it favors the side information for the legitimate receiver even if the legiti-
mate receiver’s side information is less capable, as opposed to using the regular Wyner-Ziv
(Slepian-Wolf) encoding scheme that gives the same compression rate but no distortion at
the eavesdropper.

In Fig. [5.8] since the legitimate receiver’s side information is always more capable than
the eavesdropper’s side information, it is a direct application of Corollary [5.3]and distortion

equivalent to perfect secrecy is ensured.

5.4 Secure Source Coding with Causal Disclosure

In this section, we make the connection between equivocation and distortion as metrics for
secrecy. We first illustrate why the naive formulation in Section [5.2.2]is not a good metric
for secrecy by using the “one-bit secrecy” example given in [6].

Consider an i.i.d. source X" with X; ~ Bern(%). K is one bit of shared secrect key

used to encrypt X" in the following way:

Yi=X;®K. (5.89)
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Upon receiving Y™ the legitimate receiver can decode with the shared secret key K. Under
Hamming distortion, it is easy to see that the eavesdropper’s best strategy is to output
Z™ =Y", yielding an average distortion of % This is indeed the maximum possible average
distortion. However, this is a vulnerable secrecy model because the eavesdropper knows
that X™ can only be one of the two candidate sequences.

In the above example, the eavesdropper is able to decode the entire sequence accurately
after observing the first symbol realization. Motivated by this observation, [4] [5] and
[6] formulate the rate-distortion based secrecy setting with causal disclosure, where the
eavesdropper has access to the past realization of the source sequence. It is also shown in
[6] that the equivocation metric becomes a special case of the distortion metric with causal
source disclosure by choosing the distortion function to be log-loss. Here we recap the main

result under this setting.

5.4.1 Problem Formulation

We want to determine the rate-distortion region for a secrecy system with an i.i.d. source

sequence X" distributed according to []; ; Px(z;) satisfying the following constraints:

e Encoder f, : X" x K — M (possibly stochastic)

Legitimate receiver decoder g, : M x K — Y™ (possibly stochastic)

Eavesdropper decoder { Pz, arxt-1}q

e Compression rate: R, i.e. [M|= 2"

— 2nR0

Secret key rate: Ry, i.e. |K]
The system performance is measured according to the following distortion metrics:

e Average distortion for the legitimate receiver:

limsup E [dy(X™, Y™)] < D, (5.90)

n—o0
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e Minimum average distortion for the eavesdropper:

lim inf min E[d.(X", Z"™)] > D.. (5.91)

n—oo {Pzt\Mxtfl}?:l

Definition 5.8. The rate-distortion quadruple (R, Ry, Dy, D.) is achievable if there exists

a sequence of rate (R, Ry) encoders and decoders (fy, gn) such that

limsup E [dy(X", Y")] < Dy (5.92)
n—oo
and
lim inf min E[d.(X™, Z™)] > De. 5.93
il min [de( )] = De (5.93)

The above mathematical formulation is illustrated in Fig. [5.9

xn —{ Encoder f,

Figure 5.9: Rate-distortion based secrecy system setup with shared secret key and causal source
disclosure.

For the special case of lossless compression at the legitimate receiver, we make the

following definition.

Definition 5.9. A rate-distortion triple (R, Ry, D.) is achievable if there exists a sequence

of rate (R, Ry) encoders and decoders (fy,gn) such that

P[X" #Y"] =, 0 (5.94)
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and

lim inf min E[de(X™,Z™)] > De. (5.95)

o {Pzt\MXffl}?:l
5.4.2 Main Results

The main results are summarized in the following theorem. The proofs are found in the

original paper [6] and not presented here.

Theorem 5.6. The rate-distortion quadruple (R, Ry, Dy, D.) is achievable if and only if

R > I(X;Y) (5.96)
Ry > I(X;Y|U) (5.97)
Dy = Eldy(X,¢(Y))] (5.98)
D. < minE[d.(X,z(U))] (5.99)

for some distribution Px Py|x Pyy and some function ¢(-).
For the special case of lossless compression, we have the following corollary.

Corollary 5.4. The rate-distortion triple (R, Ro, D.) is achievable if and only if

R > H(X) (5.100)
Ry > H(X|U) (5.101)
D. < minE[de(X, 2(U))] (5.102)

for some distribution Px Py|x.

5.4.3 Equivocation

We now examine Theorem by setting d¢(-, ) to the log-loss function defined as

do(z, 2) = log 2(1:6) (5.103)
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where z is a probability distribution on X, and z(z) denotes the probability of z € X

according to z € Ay. Therefore, the distortion at the eavesdropper can be written as

n =1 PZ|MXt—1

min E
{Pzt\Mthl )

1 n
[ E de(Xt)Zt)
n
t=1

» min  E[d.(Xy, Z)]
1 ZlMxt-1
) 1
min [E [log (X)]
t

1 n
= =Y HX|MX'™)
n

t=
1

1

= —H(X"|M)

where (5.106)) is due to Lemma stated below.

Lemma 5.1. Fiz a pair of random variables (X,Y) and let Z = Ax. Then

. 1
H(XY) = Z:anlxl}sz [IOg Z(X)]
where z(x) is the probability of x according to z.
Proof. If X —Y — Z, then
1
= 1
1 Pxy (X[Y)
= E log} +E [log
[ Pxy (X[Y) Z(X)

= H(X|Y)+ ) _ Prz(y.2)D(Pxjy—yll2)

Y

H(X]Y)

Y,z

where equality holds if 2 = Pxy_, for all (y, 2).

|

(5.104)

(5.105)

(5.106)

(5.107)

(5.108)

(5.109)
(5.110)

(5.111)

O]

The above observation shows that equivocation 1 H(X™|M) is nothing but a special

case under the distortion metric with causal source disclosure.

80



5.4.4 Binary Source

In this section, we illustrate the result from causal source disclosure for the lossless case

given by Corollary with a Bern(p) i.i.d. source sequence and Hamming distortion.
Consider the setup given by Fig. [5.9 and Definition [5.9] The source distribution is

particularized to X; ~ Bern(p). For distortion, we use Hamming distortion for the eaves-

dropper:

d(x,2') = de(z,2) & 1{z # 2'}. (5.112)

The optimal achievable region is solved in [6] reproduced as follows.

Theorem 5.7. The optimal (R, Ry, D.) region for Bern(p) source and Hamming distortion

is given by
R > H(X) (5.113)
D. < Di(Ro) (5.114)
where
Dp(Ro) = min{f(Ro),p,1 - p}, (5.115)

where the function f(-) is defined as the linear interpolation of the points (logn, ”T_l), for

n € N.

5.4.5 (Gaussian Source

In this section, we investigate the application of the general results from causal source
disclosure, namely, Theorem and Corollary to a Gaussian i.i.d. source sequence and
squared error distortion.

Consider the setup given by Fig. and Definition The source distribution is

particularized to Gaussian distribution, X; ~ N (g, 0(2)). For distortion, we use normalized
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squared error distortion for both the legitimate receiver and the eavesdropper:
/ / N A 1 / 2
d(z,2") = dy(z,2") = de(x,2") = = (2" — 2)°. (5.116)

We want to solve for the region stated in Theorem [5.6]for our choice of source distribution
and distortion measure. For convenience, instead of looking at the entire region, we work
with its boundary — distortion-rate functions. Also, here we examine a joint payoff function

by combining the two distortion functions as the following:
n(z,y,2) = —(z — x)2 —(y— :U)Q} (5.117)

Note that compares the squared error distortions of the legitimate receiver and the
eavesdropper. If the distance between the eavesdropper’s symbol z and the original source
symbol x is greater than that of the legitimate receiver’s symbol y and =, we have a positive
payoff; otherwise, we get a negative payoff. Similarly, the payoff of sequences is defined as

the average of per letter payoff:

n

Zw(azt,yt7 2t). (5.118)

t=1

L

S|

m(z",y", 2")

We rewrite the region in Theorem for the above modifications as the optimal payoff

function:

II(R,Ry) = PYIS&XGP I;%:LI)IE[TF(X, Y, z(U))] (5.119)

Pyyx

X-Y-U
P = : (5.120)
Ry = I(X;Y|U)

R>I(X;Y)
\

where II(R, Ry) is the maximum payoff that is achievable with rates (R, Ry). To specialize
this result to the Gaussian case, we must optimize over the choice of distribution Py x. It is

often the case for Gaussian problems that the choice of jointly Gaussian auxiliary random
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variables is optimal. However, because the legitimate receiver and the eavesdropper are
playing the game competitively instead of collaboratively, it turns out that a joint Gaussian
distribution does as poorly as if no auxiliary random variable is used.

Let us first make the following observation:

H(R7 RO)
1
= max  min —SE[(2(U) — X)* — (Y — X)? 5.121
Pyy x (y.ule)eP =(u) of [((U) )7 = ( )] ( )
1

T 02 Pyoper {ZPUIX(U\x)Px(x)(x —E[X|U = u])?

=3 Aol P ()~ o (5,122

x?y

where ((5.122)) comes from the fact that the conditional mean is the minimum mean squared
error (MMSE) estimator. Here we are using ) and [ interchangebly for convenience
because it is not clear whether Y and U are discrete or not at this stage.

The optimal payoff for this problem is only solved completely for Ry > 1 bit. But before
explaining the optimal payoff, we first discuss two suboptimal solutions.

A. Jointly Gaussian

Theorem 5.8. The solution to ((5.119)) for a Gaussian source is
II(R, Ry) =1 — exp (—2min(Ry, R)) (5.123)

when Pxyy is constrained to be a jointly Gaussian distribution.

The proof can be found in [35] and is not presented here.

Note that Theorem implies that for a jointly Gaussian distribution Pxyy, choosing
the auxiliary random variable U correlated with X and Y does not improve the payoff from
an uncorrelated U. In this case, U does not give out any information about X and therefore
the distortion between the source and the eavesdropper is kept to a maximum as if under
perfect secrecy. However, the rate-distortion tradeoff between the source and the legitimate

receiver is limited by the secret key rate. Is it possible to achieve a higher payoff by another
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choice of Py x? Next we show how a simple Gaussian quantization can provide a better
solution that is independent of the key rate Ry under certain conditions.

B. Gaussian Quantization

Let us consider the following construction. X is quantized symmetrically about its mean
with uniform intervals 7" as shown in Fig. so that Y £ nT,n £ argmingy [kT — X/,
and U = |Y|. With this construction, Y is a function of X and U is a function of Y. The
reason for choosing such a symmetric quantization is that, to maintain a high distortion
between the source and the eavesdropper in (5.122)), we want to keep E[X|U = u] unbiased
for all u.

Then the two constraints in (5.119)) become

Ry

v

I(X;Y|U) = HY|U) = s bits,s < 1 (5.124)

R > I(X;Y)=H(Y). (5.125)
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Figure 5.10: Symmetric quantization of the Gaussian random variable X with uniform
interval T'.

Here we apply the operational meaning of differential entropy from Theorem 9.3.1 of [9]

to get

H(Y)+1logT — h(X), asT — 0, (5.126)

where h(X) denotes the differential entropy of X. Recall that the differential entropy of a

Gaussian random variable is h(X) = % log(2mec?). Therefore, for Ry > 1 bit, as T — 0,

84



a sufficient condition for (5.125) is T > v/2mweogexp(—R). The distortion between the
source and the eavesdropper under this Gaussian quantization scheme can be asymptotically

calculated as follows:

2

[e%s) 1 _LZ
D2(R) = / P, T e 0 (y—x)’dx 5.127
(R) _OOEy: vix (Y] )mUo (v — ) (5.127)

o 1 _a?
= / \/%er 298 (nT — z)2da (5.128)
< %Ugexp(—QR). (5.129)

Summarizing the above analysis, we have
(R, Ry) > 1 — %62—23 for Ry > 1 bit and R — oc. (5.130)

With Gaussian quantization, even though we sacrifice a constant factor on the distortion
between the source and the legitimate receiver, the overall payoff is no longer governed by
the key rate Ry given that Ry > 1 bit. This illustrates that the joint Gaussian distribution
does not achieve optimal payoff. Next, we provide a construction for Y and U that achieves

maximum payoff under certain conditions.

Optimal Payoff for Ry > 1 bit

Theorem 5.9. If the key rate Ry > 1 bit, the optimal secrecy rate-payoff function for an

i.i.d. Gaussian source is given by
(R, Ry) =1 —272E, (5.131)

Proof. To see the converse, observe that by relaxing the constraints in (5.119)) and evaluating
(5.122), we have

max Y Pyp(ule) Py (z)(z ~ EX|U = u))” = of (5.132)
Yulx u,T
PYU\XIZIII(I)I(I;Y)SR % Py|X(y’-T)l X(x)(y 3:) on ( )
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where ([5.133) comes from the distortion rate function d(R) of a Gaussian source. To show
the achievability, we choose Py|x as follows. Y is chosen such that X and Y are zero-mean
jointly Gaussian. U 2 |Y| and V £ sgn(Y), where sgn(Y) is a binary variable indicating

the sign of Y. Observe that U,V together gives Y. By this construction, we have
I(X;Y|U) = I(X;V|U) < 1 bit. (5.134)

Therefore, given that Ry > 1 bit, the constraint Ry > I(X;Y|U) is automatically satisfied
from (5.134). In addition, E[X|U = u] = JE[X|Y = u] + JE[X|Y = —u] = 0 for all u due

to symmetry. The payoff achieves 1 — 2725, O

The optimization problem ([5.119)) for the case Ry < 1 bit involves the coupling of two

terms in ([5.122]). We next present a special case for this regime using a Gaussian quantizer.

Gaussian Quantizer Special Case

We now address a special structure of the system with causal source disclosure. A symbol-
by-symbol quantization of the source sequence is performed before the transmission and
the legitimate receiver in this system happens to reproduce the scalar quantization of the
source at the decoder. That is, we are restricting to a subset B, of all valid encoder and
decoder pairs (fn, gn)-

Let X; ~ Ppo be the conditional mean of a uniform quantization of X; as in Fig. |5.10
i.e. X; = E[X;|Quantization bin of X;], and M be the encoded message to be transmitted.
Let the optimal payoff function under such restriction be II* (R, Rp). The following lemma
indicates that revealing the causal realization of the original source is equivalent to revealing

the causal realization of the quantized version of the source in the eavesdropper’s estimate.

Lemma 5.2.
X, — (M, X1 — xt! (5.135)
forallt=1,...,n.
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This can be verified by observing that X* — Xt — M. Therefore, we can alternatively
analyze the performance of the system in Fig. This model is defined formally as the

following.

Definition 5.10. The rate-distortion triple (R, Ry, D) is achievable if

P[Y™ # X" —, 0, (5.136)
and
liminf  sup min E[l zn:(Z X )2] >D (5.137)
- t—X¢)"| =2 D. .
N0 (fr,gn)EBn APz, irxt—1} =1 =
Lemma 5.3.
X — X, — (M, XY (5.138)

forallt=1,...,n.

K
e W
[ R Rt S

X" [Quantizer Source Encoder fn} J

—{ Decoder gy, '—»i yn
L Eavesdropper : AL
T |

Figure 5.11: An alternative model in which quantization is performed before lossless com-
pression.

Now by applying Corollary we have that (R, Ry, D) is achievable iff

D < Dy (R, Ro) £ max minE[(2(T) — X)?, (5.139)

Py 3 €Q (1)
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where X ~ pg and

Q= {Py ¢ : R> H(X),Ro > H(X|D)}.

(5.140)

If we fix (R, Ry) and suppose PUI ¢ € Q is the corresponding distribution that achieves

Dﬁo (R7 R0)7

Z, = {PZt|MXt*1}?:1a

Zn S {PZt|MXf—1}?:17
then we have the following inequalities:

U(%HA<R7 RO)
: R .
= Jim swpmgin ;E[(Zt - X,)’] - E[(X; - V})?]

n

= lim supmin E ZE[(Z& — X)’] - E[(X; - Y3)?]

n—oo Bn Zn n 1

1 n

= i in~ Y E[(Z — X)) +E[(X; — X;)?
ngﬂosgfgnn; (Ze — X0 + E[(X; — X0)?)
+2E [E[(Z - X0)(X - X0)| %] - EI(X; - ¥0)?)

n

1

(5.141)

(5.142)

(5.143)

(5.144)

(5.145)

= lim supmin ! f:E[(Zt — X+ =D E[(Xe — X0)*] - E[(X; — ¥3)%](5.146)

n

n—00 n
L= t=1

= D, (R, Ry).

(5.147)

Here, (5.143)) follows by definition of II*(R, Ry); (5.144)) follows from Lemma (15.145))
follows from law of total expectation; ([5.146[) follows from Lemma and ([5.147)) follows

by Definition Summarizing the analysis in this section, we have the following theorem.

Theorem 5.10. II*(R, Ry) = U—IQDﬁO(R, Ry).
0

Dy, (R, Ry) can be calculated as a linear program (LP).
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Numerical Result

We compare the Gaussian quantization scheme with the jointly Gaussian scheme. FEven
though in Gaussian quantization, we gave only an analytical lower bound on the payoff as
a function of the rates as R — oo, here we propose a numerical scheme that can evaluate
the achievable secrecy rate-payoff for arbitary R and Ry. The choice of the random variable
Y is the same and U £ n mod N, where N is some positive integer. Intuitively, U is a
coarser quantizer of X. Here we greedily obtain an achievable lower bound by sequentially
solving for the optimal T that satisfies R > I(X;Y) and the optimal N that satisfies
Ry > I(X;Y|U). The payoff of the optimal scheme for Ry > 1 bit is also computed for low
Ry for comparison. These results are shown in Fig. [5.12] which shows that the Gaussian
quantization choice outperforms the jointly Gaussian choice in the payoff as a function of
Ry for a fixed R. The quantization upper bound is numerically obtained by solving the
LP. Note that even though Theorem gives a tight bound, the implementation of LP

requires that the eavesdropper’s reconstruction fall in the same quantization alphabet.
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Figure 5.12: Payoff as a function of key rate Ry for fixed R = 2.7 bits.

5.5 Summary

In this chapter, we have considered three main rate-distortion based secrecy settings: the
naive formulation with shared secret key, the naive formulation with side information at

the decoders, and the stronger formulation with causal source disclosure.
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For the naive formulation with shared secret key, the problem has been solved com-
pletely: a secret key of a positive rate is necessary and sufficient to force the maximum
possible distortion to the eavesdropper.

For the naive formulation with side information at decoders, we have obtained an inner
and an outer bound. The results show that even if the legitimate receiver has a weaker side
information, a positive distortion can still be enforced to the eavesdropper with a proper
encoding. Although exact bounds have been obtained for several special cases, the outer
bound for arbitrarily correlated side information is not tight, which suggests an interesting
direction for future work.

For the stronger formulation with causal source disclosure, the general result is com-
plete. Its relation to equivocation has been discussed and it has been proved mathematically
that equivocation is a special case of the rate-distortion approach. Two examples of com-
mon sources and distortion metrics, binary source under Hamming distortion and Gaussian

source under squared error distortion, have been studied in detail.
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Chapter 6

Source-Channel Security in the

Noisy Wiretap Channel

6.1 Introduction

Unlike the point-to-point communication system, separating the encodings of source com-
pression and channel coding is in general not optimal in a multi-terminal setting. Building
upon the secrecy models proposed in Chapter [5, we extend them to joint source-channel
settings by allowing noisy channels.

In this chapter, we start by considering operationally separate source-channel coding
in the context of secrecy. It turns out for the naive secrecy formulation, operationally
separate source-channel coding is optimal. However, under the strong formulation, where
the source is causally disclosed to the eavesdropper during decoding, separation does not
hold. This motivates us to explore more efficient ways of conducting source-channel coding.
Recent work [§] on hybrid coding provides a new approach for joint source-channel coding.

Furthermore, the analysis of hybrid coding aligns nicely with the likelihood encoder.
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6.2 Operational Separate Source-Channel Security

6.2.1 Naive Formulation
Problem Setup

A source node has an independent and i.i.d. sequence S* that it intends to transmit over
a memoryless broadcast channel Py z x such that a legitimate receiver can reliably decode
the source sequence, while keeping the distortion between an eavesdropper and the source
as high as possible. The source sequence S* is mapped to the channel input sequence X"
through a source-channel encoder. Upon receiving YY", the legitimate receiver makes an
estimate S* of the original source sequence S*. Similarly, the eavesdropper also makes an
estimate S* of S¥ upon receiving Z".

The input of the system is an ii.d. source sequence S* distributed according to
H;?:l Ps(s;) and the channel is a memoryless broadcast channel [[;_; Py 7| x (yt, zt|x¢). The

source-channel coding model satisfies the following constraints:
e Encoder fi,, : S¥ — A" (possibly stochastic);
o Legitimate receiver decoder gy, : Y™ — S* (possibly stochastic);
e Eavesdropper decoders ng| g’
e Communication rate: R = %, i.e. symbol/channel use.
The system performance is measured by the error probability at the legitimate receiver and

a distortion metric d(-,-) at the eavesdropper as follows:

e Lossless compression for the legitimate receiver:
P [S’“ £ sﬂ = 0 (6.1)
e Minimum average distortion for the eavesdropper:
liminf min E[d(S*,S*)] > D. (6.2)

k—o0 PS"C\Z"
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Definition 6.1. For a given distortion function d(-,-), a rate distortion pair (R, D) is

achievable if there exists a sequence of encoder and decoder pairs (fi pn,grn) such that

P [Sk ” S’f} 4 0,

and

liminf min E [d(Sk,Sk)] > D.

k=00 Pk zn
Note that the rate-distortion pair (R, D) captures the tradeoff between the communica-
tion rate for reliable transmission and the eavesdropper’s distortion, which is different from
rate-distortion theory in the traditional sense.
The above mathematical formulation is illustrated in Fig. [6.7
The average distortion achieved by guesses based only on the prior distribution of the

source A, is defined as

A 2 min E[d(S, a)]. (6.3)

Figure 6.1: Source-channel secrecy system setup at the eavesdropper.

Main Results

We first make some general observations about the communication between the transmitter

and the legitimate receiver, as well as the communication between the transmitter and the

eavesdropper. If the eavesdropper is not present, the transmitter and receiver can commu-
A maxy I[(X;Y)

nicate losslessly at any rate lower than Ry = I because separate source-channel

coding is optimal for point-to-point communication. Ideally, we want to force maximum
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average distortion A upon the eavesdropper. But higher distortion to the eavesdropper may
come at the price of a lower communication rate to the legitimate receiver.

As for physical layer secrecy of a memoryless broadcast channel, the result for trans-
mitting two messages, one confidential and one public, from Csiszéar and Korner [30] has
been known for many decades. In their work, weak secrecy was considered. This result
was strengthened in [36] by considering strong secrecy. The same rate region was obtained
in [36], however the metric for secrecy is stronger. In our work, the source-channel coding
schemes we propose operationally separate source and channel coding that requires dividing
the bit sequence produced by source coding into two messages which are then processed by
the channel coding. The channel coding part functions in a way that is similar to [30] or
[36], except that the public message in those works is not required to be decoded in our
case, and we refer to that message as the “non-confidential” message.

We now state the rate-distortion result for general source-channel coding with an i.i.d.
source sequence and a discrete memoryless broadcast channel Py 7z x. In the following
theorem, we will see that the source sequence can be delivered almost losslessly to the
legitimate receiver at a rate arbitarily close to Ry while the distortion to the eavesdropper

is kept at A, as long as the secrecy capacity is positive.

Theorem 6.1. For an i.i.d. source sequence S* and memoryless broadcast channel Py z1x,
if there exists W — X —Y Z such that I[W;Y) — I(W;Z) > 0, then (R, D) is achievable if
and only if

maxx I(X;Y)

B<"HE)

(6.4)

D <A, (6.5)

where A was defined in (6.3]).

Remark: The requirement I[(W;Y) — I(W;Z) > 0 implies the existence of a secure
channel with a positive rate, i.e. the eavesdropper’s channel is not less noisy than the in-
tended receiver’s channel. So instead of demanding a high secure transmission rate with

perfect secrecy to accommodate the description of the source, we need only to ensure the
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existence of a secure channel with positive rate. This will suffice to ensure that the eaves-
dropper’s distortion is maximal.

The converse is straightforward. Each of the inequalities and is true indi-
vidually for any channel and source, by channel capacity coupled by optimality of
source-channel separation, and by definition.

Achievability

The idea for achievability is to operationally separate the source and channel coding (see
Fig. [6.2). The source encoder compresses the source and splits the resulting message into
a confidential message and a non-confidential message. A channel encoder is concatenated
digitally with the source encoder so that the channel delivers both the confidential and non-
confidential messages reliably to the legitimate receiver and keeps the confidential message
secret from the eavesdropper, as in [30]. The overall source-channel coding rate will have

i . _k _ _k logIM| _ Rg
the following form: R = n = Tz M| = ik

where | M| is the total cardinality of
the confidential and the non-confidential messages; R., and R.. are the channel coding
and source coding rates, respectively.

Let us look at two models that will help us establish the platform for showing the
achievability of Theorem [6.1}

Figure 6.2: Operationally separate source-channel coding: the confidential and non-
confidential messages satisfy M € [1 : 2% = 27Fs] and M, € [1 : 2% = 2nf),

A. Channel Coding and Strong Secrecy

Consider a memoryless broadcast channel Py 7 x and a communication system with a
confidential message M and a non-confidential message M, that must allow the intended
receiver to decode both My and M, while keeping the eavesdropper from learning anything
about M. Problems like this were first studied by Csiszar and Korner [30] in 1978, as
an extension of Wyner’s work in [7]. However, their model and our model differ in that

95



the second receiver in their setting is required to decode the public message M,. The
mathematical formulation and result of our channel model is stated below. We focus on the

message pairs (M, M,) whose distribution satisfies the following:
Pt My=m, (Ms) = 2" (6.6)

for all (mg,m,). Later we will show that a source encoder can always prepare the input

messages to the channel in this form.

Definition 6.2. An (Rs, R,,n) channel code consists of a channel encoder f. (possibly

stochastic) and a channel decoder g. such that

fe: Mg x Mp— X"
and

ge : V" = Mg x M,
where | M| = 2" and |[M,| = 2.

Definition 6.3. The rate pair (Rs, Ry) is achievable under weak secrecy if for all (M, Mp)

satisfying , there exists a sequence of (Rs, Rp,n) channel codes such that

P | (M, My) # (M, )| 0 (6.7)
and
1
~I(My; 27| My) = 0. (6.8)

Note that because the eavesdropper may completely or partially decode M, the secrecy
requirement is modified accordingly to consider I(Ms; Z"|M)) instead of I(My; Z™). To
guarantee true secrecy of M, we want to make sure that even if M, is given to the eaves-
dropper, there is no information leakage of M, because I(Ms; Z"|M,) = I(Ms; Z™M,) if

Mg and M), are independent.
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Theorem 6.2. A rate pair (Rs, Ry) is achievable under weak secrecy if

R,

IN

I(W;Y|V) = I(W; Z|V), (6.9)

R, < I(V:Y) (6.10)

for some V -W - X —YZ.

The proof is given in Appendix Let us denote the above region as R. We now
strengthen the result by considering strong secrecy introduced in [37]. Later we will use

strong secrecy to connect the operationally separate source and channel encoders.

Definition 6.4. The rate pair (Rs, R,) is achievable under strong secrecy if for all

Mg, M) satisfying ( , there exists a sequence of (Rs, R,,n) channel codes such that
P P

P[(Mp, M) # (MsyMp)} —n 0 (6.11)
and
I(Mg; Z"|Mp) = 0. (6.12)

In general, weak secrecy does not necessarily imply that strong secrecy is also achievable;

however, in this particular setting we have the following claim:

Theorem 6.3. A rate pair (Rs, R,) achievable under weak secrecy is also achievable under

strong secrecy.

The following two lemmas will assist the proof of Theorem by providing a sufficient

condition for satisfying the secrecy constraint I(Mg; Z"|M,) —, 0.

Lemma 6.1. If

1
HPZn|Mp:mpPM5|Mp:mp B PZnMS‘Mp:mPHTV <e< 5’ (613)
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then

I(My; Z"|M, = my) < —elog —— . (6.14)
M|
The proof of Lemma [6.1] is provided in Appendix [6.5.1}
Lemma 6.2. If for every (ms,my), there exists a measure Op,, on Z"™ such that
HPZ”|Mp:mPMs:ms - amPHTV < én (6'15)
then
I(Mg; Z"|M,) =y 0 (6.16)

where €, = 27" for some B > 0.

A proof of Lemma [6.2] is given in Appendix [6.5.2

If there exist channel codes such that P [(MS, M,) # (M, M,)| —, 0 and measure Om,
for all (ms,myp) such that |[Pznin,—m,0e=m, = Om,llTv < €n, then Theorem follows
immediately. The existence of such a code and measure is assured by the same codebook

construction and choice of measure as in [36].

B. Source Coding

Here we consider a source coding model in which the transmitter has an i.i.d. source
sequence S*. A source encoder is needed to prepare S¥ by encoding it into a pair of
messages (Mj, M) that satisfies Py, |ag,—m, (ms) = 9~ kRs — 9=nfs  Note that this condition
is enforced only for the purpose of channel coding so that the messages generated by the

source encoder satisfy to be a valid channel input.

Definition 6.5. An (R, R;, k) source code consists of an encoder fs and a decoder gs such
that
fs 1 SF My x M,,

gs : Mg x My, — S*
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where | M| = 255 and | M| = 285

Definition 6.6. A rate distortion triple (R, R;,,D) s achievable under a given distortion

measure d(-,-) if there exists a sequence of (R., R;,, k) source codes such that

P[S* # g, (£(5")] =4 0 (6.17)
and the message pair generated by the source encoder satisfies Pyy |nr,=m, (ms) = 27kES gnd
for all Pynag,ng, such that I(Ms; Z"|Mp) —n 0

liminf min E |d(S*,5*(Z"))| > D. (6.18)
k—o0 §k(zn)
Theorem 6.4. (R, R}, D) is achievable if
R. >0, (6.19)
R, + R, > H(S), (6.20)
and
D<A. (6.21)

The general idea for achievability is to consider the e-typical S* sequences and partition
them into bins of equal size so that each bin contains sequences of the same type. The
identity M, of the bin is revealed to all parties, but the identity M, of each sequence inside
a bin is perfectly protectedH Fach such partition is treated as a codebook. It was shown
in [3] that, for the noiseless case in which the eavesdropper is given m, instead of 2", the
distortion averaged over all such codebooks achieves the maximum average distortion A as

k — oo and therefore there must exist one partition that achieves A. In order to transition

1Strictly speaking, the source encoder may violate the condition on (k+ 1)'8‘ number of bins,
because (k + 1)‘3‘ is an upper bound on the number of types of a sequence of length k. However, this is just
a very small (polynomial in k) number of bins compared with the total number (roughly QkH(S)) of bins.
Therefore, for this small portion of “bad” bins that violate , we can just let the source encoder declare
an error on the confidential message M, and construct a dummy M uniformly given the bin index m,. This
will contribute only an € factor to the error probability.
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from the result in [3] to our claim in Theorem we only need to show

pin & dk(sk,g’f(zn))} > g(lin)E[dk(Sk,gk(Mp))] —28/(e). (6.22)
F (2™ 3% (myp
Proof. First, observe that
1 k
minE [dk(sk,gk(-))] = =S " minE [d(S;, 5(4, )] . (6.23)

Next, we claim the channel output sequence 2™ does not provide the eavesdropper any-

thing more than m, and therefore

1 k
- > d(S;,5(i, Z2™))

i=1

k

% Z d(S;, 5(i, Mp))] — 28 (e). (6.24)

i=1

min E
3(i,2m)

> min E

The analysis is similar to that in [38], but for the sake of clarity, we present the complete
proof of in Appendix Here strong secrecy comes into play. It is also pointed
out within the proof in Appendix that I(Mg; Z"|Mp) —p 0 is needed.

Finally, combining with gives us the desired result. O

C. Achievability Proof of Theorem
We are now ready to complete the achievability proof of Theorem using Theorems [6.2
and Theorem by concatenating the channel encoder with the source encoder.

Fix v > ¢ > 0. Fix Pg. Let R/ = 2v, R,/ = H(S) —v and R = R/ + R,/. We
apply the same codebook construction and encoding scheme as in B by partioning the e-
typical S* sequences into 2kR" bins and inside each bin we have 288’ sequences so that
P[S* # gs(fs(S))] < e. Recall that all the sequences inside one bin are of the same type,

so it is guaranteed that

1 1
Pyt py=m, (Ms) = m = ORRL (6.25)

for all my,, ms, which implies I(Mg; M) = 0.
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Let Ry and R, be the channel rates. I, is seen as a function of 25 on the boundary of the
region given in Theorem and this is denoted by Rj(Rs). Suppose max(g, r,)er Bs > 0,
i.e. there exists W —X —Y Z such that I(W;Y)—I(W; Z) > 0 (justified in Appendix[6.5.4).
R, (R;) is continuous and non-increasing. Thus, R, achieves its maximum at R, = 0, which
would be the channel capacity maxx I(X;Y) of Py x for reliable transmission. By the
continuity of R,(Rs), (Rs, Rp) = (21/%, R,(0) —6(v)) is achievable under strong secrecy, i.e.
P[(Mj, M,) # (Mj, M,)] < € and I(Mj; Z"|M,) < ¢, where §(v) — 0 as v — 0.

From the above good channel code under strong secrecy we have Pgzn |y, g, such that
I(Mg; Z™| M) —y, 0. Therefore, we can apply Theorem to achieve

min E [dk(sk,g’f(zn))} 4 D. (6.26)

5k (2m)

The error probability is bounded by the sum of the error probabilities from the source
coding and channel coding parts, i.e. P [Sk % S"f} < 2¢. Finally, we verify the total

transmission rate to complete the proof:

k  Rs+ R
R = - — RQTRZ (6.27)
Ry(0) — 3(v) +2Rv
) 1 (6.28)
Rp(o) - 5(”)
> el (6.29)
v=0 W (6.30)

6.2.2 With Causal Source Disclosure at the Eavesdropper
Problem Setup

Now we consider a variation of the problem considered in Section We want to deter-
mine conditions for a joint source-channel secrecy system that guarantee reliable commu-
nication to the legitimate receiver while a certain level of distortion can be forced on the
eavesdropper. The input of the system is an i.i.d. source sequence S* distributed according

to H?Zl Ps(s;) and the channel is a memoryless broadcast channel [[;_, Py 7 x (yt, 2| 2¢).
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The source realization is causally disclosed to the eavesdropper during decoding. The

source-channel coding model satisfies the following constraints:

e Encoder fi,, : S¥ — A (possibly stochastic);
o Legitimate receiver decoder gy, : Y™ — S* (possibly stochastic);
e Eavesdropper decoders {ng| Zn Sj_l};?:l;
e Communication reate: R = %, i.e. symbol/channel use.
The system performance is measured by the error probability at the legitimate receiver and

a distortion metric d(-,-) as follows:

e Lossless compression for the legitimate receiver:
P [Sk ” Sk} 54 0 (6.31)
e Minimum average distortion for the eavesdropper:

lim inf min E[d(S*, S¥)] > D.

k—o0 {Ps zngi-1 Mo

Definition 6.7. For a given distortion function d(-,-), a rate distortion pair (R, D) is

achievable if there exists a sequence of encoder/decoder pairs fy, and gin such that

P [Sk ” S’“} S 0,

and

lim inf min E[d(S*, S¥)] > D.

k=00 {Py | msi—1}iy

The above mathematical formulation is illustrated in Fig.
Main Results

We give an inner bound and an outer bound stated as follows.
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Figure 6.3: Joint source-channel secrecy system setup with causal source disclosure at the
eavesdropper

Theorem 6.5. A rate distortion pair (R, D) is achievable if

. (I(V;Y) I(W,Y|V)—=I(W;Z|V)
< .32
< (gl o) | (032
D < g}if)lE [d(S, 6(U))] (6.33)
for some distribution Ps Py sPy Py v Pxyw Py z)x -
Theorem 6.6. If a rate distortion pair (R, D) is achievable, then
. (I(W;Y) I(WY|V) = I(W;Z|V)
< .34
< (Mg e o34
D < minE[d(S,¢(U))] (6.35)

p(u)

for some distribution Ps Py sPy Py v Pxyw Py 7)x -

Achievability

The method for showing the achievability part given in Theorem follows the same
procedures as the case without causal source disclosure. Again, we divide the problem into
a channel coding part and a source coding part. However, the major difference here is that
unlike the case without causal disclosure, only weak secrecy from the channel coding part

is required.

A. Channel Coding and Weak Secrecy
The input to the encoder is again a pair of messages (M,, M) destined for the channel
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decoder, with M,, representing a public message and My a secure message. The channel
decoder outputs the pair (Mp, M s). We allow the channel encoder to use private random-
ization. We use the same definition given in Definition for a channel code.

We make a further technical requirement (cf. [30]) for the channel input. That is,

conditioned on M), M, is almost uniform. To be precise, we require

P[Ms = mg| M, = m,) 5
< Qnon 6.36
mpm},{mg ]P[Ms = m{9|M = mp] B ( )

to hold for some 9, —, 0. The source encoder we employ will produce message pairs

(M, My) that satisfy this condition, regardless of the source distribution.

Definition 6.8. The rate pair (Rs, Ry) is achievable under weak secrecy if for all (Mg, M)

satisfying , there exists a sequence of (Rs, Rp,n) channel codes such that
P [(M;, My) # (Mo, M) =0 0 (6.37)
and
1
EI(MS; Z"M,) = 0. (6.38)

Theorem 6.7. The pair (Ry, Rs) is achievable if

IN

R, < I(V;Y) (6.39)

R,

IN

I(W:Y|V) = I(W; Z|V) (6.40)

f07’ some PVPW\VPX|WPYZ\X'

The proof of Theorem [6.7]is provided in Appendix
B. Source Coding
Under the same definition for a source code given in Definition [6.5] we make the following

modifications.
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Definition 6.9. A rate distortion triple (R., R;,,D) is achievable under a given distortion

measure d(-,-) if there exists a sequence of (R, R, k) source codes such that

P[S" # g, (:(8)] = 0 (6.41)

and the message pair generated by the source encoder satisfies (6.36|) for every n, and for
all Pynjaga, such that 21(Mg; Z™|My) =y 0

k
1 .
lim inf min E f§ d(S;,5,(Z", 81| > D. 6.42
k—o0 {§j(z",sj*1)};?=1 kal ( J j( )) - ( )

Theorem 6.8. A rate distortion triple (R}, R),, D) is achievable if

R, > I(S;U) (6.43)
R, > H(S|U) (6.44)
D < minE[d(S,¢(U)) (6.45)

for some PsPys.

The main idea in the proof of Theorem is to use the public message to specify a
sequence U that is correlated with S*, and use the secure message to encode the supplement
that is needed to fully specify the source sequence. The source encoder is defined in such a
way that, conditioned on the public message M,,, the adversary views the source as if it were
generated by passing U* through a memoryless channel Pgy. With this perspective, the
past S7~1 will no longer help the adversary; the eavesdropper’s best strategy is to choose a
function that maps U; to Sj.

Below is a crucial lemma that shows how the weak secrecy provided by a good channel
code is used in analyzing the payoff. The result of this lemma is that we can view the
eavesdropper as having full knowledge of M, and S’~! and no knowledge of My, which
fulfills our goal of creating a secure channel and a public channel. We show that, from the
eavesdropper’s perspective, knowledge of (2", S7~!) is no more helpful than (M,, S7~!) in

easing the distortion.
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Lemma 6.3. If Py, satisfies 1) for everyn, and Pyn |y, such that %I(Ms; Z"|\Mp) =y,

0, then for all € > 0,

k
1
7 S j—1 n
S(J,g'l*l{lzn)E k;d(sjvs(%s ,Z))
1 ,
2 B 2 d (850,87 M) | =6 (6.46)
3(g,871myp .
7j=1

for sufficiently large n, where §(¢) — 0 as € — 0.

The proof is provided in Appendix
Now we have all the elements to prove Theorem Again, we use the likelihood

encoder together with the analysis using the soft-covering lemmas.

Proof. We follow the convention of using P to denote the system induced distribution and
replace the single-letter distributions with P. Note that Pg = Pg.

Fix a distribution Pgy = Fgﬁm s satisfying

g%ir)lE[d(S, o(U))] =D (6.47)

and fix rates R, R{ such that
R, > I(S;U), (6.48)
R, > H(S|U) (6.49)

under Pgy.

The distribution induced by the encoder and decoder is
PSkMpMSS*k (sk, Mp, Mg, §k) = Psk(Sk)PLE(mp, ms|sk)PD(§k|mp, ms) (6.50)

where P zz(m,, ms|s¥) is the source encoder; and P p(8¥|m,, ms) is the decoder that recon-

structs the source sequence.
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QkR

Codebook generation: We independently generate P sequences in U* according

to H§:1 Py(u;) and index them by m, € [1 : 25%]. We use C[(]k) to denote this random

codebook. For each m, € [1 : ZkR;], we independently generate 287 sequences in S*
according to H§:1 Pgiy(3j|uj(myp)) and index them by (my,ms) € [1 : FF)  [1: 2KFS),
We use Cék) (my) to denote this random codebook.

Encoder: The encoder P p(m,, m|s¥) is the likelihood encoder that chooses (m,, m;)

stochastically according to the following probability:

_ L(m|sY)
PLy(m|sF) = s (6.51)
where m = (my,ms), M = [1: 2M%] x [1: 26F5], and
L(m|s*) = 1{s* = 5*(m)} (6.52)
= Pgrjsr(s"|8%(m)). (6.53)

Decoder: The decoder is a codeword lookup decoder that simply reproduces
Sk (my, ms).

Analysis: We first examine the error probability at the legitimate receiver by looking at
the system induced distribution P, and auxiliary distributions Q and Q’. Then we analyze
the distortion at the eavesdropper through another auxiliary distribution Q.

On the legitimate receiver side, let us define an idealized distribution Q that is of the

form in the soft-covering lemma, i.e. as if the codeword Sk is passed through a noise-free

memoryless channel. Formally, the idealized distribution Q is defined as

QSkMpMSUkS'k(Skampam&uka§k)
k sk k| sk
= QMpMs(mpamS)QUk\Mp(u ’mp)QSk|MpMs(S ‘mp7mS)st|,§k(s |S) (654)

1 a3 & A
= Wﬂ{uk = Uk (my)}1{5" = §*(my, my)}1{s" = 5"} (6.55)
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Note that the encoder Py and decoder Pp satisfy

Prg(my, ms|s®) = QMPMS|Sk(mp,mS]sk) (6.56)

Pp (8 mp,ms) = Qaujag, ars (8" Imp ms). (6.57)

Define another auxiliary distribution Q' on a subset of the variables as
k

1 —
Q/MpUkSk (mp)uka Sk) = ﬁﬂ{uk = Uk(mp)} H P (s5|Uj(myp)). (6.58)
j=1

Since R, > I(S;S|U) = H(S|U) under P, applying the superposition soft-covering

Lemma 2.2 we have for some 2 > 0

Eca) [HQMpsk - Q'Mpsk

TV] < ek, (6.59)

Also since R, > I(U; S), applying the basic soft-covering lemma (Lemma , we have for

some ;1 > 0
Ecoo [[[Por — Qgelpy] < e, (6.60)
Using Property @, and , we obtain

Ecoo [|1Pst — Qarllpy] < e 47728 £ ey (6.61)

By Property [2.1]), (6.56) and (6.57]), we have

EC(k) |:HPSkMpMSS'k - stMpMSSkHTV} < €3k- (662)

By construction of the idealized distribution Q,

Pq [S’f ” Sk} —0. (6.63)
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Using Property (]ED, we obtain
Pp [S’“ £ S’“} < e (6.64)
On the eavesdropper’s side, we denote the marginals of Q' by QU) as follows:
QYY) s (mps ', 87) = Qg v (s, o7) (6.65)

where Q' is defined in (6.58]).
Therefore, by Property [2.1{|d), (6.60) and (6.62), we obtain

< 2e Nk 4 g2k, (6.66)

Eea [HPMPS] QMPSJ TV}

Note that under Q), we have the Markov relation
S; — Uj(M,) — M,S7~ . (6.67)
Also note that, since R]’D > 0, invoking the soft-covering lemma gives us
Ecw) [HQ&)( M) _FUHTV} <e sk (6.68)

for some ~3 > 0.
Combining (6.64]), and (6.68) and the random coding argument, there exists a

codebook under which

Pp [S’f "] Sﬂ < e (6.69)

k. .
Z HPMPSJ' - Q% s oy S 6 (6.70)

k
Z HQU,J(MP UHTV < e (6.71)
where € = €3y, + k(2e1F 4 e712F) 4 ke,
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Finally, the distortion at the eavesdropper can be lower bounded by the following steps:

k
1
1 - n gj—1
{s~(znrilj1£11)k kzd S, 8i(2",5771)
J ’ j=1 le
1 k
= min =D d(8,5(Mp, S77)) | — 0k (6.72)
{55 (mp,sT =) Yr_, k; DR )
1 .
= 2, min e [d(55(0M S7)] - 6 (6.73)
j= 15 Mp,S
Z k ZS WI‘LI;}E 1 [d (SJ7SJ(MP7SJ7 ))] _5k _Ekdmax (674)
1 k
= %Z IHEQ(J) SJ7¢(UJ( )))]_6k_6kdmam (675)
k
= Z ,o(U))] = 6k — 2€xdmaz (6.76)

where 0, —; 0. Eq. (6.72) follows from Lemma (6.74]) follows from (6.70]); (6.75)

follows from the Markov relation (6.67)); and (6.76)) follows from (6.71) and the fact that
QY. (slu5) = Pjus(s;luy). (6.77)

O]

Now we return to proving Theorem by rate matching from the channel coding

Theorem [6.7] and source coding Theorem we can achieve

_(I(V;Y) I(WY|V) - I(W;Z|V)
< min (g o) (6:78)
< minE[d(S, 6(0) (6.79)

for some distribution ?g?m S?V?WWPXWVﬁY 71X -

An Improved Inner Bound

We can strengthen the above distortion analysis by taking into account the equivocation

of the public message. For source blocklength k, the equivocation of the public message
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vanishes at a certain time &’ due to the eavesdropper’s ongoing accumulation of past source
symbols Sk =1 Before time k' , the payoff is A, because the eavesdropper does not have

enough information to decode the public message. After time k’, the payoff is as given in

(6.79)). The transition happens at

, VYY) =1V 2)) "
K = TR k. (6.80)

This gives us an improved achievable region stated in the following theorem.

Theorem 6.9. A rate distortion pair (R, D) is achievable if

_(I(V3Y) I(W3Y V) - I(W; Z|V)
< .81
E < mm([(s; U)’ H(S|U) ’ (051
a a .
D < Zoa+(1-3) minE [d(S, 6(U) (6.82)
for some distribution PsPysPy Py v PxwPyzx, where a = [I(VYI)(E—II%/W

Outer Bound

Now we give the proof for Theorem [6.6]

Proof. Introduce random variables Q1 ~ Unif[l : k], Q2 ~ Unif[l : n], independent of

(Sk, X", Y™ Z"). Define the random variables

U= (2" 891 Q) (6.83)
V=Yl zg 1,Q0) (6.84)

W = (V, 8% (6.85)

S =Sg, (6.86)

(X,Y, Z) = (XQy, Yu, ZQs)- (6.87)
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It can be verified that V — W — X — Y Z. First, we have

H(S|U)

= H(Sq,|Z2"S% Q1)

k

1 i
= D H(Sj|ZT
j=1
1 k|—7n
= LH(sYZ"
= 2 Z
1 n n n
= IS YT - LI(S% 27 + H(SHYT)
1 1
< %[(Sk,yn) - I(S% Z™) + &
1 /1 1
= — (-1 kYn——I k. on
R(n SHYT) = 155 )>+6k
1 1 - i—1rmn i—=17n
— R(nZISk Vi|y'©ze ) — ZISk ZJY'" 1z )
i=1 =1
1
= S UWYV) = I(W; Z|V)) +

(6.88)

(6.89)

(6.90)
(6.91)
(6.92)

(6.93)

(6.94)

(6.95)

(6.96)

where (6.93)) follows from Fano’s inequality and € — 0. The step (6.95)) uses the Csiszar

sum identity. Next, we have

IN

IN

IN

H(S)
%% (I(Sk; Y™+ H(SHY™))

11
ZI (SE Y YY) 4+ ¢

ZI SEYTLZ YY) + e

EI(S]CYQQ_lZ%zﬂ; Y0,:Y0,|Q2) + €

1
EI(W; Y) + €.
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Finally,

k
. 1 1 n
b = g(j,gl—l?z k;d 5,8(5,9771, 2")) (6.102)
= min  E [d(S AL 6.103
S, E [d(Sq,,5(Q1, )] ( )
1,8 ,Z

= minE[d(S, ¢(U))]. (6.104)

o(u)
O

6.2.3 Binary Symmetric Broadcast Channel and Binary Source

To visualize Theorem and Theorem we will illustrate the results with a binary
symmetric broadcast channel (BSBCC) and binary source under Hamming distortion.
With the above setting, suppose S; ~ Bern(p), and the broadcast channel is binary
symmetric with crossover probabilities to the intended receiver and the eavesdropper p;
and po, respectively. Assume p < 0.5 and p; < p2 < 0.5. This stochastically degraded
channel can be considered physically degraded in capacity calculations because none of the
mutual information quantities (or error probabilities) depend on the joint distribution. Let

us make the following definitions:

f(x) is the linear interpolation of the points

1
<logn, i ) n=1,23,.. (6.105)
n

d(x) £ min(f(z),1 — max Ps(s)), (6.106)

1 1
h(z) = xlog — + (1 — z)log
T 1-
is the binary entropy function, (6.107)
1 my 2y x (1 —29) + (1 — 1) * 29

is the binary convolution, (6.108)

where Pg(-) is the probability mass function of the random variable S. The corresponding
rate-distortion regions for the cases without and with causal source disclosure are given in
the following corollaries.
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Corollary 6.1. For an i.i.d. Bern(p) source sequence S* and BSBCC with crossover proba-
bilities p1 and pa2, without causal source disclosure at the eavesdropper, (R, D) is achievable

if and only if

< i(pl), (6.109)

. h(p)
D (6.110)

IA
3

Corollary 6.2. For an i.i.d. Bern(p) source sequence S* and BSBCC with crossover prob-

abilities p1 and pa, with causal source disclosure at the eavesdropper, (R, D) is achievable
if

h(m) — h(p1)

< e (6.111)
D < p (6.112)
h(p2) — h(p1) 1 —h(p1)
O R< ) (6.113)
D<alp+(1—a')d (h(v +p1) — h(y *];;) = h(p1) + h(pQ)) (6.114)

where v € [0,0.5] solves h(vy*p2) =1 — h(p1) + h(p2) — Rh(p) and o/ = %.

These corollaries result directly from applying Theorem and Theorem respec-
tively. The region given in Corollary [6.2] is calculated in a similar fashion as the region

given by Theorem 7 of [38]. A numerical example with p = 0.3, p; = 0.1 and py = 0.2 is

plotted in Figl6.4}

6.2.4 Applications to Multimode Fiber

Single mode fiber systems are believed to have reached their capacity limits. In particu-
lar, techniques such as wavelength-division multiplexing (WDM) and polarization-division
multiplexing (PDM) have been heavily exploited in the past few years, leaving little room

for further improvement in capacity [39]. Space-division multiplexing (SDM) is a promis-
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Figure 6.4: Achievable distortion-rate curves. On the horizontal axis is the symbol/channel
use source-channel coding rate and on the vertical axis is the average Hamming distortion.

ing solution for meeting the growing capacity demands of optical communication networks.
One way of realizing SDM is via the use of multimode fiber (MMF). While multimode
transmission provides greater capacity, the security of such systems can be an issue because
a wiretapper can eavesdrop upon MMF communication by simply bending the fiber [40].
MMF is a multiple-input-multiple-output (MIMO) system [39] that captures the chara-
teristics of crosstalk among different modes. The secrecy capacity of a Gaussian MIMO
broadcast channel was studied in [41I], but the result cannot be applied directly to MMF
because the channel is not the same. The secrecy capacity of this channel was studied in
[40] where it is shown that the channel conditions required for perfect secrecy are quite

demanding.

MMF Channel Model

An M-mode MMF is modeled as a memoryless MIMO channel as shown in Fig. with
input X an M-dimensional complex vector. Here M is a positive integer.
Unlike wireless MIMO which has a total power constraint, MMF channels have the

following per mode power constraint averaged over n uses of the channel:

1| o(m)|2
ﬁZ‘Xf )‘ <1 for all modes m € [1 : M]. (6.115)
=1
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More generally (as in [41]), we will consider a power constraint of the form
1 i
Sy xx! < o (6.116)
n
i=1

where @ € {A € HMAM A =0, Ay = 1} and #H denotes the set of Hermitian matrices.
One element in this set is the identity matrix I (constraint (6.115])). We will focus on the
case () = I for simplicity. A detailed discussion of the MMF channel model can be found
in [39].

A. The Legitimate User Communications Model

The channel between the transmitter and the legitimate receiver Py|x is complex, Gaussian,

MIMO, with input X € CM as described above, and output Y € CM given by
Y = HX+N, (6.117)

where N ~ CN (O,O'JQVI ,0) is M-dimensional, uncorrelated, zero-mean, complex, Gaussian
noise and H is an M x M complex matrix. The legitimate receiver’s channel matrix H is

of the form

H = /EJLV, (6.118)

where ¥ € CM*M ig ynitary and EyL is a constant scalar that measures the average power
of the channel. We refer to EgL/c% as the SNR of the channel. The matrix ¥, the unitary
factor of the channel H, describes the modal crosstalk [39].

B. The Eavesdropper Communications Model

The channel between the transmitter and the eavesdropper Pz y is also complex, Gaussian,
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MIMO, with input X € CM as described above, and output Z € CM given by
Z = H®X + N¢, (6.119)

where N¢ ~ CN (0, 012\,6] ,0) is M-dimensional uncorrelated, zero-mean, complex, Gaussian
noise, and H¢ is an M x M complex matrix. The eavesdropper’s channel matrix H€ is of

the form
H® = +/EyLevV/oUe, (6.120)

where U¢ € CM*M ig unitary, ® is diagonal with positive entries, and FyL¢ is the average
power of the eavesdropper’s channel. Note that the eavesdropper has a different signal
to noise ratio SNR® = FyL¢/o%.. The diagonal component ® of the channel matrix H®

corresponds to the mode-dependent loss (MDL) as introduced in [39].

Main Results

We now apply the results from Section [6.2.1] and [6.2.2] to the MMF model by finding the

rate distortion regions for the MMF model defined in (6.117)) and (6.119) under the two
scenarios [42] [43]. In this section, as before, we assume the channels are time-invariant.
First of all, we will give the achievable rate region under strong secrecy (therefore also under

weak secrecy).

Theorem 6.10. The following rate region for one confidential and one non-confidential

message is achievable under strong secrecy for a compler Gaussian channel:

|[HKH' 4+ o3I| o |HeKHET + 031

R, <1 6.121
|HQH' + o1

R, <1 6.122

P= B\ HKH + 02| (6.122)

for some K and Q, where 0 < K < Q, K € HM*M () satisfies the power constraint in

(16.116)), and H and H® are the channel gain matrices.
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Proof. According to Theorem [6.2] and

R

VAN

I(W;Y|V) = I(W; Z|V) (6.123)

IA

I(V;Y) (6.124)

for some V — W — X — Y Z and E[X XT] < @Q, is an achievable rate pair.

We restrict the channel input X to be a circularly symmetric complex Gaussian vector.
Let V ~ CN(0,Q — K,0) and B ~ CN (0, K,0) such that B and V are independent, and
W = X = V + B. Therefore, X ~ CN(0,Q,0) satisfies the power constraint. Similar

to results in [41], the rate pair (R, R,) satisfying inequalities (6.121)) and (6.122) can be

achieved. 0
An immediate corollary follows directly from the above theorem.

Corollary 6.3. The following rate pairs are achievable under strong secrecy for MMF with
channel gains defined in (6.118) and (6.120) and equal full power allocation @ = I:

SNRK + I
Rs < log | +1] (6.125)
|SNREWe K Wetd 4 ]|
|(SNR + 1)1
< log e ] 12
By = 18 Tonpr + 11 (6.126)

for some K where 0 X K <1, K € HMXM  GNR = E()L/O’ZZV and SNR¢ = EOLe/a]Z\,e.

With the secrecy capacity region of MMF, we can evaluate its rate distortion region
(R, D) under the two extreme cases, without and with causal source disclosure at the
eavesdropper’s decoder respectively. For the case without causal source disclosure, we give
a sufficient condition to force maximum average distortion A between the transmitter and
the eavesdropper. For the case with causal source disclosure, we give an achievable rate-

distortion region and look at the particular case of Hamming distortion.

Theorem 6.11. For an i.i.d source sequence S*, if

- SNR

mi ¢ < SNTE

_min (6.127)
je{1,...,
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where Q_Sj 's are the diagonal entries of ®, then the following rate distortion pair (R, D) is

achievable without causal source disclosure at the eavesdropper:

B Mlogl({igf +1) (6.128)

A. (6.129)

R
D

IN

Theorem follows from Theorem and Corollary Note that (6.127) is a

sufficient condition for the existence of a secure channel with strictly positive rate from

the transmitter to the legitimate receiver. A discussion of this condition is provided in

Appendix

Theorem 6.12. For an i.i.d. source sequence S* and Hamming distortion, the following
distortion rate curve D(R) is in the achievable region with causal source disclosure at the

eavesdropper:

D = dH(S)), ifR< H]?é) (6.130)
D - a(K)AJr(l—a(K))d(RS](%K)),
R; o B

¥ s <R (6.131)

where d(-) is as defined in (6.106); K = {K € HM*M 0 < K < I},

. |SNRK' + 1|
R = 1 : 6.132
ST R P | SNRAVBU K U + (6:132)
RY = Mlog(SNR + 1), (6.133)
|SNRK + I|
Ry(K) =1o : 6.134
&) g|SNRe\/$\peK\IfeT\/$+I| ( )
_ B(K) —7(K)
a(K) =" 7 6.135
(K) B(K) (6.135)
_ |(SNR +1)I|
K)=log ~>—— /] 1
B(K) = log \SNRE +1]° (6.136)
NR® + I
S(K) =1 |SNE"® + 1] (6.137)

(0] .
& |SNR®\/®We K Wel\/d 4 ]|
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The result given in Theorem[6.12]can be derived directly from Theorem [6.5and Corollary

0.5

Numerical Results

In this section, we present numerical results illustrating achievable rate distortion regions
of an MMF under the two information models with a time-invariant channel. Let us con-
sider measuring the eavesdropper’s distortion using Hamming distortion and a Bern(p)
i.i.d. source sequence. Fig. 3 shows numerical results corresponding to Theorem and
Theorem [6.12] under equal power allocation. The channels are simulated as a 4—mode MMF
with SNR = 20dB, SNR® = 10dB, and MDL = 20dB.

In each plot, the vertical line on the right is the maximum reliable transmission rate be-
tween the transmitter and the legitimate receiver and the vertical line on the left is the max-
imum perfect secrecy transmission rate that can be obtained with separate source-channel
coding. The horizontal line is the maximum distortion which is also the rate distortion
curve from Theorem [6.11] with no causal source disclosure at the eavesdropper. The curve
obtained from Theorem [6.12] shows the tradeoff between the transmission rate between the
transmitter and the legitimate receiver and the distortion forced on the eavesdropper with
causal source disclosure. We see in Fig. (ab)7 p = 0.3, that with our source-channel coding
analysis, we gain a free region for maximum distortion, as if under perfect secrecy, (from
the left vertical line to the kink) because we effectively use the redundancy of the source.
In Fig. (b) with p = 0.5, since there is no redundancy in the source, the distortion curve
drops immediately after the maximum perfect secrecy rate. Note that the transmission
rates are not considered beyond the right vertical lines because they are above the maxi-
mum reliable transmission rates and the legitimate receiver cannot losslesly reconstruct the

source sequences.
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Hamming distortions.
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6.3 Joint Source-Channel Security

We re-approach the setting considered in Section Instead of operationally separating
the encodings from source compression and channel coding, we use a joint source-channel
coding technique — hybrid coding to achieve better secrecy performance. The analysis relies

on the likelihood encoder.

6.3.1 Problem Revisit

Although this is a revisit of the problem we have introduced in Section [6.2.2] we make a
simplification here by only considering the same blocklength for the source sequence and
channel input sequence. Also, we expand the problem to allow lossy reconstruction of the
source at the legitimate receiver. For clarity, the problem formulation is restated as follows.

We want to determine conditions for a joint source-channel secrecy system that guar-
antee reliable communication to the legitimate receiver while a certain level of distortion
can be forced to the eavesdropper. The input of the system is an i.i.d. source sequence
S™ distributed according to [[i; Ps(s¢) and the channel is a memoryless broadcast chan-
nel [[}, Py 71x (yt, 2t|7¢). The source realization is causally disclosed to the eavesdropper

during decoding. The source-channel coding model satisfies the following constraints:
e Encoder f, : 8" — X™ (possibly stochastic);
e Legitimate receiver decoder g, : Y" — S (possibly stochastic);
e Eavesdropper decoders {P5t| gngt—1 fieq-

The system performance is measured by a distortion metric d(-, ) as follows:

e Average distortion for the legitimate receiver:

limsup E {d(S”, S’”)} < D,

n—oo

e Minimum average distortion for the eavesdropper:

lim inf min E[d(S™, 5™)] > D..

=00 {PSt\Znsi—l }?:1
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Definition 6.10. A distortion pair (Dy, D.) is achievable if there ezists a sequence of
source-channel encoders and decoders (fy, gn) such that

lim sup E[d(S™, S™)] < Dy

n—oo

and

lim inf min E[d(S™,S™)] > D..

n00 {Pg, | zngt—1}im

The above mathematical formulation is illustrated in Fig.

,,,,,,,,,,,,,,,,,

Figure 6.7: Joint source-channel secrecy system setup with causal source disclosure at the
eavesdropper.

Scheme O — Operational Separate Source-Channel Coding Scheme

Although only lossless reconstruction of the source is considered in Section the result

can be readily generalized to the case of lossy compression as follows.

Theorem 6.13. A distortion pair (Dy, D.) is achievable if

I(S;Uy) < I(Ug;Y) (6.138)

1(S; S|Uh) < I(Va; Y |Us) — 1(Va; Z|Us) (6.139)

Dy >E [d(s, S)} (6.140)

De < nminBld(S,0)] + (1= 1) min Ed(S, v(1)] (6.141)
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for some distribution PSP§|5PU1\§PU2PVQ|U2PX|V2PYZ\X; where

) B 0 2) oo

Since the source coding and channel coding parts of the above scheme are almost inde-
pendent (with some technical details), we refer to it as operationally separate source-channel

coding — Scheme O.

6.3.2 Secure Hybrid Coding

Hybrid coding is a joint source-channel coding technique [§] where 1) the encoder generates
a digital codeword from the analog source and selects the channel input as a symbol-by-
symbol function of the codeword and the source; and 2) the decoder recovers the digital
codeword from the analog channel output and selects the source estimate as a symbol-by-
symbol function of the codeword and the channel output. It has been shown that this joint
source-channel code is optimal at least for point-to-point communication. For the purpose
of achieving secrecy, the symbol-by-symbol mapping (deterministic) to the channel input in

the encoding stage is modified to be stochastic.

Scheme I — Basic Hybrid Coding
An achievability region using basic secure hybrid coding is given in the following theorem.

Theorem 6.14. A distortion pair (Dy, D.) is achievable if

I(U;S) < IUY) (6.143)
Dy = E[d(S,¢(U,Y))] (6.144)
D. < BminE[d(S,0(2))]+ (1 —B) min E[d(S,¢1(U,Z))]  (6.145)

Yo(2) 1 (u,z)

where

(6.146)

BZmin{[I(my)—I(U;Z)]JF’ }

I1(S;U|Z)
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for some distribution Ps Py sPx|suPyzx and function ¢(-,-).

The proof of Theorem to be presented next uses hybrid coding combined with the
likelihood encoder. The general idea is that under our choice of the encoder and decoder, the
system induced distribution P is close in total variation distance to an idealized distribution
Q by our construction. Therefore, by the properties of total variation, we can approximate

the performance of the system under P by that under Q.

Proof. The source and channel distributions Pg £ Pg and ?YZ| x & Py z)x are given by
the problem statement. Fix a joint distribution Psﬁm Sﬁx‘ suPy 7)x- Again, P is reserved
for the system induced distribution.

Codebook generation: We independently generate 2™ sequences in U™ according
to I/, Pu(u) and index them by m € [1 : 2. We use C(™ to denote this random
codebook.

Encoder: Encoding has two steps. In the first step, a likelihood encoder P p(m|s™) is

used. It chooses M stochastically according to the following distribution:

ny _ _ L(m[s")
Prr(m|s") = S (L) (6.147)
where M = [1: 2"%] and
L(m|s™) = Pgnjyn(s"|u"(m)). (6.148)

In the second step, the encoder produces the channel input through a random transformation
given by [[i_; Px|su(we|s, Uy(m)).

Decoder: Decoding also has two steps. In the first step, let Ppq(m|y™) be a good
channel decoder with respect to the codebook {u"(a)}, and memoryless channel Py |x. In
the second step, fix a function ¢(-,-). Define ¢™(u",y™) as the concatenation {¢(us, ye) iy

and set the decoder P py to be the deterministic function

P p2(8" 1, y™) 2 1{5" = 6" (u" (1), y™) ). (6.149)
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Analysis: We can write the system induced distribution in the following form:

PMU"S”X”Y"Z”MS"(m7 unasnaxn7ynvznam7§n)
n n
£ Pon(s"Prp(m|s")L{u" = U"(m)}] [ Pxsv(@ilsr, ue) H yz1x (Yt, 2|t
t=1 t=1
Ppi(m|y™)Ppa(8"|m,y™). (6.150)

An idealized distribution Q is defined as follows to help with the analysis:

Qrungnxnyngn(m,u”, s, ", y", 2")

2nR]l{u n(m)}HFS\U(StWt)

[I>

n n
HPX\SU(CMSt,Ut l_IP v 21x (Yt 2t|Tt). (6.151)
t=1 =1

A. Distortion analysis at the legitimate receiver: Applying Lemma and properties

of total variation distance from Property we have
Eew [P = Qllpy] < e ™" 2 €1, —n 0, (6.152)
where the distributions are over the random variables MU"S" X"Y"Z", if
R > I(U;S). (6.153)

Using the same steps as was given in Section for the analysis of Wyner-Ziv setting,

it can be verified that the following holds:

Epon [Ep [d(S”, S*")H

< Ep[d(S,¢(U,Y))] + dmax (€1 + 0n), (6.154)
if
R<I(U;Y), (6.155)
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where 6,, =, 0.
B. Distortion analysis at the eavesdropper: On the eavesdropper side, we make the

following observation. Define an auxiliary distribution

QY (5", 2" 2 [[ Pz(=) [ Psizlsil) (6.156)
t=1 j=1
and under Q,
S; — Z; —7"S" L. (6.157)

Recall that

Mznsi\, 2 ,S‘
Q (m, 2", s")

= gn% HFZ\U(ZHUt(m)) H Pgzu(s4l25,Uj(m)) (6.158)
t=1 j=1

and under Q, the following Markov relation holds:
S; — Z;U;(M) — Z"S" ' M. (6.159)
Apply Lemma [2.2] with the following symbol assignment:
(U, V,X,Z) + (2,U,Z,5) (6.160)

where on the left are the variables from Lemma[2.2) and on the right are the variables from

our analysis. We obtain

Eeem) H(Q(le = Qzngi ] <e (6.161)

TV

for any 8 < %, 1 < fn, where y2 > 0 depends on the gap W — 3. Consequently,

Eem) [Hles —Pyngi

TV} < eTNn 4T, (6.162)
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Also note that since R > 0, we have

Eem) [HQM(M) - FUHTV] <e (6.163)

Therefore, combining (6.152)), (6.338)), (6.340)), and , there exists a codebook C(™)

such that
zn;HPMZ“Si — Quzrsillry <en (6.164)
Z HPZnSl QZ”SZ S €n (6.165)
Z} |Qusar) — Pl < €n (6.166)
P [d(sn,szﬂ <Ep[d(s", 8] +en (6.167)

where €, =n (27" + e ™2 + e ") + dppar (€1 + On) —n 0.
Now we can bound the distortion at the eavesdropper by breaking it down into two
sections. The distortion after the time transition Sn can be lower bounded by the following;:

1 — ,
min  Ep | d(S;v1,;(S7E 27
o B B | oS08, 27

— kal mlnzn p [d(S;, 1,(S1, ZM)] (6.168)
> kzwh mlnznm Ep [d(Si, ¢1;(5", 2", M))] (6.169)
> kzwl Join | Eq [d(Si, 41,577, 2" M))] ~ endimaa (6.170)
_ ,12:; Jmin Eq [d(Si, v (ui(M), Z0))] = eulnas (6.171)
> LD min B (S0 2))) e (6.172)
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j=Bn+1 (6.173)

k=(1-p8)n (6.174)

where ((6.170]) is from (6.164]), (6.171]) uses the Markov relation given in (6.159)), and ((6.172))
uses ([6.166[) and the fact that

Qz,s:v: (> silwi) = Pz (zilus) Pz (sl 26, wi). (6.175)

Similarly, we can bound the distortion before the time transition Sn by the following

steps:
s .
ol B | 2D d(Sivi(ST 27)
i e i=1
. .
= p 2y, B [d(S:,40,(5"1, 2™)] (6.176)
i=1 Y05 F
. .
> 2, i Eao [dSivoi (ST 2M)] ~ endimaa (6.177)
i=1 Y0ils E
1 k
= 72 min Egy [d(Si, Yo(Z0)] = endmas (6.178)
=1
1 k
= % Zgol(l?) Eﬁ [d(S, wO(Z))] — €ndmaz (6179)
=1
k= pn (6.180)

where (6.177)) is from (6.165]), (6.178)) uses the Markov relation given in ((6.325]), and ((6.179))
uses the definition of Q given in (6.156)).
Collecting (6.153]), (6.155)) and (6.167]), and taking the average of the distortion at the

eavesdropper over the entire blocklength n from (6.172)) and (6.179) finishes the proof. [

Scheme II — Superposition Hybrid Coding

An achievability region using superposition secure hybrid coding is given in the following

theorem.
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Theorem 6.15. A distortion pair (Dy, D) is achievable if

I(V;S)
Dy,

D.

where

Ts

AV

IN

I(UV;Y)

Ed(S,o(V,Y))]

min{/3, o} min E[d(S,¢0(2))]

+ (@ —min{j, a}) min E[d(S,¢1(U, Z))]

P1(u,z)
+(1 — ) min E[d(S,2(V, Z))]

¢2(U»Z)

. [IU;Y) - 1(U; 2)]* )
mm{ 1(5;0]2) ’}

NS
MY IS viZzo)

min{I(V;Y|U), (UV;Y)—1(S;U)}

for some distribution PsPy|sPyyv Px|suvPyzx and function ¢(-,).

(6.181)

(6.182)

(6.183)

(6.184)

(6.185)

(6.186)

The proof of Theorem follows the same lines as the proof of Theorem with

the modification of using a superposition codebook and the superposition version of the

soft-covering lemma. The proof is provided in Appendix [6.5.8

Under Scheme II, the distortion at the eavesdropper can potentially experience two

transitions at Sn and an due to the superposition structure of the code.

6.3.3 Scheme Comparision

The relations of Scheme O, I and II can be summarized in the following corollaries.

Corollary 6.4. Scheme II generalizes Scheme I.

To see this, notice that we can let U = @ in Theorem In fact, Scheme II simplifies

to Scheme I if 6 > a.

Corollary 6.5. Scheme O is a special case of Scheme II.
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Proof. Identify the following assignment of random variables from Theorem to

U+ U1U, (6.187)

V < SVs. (6.188)

Substituting this assignment to the inequalities in Theorem for the case a > 3, we

get
1(8;9) < I(Va;Y). (6.189)

It is easy to verify that the conditions given in Theorem satisfy ((6.189).
Substituting the assignment to (6.184)) and (6.185)) gives us

[[(U2Y) = I(U; 2)]" _

1
g 1(5:0) (0190
a = 1. (6.191)
Moreover, by the statistical independence of SU; and UsVaZ
min Ed(S. ¢o(Z))] = minEld(S.0) (6.192)
0(z a
min E[d(S,{1(U, %)) = min  E[d(S,¢1(Uy,Us, Z))] (6.193)
P1(u,2) Y1 (u1,u2,%)
= min E[d(S,¢¥(Uy))]. (6.194)
P (u1)
O
6.3.4 The Perfect Secrecy Outer Bound
Theorem 6.16. If (Dy, D.) is achievable, then
I(S;U) < I(U;Y) (6.195)
Dy = Eld(S,¢(U,Y))] (6.196)
D. < minE[d(S,a)] (6.197)

a€S
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for some distribution Ps Py sPx|suPyzx and function ¢(-,-).

This trivial outer bound can be verified by using the optimality of hybrid coding for
point-to-point communication and the fact that the estimation by the eavesdropper cannot
be worse than the a-priori estimation of the source. Note that and are
no different from the requirement for point-to-point source-channel coding. But we state
it this way to emphasize that hybrid coding does achieve optimality for point-to-point

communication.

6.3.5 Numerical Example

The source is distributed i.i.d. according to Bern(p) and the channels are binary symmetric
channels with crossover probabilities p; = 0 and py = 0.3. For simplicity, we require lossless
decoding at the legitimate receiver. Hamming distance is considered for distortion at the
eavesdropper.

A numerical comparison of Scheme I with Scheme O is demonstrated in Fig. The
choice of auxiliary random variable U in Scheme I is S X, which may not necessarily be the
optimum choice but is good enough to outperform Scheme O. Scheme II is not numerically
evaluated. However, because of Corollary and we know analytically that Scheme IT

is no worse than O or 1.

6.4 Summary

In this chapter, secure source-channel coding models have been studied. We have considered
two main ideas: operationally separate source-channel coding and hybrid coding. Follow-
ing the trace of developing secure source coding, we have investigated compression over a
noisy wiretap channel under the naive formulation without causal source disclosure and the
stronger formulation with causal source disclosure at the decoder. The theoretical results
have been applied to an multimode fiber channel.

We have shown that, under the naive formulation, with a general broadcast channel and
any distortion measure, it is possible with an operationally separate source-channel coding

scheme to send the source at the maximum rate that guarantees lossless reconstruction at
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Figure 6.8: Distortion at the eavesdropper as a function of source distribution p with p; = 0,
D2 = 0.3.

the legitimate receiver while keeping the distortion at the eavesdropper as high as if it only
has the source prior distribution. A similar result should generalize to lossy compression
although this is not presented.

Under the stronger formulation with causal source disclosure to the eavesdropper, we
have shown that an operational separate source-channel coding scheme is not optimal. An
improvement is attained using hybrid coding. Although a simple numerical example shows
that a basic hybrid coding scheme (I) can potentially outperform the operational-separate
scheme (O), we have only managed to prove analytically that a superposition hybrid coding
scheme can fully generalize both Scheme O and I. The direct relation between Scheme O
and I, and whether Scheme II is strictly better than I are still open for further investigation.

Non-trivial outer bounds are yet to be explored.
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6.5 Appendix

6.5.1 Proof of Lemma [6.1]

Let

e = || Pasyinty=m, — Patyjzn=anity=m, || 7y - (6.198)

Therefore,

EPZ”\MP:mp [6zn] = HPZTL‘MIJ:mpPMSIMp:mp - PZnMS|Mp:mpHTV <e (6199)

By Lemma 2.7 of [17],

€Exn

M|

|H (M| M, = m,) — H(M|Z" = 2", M, = m,)| < —e;nlog (6.200)

Note that f(z) £ —xlogx is concave. And by applying Jensen’s inequality twice, we have

I(Mg; Z"™| M, = my)

= by MM, = my) = H(M,|Z" = 2" My = my)]| (6.201)
< Epyuygy oy [H(Ms| M, = mp) — H(M,|Z" = 2, My, = m,)|] (6.202)
< Ersnintpemy [—ezn log |j\/l"|] (6.203)
< —elog !J\fls\' (6.204)

6.5.2 Proof of Lemma [6.2]

Given (ms,m,), suppose there exists 6, such that

HPanMP:mpMs:ms - gmpHTV < é€p (6205)
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where €, = 27" for some 8 > 0. Then we have the following:

IN

HPZH‘Mp:mp - Hmp HTV

Z ‘PZn‘Mp:mp <zn) B amp (zn)‘

5| X Pattstn, (1 Pzt )

= 2 Pataty=m, (m)0m, ()

Z; > ALP cr N CO B /&uemp(z")
S5 g et ) = O )

1
mz m Z; }PZ"\Mp:mpMs:ms (") — Qmp (Zn)’

1

€n
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(6.206)

(6.207)

(6.208)
(6.209)
(6.210)

(6.211)

(6.212)



where (6.209) follows from triangle inequality and (6.211)) follows from (6.205)). We further

have

HPZ"|Mp:mpPMS‘Mp:mp - PZ”MS|Mp:mp HTV

= Z Z | Pzn|vy=m, (2" ) Pary py=m,, (M)

—Pyn|My=myM=m, (z”)PMS|Mp:mp(ms)] (6.213)
1
My > D N Perintymim, (2") = Pznjnt,—m, =, (27)] (6.214)
1 . . .
— "M | Z Z |PZ7L|Mp:mp (Z ) - Hmp (Z ) + emp(z ) — PZ"|Mp:mpMs=ms (277(}1215)
1
< >3 < | Pty =y (27) = O,y (27)]
’MS‘ 2" Mg
+ [ Pzn|sty=my My=m, (") = Om, (27)] ) (6.216)
1 . .
- | M| Z (Z ‘PZn|Mp:mp(Z ) — Hmp<2 )‘
+ Z ‘PZn|Mp:mpMs=ms (Zn) - emp(zn)l ) (6.217)
1
< —— ) (en+en) 6.218
M| mZ (6:218)
= 2Zen. (6.219)

By applying Lemma [6.1] we have

I(My; Z"|My) = > Pag, (my)I(Mg; 27| M, = my) (6.220)
< ) Pag,(myp)(—2eplog ’/2\;”‘) (6.221)
< 2-27"3(nR,) (6.222)

where (6.222)) goes to 0 as n — oo.
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6.5.3 Proof of (6.24)

For each i, we have

1(Si; 2" |My) < I(M;Si; 2| Mp)

= I(My; Z"|My) + I(Si; 2" MsMp)

€

IN

(6.223)
(6.224)

(6.225)

for large enough n. Eq. (6.225) follows from strong secrecy of the channel and Fano’s

inequality. Note that weak secrecy is not sufficient to give us the desired result in our proof.

We now define

A
P = Ps,znm,

a
P = Py, Ps, i, Pznm,

i.e. P;is the Markov chain S; — M, — Z". By Pinsker’s inequality,

S 1 A1
I|1P; = Pillry < ED(HHBP
1 1
= EI(Si;ZﬂMp)E

€
< hd
< 3

min E[d(S;,5(i, Z"))]

3(i,2™)

> “(,min )E[d(slaé(zaznvMp))]
5(2,2™,myp

> min By [d(S;, 562" My) - (0
5(2,2™myp o

= min Ep [d(S;,5(i, Mp))] — &' (e)
3(i,myp) v

> min Eld(Si, 50, My))] —20(¢)
3(i,myp

(6.226)

(6.227)

(6.228)

(6.229)

(6.230)

(6.231)
(6.232)

(6.233)

where (6.231)) and (6.233)) use the fact that P; and P, are close in total variation from
(6.230); and (6.232) uses the Markov relation S; — M, — Z" of the distribution P,. The
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technical details can be found in Lemma 2 and 3 from [38]. Averaging over k, we obtain

(6.24).

6.5.4 Justification of the condition maxg, r,)er s > 0

From Theorem or we have that
max Rg>0
(Rs,Rp)ER
is equivalent to
IW;Y|\V)—I(W;Z|V) > 0 (6.234)
for some V — W — X — Y Z. We claim that this can be simplified to

IW;Y)—I(W;2Z) > 0 (6.235)

for some W — X —Y Z.

To see ((6.235)) = (6.234), we can simply let V = @. To see ([6.234) = (6.235)), observe

that if there exists V —W — X —Y Z such that (6.234]) holds, then there has to exist at least
one value v such that I(W; Y|V = v)—I(W; Z|V = v) > 0. We can redefine the distribution
as Py xryry 2 Py xy z|v=v- It can be verified that the Markov relation W' — X" —Y'Z’

hOldS and PY/Z/'X/ = PYZ[X'

6.5.5 Proof of Theorem [6.2] and Theorem [6.7]

We provide the proof for Theorem Since required in Definition is a milder
condition than required in Definition the following proof also applies to Theorem
0.2

Let us call the region given in Theorem R1. Instead of showing R is achievable

directly, we work with another region Ro, which in fact is equivalent to R;.
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Lemma 6.4. The rate pair (Ry, Rs) is achievable if

R,+Rs < IW;Y)—-I(W;Z|V) (6.236)
Ry < I(W;Y|V)—-I(W;Z|V) (6.237)
fOT some PVPW\VPX|WPYZ\X'
This region is denoted as Ra.
Lemma 6.5.
Ri1 =Ros. (6.238)

Proof. The inclusion Ry C R, is immediate. To see Ro C Ry, fix a distribution
Py Py v PxywPyz x. Viewing Rp as a union of rectangles, this defines a rectangle with
corner point (I(V;Y), (W, Y|V — I(W;Z|V))) £ (a,b). From the convexity of R; and
the fact that (maxp, I[(X;Y),0) € R1, we see that the trapezoid (0,0), (0,b), (a,b),
(maxp, I(X;Y),0) is included in Ry. Since a+b < maxp, I(X;Y), this trapezoid contains

the trapezoid (0,0), (0,b), (a,b), (a +b,0). O

The idea to show Theorem [6.7] is to include enough private randomness in the channel
encoder so that the adversary effectively uses its full decoding capabilities to resolve the
randomness, leaving no room to additionally decode part of the secret message. The amount
of randomness required is the mutual information provided by the adversary’s channel. To
allow for private randomization, we augment the input to the encoder to accept a random

variable K independent of all other random variables present in the system:

fo: My x My x K s X™. (6.239)

First we state and prove a lemma that will grant us the existence of a certain channel code.
Then we will analyze the equivocation under such a code. The proofs use strong typicality,

which is defined as follows.
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Definition 6.11. Fix a distribution Px. For € > 0, the e-typical set is defined by
TMX) 2 {a™ € X" : |Pun(z) — Px(2)| < ¢,Vr € X} (6.240)

where Ppn(x) = 2371 | 1{x; = x} is the empirical distribution of the sequence z™.

Lemma 6.6. Let (R,,Rs) € Ro. Then, for all € > 0, there exists (n, fe, ge, h) (where
h:Z"™— K) such that

o P|(My, M) # (N M)| < e
o P[h(Z") # K|M, =mp, My =ms,] <e

o f. can be written as the composition of fi : W™ — X™ with fa : My X Mg x K W"?FE,

where fy is injective and Wi, = {w" e W :w™ € TM(W)}.

The second requirement says that the adversary can decode the private randomness K
it is given the public and the private message; this is not necessary operationally but will

aid in the analysis. The third requirement is technical.

Proof. Fix Py Py Pxw and € > 0. Choose R;, and R, such that they satisfy and
. Let Ry = I(W; Z|V) — §(¢) and K ~ Unif[1 : 2"%]; 6(e) to be determined later,
is such that d(e) — 0 as e — 0.

Codebook generation: We independently generate 2% sequences in V" according
to [[; Pv(v;) and index by m,, € [1 : 2"f%]. We use C‘(,n ) to denote this random codebook.
For each m, € [1: 2"R»] we independently generate 2n(Rs+hr) gequences in W™ according
to [Ti_y Py (wilvi(my)) and index by (my, m, k), (mg, k) € [1:278:] x [1: 2"7%]. We use
C(Wn) (my) to denote this random codebook.

Encoder f.: To send (my, ms, k), pass w"(my, ms, k) through the memoryless channel
Pxy. If the output 2" ¢ T{*(X), declare an error; otherwise send 2™ through the broadcast
channel.

Decoder g.: Find the unique (my,ms, k) such that (v™(mp), w"(my, ms, k),y") €

TV, W,Y). Otherwise, declare an error.
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Decoder h: Given m, and msg, find the unique k such that (w"(mp,ms, k),2") €
THW, Z). Otherwise, declare an error.

Analysis: Without loss of generality, we can assume M, = M,, = K = 1. Denoting the
event that any error occurs by &, it can be verified that P[] = P[€|M, =1, M, =1, K = 1].

Define the following error events:

& = A1), w1, 1,1)) ¢ TV, W)} (6.241)
Eq = {(V™(1),W"(1,1,1),Y") ¢ T"(V,W,Y)} (6.242)

Ep = {(V"(mp), W™ (myp,ms, k), Y™) € T(V,W,Y) for some (ms, k) # (1,1]$.243)

& = EqUEp (6.244)
Em = AWV, W"(1,1,1),2") ¢ T (V,W, Z)} (6.245)
S = {(V"1),W"(1,1,k),Z") € T"(V,W, Z) for some k # 1} (6.246)

En = EniUEn. (6.247)

By the law of large numbers, P[£f] < € for sufficiently large n. By the law of large

numbers and the packing lemma, P[&,] < € for sufficiently large n as long as we have

Rs+ R < I(W;Y|V)—d(e) (6.248)

R,+ Rs+ R, < I(V,W;Y)—d(e). (6.249)

By the law of large numbers and the packing lemma, P[&},] < € for sufficiently large n as

long as we have

Re < I(W:Z|V)—6(e). (6.250)

Therefore, with all the rate restrictions satisfied, we use the union bound to obtain

P[] < PIE/] + P,] + P[] < 3¢ (6.251)

for sufficiently large n.
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Applying the random coding argument, there must exist a codebook that meets the

above requirement. Finally, we address the range restriction and the injectivity of fo. This

is satisfied if we throw away the worst half of our codebook, knowing that this reduces the

rate a negligible amount while maintaining negligible probability of error.
Lemma 6.7. If (X,Y) are random variables distributed such that

PlY = y|X = 1]
max < 2¢
vyy PY =¢/|X =x]

then
HY|X) > log V] -

Proof. Let x € X. There exists y* € J such that Py|x(y*|x) < |—31/| For all y € ),

log|Y| < 1og7PY‘X(y*,x)

~ I 1 Py x (y|x)
= o (PY|X<y|as> Pyx<y*|x>)

1
log <2a>
Py x (y|z)
1

gi
Py x (y|z)

IN

= lo + a.

Taking expectation of both sides, we have the inequality.

We are now ready to prove Lemma [6.4
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Proof. Let ¢ > 0. With the existence of the channel code from Lemma in hand, we

analyze the quantity %H (M| Z" M,) by writing

H(MS]Z”MP)
= H(M,Z"|M,) — H(Z"|M,)

= H(M,Z"W"M,) — HW"| M,M,Z") — H(Z"|M,)

(6.258)

(6.259)

= H(MW"|M,)+ H(Z"|M,M,W™") — HW"|M,M,Z") — H(Z"|M,) (6.260)

Y

H(W"|Mp) + H(Z"|W") — HW"|M;M,2") — H(Z"|M,)

and bounding each of the terms in (6.261]) individually.
By condition (6.36) and Lemma we have

1 1
CHOVUM,) > log | MyJIK]

= Rg+ Ry — 9y
by observing the following fact:

PW"™ = w"| M, = m,|

= Y Pl(Ms, K) = (ms, k)| M, = my]
(ms,k)
PW" = w"|(M,, M, K) = (mp, ms, k)]

— > P[K = k|P[M, = my|M, = m,)]
(ms,k):fz(mp,ms,k):wn

= 27"ERP[M, = my| M, = my).
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To bound the second term, note that for large enough n,

1
“H(ZMW" = w")
n

_ :LG: H(Z|W = w) (6.267)
_ % S 0Py (w)H(ZIW = w) (6.268)
wew
> ) (Pw(w) — ) H(ZIW = w) (6.269)
wew
= H(Z|W)—6(e). (6.270)

Taking expectations on both sides gives us
1
gH(Z”|W”) > H(Z|W) — d(e). (6.271)

To bound the third term, by Fano’s inequality and the second requirement in Lemma

we have
1
EH(W"]MPMSZ”) < €p. (6.272)
To bound the last term, we define the following function:

2 if (2" v (my)) € TNV, Z
2" (my, 2") = ( (my)) .2) (6.273)
arbitrary 2" € T (Z|v"™(my)) o.w.

Note that

1 1 A 1 N
~H(Z"|M,) < ~H(Z"|2"M,) + ~H(Z"|My). (6.274)
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Since P[Z" # Z"|M, = m,] < ¢, we can apply Fano’s inequality to %H(Z”]Z”Mp). Fur-

thermore,

CH(ZMM,) = EIH(Z0M, = m,)] (6:275)
< “Eflog|T7(Z1" (M) (6.276)
< H(ZV)+6(0). (6.277)

Putting it all together, we have

%H(MSIZHMP)
> % (nRs + I(W; Z|V) + H(ZIW) — H(Z|V)) — d2(e) (6.278)
= = 6(e) (6.279)

for sufficiently large n, where d2(€) — 0 as € — 0. Or equivalently,

1
—I(My; Z"| M) —p 0. (6.280)
n
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6.5.6 Proof of Lemma [6.3]

Let € > 0. Introduce the random variable @ ~ Unif[1 : k|, independent of all other random

variables present. First, we have

I(Sq; 2" MpS°T1Q)

k
1 .
= 7 I(Sj; Z"|M,S7~h) (6.281)
j=1
1
= %I(S’“; Z"|M,) (6.282)
1
< %I(MSS’“; Z"| M) (6.283)
1 1
= J1(My; Z"My) + EI(S"’; Z"| M, M) (6.284)
1
= EI(MS; Z" | M) (6.285)
11
= EEI(MS; Z"|M,) (6.286)
< € (6.287)
for sufficiently large n.
Next, denote
P — PSQZ”MPQ (6288)
and define the following distribution:
P == PMPSQlePSQ|MPSQ71QPZ"\MPSQ71Q' (6289)

That is, P is the Markov chain Sq — MpSQ_lQ — Z". Now, using Pinsker’s inequality, we

have

=7
TV

IA

D(P||P)? (6.290)
I(Sg; Z"|M,S?71Q)2 (6.291)
Ve. (6.292)
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Finally, we have

| =
gl

mm E d(Sj,S(j,SJ ! Z”))
3(3,s7 =
1 k
> min %Zd 5,5(4,877Y, 2", M) (6.293)
3(4,89 1,27 myp)
J=1
= iR E [d(Sg.3(Q, S9!, 2", M,))] (6.294)
5(g,87 1,27 myp)
> ( min | Es [d (S, 35(Q, 8971, 2", M,))] — 6(e) (6.295)
5(g,897 1,2 my
-, min )Ep [d (Sg.3(Q, S, Mp))] — 6(e) (6.296)
3(g,877tmy
> min  E[d(Sg,3(Q,SY ", My))] — 25(e) (6.297)

8(3,s7 =1 mp)

k
- min E %Zd(sj,s(j,sj—l,Mp)) —25(e) (6.298)

3(j,s7=1,mp)

where (6.295) and (6.297) are by Property @; and ([6.296)) follows from the Markov
relation under P.
6.5.7 Sufficient condition on Theorem [6.11]

From Theorem [6.1] and Corollary we know that a sufficient condition for the eavesdrop-

per’s channel not being less noisy than the intended receiver’s channel is

ISNRK + I
ma
Kenr o<k <1 [SNROWEK WeTd 1 |

(6.299)

However, (6.299) is computationally difficult to verify. If we restrict K to be of the form
K = Ut AT® where A is diagonal with diagonal entries \; € [0, 1], then (6.299) has a much

simpler form:
1M, (1 4 SNR),)

- 6.300
1M, (1 + SNR\igh;) ( )

Therefore, if there exists a j € {1,..., M} such that ¢; < %, we can choose \; = 1 and

A = 0 for ¢ #£ j to satisfy ((6.300)).
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6.5.8 Proof of Theorem [6.15]

We first provide an adapted version of the superposition soft-covering lemma that is needed

in the following analysis.

Lemma 6.8. (Superposition soft-covering, [11]) Given a joint distribution Pyyx, let
C[(]n) be a random codebook of 21 sequences in U™, each drawn independently according to
[T~ Pu(uw) and indexed by my € [1 : 2", For each my, let C‘(;L) (mq) be a random codebook
of 2™ sequences in V", each drawn independently according to [}, Py (ve|ug(ma)) and
indexed by (my1,mz) € [1: 2"72]. Denote by Pxn the output distribution induced by selecting
an index pair (my, ma) uniformly at random and applying U™ (m1) and V™ (m1,mg) to the

memoryless channel specified by Pxyy. If

R, > I(U;X) (6.301)
Ry > I(UV;X)—H(U) (6.302)
Ri+ Ry > IUV;X) (6.303)
then
Eem | ||Pxn — HPX ] <e 5,0, (6.304)
t=1 TV

for some v > 0.

Now we begin the proof of Theorem [6.15

The source and channel distributions Pg £ Pg and FYZ| x &2 Py 7 x are given by the
problem statement. Fix a joint distribution pSPV\SpU\VFXWUVPYmX-

Codebook generation: We independently generate 2% sequences in U™ according
to [[}~, Pu(u) and index them by m, € [1 : 2"%»]. We use C((Jn) to denote this random
codebook. For each m, € [1 : 27" we independently generate 2"%s sequences in V"
according to [T}, Pyu(ve|ut(my)) and index them by (my, ms), ms € [1 : 2"F]. We use

C‘(,n) (my) to denote this random codebook.

148



Encoder: Encoding has two steps. In the first step, a likelihood encoder P 1 g (m,,, m4|s™)

is used. It chooses (M, M) stochastically according to the following probability:

ny_ _ L(m[s")
Prrp(m|s") = S L) (6.305)
where m = (my, ms), M = [1: 2% x [1: 2"Fs] and
L(m|s™) = Pgnjyn(s™[v"(m)). (6.306)

In the second step, the encoder produces the channel input through a random transformation

given by

L1 Pxisvv (@ilse, Us(my), Vi(my, my)). (6.307)
t=1

Decoder: Decoding also has two steps. In the first step, let Ppj(1y, ms|y") be a
good channel decoder with respect to the superposition codebook {v"(ap,as)}a,.qa, and
memoryless channel Py| x- In the second step, fix a function ¢(-,-). Define ¢"(v"™,y") as

the concatenation {¢(vs,y:)}}; and set the decoder P py to be the deterministic function
P po(8" |y, ms, y") 2 1{5" = o" (V" (1hyp, ms), y™) }. (6.308)

Analysis: We can write the system induced distribution in the following form:

PMpMSU”V"S"X”Y"Z”MpMSS’" (m’p= ms, un7 Un7 8n7 mn7 ynv Zna mp7 msa én)
= Pgn(s")P s, 5m (mp, mis|s™) L{u" = U™ (my)} L{o" = V" (my, ms) }

n n
11 Pxisvv @ilse, s, vn) T Py zix (v zele)
t=1 t=1

P v, w1,y (g, 172519 )P g g gy (87 172, 1105, ™) (6.309)
= Pgn(s")Prr(my, ms|s™)1{u" = U™ (m,) }1{v" = V™ (m,, ms)}

n n

HFX|SUV(xt|St7Ut7Ut) HFYZ\X(ytv zt|wt)

t=1 t=1
P p, (111, 10|y )P b, (8" 111y, 1h0s, ™) (6.310)
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where the encoding and decoding have been highlighted with color for easy reading.

To help with the analysis, we define an idealized distribution Q as follows:

n n n n n n
QMPMSU"V"S”X"YnZ"(mpamS)u YU ,8,0,Y , 2 )

1 n n n n - D
= Gurry = U mp) =V (mpams)}tl:[lPSUV(st’uta’Ut)

n n
HPX\SUV Ty|s¢, ug, V) HP v z1x (Yt, 2e|we).
t=1 t=1

(6.311)

Using standard techniques discussed in Section (3.10))-(3.13)), it can be shown the

following properties hold:

Ectm [Qunvngnxnynzn(u™, 0", s", 2", y", 2")]

= Pynyngnxnynzn(u”,v" "yt 2"
Using the superposition soft-covering lemma we have
Ecw) [HQS" _FS"HTV] <e
if

R, > I(S:U)

R,+R, > I(UV;S)=1(V;9)
From (6.313]) and Property @, we have

Ecm) [1Q — P||Tv] e N & €1n

where the distributions are across random variables UV ST XY " 7™,
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(6.313)

(6.314)

(6.315)
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Define

QY = QPp(1iry, s|y™ )P pa (8", s, y™), (6.317)

Q% = QPpi(rity, sly™) P pa(8"mp, ms, y™). (6.318)
Applying channel coding result, a good channel decoder P p; will drive the error probability

Epm {IP’QQ) [(MP,MS) £ (Mp,MS)H < 6y —n 0

if
Rs < I(V;Y|U) (6.319)
R,+ R, <I(UV:Y). (6.320)
Again using standard techniques discussed in Section [4.3.2] (4.21])-(4.28)), it can be shown
that

L) [HQ(” — Q@)HTV} <d, (6.321)

and therefore,

Epon [EP [d(S”, S”)H

Econ [Eqw [4(5™, 8" | + dmaa(e1n + 80) (6.322)

IN

= Ep[d(S, $(V,Y)] + dmas (€1 + 60). (6.323)
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On the other hand, we need to analyze the performance of the eavesdropper. We define

an auxiliary distribution

QM Sign (mp’ Si Zn)

= 2an HPZ\U zt|Ue(mp) HPS|ZU sjlzj, Uj(myp)). (6.324)
7j=1

Observe that under Q)
Si — Ui(My) Z; — MpM,Z" S (6.325)
Recall that

QMPMSZ”S’ (myp, ms, 2", 8")

= RP+RS HP 2oy (2| Un(my), Vi(my, my))

HPsmv(sjrzj, 1(mp), Vi (mp, ms)). (6.326)
7j=1

Applying the soft-covering lemma, we have

Ecwm) [HQE\}M — Qup,znsi TV] <e (6.327)

for any a < #, t < an, where y3 > 0 depends on the gap %Z'ZVU'()]) — .

This implies that

Epm [HQ%ZW P ’Tv} < eMn 4 eman, (6.328)
Also note that, since R, > 0, we have
e [, 7ol ] £ -
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For later reference, we also make the following observation. Since R; > 0, we have

Econ |[Quirtyncasy ity = Povlly, | < e (6.330)

We now focus on the case a > j.

Similarly, we define another auxiliary distribution

Q) (s 2")
= [[Pz0) [T Psiz(si12)) (6.331)
t=1 j=1
and under Q®,
S, — Z; — 7"S" L, (6.332)

Again recall that

QS\QPZTLS’L' (mp7 Zn? Si)

1 no [ o
= gum L Pzw(alUmy)) [ ] Psjzu(s;l2, Ui (my)). (6.333)
t=1 j=1

Applying the soft-covering lemma, we have

IE‘:c(n) H‘Q(lesz - Q(ZZELSZ

< emmn (6.334)

]
for any 8 < %, i < Bn, where 74 > 0 depends on the gap % —p

This implies that

= Ecwm [HQ(Z% —Pyngi

| e emm g g (6.335)
TV
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Based on the above analysis, there exists a codebook C(™ such that

3 HPMP znst = Q0 ey < € (6.336)
i=1
Z HPMpMsZ"Si — QMPMSZ"Si v S €n (6337)
i=1
Z HPZ"Si - Q(ZZZLSZ - < ep (6338)
i=1
1|40 =
; |0~ P, <e (6.339)
Z HQui(Mp)vvi(Mvas) - PUVHTV < & (6.340)
i=1
Ep [d(sn,én)} <Es [d(S”,S‘”)] +en (6.341)
where
€ =" (36_”71 472 L 2T LT M e_"%) + dimaz (€1 + On)- (6.342)

Now we evaluate the distortion at the eavesdropper. According to the above analysis,
the eavesdropper will experience up to two transitions during the entire blocklength n, one
at Bn where the public message M, becomes visible to the eavesdropper and one at an
where the secret message M also becomes visible. We next give a lower bound on the
distortion for each period of the blocklength by considering before and after an, and before

and after Sn.
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Before an and After gn

min Zd (S, 1b1,(STL, Z™))

o (B | % 2 ~

1 J2 ‘ N )
- Ezwl_(ﬂr}lﬁlzn)EP [d(S;,p1;(S71, Z2))]
=51 " ’

1 J2 ' '_
> %Z lInllIln P[d(siﬁwli(sl 1,Z”,Mp))]
i=j1 1/112(5 P mp)
1 J2
> = mln i S, zSZ1Z"M
> k;w . Equ [d(Sk v )
= % Z mln EQ(,) (Siawl(ui(Mp)»Zi))] — €ndmaz
1&
>

. in E[d I = 2edor s
kZﬁ?&% =1d(S, 41 (U, Z))] — 2

k=an—-pn+1
n=pn+1

Jo = an

— endmaz

(6.343)

(6.344)

(6.345)

(6.346)

(6.347)

(6.348)
(6.349)

(6.350)

where ((6.345)) is from (6.336]), (6.346)) uses the Markov relation under Q(i) given in ((6.325|),

and (6.347)) uses (6.339]) and the fact that

QY s 0, s silus) = Py (5ui) Py zv (sil2i, ws).
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After an

Since

QMpMsznsz (mp, ms, 2", ")

- Rpms H zjuv (2| Ut (mp), Vi(mmp, ms))

H Psizuv (silz, Uj(my), Vi(my, ms))
j=1
we have under Q
S; — Ui(M,)Vi(M,, M) Z; — My MZ"S"~ .
‘We can now bound the distortion after an:
1 — ,
min_ - Ep o > d(Si (27,57
= - ZW min  Ep [d(S;,1,(Z",57))]

IE‘:P [d(Szy w2i(Zn7 Siil? Mp’ MS))]

v

| =
M- 1
5

£

B

vV
=
N
5
E
=]

Eq [d(Si,12,(2", 8", My, My))] —

€nlmaz

1
= p 2o, min B d(Siva(Ui(My), Vi(My, M), Z)] = endimaa
_] 2

Y

Ez [d(S UV, Z))| — 2e,dm,
1/)2(HUH\1}Z) [ ( 7’¢2< sy Vo ))] € ax

E=(1-a)n

j=an+1
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(6.352)

(6.353)

(6.354)

(6.355)

(6.356)

(6.357)

(6.358)

(6.359)



where (6.357)) follows from ((6.340f) and the fact that

Qs,z:|u.v; (805 zilui, vi) = Pszjuy (si, zilwi, vi).

Before gn
Lk
min Ep |~ Y d(Si,wo;(S"1, 2"
(s Lem)e k; (i il )
1 : : i—1 n
_ %Z%_(rsr}y} JEr [d(Si,1b0,(S7 1, 2)] (6.360)
=1 PO R
1 ‘
> 7D, min  Ego [d(Sivoi(ST ZM)] — endnas (6.361)
i=1 Y0ils E
Lk
= 7 ﬁggEQm [d(Si,¥0(Zi))] — €ndmaz (6.362)
=1
Lk
= % ﬁggEﬁ[d(&%(z))]—éndmax (6.363)
=1
k = fn. (6.364)

Gathering (6.314)), (6.315)), (6.319)) and (6.320]), and applying Fourier-Motzkin elimina-

tion give us the inequalities in Theorem Recall and average the distortion
at the eavesdropper over the three sections of the blocklength. This finishes the proof for
a > f.

For the case of a < 3, we can modify the proof accordingly and it can be shown that

the eavesdropper begins to decode the public message at On, where

Ry + R, I(UV;2)

b= I(UV;S|2) (6.365)
Choosing the best R, + R gives us
. ([I(UV;Y)-I(UV;Z)]*"
0= 1 .366
o { 1(UV;8|Z) ’ (6.366)
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The analysis of the distortion at the eavesdropper before and after the time transition 6n
is the same as that for the other case. By the Markov relation S —V — U, this gives us the

following achievable region for the case a < 3:

I(UV;S) < I(UV;Y) (6.367)
Dy > E[d(S,¢(UV.Y))] (6.368)
D. < 0minE[d(S,¢0(2))]+ (1—60) min E[d(S,¢2(UV, 2))]. (6.369)

bo(z) P2(uv,z)

Note that UV only appear together in these expressions, which simplifies to Scheme I.

Rewriting the regions for the case o > § and o < 3 gives us the region in Theorem [6.15
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Chapter 7

Conclusion

We have introduced a new tool — the likelihood encoder, for analyzing source coding prob-
lems. Applying this tool to classical source coding settings yields simple achievability proofs.
New results in rate-distortion based secrecy systems are obtained under various formula-
tions. The direct extensions have been discussed for each particular setting at the end of the
corresponding chapters and will not be repeated here. We next point out some limitations
of our overall work and suggest some future directions for possible improvement and further
investigation.

The analysis we provide for the achievability scheme based on a likelihood encoder
relies on the soft-covering lemmas and properties of total variation distance. Although
the soft-covering lemmas are known to be asymptotically efficient, their non-asymptotic
performance is only upper bounded and the bound is believed to be not tight. A more
careful examination of the proofs for the soft-covering lemmas is required for tightening
the bound. This is not conducted in this thesis and is a key step for improving the error
exponent derived for the likelihood encoder.

On the secrecy side, the achievability using the likelihood encoder depends on the su-
perposition soft-covering lemma, which has this phase transition as stated in the lemma
itself: the system induced distribution can only be approximated by the idealized distri-
bution with our desired properties up to some proportion of the entire blocklength. As a
consequence, this leads to achievability results with phase transitions under causal source

disclosure in joint source-channel coding problems. It is unclear how this can be avoided

159



as the optimal solution typically does not have this kind of structure. Yet this does not
exclude the possibility for optimality of such structure since the outer bound may also not
be tight.

This thesis has focused primarily on achievability results, in both lossy compression and
secrecy. Except for some cases in which we have matching inner and outer bounds, we did
not provide any new approaches to the converse proofs. However, we hope our novelty in
showing achievability results has provided some interesting insights and motivated more

work in related fields.
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