Corethics Ltd (CLG) has opted-in to the Australian Privacy Principles (APPs) which are 13 legally binding
principles that set the basic standard for privacy protection.

Part 1: Consideration of personal information privacy

APP 1 Open and transparent management of personal
information
APP 2 Anonymity and pseudonymity

Part 2: Collection of personal information

APP 3 Collection of solicited personal information
APP 4 Dealing with unsolicited personal information
APP 5 Notification of collection of personal information

Part 3: Dealing with personal information

APP 6 Use or disclosure of personal information

APP 7 Direct marketing

APP 8 Cross-border disclosure of personal information

APP9 Adoption, use or disclosure of government related
identifiers

Part 4: Integrity of personal information

APP 10 Quality of personal information
APP 11 Security of personal information
Part 5: Access to, and correction of, personal information

APP 12 Access to personal information

APP 13 Correction of personal information

Corethics and its related bodies corporate (we, our, us) recognise the importance of protecting the privacy
and the rights of individuals in relation to their personal information. This document is our privacy policy
and it tells you how we collect and manage your personal information.
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We respect your rights to privacy under the Privacy Act 1988 (Cth) (Act) and we comply with all of the Act’s
requirements in respect of the collection, management and disclosure of your personal information.

When used in this privacy policy, the term “personal information” has the meaning given to it in the Act. In
general terms, it is any information that can be used to personally identify you. This may include your name,
address, telephone number, email address and profession or occupation. If the information we collect
personally identifies you, or you are reasonably identifiable from it, the information will be considered
personal information.

We may collect the following types of personal information:

. name;

. mailing or street address;
. email address;

. telephone number;

. facsimile number;

. age or birth date;

. profession, occupation or job title;

. details of the products and services you have purchased from us or which you have enquired about,
together with any additional information necessary to deliver those products and services and to

respond to your enquiries;

. any additional information relating to you that you provide to us directly through our websites or
indirectly through use of our websites or online presence, through our representatives or otherwise;

. for our Certified Clients we may collect details regarding the size of your business, number of
employees, annual turnover, policies, procedures, and any other relevant information that allows us
to assess, recommend, design, and implement solutions;

. information you provide to us through visits by our representatives from time to time; and
. we may also collect some information that is not personal information because it does not identify

you or anyone else. For example, we may collect anonymous answers to surveys or aggregated
information about how users use our website.

We collect your personal information directly from you unless it is unreasonable or impracticable to do so.
When collecting personal information from you, we may collect in ways including:
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. through your access and use of our website;
. during conversations between you and our representatives; or
. when you complete an application or make a donation.
We may also collect personal information from third parties including:

+ from third party companies such as law enforcement agencies and other government entities.

‘Sensitive information’ is a subset of personal information and is defined as:
« information or an opinion (that is also personal information) about an individual’s:
« racial or ethnic origin;

« political opinions;

« membership of a political association;

« religious beliefs or affiliations;

« philosophical beliefs;

« membership of a professional or trade association;

« membership of a trade union;

« sexual orientation or practices;

 criminal record;

« health information about an individual;

« genetic information (that is not otherwise health information);

+ biometric information that is to be used for the purpose of automated biometric verification or
biometric identification;

« biometric templates.

Information may be sensitive information where it clearly implies one of these matters. For example, many
surnames have a particular racial or ethnic origin, but that alone will not constitute sensitive information that
clearly indicates the racial or ethnic origin of an individual with that surname.

Terms such as ‘political opinions’ and ‘philosophical beliefs” are not defined in the Privacy Act. They take
their ordinary meaning and should be interpreted broadly. However, not every value, belief or opinion of an
individual will be considered to be a political opinion or philosophical belief.

Sensitive information is generally afforded a higher level of privacy protection under the APPs than other

personal information. This recognises that inappropriate handling of sensitive information can have adverse
consequences for an individual or those associated with the individual. For example, discrimination or
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mistreatment is sometimes based on a person’s race or ethnic origin or union membership. Mishandling of
sensitive information may also cause humiliation or embarrassment or undermine an individual’s dignity.

We recognise that due to the nature of our Certification process we may be privy to sensitive information. We
de-identify all sensitive information in order to protect your privacy. We will keep this data securely on file
(hard or soft copy) to assist us in creating effective strategies to meet the needs of our beneficiaries. We will
only disclose sensitive information to a third party with your verbal or written consent.

Example: Corethics may interview a staff member as part of the Human Rights Certification assessment.
During this interview the staff member discloses a health issue for the first time that may or may
not be related to the workplace. Corethics staff treats this as sensitive information and de-
identifies the person as part of our policy. Corethics advises the staff member of how the
information will be treated and offers a referral to a partnered health care provider. Corethics
asks the staff’ member whether they consent to the de-identified sensitive information to be
included as part of the Certification Report to the employer.

Sensitive information is generally collected through our interview process as part of our Human Rights and
Culture Certification Assessment. As such, participating individuals or groups have the authority as to
whether or not they disclose sensitive information, firstly to Corethics, then discussing consent as to holding
and disclosing such information to a third party (for example, de-identified to their employer or to health care
professional).

In some cases we may also collect your personal information through the use of cookies. When you access
our website, we may send a “cookie” (which is a small summary file containing a unique ID number) to your
computer. This enables us to recognise your computer and greet you each time you visit our website without
bothering you with a request to register. It also enables us to keep track of products or services you view so
that, if you consent, we can send you news about those products or services. We also use cookies to measure
traffic patterns, to determine which areas of our website have been visited and to measure transaction
patterns in the aggregate. We use this to research our users’ habits so that we can improve our online
products and services. Our cookies do not collect personal information. If you do not wish to receive cookies,
you can set your browser so that your computer does not accept them.

We may log IP addresses (that is, the electronic addresses of computers connected to the internet) to analyse
trends, administer the website, track users movements, and gather broad demographic information.

If you do not provide us with the personal information described above, some or all of the following may
happen:

. we may not be able to provide the requested products or services to you, either to the same standard
or at all;
. we may not be able to provide you with information about products and services that you may want,

including information about discounts, sales or special promotions; or
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. we may be unable to tailor the content of our websites to your preferences and your experience of
our websites may not be as enjoyable or useful.

We collect personal information about you so that we can perform our business activities and functions and
to provide best possible quality of service.

We collect, hold, use and disclose your personal information for the following purposes:

. to provide products and services to you and to send communications requested by you;
. to answer enquiries and provide information or advice about existing and new products or services;
. to assess the performance of the website and to improve the operation of the
website;
. to conduct business processing functions including providing personal information to our related

bodies corporate, contractors, service providers or other third parties;

. for the administrative, marketing (including direct marketing), planning, product or service
development, quality control and research purposes of Corethics Ltd (CLG), its related bodies
corporate, contractors or service providers;

. to provide your updated personal information to our related bodies corporate, contractors or service
providers;

. to update our records and keep your contact details up to date;

. to process and respond to any complaint made by you; and

. to comply with any law, rule, regulation, lawful and binding determination, decision or direction of a

regulator, or in co-operation with any governmental authority of any country (or political sub-
division of a country).

Your personal information will not be shared, sold, rented or disclosed other than as described in this Privacy
Policy.

We may disclose your personal information to:
« our employees, related bodies corporate, contractors or service providers for the purposes of operation

of our website or our business, fulfilling requests by you, and to otherwise provide products and
services to you including, without limitation, web hosting providers, I'T systems administrators,
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couriers, payment processors, data entry service providers, electronic network administrators, debt
collectors, and professional advisors such as accountants, solicitors, business advisors and consultants;

. suppliers and other third parties with whom we have commercial relationships, for business,
marketing, and related purposes; and

. any organisation for any authorised purpose with your express consent.

We may combine or share any information that we collect from you with information collected by any of our
related bodies corporate (within Australia).

We may send you direct marketing communications and information about our products and services that we
consider may be of interest to you. These communications may be sent in various forms, including mail,
SMS, fax and email, in accordance with applicable marketing laws, such as the Spam Act 2005 (Cth). If you
indicate a preference for a method of communication, we will endeavour to use that method whenever
practical to do so. In addition, at any time you may opt-out of receiving marketing communications from us
by contacting us (see the details below) or by using opt-out facilities provided in the marketing
communications and we will then ensure that your name is removed from our mailing list.

We do not provide your personal information to other organisations for the purposes of direct marketing.

You may request access to any personal information we hold about you at any time by contacting us (see the
details below). Where we hold information that you are entitled to access, we will try to provide you with
suitable means of accessing it (for example, by mailing or emailing it to you). We may charge you a fee to
cover our administrative and other reasonable costs in providing the information to you and, if so, the fees
will be 50 cents per page plus postage costs (by mail only). We will not charge for simply making the request
and will not charge for making any corrections to your personal information.

There may be instances where we cannot grant you access to the personal information we hold. For example,
we may need to refuse access if granting access would interfere with the privacy of others or if it would result
in a breach of confidentiality. If that happens, we will give you written reasons for any refusal.

If you believe that personal information we hold about you is incorrect, incomplete or inaccurate, then you
may request us to amend it. We will consider if the information requires amendment. If we do not agree that
there are grounds for amendment then we will add a note to the personal information stating that you
disagree with it.

If you believe that your privacy has been breached, please contact us using the contact information below
and provide details of the incident so that we can investigate it.

We may disclose personal information to our related bodies corporate and third party suppliers and service
providers located overseas for some of the purposes listed above.
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We take reasonable steps to ensure that the overseas recipients of your personal information do not breach
the privacy obligations relating to your personal information.

We may disclose your personal information to entities located outside of Australia, including the following:

. our related bodies corporate, located in Indonesia;

. our data hosting and other I'T service providers, located in
Indonesia; and

. other third parties located in Indonesia.

We take reasonable steps to ensure your personal information is protected from misuse and loss and from
unauthorised access, modification or disclosure. We may hold your information in either electronic or hard
copy form. Personal information is destroyed or de-identified when no longer needed. For information
collected in Indonesia the same security applies to both electronic and hard copy form.

As our website 1s linked to the internet, and the internet is inherently insecure, we cannot provide any
assurance regarding the security of transmission of information you communicate to us online. We also
cannot guarantee that the information you supply will not be intercepted while being transmitted over the
internet. Accordingly, any personal information or other information which you transmit to us online is
transmitted at your own risk.

Our website may contain links to other websites operated by third parties. We make no representations or
warranties in relation to the privacy practices of any third party website and we are not responsible for the
privacy policies or the content of any third party website. Third party websites are responsible for informing
you about their own privacy practices.

If you have any questions about this privacy policy, any concerns or a complaint regarding the treatment of
your privacy or a possible breach of your privacy, please use the contact link on our website or contact our
Privacy Officer using the details set out below.

We will treat your requests or complaints confidentially. Our representative will contact you within a
reasonable time after receipt of your complaint to discuss your concerns and outline options regarding how
they may be resolved. We will aim to ensure that your complaint is resolved in timely and appropriate
manner.

Please contact our Privacy Officer at:
Corethics Privacy Officer
Suite 1, Level 2, 21 Bolton Street

Newcastle NSW 2300

Australia

melissamccabe@corethics.net

+61 4222 29535 (Whats App - Worldwide)
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We may change this privacy policy from time to time. Any updated versions of this privacy policy will be
posted on our website.

Drafted By Melissa McCabe, Director
Board Approval Date

Corethics Ltd Privacy Policy



