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Abstract — This work proposes VPsec, a novel hardware-only
scheme that leverages value prediction in an embodiment and
system design to mitigate fault attacks in general purpose
microprocessors. The design of VPsec augments value prediction
schemes in modern microprocessors with fault detection logic
and reaction logic, to mitigate fault attacks to both the datapath
and the value predictor itself. VPsec requires minimal hardware
changes (negligible area impact) with respect to a baseline
processor supporting value prediction, it has no software
overheads (no increase in memory footprint), and, under common
attack scenarios, it retains most of the performance benefits of
value prediction. Our evaluation of VPsec demonstrates its
efficacy in countering fault attacks and retaining performance in
modern microprocessors.
Keywords — Fault attacks; Fault detection; Fault reaction;
General Purpose Microprocessors; Value prediction; Computer
Security.

I. INTRODUCTION
The severity of fault attacks to general purpose
microprocessors directly correlates with the increasing
importance or criticality of the contents being processed. The
threat affects a wide variety of products on the market. For
example, premium contents and payments are processed on
mobile devices and servers; metering information are
processed on “relatively” resource constrained devices that
have sophisticated features.1 In both cases the valuables are
protected by encryption and access control mechanisms which
are prone to physical attacks, i.e., side-channel and fault attacks
[1]. This work primarily focuses on fault attacks to the datapath
of general purpose microprocessors.
Value prediction has appealing features which can be leveraged
for security purposes to recover from fault attacks when
produced (a.k.a., computed or loaded) data values are under
attack. As opposed to trusting the produced value in value
prediction, in security, the predicted value can be used to raise
suspicion that the produced value has been tampered with (i.e.,
faulted.) In fact, under the attack scenarios in [3], in which an
attacker can engineer a series of faults on produced data values,
a value predictor can effectively prevent the propagation of
faulty values to the attacker’s advantage. When the value
predictor predicts a value that is discrepant with the produced
value, the following actions can be engineered to mitigate the
fault: (a) the predicted value, if highly confident, can be used in
place of the faulty value – thus, the fault is corrected; (b)
otherwise, the producer instruction along with all younger
instructions are flushed, and then re-fetched and re-executed.
1

A class of modern IoT devices embody multicore processors with
secure execution environment and vector units, e.g., ARM M7.

Thus, the correct value is re-produced, and the fault is
corrected.
In this work, we present VPsec, a security framework built
around the concept of value prediction to counter fault attacks
in general purpose microprocessors. VPsec can be applied to
any value prediction schema/design. The design of VPsec
enhances the original value predictor design with the following
elements: (a) logic to detect the occurrence of faults in the
produced or predicted data values; (b) logic to react to the
occurrence of faults, by categorizing faults to the datapath or to
the value predictor; (c) new security-aware recovery actions
(reactions), which are triggered in place of the default recovery
action when the value predictor is deemed under attack. The
VPsec architecture guarantees that an attacker can never
leverage the propagation of faults to his/her advantage. Thus,
VPsec deceives the attacker without requiring the application
of mitigations in software.
To the best of our knowledge this is the first contribution that
proposes the design of a value prediction schema for its
application in computer security to mitigate fault attacks. Our
evaluation shows that the proposed technique protects the
execution of unmitigated cipher suites in OpenSSL[1].
II. PRIOR ART
A. Value Prediction
Value predictors can be classified into two broad categories:
Computation-based Predictors, in which predicted values are
generated by applying a function to the value(s) produced by
previous instance(s) of the instruction – e.g., stride predictors
[11]; Context-based Predictors, in which predictions rely on
identifying patterns in the history of a given static instruction
to predict the value – e.g., Finite Context Method predictors
(FCM) [13], and more recent proposals such as VTAGE [16]
and D-VTAGE [17].
Another interesting class of value predictors advocates for
predicting values indirectly via memory address prediction
[10], [20]. Such techniques can only be used to predict the
values produced by load instructions.
State-of-the-art value predictors [8], [16], [17] addressed key
practical challenges facing value prediction, and delivered
very high prediction accuracy (over 99%) and good coverage,
across a wide spectrum of workloads.
B. Mitigations Against Fault Attacks
Hardware-based mitigations usually duplicate a portion of the
hardware blocks (e.g., registers) [3], [7], repeatedly execute a

C. Soft-Error Tolerance
The occurrence of transient faults, e.g., due to technology
scaling, exhibits statistical properties that can be characterized
(via profiling), and then leveraged to design microprocessors
that are tolerant of soft-errors in the datapath [23], [24]. These
proposals do not consider an adversarial model. I.e., faults are
not being forcefully injected under the control of an attacker,
which limits the applicability of these designs, as opposed to
VPsec which directly addresses these conditions.
III. VPSEC: VALUE PREDICTION FOR SECURITY
The VPsec design (shown in Figure 1) consists of three
components: the value prediction machinery; the detection
logic; and the reaction logic. The following text elaborates on
each one of these components.
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computation, and verify the results from the multiple
computations using a specific hardware unit.
In contrast, software-based mitigations provide more
flexibility and portability as they don’t require any underlying
security hooks in the hardware. Prior art on software based
mitigations proposes algorithm level [5] or instruction level
[3], mitigations to hinder consistent fault injection. Algorithm
level mitigations duplicate the execution of an algorithm and
then compare the outcomes of both runs to verify the
outcomes integrity. A fault is detected once a mismatch is
signaled.
At the Instruction Set Architecture (ISA) level, mitigations
operate at a much finer granularity. Such mitigations attempt
to counteract faults through duplicating instructions, repeating
execution, and comparing the results from the original
instruction and the redundant one.
Both hardware- and software-based mitigations are costly. For
example, instruction duplication is believed to be able to reach
full error coverage. Unfortunately, such a coverage comes at a
cost: a significant performance overhead (e.g., [5] reports a
3.4x performance overhead) and energy increase.
The state-of-the-art hardware-assisted software mitigation
takes advantage of Single Instruction Multiple Data (SIMD)
instruction set extensions, which are ubiquitous in modern
microprocessors. Rather than duplicating and executing two
identical instructions, the authors in [6] proposed to vectorize
the original instruction and its replica using a SIMD
instruction. This solution effectively converts operation
duplication into data duplication, therefore obtaining fault
tolerance with much reduced overhead. Yet, this approach
counters only the case of single fault in [3].
Our work provides a hardware-only mitigation which counters
against all the attacks described in [3]. Moreover, it requires
minimal changes to the hardware design of the value
prediction machinery. Finally, and most importantly, by being
a hardware-only solution, it avoids the high overheads
associated with software mitigations while retaining most of
the benefits of value prediction.
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Figure 1 - VPsec high-level design.
Value Prediction Machinery. The baseline value prediction
scheme used in this work is an ensemble of value predictors, it
consists of one or more predictors from each of the following
predictor classes: last-value predictors [12], context-based
value predictors [16][17], and indirect value predictors
[8][18]. All predictors are active simultaneously, attempting to
predict the data values produced by executing instructions.
In such design, it is possible that multiple predictions can be
provided for the same producer instruction. In this case, a
voting mechanism is used to select the final prediction. Due to
the high accuracy of the predictors in use, we almost never
observed a disagreement between the predictions when
multiple of them are made. We mark a value prediction as
confident when multiple agreeing predictions are supplied by
the different value predictors. Moreover, accuracy counters
are maintained for each predictor, providing continuous
monitoring of the prediction accuracy per-predictor.
Detection Logic. The detection logic serves two functions.
First, it gathers the predictions from all predictors, if any
predictions exist. Second, it compares the predicted value with
the produced value when the producer is executed. The
outcome of this comparison, along with the value predictors
accuracy and confidence, is communicated to the Reaction
logic to flag a discrepancy – the occurrence of an attack.
Reaction Logic. VPsec uses newly introduced Producer Status
Registers (PSRs) that track if producer instructions are reexecuted due to recovery actions. A PSR is allocated when a
producer is value predicted, and it is initialized to zero. When
the producer successfully completes (i.e., commits and updates
the architectural state), the PSR is released. The first time a
producer instruction is re-executed, the value of its PSR is set
to its complement – all bits in the PSR are set to 1.
Upon receiving a discrepancy signal from the detection logic,
the reaction logic evaluates the status of the producer
instruction (PSR value) and the status of the value predictor (its
accuracy and confidence.)
In VPsec, the following Reaction actions to faults are defined:

Reaction 1. When the PSR=0, and the predicted value has high
accuracy and confidence, no action is taken, and the predicted
value continues to be used by the consumer instructions.
Reaction 2. Like the conditions for Reaction 1, except that the
accuracy is relatively low, or the confidence is low. In this
case, we flush the pipeline and re-execute the producer and
consumer instructions.
Reaction 3. When PSR is not equal zero, indicating a highly
abnormal and irreversible scenario, we infect the computed
value with a random number, and propagate the random
number through the pipeline. Infection occurs by XOR-ing the
produced data value with a random number. Such a reaction
produces the wrong program results that the attacker will be
observing. The correction of such result is assumed to happen
at a higher level in the software stack.

Value prediction, just like any other prediction scheme,
requires training time in which no predictions are made. This
training manifests as a certain fraction of instructions not
being value predicted. Training usually takes place during the
initial phases of the workload; such phases are usually of no
interest to the attacker. Addressing this is beyond the scope of
this work.

IV. SYSTEM AND SYSTEM SECURITY DISCUSSION
VPsec is an embodiment composed of state-of-the-art value
predictors, being used for multiple purposes: performance
improvement (default use case: performance feature), and
attack mitigation (new use case: security feature). VPsec can
be configured to enable or disable the performance and
security features.
When integrated in an SoC, VPsec’s security feature is meant
to act when secure software executes within an
implementation of the Global Platform Trusted Execution
Environment (TEE), e.g., to protect long term secret keys from
being extracted using fault attacks – ARM TrustZone is one of
such implementations of the TEE [23]. Outside the context of
TEE, VPsec will operate as a traditional value predictor,
enabling the performance feature.

Branch Prediction

BP: state-of-art TAGE predictor

Memory Hierarchy

Block size: 64B (L1), 128B (L2 and L3)
L1: split, 64KB each, 4-way set-associative, 3cycle access latency
L2: unified, private, 1MB, 8-way setassociative, 16-cycle access latency
L3: unified, shared, 8MB, 16-way setassociative, 32-cycle access latency
Memory: 200-cycle access latency
Stride-based prefetchers

Fetch through Rename Width

4 instr./cycle

Issue through Commit Width

9 instr./cycle (9 execution lanes: 3 support
load-store operations, and 6 generic)

ROB/IQ/LDQ/STQ

224/97/72/56 (modeled after Intel Skylake)

Physical RF

348

Indirect Value Predictors (via
Address Prediction)

Stride-based: 64k-entry, direct-mapped,
indexed with pc only
Context-based: 64k-entry, direct-mapped, use
32-bit load-path history

Conventional Value Predictors

Context-based: 7 tables, 64k-entry each,
direct-mapped, use global branch histories of
{0 “last-value”, 5, 9, 17, 23, 39, 57}

Table 1 – Baseline core configuration with the value
prediction machinery consisting of three value predictors.

Instruction type

V. EVALUATION
A. Evaluation Environment
The microarchitecture presented in Section III is faithfully
modeled in our internally-developed, cycle-accurate simulator.
The parameters of our baseline core are configured as close as
possible to those of Intel’s Skylake core [19]. Currently there
is no architecture that we know which deploys value
prediction in silicon. However, given the enormous advances
made in the value prediction space, we foresee value
prediction to become a common feature of general purpose
microprocessors.
Table 1 shows our baseline core configuration. The value
prediction scheme, described in Section III and implemented
in our performance model, supports predicting load
instructions only, this is an artifact of our performance model
and not a limitation of our proposed framework (VPsec).
Therefore, we restrict our evaluation and analysis to load
instructions only. Table 2 summarizes the focus of our
evaluation: we consider attacks on load instruction only. Nonload instructions are not handled directly, but they can
potentially be handled indirectly as they can influence future
load instructions.

Load
Non-load

Number of value predictions made
0
1
>=2
Outside the scope
Reaction 2
Reaction 1
Can be handled indirectly as non-load instructions can
influence future load instructions

Table 2 - Evaluation methodology.
B. VPsec Evaluation
The OpenSSL workloads used in our evaluation are compiled
to the ARM ISA using gcc with -O3 level optimization. We
use 100-million instruction simpoints [20], except for shortrunning benchmarks, we simulate the first 100 million
instructions, or until the benchmark completes.
Using OpenSSL, Figure 2 shows the percentage of value
predicted load instructions for which: only one value
prediction is obtained from the value prediction machinery, or
multiple predictions are obtained. Interestingly, 56% of the
value predicted loads are covered by a single prediction, for
which the prediction is not considered confident. Upon
detecting the occurrence of a fault (detection logic), the
reaction logic shall execute Reaction 2 – the producer load and
consumer instructions shall be re-fetched and re-executed. For
the remaining predicted loads, two (or more) predictions with
high accuracy are available. Thus, upon detecting the

occurrence of a fault (detection logic), the reaction logic shall
execute Reaction 1 – the effect of the fault is corrected.

computer security, to mitigate fault attacks to general purpose
microprocessors.
Our evaluation shows that VPsec not only provides protection
to the execution of unmitigated cipher suites in OpenSSL, but
also provides performance improvements by using value
prediction.
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Figure 2 – Breakdown of value predictions based on the
number of predictions made.
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Each time Reaction 2 is taken, there can be a performance
penalty which is paid due to the re-execution of the producer
load and the consumer instructions. Meanwhile, each time
Reaction 1 is taken, not only the effect of a fault is corrected,
but also there is a performance advantage to the early
execution of the consumer instructions – which operates on a
predicted value with high confidence. The penalty due to
Reaction 2 on load instructions depends on the locality of the
workload when the producer load is re-executed. In the worst
case, very unlikely, the re-execution of the producer load
instruction may incur a cache miss and result in re-loading the
data from main memory. In the best case, very likely, the reexecution of the producer load instruction will a hit in the L1
cache.
To evaluate the performance impact due to the execution of
Reaction 2, we assume the following extreme attack scenarios,
in which an attacker faults: each value predicted load, every
10th predicted load, and every 100th predicted load. Figure 3
shows the performance impact of such attack scenarios on
OpenSSL; performance is with respect to a baseline when no
value prediction (and no attacks). When no attack is
performed, value prediction speeds up the execution of the
OpenSSL benchmarks by up to 40%, with an average of 4%.
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VI. CONCLUSION
This work proposes VPsec, a novel hardware-only schema
which leverages value prediction to detect, correct or counter
fault attacks in general purpose microprocessors.
VPsec enhances value prediction, a performance improvement
technique in high-performance microprocessors, for its use in
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Figure 3 – VPsec evaluation.

