
1



2



3



4



5



6



7



8



9



TPM

Hardware Root of Trust Direct Memory Access

Completely Independent 10



TPM

Hardware Root of Trust Direct Memory Access

Completely Independent 11



TPM

Hardware Root of Trust Direct Memory Access

Completely Independent 12



TPM

Hardware Root of Trust Direct Memory Access

Completely Independent 13



TPM

Hardware Root of Trust Direct Memory Access

Completely Independent 14



15



Ryzen PCs

Vega GPUsEPYC Servers

Ryzen Mobile Laptops
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The PSP Firmware resides in SPI ROM (BIOS Image)
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uri@Uri:~$ binwalk -A padding.bin

DECIMAL       HEXADECIMAL     DESCRIPTION
--------------------------------------------------------------------------------
206712        0x32778         ARM instructions, function prologue
268580        0x41924         ARM instructions, function prologue
268652        0x4196C         ARM instructions, function prologue
268668        0x4197C         ARM instructions, function prologue
268684        0x4198C         ARM instructions, function prologue
268780        0x419EC         ARM instructions, function prologue
268792        0x419F8         ARM instructions, function prologue
270372        0x42024         ARM instructions, function prologue
520402        0x7F0D2         ARMEB instructions, function prologue
989088        0xF17A0         ARM instructions, function prologue
1906212       0x1D1624        ARM instructions, function prologue
...
...
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Our goal: To “Jailbreak” the PSP
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Body (Code or Data)

256-byte Module Header

2048-bit RSA signature
Signed
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PSP Module (Code)

total_size
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uri@Uri:~$ python find_issues.py

Checking  FF149400.bin....................OK
Checking  FF159400.bin....................OK
Checking  FF178100.bin....................OK
Checking  FF17C000.bin....................OK
Checking  FF17F000.bin....................OK
Checking  FF262100.bin....................ERROR! signed_part_size=0x0 but signature available
Exiting..

uri@Uri:~$
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PSP Module (Data)

total_size
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Header
(256 bytes)

Body
(Unsigned)

2048-bit 
RSA 

Signature
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Header
(256 bytes)

Body
(Unsigned)

2048-bit 
RSA 

Signature

arbitrary code 
here
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Header
(256 bytes)

Body
(Unsigned)

2048-bit 
RSA 

Signature

arbitrary code 
here
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DEMO
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Fun with Mailboxes
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CPU

MMIO Registers

Pointer to Args

CMD

DRAM Command Buffer

PSP

X86 Processor Platform Security 
Processor



/* x86 to PSP commands */
#define MBOX_BIOS_CMD_DRAM_INFO 0x01
#define MBOX_BIOS_CMD_SMM_INFO 0x02
#define MBOX_BIOS_CMD_SX_INFO 0x03
#define MBOX_BIOS_CMD_RSM_INFO 0x04
#define MBOX_BIOS_CMD_PSP_QUERY 0x05
#define MBOX_BIOS_CMD_BOOT_DONE 0x06
#define MBOX_BIOS_CMD_CLEAR_S3_STS 0x07
#define MBOX_BIOS_CMD_S3_DATA_INFO 0x08
#define MBOX_BIOS_CMD_NOP 0x09
#define MBOX_BIOS_CMD_SMU_FW 0x19
#define MBOX_BIOS_CMD_SMU_FW2 0x1a
#define MBOX_BIOS_CMD_ABORT 0xfe
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† https://github.com/coreboot/coreboot/blob/master/src/soc/amd/common/block/include/amdblocks/psp.h



/* x86 to PSP commands */
#define MBOX_BIOS_CMD_DRAM_INFO 0x01
#define MBOX_BIOS_CMD_SMM_INFO 0x02
#define MBOX_BIOS_CMD_SX_INFO 0x03
#define MBOX_BIOS_CMD_RSM_INFO 0x04
#define MBOX_BIOS_CMD_PSP_QUERY 0x05
#define MBOX_BIOS_CMD_BOOT_DONE 0x06
#define MBOX_BIOS_CMD_CLEAR_S3_STS 0x07
#define MBOX_BIOS_CMD_S3_DATA_INFO 0x08
#define MBOX_BIOS_CMD_NOP 0x09
#define MBOX_BIOS_CMD_SMU_FW 0x19
#define MBOX_BIOS_CMD_SMU_FW2 0x1a
#define MBOX_BIOS_CMD_ABORT 0xfe

struct mbox_s3_data_info_buffer {
QWORD address;
QWORD size;
unsigned char hmac_out[32];

} 
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RESULT = 
112C72FECD01B8445B393B10A2F295….

PSP

Physical Memory (RAM)

Compute HMAC
Address = 0x4000000

Size=0x10

Read

0x0

0x4000000

Shared Buffer
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Compute 
HMAC

Read

Attacker 
Process
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0x00 = 743771B093E5F45526274762E2723D56B6E82273402C4D67C65D48563C658502
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0x00 = 743771B093E5F45526274762E2723D56B6E82273402C4D67C65D48563C658502
0x01 = 93F17EA603A23F3A55BCC80206EE7D8B8CEA7B5868470FFE2DF67DB17E2FA391
0x02 = 4749A3A56843611245E3C7070CE396C6225546EB03E0EC9D6F6423815E98E901
0x03 = FC5B2C165C3BC3CA503E62CE800712F02FB814B44AFE429915C4C1BE2B3B1B2F
0x04 = 112C72FECD01B8445B393B10A2F29552528386185522913BE44684DE78965679
0x05 = 80429C59A5704A361112A27FF6C72899AB2E32AA57F32411AACDC468CB180B3E
0x06 = 1BA839DE8C412DF5D5368A7209C29F30D976B0CFE3D95925FEC1156AA0C02E24
0x07 = C906BB0687AD289C4E063ACA3355A84CCDF4528CC45E970E23B779F32C0435D7
0x08 = CE52670F68F0CA109128E1F57E271BD470EB983A430D438E71BDFD0B9228EA6D
0x09 = 629DA6A43E2D9B5C18189013C486BCB16DA10F2F411338D070B112E8332946CC
0x0A = 158F90A2B67747F15F5697FC3E9E66D86CBFD9CB87839C2C0C735080C2D5BC19
0x0B = AA69F104AFF8761B45A62F3F002C58A8B0B181FFCE745A84E8AD75946DDAC7A1
0x0C = CAB9E96F2E35373EA22AC46F3E4352B6A60C5A5E0C0F4A29BC29FDC7FDCEEB3
…
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/* x86 to PSP commands */
#define MBOX_BIOS_CMD_DRAM_INFO 0x01
#define MBOX_BIOS_CMD_SMM_INFO 0x02
#define MBOX_BIOS_CMD_SX_INFO 0x03
#define MBOX_BIOS_CMD_RSM_INFO 0x04
#define MBOX_BIOS_CMD_PSP_QUERY 0x05
#define MBOX_BIOS_CMD_BOOT_DONE 0x06
#define MBOX_BIOS_CMD_CLEAR_S3_STS 0x07
#define MBOX_BIOS_CMD_S3_DATA_INFO 0x08
#define MBOX_BIOS_CMD_NOP 0x09
#define MBOX_BIOS_CMD_SMU_FW 0x19
#define MBOX_BIOS_CMD_SMU_FW2 0x1a
#define MBOX_BIOS_CMD_ABORT 0xfe
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P2C Interface Flow

[1] The PSP first writes its 
request to the P2C shared 
buffer.
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SMI



[2] SMI triggers SMM code 
to process the request from 
the  shared buffer.

P2C Interface Flow
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[3] SMM code reads/writes 
data to/from SPI flash on 
behalf of the PSP.

P2C Interface Flow
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[4] Results are written back 
to the shared buffer, and the 
PSP is signaled.

P2C Interface Flow
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[5] PSP reads the result from 
the same shared buffer.

P2C Interface Flow
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MBOX_BIOS_CMD_SMM_INFO

SMI
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PSP CPUAddress
SMI

struct SmiTriggerInfo {
u64 Address;
u32 Type;
u32 ValueSize;
u32 AndMask;
u32 OrMask;

}

MBOX_BIOS_CMD_SMM_INFO
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VOID HandleSmmInfo(struct SmmInfoReqBuffer *pSmmInfo)
{

*GLOBAL_PSP_TO_BIOS_BASE = pSmmInfo->PspToBiosBase;
memcpy(&GLOBAL_SMI_TRIGGER_INFO, pSmmInfo->SmiTrigInfo, 

sizeof(struct SmiTriggerInfo));
}



VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)

goto err; 

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize; 
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy(&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy(dwTriggerAddress, &dwSmiValue, size); 
// ….

}
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VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)

goto err; 

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize; 
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy(&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy(dwTriggerAddress, &dwSmiValue, size); 
// ….

}
64



VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)

goto err; 

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize; 
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy(&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy(dwTriggerAddress, &dwSmiValue, size); 
// ….

}
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VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)

goto err; 

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize; 
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy(&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy(dwTriggerAddress, &dwSmiValue, size); 
// ….

}
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VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)

goto err; 

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize; 
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy(&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy(dwTriggerAddress, &dwSmiValue, size); 
// ….

}
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VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)

goto err; 

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize; 
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy(&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy(dwTriggerAddress, &dwSmiValue, size); 
// ….

}

Window of
opportunity
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VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)

goto err; 

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize; 
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy(&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy(dwTriggerAddress, &dwSmiValue, size); 
// ….

}
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