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Introduction
The GDPR
In 2016, the European Union adopted the General Data Protection Regulation (GDPR). It replaces the
current 1995 Data Protection Directive.
Upon adoption in 2016, EU member states were granted a two year period within which to
implement the regulation.
From May 25th 2018, this regulation will be enforceable. There are significant consequences for
those organisations who are not compliant including administrative penalties of up to €20 million or
4% of global turnover, whichever is greater.

Source
The material in this document was taken from the official Regulation (EU) 2016/679 and from
Guidelines released by the Article 29 Working Party.

Objective
I encountered a number of GDPR-related eBooks delivering little more functionality than this
document – namely, an easy-to-read digital copy of the GDPR with associated Recitals. These eBooks
were usually available for a price. In order to avoid paying for something that I felt should be free,
and to improve my understanding of the GDPR I undertook the creation of this document entirely
for my own use. Once created, I felt that others may find it useful and released it for general use.

Restrictions
There are no restrictions of any kind on the use of this document. Do with it as you please.

Versions
Version

Issued

Comment

1.0

2017-07-21

Initial release. Contains Article and Recitals

1.1

2017-10-09

Added “Guidelines on the right to data portability” and “Guidelines on
Data Protection Impact Assessment (DPIA)”

1.2

2017-10-22

Added “Guidelines on Data Protection Officers”

1.3

2018-01-10

Fixed error in paragraph numbering in Article 13

1.4

2018-03-09

Added the following guidelines :
“Guidelines for identifying a controller or processor’s lead supervisory
authority”
“Guidelines on Personal data breach notification”
“Guidelines on the application and setting of administrative fines”

1.5

2018-05-10

Added a new section containing just the recitals.
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Added the following guidelines:
“Guidelines on consent”
“Guidelines on Automated individual decision-making and Profiling”

Feedback
I hope you find this document useful.
If you have any feedback please drop me an email at liam@gdpr-ebook.eu

Liam O’Hagan
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Article 1 - Subject-matter and objectives
1. This Regulation lays down rules relating to the protection of natural persons with regard to the
processing of personal data and rules relating to the free movement of personal data.

2. This Regulation protects fundamental rights and freedoms of natural persons and in particular
their right to the protection of personal data.

3. The free movement of personal data within the Union shall be neither restricted nor prohibited
for reasons connected with the protection of natural persons with regard to the processing of
personal data.

Recitals
(1) The protection of natural persons in relation to the processing of personal data is a fundamental
right. Article 8(1) of the Charter of Fundamental Rights of the European Union (the ‘Charter’) and
Article 16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that everyone
has the right to the protection of personal data concerning him or her.

(2) The principles of, and rules on the protection of natural persons with regard to the processing of
their personal data should, whatever their nationality or residence, respect their fundamental rights
and freedoms, in particular their right to the protection of personal data. This Regulation is intended
to contribute to the accomplishment of an area of freedom, security and justice and of an economic
union, to economic and social progress, to the strengthening and the convergence of the economies
within the internal market, and to the well-being of natural persons.

(3) Directive 95/46/EC of the European Parliament and of the Council seeks to harmonise the
protection of fundamental rights and freedoms of natural persons in respect of processing activities
and to ensure the free flow of personal data between Member States.

(4) The processing of personal data should be designed to serve mankind. The right to the protection
of personal data is not an absolute right; it must be considered in relation to its function in society
and be balanced against other fundamental rights, in accordance with the principle of
proportionality. This Regulation respects all fundamental rights and observes the freedoms and
principles recognised in the Charter as enshrined in the Treaties, in particular the respect for private
and family life, home and communications, the protection of personal data, freedom of thought,
conscience and religion, freedom of expression and information, freedom to conduct a business, the
right to an effective remedy and to a fair trial, and cultural, religious and linguistic diversity.

(5) The economic and social integration resulting from the functioning of the internal market has led
to a substantial increase in cross-border flows of personal data. The exchange of personal data
between public and private actors, including natural persons, associations and undertakings across
the Union has increased. National authorities in the Member States are being called upon by Union
law to cooperate and exchange personal data so as to be able to perform their duties or carry out
tasks on behalf of an authority in another Member State.
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(6) Rapid technological developments and globalisation have brought new challenges for the
protection of personal data. The scale of the collection and sharing of personal data has increased
significantly. Technology allows both private companies and public authorities to make use of
personal data on an unprecedented scale in order to pursue their activities. Natural persons
increasingly make personal information available publicly and globally. Technology has transformed
both the economy and social life, and should further facilitate the free flow of personal data within
the Union and the transfer to third countries and international organisations, while ensuring a high
level of the protection of personal data.

(7) Those developments require a strong and more coherent data protection framework in the
Union, backed by strong enforcement, given the importance of creating the trust that will allow the
digital economy to develop across the internal market. Natural persons should have control of their
own personal data. Legal and practical certainty for natural persons, economic operators and public
authorities should be enhanced.

(8) Where this Regulation provides for specifications or restrictions of its rules by Member State law,
Member States may, as far as necessary for coherence and for making the national provisions
comprehensible to the persons to whom they apply, incorporate elements of this Regulation into
their national law.

(9) The objectives and principles of Directive 95/46/EC remain sound, but it has not prevented
fragmentation in the implementation of data protection across the Union, legal uncertainty or a
widespread public perception that there are significant risks to the protection of natural persons, in
particular with regard to online activity. Differences in the level of protection of the rights and
freedoms of natural persons, in particular the right to the protection of personal data, with regard to
the processing of personal data in the Member States may prevent the free flow of personal data
throughout the Union. Those differences may therefore constitute an obstacle to the pursuit of
economic activities at the level of the Union, distort competition and impede authorities in the
discharge of their responsibilities under Union law. Such a difference in levels of protection is due to
the existence of differences in the implementation and application of Directive 95/46/EC.

(10) In order to ensure a consistent and high level of protection of natural persons and to remove
the obstacles to flows of personal data within the Union, the level of protection of the rights and
freedoms of natural persons with regard to the processing of such data should be equivalent in all
Member States. Consistent and homogenous application of the rules for the protection of the
fundamental rights and freedoms of natural persons with regard to the processing of personal data
should be ensured throughout the Union. Regarding the processing of personal data for compliance
with a legal obligation, for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller, Member States should be allowed to maintain
or introduce national provisions to further specify the application of the rules of this Regulation. In
conjunction with the general and horizontal law on data protection implementing Directive
95/46/EC, Member States have several sector-specific laws in areas that need more specific
provisions. This Regulation also provides a margin of manoeuvre for Member States to specify its
rules, including for the processing of special categories of personal data (‘sensitive data’). To that
extent, this Regulation does not exclude Member State law that sets out the circumstances for
Page 12 of 422

specific processing situations, including determining more precisely the conditions under which the
processing of personal data is lawful.

(11) Effective protection of personal data throughout the Union requires the strengthening and
setting out in detail of the rights of data subjects and the obligations of those who process and
determine the processing of personal data, as well as equivalent powers for monitoring and ensuring
compliance with the rules for the protection of personal data and equivalent sanctions for
infringements in the Member States.

(12) Article 16(2) TFEU mandates the European Parliament and the Council to lay down the rules
relating to the protection of natural persons with regard to the processing of personal data and the
rules relating to the free movement of personal data.

(13) In order to ensure a consistent level of protection for natural persons throughout the Union and
to prevent divergences hampering the free movement of personal data within the internal market, a
Regulation is necessary to provide legal certainty and transparency for economic operators,
including micro, small and medium-sized enterprises, and to provide natural persons in all Member
States with the same level of legally enforceable rights and obligations and responsibilities for
controllers and processors, to ensure consistent monitoring of the processing of personal data, and
equivalent sanctions in all Member States as well as effective cooperation between the supervisory
authorities of different Member States. The proper functioning of the internal market requires that
the free movement of personal data within the Union is not restricted or prohibited for reasons
connected with the protection of natural persons with regard to the processing of personal data. To
take account of the specific situation of micro, small and medium-sized enterprises, this Regulation
includes a derogation for organisations with fewer than 250 employees with regard to recordkeeping. In addition, the Union institutions and bodies, and Member States and their supervisory
authorities, are encouraged to take account of the specific needs of micro, small and medium-sized
enterprises in the application of this Regulation. The notion of micro, small and medium-sized
enterprises should draw from Article 2 of the Annex to Commission Recommendation 2003/361/EC.
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Article 2 - Material scope
1. This Regulation applies to the processing of personal data wholly or partly by automated means
and to the processing other than by automated means of personal data which form part of a filing
system or are intended to form part of a filing system.

2. This Regulation does not apply to the processing of personal data:
(a) in the course of an activity which falls outside the scope of Union law;
(b) by the Member States when carrying out activities which fall within the scope of Chapter 2
of Title V of the TEU;
(c) by a natural person in the course of a purely personal or household activity;
(d) by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security.

3. For the processing of personal data by the Union institutions, bodies, offices and agencies,
Regulation (EC) No 45/2001 applies. Regulation (EC) No 45/2001 and other Union legal acts
applicable to such processing of personal data shall be adapted to the principles and rules of this
Regulation in accordance with Article 98.

4. This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in particular
of the liability rules of intermediary service providers in Articles 12 to 15 of that Directive.

Recitals
(13) In order to ensure a consistent level of protection for natural persons throughout the Union and
to prevent divergences hampering the free movement of personal data within the internal market, a
Regulation is necessary to provide legal certainty and transparency for economic operators,
including micro, small and medium-sized enterprises, and to provide natural persons in all Member
States with the same level of legally enforceable rights and obligations and responsibilities for
controllers and processors, to ensure consistent monitoring of the processing of personal data, and
equivalent sanctions in all Member States as well as effective cooperation between the supervisory
authorities of different Member States. The proper functioning of the internal market requires that
the free movement of personal data within the Union is not restricted or prohibited for reasons
connected with the protection of natural persons with regard to the processing of personal data. To
take account of the specific situation of micro, small and medium-sized enterprises, this Regulation
includes a derogation for organisations with fewer than 250 employees with regard to recordkeeping. In addition, the Union institutions and bodies, and Member States and their supervisory
authorities, are encouraged to take account of the specific needs of micro, small and medium-sized
enterprises in the application of this Regulation. The notion of micro, small and medium-sized
enterprises should draw from Article 2 of the Annex to Commission Recommendation 2003/361/EC.
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(14) The protection afforded by this Regulation should apply to natural persons, whatever their
nationality or place of residence, in relation to the processing of their personal data. This Regulation
does not cover the processing of personal data which concerns legal persons and in particular
undertakings established as legal persons, including the name and the form of the legal person and
the contact details of the legal person.

(15) In order to prevent creating a serious risk of circumvention, the protection of natural persons
should be technologically neutral and should not depend on the techniques used. The protection of
natural persons should apply to the processing of personal data by automated means, as well as to
manual processing, if the personal data are contained or are intended to be contained in a filing
system. Files or sets of files, as well as their cover pages, which are not structured according to
specific criteria should not fall within the scope of this Regulation.

(16) This Regulation does not apply to issues of protection of fundamental rights and freedoms or
the free flow of personal data related to activities which fall outside the scope of Union law, such as
activities concerning national security. This Regulation does not apply to the processing of personal
data by the Member States when carrying out activities in relation to the common foreign and
security policy of the Union.

(17) Regulation (EC) No 45/2001 of the European Parliament and of the Council applies to the
processing of personal data by the Union institutions, bodies, offices and agencies. Regulation (EC)
No 45/2001 and other Union legal acts applicable to such processing of personal data should be
adapted to the principles and rules established in this Regulation and applied in the light of this
Regulation. In order to provide a strong and coherent data protection framework in the Union, the
necessary adaptations of Regulation (EC) No 45/2001 should follow after the adoption of this
Regulation, in order to allow application at the same time as this Regulation.

(18) This Regulation does not apply to the processing of personal data by a natural person in the
course of a purely personal or household activity and thus with no connection to a professional or
commercial activity. Personal or household activities could include correspondence and the holding
of addresses, or social networking and online activity undertaken within the context of such
activities. However, this Regulation applies to controllers or processors which provide the means for
processing personal data for such personal or household activities.

(19) The protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security and the free movement of such data, is the subject of a
specific Union legal act. This Regulation should not, therefore, apply to processing activities for those
purposes. However, personal data processed by public authorities under this Regulation should,
when used for those purposes, be governed by a more specific Union legal act, namely Directive (EU)
2016/680 of the European Parliament and of the Council. Member States may entrust competent
authorities within the meaning of Directive (EU) 2016/680 with tasks which are not necessarily
carried out for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and prevention of
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threats to public security, so that the processing of personal data for those other purposes, in so far
as it is within the scope of Union law, falls within the scope of this Regulation.

With regard to the processing of personal data by those competent authorities for purposes falling
within scope of this Regulation, Member States should be able to maintain or introduce more
specific provisions to adapt the application of the rules of this Regulation. Such provisions may
determine more precisely specific requirements for the processing of personal data by those
competent authorities for those other purposes, taking into account the constitutional,
organisational and administrative structure of the respective Member State. When the processing of
personal data by private bodies falls within the scope of this Regulation, this Regulation should
provide for the possibility for Member States under specific conditions to restrict by law certain
obligations and rights when such a restriction constitutes a necessary and proportionate measure in
a democratic society to safeguard specific important interests including public security and the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of threats to public security. This is
relevant for instance in the framework of anti-money laundering or the activities of forensic
laboratories.

(20) While this Regulation applies, inter alia, to the activities of courts and other judicial authorities,
Union or Member State law could specify the processing operations and processing procedures in
relation to the processing of personal data by courts and other judicial authorities. The competence
of the supervisory authorities should not cover the processing of personal data when courts are
acting in their judicial capacity, in order to safeguard the independence of the judiciary in the
performance of its judicial tasks, including decision-making. It should be possible to entrust
supervision of such data processing operations to specific bodies within the judicial system of the
Member State, which should, in particular ensure compliance with the rules of this Regulation,
enhance awareness among members of the judiciary of their obligations under this Regulation and
handle complaints in relation to such data processing operations.

(21) This Regulation is without prejudice to the application of Directive 2000/31/EC of the European
Parliament and of the Council, in particular of the liability rules of intermediary service providers in
Articles 12 to 15 of that Directive. That Directive seeks to contribute to the proper functioning of the
internal market by ensuring the free movement of information society services between Member
States.
(27) This Regulation does not apply to the personal data of deceased persons. Member States may
provide for rules regarding the processing of personal data of deceased persons.
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Article 3 - Territorial scope
1. This Regulation applies to the processing of personal data in the context of the activities of an
establishment of a controller or a processor in the Union, regardless of whether the processing takes
place in the Union or not.

2. This Regulation applies to the processing of personal data of data subjects who are in the Union
by a controller or processor not established in the Union, where the processing activities are related
to:
(a) the offering of goods or services, irrespective of whether a payment of the data subject is
required, to such data subjects in the Union; or
(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.

3. This Regulation applies to the processing of personal data by a controller not established in the
Union, but in a place where Member State law applies by virtue of public international law.

Recitals
(22) Any processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Union should be carried out in accordance with this Regulation,
regardless of whether the processing itself takes place within the Union. Establishment implies the
effective and real exercise of activity through stable arrangements. The legal form of such
arrangements, whether through a branch or a subsidiary with a legal personality, is not the
determining factor in that respect.

(23) In order to ensure that natural persons are not deprived of the protection to which they are
entitled under this Regulation, the processing of personal data of data subjects who are in the Union
by a controller or a processor not established in the Union should be subject to this Regulation
where the processing activities are related to offering goods or services to such data subjects
irrespective of whether connected to a payment. In order to determine whether such a controller or
processor is offering goods or services to data subjects who are in the Union, it should be
ascertained whether it is apparent that the controller or processor envisages offering services to
data subjects in one or more Member States in the Union. Whereas the mere accessibility of the
controller's, processor's or an intermediary's website in the Union, of an email address or of other
contact details, or the use of a language generally used in the third country where the controller is
established, is insufficient to ascertain such intention, factors such as the use of a language or a
currency generally used in one or more Member States with the possibility of ordering goods and
services in that other language, or the mentioning of customers or users who are in the Union, may
make it apparent that the controller envisages offering goods or services to data subjects in the
Union.

(24) The processing of personal data of data subjects who are in the Union by a controller or
processor not established in the Union should also be subject to this Regulation when it is related to
the monitoring of the behaviour of such data subjects in so far as their behaviour takes place within
the Union. In order to determine whether a processing activity can be considered to monitor the
Page 17 of 422

behaviour of data subjects, it should be ascertained whether natural persons are tracked on the
internet including potential subsequent use of personal data processing techniques which consist of
profiling a natural person, particularly in order to take decisions concerning her or him or for
analysing or predicting her or his personal preferences, behaviours and attitudes.

(25) Where Member State law applies by virtue of public international law, this Regulation should
also apply to a controller not established in the Union, such as in a Member State's diplomatic
mission or consular post.

Page 18 of 422

Article 4 - Definitions
For the purposes of this Regulation:
(1) ‘personal data’ means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;
(2) ‘processing’ means any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, restriction,
erasure or destruction;
(3) ‘restriction of processing’ means the marking of stored personal data with the aim of limiting
their processing in the future;
(4) ‘profiling’ means any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person, in particular to
analyse or predict aspects concerning that natural person's performance at work, economic
situation, health, personal preferences, interests, reliability, behaviour, location or movements;
(5) ‘pseudonymisation’ means the processing of personal data in such a manner that the personal
data can no longer be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person;
(6) ‘filing system’ means any structured set of personal data which are accessible according to
specific criteria, whether centralised, decentralised or dispersed on a functional or geographical
basis;
(7) ‘controller’ means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal data;
where the purposes and means of such processing are determined by Union or Member State law,
the controller or the specific criteria for its nomination may be provided for by Union or Member
State law;
(8) ‘processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;
(9) ‘recipient’ means a natural or legal person, public authority, agency or another body, to which
the personal data are disclosed, whether a third party or not. However, public authorities which may
receive personal data in the framework of a particular inquiry in accordance with Union or Member
State law shall not be regarded as recipients; the processing of those data by those public authorities
shall be in compliance with the applicable data protection rules according to the purposes of the
processing;
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(10) ‘third party’ means a natural or legal person, public authority, agency or body other than the
data subject, controller, processor and persons who, under the direct authority of the controller or
processor, are authorised to process personal data;
(11) ‘consent’ of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her;
(12) ‘personal data breach’ means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted,
stored or otherwise processed;
(13) ‘genetic data’ means personal data relating to the inherited or acquired genetic characteristics
of a natural person which give unique information about the physiology or the health of that natural
person and which result, in particular, from an analysis of a biological sample from the natural
person in question;
(14) ‘biometric data’ means personal data resulting from specific technical processing relating to the
physical, physio- logical or behavioural characteristics of a natural person, which allow or confirm
the unique identification of that natural person, such as facial images or dactyloscopic data;
(15) ‘data concerning health’ means personal data related to the physical or mental health of a
natural person, including the provision of health care services, which reveal information about his or
her health status;
(16) ‘main establishment’ means:
(a) as regards a controller with establishments in more than one Member State, the place of its
central administration in the Union, unless the decisions on the purposes and means of the
processing of personal data are taken in another establishment of the controller in the
Union and the latter establishment has the power to have such decisions implemented, in
which case the establishment having taken such decisions is to be considered to be the main
establishment;
(b) as regards a processor with establishments in more than one Member State, the place of its
central administration in the Union, or, if the processor has no central administration in the
Union, the establishment of the processor in the Union where the main processing activities
in the context of the activities of an establishment of the processor take place to the extent
that the processor is subject to specific obligations under this Regulation;
(17) ‘representative’ means a natural or legal person established in the Union who, designated by
the controller or processor in writing pursuant to Article 27, represents the controller or processor
with regard to their respective obligations under this Regulation;
(18) ‘enterprise’ means a natural or legal person engaged in an economic activity, irrespective of its
legal form, including partnerships or associations regularly engaged in an economic activity;
(19) ‘group of undertakings’ means a controlling undertaking and its controlled undertakings;
(20) ‘binding corporate rules’ means personal data protection policies which are adhered to by a
controller or processor established on the territory of a Member State for transfers or a set of
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transfers of personal data to a controller or processor in one or more third countries within a group
of undertakings, or group of enterprises engaged in a joint economic activity;
(21) ‘supervisory authority’ means an independent public authority which is established by a
Member State pursuant to Article 51;
(22) ‘supervisory authority concerned’ means a supervisory authority which is concerned by the
processing of personal data because:
(a) the controller or processor is established on the territory of the Member State of that
supervisory authority;
(b) data subjects residing in the Member State of that supervisory authority are substantially
affected or likely to be substantially affected by the processing; or
(c) a complaint has been lodged with that supervisory authority;
(23) ‘cross-border processing’ means either:
(a) processing of personal data which takes place in the context of the activities of
establishments in more than one Member State of a controller or processor in the Union
where the controller or processor is established in more than one Member State; or
(b) processing of personal data which takes place in the context of the activities of a single
establishment of a controller or processor in the Union but which substantially affects or is
likely to substantially affect data subjects in more than one Member State.
(24) ‘relevant and reasoned objection’ means an objection to a draft decision as to whether there is
an infringement of this Regulation, or whether envisaged action in relation to the controller or
processor complies with this Regulation, which clearly demonstrates the significance of the risks
posed by the draft decision as regards the fundamental rights and freedoms of data subjects and,
where applicable, the free flow of personal data within the Union;
(25) ‘information society service’ means a service as defined in point (b) of Article 1(1) of Directive
(EU) 2015/1535 of the European Parliament and of the Council (1);
(26) ‘international organisation’ means an organisation and its subordinate bodies governed by
public international law, or any other body which is set up by, or on the basis of, an agreement
between two or more countries.

Recitals
(15) In order to prevent creating a serious risk of circumvention, the protection of natural persons
should be technologically neutral and should not depend on the techniques used. The protection of
natural persons should apply to the processing of personal data by automated means, as well as to
manual processing, if the personal data are contained or are intended to be contained in a filing
system. Files or sets of files, as well as their cover pages, which are not structured according to
specific criteria should not fall within the scope of this Regulation.
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(24) The processing of personal data of data subjects who are in the Union by a controller or
processor not established in the Union should also be subject to this Regulation when it is related to
the monitoring of the behaviour of such data subjects in so far as their behaviour takes place within
the Union. In order to determine whether a processing activity can be considered to monitor the
behaviour of data subjects, it should be ascertained whether natural persons are tracked on the
internet including potential subsequent use of personal data processing techniques which consist of
profiling a natural person, particularly in order to take decisions concerning her or him or for
analysing or predicting her or his personal preferences, behaviours and attitudes.

(26) The principles of data protection should apply to any information concerning an identified or
identifiable natural person. Personal data which have undergone pseudonymisation, which could be
attributed to a natural person by the use of additional information should be considered to be
information on an identifiable natural person. To determine whether a natural person is identifiable,
account should be taken of all the means reasonably likely to be used, such as singling out, either by
the controller or by another person to identify the natural person directly or indirectly. To ascertain
whether means are reasonably likely to be used to identify the natural person, account should be
taken of all objective factors, such as the costs of and the amount of time required for identification,
taking into consideration the available technology at the time of the processing and technological
developments. The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable natural person
or to personal data rendered anonymous in such a manner that the data subject is not or no longer
identifiable. This Regulation does not therefore concern the processing of such anonymous
information, including for statistical or research purposes.

(27) This Regulation does not apply to the personal data of deceased persons. Member States may
provide for rules regarding the processing of personal data of deceased persons.

(28) The application of pseudonymisation to personal data can reduce the risks to the data subjects
concerned and help controllers and processors to meet their data-protection obligations. The
explicit introduction of ‘pseudonymisation’ in this Regulation is not intended to preclude any other
measures of data protection.

(29) In order to create incentives to apply pseudonymisation when processing personal data,
measures of pseudonymisation should, whilst allowing general analysis, be possible within the same
controller when that controller has taken technical and organisational measures necessary to
ensure, for the processing concerned, that this Regulation is implemented, and that additional
information for attributing the personal data to a specific data subject is kept separately. The
controller processing the personal data should indicate the authorised persons within the same
controller.

(30) Natural persons may be associated with online identifiers provided by their devices,
applications, tools and protocols, such as internet protocol addresses, cookie identifiers or other
identifiers such as radio frequency identification tags. This may leave traces which, in particular
when combined with unique identifiers and other information received by the servers, may be used
to create profiles of the natural persons and identify them.

Page 22 of 422

(31) Public authorities to which personal data are disclosed in accordance with a legal obligation for
the exercise of their official mission, such as tax and customs authorities, financial investigation
units, independent administrative authorities, or financial market authorities responsible for the
regulation and supervision of securities markets should not be regarded as recipients if they receive
personal data which are necessary to carry out a particular inquiry in the general interest, in
accordance with Union or Member State law. The requests for disclosure sent by the public
authorities should always be in writing, reasoned and occasional and should not concern the entirety
of a filing system or lead to the interconnection of filing systems. The processing of personal data by
those public authorities should comply with the applicable data-protection rules according to the
purposes of the processing.

(34) Genetic data should be defined as personal data relating to the inherited or acquired genetic
characteristics of a natural person which result from the analysis of a biological sample from the
natural person in question, in particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic
acid (RNA) analysis, or from the analysis of another element enabling equivalent information to be
obtained.

(35) Personal data concerning health should include all data pertaining to the health status of a data
subject which reveal information relating to the past, current or future physical or mental health
status of the data subject. This includes information about the natural person collected in the course
of the registration for, or the provision of, health care services as referred to in Directive 2011/24/EU
of the European Parliament and of the Council to that natural person; a number, symbol or
particular assigned to a natural person to uniquely identify the natural person for health purposes;
information derived from the testing or examination of a body part or bodily substance, including
from genetic data and biological samples; and any information on, for example, a disease, disability,
disease risk, medical history, clinical treatment or the physiological or biomedical state of the data
subject independent of its source, for example from a physician or other health professional, a
hospital, a medical device or an in vitro diagnostic test.

(36) The main establishment of a controller in the Union should be the place of its central
administration in the Union, unless the decisions on the purposes and means of the processing of
personal data are taken in another establishment of the controller in the Union, in which case that
other establishment should be considered to be the main establishment. The main establishment of
a controller in the Union should be determined according to objective criteria and should imply the
effective and real exercise of management activities determining the main decisions as to the
purposes and means of processing through stable arrangements. That criterion should not depend
on whether the processing of personal data is carried out at that location. The presence and use of
technical means and technologies for processing personal data or processing activities do not, in
themselves, constitute a main establishment and are therefore not determining criteria for a main
establishment. The main establishment of the processor should be the place of its central
administration in the Union or, if it has no central administration in the Union, the place where the
main processing activities take place in the Union. In cases involving both the controller and the
processor, the competent lead supervisory authority should remain the supervisory authority of the
Member State where the controller has its main establishment, but the supervisory authority of the
processor should be considered to be a supervisory authority concerned and that supervisory
authority should participate in the cooperation procedure provided for by this Regulation. In any
case, the supervisory authorities of the Member State or Member States where the processor has
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one or more establishments should not be considered to be supervisory authorities concerned
where the draft decision concerns only the controller. Where the processing is carried out by a
group of undertakings, the main establishment of the controlling undertaking should be considered
to be the main establishment of the group of undertakings, except where the purposes and means
of processing are determined by another undertaking.

(37) A group of undertakings should cover a controlling undertaking and its controlled undertakings,
whereby the controlling undertaking should be the undertaking which can exert a dominant
influence over the other undertakings by virtue, for example, of ownership, financial participation or
the rules which govern it or the power to have personal data protection rules implemented. An
undertaking which controls the processing of personal data in undertakings affiliated to it should be
regarded, together with those undertakings, as a group of undertakings.

(41) Where this Regulation refers to a legal basis or a legislative measure, this does not necessarily
require a legislative act adopted by a parliament, without prejudice to requirements pursuant to the
constitutional order of the Member State concerned. However, such a legal basis or legislative
measure should be clear and precise and its application should be foreseeable to persons subject to
it, in accordance with the case-law of the Court of Justice of the European Union (the ‘Court of
Justice’) and the European Court of Human Rights.
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CHAPTER II – Principles
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Article 5 - Principles relating to processing of personal data
1. Personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);
(b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with the initial purposes
(‘purpose limitation’);
(c) adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’);
(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’);
(e) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the appropriate technical and
organisational measures required by this Regulation in order to safeguard the rights and
freedoms of the data subject (‘storage limitation’);
(f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures (‘integrity
and confidentiality’).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1
(‘accountability’).

Recitals
(39) Any processing of personal data should be lawful and fair. It should be transparent to natural
persons that personal data concerning them are collected, used, consulted or otherwise processed
and to what extent the personal data are or will be processed. The principle of transparency requires
that any information and communication relating to the processing of those personal data be easily
accessible and easy to understand, and that clear and plain language be used. That principle
concerns, in particular, information to the data subjects on the identity of the controller and the
purposes of the processing and further information to ensure fair and transparent processing in
respect of the natural persons concerned and their right to obtain confirmation and communication
of personal data concerning them which are being processed. Natural persons should be made
aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to
exercise their rights in relation to such processing. In particular, the specific purposes for which
personal data are processed should be explicit and legitimate and determined at the time of the
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collection of the personal data. The personal data should be adequate, relevant and limited to what
is necessary for the purposes for which they are processed. This requires, in particular, ensuring that
the period for which the personal data are stored is limited to a strict minimum. Personal data
should be processed only if the purpose of the processing could not reasonably be fulfilled by other
means. In order to ensure that the personal data are not kept longer than necessary, time limits
should be established by the controller for erasure or for a periodic review. Every reasonable step
should be taken to ensure that personal data which are inaccurate are rectified or deleted. Personal
data should be processed in a manner that ensures appropriate security and confidentiality of the
personal data, including for preventing unauthorised access to or use of personal data and the
equipment used for the processing.
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Article 6 - Lawfulness of processing

1. Processing shall be lawful only if and to the extent that at least one of the following applies:
(a) the data subject has given consent to the processing of his or her personal data for one or more
specific purposes;
(b) processing is necessary for the performance of a contract to which the data subject is party or in
order to take steps at the request of the data subject prior to entering into a contract;
(c) processing is necessary for compliance with a legal obligation to which the controller is subject;
(d) processing is necessary in order to protect the vital interests of the data subject or of another
natural person;
(e) processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;
(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or
by a third party, except where such interests are overridden by the interests or fundamental rights
and freedoms of the data subject which require protection of personal data, in particular where the
data subject is a child.
Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in
the performance of their tasks.

2. Member States may maintain or introduce more specific provisions to adapt the application of the
rules of this Regulation with regard to processing for compliance with points (c) and (e) of paragraph
1 by determining more precisely specific requirements for the processing and other measures to
ensure lawful and fair processing including for other specific processing situations as provided for in
Chapter IX.

3. The basis for the processing referred to in point (c) and (e) of paragraph 1 shall be laid down by:
(a) Union law; or
(b) Member State law to which the controller is subject.
The purpose of the processing shall be determined in that legal basis or, as regards the processing
referred to in point (e) of paragraph 1, shall be necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the controller. That legal basis may
contain specific provisions to adapt the application of rules of this Regulation, inter alia: the general
conditions governing the lawfulness of processing by the controller; the types of data which are
subject to the processing; the data subjects concerned; the entities to, and the purposes for which,
the personal data may be disclosed; the purpose limitation; storage periods; and processing
operations and processing procedures, including measures to ensure lawful and fair processing such
as those for other specific processing situations as provided for in Chapter IX. The Union or the
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Member State law shall meet an objective of public interest and be proportionate to the legitimate
aim pursued.

4. Where the processing for a purpose other than that for which the personal data have been
collected is not based on the data subject's consent or on a Union or Member State law which
constitutes a necessary and proportionate measure in a democratic society to safeguard the
objectives referred to in Article 23(1), the controller shall, in order to ascertain whether processing
for another purpose is compatible with the purpose for which the personal data are initially
collected, take into account, inter alia:
(a) any link between the purposes for which the personal data have been collected and the
purposes of the intended further processing;
(b) the context in which the personal data have been collected, in particular regarding the
relationship between data subjects and the controller;
(c) the nature of the personal data, in particular whether special categories of personal data are
processed, pursuant to Article 9, or whether personal data related to criminal convictions
and offences are processed, pursuant to Article 10;
(d) the possible consequences of the intended further processing for data subjects;
(e) the existence of appropriate safeguards, which may include encryption or
pseudonymisation.

Recitals
(39) Any processing of personal data should be lawful and fair. It should be transparent to natural
persons that personal data concerning them are collected, used, consulted or otherwise processed
and to what extent the personal data are or will be processed. The principle of transparency requires
that any information and communication relating to the processing of those personal data be easily
accessible and easy to understand, and that clear and plain language be used. That principle
concerns, in particular, information to the data subjects on the identity of the controller and the
purposes of the processing and further information to ensure fair and transparent processing in
respect of the natural persons concerned and their right to obtain confirmation and communication
of personal data concerning them which are being processed. Natural persons should be made
aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to
exercise their rights in relation to such processing. In particular, the specific purposes for which
personal data are processed should be explicit and legitimate and determined at the time of the
collection of the personal data. The personal data should be adequate, relevant and limited to what
is necessary for the purposes for which they are processed. This requires, in particular, ensuring that
the period for which the personal data are stored is limited to a strict minimum. Personal data
should be processed only if the purpose of the processing could not reasonably be fulfilled by other
means. In order to ensure that the personal data are not kept longer than necessary, time limits
should be established by the controller for erasure or for a periodic review. Every reasonable step
should be taken to ensure that personal data which are inaccurate are rectified or deleted. Personal
data should be processed in a manner that ensures appropriate security and confidentiality of the
personal data, including for preventing unauthorised access to or use of personal data and the
equipment used for the processing.
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(40) In order for processing to be lawful, personal data should be processed on the basis of the
consent of the data subject concerned or some other legitimate basis, laid down by law, either in
this Regulation or in other Union or Member State law as referred to in this Regulation, including the
necessity for compliance with the legal obligation to which the controller is subject or the necessity
for the performance of a contract to which the data subject is party or in order to take steps at the
request of the data subject prior to entering into a contract.

(41) Where this Regulation refers to a legal basis or a legislative measure, this does not necessarily
require a legislative act adopted by a parliament, without prejudice to requirements pursuant to the
constitutional order of the Member State concerned. However, such a legal basis or legislative
measure should be clear and precise and its application should be foreseeable to persons subject to
it, in accordance with the case-law of the Court of Justice of the European Union (the ‘Court of
Justice’) and the European Court of Human Rights.

(42) Where processing is based on the data subject's consent, the controller should be able to
demonstrate that the data subject has given consent to the processing operation. In particular in the
context of a written declaration on another matter, safeguards should ensure that the data subject
is aware of the fact that and the extent to which consent is given. In accordance with Council
Directive 93/13/EEC a declaration of consent pre-formulated by the controller should be provided in
an intelligible and easily accessible form, using clear and plain language and it should not contain
unfair terms. For consent to be informed, the data subject should be aware at least of the identity of
the controller and the purposes of the processing for which the personal data are intended. Consent
should not be regarded as freely given if the data subject has no genuine or free choice or is unable
to refuse or withdraw consent without detriment.

(43) In order to ensure that consent is freely given, consent should not provide a valid legal ground
for the processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller, in particular where the controller is a public authority and it is
therefore unlikely that consent was freely given in all the circumstances of that specific situation.
Consent is presumed not to be freely given if it does not allow separate consent to be given to
different personal data processing operations despite it being appropriate in the individual case, or if
the performance of a contract, including the provision of a service, is dependent on the consent
despite such consent not being necessary for such performance.

(44) Processing should be lawful where it is necessary in the context of a contract or the intention to
enter into a contract.

(45) Where processing is carried out in accordance with a legal obligation to which the controller is
subject or where processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority, the processing should have a basis in Union or
Member State law. This Regulation does not require a specific law for each individual processing. A
law as a basis for several processing operations based on a legal obligation to which the controller is
subject or where processing is necessary for the performance of a task carried out in the public
interest or in the exercise of an official authority may be sufficient. It should also be for Union or
Member State law to determine the purpose of processing. Furthermore, that law could specify the
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general conditions of this Regulation governing the lawfulness of personal data processing, establish
specifications for determining the controller, the type of personal data which are subject to the
processing, the data subjects concerned, the entities to which the personal data may be disclosed,
the purpose limitations, the storage period and other measures to ensure lawful and fair processing.
It should also be for Union or Member State law to determine whether the controller performing a
task carried out in the public interest or in the exercise of official authority should be a public
authority or another natural or legal person governed by public law, or, where it is in the public
interest to do so, including for health purposes such as public health and social protection and the
management of health care services, by private law, such as a professional association.

(46) The processing of personal data should also be regarded to be lawful where it is necessary to
protect an interest which is essential for the life of the data subject or that of another natural
person. Processing of personal data based on the vital interest of another natural person should in
principle take place only where the processing cannot be manifestly based on another legal basis.
Some types of processing may serve both important grounds of public interest and the vital interests
of the data subject as for instance when processing is necessary for humanitarian purposes,
including for monitoring epidemics and their spread or in situations of humanitarian emergencies, in
particular in situations of natural and man-made disasters.

(47) The legitimate interests of a controller, including those of a controller to which the personal
data may be disclosed, or of a third party, may provide a legal basis for processing, provided that the
interests or the fundamental rights and freedoms of the data subject are not overriding, taking into
consideration the reasonable expectations of data subjects based on their relationship with the
controller. Such legitimate interest could exist for example where there is a relevant and appropriate
relationship between the data subject and the controller in situations such as where the data subject
is a client or in the service of the controller. At any rate the existence of a legitimate interest would
need careful assessment including whether a data subject can reasonably expect at the time and in
the context of the collection of the personal data that processing for that purpose may take place.
The interests and fundamental rights of the data subject could in particular override the interest of
the data controller where personal data are processed in circumstances where data subjects do not
reasonably expect further processing. Given that it is for the legislator to provide by law for the legal
basis for public authorities to process personal data, that legal basis should not apply to the
processing by public authorities in the performance of their tasks. The processing of personal data
strictly necessary for the purposes of preventing fraud also constitutes a legitimate interest of the
data controller concerned. The processing of personal data for direct marketing purposes may be
regarded as carried out for a legitimate interest.

(48) Controllers that are part of a group of undertakings or institutions affiliated to a central body
may have a legitimate interest in transmitting personal data within the group of undertakings for
internal administrative purposes, including the processing of clients' or employees' personal data.
The general principles for the transfer of personal data, within a group of undertakings, to an
undertaking located in a third country remain unaffected.

(49) The processing of personal data to the extent strictly necessary and proportionate for the
purposes of ensuring network and information security, i.e. the ability of a network or an
information system to resist, at a given level of confidence, accidental events or unlawful or
malicious actions that compromise the availability, authenticity, integrity and confidentiality of
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stored or transmitted personal data, and the security of the related services offered by, or accessible
via, those networks and systems, by public authorities, by computer emergency response teams
(CERTs), computer security incident response teams (CSIRTs), by providers of electronic
communications networks and services and by providers of security technologies and services,
constitutes a legitimate interest of the data controller concerned. This could, for example, include
preventing unauthorised access to electronic communications networks and malicious code
distribution and stopping ‘denial of service’ attacks and damage to computer and electronic
communication systems.

(50) The processing of personal data for purposes other than those for which the personal data were
initially collected should be allowed only where the processing is compatible with the purposes for
which the personal data were initially collected. In such a case, no legal basis separate from that
which allowed the collection of the personal data is required. If the processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller, Union or Member State law may determine and specify the tasks and purposes for
which the further processing should be regarded as compatible and lawful. Further processing for
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes should be considered to be compatible lawful processing operations. The legal basis
provided by Union or Member State law for the processing of personal data may also provide a legal
basis for further processing. In order to ascertain whether a purpose of further processing is
compatible with the purpose for which the personal data are initially collected, the controller, after
having met all the requirements for the lawfulness of the original processing, should take into
account, inter alia: any link between those purposes and the purposes of the intended further
processing; the context in which the personal data have been collected, in particular the reasonable
expectations of data subjects based on their relationship with the controller as to their further use;
the nature of the personal data; the consequences of the intended further processing for data
subjects; and the existence of appropriate safeguards in both the original and intended further
processing operations.
Where the data subject has given consent or the processing is based on Union or Member State law
which constitutes a necessary and proportionate measure in a democratic society to safeguard, in
particular, important objectives of general public interest, the controller should be allowed to
further process the personal data irrespective of the compatibility of the purposes. In any case, the
application of the principles set out in this Regulation and in particular the information of the data
subject on those other purposes and on his or her rights including the right to object, should be
ensured. Indicating possible criminal acts or threats to public security by the controller and
transmitting the relevant personal data in individual cases or in several cases relating to the same
criminal act or threats to public security to a competent authority should be regarded as being in the
legitimate interest pursued by the controller. However, such transmission in the legitimate interest
of the controller or further processing of personal data should be prohibited if the processing is not
compatible with a legal, professional or other binding obligation of secrecy.

(171) Directive 95/46/EC should be repealed by this Regulation. Processing already under way on the
date of application of this Regulation should be brought into conformity with this Regulation within
the period of two years after which this Regulation enters into force. Where processing is based on
consent pursuant to Directive 95/46/EC, it is not necessary for the data subject to give his or her
consent again if the manner in which the consent has been given is in line with the conditions of this
Regulation, so as to allow the controller to continue such processing after the date of application of
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this Regulation. Commission decisions adopted and authorisations by supervisory authorities based
on Directive 95/46/EC remain in force until amended, replaced or repealed.
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Article 7 - Conditions for consent

1. Where processing is based on consent, the controller shall be able to demonstrate that the data
subject has consented to processing of his or her personal data.

2. If the data subject's consent is given in the context of a written declaration which also concerns
other matters, the request for consent shall be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily accessible form, using clear and
plain language. Any part of such a declaration which constitutes an infringement of this Regulation
shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. The withdrawal
of consent shall not affect the lawfulness of processing based on consent before its withdrawal. Prior
to giving consent, the data subject shall be informed thereof. It shall be as easy to withdraw as to
give consent.

4. When assessing whether consent is freely given, utmost account shall be taken of whether, inter
alia the performance of a contract, including the provision of a service, is conditional on consent to
the processing of personal data that is not necessary for the performance of that contract.

Recitals
(32) Consent should be given by a clear affirmative act establishing a freely given, specific, informed
and unambiguous indication of the data subject's agreement to the processing of personal data
relating to him or her, such as by a written statement, including by electronic means, or an oral
statement. This could include ticking a box when visiting an internet website, choosing technical
settings for information society services or another statement or conduct which clearly indicates in
this context the data subject's acceptance of the proposed processing of his or her personal data.
Silence, pre-ticked boxes or inactivity should not therefore constitute consent. Consent should cover
all processing activities carried out for the same purpose or purposes. When the processing has
multiple purposes, consent should be given for all of them. If the data subject's consent is to be
given following a request by electronic means, the request must be clear, concise and not
unnecessarily disruptive to the use of the service for which it is provided.

(33) It is often not possible to fully identify the purpose of personal data processing for scientific
research purposes at the time of data collection. Therefore, data subjects should be allowed to give
their consent to certain areas of scientific research when in keeping with recognised ethical
standards for scientific research. Data subjects should have the opportunity to give their consent
only to certain areas of research or parts of research projects to the extent allowed by the intended
purpose.

(42) Where processing is based on the data subject's consent, the controller should be able to
demonstrate that the data subject has given consent to the processing operation. In particular in the
context of a written declaration on another matter, safeguards should ensure that the data subject
is aware of the fact that and the extent to which consent is given. In accordance with Council
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Directive 93/13/EEC a declaration of consent pre-formulated by the controller should be provided in
an intelligible and easily accessible form, using clear and plain language and it should not contain
unfair terms. For consent to be informed, the data subject should be aware at least of the identity of
the controller and the purposes of the processing for which the personal data are intended. Consent
should not be regarded as freely given if the data subject has no genuine or free choice or is unable
to refuse or withdraw consent without detriment.

(43) In order to ensure that consent is freely given, consent should not provide a valid legal ground
for the processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller, in particular where the controller is a public authority and it is
therefore unlikely that consent was freely given in all the circumstances of that specific situation.
Consent is presumed not to be freely given if it does not allow separate consent to be given to
different personal data processing operations despite it being appropriate in the individual case, or if
the performance of a contract, including the provision of a service, is dependent on the consent
despite such consent not being necessary for such performance.
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Article 8 - Conditions applicable to child's consent in relation to information society services

1. Where point (a) of Article 6(1) applies, in relation to the offer of information society services
directly to a child, the processing of the personal data of a child shall be lawful where the child is at
least 16 years old. Where the child is below the age of 16 years, such processing shall be lawful only
if and to the extent that consent is given or authorised by the holder of parental responsibility over
the child.

2. The controller shall make reasonable efforts to verify in such cases that consent is given or
authorised by the holder of parental responsibility over the child, taking into consideration available
technology.

3. Paragraph 1 shall not affect the general contract law of Member States such as the rules on the
validity, formation or effect of a contract in relation to a child.

Recitals
(38) Children merit specific protection with regard to their personal data, as they may be less aware
of the risks, consequences and safeguards concerned and their rights in relation to the processing of
personal data. Such specific protection should, in particular, apply to the use of personal data of
children for the purposes of marketing or creating personality or user profiles and the collection of
personal data with regard to children when using services offered directly to a child. The consent of
the holder of parental responsibility should not be necessary in the context of preventive or
counselling services offered directly to a child.
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Article 9 - Processing of special categories of personal data

1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data
for the purpose of uniquely identifying a natural person, data concerning health or data concerning a
natural person's sex life or sexual orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies:
(a) the data subject has given explicit consent to the processing of those personal data for one
or more specified purposes, except where Union or Member State law provide that the
prohibition referred to in paragraph 1 may not be lifted by the data subject;
(b) processing is necessary for the purposes of carrying out the obligations and exercising
specific rights of the controller or of the data subject in the field of employment and social
security and social protection law in so far as it is authorised by Union or Member State law
or a collective agreement pursuant to Member State law providing for appropriate
safeguards for the fundamental rights and the interests of the data subject;
(c) processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent;
(d) processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit body with a political, philosophical,
religious or trade union aim and on condition that the processing relates solely to the
members or to former members of the body or to persons who have regular contact with it
in connection with its purposes and that the personal data are not disclosed outside that
body without the consent of the data subjects;
(e) processing relates to personal data which are manifestly made public by the data subject;
(f) processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity;
(g) processing is necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject;
(h) processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of
health or social care or treatment or the management of health or social care systems and
services on the basis of Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred to in paragraph 3;
(i) processing is necessary for reasons of public interest in the area of public health, such as
protecting against serious cross-border threats to health or ensuring high standards of
quality and safety of health care and of medicinal products or medical devices, on the basis
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of Union or Member State law which provides for suitable and specific measures to
safeguard the rights and freedoms of the data subject, in particular professional secrecy;
(j) processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.
3. Personal data referred to in paragraph 1 may be processed for the purposes referred to in point
(h) of paragraph 2 when those data are processed by or under the responsibility of a professional
subject to the obligation of professional secrecy under Union or Member State law or rules
established by national competent bodies or by another person also subject to an obligation of
secrecy under Union or Member State law or rules established by national competent bodies.
4. Member States may maintain or introduce further conditions, including limitations, with regard to
the processing of genetic data, biometric data or data concerning health.

Recitals
(46) The processing of personal data should also be regarded to be lawful where it is necessary to
protect an interest which is essential for the life of the data subject or that of another natural
person. Processing of personal data based on the vital interest of another natural person should in
principle take place only where the processing cannot be manifestly based on another legal basis.
Some types of processing may serve both important grounds of public interest and the vital interests
of the data subject as for instance when processing is necessary for humanitarian purposes,
including for monitoring epidemics and their spread or in situations of humanitarian emergencies, in
particular in situations of natural and man-made disasters.

(51) Personal data which are, by their nature, particularly sensitive in relation to fundamental rights
and freedoms merit specific protection as the context of their processing could create significant
risks to the fundamental rights and freedoms. Those personal data should include personal data
revealing racial or ethnic origin, whereby the use of the term ‘racial origin’ in this Regulation does
not imply an acceptance by the Union of theories which attempt to determine the existence of
separate human races. The processing of photographs should not systematically be considered to be
processing of special categories of personal data as they are covered by the definition of biometric
data only when processed through a specific technical means allowing the unique identification or
authentication of a natural person. Such personal data should not be processed, unless processing is
allowed in specific cases set out in this Regulation, taking into account that Member States law may
lay down specific provisions on data protection in order to adapt the application of the rules of this
Regulation for compliance with a legal obligation or for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the controller. In addition to the
specific requirements for such processing, the general principles and other rules of this Regulation
should apply, in particular as regards the conditions for lawful processing. Derogations from the
general prohibition for processing such special categories of personal data should be explicitly
provided, inter alia, where the data subject gives his or her explicit consent or in respect of specific
needs in particular where the processing is carried out in the course of legitimate activities by
certain associations or foundations the purpose of which is to permit the exercise of fundamental
freedoms.
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(52) Derogating from the prohibition on processing special categories of personal data should also
be allowed when provided for in Union or Member State law and subject to suitable safeguards, so
as to protect personal data and other fundamental rights, where it is in the public interest to do so,
in particular processing personal data in the field of employment law, social protection law including
pensions and for health security, monitoring and alert purposes, the prevention or control of
communicable diseases and other serious threats to health. Such a derogation may be made for
health purposes, including public health and the management of health-care services, especially in
order to ensure the quality and cost-effectiveness of the procedures used for settling claims for
benefits and services in the health insurance system, or for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes. A derogation should also allow the
processing of such personal data where necessary for the establishment, exercise or defence of legal
claims, whether in court proceedings or in an administrative or out-of-court procedure.

(53) Special categories of personal data which merit higher protection should be processed for
health-related purposes only where necessary to achieve those purposes for the benefit of natural
persons and society as a whole, in particular in the context of the management of health or social
care services and systems, including processing by the management and central national health
authorities of such data for the purpose of quality control, management information and the general
national and local supervision of the health or social care system, and ensuring continuity of health
or social care and cross-border healthcare or health security, monitoring and alert purposes, or for
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes, based on Union or Member State law which has to meet an objective of public interest, as
well as for studies conducted in the public interest in the area of public health. Therefore, this
Regulation should provide for harmonised conditions for the processing of special categories of
personal data concerning health, in respect of specific needs, in particular where the processing of
such data is carried out for certain health-related purposes by persons subject to a legal obligation of
professional secrecy. Union or Member State law should provide for specific and suitable measures
so as to protect the fundamental rights and the personal data of natural persons. Member States
should be allowed to maintain or introduce further conditions, including limitations, with regard to
the processing of genetic data, biometric data or data concerning health. However, this should not
hamper the free flow of personal data within the Union when those conditions apply to cross-border
processing of such data.

(54) The processing of special categories of personal data may be necessary for reasons of public
interest in the areas of public health without consent of the data subject. Such processing should be
subject to suitable and specific measures so as to protect the rights and freedoms of natural
persons. In that context, ‘public health’ should be interpreted as defined in Regulation (EC) No
1338/2008 of the European Parliament and of the Council, namely all elements related to health,
namely health status, including morbidity and disability, the determinants having an effect on that
health status, health care needs, resources allocated to health care, the provision of, and universal
access to, health care as well as health care expenditure and financing, and the causes of mortality.
Such processing of data concerning health for reasons of public interest should not result in personal
data being processed for other purposes by third parties such as employers or insurance and
banking companies.
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(55) Moreover, the processing of personal data by official authorities for the purpose of achieving
the aims, laid down by constitutional law or by international public law, of officially recognised
religious associations, is carried out on grounds of public interest.

(56) Where in the course of electoral activities, the operation of the democratic system in a Member
State requires that political parties compile personal data on people's political opinions, the
processing of such data may be permitted for reasons of public interest, provided that appropriate
safeguards are established.
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Article 10 - Processing of personal data relating to criminal convictions and offences

Processing of personal data relating to criminal convictions and offences or related security
measures based on Article 6(1) shall be carried out only under the control of official authority or
when the processing is authorised by Union or Member State law providing for appropriate
safeguards for the rights and freedoms of data subjects. Any comprehensive register of criminal
convictions shall be kept only under the control of official authority.

(50) The processing of personal data for purposes other than those for which the personal data were
initially collected should be allowed only where the processing is compatible with the purposes for
which the personal data were initially collected. In such a case, no legal basis separate from that
which allowed the collection of the personal data is required. If the processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller, Union or Member State law may determine and specify the tasks and purposes for
which the further processing should be regarded as compatible and lawful. Further processing for
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes should be considered to be compatible lawful processing operations. The legal basis
provided by Union or Member State law for the processing of personal data may also provide a legal
basis for further processing. In order to ascertain whether a purpose of further processing is
compatible with the purpose for which the personal data are initially collected, the controller, after
having met all the requirements for the lawfulness of the original processing, should take into
account, inter alia: any link between those purposes and the purposes of the intended further
processing; the context in which the personal data have been collected, in particular the reasonable
expectations of data subjects based on their relationship with the controller as to their further use;
the nature of the personal data; the consequences of the intended further processing for data
subjects; and the existence of appropriate safeguards in both the original and intended further
processing operations.
Where the data subject has given consent or the processing is based on Union or Member State law
which constitutes a necessary and proportionate measure in a democratic society to safeguard, in
particular, important objectives of general public interest, the controller should be allowed to
further process the personal data irrespective of the compatibility of the purposes. In any case, the
application of the principles set out in this Regulation and in particular the information of the data
subject on those other purposes and on his or her rights including the right to object, should be
ensured. Indicating possible criminal acts or threats to public security by the controller and
transmitting the relevant personal data in individual cases or in several cases relating to the same
criminal act or threats to public security to a competent authority should be regarded as being in the
legitimate interest pursued by the controller. However, such transmission in the legitimate interest
of the controller or further processing of personal data should be prohibited if the processing is not
compatible with a legal, professional or other binding obligation of secrecy.
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Article 11 - Processing which does not require identification

1. If the purposes for which a controller processes personal data do not or do no longer require the
identification of a data subject by the controller, the controller shall not be obliged to maintain,
acquire or process additional information in order to identify the data subject for the sole purpose of
complying with this Regulation.
2. Where, in cases referred to in paragraph 1 of this Article, the controller is able to demonstrate
that it is not in a position to identify the data subject, the controller shall inform the data subject
accordingly, if possible. In such cases, Articles 15 to 20 shall not apply except where the data subject,
for the purpose of exercising his or her rights under those articles, provides additional information
enabling his or her identification.

Recitals
(57) If the personal data processed by a controller do not permit the controller to identify a natural
person, the data controller should not be obliged to acquire additional information in order to
identify the data subject for the sole purpose of complying with any provision of this Regulation.
However, the controller should not refuse to take additional information provided by the data
subject in order to support the exercise of his or her rights. Identification should include the digital
identification of a data subject, for example through authentication mechanism such as the same
credentials, used by the data subject to log-in to the on-line service offered by the data controller.

(64) The controller should use all reasonable measures to verify the identity of a data subject who
requests access, in particular in the context of online services and online identifiers. A controller
should not retain personal data for the sole purpose of being able to react to potential requests.
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CHAPTER III - Rights of the data subject
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Section 1 - Transparency and modalities
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Article 12 - Transparent information, communication and modalities for the exercise of the
rights of the data subject

1. The controller shall take appropriate measures to provide any information referred to in Articles
13 and 14 and any communication under Articles 15 to 22 and 34 relating to processing to the data
subject in a concise, transparent, intelligible and easily accessible form, using clear and plain
language, in particular for any information addressed specifically to a child. The information shall be
provided in writing, or by other means, including, where appropriate, by electronic means. When
requested by the data subject, the information may be provided orally, provided that the identity of
the data subject is proven by other means.

2. The controller shall facilitate the exercise of data subject rights under Articles 15 to 22. In the
cases referred to in Article 11(2), the controller shall not refuse to act on the request of the data
subject for exercising his or her rights under Articles 15 to 22, unless the controller demonstrates
that it is not in a position to identify the data subject.

3. The controller shall provide information on action taken on a request under Articles 15 to 22 to
the data subject without undue delay and in any event within one month of receipt of the request.
That period may be extended by two further months where necessary, taking into account the
complexity and number of the requests. The controller shall inform the data subject of any such
extension within one month of receipt of the request, together with the reasons for the delay.
Where the data subject makes the request by electronic form means, the information shall be
provided by electronic means where possible, unless otherwise requested by the data subject.

4. If the controller does not take action on the request of the data subject, the controller shall inform
the data subject without delay and at the latest within one month of receipt of the request of the
reasons for not taking action and on the possibility of lodging a complaint with a supervisory
authority and seeking a judicial remedy.

5. Information provided under Articles 13 and 14 and any communication and any actions taken
under Articles 15 to 22 and 34 shall be provided free of charge. Where requests from a data subject
are manifestly unfounded or excessive, in particular because of their repetitive character, the
controller may either:
(a) charge a reasonable fee taking into account the administrative costs of providing the
information or communication or taking the action requested; or
(b) refuse to act on the request.
The controller shall bear the burden of demonstrating the manifestly unfounded or excessive
character of the request.

6. Without prejudice to Article 11, where the controller has reasonable doubts concerning the
identity of the natural person making the request referred to in Articles 15 to 21, the controller may
request the provision of additional information necessary to confirm the identity of the data subject.
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7. The information to be provided to data subjects pursuant to Articles 13 and 14 may be provided in
combination with standardised icons in order to give in an easily visible, intelligible and clearly
legible manner a meaningful overview of the intended processing. Where the icons are presented
electronically they shall be machine-readable.

8. The Commission shall be empowered to adopt delegated acts in accordance with Article 92 for the
purpose of determining the information to be presented by the icons and the procedures for
providing standardised icons.

Recitals
(58) The principle of transparency requires that any information addressed to the public or to the
data subject be concise, easily accessible and easy to understand, and that clear and plain language
and, additionally, where appropriate, visualisation be used. Such information could be provided in
electronic form, for example, when addressed to the public, through a website. This is of particular
relevance in situations where the proliferation of actors and the technological complexity of practice
make it difficult for the data subject to know and understand whether, by whom and for what
purpose personal data relating to him or her are being collected, such as in the case of online
advertising. Given that children merit specific protection, any information and communication,
where processing is addressed to a child, should be in such a clear and plain language that the child
can easily understand.
(59) Modalities should be provided for facilitating the exercise of the data subject's rights under this
Regulation, including mechanisms to request and, if applicable, obtain, free of charge, in particular,
access to and rectification or erasure of personal data and the exercise of the right to object. The
controller should also provide means for requests to be made electronically, especially where
personal data are processed by electronic means. The controller should be obliged to respond to
requests from the data subject without undue delay and at the latest within one month and to give
reasons where the controller does not intend to comply with any such requests.

(60) The principles of fair and transparent processing require that the data subject be informed of
the existence of the processing operation and its purposes. The controller should provide the data
subject with any further information necessary to ensure fair and transparent processing taking into
account the specific circumstances and context in which the personal data are processed.
Furthermore, the data subject should be informed of the existence of profiling and the
consequences of such profiling. Where the personal data are collected from the data subject, the
data subject should also be informed whether he or she is obliged to provide the personal data and
of the consequences, where he or she does not provide such data. That information may be
provided in combination with standardised icons in order to give in an easily visible, intelligible and
clearly legible manner, a meaningful overview of the intended processing. Where the icons are
presented electronically, they should be machine-readable.

(73) Restrictions concerning specific principles and the rights of information, access to and
rectification or erasure of personal data, the right to data portability, the right to object, decisions
based on profiling, as well as the communication of a personal data breach to a data subject and
certain related obligations of the controllers may be imposed by Union or Member State law, as far
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as necessary and proportionate in a democratic society to safeguard public security, including the
protection of human life especially in response to natural or manmade disasters, the prevention,
investigation and prosecution of criminal offences or the execution of criminal penalties, including
the safeguarding against and the prevention of threats to public security, or of breaches of ethics for
regulated professions, other important objectives of general public interest of the Union or of a
Member State, in particular an important economic or financial interest of the Union or of a
Member State, the keeping of public registers kept for reasons of general public interest, further
processing of archived personal data to provide specific information related to the political
behaviour under former totalitarian state regimes or the protection of the data subject or the rights
and freedoms of others, including social protection, public health and humanitarian purposes. Those
restrictions should be in accordance with the requirements set out in the Charter and in the
European Convention for the Protection of Human Rights and Fundamental Freedoms.

Page 47 of 422

Section 2 - Information and access to personal data
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Article 13 - Information to be provided where personal data are collected from the data
subject

1. Where personal data relating to a data subject are collected from the data subject, the controller
shall, at the time when personal data are obtained, provide the data subject with all of the following
information:
(a) the identity and the contact details of the controller and, where applicable, of the
controller's representative;
(b) the contact details of the data protection officer, where applicable;
(c) the purposes of the processing for which the personal data are intended as well as the legal
basis for the processing;
(d) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by
the controller or by a third party;
(e) the recipients or categories of recipients of the personal data, if any;
(f) where applicable, the fact that the controller intends to transfer personal data to a third
country or international organisation and the existence or absence of an adequacy decision
by the Commission, or in the case of transfers referred to in Article 46 or 47, or the second
subparagraph of Article 49(1), reference to the appropriate or suitable safeguards and the
means by which to obtain a copy of them or where they have been made available.

2. In addition to the information referred to in paragraph 1, the controller shall, at the time when
personal data are obtained, provide the data subject with the following further information
necessary to ensure fair and transparent processing:
(a) the period for which the personal data will be stored, or if that is not possible, the criteria
used to determine that period;
(b) the existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing concerning the data subject or to object
to processing as well as the right to data portability;
(c) where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the
existence of the right to withdraw consent at any time, without affecting the lawfulness of
processing based on consent before its withdrawal;
(d) the right to lodge a complaint with a supervisory authority;
(e) whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is
obliged to provide the personal data and of the possible consequences of failure to provide
such data;
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(f) the existence of automated decision-making, including profiling, referred to in Article 22(1)
and (4) and, at least in those cases, meaningful information about the logic involved, as well
as the significance and the envisaged consequences of such processing for the data subject.

3. Where the controller intends to further process the personal data for a purpose other than that
for which the personal data were collected, the controller shall provide the data subject prior to that
further processing with information on that other purpose and with any relevant further information
as referred to in paragraph 2.

4. Paragraphs 1, 2 and 3 shall not apply where and insofar as the data subject already has the
information.

Recitals
(60) The principles of fair and transparent processing require that the data subject be informed of
the existence of the processing operation and its purposes. The controller should provide the data
subject with any further information necessary to ensure fair and transparent processing taking into
account the specific circumstances and context in which the personal data are processed.
Furthermore, the data subject should be informed of the existence of profiling and the
consequences of such profiling. Where the personal data are collected from the data subject, the
data subject should also be informed whether he or she is obliged to provide the personal data and
of the consequences, where he or she does not provide such data. That information may be
provided in combination with standardised icons in order to give in an easily visible, intelligible and
clearly legible manner, a meaningful overview of the intended processing. Where the icons are
presented electronically, they should be machine-readable.

(61) The information in relation to the processing of personal data relating to the data subject
should be given to him or her at the time of collection from the data subject, or, where the personal
data are obtained from another source, within a reasonable period, depending on the circumstances
of the case. Where personal data can be legitimately disclosed to another recipient, the data subject
should be informed when the personal data are first disclosed to the recipient. Where the controller
intends to process the personal data for a purpose other than that for which they were collected,
the controller should provide the data subject prior to that further processing with information on
that other purpose and other necessary information. Where the origin of the personal data cannot
be provided to the data subject because various sources have been used, general information should
be provided.

(62) However, it is not necessary to impose the obligation to provide information where the data
subject already possesses the information, where the recording or disclosure of the personal data is
expressly laid down by law or where the provision of information to the data subject proves to be
impossible or would involve a disproportionate effort. The latter could in particular be the case
where processing is carried out for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes. In that regard, the number of data subjects, the age of the
data and any appropriate safeguards adopted should be taken into consideration.
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Article 14 - Information to be provided where personal data have not been obtained from the
data subject

1. Where personal data have not been obtained from the data subject, the controller shall provide
the data subject with the following information:
(a) the identity and the contact details of the controller and, where applicable, of the
controller's representative;
(b) the contact details of the data protection officer, where applicable;
(c) the purposes of the processing for which the personal data are intended as well as the legal
basis for the processing;
(d) the categories of personal data concerned;
(e) the recipients or categories of recipients of the personal data, if any;
(f) where applicable, that the controller intends to transfer personal data to a recipient in a
third country or international organisation and the existence or absence of an adequacy
decision by the Commission, or in the case of transfers referred to in Article 46 or 47, or the
second subparagraph of Article 49(1), reference to the appropriate or suitable safeguards
and the means to obtain a copy of them or where they have been made available.

2. In addition to the information referred to in paragraph 1, the controller shall provide the data
subject with the following information necessary to ensure fair and transparent processing in
respect of the data subject:
(a) the period for which the personal data will be stored, or if that is not possible, the criteria
used to determine that period;
(b) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by
the controller or by a third party;
(c) the existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing concerning the data subject and to
object to processing as well as the right to data portability;
(d) where processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the
existence of the right to withdraw consent at any time, without affecting the lawfulness of
processing based on consent before its withdrawal;
(e) the right to lodge a complaint with a supervisory authority;
(f) from which source the personal data originate, and if applicable, whether it came from
publicly accessible sources;
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(g) the existence of automated decision-making, including profiling, referred to in Article 22(1)
and (4) and, at least in those cases, meaningful information about the logic involved, as well
as the significance and the envisaged consequences of such processing for the data subject.

3. The controller shall provide the information referred to in paragraphs 1 and 2:
(a) within a reasonable period after obtaining the personal data, but at the latest within one
month, having regard to the specific circumstances in which the personal data are
processed;
(b) if the personal data are to be used for communication with the data subject, at the latest at
the time of the first communication to that data subject; or
(c) if a disclosure to another recipient is envisaged, at the latest when the personal data are first
disclosed.

4. Where the controller intends to further process the personal data for a purpose other than that
for which the personal data were obtained, the controller shall provide the data subject prior to that
further processing with information on that other purpose and with any relevant further information
as referred to in paragraph 2.

5. Paragraphs 1 to 4 shall not apply where and insofar as:
(a) the data subject already has the information;
(b) the provision of such information proves impossible or would involve a disproportionate
effort, in particular for processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, subject to the conditions and safeguards
referred to in Article 89(1) or in so far as the obligation referred to in paragraph 1 of this
Article is likely to render impossible or seriously impair the achievement of the objectives of
that processing. In such cases the controller shall take appropriate measures to protect the
data subject's rights and freedoms and legitimate interests, including making the
information publicly available;
(c) obtaining or disclosure is expressly laid down by Union or Member State law to which the
controller is subject and which provides appropriate measures to protect the data subject's
legitimate interests; or
(d) where the personal data must remain confidential subject to an obligation of professional
secrecy regulated by Union or Member State law, including a statutory obligation of secrecy.
Recitals
(60) The principles of fair and transparent processing require that the data subject be informed of
the existence of the processing operation and its purposes. The controller should provide the data
subject with any further information necessary to ensure fair and transparent processing taking into
account the specific circumstances and context in which the personal data are processed.
Furthermore, the data subject should be informed of the existence of profiling and the
consequences of such profiling. Where the personal data are collected from the data subject, the
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data subject should also be informed whether he or she is obliged to provide the personal data and
of the consequences, where he or she does not provide such data. That information may be
provided in combination with standardised icons in order to give in an easily visible, intelligible and
clearly legible manner, a meaningful overview of the intended processing. Where the icons are
presented electronically, they should be machine-readable.

(61) The information in relation to the processing of personal data relating to the data subject
should be given to him or her at the time of collection from the data subject, or, where the personal
data are obtained from another source, within a reasonable period, depending on the circumstances
of the case. Where personal data can be legitimately disclosed to another recipient, the data subject
should be informed when the personal data are first disclosed to the recipient. Where the controller
intends to process the personal data for a purpose other than that for which they were collected,
the controller should provide the data subject prior to that further processing with information on
that other purpose and other necessary information. Where the origin of the personal data cannot
be provided to the data subject because various sources have been used, general information should
be provided.

(62) However, it is not necessary to impose the obligation to provide information where the data
subject already possesses the information, where the recording or disclosure of the personal data is
expressly laid down by law or where the provision of information to the data subject proves to be
impossible or would involve a disproportionate effort. The latter could in particular be the case
where processing is carried out for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes. In that regard, the number of data subjects, the age of the
data and any appropriate safeguards adopted should be taken into consideration.

(63) A data subject should have the right of access to personal data which have been collected
concerning him or her, and to exercise that right easily and at reasonable intervals, in order to be
aware of, and verify, the lawfulness of the processing. This includes the right for data subjects to
have access to data concerning their health, for example the data in their medical records containing
information such as diagnoses, examination results, assessments by treating physicians and any
treatment or interventions provided. Every data subject should therefore have the right to know and
obtain communication in particular with regard to the purposes for which the personal data are
processed, where possible the period for which the personal data are processed, the recipients of
the personal data, the logic involved in any automatic personal data processing and, at least when
based on profiling, the consequences of such processing. Where possible, the controller should be
able to provide remote access to a secure system which would provide the data subject with direct
access to his or her personal data. That right should not adversely affect the rights or freedoms of
others, including trade secrets or intellectual property and in particular the copyright protecting the
software. However, the result of those considerations should not be a refusal to provide all
information to the data subject. Where the controller processes a large quantity of information
concerning the data subject, the controller should be able to request that, before the information is
delivered, the data subject specify the information or processing activities to which the request
relates.
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Article 15 - Right of access by the data subject

1. The data subject shall have the right to obtain from the controller confirmation as to whether or
not personal data concerning him or her are being processed, and, where that is the case, access to
the personal data and the following information:
(a) the purposes of the processing;
(b) the categories of personal data concerned;
(c) the recipients or categories of recipient to whom the personal data have been or will be
disclosed, in particular recipients in third countries or international organisations;
(d) where possible, the envisaged period for which the personal data will be stored, or, if not
possible, the criteria used to determine that period;
(e) the existence of the right to request from the controller rectification or erasure of personal
data or restriction of processing of personal data concerning the data subject or to object to
such processing;
(f) the right to lodge a complaint with a supervisory authority;
(g) where the personal data are not collected from the data subject, any available information
as to their source;
(h) the existence of automated decision-making, including profiling, referred to in Article 22(1)
and (4) and, at least in those cases, meaningful information about the logic involved, as well
as the significance and the envisaged consequences of such processing for the data subject.

2. Where personal data are transferred to a third country or to an international organisation, the
data subject shall have the right to be informed of the appropriate safeguards pursuant to Article 46
relating to the transfer.

3. The controller shall provide a copy of the personal data undergoing processing. For any further
copies requested by the data subject, the controller may charge a reasonable fee based on
administrative costs. Where the data subject makes the request by electronic means, and unless
otherwise requested by the data subject, the information shall be provided in a commonly used
electronic form.

4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and
freedoms of others.

Recitals
(63) A data subject should have the right of access to personal data which have been collected
concerning him or her, and to exercise that right easily and at reasonable intervals, in order to be
aware of, and verify, the lawfulness of the processing. This includes the right for data subjects to
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have access to data concerning their health, for example the data in their medical records containing
information such as diagnoses, examination results, assessments by treating physicians and any
treatment or interventions provided. Every data subject should therefore have the right to know and
obtain communication in particular with regard to the purposes for which the personal data are
processed, where possible the period for which the personal data are processed, the recipients of
the personal data, the logic involved in any automatic personal data processing and, at least when
based on profiling, the consequences of such processing. Where possible, the controller should be
able to provide remote access to a secure system which would provide the data subject with direct
access to his or her personal data. That right should not adversely affect the rights or freedoms of
others, including trade secrets or intellectual property and in particular the copyright protecting the
software. However, the result of those considerations should not be a refusal to provide all
information to the data subject. Where the controller processes a large quantity of information
concerning the data subject, the controller should be able to request that, before the information is
delivered, the data subject specify the information or processing activities to which the request
relates.

(64) The controller should use all reasonable measures to verify the identity of a data subject who
requests access, in particular in the context of online services and online identifiers. A controller
should not retain personal data for the sole purpose of being able to react to potential requests.
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Section 3 - Rectification and erasure
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Article 16 - Right to rectification
The data subject shall have the right to obtain from the controller without undue delay the
rectification of inaccurate personal data concerning him or her. Taking into account the purposes of
the processing, the data subject shall have the right to have incomplete personal data completed,
including by means of providing a supplementary statement.

Recitals
(65) A data subject should have the right to have personal data concerning him or her rectified and a
‘right to be forgotten’ where the retention of such data infringes this Regulation or Union or
Member State law to which the controller is subject. In particular, a data subject should have the
right to have his or her personal data erased and no longer processed where the personal data are
no longer necessary in relation to the purposes for which they are collected or otherwise processed,
where a data subject has withdrawn his or her consent or objects to the processing of personal data
concerning him or her, or where the processing of his or her personal data does not otherwise
comply with this Regulation. That right is relevant in particular where the data subject has given his
or her consent as a child and is not fully aware of the risks involved by the processing, and later
wants to remove such personal data, especially on the internet. The data subject should be able to
exercise that right notwithstanding the fact that he or she is no longer a child. However, the further
retention of the personal data should be lawful where it is necessary, for exercising the right of
freedom of expression and information, for compliance with a legal obligation, for the performance
of a task carried out in the public interest or in the exercise of official authority vested in the
controller, on the grounds of public interest in the area of public health, for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes, or for the
establishment, exercise or defence of legal claims.
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Article 17 - Right to erasure (‘right to be forgotten’)
1. The data subject shall have the right to obtain from the controller the erasure of personal data
concerning him or her without undue delay and the controller shall have the obligation to erase
personal data without undue delay where one of the following grounds applies:
(a) the personal data are no longer necessary in relation to the purposes for which they were
collected or otherwise processed;
(b) the data subject withdraws consent on which the processing is based according to point (a)
of Article 6(1), or point (a) of Article 9(2), and where there is no other legal ground for the
processing;
(c) the data subject objects to the processing pursuant to Article 21(1) and there are no
overriding legitimate grounds for the processing, or the data subject objects to the
processing pursuant to Article 21(2);
(d) the personal data have been unlawfully processed;
(e) the personal data have to be erased for compliance with a legal obligation in Union or
Member State law to which the controller is subject;
(f) the personal data have been collected in relation to the offer of information society services
referred to in Article 8(1).

2. Where the controller has made the personal data public and is obliged pursuant to paragraph 1 to
erase the personal data, the controller, taking account of available technology and the cost of
implementation, shall take reasonable steps, including technical measures, to inform controllers
which are processing the personal data that the data subject has requested the erasure by such
controllers of any links to, or copy or replication of, those personal data.
3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:
(a) for exercising the right of freedom of expression and information;
(b) for compliance with a legal obligation which requires processing by Union or Member State
law to which the controller is subject or for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the controller;
(c) for reasons of public interest in the area of public health in accordance with points (h) and (i)
of Article 9(2) as well as Article 9(3);
(d) for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes in accordance with Article 89(1) in so far as the right referred to in
paragraph 1 is likely to render impossible or seriously impair the achievement of the
objectives of that processing; or
(e) for the establishment, exercise or defence of legal claims.
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Recitals
(65) A data subject should have the right to have personal data concerning him or her rectified and a
‘right to be forgotten’ where the retention of such data infringes this Regulation or Union or
Member State law to which the controller is subject. In particular, a data subject should have the
right to have his or her personal data erased and no longer processed where the personal data are
no longer necessary in relation to the purposes for which they are collected or otherwise processed,
where a data subject has withdrawn his or her consent or objects to the processing of personal data
concerning him or her, or where the processing of his or her personal data does not otherwise
comply with this Regulation. That right is relevant in particular where the data subject has given his
or her consent as a child and is not fully aware of the risks involved by the processing, and later
wants to remove such personal data, especially on the internet. The data subject should be able to
exercise that right notwithstanding the fact that he or she is no longer a child. However, the further
retention of the personal data should be lawful where it is necessary, for exercising the right of
freedom of expression and information, for compliance with a legal obligation, for the performance
of a task carried out in the public interest or in the exercise of official authority vested in the
controller, on the grounds of public interest in the area of public health, for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes, or for the
establishment, exercise or defence of legal claims.

(66) To strengthen the right to be forgotten in the online environment, the right to erasure should
also be extended in such a way that a controller who has made the personal data public should be
obliged to inform the controllers which are processing such personal data to erase any links to, or
copies or replications of those personal data. In doing so, that controller should take reasonable
steps, taking into account available technology and the means available to the controller, including
technical measures, to inform the controllers which are processing the personal data of the data
subject's request.
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Article 18 - Right to restriction of processing

1. The data subject shall have the right to obtain from the controller restriction of processing where
one of the following applies:
(a) the accuracy of the personal data is contested by the data subject, for a period enabling the
controller to verify the accuracy of the personal data;
(b) the processing is unlawful and the data subject opposes the erasure of the personal data
and requests the restriction of their use instead;
(c) the controller no longer needs the personal data for the purposes of the processing, but
they are required by the data subject for the establishment, exercise or defence of legal
claims;
(d) the data subject has objected to processing pursuant to Article 21(1) pending the verification
whether the legitimate grounds of the controller override those of the data subject.

2. Where processing has been restricted under paragraph 1, such personal data shall, with the
exception of storage, only be processed with the data subject's consent or for the establishment,
exercise or defence of legal claims or for the protection of the rights of another natural or legal
person or for reasons of important public interest of the Union or of a Member State.

3. A data subject who has obtained restriction of processing pursuant to paragraph 1 shall be
informed by the controller before the restriction of processing is lifted.

Recitals
(67) Methods by which to restrict the processing of personal data could include, inter alia,
temporarily moving the selected data to another processing system, making the selected personal
data unavailable to users, or temporarily removing published data from a website. In automated
filing systems, the restriction of processing should in principle be ensured by technical means in such
a manner that the personal data are not subject to further processing operations and cannot be
changed. The fact that the processing of personal data is restricted should be clearly indicated in the
system.
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Article 19 - Notification obligation regarding rectification or erasure of personal data or
restriction of processing

The controller shall communicate any rectification or erasure of personal data or restriction of
processing carried out in accordance with Article 16, Article 17(1) and Article 18 to each recipient to
whom the personal data have been disclosed, unless this proves impossible or involves
disproportionate effort. The controller shall inform the data subject about those recipients if the
data subject requests it.

Recitals
(66) To strengthen the right to be forgotten in the online environment, the right to erasure should
also be extended in such a way that a controller who has made the personal data public should be
obliged to inform the controllers which are processing such personal data to erase any links to, or
copies or replications of those personal data. In doing so, that controller should take reasonable
steps, taking into account available technology and the means available to the controller, including
technical measures, to inform the controllers which are processing the personal data of the data
subject's request.
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Article 20 - Right to data portability

1. The data subject shall have the right to receive the personal data concerning him or her, which he
or she has provided to a controller, in a structured, commonly used and machine-readable format
and have the right to transmit those data to another controller without hindrance from the
controller to which the personal data have been provided, where:
(a) the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article
9(2) or on a contract pursuant to point (b) of Article 6(1); and
(b) the processing is carried out by automated means.

2. In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall
have the right to have the personal data transmitted directly from one controller to another, where
technically feasible.

3. The exercise of the right referred to in paragraph 1 of this Article shall be without prejudice to
Article 17. That right shall not apply to processing necessary for the performance of a task carried
out in the public interest or in the exercise of official authority vested in the controller.

4. The right referred to in paragraph 1 shall not adversely affect the rights and freedoms of others.

Recitals
(68) To further strengthen the control over his or her own data, where the processing of personal
data is carried out by automated means, the data subject should also be allowed to receive personal
data concerning him or her which he or she has provided to a controller in a structured, commonly
used, machine-readable and interoperable format, and to transmit it to another controller. Data
controllers should be encouraged to develop interoperable formats that enable data portability.
That right should apply where the data subject provided the personal data on the basis of his or her
consent or the processing is necessary for the performance of a contract. It should not apply where
processing is based on a legal ground other than consent or contract. By its very nature, that right
should not be exercised against controllers processing personal data in the exercise of their public
duties. It should therefore not apply where the processing of the personal data is necessary for
compliance with a legal obligation to which the controller is subject or for the performance of a task
carried out in the public interest or in the exercise of an official authority vested in the controller.
The data subject's right to transmit or receive personal data concerning him or her should not create
an obligation for the controllers to adopt or maintain processing systems which are technically
compatible. Where, in a certain set of personal data, more than one data subject is concerned, the
right to receive the personal data should be without prejudice to the rights and freedoms of other
data subjects in accordance with this Regulation. Furthermore, that right should not prejudice the
right of the data subject to obtain the erasure of personal data and the limitations of that right as set
out in this Regulation and should, in particular, not imply the erasure of personal data concerning
the data subject which have been provided by him or her for the performance of a contract to the
extent that and for as long as the personal data are necessary for the performance of that contract.
Where technically feasible, the data subject should have the right to have the personal data
transmitted directly from one controller to another.
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Section 4 - Right to object and automated individual decision-making
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Article 21 - Right to object

1. The data subject shall have the right to object, on grounds relating to his or her particular
situation, at any time to processing of personal data concerning him or her which is based on point
(e) or (f) of Article 6(1), including profiling based on those provisions. The controller shall no longer
process the personal data unless the controller demonstrates compelling legitimate grounds for the
processing which override the interests, rights and freedoms of the data subject or for the
establishment, exercise or defence of legal claims.

2. Where personal data are processed for direct marketing purposes, the data subject shall have the
right to object at any time to processing of personal data concerning him or her for such marketing,
which includes profiling to the extent that it is related to such direct marketing.

3. Where the data subject objects to processing for direct marketing purposes, the personal data
shall no longer be processed for such purposes.
4. At the latest at the time of the first communication with the data subject, the right referred to in
paragraphs 1 and 2 shall be explicitly brought to the attention of the data subject and shall be
presented clearly and separately from any other information.

5. In the context of the use of information society services, and notwithstanding Directive
2002/58/EC, the data subject may exercise his or her right to object by automated means using
technical specifications.

6. Where personal data are processed for scientific or historical research purposes or statistical
purposes pursuant to Article 89(1), the data subject, on grounds relating to his or her particular
situation, shall have the right to object to processing of personal data concerning him or her, unless
the processing is necessary for the performance of a task carried out for reasons of public interest.

Recitals
(69) Where personal data might lawfully be processed because processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller, or on grounds of the legitimate interests of a controller or a third party, a data
subject should, nevertheless, be entitled to object to the processing of any personal data relating to
his or her particular situation. It should be for the controller to demonstrate that its compelling
legitimate interest overrides the interests or the fundamental rights and freedoms of the data
subject.

(70) Where personal data are processed for the purposes of direct marketing, the data subject
should have the right to object to such processing, including profiling to the extent that it is related
to such direct marketing, whether with regard to initial or further processing, at any time and free of
charge. That right should be explicitly brought to the attention of the data subject and presented
clearly and separately from any other information.
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Article 22 - Automated individual decision-making, including profiling

1. The data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her.

2. Paragraph 1 shall not apply if the decision:
(a) is necessary for entering into, or performance of, a contract between the data subject and a
data controller;
(b) is authorised by Union or Member State law to which the controller is subject and which also
lays down suitable measures to safeguard the data subject's rights and freedoms and
legitimate interests; or
(c) is based on the data subject's explicit consent.

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller shall implement
suitable measures to safeguard the data subject's rights and freedoms and legitimate interests, at
least the right to obtain human intervention on the part of the controller, to express his or her point
of view and to contest the decision.

4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data
referred to in Article 9(1), unless point (a) or (g) of Article 9(2) applies and suitable measures to
safeguard the data subject's rights and freedoms and legitimate interests are in place.

Recitals
(71) The data subject should have the right not to be subject to a decision, which may include a
measure, evaluating personal aspects relating to him or her which is based solely on automated
processing and which produces legal effects concerning him or her or similarly significantly affects
him or her, such as automatic refusal of an online credit application or e-recruiting practices without
any human intervention. Such processing includes ‘profiling’ that consists of any form of automated
processing of personal data evaluating the personal aspects relating to a natural person, in particular
to analyse or predict aspects concerning the data subject's performance at work, economic
situation, health, personal preferences or interests, reliability or behaviour, location or movements,
where it produces legal effects concerning him or her or similarly significantly affects him or her.
However, decision-making based on such processing, including profiling, should be allowed where
expressly authorised by Union or Member State law to which the controller is subject, including for
fraud and tax-evasion monitoring and prevention purposes conducted in accordance with the
regulations, standards and recommendations of Union institutions or national oversight bodies and
to ensure the security and reliability of a service provided by the controller, or necessary for the
entering or performance of a contract between the data subject and a controller, or when the data
subject has given his or her explicit consent. In any case, such processing should be subject to
suitable safeguards, which should include specific information to the data subject and the right to
obtain human intervention, to express his or her point of view, to obtain an explanation of the
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decision reached after such assessment and to challenge the decision. Such measure should not
concern a child.
In order to ensure fair and transparent processing in respect of the data subject, taking into account
the specific circumstances and context in which the personal data are processed, the controller
should use appropriate mathematical or statistical procedures for the profiling, implement technical
and organisational measures appropriate to ensure, in particular, that factors which result in
inaccuracies in personal data are corrected and the risk of errors is minimised, secure personal data
in a manner that takes account of the potential risks involved for the interests and rights of the data
subject and that prevents, inter alia, discriminatory effects on natural persons on the basis of racial
or ethnic origin, political opinion, religion or beliefs, trade union membership, genetic or health
status or sexual orientation, or that result in measures having such an effect. Automated decisionmaking and profiling based on special categories of personal data should be allowed only under
specific conditions.

(72) Profiling is subject to the rules of this Regulation governing the processing of personal data,
such as the legal grounds for processing or data protection principles. The European Data Protection
Board established by this Regulation (the ‘Board’) should be able to issue guidance in that context.
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Section 5 – Restrictions
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Article 23 - Restrictions

1. Union or Member State law to which the data controller or processor is subject may restrict by
way of a legislative measure the scope of the obligations and rights provided for in Articles 12 to 22
and Article 34, as well as Article 5 in so far as its provisions correspond to the rights and obligations
provided for in Articles 12 to 22, when such a restriction respects the essence of the fundamental
rights and freedoms and is a necessary and proportionate measure in a democratic society to
safeguard:
(a) national security;
(b) defence;
(c) public security;
(d) the prevention, investigation, detection or prosecution of criminal offences or the execution
of criminal penalties, including the safeguarding against and the prevention of threats to
public security;
(e) other important objectives of general public interest of the Union or of a Member State, in
particular an important economic or financial interest of the Union or of a Member State,
including monetary, budgetary and taxation a matters, public health and social security;
(f) the protection of judicial independence and judicial proceedings;
(g) the prevention, investigation, detection and prosecution of breaches of ethics for regulated
professions;
(h) a monitoring, inspection or regulatory function connected, even occasionally, to the exercise
of official authority in the cases referred to in points (a) to (e) and (g);
(i) the protection of the data subject or the rights and freedoms of others;
(j) the enforcement of civil law claims.

2. In particular, any legislative measure referred to in paragraph 1 shall contain specific provisions at
least, where relevant, as to:
(a) the purposes of the processing or categories of processing;
(b) the categories of personal data;
(c) the scope of the restrictions introduced;
(d) the safeguards to prevent abuse or unlawful access or transfer;
(e) the specification of the controller or categories of controllers;
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(f) the storage periods and the applicable safeguards taking into account the nature, scope and
purposes of the processing or categories of processing;
(g) the risks to the rights and freedoms of data subjects; and
(h) the right of data subjects to be informed about the restriction, unless that may be prejudicial
to the purpose of the restriction.

Recitals
(73) Restrictions concerning specific principles and the rights of information, access to and
rectification or erasure of personal data, the right to data portability, the right to object, decisions
based on profiling, as well as the communication of a personal data breach to a data subject and
certain related obligations of the controllers may be imposed by Union or Member State law, as far
as necessary and proportionate in a democratic society to safeguard public security, including the
protection of human life especially in response to natural or manmade disasters, the prevention,
investigation and prosecution of criminal offences or the execution of criminal penalties, including
the safeguarding against and the prevention of threats to public security, or of breaches of ethics for
regulated professions, other important objectives of general public interest of the Union or of a
Member State, in particular an important economic or financial interest of the Union or of a
Member State, the keeping of public registers kept for reasons of general public interest, further
processing of archived personal data to provide specific information related to the political
behaviour under former totalitarian state regimes or the protection of the data subject or the rights
and freedoms of others, including social protection, public health and humanitarian purposes. Those
restrictions should be in accordance with the requirements set out in the Charter and in the
European Convention for the Protection of Human Rights and Fundamental Freedoms.
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CHAPTER IV - Controller and processor
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Section 1 - General obligations
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Article 24 - Responsibility of the controller

1. Taking into account the nature, scope, context and purposes of processing as well as the risks of
varying likelihood and severity for the rights and freedoms of natural persons, the controller shall
implement appropriate technical and organisational measures to ensure and to be able to
demonstrate that processing is performed in accordance with this Regulation. Those measures shall
be reviewed and updated where necessary.

2. Where proportionate in relation to processing activities, the measures referred to in paragraph 1
shall include the implementation of appropriate data protection policies by the controller.

3. Adherence to approved codes of conduct as referred to in Article 40 or approved certification
mechanisms as referred to in Article 42 may be used as an element by which to demonstrate
compliance with the obligations of the controller.

Recitals
(74) The responsibility and liability of the controller for any processing of personal data carried out
by the controller or on the controller's behalf should be established. In particular, the controller
should be obliged to implement appropriate and effective measures and be able to demonstrate the
compliance of processing activities with this Regulation, including the effectiveness of the measures.
Those measures should take into account the nature, scope, context and purposes of the processing
and the risk to the rights and freedoms of natural persons.

(75) The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may
result from personal data processing which could lead to physical, material or non-material damage,
in particular: where the processing may give rise to discrimination, identity theft or fraud, financial
loss, damage to the reputation, loss of confidentiality of personal data protected by professional
secrecy, unauthorised reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and freedoms or prevented
from exercising control over their personal data; where personal data are processed which reveal
racial or ethnic origin, political opinions, religion or philosophical beliefs, trade union membership,
and the processing of genetic data, data concerning health or data concerning sex life or criminal
convictions and offences or related security measures; where personal aspects are evaluated, in
particular analysing or predicting aspects concerning performance at work, economic situation,
health, personal preferences or interests, reliability or behaviour, location or movements, in order to
create or use personal profiles; where personal data of vulnerable natural persons, in particular of
children, are processed; or where processing involves a large amount of personal data and affects a
large number of data subjects.

(76) The likelihood and severity of the risk to the rights and freedoms of the data subject should be
determined by reference to the nature, scope, context and purposes of the processing. Risk should
be evaluated on the basis of an objective assessment, by which it is established whether data
processing operations involve a risk or a high risk.
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(77) Guidance on the implementation of appropriate measures and on the demonstration of
compliance by the controller or the processor, especially as regards the identification of the risk
related to the processing, their assessment in terms of origin, nature, likelihood and severity, and
the identification of best practices to mitigate the risk, could be provided in particular by means of
approved codes of conduct, approved certifications, guidelines provided by the Board or indications
provided by a data protection officer. The Board may also issue guidelines on processing operations
that are considered to be unlikely to result in a high risk to the rights and freedoms of natural
persons and indicate what measures may be sufficient in such cases to address such risk.
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Article 25 - Data protection by design and by default

1. Taking into account the state of the art, the cost of implementation and the nature, scope,
context and purposes of processing as well as the risks of varying likelihood and severity for rights
and freedoms of natural persons posed by the processing, the controller shall, both at the time of
the determination of the means for processing and at the time of the processing itself, implement
appropriate technical and organisational measures, such as pseudonymisation, which are designed
to implement data-protection principles, such as data minimisation, in an effective manner and to
integrate the necessary safeguards into the processing in order to meet the requirements of this
Regulation and protect the rights of data subjects.

2. The controller shall implement appropriate technical and organisational measures for ensuring
that, by default, only personal data which are necessary for each specific purpose of the processing
are processed. That obligation applies to the amount of personal data collected, the extent of their
processing, the period of their storage and their accessibility. In particular, such measures shall
ensure that by default personal data are not made accessible without the individual's intervention to
an indefinite number of natural persons.

3. An approved certification mechanism pursuant to Article 42 may be used as an element to
demonstrate compliance with the requirements set out in paragraphs 1 and 2 of this Article.

Recitals
(78) The protection of the rights and freedoms of natural persons with regard to the processing of
personal data require that appropriate technical and organisational measures be taken to ensure
that the requirements of this Regulation are met. In order to be able to demonstrate compliance
with this Regulation, the controller should adopt internal policies and implement measures which
meet in particular the principles of data protection by design and data protection by default. Such
measures could consist, inter alia, of minimising the processing of personal data, pseudonymising
personal data as soon as possible, transparency with regard to the functions and processing of
personal data, enabling the data subject to monitor the data processing, enabling the controller to
create and improve security features. When developing, designing, selecting and using applications,
services and products that are based on the processing of personal data or process personal data to
fulfil their task, producers of the products, services and applications should be encouraged to take
into account the right to data protection when developing and designing such products, services and
applications and, with due regard to the state of the art, to make sure that controllers and
processors are able to fulfil their data protection obligations. The principles of data protection by
design and by default should also be taken into consideration in the context of public tenders.
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Article 26 - Joint controllers

1. Where two or more controllers jointly determine the purposes and means of processing, they
shall be joint controllers. They shall in a transparent manner determine their respective
responsibilities for compliance with the obligations under this Regulation, in particular as regards the
exercising of the rights of the data subject and their respective duties to provide the information
referred to in Articles 13 and 14, by means of an arrangement between them unless, and in so far as,
the respective responsibilities of the controllers are determined by Union or Member State law to
which the controllers are subject. The arrangement may designate a contact point for data subjects.

2. The arrangement referred to in paragraph 1 shall duly reflect the respective roles and
relationships of the joint controllers vis-a-vis the data subjects. The essence of the arrangement shall
be made available to the data subject.

3. Irrespective of the terms of the arrangement referred to in paragraph 1, the data subject may
exercise his or her rights under this Regulation in respect of and against each of the controllers.

Recitals
(79) The protection of the rights and freedoms of data subjects as well as the responsibility and
liability of controllers and processors, also in relation to the monitoring by and measures of
supervisory authorities, requires a clear allocation of the responsibilities under this Regulation,
including where a controller determines the purposes and means of the processing jointly with other
controllers or where a processing operation is carried out on behalf of a controller.
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Article 27 - Representatives of controllers or processors not established in the Union

1. Where Article 3(2) applies, the controller or the processor shall designate in writing a
representative in the Union.

2. The obligation laid down in paragraph 1 of this Article shall not apply to:
(a) processing which is occasional, does not include, on a large scale, processing of special
categories of data as referred to in Article 9(1) or processing of personal data relating to
criminal convictions and offences referred to in Article 10, and is unlikely to result in a risk to
the rights and freedoms of natural persons, taking into account the nature, context, scope
and purposes of the processing; or
(b) a public authority or body.

3. The representative shall be established in one of the Member States where the data subjects,
whose personal data are processed in relation to the offering of goods or services to them, or whose
behaviour is monitored, are.

4. The representative shall be mandated by the controller or processor to be addressed in addition
to or instead of the controller or the processor by, in particular, supervisory authorities and data
subjects, on all issues related to processing, for the purposes of ensuring compliance with this
Regulation.

5. The designation of a representative by the controller or processor shall be without prejudice to
legal actions which could be initiated against the controller or the processor themselves.

Recitals
(80) Where a controller or a processor not established in the Union is processing personal data of
data subjects who are in the Union whose processing activities are related to the offering of goods
or services, irrespective of whether a payment of the data subject is required, to such data subjects
in the Union, or to the monitoring of their behaviour as far as their behaviour takes place within the
Union, the controller or the processor should designate a representative, unless the processing is
occasional, does not include processing, on a large scale, of special categories of personal data or the
processing of personal data relating to criminal convictions and offences, and is unlikely to result in a
risk to the rights and freedoms of natural persons, taking into account the nature, context, scope
and purposes of the processing or if the controller is a public authority or body. The representative
should act on behalf of the controller or the processor and may be addressed by any supervisory
authority. The representative should be explicitly designated by a written mandate of the controller
or of the processor to act on its behalf with regard to its obligations under this Regulation. The
designation of such a representative does not affect the responsibility or liability of the controller or
of the processor under this Regulation. Such a representative should perform its tasks according to
the mandate received from the controller or processor, including cooperating with the competent
supervisory authorities with regard to any action taken to ensure compliance with this Regulation.
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The designated representative should be subject to enforcement proceedings in the event of noncompliance by the controller or processor.
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Article 28 - Processor

1. Where processing is to be carried out on behalf of a controller, the controller shall use only
processors providing sufficient guarantees to implement appropriate technical and organisational
measures in such a manner that processing will meet the requirements of this Regulation and ensure
the protection of the rights of the data subject.

2. The processor shall not engage another processor without prior specific or general written
authorisation of the controller. In the case of general written authorisation, the processor shall
inform the controller of any intended changes concerning the addition or replacement of other
processors, thereby giving the controller the opportunity to object to such changes.

3. Processing by a processor shall be governed by a contract or other legal act under Union or
Member State law, that is binding on the processor with regard to the controller and that sets out
the subject-matter and duration of the processing, the nature and purpose of the processing, the
type of personal data and categories of data subjects and the obligations and rights of the controller.
That contract or other legal act shall stipulate, in particular, that the processor:
(a) processes the personal data only on documented instructions from the controller, including
with regard to transfers of personal data to a third country or an international organisation,
unless required to do so by Union or Member State law to which the processor is subject; in
such a case, the processor shall inform the controller of that legal requirement before
processing, unless that law prohibits such information on important grounds of public
interest;
(b) ensures that persons authorised to process the personal data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality;
(c) takes all measures required pursuant to Article 32;
(d) respects the conditions referred to in paragraphs 2 and 4 for engaging another processor;
(e) taking into account the nature of the processing, assists the controller by appropriate
technical and organisational measures, insofar as this is possible, for the fulfilment of the
controller's obligation to respond to requests for exercising the data subject's rights laid
down in Chapter III;
(f) assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to
36 taking into account the nature of processing and the information available to the
processor;
(g) at the choice of the controller, deletes or returns all the personal data to the controller after
the end of the provision of services relating to processing, and deletes existing copies unless
Union or Member State law requires storage of the personal data;
(h) makes available to the controller all information necessary to demonstrate compliance with
the obligations laid down in this Article and allow for and contribute to audits, including
inspections, conducted by the controller or another auditor mandated by the controller.
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With regard to point (h) of the first subparagraph, the processor shall immediately inform the
controller if, in its opinion, an instruction infringes this Regulation or other Union or Member State
data protection provisions.

4. Where a processor engages another processor for carrying out specific processing activities on
behalf of the controller, the same data protection obligations as set out in the contract or other legal
act between the controller and the processor as referred to in paragraph 3 shall be imposed on that
other processor by way of a contract or other legal act under Union or Member State law, in
particular providing sufficient guarantees to implement appropriate technical and organisational
measures in such a manner that the processing will meet the requirements of this Regulation.
Where that other processor fails to fulfil its data protection obligations, the initial processor shall
remain fully liable to the controller for the performance of that other processor's obligations.

5. Adherence of a processor to an approved code of conduct as referred to in Article 40 or an
approved certification mechanism as referred to in Article 42 may be used as an element by which to
demonstrate sufficient guarantees as referred to in paragraphs 1 and 4 of this Article.

6. Without prejudice to an individual contract between the controller and the processor, the
contract or the other legal act referred to in paragraphs 3 and 4 of this Article may be based, in
whole or in part, on standard contractual clauses referred to in paragraphs 7 and 8 of this Article,
including when they are part of a certification granted to the controller or processor pursuant to
Articles 42 and 43.

7. The Commission may lay down standard contractual clauses for the matters referred to in
paragraph 3 and 4 of this Article and in accordance with the examination procedure referred to in
Article 93(2).

8. A supervisory authority may adopt standard contractual clauses for the matters referred to in
paragraph 3 and 4 of this Article and in accordance with the consistency mechanism referred to in
Article 63.

9. The contract or the other legal act referred to in paragraphs 3 and 4 shall be in writing, including
in electronic form.

10. Without prejudice to Articles 82, 83 and 84, if a processor infringes this Regulation by
determining the purposes and means of processing, the processor shall be considered to be a
controller in respect of that processing.

Recitals
(81) To ensure compliance with the requirements of this Regulation in respect of the processing to
be carried out by the processor on behalf of the controller, when entrusting a processor with
processing activities, the controller should use only processors providing sufficient guarantees, in
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particular in terms of expert knowledge, reliability and resources, to implement technical and
organisational measures which will meet the requirements of this Regulation, including for the
security of processing. The adherence of the processor to an approved code of conduct or an
approved certification mechanism may be used as an element to demonstrate compliance with the
obligations of the controller. The carrying-out of processing by a processor should be governed by a
contract or other legal act under Union or Member State law, binding the processor to the
controller, setting out the subject-matter and duration of the processing, the nature and purposes of
the processing, the type of personal data and categories of data subjects, taking into account the
specific tasks and responsibilities of the processor in the context of the processing to be carried out
and the risk to the rights and freedoms of the data subject. The controller and processor may choose
to use an individual contract or standard contractual clauses which are adopted either directly by
the Commission or by a supervisory authority in accordance with the consistency mechanism and
then adopted by the Commission. After the completion of the processing on behalf of the controller,
the processor should, at the choice of the controller, return or delete the personal data, unless there
is a requirement to store the personal data under Union or Member State law to which the
processor is subject.

(95) The processor should assist the controller, where necessary and upon request, in ensuring
compliance with the obligations deriving from the carrying out of data protection impact
assessments and from prior consultation of the supervisory authority.
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Article 29 - Processing under the authority of the controller or processor
The processor and any person acting under the authority of the controller or of the processor, who
has access to personal data, shall not process those data except on instructions from the controller,
unless required to do so by Union or Member State law.
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Article 30 - Records of processing activities

1. Each controller and, where applicable, the controller's representative, shall maintain a record of
processing activities under its responsibility. That record shall contain all of the following
information:
(a) the name and contact details of the controller and, where applicable, the joint controller,
the controller's representative and the data protection officer;
(b) the purposes of the processing;
(c) a description of the categories of data subjects and of the categories of personal data;
(d) the categories of recipients to whom the personal data have been or will be disclosed
including recipients in third countries or international organisations;
(e) where applicable, transfers of personal data to a third country or an international
organisation, including the identification of that third country or international organisation
and, in the case of transfers referred to in the second subparagraph of Article 49(1), the
documentation of suitable safeguards;
(f) where possible, the envisaged time limits for erasure of the different categories of data;
(g) where possible, a general description of the technical and organisational security measures
referred to in Article 32(1).

2. Each processor and, where applicable, the processor's representative shall maintain a record of all
categories of processing activities carried out on behalf of a controller, containing:
(a) the name and contact details of the processor or processors and of each controller on behalf
of which the processor is acting, and, where applicable, of the controller's or the processor's
representative, and the data protection officer;
(b) the categories of processing carried out on behalf of each controller;
(c) where applicable, transfers of personal data to a third country or an international
organisation, including the identification of that third country or international organisation
and, in the case of transfers referred to in the second subparagraph of Article 49(1), the
documentation of suitable safeguards;
(d) where possible, a general description of the technical and organisational security measures
referred to in Article 32(1).

3. The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form.

4. The controller or the processor and, where applicable, the controller's or the processor's
representative, shall make the record available to the supervisory authority on request.
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5. The obligations referred to in paragraphs 1 and 2 shall not apply to an enterprise or an
organisation employing fewer than 250 persons unless the processing it carries out is likely to result
in a risk to the rights and freedoms of data subjects, the processing is not occasional, or the
processing includes special categories of data as referred to in Article 9(1) or personal data relating
to criminal convictions and offences referred to in Article 10.

Recitals
(82) In order to demonstrate compliance with this Regulation, the controller or processor should
maintain records of processing activities under its responsibility. Each controller and processor
should be obliged to cooperate with the supervisory authority and make those records, on request,
available to it, so that it might serve for monitoring those processing operations.
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Article 31 - Cooperation with the supervisory authority
The controller and the processor and, where applicable, their representatives, shall cooperate, on
request, with the supervisory authority in the performance of its tasks.

Recitals
(82) In order to demonstrate compliance with this Regulation, the controller or processor should
maintain records of processing activities under its responsibility. Each controller and processor
should be obliged to cooperate with the supervisory authority and make those records, on request,
available to it, so that it might serve for monitoring those processing operations
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Section 2 - Security of personal data

Page 85 of 422

Article 32 - Security of processing

1. Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of processing as well as the risk of varying likelihood and severity for the rights
and freedoms of natural persons, the controller and the processor shall implement appropriate
technical and organisational measures to ensure a level of security appropriate to the risk, including
inter alia as appropriate:
(a) the pseudonymisation and encryption of personal data;
(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of
processing systems and services;
(c) the ability to restore the availability and access to personal data in a timely manner in the
event of a physical or technical incident;
(d) a process for regularly testing, assessing and evaluating the effectiveness of technical and
organisational measures for ensuring the security of the processing.

2. In assessing the appropriate level of security account shall be taken in particular of the risks that
are presented by processing, in particular from accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed.

3. Adherence to an approved code of conduct as referred to in Article 40 or an approved certification
mechanism as referred to in Article 42 may be used as an element by which to demonstrate
compliance with the requirements set out in paragraph 1 of this Article.

4. The controller and processor shall take steps to ensure that any natural person acting under the
authority of the controller or the processor who has access to personal data does not process them
except on instructions from the controller, unless he or she is required to do so by Union or Member
State law.

Recitals
(75) The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may
result from personal data processing which could lead to physical, material or non-material damage,
in particular: where the processing may give rise to discrimination, identity theft or fraud, financial
loss, damage to the reputation, loss of confidentiality of personal data protected by professional
secrecy, unauthorised reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and freedoms or prevented
from exercising control over their personal data; where personal data are processed which reveal
racial or ethnic origin, political opinions, religion or philosophical beliefs, trade union membership,
and the processing of genetic data, data concerning health or data concerning sex life or criminal
convictions and offences or related security measures; where personal aspects are evaluated, in
particular analysing or predicting aspects concerning performance at work, economic situation,
health, personal preferences or interests, reliability or behaviour, location or movements, in order to
create or use personal profiles; where personal data of vulnerable natural persons, in particular of
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children, are processed; or where processing involves a large amount of personal data and affects a
large number of data subjects.

(76) The likelihood and severity of the risk to the rights and freedoms of the data subject should be
determined by reference to the nature, scope, context and purposes of the processing. Risk should
be evaluated on the basis of an objective assessment, by which it is established whether data
processing operations involve a risk or a high risk.

(77) Guidance on the implementation of appropriate measures and on the demonstration of
compliance by the controller or the processor, especially as regards the identification of the risk
related to the processing, their assessment in terms of origin, nature, likelihood and severity, and
the identification of best practices to mitigate the risk, could be provided in particular by means of
approved codes of conduct, approved certifications, guidelines provided by the Board or indications
provided by a data protection officer. The Board may also issue guidelines on processing operations
that are considered to be unlikely to result in a high risk to the rights and freedoms of natural
persons and indicate what measures may be sufficient in such cases to address such risk.

(78) The protection of the rights and freedoms of natural persons with regard to the processing of
personal data require that appropriate technical and organisational measures be taken to ensure
that the requirements of this Regulation are met. In order to be able to demonstrate compliance
with this Regulation, the controller should adopt internal policies and implement measures which
meet in particular the principles of data protection by design and data protection by default. Such
measures could consist, inter alia, of minimising the processing of personal data, pseudonymising
personal data as soon as possible, transparency with regard to the functions and processing of
personal data, enabling the data subject to monitor the data processing, enabling the controller to
create and improve security features. When developing, designing, selecting and using applications,
services and products that are based on the processing of personal data or process personal data to
fulfil their task, producers of the products, services and applications should be encouraged to take
into account the right to data protection when developing and designing such products, services and
applications and, with due regard to the state of the art, to make sure that controllers and
processors are able to fulfil their data protection obligations. The principles of data protection by
design and by default should also be taken into consideration in the context of public tenders.

(79) The protection of the rights and freedoms of data subjects as well as the responsibility and
liability of controllers and processors, also in relation to the monitoring by and measures of
supervisory authorities, requires a clear allocation of the responsibilities under this Regulation,
including where a controller determines the purposes and means of the processing jointly with other
controllers or where a processing operation is carried out on behalf of a controller.

(83) In order to maintain security and to prevent processing in infringement of this Regulation, the
controller or processor should evaluate the risks inherent in the processing and implement measures
to mitigate those risks, such as encryption. Those measures should ensure an appropriate level of
security, including confidentiality, taking into account the state of the art and the costs of
implementation in relation to the risks and the nature of the personal data to be protected. In
assessing data security risk, consideration should be given to the risks that are presented by personal
data processing, such as accidental or unlawful destruction, loss, alteration, unauthorised disclosure
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of, or access to, personal data transmitted, stored or otherwise processed which may in particular
lead to physical, material or non-material damage.
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Article 33 - Notification of a personal data breach to the supervisory authority

1. In the case of a personal data breach, the controller shall without undue delay and, where
feasible, not later than 72 hours after having become aware of it, notify the personal data breach to
the supervisory authority competent in accordance with Article 55, unless the personal data breach
is unlikely to result in a risk to the rights and freedoms of natural persons. Where the notification to
the supervisory authority is not made within 72 hours, it shall be accompanied by reasons for the
delay.

2. The processor shall notify the controller without undue delay after becoming aware of a personal
data breach.

3. The notification referred to in paragraph 1 shall at least:
(a) describe the nature of the personal data breach including where possible, the categories and
approximate number of data subjects concerned and the categories and approximate
number of personal data records concerned;
(b) communicate the name and contact details of the data protection officer or other contact
point where more information can be obtained;
(c) describe the likely consequences of the personal data breach;
(d) describe the measures taken or proposed to be taken by the controller to address the
personal data breach, including, where appropriate, measures to mitigate its possible
adverse effects.

4. Where, and in so far as, it is not possible to provide the information at the same time, the
information may be provided in phases without undue further delay.

5. The controller shall document any personal data breaches, comprising the facts relating to the
personal data breach, its effects and the remedial action taken. That documentation shall enable the
supervisory authority to verify compliance with this Article.

Recitals
(85) A personal data breach may, if not addressed in an appropriate and timely manner, result in
physical, material or non-material damage to natural persons such as loss of control over their
personal data or limitation of their rights, discrimination, identity theft or fraud, financial loss,
unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal
data protected by professional secrecy or any other significant economic or social disadvantage to
the natural person concerned. Therefore, as soon as the controller becomes aware that a personal
data breach has occurred, the controller should notify the personal data breach to the supervisory
authority without undue delay and, where feasible, not later than 72 hours after having become
aware of it, unless the controller is able to demonstrate, in accordance with the accountability
principle, that the personal data breach is unlikely to result in a risk to the rights and freedoms of
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natural persons. Where such notification cannot be achieved within 72 hours, the reasons for the
delay should accompany the notification and information may be provided in phases without undue
further delay.

(87) It should be ascertained whether all appropriate technological protection and organisational
measures have been implemented to establish immediately whether a personal data breach has
taken place and to inform promptly the supervisory authority and the data subject. The fact that the
notification was made without undue delay should be established taking into account in particular
the nature and gravity of the personal data breach and its consequences and adverse effects for the
data subject. Such notification may result in an intervention of the supervisory authority in
accordance with its tasks and powers laid down in this Regulation.

(88) In setting detailed rules concerning the format and procedures applicable to the notification of
personal data breaches, due consideration should be given to the circumstances of that breach,
including whether or not personal data had been protected by appropriate technical protection
measures, effectively limiting the likelihood of identity fraud or other forms of misuse. Moreover,
such rules and procedures should take into account the legitimate interests of law-enforcement
authorities where early disclosure could unnecessarily hamper the investigation of the
circumstances of a personal data breach.
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Article 34 - Communication of a personal data breach to the data subject

1. When the personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, the controller shall communicate the personal data breach to the data subject
without undue delay.

2. The communication to the data subject referred to in paragraph 1 of this Article shall describe in
clear and plain language the nature of the personal data breach and contain at least the information
and measures referred to in points (b), (c) and (d) of Article 33(3).

3. The communication to the data subject referred to in paragraph 1 shall not be required if any of
the following conditions are met:
(a) the controller has implemented appropriate technical and organisational protection
measures, and those measures were applied to the personal data affected by the personal
data breach, in particular those that render the personal data unintelligible to any person
who is not authorised to access it, such as encryption;
(b) the controller has taken subsequent measures which ensure that the high risk to the rights
and freedoms of data subjects referred to in paragraph 1 is no longer likely to materialise;
(c) it would involve disproportionate effort. In such a case, there shall instead be a public
communication or similar measure whereby the data subjects are informed in an equally
effective manner.

4. If the controller has not already communicated the personal data breach to the data subject, the
supervisory authority, having considered the likelihood of the personal data breach resulting in a
high risk, may require it to do so or may decide that any of the conditions referred to in paragraph 3
are met.

Recitals
(86) The controller should communicate to the data subject a personal data breach, without undue
delay, where that personal data breach is likely to result in a high risk to the rights and freedoms of
the natural person in order to allow him or her to take the necessary precautions. The
communication should describe the nature of the personal data breach as well as recommendations
for the natural person concerned to mitigate potential adverse effects. Such communications to data
subjects should be made as soon as reasonably feasible and in close cooperation with the
supervisory authority, respecting guidance provided by it or by other relevant authorities such as
law-enforcement authorities. For example, the need to mitigate an immediate risk of damage would
call for prompt communication with data subjects whereas the need to implement appropriate
measures against continuing or similar personal data breaches may justify more time for
communication.

(87) It should be ascertained whether all appropriate technological protection and organisational
measures have been implemented to establish immediately whether a personal data breach has
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taken place and to inform promptly the supervisory authority and the data subject. The fact that the
notification was made without undue delay should be established taking into account in particular
the nature and gravity of the personal data breach and its consequences and adverse effects for the
data subject. Such notification may result in an intervention of the supervisory authority in
accordance with its tasks and powers laid down in this Regulation.

(88) In setting detailed rules concerning the format and procedures applicable to the notification of
personal data breaches, due consideration should be given to the circumstances of that breach,
including whether or not personal data had been protected by appropriate technical protection
measures, effectively limiting the likelihood of identity fraud or other forms of misuse. Moreover,
such rules and procedures should take into account the legitimate interests of law-enforcement
authorities where early disclosure could unnecessarily hamper the investigation of the
circumstances of a personal data breach.
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Section 3 - Data protection impact assessment and prior consultation
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Article 35 - Data protection impact assessment

1. Where a type of processing in particular using new technologies, and taking into account the
nature, scope, context and purposes of the processing, is likely to result in a high risk to the rights
and freedoms of natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the protection of personal data.
A single assessment may address a set of similar processing operations that present similar high
risks.

2. The controller shall seek the advice of the data protection officer, where designated, when
carrying out a data protection impact assessment.

3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in
the case of:
(a) a systematic and extensive evaluation of personal aspects relating to natural persons which
is based on automated processing, including profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly significantly affect the
natural person;
(b) processing on a large scale of special categories of data referred to in Article 9(1), or of
personal data relating to criminal convictions and offences referred to in Article 10; or
(c) a systematic monitoring of a publicly accessible area on a large scale.

4. The supervisory authority shall establish and make public a list of the kind of processing
operations which are subject to the requirement for a data protection impact assessment pursuant
to paragraph 1. The supervisory authority shall communicate those lists to the Board referred to in
Article 68.

5. The supervisory authority may also establish and make public a list of the kind of processing
operations for which no data protection impact assessment is required. The supervisory authority
shall communicate those lists to the Board.

6. Prior to the adoption of the lists referred to in paragraphs 4 and 5, the competent supervisory
authority shall apply the consistency mechanism referred to in Article 63 where such lists involve
processing activities which are related to the offering of goods or services to data subjects or to the
monitoring of their behaviour in several Member States, or may substantially affect the free
movement of personal data within the Union.

7. The assessment shall contain at least:
(a) a systematic description of the envisaged processing operations and the purposes of the
processing, including, where applicable, the legitimate interest pursued by the controller;
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(b) an assessment of the necessity and proportionality of the processing operations in relation
to the purposes;
(c) an assessment of the risks to the rights and freedoms of data subjects referred to in
paragraph 1; and
(d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with
this Regulation taking into account the rights and legitimate interests of data subjects and
other persons concerned.

8. Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or
processors shall be taken into due account in assessing the impact of the processing operations
performed by such controllers or processors, in particular for the purposes of a data protection
impact assessment.

9. Where appropriate, the controller shall seek the views of data subjects or their representatives on
the intended processing, without prejudice to the protection of commercial or public interests or the
security of processing operations.

10. Where processing pursuant to point (c) or (e) of Article 6(1) has a legal basis in Union law or in
the law of the Member State to which the controller is subject, that law regulates the specific
processing operation or set of operations in question, and a data protection impact assessment has
already been carried out as part of a general impact assessment in the context of the adoption of
that legal basis, paragraphs 1 to 7 shall not apply unless Member States deem it to be necessary to
carry out such an assessment prior to processing activities.

11. Where necessary, the controller shall carry out a review to assess if processing is performed in
accordance with the data protection impact assessment at least when there is a change of the risk
represented by processing operations.

Recitals
(84) In order to enhance compliance with this Regulation where processing operations are likely to
result in a high risk to the rights and freedoms of natural persons, the controller should be
responsible for the carrying-out of a data protection impact assessment to evaluate, in particular,
the origin, nature, particularity and severity of that risk. The outcome of the assessment should be
taken into account when determining the appropriate measures to be taken in order to demonstrate
that the processing of personal data complies with this Regulation. Where a data-protection impact
assessment indicates that processing operations involve a high risk which the controller cannot
mitigate by appropriate measures in terms of available technology and costs of implementation, a
consultation of the supervisory authority should take place prior to the processing.

(89) Directive 95/46/EC provided for a general obligation to notify the processing of personal data to
the supervisory authorities. While that obligation produces administrative and financial burdens, it
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did not in all cases contribute to improving the protection of personal data. Such indiscriminate
general notification obligations should therefore be abolished, and replaced by effective procedures
and mechanisms which focus instead on those types of processing operations which are likely to
result in a high risk to the rights and freedoms of natural persons by virtue of their nature, scope,
context and purposes. Such types of processing operations may be those which in, particular, involve
using new technologies, or are of a new kind and where no data protection impact assessment has
been carried out before by the controller, or where they become necessary in the light of the time
that has elapsed since the initial processing.

(90) In such cases, a data protection impact assessment should be carried out by the controller prior
to the processing in order to assess the particular likelihood and severity of the high risk, taking into
account the nature, scope, context and purposes of the processing and the sources of the risk. That
impact assessment should include, in particular, the measures, safeguards and mechanisms
envisaged for mitigating that risk, ensuring the protection of personal data and demonstrating
compliance with this Regulation.

(91) This should in particular apply to large-scale processing operations which aim to process a
considerable amount of personal data at regional, national or supranational level and which could
affect a large number of data subjects and which are likely to result in a high risk, for example, on
account of their sensitivity, where in accordance with the achieved state of technological knowledge
a new technology is used on a large scale as well as to other processing operations which result in a
high risk to the rights and freedoms of data subjects, in particular where those operations render it
more difficult for data subjects to exercise their rights. A data protection impact assessment should
also be made where personal data are processed for taking decisions regarding specific natural
persons following any systematic and extensive evaluation of personal aspects relating to natural
persons based on profiling those data or following the processing of special categories of personal
data, biometric data, or data on criminal convictions and offences or related security measures. A
data protection impact assessment is equally required for monitoring publicly accessible areas on a
large scale, especially when using optic-electronic devices or for any other operations where the
competent supervisory authority considers that the processing is likely to result in a high risk to the
rights and freedoms of data subjects, in particular because they prevent data subjects from
exercising a right or using a service or a contract, or because they are carried out systematically on a
large scale. The processing of personal data should not be considered to be on a large scale if the
processing concerns personal data from patients or clients by an individual physician, other health
care professional or lawyer. In such cases, a data protection impact assessment should not be
mandatory.

(92) There are circumstances under which it may be reasonable and economical for the subject of a
data protection impact assessment to be broader than a single project, for example where public
authorities or bodies intend to establish a common application or processing platform or where
several controllers plan to introduce a common application or processing environment across an
industry sector or segment or for a widely used horizontal activity.

(93) In the context of the adoption of the Member State law on which the performance of the tasks
of the public authority or public body is based and which regulates the specific processing operation
or set of operations in question, Member States may deem it necessary to carry out such assessment
prior to the processing activities.
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Article 36 - Prior consultation

1. The controller shall consult the supervisory authority prior to processing where a data protection
impact assessment under Article 35 indicates that the processing would result in a high risk in the
absence of measures taken by the controller to mitigate the risk.

2. Where the supervisory authority is of the opinion that the intended processing referred to in
paragraph 1 would infringe this Regulation, in particular where the controller has insufficiently
identified or mitigated the risk, the supervisory authority shall, within period of up to eight weeks of
receipt of the request for consultation, provide written advice to the controller and, where
applicable to the processor, and may use any of its powers referred to in Article 58. That period may
be extended by six weeks, taking into account the complexity of the intended processing. The
supervisory authority shall inform the controller and, where applicable, the processor, of any such
extension within one month of receipt of the request for consultation together with the reasons for
the delay. Those periods may be suspended until the supervisory authority has obtained information
it has requested for the purposes of the consultation.

3. When consulting the supervisory authority pursuant to paragraph 1, the controller shall provide
the supervisory authority with:
(a) where applicable, the respective responsibilities of the controller, joint controllers and
processors involved in the processing, in particular for processing within a group of
undertakings;
(b) the purposes and means of the intended processing;
(c) the measures and safeguards provided to protect the rights and freedoms of data subjects
pursuant to this Regulation;
(d) where applicable, the contact details of the data protection officer;
(e) the data protection impact assessment provided for in Article 35; and
(f) any other information requested by the supervisory authority.

4. Member States shall consult the supervisory authority during the preparation of a proposal for a
legislative measure to be adopted by a national parliament, or of a regulatory measure based on
such a legislative measure, which relates to processing.

5. Notwithstanding paragraph 1, Member State law may require controllers to consult with, and
obtain prior authorisation from, the supervisory authority in relation to processing by a controller for
the performance of a task carried out by the controller in the public interest, including processing in
relation to social protection and public health.

Page 97 of 422

Recitals
(94) Where a data protection impact assessment indicates that the processing would, in the absence
of safeguards, security measures and mechanisms to mitigate the risk, result in a high risk to the
rights and freedoms of natural persons and the controller is of the opinion that the risk cannot be
mitigated by reasonable means in terms of available technologies and costs of implementation, the
supervisory authority should be consulted prior to the start of processing activities. Such high risk is
likely to result from certain types of processing and the extent and frequency of processing, which
may result also in a realisation of damage or interference with the rights and freedoms of the natural
person. The supervisory authority should respond to the request for consultation within a specified
period. However, the absence of a reaction of the supervisory authority within that period should be
without prejudice to any intervention of the supervisory authority in accordance with its tasks and
powers laid down in this Regulation, including the power to prohibit processing operations. As part
of that consultation process, the outcome of a data protection impact assessment carried out with
regard to the processing at issue may be submitted to the supervisory authority, in particular the
measures envisaged to mitigate the risk to the rights and freedoms of natural persons.

(95) The processor should assist the controller, where necessary and upon request, in ensuring
compliance with the obligations deriving from the carrying out of data protection impact
assessments and from prior consultation of the supervisory authority.

(96) A consultation of the supervisory authority should also take place in the course of the
preparation of a legislative or regulatory measure which provides for the processing of personal
data, in order to ensure compliance of the intended processing with this Regulation and in particular
to mitigate the risk involved for the data subject.
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Section 4 - Data protection officer
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Article 37 - Designation of the data protection officer

1. The controller and the processor shall designate a data protection officer in any case where:
(a) the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity;
(b) the core activities of the controller or the processor consist of processing operations which,
by virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale; or
(c) the core activities of the controller or the processor consist of processing on a large scale of
special categories of data pursuant to Article 9 and personal data relating to criminal
convictions and offences referred to in Article 10.

2. A group of undertakings may appoint a single data protection officer provided that a data
protection officer is easily accessible from each establishment.

3. Where the controller or the processor is a public authority or body, a single data protection officer
may be designated for several such authorities or bodies, taking account of their organisational
structure and size.

4. In cases other than those referred to in paragraph 1, the controller or processor or associations
and other bodies representing categories of controllers or processors may or, where required by
Union or Member State law shall, designate a data protection officer. The data protection officer
may act for such associations and other bodies representing controllers or processors.

5. The data protection officer shall be designated on the basis of professional qualities and, in
particular, expert knowledge of data protection law and practices and the ability to fulfil the tasks
referred to in Article 39.

6. The data protection officer may be a staff member of the controller or processor, or fulfil the tasks
on the basis of a service contract.

7. The controller or the processor shall publish the contact details of the data protection officer and
communicate them to the supervisory authority.

Recitals
(97) Where the processing is carried out by a public authority, except for courts or independent
judicial authorities when acting in their judicial capacity, where, in the private sector, processing is
carried out by a controller whose core activities consist of processing operations that require regular
and systematic monitoring of the data subjects on a large scale, or where the core activities of the
controller or the processor consist of processing on a large scale of special categories of personal
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data and data relating to criminal convictions and offences, a person with expert knowledge of data
protection law and practices should assist the controller or processor to monitor internal compliance
with this Regulation. In the private sector, the core activities of a controller relate to its primary
activities and do not relate to the processing of personal data as ancillary activities. The necessary
level of expert knowledge should be determined in particular according to the data processing
operations carried out and the protection required for the personal data processed by the controller
or the processor. Such data protection officers, whether or not they are an employee of the
controller, should be in a position to perform their duties and tasks in an independent manner.

Page 101 of 422

Article 38 - Position of the data protection officer

1. The controller and the processor shall ensure that the data protection officer is involved, properly
and in a timely manner, in all issues which relate to the protection of personal data.

2. The controller and processor shall support the data protection officer in performing the tasks
referred to in Article 39 by providing resources necessary to carry out those tasks and access to
personal data and processing operations, and to maintain his or her expert knowledge.

3. The controller and processor shall ensure that the data protection officer does not receive any
instructions regarding the exercise of those tasks. He or she shall not be dismissed or penalised by
the controller or the processor for performing his tasks. The data protection officer shall directly
report to the highest management level of the controller or the processor.

4. Data subjects may contact the data protection officer with regard to all issues related to
processing of their personal data and to the exercise of their rights under this Regulation.

5. The data protection officer shall be bound by secrecy or confidentiality concerning the
performance of his or her tasks, in accordance with Union or Member State law.

6. The data protection officer may fulfil other tasks and duties. The controller or processor shall
ensure that any such tasks and duties do not result in a conflict of interests.

Recitals
(97) Where the processing is carried out by a public authority, except for courts or independent
judicial authorities when acting in their judicial capacity, where, in the private sector, processing is
carried out by a controller whose core activities consist of processing operations that require regular
and systematic monitoring of the data subjects on a large scale, or where the core activities of the
controller or the processor consist of processing on a large scale of special categories of personal
data and data relating to criminal convictions and offences, a person with expert knowledge of data
protection law and practices should assist the controller or processor to monitor internal compliance
with this Regulation. In the private sector, the core activities of a controller relate to its primary
activities and do not relate to the processing of personal data as ancillary activities. The necessary
level of expert knowledge should be determined in particular according to the data processing
operations carried out and the protection required for the personal data processed by the controller
or the processor. Such data protection officers, whether or not they are an employee of the
controller, should be in a position to perform their duties and tasks in an independent manner.
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Article 39 - Tasks of the data protection officer

1. The data protection officer shall have at least the following tasks:
(a) to inform and advise the controller or the processor and the employees who carry out
processing of their obligations pursuant to this Regulation and to other Union or Member
State data protection provisions;
(b) to monitor compliance with this Regulation, with other Union or Member State data
protection provisions and with the policies of the controller or processor in relation to the
protection of personal data, including the assignment of responsibilities, awareness-raising
and training of staff involved in processing operations, and the related audits;
(c) to provide advice where requested as regards the data protection impact assessment and
monitor its performance pursuant to Article 35;
(d) to cooperate with the supervisory authority;
(e) to act as the contact point for the supervisory authority on issues relating to processing,
including the prior consultation referred to in Article 36, and to consult, where appropriate,
with regard to any other matter.

2. The data protection officer shall in the performance of his or her tasks have due regard to the risk
associated with processing operations, taking into account the nature, scope, context and purposes
of processing.

Recitals
(97) Where the processing is carried out by a public authority, except for courts or independent
judicial authorities when acting in their judicial capacity, where, in the private sector, processing is
carried out by a controller whose core activities consist of processing operations that require regular
and systematic monitoring of the data subjects on a large scale, or where the core activities of the
controller or the processor consist of processing on a large scale of special categories of personal
data and data relating to criminal convictions and offences, a person with expert knowledge of data
protection law and practices should assist the controller or processor to monitor internal compliance
with this Regulation. In the private sector, the core activities of a controller relate to its primary
activities and do not relate to the processing of personal data as ancillary activities. The necessary
level of expert knowledge should be determined in particular according to the data processing
operations carried out and the protection required for the personal data processed by the controller
or the processor. Such data protection officers, whether or not they are an employee of the
controller, should be in a position to perform their duties and tasks in an independent manner.
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Section 5 - Codes of conduct and certification
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Article 40 - Codes of conduct

1. The Member States, the supervisory authorities, the Board and the Commission shall encourage
the drawing up of codes of conduct intended to contribute to the proper application of this
Regulation, taking account of the specific features of the various processing sectors and the specific
needs of micro, small and medium-sized enterprises.

2. Associations and other bodies representing categories of controllers or processors may prepare
codes of conduct, or amend or extend such codes, for the purpose of specifying the application of
this Regulation, such as with regard to:
(a) fair and transparent processing;
(b) the legitimate interests pursued by controllers in specific contexts;
(c) the collection of personal data;
(d) the pseudonymisation of personal data;
(e) the information provided to the public and to data subjects;
(f) the exercise of the rights of data subjects;
(g) the information provided to, and the protection of, children, and the manner in which the
consent of the holders of parental responsibility over children is to be obtained;
(h) the measures and procedures referred to in Articles 24 and 25 and the measures to ensure
security of processing referred to in Article 32;
(i) the notification of personal data breaches to supervisory authorities and the communication
of such personal data breaches to data subjects;
(j) the transfer of personal data to third countries or international organisations; or
(k) out-of-court proceedings and other dispute resolution procedures for resolving disputes
between controllers and data subjects with regard to processing, without prejudice to the
rights of data subjects pursuant to Articles 77 and 79.

3. In addition to adherence by controllers or processors subject to this Regulation, codes of conduct
approved pursuant to paragraph 5 of this Article and having general validity pursuant to paragraph 9
of this Article may also be adhered to by controllers or processors that are not subject to this
Regulation pursuant to Article 3 in order to provide appropriate safeguards within the framework of
personal data transfers to third countries or international organisations under the terms referred to
in point (e) of Article 46(2). Such controllers or processors shall make binding and enforceable
commitments, via contractual or other legally binding instruments, to apply those appropriate
safeguards including with regard to the rights of data subjects.
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4. A code of conduct referred to in paragraph 2 of this Article shall contain mechanisms which
enable the body referred to in Article 41(1) to carry out the mandatory monitoring of compliance
with its provisions by the controllers or processors which undertake to apply it, without prejudice to
the tasks and powers of supervisory authorities competent pursuant to Article 55 or 56.

5. Associations and other bodies referred to in paragraph 2 of this Article which intend to prepare a
code of conduct or to amend or extend an existing code shall submit the draft code, amendment or
extension to the supervisory authority which is competent pursuant to Article 55. The supervisory
authority shall provide an opinion on whether the draft code, amendment or extension complies
with this Regulation and shall approve that draft code, amendment or extension if it finds that it
provides sufficient appropriate safeguards.

6. Where the draft code, or amendment or extension is approved in accordance with paragraph 5,
and where the code of conduct concerned does not relate to processing activities in several Member
States, the supervisory authority shall register and publish the code.

7. Where a draft code of conduct relates to processing activities in several Member States, the
supervisory authority which is competent pursuant to Article 55 shall, before approving the draft
code, amendment or extension, submit it in the procedure referred to in Article 63 to the Board
which shall provide an opinion on whether the draft code, amendment or extension complies with
this Regulation or, in the situation referred to in paragraph 3 of this Article, provides appropriate
safeguards.

8. Where the opinion referred to in paragraph 7 confirms that the draft code, amendment or
extension complies with this Regulation, or, in the situation referred to in paragraph 3, provides
appropriate safeguards, the Board shall submit its opinion to the Commission.

9. The Commission may, by way of implementing acts, decide that the approved code of conduct,
amendment or extension submitted to it pursuant to paragraph 8 of this Article have general validity
within the Union. Those implementing acts shall be adopted in accordance with the examination
procedure set out in Article 93(2).

10. The Commission shall ensure appropriate publicity for the approved codes which have been
decided as having general validity in accordance with paragraph 9.

11. The Board shall collate all approved codes of conduct, amendments and extensions in a register
and shall make them publicly available by way of appropriate means.

Recitals
(98) Associations or other bodies representing categories of controllers or processors should be
encouraged to draw up codes of conduct, within the limits of this Regulation, so as to facilitate the
effective application of this Regulation, taking account of the specific characteristics of the
processing carried out in certain sectors and the specific needs of micro, small and medium
Page 106 of 422

enterprises. In particular, such codes of conduct could calibrate the obligations of controllers and
processors, taking into account the risk likely to result from the processing for the rights and
freedoms of natural persons.

(99) When drawing up a code of conduct, or when amending or extending such a code, associations
and other bodies representing categories of controllers or processors should consult relevant
stakeholders, including data subjects where feasible, and have regard to submissions received and
views expressed in response to such consultations.
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Article 41 - Monitoring of approved codes of conduct

1. Without prejudice to the tasks and powers of the competent supervisory authority under Articles
57 and 58, the monitoring of compliance with a code of conduct pursuant to Article 40 may be
carried out by a body which has an appropriate level of expertise in relation to the subject-matter of
the code and is accredited for that purpose by the competent supervisory authority.

2. A body as referred to in paragraph 1 may be accredited to monitor compliance with a code of
conduct where that body has:
(a) demonstrated its independence and expertise in relation to the subject-matter of the code
to the satisfaction of the competent supervisory authority;
(b) established procedures which allow it to assess the eligibility of controllers and processors
concerned to apply the code, to monitor their compliance with its provisions and to
periodically review its operation;
(c) established procedures and structures to handle complaints about infringements of the code
or the manner in which the code has been, or is being, implemented by a controller or
processor, and to make those procedures and structures transparent to data subjects and
the public; and
(d) demonstrated to the satisfaction of the competent supervisory authority that its tasks and
duties do not result in a conflict of interests.

3. The competent supervisory authority shall submit the draft criteria for accreditation of a body as
referred to in paragraph 1 of this Article to the Board pursuant to the consistency mechanism
referred to in Article 63.

4. Without prejudice to the tasks and powers of the competent supervisory authority and the
provisions of Chapter VIII, a body as referred to in paragraph 1 of this Article shall, subject to
appropriate safeguards, take appropriate action in cases of infringement of the code by a controller
or processor, including suspension or exclusion of the controller or processor concerned from the
code. It shall inform the competent supervisory authority of such actions and the reasons for taking
them.

5. The competent supervisory authority shall revoke the accreditation of a body as referred to in
paragraph 1 if the conditions for accreditation are not, or are no longer, met or where actions taken
by the body infringe this Regulation.

6. This Article shall not apply to processing carried out by public authorities and bodies.
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Article 42 - Certification

1. The Member States, the supervisory authorities, the Board and the Commission shall encourage,
in particular at Union level, the establishment of data protection certification mechanisms and of
data protection seals and marks, for the purpose of demonstrating compliance with this Regulation
of processing operations by controllers and processors. The specific needs of micro, small and
medium-sized enterprises shall be taken into account.

2. In addition to adherence by controllers or processors subject to this Regulation, data protection
certification mechanisms, seals or marks approved pursuant to paragraph 5 of this Article may be
established for the purpose of demonstrating the existence of appropriate safeguards provided by
controllers or processors that are not subject to this Regulation pursuant to Article 3 within the
framework of personal data transfers to third countries or international organisations under the
terms referred to in point (f) of Article 46(2). Such controllers or processors shall make binding and
enforceable commitments, via contractual or other legally binding instruments, to apply those
appropriate safeguards, including with regard to the rights of data subjects.

3. The certification shall be voluntary and available via a process that is transparent.

4. A certification pursuant to this Article does not reduce the responsibility of the controller or the
processor for compliance with this Regulation and is without prejudice to the tasks and powers of
the supervisory authorities which are competent pursuant to Article 55 or 56.

5. A certification pursuant to this Article shall be issued by the certification bodies referred to in
Article 43 or by the competent supervisory authority, on the basis of criteria approved by that
competent supervisory authority pursuant to Article 58(3) or by the Board pursuant to Article 63.
Where the criteria are approved by the Board, this may result in a common certification, the
European Data Protection Seal.

6. The controller or processor which submits its processing to the certification mechanism shall
provide the certifi- cation body referred to in Article 43, or where applicable, the competent
supervisory authority, with all information and access to its processing activities which are necessary
to conduct the certification procedure.

7. Certification shall be issued to a controller or processor for a maximum period of three years and
may be renewed, under the same conditions, provided that the relevant requirements continue to
be met. Certification shall be withdrawn, as applicable, by the certification bodies referred to in
Article 43 or by the competent supervisory authority where the requirements for the certification
are not or are no longer met.

8. The Board shall collate all certification mechanisms and data protection seals and marks in a
register and shall make them publicly available by any appropriate means.
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Recitals
(100) In order to enhance transparency and compliance with this Regulation, the establishment of
certification mechanisms and data protection seals and marks should be encouraged, allowing data
subjects to quickly assess the level of data protection of relevant products and services.
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Article 43 - Certification bodies

1. Without prejudice to the tasks and powers of the competent supervisory authority under Articles
57 and 58, certification bodies which have an appropriate level of expertise in relation to data
protection shall, after informing the supervisory authority in order to allow it to exercise its powers
pursuant to point (h) of Article 58(2) where necessary, issue and renew certification. Member States
shall ensure that those certification bodies are accredited by one or both of the following:
(a) the supervisory authority which is competent pursuant to Article 55 or 56;
(b) the national accreditation body named in accordance with Regulation (EC) No 765/2008 of
the European Parliament and of the Council (1) in accordance with EN-ISO/IEC 17065/2012
and with the additional requirements established by the supervisory authority which is
competent pursuant to Article 55 or 56.

2. Certification bodies referred to in paragraph 1 shall be accredited in accordance with that
paragraph only where they have:
(a) demonstrated their independence and expertise in relation to the subject-matter of the
certification to the satisfaction of the competent supervisory authority;
(b) undertaken to respect the criteria referred to in Article 42(5) and approved by the
supervisory authority which is competent pursuant to Article 55 or 56 or by the Board
pursuant to Article 63;
(c) established procedures for the issuing, periodic review and withdrawal of data protection
certification, seals and marks;
(d) established procedures and structures to handle complaints about infringements of the
certification or the manner in which the certification has been, or is being, implemented by
the controller or processor, and to make those procedures and structures transparent to
data subjects and the public; and
(e) demonstrated, to the satisfaction of the competent supervisory authority, that their tasks
and duties do not result in a conflict of interests.

3. The accreditation of certification bodies as referred to in paragraphs 1 and 2 of this Article shall
take place on the basis of criteria approved by the supervisory authority which is competent
pursuant to Article 55 or 56 or by the Board pursuant to Article 63. In the case of accreditation
pursuant to point (b) of paragraph 1 of this Article, those requirements shall complement those
envisaged in Regulation (EC) No 765/2008 and the technical rules that describe the methods and
procedures of the certification bodies.

4. The certification bodies referred to in paragraph 1 shall be responsible for the proper assessment
leading to the certification or the withdrawal of such certification without prejudice to the
responsibility of the controller or processor for compliance with this Regulation. The accreditation
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shall be issued for a maximum period of five years and may be renewed on the same conditions
provided that the certification body meets the requirements set out in this Article.

5. The certification bodies referred to in paragraph 1 shall provide the competent supervisory
authorities with the reasons for granting or withdrawing the requested certification.

6. The requirements referred to in paragraph 3 of this Article and the criteria referred to in Article
42(5) shall be made public by the supervisory authority in an easily accessible form. The supervisory
authorities shall also transmit those requirements and criteria to the Board. The Board shall collate
all certification mechanisms and data protection seals in a register and shall make them publicly
available by any appropriate means.

7. Without prejudice to Chapter VIII, the competent supervisory authority or the national
accreditation body shall revoke an accreditation of a certification body pursuant to paragraph 1 of
this Article where the conditions for the accreditation are not, or are no longer, met or where
actions taken by a certification body infringe this Regulation.

8. The Commission shall be empowered to adopt delegated acts in accordance with Article 92 for the
purpose of specifying the requirements to be taken into account for the data protection certification
mechanisms referred to in Article 42(1).

9. The Commission may adopt implementing acts laying down technical standards for certification
mechanisms and data protection seals and marks, and mechanisms to promote and recognise those
certification mechanisms, seals and marks. Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 93(2).
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CHAPTER V - Transfers of personal data to third countries or
international organisations
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Article 44 - General principle for transfers
Any transfer of personal data which are undergoing processing or are intended for processing after
transfer to a third country or to an international organisation shall take place only if, subject to the
other provisions of this Regulation, the conditions laid down in this Chapter are complied with by the
controller and processor, including for onward transfers of personal data from the third country or
an international organisation to another third country or to another international organisation. All
provisions in this Chapter shall be applied in order to ensure that the level of protection of natural
persons guaranteed by this Regulation is not undermined.

Recitals
(101) Flows of personal data to and from countries outside the Union and international
organisations are necessary for the expansion of international trade and international cooperation.
The increase in such flows has raised new challenges and concerns with regard to the protection of
personal data. However, when personal data are transferred from the Union to controllers,
processors or other recipients in third countries or to international organisations, the level of
protection of natural persons ensured in the Union by this Regulation should not be undermined,
including in cases of onward transfers of personal data from the third country or international
organisation to controllers, processors in the same or another third country or international
organisation. In any event, transfers to third countries and international organisations may only be
carried out in full compliance with this Regulation. A transfer could take place only if, subject to the
other provisions of this Regulation, the conditions laid down in the provisions of this Regulation
relating to the transfer of personal data to third countries or international organisations are
complied with by the controller or processor.

(102) This Regulation is without prejudice to international agreements concluded between the
Union and third countries regulating the transfer of personal data including appropriate safeguards
for the data subjects. Member States may conclude international agreements which involve the
transfer of personal data to third countries or international organisations, as far as such agreements
do not affect this Regulation or any other provisions of Union law and include an appropriate level of
protection for the fundamental rights of the data subjects.
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Article 45 - Transfers on the basis of an adequacy decision

1. A transfer of personal data to a third country or an international organisation may take place
where the Commission has decided that the third country, a territory or one or more specified
sectors within that third country, or the international organisation in question ensures an adequate
level of protection. Such a transfer shall not require any specific authorisation.

2. When assessing the adequacy of the level of protection, the Commission shall, in particular, take
account of the following elements:
(a) the rule of law, respect for human rights and fundamental freedoms, relevant legislation,
both general and sectoral, including concerning public security, defence, national security
and criminal law and the access of public authorities to personal data, as well as the
implementation of such legislation, data protection rules, professional rules and security
measures, including rules for the onward transfer of personal data to another third country
or international organisation which are complied with in that country or international
organisation, case-law, as well as effective and enforceable data subject rights and effective
administrative and judicial redress for the data subjects whose personal data are being
transferred;
(b) the existence and effective functioning of one or more independent supervisory authorities
in the third country or to which an international organisation is subject, with responsibility
for ensuring and enforcing compliance with the data protection rules, including adequate
enforcement powers, for assisting and advising the data subjects in exercising their rights
and for cooperation with the supervisory authorities of the Member States; and
(c) the international commitments the third country or international organisation concerned
has entered into, or other obligations arising from legally binding conventions or
instruments as well as from its participation in multilateral or regional systems, in particular
in relation to the protection of personal data.

3. The Commission, after assessing the adequacy of the level of protection, may decide, by means of
implementing act, that a third country, a territory or one or more specified sectors within a third
country, or an international organisation ensures an adequate level of protection within the
meaning of paragraph 2 of this Article. The implementing act shall provide for a mechanism for a
periodic review, at least every four years, which shall take into account all relevant developments in
the third country or international organisation. The implementing act shall specify its territorial and
sectoral application and, where applicable, identify the supervisory authority or authorities referred
to in point (b) of paragraph 2 of this Article. The implementing act shall be adopted in accordance
with the examination procedure referred to in Article 93(2).

4. The Commission shall, on an ongoing basis, monitor developments in third countries and
international organisations that could affect the functioning of decisions adopted pursuant to
paragraph 3 of this Article and decisions adopted on the basis of Article 25(6) of Directive 95/46/EC.
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5. The Commission shall, where available information reveals, in particular following the review
referred to in paragraph 3 of this Article, that a third country, a territory or one or more specified
sectors within a third country, or an international organisation no longer ensures an adequate level
of protection within the meaning of paragraph 2 of this Article, to the extent necessary, repeal,
amend or suspend the decision referred to in paragraph 3 of this Article by means of implementing
acts without retro-active effect. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 93(2).
On duly justified imperative grounds of urgency, the Commission shall adopt immediately applicable
implementing acts in accordance with the procedure referred to in Article 93(3).

6. The Commission shall enter into consultations with the third country or international organisation
with a view to remedying the situation giving rise to the decision made pursuant to paragraph 5.

7. A decision pursuant to paragraph 5 of this Article is without prejudice to transfers of personal data
to the third country, a territory or one or more specified sectors within that third country, or the
international organisation in question pursuant to Articles 46 to 49.

8. The Commission shall publish in the Official Journal of the European Union and on its website a list
of the third countries, territories and specified sectors within a third country and international
organisations for which it has decided that an adequate level of protection is or is no longer ensured.

9. Decisions adopted by the Commission on the basis of Article 25(6) of Directive 95/46/EC shall
remain in force until amended, replaced or repealed by a Commission Decision adopted in
accordance with paragraph 3 or 5 of this Article.

Recitals
(103) The Commission may decide with effect for the entire Union that a third country, a territory or
specified sector within a third country, or an international organisation, offers an adequate level of
data protection, thus providing legal certainty and uniformity throughout the Union as regards the
third country or international organisation which is considered to provide such level of protection. In
such cases, transfers of personal data to that third country or international organisation may take
place without the need to obtain any further authorisation. The Commission may also decide, having
given notice and a full statement setting out the reasons to the third country or international
organisation, to revoke such a decision.

(104) In line with the fundamental values on which the Union is founded, in particular the protection
of human rights, the Commission should, in its assessment of the third country, or of a territory or
specified sector within a third country, take into account how a particular third country respects the
rule of law, access to justice as well as international human rights norms and standards and its
general and sectoral law, including legislation concerning public security, defence and national
security as well as public order and criminal law. The adoption of an adequacy decision with regard
to a territory or a specified sector in a third country should take into account clear and objective
criteria, such as specific processing activities and the scope of applicable legal standards and
legislation in force in the third country. The third country should offer guarantees ensuring an
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adequate level of protection essentially equivalent to that ensured within the Union, in particular
where personal data are processed in one or several specific sectors. In particular, the third country
should ensure effective independent data protection supervision and should provide for cooperation
mechanisms with the Member States' data protection authorities, and the data subjects should be
provided with effective and enforceable rights and effective administrative and judicial redress.

(105) Apart from the international commitments the third country or international organisation has
entered into, the Commission should take account of obligations arising from the third country's or
international organisation's participation in multilateral or regional systems in particular in relation
to the protection of personal data, as well as the implementation of such obligations. In particular,
the third country's accession to the Council of Europe Convention of 28 January 1981 for the
Protection of Individuals with regard to the Automatic Processing of Personal Data and its Additional
Protocol should be taken into account. The Commission should consult the Board when assessing
the level of protection in third countries or international organisations.

(106) The Commission should monitor the functioning of decisions on the level of protection in a
third country, a territory or specified sector within a third country, or an international organisation,
and monitor the functioning of decisions adopted on the basis of Article 25(6) or Article 26(4) of
Directive 95/46/EC. In its adequacy decisions, the Commission should provide for a periodic review
mechanism of their functioning. That periodic review should be conducted in consultation with the
third country or international organisation in question and take into account all relevant
developments in the third country or international organisation. For the purposes of monitoring and
of carrying out the periodic reviews, the Commission should take into consideration the views and
findings of the European Parliament and of the Council as well as of other relevant bodies and
sources. The Commission should evaluate, within a reasonable time, the functioning of the latter
decisions and report any relevant findings to the Committee within the meaning of Regulation (EU)
No 182/2011 of the European Parliament and of the Council as established under this Regulation, to
the European Parliament and to the Council.

(107) The Commission may recognise that a third country, a territory or a specified sector within a
third country, or an international organisation no longer ensures an adequate level of data
protection. Consequently the transfer of personal data to that third country or international
organisation should be prohibited, unless the requirements in this Regulation relating to transfers
subject to appropriate safeguards, including binding corporate rules, and derogations for specific
situations are fulfilled. In that case, provision should be made for consultations between the
Commission and such third countries or international organisations. The Commission should, in a
timely manner, inform the third country or international organisation of the reasons and enter into
consultations with it in order to remedy the situation.

(169) The Commission should adopt immediately applicable implementing acts where available
evidence reveals that a third country, a territory or a specified sector within that third country, or an
international organisation does not ensure an adequate level of protection, and imperative grounds
of urgency so require.

Page 117 of 422

Article 46 - Transfers subject to appropriate safeguards

1. In the absence of a decision pursuant to Article 45(3), a controller or processor may transfer
personal data to a third country or an international organisation only if the controller or processor
has provided appropriate safeguards, and on condition that enforceable data subject rights and
effective legal remedies for data subjects are available.

2. The appropriate safeguards referred to in paragraph 1 may be provided for, without requiring any
specific authorisation from a supervisory authority, by:
(a) a legally binding and enforceable instrument between public authorities or bodies;
(b) binding corporate rules in accordance with Article 47;
(c) standard data protection clauses adopted by the Commission in accordance with the
examination procedure referred to in Article 93(2);
(d) standard data protection clauses adopted by a supervisory authority and approved by the
Commission pursuant to the examination procedure referred to in Article 93(2);
(e) an approved code of conduct pursuant to Article 40 together with binding and enforceable
commitments of the controller or processor in the third country to apply the appropriate
safeguards, including as regards data subjects' rights; or
(f) an approved certification mechanism pursuant to Article 42 together with binding and
enforceable commitments of the controller or processor in the third country to apply the
appropriate safeguards, including as regards data subjects' rights.

3. Subject to the authorisation from the competent supervisory authority, the appropriate
safeguards referred to in paragraph 1 may also be provided for, in particular, by:
(a) contractual clauses between the controller or processor and the controller, processor or the
recipient of the personal data in the third country or international organisation; or
(b) provisions to be inserted into administrative arrangements between public authorities or
bodies which include enforceable and effective data subject rights.

4. The supervisory authority shall apply the consistency mechanism referred to in Article 63 in the
cases referred to in paragraph 3 of this Article.

5. Authorisations by a Member State or supervisory authority on the basis of Article 26(2) of
Directive 95/46/EC shall remain valid until amended, replaced or repealed, if necessary, by that
supervisory authority. Decisions adopted by the Commission on the basis of Article 26(4) of Directive
95/46/EC shall remain in force until amended, replaced or repealed, if necessary, by a Commission
Decision adopted in accordance with paragraph 2 of this Article
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Recitals
(108) In the absence of an adequacy decision, the controller or processor should take measures to
compensate for the lack of data protection in a third country by way of appropriate safeguards for
the data subject. Such appropriate safeguards may consist of making use of binding corporate rules,
standard data protection clauses adopted by the Commission, standard data protection clauses
adopted by a supervisory authority or contractual clauses authorised by a supervisory authority.
Those safeguards should ensure compliance with data protection requirements and the rights of the
data subjects appropriate to processing within the Union, including the availability of enforceable
data subject rights and of effective legal remedies, including to obtain effective administrative or
judicial redress and to claim compensation, in the Union or in a third country. They should relate in
particular to compliance with the general principles relating to personal data processing, the
principles of data protection by design and by default. Transfers may also be carried out by public
authorities or bodies with public authorities or bodies in third countries or with international
organisations with corresponding duties or functions, including on the basis of provisions to be
inserted into administrative arrangements, such as a memorandum of understanding, providing for
enforceable and effective rights for data subjects. Authorisation by the competent supervisory
authority should be obtained when the safeguards are provided for in administrative arrangements
that are not legally binding.

(109) The possibility for the controller or processor to use standard data-protection clauses adopted
by the Commission or by a supervisory authority should prevent controllers or processors neither
from including the standard data-protection clauses in a wider contract, such as a contract between
the processor and another processor, nor from adding other clauses or additional safeguards
provided that they do not contradict, directly or indirectly, the standard contractual clauses adopted
by the Commission or by a supervisory authority or prejudice the fundamental rights or freedoms of
the data subjects. Controllers and processors should be encouraged to provide additional safeguards
via contractual commitments that supplement standard protection clauses.

(114) In any case, where the Commission has taken no decision on the adequate level of data
protection in a third country, the controller or processor should make use of solutions that provide
data subjects with enforceable and effective rights as regards the processing of their data in the
Union once those data have been transferred so that that they will continue to benefit from
fundamental rights and safeguards.
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Article 47 - Binding corporate rules

1. The competent supervisory authority shall approve binding corporate rules in accordance with the
consistency mechanism set out in Article 63, provided that they:
(a) are legally binding and apply to and are enforced by every member concerned of the group of
undertakings, or group of enterprises engaged in a joint economic activity, including their
employees;
(c) expressly confer enforceable rights on data subjects with regard to the processing of their
personal data; and
(d) fulfil the requirements laid down in paragraph 2.

2. The binding corporate rules referred to in paragraph 1 shall specify at least:
(a) the structure and contact details of the group of undertakings, or group of enterprises
engaged in a joint economic activity and of each of its members;
(b) the data transfers or set of transfers, including the categories of personal data, the type of
processing and its purposes, the type of data subjects affected and the identification of the
third country or countries in question;
(c) their legally binding nature, both internally and externally;
(d) the application of the general data protection principles, in particular purpose limitation,
data minimisation, limited storage periods, data quality, data protection by design and by
default, legal basis for processing, processing of special categories of personal data,
measures to ensure data security, and the requirements in respect of onward transfers to
bodies not bound by the binding corporate rules;
(e) the rights of data subjects in regard to processing and the means to exercise those rights,
including the right not to be subject to decisions based solely on automated processing,
including profiling in accordance with Article 22, the right to lodge a complaint with the
competent supervisory authority and before the competent courts of the Member States in
accordance with Article 79, and to obtain redress and, where appropriate, compensation for
a breach of the binding corporate rules;
(f) the acceptance by the controller or processor established on the territory of a Member State
of liability for any breaches of the binding corporate rules by any member concerned not
established in the Union; the controller or the processor shall be exempt from that liability,
in whole or in part, only if it proves that that member is not responsible for the event giving
rise to the damage;
(g) how the information on the binding corporate rules, in particular on the provisions referred
to in points (d), (e) and (f) of this paragraph is provided to the data subjects in addition to
Articles 13 and 14;
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(h) the tasks of any data protection officer designated in accordance with Article 37 or any other
person or entity in charge of the monitoring compliance with the binding corporate rules
within the group of undertakings, or group of enterprises engaged in a joint economic
activity, as well as monitoring training and complaint-handling;
(i) the complaint procedures;
(j) the mechanisms within the group of undertakings, or group of enterprises engaged in a joint
economic activity for ensuring the verification of compliance with the binding corporate
rules. Such mechanisms shall include data protection audits and methods for ensuring
corrective actions to protect the rights of the data subject. Results of such verification
should be communicated to the person or entity referred to in point (h) and to the board of
the controlling undertaking of a group of undertakings, or of the group of enterprises
engaged in a joint economic activity, and should be available upon request to the competent
supervisory authority;
(k) the mechanisms for reporting and recording changes to the rules and reporting those
changes to the supervisory authority;
(l) the cooperation mechanism with the supervisory authority to ensure compliance by any
member of the group of undertakings, or group of enterprises engaged in a joint economic
activity, in particular by making available to the supervisory authority the results of
verifications of the measures referred to in point (j);
(m) the mechanisms for reporting to the competent supervisory authority any legal
requirements to which a member of the group of undertakings, or group of enterprises
engaged in a joint economic activity is subject in a third country which are likely to have a
substantial adverse effect on the guarantees provided by the binding corporate rules; and
(n) the appropriate data protection training to personnel having permanent or regular access to
personal data.

3. The Commission may specify the format and procedures for the exchange of information between
controllers, processors and supervisory authorities for binding corporate rules within the meaning of
this Article. Those implementing acts shall be adopted in accordance with the examination
procedure set out in Article 93(2).

Recitals
(110) A group of undertakings, or a group of enterprises engaged in a joint economic activity, should
be able to make use of approved binding corporate rules for its international transfers from the
Union to organisations within the same group of undertakings, or group of enterprises engaged in a
joint economic activity, provided that such corporate rules include all essential principles and
enforceable rights to ensure appropriate safeguards for transfers or categories of transfers of
personal data.
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Article 48 - Transfers or disclosures not authorised by Union law

Any judgment of a court or tribunal and any decision of an administrative authority of a third
country requiring a controller or processor to transfer or disclose personal data may only be
recognised or enforceable in any manner if based on an international agreement, such as a mutual
legal assistance treaty, in force between the requesting third country and the Union or a Member
State, without prejudice to other grounds for transfer pursuant to this Chapter.

Recitals
(115) Some third countries adopt laws, regulations and other legal acts which purport to directly
regulate the processing activities of natural and legal persons under the jurisdiction of the Member
States. This may include judgments of courts or tribunals or decisions of administrative authorities in
third countries requiring a controller or processor to transfer or disclose personal data, and which
are not based on an international agreement, such as a mutual legal assistance treaty, in force
between the requesting third country and the Union or a Member State. The extraterritorial
application of those laws, regulations and other legal acts may be in breach of international law and
may impede the attainment of the protection of natural persons ensured in the Union by this
Regulation. Transfers should only be allowed where the conditions of this Regulation for a transfer
to third countries are met. This may be the case, inter alia, where disclosure is necessary for an
important ground of public interest recognised in Union or Member State law to which the
controller is subject.
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Article 49 - Derogations for specific situations

1. In the absence of an adequacy decision pursuant to Article 45(3), or of appropriate safeguards
pursuant to Article 46, including binding corporate rules, a transfer or a set of transfers of personal
data to a third country or an international organisation shall take place only on one of the following
conditions:
(a) the data subject has explicitly consented to the proposed transfer, after having been
informed of the possible risks of such transfers for the data subject due to the absence of an
adequacy decision and appropriate safeguards;
(b) the transfer is necessary for the performance of a contract between the data subject and the
controller or the implementation of pre-contractual measures taken at the data subject's
request;
(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and another natural or legal person;
(d) the transfer is necessary for important reasons of public interest;
(e) the transfer is necessary for the establishment, exercise or defence of legal claims;
(f) the transfer is necessary in order to protect the vital interests of the data subject or of other
persons, where the data subject is physically or legally incapable of giving consent;
(g) the transfer is made from a register which according to Union or Member State law is
intended to provide information to the public and which is open to consultation either by
the public in general or by any person who can demonstrate a legitimate interest, but only
to the extent that the conditions laid down by Union or Member State law for consultation
are fulfilled in the particular case.
Where a transfer could not be based on a provision in Article 45 or 46, including the provisions on
binding corporate rules, and none of the derogations for a specific situation referred to in the first
subparagraph of this paragraph is applicable, a transfer to a third country or an international
organisation may take place only if the transfer is not repetitive, concerns only a limited number of
data subjects, is necessary for the purposes of compelling legitimate interests pursued by the
controller which are not overridden by the interests or rights and freedoms of the data subject, and
the controller has assessed all the circumstances surrounding the data transfer and has on the basis
of that assessment provided suitable safeguards with regard to the protection of personal data. The
controller shall inform the supervisory authority of the transfer. The controller shall, in addition to
providing the information referred to in Articles 13 and 14, inform the data subject of the transfer
and on the compelling legitimate interests pursued.

2. A transfer pursuant to point (g) of the first subparagraph of paragraph 1 shall not involve the
entirety of the personal data or entire categories of the personal data contained in the register.
Where the register is intended for consultation by persons having a legitimate interest, the transfer
shall be made only at the request of those persons or if they are to be the recipients.

Page 123 of 422

3. Points (a), (b) and (c) of the first subparagraph of paragraph 1 and the second subparagraph
thereof shall not apply to activities carried out by public authorities in the exercise of their public
powers.

4. The public interest referred to in point (d) of the first subparagraph of paragraph 1 shall be
recognised in Union law or in the law of the Member State to which the controller is subject.

5. In the absence of an adequacy decision, Union or Member State law may, for important reasons
of public interest, expressly set limits to the transfer of specific categories of personal data to a third
country or an international organisation. Member States shall notify such provisions to the
Commission.

6. The controller or processor shall document the assessment as well as the suitable safeguards
referred to in the second subparagraph of paragraph 1 of this Article in the records referred to in
Article 30.

Recitals
(111) Provisions should be made for the possibility for transfers in certain circumstances where the
data subject has given his or her explicit consent, where the transfer is occasional and necessary in
relation to a contract or a legal claim, regardless of whether in a judicial procedure or whether in an
administrative or any out-of-court procedure, including procedures before regulatory bodies.
Provision should also be made for the possibility for transfers where important grounds of public
interest laid down by Union or Member State law so require or where the transfer is made from a
register established by law and intended for consultation by the public or persons having a
legitimate interest. In the latter case, such a transfer should not involve the entirety of the personal
data or entire categories of the data contained in the register and, when the register is intended for
consultation by persons having a legitimate interest, the transfer should be made only at the request
of those persons or, if they are to be the recipients, taking into full account the interests and
fundamental rights of the data subject.

(112) Those derogations should in particular apply to data transfers required and necessary for
important reasons of public interest, for example in cases of international data exchange between
competition authorities, tax or customs administrations, between financial supervisory authorities,
between services competent for social security matters, or for public health, for example in the case
of contact tracing for contagious diseases or in order to reduce and/or eliminate doping in sport. A
transfer of personal data should also be regarded as lawful where it is necessary to protect an
interest which is essential for the data subject's or another person's vital interests, including physical
integrity or life, if the data subject is incapable of giving consent. In the absence of an adequacy
decision, Union or Member State law may, for important reasons of public interest, expressly set
limits to the transfer of specific categories of data to a third country or an international organisation.
Member States should notify such provisions to the Commission. Any transfer to an international
humanitarian organisation of personal data of a data subject who is physically or legally incapable of
giving consent, with a view to accomplishing a task incumbent under the Geneva Conventions or to
complying with international humanitarian law applicable in armed conflicts, could be considered to
be necessary for an important reason of public interest or because it is in the vital interest of the
data subject.
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(113) Transfers which can be qualified as not repetitive and that only concern a limited number of
data subjects, could also be possible for the purposes of the compelling legitimate interests pursued
by the controller, when those interests are not overridden by the interests or rights and freedoms of
the data subject and when the controller has assessed all the circumstances surrounding the data
transfer. The controller should give particular consideration to the nature of the personal data, the
purpose and duration of the proposed processing operation or operations, as well as the situation in
the country of origin, the third country and the country of final destination, and should provide
suitable safeguards to protect fundamental rights and freedoms of natural persons with regard to
the processing of their personal data. Such transfers should be possible only in residual cases where
none of the other grounds for transfer are applicable. For scientific or historical research purposes or
statistical purposes, the legitimate expectations of society for an increase of knowledge should be
taken into consideration. The controller should inform the supervisory authority and the data
subject about the transfer.

(114) In any case, where the Commission has taken no decision on the adequate level of data
protection in a third country, the controller or processor should make use of solutions that provide
data subjects with enforceable and effective rights as regards the processing of their data in the
Union once those data have been transferred so that that they will continue to benefit from
fundamental rights and safeguards.

(115) Some third countries adopt laws, regulations and other legal acts which purport to directly
regulate the processing activities of natural and legal persons under the jurisdiction of the Member
States. This may include judgments of courts or tribunals or decisions of administrative authorities in
third countries requiring a controller or processor to transfer or disclose personal data, and which
are not based on an international agreement, such as a mutual legal assistance treaty, in force
between the requesting third country and the Union or a Member State. The extraterritorial
application of those laws, regulations and other legal acts may be in breach of international law and
may impede the attainment of the protection of natural persons ensured in the Union by this
Regulation. Transfers should only be allowed where the conditions of this Regulation for a transfer
to third countries are met. This may be the case, inter alia, where disclosure is necessary for an
important ground of public interest recognised in Union or Member State law to which the
controller is subject.
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Article 50 - International cooperation for the protection of personal data
In relation to third countries and international organisations, the Commission and supervisory
authorities shall take appropriate steps to:
(a) develop international cooperation mechanisms to facilitate the effective enforcement of
legislation for the protection of personal data;
(b) provide international mutual assistance in the enforcement of legislation for the protection
of personal data, including through notification, complaint referral, investigative assistance
and information exchange, subject to appropriate safeguards for the protection of personal
data and other fundamental rights and freedoms;
(c) engage relevant stakeholders in discussion and activities aimed at furthering international
cooperation in the enforcement of legislation for the protection of personal data;
(e) promote the exchange and documentation of personal data protection legislation and
practice, including on jurisdictional conflicts with third countries.

Recitals
(116) When personal data moves across borders outside the Union it may put at increased risk the
ability of natural persons to exercise data protection rights in particular to protect themselves from
the unlawful use or disclosure of that information. At the same time, supervisory authorities may
find that they are unable to pursue complaints or conduct investigations relating to the activities
outside their borders. Their efforts to work together in the cross-border context may also be
hampered by insufficient preventative or remedial powers, inconsistent legal regimes, and practical
obstacles like resource constraints. Therefore, there is a need to promote closer cooperation among
data protection supervisory authorities to help them exchange information and carry out
investigations with their international counterparts. For the purposes of developing international
cooperation mechanisms to facilitate and provide international mutual assistance for the
enforcement of legislation for the protection of personal data, the Commission and the supervisory
authorities should exchange information and cooperate in activities related to the exercise of their
powers with competent authorities in third countries, based on reciprocity and in accordance with
this Regulation.
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CHAPTER VI - Independent supervisory authorities
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Section 1 - Independent status
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Article 51 - Supervisory authority

1. Each Member State shall provide for one or more independent public authorities to be
responsible for monitoring the application of this Regulation, in order to protect the fundamental
rights and freedoms of natural persons in relation to processing and to facilitate the free flow of
personal data within the Union (‘supervisory authority’).

2. Each supervisory authority shall contribute to the consistent application of this Regulation
throughout the Union. For that purpose, the supervisory authorities shall cooperate with each other
and the Commission in accordance with Chapter VII.

3. Where more than one supervisory authority is established in a Member State, that Member State
shall designate the supervisory authority which is to represent those authorities in the Board and
shall set out the mechanism to ensure compliance by the other authorities with the rules relating to
the consistency mechanism referred to in Article 63.

4. Each Member State shall notify to the Commission the provisions of its law which it adopts
pursuant to this Chapter, by 25 May 2018 and, without delay, any subsequent amendment affecting
them.

Recitals
(117) The establishment of supervisory authorities in Member States, empowered to perform their
tasks and exercise their powers with complete independence, is an essential component of the
protection of natural persons with regard to the processing of their personal data. Member States
should be able to establish more than one supervisory authority, to ref lect their constitutional,
organisational and administrative structure.

(118) The independence of supervisory authorities should not mean that the supervisory authorities
cannot be subject to control or monitoring mechanisms regarding their financial expenditure or to
judicial review.

(119) Where a Member State establishes several supervisory authorities, it should establish by law
mechanisms for ensuring the effective participation of those supervisory authorities in the
consistency mechanism. That Member State should in particular designate the supervisory authority
which functions as a single contact point for the effective participation of those authorities in the
mechanism, to ensure swift and smooth cooperation with other supervisory authorities, the Board
and the Commission.

(120) Each supervisory authority should be provided with the financial and human resources,
premises and infrastructure necessary for the effective performance of their tasks, including those
related to mutual assistance and cooperation with other supervisory authorities throughout the
Union. Each supervisory authority should have a separate, public annual budget, which may be part
of the overall state or national budget.
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(123) The supervisory authorities should monitor the application of the provisions pursuant to this
Regulation and contribute to its consistent application throughout the Union, in order to protect
natural persons in relation to the processing of their personal data and to facilitate the free flow of
personal data within the internal market. For that purpose, the supervisory authorities should
cooperate with each other and with the Commission, without the need for any agreement between
Member States on the provision of mutual assistance or on such cooperation.
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Article 52 - Independence

1. Each supervisory authority shall act with complete independence in performing its tasks and
exercising its powers in accordance with this Regulation.

2. The member or members of each supervisory authority shall, in the performance of their tasks
and exercise of their powers in accordance with this Regulation, remain free from external influence,
whether direct or indirect, and shall neither seek nor take instructions from anybody.

3. Member or members of each supervisory authority shall refrain from any action incompatible
with their duties and shall not, during their term of office, engage in any incompatible occupation,
whether gainful or not.

4. Each Member State shall ensure that each supervisory authority is provided with the human,
technical and financial resources, premises and infrastructure necessary for the effective
performance of its tasks and exercise of its powers, including those to be carried out in the context
of mutual assistance, cooperation and participation in the Board.

5. Each Member State shall ensure that each supervisory authority chooses and has its own staff
which shall be subject to the exclusive direction of the member or members of the supervisory
authority concerned.

6. Each Member State shall ensure that each supervisory authority is subject to financial control
which does not affect its independence and that it has separate, public annual budgets, which may
be part of the overall state or national budget.

Recitals
(117) The establishment of supervisory authorities in Member States, empowered to perform their
tasks and exercise their powers with complete independence, is an essential component of the
protection of natural persons with regard to the processing of their personal data. Member States
should be able to establish more than one supervisory authority, to ref lect their constitutional,
organisational and administrative structure.

(118) The independence of supervisory authorities should not mean that the supervisory authorities
cannot be subject to control or monitoring mechanisms regarding their financial expenditure or to
judicial review.

(120) Each supervisory authority should be provided with the financial and human resources,
premises and infrastructure necessary for the effective performance of their tasks, including those
related to mutual assistance and cooperation with other supervisory authorities throughout the
Union. Each supervisory authority should have a separate, public annual budget, which may be part
of the overall state or national budget.
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(121) The general conditions for the member or members of the supervisory authority should be laid
down by law in each Member State and should in particular provide that those members are to be
appointed, by means of a transparent procedure, either by the parliament, government or the head
of State of the Member State on the basis of a proposal from the government, a member of the
government, the parliament or a chamber of the parliament, or by an independent body entrusted
under Member State law. In order to ensure the independence of the supervisory authority, the
member or members should act with integrity, refrain from any action that is incompatible with
their duties and should not, during their term of office, engage in any incompatible occupation,
whether gainful or not. The supervisory authority should have its own staff, chosen by the
supervisory authority or an independent body established by Member State law, which should be
subject to the exclusive direction of the member or members of the supervisory authority.
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Article 53 - General conditions for the members of the supervisory authority

1. Member States shall provide for each member of their supervisory authorities to be appointed by
means of a transparent procedure by:
— their parliament;
— their government;
— their head of State; or
— an independent body entrusted with the appointment under Member State law.

2. Each member shall have the qualifications, experience and skills, in particular in the area of the
protection of personal data, required to perform its duties and exercise its powers.

3. The duties of a member shall end in the event of the expiry of the term of office, resignation or
compulsory retirement, in accordance with the law of the Member State concerned.

4. A member shall be dismissed only in cases of serious misconduct or if the member no longer fulfils
the conditions required for the performance of the duties.

Recitals
(121) The general conditions for the member or members of the supervisory authority should be laid
down by law in each Member State and should in particular provide that those members are to be
appointed, by means of a transparent procedure, either by the parliament, government or the head
of State of the Member State on the basis of a proposal from the government, a member of the
government, the parliament or a chamber of the parliament, or by an independent body entrusted
under Member State law. In order to ensure the independence of the supervisory authority, the
member or members should act with integrity, refrain from any action that is incompatible with
their duties and should not, during their term of office, engage in any incompatible occupation,
whether gainful or not. The supervisory authority should have its own staff, chosen by the
supervisory authority or an independent body established by Member State law, which should be
subject to the exclusive direction of the member or members of the supervisory authority.
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Article 54 - Rules on the establishment of the supervisory authority

1. Each Member State shall provide by law for all of the following:
(a) the establishment of each supervisory authority;
(b) the qualifications and eligibility conditions required to be appointed as member of each
supervisory authority;
(c) the rules and procedures for the appointment of the member or members of each
supervisory authority;
(d) the duration of the term of the member or members of each supervisory authority of no less
than four years, except for the first appointment after 24 May 2016, part of which may take
place for a shorter period where that is necessary to protect the independence of the
supervisory authority by means of a staggered appointment procedure;
(e) whether and, if so, for how many terms the member or members of each supervisory
authority is eligible for reappointment;
(f) the conditions governing the obligations of the member or members and staff of each
supervisory authority, prohibitions on actions, occupations and benefits incompatible
therewith during and after the term of office and rules governing the cessation of
employment.

2. The member or members and the staff of each supervisory authority shall, in accordance with
Union or Member State law, be subject to a duty of professional secrecy both during and after their
term of office, with regard to any confidential information which has come to their knowledge in the
course of the performance of their tasks or exercise of their powers. During their term of office, that
duty of professional secrecy shall in particular apply to reporting by natural persons of infringements
of this Regulation.

Recitals
(117) The establishment of supervisory authorities in Member States, empowered to perform their
tasks and exercise their powers with complete independence, is an essential component of the
protection of natural persons with regard to the processing of their personal data. Member States
should be able to establish more than one supervisory authority, to reflect their constitutional,
organisational and administrative structure.

(121) The general conditions for the member or members of the supervisory authority should be laid
down by law in each Member State and should in particular provide that those members are to be
appointed, by means of a transparent procedure, either by the parliament, government or the head
of State of the Member State on the basis of a proposal from the government, a member of the
government, the parliament or a chamber of the parliament, or by an independent body entrusted
under Member State law. In order to ensure the independence of the supervisory authority, the
member or members should act with integrity, refrain from any action that is incompatible with
their duties and should not, during their term of office, engage in any incompatible occupation,
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whether gainful or not. The supervisory authority should have its own staff, chosen by the
supervisory authority or an independent body established by Member State law, which should be
subject to the exclusive direction of the member or members of the supervisory authority.
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Section 2 - Competence, tasks and powers
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Article 55 - Competence
1. Each supervisory authority shall be competent for the performance of the tasks assigned to and
the exercise of the powers conferred on it in accordance with this Regulation on the territory of its
own Member State.

2. Where processing is carried out by public authorities or private bodies acting on the basis of point
(c) or (e) of Article 6(1), the supervisory authority of the Member State concerned shall be
competent. In such cases Article 56 does not apply.

3. Supervisory authorities shall not be competent to supervise processing operations of courts acting
in their judicial capacity.

Recitals
(122) Each supervisory authority should be competent on the territory of its own Member State to
exercise the powers and to perform the tasks conferred on it in accordance with this Regulation. This
should cover in particular the processing in the context of the activities of an establishment of the
controller or processor on the territory of its own Member State, the processing of personal data
carried out by public authorities or private bodies acting in the public interest, processing affecting
data subjects on its territory or processing carried out by a controller or processor not established in
the Union when targeting data subjects residing on its territory. This should include handling
complaints lodged by a data subject, conducting investigations on the application of this Regulation
and promoting public awareness of the risks, rules, safeguards and rights in relation to the
processing of personal data.

(128) The rules on the lead supervisory authority and the one-stop-shop mechanism should not
apply where the processing is carried out by public authorities or private bodies in the public
interest. In such cases the only supervisory authority competent to exercise the powers conferred to
it in accordance with this Regulation should be the supervisory authority of the Member State where
the public authority or private body is established.
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Article 56 - Competence of the lead supervisory authority

1. Without prejudice to Article 55, the supervisory authority of the main establishment or of the
single establishment of the controller or processor shall be competent to act as lead supervisory
authority for the cross-border processing carried out by that controller or processor in accordance
with the procedure provided in Article 60.

2. By derogation from paragraph 1, each supervisory authority shall be competent to handle a
complaint lodged with it or a possible infringement of this Regulation, if the subject matter relates
only to an establishment in its Member State or substantially affects data subjects only in its
Member State.

3. In the cases referred to in paragraph 2 of this Article, the supervisory authority shall inform the
lead supervisory authority without delay on that matter. Within a period of three weeks after being
informed the lead supervisory authority shall decide whether or not it will handle the case in
accordance with the procedure provided in Article 60, taking into account whether or not there is an
establishment of the controller or processor in the Member State of which the supervisory authority
informed it.

4. Where the lead supervisory authority decides to handle the case, the procedure provided in
Article 60 shall apply. The supervisory authority which informed the lead supervisory authority may
submit to the lead supervisory authority a draft for a decision. The lead supervisory authority shall
take utmost account of that draft when preparing the draft decision referred to in Article 60(3).

5. Where the lead supervisory authority decides not to handle the case, the supervisory authority
which informed the lead supervisory authority shall handle it according to Articles 61 and 62.

6. The lead supervisory authority shall be the sole interlocutor of the controller or processor for the
cross-border processing carried out by that controller or processor.

Recitals
(124) Where the processing of personal data takes place in the context of the activities of an
establishment of a controller or a processor in the Union and the controller or processor is
established in more than one Member State, or where processing taking place in the context of the
activities of a single establishment of a controller or processor in the Union substantially affects or is
likely to substantially affect data subjects in more than one Member State, the supervisory authority
for the main establishment of the controller or processor or for the single establishment of the
controller or processor should act as lead authority. It should cooperate with the other authorities
concerned, because the controller or processor has an establishment on the territory of their
Member State, because data subjects residing on their territory are substantially affected, or
because a complaint has been lodged with them. Also where a data subject not residing in that
Member State has lodged a complaint, the supervisory authority with which such complaint has
been lodged should also be a supervisory authority concerned. Within its tasks to issue guidelines on
any question covering the application of this Regulation, the Board should be able to issue guidelines
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in particular on the criteria to be taken into account in order to ascertain whether the processing in
question substantially affects data subjects in more than one Member State and on what constitutes
a relevant and reasoned objection.

(125) The lead authority should be competent to adopt binding decisions regarding measures
applying the powers conferred on it in accordance with this Regulation. In its capacity as lead
authority, the supervisory authority should closely involve and coordinate the supervisory
authorities concerned in the decision-making process. Where the decision is to reject the complaint
by the data subject in whole or in part, that decision should be adopted by the supervisory authority
with which the complaint has been lodged.

(126) The decision should be agreed jointly by the lead supervisory authority and the supervisory
authorities concerned and should be directed towards the main or single establishment of the
controller or processor and be binding on the controller and processor. The controller or processor
should take the necessary measures to ensure compliance with this Regulation and the
implementation of the decision notified by the lead supervisory authority to the main establishment
of the controller or processor as regards the processing activities in the Union.

(127) Each supervisory authority not acting as the lead supervisory authority should be competent to
handle local cases where the controller or processor is established in more than one Member State,
but the subject matter of the specific processing concerns only processing carried out in a single
Member State and involves only data subjects in that single Member State, for example, where the
subject matter concerns the processing of employees' personal data in the specific employment
context of a Member State. In such cases, the supervisory authority should inform the lead
supervisory authority without delay about the matter. After being informed, the lead supervisory
authority should decide, whether it will handle the case pursuant to the provision on cooperation
between the lead supervisory authority and other supervisory authorities concerned (‘one-stop-shop
mechanism’), or whether the supervisory authority which informed it should handle the case at local
level. When deciding whether it will handle the case, the lead supervisory authority should take into
account whether there is an establishment of the controller or processor in the Member State of the
supervisory authority which informed it in order to ensure effective enforcement of a decision vis-àvis the controller or processor. Where the lead supervisory authority decides to handle the case, the
supervisory authority which informed it should have the possibility to submit a draft for a decision,
of which the lead supervisory authority should take utmost account when preparing its draft
decision in that one-stop-shop mechanism.

(128) The rules on the lead supervisory authority and the one-stop-shop mechanism should not
apply where the processing is carried out by public authorities or private bodies in the public
interest. In such cases the only supervisory authority competent to exercise the powers conferred to
it in accordance with this Regulation should be the supervisory authority of the Member State where
the public authority or private body is established.

(130) Where the supervisory authority with which the complaint has been lodged is not the lead
supervisory authority, the lead supervisory authority should closely cooperate with the supervisory
authority with which the complaint has been lodged in accordance with the provisions on
cooperation and consistency laid down in this Regulation. In such cases, the lead supervisory
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authority should, when taking measures intended to produce legal effects, including the imposition
of administrative fines, take utmost account of the view of the supervisory authority with which the
complaint has been lodged and which should remain competent to carry out any investigation on
the territory of its own Member State in liaison with the competent supervisory authority.

(131) Where another supervisory authority should act as a lead supervisory authority for the
processing activities of the controller or processor but the concrete subject matter of a complaint or
the possible infringement concerns only processing activities of the controller or processor in the
Member State where the complaint has been lodged or the possible infringement detected and the
matter does not substantially affect or is not likely to substantially affect data subjects in other
Member States, the supervisory authority receiving a complaint or detecting or being informed
otherwise of situations that entail possible infringements of this Regulation should seek an amicable
settlement with the controller and, if this proves unsuccessful, exercise its full range of powers. This
should include: specific processing carried out in the territory of the Member State of the
supervisory authority or with regard to data subjects on the territory of that Member State;
processing that is carried out in the context of an offer of goods or services specifically aimed at data
subjects in the territory of the Member State of the supervisory authority; or processing that has to
be assessed taking into account relevant legal obligations under Member State law.
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Article 57 - Tasks

1. Without prejudice to other tasks set out under this Regulation, each supervisory authority shall on
its territory:
(a) monitor and enforce the application of this Regulation;
(b) promote public awareness and understanding of the risks, rules, safeguards and rights in
relation to processing. Activities addressed specifically to children shall receive specific
attention;
(c) advise, in accordance with Member State law, the national parliament, the government, and
other institutions and bodies on legislative and administrative measures relating to the
protection of natural persons' rights and freedoms with regard to processing;
(d) promote the awareness of controllers and processors of their obligations under this
Regulation;
(e) upon request, provide information to any data subject concerning the exercise of their rights
under this Regulation and, if appropriate, cooperate with the supervisory authorities in
other Member States to that end;
(f) handle complaints lodged by a data subject, or by a body, organisation or association in
accordance with Article 80, and investigate, to the extent appropriate, the subject matter of
the complaint and inform the complainant of the progress and the outcome of the
investigation within a reasonable period, in particular if further investigation or coordination
with another supervisory authority is necessary;
(g) cooperate with, including sharing information and provide mutual assistance to, other
supervisory authorities with a view to ensuring the consistency of application and
enforcement of this Regulation;
(h) conduct investigations on the application of this Regulation, including on the basis of
information received from another supervisory authority or other public authority;
(i) monitor relevant developments, insofar as they have an impact on the protection of
personal data, in particular the development of information and communication
technologies and commercial practices;
(j) adopt standard contractual clauses referred to in Article 28(8) and in point (d) of Article
46(2);
(k) establish and maintain a list in relation to the requirement for data protection impact
assessment pursuant to Article 35(4);
(l) give advice on the processing operations referred to in Article 36(2);
(m) encourage the drawing up of codes of conduct pursuant to Article 40(1) and provide an
opinion and approve such codes of conduct which provide sufficient safeguards, pursuant to
Article 40(5);
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(n) encourage the establishment of data protection certification mechanisms and of data
protection seals and marks pursuant to Article 42(1), and approve the criteria of certification
pursuant to Article 42(5);
(o) where applicable, carry out a periodic review of certifications issued in accordance with
Article 42(7);
(p) draft and publish the criteria for accreditation of a body for monitoring codes of conduct
pursuant to Article 41 and of a certification body pursuant to Article 43;
(q) conduct the accreditation of a body for monitoring codes of conduct pursuant to Article 41
and of a certification body pursuant to Article 43;
(r) authorise contractual clauses and provisions referred to in Article 46(3);
(s) approve binding corporate rules pursuant to Article 47;
(t) contribute to the activities of the Board;
(u) keep internal records of infringements of this Regulation and of measures taken in
accordance with Article 58(2); and
(v) fulfil any other tasks related to the protection of personal data.

2. Each supervisory authority shall facilitate the submission of complaints referred to in point (f) of
paragraph 1 by measures such as a complaint submission form which can also be completed
electronically, without excluding other means of communication.

3. The performance of the tasks of each supervisory authority shall be free of charge for the data
subject and, where applicable, for the data protection officer.

4. Where requests are manifestly unfounded or excessive, in particular because of their repetitive
character, the supervisory authority may charge a reasonable fee based on administrative costs, or
refuse to act on the request. The supervisory authority shall bear the burden of demonstrating the
manifestly unfounded or excessive character of the request.

Recitals
(122) Each supervisory authority should be competent on the territory of its own Member State to
exercise the powers and to perform the tasks conferred on it in accordance with this Regulation. This
should cover in particular the processing in the context of the activities of an establishment of the
controller or processor on the territory of its own Member State, the processing of personal data
carried out by public authorities or private bodies acting in the public interest, processing affecting
data subjects on its territory or processing carried out by a controller or processor not established in
the Union when targeting data subjects residing on its territory. This should include handling
complaints lodged by a data subject, conducting investigations on the application of this Regulation
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and promoting public awareness of the risks, rules, safeguards and rights in relation to the
processing of personal data.

(123) The supervisory authorities should monitor the application of the provisions pursuant to this
Regulation and contribute to its consistent application throughout the Union, in order to protect
natural persons in relation to the processing of their personal data and to facilitate the free flow of
personal data within the internal market. For that purpose, the supervisory authorities should
cooperate with each other and with the Commission, without the need for any agreement between
Member States on the provision of mutual assistance or on such cooperation.

(132) Awareness-raising activities by supervisory authorities addressed to the public should include
specific measures directed at controllers and processors, including micro, small and medium-sized
enterprises, as well as natural persons in particular in the educational context.

(133) The supervisory authorities should assist each other in performing their tasks and provide
mutual assistance, so as to ensure the consistent application and enforcement of this Regulation in
the internal market. A supervisory authority requesting mutual assistance may adopt a provisional
measure if it receives no response to a request for mutual assistance within one month of the
receipt of that request by the other supervisory authority.
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Article 58 - Powers

1. Each supervisory authority shall have all of the following investigative powers:
(a) to order the controller and the processor, and, where applicable, the controller's or the
processor's representative to provide any information it requires for the performance of its
tasks;
(b) to carry out investigations in the form of data protection audits;
(c) to carry out a review on certifications issued pursuant to Article 42(7);
(d) to notify the controller or the processor of an alleged infringement of this Regulation;
(e) to obtain, from the controller and the processor, access to all personal data and to all
information necessary for the performance of its tasks;
(f) to obtain access to any premises of the controller and the processor, including to any data
processing equipment and means, in accordance with Union or Member State procedural
law.

2. Each supervisory authority shall have all of the following corrective powers:
(a) to issue warnings to a controller or processor that intended processing operations are likely
to infringe provisions of this Regulation;
(b) to issue reprimands to a controller or a processor where processing operations have
infringed provisions of this Regulation;
(c) to order the controller or the processor to comply with the data subject's requests to
exercise his or her rights pursuant to this Regulation;
(d) to order the controller or processor to bring processing operations into compliance with the
provisions of this Regulation, where appropriate, in a specified manner and within a
specified period;
(e) to order the controller to communicate a personal data breach to the data subject;
(f) to impose a temporary or definitive limitation including a ban on processing;
(g) to order the rectification or erasure of personal data or restriction of processing pursuant to
Articles 16, 17 and 18 and the notification of such actions to recipients to whom the
personal data have been disclosed pursuant to Article 17(2) and Article 19;
(h) to withdraw a certification or to order the certification body to withdraw a certification
issued pursuant to Articles 42 and 43, or to order the certification body not to issue
certification if the requirements for the certification are not or are no longer met;
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(i) to impose an administrative fine pursuant to Article 83, in addition to, or instead of
measures referred to in this paragraph, depending on the circumstances of each individual
case;
(j) to order the suspension of data flows to a recipient in a third country or to an international
organisation.

3. Each supervisory authority shall have all of the following authorisation and advisory powers:
(a) to advise the controller in accordance with the prior consultation procedure referred to in
Article 36;
(b) to issue, on its own initiative or on request, opinions to the national parliament, the
Member State government or, in accordance with Member State law, to other institutions
and bodies as well as to the public on any issue related to the protection of personal data;
(c) to authorise processing referred to in Article 36(5), if the law of the Member State requires
such prior authorisation;
(d) to issue an opinion and approve draft codes of conduct pursuant to Article 40(5);
(e) to accredit certification bodies pursuant to Article 43;
(f) to issue certifications and approve criteria of certification in accordance with Article 42(5);
(g) to adopt standard data protection clauses referred to in Article 28(8) and in point (d) of
Article 46(2);
(h) to authorise contractual clauses referred to in point (a) of Article 46(3);
(i) to authorise administrative arrangements referred to in point (b) of Article 46(3);
(j) to approve binding corporate rules pursuant to Article 47.

4. The exercise of the powers conferred on the supervisory authority pursuant to this Article shall be
subject to appropriate safeguards, including effective judicial remedy and due process, set out in
Union and Member State law in accordance with the Charter.

5. Each Member State shall provide by law that its supervisory authority shall have the power to
bring infringements of this Regulation to the attention of the judicial authorities and where
appropriate, to commence or engage otherwise in legal proceedings, in order to enforce the
provisions of this Regulation.

6. Each Member State may provide by law that its supervisory authority shall have additional powers
to those referred to in paragraphs 1, 2 and 3. The exercise of those powers shall not impair the
effective operation of Chapter VII.
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Recitals
(122) Each supervisory authority should be competent on the territory of its own Member State to
exercise the powers and to perform the tasks conferred on it in accordance with this Regulation. This
should cover in particular the processing in the context of the activities of an establishment of the
controller or processor on the territory of its own Member State, the processing of personal data
carried out by public authorities or private bodies acting in the public interest, processing affecting
data subjects on its territory or processing carried out by a controller or processor not established in
the Union when targeting data subjects residing on its territory. This should include handling
complaints lodged by a data subject, conducting investigations on the application of this Regulation
and promoting public awareness of the risks, rules, safeguards and rights in relation to the
processing of personal data.

(129) In order to ensure consistent monitoring and enforcement of this Regulation throughout the
Union, the supervisory authorities should have in each Member State the same tasks and effective
powers, including powers of investigation, corrective powers and sanctions, and authorisation and
advisory powers, in particular in cases of complaints from natural persons, and without prejudice to
the powers of prosecutorial authorities under Member State law, to bring infringements of this
Regulation to the attention of the judicial authorities and engage in legal proceedings. Such powers
should also include the power to impose a temporary or definitive limitation, including a ban, on
processing. Member States may specify other tasks related to the protection of personal data under
this Regulation. The powers of supervisory authorities should be exercised in accordance with
appropriate procedural safeguards set out in Union and Member State law, impartially, fairly and
within a reasonable time. In particular each measure should be appropriate, necessary and
proportionate in view of ensuring compliance with this Regulation, taking into account the
circumstances of each individual case, respect the right of every person to be heard before any
individual measure which would affect him or her adversely is taken and avoid superfluous costs and
excessive inconveniences for the persons concerned. Investigatory powers as regards access to
premises should be exercised in accordance with specific requirements in Member State procedural
law, such as the requirement to obtain a prior judicial authorisation. Each legally binding measure of
the supervisory authority should be in writing, be clear and unambiguous, indicate the supervisory
authority which has issued the measure, the date of issue of the measure, bear the signature of the
head, or a member of the supervisory authority authorised by him or her, give the reasons for the
measure, and refer to the right of an effective remedy. This should not preclude additional
requirements pursuant to Member State procedural law. The adoption of a legally binding decision
implies that it may give rise to judicial review in the Member State of the supervisory authority that
adopted the decision.

(131) Where another supervisory authority should act as a lead supervisory authority for the
processing activities of the controller or processor but the concrete subject matter of a complaint or
the possible infringement concerns only processing activities of the controller or processor in the
Member State where the complaint has been lodged or the possible infringement detected and the
matter does not substantially affect or is not likely to substantially affect data subjects in other
Member States, the supervisory authority receiving a complaint or detecting or being informed
otherwise of situations that entail possible infringements of this Regulation should seek an amicable
settlement with the controller and, if this proves unsuccessful, exercise its full range of powers. This
should include: specific processing carried out in the territory of the Member State of the
supervisory authority or with regard to data subjects on the territory of that Member State;
processing that is carried out in the context of an offer of goods or services specifically aimed at data
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subjects in the territory of the Member State of the supervisory authority; or processing that has to
be assessed taking into account relevant legal obligations under Member State law.

Page 147 of 422

Article 59 - Activity reports
Each supervisory authority shall draw up an annual report on its activities, which may include a list of
types of infringement notified and types of measures taken in accordance with Article 58(2). Those
reports shall be transmitted to the national parliament, the government and other authorities as
designated by Member State law. They shall be made available to the public, to the Commission and
to the Board.

Page 148 of 422

CHAPTER VII - Cooperation and consistency
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Section 1 – Cooperation
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Article 60 - Cooperation between the lead supervisory authority and the other supervisory
authorities concerned

1. The lead supervisory authority shall cooperate with the other supervisory authorities concerned in
accordance with this Article in an endeavour to reach consensus. The lead supervisory authority and
the supervisory authorities concerned shall exchange all relevant information with each other.

2. The lead supervisory authority may request at any time other supervisory authorities concerned
to provide mutual assistance pursuant to Article 61 and may conduct joint operations pursuant to
Article 62, in particular for carrying out investigations or for monitoring the implementation of a
measure concerning a controller or processor established in another Member State.

3. The lead supervisory authority shall, without delay, communicate the relevant information on the
matter to the other supervisory authorities concerned. It shall without delay submit a draft decision
to the other supervisory authorities concerned for their opinion and take due account of their views.

4. Where any of the other supervisory authorities concerned within a period of four weeks after
having been consulted in accordance with paragraph 3 of this Article, expresses a relevant and
reasoned objection to the draft decision, the lead supervisory authority shall, if it does not follow the
relevant and reasoned objection or is of the opinion that the objection is not relevant or reasoned,
submit the matter to the consistency mechanism referred to in Article 63.

5. Where the lead supervisory authority intends to follow the relevant and reasoned objection
made, it shall submit to the other supervisory authorities concerned a revised draft decision for their
opinion. That revised draft decision shall be subject to the procedure referred to in paragraph 4
within a period of two weeks.

6. Where none of the other supervisory authorities concerned has objected to the draft decision
submitted by the lead supervisory authority within the period referred to in paragraphs 4 and 5, the
lead supervisory authority and the supervisory authorities concerned shall be deemed to be in
agreement with that draft decision and shall be bound by it.

7. The lead supervisory authority shall adopt and notify the decision to the main establishment or
single establishment of the controller or processor, as the case may be and inform the other
supervisory authorities concerned and the Board of the decision in question, including a summary of
the relevant facts and grounds. The supervisory authority with which a complaint has been lodged
shall inform the complainant on the decision.

8. By derogation from paragraph 7, where a complaint is dismissed or rejected, the supervisory
authority with which the complaint was lodged shall adopt the decision and notify it to the
complainant and shall inform the controller thereof.
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9. Where the lead supervisory authority and the supervisory authorities concerned agree to dismiss
or reject parts of a complaint and to act on other parts of that complaint, a separate decision shall
be adopted for each of those parts of the matter. The lead supervisory authority shall adopt the
decision for the part concerning actions in relation to the controller, shall notify it to the main
establishment or single establishment of the controller or processor on the territory of its Member
State and shall inform the complainant thereof, while the supervisory authority of the complainant
shall adopt the decision for the part concerning dismissal or rejection of that complaint, and shall
notify it to that complainant and shall inform the controller or processor thereof.

10. After being notified of the decision of the lead supervisory authority pursuant to paragraphs 7
and 9, the controller or processor shall take the necessary measures to ensure compliance with the
decision as regards processing activities in the context of all its establishments in the Union. The
controller or processor shall notify the measures taken for complying with the decision to the lead
supervisory authority, which shall inform the other supervisory authorities concerned.

11. Where, in exceptional circumstances, a supervisory authority concerned has reasons to consider
that there is an urgent need to act in order to protect the interests of data subjects, the urgency
procedure referred to in Article 66 shall apply.

12. The lead supervisory authority and the other supervisory authorities concerned shall supply the
information required under this Article to each other by electronic means, using a standardised
format.

Recitals
(124) Where the processing of personal data takes place in the context of the activities of an
establishment of a controller or a processor in the Union and the controller or processor is
established in more than one Member State, or where processing taking place in the context of the
activities of a single establishment of a controller or processor in the Union substantially affects or is
likely to substantially affect data subjects in more than one Member State, the supervisory authority
for the main establishment of the controller or processor or for the single establishment of the
controller or processor should act as lead authority. It should cooperate with the other authorities
concerned, because the controller or processor has an establishment on the territory of their
Member State, because data subjects residing on their territory are substantially affected, or
because a complaint has been lodged with them. Also where a data subject not residing in that
Member State has lodged a complaint, the supervisory authority with which such complaint has
been lodged should also be a supervisory authority concerned. Within its tasks to issue guidelines on
any question covering the application of this Regulation, the Board should be able to issue guidelines
in particular on the criteria to be taken into account in order to ascertain whether the processing in
question substantially affects data subjects in more than one Member State and on what constitutes
a relevant and reasoned objection.

(125) The lead authority should be competent to adopt binding decisions regarding measures
applying the powers conferred on it in accordance with this Regulation. In its capacity as lead
authority, the supervisory authority should closely involve and coordinate the supervisory
authorities concerned in the decision-making process. Where the decision is to reject the complaint
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by the data subject in whole or in part, that decision should be adopted by the supervisory authority
with which the complaint has been lodged.

(126) The decision should be agreed jointly by the lead supervisory authority and the supervisory
authorities concerned and should be directed towards the main or single establishment of the
controller or processor and be binding on the controller and processor. The controller or processor
should take the necessary measures to ensure compliance with this Regulation and the
implementation of the decision notified by the lead supervisory authority to the main establishment
of the controller or processor as regards the processing activities in the Union.

(130) Where the supervisory authority with which the complaint has been lodged is not the lead
supervisory authority, the lead supervisory authority should closely cooperate with the supervisory
authority with which the complaint has been lodged in accordance with the provisions on
cooperation and consistency laid down in this Regulation. In such cases, the lead supervisory
authority should, when taking measures intended to produce legal effects, including the imposition
of administrative fines, take utmost account of the view of the supervisory authority with which the
complaint has been lodged and which should remain competent to carry out any investigation on
the territory of its own Member State in liaison with the competent supervisory authority.
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Article 61 - Mutual assistance

1. Supervisory authorities shall provide each other with relevant information and mutual assistance
in order to implement and apply this Regulation in a consistent manner, and shall put in place
measures for effective cooperation with one another. Mutual assistance shall cover, in particular,
information requests and supervisory measures, such as requests to carry out prior authorisations
and consultations, inspections and investigations.

2. Each supervisory authority shall take all appropriate measures required to reply to a request of
another supervisory authority without undue delay and no later than one month after receiving the
request. Such measures may include, in particular, the transmission of relevant information on the
conduct of an investigation.

3. Requests for assistance shall contain all the necessary information, including the purpose of and
reasons for the request. Information exchanged shall be used only for the purpose for which it was
requested.

4. The requested supervisory authority shall not refuse to comply with the request unless:
(a) it is not competent for the subject-matter of the request or for the measures it is requested
to execute; or
(b) compliance with the request would infringe this Regulation or Union or Member State law to
which the supervisory authority receiving the request is subject.

5. The requested supervisory authority shall inform the requesting supervisory authority of the
results or, as the case may be, of the progress of the measures taken in order to respond to the
request. The requested supervisory authority shall provide reasons for any refusal to comply with a
request pursuant to paragraph 4.

6. Requested supervisory authorities shall, as a rule, supply the information requested by other
supervisory authorities by electronic means, using a standardised format.

7. Requested supervisory authorities shall not charge a fee for any action taken by them pursuant to
a request for mutual assistance. Supervisory authorities may agree on rules to indemnify each other
for specific expenditure arising from the provision of mutual assistance in exceptional circumstances.

8. Where a supervisory authority does not provide the information referred to in paragraph 5 of this
Article within one month of receiving the request of another supervisory authority, the requesting
supervisory authority may adopt a provisional measure on the territory of its Member State in
accordance with Article 55(1). In that case, the urgent need to act under Article 66(1) shall be
presumed to be met and require an urgent binding decision from the Board pursuant to Article
66(2).
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9. The Commission may, by means of implementing acts, specify the format and procedures for
mutual assistance referred to in this Article and the arrangements for the exchange of information
by electronic means between supervisory authorities, and between supervisory authorities and the
Board, in particular the standardised format referred to in paragraph 6 of this Article. Those
implementing acts shall be adopted in accordance with the examination procedure referred to in
Article 93(2).

Recitals
(123) The supervisory authorities should monitor the application of the provisions pursuant to this
Regulation and contribute to its consistent application throughout the Union, in order to protect
natural persons in relation to the processing of their personal data and to facilitate the free flow of
personal data within the internal market. For that purpose, the supervisory authorities should
cooperate with each other and with the Commission, without the need for any agreement between
Member States on the provision of mutual assistance or on such cooperation.

(132) Awareness-raising activities by supervisory authorities addressed to the public should include
specific measures directed at controllers and processors, including micro, small and medium-sized
enterprises, as well as natural persons in particular in the educational context.

(133) The supervisory authorities should assist each other in performing their tasks and provide
mutual assistance, so as to ensure the consistent application and enforcement of this Regulation in
the internal market. A supervisory authority requesting mutual assistance may adopt a provisional
measure if it receives no response to a request for mutual assistance within one month of the
receipt of that request by the other supervisory authority.
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Article 62 - Joint operations of supervisory authorities

1. The supervisory authorities shall, where appropriate, conduct joint operations including joint
investigations and joint enforcement measures in which members or staff of the supervisory
authorities of other Member States are involved.

2. Where the controller or processor has establishments in several Member States or where a
significant number of data subjects in more than one Member State are likely to be substantially
affected by processing operations, a supervisory authority of each of those Member States shall
have the right to participate in joint operations. The supervisory authority which is competent
pursuant to Article 56(1) or (4) shall invite the supervisory authority of each of those Member States
to take part in the joint operations and shall respond without delay to the request of a supervisory
authority to participate.

3. A supervisory authority may, in accordance with Member State law, and with the seconding
supervisory authority's authorisation, confer powers, including investigative powers on the
seconding supervisory authority's members or staff involved in joint operations or, in so far as the
law of the Member State of the host supervisory authority permits, allow the seconding supervisory
authority's members or staff to exercise their investigative powers in accordance with the law of the
Member State of the seconding supervisory authority. Such investigative powers may be exercised
only under the guidance and in the presence of members or staff of the host supervisory authority.
The seconding supervisory authority's members or staff shall be subject to the Member State law of
the host supervisory authority.

4. Where, in accordance with paragraph 1, staff of a seconding supervisory authority operate in
another Member State, the Member State of the host supervisory authority shall assume
responsibility for their actions, including liability, for any damage caused by them during their
operations, in accordance with the law of the Member State in whose territory they are operating.

5. The Member State in whose territory the damage was caused shall make good such damage
under the conditions applicable to damage caused by its own staff. The Member State of the
seconding supervisory authority whose staff has caused damage to any person in the territory of
another Member State shall reimburse that other Member State in full any sums it has paid to the
persons entitled on their behalf.

6. Without prejudice to the exercise of its rights vis-à-vis third parties and with the exception of
paragraph 5, each Member State shall refrain, in the case provided for in paragraph 1, from
requesting reimbursement from another Member State in relation to damage referred to in
paragraph 4.

7. Where a joint operation is intended and a supervisory authority does not, within one month,
comply with the obligation laid down in the second sentence of paragraph 2 of this Article, the other
supervisory authorities may adopt a provisional measure on the territory of its Member State in
accordance with Article 55. In that case, the urgent need to act under Article 66(1) shall be
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presumed to be met and require an opinion or an urgent binding decision from the Board pursuant
to Article 66(2).

Recitals
(126) The decision should be agreed jointly by the lead supervisory authority and the supervisory
authorities concerned and should be directed towards the main or single establishment of the
controller or processor and be binding on the controller and processor. The controller or processor
should take the necessary measures to ensure compliance with this Regulation and the
implementation of the decision notified by the lead supervisory authority to the main establishment
of the controller or processor as regards the processing activities in the Union.

(134) Each supervisory authority should, where appropriate, participate in joint operations with
other supervisory authorities. The requested supervisory authority should be obliged to respond to
the request within a specified time period.
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Section 2 – Consistency
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Article 63 - Consistency mechanism
In order to contribute to the consistent application of this Regulation throughout the Union, the
supervisory authorities shall cooperate with each other and, where relevant, with the Commission,
through the consistency mechanism as set out in this Section.

Recitals
(135) In order to ensure the consistent application of this Regulation throughout the Union, a
consistency mechanism for cooperation between the supervisory authorities should be established.
That mechanism should in particular apply where a supervisory authority intends to adopt a
measure intended to produce legal effects as regards processing operations which substantially
affect a significant number of data subjects in several Member States. It should also apply where any
supervisory authority concerned or the Commission requests that such matter should be handled in
the consistency mechanism. That mechanism should be without prejudice to any measures that the
Commission may take in the exercise of its powers under the Treaties.

(136) In applying the consistency mechanism, the Board should, within a determined period of time,
issue an opinion, if a majority of its members so decides or if so requested by any supervisory
authority concerned or the Commission. The Board should also be empowered to adopt legally
binding decisions where there are disputes between supervisory authorities. For that purpose, it
should issue, in principle by a two-thirds majority of its members, legally binding decisions in clearly
specified cases where there are conflicting views among supervisory authorities, in particular in the
cooperation mechanism between the lead supervisory authority and supervisory authorities
concerned on the merits of the case, in particular whether there is an infringement of this
Regulation.

(138) The application of such mechanism should be a condition for the lawfulness of a measure
intended to produce legal effects by a supervisory authority in those cases where its application is
mandatory. In other cases of cross-border relevance, the cooperation mechanism between the lead
supervisory authority and supervisory authorities concerned should be applied and mutual
assistance and joint operations might be carried out between the supervisory authorities concerned
on a bilateral or multilateral basis without triggering the consistency mechanism.
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Article 64 - Opinion of the Board

1. The Board shall issue an opinion where a competent supervisory authority intends to adopt any of
the measures below. To that end, the competent supervisory authority shall communicate the draft
decision to the Board, when it:
(a) aims to adopt a list of the processing operations subject to the requirement for a data
protection impact assessment pursuant to Article 35(4);
(b) concerns a matter pursuant to Article 40(7) whether a draft code of conduct or an
amendment or extension to a code of conduct complies with this Regulation;
(c) aims to approve the criteria for accreditation of a body pursuant to Article 41(3) or a
certification body pursuant to Article 43(3);
(d) aims to determine standard data protection clauses referred to in point (d) of Article 46(2)
and in Article 28(8);
(e) aims to authorise contractual clauses referred to in point (a) of Article 46(3); or
(f) aims to approve binding corporate rules within the meaning of Article 47.

2. Any supervisory authority, the Chair of the Board or the Commission may request that any matter
of general application or producing effects in more than one Member State be examined by the
Board with a view to obtaining an opinion, in particular where a competent supervisory authority
does not comply with the obligations for mutual assistance in accordance with Article 61 or for joint
operations in accordance with Article 62.

3. In the cases referred to in paragraphs 1 and 2, the Board shall issue an opinion on the matter
submitted to it provided that it has not already issued an opinion on the same matter. That opinion
shall be adopted within eight weeks by simple majority of the members of the Board. That period
may be extended by a further six weeks, taking into account the complexity of the subject matter.
Regarding the draft decision referred to in paragraph 1 circulated to the members of the Board in
accordance with paragraph 5, a member which has not objected within a reasonable period
indicated by the Chair, shall be deemed to be in agreement with the draft decision.

4. Supervisory authorities and the Commission shall, without undue delay, communicate by
electronic means to the Board, using a standardised format any relevant information, including as
the case may be a summary of the facts, the draft decision, the grounds which make the enactment
of such measure necessary, and the views of other supervisory authorities concerned.

5. The Chair of the Board shall, without undue, delay inform by electronic means:
(a) the members of the Board and the Commission of any relevant information which has been
communicated to it using a standardised format. The secretariat of the Board shall, where
necessary, provide translations of relevant information; and
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(b) the supervisory authority referred to, as the case may be, in paragraphs 1 and 2, and the
Commission of the opinion and make it public.

6. The competent supervisory authority shall not adopt its draft decision referred to in paragraph 1
within the period referred to in paragraph 3.

7. The supervisory authority referred to in paragraph 1 shall take utmost account of the opinion of
the Board and shall, within two weeks after receiving the opinion, communicate to the Chair of the
Board by electronic means whether it will maintain or amend its draft decision and, if any, the
amended draft decision, using a standardised format.

8. Where the supervisory authority concerned informs the Chair of the Board within the period
referred to in paragraph 7 of this Article that it does not intend to follow the opinion of the Board, in
whole or in part, providing the relevant grounds, Article 65(1) shall apply.

Recitals
(136) In applying the consistency mechanism, the Board should, within a determined period of time,
issue an opinion, if a majority of its members so decides or if so requested by any supervisory
authority concerned or the Commission. The Board should also be empowered to adopt legally
binding decisions where there are disputes between supervisory authorities. For that purpose, it
should issue, in principle by a two-thirds majority of its members, legally binding decisions in clearly
specified cases where there are conflicting views among supervisory authorities, in particular in the
cooperation mechanism between the lead supervisory authority and supervisory authorities
concerned on the merits of the case, in particular whether there is an infringement of this
Regulation.
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Article 65 - Dispute resolution by the Board

1. In order to ensure the correct and consistent application of this Regulation in individual cases, the
Board shall adopt a binding decision in the following cases:
(a) where, in a case referred to in Article 60(4), a supervisory authority concerned has raised a
relevant and reasoned objection to a draft decision of the lead authority or the lead authority has
rejected such an objection as being not relevant or reasoned. The binding decision shall concern all
the matters which are the subject of the relevant and reasoned objection, in particular whether
there is an infringement of this Regulation;
(c) where there are conflicting views on which of the supervisory authorities concerned is
competent for the main establishment;
(d) where a competent supervisory authority does not request the opinion of the Board in the
cases referred to in Article 64(1), or does not follow the opinion of the Board issued under
Article 64. In that case, any supervisory authority concerned or the Commission may
communicate the matter to the Board.

2. The decision referred to in paragraph 1 shall be adopted within one month from the referral of
the subject-matter by a two-thirds majority of the members of the Board. That period may be
extended by a further month on account of the complexity of the subject-matter. The decision
referred to in paragraph 1 shall be reasoned and addressed to the lead supervisory authority and all
the supervisory authorities concerned and binding on them.

3. Where the Board has been unable to adopt a decision within the periods referred to in paragraph
2, it shall adopt its decision within two weeks following the expiration of the second month referred
to in paragraph 2 by a simple majority of the members of the Board. Where the members of the
Board are split, the decision shall by adopted by the vote of its Chair.

4. The supervisory authorities concerned shall not adopt a decision on the subject matter submitted
to the Board under paragraph 1 during the periods referred to in paragraphs 2 and 3.

5. The Chair of the Board shall notify, without undue delay, the decision referred to in paragraph 1 to
the supervisory authorities concerned. It shall inform the Commission thereof. The decision shall be
published on the website of the Board without delay after the supervisory authority has notified the
final decision referred to in paragraph 6.

6. The lead supervisory authority or, as the case may be, the supervisory authority with which the
complaint has been lodged shall adopt its final decision on the basis of the decision referred to in
paragraph 1 of this Article, without undue delay and at the latest by one month after the Board has
notified its decision. The lead supervisory authority or, as the case may be, the supervisory authority
with which the complaint has been lodged, shall inform the Board of the date when its final decision
is notified respectively to the controller or the processor and to the data subject. The final decision
of the supervisory authorities concerned shall be adopted under the terms of Article 60(7), (8) and
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(9). The final decision shall refer to the decision referred to in paragraph 1 of this Article and shall
specify that the decision referred to in that paragraph will be published on the website of the Board
in accordance with paragraph 5 of this Article. The final decision shall attach the decision referred to
in paragraph 1 of this Article.

Recitals
(136) In applying the consistency mechanism, the Board should, within a determined period of time,
issue an opinion, if a majority of its members so decides or if so requested by any supervisory
authority concerned or the Commission. The Board should also be empowered to adopt legally
binding decisions where there are disputes between supervisory authorities. For that purpose, it
should issue, in principle by a two-thirds majority of its members, legally binding decisions in clearly
specified cases where there are conflicting views among supervisory authorities, in particular in the
cooperation mechanism between the lead supervisory authority and supervisory authorities
concerned on the merits of the case, in particular whether there is an infringement of this
Regulation.
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Article 66 - Urgency procedure

1. In exceptional circumstances, where a supervisory authority concerned considers that there is an
urgent need to act in order to protect the rights and freedoms of data subjects, it may, by way of
derogation from the consistency mechanism referred to in Articles 63, 64 and 65 or the procedure
referred to in Article 60, immediately adopt provisional measures intended to produce legal effects
on its own territory with a specified period of validity which shall not exceed three months. The
supervisory authority shall, without delay, communicate those measures and the reasons for
adopting them to the other supervisory authorities concerned, to the Board and to the Commission.

2. Where a supervisory authority has taken a measure pursuant to paragraph 1 and considers that
final measures need urgently be adopted, it may request an urgent opinion or an urgent binding
decision from the Board, giving reasons for requesting such opinion or decision.

3. Any supervisory authority may request an urgent opinion or an urgent binding decision, as the
case may be, from the Board where a competent supervisory authority has not taken an appropriate
measure in a situation where there is an urgent need to act, in order to protect the rights and
freedoms of data subjects, giving reasons for requesting such opinion or decision, including for the
urgent need to act.

4. By derogation from Article 64(3) and Article 65(2), an urgent opinion or an urgent binding decision
referred to in paragraphs 2 and 3 of this Article shall be adopted within two weeks by simple
majority of the members of the Board.

Recitals
(137) There may be an urgent need to act in order to protect the rights and freedoms of data
subjects, in particular when the danger exists that the enforcement of a right of a data subject could
be considerably impeded. A supervisory authority should therefore be able to adopt duly justified
provisional measures on its territory with a specified period of validity which should not exceed
three months.

(138) The application of such mechanism should be a condition for the lawfulness of a measure
intended to produce legal effects by a supervisory authority in those cases where its application is
mandatory. In other cases of cross-border relevance, the cooperation mechanism between the lead
supervisory authority and supervisory authorities concerned should be applied and mutual
assistance and joint operations might be carried out between the supervisory authorities concerned
on a bilateral or multilateral basis without triggering the consistency mechanism.
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Article 67 - Exchange of information
The Commission may adopt implementing acts of general scope in order to specify the
arrangements for the exchange of information by electronic means between supervisory authorities,
and between supervisory authorities and the Board, in particular the standardised format referred
to in Article 64.
Those implementing acts shall be adopted in accordance with the examination procedure referred
to in Article 93(2).

Recitals
(137) There may be an urgent need to act in order to protect the rights and freedoms of data
subjects, in particular when the danger exists that the enforcement of a right of a data subject could
be considerably impeded. A supervisory authority should therefore be able to adopt duly justified
provisional measures on its territory with a specified period of validity which should not exceed
three months.
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Section 3 - European data protection board
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Article 68 - European Data Protection Board

1. The European Data Protection Board (the ‘Board’) is hereby established as a body of the Union
and shall have legal personality.

2. The Board shall be represented by its Chair.

3. The Board shall be composed of the head of one supervisory authority of each Member State and
of the European Data Protection Supervisor, or their respective representatives.

4. Where in a Member State more than one supervisory authority is responsible for monitoring the
application of the provisions pursuant to this Regulation, a joint representative shall be appointed in
accordance with that Member State's law.

5. The Commission shall have the right to participate in the activities and meetings of the Board
without voting right. The Commission shall designate a representative. The Chair of the Board shall
communicate to the Commission the activities of the Board.

6. In the cases referred to in Article 65, the European Data Protection Supervisor shall have voting
rights only on decisions which concern principles and rules applicable to the Union institutions,
bodies, offices and agencies which correspond in substance to those of this Regulation.

Recitals
(139) In order to promote the consistent application of this Regulation, the Board should be set up
as an independent body of the Union. To fulfil its objectives, the Board should have legal personality.
The Board should be represented by its Chair. It should replace the Working Party on the Protection
of Individuals with Regard to the Processing of Personal Data established by Directive 95/46/EC. It
should consist of the head of a supervisory authority of each Member State and the European Data
Protection Supervisor or their respective representatives. The Commission should participate in the
Board's activities without voting rights and the European Data Protection Supervisor should have
specific voting rights. The Board should contribute to the consistent application of this Regulation
throughout the Union, including by advising the Commission, in particular on the level of protection
in third countries or international organisations, and promoting cooperation of the supervisory
authorities throughout the Union. The Board should act independently when performing its tasks.
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Article 69 - Independence

1. The Board shall act independently when performing its tasks or exercising its powers pursuant to
Articles 70 and 71.

2. Without prejudice to requests by the Commission referred to in point (b) of Article 70(1) and in
Article 70(2), the Board shall, in the performance of its tasks or the exercise of its powers, neither
seek nor take instructions from anybody.

Recitals
(139) In order to promote the consistent application of this Regulation, the Board should be set up
as an independent body of the Union. To fulfil its objectives, the Board should have legal personality.
The Board should be represented by its Chair. It should replace the Working Party on the Protection
of Individuals with Regard to the Processing of Personal Data established by Directive 95/46/EC. It
should consist of the head of a supervisory authority of each Member State and the European Data
Protection Supervisor or their respective representatives. The Commission should participate in the
Board's activities without voting rights and the European Data Protection Supervisor should have
specific voting rights. The Board should contribute to the consistent application of this Regulation
throughout the Union, including by advising the Commission, in particular on the level of protection
in third countries or international organisations, and promoting cooperation of the supervisory
authorities throughout the Union. The Board should act independently when performing its tasks.
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Article 70 - Tasks of the Board

1. The Board shall ensure the consistent application of this Regulation. To that end, the Board shall,
on its own initiative or, where relevant, at the request of the Commission, in particular:
(a) monitor and ensure the correct application of this Regulation in the cases provided for in
Articles 64 and 65 without prejudice to the tasks of national supervisory authorities;
(b) advise the Commission on any issue related to the protection of personal data in the Union,
including on any proposed amendment of this Regulation;
(c) advise the Commission on the format and procedures for the exchange of information
between controllers, processors and supervisory authorities for binding corporate rules;
(d) issue guidelines, recommendations, and best practices on procedures for erasing links,
copies or replications of personal data from publicly available communication services as
referred to in Article 17(2);
(e) examine, on its own initiative, on request of one of its members or on request of the
Commission, any question covering the application of this Regulation and issue guidelines,
recommendations and best practices in order to encourage consistent application of this
Regulation;
(f) issue guidelines, recommendations and best practices in accordance with point (e) of this
paragraph for further specifying the criteria and conditions for decisions based on profiling
pursuant to Article 22(2);
(g) issue guidelines, recommendations and best practices in accordance with point (e) of this
paragraph for establishing the personal data breaches and determining the undue delay
referred to in Article 33(1) and (2) and for the particular circumstances in which a controller
or a processor is required to notify the personal data breach;
(h) issue guidelines, recommendations and best practices in accordance with point (e) of this
paragraph as to the circumstances in which a personal data breach is likely to result in a high
risk to the rights and freedoms of the natural persons referred to in Article 34(1).
(i) issue guidelines, recommendations and best practices in accordance with point (e) of this
paragraph for the purpose of further specifying the criteria and requirements for personal
data transfers based on binding corporate rules adhered to by controllers and binding
corporate rules adhered to by processors and on further necessary requirements to ensure
the protection of personal data of the data subjects concerned referred to in Article 47;
(j) issue guidelines, recommendations and best practices in accordance with point (e) of this
paragraph for the purpose of further specifying the criteria and requirements for the
personal data transfers on the basis of Article 49(1);
(k) draw up guidelines for supervisory authorities concerning the application of measures
referred to in Article 58(1), (2) and (3) and the setting of administrative fines pursuant to
Article 83;
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(l) review the practical application of the guidelines, recommendations and best practices
referred to in points (e) and (f);
(m) issue guidelines, recommendations and best practices in accordance with point (e) of this
paragraph for establishing common procedures for reporting by natural persons of
infringements of this Regulation pursuant to Article 54(2);
(n) encourage the drawing-up of codes of conduct and the establishment of data protection
certification mechanisms and data protection seals and marks pursuant to Articles 40 and
42;
(o) carry out the accreditation of certification bodies and its periodic review pursuant to Article
43 and maintain a public register of accredited bodies pursuant to Article 43(6) and of the
accredited controllers or processors established in third countries pursuant to Article 42(7);
(p) specify the requirements referred to in Article 43(3) with a view to the accreditation of
certification bodies under Article 42;
(q) provide the Commission with an opinion on the certification requirements referred to in
Article 43(8);
(r) provide the Commission with an opinion on the icons referred to in Article 12(7);
(s) provide the Commission with an opinion for the assessment of the adequacy of the level of
protection in a third country or international organisation, including for the assessment
whether a third country, a territory or one or more specified sectors within that third
country, or an international organisation no longer ensures an adequate level of protection.
To that end, the Commission shall provide the Board with all necessary documentation,
including correspondence with the government of the third country, with regard to that
third country, territory or specified sector, or with the international organisation.
(t) issue opinions on draft decisions of supervisory authorities pursuant to the consistency
mechanism referred to in Article 64(1), on matters submitted pursuant to Article 64(2) and
to issue binding decisions pursuant to Article 65, including in cases referred to in Article 66;
(u) promote the cooperation and the effective bilateral and multilateral exchange of
information and best practices between the supervisory authorities;
(v) promote common training programmes and facilitate personnel exchanges between the
supervisory authorities and, where appropriate, with the supervisory authorities of third
countries or with international organisations;
(w) promote the exchange of knowledge and documentation on data protection legislation and
practice with data protection supervisory authorities worldwide.
(x) issue opinions on codes of conduct drawn up at Union level pursuant to Article 40(9); and
(y) maintain a publicly accessible electronic register of decisions taken by supervisory
authorities and courts on issues handled in the consistency mechanism.
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2. Where the Commission requests advice from the Board, it may indicate a time limit, taking into
account the urgency of the matter.

3. The Board shall forward its opinions, guidelines, recommendations, and best practices to the
Commission and to the committee referred to in Article 93 and make them public.

4. The Board shall, where appropriate, consult interested parties and give them the opportunity to
comment within a reasonable period. The Board shall, without prejudice to Article 76, make the
results of the consultation procedure publicly available.

Recitals
(136) In applying the consistency mechanism, the Board should, within a determined period of time,
issue an opinion, if a majority of its members so decides or if so requested by any supervisory
authority concerned or the Commission. The Board should also be empowered to adopt legally
binding decisions where there are disputes between supervisory authorities. For that purpose, it
should issue, in principle by a two-thirds majority of its members, legally binding decisions in clearly
specified cases where there are conflicting views among supervisory authorities, in particular in the
cooperation mechanism between the lead supervisory authority and supervisory authorities
concerned on the merits of the case, in particular whether there is an infringement of this
Regulation.

(139) In order to promote the consistent application of this Regulation, the Board should be set up
as an independent body of the Union. To fulfil its objectives, the Board should have legal personality.
The Board should be represented by its Chair. It should replace the Working Party on the Protection
of Individuals with Regard to the Processing of Personal Data established by Directive 95/46/EC. It
should consist of the head of a supervisory authority of each Member State and the European Data
Protection Supervisor or their respective representatives. The Commission should participate in the
Board's activities without voting rights and the European Data Protection Supervisor should have
specific voting rights. The Board should contribute to the consistent application of this Regulation
throughout the Union, including by advising the Commission, in particular on the level of protection
in third countries or international organisations, and promoting cooperation of the supervisory
authorities throughout the Union. The Board should act independently when performing its tasks.
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Article 71 - Reports

1. The Board shall draw up an annual report regarding the protection of natural persons with regard
to processing in the Union and, where relevant, in third countries and international organisations.
The report shall be made public and be transmitted to the European Parliament, to the Council and
to the Commission.

2. The annual report shall include a review of the practical application of the guidelines,
recommendations and best practices referred to in point (l) of Article 70(1) as well as of the binding
decisions referred to in Article 65.
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Article 72 - Procedure

1. The Board shall take decisions by a simple majority of its members, unless otherwise provided for
in this Regulation.

2. The Board shall adopt its own rules of procedure by a two-thirds majority of its members and
organise its own operational arrangements.
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Article 73 - Chair

1. The Board shall elect a chair and two deputy chairs from amongst its members by simple majority.

2. The term of office of the Chair and of the deputy chairs shall be five years and be renewable once.
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Article 74 - Tasks of the Chair

1. The Chair shall have the following tasks:
(a) to convene the meetings of the Board and prepare its agenda;
(b) to notify decisions adopted by the Board pursuant to Article 65 to the lead supervisory
authority and the supervisory authorities concerned;
(c) to ensure the timely performance of the tasks of the Board, in particular in relation to the
consistency mechanism referred to in Article 63.

2. The Board shall lay down the allocation of tasks between the Chair and the deputy chairs in its
rules of procedure.
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Article 75 - Secretariat

1. The Board shall have a secretariat, which shall be provided by the European Data Protection
Supervisor.

2. The secretariat shall perform its tasks exclusively under the instructions of the Chair of the Board.

3. The staff of the European Data Protection Supervisor involved in carrying out the tasks conferred
on the Board by this Regulation shall be subject to separate reporting lines from the staff involved in
carrying out tasks conferred on the European Data Protection Supervisor.

4. Where appropriate, the Board and the European Data Protection Supervisor shall establish and
publish a Memorandum of Understanding implementing this Article, determining the terms of their
cooperation, and applicable to the staff of the European Data Protection Supervisor involved in
carrying out the tasks conferred on the Board by this Regulation.

5. The secretariat shall provide analytical, administrative and logistical support to the Board.

6. The secretariat shall be responsible in particular for:
(a) the day-to-day business of the Board;
(b) communication between the members of the Board, its Chair and the Commission;
(c) communication with other institutions and the public;
(d) the use of electronic means for the internal and external communication;
(e) the translation of relevant information;
(f) the preparation and follow-up of the meetings of the Board;
(g) the preparation, drafting and publication of opinions, decisions on the settlement of
disputes between supervisory authorities and other texts adopted by the Board.

Recitals
(140) The Board should be assisted by a secretariat provided by the European Data Protection
Supervisor. The staff of the European Data Protection Supervisor involved in carrying out the tasks
conferred on the Board by this Regulation should perform its tasks exclusively under the instructions
of, and report to, the Chair of the Board.
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Article 76 - Confidentiality

1. The discussions of the Board shall be confidential where the Board deems it necessary, as
provided for in its rules of procedure.
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CHAPTER VIII - Remedies, liability and penalties
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Article 77 - Right to lodge a complaint with a supervisory authority

1. Without prejudice to any other administrative or judicial remedy, every data subject shall have
the right to lodge a complaint with a supervisory authority, in particular in the Member State of his
or her habitual residence, place of work or place of the alleged infringement if the data subject
considers that the processing of personal data relating to him or her infringes this Regulation.

2. The supervisory authority with which the complaint has been lodged shall inform the complainant
on the progress and the outcome of the complaint including the possibility of a judicial remedy
pursuant to Article 78.

Recitals
(141) Every data subject should have the right to lodge a complaint with a single supervisory
authority, in particular in the Member State of his or her habitual residence, and the right to an
effective judicial remedy in accordance with Article 47 of the Charter if the data subject considers
that his or her rights under this Regulation are infringed or where the supervisory authority does not
act on a complaint, partially or wholly rejects or dismisses a complaint or does not act where such
action is necessary to protect the rights of the data subject. The investigation following a complaint
should be carried out, subject to judicial review, to the extent that is appropriate in the specific case.
The supervisory authority should inform the data subject of the progress and the outcome of the
complaint within a reasonable period. If the case requires further investigation or coordination with
another supervisory authority, intermediate information should be given to the data subject. In
order to facilitate the submission of complaints, each supervisory authority should take measures
such as providing a complaint submission form which can also be completed electronically, without
excluding other means of communication.
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Article 78 - Right to an effective judicial remedy against a supervisory authority

1. Without prejudice to any other administrative or non-judicial remedy, each natural or legal person
shall have the right to an effective judicial remedy against a legally binding decision of a supervisory
authority concerning them.

2. Without prejudice to any other administrative or non-judicial remedy, each data subject shall have
the right to a an effective judicial remedy where the supervisory authority which is competent
pursuant to Articles 55 and 56 does not handle a complaint or does not inform the data subject
within three months on the progress or outcome of the complaint lodged pursuant to Article 77.

3. Proceedings against a supervisory authority shall be brought before the courts of the Member
State where the supervisory authority is established.

4. Where proceedings are brought against a decision of a supervisory authority which was preceded
by an opinion or a decision of the Board in the consistency mechanism, the supervisory authority
shall forward that opinion or decision to the court.

Recitals
(141) Every data subject should have the right to lodge a complaint with a single supervisory
authority, in particular in the Member State of his or her habitual residence, and the right to an
effective judicial remedy in accordance with Article 47 of the Charter if the data subject considers
that his or her rights under this Regulation are infringed or where the supervisory authority does not
act on a complaint, partially or wholly rejects or dismisses a complaint or does not act where such
action is necessary to protect the rights of the data subject. The investigation following a complaint
should be carried out, subject to judicial review, to the extent that is appropriate in the specific case.
The supervisory authority should inform the data subject of the progress and the outcome of the
complaint within a reasonable period. If the case requires further investigation or coordination with
another supervisory authority, intermediate information should be given to the data subject. In
order to facilitate the submission of complaints, each supervisory authority should take measures
such as providing a complaint submission form which can also be completed electronically, without
excluding other means of communication.

(143) Any natural or legal person has the right to bring an action for annulment of decisions of the
Board before the Court of Justice under the conditions provided for in Article 263 TFEU. As
addressees of such decisions, the supervisory authorities concerned which wish to challenge them
have to bring action within two months of being notified of them, in accordance with Article 263
TFEU. Where decisions of the Board are of direct and individual concern to a controller, processor or
complainant, the latter may bring an action for annulment against those decisions within two
months of their publication on the website of the Board, in accordance with Article 263 TFEU.
Without prejudice to this right under Article 263 TFEU, each natural or legal person should have an
effective judicial remedy before the competent national court against a decision of a supervisory
authority which produces legal effects concerning that person. Such a decision concerns in particular
the exercise of investigative, corrective and authorisation powers by the supervisory authority or the
dismissal or rejection of complaints. However, the right to an effective judicial remedy does not
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encompass measures taken by supervisory authorities which are not legally binding, such as opinions
issued by or advice provided by the supervisory authority. Proceedings against a supervisory
authority should be brought before the courts of the Member State where the supervisory authority
is established and should be conducted in accordance with that Member State's procedural law.
Those courts should exercise full jurisdiction, which should include jurisdiction to examine all
questions of fact and law relevant to the dispute before them.
Where a complaint has been rejected or dismissed by a supervisory authority, the complainant may
bring proceedings before the courts in the same Member State. In the context of judicial remedies
relating to the application of this Regulation, national courts which consider a decision on the
question necessary to enable them to give judgment, may, or in the case provided for in Article 267
TFEU, must, request the Court of Justice to give a preliminary ruling on the interpretation of Union
law, including this Regulation. Furthermore, where a decision of a supervisory authority
implementing a decision of the Board is challenged before a national court and the validity of the
decision of the Board is at issue, that national court does not have the power to declare the Board's
decision invalid but must refer the question of validity to the Court of Justice in accordance with
Article 267 TFEU as interpreted by the Court of Justice, where it considers the decision invalid.
However, a national court may not refer a question on the validity of the decision of the Board at the
request of a natural or legal person which had the opportunity to bring an action for annulment of
that decision, in particular if it was directly and individually concerned by that decision, but had not
done so within the period laid down in Article 263 TFEU.
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Article 79 - Right to an effective judicial remedy against a controller or processor

1. Without prejudice to any available administrative or non-judicial remedy, including the right to
lodge a complaint with a supervisory authority pursuant to Article 77, each data subject shall have
the right to an effective judicial remedy where he or she considers that his or her rights under this
Regulation have been infringed as a result of the processing of his or her personal data in noncompliance with this Regulation.

2. Proceedings against a controller or a processor shall be brought before the courts of the Member
State where the controller or processor has an establishment. Alternatively, such proceedings may
be brought before the courts of the Member State where the data subject has his or her habitual
residence, unless the controller or processor is a public authority of a Member State acting in the
exercise of its public powers.

Recitals
(141) Every data subject should have the right to lodge a complaint with a single supervisory
authority, in particular in the Member State of his or her habitual residence, and the right to an
effective judicial remedy in accordance with Article 47 of the Charter if the data subject considers
that his or her rights under this Regulation are infringed or where the supervisory authority does not
act on a complaint, partially or wholly rejects or dismisses a complaint or does not act where such
action is necessary to protect the rights of the data subject. The investigation following a complaint
should be carried out, subject to judicial review, to the extent that is appropriate in the specific case.
The supervisory authority should inform the data subject of the progress and the outcome of the
complaint within a reasonable period. If the case requires further investigation or coordination with
another supervisory authority, intermediate information should be given to the data subject. In
order to facilitate the submission of complaints, each supervisory authority should take measures
such as providing a complaint submission form which can also be completed electronically, without
excluding other means of communication.

(145) For proceedings against a controller or processor, the plaintiff should have the choice to bring
the action before the courts of the Member States where the controller or processor has an
establishment or where the data subject resides, unless the controller is a public authority of a
Member State acting in the exercise of its public powers.

(147) Where specific rules on jurisdiction are contained in this Regulation, in particular as regards
proceedings seeking a judicial remedy including compensation, against a controller or processor,
general jurisdiction rules such as those of Regulation (EU) No 1215/2012 of the European Parliament
and of the Council should not prejudice the application of such specific rules.
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Article 80 - Representation of data subjects

1. The data subject shall have the right to mandate a not-for-profit body, organisation or association
which has been properly constituted in accordance with the law of a Member State, has statutory
objectives which are in the public interest, and is active in the field of the protection of data
subjects' rights and freedoms with regard to the protection of their personal data to lodge the
complaint on his or her behalf, to exercise the rights referred to in Articles 77, 78 and 79 on his or
her behalf, and to exercise the right to receive compensation referred to in Article 82 on his or her
behalf where provided for by Member State law.

2. Member States may provide that any body, organisation or association referred to in paragraph 1
of this Article, in- dependently of a data subject's mandate, has the right to lodge, in that Member
State, a complaint with the supervisory authority which is competent pursuant to Article 77 and to
exercise the rights referred to in Articles 78 and 79 if it considers that the rights of a data subject
under this Regulation have been infringed as a result of the processing.

Recitals
(142) Where a data subject considers that his or her rights under this Regulation are infringed, he or
she should have the right to mandate a not-for-profit body, organisation or association which is
constituted in accordance with the law of a Member State, has statutory objectives which are in the
public interest and is active in the field of the protection of personal data to lodge a complaint on his
or her behalf with a supervisory authority, exercise the right to a judicial remedy on behalf of data
subjects or, if provided for in Member State law, exercise the right to receive compensation on
behalf of data subjects. A Member State may provide for such a body, organisation or association to
have the right to lodge a complaint in that Member State, independently of a data subject's
mandate, and the right to an effective judicial remedy where it has reasons to consider that the
rights of a data subject have been infringed as a result of the processing of personal data which
infringes this Regulation. That body, organisation or association may not be allowed to claim
compensation on a data subject's behalf independently of the data subject's mandate.
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Article 81 - Suspension of proceedings

1. Where a competent court of a Member State has information on proceedings, concerning the
same subject matter as regards processing by the same controller or processor, that are pending in a
court in another Member State, it shall contact that court in the other Member State to confirm the
existence of such proceedings.

2. Where proceedings concerning the same subject matter as regards processing of the same
controller or processor are pending in a court in another Member State, any competent court other
than the court first seized may suspend its proceedings.

3. Where those proceedings are pending at first instance, any court other than the court first seized
may also, on the application of one of the parties, decline jurisdiction if the court first seized has
jurisdiction over the actions in question and its law permits the consolidation thereof.

Recitals
(144) Where a court seized of proceedings against a decision by a supervisory authority has reason
to believe that proceedings concerning the same processing, such as the same subject matter as
regards processing by the same controller or processor, or the same cause of action, are brought
before a competent court in another Member State, it should contact that court in order to confirm
the existence of such related proceedings. If related proceedings are pending before a court in
another Member State, any court other than the court first seized may stay its proceedings or may,
on request of one of the parties, decline jurisdiction in favour of the court first seized if that court
has jurisdiction over the proceedings in question and its law permits the consolidation of such
related proceedings. Proceedings are deemed to be related where they are so closely connected
that it is expedient to hear and determine them together in order to avoid the risk of irreconcilable
judgments resulting from separate proceedings.
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Article 82 - Right to compensation and liability

1. Any person who has suffered material or non-material damage as a result of an infringement of
this Regulation shall have the right to receive compensation from the controller or processor for the
damage suffered.

2. Any controller involved in processing shall be liable for the damage caused by processing which
infringes this Regulation. A processor shall be liable for the damage caused by processing only where
it has not complied with obligations of this Regulation specifically directed to processors or where it
has acted outside or contrary to lawful instructions of the controller.

3. A controller or processor shall be exempt from liability under paragraph 2 if it proves that it is not
in any way responsible for the event giving rise to the damage.

4. Where more than one controller or processor, or both a controller and a processor, are involved
in the same processing and where they are, under paragraphs 2 and 3, responsible for any damage
caused by processing, each controller or processor shall be held liable for the entire damage in order
to ensure effective compensation of the data subject.

5. Where a controller or processor has, in accordance with paragraph 4, paid full compensation for
the damage suffered, that controller or processor shall be entitled to claim back from the other
controllers or processors involved in the same processing that part of the compensation
corresponding to their part of responsibility for the damage, in accordance with the conditions set
out in paragraph 2.

6. Court proceedings for exercising the right to receive compensation shall be brought before the
courts competent under the law of the Member State referred to in Article 79(2).

Recitals
(146) The controller or processor should compensate any damage which a person may suffer as a
result of processing that infringes this Regulation. The controller or processor should be exempt
from liability if it proves that it is not in any way responsible for the damage. The concept of damage
should be broadly interpreted in the light of the case-law of the Court of Justice in a manner which
fully reflects the objectives of this Regulation. This is without prejudice to any claims for damage
deriving from the violation of other rules in Union or Member State law. Processing that infringes
this Regulation also includes processing that infringes delegated and implementing acts adopted in
accordance with this Regulation and Member State law specifying rules of this Regulation. Data
subjects should receive full and effective compensation for the damage they have suffered. Where
controllers or processors are involved in the same processing, each controller or processor should be
held liable for the entire damage. However, where they are joined to the same judicial proceedings,
in accordance with Member State law, compensation may be apportioned according to the
responsibility of each controller or processor for the damage caused by the processing, provided
that full and effective compensation of the data subject who suffered the damage is ensured. Any
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controller or processor which has paid full compensation may subsequently institute recourse
proceedings against other controllers or processors involved in the same processing.

(147) Where specific rules on jurisdiction are contained in this Regulation, in particular as regards
proceedings seeking a judicial remedy including compensation, against a controller or processor,
general jurisdiction rules such as those of Regulation (EU) No 1215/2012 of the European Parliament
and of the Council should not prejudice the application of such specific rules.

(152) Where this Regulation does not harmonise administrative penalties or where necessary in
other cases, for example in cases of serious infringements of this Regulation, Member States should
implement a system which provides for effective, proportionate and dissuasive penalties. The nature
of such penalties, criminal or administrative, should be determined by Member State law.
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Article 83 - General conditions for imposing administrative fines

1. Each supervisory authority shall ensure that the imposition of administrative fines pursuant to this
Article in respect of infringements of this Regulation referred to in paragraphs 4, 5 and 6 shall in
each individual case be effective, proportionate and dissuasive.

2. Administrative fines shall, depending on the circumstances of each individual case, be imposed in
addition to, or instead of, measures referred to in points (a) to (h) and (j) of Article 58(2). When
deciding whether to impose an administrative fine and deciding on the amount of the administrative
fine in each individual case due regard shall be given to the following:
(a) the nature, gravity and duration of the infringement taking into account the nature scope or
purpose of the processing concerned as well as the number of data subjects affected and
the level of damage suffered by them;
(b) the intentional or negligent character of the infringement;
(c) any action taken by the controller or processor to mitigate the damage suffered by data
subjects;
(d) the degree of responsibility of the controller or processor taking into account technical and
organisational measures implemented by them pursuant to Articles 25 and 32;
(e) any relevant previous infringements by the controller or processor;
(f) the degree of cooperation with the supervisory authority, in order to remedy the
infringement and mitigate the possible adverse effects of the infringement;
(g) the categories of personal data affected by the infringement;
(h) the manner in which the infringement became known to the supervisory authority, in
particular whether, and if so to what extent, the controller or processor notified the
infringement;
(i) where measures referred to in Article 58(2) have previously been ordered against the
controller or processor concerned with regard to the same subject-matter, compliance with
those measures;
(j) adherence to approved codes of conduct pursuant to Article 40 or approved certification
mechanisms pursuant to Article 42; and
(k) any other aggravating or mitigating factor applicable to the circumstances of the case, such
as financial benefits gained, or losses avoided, directly or indirectly, from the infringement.

3. If a controller or processor intentionally or negligently, for the same or linked processing
operations, infringes several provisions of this Regulation, the total amount of the administrative
fine shall not exceed the amount specified for the gravest infringement.
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4. Infringements of the following provisions shall, in accordance with paragraph 2, be subject to
administrative fines up to 10 000 000 EUR, or in the case of an undertaking, up to 2 % of the total
worldwide annual turnover of the preceding financial year, whichever is higher:
(a) the obligations of the controller and the processor pursuant to Articles 8, 11, 25 to 39 and 42
and 43;
(b) the obligations of the certification body pursuant to Articles 42 and 43;
(c) the obligations of the monitoring body pursuant to Article 41(4).

5. Infringements of the following provisions shall, in accordance with paragraph 2, be subject to
administrative fines up to 20 000 000 EUR, or in the case of an undertaking, up to 4 % of the total
worldwide annual turnover of the preceding financial year, whichever is higher:
(a) the basic principles for processing, including conditions for consent, pursuant to Articles 5, 6,
7 and 9;
(b) the data subjects' rights pursuant to Articles 12 to 22;
(c) the transfers of personal data to a recipient in a third country or an international
organisation pursuant to Articles 44 to 49;
(d) any obligations pursuant to Member State law adopted under Chapter IX;
(e) non-compliance with an order or a temporary or definitive limitation on processing or the
suspension of data flows by the supervisory authority pursuant to Article 58(2) or failure to
provide access in violation of Article 58(1).

6. Non-compliance with an order by the supervisory authority as referred to in Article 58(2) shall, in
accordance with paragraph 2 of this Article, be subject to administrative fines up to 20 000 000 EUR,
or in the case of an undertaking, up to 4 % of the total worldwide annual turnover of the preceding
financial year, whichever is higher.

7. Without prejudice to the corrective powers of supervisory authorities pursuant to Article 58(2),
each Member State may lay down the rules on whether and to what extent administrative fines may
be imposed on public authorities and bodies established in that Member State.

8. The exercise by the supervisory authority of its powers under this Article shall be subject to
appropriate procedural safeguards in accordance with Union and Member State law, including
effective judicial remedy and due process.

9. Where the legal system of the Member State does not provide for administrative fines, this Article
may be applied in such a manner that the fine is initiated by the competent supervisory authority
and imposed by competent national courts, while ensuring that those legal remedies are effective
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and have an equivalent effect to the administrative fines imposed by supervisory authorities. In any
event, the fines imposed shall be effective, proportionate and dissuasive. Those Member States shall
notify to the Commission the provisions of their laws which they adopt pursuant to this paragraph
by 25 May 2018 and, without delay, any subsequent amendment law or amendment affecting them.

Recitals
(148) In order to strengthen the enforcement of the rules of this Regulation, penalties including
administrative fines should be imposed for any infringement of this Regulation, in addition to, or
instead of appropriate measures imposed by the supervisory authority pursuant to this Regulation.
In a case of a minor infringement or if the fine likely to be imposed would constitute a
disproportionate burden to a natural person, a reprimand may be issued instead of a fine. Due
regard should however be given to the nature, gravity and duration of the infringement, the
intentional character of the infringement, actions taken to mitigate the damage suffered, degree of
responsibility or any relevant previous infringements, the manner in which the infringement became
known to the supervisory authority, compliance with measures ordered against the controller or
processor, adherence to a code of conduct and any other aggravating or mitigating factor. The
imposition of penalties including administrative fines should be subject to appropriate procedural
safeguards in accordance with the general principles of Union law and the Charter, including
effective judicial protection and due process.

(149) Member States should be able to lay down the rules on criminal penalties for infringements of
this Regulation, including for infringements of national rules adopted pursuant to and within the
limits of this Regulation. Those criminal penalties may also allow for the deprivation of the profits
obtained through infringements of this Regulation. However, the imposition of criminal penalties for
infringements of such national rules and of administrative penalties should not lead to a breach of
the principle of ne bis in idem as interpreted by the Court of Justice.

(150) In order to strengthen and harmonise administrative penalties for infringements of this
Regulation, each supervisory authority should have the power to impose administrative fines. This
Regulation should indicate infringements and the upper limit and criteria for setting the related
administrative fines, which should be determined by the competent supervisory authority in each
individual case, taking into account all relevant circumstances of the specific situation, with due
regard in particular to the nature, gravity and duration of the infringement and of its consequences
and the measures taken to ensure compliance with the obligations under this Regulation and to
prevent or mitigate the consequences of the infringement. Where administrative fines are imposed
on an undertaking, an undertaking should be understood to be an undertaking in accordance with
Articles 101 and 102 TFEU for those purposes. Where administrative fines are imposed on persons
that are not an undertaking, the supervisory authority should take account of the general level of
income in the Member State as well as the economic situation of the person in considering the
appropriate amount of the fine. The consistency mechanism may also be used to promote a
consistent application of administrative fines. It should be for the Member States to determine
whether and to which extent public authorities should be subject to administrative fines. Imposing
an administrative fine or giving a warning does not affect the application of other powers of the
supervisory authorities or of other penalties under this Regulation.

(151) The legal systems of Denmark and Estonia do not allow for administrative fines as set out in
this Regulation. The rules on administrative fines may be applied in such a manner that in Denmark
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the fine is imposed by competent national courts as a criminal penalty and in Estonia the fine is
imposed by the supervisory authority in the framework of a misdemeanour procedure, provided
that such an application of the rules in those Member States has an equivalent effect to
administrative fines imposed by supervisory authorities. Therefore the competent national courts
should take into account the recommendation by the supervisory authority initiating the fine. In any
event, the fines imposed should be effective, proportionate and dissuasive.
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Article 84 - Penalties

1. Member States shall lay down the rules on other penalties applicable to infringements of this
Regulation in particular for infringements which are not subject to administrative fines pursuant to
Article 83, and shall take all measures necessary to ensure that they are implemented. Such
penalties shall be effective, proportionate and dissuasive.

2. Each Member State shall notify to the Commission the provisions of its law which it adopts
pursuant to paragraph 1, by 25 May 2018 and, without delay, any subsequent amendment affecting
them.

Recitals
(149) Member States should be able to lay down the rules on criminal penalties for infringements of
this Regulation, including for infringements of national rules adopted pursuant to and within the
limits of this Regulation. Those criminal penalties may also allow for the deprivation of the profits
obtained through infringements of this Regulation. However, the imposition of criminal penalties for
infringements of such national rules and of administrative penalties should not lead to a breach of
the principle of ne bis in idem as interpreted by the Court of Justice.

(150) In order to strengthen and harmonise administrative penalties for infringements of this
Regulation, each supervisory authority should have the power to impose administrative fines. This
Regulation should indicate infringements and the upper limit and criteria for setting the related
administrative fines, which should be determined by the competent supervisory authority in each
individual case, taking into account all relevant circumstances of the specific situation, with due
regard in particular to the nature, gravity and duration of the infringement and of its consequences
and the measures taken to ensure compliance with the obligations under this Regulation and to
prevent or mitigate the consequences of the infringement. Where administrative fines are imposed
on an undertaking, an undertaking should be understood to be an undertaking in accordance with
Articles 101 and 102 TFEU for those purposes. Where administrative fines are imposed on persons
that are not an undertaking, the supervisory authority should take account of the general level of
income in the Member State as well as the economic situation of the person in considering the
appropriate amount of the fine. The consistency mechanism may also be used to promote a
consistent application of administrative fines. It should be for the Member States to determine
whether and to which extent public authorities should be subject to administrative fines. Imposing
an administrative fine or giving a warning does not affect the application of other powers of the
supervisory authorities or of other penalties under this Regulation.

(151) The legal systems of Denmark and Estonia do not allow for administrative fines as set out in
this Regulation. The rules on administrative fines may be applied in such a manner that in Denmark
the fine is imposed by competent national courts as a criminal penalty and in Estonia the fine is
imposed by the supervisory authority in the framework of a misdemeanour procedure, provided
that such an application of the rules in those Member States has an equivalent effect to
administrative fines imposed by supervisory authorities. Therefore the competent national courts
should take into account the recommendation by the supervisory authority initiating the fine. In any
event, the fines imposed should be effective, proportionate and dissuasive.
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(152) Where this Regulation does not harmonise administrative penalties or where necessary in
other cases, for example in cases of serious infringements of this Regulation, Member States should
implement a system which provides for effective, proportionate and dissuasive penalties. The nature
of such penalties, criminal or administrative, should be determined by Member State law.
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CHAPTER IX - Provisions relating to specific processing situations
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Article 85 - Processing and freedom of expression and information

1. Member States shall by law reconcile the right to the protection of personal data pursuant to this
Regulation with the right to freedom of expression and information, including processing for
journalistic purposes and the purposes of academic, artistic or literary expression.

2. For processing carried out for journalistic purposes or the purpose of academic artistic or literary
expression, Member States shall provide for exemptions or derogations from Chapter II (principles),
Chapter III (rights of the data subject), Chapter IV (controller and processor), Chapter V (transfer of
personal data to third countries or international organisations), Chapter VI (independent supervisory
authorities), Chapter VII (cooperation and consistency) and Chapter IX (specific data processing
situations) if they are necessary to reconcile the right to the protection of personal data with the
freedom of expression and information.
3. Each Member State shall notify to the Commission the provisions of its law which it has adopted
pursuant to paragraph 2 and, without delay, any subsequent amendment law or amendment
affecting them.

Recitals
(153) Member States law should reconcile the rules governing freedom of expression and
information, including journalistic, academic, artistic and or literary expression with the right to the
protection of personal data pursuant to this Regulation. The processing of personal data solely for
journalistic purposes, or for the purposes of academic, artistic or literary expression should be
subject to derogations or exemptions from certain provisions of this Regulation if necessary to
reconcile the right to the protection of personal data with the right to freedom of expression and
information, as enshrined in Article 11 of the Charter. This should apply in particular to the
processing of personal data in the audiovisual field and in news archives and press libraries.
Therefore, Member States should adopt legislative measures which lay down the exemptions and
derogations necessary for the purpose of balancing those fundamental rights. Member States should
adopt such exemptions and derogations on general principles, the rights of the data subject, the
controller and the processor, the transfer of personal data to third countries or international
organisations, the independent supervisory authorities, cooperation and consistency, and specific
data-processing situations. Where such exemptions or derogations differ from one Member State to
another, the law of the Member State to which the controller is subject should apply. In order to
take account of the importance of the right to freedom of expression in every democratic society, it
is necessary to interpret notions relating to that freedom, such as journalism, broadly.
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Article 86 - Processing and public access to official documents

Personal data in official documents held by a public authority or a public body or a private body for
the performance of a task carried out in the public interest may be disclosed by the authority or
body in accordance with Union or Member State law to which the public authority or body is subject
in order to reconcile public access to official documents with the right to the protection of personal
data pursuant to this Regulation.

Recitals
(154) This Regulation allows the principle of public access to official documents to be taken into
account when applying this Regulation. Public access to official documents may be considered to be
in the public interest. Personal data in documents held by a public authority or a public body should
be able to be publicly disclosed by that authority or body if the disclosure is provided for by Union or
Member State law to which the public authority or public body is subject. Such laws should reconcile
public access to official documents and the reuse of public sector information with the right to the
protection of personal data and may therefore provide for the necessary reconciliation with the right
to the protection of personal data pursuant to this Regulation. The reference to public authorities
and bodies should in that context include all authorities or other bodies covered by Member State
law on public access to documents. Directive 2003/98/EC of the European Parliament and of the
Council leaves intact and in no way affects the level of protection of natural persons with regard to
the processing of personal data under the provisions of Union and Member State law, and in
particular does not alter the obligations and rights set out in this Regulation. In particular, that
Directive should not apply to documents to which access is excluded or restricted by virtue of the
access regimes on the grounds of protection of personal data, and parts of documents accessible by
virtue of those regimes which contain personal data the re-use of which has been provided for by
law as being incompatible with the law concerning the protection of natural persons with regard to
the processing of personal data.
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Article 87 - Processing of the national identification number

Member States may further determine the specific conditions for the processing of a national
identification number or any other identifier of general application. In that case the national
identification number or any other identifier of general application shall be used only under
appropriate safeguards for the rights and freedoms of the data subject pursuant to this Regulation.
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Article 88 - Processing in the context of employment

1. Member States may, by law or by collective agreements, provide for more specific rules to ensure
the protection of the rights and freedoms in respect of the processing of employees' personal data in
the employment context, in particular for the purposes of the recruitment, the performance of the
contract of employment, including discharge of obligations laid down by law or by collective
agreements, management, planning and organisation of work, equality and diversity in the
workplace, health and safety at work, protection of employer's or customer's property and for the
purposes of the exercise and enjoyment, on an individual or collective basis, of rights and benefits
related to employment, and for the purpose of the termination of the employment relationship.

2. Those rules shall include suitable and specific measures to safeguard the data subject's human
dignity, legitimate interests and fundamental rights, with particular regard to the transparency of
processing, the transfer of personal data within a group of undertakings, or a group of enterprises
engaged in a joint economic activity and monitoring systems at the work place.

3. Each Member State shall notify to the Commission those provisions of its law which it adopts
pursuant to paragraph 1, by 25 May 2018 and, without delay, any subsequent amendment affecting
them.

Recitals
(155) Member State law or collective agreements, including ‘works agreements’, may provide for
specific rules on the processing of employees' personal data in the employment context, in
particular for the conditions under which personal data in the employment context may be
processed on the basis of the consent of the employee, the purposes of the recruitment, the
performance of the contract of employment, including discharge of obligations laid down by law or
by collective agreements, management, planning and organisation of work, equality and diversity in
the workplace, health and safety at work, and for the purposes of the exercise and enjoyment, on an
individual or collective basis, of rights and benefits related to employment, and for the purpose of
the termination of the employment relationship.
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Article 89 - Safeguards and derogations relating to processing for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes

1. Processing for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes, shall be subject to appropriate safeguards, in accordance with this
Regulation, for the rights and freedoms of the data subject. Those safeguards shall ensure that
technical and organisational measures are in place in particular in order to ensure respect for the
principle of data minimisation. Those measures may include pseudonymisation provided that those
purposes can be fulfilled in that manner. Where those purposes can be fulfilled by further processing
which does not permit or no longer permits the identification of data subjects, those purposes shall
be fulfilled in that manner.

2. Where personal data are processed for scientific or historical research purposes or statistical
purposes, Union or Member State law may provide for derogations from the rights referred to in
Articles 15, 16, 18 and 21 subject to the conditions and safeguards referred to in paragraph 1 of this
Article in so far as such rights are likely to render impossible or seriously impair the achievement of
the specific purposes, and such derogations are necessary for the fulfilment of those purposes.

3. Where personal data are processed for archiving purposes in the public interest, Union or
Member State law may provide for derogations from the rights referred to in Articles 15, 16, 18, 19,
20 and 21 subject to the conditions and safeguards referred to in paragraph 1 of this Article in so far
as such rights are likely to render impossible or seriously impair the achievement of the specific
purposes, and such derogations are necessary for the fulfilment of those purposes.

4. Where processing referred to in paragraphs 2 and 3 serves at the same time another purpose, the
derogations shall apply only to processing for the purposes referred to in those paragraphs.

Recitals
(156) The processing of personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes should be subject to appropriate safeguards for
the rights and freedoms of the data subject pursuant to this Regulation. Those safeguards should
ensure that technical and organisational measures are in place in order to ensure, in particular, the
principle of data minimisation. The further processing of personal data for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes is to be carried out
when the controller has assessed the feasibility to fulfil those purposes by processing data which do
not permit or no longer permit the identification of data subjects, provided that appropriate
safeguards exist (such as, for instance, pseudonymisation of the data). Member States should
provide for appropriate safeguards for the processing of personal data for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes. Member States
should be authorised to provide, under specific conditions and subject to appropriate safeguards for
data subjects, specifications and derogations with regard to the information requirements and rights
to rectification, to erasure, to be forgotten, to restriction of processing, to data portability, and to
object when processing personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. The conditions and safeguards in question may
entail specific procedures for data subjects to exercise those rights if this is appropriate in the light
of the purposes sought by the specific processing along with technical and organisational measures
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aimed at minimising the processing of personal data in pursuance of the proportionality and
necessity principles. The processing of personal data for scientific purposes should also comply with
other relevant legislation such as on clinical trials.

(157) By coupling information from registries, researchers can obtain new knowledge of great value
with regard to widespread medical conditions such as cardiovascular disease, cancer and depression.
On the basis of registries, research results can be enhanced, as they draw on a larger population.
Within social science, research on the basis of registries enables researchers to obtain essential
knowledge about the long-term correlation of a number of social conditions such as unemployment
and education with other life conditions. Research results obtained through registries provide solid,
high-quality knowledge which can provide the basis for the formulation and implementation of
knowledge-based policy, improve the quality of life for a number of people and improve the
efficiency of social services. In order to facilitate scientific research, personal data can be processed
for scientific research purposes, subject to appropriate conditions and safeguards set out in Union or
Member State law.

(158) Where personal data are processed for archiving purposes, this Regulation should also apply to
that processing, bearing in mind that this Regulation should not apply to deceased persons. Public
authorities or public or private bodies that hold records of public interest should be services which,
pursuant to Union or Member State law, have a legal obligation to acquire, preserve, appraise,
arrange, describe, communicate, promote, disseminate and provide access to records of enduring
value for general public interest. Member States should also be authorised to provide for the further
processing of personal data for archiving purposes, for example with a view to providing specific
information related to the political behaviour under former totalitarian state regimes, genocide,
crimes against humanity, in particular the Holocaust, or war crimes.

(159) Where personal data are processed for scientific research purposes, this Regulation should
also apply to that processing. For the purposes of this Regulation, the processing of personal data for
scientific research purposes should be interpreted in a broad manner including for example
technological development and demonstration, fundamental research, applied research and
privately funded research. In addition, it should take into account the Union's objective under Article
179(1) TFEU of achieving a European Research Area. Scientific research purposes should also include
studies conducted in the public interest in the area of public health. To meet the specificities of
processing personal data for scientific research purposes, specific conditions should apply in
particular as regards the publication or otherwise disclosure of personal data in the context of
scientific research purposes. If the result of scientific research in particular in the health context
gives reason for further measures in the interest of the data subject, the general rules of this
Regulation should apply in view of those measures.

(160) Where personal data are processed for historical research purposes, this Regulation should
also apply to that processing. This should also include historical research and research for
genealogical purposes, bearing in mind that this Regulation should not apply to deceased persons.

(161) For the purpose of consenting to the participation in scientific research activities in clinical
trials, the relevant provisions of Regulation (EU) No 536/2014 of the European Parliament and of the
Council should apply.
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(162) Where personal data are processed for statistical purposes, this Regulation should apply to
that processing. Union or Member State law should, within the limits of this Regulation, determine
statistical content, control of access, specifications for the processing of personal data for statistical
purposes and appropriate measures to safeguard the rights and freedoms of the data subject and for
ensuring statistical confidentiality. Statistical purposes mean any operation of collection and the
processing of personal data necessary for statistical surveys or for the production of statistical
results. Those statistical results may further be used for different purposes, including a scientific
research purpose. The statistical purpose implies that the result of processing for statistical purposes
is not personal data, but aggregate data, and that this result or the personal data are not used in
support of measures or decisions regarding any particular natural person.

(163) The confidential information which the Union and national statistical authorities collect for the
production of official European and official national statistics should be protected. European
statistics should be developed, produced and disseminated in accordance with the statistical
principles as set out in Article 338(2) TFEU, while national statistics should also comply with Member
State law. Regulation (EC) No 223/2009 of the European Parliament and of the Council provides
further specifications on statistical confidentiality for European statistics.
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Article 90 - Obligations of secrecy

1. Member States may adopt specific rules to set out the powers of the supervisory authorities laid
down in points (e) and (f) of Article 58(1) in relation to controllers or processors that are subject,
under Union or Member State law or rules established by national competent bodies, to an
obligation of professional secrecy or other equivalent obligations of secrecy where this is necessary
and proportionate to reconcile the right of the protection of personal data with the obligation of
secrecy. Those rules shall apply only with regard to personal data which the controller or processor
has received as a result of or has obtained in an activity covered by that obligation of secrecy.

2. Each Member State shall notify to the Commission the rules adopted pursuant to paragraph 1, by
25 May 2018 and, without delay, any subsequent amendment affecting them.

Recitals
(164) As regards the powers of the supervisory authorities to obtain from the controller or processor
access to personal data and access to their premises, Member States may adopt by law, within the
limits of this Regulation, specific rules in order to safeguard the professional or other equivalent
secrecy obligations, in so far as necessary to reconcile the right to the protection of personal data
with an obligation of professional secrecy. This is without prejudice to existing Member State
obligations to adopt rules on professional secrecy where required by Union law.
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Article 91 - Existing data protection rules of churches and religious associations

1. Where in a Member State, churches and religious associations or communities apply, at the time
of entry into force of this Regulation, comprehensive rules relating to the protection of natural
persons with regard to processing, such rules may continue to apply, provided that they are brought
into line with this Regulation.

2. Churches and religious associations which apply comprehensive rules in accordance with
paragraph 1 of this Article shall be subject to the supervision of an independent supervisory
authority, which may be specific, provided that it fulfils the conditions laid down in Chapter VI of this
Regulation.

Recitals
(165) This Regulation respects and does not prejudice the status under existing constitutional law of
churches and religious associations or communities in the Member States, as recognised in Article 17
TFEU.
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CHAPTER X - Delegated acts and implementing acts
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Article 92 - Exercise of the delegation

1. The power to adopt delegated acts is conferred on the Commission subject to the conditions laid
down in this Article.

2. The delegation of power referred to in Article 12(8) and Article 43(8) shall be conferred on the
Commission for an indeterminate period of time from 24 May 2016.

3. The delegation of power referred to in Article 12(8) and Article 43(8) may be revoked at any time
by the European Parliament or by the Council. A decision of revocation shall put an end to the
delegation of power specified in that decision. It shall take effect the day following that of its
publication in the Official Journal of the European Union or at a later date specified therein. It shall
not affect the validity of any delegated acts already in force.

4. As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the
European Parliament and to the Council.

5. A delegated act adopted pursuant to Article 12(8) and Article 43(8) shall enter into force only if no
objection has been expressed by either the European Parliament or the Council within a period of
three months of notification of that act to the European Parliament and the Council or if, before the
expiry of that period, the European Parliament and the Council have both informed the Commission
that they will not object. That period shall be extended by three months at the initiative of the
European Parliament or of the Council.

Recitals
(166) In order to fulfil the objectives of this Regulation, namely to protect the fundamental rights
and freedoms of natural persons and in particular their right to the protection of personal data and
to ensure the free movement of personal data within the Union, the power to adopt acts in
accordance with Article 290 TFEU should be delegated to the Commission. In particular, delegated
acts should be adopted in respect of criteria and requirements for certification mechanisms,
information to be presented by standardised icons and procedures for providing such icons. It is of
particular importance that the Commission carry out appropriate consultations during its
preparatory work, including at expert level. The Commission, when preparing and drawing-up
delegated acts, should ensure a simultaneous, timely and appropriate transmission of relevant
documents to the European Parliament and to the Council.

(167) In order to ensure uniform conditions for the implementation of this Regulation, implementing
powers should be conferred on the Commission when provided for by this Regulation. Those powers
should be exercised in accordance with Regulation (EU) No 182/2011. In that context, the
Commission should consider specific measures for micro, small and medium-sized enterprises.

(168) The examination procedure should be used for the adoption of implementing acts on standard
contractual clauses between controllers and processors and between processors; codes of conduct;
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technical standards and mechanisms for certification; the adequate level of protection afforded by a
third country, a territory or a specified sector within that third country, or an international
organisation; standard protection clauses; formats and procedures for the exchange of information
by electronic means between controllers, processors and supervisory authorities for binding
corporate rules; mutual assistance; and arrangements for the exchange of information by electronic
means between supervisory authorities, and between supervisory authorities and the Board.

(169) The Commission should adopt immediately applicable implementing acts where available
evidence reveals that a third country, a territory or a specified sector within that third country, or an
international organisation does not ensure an adequate level of protection, and imperative grounds
of urgency so require.

(170) Since the objective of this Regulation, namely to ensure an equivalent level of protection of
natural persons and the free flow of personal data throughout the Union, cannot be sufficiently
achieved by the Member States and can rather, by reason of the scale or effects of the action, be
better achieved at Union level, the Union may adopt measures, in accordance with the principle of
subsidiarity as set out in Article 5 of the Treaty on European Union (TEU). In accordance with the
principle of proportionality as set out in that Article, this Regulation does not go beyond what is
necessary in order to achieve that objective.
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Article 93 - Committee procedure

1. The Commission shall be assisted by a committee. That committee shall be a committee within
the meaning of Regulation (EU) No 182/2011.

2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

3. Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in
conjunction with Article 5 thereof, shall apply.
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CHAPTER XI - Final provisions
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Article 94 - Repeal of Directive 95/46/EC

1. Directive 95/46/EC is repealed with effect from 25 May 2018.

2. References to the repealed Directive shall be construed as references to this Regulation.
References to the Working Party on the Protection of Individuals with regard to the Processing of
Personal Data established by Article 29 of Directive 95/46/EC shall be construed as references to the
European Data Protection Board established by this Regulation.

Recitals
(171) Directive 95/46/EC should be repealed by this Regulation. Processing already under way on the
date of application of this Regulation should be brought into conformity with this Regulation within
the period of two years after which this Regulation enters into force. Where processing is based on
consent pursuant to Directive 95/46/EC, it is not necessary for the data subject to give his or her
consent again if the manner in which the consent has been given is in line with the conditions of this
Regulation, so as to allow the controller to continue such processing after the date of application of
this Regulation. Commission decisions adopted and authorisations by supervisory authorities based
on Directive 95/46/EC remain in force until amended, replaced or repealed.
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Article 95 - Relationship with Directive 2002/58/EC

This Regulation shall not impose additional obligations on natural or legal persons in relation to
processing in connection with the provision of publicly available electronic communications services
in public communication networks in the Union in relation to matters for which they are subject to
specific obligations with the same objective set out in Directive 2002/58/EC.

Recitals
(173) This Regulation should apply to all matters concerning the protection of fundamental rights
and freedoms vis-a-vis the processing of personal data which are not subject to specific obligations
with the same objective set out in Directive 2002/58/EC of the European Parliament and of the
Council, including the obligations on the controller and the rights of natural persons. In order to
clarify the relationship between this Regulation and Directive 2002/58/EC, that Directive should be
amended accordingly. Once this Regulation is adopted, Directive 2002/58/EC should be reviewed in
particular in order to ensure consistency with this Regulation.
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Article 96 - Relationship with previously concluded Agreements

International agreements involving the transfer of personal data to third countries or international
organisations which were concluded by Member States prior to 24 May 2016, and which comply
with Union law as applicable prior to that date, shall remain in force until amended, replaced or
revoked.
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Article 97 - Commission reports

1. By 25 May 2020 and every four years thereafter, the Commission shall submit a report on the
evaluation and review of this Regulation to the European Parliament and to the Council. The reports
shall be made public.

2. In the context of the evaluations and reviews referred to in paragraph 1, the Commission shall
examine, in particular, the application and functioning of:
(a) Chapter V on the transfer of personal data to third countries or international organisations
with particular regard to decisions adopted pursuant to Article 45(3) of this Regulation and
decisions adopted on the basis of Article 25(6) of Directive 95/46/EC;
(b) Chapter VII on cooperation and consistency.

3. For the purpose of paragraph 1, the Commission may request information from Member States
and supervisory authorities.

4. In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the Commission
shall take into account the positions and findings of the European Parliament, of the Council, and of
other relevant bodies or sources.

5. The Commission shall, if necessary, submit appropriate proposals to amend this Regulation, in
particular taking into account of developments in information technology and in the light of the
state of progress in the information society.

Recitals
(172) The European Data Protection Supervisor was consulted in accordance with Article 28(2) of
Regulation (EC) No 45/2001 and delivered an opinion on 7 March 2012.
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Article 98 - Review of other Union legal acts on data protection

The Commission shall, if appropriate, submit legislative proposals with a view to amending other
Union legal acts on the protection of personal data, in order to ensure uniform and consistent
protection of natural persons with regard to processing. This shall in particular concern the rules
relating to the protection of natural persons with regard to processing by Union institutions, bodies,
offices and agencies and on the free movement of such data.
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Article 99 - Entry into force and application

1. This Regulation shall enter into force on the twentieth day following that of its publication in the
Official Journal of the European Union.

2. It shall apply from 25 May 2018.
This Regulation shall be binding in its entirety and directly applicable in all Member States.
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Recitals
(1) The protection of natural persons in relation to the processing of personal data is a fundamental
right. Article 8(1) of the Charter of Fundamental Rights of the European Union (the 'Charter') and
Article 16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that everyone
has the right to the protection of personal data concerning him or her.

(2) The principles of, and rules on the protection of natural persons with regard to the processing of
their personal data should, whatever their nationality or residence, respect their fundamental rights
and freedoms, in particular their right to the protection of personal data. This Regulation is intended
to contribute to the accomplishment of an area of freedom, security and justice and of an economic
union, to economic and social progress, to the strengthening and the convergence of the economies
within the internal market, and to the well-being of natural persons.

(3) Directive 95/46/EC of the European Parliament and of the Council seeks to harmonise the
protection of fundamental rights and freedoms of natural persons in respect of processing activities
and to ensure the free f low of personal data between Member States.

(4) The processing of personal data should be designed to serve mankind. The right to the
protection of personal data is not an absolute right; it must be considered in relation to its function
in society and be balanced against other fundamental rights, in accordance with the principle of
proportionality. This Regulation respects all fundamental rights and observes the freedoms and
principles recognised in the Charter as enshrined in the Treaties, in particular the respect for private
and family life, home and communications, the protection of personal data, freedom of thought,
conscience and religion, freedom of expression and information, freedom to conduct a business, the
right to an effective remedy and to a fair trial, and cultural, religious and linguistic diversity.

(5) The economic and social integration resulting from the functioning of the internal market has led
to a substantial increase in cross-border flows of personal data. The exchange of personal data
between public and private actors, including natural persons, associations and undertakings across
the Union has increased. National authorities in the Member States are being called upon by Union
law to cooperate and exchange personal data so as to be able to perform their duties or carry out
tasks on behalf of an authority in another Member State.

(6) Rapid technological developments and globalisation have brought new challenges for the
protection of personal data. The scale of the collection and sharing of personal data has increased
significantly. Technology allows both private companies and public authorities to make use of
personal data on an unprecedented scale in order to pursue their activities. Natural persons
increasingly make personal information available publicly and globally. Technology has transformed
both the economy and social life, and should further facilitate the free f low of personal data within
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the Union and the transfer to third countries and international organisations, while ensuring a high
level of the protection of personal data.

(7) Those developments require a strong and more coherent data protection framework in the
Union, backed by strong enforcement, given the importance of creating the trust that will allow the
digital economy to develop across the internal market. Natural persons should have control of their
own personal data. Legal and practical certainty for natural persons, economic operators and public
authorities should be enhanced.

(8) Where this Regulation provides for specifications or restrictions of its rules by Member State
law, Member States may, as far as necessary for coherence and for making the national provisions
comprehensible to the persons to whom they apply, incorporate elements of this Regulation into
their national law.

(9) The objectives and principles of Directive 95/46/EC remain sound, but it has not prevented
fragmentation in the implementation of data protection across the Union, legal uncertainty or a
widespread public perception that there are significant risks to the protection of natural persons, in
particular with regard to online activity. Differences in the level of protection of the rights and
freedoms of natural persons, in particular the right to the protection of personal data, with regard to
the processing of personal data in the Member States may prevent the free f low of personal data
throughout the Union. Those differences may therefore constitute an obstacle to the pursuit of
economic activities at the level of the Union, distort competition and impede authorities in the
discharge of their responsibilities under Union law. Such a difference in levels of protection is due to
the existence of differences in the implementation and application of Directive 95/46/EC.

(10) In order to ensure a consistent and high level of protection of natural persons and to remove
the obstacles to f lows of personal data within the Union, the level of protection of the rights and
freedoms of natural persons with regard to the processing of such data should be equivalent in all
Member States. Consistent and homogenous application of the rules for the protection of the
fundamental rights and freedoms of natural persons with regard to the processing of personal data
should be ensured throughout the Union. Regarding the processing of personal data for compliance
with a legal obligation, for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller, Member States should be allowed to maintain
or introduce national provisions to further specify the application of the rules of this Regulation. In
conjunction with the general and horizontal law on data protection implementing Directive
95/46/EC, Member States have several sector-specific laws in areas that need more specific
provisions. This Regulation also provides a margin of manoeuvre for Member States to specify its
rules, including for the processing of special categories of personal data ('sensitive data'). To that
extent, this Regulation does not exclude Member State law that sets out the circumstances for
specific processing situations, including determining more precisely the conditions under which the
processing of personal data is lawful.
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(11) Effective protection of personal data throughout the Union requires the strengthening and
setting out in detail of the rights of data subjects and the obligations of those who process and
determine the processing of personal data, as well as equivalent powers for monitoring and ensuring
compliance with the rules for the protection of personal data and equivalent sanctions for
infringements in the Member States.

(12) Article 16(2) TFEU mandates the European Parliament and the Council to lay down the rules
relating to the protection of natural persons with regard to the processing of personal data and the
rules relating to the free movement of personal data.

(13) In order to ensure a consistent level of protection for natural persons throughout the Union
and to prevent divergences hampering the free movement of personal data within the internal
market, a Regulation is necessary to provide legal certainty and transparency for economic
operators, including micro, small and medium-sized enterprises, and to provide natural persons in all
Member States with the same level of legally enforceable rights and obligations and responsibilities
for controllers and processors, to ensure consistent monitoring of the processing of personal data,
and equivalent sanctions in all Member States as well as effective cooperation between the
supervisory authorities of different Member States. The proper functioning of the internal market
requires that the free movement of personal data within the Union is not restricted or prohibited for
reasons connected with the protection of natural persons with regard to the processing of personal
data. To take account of the specific situation of micro, small and medium-sized enterprises, this
Regulation includes a derogation for organisations with fewer than 250 employees with regard to
record-keeping. In addition, the Union institutions and bodies, and Member States and their
supervisory authorities, are encouraged to take account of the specific needs of micro, small and
medium-sized enterprises in the application of this Regulation. The notion of micro, small and
medium-sized enterprises should draw from Article 2 of the Annex to Commission Recommendation
2003/361/EC.

(14) The protection afforded by this Regulation should apply to natural persons, whatever their
nationality or place of residence, in relation to the processing of their personal data. This Regulation
does not cover the processing of personal data which concerns legal persons and in particular
undertakings established as legal persons, including the name and the form of the legal person and
the contact details of the legal person.

(15) In order to prevent creating a serious risk of circumvention, the protection of natural persons
should be technologically neutral and should not depend on the techniques used. The protection of
natural persons should apply to the processing of personal data by automated means, as well as to
manual processing, if the personal data are contained or are intended to be contained in a filing
system. Files or sets of files, as well as their cover pages, which are not structured according to
specific criteria should not fall within the scope of this Regulation.
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(16) This Regulation does not apply to issues of protection of fundamental rights and freedoms or
the free f low of personal data related to activities which fall outside the scope of Union law, such as
activities concerning national security. This Regulation does not apply to the processing of personal
data by the Member States when carrying out activities in relation to the common foreign and
security policy of the Union.

(17) Regulation (EC) No 45/2001 of the European Parliament and of the Council applies to the
processing of personal data by the Union institutions, bodies, offices and agencies. Regulation (EC)
No 45/2001 and other Union legal acts applicable to such processing of personal data should be
adapted to the principles and rules established in this Regulation and applied in the light of this
Regulation. In order to provide a strong and coherent data protection framework in the Union, the
necessary adaptations of Regulation (EC) No 45/2001 should follow after the adoption of this
Regulation, in order to allow application at the same time as this Regulation.

(18) This Regulation does not apply to the processing of personal data by a natural person in the
course of a purely personal or household activity and thus with no connection to a professional or
commercial activity. Personal or household activities could include correspondence and the holding
of addresses, or social networking and online activity undertaken within the context of such
activities. However, this Regulation applies to controllers or processors which provide the means for
processing personal data for such personal or household activities.

(19) The protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security and the free movement of such data, is the subject of a
specific Union legal act. This Regulation should not, therefore, apply to processing activities for those
purposes. However, personal data processed by public authorities under this Regulation should,
when used for those purposes, be governed by a more specific Union legal act, namely Directive (EU)
2016/680 of the European Parliament and of the Council. Member States may entrust competent
authorities within the meaning of Directive (EU) 2016/680 with tasks which are not necessarily
carried out for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and prevention of
threats to public security, so that the processing of personal data for those other purposes, in so far
as it is within the scope of Union law, falls within the scope of this Regulation. With regard to the
processing of personal data by those competent authorities for purposes falling within scope of this
Regulation, Member States should be able to maintain or introduce more specific provisions to
adapt the application of the rules of this Regulation. Such provisions may determine more precisely
specific requirements for the processing of personal data by those competent authorities for those
other purposes, taking into account the constitutional, organisational and administrative structure of
the respective Member State. When the processing of personal data by private bodies falls within
the scope of this Regulation, this Regulation should provide for the possibility for Member States
under specific conditions to restrict by law certain obligations and rights when such a restriction
constitutes a necessary and proportionate measure in a democratic society to safeguard specific
important interests including public security and the prevention, investigation, detection or
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prosecution of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security. This is relevant for instance in the
framework of anti-money laundering or the activities of forensic laboratories.

(20) While this Regulation applies, inter alia, to the activities of courts and other judicial authorities,
Union or Member State law could specify the processing operations and processing procedures in
relation to the processing of personal data by courts and other judicial authorities. The competence
of the supervisory authorities should not cover the processing of personal data when courts are
acting in their judicial capacity, in order to safeguard the independence of the judiciary in the
performance of its judicial tasks, including decision-making. It should be possible to entrust
supervision of such data processing operations to specific bodies within the judicial system of the
Member State, which should, in particular ensure compliance with the rules of this Regulation,
enhance awareness among members of the judiciary of their obligations under this Regulation and
handle complaints in relation to such data processing operations.

(21) This Regulation is without prejudice to the application of Directive 2000/31/EC of the European
Parliament and of the Council, in particular of the liability rules of intermediary service providers in
Articles 12 to 15 of that Directive. That Directive seeks to contribute to the proper functioning of the
internal market by ensuring the free movement of information society services between Member
States.

(22) Any processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Union should be carried out in accordance with this Regulation,
regardless of whether the processing itself takes place within the Union. Establishment implies the
effective and real exercise of activity through stable arrangements. The legal form of such
arrangements, whether through a branch or a subsidiary with a legal personality, is not the
determining factor in that respect.

(23) In order to ensure that natural persons are not deprived of the protection to which they are
entitled under this Regulation, the processing of personal data of data subjects who are in the Union
by a controller or a processor not established in the Union should be subject to this Regulation
where the processing activities are related to offering goods or services to such data subjects
irrespective of whether connected to a payment. In order to determine whether such a controller or
processor is offering goods or services to data subjects who are in the Union, it should be
ascertained whether it is apparent that the controller or processor envisages offering services to
data subjects in one or more Member States in the Union. Whereas the mere accessibility of the
controller's, processor's or an intermediary's website in the Union, of an email address or of other
contact details, or the use of a language generally used in the third country where the controller is
established, is insufficient to ascertain such intention, factors such as the use of a language or a
currency generally used in one or more Member States with the possibility of ordering goods and
services in that other language, or the mentioning of customers or users who are in the Union, may
make it apparent that the controller envisages offering goods or services to data subjects in the
Union.
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(24) The processing of personal data of data subjects who are in the Union by a controller or
processor not established in the Union should also be subject to this Regulation when it is related to
the monitoring of the behaviour of such data subjects in so far as their behaviour takes place within
the Union. In order to determine whether a processing activity can be considered to monitor the
behaviour of data subjects, it should be ascertained whether natural persons are tracked on the
internet including potential subsequent use of personal data processing techniques which consist of
profiling a natural person, particularly in order to take decisions concerning her or him or for
analysing or predicting her or his personal preferences, behaviours and attitudes.

(25) Where Member State law applies by virtue of public international law, this Regulation should
also apply to a controller not established in the Union, such as in a Member State's diplomatic
mission or consular post.

(26) The principles of data protection should apply to any information concerning an identified or
identifiable natural person. Personal data which have undergone pseudonymisation, which could be
attributed to a natural person by the use of additional information should be considered to be
information on an identifiable natural person. To determine whether a natural person is identifiable,
account should be taken of all the means reasonably likely to be used, such as singling out, either by
the controller or by another person to identify the natural person directly or indirectly. To ascertain
whether means are reasonably likely to be used to identify the natural person, account should be
taken of all objective factors, such as the costs of and the amount of time required for identification,
taking into consideration the available technology at the time of the processing and technological
developments. The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable natural person
or to personal data rendered anonymous in such a manner that the data subject is not or no longer
identifiable. This Regulation does not therefore concern the processing of such anonymous
information, including for statistical or research purposes.

(27) This Regulation does not apply to the personal data of deceased persons. Member States may
provide for rules regarding the processing of personal data of deceased persons.

(28) The application of pseudonymisation to personal data can reduce the risks to the data subjects
concerned and help controllers and processors to meet their data-protection obligations. The
explicit introduction of 'pseudonymisation' in this Regulation is not intended to preclude any other
measures of data protection.

(29) In order to create incentives to apply pseudonymisation when processing personal data,
measures of pseudonymisation should, whilst allowing general analysis, be possible within the same
controller when that controller has taken technical and organisational measures necessary to
ensure, for the processing concerned, that this Regulation is implemented, and that additional
information for attributing the personal data to a specific data subject is kept separately. The
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controller processing the personal data should indicate the authorised persons within the same
controller.

(30) Natural persons may be associated with online identifiers provided by their devices,
applications, tools and protocols, such as internet protocol addresses, cookie identifiers or other
identifiers such as radio frequency identification tags. This may leave traces which, in particular
when combined with unique identifiers and other information received by the servers, may be used
to create profiles of the natural persons and identify them.

(31) Public authorities to which personal data are disclosed in accordance with a legal obligation for
the exercise of their official mission, such as tax and customs authorities, financial investigation
units, independent administrative authorities, or financial market authorities responsible for the
regulation and supervision of securities markets should not be regarded as recipients if they receive
personal data which are necessary to carry out a particular inquiry in the general interest, in
accordance with Union or Member State law. The requests for disclosure sent by the public
authorities should always be in writing, reasoned and occasional and should not concern the entirety
of a filing system or lead to the interconnection of filing systems. The processing of personal data by
those public authorities should comply with the applicable data-protection rules according to the
purposes of the processing.

(32) Consent should be given by a clear affirmative act establishing a freely given, specific, informed
and unambiguous indication of the data subject's agreement to the processing of personal data
relating to him or her, such as by a written statement, including by electronic means, or an oral
statement. This could include ticking a box when visiting an internet website, choosing technical
settings for information society services or another statement or conduct which clearly indicates in
this context the data subject's acceptance of the proposed processing of his or her personal data.
Silence, pre-ticked boxes or inactivity should not therefore constitute consent. Consent should cover
all processing activities carried out for the same purpose or purposes. When the processing has
multiple purposes, consent should be given for all of them. If the data subject's consent is to be
given following a request by electronic means, the request must be clear, concise and not
unnecessarily disruptive to the use of the service for which it is provided.

(33) It is often not possible to fully identify the purpose of personal data processing for scientific
research purposes at the time of data collection. Therefore, data subjects should be allowed to give
their consent to certain areas of scientific research when in keeping with recognised ethical
standards for scientific research. Data subjects should have the opportunity to give their consent
only to certain areas of research or parts of research projects to the extent allowed by the intended
purpose.

(34) Genetic data should be defined as personal data relating to the inherited or acquired genetic
characteristics of a natural person which result from the analysis of a biological sample from the
natural person in question, in particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic
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acid (RNA) analysis, or from the analysis of another element enabling equivalent information to be
obtained.

(35) Personal data concerning health should include all data pertaining to the health status of a data
subject which reveal information relating to the past, current or future physical or mental health
status of the data subject. This includes information about the natural person collected in the course
of the registration for, or the provision of, health care services as referred to in Directive 2011/24/EU
of the European Parliament and of the Council to that natural person; a number, symbol or
particular assigned to a natural person to uniquely identify the natural person for health purposes;
information derived from the testing or examination of a body part or bodily substance, including
from genetic data and biological samples; and any information on, for example, a disease, disability,
disease risk, medical history, clinical treatment or the physiological or biomedical state of the data
subject independent of its source, for example from a physician or other health professional, a
hospital, a medical device or an in vitro diagnostic test.

(36) The main establishment of a controller in the Union should be the place of its central
administration in the Union, unless the decisions on the purposes and means of the processing of
personal data are taken in another establishment of the controller in the Union, in which case that
other establishment should be considered to be the main establishment. The main establishment of
a controller in the Union should be determined according to objective criteria and should imply the
effective and real exercise of management activities determining the main decisions as to the
purposes and means of processing through stable arrangements. That criterion should not depend
on whether the processing of personal data is carried out at that location. The presence and use of
technical means and technologies for processing personal data or processing activities do not, in
themselves, constitute a main establishment and are therefore not determining criteria for a main
establishment. The main establishment of the processor should be the place of its central
administration in the Union or, if it has no central administration in the Union, the place where the
main processing activities take place in the Union. In cases involving both the controller and the
processor, the competent lead supervisory authority should remain the supervisory authority of the
Member State where the controller has its main establishment, but the supervisory authority of the
processor should be considered to be a supervisory authority concerned and that supervisory
authority should participate in the cooperation procedure provided for by this Regulation. In any
case, the supervisory authorities of the Member State or Member States where the processor has
one or more establishments should not be considered to be supervisory authorities concerned
where the draft decision concerns only the controller. Where the processing is carried out by a
group of undertakings, the main establishment of the controlling undertaking should be considered
to be the main establishment of the group of undertakings, except where the purposes and means
of processing are determined by another undertaking.

(37) A group of undertakings should cover a controlling undertaking and its controlled undertakings,
whereby the controlling undertaking should be the undertaking which can exert a dominant
influence over the other undertakings by virtue, for example, of ownership, financial participation or
the rules which govern it or the power to have personal data protection rules implemented. An
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undertaking which controls the processing of personal data in undertakings affiliated to it should be
regarded, together with those undertakings, as a group of undertakings.

(38) Children merit specific protection with regard to their personal data, as they may be less aware
of the risks, consequences and safeguards concerned and their rights in relation to the processing of
personal data. Such specific protection should, in particular, apply to the use of personal data of
children for the purposes of marketing or creating personality or user profiles and the collection of
personal data with regard to children when using services offered directly to a child. The consent of
the holder of parental responsibility should not be necessary in the context of preventive or
counselling services offered directly to a child.

(39) Any processing of personal data should be lawful and fair. It should be transparent to natural
persons that personal data concerning them are collected, used, consulted or otherwise processed
and to what extent the personal data are or will be processed. The principle of transparency requires
that any information and communication relating to the processing of those personal data be easily
accessible and easy to understand, and that clear and plain language be used. That principle
concerns, in particular, information to the data subjects on the identity of the controller and the
purposes of the processing and further information to ensure fair and transparent processing in
respect of the natural persons concerned and their right to obtain confirmation and communication
of personal data concerning them which are being processed. Natural persons should be made
aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to
exercise their rights in relation to such processing. In particular, the specific purposes for which
personal data are processed should be explicit and legitimate and determined at the time of the
collection of the personal data. The personal data should be adequate, relevant and limited to what
is necessary for the purposes for which they are processed. This requires, in particular, ensuring that
the period for which the personal data are stored is limited to a strict minimum. Personal data
should be processed only if the purpose of the processing could not reasonably be fulfilled by other
means. In order to ensure that the personal data are not kept longer than necessary, time limits
should be established by the controller for erasure or for a periodic review. Every reasonable step
should be taken to ensure that personal data which are inaccurate are rectified or deleted. Personal
data should be processed in a manner that ensures appropriate security and confidentiality of the
personal data, including for preventing unauthorised access to or use of personal data and the
equipment used for the processing.

(40) In order for processing to be lawful, personal data should be processed on the basis of the
consent of the data subject concerned or some other legitimate basis, laid down by law, either in
this Regulation or in other Union or Member State law as referred to in this Regulation, including the
necessity for compliance with the legal obligation to which the controller is subject or the necessity
for the performance of a contract to which the data subject is party or in order to take steps at the
request of the data subject prior to entering into a contract.

(41) Where this Regulation refers to a legal basis or a legislative measure, this does not necessarily
require a legislative act adopted by a parliament, without prejudice to requirements pursuant to the
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constitutional order of the Member State concerned. However, such a legal basis or legislative
measure should be clear and precise and its application should be foreseeable to persons subject to
it, in accordance with the case-law of the Court of Justice of the European Union (the 'Court of
Justice') and the European Court of Human Rights.

(42) Where processing is based on the data subject's consent, the controller should be able to
demonstrate that the data subject has given consent to the processing operation. In particular in the
context of a written declaration on another matter, safeguards should ensure that the data subject
is aware of the fact that and the extent to which consent is given. In accordance with Council
Directive 93/13/EEC a declaration of consent pre-formulated by the controller should be provided in
an intelligible and easily accessible form, using clear and plain language and it should not contain
unfair terms. For consent to be informed, the data subject should be aware at least of the identity of
the controller and the purposes of the processing for which the personal data are intended. Consent
should not be regarded as freely given if the data subject has no genuine or free choice or is unable
to refuse or withdraw consent without detriment.

(43) In order to ensure that consent is freely given, consent should not provide a valid legal ground
for the processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller, in particular where the controller is a public authority and it is
therefore unlikely that consent was freely given in all the circumstances of that specific situation.
Consent is presumed not to be freely given if it does not allow separate consent to be given to
different personal data processing operations despite it being appropriate in the individual case, or if
the performance of a contract, including the provision of a service, is dependent on the consent
despite such consent not being necessary for such performance.

(44) Processing should be lawful where it is necessary in the context of a contract or the intention to
enter into a contract.

(45) Where processing is carried out in accordance with a legal obligation to which the controller is
subject or where processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority, the processing should have a basis in Union or
Member State law. This Regulation does not require a specific law for each individual processing. A
law as a basis for several processing operations based on a legal obligation to which the controller is
subject or where processing is necessary for the performance of a task carried out in the public
interest or in the exercise of an official authority may be sufficient. It should also be for Union or
Member State law to determine the purpose of processing. Furthermore, that law could specify the
general conditions of this Regulation governing the lawfulness of personal data processing, establish
specifications for determining the controller, the type of personal data which are subject to the
processing, the data subjects concerned, the entities to which the personal data may be disclosed,
the purpose limitations, the storage period and other measures to ensure lawful and fair processing.
It should also be for Union or Member State law to determine whether the controller performing a
task carried out in the public interest or in the exercise of official authority should be a public
authority or another natural or legal person governed by public law, or, where it is in the public
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interest to do so, including for health purposes such as public health and social protection and the
management of health care services, by private law, such as a professional association.

(46) The processing of personal data should also be regarded to be lawful where it is necessary to
protect an interest which is essential for the life of the data subject or that of another natural
person. Processing of personal data based on the vital interest of another natural person should in
principle take place only where the processing cannot be manifestly based on another legal basis.
Some types of processing may serve both important grounds of public interest and the vital interests
of the data subject as for instance when processing is necessary for humanitarian purposes,
including for monitoring epidemics and their spread or in situations of humanitarian emergencies, in
particular in situations of natural and man-made disasters.

(47) The legitimate interests of a controller, including those of a controller to which the personal
data may be disclosed, or of a third party, may provide a legal basis for processing, provided that the
interests or the fundamental rights and freedoms of the data subject are not overriding, taking into
consideration the reasonable expectations of data subjects based on their relationship with the
controller. Such legitimate interest could exist for example where there is a relevant and appropriate
relationship between the data subject and the controller in situations such as where the data subject
is a client or in the service of the controller. At any rate the existence of a legitimate interest would
need careful assessment including whether a data subject can reasonably expect at the time and in
the context of the collection of the personal data that processing for that purpose may take place.
The interests and fundamental rights of the data subject could in particular override the interest of
the data controller where personal data are processed in circumstances where data subjects do not
reasonably expect further processing. Given that it is for the legislator to provide by law for the legal
basis for public authorities to process personal data, that legal basis should not apply to the
processing by public authorities in the performance of their tasks. The processing of personal data
strictly necessary for the purposes of preventing fraud also constitutes a legitimate interest of the
data controller concerned. The processing of personal data for direct marketing purposes may be
regarded as carried out for a legitimate interest.

(48) Controllers that are part of a group of undertakings or institutions affiliated to a central body
may have a legitimate interest in transmitting personal data within the group of undertakings for
internal administrative purposes, including the processing of clients' or employees' personal data.
The general principles for the transfer of personal data, within a group of undertakings, to an
undertaking located in a third country remain unaffected.

(49) The processing of personal data to the extent strictly necessary and proportionate for the
purposes of ensuring network and information security, i.e. the ability of a network or an
information system to resist, at a given level of confidence, accidental events or unlawful or
malicious actions that compromise the availability, authenticity, integrity and confidentiality of
stored or transmitted personal data, and the security of the related services offered by, or accessible
via, those networks and systems, by public authorities, by computer emergency response teams
(CERTs), computer security incident response teams (CSIRTs), by providers of electronic
Page 224 of 422

communications networks and services and by providers of security technologies and services,
constitutes a legitimate interest of the data controller concerned. This could, for example, include
preventing unauthorised access to electronic communications networks and malicious code
distribution and stopping 'denial of service' attacks and damage to computer and electronic
communication systems.

(50) The processing of personal data for purposes other than those for which the personal data
were initially collected should be allowed only where the processing is compatible with the purposes
for which the personal data were initially collected. In such a case, no legal basis separate from that
which allowed the collection of the personal data is required. If the processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller, Union or Member State law may determine and specify the tasks and purposes for
which the further processing should be regarded as compatible and lawful. Further processing for
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes should be considered to be compatible lawful processing operations. The legal basis
provided by Union or Member State law for the processing of personal data may also provide a legal
basis for further processing. In order to ascertain whether a purpose of further processing is
compatible with the purpose for which the personal data are initially collected, the controller, after
having met all the requirements for the lawfulness of the original processing, should take into
account, inter alia: any link between those purposes and the purposes of the intended further
processing; the context in which the personal data have been collected, in particular the reasonable
expectations of data subjects based on their relationship with the controller as to their further use;
the nature of the personal data; the consequences of the intended further processing for data
subjects; and the existence of appropriate safeguards in both the original and intended further
processing operations. Where the data subject has given consent or the processing is based on
Union or Member State law which constitutes a necessary and proportionate measure in a
democratic society to safeguard, in particular, important objectives of general public interest, the
controller should be allowed to further process the personal data irrespective of the compatibility of
the purposes. In any case, the application of the principles set out in this Regulation and in particular
the information of the data subject on those other purposes and on his or her rights including the
right to object, should be ensured. Indicating possible criminal acts or threats to public security by
the controller and transmitting the relevant personal data in individual cases or in several cases
relating to the same criminal act or threats to public security to a competent authority should be
regarded as being in the legitimate interest pursued by the controller. However, such transmission in
the legitimate interest of the controller or further processing of personal data should be prohibited if
the processing is not compatible with a legal, professional or other binding obligation of secrecy.

(51) Personal data which are, by their nature, particularly sensitive in relation to fundamental rights
and freedoms merit specific protection as the context of their processing could create significant
risks to the fundamental rights and freedoms. Those personal data should include personal data
revealing racial or ethnic origin, whereby the use of the term 'racial origin' in this Regulation does
not imply an acceptance by the Union of theories which attempt to determine the existence of
separate human races. The processing of photographs should not systematically be considered to be
processing of special categories of personal data as they are covered by the definition of biometric
data only when processed through a specific technical means allowing the unique identification or
authentication of a natural person. Such personal data should not be processed, unless processing is
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allowed in specific cases set out in this Regulation, taking into account that Member States law may
lay down specific provisions on data protection in order to adapt the application of the rules of this
Regulation for compliance with a legal obligation or for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the controller. In addition to the
specific requirements for such processing, the general principles and other rules of this Regulation
should apply, in particular as regards the conditions for lawful processing. Derogations from the
general prohibition for processing such special categories of personal data should be explicitly
provided, inter alia, where the data subject gives his or her explicit consent or in respect of specific
needs in particular where the processing is carried out in the course of legitimate activities by
certain associations or foundations the purpose of which is to permit the exercise of fundamental
freedoms.

(52) Derogating from the prohibition on processing special categories of personal data should also
be allowed when provided for in Union or Member State law and subject to suitable safeguards, so
as to protect personal data and other fundamental rights, where it is in the public interest to do so,
in particular processing personal data in the field of employment law, social protection law including
pensions and for health security, monitoring and alert purposes, the prevention or control of
communicable diseases and other serious threats to health. Such a derogation may be made for
health purposes, including public health and the management of health-care services, especially in
order to ensure the quality and cost-effectiveness of the procedures used for settling claims for
benefits and services in the health insurance system, or for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes. A derogation should also allow the
processing of such personal data where necessary for the establishment, exercise or defence of legal
claims, whether in court proceedings or in an administrative or out-of-court procedure.

(53) Special categories of personal data which merit higher protection should be processed for
health-related purposes only where necessary to achieve those purposes for the benefit of natural
persons and society as a whole, in particular in the context of the management of health or social
care services and systems, including processing by the management and central national health
authorities of such data for the purpose of quality control, management information and the general
national and local supervision of the health or social care system, and ensuring continuity of health
or social care and cross-border healthcare or health security, monitoring and alert purposes, or for
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes, based on Union or Member State law which has to meet an objective of public interest, as
well as for studies conducted in the public interest in the area of public health. Therefore, this
Regulation should provide for harmonised conditions for the processing of special categories of
personal data concerning health, in respect of specific needs, in particular where the processing of
such data is carried out for certain health-related purposes by persons subject to a legal obligation of
professional secrecy. Union or Member State law should provide for specific and suitable measures
so as to protect the fundamental rights and the personal data of natural persons. Member States
should be allowed to maintain or introduce further conditions, including limitations, with regard to
the processing of genetic data, biometric data or data concerning health. However, this should not
hamper the free f low of personal data within the Union when those conditions apply to crossborder processing of such data.
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(54) The processing of special categories of personal data may be necessary for reasons of public
interest in the areas of public health without consent of the data subject. Such processing should be
subject to suitable and specific measures so as to protect the rights and freedoms of natural
persons. In that context, 'public health' should be interpreted as defined in Regulation (EC) No
1338/2008 of the European Parliament and of the Council, namely all elements related to health,
namely health status, including morbidity and disability, the determinants having an effect on that
health status, health care needs, resources allocated to health care, the provision of, and universal
access to, health care as well as health care expenditure and financing, and the causes of mortality.
Such processing of data concerning health for reasons of public interest should not result in personal
data being processed for other purposes by third parties such as employers or insurance and
banking companies.

(55) Moreover, the processing of personal data by official authorities for the purpose of achieving
the aims, laid down by constitutional law or by international public law, of officially recognised
religious associations, is carried out on grounds of public interest.

(56) Where in the course of electoral activities, the operation of the democratic system in a
Member State requires that political parties compile personal data on people's political opinions, the
processing of such data may be permitted for reasons of public interest, provided that appropriate
safeguards are established.

(57) If the personal data processed by a controller do not permit the controller to identify a natural
person, the data controller should not be obliged to acquire additional information in order to
identify the data subject for the sole purpose of complying with any provision of this Regulation.
However, the controller should not refuse to take additional information provided by the data
subject in order to support the exercise of his or her rights. Identification should include the digital
identification of a data subject, for example through authentication mechanism such as the same
credentials, used by the data subject to log-in to the on-line service offered by the data controller.

(58) The principle of transparency requires that any information addressed to the public or to the
data subject be concise, easily accessible and easy to understand, and that clear and plain language
and, additionally, where appropriate, visualisation be used. Such information could be provided in
electronic form, for example, when addressed to the public, through a website. This is of particular
relevance in situations where the proliferation of actors and the technological complexity of practice
make it difficult for the data subject to know and understand whether, by whom and for what
purpose personal data relating to him or her are being collected, such as in the case of online
advertising. Given that children merit specific protection, any information and communication,
where processing is addressed to a child, should be in such a clear and plain language that the child
can easily understand.

(59) Modalities should be provided for facilitating the exercise of the data subject's rights under this
Regulation, including mechanisms to request and, if applicable, obtain, free of charge, in particular,
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access to and rectification or erasure of personal data and the exercise of the right to object. The
controller should also provide means for requests to be made electronically, especially where
personal data are processed by electronic means. The controller should be obliged to respond to
requests from the data subject without undue delay and at the latest within one month and to give
reasons where the controller does not intend to comply with any such requests.

(60) The principles of fair and transparent processing require that the data subject be informed of
the existence of the processing operation and its purposes. The controller should provide the data
subject with any further information necessary to ensure fair and transparent processing taking into
account the specific circumstances and context in which the personal data are processed.
Furthermore, the data subject should be informed of the existence of profiling and the
consequences of such profiling. Where the personal data are collected from the data subject, the
data subject should also be informed whether he or she is obliged to provide the personal data and
of the consequences, where he or she does not provide such data. That information may be
provided in combination with standardised icons in order to give in an easily visible, intelligible and
clearly legible manner, a meaningful overview of the intended processing. Where the icons are
presented electronically, they should be machine-readable.

(61) The information in relation to the processing of personal data relating to the data subject
should be given to him or her at the time of collection from the data subject, or, where the personal
data are obtained from another source, within a reasonable period, depending on the circumstances
of the case. Where personal data can be legitimately disclosed to another recipient, the data subject
should be informed when the personal data are first disclosed to the recipient. Where the controller
intends to process the personal data for a purpose other than that for which they were collected,
the controller should provide the data subject prior to that further processing with information on
that other purpose and other necessary information. Where the origin of the personal data cannot
be provided to the data subject because various sources have been used, general information should
be provided.

(62) However, it is not necessary to impose the obligation to provide information where the data
subject already possesses the information, where the recording or disclosure of the personal data is
expressly laid down by law or where the provision of information to the data subject proves to be
impossible or would involve a disproportionate effort. The latter could in particular be the case
where processing is carried out for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes. In that regard, the number of data subjects, the age of the
data and any appropriate safeguards adopted should be taken into consideration.

(63) A data subject should have the right of access to personal data which have been collected
concerning him or her, and to exercise that right easily and at reasonable intervals, in order to be
aware of, and verify, the lawfulness of the processing. This includes the right for data subjects to
have access to data concerning their health, for example the data in their medical records containing
information such as diagnoses, examination results, assessments by treating physicians and any
treatment or interventions provided. Every data subject should therefore have the right to know and
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obtain communication in particular with regard to the purposes for which the personal data are
processed, where possible the period for which the personal data are processed, the recipients of
the personal data, the logic involved in any automatic personal data processing and, at least when
based on profiling, the consequences of such processing. Where possible, the controller should be
able to provide remote access to a secure system which would provide the data subject with direct
access to his or her personal data. That right should not adversely affect the rights or freedoms of
others, including trade secrets or intellectual property and in particular the copyright protecting the
software. However, the result of those considerations should not be a refusal to provide all
information to the data subject. Where the controller processes a large quantity of information
concerning the data subject, the controller should be able to request that, before the information is
delivered, the data subject specify the information or processing activities to which the request
relates.

(64) The controller should use all reasonable measures to verify the identity of a data subject who
requests access, in particular in the context of online services and online identifiers. A controller
should not retain personal data for the sole purpose of being able to react to potential requests.

(65) A data subject should have the right to have personal data concerning him or her rectified and
a 'right to be forgotten' where the retention of such data infringes this Regulation or Union or
Member State law to which the controller is subject. In particular, a data subject should have the
right to have his or her personal data erased and no longer processed where the personal data are
no longer necessary in relation to the purposes for which they are collected or otherwise processed,
where a data subject has withdrawn his or her consent or objects to the processing of personal data
concerning him or her, or where the processing of his or her personal data does not otherwise
comply with this Regulation. That right is relevant in particular where the data subject has given his
or her consent as a child and is not fully aware of the risks involved by the processing, and later
wants to remove such personal data, especially on the internet. The data subject should be able to
exercise that right notwithstanding the fact that he or she is no longer a child. However, the further
retention of the personal data should be lawful where it is necessary, for exercising the right of
freedom of expression and information, for compliance with a legal obligation, for the performance
of a task carried out in the public interest or in the exercise of official authority vested in the
controller, on the grounds of public interest in the area of public health, for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes, or for the
establishment, exercise or defence of legal claims.

(66) To strengthen the right to be forgotten in the online environment, the right to erasure should
also be extended in such a way that a controller who has made the personal data public should be
obliged to inform the controllers which are processing such personal data to erase any links to, or
copies or replications of those personal data. In doing so, that controller should take reasonable
steps, taking into account available technology and the means available to the controller, including
technical measures, to inform the controllers which are processing the personal data of the data
subject's request.

Page 229 of 422

(67) Methods by which to restrict the processing of personal data could include, inter alia,
temporarily moving the selected data to another processing system, making the selected personal
data unavailable to users, or temporarily removing published data from a website. In automated
filing systems, the restriction of processing should in principle be ensured by technical means in such
a manner that the personal data are not subject to further processing operations and cannot be
changed. The fact that the processing of personal data is restricted should be clearly indicated in the
system.

(68) To further strengthen the control over his or her own data, where the processing of personal
data is carried out by automated means, the data subject should also be allowed to receive personal
data concerning him or her which he or she has provided to a controller in a structured, commonly
used, machine-readable and interoperable format, and to transmit it to another controller. Data
controllers should be encouraged to develop interoperable formats that enable data portability.
That right should apply where the data subject provided the personal data on the basis of his or her
consent or the processing is necessary for the performance of a contract. It should not apply where
processing is based on a legal ground other than consent or contract. By its very nature, that right
should not be exercised against controllers processing personal data in the exercise of their public
duties. It should therefore not apply where the processing of the personal data is necessary for
compliance with a legal obligation to which the controller is subject or for the performance of a task
carried out in the public interest or in the exercise of an official authority vested in the controller.
The data subject's right to transmit or receive personal data concerning him or her should not create
an obligation for the controllers to adopt or maintain processing systems which are technically
compatible. Where, in a certain set of personal data, more than one data subject is concerned, the
right to receive the personal data should be without prejudice to the rights and freedoms of other
data subjects in accordance with this Regulation. Furthermore, that right should not prejudice the
right of the data subject to obtain the erasure of personal data and the limitations of that right as set
out in this Regulation and should, in particular, not imply the erasure of personal data concerning
the data subject which have been provided by him or her for the performance of a contract to the
extent that and for as long as the personal data are necessary for the performance of that contract.
Where technically feasible, the data subject should have the right to have the personal data
transmitted directly from one controller to another.

(69) Where personal data might lawfully be processed because processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller, or on grounds of the legitimate interests of a controller or a third party, a data
subject should, nevertheless, be entitled to object to the processing of any personal data relating to
his or her particular situation. It should be for the controller to demonstrate that its compelling
legitimate interest overrides the interests or the fundamental rights and freedoms of the data
subject.

(70) Where personal data are processed for the purposes of direct marketing, the data subject
should have the right to object to such processing, including profiling to the extent that it is related
to such direct marketing, whether with regard to initial or further processing, at any time and free of
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charge. That right should be explicitly brought to the attention of the data subject and presented
clearly and separately from any other information.

(71) The data subject should have the right not to be subject to a decision, which may include a
measure, evaluating personal aspects relating to him or her which is based solely on automated
processing and which produces legal effects concerning him or her or similarly significantly affects
him or her, such as automatic refusal of an online credit application or e-recruiting practices without
any human intervention. Such processing includes 'profiling' that consists of any form of automated
processing of personal data evaluating the personal aspects relating to a natural person, in particular
to analyse or predict aspects concerning the data subject's performance at work, economic
situation, health, personal preferences or interests, reliability or behaviour, location or movements,
where it produces legal effects concerning him or her or similarly significantly affects him or her.
However, decision-making based on such processing, including profiling, should be allowed where
expressly authorised by Union or Member State law to which the controller is subject, including for
fraud and tax-evasion monitoring and prevention purposes conducted in accordance with the
regulations, standards and recommendations of Union institutions or national oversight bodies and
to ensure the security and reliability of a service provided by the controller, or necessary for the
entering or performance of a contract between the data subject and a controller, or when the data
subject has given his or her explicit consent. In any case, such processing should be subject to
suitable safeguards, which should include specific information to the data subject and the right to
obtain human intervention, to express his or her point of view, to obtain an explanation of the
decision reached after such assessment and to challenge the decision. Such measure should not
concern a child. In order to ensure fair and transparent processing in respect of the data subject,
taking into account the specific circumstances and context in which the personal data are processed,
the controller should use appropriate mathematical or statistical procedures for the profiling,
implement technical and organisational measures appropriate to ensure, in particular, that factors
which result in inaccuracies in personal data are corrected and the risk of errors is minimised, secure
personal data in a manner that takes account of the potential risks involved for the interests and
rights of the data subject and that prevents, inter alia, discriminatory effects on natural persons on
the basis of racial or ethnic origin, political opinion, religion or beliefs, trade union membership,
genetic or health status or sexual orientation, or that result in measures having such an effect.
Automated decision-making and profiling based on special categories of personal data should be
allowed only under specific conditions.

(72) Profiling is subject to the rules of this Regulation governing the processing of personal data,
such as the legal grounds for processing or data protection principles. The European Data Protection
Board established by this Regulation (the 'Board') should be able to issue guidance in that context.

(73) Restrictions concerning specific principles and the rights of information, access to and
rectification or erasure of personal data, the right to data portability, the right to object, decisions
based on profiling, as well as the communication of a personal data breach to a data subject and
certain related obligations of the controllers may be imposed by Union or Member State law, as far
as necessary and proportionate in a democratic society to safeguard public security, including the
protection of human life especially in response to natural or manmade disasters, the prevention,
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investigation and prosecution of criminal offences or the execution of criminal penalties, including
the safeguarding against and the prevention of threats to public security, or of breaches of ethics for
regulated professions, other important objectives of general public interest of the Union or of a
Member State, in particular an important economic or financial interest of the Union or of a
Member State, the keeping of public registers kept for reasons of general public interest, further
processing of archived personal data to provide specific information related to the political
behaviour under former totalitarian state regimes or the protection of the data subject or the rights
and freedoms of others, including social protection, public health and humanitarian purposes. Those
restrictions should be in accordance with the requirements set out in the Charter and in the
European Convention for the Protection of Human Rights and Fundamental Freedoms.

(74) The responsibility and liability of the controller for any processing of personal data carried out
by the controller or on the controller's behalf should be established. In particular, the controller
should be obliged to implement appropriate and effective measures and be able to demonstrate the
compliance of processing activities with this Regulation, including the effectiveness of the measures.
Those measures should take into account the nature, scope, context and purposes of the processing
and the risk to the rights and freedoms of natural persons.

(75) The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may
result from personal data processing which could lead to physical, material or non-material damage,
in particular: where the processing may give rise to discrimination, identity theft or fraud, financial
loss, damage to the reputation, loss of confidentiality of personal data protected by professional
secrecy, unauthorised reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and freedoms or prevented
from exercising control over their personal data; where personal data are processed which reveal
racial or ethnic origin, political opinions, religion or philosophical beliefs, trade union membership,
and the processing of genetic data, data concerning health or data concerning sex life or criminal
convictions and offences or related security measures; where personal aspects are evaluated, in
particular analysing or predicting aspects concerning performance at work, economic situation,
health, personal preferences or interests, reliability or behaviour, location or movements, in order to
create or use personal profiles; where personal data of vulnerable natural persons, in particular of
children, are processed; or where processing involves a large amount of personal data and affects a
large number of data subjects.

(76) The likelihood and severity of the risk to the rights and freedoms of the data subject should be
determined by reference to the nature, scope, context and purposes of the processing. Risk should
be evaluated on the basis of an objective assessment, by which it is established whether data
processing operations involve a risk or a high risk.

(77) Guidance on the implementation of appropriate measures and on the demonstration of
compliance by the controller or the processor, especially as regards the identification of the risk
related to the processing, their assessment in terms of origin, nature, likelihood and severity, and
the identification of best practices to mitigate the risk, could be provided in particular by means of
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approved codes of conduct, approved certifications, guidelines provided by the Board or indications
provided by a data protection officer. The Board may also issue guidelines on processing operations
that are considered to be unlikely to result in a high risk to the rights and freedoms of natural
persons and indicate what measures may be sufficient in such cases to address such risk.

(78) The protection of the rights and freedoms of natural persons with regard to the processing of
personal data require that appropriate technical and organisational measures be taken to ensure
that the requirements of this Regulation are met. In order to be able to demonstrate compliance
with this Regulation, the controller should adopt internal policies and implement measures which
meet in particular the principles of data protection by design and data protection by default. Such
measures could consist, inter alia, of minimising the processing of personal data, pseudonymising
personal data as soon as possible, transparency with regard to the functions and processing of
personal data, enabling the data subject to monitor the data processing, enabling the controller to
create and improve security features. When developing, designing, selecting and using applications,
services and products that are based on the processing of personal data or process personal data to
fulfil their task, producers of the products, services and applications should be encouraged to take
into account the right to data protection when developing and designing such products, services and
applications and, with due regard to the state of the art, to make sure that controllers and
processors are able to fulfil their data protection obligations. The principles of data protection by
design and by default should also be taken into consideration in the context of public tenders.

(79) The protection of the rights and freedoms of data subjects as well as the responsibility and
liability of controllers and processors, also in relation to the monitoring by and measures of
supervisory authorities, requires a clear allocation of the responsibilities under this Regulation,
including where a controller determines the purposes and means of the processing jointly with other
controllers or where a processing operation is carried out on behalf of a controller.

(80) Where a controller or a processor not established in the Union is processing personal data of
data subjects who are in the Union whose processing activities are related to the offering of goods
or services, irrespective of whether a payment of the data subject is required, to such data subjects
in the Union, or to the monitoring of their behaviour as far as their behaviour takes place within the
Union, the controller or the processor should designate a representative, unless the processing is
occasional, does not include processing, on a large scale, of special categories of personal data or the
processing of personal data relating to criminal convictions and offences, and is unlikely to result in a
risk to the rights and freedoms of natural persons, taking into account the nature, context, scope
and purposes of the processing or if the controller is a public authority or body. The representative
should act on behalf of the controller or the processor and may be addressed by any supervisory
authority. The representative should be explicitly designated by a written mandate of the controller
or of the processor to act on its behalf with regard to its obligations under this Regulation. The
designation of such a representative does not affect the responsibility or liability of the controller or
of the processor under this Regulation. Such a representative should perform its tasks according to
the mandate received from the controller or processor, including cooperating with the competent
supervisory authorities with regard to any action taken to ensure compliance with this Regulation.
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The designated representative should be subject to enforcement proceedings in the event of noncompliance by the controller or processor.

(81) To ensure compliance with the requirements of this Regulation in respect of the processing to
be carried out by the processor on behalf of the controller, when entrusting a processor with
processing activities, the controller should use only processors providing sufficient guarantees, in
particular in terms of expert knowledge, reliability and resources, to implement technical and
organisational measures which will meet the requirements of this Regulation, including for the
security of processing. The adherence of the processor to an approved code of conduct or an
approved certification mechanism may be used as an element to demonstrate compliance with the
obligations of the controller. The carrying-out of processing by a processor should be governed by a
contract or other legal act under Union or Member State law, binding the processor to the
controller, setting out the subject-matter and duration of the processing, the nature and purposes of
the processing, the type of personal data and categories of data subjects, taking into account the
specific tasks and responsibilities of the processor in the context of the processing to be carried out
and the risk to the rights and freedoms of the data subject. The controller and processor may choose
to use an individual contract or standard contractual clauses which are adopted either directly by
the Commission or by a supervisory authority in accordance with the consistency mechanism and
then adopted by the Commission. After the completion of the processing on behalf of the controller,
the processor should, at the choice of the controller, return or delete the personal data, unless there
is a requirement to store the personal data under Union or Member State law to which the
processor is subject.

(82) In order to demonstrate compliance with this Regulation, the controller or processor should
maintain records of processing activities under its responsibility. Each controller and processor
should be obliged to cooperate with the supervisory authority and make those records, on request,
available to it, so that it might serve for monitoring those processing operations.

(83) In order to maintain security and to prevent processing in infringement of this Regulation, the
controller or processor should evaluate the risks inherent in the processing and implement measures
to mitigate those risks, such as encryption. Those measures should ensure an appropriate level of
security, including confidentiality, taking into account the state of the art and the costs of
implementation in relation to the risks and the nature of the personal data to be protected. In
assessing data security risk, consideration should be given to the risks that are presented by personal
data processing, such as accidental or unlawful destruction, loss, alteration, unauthorised disclosure
of, or access to, personal data transmitted, stored or otherwise processed which may in particular
lead to physical, material or non-material damage.

(84) In order to enhance compliance with this Regulation where processing operations are likely to
result in a high risk to the rights and freedoms of natural persons, the controller should be
responsible for the carrying-out of a data protection impact assessment to evaluate, in particular,
the origin, nature, particularity and severity of that risk. The outcome of the assessment should be
taken into account when determining the appropriate measures to be taken in order to demonstrate
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that the processing of personal data complies with this Regulation. Where a data-protection impact
assessment indicates that processing operations involve a high risk which the controller cannot
mitigate by appropriate measures in terms of available technology and costs of implementation, a
consultation of the supervisory authority should take place prior to the processing.

(85) A personal data breach may, if not addressed in an appropriate and timely manner, result in
physical, material or non-material damage to natural persons such as loss of control over their
personal data or limitation of their rights, discrimination, identity theft or fraud, financial loss,
unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal
data protected by professional secrecy or any other significant economic or social disadvantage to
the natural person concerned. Therefore, as soon as the controller becomes aware that a personal
data breach has occurred, the controller should notify the personal data breach to the supervisory
authority without undue delay and, where feasible, not later than 72 hours after having become
aware of it, unless the controller is able to demonstrate, in accordance with the accountability
principle, that the personal data breach is unlikely to result in a risk to the rights and freedoms of
natural persons. Where such notification cannot be achieved within 72 hours, the reasons for the
delay should accompany the notification and information may be provided in phases without undue
further delay.

(86) The controller should communicate to the data subject a personal data breach, without undue
delay, where that personal data breach is likely to result in a high risk to the rights and freedoms of
the natural person in order to allow him or her to take the necessary precautions. The
communication should describe the nature of the personal data breach as well as recommendations
for the natural person concerned to mitigate potential adverse effects. Such communications to data
subjects should be made as soon as reasonably feasible and in close cooperation with the
supervisory authority, respecting guidance provided by it or by other relevant authorities such as
law-enforcement authorities. For example, the need to mitigate an immediate risk of damage would
call for prompt communication with data subjects whereas the need to implement appropriate
measures against continuing or similar personal data breaches may justify more time for
communication.

(87) It should be ascertained whether all appropriate technological protection and organisational
measures have been implemented to establish immediately whether a personal data breach has
taken place and to inform promptly the supervisory authority and the data subject. The fact that the
notification was made without undue delay should be established taking into account in particular
the nature and gravity of the personal data breach and its consequences and adverse effects for the
data subject. Such notification may result in an intervention of the supervisory authority in
accordance with its tasks and powers laid down in this Regulation.

(88) In setting detailed rules concerning the format and procedures applicable to the notification of
personal data breaches, due consideration should be given to the circumstances of that breach,
including whether or not personal data had been protected by appropriate technical protection
measures, effectively limiting the likelihood of identity fraud or other forms of misuse. Moreover,
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such rules and procedures should take into account the legitimate interests of law-enforcement
authorities where early disclosure could unnecessarily hamper the investigation of the
circumstances of a personal data breach.

(89) Directive 95/46/EC provided for a general obligation to notify the processing of personal data
to the supervisory authorities. While that obligation produces administrative and financial burdens,
it did not in all cases contribute to improving the protection of personal data. Such indiscriminate
general notification obligations should therefore be abolished, and replaced by effective procedures
and mechanisms which focus instead on those types of processing operations which are likely to
result in a high risk to the rights and freedoms of natural persons by virtue of their nature, scope,
context and purposes. Such types of processing operations may be those which in, particular, involve
using new technologies, or are of a new kind and where no data protection impact assessment has
been carried out before by the controller, or where they become necessary in the light of the time
that has elapsed since the initial processing.

(90) In such cases, a data protection impact assessment should be carried out by the controller prior
to the processing in order to assess the particular likelihood and severity of the high risk, taking into
account the nature, scope, context and purposes of the processing and the sources of the risk. That
impact assessment should include, in particular, the measures, safeguards and mechanisms
envisaged for mitigating that risk, ensuring the protection of personal data and demonstrating
compliance with this Regulation.

(91) This should in particular apply to large-scale processing operations which aim to process a
considerable amount of personal data at regional, national or supranational level and which could
affect a large number of data subjects and which are likely to result in a high risk, for example, on
account of their sensitivity, where in accordance with the achieved state of technological knowledge
a new technology is used on a large scale as well as to other processing operations which result in a
high risk to the rights and freedoms of data subjects, in particular where those operations render it
more difficult for data subjects to exercise their rights. A data protection impact assessment should
also be made where personal data are processed for taking decisions regarding specific natural
persons following any systematic and extensive evaluation of personal aspects relating to natural
persons based on profiling those data or following the processing of special categories of personal
data, biometric data, or data on criminal convictions and offences or related security measures. A
data protection impact assessment is equally required for monitoring publicly accessible areas on a
large scale, especially when using optic-electronic devices or for any other operations where the
competent supervisory authority considers that the processing is likely to result in a high risk to the
rights and freedoms of data subjects, in particular because they prevent data subjects from
exercising a right or using a service or a contract, or because they are carried out systematically on a
large scale. The processing of personal data should not be considered to be on a large scale if the
processing concerns personal data from patients or clients by an individual physician, other health
care professional or lawyer. In such cases, a data protection impact assessment should not be
mandatory.
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(92) There are circumstances under which it may be reasonable and economical for the subject of a
data protection impact assessment to be broader than a single project, for example where public
authorities or bodies intend to establish a common application or processing platform or where
several controllers plan to introduce a common application or processing environment across an
industry sector or segment or for a widely used horizontal activity.

(93) In the context of the adoption of the Member State law on which the performance of the tasks
of the public authority or public body is based and which regulates the specific processing operation
or set of operations in question, Member States may deem it necessary to carry out such assessment
prior to the processing activities.

(94) Where a data protection impact assessment indicates that the processing would, in the
absence of safeguards, security measures and mechanisms to mitigate the risk, result in a high risk
to the rights and freedoms of natural persons and the controller is of the opinion that the risk cannot
be mitigated by reasonable means in terms of available technologies and costs of implementation,
the supervisory authority should be consulted prior to the start of processing activities. Such high
risk is likely to result from certain types of processing and the extent and frequency of processing,
which may result also in a realisation of damage or interference with the rights and freedoms of the
natural person. The supervisory authority should respond to the request for consultation within a
specified period. However, the absence of a reaction of the supervisory authority within that period
should be without prejudice to any intervention of the supervisory authority in accordance with its
tasks and powers laid down in this Regulation, including the power to prohibit processing
operations. As part of that consultation process, the outcome of a data protection impact
assessment carried out with regard to the processing at issue may be submitted to the supervisory
authority, in particular the measures envisaged to mitigate the risk to the rights and freedoms of
natural persons.

(95) The processor should assist the controller, where necessary and upon request, in ensuring
compliance with the obligations deriving from the carrying out of data protection impact
assessments and from prior consultation of the supervisory authority.

(96) A consultation of the supervisory authority should also take place in the course of the
preparation of a legislative or regulatory measure which provides for the processing of personal
data, in order to ensure compliance of the intended processing with this Regulation and in particular
to mitigate the risk involved for the data subject.

(97) Where the processing is carried out by a public authority, except for courts or independent
judicial authorities when acting in their judicial capacity, where, in the private sector, processing is
carried out by a controller whose core activities consist of processing operations that require regular
and systematic monitoring of the data subjects on a large scale, or where the core activities of the
controller or the processor consist of processing on a large scale of special categories of personal
data and data relating to criminal convictions and offences, a person with expert knowledge of data
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protection law and practices should assist the controller or processor to monitor internal compliance
with this Regulation. In the private sector, the core activities of a controller relate to its primary
activities and do not relate to the processing of personal data as ancillary activities. The necessary
level of expert knowledge should be determined in particular according to the data processing
operations carried out and the protection required for the personal data processed by the controller
or the processor. Such data protection officers, whether or not they are an employee of the
controller, should be in a position to perform their duties and tasks in an independent manner.

(98) Associations or other bodies representing categories of controllers or processors should be
encouraged to draw up codes of conduct, within the limits of this Regulation, so as to facilitate the
effective application of this Regulation, taking account of the specific characteristics of the
processing carried out in certain sectors and the specific needs of micro, small and medium
enterprises. In particular, such codes of conduct could calibrate the obligations of controllers and
processors, taking into account the risk likely to result from the processing for the rights and
freedoms of natural persons.

(99) When drawing up a code of conduct, or when amending or extending such a code, associations
and other bodies representing categories of controllers or processors should consult relevant
stakeholders, including data subjects where feasible, and have regard to submissions received and
views expressed in response to such consultations.

(100) In order to enhance transparency and compliance with this Regulation, the establishment of
certification mechanisms and data protection seals and marks should be encouraged, allowing data
subjects to quickly assess the level of data protection of relevant products and services.

(101) Flows of personal data to and from countries outside the Union and international
organisations are necessary for the expansion of international trade and international cooperation.
The increase in such f lows has raised new challenges and concerns with regard to the protection of
personal data. However, when personal data are transferred from the Union to controllers,
processors or other recipients in third countries or to international organisations, the level of
protection of natural persons ensured in the Union by this Regulation should not be undermined,
including in cases of onward transfers of personal data from the third country or international
organisation to controllers, processors in the same or another third country or international
organisation. In any event, transfers to third countries and international organisations may only be
carried out in full compliance with this Regulation. A transfer could take place only if, subject to the
other provisions of this Regulation, the conditions laid down in the provisions of this Regulation
relating to the transfer of personal data to third countries or international organisations are
complied with by the controller or processor.

(102) This Regulation is without prejudice to international agreements concluded between the
Union and third countries regulating the transfer of personal data including appropriate safeguards
for the data subjects. Member States may conclude international agreements which involve the
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transfer of personal data to third countries or international organisations, as far as such agreements
do not affect this Regulation or any other provisions of Union law and include an appropriate level of
protection for the fundamental rights of the data subjects.

(103) The Commission may decide with effect for the entire Union that a third country, a territory or
specified sector within a third country, or an international organisation, offers an adequate level of
data protection, thus providing legal certainty and uniformity throughout the Union as regards the
third country or international organisation which is considered to provide such level of protection. In
such cases, transfers of personal data to that third country or international organisation may take
place without the need to obtain any further authorisation. The Commission may also decide, having
given notice and a full statement setting out the reasons to the third country or international
organisation, to revoke such a decision.

(104) In line with the fundamental values on which the Union is founded, in particular the
protection of human rights, the Commission should, in its assessment of the third country, or of a
territory or specified sector within a third country, take into account how a particular third country
respects the rule of law, access to justice as well as international human rights norms and standards
and its general and sectoral law, including legislation concerning public security, defence and
national security as well as public order and criminal law. The adoption of an adequacy decision with
regard to a territory or a specified sector in a third country should take into account clear and
objective criteria, such as specific processing activities and the scope of applicable legal standards
and legislation in force in the third country. The third country should offer guarantees ensuring an
adequate level of protection essentially equivalent to that ensured within the Union, in particular
where personal data are processed in one or several specific sectors. In particular, the third country
should ensure effective independent data protection supervision and should provide for cooperation
mechanisms with the Member States' data protection authorities, and the data subjects should be
provided with effective and enforceable rights and effective administrative and judicial redress.

(105) Apart from the international commitments the third country or international organisation has
entered into, the Commission should take account of obligations arising from the third country's or
international organisation's participation in multilateral or regional systems in particular in relation
to the protection of personal data, as well as the implementation of such obligations. In particular,
the third country's accession to the Council of Europe Convention of 28 January 1981 for the
Protection of Individuals with regard to the Automatic Processing of Personal Data and its Additional
Protocol should be taken into account. The Commission should consult the Board when assessing
the level of protection in third countries or international organisations.

(106) The Commission should monitor the functioning of decisions on the level of protection in a
third country, a territory or specified sector within a third country, or an international organisation,
and monitor the functioning of decisions adopted on the basis of Article 25(6) or Article 26(4) of
Directive 95/46/EC. In its adequacy decisions, the Commission should provide for a periodic review
mechanism of their functioning. That periodic review should be conducted in consultation with the
third country or international organisation in question and take into account all relevant
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developments in the third country or international organisation. For the purposes of monitoring and
of carrying out the periodic reviews, the Commission should take into consideration the views and
findings of the European Parliament and of the Council as well as of other relevant bodies and
sources. The Commission should evaluate, within a reasonable time, the functioning of the latter
decisions and report any relevant findings to the Committee within the meaning of Regulation (EU)
No 182/2011 of the European Parliament and of the Council as established under this Regulation, to
the European Parliament and to the Council.

(107) The Commission may recognise that a third country, a territory or a specified sector within a
third country, or an international organisation no longer ensures an adequate level of data
protection. Consequently the transfer of personal data to that third country or international
organisation should be prohibited, unless the requirements in this Regulation relating to transfers
subject to appropriate safeguards, including binding corporate rules, and derogations for specific
situations are fulfilled. In that case, provision should be made for consultations between the
Commission and such third countries or international organisations. The Commission should, in a
timely manner, inform the third country or international organisation of the reasons and enter into
consultations with it in order to remedy the situation.

(108) In the absence of an adequacy decision, the controller or processor should take measures to
compensate for the lack of data protection in a third country by way of appropriate safeguards for
the data subject. Such appropriate safeguards may consist of making use of binding corporate rules,
standard data protection clauses adopted by the Commission, standard data protection clauses
adopted by a supervisory authority or contractual clauses authorised by a supervisory authority.
Those safeguards should ensure compliance with data protection requirements and the rights of the
data subjects appropriate to processing within the Union, including the availability of enforceable
data subject rights and of effective legal remedies, including to obtain effective administrative or
judicial redress and to claim compensation, in the Union or in a third country. They should relate in
particular to compliance with the general principles relating to personal data processing, the
principles of data protection by design and by default. Transfers may also be carried out by public
authorities or bodies with public authorities or bodies in third countries or with international
organisations with corresponding duties or functions, including on the basis of provisions to be
inserted into administrative arrangements, such as a memorandum of understanding, providing for
enforceable and effective rights for data subjects. Authorisation by the competent supervisory
authority should be obtained when the safeguards are provided for in administrative arrangements
that are not legally binding.

(109) The possibility for the controller or processor to use standard data-protection clauses adopted
by the Commission or by a supervisory authority should prevent controllers or processors neither
from including the standard data-protection clauses in a wider contract, such as a contract between
the processor and another processor, nor from adding other clauses or additional safeguards
provided that they do not contradict, directly or indirectly, the standard contractual clauses adopted
by the Commission or by a supervisory authority or prejudice the fundamental rights or freedoms of
the data subjects. Controllers and processors should be encouraged to provide additional safeguards
via contractual commitments that supplement standard protection clauses.
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(110) A group of undertakings, or a group of enterprises engaged in a joint economic activity, should
be able to make use of approved binding corporate rules for its international transfers from the
Union to organisations within the same group of undertakings, or group of enterprises engaged in a
joint economic activity, provided that such corporate rules include all essential principles and
enforceable rights to ensure appropriate safeguards for transfers or categories of transfers of
personal data.

(111) Provisions should be made for the possibility for transfers in certain circumstances where the
data subject has given his or her explicit consent, where the transfer is occasional and necessary in
relation to a contract or a legal claim, regardless of whether in a judicial procedure or whether in an
administrative or any out-of-court procedure, including procedures before regulatory bodies.
Provision should also be made for the possibility for transfers where important grounds of public
interest laid down by Union or Member State law so require or where the transfer is made from a
register established by law and intended for consultation by the public or persons having a
legitimate interest. In the latter case, such a transfer should not involve the entirety of the personal
data or entire categories of the data contained in the register and, when the register is intended for
consultation by persons having a legitimate interest, the transfer should be made only at the request
of those persons or, if they are to be the recipients, taking into full account the interests and
fundamental rights of the data subject.

(112) Those derogations should in particular apply to data transfers required and necessary for
important reasons of public interest, for example in cases of international data exchange between
competition authorities, tax or customs administrations, between financial supervisory authorities,
between services competent for social security matters, or for public health, for example in the case
of contact tracing for contagious diseases or in order to reduce and/or eliminate doping in sport. A
transfer of personal data should also be regarded as lawful where it is necessary to protect an
interest which is essential for the data subject's or another person's vital interests, including physical
integrity or life, if the data subject is incapable of giving consent. In the absence of an adequacy
decision, Union or Member State law may, for important reasons of public interest, expressly set
limits to the transfer of specific categories of data to a third country or an international organisation.
Member States should notify such provisions to the Commission. Any transfer to an international
humanitarian organisation of personal data of a data subject who is physically or legally incapable of
giving consent, with a view to accomplishing a task incumbent under the Geneva Conventions or to
complying with international humanitarian law applicable in armed conflicts, could be considered to
be necessary for an important reason of public interest or because it is in the vital interest of the
data subject.

(113) Transfers which can be qualified as not repetitive and that only concern a limited number of
data subjects, could also be possible for the purposes of the compelling legitimate interests pursued
by the controller, when those interests are not overridden by the interests or rights and freedoms of
the data subject and when the controller has assessed all the circumstances surrounding the data
transfer. The controller should give particular consideration to the nature of the personal data, the
purpose and duration of the proposed processing operation or operations, as well as the situation in
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the country of origin, the third country and the country of final destination, and should provide
suitable safeguards to protect fundamental rights and freedoms of natural persons with regard to
the processing of their personal data. Such transfers should be possible only in residual cases where
none of the other grounds for transfer are applicable. For scientific or historical research purposes or
statistical purposes, the legitimate expectations of society for an increase of knowledge should be
taken into consideration. The controller should inform the supervisory authority and the data
subject about the transfer.

(114) In any case, where the Commission has taken no decision on the adequate level of data
protection in a third country, the controller or processor should make use of solutions that provide
data subjects with enforceable and effective rights as regards the processing of their data in the
Union once those data have been transferred so that that they will continue to benefit from
fundamental rights and safeguards.

(115) Some third countries adopt laws, regulations and other legal acts which purport to directly
regulate the processing activities of natural and legal persons under the jurisdiction of the Member
States. This may include judgments of courts or tribunals or decisions of administrative authorities in
third countries requiring a controller or processor to transfer or disclose personal data, and which
are not based on an international agreement, such as a mutual legal assistance treaty, in force
between the requesting third country and the Union or a Member State. The extraterritorial
application of those laws, regulations and other legal acts may be in breach of international law and
may impede the attainment of the protection of natural persons ensured in the Union by this
Regulation. Transfers should only be allowed where the conditions of this Regulation for a transfer
to third countries are met. This may be the case, inter alia, where disclosure is necessary for an
important ground of public interest recognised in Union or Member State law to which the
controller is subject.

(116) When personal data moves across borders outside the Union it may put at increased risk the
ability of natural persons to exercise data protection rights in particular to protect themselves from
the unlawful use or disclosure of that information. At the same time, supervisory authorities may
find that they are unable to pursue complaints or conduct investigations relating to the activities
outside their borders. Their efforts to work together in the cross-border context may also be
hampered by insufficient preventative or remedial powers, inconsistent legal regimes, and practical
obstacles like resource constraints. Therefore, there is a need to promote closer cooperation among
data protection supervisory authorities to help them exchange information and carry out
investigations with their international counterparts. For the purposes of developing international
cooperation mechanisms to facilitate and provide international mutual assistance for the
enforcement of legislation for the protection of personal data, the Commission and the supervisory
authorities should exchange information and cooperate in activities related to the exercise of their
powers with competent authorities in third countries, based on reciprocity and in accordance with
this Regulation.
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(117) The establishment of supervisory authorities in Member States, empowered to perform their
tasks and exercise their powers with complete independence, is an essential component of the
protection of natural persons with regard to the processing of their personal data. Member States
should be able to establish more than one supervisory authority, to ref lect their constitutional,
organisational and administrative structure.

(118) The independence of supervisory authorities should not mean that the supervisory authorities
cannot be subject to control or monitoring mechanisms regarding their financial expenditure or to
judicial review.

(119) Where a Member State establishes several supervisory authorities, it should establish by law
mechanisms for ensuring the effective participation of those supervisory authorities in the
consistency mechanism. That Member State should in particular designate the supervisory authority
which functions as a single contact point for the effective participation of those authorities in the
mechanism, to ensure swift and smooth cooperation with other supervisory authorities, the Board
and the Commission.

(120) Each supervisory authority should be provided with the financial and human resources,
premises and infrastructure necessary for the effective performance of their tasks, including those
related to mutual assistance and cooperation with other supervisory authorities throughout the
Union. Each supervisory authority should have a separate, public annual budget, which may be part
of the overall state or national budget.

(121) The general conditions for the member or members of the supervisory authority should be
laid down by law in each Member State and should in particular provide that those members are to
be appointed, by means of a transparent procedure, either by the parliament, government or the
head of State of the Member State on the basis of a proposal from the government, a member of
the government, the parliament or a chamber of the parliament, or by an independent body
entrusted under Member State law. In order to ensure the independence of the supervisory
authority, the member or members should act with integrity, refrain from any action that is
incompatible with their duties and should not, during their term of office, engage in any
incompatible occupation, whether gainful or not. The supervisory authority should have its own
staff, chosen by the supervisory authority or an independent body established by Member State law,
which should be subject to the exclusive direction of the member or members of the supervisory
authority.

(122) Each supervisory authority should be competent on the territory of its own Member State to
exercise the powers and to perform the tasks conferred on it in accordance with this Regulation. This
should cover in particular the processing in the context of the activities of an establishment of the
controller or processor on the territory of its own Member State, the processing of personal data
carried out by public authorities or private bodies acting in the public interest, processing affecting
data subjects on its territory or processing carried out by a controller or processor not established in
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the Union when targeting data subjects residing on its territory. This should include handling
complaints lodged by a data subject, conducting investigations on the application of this Regulation
and promoting public awareness of the risks, rules, safeguards and rights in relation to the
processing of personal data.

(123) The supervisory authorities should monitor the application of the provisions pursuant to this
Regulation and contribute to its consistent application throughout the Union, in order to protect
natural persons in relation to the processing of their personal data and to facilitate the free f low of
personal data within the internal market. For that purpose, the supervisory authorities should
cooperate with each other and with the Commission, without the need for any agreement between
Member States on the provision of mutual assistance or on such cooperation.

(124) Where the processing of personal data takes place in the context of the activities of an
establishment of a controller or a processor in the Union and the controller or processor is
established in more than one Member State, or where processing taking place in the context of the
activities of a single establishment of a controller or processor in the Union substantially affects or is
likely to substantially affect data subjects in more than one Member State, the supervisory authority
for the main establishment of the controller or processor or for the single establishment of the
controller or processor should act as lead authority. It should cooperate with the other authorities
concerned, because the controller or processor has an establishment on the territory of their
Member State, because data subjects residing on their territory are substantially affected, or
because a complaint has been lodged with them. Also where a data subject not residing in that
Member State has lodged a complaint, the supervisory authority with which such complaint has
been lodged should also be a supervisory authority concerned. Within its tasks to issue guidelines on
any question covering the application of this Regulation, the Board should be able to issue guidelines
in particular on the criteria to be taken into account in order to ascertain whether the processing in
question substantially affects data subjects in more than one Member State and on what constitutes
a relevant and reasoned objection.

(125) The lead authority should be competent to adopt binding decisions regarding measures
applying the powers conferred on it in accordance with this Regulation. In its capacity as lead
authority, the supervisory authority should closely involve and coordinate the supervisory
authorities concerned in the decision-making process. Where the decision is to reject the complaint
by the data subject in whole or in part, that decision should be adopted by the supervisory authority
with which the complaint has been lodged.

(126) The decision should be agreed jointly by the lead supervisory authority and the supervisory
authorities concerned and should be directed towards the main or single establishment of the
controller or processor and be binding on the controller and processor. The controller or processor
should take the necessary measures to ensure compliance with this Regulation and the
implementation of the decision notified by the lead supervisory authority to the main establishment
of the controller or processor as regards the processing activities in the Union.
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(127) Each supervisory authority not acting as the lead supervisory authority should be competent
to handle local cases where the controller or processor is established in more than one Member
State, but the subject matter of the specific processing concerns only processing carried out in a
single Member State and involves only data subjects in that single Member State, for example,
where the subject matter concerns the processing of employees' personal data in the specific
employment context of a Member State. In such cases, the supervisory authority should inform the
lead supervisory authority without delay about the matter. After being informed, the lead
supervisory authority should decide, whether it will handle the case pursuant to the provision on
cooperation between the lead supervisory authority and other supervisory authorities concerned
('one-stop-shop mechanism'), or whether the supervisory authority which informed it should handle
the case at local level. When deciding whether it will handle the case, the lead supervisory authority
should take into account whether there is an establishment of the controller or processor in the
Member State of the supervisory authority which informed it in order to ensure effective
enforcement of a decision vis-Ã -vis the controller or processor. Where the lead supervisory
authority decides to handle the case, the supervisory authority which informed it should have the
possibility to submit a draft for a decision, of which the lead supervisory authority should take
utmost account when preparing its draft decision in that one-stop-shop mechanism.

(128) The rules on the lead supervisory authority and the one-stop-shop mechanism should not
apply where the processing is carried out by public authorities or private bodies in the public
interest. In such cases the only supervisory authority competent to exercise the powers conferred to
it in accordance with this Regulation should be the supervisory authority of the Member State where
the public authority or private body is established.

(129) In order to ensure consistent monitoring and enforcement of this Regulation throughout the
Union, the supervisory authorities should have in each Member State the same tasks and effective
powers, including powers of investigation, corrective powers and sanctions, and authorisation and
advisory powers, in particular in cases of complaints from natural persons, and without prejudice to
the powers of prosecutorial authorities under Member State law, to bring infringements of this
Regulation to the attention of the judicial authorities and engage in legal proceedings. Such powers
should also include the power to impose a temporary or definitive limitation, including a ban, on
processing. Member States may specify other tasks related to the protection of personal data under
this Regulation. The powers of supervisory authorities should be exercised in accordance with
appropriate procedural safeguards set out in Union and Member State law, impartially, fairly and
within a reasonable time. In particular each measure should be appropriate, necessary and
proportionate in view of ensuring compliance with this Regulation, taking into account the
circumstances of each individual case, respect the right of every person to be heard before any
individual measure which would affect him or her adversely is taken and avoid superfluous costs and
excessive inconveniences for the persons concerned. Investigatory powers as regards access to
premises should be exercised in accordance with specific requirements in Member State procedural
law, such as the requirement to obtain a prior judicial authorisation. Each legally binding measure of
the supervisory authority should be in writing, be clear and unambiguous, indicate the supervisory
authority which has issued the measure, the date of issue of the measure, bear the signature of the
head, or a member of the supervisory authority authorised by him or her, give the reasons for the
measure, and refer to the right of an effective remedy. This should not preclude additional
requirements pursuant to Member State procedural law. The adoption of a legally binding decision
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implies that it may give rise to judicial review in the Member State of the supervisory authority that
adopted the decision.

(130) Where the supervisory authority with which the complaint has been lodged is not the lead
supervisory authority, the lead supervisory authority should closely cooperate with the supervisory
authority with which the complaint has been lodged in accordance with the provisions on
cooperation and consistency laid down in this Regulation. In such cases, the lead supervisory
authority should, when taking measures intended to produce legal effects, including the imposition
of administrative fines, take utmost account of the view of the supervisory authority with which the
complaint has been lodged and which should remain competent to carry out any investigation on
the territory of its own Member State in liaison with the competent supervisory authority.

(131) Where another supervisory authority should act as a lead supervisory authority for the
processing activities of the controller or processor but the concrete subject matter of a complaint or
the possible infringement concerns only processing activities of the controller or processor in the
Member State where the complaint has been lodged or the possible infringement detected and the
matter does not substantially affect or is not likely to substantially affect data subjects in other
Member States, the supervisory authority receiving a complaint or detecting or being informed
otherwise of situations that entail possible infringements of this Regulation should seek an amicable
settlement with the controller and, if this proves unsuccessful, exercise its full range of powers. This
should include: specific processing carried out in the territory of the Member State of the
supervisory authority or with regard to data subjects on the territory of that Member State;
processing that is carried out in the context of an offer of goods or services specifically aimed at data
subjects in the territory of the Member State of the supervisory authority; or processing that has to
be assessed taking into account relevant legal obligations under Member State law.

(132) Awareness-raising activities by supervisory authorities addressed to the public should include
specific measures directed at controllers and processors, including micro, small and medium-sized
enterprises, as well as natural persons in particular in the educational context.

(133) The supervisory authorities should assist each other in performing their tasks and provide
mutual assistance, so as to ensure the consistent application and enforcement of this Regulation in
the internal market. A supervisory authority requesting mutual assistance may adopt a provisional
measure if it receives no response to a request for mutual assistance within one month of the
receipt of that request by the other supervisory authority.

(134) Each supervisory authority should, where appropriate, participate in joint operations with
other supervisory authorities. The requested supervisory authority should be obliged to respond to
the request within a specified time period.
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(135) In order to ensure the consistent application of this Regulation throughout the Union, a
consistency mechanism for cooperation between the supervisory authorities should be established.
That mechanism should in particular apply where a supervisory authority intends to adopt a
measure intended to produce legal effects as regards processing operations which substantially
affect a significant number of data subjects in several Member States. It should also apply where any
supervisory authority concerned or the Commission requests that such matter should be handled in
the consistency mechanism. That mechanism should be without prejudice to any measures that the
Commission may take in the exercise of its powers under the Treaties.

(136) In applying the consistency mechanism, the Board should, within a determined period of time,
issue an opinion, if a majority of its members so decides or if so requested by any supervisory
authority concerned or the Commission. The Board should also be empowered to adopt legally
binding decisions where there are disputes between supervisory authorities. For that purpose, it
should issue, in principle by a two-thirds majority of its members, legally binding decisions in clearly
specified cases where there are conflicting views among supervisory authorities, in particular in the
cooperation mechanism between the lead supervisory authority and supervisory authorities
concerned on the merits of the case, in particular whether there is an infringement of this
Regulation.

(137) There may be an urgent need to act in order to protect the rights and freedoms of data
subjects, in particular when the danger exists that the enforcement of a right of a data subject could
be considerably impeded. A supervisory authority should therefore be able to adopt duly justified
provisional measures on its territory with a specified period of validity which should not exceed
three months.

(138) The application of such mechanism should be a condition for the lawfulness of a measure
intended to produce legal effects by a supervisory authority in those cases where its application is
mandatory. In other cases of cross-border relevance, the cooperation mechanism between the lead
supervisory authority and supervisory authorities concerned should be applied and mutual
assistance and joint operations might be carried out between the supervisory authorities concerned
on a bilateral or multilateral basis without triggering the consistency mechanism.

(139) In order to promote the consistent application of this Regulation, the Board should be set up
as an independent body of the Union. To fulfil its objectives, the Board should have legal personality.
The Board should be represented by its Chair. It should replace the Working Party on the Protection
of Individuals with Regard to the Processing of Personal Data established by Directive 95/46/EC. It
should consist of the head of a supervisory authority of each Member State and the European Data
Protection Supervisor or their respective representatives. The Commission should participate in the
Board's activities without voting rights and the European Data Protection Supervisor should have
specific voting rights. The Board should contribute to the consistent application of this Regulation
throughout the Union, including by advising the Commission, in particular on the level of protection
in third countries or international organisations, and promoting cooperation of the supervisory
authorities throughout the Union. The Board should act independently when performing its tasks.
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(140) The Board should be assisted by a secretariat provided by the European Data Protection
Supervisor. The staff of the European Data Protection Supervisor involved in carrying out the tasks
conferred on the Board by this Regulation should perform its tasks exclusively under the instructions
of, and report to, the Chair of the Board.

(141) Every data subject should have the right to lodge a complaint with a single supervisory
authority, in particular in the Member State of his or her habitual residence, and the right to an
effective judicial remedy in accordance with Article 47 of the Charter if the data subject considers
that his or her rights under this Regulation are infringed or where the supervisory authority does not
act on a complaint, partially or wholly rejects or dismisses a complaint or does not act where such
action is necessary to protect the rights of the data subject. The investigation following a complaint
should be carried out, subject to judicial review, to the extent that is appropriate in the specific case.
The supervisory authority should inform the data subject of the progress and the outcome of the
complaint within a reasonable period. If the case requires further investigation or coordination with
another supervisory authority, intermediate information should be given to the data subject. In
order to facilitate the submission of complaints, each supervisory authority should take measures
such as providing a complaint submission form which can also be completed electronically, without
excluding other means of communication.

(142) Where a data subject considers that his or her rights under this Regulation are infringed, he or
she should have the right to mandate a not-for-profit body, organisation or association which is
constituted in accordance with the law of a Member State, has statutory objectives which are in the
public interest and is active in the field of the protection of personal data to lodge a complaint on his
or her behalf with a supervisory authority, exercise the right to a judicial remedy on behalf of data
subjects or, if provided for in Member State law, exercise the right to receive compensation on
behalf of data subjects. A Member State may provide for such a body, organisation or association to
have the right to lodge a complaint in that Member State, independently of a data subject's
mandate, and the right to an effective judicial remedy where it has reasons to consider that the
rights of a data subject have been infringed as a result of the processing of personal data which
infringes this Regulation. That body, organisation or association may not be allowed to claim
compensation on a data subject's behalf independently of the data subject's mandate.

(143) Any natural or legal person has the right to bring an action for annulment of decisions of the
Board before the Court of Justice under the conditions provided for in Article 263 TFEU. As
addressees of such decisions, the supervisory authorities concerned which wish to challenge them
have to bring action within two months of being notified of them, in accordance with Article 263
TFEU. Where decisions of the Board are of direct and individual concern to a controller, processor or
complainant, the latter may bring an action for annulment against those decisions within two
months of their publication on the website of the Board, in accordance with Article 263 TFEU.
Without prejudice to this right under Article 263 TFEU, each natural or legal person should have an
effective judicial remedy before the competent national court against a decision of a supervisory
authority which produces legal effects concerning that person. Such a decision concerns in particular
the exercise of investigative, corrective and authorisation powers by the supervisory authority or the
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dismissal or rejection of complaints. However, the right to an effective judicial remedy does not
encompass measures taken by supervisory authorities which are not legally binding, such as opinions
issued by or advice provided by the supervisory authority. Proceedings against a supervisory
authority should be brought before the courts of the Member State where the supervisory authority
is established and should be conducted in accordance with that Member State's procedural law.
Those courts should exercise full jurisdiction, which should include jurisdiction to examine all
questions of fact and law relevant to the dispute before them. Where a complaint has been rejected
or dismissed by a supervisory authority, the complainant may bring proceedings before the courts in
the same Member State. In the context of judicial remedies relating to the application of this
Regulation, national courts which consider a decision on the question necessary to enable them to
give judgment, may, or in the case provided for in Article 267 TFEU, must, request the Court of
Justice to give a preliminary ruling on the interpretation of Union law, including this Regulation.
Furthermore, where a decision of a supervisory authority implementing a decision of the Board is
challenged before a national court and the validity of the decision of the Board is at issue, that
national court does not have the power to declare the Board's decision invalid but must refer the
question of validity to the Court of Justice in accordance with Article 267 TFEU as interpreted by the
Court of Justice, where it considers the decision invalid. However, a national court may not refer a
question on the validity of the decision of the Board at the request of a natural or legal person which
had the opportunity to bring an action for annulment of that decision, in particular if it was directly
and individually concerned by that decision, but had not done so within the period laid down in
Article 263 TFEU.

(144) Where a court seized of proceedings against a decision by a supervisory authority has reason
to believe that proceedings concerning the same processing, such as the same subject matter as
regards processing by the same controller or processor, or the same cause of action, are brought
before a competent court in another Member State, it should contact that court in order to confirm
the existence of such related proceedings. If related proceedings are pending before a court in
another Member State, any court other than the court first seized may stay its proceedings or may,
on request of one of the parties, decline jurisdiction in favour of the court first seized if that court
has jurisdiction over the proceedings in question and its law permits the consolidation of such
related proceedings. Proceedings are deemed to be related where they are so closely connected
that it is expedient to hear and determine them together in order to avoid the risk of irreconcilable
judgments resulting from separate proceedings.

(145) For proceedings against a controller or processor, the plaintiff should have the choice to bring
the action before the courts of the Member States where the controller or processor has an
establishment or where the data subject resides, unless the controller is a public authority of a
Member State acting in the exercise of its public powers.

(146) The controller or processor should compensate any damage which a person may suffer as a
result of processing that infringes this Regulation. The controller or processor should be exempt
from liability if it proves that it is not in any way responsible for the damage. The concept of damage
should be broadly interpreted in the light of the case-law of the Court of Justice in a manner which
fully reflects the objectives of this Regulation. This is without prejudice to any claims for damage
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deriving from the violation of other rules in Union or Member State law. Processing that infringes
this Regulation also includes processing that infringes delegated and implementing acts adopted in
accordance with this Regulation and Member State law specifying rules of this Regulation. Data
subjects should receive full and effective compensation for the damage they have suffered. Where
controllers or processors are involved in the same processing, each controller or processor should be
held liable for the entire damage. However, where they are joined to the same judicial proceedings,
in accordance with Member State law, compensation may be apportioned according to the
responsibility of each controller or processor for the damage caused by the processing, provided
that full and effective compensation of the data subject who suffered the damage is ensured. Any
controller or processor which has paid full compensation may subsequently institute recourse
proceedings against other controllers or processors involved in the same processing.

(147) Where specific rules on jurisdiction are contained in this Regulation, in particular as regards
proceedings seeking a judicial remedy including compensation, against a controller or processor,
general jurisdiction rules such as those of Regulation (EU) No 1215/2012 of the European Parliament
and of the Council should not prejudice the application of such specific rules.

(148) In order to strengthen the enforcement of the rules of this Regulation, penalties including
administrative fines should be imposed for any infringement of this Regulation, in addition to, or
instead of appropriate measures imposed by the supervisory authority pursuant to this Regulation.
In a case of a minor infringement or if the fine likely to be imposed would constitute a
disproportionate burden to a natural person, a reprimand may be issued instead of a fine. Due
regard should however be given to the nature, gravity and duration of the infringement, the
intentional character of the infringement, actions taken to mitigate the damage suffered, degree of
responsibility or any relevant previous infringements, the manner in which the infringement became
known to the supervisory authority, compliance with measures ordered against the controller or
processor, adherence to a code of conduct and any other aggravating or mitigating factor. The
imposition of penalties including administrative fines should be subject to appropriate procedural
safeguards in accordance with the general principles of Union law and the Charter, including
effective judicial protection and due process.

(149) Member States should be able to lay down the rules on criminal penalties for infringements of
this Regulation, including for infringements of national rules adopted pursuant to and within the
limits of this Regulation. Those criminal penalties may also allow for the deprivation of the profits
obtained through infringements of this Regulation. However, the imposition of criminal penalties for
infringements of such national rules and of administrative penalties should not lead to a breach of
the principle of ne bis in idem as interpreted by the Court of Justice.

(150) In order to strengthen and harmonise administrative penalties for infringements of this
Regulation, each supervisory authority should have the power to impose administrative fines. This
Regulation should indicate infringements and the upper limit and criteria for setting the related
administrative fines, which should be determined by the competent supervisory authority in each
individual case, taking into account all relevant circumstances of the specific situation, with due
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regard in particular to the nature, gravity and duration of the infringement and of its consequences
and the measures taken to ensure compliance with the obligations under this Regulation and to
prevent or mitigate the consequences of the infringement. Where administrative fines are imposed
on an undertaking, an undertaking should be understood to be an undertaking in accordance with
Articles 101 and 102 TFEU for those purposes. Where administrative fines are imposed on persons
that are not an undertaking, the supervisory authority should take account of the general level of
income in the Member State as well as the economic situation of the person in considering the
appropriate amount of the fine. The consistency mechanism may also be used to promote a
consistent application of administrative fines. It should be for the Member States to determine
whether and to which extent public authorities should be subject to administrative fines. Imposing
an administrative fine or giving a warning does not affect the application of other powers of the
supervisory authorities or of other penalties under this Regulation.

(151) The legal systems of Denmark and Estonia do not allow for administrative fines as set out in
this Regulation. The rules on administrative fines may be applied in such a manner that in Denmark
the fine is imposed by competent national courts as a criminal penalty and in Estonia the fine is
imposed by the supervisory authority in the framework of a misdemeanour procedure, provided
that such an application of the rules in those Member States has an equivalent effect to
administrative fines imposed by supervisory authorities. Therefore the competent national courts
should take into account the recommendation by the supervisory authority initiating the fine. In any
event, the fines imposed should be effective, proportionate and dissuasive.

(152) Where this Regulation does not harmonise administrative penalties or where necessary in
other cases, for example in cases of serious infringements of this Regulation, Member States should
implement a system which provides for effective, proportionate and dissuasive penalties. The nature
of such penalties, criminal or administrative, should be determined by Member State law.

(153) Member States law should reconcile the rules governing freedom of expression and
information, including journalistic, academic, artistic and or literary expression with the right to the
protection of personal data pursuant to this Regulation. The processing of personal data solely for
journalistic purposes, or for the purposes of academic, artistic or literary expression should be
subject to derogations or exemptions from certain provisions of this Regulation if necessary to
reconcile the right to the protection of personal data with the right to freedom of expression and
information, as enshrined in Article 11 of the Charter. This should apply in particular to the
processing of personal data in the audiovisual field and in news archives and press libraries.
Therefore, Member States should adopt legislative measures which lay down the exemptions and
derogations necessary for the purpose of balancing those fundamental rights. Member States should
adopt such exemptions and derogations on general principles, the rights of the data subject, the
controller and the processor, the transfer of personal data to third countries or international
organisations, the independent supervisory authorities, cooperation and consistency, and specific
data-processing situations. Where such exemptions or derogations differ from one Member State to
another, the law of the Member State to which the controller is subject should apply. In order to
take account of the importance of the right to freedom of expression in every democratic society, it
is necessary to interpret notions relating to that freedom, such as journalism, broadly.
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(154) This Regulation allows the principle of public access to official documents to be taken into
account when applying this Regulation. Public access to official documents may be considered to be
in the public interest. Personal data in documents held by a public authority or a public body should
be able to be publicly disclosed by that authority or body if the disclosure is provided for by Union or
Member State law to which the public authority or public body is subject. Such laws should reconcile
public access to official documents and the reuse of public sector information with the right to the
protection of personal data and may therefore provide for the necessary reconciliation with the right
to the protection of personal data pursuant to this Regulation. The reference to public authorities
and bodies should in that context include all authorities or other bodies covered by Member State
law on public access to documents. Directive 2003/98/EC of the European Parliament and of the
Council leaves intact and in no way affects the level of protection of natural persons with regard to
the processing of personal data under the provisions of Union and Member State law, and in
particular does not alter the obligations and rights set out in this Regulation. In particular, that
Directive should not apply to documents to which access is excluded or restricted by virtue of the
access regimes on the grounds of protection of personal data, and parts of documents accessible by
virtue of those regimes which contain personal data the re-use of which has been provided for by
law as being incompatible with the law concerning the protection of natural persons with regard to
the processing of personal data.

(155) Member State law or collective agreements, including 'works agreements', may provide for
specific rules on the processing of employees' personal data in the employment context, in
particular for the conditions under which personal data in the employment context may be
processed on the basis of the consent of the employee, the purposes of the recruitment, the
performance of the contract of employment, including discharge of obligations laid down by law or
by collective agreements, management, planning and organisation of work, equality and diversity in
the workplace, health and safety at work, and for the purposes of the exercise and enjoyment, on an
individual or collective basis, of rights and benefits related to employment, and for the purpose of
the termination of the employment relationship.

(156) The processing of personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes should be subject to appropriate safeguards for
the rights and freedoms of the data subject pursuant to this Regulation. Those safeguards should
ensure that technical and organisational measures are in place in order to ensure, in particular, the
principle of data minimisation. The further processing of personal data for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes is to be carried out
when the controller has assessed the feasibility to fulfil those purposes by processing data which do
not permit or no longer permit the identification of data subjects, provided that appropriate
safeguards exist (such as, for instance, pseudonymisation of the data). Member States should
provide for appropriate safeguards for the processing of personal data for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes. Member States
should be authorised to provide, under specific conditions and subject to appropriate safeguards for
data subjects, specifications and derogations with regard to the information requirements and rights
to rectification, to erasure, to be forgotten, to restriction of processing, to data portability, and to
object when processing personal data for archiving purposes in the public interest, scientific or
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historical research purposes or statistical purposes. The conditions and safeguards in question may
entail specific procedures for data subjects to exercise those rights if this is appropriate in the light
of the purposes sought by the specific processing along with technical and organisational measures
aimed at minimising the processing of personal data in pursuance of the proportionality and
necessity principles. The processing of personal data for scientific purposes should also comply with
other relevant legislation such as on clinical trials.

(157) By coupling information from registries, researchers can obtain new knowledge of great value
with regard to widespread medical conditions such as cardiovascular disease, cancer and depression.
On the basis of registries, research results can be enhanced, as they draw on a larger population.
Within social science, research on the basis of registries enables researchers to obtain essential
knowledge about the long-term correlation of a number of social conditions such as unemployment
and education with other life conditions. Research results obtained through registries provide solid,
high-quality knowledge which can provide the basis for the formulation and implementation of
knowledge-based policy, improve the quality of life for a number of people and improve the
efficiency of social services. In order to facilitate scientific research, personal data can be processed
for scientific research purposes, subject to appropriate conditions and safeguards set out in Union or
Member State law.

(158) Where personal data are processed for archiving purposes, this Regulation should also apply
to that processing, bearing in mind that this Regulation should not apply to deceased persons. Public
authorities or public or private bodies that hold records of public interest should be services which,
pursuant to Union or Member State law, have a legal obligation to acquire, preserve, appraise,
arrange, describe, communicate, promote, disseminate and provide access to records of enduring
value for general public interest. Member States should also be authorised to provide for the further
processing of personal data for archiving purposes, for example with a view to providing specific
information related to the political behaviour under former totalitarian state regimes, genocide,
crimes against humanity, in particular the Holocaust, or war crimes.

(159) Where personal data are processed for scientific research purposes, this Regulation should
also apply to that processing. For the purposes of this Regulation, the processing of personal data for
scientific research purposes should be interpreted in a broad manner including for example
technological development and demonstration, fundamental research, applied research and
privately funded research. In addition, it should take into account the Union's objective under Article
179(1) TFEU of achieving a European Research Area. Scientific research purposes should also include
studies conducted in the public interest in the area of public health. To meet the specificities of
processing personal data for scientific research purposes, specific conditions should apply in
particular as regards the publication or otherwise disclosure of personal data in the context of
scientific research purposes. If the result of scientific research in particular in the health context
gives reason for further measures in the interest of the data subject, the general rules of this
Regulation should apply in view of those measures.
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(160) Where personal data are processed for historical research purposes, this Regulation should
also apply to that processing. This should also include historical research and research for
genealogical purposes, bearing in mind that this Regulation should not apply to deceased persons.

(161) For the purpose of consenting to the participation in scientific research activities in clinical
trials, the relevant provisions of Regulation (EU) No 536/2014 of the European Parliament and of the
Council should apply.

(162) Where personal data are processed for statistical purposes, this Regulation should apply to
that processing. Union or Member State law should, within the limits of this Regulation, determine
statistical content, control of access, specifications for the processing of personal data for statistical
purposes and appropriate measures to safeguard the rights and freedoms of the data subject and for
ensuring statistical confidentiality. Statistical purposes mean any operation of collection and the
processing of personal data necessary for statistical surveys or for the production of statistical
results. Those statistical results may further be used for different purposes, including a scientific
research purpose. The statistical purpose implies that the result of processing for statistical purposes
is not personal data, but aggregate data, and that this result or the personal data are not used in
support of measures or decisions regarding any particular natural person.

(163) The confidential information which the Union and national statistical authorities collect for
the production of official European and official national statistics should be protected. European
statistics should be developed, produced and disseminated in accordance with the statistical
principles as set out in Article 338(2) TFEU, while national statistics should also comply with Member
State law. Regulation (EC) No 223/2009 of the European Parliament and of the Council provides
further specifications on statistical confidentiality for European statistics.

(164) As regards the powers of the supervisory authorities to obtain from the controller or
processor access to personal data and access to their premises, Member States may adopt by law,
within the limits of this Regulation, specific rules in order to safeguard the professional or other
equivalent secrecy obligations, in so far as necessary to reconcile the right to the protection of
personal data with an obligation of professional secrecy. This is without prejudice to existing
Member State obligations to adopt rules on professional secrecy where required by Union law.

(165) This Regulation respects and does not prejudice the status under existing constitutional law of
churches and religious associations or communities in the Member States, as recognised in Article 17
TFEU.

(166) In order to fulfil the objectives of this Regulation, namely to protect the fundamental rights
and freedoms of natural persons and in particular their right to the protection of personal data and
to ensure the free movement of personal data within the Union, the power to adopt acts in
accordance with Article 290 TFEU should be delegated to the Commission. In particular, delegated
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acts should be adopted in respect of criteria and requirements for certification mechanisms,
information to be presented by standardised icons and procedures for providing such icons. It is of
particular importance that the Commission carry out appropriate consultations during its
preparatory work, including at expert level. The Commission, when preparing and drawing-up
delegated acts, should ensure a simultaneous, timely and appropriate transmission of relevant
documents to the European Parliament and to the Council.

(167) In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission when provided for by this Regulation.
Those powers should be exercised in accordance with Regulation (EU) No 182/2011. In that context,
the Commission should consider specific measures for micro, small and medium-sized enterprises.

(168) The examination procedure should be used for the adoption of implementing acts on standard
contractual clauses between controllers and processors and between processors; codes of conduct;
technical standards and mechanisms for certification; the adequate level of protection afforded by a
third country, a territory or a specified sector within that third country, or an international
organisation; standard protection clauses; formats and procedures for the exchange of information
by electronic means between controllers, processors and supervisory authorities for binding
corporate rules; mutual assistance; and arrangements for the exchange of information by electronic
means between supervisory authorities, and between supervisory authorities and the Board.

(169) The Commission should adopt immediately applicable implementing acts where available
evidence reveals that a third country, a territory or a specified sector within that third country, or an
international organisation does not ensure an adequate level of protection, and imperative grounds
of urgency so require.

(170) Since the objective of this Regulation, namely to ensure an equivalent level of protection of
natural persons and the free f low of personal data throughout the Union, cannot be sufficiently
achieved by the Member States and can rather, by reason of the scale or effects of the action, be
better achieved at Union level, the Union may adopt measures, in accordance with the principle of
subsidiarity as set out in Article 5 of the Treaty on European Union (TEU). In accordance with the
principle of proportionality as set out in that Article, this Regulation does not go beyond what is
necessary in order to achieve that objective.

(171) Directive 95/46/EC should be repealed by this Regulation. Processing already under way on
the date of application of this Regulation should be brought into conformity with this Regulation
within the period of two years after which this Regulation enters into force. Where processing is
based on consent pursuant to Directive 95/46/EC, it is not necessary for the data subject to give his
or her consent again if the manner in which the consent has been given is in line with the conditions
of this Regulation, so as to allow the controller to continue such processing after the date of
application of this Regulation. Commission decisions adopted and authorisations by supervisory
authorities based on Directive 95/46/EC remain in force until amended, replaced or repealed.
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(172) The European Data Protection Supervisor was consulted in accordance with Article 28(2) of
Regulation (EC) No 45/2001 and delivered an opinion on 7 March 2012.

(173) This Regulation should apply to all matters concerning the protection of fundamental rights
and freedoms vis-a-vis the processing of personal data which are not subject to specific obligations
with the same objective set out in Directive 2002/58/EC of the European Parliament and of the
Council, including the obligations on the controller and the rights of natural persons. In order to
clarify the relationship between this Regulation and Directive 2002/58/EC, that Directive should be
amended accordingly. Once this Regulation is adopted, Directive 2002/58/EC should be reviewed in
particular in order to ensure consistency with this Regulation.
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Appendix - Guidelines and Opinions
Article 29 Working Party Guidelines and Opinions
A1 - Guidelines on the right to data portability
A2 - Guidelines on Data Protection Impact Assessment (DPIA)
A3 - Guidelines on Data Protection Officers (‘DPOs’)
A4 - Guidelines for identifying a controller or processor’s lead supervisory authority
A5 - Guidelines on Personal data breach notification
A6 - Guidelines on the application and setting of administrative fines
A7 - Guidelines on Consent
A8 - Guidelines on Automated individual decision-making and Profiling
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A1 - Guidelines on the right to data portability
Adopted on 13 December 2016

Executive summary
Article 20 of the GDPR creates a new right to data portability, which is closely related to but differs
from the right of access in many ways. It allows for data subjects to receive the personal data, which
they have provided to a controller, in a structured, commonly used and machine-readable format,
and to transmit them to another data controller. The purpose of this new right is to empower the
data subject and give him/her more control over the personal data concerning him or her.
Since it allows the direct transmission of personal data from one data controller to another, the right
to data portability is also an important tool that will support the free flow of personal data in the EU
and foster competition between controllers. It will facilitate switching between different service
providers, and will therefore foster the development of new services in the context of the digital
single market strategy.
This opinion provides guidance on the way to interpret and implement the right to data portability
as introduced by the GDPR. It aims at discussing the right to data portability and its scope. It clarifies
the conditions under which this new right applies taking into account the legal basis of the data
processing (either the data subject’s consent or the necessity to perform a contract) and the fact
that this right is limited to personal data provided by the data subject. The opinion also provides
concrete examples and criteria to explain the circumstances in which this right applies. In this
regard, WP29 considers that the right to data portability covers data provided knowingly and
actively by the data subject as well as the personal data generated by his or her activity. This new
right cannot be undermined and limited to the personal information directly communicated by the
data subject, for example, on an online form.
As a good practice, data controllers should start developing the means that will contribute to answer
data portability requests, such as download tools and Application Programming Interfaces. They
should guarantee that personal data are transmitted in a structured, commonly used and machinereadable format, and they should be encouraged to ensure the interoperability of the data format
provided in the exercise of a data portability request.
The opinion also helps data controllers to clearly understand their respective obligations and
recommends best practices and tools that support compliance with the right to data portability.
Finally, the opinion recommends that industry stakeholders and trade associations work together on
a common set of interoperable standards and formats to deliver the requirements of the right to
data portability.
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I. Introduction
Article 20 of the General Data Protection Regulation (GDPR) introduces the new right of data
portability. This right allows for data subjects to receive the personal data, which they have provided
to a data controller, in a structured, commonly used and machine-readable format, and to transmit
those data to another data controller without hindrance. This right, which applies subject to certain
conditions, supports user choice, user control and consumer empowerment.
Individuals making use of their right of access under the Data Protection Directive 95/46/EC were
constrained by the format chosen by the data controller to provide the requested information. The
new right to data portability aims at empowering data subjects regarding their own personal data
as it facilitates their ability to move, copy or transmit personal data easily from one IT
environment to another. Indeed, the primary aim of data portability is to facilitate switching from
one service provider to another, thus enhancing competition between services (by making it easier
for individuals to switch between different providers). It also enables the creation of new services in
the context of the digital single market strategy.
This right also represents an opportunity to “re-balance” the relationship between data subjects and
data controllers, through the affirmation of individuals’ personal rights and control over the personal
data concerning them.
Although data portability is a new right, other types of portability already exist or are being
discussed in other areas of legislation (e.g. in the contexts of contract termination, communication
services roaming and trans-border access to services). Some synergies and even benefits to
individuals may emerge between these types of portability if they are provided in a combined
approach, even though analogies should be treated cautiously.
This Opinion provides guidance to data controllers so that they can update their practices, processes
and policies, and clarifies the meaning of data portability in order to enable data subjects to
efficiently use their new right.
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II. What are the main elements of data portability?
The GDPR defines the right of data portability in Article 20 (1) as follows:
The data subject shall have the right to receive the personal data concerning him or her,
which he or she has provided to a controller, in a structured, commonly used and machinereadable format and have the right to transmit those data to another controller without
hindrance from the controller to which the data have been provided

- A right to receive personal data
First, data portability is a right to receive personal data processed by a data controller, and to store
it for further personal use on a private device, without transmitting it to another data controller.
In this regard, data portability complements the right of access. One specificity of data portability
lies in the fact that it offers an easy way for data subjects to manage and reuse personal data
themselves. These data should be “in a structured, commonly used and machine-readable format”.
For example, a data subject might be interested in retrieving his current playlist from a music
streaming service to find out how many times he listened to specific tracks in order to check which
music he wants to purchase on another platform. He may also want to retrieve his contact list from
his webmail application to build a wedding list, or get information about purchases using different
loyalty cards, to assess his or her carbon footprint.

- A right to transmit personal data from one data controller to another data controller
Second, Article 20(1) provides data subjects with the right to transmit personal data from one data
controller to another data controller “without hindrance”. In essence, this element of data
portability provides the ability for data subjects not just to obtain and reuse, but also to transmit the
data they have provided to another service provider. This right facilitates the ability of data subjects
to move, copy or transmit personal data easily. In addition to providing consumer empowerment by
preventing “lock-in”, the right to data portability is expected to foster opportunities for innovation
and sharing of personal data between data controllers in a safe and secure manner, under the
control of the data subject.
This right aims to foster innovation in data uses and to promote new business models linked to more
data sharing under the data subject’s control. Data portability can promote the controlled sharing of
personal data between organisations and thus enrich services and customer experiences. Data
portability may facilitate user mediated transmission and reuse of personal data concerning them
among the independent services they are interested in.

- Data portability tools
On a technical level, data controllers should offer different implementations of the right to data
portability. For instance, they should offer a direct download opportunity for the data subject but
should also allow data subjects to directly transmit the data to another data controller. This could
be implemented by making an API available. Data subjects may also wish to use of a personal data
store or a trusted third party, to hold and store the personal data and grant permission to data
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controllers to access and process the personal data as required, so data can be transferred easily
from one controller to another.

- Controllership
Data controllers answering data portability requests, under the conditions set forth in Article 20, are
not responsible for the processing handled by the data subject or by another company receiving
personal data.
Data portability does not impose an obligation on the data controller to retain personal data for
longer than is necessary or beyond any specified retention period. Importantly, there is no additional
requirement to commence retention of such data simply to service a potential data portability
request.
At the same time, a receiving data controller is responsible for ensuring that the portable data
provided are relevant and not excessive with regard to the new data processing. For example, in the
case of a request applying to a webmail service, where the right to data portability is used to retrieve
emails and when the data subject decides to send them to a secured storage platform, the new data
controller does not need to process the contact details of the data subject’s correspondents. If this
information is not relevant with regard to the purpose of the new processing, it should not be kept
and processed. Similarly, in the case a data subject request transmission of details of his or her bank
transactions to a service that assists in managing his or her budget, the new data controller does not
need to retain all the details of the transactions once they have been labelled.
A “receiving” organization becomes a new data controller regarding these personal data and must
respect the principles stated in Article 5 of the GDPR. Therefore, the ‘new’ data controller must
clearly and directly state the purpose of the new processing before any request for transmission of
the portable data.

- Data portability vs. other rights of data subjects
When an individual exercises his or her right to data portability (or other right within the GDPR) he
or she does so without prejudice to any other right. A data subject can continue to use and benefit
from the data controller’s service even after a data portability operation. Equally, if the data subject
wants to exercise his or her right to erasure, data portability cannot be used by a data controller as a
way of delaying or refusing such erasure.
Data portability does not automatically trigger the erasure of the data from the data controller’s
systems and does not affect the original retention period applying to the data which have been
transmitted, according to the right to data portability. The data subject can exercise his or her rights
as long as the data controller is still processing the data.
Should a data subject discover that personal data requested under the right to data portability does
not fully address his or her request, any further request for personal data under a right of access
should be fully complied with, in accordance with Article 15 of the GDPR.
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III. When does data portability apply?
- Which processing operations are covered by the right to data portability?
Compliance with the GDPR requires data controllers to have a clear legal basis for the processing of
personal data.
In accordance with Article 20(1)(a) of the GDPR, in order to fall under the scope of data portability,
processing operations must be based:
- either on the data subject’s consent (pursuant to Article 6(1)(a), or pursuant to Article
9(2)(a) when it comes to special categories of personal data);
- or, on a contract to which the data subject is a party pursuant to Article 6(1)(b).
As an example, the titles of books purchased by an individual from an online bookstore, or the songs
listened to via a music streaming service are other examples of personal data that are generally
within the scope of data portability, because they are processed on the basis of the performance of
a contract to which the data subject is a party.
The GDPR does not establish a general right to data portability for cases where the processing of
personal data is not based on consent or contract.
In addition, the right to data portability only applies if the data processing is “carried out by
automated means”, and therefore does not cover paper files.

- What personal data must be included?
Pursuant to Article 20(1), to be within the scope of the right to data portability, data must be:
- personal data concerning him or her, and
- which he or she has provided to a data controller.
Article 20(4) also states that compliance with this right shall not adversely affect the rights and
freedoms of others.
First condition: personal data concerning the data subject
Only personal data is in scope of a data portability request. Therefore, any data, which is anonymous
or does not concern the data subject, will not be in scope. However, pseudonymous data that can be
clearly linked to a data subject (e.g. by him or her providing the respective identifier, cf. Article 11
(2)) is well within the scope.
In many circumstances, data controllers will process information that contains the personal data of
several data subjects. Where this is the case, data controllers must not take an overly restrictive
interpretation of the sentence “personal data concerning the data subject”. As an example,
telephone records may include (in the subscriber’s account history) details of third parties involved
in incoming and outgoing calls. Although records will therefore contain personal data concerning
multiple people, subscribers should be able to have these records provided to them in response to
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data portability requests. However, where such records are then transmitted to a new data
controller, this new data controller should not process them for any purpose which would adversely
affect the rights and freedoms of the third-parties (see below: third condition).

Second condition: data provided by the data subject
The second condition narrows the scope to data “provided by” the data subject. There are many
examples of personal data, which will be knowingly and actively “provided by” the data subject such
as account data (e.g. mailing address, user name, age) submitted via online forms. Nevertheless, the
data controller must also include the personal data that are generated by and collected from the
activities of users in response to a data portability request such as raw data generated by a smart
meter. This latter category of data does not include data that are exclusively generated by the data
controller such as a user profile created by analysis of the raw smart metering data collected.
A distinction can be made between different categories of data, depending on their origin, to
determine if they are covered by the right to data portability. The following categories can be
qualified as “provided by the data subject”:
- Data actively and knowingly provided by the data subject are included in the scope of the
right to data portability (for example, mailing address, user name, age, etc.)
- Observed data are “provided” by the data subject by virtue of the use of the service or
the device. They may for example include a person’s search history, traffic data and location
data. It may also include other raw data such as the heartbeat tracked by fitness or health
trackers.
In contrast, inferred data and derived data are created by the data controller on the basis of the data
“provided by the data subject”. These personal data do not fall within the scope of the right to data
portability. For example, a credit score or the outcome of an assessment regarding the health of a
user is a typical example of inferred data. Even though such data may be part of a profile kept by a
data controller and are inferred or derived from the analysis of data provided by the data subject
(through his actions for example), these data will typically not be considered as “provided by the
data subject” and thus will not be within scope of this new right.
In general, given the policy objectives of the right to data portability, the term “provided by the
data subject” must be interpreted broadly, and only to exclude “inferred data” and “derived
data”, which include personal data that are generated by a service provider (for example,
algorithmic results). A data controller can exclude those inferred data but should include all other
personal data provided by the data subject through technical means provided by the controller.
Thus, the terms “provided by” includes personal data that relate to the data subject activity or
result from the observation of an individual’s behaviour but not subsequent analysis of that
behaviour. By contrast, any personal data which have been generated by the data controller as
part of the data processing, e.g. by a personalisation or recommendation process, by user
categorisation or profiling are data which are derived or inferred from the personal data provided
by the data subject, and are not covered by the right to data portability.
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Third condition: the right to data portability shall not adversely affect the rights and freedoms of
others
With respect to personal data concerning other data subjects:
The third condition intends to avoid retrieval and transmission of data containing the personal data
of other (non-consenting) data subjects to a new data controller in cases where these data are likely
to be processed in a way that would adversely affect the rights and freedoms of the other data
subjects (Article 20(4) of the GDPR).
Such an adverse effect would occur, for instance, if the transmission of data from one data controller
to another, under the right to data portability would prevent third parties from exercising their
rights as data subjects under the GDPR (such as the rights to information, access, etc.).
The data subject initiating the transmission of his or her data to another data controller, either gives
consent to the new data controller for processing or enters into a contract with them. Where
personal data of third parties are included in the data set, another ground for lawfulness of
processing must be identified. For example, a legitimate interest under Article 6(1)(f) may be
pursued by the data controller to whom the data is transmitted, in particular when the purpose of
the data controller is to provide a service to the data subject that allows the latter to process
personal data for a purely personal or household activity.
For example, a webmail service may allow the creation of a directory of a data subject’s contacts,
friends, relatives, family and broader environment. Since these data are relating to, and are created
by the identifiable individual that wishes to exercise his right to data portability, data controllers
should transmit the entire directory of incoming and outgoing emails to the data subject.
A similar situation occurs when a data subject exercises his or her right to data portability on his or
her bank account, since it can contain personal data relating to the purchases and transactions of
the account holder but also information relating to transactions, which have been “provided by”
other individuals who have transferred money to the account holder. In this context, the rights and
freedoms of the third parties are unlikely to be adversely affected in the webmail transmission or
the bank account history transmission, if their data are used for the same purpose in each
processing, i.e. as a contact address only used by the data subject, or as a history of one of the data
subject’s bank account. Conversely, their rights and freedoms will not be respected if the new data
controller uses the contact directory for marketing purposes.
Therefore, to prevent adverse effects on the third parties involved, the processing of such a
directory by another controller is allowed only to the extent that the data are kept under the sole
control of the requesting user and is only managed for purely personal or household needs. A
receiving ‘new’ data controller (to whom the data can be transmitted at the request of the user) may
not use the transmitted third party data for his own purposes e.g. to propose marketing products
and services to those other data subjects. Otherwise, such processing is likely to be unlawful and
unfair, especially if the third parties concerned are not informed and cannot exercise their rights as
data subjects.
To further help reduce the risks for other data subjects whose personal data may be ported, all data
controllers (both the ‘sending’ and the ‘receiving’ parties) should implement tools to enable data
subjects to select the relevant data and exclude (where relevant) other data subjects’ data.
Additionally, they should implement consent mechanisms for other data subjects involved, to ease
data transmission for those cases where such parties are willing to consent, e.g. because they as well
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want to move their data to some other data controller. Such a situation might arise with social
networks.
With respect to data covered by intellectual property and trade secrets:
The rights and freedoms of others mentioned in Article 20(4) can also refer to “the rights or
freedoms of others, including trade secrets or intellectual property and in particular the copyright
protecting the software” mentioned in recital 63, in order to protect the business model of data
controllers (Article 15). Even though these rights should be considered before answering a data
portability request, “the result of those considerations should not be a refusal to provide all
information to the data subject”.
The right to data portability is not a right for an individual to misuse the information in a way that
could be qualified as an unfair practice or that would constitute a violation of intellectual property
rights. A potential business risk cannot, however, in and of itself serve as the basis for a refusal to
answer the portability request and data controllers can transfer the personal data provided by data
subjects in a form that does not release information covered by trade secrets or intellectual property
rights.
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IV. How do the general rules governing the exercise of data subject rights apply to data
portability?
- What prior information should be provided to the data subject?
In order to comply with the new right to data portability, data controllers must inform the data
subjects regarding the availability of the new right to portability, as required by Articles 13(2)(b)
and 14(2)(c) of the GDPR.
In providing the necessary clear and comprehensive information data controllers must ensure that
they distinguish the right to data portability from other rights. Therefore, WP29 recommends in
particular that data controllers clearly explain the difference between the types of data that a data
subject can receive using the portability right or the access right.
In addition, the Working Party recommends that data controllers always include information about
the right to data portability before any account closure. This allows users to take stock of their
personal data, and to easily transmit the data to their own device or to another provider before a
contract is terminated.
Finally, as a best practice for “receiving” data controllers, the WP29 recommends that they provide
data subjects with complete information about the nature of personal data which are relevant for
the performance of their services. This allows users to limit the risks for third parties, and also any
other unnecessary duplication of personal data even where no other data subjects are involved.

- How can the data controller identify the data subject before answering his request?
There are no prescriptive requirements to be found in the GDPR on how to authenticate the data
subject. Nevertheless, Article 12(2) of the GDPR states that the data controller shall not refuse to act
on request of a data subject for exercising his or her rights (including the right to data portability)
unless it is processing personal data for a purpose that does not require the identification of a data
subject and it can demonstrate that it is not able to identify the data subject. However, as per Article
11(2), in such circumstances the data subject can provide more information to enable his or her
identification. Additionally, Article 12(6) provides that where a data controller has reasonable doubts
about the identity of a data subject, it can request further information to confirm the data subject’s
identity. Where a data subject does provide additional information enabling his or her identification,
the data controller shall not refuse to act on the request. Where information and data collected
online is linked to pseudonyms or unique identifiers, data controllers can implement appropriate
procedures enabling an individual to make a data portability request and receive the data relating to
him or her. In any case, data controllers must implement an authentication procedure in order to
strongly ascertain the identity of the data subject requesting his or her personal data or more
generally exercising the rights granted by the GDPR.
In many cases, such authentication procedures are already in place. For example, usernames and
passwords are often used to allow individuals to access their data in their email accounts, social
networking accounts, and accounts used for various other services, some of which individuals chose
to use without revealing their full name and identity.
If the size of data requested by the data subject makes transmission via the internet problematic,
rather than potentially allowing for an extended time period of a maximum of three months to
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comply with the request15, the data controller may also need to consider alternative means of
providing the data such as using streaming or saving to a CD, DVD or other physical media or
allowing for the personal data to be transmitted directly to another data controller (as per Article
20(2) of the GDPR where technically feasible).

- What is the time limit imposed to answer a portability request?
Article 12(3) requires that the data controller provides the personal data to the data subject
“without undue delay” and in any case “within one month of receipt of the request” or within a
maximum of three months for complex cases, provided that the data subject has been informed
about the reasons for such delay within one month of the original request.
Data controllers operating information society services are technically able to comply with requests
within a very short time-period. To meet user’s expectations, it is a good practice to define the
timeframe in which a data portability request can typically be answered and communicate this to
data subjects.
Data controllers who refuse to answer a portability request shall indicate to the data subject “the
reasons for not taking action and on the possibility of lodging a complaint with a supervisory
authority and seeking a judicial remedy”, no later than one month after receiving the request.
Data controllers must respect the obligation to respond within the given terms, even if it concerns
a refusal. In other words, the data controller cannot remain silent when it is asked to answer a
data portability request.

- In which cases can a data portability request be rejected or a fee charged?
Article 12 prohibits the data controller from charging a fee for the provision of the personal data,
unless the data controller can demonstrate that the requests are manifestly unfounded or excessive,
“in particular because of their repetitive character”. There should be very few cases where the data
controller would be able to justify a refusal to deliver the requested information, even regarding
multiple data portability requests. For information society or similar online services that specialise in
automated processing of personal data, it is very unlikely that the answering of multiple data
portability requests should generally be considered to impose an excessive burden.
In addition, the overall cost of the processes created to answer data portability requests should not
be taken into account to determine the excessiveness of a request. In fact, Article 12 of the GDPR
focuses on the requests made by one data subject and not on the total number of requests received
by a data controller. As a result, the overall system implementation costs hould neither be charged
to the data subjects, nor be used to justify a refusal to answer portability requests.
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V. How must the portable data be provided?
- What is the expected data format?
The GDPR places requirements on data controllers to provide the personal data requested by the
individual in a format, which supports re-use. Specifically, Article 20(1) of the GDPR states that the
personal data must be provided “in a structured, commonly used and machine-readable format”.
Recital 68 provides a further clarification that this format should be interoperable, a term that is
defined in the EU as:
the ability of disparate and diverse organisations to interact towards mutually beneficial and
agreed common goals, involving the sharing of information and knowledge between the
organisations, through the business processes they support, by means of the exchange of
data between their respective ICT systems.
The terms “structured”, “commonly used” and “machine-readable” are a set of minimal
requirements that should facilitate the interoperability of the data format provided by the data
controller. In that way, “structured, commonly used and machine readable” are specifications for
the means, whereas interoperability is the desired outcome.
Recital 21 of the Directive 2013/37/EU17 defines “machine readable” as:
a file format structured so that software applications can easily identify, recognize and
extract specific data, including individual statements of fact, and their internal structure.
Data encoded in files that are structured in a machine-readable format are machinereadable data. Machine-readable formats can be open or proprietary; they can be formal
standards or not. Documents encoded in a file format that limits automatic processing,
because the data cannot, or cannot easily, be extracted from them, should not be considered
to be in a machine-readable format. Member States should where appropriate encourage
the use of open, machine-readable formats.
Given the wide range of potential data types that could be processed by a data controller, the GDPR
does not impose specific recommendations on the format of the personal data to be provided. The
most appropriate format will differ across sectors and adequate formats may already exist, but
should always be chosen to achieve the purpose of being interpretable. Formats that are subject to
costly licensing constraints would not be considered an adequate approach.

Recital 68 clarifies that “The data subject's right to transmit or receive personal data concerning him
or her should not create an obligation for the controllers to adopt or maintain processing systems
which are technically compatible.” Thus, portability aims to produce interoperable systems, not
compatible systems.
Personal data are expected to be provided in formats, which have a high level of abstraction. As
such, data portability implies an additional layer of data processing by data controllers, in order to
extract data from the platform and filter out personal data outside the scope of portability (such as
user passwords, payment data, biometric patterns, etc.). This additional data processing will be
considered as an accessory to the main data processing, since it is not performed to achieve a new
purpose defined by the data controller.
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Data controllers should provide as many metadata with the data as possible at the best possible
level of granularity, which preserves the precise meaning of exchanged information. As an
example, providing an individual with .pdf versions of an email inbox would not be sufficiently
structured. E-mail data must be provided in a format which preserves all the meta-data, to allow the
effective re-use of the data. As such, when selecting a data format in which to provide the personal
data, the data controller should consider how this format would impact or hinder the individual’s
right to re-use the data. In cases where a data controller is able to provide choices to the data
subject regarding the preferred format of the personal data a clear explanation of the impact of the
choice should be provided. However, processing additional meta-data on the only assumption that
they might be needed or wanted to answer a data portability request poses no legitimate ground for
such processing.

WP29 strongly encourages cooperation between industry stakeholders and trade associations to
work together on a common set of interoperable standards and formats to deliver the
requirements of the right to data portability. This challenge has also been addressed by the
European Interoperability Framework (EIF). EIF has created “An interoperability framework”, an
agreed approach to interoperability for organizations that wish to jointly deliver public services.
Within its scope of applicability, the framework specifies a set of common elements such as
vocabulary, concepts, principles, policies, guidelines, recommendations, standards, specifications
and practices.”
- How to deal with a large or complex personal data collection?
The GDPR does not explain how to address the challenge of responding where a large data
collection, a complex data structure or other technical issues arise, which might create difficulties for
data controllers or data subjects.
However, in all cases, it is crucial that the individual is in a position to fully understand the definition,
schema and structure of the personal data, which could be provided by the data controller. For
instance, data could first be provided in a summarised form using dashboards allowing the data
subject to port subsets of the personal data rather than the entire catalogue.

The data controller should provide an overview “in a concise, transparent, intelligible and easily
accessible form, using clear and plain language” preferably (see Article 12(1)) of the GDPR) in such a
way that data subject can use software applications to easily identify, recognize and process specific
data from it.
One of the ways in which a data controller can answer requests for data portability is by offering an
appropriately secured and documented Application Programming Interface (API).
This would enable individuals to make requests for their personal data via their own or third party
software or grant permission for others to so do on their behalf (including another data controller)
as specified in Article 20(2) of the GDPR. By granting access to data via an API, it may be possible to
offer a more sophisticated access system that enables individuals to make subsequent requests for
data, either as a full download or as a delta function containing only changes since the last
download, without these additional requests being onerous on the data controller.

- How can portable data be secured?
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In general, the data controllers should guarantee the “appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures (‘integrity and
confidentiality’)” according to Article 5(1)(f) of the GDPR.
However, the transmission of personal data to the data subject may also raise some security issues:
How to ensure that personal data are securely delivered to the right person?
As data portability aims to get personal data out of the information system of the data controller,
the transmission may become a possible source of risk regarding those data (in particular of data
breaches during the transmission). The data controller is responsible for taking all the security
measures needed to ensure that personal data is securely transmitted (e.g. by use of encryption) to
the right destination (e.g. by use of additional authentication information). Such security measures
mustn’t be obstructive in nature and must not prevent users from exercising their rights, e.g by
imposing additional costs.
How to help users in securing the storage of their personal data in their own systems?
By retrieving their personal data from an online service, there is always also the risk that users may
store them in a less secured system than the one provided by the service. The data subject should be
made aware of this in order to take steps to protect the information they have received. The data
controller could also, as a best practice, recommend appropriate format(s) and encryption measures
to help the data subject to achieve this goal.
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A2 - Guidelines on Data Protection Impact Assessment (DPIA)
Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is
“likely to result in a high risk” for the purposes of Regulation 2016/679
Adopted on 4 April 2017
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I. Introduction
Regulation 2016/679 (GDPR) will apply from 25 May 2018. Article 35 of the GDPR introduces the
concept of a Data Protection Impact Assessment (DPIA), as well as Directive 2016/680.
A DPIA is a process designed to describe the processing, assess the necessity and proportionality of a
processing and to help manage the risks to the rights and freedoms of natural persons resulting from
the processing of personal data3 (by assessing them and determining the measures to address
them).
DPIAs are important tools for accountability, as they help controllers not only to comply with
requirements of the GDPR, but also to demonstrate that appropriate measures have been taken to
ensure compliance with the Regulation (see also article 24). In other words, a DPIA is a process for
building and demonstrating compliance.
Under the GDPR, non-compliance with DPIA requirements can lead to fines imposed by the
competent supervisory authority. Failure to carry out a DPIA when the processing is subject to a
DPIA (Article 35(1) and (3)), carrying out a DPIA in an incorrect way (Article 35(2) and (7) to (9)), or
failing to consult the competent supervisory authority where required (Article 36(3)(e)), can each
result in an administrative fine of up to 10M€, or in the case of an undertaking, up to 2 % of the total
worldwide annual turnover of the preceding financial year, whichever is higher.
Note: the term “Privacy Impact Assessment” (PIA) is often used in other contexts to refer to the
same concept.
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II. Scope of the Guidelines
These Guidelines take account of:
 the Article 29 Data Protection Working Party (WP29) Statement 14/EN WP 218;
 the WP29 Guidelines on Data Protection Officer 16/EN WP 243;
 the WP29 Opinion on Purpose limitation 13/EN WP 203;
 international standards.
Keeping in line with the risk-based approached embodied by the GDPR, carrying out a DPIA is not
mandatory for every processing operation. A DPIA is only required when the processing is “likely to
result in a high risk to the rights and freedoms of natural persons” (Article 35(1)). In order to ensure a
consistent interpretation of the circumstances in which a DPIA is mandatory (Article 35(3)), the
present guidelines firstly aim to clarify this notion and provide criteria for the lists to be adopted by
DPAs under Article 35(4).
According to Article 70(1)(e), the European Data Protection Board (EDPB) will be able to issue
guidelines, recommendations and best practices in order to encourage a consistent application of
the GDPR. The purpose of this document is to anticipate such future work of the EDPB and therefore
to clarify the relevant provisions of the GDPR in order to help controllers to comply with the law and
to provide legal certainty for controllers who are required to carry out a DPIA.
These Guidelines also seek to promote the development of:
 a common European Union list of processing operations for which a DPIA is mandatory
(Article 35(4));
 a common EU list of processing operations for which a DPIA is not necessary (Article 35(5));
 common criteria on the methodology for carrying out a DPIA (Article 35(5));
 common criteria for specifying when the supervisory authority shall be consulted (Article
36(1));
 recommendations, where possible building on the experience gained in EU Member States.
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III. DPIA: the Regulation explained
The following figure illustrates the basic principles related to the DPIA in the GDPR:

A. What does a DPIA address? A single processing operation or a set of similar processing
operations.
A DPIA may concern a single data processing operation. However, Article 35(1) states that “a single
assessment may address a set of similar processing operations that present similar high risks”.
Recital 92 adds that “there are circumstances under which it may be reasonable and economical for
the subject of a data protection impact assessment to be broader than a single project, for example
where public authorities or bodies intend to establish a common application or processing platform
or where several controllers plan to introduce a common application or processing environment
across an industry sector or segment or for a widely used horizontal activity”.
This means that a single DPIA could be used to assess multiple processing operations that are similar
in terms of the risks presented, provided adequate consideration is given to the specific nature,
scope, context and purposes of the processing. This might mean where similar technology is used to
collect the same sort of data for the same purposes. For example, a group of municipal authorities
that are each setting up a similar CCTV system could carry out a single DPIA covering the processing
by these separate controllers, or a railway operator (single controller) could cover video surveillance
in all its train stations with one DPIA.
When the processing operation involves joint controllers, they need to define their respective
obligations precisely. Their DPIA should set out which party is responsible for the various measures
designed to treat risks and to protect the rights of the data subjects.
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A DPIA can also be useful for assessing the data protection impact of a technology product, for
example a piece of hardware or software, where this is likely to be used by different data controllers
to carry out different processing operations. Of course, the data controller deploying the product
remains obliged to carry out its own DPIA with regard to the specific implementation, but this can be
informed by a DPIA prepared by the product provider, if appropriate. An example could be the
relationship between manufacturers of smart meters and utility companies.

B. Which processing operations are subject to a DPIA?
This section describes when a DPIA is mandatory, when it is required because of likely high risk, and
what needs to happen in the case of existing processing operations.
a) When is a DPIA mandatory? Where a processing is “likely to result in a high risk”.
The GDPR does not require a DPIA to be carried out for every processing operation which may result
in risks for the rights and freedoms of natural persons. The carrying out of a DPIA is only mandatory
where a processing is “likely to result in a high risk to the rights and freedoms of natural persons”
(Article 35(1), illustrated by Article 35(3) and complemented by Article 35(4)). It is particularly
relevant when a new data processing technology is being introduced.
In cases where it is not clear whether a DPIA is required, the WP29 recommends that a DPIA is
carried out nonetheless as a DPIA is a useful tool to help data controllers comply with data
protection law.
Even though a DPIA could be required in other circumstances, Article 35(3) provides some examples
when a processing is “likely to result in high risks”:


“(a) a systematic and extensive evaluation of personal aspects relating to natural persons
which is based on automated processing, including profiling, and on which decisions are
based that produce legal effects concerning the natural person or similarly significantly affect
the natural person;



processing on a large scale of special categories of data referred to in Article 9(1), or of
personal data relating to criminal convictions and offences referred to in Article 10; or



a systematic monitoring of a publicly accessible area on a large scale”.

As the words “in particular” in the introductory sentence of Article 35(3) GDPR indicate, this is
meant as a non-exhaustive list. There may be “high risk” processing operations that are not captured
by this list, but yet pose similarly high risks. Those processing operations should also be subject to
DPIAs. For this reason, the criteria developed below sometimes go beyond a simple explanation of
what should be understood by the three examples given in Article 35(3) GDPR. In order to provide a
more concrete set of processing operations that require a DPIA due to their inherent high risk, taking
into account the particular elements of Articles 35(1) and 35(3)(a) to (c), the list to be adopted at the
national level under article 35(4) and recitals 71, 75 and 91, and other GDPR references to “likely to
result in a high risk” processings, the following criteria should be considered:
1. Evaluation or scoring, including profiling and predicting, especially from “aspects
concerning the data subject's performance at work, economic situation, health, personal
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preferences or interests, reliability or behavior, location or movements” (recitals 71 and 91).
Examples of this could include a bank that screens its customers against a credit reference
database, or a biotechnology company offering genetic tests directly to consumers in order
to assess and predict the disease/health risks, or a company building behavioural or
marketing profiles based on usage or navigation on its website.

2. Automated-decision making with legal or similar significant effect: processing that aims at
taking decisions on data subjects producing “legal effects concerning the natural person” or
which “similarly significantly affects the natural person” (Article 35(3)(a)). For example, the
processing may lead to the exclusion or discrimination against individuals. Processing with
little or no effect on individuals does not match this specific criterion. Further explanations
on these notions will be provided in the upcoming WP29 Guidelines on Profiling.

3. Systematic monitoring: processing used to observe, monitor or control data subjects,
including data collected through “a systematic monitoring of a publicly accessible area”
(Article 35(3)(c)). This type of monitoring is a criterion because the personal data may be
collected in circumstances where data subjects may not be aware of who is collecting their
data and how they will be used. Additionally, it may be impossible for individuals to avoid
being subject to such processing in frequent public (or publicly accessible) space(s).

4. Sensitive data: this includes special categories of data as defined in Article 9 (for example
information about individuals’ political opinions), as well as personal data relating to
criminal convictions or offences. An example would be a general hospital keeping patients’
medical records or a private investigator keeping offenders’ details. This criterion also
includes data which may more generally be considered as increasing the possible risk to the
rights and freedoms of individuals, such as electronic communication data, location data,
financial data (that might be used for payment fraud). In this regard, whether the data has
already been made publicly available by the data subject or by third parties may be relevant.
The fact that personal data is publicly available may be considered as a factor in the
assessment if the data was expected to be further used for certain purposes. This criterion
may also include information processed by a natural person in the course of purely personal
or household activity (such as cloud computing services for personal document
management, email services, diaries, e-readers equipped with note-taking features, and
various life-logging applications that may contain very personal information), whose
disclosure or processing for any other purpose than household activities can be perceived as
very intrusive.

5. Data processed on a large scale: the GDPR does not define what constitutes large-scale,
though recital 91 provides some guidance. In any event, the WP29 recommends that the
following factors, in particular, be considered when determining whether the processing is
carried out on a large scale:
a. the number of data subjects concerned, either as a specific number or as a
proportion of the relevant population;
b. the volume of data and/or the range of different data items being processed;
c. the duration, or permanence, of the data processing activity;
d. the geographical extent of the processing activity.
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6. Datasets that have been matched or combined, for example originating from two or more
data processing operations performed for different purposes and/or by different data
controllers in a way that would exceed the reasonable expectations of the data subject.

7. Data concerning vulnerable data subjects (recital 75): the processing of this type of data
can require a DPIA because of the increased power imbalance between the data subject and
the data controller, meaning the individual may be unable to consent to, or oppose, the
processing of his or her data. For example, employees would often meet serious difficulties
to oppose to the processing performed by their employer, when it is linked to human
resources management. Similarly, children can be considered as not able to knowingly and
thoughtfully oppose or consent to the processing of their data. This also concerns more
vulnerable segment of the population requiring special protection, such as, for example, the
mentally ill, asylum seekers, or the elderly, a patient, or in any case where an imbalance in
the relationship between the position of the data subject and the controller can be
identified.

8. Innovative use or applying technological or organisational solutions, like combining use of
finger print and face recognition for improved physical access control, etc. The GDPR makes
it clear (Article 35(1) and recitals 89 and 91) that the use of a new technology can trigger the
need to carry out a DPIA. This is because the use of such technology can involve novel forms
of data collection and usage, possibly with a high risk to individuals’ rights and freedoms.
Indeed, the personal and social consequences of the deployment of a new technology may
be unknown. A DPIA will help the data controller to understand and to treat such risks. For
example, certain “Internet of Things” applications could have a significant impact on
individuals’ daily lives and privacy; and therefore require a DPIA.

9. Data transfer across borders outside the European Union (recital 116), taking into
consideration, amongst others, the envisaged country or countries of destination, the
possibility of further transfers or the likelihood of transfers based on derogations for specific
situations set forth by the GDPR.

10. When the processing in itself “prevents data subjects from exercising a right or using a
service or a contract” (Article 22 and recital 91). This includes processings performed in a
public area that people passing by cannot avoid, or processings that aims at allowing,
modifying or refusing data subjects’ access to a service or entry into a contract. An example
of this is where a bank screens its customers against a credit reference database in order to
decide whether to offer them a loan.

The WP29 considers that the more criteria are met by the processing, the more likely it is to present
a high risk to the rights and freedoms of data subjects, and therefore to require a DPIA. As a rule of
thumb, a processing operation meeting less than two criteria may not require a DPIA due to the
lower level of risk, and processing operations which meet at least two of these criteria will require a
DPIA.]
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For example:
Examples of processing

Possible Relevant criteria

A hospital processing its patients’ genetic and
health data (hospital information system).




The use of a camera system to monitor driving
behavior on highways. The controller envisages
to use an intelligent video analysis system to
single out cars and automatically recognize
license plates.
A company monitoring its employees’ activities,
including the monitoring of the employees’
work station, internet activity, etc
The gathering of public social media profiles
data to be used by private companies
generating profiles for contact directories.
An online magazine using a mailing list to send
a generic daily digest to its subscribers.
An e-commerce website displaying adverts for
vintage car parts involving limited profiling
based on past purchases behaviour on certain
parts of its website.











DPIA
Required?

Sensitive data
Data concerning vulnerable
data subjects
Systematic monitoring
Innovative use or applying
technological or organisational
solutions

Yes

Systematic monitoring
Data concerning vulnerable
data subjects
Evaluation or scoring
Data processed on a large
scale
(none)
Evaluation or scoring, but not
systematic or extensive

Not
necessarily

However, in some cases, a processing meeting only one of these criteria will require a DPIA.
Conversely, if the controller believes that despite the fact that the processing meets at least two
criteria, it is considered not to be “likely high risk”, he has to thoroughly document the reasons for
not carrying out a DPIA.
In addition, a data controller subject to the obligation to carry out the DPIA “shall maintain a record
of processing activities under its responsibility” including inter alia the purposes of processing, a
description of the categories of data and recipients of the data and “where possible, a general
description of the technical and organisational security measures referred to in Article 32(1)” (Article
30(1)) and must assess whether a high risk is likely, even if they ultimately decide not to carry out a
DPIA.
Note: supervisory authorities are required to establish, make public and communicate a list of the
processing operations that require a DPIA to the European Data Protection Board (EDPB) (Article
35(4)). The criteria set out above can help supervisory authorities to constitute such a list, potentially
with more specific content added in time if appropriate. For example, the processing of any type of
biometric data or that of children could also be considered as relevant for the development of a list
pursuant to article 35(4).
b) When isn’t a DPIA required? When the processing is not "likely to result in a high risk", or
has already been authorized, or has a legal basis.

A DPIA is not required in the following cases:
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where the processing is not "likely to result in a high risk to the rights and freedoms of
natural persons" (Article 35(1));
when the nature, scope, context and purposes of the processing are very similar to the
processing for which DPIA have been carried out. In such cases, results of DPIA for similar
processing can be used (Article 35(1));
where a processing operation has a legal basis in EU or Member State law and has stated
that an initial DPIA does not have to be carried out, where the law regulates the specific
processing operation and where a DPIA, according to the standards of the GDPR, has already
been carried out as part of the establishment of that legal basis (Article 35(10));
where the processing is included on the optional list (established by the supervisory
authority) of processing operations for which no DPIA is required (Article 35(5)). Such a list
may contain processing activities that comply with the conditions specified by this authority,
in particular through guidelines, specific decisions or authorizations, compliance rules, etc.
(e.g. in France, authorizations, exemptions, simplified rules, compliance packs…). In such
cases, and subject to re-assessment by the competent supervisory authority, a DPIA is not
required, but only if the processing falls strictly within the scope of the relevant procedure
mentioned in the list and continues to comply fully with the relevant requirements

c) What about already existing processing operations? DPIAs are needed for those created after
May 2018 or that change significantly.
The requirement to carry out a DPIA applies to processing operations meeting the criteria in Article
35 and initiated after the GPDR becomes applicable on 25 May 2018.
WP29 strongly recommends to carry out DPIAs for processing operations already underway prior to
May 2018. In addition, where necessary, “the controller shall carry out a review to assess if
processing is performed in accordance with the data protection impact assessment at least when
there is a change of the risk represented by processing operation” (Article 35(11)).
Moreover, this would be the case where a significant change to the processing operation has taken
place after May 2018, for example because a new technology has come into use or because personal
data is being used for different purpose. In cases like this, the processing in effect becomes a new
data processing operation and could require a DPIA.
The DPIA should certainly be reviewed when there is a change of the risk presented by the
processing operation (Article 35(11)).
Risks can change as a result of change to one of the components of the processing operation (data,
supporting assets, risk sources, potential impacts, threats, etc.) or because the context of the
processing evolves (purpose, functionalities, etc.). Data processing systems can evolve quickly and
new vulnerabilities can arise. Therefore it should be noted that the revision of a DPIA is not only
useful for continuous improvement, but also critical to maintain the level of data protection in a
changing environment over longer time.
Finally, a DPIA may also become necessary because the organisational or societal context for the
processing activity has changed, for example because the effects of certain automated decisions
have become more significant, new categories of natural persons become vulnerable to
discrimination or the data is intended to be transferred to data recipients located in a country which
has left the EU.
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As a matter of good practice, a DPIA should be continuously carried out on existing processing
activities. However, it should be re-assessed after 3 years, perhaps sooner, depending on the nature
of the processing and the rate of change in the processing operation and general circumstances.
Such assessment is also recommended for data processing which have taken place before May 2018
and where therefore not subject to a DPIA, to make sure that 3 years after this date or sooner,
depending on the context, the risks for the rights and freedoms are still mitigated.

C. How to carry out a DPIA?
a) At what moment should a DPIA be carried out? Prior to the processing.
The DPIA should be carried out “prior to the processing” (Articles 35(1) and 35(10), recitals 90 and
93). This is consistent with data protection by design and by default principles (Article 25 and recital
78).
The DPIA should be started as early as practical in the design of the processing operation even if
some of the processing operations are still unknown. As the DPIA is updated throughout the lifecycle
project, it will ensure that data protection and privacy are considered and promote the creation of
solutions which promote compliance. It can also be necessary to repeat individual steps of the
assessment as the development process progresses because the selection of certain technical or
organizational measures may affect the severity or likelihood of the risks posed by the processing.
The fact that the DPIA may need to be updated once the processing has actually started is not a valid
reason for postponing or not carrying out a DPIA. In some cases the DPIA will be an on-going
process, for example where a processing operation is dynamic and subject to ongoing change.
Carrying out a DPIA is a continual process, not a one-time exercise.

b) Who is obliged to carry out the DPIA? The data controller, with the DPO and the data
processor(s)
The controller is responsible to ensure that the DPIA is carried out (Article 35(2)). Carrying out the
DPIA may be done by someone else, inside or outside the organization, but the controller remains
ultimately accountable for that task.
The controller must also seek the advice of the Data Protection Officer (DPO), where designated
(Article 35(2)) and this advice, and the decisions taken, should be documented within the DPIA. The
DPO should also monitor the performance of the DPIA (Article 39(1)(c)). Further guidance is provided
in the WP29 Guidelines on Data Protection Officer 16/EN WP 243.
If the processing is wholly or partly performed by a data processor, the processor should assist the
controller in carrying out the DPIA and provide any necessary information.
The controller must “seek the views of data subjects or their representatives” (Article 35(9)), “where
appropriate”. The WP29 considers that:
 those views could be sought through a variety of means, depending on the context (e.g. an
internal or external study related to the purpose and means of the processing operation, a
formal question to the staff representatives or trade/labour unions or a survey sent to the
data controller’s future customers);
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if the data controller’s final decision differs from the views of the data subjects, its reasons
for going ahead or not should be documented;
the controller should also document its justification for not seeking the views of data
subjects, if it decides that this is not appropriate.

Finally, it is good practice to define and document other specific roles and responsibilities,
depending on internal policy, processes and rules, e.g.:
 where specific business units may propose to carry out a DPIA, those units should then
provide input to the DPIA and should be involved in the validation process;
 where appropriate, it is recommended to seek the advice from independent experts of
different professions (lawyers, technicians, security experts, sociologists, ethics, etc.).
 the roles and responsibilities of the processors must be contractually defined; and the DPIA
must be carried out with the processor’s help, taking into account the nature of the
processing and the information available to the processor (Article 28(3)(f));
 the DPO could suggest that the controller carries out a DPIA on a specific processing
operation, should help the stakeholders on the methodology, help to evaluate the quality of
the risk assessment, help to evaluate whether the residual risk is acceptable, and contribute
to the development of knowledge specific to the data controller context;
 the Chief Information Security Officer (CISO), if appointed, and/or the IT department, should
provide assistance to the controller, and could propose to carry out a DPIA on a specific
processing operation, depending on security or operational needs.

c) What is the methodology to carry out a DPIA? Different methodologies but common criteria.

The GDPR sets out the minimum features of a DPIA (Article 35(7), and recitals 84 and 90):
 “a description of the envisaged processing operations and the purposes of the processing”;
 “an assessment of the necessity and proportionality of the processing”;
 “an assessment of the risks to the rights and freedoms of data subjects”;
 “the measures envisaged to:
o “address the risks”;
o “demonstrate compliance with this Regulation”.
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The following figure illustrates the generic iterative process for carrying out a DPIA:

Compliance with a code of conduct (Article 40) has to be taken into account (Article 35(8)) when
assessing the impact of a data processing operation. This can be useful to demonstrate that
adequate measures have been chosen or put in place, provided that the code of conduct is
appropriate to the processing operation.
All the relevant requirements set out in the GDPR provide a broad, generic framework for designing
and carrying out a DPIA. The practical implementation of a DPIA will depend on the requirements set
out in the GDPR which may be supplemented with more detailed practical guidance. This opens the
way for scalability, meaning that even a small data controller can design and implement a suitable
DPIA.
Recital 90 of the GDPR outlines a number of components of the DPIA which overlap with welldefined
components of risk management (e.g. ISO 31000). In risk management terms, a DPIA aims at
“managing risks” to the rights and freedoms of natural persons, using the following three processes,
by:
 establishing the context: “taking into account the nature, scope, context and purposes of the
processing and the sources of the risk”;
 assessing the risks: “assess the particular likelihood and severity of the high risk”;
 treating the risks: “mitigating that risk” and “ensuring the protection of personal data”, and
“demonstrating compliance with this Regulation”.
Note: the DPIA under the GDPR is a tool for managing risks to the rights of the data subjects, and
thus takes their perspective, like it is done in certain fields (e.g. societal security), whereas risk
management in some other fields (e.g. information security) is focused on the organization. A “risk”
is a scenario describing an event and its consequences, estimated in terms of severity and likelihood.
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Article 35 refers to a likely high risk “to the rights and freedoms of individuals”. As indicated in the
Article 29 Data Protection Working Party (WP29) Statement 14/EN WP 218 (p. 4), the reference to
“the rights and freedoms” of the data subjects primarily concerns the right to privacy but may also
involve other fundamental rights such as freedom of speech, freedom of thought, freedom of
movement, prohibition of discrimination, right to liberty, conscience and religion.
The GDPR provides data controllers with flexibility to determine the precise structure and form of
the DPIA in order to allow for this to fit with existing working practices. There are a number of
different established processes within the EU and worldwide which take account of the components
described in recital 90. However, whatever its form, a DPIA must be a genuine assessment of risks,
allowing controllers to take measures to address them.
Different methodologies (see Annex 1 for examples of data protection and privacy impact
assessment methodologies) could be used to assist in the implementation of the basic requirements
set out in the GDPR.
In order to allow these different approaches to exist, whilst allowing controllers to comply with the
GDPR, common criteria have been identified (see Annex 2). They clarify the basic requirements of
the Regulation, but provide enough scope for different forms of implementation. These criteria can
be used to show that a particular DPIA methodology meets the standards required by the GDPR.
The WP29 encourages the development of sector-specific DPIA frameworks. This is because they can
draw on specific sectoral knowledge, meaning the DPIA can address the specifics of a particular type
of processing operation (e.g.: particular types of data, corporate assets, potential impacts, threats,
measures). This means the DPIA can address the issues that arise in a particular economic sector, or
when using particular technologies or carrying out particular types of processing operation.

d) Should the DPIA be published? Yes, either in full or in part, and it must be communicated
to the supervisory authority in case of prior consultation.

Publishing a DPIA is not a legal requirement of the GDPR. It is left upon the controller´s decision.
However, data controllers should consider publishing their DPIA, or perhaps part of their DPIA. The
purpose of such a process would be to help foster trust in the controller’s processing operations, and
demonstrate accountability and transparency. It is particularly good practice to publish a DPIA where
members of the public are affected by the processing operation. This could particularly be the case
where a public authority carries out a DPIA.
The published DPIA does not need to contain the whole assessment, especially when the DPIA could
present specific information concerning security risks for the data controller or give away trade
secrets or commercially sensitive information. It could even consist of just a summary of the DPIA’s
main findings.
Moreover, when a DPIA reveals high residual risks, the data controller will be required to seek prior
consultation for the processing from the supervisory authority (Article 36(1)). As part of this, the
DPIA must be provided (Article 36(3)(e))
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D. When shall the supervisory authority be consulted? When residual risks are high as explained
above:




a DPIA is required when a processing operation “is likely to result in a high risk to the rights
and freedoms of natural person” (Article 35(1), see III.B.a). As an example, the processing of
health data on a large scale is considered as likely to result in a high risk, and requires a
DPIA;
then, it is the responsibility of the data controller to assess the risks to the rights and
freedoms of data subjects and to identify the measures envisaged to reduce those risks to an
acceptable level and to demonstrate compliance with the GDPR (Article 35(7), see III.C.c). An
example could be the storage of personal data on laptop computers with appropriate
technical and organisational security measures (effective full disk encryption, robust key
management, appropriate access control, secured backups, etc.) in addition to existing
policies (notice, consent, right of access, right to object, etc.).

In the laptop example above, the risks have been managed by the data controller and following the
reading of Article 36(1) and recitals 84 and 94, the processing can proceed without consultation with
the supervisory authority. It is in cases where the identified risks cannot be sufficiently addressed by
the data controller (i.e. the residual risks remains high) then the data controller must consult the
supervisory authority.
An example of an unacceptable high residual risk includes where the data subjects may encounter
significant, or even irreversible, consequences, which they may not overcome, and/or when it seems
obvious that the risk will occur.
Whenever the data controller cannot find sufficient measures (i.e. when the residual risks are still
high), consultation with the supervisory authority will be necessary.
Moreover, the controller will have to consult the supervisory authority whenever Member State law
requires controllers to consult with, and/or obtain prior authorisation from, the supervisory
authority in relation to processing by a controller for the performance of a task carried out by the
controller in the public interest, including processing in relation to social protection and public
health (Article 36(5)).
It should however be stated that regardless of whether or not consultation with the supervisory is
required based on the level of residual risk then the obligations of retaining a record of the DPIA and
updating the DPIA in due course remain.
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IV. Conclusions and recommendations
DPIAs are a useful way for data controllers to implement data processing systems that comply with
the GDPR and can be mandatory for some types of processings. They are scalable and can take
different forms, but the GDPR sets out the basic requirements of an effective DPIA. Data controllers
should see the carrying out of a DPIA as a useful and positive activity that aids legal compliance.
Article 24(1) sets out the basic responsibility of the controller in terms of complying with the GDPR:
“taking into account the nature, scope, context and purposes of processing as well as the risks of
varying likelihood and severity for the rights and freedoms of natural persons, the controller shall
implement appropriate technical and organisational measures to ensure and to be able to
demonstrate that processing is performed in accordance with this Regulation. Those measures shall
be reviewed and updated where necessary”.
The DPIA is a key part of complying with the Regulation where high risk data processing is planned or
is taking place. This means that data controllers should use the criteria set out in this document to
determine whether or not a DPIA has to be carried out. Internal data controller policy could extend
this list beyond the GDPR’s legal requirements. This should result in greater trust and confidence of
data subjects and other data controllers.
Where a likely high risk processing is planned, the data controller must:
 choose a DPIA methodology (examples given in Annex 1) that satisfies the criteria in Annex
2, or specify and implement a systematic DPIA process that:
o is compliant with the criteria in Annex 2;
o is integrated into existing design, development, change, risk and operational review
processes in accordance with internal processes, context and culture;
o involves the appropriate interested parties and define their responsibilities clearly
(controller, DPO, data subjects or their representatives, business, technical services,
processors, information security officer, etc.);
 provide the DPIA report to the competent supervisory authority when required to do so;
 consult the supervisory authority when they have failed to determine sufficient measures to
mitigate the high risks;
 periodically review the DPIA and the processing it assesses, at least when there is a change
of the risk posed by processing the operation;
 document the decisions taken.
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Annex 1 – Examples of existing EU DPIA frameworks
The GDPR does not specify which DPIA process must be followed but instead allows for data
controllers to introduce a framework which complements their existing working practices provided it
takes account of the components described in Article 35(7). Such a framework can be bespoke to the
data controller or common across a particular industry. Previously published frameworks developed
by EU DPAs and EU sector-specific frameworks include (but are not limited to):
Examples of EU generic frameworks:
 DE: Standard Data Protection Model, V.1.0 – Trial version, 2016.
https://www.datenschutzzentrum.de/uploads/SDM-Methodology_V1_EN1.pdf


ES: Guía para una Evaluación de Impacto en la Protección de Datos Personales (EIPD),
Agencia española de protección de datos (AGPD), 2014.
https://www.agpd.es/portalwebAGPD/canaldocumentacion/publicaciones/common/Guias/
Guia_EIPD.pdf



FR: Privacy Impact Assessment (PIA), Commission nationale de l’informatique et des libertés
(CNIL), 2015.
https://www.cnil.fr/fr/node/15798



UK: Conducting privacy impact assessments code of practice, Information Commissioner’s
Office (ICO), 2014.
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf

Examples of EU sector-specific frameworks:


Privacy and Data Protection Impact Assessment Framework for RFID Applications28.
http://ec.europa.eu/justice/data-protection/article29/documentation/opinionrecommendation/files/2011/wp180_annex_en.pdf



Data Protection Impact Assessment Template for Smart Grid and Smart Metering systems.
http://ec.europa.eu/energy/sites/ener/files/documents/2014_dpia_smart_grids_forces.pdf

An international standard will also provide guidelines for methodologies used for carrying out a DPIA
(ISO/IEC 29134).
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Annex 2 – Criteria for an acceptable DPIA
The WP29 proposes the following criteria which data controllers can use to assess whether or not a
DPIA, or a methodology to carry out a DPIA, is sufficiently comprehensive to comply with the GDPR:
 a systematic description of the processing is provided (Article 35(7)(a)):
 nature, scope, context and purposes of the processing are taken into account (recital 90);
 personal data, recipients and period for which the personal data will be stored are
recorded;
 a functional description of the processing operation is provided;
 the assets on which personal data rely (hardware, software, networks, people, paper or
paper transmission channels) are identified;
 compliance with approved codes of conduct is taken into account (Article 35(8))
 necessity and proportionality are assessed (Article 35(7)(b)):
 measures envisaged to comply with the Regulation are determined (Article 35(7)(d) and
recital 90), taking into account:
 measures contributing to the proportionality and the necessity of the processing
on the basis of:
 specified, explicit and legitimate purpose(s) (Article 5(1)(b));
 lawfulness of processing (Article 6);
 adequate, relevant and limited to what is necessary data (Article 5(1)(c));
 limited storage duration (Article 5(1)(e));
 measures contributing to the rights of the data subjects:
 information provided to the data subject (Articles 12, 13 and 14);
 right of access and portability (Articles 15 and 20);
 right to rectify, erase, object, restriction of processing (Article 16 to 19 and
21);
 recipients;
 processor(s) (Article 28);
 safeguards surrounding international transfer(s) (Chapter V);
 prior consultation (Article 36).
 risks to the rights and freedoms of data subjects are managed (Article 35(7)(c)):
 origin, nature, particularity and severity of the risks are appreciated (cf. recital 84) or,
more specifically, for each risk (illegitimate access, undesired modification, and
disappearance of data) from the perspective of the data subjects:
 risks sources are taken into account (recital 90);
 potential impacts to the rights and freedoms of data subjects are identified in case
of illegitimate access, undesired modification and disappearance of data;
 threats that could lead to illegitimate access, undesired modification and
disappearance of data are identified;
 likelihood and severity are estimated (recital 90);
 measures envisaged to treat those risks are determined (Article 35(7)(d) and recital 90);
 interested parties are involved:
 the advice of the DPO is sought (Article 35(2));
 the views of data subjects or their representatives are sought (Article 35(9)).
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A3 - Guidelines on Data Protection Officers (‘DPOs’)

Adopted on 5 April 2017
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1 Introduction
The General Data Protection Regulation (‘GDPR’), due to come into effect on 25 May 2018, provides
a modernised, accountability-based compliance framework for data protection in Europe. Data
Protection Officers (‘DPO’s) will be at the heart of this new legal framework for many organisations,
facilitating compliance with the provisions of the GDPR.
Under the GDPR, it is mandatory for certain controllers and processors to designate a DPO. This will
be the case for all public authorities and bodies (irrespective of what data they process), and for
other organisations that - as a core activity - monitor individuals systematically and on a large scale,
or that process special categories of personal data on a large scale.
Even when the GDPR does not specifically require the appointment of a DPO, organisations may
sometimes find it useful to designate a DPO on a voluntary basis. The Article 29 Data Protection
Working Party (‘WP29’) encourages these voluntary efforts.
The concept of DPO is not new. Although Directive 95/46/EC did not require any organisation to
appoint a DPO, the practice of appointing a DPO has nevertheless developed in several Member
States over the years.
Before the adoption of the GDPR, the WP29 argued that the DPO is a cornerstone of accountability
and that appointing a DPO can facilitate compliance and furthermore, become a competitive
advantage for businesses. In addition to facilitating compliance through the implementation of
accountability tools (such as facilitating data protection impact assessments and carrying out or
facilitating audits), DPOs act as intermediaries between relevant stakeholders (e.g. supervisory
authorities, data subjects, and business units within an organisation).
DPOs are not personally responsible in case of non-compliance with the GDPR. The GDPR makes it
clear that it is the controller or the processor who is required to ensure and to be able to
demonstrate that the processing is performed in accordance with its provisions (Article 24(1)). Data
protection compliance is a responsibility of the controller or the processor.
The controller or the processor also has a crucial role in enabling the effective performance of the
DPO’s tasks. Appointing a DPO is a first step but DPOs must also be given sufficient autonomy and
resources to carry out their tasks effectively.
The GDPR recognises the DPO as a key player in the new data governance system and lays down
conditions for his or her appointment, position and tasks. The aim of these guidelines is to clarify the
relevant provisions in the GDPR in order to help controllers and processors to comply with the law,
but also to assist DPOs in their role. The guidelines also provide best practice recommendations,
building on the experience gained in some EU Member States. The WP29 will monitor the
implementation of these guidelines and may complement them with further details as appropriate.
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2 Designation of a DPO
2.1. Mandatory designation
Article 37(1) of the GDPR requires the designation of a DPO in three specific cases:
a) where the processing is carried out by a public authority or body;
b) where the core activities of the controller or the processor consist of processing operations,
which require regular and systematic monitoring of data subjects on a large scale; or
c) where the core activities of the controller or the processor consist of processing on a large
scale of special categories of data or personal data relating to criminal convictions and
offences.
In the following subsections, the WP29 provides guidance with regard to the criteria and
terminology used in Article 37(1).
Unless it is obvious that an organisation is not required to designate a DPO, the WP29 recommends
that controllers and processors document the internal analysis carried out to determine whether or
not a DPO is to be appointed, in order to be able to demonstrate that the relevant factors have been
taken into account properly. This analysis is part of the documentation under the accountability
principle. It may be required by the supervisory authority and should be updated when necessary,
for example if the controllers or the processors undertake new activities or provide new services
that might fall within the cases listed in Article 37(1).
When an organisation designates a DPO on a voluntary basis, the requirements under Articles 37 to
39 will apply to his or her designation, position and tasks as if the designation had been mandatory.
Nothing prevents an organisation, which is not legally required to designate a DPO and does not
wish to designate a DPO on a voluntary basis to nevertheless employ staff or outside consultants
with tasks relating to the protection of personal data. In this case it is important to ensure that there
is no confusion regarding their title, status, position and tasks. Therefore, it should be made clear, in
any communications within the company, as well as with data protection authorities, data subjects,
and the public at large, that the title of this individual or consultant is not a data protection officer
(DPO). The DPO, whether mandatory or voluntary, is designated for all the processing operations
carried out by the controller or the processor.
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2.1.1 ‘Public Authority or Body’
The GDPR does not define what constitutes a ‘public authority or body’. The WP29 considers that
such a notion is to be determined under national law. Accordingly, public authorities and bodies
include national, regional and local authorities, but the concept, under the applicable national laws,
typically also includes a range of other bodies governed by public law. In such cases, the designation
of a DPO is mandatory.
A public task may be carried out, and public authority may be exercised not only by public
authorities or bodies but also by other natural or legal persons governed by public or private law, in
sectors such as, according to national regulation of each Member State, public transport services,
water and energy supply, road infrastructure, public service broadcasting, public housing or
disciplinary bodies for regulated professions.
In these cases, data subjects may be in a very similar situation to when their data are processed by a
public authority or body. In particular, data can be processed for similar purposes and individuals
often have similarly little or no choice over whether and how their data will be processed and may
thus require the additional protection that the designation of a DPO can bring.
Even though there is no obligation in such cases, the WP29 recommends, as a good practice, that
private organisations carrying out public tasks or exercising public authority designate a DPO. Such a
DPO’s activity covers all processing operations carried out, including those that are not related to the
performance of a public task or exercise of official duty (e.g. the management of an employee
database).
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2.1.2 ‘Core Activities’
Article 37(1)(b) and (c) of the GDPR refers to the ‘core activities of the controller or processor’.
Recital 97 specifies that the core activities of a controller relate to ‘primary activities and do not
relate to the processing of personal data as ancillary activities’. ‘Core activities’ can be considered as
the key operations necessary to achieve the controller’s or processor’s goals.
However, ‘core activities’ should not be interpreted as excluding activities where the processing of
data forms an inextricable part of the controller’s or processor’s activity. For example, the core
activity of a hospital is to provide health care. However, a hospital could not provide healthcare
safely and effectively without processing health data, such as patients’ health records. Therefore,
processing these data should be considered to be one of any hospital’s core activities and hospitals
must therefore designate DPOs.
As another example, a private security company carries out the surveillance of a number of private
shopping centres and public spaces. Surveillance is the core activity of the company, which in turn is
inextricably linked to the processing of personal data. Therefore, this company must also designate a
DPO.
On the other hand, all organisations carry out certain activities, for example, paying their employees
or having standard IT support activities. These are examples of necessary support functions for the
organisation’s core activity or main business. Even though these activities are necessary or essential,
they are usually considered ancillary functions rather than the core activity.
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2.1.3 ‘Large Scale’
Article 37(1)(b) and (c) requires that the processing of personal data be carried out on a large scale in
order for the designation of a DPO to be triggered. The GDPR does not define what constitutes
largescale processing, though recital 91 provides some guidance.
Indeed, it is not possible to give a precise number either with regard to the amount of data
processed or the number of individuals concerned, which would be applicable in all situations. This
does not exclude the possibility, however, that over time, a standard practice may develop for
identifying in more specific and/or quantitative terms what constitutes ‘large scale’ in respect of
certain types of common processing activities. The WP29 also plans to contribute to this
development, by way of sharing and publicising examples of the relevant thresholds for the
designation of a DPO.
In any event, the WP29 recommends that the following factors, in particular, be considered when
determining whether the processing is carried out on a large scale:
 The number of data subjects concerned - either as a specific number or as a proportion of
the relevant population
 The volume of data and/or the range of different data items being processed
 The duration, or permanence, of the data processing activity
 The geographical extent of the processing activity
Examples of large-scale processing include:
 processing of patient data in the regular course of business by a hospital
 processing of travel data of individuals using a city’s public transport system (e.g. tracking via
travel cards)
 processing of real time geo-location data of customers of an international fast food chain for
statistical purposes by a processor specialised in providing these services
 processing of customer data in the regular course of business by an insurance company or a
bank
 processing of personal data for behavioural advertising by a search engine
 processing of data (content, traffic, location) by telephone or internet service providers
Examples that do not constitute large-scale processing include:
 processing of patient data by an individual physician
 processing of personal data relating to criminal convictions and offences by an individual
lawyer
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2.1.4 ‘Regular nd Systematic Monitoring’
The notion of regular and systematic monitoring of data subjects is not defined in the GDPR, but the
concept of ‘monitoring of the behaviour of data subjects’ is mentioned in recital 24 and clearly
includes all forms of tracking and profiling on the internet, including for the purposes of behavioural
advertising.
However, the notion of monitoring is not restricted to the online environment and online tracking
should only be considered as one example of monitoring the behaviour of data subjects.
WP29 interprets ‘regular’ as meaning one or more of the following:
 Ongoing or occurring at particular intervals for a particular period
 Recurring or repeated at fixed times
 Constantly or periodically taking place
WP29 interprets ‘systematic’ as meaning one or more of the following:
 Occurring according to a system
 Pre-arranged, organised or methodical
 Taking place as part of a general plan for data collection
 Carried out as part of a strategy

Examples of activities that may constitute a regular and systematic monitoring of data subjects:
operating a telecommunications network; providing telecommunications services; email retargeting;
data-driven marketing activities; profiling and scoring for purposes of risk assessment (e.g. for
purposes of credit scoring, establishment of insurance premiums, fraud prevention, detection of
money-laundering); location tracking, for example, by mobile apps; loyalty programs; behavioural
advertising; monitoring of wellness, fitness and health data via wearable devices; closed circuit
television; connected devices e.g. smart meters, smart cars, home automation, etc.
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2.1.5 Special Categories of Data and Data Relating to Criminal Convictions and Offences
Article 37(1)(c) addresses the processing of special categories of data pursuant to Article 9, and
personal data relating to criminal convictions and offences set out in in Article 10. Although the
provision uses the word ‘and’, there is no policy reason for the two criteria having to be applied
simultaneously. The text should therefore be read to say ‘or’.
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2.2. DPO of the processor
Article 37 applies to both controllers and processors with respect to the designation of a DPO.
Depending on who fulfils the criteria on mandatory designation, in some cases only the controller or
only the processor, in other cases both the controller and its processor are required to appoint a
DPO (who should then cooperate with each other).
It is important to highlight that even if the controller fulfils the criteria for mandatory designation its
processor is not necessarily required to appoint a DPO. This may, however, be a good practice.
Examples:


A small family business active in the distribution of household appliances in a single town
uses the services of a processor whose core activity is to provide website analytics services
and assistance with targeted advertising and marketing. The activities of the family business
and its customers do not generate processing of data on a ‘large scale’, considering the small
number of customers and the relatively limited activities. However, the activities of the
processor, having many customers like this small enterprise, taken together, are carrying out
large-scale processing. The processor must therefore designate a DPO under Article 37(1)(b).
At the same time, the family business itself is not under an obligation to designate a DPO.



A medium-size tile manufacturing company subcontracts its occupational health services to
an external processor, which has a large number of similar clients. The processor shall
designate a DPO under Article 37(1)(c) provided that the processing is on a large scale.
However, the manufacturer is not necessarily under an obligation to designate a DPO.

The DPO designated by a processor also oversees activities carried out by the processor organisation
when acting as a data controller in its own right (e.g. HR, IT, logistics).
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2.3. Designation of a single DPO for several organisations
Article 37(2) allows a group of undertakings to designate a single DPO provided that he or she is
‘easily accessible from each establishment’. The notion of accessibility refers to the tasks of the DPO
as a contact point with respect to data subjects, the supervisory authority but also internally within
the organisation, considering that one of the tasks of the DPO is ‘to inform and advise the controller
and the processor and the employees who carry out processing of their obligations pursuant to this
Regulation’.
In order to ensure that the DPO, whether internal or external, is accessible it is important to make
sure that their contact details are available in accordance with the requirements of the GDPR.
He or she, with the help of a team if necessary, must be in a position to efficiently communicate with
data subjects and cooperate with the supervisory authorities concerned. This also means that this
communication must take place in the language or languages used by the supervisory authorities
and the data subjects concerned. The availability of a DPO (whether physically on the same premises
as employees, via a hotline or other secure means of communication) is essential to ensure that data
subjects will be able to contact the DPO.
According to Article 37(3), a single DPO may be designated for several public authorities or bodies,
taking account of their organisational structure and size. The same considerations with regard to
resources and communication apply. Given that the DPO is in charge of a variety of tasks, the
controller or the processor must ensure that a single DPO, with the help of a team if necessary, can
perform these efficiently despite being designated for several public authorities and bodies.
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2.4. Accessibility and localisation of the DPO
According to Section 4 of the GDPR, the accessibility of the DPO should be effective.
To ensure that the DPO is accessible, the WP29 recommends that the DPO be located within the
European Union, whether or not the controller or the processor is established in the European
Union.
However, it cannot be excluded that, in some situations where the controller or the processor has
no establishment within the European Union, a DPO may be able to carry out his or her activities
more effectively if located outside the EU.
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2.5. Expertise and skills of the DPO
Article 37(5) provides that the DPO ‘shall be designated on the basis of professional qualities and, in
particular, expert knowledge of data protection law and practices and the ability to fulfil the tasks
referred to in Article 39’. Recital 97 provides that the necessary level of expert knowledge should be
determined according to the data processing operations carried out and the protection required for
the personal data being processed.
 Level of expertise
The required level of expertise is not strictly defined but it must be commensurate with the
sensitivity, complexity and amount of data an organisation processes. For example, where a data
processing activity is particularly complex, or where a large amount of sensitive data is involved, the
DPO may need a higher level of expertise and support. There is also a difference depending on
whether the organisation systematically transfers personal data outside the European Union or
whether such transfers are occasional. The DPO should thus be chosen carefully, with due regard to
the data protection issues that arise within the organisation.
 Professional qualities
Although Article 37(5) does not specify the professional qualities that should be considered when
designating the DPO, it is a relevant element that DPOs must have expertise in national and
European data protection laws and practices and an in-depth understanding of the GDPR. It is also
helpful if the supervisory authorities promote adequate and regular training for DPOs.
Knowledge of the business sector and of the organisation of the controller is useful. The DPO should
also have a good understanding of the processing operations carried out, as well as the information
systems, and data security and data protection needs of the controller.
In the case of a public authority or body, the DPO should also have a sound knowledge of the
administrative rules and procedures of the organisation.
 Ability to fulfil its tasks
Ability to fulfil the tasks incumbent on the DPO should be interpreted as both referring to their
personal qualities and knowledge, but also to their position within the organisation. Personal
qualities should include for instance integrity and high professional ethics; the DPO’s primary
concern should be enabling compliance with the GDPR. The DPO plays a key role in fostering a data
protection culture within the organisation and helps to implement essential elements of the GDPR,
such as the principles of data processing, data subjects’ rights, data protection by design and by
default, records of processing activities, security of processing, and notification and communication
of data breaches.
 DPO on the basis of a service contract
The function of the DPO can also be exercised on the basis of a service contract concluded with an
individual or an organisation outside the controller’s/processor’s organisation. In this latter case, it is
essential that each member of the organisation exercising the functions of a DPO fulfils all applicable
requirements of Section 4 of the GDPR (e.g., it is essential that no one has a conflict of interests). It is
equally important that each such member be protected by the provisions of the GDPR (e.g. no unfair
termination of service contract for activities as DPO but also no unfair dismissal of any individual
member of the organisation carrying out the DPO tasks). At the same time, individual skills and
strengths can be combined so that several individuals, working in a team, may more efficiently serve
their clients.
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For the sake of legal clarity and good organisation and to prevent conflicts of interests for the team
members, it is recommended to have a clear allocation of tasks within the DPO team and to assign a
single individual as a lead contact and person ‘in charge’ for each client. It would generally also be
useful to specify these points in the service contract.
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2.6. Publication and communication of the DPO’s contact details
Article 37(7) of the GDPR requires the controller or the processor:
 to publish the contact details of the DPO and
 to communicate the contact details of the DPO to the relevant supervisory authorities.
The objective of these requirements is to ensure that data subjects (both inside and outside of the
organisation) and the supervisory authorities can easily and directly contact the DPO without having
to contact another part of the organisation. Confidentiality is equally important: for example,
employees may be reluctant to complain to the DPO if the confidentiality of their communications is
not guaranteed.
The DPO is bound by secrecy or confidentiality concerning the performance of his or her tasks, in
accordance with Union or Member State law (Article 38(5))
The contact details of the DPO should include information allowing data subjects and the
supervisory authorities to reach the DPO in an easy way (a postal address, a dedicated telephone
number, and/or a dedicated e-mail address). When appropriate, for purposes of communications
with the public, other means of communications could also be provided, for example, a dedicated
hotline, or a dedicated contact form addressed to the DPO on the organisation’s website.
Article 37(7) does not require that the published contact details should include the name of the DPO.
Whilst it may be a good practice to do so, it is for the controller or the processor and the DPO to
decide whether this is necessary or helpful in the particular circumstances.
However, communication of the name of the DPO to the supervisory authority is essential in order
for the DPO to serve as contact point between the organisation and the supervisory authority
(Article 39(1)(e).
As a matter of good practice, the WP29 also recommends that an organisation informs its employees
of the name and contact details of the DPO. For example, the name and contact details of the DPO
could be published internally on organisation’s intranet, internal telephone directory, and
organisational charts.
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3 Position of the DPO
3.1. Involvement of the DPO in all issues relating to the protection of personal data
Article 38 of the GDPR provides that the controller and the processor shall ensure that the DPO is
‘involved, properly and in a timely manner, in all issues which relate to the protection of personal
data’.
It is crucial that the DPO, or his/her team, is involved from the earliest stage possible in all issues
relating to data protection. In relation to data protection impact assessments, the GDPR explicitly
provides for the early involvement of the DPO and specifies that the controller shall seek the advice
of the DPO when carrying out such impact assessments. Ensuring that the DPO is informed and
consulted at the outset will facilitate compliance with the GDPR, promote a privacy by design
approach and should therefore be standard procedure within the organisation’s governance. In
addition, it is important that the DPO be seen as a discussion partner within the organisation and
that he or she be part of the relevant working groups dealing with data processing activities within
the organisation.
Consequently, the organisation should ensure, for example, that:
 The DPO is invited to participate regularly in meetings of senior and middle management.
 His or her presence is recommended where decisions with data protection implications are
taken. All relevant information must be passed on to the DPO in a timely manner in order to
allow him or her to provide adequate advice.
 The opinion of the DPO must always be given due weight. In case of disagreement, the
WP29 recommends, as good practice, to document the reasons for not following the DPO’s
advice.
 The DPO must be promptly consulted once a data breach or another incident has occurred.
Where appropriate, the controller or processor could develop data protection guidelines or
programmes that set out when the DPO must be consulted.
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3.2. Necessary resources
Article 38(2) of the GDPR requires the organisation to support its DPO by ‘providing resources
necessary to carry out [their] tasks and access to personal data and processing operations, and to
maintain his or her expert knowledge’. The following items, in particular, are to be considered:










Active support of the DPO’s function by senior management (such as at board level).
Sufficient time for DPOs to fulfil their duties. This is particularly important where an internal
DPO is appointed on a part-time basis or where the external DPO carries out data protection
in addition to other duties. Otherwise, conflicting priorities could result in the DPO’s duties
being neglected. Having sufficient time to devote to DPO tasks is paramount. It is a good
practice to establish a percentage of time for the DPO function where it is not performed on
a full-time basis. It is also good practice to determine the time needed to carry out the
function, the appropriate level of priority for DPO duties, and for the DPO (or the
organisation) to draw up a work plan.
Adequate support in terms of financial resources, infrastructure (premises, facilities,
equipment) and staff where appropriate.
Official communication of the designation of the DPO to all staff to ensure that their
existence and function are known within the organisation.
Necessary access to other services, such as Human Resources, legal, IT, security, etc., so that
DPOs can receive essential support, input and information from those other services.
Continuous training. DPOs must be given the opportunity to stay up to date with regard to
developments within the field of data protection. The aim should be to constantly increase
the level of expertise of DPOs and they should be encouraged to participate in training
courses on data protection and other forms of professional development, such as
participation in privacy fora, workshops, etc.
Given the size and structure of the organisation, it may be necessary to set up a DPO team (a
DPO and his/her staff). In such cases, the internal structure of the team and the tasks and
responsibilities of each of its members should be clearly drawn up. Similarly, when the
function of the DPO is exercised by an external service provider, a team of individuals
working for that entity may effectively carry out the tasks of a DPO as a team, under the
responsibility of a designated lead contact for the client.

In general, the more complex and/or sensitive the processing operations, the more resources
must be given to the DPO. The data protection function must be effective and sufficiently wellresourced in relation to the data processing being carried out.
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3.3. Instructions and ‘performing their duties and tasks in an independent manner’
Article 38(3) establishes some basic guarantees to help ensure that DPOs are able to perform their
tasks with a sufficient degree of autonomy within their organisation. In particular,
controllers/processors are required to ensure that the DPO ‘does not receive any instructions
regarding the exercise of [his or her] tasks.’ Recital 97 adds that DPOs, ‘whether or not they are an
employee of the controller, should be in a position to perform their duties and tasks in an
independent manner’.
This means that, in fulfilling their tasks under Article 39, DPOs must not be instructed how to deal
with a matter, for example, what result should be achieved, how to investigate a complaint or
whether to consult the supervisory authority. Furthermore, they must not be instructed to take a
certain view of an issue related to data protection law, for example, a particular interpretation of the
law.
The autonomy of DPOs does not, however, mean that they have decision-making powers extending
beyond their tasks pursuant to Article 39.
The controller or processor remains responsible for compliance with data protection law and must
be able to demonstrate compliance. If the controller or processor makes decisions that are
incompatible with the GDPR and the DPO's advice, the DPO should be given the possibility to make
his or her dissenting opinion clear to the highest management level and to those making the
decisions. In this respect, Article 38(3) provides that the DPO ‘shall directly report to the highest
management level of the controller or the processor’. Such direct reporting ensures that senior
management (e.g. board of directors) is aware of the DPO’s advice and recommendations as part of
the DPO’s mission to inform and advise the controller or the processor. Another example of direct
reporting is the drafting of an annual report of the DPO’s activities provided to the highest
management level.
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3.4. Dismissal or penalty for performing DPO tasks
Article 38(3) requires that DPOs should ‘not be dismissed or penalised by the controller or the
processor for performing [their] tasks’.
This requirement strengthens the autonomy of DPOs and helps ensure that they act independently
and enjoy sufficient protection in performing their data protection tasks.
Penalties are only prohibited under the GDPR if they are imposed as a result of the DPO carrying out
his or her duties as a DPO. For example, a DPO may consider that a particular processing is likely to
result in a high risk and advise the controller or the processor to carry out a data protection impact
assessment but the controller or the processor does not agree with the DPO’s assessment. In such a
situation, the DPO cannot be dismissed for providing this advice.
Penalties may take a variety of forms and may be direct or indirect. They could consist, for example,
of absence or delay of promotion; prevention from career advancement; denial from benefits that
other employees receive. It is not necessary that these penalties be actually carried out, a mere
threat is sufficient as long as they are used to penalise the DPO on grounds related to his/her DPO
activities.
As a normal management rule and as it would be the case for any other employee or contractor
under, and subject to, applicable national contract or labour and criminal law, a DPO could still be
dismissed legitimately for reasons other than for performing his or her tasks as a DPO (for instance,
in case of theft, physical, psychological or sexual harassment or similar gross misconduct).
In this context it should be noted that the GDPR does not specify how and when a DPO can be
dismissed or replaced by another person. However, the more stable a DPO’s contract is, and the
more guarantees exist against unfair dismissal, the more likely they will be able to act in an
independent manner. Therefore, the WP29 would welcome efforts by organisations to this effect.
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3.5. Conflict of interests
Article 38(6) allows DPOs to ‘fulfil other tasks and duties’. It requires, however, that the organisation
ensure that ‘any such tasks and duties do not result in a conflict of interests’.
The absence of conflict of interests is closely linked to the requirement to act in an independent
manner. Although DPOs are allowed to have other functions, they can only be entrusted with other
tasks and duties provided that these do not give rise to conflicts of interests. This entails in particular
that the DPO cannot hold a position within the organisation that leads him or her to determine the
purposes and the means of the processing of personal data. Due to the specific organisational
structure in each organisation, this has to be considered case by case.
As a rule of thumb, conflicting positions within the organisation may include senior management
positions (such as chief executive, chief operating, chief financial, chief medical officer, head of
marketing department, head of Human Resources or head of IT departments) but also other roles
lower down in the organisational structure if such positions or roles lead to the determination of
purposes and means of processing. In addition, a conflict of interests may also arise for example if an
external DPO is asked to represent the controller or processor before the Courts in cases involving
data protection issues.
Depending on the activities, size and structure of the organisation, it can be good practice for
controllers or processors:
 to identify the positions which would be incompatible with the function of DPO
 to draw up internal rules to this effect in order to avoid conflicts of interests
 to include a more general explanation about conflicts of interests
 to declare that their DPO has no conflict of interests with regard to its function as a DPO, as
a way of raising awareness of this requirement
 to include safeguards in the internal rules of the organisation and to ensure that the vacancy
notice for the position of DPO or the service contract is sufficiently precise and detailed in
order to avoid a conflict of interests. In this context, it should also be borne in mind that
conflicts of interests may take various forms depending on whether the DPO is recruited
internally or externally
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4 Tasks of the DPO
4.1. Monitoring compliance with the GDPR
Article 39(1)(b) entrusts DPOs, among other duties, with the duty to monitor compliance with the
GDPR. Recital 97 further specifies that DPO ‘should assist the controller or the processor to monitor
internal compliance with this Regulation’.
As part of these duties to monitor compliance, DPOs may, in particular:
 collect information to identify processing activities
 analyse and check the compliance of processing activities
 inform, advise and issue recommendations to the controller or the processor
Monitoring of compliance does not mean that it is the DPO who is personally responsible where
there is an instance of non-compliance. The GDPR makes it clear that it is the controller, not the
DPO, who is required to ‘implement appropriate technical and organisational measures to ensure
and to be able to demonstrate that processing is performed in accordance with this Regulation’
(Article 24(1)). Data protection compliance is a corporate responsibility of the data controller, not of
the DPO.
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4.2. Role of the DPO in a data protection impact assessment
According to Article 35(1), it is the task of the controller, not of the DPO, to carry out, when
necessary, a data protection impact assessment (‘DPIA’). However, the DPO can play a very
important and useful role in assisting the controller. Following the principle of data protection by
design, Article 35(2) specifically requires that the controller ‘shall seek advice’ of the DPO when
carrying out a DPIA. Article 39(1)(c), in turn, tasks the DPO with the duty to ‘provide advice where
requested as regards the [DPIA] and monitor its performance pursuant to Article 35’.
The WP29 recommends that the controller should seek the advice of the DPO, on the following
issues, amongst others:
 whether or not to carry out a DPIA
 what methodology to follow when carrying out a DPIA
 whether to carry out the DPIA in-house or whether to outsource it
 what safeguards (including technical and organisational measures) to apply to mitigate any
risks to the rights and interests of the data subjects
 whether or not the data protection impact assessment has been correctly carried out and
whether its conclusions (whether or not to go ahead with the processing and what
safeguards to apply) are in compliance with the GDPR
If the controller disagrees with the advice provided by the DPO, the DPIA documentation should
specifically justify in writing why the advice has not been taken into account.
The WP29 further recommends that the controller clearly outline, for example in the DPO’s contract,
but also in information provided to employees, management (and other stakeholders, where
relevant), the precise tasks of the DPO and their scope, in particular with respect to carrying out the
DPIA.
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4.3. Cooperating with the supervisory authority and acting as a contact point
According to Article 39(1)(d) and (e), the DPO should ‘cooperate with the supervisory authority’ and
‘act as a contact point for the supervisory authority on issues relating to processing, including the
prior consultation referred to in Article 36, and to consult, where appropriate, with regard to any
other matter’.
These tasks refer to the role of ‘facilitator’ of the DPO mentioned in the introduction to these
Guidelines. The DPO acts as a contact point to facilitate access by the supervisory authority to the
documents and information for the performance of the tasks mentioned in Article 57, as well as for
the exercise of its investigative, corrective, authorisation, and advisory powers mentioned in Article
58.
As already mentioned, the DPO is bound by secrecy or confidentiality concerning the performance of
his or her tasks, in accordance with Union or Member State law (Article 38(5)). However, the
obligation of secrecy/confidentiality does not prohibit the DPO from contacting and seeking advice
from the supervisory authority. Article 39(1)(e) provides that the DPO can consult the supervisory
authority on any other matter, where appropriate.
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4.4. Risk-based approach
Article 39(2) requires that the DPO ‘have due regard to the risk associated with the processing
operations, taking into account the nature, scope, context and purposes of processing’.
This article recalls a general and common sense principle, which may be relevant for many aspects of
a DPO’s day-to-day work. In essence, it requires DPOs to prioritise their activities and focus their
efforts on issues that present higher data protection risks. This does not mean that they should
neglect monitoring compliance of data processing operations that have comparatively lower level of
risks, but it does indicate that they should focus, primarily, on the higher-risk areas.
This selective and pragmatic approach should help DPOs advise the controller what methodology to
use when carrying out a DPIA, which areas should be subject to an internal or external data
protection audit, which internal training activities to provide to staff or management responsible for
data processing activities, and which processing operations to devote more of his or her time and
resources to.
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4.5. Role of the DPO in record-keeping
Under Article 30(1) and (2), it is the controller or the processor, not the DPO, who is required to
‘maintain a record of processing operations under its responsibility’ or ‘maintain a record of all
categories of processing activities carried out on behalf of a controller’.
In practice, DPOs often create inventories and hold a register of processing operations based on
information provided to them by the various departments in their organisation responsible for the
processing of personal data. This practice has been established under many current national laws
and under the data protection rules applicable to the EU institutions and bodies.
Article 39(1) provides for a list of tasks that the DPO must have as a minimum. Therefore, nothing
prevents the controller or the processor from assigning the DPO with the task of maintaining the
record of processing operations under the responsibility of the controller or the processor. Such a
record should be considered as one of the tools enabling the DPO to perform its tasks of monitoring
compliance, informing and advising the controller or the processor.
In any event, the record required to be kept under Article 30 should also be seen as a tool allowing
the controller and the supervisory authority, upon request, to have an overview of all the personal
data processing activities an organisation is carrying out. It is thus a prerequisite for compliance, and
as such, an effective accountability measure.
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5 Annex - DPO Guidelines: What You Need to Know
The objective of this annex is to answer, in a simplified and easy-to-read format, some of the key
questions that organisations may have regarding the new requirements under the General Data
Protection Regulation (GDPR) to appoint a DPO.
Designation of the DPO

1 Which organisations must appoint a DPO?
The designation of a DPO is an obligation:
 if the processing is carried out by a public authority or body (irrespective of what data is
being processed)
 if the core activities of the controller or the processor consist of processing operations,
which require regular and systematic monitoring of data subjects on a large scale
 if the core activities of the controller or the processor consist of processing on a large scale
of special categories of data or personal data relating to criminal convictions and offences
Note that Union or Member State law may require the designation of DPOs in other situations as
well.
Finally, even if the designation of a DPO is not mandatory, organisations may sometimes find it
useful to designate a DPO on a voluntary basis. The Article 29 Data Protection Working Party
(‘WP29’) encourages these voluntary efforts. When an organisation designates a DPO on a voluntary
basis, the same requirements will apply to his or her designation, position and tasks as if the
designation had been mandatory.
Source: Article 37(1) of the GDPR

2 What does ‘core activities’ mean?
‘Core activities’ can be considered as the key operations to achieve the controller’s or processor’s
objectives. These also include all activities where the processing of data forms as inextricable part of
the controller’s or processor’s activity. For example, processing health data, such as patient’s health
records, should be considered as one of any hospital’s core activities and hospitals must therefore
designate DPOs.
On the other hand, all organisations carry out certain supporting activities, for example, paying their
employees or having standard IT support activities. These are examples of necessary support
functions for the organisation’s core activity or main business. Even though these activities are
necessary or essential, they are usually considered ancillary functions rather than the core activity.
Source: Article 37(1)(b) and (c) of the GDPR
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3 What does ‘large scale’ mean?
The GDPR does not define what constitutes large-scale processing. The WP29 recommends that the
following factors, in particular, be considered when determining whether the processing is carried
out on a large scale:
 the number of data subjects concerned - either as a specific number or as a proportion of
the relevant population
 the volume of data and/or the range of different data items being processed
 the duration, or permanence, of the data processing activity
 the geographical extent of the processing activity
Examples of large scale processing include:
 processing of patient data in the regular course of business by a hospital
 processing of travel data of individuals using a city’s public transport system (e.g. tracking via
travel cards)
 processing of real time geo-location data of customers of an international fast food chain for
statistical purposes by a processor specialised in these activities
 processing of customer data in the regular course of business by an insurance company or a
bank
 processing of personal data for behavioural advertising by a search engine
 processing of data (content, traffic, location) by telephone or internet service providers
Examples that do not constitute large-scale processing include:
 processing of patient data by an individual physician
 processing of personal data relating to criminal convictions and offences by an individual
lawyer
Source: Article 37(1)(b) and (c) of the GDPR

4 What does ‘regular and systematic monitoring’ mean?
The notion of regular and systematic monitoring of data subjects is not defined in the GDPR, but
clearly includes all forms of tracking and profiling on the internet, including for the purposes of
behavioural advertising. However, the notion of monitoring is not restricted to the online
environment.
Examples of activities that may constitute a regular and systematic monitoring of data subjects:
operating a telecommunications network; providing telecommunications services; email retargeting;
data-driven marketing activities; profiling and scoring for purposes of risk assessment (e.g. for
purposes of credit scoring, establishment of insurance premiums, fraud prevention, detection of
money-laundering); location tracking, for example, by mobile apps; loyalty programs; behavioural
advertising; monitoring of wellness, fitness and health data via wearable devices; closed circuit
television; connected devices e.g. smart meters, smart cars, home automation, etc.
WP29 interprets ‘regular’ as meaning one or more of the following:
 ongoing or occurring at particular intervals for a particular period
 recurring or repeated at fixed times
 constantly or periodically taking place
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WP29 interprets ‘systematic’ as meaning one or more of the following:
 occurring according to a system
 pre-arranged, organised or methodical
 taking place as part of a general plan for data collection
 carried out as part of a strategy
Source: Article 37(1)(b) of the GDPR

5 Can organisations appoint a DPO jointly? If so, under what conditions?
Yes. A group of undertakings may designate a single DPO provided that he or she is ‘easily accessible
from each establishment’. The notion of accessibility refers to the tasks of the DPO as a contact
point with respect to data subjects, the supervisory authority and also internally within the
organisation. In order to ensure that the DPO is accessible, whether internal or external, it is
important to make sure that their contact details are available. The DPO, with the help of a team if
necessary, must be in a position to efficiently communicate with data subjects and cooperate with
the supervisory authorities concerned. This means that this communication must take place in the
language or languages used by the supervisory authorities and the data subjects concerned. The
availability of a DPO (whether physically on the same premises as employees, via a hotline or other
secure means of communication) is essential to ensure that data subjects will be able to contact the
DPO.
A single DPO may be designated for several public authorities or bodies, taking account of their
organisational structure and size. The same considerations with regard to resources and
communication apply. Given that the DPO is in charge of a variety of tasks, the controller or the
processor must ensure that a single DPO, with the help of a team if necessary, can perform these
efficiently despite being designated for several public authorities and bodies.
Source: Article 37(2) and (3) of the GDPR

6 Where should the DPO be located?
To ensure that the DPO is accessible, the WP29 recommends that the DPO be located within the
European Union, whether or not the controller or the processor is established in the European
Union.
However, it cannot be excluded that, in some situations where the controller or the processor has
no establishment within the European Union, a DPO may be able to carry out his or her activities
more effectively if located outside the EU.

7 Is it possible to appoint an external DPO?
Yes. The DPO may be a staff member of the controller or the processor (internal DPO) or fulfil the
tasks on the basis of a service contract. This means that the DPO can be external, and in this case,
his/her function can be exercised based on a service contract concluded with an individual or an
organisation.
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When the function of the DPO is exercised by an external service provider, a team of individuals
working for that entity may effectively carry out the DPO tasks as a team, under the responsibility of
a designated lead contact and ‘person in charge’ of the client. In this case, it is essential that each
member of the external organisation exercising the functions of a DPO fulfils all applicable
requirements of the GDPR.
For the sake of legal clarity and good organisation and to prevent conflicts of interests for the team
members, the Guidelines recommend to have, in the service contract, a clear allocation of tasks
within the external DPO team and to assign a single individual as a lead contact and person 'in
charge' of the client.
Source: Article 37(6) of the GDPR

8 What are the professional qualities that the DPO should have?
The DPO shall be designated on the basis of professional qualities and, in particular, expert
knowledge of data protection law and practices and the ability to fulfil his or her tasks.
The necessary level of expert knowledge should be determined according to the data processing
operations carried out and the protection required for the personal data being processed. For
example, where a data processing activity is particularly complex, or where a large amount of
sensitive data is involved, the DPO may need a higher level of expertise and support.
Relevant skills and expertise include:
 expertise in national and European data protection laws and practices including an in-depth
understanding of the GDPR
 understanding of the processing operations carried out
 understanding of information technologies and data security
 knowledge of the business sector and the organisation
 ability to promote a data protection culture within the organisation
Source: Article 37(5) of the GDPR

Position of the DPO

9 What resources should be provided to the DPO by the controller or the processor?
The DPO must have the resources necessary to be able to carry out his or her tasks.
Depending on the nature of the processing operations and the activities and size of the organisation,
the following resources should be provided to the DPO:
 active support of the DPO’s function by senior management
 sufficient time for DPOs to fulfil their tasks
 adequate support in terms of financial resources, infrastructure (premises, facilities,
equipment) and staff where appropriate
 official communication of the designation of the DPO to all staff
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access to other services within the organisation so that DPOs can receive essential support,
input or information from those other services
continuous training

Source: Article 38(2) of the GDPR

10 What are the safeguards to enable the DPO to perform her/his tasks in an independent
manner? What does ‘conflict of interests’ mean?
Several safeguards exist in order to enable the DPO to act in an independent manner:
 no instructions by the controllers or the processors regarding the exercise of the DPO’s tasks
 no dismissal or penalty by the controller for the performance of the DPO’s tasks
 no conflict of interest with possible other tasks and duties
The other tasks and duties of a DPO must not result in a conflict of interests. This means, first, that
the DPO cannot hold a position within the organisation that leads him or her to determine the
purposes and the means of the processing of personal data. Due to the specific organisational
structure in each organisation, this has to be considered case by case.
As a rule of thumb, conflicting positions within the organisation may include senior management
positions (such as chief executive, chief operating, chief financial, chief medical officer, head of
marketing department, head of Human Resources or head of IT departments) but also other roles
lower down in the organisational structure if such positions or roles lead to the determination of
purposes and means of processing. In addition, a conflict of interests may also arise for example if an
external DPO is asked to represent the controller or processor before the Courts in cases involving
data protection issues.

Source: Article 38(3) and 38(6) of the GDPR

Tasks of the DPO

11 What does ‘monitoring compliance’ mean?
As part of these duties to monitor compliance, DPOs may, in particular:
 collect information to identify processing activities
 analyse and check the compliance of processing activities
 inform, advise and issue recommendations to the controller or the processor
Source: Article 39(1)(b) of the GDPR

12 Is the DPO personally responsible for non-compliance with data protection requirements?
No. DPOs are not personally responsible for non-compliance with data protection requirements. It is
the controller or the processor who is required to ensure and to be able to demonstrate that
processing is performed in accordance with this Regulation. Data protection compliance is the
responsibility of the controller or the processor.
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13 What is the role of the DPO with respect to data protection impact assessments and records of
processing activities?
As far as the data protection impact assessment is concerned, the controller or the processor should
seek the advice of the DPO, on the following issues, amongst others:
 whether or not to carry out a DPIA
 what methodology to follow when carrying out a DPIA
 whether to carry out the DPIA in-house or whether to outsource it
 what safeguards (including technical and organisational measures) to apply to mitigate any
risks to the rights and interests of the data subjects
 whether or not the data protection impact assessment has been correctly carried out and
whether its conclusions (whether or not to go ahead with the processing and what
safeguards to apply) are in compliance with data protection requirements
As far as the records of processing activities are concerned, it is the controller or the processor, not
the DPO, who is required to maintain records of processing operations. However, nothing prevents
the controller or the processor from assigning the DPO with the task of maintaining the records of
processing operations under the responsibility of the controller or the processor. Such records
should be considered as one of the tools enabling the DPO to perform its tasks of monitoring
compliance, informing and advising the controller or the processor.
Source: Article 39(1)(c) and Article 30 of the GDPR
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A4 - Guidelines for identifying a controller or processor’s lead supervisory authority

Adopted on 13 December 2016
As last Revised and Adopted on 5 April 2017
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1. Identifying a lead supervisory authority: the key concepts.
1.1 ‘Cross-border processing of personal data’.
Identifying a lead supervisory authority is only relevant where a controller or processor is carrying
out the cross-border processing of personal data. Article 4(23) of the General Data Protection
Regulation (GDPR) defines ‘cross-border processing’ as either the:
 processing of personal data which takes place in the context of the activities of
establishments in more than one Member State of a controller or processor in the Union
where the controller or processor is established in more than one Member State; or the
 processing of personal data which takes place in the context of the activities of a single
establishment of a controller or processor in the Union but which substantially affects or is
likely to substantially affect data subjects in more than one Member State.
This means that where an organisation has establishments in France and Romania, for example, and
the processing of personal data takes place in the context of their activities, then this will constitute
cross-border processing.
Alternatively, the organisation may only carry out processing activity in the context of its
establishment in France. However, if the activity substantially affects – or is likely to substantially
affect - data subjects in France and Romania then this will also constitute cross-border processing.

1.1.1 ‘Substantially affects’.
The GDPR does not define ‘substantially’ or ‘affects’. The intention of the wording was to ensure that
not all processing activity, with any effect and that takes place within the context of a single
establishment, falls within the definition of ‘cross-border processing’.
The most relevant ordinary English meanings of ‘substantial’ include; ‘of ample or considerable
amount or size; sizeable, fairly large’, or ‘having solid worth or value, of real significance; solid;
weighty, important’ (Oxford English Dictionary).
The most relevant meaning of the verb ‘affect’ is ‘to influence’ or ‘to make a material impression on’.
The related noun -‘effect’- means, amongst other things, ‘a result’ or ‘a consequence’ (Oxford
English Dictionary). This suggests that for data processing to affect someone it must have some form
of impact on them. Processing that does not have a substantial effect on individuals does not fall
within the second part of the definition of ‘cross-border processing’. However, it would fall within
the first part of the definition where the processing of personal data takes place in the context of the
activities of establishments in more than one Member State of a controller or processor in the
Union, where the controller or processor is established in more than one Member State.
Processing can be brought within the second part of the definition if there is the likelihood of a
substantial effect, not just an actual substantial effect. Note that ‘likely to’ does not mean that there
is a remote possibility of a substantial effect. The substantial effect must be more likely than not. On
the other hand, it also means that individuals do not have to be actually affected: the likelihood of a
substantial effect is sufficient to bring the processing within the definition of ‘cross-border
processing’.
The fact that a data processing operation may involve the processing of a number – even a large
number – of individuals’ personal data, in a number of Member States, does not necessarily mean
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that the processing has, or is likely to have, a substantial effect. Processing that does not have a
substantial effect does not constitute cross-border processing for the purposes of the second part of
the definition, regardless of how many individuals it affects.
Supervisory Authorities will interpret ‘substantially affects’ on a case by case basis. We will take into
account the context of the processing, the type of data, the purpose of the processing and factors
such as whether the processing:
o
o
o
o
o
o
o
o
o
o

causes, or is likely to cause, damage, loss or distress to individuals;
has, or is likely to have, an actual effect in terms of limiting rights or denying an opportunity;
affects, or is likely to affect individuals’ health, well-being or peace of mind;
affects, or is likely to affect, individuals’ financial or economic status or circumstances;
leaves individuals open to discrimination or unfair treatment;
involves the analysis of the special categories of personal or other intrusive data, particularly
the personal data of children;
causes, or is likely to cause individuals to change their behaviour in a significant way;
has unlikely, unanticipated or unwanted consequences for individuals;
creates embarrassment or other negative outcomes, including reputational damage; or
involves the processing of a wide range of personal data.

Ultimately, the test of ‘substantial effect’ is intended to ensure that supervisory authorities are only
required to co-operate formally through the GDPR’s consistency mechanism "where a supervisory
authority intends to adopt a measure intended to produce legal effects as regards processing
operations which substantially affect a significant number of data subjects in several Member
States”. (Recital 135)

1.2 Lead supervisory authority.
Put simply, a ‘lead supervisory authority’ is the authority with the primary responsibility for dealing
with a cross-border data processing activity, for example when a data subject makes a complaint
about the processing of his or her personal data.
The lead supervisory authority will coordinate any investigation, involving other ‘concerned’
supervisory authorities.
Identifying the lead supervisory authority depends on determining the location of the controller’s
‘main establishment’ or ‘single establishment’ in the EU. Article 56 of the GDPR says that:
- the supervisory authority of the main establishment or of the single establishment of the controller
or processor shall be competent to act as lead supervisory authority for the cross-border processing
carried out by that controller or processor in accordance with the [cooperation] procedure provided
in Article 60.

1.3 Main establishment.
Article 4(16) of the GDPR states that ‘main establishment’ means:


as regards a controller with establishments in more than one Member State, the place of its
central administration in the Union, unless the decisions on the purposes and means of the
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processing of personal data are taken in another establishment of the controller in the Union
and the latter establishment has the power to have such decisions implemented, in which
case the establishment having taken such decisions is to be considered to be the main
establishment;


as regards a processor with establishments in more than one Member State, the place of its
central administration in the Union, or, if the processor has no central administration in the
Union, the establishment of the processor in the Union where the main processing activities
in the context of the activities of an establishment of the processor take place to the extent
that the processor is subject to specific obligations under this Regulation;

2. Steps to identify the lead supervisory authority
2.1 Identify the ‘main establishment’ for controllers
In order to establish where the main establishment is, it is firstly necessary to identify the central
administration of the data controller in the EU, if any. The approach implied in the GDPR is that the
central administration in the EU is the place where decisions about the purposes and means of the
processing of personal data are taken and this place has the power to have such decisions
implemented.
The essence of the lead authority principle in the GDPR is that the supervision of cross-border
processing should be led by only one supervisory authority in the EU. In cases where decisions
relating to different cross-border processing activities are taken within the EU central
administration, there will be a single lead supervisory authority for the various data processing
activities carried out by the multinational company. However, there may be cases where an
establishment other than the place of central administration makes autonomous decisions
concerning the purposes and means of a specific processing activity. This means that there can be
situations where more than one lead authority can be identified, i.e. in cases where a multinational
company decides to have separate decision making centres, in different countries, for different
processing activities.
It is worth recalling, that where a multinational company centralises all the decisions relating to the
purposes and means of processing activities in one of its establishments in the EU (and that
establishment has the power to implement such decisions), only one lead supervisory authority will
be identified for the multinational.
In these situations it will be essential for companies to identify precisely where the decisions on
purpose and means of processing are taken. Correct identification of the main establishment is in
the interests of controllers and processors because it provides clarity in terms of which supervisory
authority they have to deal with in respect of their various compliance duties under the GDPR. These
may include, where relevant, designating a data protection officer or consulting for a risky
processing activity that the controller cannot mitigate by reasonable means. The relevant provisions
of the GDPR are intended to make these compliance tasks manageable.
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The examples below illustrate this:
Example 1: A food retailer has its headquarters (i.e. its ‘place of central administration’) in
Rotterdam, Netherlands. It has establishments in various other EU countries, which are in contact
with individuals there. All establishments make use of the same software to process consumers’
personal data for marketing purposes. All the decisions about the purposes and means of the
processing of consumers’ personal data for marketing purposes are taken within its Rotterdam
headquarters. This means that the company’s lead supervisory authority for this cross border
processing activity is the Netherlands supervisory authority.
Example 2: A bank has its corporate headquarters in Frankfurt, and all its banking processing
activities are organised from there, but its insurance department is located in Vienna. If the
establishment in Vienna has the power to decide on all insurance data processing activity and to
implement these decisions for the whole EU, then as foreseen in Art 4(16) of the GDPR, the Austrian
supervisory authority would be the lead authority in respect of the cross border processing of
personal data for insurance purposes, and the German authorities (Hessen supervisory authority)
would supervise the processing of personal data for banking purposes, wherever the clients are
located.

2.1.1 Criteria for identifying a controller’s main establishment in cases where it is not the place of its
central administration in the EU.
Recital 36 of the GDPR is useful in clarifying the main factor that shall be used to determine a
controller’s main establishment if the criterion of the central administration does not apply. This
involves identifying where the effective and real exercise of management activities, that determine
the main decisions as to the purposes and means of processing through stable arrangements, takes
place. Recital 36 also clarifies that “the presence and use of technical means and technologies for
processing personal data or processing activities do not, in themselves, constitute a main
establishment and are therefore not determining criteria for a main establishment”
The data controller itself identifies where its main establishment is and therefore which supervisory
authority is its lead authority. However, this can be challenged by the respective supervisory
authority concerned afterwards.
The factors below are useful for determining the location of a controller’s main establishment,
according to the terms of the GDPR, in cases where it is not the location of its central administration
in the EU.
o
o
o
o
o

Where are decisions about the purposes and means of the processing given final ‘sign off’?
Where are decisions about business activities that involve data processing made?
Where does the power to have decisions implemented effectively lie?
Where is the Director (or Directors) with overall management responsibility for the cross
border processing located?
Where is the controller or processor registered as a company, if in a single territory?

Note that this is not an exhaustive list. Other factors may be relevant depending on the controller or
processing activity in question. If a supervisory authority has reasons to doubt that the
establishment identified by the controller is in reality the main establishment for the purposes of the
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GDPR, it can – of course – require the controller to provide the additional information necessary for
it to prove where its main establishment is located.

2.1.2 Groups of undertakings
Where processing is carried out by a group of undertakings that has its headquarters in the EU, the
establishment of the undertaking with overall control is presumed to be the decision making centre
relating to the processing of personal data, and will therefore be considered to be the main
establishment for the group, except where decisions about the purposes and means of processing
are taken by another establishment. The parent, or operational headquarters of the group of
undertakings in the EU, is likely to be the main establishment, because that would be the place of its
central administration.
The reference in the definition to the place of a controller’s central administration works well for
organisations that have a centralised decision-making headquarters and branch-type structure. In
such cases it is clear that the power to make decisions about cross-border data processing, and to
have them carried out, lies within the company’s headquarters. In such cases, determining the
location of the main establishment – and therefore which supervisory authority is the lead
supervisory authority - is straightforward. However, the decision system of group of companies
could be more complex, giving independent making powers relating to cross border processing to
different establishments. The criteria set out above should help groups of undertakings to identify
their main establishment.

2.1.3 Joint data controllers
The GDPR does not specifically deal with the issue of designating a lead authority where two or more
controllers established in the EU jointly determine the purposes and means of processing – i.e. joint
controllers. Article 26(1) and Recital 79 make it clear that in joint controller situations, the
controllers shall in a transparent manner determine their respective responsibilities for compliance
with their obligations under the Regulation. In order, therefore, to benefit from the one-stop-shop
principle, the joint controllers should designate (among the establishments where decisions are
taken) which establishment of the joint controllers will have the power to implement decisions
about the processing with respect to all joint controllers. This establishment will then be considered
to be the main establishment for the processing carried out in the joint controller situation. The
arrangement of the joint controllers is without prejudice to the liability rules provided in the GDPR,
in particular in Article 82(4).

2.2 Borderline cases
There will be borderline and complex situations where it is difficult to identify the main
establishment or to determine where decisions about data processing are taken. This might be the
case where there is cross-border processing activity and the controller is established in several
Member States, but there is no central administration in the EU and none of the EU establishments
are taking decisions about the processing (i.e. decisions are taken exclusively outside of the EU).
In the case above, the company carrying out cross border processing may be keen to be regulated by
a lead authority to benefit from the one-stop-shop principle. However, the GDPR does not provide a
solution for situations like this. In these circumstances, the company should designate the
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establishment that has the authority to implement decisions about the processing activity and to
take liability for the processing, including having sufficient assets, as its main establishment. If the
company does not designate a main establishment in this way, it will not be possible to designate a
lead authority. Supervisory authorities will always be able to investigate further where this is
appropriate.
The GDPR does not permit ‘forum shopping’. If a company claims to have its main establishment in
one Member State, but no effective and real exercise of management activity or decision making
over the processing of personal data takes place there, the relevant supervisory authorities (or
ultimately EDPB) will decide which supervisory authority is the ‘lead’, using objective criteria and
looking at the evidence. The process of determining where the main establishment is may require
active inquiry and co-operation by the supervisory authorities. Conclusions cannot be based solely
on statements by the organisation under review. The burden of proof ultimately falls on controllers
and processors to demonstrate to the relevant supervisory authorities where the relevant
processing decisions are taken and where there is the power to implement such decisions. Effective
records of data processing activity would help both organisations and supervisory authorities to
determine the lead authority. The lead supervisory authority, or concerned authorities, can rebut
the controller’s analysis based on an objective examination of the relevant facts, requesting further
information where required.
In some cases the relevant supervisory authorities will ask the controller to provide clear evidence,
in line with any EDPB guidelines, of where its main establishment is, or where decisions about a
particular data processing activity are taken. This evidence will be given due weight and the
supervisory authorities involved will co-operate to decide which one of them will take the lead in
investigations. Such cases will only be referred to the EDPB for a decision under Article 65(1)(b)
where supervisory authorities have conflicting views in terms of identifying the lead supervisory
authority. However, in most cases, we expect that the relevant supervisory authorities will be able to
agree a mutually satisfactory course of action.

2.3 Processor
The GDPR also offers the one-stop-shop system for the benefit of data processors that are subject to
GDPR and have establishments in more than one Member State. Article 4(16)(b) of the GDPR states
that the processor’s main establishment will be the place of the central administration of the
processor in the EU or, if there is no central administration in the EU, the establishment in the EU
where the main processing (processor) activities take place.
However, according to Recital 36, in cases involving both controller and processor, the competent
lead supervisory authority should be the lead supervisory authority for the controller. In this
situation, the supervisory authority of the processor will be a ‘supervisory authority concerned’ and
should participate in the cooperation procedure. This rule will only apply where the controller is
established in the EU. In cases when controllers are subject to the GDPR on the basis of Art 3(2), they
will not be subject to the one-stop-shop mechanism.
A processor may provide services to multiple controllers located in different Member States – for
example, a large cloud-service provider. In such cases, the lead supervisory authority will be the
supervisory authority that is competent to act as lead for the controller. In effect, this means a
processor may have to deal with multiple supervisory authorities.
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3. Other relevant issues
3.1 The role of the ’supervisory authority concerned’
GDPR Article 4(22) says that the:
‘supervisory authority concerned’ means a supervisory authority which is concerned by the
processing of personal data because: (a) the controller or processor is established on the
territory of the Member State of that supervisory authority; (b) data subjects residing in the
Member State of that supervisory authority are substantially affected or likely to be
substantially affected by the processing; or (c) a complaint has been lodged with that
supervisory authority.
The concept of a concerned supervisory authority is meant to ensure that the ‘lead authority’ model
does not prevent other supervisory authorities having a say in how a matter is dealt with when, for
example, individuals residing outside the lead authority’s jurisdiction are substantially affected by a
data processing activity. In terms of factor (a) above, the same considerations as for identifying a
lead authority apply. Note that in (b) the data subject must merely reside in the Member State in
question; he or she does not have to be a citizen of that state. It will generally be easy – in (c) to
determine – as a matter of fact – whether a particular supervisory authority has received a
complaint.
Article 56, paragraphs (2) and (5) of the GDPR provide for a concerned supervisory authority to take
a role in dealing with a case without being the lead supervisory authority. When a lead supervisory
authority decides not to handle a case, the concerned supervisory authority that informed the lead
shall handle it. This is in accordance with the procedures in Article 61 (Mutual assistance) and Article
62 (Joint operations of supervisory authorities) of the GDPR. This might be the case where a
marketing company with its main establishment in Paris launches a product that only affects data
subjects residing in Portugal. In such a case the French and Portuguese supervisory authorities might
agree that it is appropriate for the Portuguese supervisory authority to take the lead in dealing with
the matter. Supervisory authorities may request that data controllers provide input in terms of
clarifying their corporate arrangements. Given that the processing activity has a purely local effect –
i.e. on individuals in Portugal – the French and Portuguese supervisory authorities have the
discretion to decide which supervisory authority should deal with the matter – in accordance with
Recital 127.
The GDPR requires lead and concerned supervisory authorities to co-operate, with due respect for
each other’s views, to ensure a matter is investigated and resolved to each authority’s satisfaction –
and with an effective remedy for data subjects. Supervisory authorities should endeavour to reach a
mutually acceptable course of action. The formal consistency mechanism should only be invoked
where co-operation does not reach a mutually acceptable outcome.
The mutual acceptance of decisions can apply to substantive conclusions, but also to the course of
action decided upon, including enforcement activity (e.g. full investigation or an investigation with
limited scope). It can also apply to a decision not to handle a case in accordance with GDPR, for
example because of a formal policy of prioritisation, or because there are other concerned
authorities as described above.
The development of consensus and good will between supervisory authorities is essential to the
success of the GDPR’s cooperation and consistency process.
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3.2 Local processing.
Local data processing activity does not fall within the GDPR’s cooperation and consistency
provisions. Supervisory authorities will respect each other’s competence to deal with local data
processing activity on a local basis. Processing carried out by public authorities will always be dealt
with on a ‘local’ basis too.

3.3 Companies not established within the EU.
The GDPR’s cooperation and consistency mechanism only applies to controllers with an
establishment, or establishments, within the European Union. If the company does not have an
establishment in the EU, the mere presence of a representative in a Member State does not trigger
the one-stop-shop system. This means that controllers without any establishment in the EU must
deal with local supervisory authorities in every Member State they are active in, through their local
representative.
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ANNEX - Questions to guide the identification of the lead supervisory authority

1. Is the controller or processor carrying out the cross-border processing of personal data?
a. Yes, if:
 the controller or processor is established in more than one Member State and
 the processing of personal data takes place in the context of the activities of
establishments in more than one Member State.
 In this case, go to section 2.
b. Yes, if:
 the processing of personal data takes place in the context of the activities of a data
controller or processor’s single establishment in the Union, but:
 substantially affects or is likely to substantially affect individuals in more than one Member
State.
 In this case, the lead authority is the authority for the controller or processor’s single
establishment in a single Member State. This must – by logic - be the controller or
processor’s main establishment because it is its only establishment.

2. How to identify the ‘lead supervisory authority’
a. In a case involving only a controller:
I.
Identify the controller’s place of central administration in the EU;
II.
The supervisory authority of the country where the place of central administration is
located is the controller’s lead authority.
However:
III.
If decisions on the purposes and means of the processing are taken in another
establishment in the EU, and that establishment has the power to implement those
decisions, then the lead authority is the one located in the country where this
establishment is.
b. In a case involving a controller and a processor:
I.
Check if the controller is established in the EU and subject to the one-stop shop system.
If so,
II.
Identify the lead supervisory authority of the controller. This authority will also be the
lead supervisory authority for the processor.
III.
The (non-lead) supervisory authority competent for the processor will be a ‘concerned
authority’ – see 3 below.

c. In a case involving only a processor:
I.
Identify the processor’s place of central administration in the EU;
II.
If the processor has no central administration in the EU, identify the establishment in
the EU where the main processing activities of the processor take place.
d. In a case involving joint controllers:
I.
Check if the joint controllers are established in the EU.
II.
Designate among the establishments where decisions on the purposes and means of the
processing are taken the establishment which has the power to implement these
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decisions with respect to all joint controllers. This establishment will then be considered
to be the main establishment for the processing carried out by the joint controllers. The
lead authority is the one located in the country where this establishment is.

3. Are there any ‘concerned supervisory authorities’?
An authority is a ‘concerned authority’:




when the controller or processor has an establishment on its territory, or:
when data subjects on its territory are substantially affected or likely to be substantially
affected by the processing, or:
when a complaint is received by a particular authority.
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A5 - Guidelines on Personal data breach notification

Adopted on 3 October 2017
As last Revised and Adopted on 6 February 2018
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Introduction
The General Data Protection Regulation (the GDPR) introduces the requirement for a personal data
breach (henceforth “breach”) to be notified to the competent national supervisory authority (or in
the case of a cross-border breach, to the lead authority) and, in certain cases, to communicate the
breach to the individuals whose personal data have been affected by the breach.
Obligations to notify in cases of breaches presently exist for certain organisations, such as providers
of publicly-available electronic communications services (as specified in Directive 2009/136/EC and
Regulation (EU) No 611/2013). There are also some EU Member States that already have their own
national breach notification obligation. This may include the obligation to notify breaches involving
categories of controllers in addition to providers of publicly available electronic communication
services (for example in Germany and Italy), or an obligation to report all breaches involving
personal data (such as in the Netherlands). Other Member States may have relevant Codes of
Practice (for example, in Ireland). Whilst a number of EU data protection authorities currently
encourage controllers to report breaches, the Data Protection Directive 95/46/EC, which the GDPR
replaces, does not contain a specific breach notification obligation and therefore such a requirement
will be new for many organisations. The GDPR now makes notification mandatory for all controllers
unless a breach is unlikely to result in a risk to the rights and freedoms of individuals. Processors also
have an important role to play and they must notify any breach to their controller.
The Article 29 Working Party (WP29) considers that the new notification requirement has a number
of benefits. When notifying the supervisory authority, controllers can obtain advice on whether the
affected individuals need to be informed. Indeed, the supervisory authority may order the controller
to inform those individuals about the breach. Communicating a breach to individuals allows the
controller to provide information on the risks presented as a result of the breach and the steps those
individuals can take to protect themselves from its potential consequences. The focus of any breach
response plan should be on protecting individuals and their personal data. Consequently, breach
notification should be seen as a tool enhancing compliance in relation to the protection of personal
data. At the same time, it should be noted that failure to report a breach to either an individual or a
supervisory authority may mean that under Article 83 a possible sanction is applicable to the
controller.
Controllers and processors are therefore encouraged to plan in advance and put in place processes
to be able to detect and promptly contain a breach, to assess the risk to individuals, and then to
determine whether it is necessary to notify the competent supervisory authority, and to
communicate the breach to the individuals concerned when necessary. Notification to the
supervisory authority should form a part of that incident response plan.
The GDPR contains provisions on when a breach needs to be notified, and to whom, as well as what
information should be provided as part of the notification. Information required for the notification
can be provided in phases, but in any event controllers should act on any breach in a timely manner.
In its Opinion 03/2014 on personal data breach notification, WP29 provided guidance to controllers
in order to help them to decide whether to notify data subjects in case of a breach. The opinion
considered the obligation of providers of electronic communications regarding Directive 2002/58/EC
and provided examples from multiple sectors, in the context of the then draft GDPR, and presented
good practices for all controllers.
The current Guidelines explain the mandatory breach notification and communication requirements
of the GDPR and some of the steps controllers and processors can take to meet these new
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obligations. They also give examples of various types of breaches and who would need to be notified
in different scenarios.

I. Personal data breach notification under the GDPR
A. Basic security considerations
One of the requirements of the GDPR is that, by using appropriate technical and organisational
measures, personal data shall be processed in a manner to ensure the appropriate security of the
personal data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage.
Accordingly, the GDPR requires both controllers and processors to have in place appropriate
technical and organisational measures to ensure a level of security appropriate to the risk posed to
the personal data being processed. They should take into account the state of the art, the costs of
implementation and the nature, the scope, context and purposes of processing, as well as the risk of
varying likelihood and severity for the rights and freedoms of natural persons. Also, the GDPR
requires all appropriate technological protection an organisational measures to be in place to
establish immediately whether a breach has taken place, which then determines whether the
notification obligation is engaged.
Consequently, a key element of any data security policy is being able, where possible, to prevent a
breach and, where it nevertheless occurs, to react to it in a timely manner.

B. What is a personal data breach?
1. Definition
As part of any attempt to address a breach the controller should first be able to recognise one. The
GDPR defines a “personal data breach” in Article 4(12) as:
“a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data transmitted, stored or otherwise processed.”

What is meant by “destruction” of personal data should be quite clear: this is where the data no
longer exists, or no longer exists in a form that is of any use to the controller. “Damage” should also
be relatively clear: this is where personal data has been altered, corrupted, or is no longer complete.
In terms of “loss” of personal data, this should be interpreted as the data may still exist, but the
controller has lost control or access to it, or no longer has it in its possession. Finally, unauthorised or
unlawful processing may include disclosure of personal data to (or access by) recipients who are not
authorised to receive (or access) the data, or any other form of processing which violates the GDPR.
Example
An example of loss of personal data can include where a device containing a copy of a controller’s
customer database has been lost or stolen. A further example of loss may be where the only copy of
a set of personal data has been encrypted by ransomware, or has been encrypted by the controller
using a key that is no longer in its possession.
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What should be clear is that a breach is a type of security incident. However, as indicated by Article
4(12), the GDPR only applies where there is a breach of personal data. The consequence of such a
breach is that the controller will be unable to ensure compliance with the principles relating to the
processing of personal data as outlined in Article 5 of the GDPR. This highlights the difference
between a security incident and a personal data breach – in essence, whilst all personal data
breaches are security incidents, not all security incidents are necessarily personal data breaches.
The potential adverse effects of a breach on individuals are considered below.
2. Types of personal data breaches
In its Opinion 03/2014 on breach notification, WP29 explained that breaches can be categorised
according to the following three well-known information security principles:
 “Confidentiality breach” - where there is an unauthorised or accidental disclosure of, or
access to, personal data.
 “Integrity breach” - where there is an unauthorised or accidental alteration of personal data.
 “Availability breach” - where there is an accidental or unauthorised loss of access to, or
destruction of, personal data.

It should also be noted that, depending on the circumstances, a breach can concern confidentiality,
integrity and availability of personal data at the same time, as well as any combination of these.
Whereas determining if there has been a breach of confidentiality or integrity is relatively clear,
whether there has been an availability breach may be less obvious. A breach will always be regarded
as an availability breach when there has been a permanent loss of, or destruction of, personal data.
Example
Examples of a loss of availability include where data has been deleted either accidentally or by an
unauthorised person, or, in the example of securely encrypted data, the decryption key has been
lost.
In the event that the controller cannot restore access to the data, for example, from a backup, then
this is regarded as a permanent loss of availability.
A loss of availability may also occur where there has been significant disruption to the normal service
of an organisation, for example, experiencing a power failure or denial of service attack, rendering
personal data unavailable.
The question may be asked whether a temporary loss of availability of personal data should be
considered as a breach and, if so, one which needs to be notified. Article 32 of the GDPR, “security of
processing,” explains that when implementing technical and organisational measures to ensure a
level of security appropriate to the risk, consideration should be given, amongst other things, to “the
ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing
systems and services,” and “the ability to restore the availability and access to personal data in a
timely manner in the event of a physical or technical incident”.
Therefore, a security incident resulting in personal data being made unavailable for a period of time
is also a type of breach, as the lack of access to the data can have a significant impact on the rights
and freedoms of natural persons. To be clear, where personal data is unavailable due to planned
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system maintenance being carried out this is not a ‘breach of security’ as defined in Article 4(12). As
with a permanent loss or destruction of personal data (or indeed any other type of breach), a breach
involving the temporary loss of availability should be documented in accordance with Article 33(5).
This assists the controller in demonstrating accountability to the supervisory authority, which may
ask to see those records. However, depending on the circumstances of the breach, it may or may not
require notification to the supervisory authority and communication to affected individuals. The
controller will need to assess the likelihood and severity of the impact on the rights and freedoms of
natural persons as a result of the lack of availability of personal data. In accordance with Article 33,
the controller will need to notify unless the breach is unlikely to result in a risk to individuals’ rights
and freedoms. Of course, this will need to be assessed on a case-by-case basis.
Examples
In the context of a hospital, if critical medical data about patients are unavailable, even temporarily,
this could present a risk to individuals’ rights and freedoms; for example, operations may be
cancelled and lives put at risk.
Conversely, in the case of a media company’s systems being unavailable for several hours (e.g. due
to a power outage), if that company is then prevented from sending newsletters to its subscribers,
this is unlikely to present a risk to individuals’ rights and freedoms.

It should be noted that although a loss of availability of a controller’s systems might be only
temporary and may not have an impact on individuals, it is important for the controller to consider
all possible consequences of a breach, as it may still require notification for other reasons.
Example
Infection by ransomware (malicious software which encrypts the controller’s data until a ransom is
paid) could lead to a temporary loss of availability if the data can be restored from backup. However,
a network intrusion still occurred, and notification could be required if the incident is qualified as
confidentiality breach (i.e. personal data is accessed by the attacker) and this presents a risk to the
rights and freedoms of individuals.

3. The possible consequences of a personal data breach
A breach can potentially have a range of significant adverse effects on individuals, which can result
in physical, material, or non-material damage. The GDPR explains that this can include loss of control
over their personal data, limitation of their rights, discrimination, identity theft or fraud, financial
loss, unauthorised reversal of pseudonymisation, damage to reputation, and loss of confidentiality of
personal data protected by professional secrecy. It can also include any other significant economic or
social disadvantage to those individuals.
Accordingly, the GDPR requires the controller to notify a breach to the competent supervisory
authority, unless it is unlikely to result in a risk of such adverse effects taking place. Where there is a
likely high risk of these adverse effects occurring, the GDPR requires the controller to communicate
the breach to the affected individuals as soon as is reasonably feasible.
The importance of being able to identify a breach, to assess the risk to individuals, and then notify if
required, is emphasised in Recital 87 of the GDPR:
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“It should be ascertained whether all appropriate technological protection and organisational
measures have been implemented to establish immediately whether a personal data breach has
taken place and to inform promptly the supervisory authority and the data subject. The fact that the
notification was made without undue delay should be established taking into account in particular
the nature and gravity of the personal data breach and its consequences and adverse effects for the
data subject. Such notification may result in an intervention of the supervisory authority in
accordance with its tasks and powers laid down in this Regulation.”

Further guidelines on assessing the risk of adverse effects to individuals are considered in section IV.
If controllers fail to notify either the supervisory authority or data subjects of a data breach or both
even though the requirements of Articles 33 and/or 34 are fulfilled, then the supervisory authority is
presented with a choice that must include consideration of all of the corrective measures at its
disposal, which would include consideration of the imposition of the appropriate administrative fine,
either accompanying a corrective measure under Article 58(2) or on its own. Where an
administrative fine is chosen, its value can be up to 10,000,000 EUR or up to 2 % if the total
worldwide annual turnover of an undertaking under Article 83(4)(a) of the GDPR. It is also important
to bear in mind that in some cases, the failure to notify a breach could reveal either an absence of
existing security measures or an inadequacy of the existing security measures. The WP29 guidelines
on administrative fines state: “The occurrence of several different infringements committed
together in any particular single case means that the supervisory authority is able to apply the
administrative fines at a level which is effective, proportionate and dissuasive within the limit of the
gravest infringement”. In that case, the supervisory authority will also have the possibility to issue
sanctions for failure to notify or communicate the breach (Articles 33 and 34) on the one hand, and
absence of (adequate) security measures (Article 32) on the other hand, as they are two separate
infringements.

II. Article 33 - Notification to the supervisory authority

A. When to notify
1. Article 33 requirements
Article 33(1) provides that:
“In the case of a personal data breach, the controller shall without undue delay and, where feasible,
not later than 72 hours after having become aware of it, notify the personal data breach to the
supervisory authority competent in accordance with Article 55, unless the personal data breach is
unlikely to result in a risk to the rights and freedoms of natural persons. Where the notification to
the supervisory authority is not made within 72 hours, it shall be accompanied by reasons for the
delay.

Recital 87 states:
“It should be ascertained whether all appropriate technological protection and organisational
measures have been implemented to establish immediately whether a personal data breach has
taken place and to inform promptly the supervisory authority and the data subject. The fact that the
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notification was made without undue delay should be established taking into account in particular
the nature and gravity of the personal data breach and its consequences and adverse effects for the
data subject. Such notification may result in an intervention of the supervisory authority in
accordance with its tasks and powers laid down in this Regulation.”

2. When does a controller become “aware”?
As detailed above, the GDPR requires that, in the case of a breach, the controller shall notify the
breach without undue delay and, where feasible, not later than 72 hours after having become aware
of it. This may raise the question of when a controller can be considered to have become “aware” of
a breach. WP29 considers that a controller should be regarded as having become “aware” when that
controller has a reasonable degree of certainty that a security incident has occurred that has led to
personal data being compromised.
However, as indicated earlier, the GDPR requires the controller to implement all appropriate
technical protection and organisational measures to establish immediately whether a breach has
taken place and to inform promptly the supervisory authority and the data subjects. It also states
that the fact that the notification was made without undue delay should be established taking into
account in particular the nature and gravity of the breach and its consequences and adverse effects
for the data subject. This puts an obligation on the controller to ensure that they will be “aware” of
any breaches in a timely manner so that they can take appropriate action.
When, exactly, a controller can be considered to be “aware” of a particular breach will depend on
the circumstances of the specific breach. In some cases, it will be relatively clear from the outset that
there has been a breach, whereas in others, it may take some time to establish if personal data have
been compromised. However, the emphasis should be on prompt action to investigate an incident to
determine whether personal data have indeed been breached, and if so, to take remedial action and
notify if required.

Examples
1. In the case of a loss of a USB key with unencrypted personal data it is often not possible to
ascertain whether unauthorised persons gained access to that data. Nevertheless, even though the
controller may not be able to establish if a confidentiality breach has taken place, such a case has to
be notified as there is a reasonable degree of certainty that an availability breach has occurred; the
controller would become “aware” when it realised the USB key had been lost.
2. A third party informs a controller that they have accidentally received the personal data of one of
its customers and provides evidence of the unauthorised disclosure. As the controller has been
presented with clear evidence of a confidentiality breach then there can be no doubt that it has
become “aware”.
3. A controller detects that there has been a possible intrusion into its network. The controller
checks its systems to establish whether personal data held on that system has been compromised
and confirms this is the case. Once again, as the controller now has clear evidence of a breach there
can be no doubt that it has become “aware”.
4. A cybercriminal contacts the controller after having hacked its system in order to ask for a ransom.
In that case, after checking its system to confirm it has been attacked the controller has clear
evidence that a breach has occurred and there is no doubt that it has become aware.
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After first being informed of a potential breach by an individual, a media organisation, or another
source, or when it has itself detected a security incident, the controller may undertake a short
period of investigation in order to establish whether or not a breach has in fact occurred. During this
period of investigation the controller may not be regarded as being “aware”. However, it is expected
that the initial investigation should begin as soon as possible and establish with a reasonable degree
of certainty whether a breach has taken place; a more detailed investigation can then follow.
Once the controller has become aware, a notifiable breach must be notified without undue delay,
and where feasible, not later than 72 hours. During this period, the controller should assess the likely
risk to individuals in order to determine whether the requirement for notification has been
triggered, as well as the action(s) needed to address the breach. However, a controller may already
have an initial assessment of the potential risk that could result from a breach as part of a data
protection impact assessment (DPIA) made prior to carrying out the processing operation
concerned. However, the DPIA may be more generalised in comparison to the specific circumstances
of any actual breach, and so in any event an additional assessment taking into account those
circumstances will need to be made. For more detail on assessing risk, see section IV.
In most cases these preliminary actions should be completed soon after the initial alert (i.e. when
the controller or processor suspects there has been a security incident which may involve personal
data.) – it should take longer than this only in exceptional cases.
Example
An individual informs the controller that they have received an email impersonating the controller
which contains personal data relating to his (actual) use of the controller’s service, suggesting that
the security of the controller has been compromised. The controller conducts a short period of
investigation and identifies an intrusion into their network and evidence of unauthorised access to
personal data. The controller would now be considered as “aware” and notification to the
supervisory authority is required unless this is unlikely to present a risk to the rights and freedoms of
individuals.
The controller will need to take appropriate remedial action to address the breach
The controller should therefore have internal processes in place to be able to detect and address a
breach. For example, for finding some irregularities in data processing the controller or processor
may use certain technical measures such as data flow and log analysers, from which is possible to
define events and alerts by correlating any log data. It is important that when a breach is detected it
is reported upwards to the appropriate level of management so it can be addressed and, if required,
notified in accordance with Article 33 and, if necessary, Article 34. Such measures and reporting
mechanisms could be detailed in the controller’s incident response plans and/or governance
arrangements. These will help the controller to plan effectively and determine who has operational
responsibility within the organisation for managing a breach and how or whether to escalate an
incident as appropriate.
The controller should also have in place arrangements with any processors the controller uses,
which themselves have an obligation to notify the controller in the event of a breach (see below).
Whilst it is the responsibility of controllers and processors to put in place suitable measures to be
able to prevent, react and address a breach, there are some practical steps that should be taken in
all cases.
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Information concerning all security-related events should be directed towards a responsible
person or persons with the task of addressing incidents, establishing the existence of a
breach and assessing risk.
Risk to individuals as a result of a breach should then be assessed (likelihood of no risk, risk
or high risk), with relevant sections of the organisation being informed.
Notification to the supervisory authority, and potentially communication of the breach to
the affected individuals should be made, if required.
At the same time, the controller should act to contain and recover the breach.
Documentation of the breach should take place as it develops.

Accordingly, it should be clear that there is an obligation on the controller to act on any initial alert
and establish whether or not a breach has, in fact, occurred. This brief period allows for some
investigation, and for the controller to gather evidence and other relevant details. However, once
the controller has established with a reasonable degree of certainty that a breach has occurred, if
the conditions in Article 33(1) have been met, it must then notify the supervisory authority without
undue delay and, where feasible, not later than 72 hours. If a controller fails to act in a timely
manner and it becomes apparent that a breach did occur, this could be considered as a failure to
notify in accordance with Article 33.
Article 32 makes clear that the controller and processor should have appropriate technical and
organisational measures in place to ensure an appropriate level of security of personal data: the
ability to detect, address, and report a breach in a timely manner should be seen as essential
elements of these measures.
3. Joint controllers
Article 26 concerns joint controllers and specifies that joint controllers shall determine their
respective responsibilities for compliance with the GDPR25. This will include determining which
party will have responsibility for complying with the obligations under Articles 33 and 34. WP29
recommends that the contractual arrangements between joint controllers include provisions that
determine which controller will take the lead on, or be responsible for, compliance with the GDPR’s
breach notification obligations.

4. Processor obligations
The controller retains overall responsibility for the protection of personal data, but the processor
has an important role to play to enable the controller to comply with its obligations; and this
includes breach notification. Indeed, Article 28(3) specifies that the processing by a processor shall
be governed by a contract or other legal act. Article 28(3)(f) states that the contract or other legal
act shall stipulate that the processor “assists the controller in ensuring compliance with the
obligations pursuant to Articles 32 to 36 taking into account the nature of processing and the
information available to the processor”.
Article 33(2) makes it clear that if a processor is used by a controller and the processor becomes
aware of a breach of the personal data it is processing on behalf of the controller, it must notify the
controller “without undue delay”. It should be noted that the processor does not need to first assess
the likelihood of risk arising from a breach before notifying the controller; it is the controller that
must make this assessment on becoming aware of the breach. The processor just needs to establish
whether a breach has occurred and then notify the controller. The controller uses the processor to
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achieve its purposes; therefore, in principle, the controller should be considered as “aware” once
the processor has informed it of the breach. The obligation on the processor to notify its controller
allows the controller to address the breach and to determine whether or not it is required to notify
the supervisory authority in accordance with Article 33(1) and the affected individuals in accordance
with Article 34(1). The controller might also want to investigate the breach, as the processor might
not be in a position to know all the relevant facts relating to the matter, for example, if a copy or
backup of personal data destroyed or lost by the processor is still held by the controller. This may
affect whether the controller would then need to notify.
The GDPR does not provide an explicit time limit within which the processor must alert the
controller, except that it must do so “without undue delay”. Therefore, WP29 recommends the
processor promptly notifies the controller, with further information about the breach provided in
phases as more details become available. This is important in order to help the controller to meet
the requirement of notification to the supervisory authority within 72 hours.
As is explained above, the contract between the controller and processor should specify how the
requirements expressed in Article 33(2) should be met in addition to other provisions in the GDPR.
This can include requirements for early notification by the processor that in turn support the
controller’s obligations to report to the supervisory authority within 72 hours.
Where the processor provides services to multiple controllers that are all affected by the same
incident, the processor will have to report details of the incident to each controller.
A processor could make a notification on behalf of the controller, if the controller has given the
processor the proper authorisation and this is part of the contractual arrangements between
controller and processor. Such notification must be made in accordance with Article 33 and 34.
However, it is important to note that the legal responsibility to notify remains with the controller.

B. Providing information to the supervisory authority
1. Information to be provided
When a controller notifies a breach to the supervisory authority, Article 33(3) states that, at the
minimum, it should:
“(a) describe the nature of the personal data breach including where possible, the categories and
approximate number of data subjects concerned and the categories and approximate number of
personal data records concerned;
(b) communicate the name and contact details of the data protection officer or other contact point
where more information can be obtained;
(c) describe the likely consequences of the personal data breach;
(d) describe the measures taken or proposed to be taken by the controller to address the personal
data breach, including, where appropriate, measures to mitigate its possible adverse effects.”

The GDPR does not define categories of data subjects or personal data records. However, WP29
suggests categories of data subjects to refer to the various types of individuals whose personal data
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has been affected by a breach: depending on the descriptors used, this could include, amongst
others, children and other vulnerable groups, people with disabilities, employees or customers.
Similarly, categories of personal data records can refer to the different types of records that the
controller may process, such as health data, educational records, social care information, financial
details, bank account numbers, passport numbers and so on.
Recital 85 makes it clear that one of the purposes of notification is limiting damage to individuals.
Accordingly, if the types of data subjects or the types of personal data indicate a risk of particular
damage occurring as a result of a breach (e.g. identity theft, fraud, financial loss, threat to
professional secrecy), then it is important the notification indicates these categories. In this way, it is
linked to the requirement of describing the likely consequences of the breach.
Where precise information is not available (e.g. exact number of data subjects affected) this should
not be a barrier to timely breach notification. The GDPR allows for approximations to be made in the
number of individuals affected and the number of personal data records concerned. The focus
should be directed towards addressing the adverse effects of the breach rather than providing
precise figures.
Thus, when it has become clear that here has been a breach, but the extent of it is not yet known, a
notification in phases (see below) is a safe way to meet the notification obligations.
Article 33(3) states that the controller “shall at least” provide this information with a notification, so
a controller can, if necessary, choose to provide further details. Different types of breaches
(confidentiality, integrity or availability) might require further information to be provided to fully
explain the circumstances of each case.
Example
As part of its notification to the supervisory authority, a controller may find it useful to name its
processor if it is at the root cause of a breach, particularly if this has led to an incident affecting the
personal data records of many other controllers that use the same processor.
In any event, the supervisory authority may request further details as part of its investigation into a
breach.

2. Notification in phases
Depending on the nature of a breach, further investigation by the controller may be necessary to
establish all of the relevant facts relating to the incident. Article 33(4) therefore states:
“Where, and in so far as, it is not possible to provide the information at the same time, the
information may be provided in phases without undue further delay.”

This means that the GDPR recognises that controllers will not always have all of the necessary
information concerning a breach within 72 hours of becoming aware of it, as full and comprehensive
details of the incident may not always be available during this initial period. As such, it allows for a
notification in phases. It is more likely this will be the case for more complex breaches, such as some
types of cyber security incidents where, for example, an in-depth forensic investigation may be
necessary to fully establish the nature of the breach and the extent to which personal data have
been compromised. Consequently, in many cases the controller will have to do more investigation
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and follow-up with additional information at a later point. This is permissible, providing the
controller gives reasons for the delay, in accordance with Article 33(1). WP29 recommends that
when the controller first notifies the supervisory authority, the controller should also inform the
supervisory authority if the controller does not yet have all the required information and will provide
more details later on. The supervisory authority should agree how and when additional information
should be provided. This does not prevent the controller from providing further information at any
other stage, if it becomes aware of additional relevant details about the breach that need to be
provided to the supervisory authority.
The focus of the notification requirement is to encourage controllers to act promptly on a breach,
contain it and, if possible, recover the compromised personal data, and to seek relevant advice from
the supervisory authority. Notifying the supervisory authority within the first 72 hours can allow the
controller to make sure that decisions about notifying or not notifying individuals are correct.
However, the purpose of notifying the supervisory authority is not solely to obtain guidance on
whether to notify the affected individuals. It will be obvious in some cases that, due to the nature of
the breach and the severity of the risk, the controller will need to notify the affected individuals
without delay. For example, if there is an immediate threat of identity theft, or if special categories
of personal data are disclosed online, the controller should act without undue delay to contain the
breach and to communicate it to the individuals concerned (see section III). In exceptional
circumstances, this might even take place before notifying the supervisory authority. More
generally, notification of the supervisory authority may not serve as a justification for failure to
communicate the breach to the data subject where it is required.
It should also be clear that after making an initial notification, a controller could update the
supervisory authority if a follow-up investigation uncovers evidence that the security incident was
contained and no breach actually occurred. This information could then be added to the information
already given to the supervisory authority and the incident recorded accordingly as not being a
breach. There is no penalty for reporting an incident that ultimately transpires not to be a breach.
Example
A controller notifies the supervisory authority within 72 hours of detecting a breach that it has lost a
USB key containing a copy of the personal data of some of its customers. The USB key is later found
misfiled within the controller’s premises and recovered. The controller updates the supervisory
authority and requests the notification be amended.
It should be noted that a phased approach to notification is already the case under the existing
obligations of Directive 2002/58/EC, Regulation 611/2013 and other self-reported incidents.

3. Delayed notifications
Article 33(1) makes it clear that where notification to the supervisory authority is not made within
72hours, it shall be accompanied by reasons for the delay. This, along with the concept of
notification in phases, recognises that a controller may not always be able to notify a breach within
that time period, and that a delayed notification may be permissible.
Such a scenario might take place where, for example, a controller experiences multiple, similar
confidentiality breaches over a short period of time, affecting large numbers of data subjects in the
same way. A controller could become aware of a breach and, whilst beginning its investigation, and
before notification, detect further similar breaches, which have different causes. Depending on the
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circumstances, it may take the controller some time to establish the extent of the breaches and,
rather than notify each breach individually, the controller instead organises a meaningful notification
that represents several very similar breaches, with possible different causes. This could lead to
notification to the supervisory authority being delayed by more than 72 hours after the controller
first becomes aware of these breaches.
Strictly speaking, each individual breach is a reportable incident. However, to avoid being overly
burdensome, the controller may be able to submit a “bundled” notification representing all these
breaches, provided that they concern the same type of personal data breached in the same way,
over a relatively short space of time. If a series of breaches take place that concern different types of
personal data, breached in different ways, then notification should proceed in the normal way, with
each breach being reported in accordance with Article 33.
Whilst the GDPR allows for delayed notifications to an extent, this should not be seen as something
that regularly takes place. It is worth pointing out that bundled notifications can also be made for
multiple similar breaches reported within 72 hours.

C. Cross-border breaches and breaches at non-EU establishments
1. Cross-border breaches
Where there is cross-border processing of personal data, a breach may affect data subjects in more
than one Member State. Article 33(1) makes it clear that when a breach has occurred, the controller
should notify the supervisory authority competent in accordance with Article 55 of the GDPR. Article
55(1) says that:
“Each supervisory authority shall be competent for the performance of the tasks assigned to and the
exercise of the powers conferred on it in accordance with this Regulation on the territory of its own
Member State.”
However, Article 56(1) states:
“Without prejudice to Article 55, the supervisory authority of the main establishment or of the single
establishment of the controller or processor shall be competent to act as lead supervisory authority
for the cross-border processing carried out by that controller or processor in accordance with the
procedure provided in Article 60.”
Furthermore, Article 56(6) states:
“The lead supervisory authority shall be the sole interlocutor of the controller or processor for the
cross-border processing carried out by that controller or processor.”

This means that whenever a breach takes place in the context of cross-border processing and
notification is required, the controller will need to notify the lead supervisory authority. Therefore,
when drafting its breach response plan, a controller must make an assessment as to which
supervisory authority is the lead supervisory authority that it will need to notify. This will allow the
controller to respond promptly to a breach and to meet its obligations in respect of Article 33. It
should be clear that in the event of a breach involving cross-border processing, notification must be
made to the lead supervisory authority, which is not necessarily where the affected data subjects are
Page 341 of 422

located, or indeed where the breach has taken place. When notifying the lead authority, the
controller should indicate, where appropriate, whether the breach involves establishments located
in other Member States, and in which Member States data subjects are likely to have been affected
by the breach. If the controller has any doubt as to the identity of the lead supervisory authority
then it should, at a minimum, notify the local supervisory authority where the breach has taken
place.

2. Breaches at non-EU establishments
Article 3 concerns the territorial scope of the GDPR, including when it applies to the processing of
personal data by a controller or processor that is not established in the EU. In particular, Article 3(2)
states:
“This Regulation applies to the processing of personal data of data subjects who are in the Union by
a controller or processor not established in the Union, where the processing activities are related to:
(a) the offering of goods or services, irrespective of whether a payment of the data subject is
required, to such data subjects in the Union; or
(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.”

Article 3(3) is also relevant and states:
“This Regulation applies to the processing of personal data by a controller not established in the
Union, but in a place where Member State law applies by virtue of public international law.”
Where a controller not established in the EU is subject to Article 3(2) or Article 3(3) and experiences
a breach, it is therefore still bound by the notification obligations under Articles 33 and 34. Article 27
requires a controller (and processor) to designate a representative in the EU where Article 3(2)
applies. In such cases, WP29 recommends that notification should be made to the supervisory
authority in the Member State where the controller’s representative in the EU is established.
Similarly, where a processor is subject to Article 3(2), it will be bound by the obligations on
processors, of particular relevance here, the duty to notify a breach to the controller under Article
33(2).

D. Conditions where notification is not required
Article 33(1) makes it clear that breaches that are “unlikely to result in a risk to the rights and
freedoms of natural persons” do not require notification to the supervisory authority. An example
might be where personal data are already publically available and a disclosure of such data does not
constitute a likely risk to the individual. This is in contrast to existing breach notification
requirements for providers of publically available electronic communications services in Directive
2009/136/EC that state all relevant breaches have to be notified to the competent authority.
In its Opinion 03/2014 on breach notification, WP29 explained that a confidentiality breach of
personal data that were encrypted with a state of the art algorithm is still a personal data breach,
and has to be notified. However, if the confidentiality of the key is intact – i.e., the key was not
compromised in any security breach, and was generated so that it cannot be ascertained by
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available technical means by any person who is not authorised to access it – then the data are in
principle unintelligible. Thus, the breach is unlikely to adversely affect individuals and therefore
would not require communication to those individuals. However, even where data is encrypted, a
loss or alteration can have negative consequences for data subjects where the controller has no
adequate backups. In that instance communication to data subjects would be required, even if the
data itself was subject to adequate encryption measures.
WP29 also explained this would similarly be the case if personal data, such as passwords, were
securely hashed and salted, the hashed value was calculated with a state of the art cryptographic
keyed hash function, the key used to hash the data was not compromised in any breach, and the key
used to hash the data has been generated in a way that it cannot be ascertained by available
technological means by any person who is not authorised to access it.
Consequently, if personal data have been made essentially unintelligible to unauthorised parties and
where the data are a copy or a backup exists, a confidentiality breach involving properly encrypted
personal data may not need to be notified to the supervisory authority. This is because such a
breach is unlikely to pose a risk to individuals’ rights and freedoms. This of course means that the
individual would not need to be informed either as there is likely no high risk. However, it should be
borne in mind that while notification may initially not be required if there is no likely risk to the
rights and freedoms of individuals, this may change over time and the risk would have to be reevaluated. For example, if the key is subsequently found to be compromised, or a vulnerability in the
encryption software is exposed, then notification may still be required.
Furthermore, it should be noted that if there is a breach where there are no backups of the
encrypted personal data then there will have been an availability breach, which could pose risks to
individuals and therefore may require notification. Similarly, where a breach occurs involving the
loss of encrypted data, even if a backup of the personal data exists this may still be a reportable
breach, depending on the length of time taken to restore the data from that backup and the effect
that lack of availability has on individuals. As Article 32(1)(c) states, an important factor of security is
the “the ability to restore the availability and access to personal data in a timely manner in the event
of a physical or technical incident”.
Example
A breach that would not require notification to the supervisory authority would be the loss of a
securely encrypted mobile device, utilised by the controller and its staff. Provided the encryption key
remains within the secure possession of the controller and this is not the sole copy of the personal
data then the personal data would be inaccessible to an attacker. This means the breach is unlikely
to result in a risk to the rights and freedoms of the data subjects in question. If it later becomes
evident that the encryption key was compromised or that the encryption software or algorithm is
vulnerable, then the risk to the rights and freedoms of natural persons will change and thus
notification may now be required.
However, a failure to comply with Article 33 will exist where a controller does not notify the
supervisory authority in a situation where the data has not actually been securely encrypted.
Therefore, when selecting encryption software controllers should carefully weigh the quality and the
proper implementation of the encryption offered, understand what level of protection it actually
provides and whether this is appropriate to the risks presented. Controllers should also be familiar
with the specifics of how their encryption product functions. For instance, a device may be
encrypted once it is switched off, but not while it is in stand-by mode. Some products using
encryption have “default keys” that need to be changed by each customer to be effective. The
encryption may also be considered currently adequate by security experts, but may become
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outdated in a few years’ time, meaning it is questionable whether the data would be sufficiently
encrypted by that product and provide an appropriate level of protection.

III. Article 34 – Communication to the data subject
A. Informing individuals
In certain cases, as well as notifying the supervisory authority, the controller is also required to
communicate a breach to the affected individuals.
Article 34(1) states:
“When the personal data breach is likely to result in a high risk to the rights and freedoms of natural
persons, the controller shall communicate the personal data breach to the data subject without
undue delay.”
Controllers should recall that notification to the supervisory authority is mandatory unless there is
unlikely to be a risk to the rights and freedoms of individuals as a result of a breach. In addition,
where there is likely a high risk to the rights and freedoms of individuals as the result of a breach,
individuals must also be informed. The threshold for communicating a breach to individuals is
therefore higher than for notifying supervisory authorities and not all breaches will therefore be
required to be communicated to individuals, thus protecting them from unnecessary notification
fatigue.
The GDPR states that communication of a breach to individuals should be made “without undue
delay,” which means as soon as possible. The main objective of notification to individuals is to
provide specific information about steps they should take to protect themselves. As noted above,
depending on the nature of the breach and the risk posed, timely communication will help
individuals to take steps to protect themselves from any negative consequences of the breach.
Annex B of these Guidelines provides a non-exhaustive list of examples of when a breach may be
likely to result in high risk to individuals and consequently instances when a controller will have to
notify a breach to those affected.

B. Information to be provided
When notifying individuals, Article 34(2) specifies that:
“The communication to the data subject referred to in paragraph 1 of this Article shall describe in
clear and plain language the nature of the personal data breach and contain at least the information
and measures referred to in points (b), (c) and (d) of Article 33(3).”
According to this provision, the controller should at least provide the following information:
 a description of the nature of the breach;
 the name and contact details of the data protection officer or other contact point;
 a description of the likely consequences of the breach; and
 a description of the measures taken or proposed to be taken by the controller to address the
breach, including, where appropriate, measures to mitigate its possible adverse effects.
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As an example of the measures taken to address the breach and to mitigate its possible adverse
effects, the controller could state that, after having notified the breach to the relevant supervisory
authority, the controller has received advice on managing the breach and lessening its impact. The
controller should also, where appropriate, provide specific advice to individuals to protect
themselves from possible adverse consequences of the breach, such as resetting passwords in the
case where their access credentials have been compromised. Again, a controller can choose to
provide information in addition to what is required here.

C. Contacting individuals
In principle, the relevant breach should be communicated to the affected data subjects directly,
unless doing so would involve a disproportionate effort. In such a case, there shall instead be a
public communication or similar measure whereby the data subjects are informed in an equally
effective manner (Article 34(3)c).
Dedicated messages should be used when communicating a breach to data subjects and they should
not be sent with other information, such as regular updates, newsletters, or standard messages. This
helps to make the communication of the breach to be clear and transparent.
Examples of transparent communication methods include direct messaging (e.g. email, SMS, direct
message), prominent website banners or notification, postal communications and prominent
advertisements in print media. A notification solely confined within a press release or corporate blog
would not be an effective means of communicating a breach to an individual. WP29 recommends
that controllers should choose a means that maximizes the chance of properly communicating
information to all affected individuals. Depending on the circumstances, this may mean the
controller employs several methods of communication, as opposed to using a single contact channel.
Controllers may also need to ensure that the communication is accessible in appropriate alternative
formats and relevant languages to ensure individuals are able to understand the information being
provided to them. For example, when communicating a breach to an individual, the language used
during the previous normal course of business with the recipient will generally be appropriate.
However, if the breach affects data subjects who the controller has not previously interacted with,
or particularly those who reside in a different Member State or other non-EU country from where
the controller is established, communication in the local national language could be acceptable,
taking into account the resource required. The key is to help data subjects understand the nature of
the breach and steps they can take to protect themselves.
Controllers are best placed to determine the most appropriate contact channel to communicate a
breach to individuals, particularly if they interact with their customers on a frequent basis. However,
clearly a controller should be wary of using a contact channel compromised by the breach as this
channel could also be used by attackers impersonating the controller.
At the same time, Recital 86 explains that:
“Such communications to data subjects should be made as soon as reasonably feasible and in close
cooperation with the supervisory authority, respecting guidance provided by it or by other relevant
authorities such as law-enforcement authorities. For example, the need to mitigate an immediate
risk of damage would call for prompt communication with data subjects whereas the need to
implement appropriate measures against continuing or similar personal data breaches may justify
more time for communication.”
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Controllers might therefore wish to contact and consult the supervisory authority not only to seek
advice about informing data subjects about a breach in accordance with Article 34, but also on the
appropriate messages to be sent to, and the most appropriate way to contact, individuals.
Linked to this is the advice given in Recital 88 that notification of a breach should “take into account
the legitimate interests of law-enforcement authorities where early disclosure could unnecessarily
hamper the investigation of the circumstances of a personal data breach”. This may mean that in
certain circumstances, where justified, and on the advice of law-enforcement authorities, the
controller may delay communicating the breach to the affected individuals until such time as it
would not prejudice such investigations. However, data subjects would still need to be promptly
informed after this time.
Whenever it is not possible for the controller to communicate a breach to an individual because
there is insufficient data stored to contact the individual, in that particular circumstance the
controller should inform the individual as soon as it is reasonably feasible to do so (e.g. when an
individual exercises their Article 15 right to access personal data and provides the controller with
necessary additional information to contact them).

D. Conditions where communication is not required
Article 34(3) states three conditions that, if met, do not require notification to individuals in the
event of a breach. These are:


The controller has applied appropriate technical and organisational measures to protect
personal data prior to the breach, in particular those measures that render personal data
unintelligible to any person who is not authorised to access it. This could, for example,
include protecting personal data with state-of-the-art encryption, or by tokenization.



Immediately following a breach, the controller has taken steps to ensure that the high risk
posed to individuals’ rights and freedoms is no longer likely to materialise. For example,
depending on the circumstances of the case, the controller may have immediately identified
and taken action against the individual who has accessed personal data before they were
able to do anything with it. Due regard still needs to be given to the possible consequences
of any breach of confidentiality, again, depending on the nature of the data concerned.



It would involve disproportionate effort to contact individuals, perhaps where their contact
details have been lost as a result of the breach or are not known in the first place. For
example, the warehouse of a statistical office has flooded and the documents containing
personal data were stored only in paper form. Instead, the controller must make a public
communication or take a similar measure, whereby the individuals are informed in an
equally effective manner. In the case of disproportionate effort, technical arrangements
could also be envisaged to make information about the breach available on demand, which
could prove useful to those individuals who may be affected by a breach, but the controller
cannot otherwise contact.

In accordance with the accountability principle controllers should be able to demonstrate to the
supervisory authority that they meet one or more of these conditions 38. It should be borne in mind
that while notification may initially not be required if there is no risk to the rights and freedoms of
natural persons, this may change over time and the risk would have to be re-evaluated.
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If a controller decides not to communicate a breach to the individual, Article 34(4) explains that the
supervisory authority can require it to do so, if it considers the breach is likely to result in a high risk
to individuals. Alternatively, it may consider that the conditions in Article 34(3) have been met in
which case notification to individuals is not required. If the supervisory authority determines that
the decision not to notify data subjects is not well founded, it may consider employing its available
powers and sanctions.

IV. Assessing risk and high risk
A. Risk as a trigger for notification

Although the GDPR introduces the obligation to notify a breach, it is not a requirement to do so in all
circumstances:
 Notification to the competent supervisory authority is required unless a breach is unlikely to
result in a risk to the rights and freedoms of individuals.
 Communication of a breach to the individual is only triggered where it is likely to result in a
high risk to their rights and freedoms.
This means that immediately upon becoming aware of a breach, it is vitally important that the
controller should not only seek to contain the incident but it should also assess the risk that could
result from it. There are two important reasons for this: firstly, knowing the likelihood and the
potential severity of the impact on the individual will help the controller to take effective steps to
contain and address the breach; secondly, it will help it to determine whether notification is
required to the supervisory authority and, if necessary, to the individuals concerned.
As explained above, notification of a breach is required unless it is unlikely to result in a risk to the
rights and freedoms of individuals, and the key trigger requiring communication of a breach to data
subjects is where it is likely to result in a high risk to the rights and freedoms of individuals. This risk
exists when the breach may lead to physical, material or non-material damage for the individuals
whose data have been breached. Examples of such damage are discrimination, identity theft or
fraud, financial loss and damage to reputation. When the breach involves personal data that reveals
racial or ethnic origin, political opinion, religion or philosophical beliefs, or trade union membership,
or includes genetic data, data concerning health or data concerning sex life, or criminal convictions
and offences or related security measures, such damage should be considered likely to occur.

B. Factors to consider when assessing risk
Recitals 75 and 76 of the GDPR suggest that generally when assessing risk, consideration should be
given to both the likelihood and severity of the risk to the rights and freedoms of data subjects. It
further states that risk should be evaluated on the basis of an objective assessment.
It should be noted that assessing the risk to people’s rights and freedoms as a result of a breach has
a different focus to the risk considered in a DPIA). The DPIA considers both the risks of the data
processing being carried out as planned, and the risks in case of a breach. When considering a
potential breach, it looks in general terms at the likelihood of this occurring, and the damage to the
data subject that might ensue; in other words, it is an assessment of a hypothetical event. With an
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actual breach, the event has already occurred, and so the focus is wholly about the resulting risk of
the impact of the breach on individuals.
Example
A DPIA suggests that the proposed use of a particular security software product to protect personal
data is a suitable measure to ensure a level of security appropriate to the risk the processing would
otherwise present to individuals. However, if a vulnerability becomes subsequently known, this
would change the software’s suitability to contain the risk to the personal data protected and so it
would need to be re-assessed as part of an ongoing DPIA.
A vulnerability in the product is later exploited and a breach occurs. The controller should assess the
specific circumstances of the breach, the data affected, and the potential level of impact on
individuals, as well as how likely this risk will materialise.
Accordingly, when assessing the risk to individuals as a result of a breach, the controller should
consider the specific circumstances of the breach, including the severity of the potential impact and
the likelihood of this occurring. WP29 therefore recommends the assessment should take into
account the following criteria:
 The type of breach
The type of breach that has occurred may affect the level of risk presented to individuals. For
example, a confidentiality breach whereby medical information has been disclosed to unauthorised
parties may have a different set of consequences for an individual to a breach where an individual’s
medical details have been lost, and are no longer available.
 The nature, sensitivity, and volume of personal data
Of course, when assessing risk, a key factor is the type and sensitivity of personal data that has been
compromised by the breach. Usually, the more sensitive the data, the higher the risk of harm will be
to the people affected, but consideration should also be given to other personal data that may
already be available about the data subject. For example, the disclosure of the name and address of
an individual in ordinary circumstances is unlikely to cause substantial damage. However, if the
name and address of an adoptive parent is disclosed to a birth parent, the consequences could be
very severe for both the adoptive parent and child.
Breaches involving health data, identity documents, or financial data such as credit card details, can
all cause harm on their own, but if used together they could be used for identity theft. A
combination of personal data is typically more sensitive than a single piece of personal data. Some
types of personal data may seem at first relatively innocuous, however, what that data may reveal
about the affected individual should be carefully considered. A list of customers accepting regular
deliveries may not be particularly sensitive, but the same data about customers who have requested
that their deliveries be stopped while on holiday would be useful information to criminals.
Similarly, a small amount of highly sensitive personal data can have a high impact on an individual,
and a large range of details can reveal a greater range of information about that individual. Also, a
breach affecting large volumes of personal data about many data subjects can have an effect on a
corresponding large number of individuals.
 Ease of identification of individuals
An important factor to consider is how easy it will be for a party who has access to compromised
personal data to identify specific individuals, or match the data with other information to identify
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individuals. Depending on the circumstances, identification could be possible directly from the
personal data breached with no special research needed to discover the individual’s identity, or it
may be extremely difficult to match personal data to a particular individual, but it could still be
possible under certain conditions. Identification may be directly or indirectly possible from the
breached data, but it may also depend on the specific context of the breach, and public availability
of related personal details. This may be more relevant for confidentiality and availability breaches.
As stated above, personal data protected by an appropriate level of encryption will be unintelligible
to unauthorised persons without the decryption key. Additionally, appropriately-implemented
pseudonymisation (defined in Article 4(5) as “the processing of personal data in such a manner that
the personal data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to technical
and organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person”) can also reduce the likelihood of individuals being identified in the
event of a breach. However, pseudonymisation techniques alone cannot be regarded as making the
data unintelligible.
 Severity of consequences for individuals.

Depending on the nature of the personal data involved in a breach, for example, special categories
of data, the potential damage to individuals that could result can be especially severe, in particular
where the breach could result in identity theft or fraud, physical harm, psychological distress,
humiliation or damage to reputation. If the breach concerns personal data about vulnerable
individuals, they could be placed at greater risk of harm.
Whether the controller is aware that personal data is in the hands of people whose intentions are
unknown or possibly malicious can have a bearing on the level of potential risk. There may be a
confidentiality breach, whereby personal data is disclosed to a third party, as defined in Article 4(10),
or other recipient in error. This may occur, for example, where personal data is sent accidentally to
the wrong department of an organisation, or to a commonly used supplier organisation. The
controller may request the recipient to either return or securely destroy the data it has received. In
both cases, given that the controller has an ongoing relationship with them, and it may be aware of
their procedures, history and other relevant details, the recipient may be considered “trusted”. In
other words, the controller may have a level of assurance with the recipient so that it can reasonably
expect that party not to read or access the data sent in error, and to comply with its instructions to
return it. Even if the data has been accessed, the controller could still possibly trust the recipient not
to take any further action with it and to return the data to the controller promptly and to co-operate
with its recovery. In such cases, this may be factored into the risk assessment the controller carries
out following the breach – the fact that the recipient is trusted may eradicate the severity of the
consequences of the breach but does not mean that a breach has not occurred. However, this in
turn may remove the likelihood of risk to individuals, thus no longer requiring notification to the
supervisory authority, or to the affected individuals. Again, this will depend on case-by-case basis.
Nevertheless, the controller still has to keep information concerning the breach as part of the
general duty to maintain records of breaches (see section V, below).
Consideration should also be given to the permanence of the consequences for individuals, where
the impact may be viewed as greater if the effects are long-term.
 Special characteristics of the individual
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A breach may affect personal data concerning children or other vulnerable individuals, who may be
placed at greater risk of danger as a result. There may be other factors about the individual that may
affect the level of impact of the breach on them.
 Special characteristics of the data controller
The nature and role of the controller and its activities may affect the level of risk to individuals as a
result of a breach. For example, a medical organisation will process special categories of personal
data, meaning that there is a greater threat to individuals if their personal data is breached,
compared with a mailing list of a newspaper.
 The number of affected individuals
A breach may affect only one or a few individuals or several thousand, if not many more. Generally,
the higher the number of individuals affected, the greater the impact of a breach can have.
However, a breach can have a severe impact on even one individual, depending on the nature of the
personal data and the context in which it has been compromised. Again, the key is to consider the
likelihood and severity of the impact on those affected.
 General points
Therefore, when assessing the risk that is likely to result from a breach, the controller should
consider a combination of the severity of the potential impact on the rights and freedoms of
individuals and the likelihood of these occurring. Clearly, where the consequences of a breach are
more severe, the risk is higher and similarly where the likelihood of these occurring is greater, the
risk is also heightened. If in doubt, the controller should err on the side of caution and notify. Annex
B provides some useful examples of different types of breaches involving risk or high risk to
individuals.
The European Union Agency for Network and Information Security (ENISA) has produced
recommendations for a methodology of assessing the severity of a breach, which controllers and
processors may find useful when designing their breach management response plan.

V. Accountability and record keeping
A. Documenting breaches
Regardless of whether or not a breach needs to be notified to the supervisory authority, the
controller must keep documentation of all breaches, as Article 33(5) explains:
“The controller shall document any personal data breaches, comprising the facts relating to the
personal data breach, its effects and the remedial action taken. That documentation shall enable the
supervisory authority to verify compliance with this Article.”

This is linked to the accountability principle of the GDPR, contained in Article 5(2). The purpose of
recording non-notifiable breaches, as well notifiable breaches, also relates to the controller’s
obligations under Article 24, and the supervisory authority can request to see these records.
Controllers are therefore encouraged to establish an internal register of breaches, regardless of
whether they are required to notify or not.
Whilst it is up to the controller to determine what method and structure to use when documenting a
breach, in terms of recordable information there are key elements that should be included in all
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cases. As is required by Article 33(5), the controller needs to record details concerning the breach,
which should include its causes, what took place and the personal data affected. It should also
include the effects and consequences of the breach, along with the remedial action taken by the
controller.
The GDPR does not specify a retention period for such documentation. Where such records contain
personal data, it will be incumbent on the controller to determine the appropriate period of
retention in accordance with the principles in relation to the processing of personal data and to
meet a lawful basis for processing. It will need to retain documentation in accordance with Article
33(5) insofar as it may be called to provide evidence of compliance with that Article, or with the
accountability principle more generally, to the supervisory authority. Clearly, if the records
themselves contain no personal data then the storage limitation principle of the GDPR does not
apply.
In addition to these details, WP29 recommends that the controller also document its reasoning for
the decisions taken in response to a breach. In particular, if a breach is not notified, a justification for
that decision should be documented. This should include reasons why the controller considers the
breach is unlikely to result in a risk to the rights and freedoms of individuals. Alternatively, if the
controller considers that any of the conditions in Article 34(3) are met, then it should be able to
provide appropriate evidence that this is the case.
Where the controller does notify a breach to the supervisory authority, but the notification is
delayed, the controller must be able to provide reasons for that delay; documentation relating to
this could help to demonstrate that the delay in reporting is justified and not excessive.
Where the controller communicates a breach to the affected individuals, it should be transparent
about the breach and communicate in an effective and timely manner. Accordingly, it would help
the controller to demonstrate accountability and compliance by retaining evidence of such
communication.
To aid compliance with Articles 33 and 34, it would be advantageous to both controllers and
processors to have a documented notification procedure in place, setting out the process to follow
once a breach has been detected, including how to contain, manage and recover the incident, as
well as assessing risk, and notifying the breach. In this regard, to show compliance with GDPR it
might also be useful to demonstrate that employees have been informed about the existence of
such procedures and mechanisms and that they know how to react to breaches.
It should be noted that failure to properly document a breach can lead to the supervisory authority
exercising its powers under Article 58 and, or imposing an administrative fine in accordance with
Article 83.

B. Role of the Data Protection Officer
A controller or processor may have a Data Protection Officer (DPO), either as required by Article 37,
or voluntarily as a matter of good practice. Article 39 of the GDPR sets a number of mandatory tasks
for the DPO, but does not prevent further tasks being allocated by the controller, if appropriate.
Of particular relevance to breach notification, the mandatory tasks of the DPO includes, amongst
other duties, providing data protection advice and information to the controller or processor,
monitoring compliance with the GDPR, and providing advice in relation to DPIAs. The DPO must also
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cooperate with the supervisory authority and act as a contact point for the supervisory authority and
for data subjects. It should also be noted that, when notifying the breach to the supervisory
authority, Article 33(3)(b) requires the controller to provide the name and contact details of its DPO,
or other contact point.
In terms of documenting breaches, the controller or processor may wish to obtain the opinion of its
DPO as to the structure, the setting up and the administration of this documentation. The DPO could
also be additionally tasked with maintaining such records.
These factors mean that the DPO should play an key role in assisting the prevention of or
preparation for a breach by providing advice and monitoring compliance, as well as during a breach
(i.e. when notifying the supervisory authority), and during any subsequent investigation by the
supervisory authority. In this light, WP29 recommends that the DPO is promptly informed about the
existence of a breach and is involved throughout the breach management and notification process.

VI. Notification obligations under other legal instruments
In addition to, and separate from, the notification and communication of breaches under the GDPR,
controllers should also be aware of any requirement to notify security incidents under other
associated legislation that may apply to them and whether this may also require them to notify the
supervisory authority of a personal data breach at the same time. Such requirements can vary
between Member States, but examples of notification requirements in other legal instruments, and
how these inter-relate with the GDPR, include the following:


Regulation (EU) 910/2014 on electronic identification and trust services for electronic
transactions in the internal market (eIDAS Regulation).

Article 19(2) of the eIDAS Regulation requires trust service providers to notify their supervisory body
of a breach of security or loss of integrity that has a significant impact on the trust service provided
or on the personal data maintained therein. Where applicable—i.e., where such a breach or loss is
also a personal data breach under the GDPR—the trust service provider should also notify the
supervisory authority.


Directive (EU) 2016/1148 concerning measures for a high common level of security of
network and information systems across the Union (NIS Directive).

Articles 14 and 16 of the NIS Directive require operators of essential services and digital service
providers to notify security incidents to their competent authority. As recognised by Recital 63 of
NIS51, security incidents can often include a compromise of personal data. Whilst NIS requires
competent authorities and supervisory authorities to co-operate and exchange information that
context, it remains the case that where such incidents are, or become, personal data breaches under
the GDPR, those operators and/or providers would be required to notify the supervisory authority
separately from the incident notification requirements of NIS.
Example
A cloud service provider notifying a breach under the NIS Directive may also need to notify a
controller, if this includes a personal data breach. Similarly, a trust service provider notifying under
eIDAS may also be required to notify the relevant data protection authority in the event of a breach.


Directive 2009/136/EC (the Citizens’ Rights Directive) and Regulation 611/2013 (the Breach
Notification Regulation).
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Providers of publicly available electronic communication services within the context of Directive
2002/58/EC must notify breaches to the competent national authorities.
Controllers should also be aware of any additional legal, medical, or professional notification duties
under other applicable regimes.
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VII. Annex
A. Flowchart showing notification requirements
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B. Examples of personal data breaches and who to notify
The following non-exhaustive examples will assist controllers in determining whether they need to
notify in different personal data breach scenarios. These examples may also help to distinguish
between risk and high risk to the rights and freedoms of individuals.
Example
i. A controller stored a
backup of an archive
of personal data
encrypted on a USB
key. The key is stolen
during a break-in.

ii. A controller
maintains an online
service. As a result of
a cyber attack on that
service, personal data
of individuals are
exfiltrated.
The controller has
customers in a single
Member State.
iii. A brief power
outage lasting several
minutes at a
controller’s call centre
meaning customers
are unable to call the
controller and access
their records.
iv. A controller suffers
a ransomware attack
which results in all
data being encrypted.
No back-ups are
available and the data
cannot be restored.
On investigation, it
becomes clear that
the ransomware’s
only functionality was
to encrypt the data,

Notify the supervisory
authority?
No

Notify the data
subject?
No

Yes, report to the
supervisory authority
if there are likely
consequences to
individuals.

Yes, report to
individuals depending
on the nature of the
personal data affected
and if the severity of
the likely
consequences to
individuals is high.

No

No

Yes, report to the
supervisory authority,
if there are likely
consequences to
individuals as this is a
loss of availability.

Notes/recommendations
As long as the data are
encrypted with a state of
the art algorithm,
backups of the data exist
the unique key is not
compromised, and the
data can be restored in
good time, this may not
be a reportable breach.
However if it is later
compromised,
notification is required.

This is not a notifiable
breach, but still a
recordable incident
under Article 33(5).

Appropriate records
should be maintained by
the controller.
Yes, report to
If there was a backup
individuals, depending available and data could
on the nature of the
be restored in good time,
personal data affected this would not need to be
and the possible
reported to the
effect of the lack of
supervisory authority or
availability of the
to individuals as there
data, as well as other
would have been no
likely consequences.
permanent loss of
availability or
confidentiality. However,
if the supervisory
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and that there was no
other malware
present in the system.

v. An individual
phones a bank’s call
centre to report a
data breach. The
individual has
received a monthly
statement for
someone else.
The controller
undertakes a short
investigation (i.e.
completed within 24
hours) and establishes
with a reasonable
confidence that a
personal data breach
has occurred and
whether it has a
systemic flaw that
may mean other
individuals are or
might be affected.
vi. A controller
operates an online
marketplace and has
customers in multiple
Member States. The
marketplace suffers a
cyber-attack and
usernames,
passwords and
purchase history are
published online by
the attacker.
vii. A website hosting
company acting as a
data processor
identifies an error in
the code which
controls user
authorisation. The

Yes

Only the individuals
affected are notified if
there is high risk and
it is clear that others
were not affected.

Yes, report to lead
supervisory authority
if involves crossborder processing.

Yes, as could lead to
high risk.

As the processor, the
website hosting
company must notify
its affected clients
(the controllers)
without undue delay.

If there is likely no
high risk to the
individuals they do
not need to be
notified.

authority became aware
of the incident by other
means, it may consider
an investigation to assess
compliance with the
broader security
requirements of Article
32.
If, after further
investigation, it is
identified that more
individuals are affected,
an update to the
supervisory authority
must be made and the
controller takes the
additional step of
notifying other
individuals if there is high
risk to them.

The controller should
take action, e.g. by
forcing password resets
of the affected accounts,
as well as other steps to
mitigate the risk.
The controller should
also consider any other
notification obligations,
e.g. under the NIS
Directive as a digital
service provider.
The website hosting
company (processor)
must consider any other
notification obligations
(e.g. under the NIS
Directive as a digital
service provider).
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effect of the flaw
means that any user
can access the
account details of any
other user.

viii. Medical records in
a hospital are
unavailable for the
period of 30 hours
due to a cyber-attack.
ix. Personal data of a
large number of
students are
mistakenly sent to the
wrong mailing list
with 1000+ recipients.
x. A direct marketing
e-mail is sent to
recipients in the “to:”
or “cc:” fields, thereby
enabling each
recipient to see the
email address of other
recipients.

Assuming that the
website hosting
company has
conducted its own
investigation the
affected controllers
should be reasonably
confident as to
whether each has
suffered a breach and
therefore is likely to
be considered as
having “become
aware” once they
have been notified by
the hosting company
(the processor). The
controller then must
notify the supervisory
authority.
Yes, the hospital is
obliged to notify as
high-risk to patient’s
well-being and privacy
may occur.
Yes, report to
supervisory authority.

Yes, notifying the
supervisory authority
may be obligatory if a
large number of
individuals are
affected, if sensitive
data are revealed (e.g.
a mailing list of a
psychotherapist) or if
other factors present
high risks (e.g. the
mail contains the
initial passwords).

If there is no evidence of
this vulnerability being
exploited with any of its
controllers a notifiable
breach may not have
occurred but it is likely to
be recordable or be a
matter of noncompliance under Article
32.

Yes, report to the
affected individuals.

Yes, report to
individuals depending
on the scope and type
of personal data
involved and the
severity of possible
consequences.
Yes, report to
individuals depending
on the scope and type
of personal data
involved and the
severity of possible
consequences.

Notification may not be
necessary if no sensitive
data is revealed and if
only a minor number of
email addresses are
revealed.
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A6 - Guidelines on the application and setting of administrative fines
Adopted on 3 October 2017
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I. Introduction
The EU has completed a comprehensive reform of data protection regulation in Europe. The reform
rests on several pillars (key components): coherent rules, simplified procedures, coordinated
actions, user involvement, more effective information and stronger enforcement powers.
Data controllers and data processors have increased responsibilities to ensure that personal data of
the individuals is protected effectively. Supervisory authorities have powers to ensure that the
principles of the General Data Protection Regulation (hereafter ‘the Regulation’) as well as the rights
of the individuals concerned are upheld according to the wording and the spirit of the Regulation.
Consistent enforcement of the data protection rules is central to a harmonized data protection
regime. Administrative fines are a central element in the new enforcement regime introduced by the
Regulation, being a powerful part of the enforcement toolbox of the supervisory authorities
together with the other measures provided by article 58.
This document is intended for use by the supervisory authorities to ensure better application and
enforcement of the Regulation and expresses their common understanding of the provisions of
article 83 of the Regulation as well as its interplay with articles 58 and 70 and their corresponding
recitals.
In particular, according to article 70, (1) (e), the European Data Protection Board (hereafter ‘EDPB’) is
empowered to issue guidelines, recommendations and best practices in order to encourage
consistent application of this Regulation and article 70, (1), (k) specifies the provision for guidelines
concerning the setting of administrative fines.
These guidelines are not exhaustive, neither will they provide explanations about the differences
between administrative, civil or criminal law systems when imposing administrative sanctions in
general.
In order to achieve a consistent approach to the imposition of the administrative fines, which
adequately reflects all of the principles in these guidelines, the EDPB has agreed on a common
understanding of the assessment criteria in article 83 (2) of the Regulation and therefore the EDPB
and individual supervisory authorities agree on using this Guideline as a common approach.
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II. Principles
Once an infringement of the Regulation has been established based on the assessment of the facts
of the case, the competent supervisory authority must identify the most appropriate corrective
measure(s) in order to address the infringement. The provisions of article 58 (2) b-j indicate which
tools the supervisory authorities may employ in order to address non-compliance from a controller
or a processor. When using these powers, the supervisory authorities must observe the following
principles:

1. Infringement of the Regulation should lead to the imposition of “equivalent sanctions”
The concept of “equivalence” is central in determining the extent of the obligations of the
supervisory authorities to ensure consistency in their use of corrective powers according to article
58 (2) in general, and the application of administrative fines in particular.
In order to ensure a consistent and high level of protection of natural persons and to remove the
obstacles to flows of personal data within the Union, the level of protection should be equivalent in
all Member States (recital 10). Recital 11 elaborates the fact that an equivalent level of protection of
personal data throughout the Union requires, amongst others, “equivalent powers for monitoring
and ensuring compliance with the rules for the protection of personal data and equivalent sanctions
for infringements in the Member States.”. Furthermore, equivalent sanctions in all Member States as
well as effective cooperation between supervisory authorities of different Member States is seen as
a way “to prevent divergences hampering the free movement of personal data within the internal
market”, in line with recital 13 of the Regulation.
The Regulation sets a stronger basis than Directive 95/46/EC for a greater level of consistency as the
Regulation is directly applicable in the Member States. While supervisory authorities operate with
“complete independence” (article 52) with respect to national governments, controllers or
processors, they are required to cooperate “with a view to ensuring the consistency of application
and enforcement of this Regulation” (article 57, (1),(g)).
The Regulation calls for a greater consistency than the Directive 95/46 when imposing sanctions. In
cross border cases, consistency shall be achieved primarily through the cooperation (one –stopshop) mechanism and to some extent through the consistency mechanism set forth by the new
Regulation.
In national cases covered by the Regulation, the supervisory authorities will apply these guidelines in
the spirit of cooperation according to article 57, 1 (g) and article 63, with a view to ensuring the
consistency of application and enforcement of the Regulation. Although supervisory authorities
remain independent in their choice of the corrective measures presented in Article 58 (2), it should
be avoided that different corrective measures are chosen by the supervisory authorities in similar
cases.
The same principle applies when such corrective measures are imposed in the form of fines.
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2. Like all corrective measures chosen by the supervisory authorities,
administrative fines should be “effective, proportionate and dissuasive”.

Like all corrective measures in general, administrative fines should adequately respond to the
nature, gravity and consequences of the breach, and supervisory authorities must assess all the facts
of the case in a manner that is consistent and objectively justified. The assessment of what is
effective, proportional and dissuasive in each case will have to also reflect the objective pursued by
the corrective measure chosen, that is either to re-establish compliance with the rules, or to punish
unlawful behaviour (or both).
Supervisory authorities should identify a corrective measure that is “effective, proportionate and
dissuasive” (art. 83 (1)), both in national cases (article 55) and in cases involving cross- border
processing of personal data (as defined in article 4 (23)).
These guidelines recognize that national legislation may set additional requirements on the
enforcement procedure to be followed by the supervisory authorities. This may for example include
address notifications, form, deadlines for making representations, appeal, enforcement, payment.
Such requirements should however not hinder in practice the achievement of effectiveness,
proportionality or dissuasiveness.
A more precise determination of effectiveness, proportionality or dissuasiveness will be generated
by emerging practice within supervisory authorities (on data protection, as well as lessons learned
from other regulatory sectors) as well as case-law when interpreting these principles.
In order to impose fines that are effective, proportionate and dissuasive, the supervisory authority
shall use for the definition of the notion of an undertaking as provided for by the CJEU for the
purposes of the application of Article 101 and 102 TFEU, namely that the concept of an undertaking
is understood to mean an economic unit, which may be formed by the parent company and all
involved subsidiaries. In accordance with EU law and case-law, an undertaking must be understood
to be the economic unit, which engages in commercial/economic activities, regardless of the legal
person involved (Recital 150).
3. The competent supervisory authority will make an assessment “in each individual case”.
Administrative fines may be imposed in response to a wide range of infringements. Article 83 of the
Regulation provides a harmonized approach to breaches of obligations expressly listed in paras (4)(6). Member State law may extend the application of article 83 to public authorities and bodies
established in that Member State. Additionally, Member State law may allow for or even mandate
the imposition of a fine for infringement of other provisions than those mentioned in article 83 (4)(6).
The Regulation requires assessment of each case individually. Article 83 (2) is the starting point for
such an individual assessment. The paragraph states “when deciding whether to impose an
administrative fine, and deciding on the amount of the administrative fine in each individual case due
regard shall be given to the following…”Accordingly, and also in the light of Recital 148 the
supervisory authority has the responsibility of choosing the most appropriate measure(s). In the
cases mentioned in Article 83 (4) – (6), this choice must include consideration of all of the corrective
measures, which would include consideration of the imposition of the appropriate administrative
fine, either accompanying a corrective measure under Article 58(2) or on its own.
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Fines are an important tool that supervisory authorities should use in appropriate circumstances.
The supervisory authorities are encouraged to use a considered and balanced approach in their use
of corrective measures, in order to achieve both an effective and dissuasive as well as a
proportionate reaction to the breach. The point is to not qualify the fines as last resort, nor to shy
away from issuing fines, but on the other hand not to use them in such a way which would devalue
their effectiveness as a tool.
The EDPB, when competent according to article 65 of the Regulation, will issue a binding decision on
disputes between authorities relating in particular to the determination of the existence of an
infringement. When the relevant and reasoned objection raises the issue of the compliance of the
corrective measure with the GDPR, the decision of EDPB will also discuss how the principles of
effectiveness, proportionality and deterrence are observed in the administrative fine proposed in
the draft decision of the competent supervisory authority. EDPB guidance on the application of
article 65 of the Regulation will follow separately for further detail on the type of decision to be
taken by the EDPB.

4. A harmonized approach to administrative fines in the field of data protection requires
active participation and information exchange among Supervisory Authorities
These guidelines acknowledge that fining powers represent for some national supervisory
authorities a novelty in the field of data protection, raising numerous issues in terms of resources,
organization and procedure. Notably, the decisions in which the supervisory authorities exercise the
fining powers conferred to them will be subject to appeal before national courts.
Supervisory authorities shall cooperate with each other and where relevant, with the European
Commission through the cooperation mechanisms as set out in the Regulation in order to support
formal and informal information exchanges, such as through regular workshops. This cooperation
would focus on their experience and practice in the application of the fining powers to ultimately
achieve greater consistency.
This proactive information sharing, in addition to emerging case law on the use of these powers,
may lead to the principles or the particular details of these guidelines being revisited.
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III. Assessment criteria in article 83 (2)
Article 83 (2) provides a list of criteria the supervisory authorities are expected to use in the
assessment both of whether a fine should be imposed and of the amount of the fine. This does not
recommend a repeated assessment of the same criteria, but an assessment that takes into account
all the circumstances of each individual case, as provided by article 83.
The conclusions reached in the first stage of the assessment may be used in the second part
concerning the amount of the fine, thereby avoiding the need to assess using the same criteria
twice.
This section provides guidance for the supervisory authorities of how to interpret the individual facts
of the case in the light of the criteria in article 83 (2).
(a) the nature, gravity and duration of the infringement
Almost all of the obligations of the controllers and processors according to the Regulation are
categorised according to their nature in the provisions of article 83(4) – (6) . The Regulation, in
setting up two different maximum amounts of administrative fine (10/20 million Euros), already
indicates that a breach of some provisions of the Regulation may be more serious than for other
provisions. However the competent supervisory authority, by assessing the facts of the case in light
of the general criteria provided in article 83 (2), may decide that in the particular case there is a
higher or a more reduced need to react with a corrective measure in the form of a fine. Where a fine
has been chosen as the one or one of several appropriate corrective measure(s), the tiering system
of the Regulation (article 83 (4)- 83 (6)) will be applied in order to identify the maximum fine that
can be imposed according to the nature of the infringement in question.
Recital 148 introduces the notion of “minor infringements”. Such infringements may constitute
breaches of one or several of the Regulation’s provisions listed in article 83 (4) or (5). The
assessment of the criteria in article 83 (2) may however lead the supervisory authority to believe
that in the concrete circumstances of the case, the breach for example, does not pose a significant
risk to the rights of the data subjects concerned and does not affect the essence of the obligation in
question. In such cases, the fine may (but not always) be replaced by a reprimand.
Recital 148 does not contain an obligation for the supervisory authority to always replace a fine by a
reprimand in the case of a minor infringement (“a reprimand may be issued instead of a fine”), but
rather a possibility that is at hand, following a concrete assessment of all the circumstances of the
case.
Recital 148 opens up the same possibility to replace a fine by a reprimand, where the data controller
is a natural person and the fine likely to be imposed would constitute a disproportionate burden.
The starting point is that the supervisory authority has to assess whether, considering the
circumstances of the case at hand, the imposition of a fine is required. If it finds in favour of
imposing a fine, then the supervisory authority must also assess whether the fine to be imposed
would constitute a disproportionate burden to a natural person.
Specific infringements are not given a specific price tag in the Regulation, only a cap (maximum
amount). This can be indicative of a relative lower degree of gravity for a breach of obligations listed
in article 83(4), compared with those set out in article 83(5). The effective, proportionate and
dissuasive reaction to a breach of article 83(5) will however depend on the circumstances of the
case.
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It should be noticed that breaches of the Regulation, which by their nature might fall into the
category of “up to 10 million Euros or up to 2% of total annual worldwide turnover” as set out in
article 83 (4), might end up qualifying for a higher tier (Euro 20 million) category in certain
circumstances. This would be likely to be the case where such breaches have previously been
addressed in an order from the supervisory authority, an order which the controller or processor
failed to comply with (article 83 (6)). The provisions of the national law may in practice have an
impact on this assessment. The nature of the infringement, but also “the scope, purpose of the
processing concerned as well as the number of data subjects affected and the level of damage
suffered by them”, will be indicative of the gravity of the infringement. The occurrence of several
different infringements committed together in any particular single case means that the supervisory
authority is able to apply the administrative fines at a level which is effective, proportionate and
dissuasive within the limit of the gravest infringement. Therefore, if an infringement of article 8 and
article 12 has been discovered, then the supervisory authority may be able to apply the corrective
measures as set out in article 83(5) which correspond to the category of the gravest infringement,
namely article 12. More detail at this stage is beyond the scope of this particular guideline (as
detailed calculation work would be the focus of a potential subsequent stage of this guideline).
The factors below should be assessed in combination eg. the number of data subjects together with
the possible impact on them.
The number of data subjects involved should be assessed, in order to identify whether this is an
isolated event or symptomatic of a more systemic breach or lack of adequate routines in place. This
is not to say that isolated events should not be enforceable, as an isolated event could still affect a
lot of data subjects. This will, depending on the circumstances of the case, be relative to, for
example, the total number of registrants in the database in question, the number of users of a
service, the number of customers, or in relation to the population of the country, as appropriate.
The purpose of the processing must also be assessed. The WP 29 opinion on “purpose limitation”
previously analysed the two main building blocks of this principle in data protection law: purpose
specification and compatible use. When assessing the purpose of the processing in the context of
article 83 (2), the supervisory authorities should look into the extent to which the processing
upholds the two key components of this principle. In certain situations, the supervisory authority
might find it necessary to factor in a deeper analysis of the purpose of the processing in itself in the
analysis of article 83 (2).
If the data subjects have suffered damage, the level of the damage has to be taken into
consideration. Processing of personal data may generate risks for the rights and freedoms of the
individual, as illustrated by recital 75:
“The risk to the rights and freedoms of natural persons, of varying likelihood and severity,
may result from personal data processing which could lead to physical, material or
nonmaterial damage, in particular: where the processing may give rise to discrimination,
identity theft or fraud, financial loss, damage to the reputation, loss of confidentiality of
personal data protected by professional secrecy, unauthorised reversal of pseudonymisation,
or any other significant economic or social disadvantage; where data subjects might be
deprived of their rights and freedoms or prevented from exercising control over their
personal data; where personal data are processed which reveal racial or ethnic origin,
political opinions, religion or philosophical beliefs, trade union membership, and the
processing of genetic data, data concerning health or data concerning sex life or criminal
convictions and offences or related security measures; where personal aspects are evaluated,
in particular analysing or predicting aspects concerning performance at work, economic
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situation, health, personal preferences or interests, reliability or behaviour, location or
movements, in order to create or use personal profiles; where personal data of vulnerable
natural persons, in particular of children, are processed; or where processing involves a large
amount of personal data and affects a large number of data subjects.”
If damages have been or are likely to be suffered due to the infringement of the Regulation then the
supervisory authority should take this into account in its choice of corrective measure, although the
supervisory authority itself is not competent to award the specific compensation for the damage
suffered.
The imposition of a fine is not dependent on the ability of the supervisory authority to establish a
causal link between the breach and the material loss (see for example article 83 (6)).
Duration of the infringement may be illustrative of, for example:
a) wilful conduct on the data controller’s part, or
b) failure to take appropriate preventive measures, or
c) inability to put in place the required technical and organisational measures.

(b) the intentional or negligent character of the infringement
In general, “intent” includes both knowledge and wilfulness in relation to the characteristics of an
offence, whereas “unintentional” means that there was no intention to cause the infringement
although the controller/processor breached the duty of care which is required in the law.
It is generally admitted that intentional breaches, demonstrating contempt for the provisions of the
law, are more severe than unintentional ones and therefore may be more likely to warrant the
application of an administrative fine. The relevant conclusions about wilfulness or negligence will be
drawn on the basis of identifying objective elements of conduct gathered from the facts of the case.
In addition, emergent case law and practice in the field of data protection under the application of
the Regulation will be illustrative of circumstances indicating clearer thresholds for assessing
whether a breach was intentional.
Circumstances indicative of intentional breaches might be unlawful processing authorised explicitly
by the top management hierarchy of the controller, or in spite of advice from the data protection
officer or in disregard for existing policies, for example obtaining and processing data about
employees at a competitor with an intention to discredit that competitor in the market.
Other examples here might be:
 amending personal data to give a misleading (positive) impression about whether targets
have been met – we have seen this in the context of targets for hospital waiting times


the trade of personal data for marketing purpose ie selling data as ‘opted in’ without
checking/disregarding data subjects’ views about how their data should be used

Other circumstances, such as failure to read and abide by existing policies, human error, failure to
check for personal data in information published, failure to apply technical updates in a timely
manner, failure to adopt policies (rather than simply failure to apply them)may be indicative of
negligence.
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Enterprises should be responsible for adopting structures and resources adequate to the nature and
complexity of their business. As such, controllers and processors cannot legitimise breaches of data
protection law by claiming a shortage of resources. Routines and documentation of processing
activities follow a risk-based approach according to the Regulation.
There are grey areas which will affect decision-making in relation to whether or not to impose a
corrective measure and the authority may need to do more extensive investigation to ascertain the
facts of the case and to ensure that all specific circumstances of each individual case were
sufficiently taken into account.
(c) any action taken by the controller or processor to mitigate the damage suffered by data subjects;
The data controllers and processors have an obligation to implement technical and organisational
measures to ensure a level of security appropriate to the risk, to carry out data protection impact
assessments and mitigate risks arising from the processing of personal data to the rights and
freedoms of the individuals. However, when a breach occurs and the data subject has suffered
damage, the responsible party should do whatever they can do in order to reduce the consequences
of the breach for the individual(s) concerned. Such responsible behaviour (or the lack of it) would be
taken into account by the supervisory authority in their choice of corrective measure(s) as well as in
the calculation of the sanction to be imposed in the specific case.
Although aggravating and mitigating factors are particularly suited to fine-tune the amount of a fine
to the particular circumstances of the case, their role in the choice of appropriate corrective
measure should not be underestimated. In cases where the assessment based on other criteria
leaves the supervisory authority in doubt about the appropriateness of an administrative fine, as a
standalone corrective measure, or in combination with other measures in article 58, such
aggravating or attenuating circumstances may help to choose the appropriate measures by tipping
the balance in favour of what proves more effective, proportionate and dissuasive in the given case.
This provision acts as an assessment of the degree of responsibility of the controller after the
infringement has occurred. It may cover cases where the controller/processor has clearly not taken a
reckless/ negligent approach but where they have done all they can to correct their actions when
they became aware of the infringement.
Regulatory experience from SAs under the 95/46/EC Directive has previously shown that it can be
appropriate to show some degree of flexibility to those data controllers/processors who have
admitted to their infringement and taken responsibility to correct or limit the impact of their actions.
This might include examples such as (although this would not lead to a more flexible approach in
every case):



contacting other controllers/processors who may have been involved in an extension of the
processing e.g. if there has been a piece of data mistakenly shared with third parties.
timely action taken by the data controller/processor to stop the infringement from
continuing or expanding to a level or phase which would have had a far more serious impact
than it did.

(d) the degree of responsibility of the controller or processor taking into account technical and
organisational measures implemented by them pursuant to Articles 25 and 32;
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The Regulation has introduced a far greater level of accountability of the data controller in
comparison with the EC Data Protection Directive 95/46/EC.
The degree of responsibility of the controller or processor assessed against the backdrop of applying
an appropriate corrective measure may include:





Has the controller implemented technical measures that follow the principles of data
protection by design or by default (article 25)?
Has the controller implemented organisational measures that give effect to the principles of
data protection by design and by default (article 25) at all levels of the organisation?
Has the controller/processor implemented an appropriate level of security (article 32)?
Are the relevant data protection routines/policies known and applied at the appropriate
level of management in the organisation? (Article 24).

Article 25 and article 32 of the Regulation require that the controllers “take into account the state of
the art, the cost of implementation and the nature, scope, context, and purposes of the processing,
as well as the risks of varying likelihood and severity for rights and freedoms for the natural persons
posed by the processing”. Rather than being an obligation of goal, these provisions introduce
obligations of means, that is, the controller must make the necessary assessments and reach the
appropriate conclusions. The question that the supervisory authority must then answer is to what
extent the controller “did what it could be expected to do” given the nature, the purposes or the size
of the processing, seen in light of the obligations imposed on them by the Regulation.
In this assessment, due account should be taken of any “best practice” procedures or methods
where these exist and apply. Industry standards, as well as codes of conduct in the respective field or
profession are important to take into account. Codes of practice might give an indication as to what
is common practice in the field and an indication of the level of knowledge about different means to
address typical security issues associated with the processing.
While best practice should be the ideal to pursue in general, the special circumstances of each
individual case must be taken into account when making the assessment of the degree of
responsibility.
(e) any relevant previous infringements by the controller or processor;
This criterion is meant to assess the track record of the entity committing the infringement.
Supervisory authorities should consider that the scope of the assessment here can be quite wide
because any type of breach of the Regulation, though different in nature to the one being
investigated now by the supervisory authority might be “relevant” for the assessment, as it could be
indicative of a general level of insufficient knowledge or disregard for the data protection rules.
The supervisory authority should assess:
 Has the controller/processor committed the same infringement earlier?
 Has the controller/ processor committed an infringement of the Regulation in the same
manner? (for example as a consequence of insufficient knowledge of existing routines in the
organisation, or as a consequence of inappropriate risk assessment, not being responsive to
requests from the data subject in a timely manner, unjustified delay in responding to
requests and so on).
(f) the degree of cooperation with the supervisory authority, in order to remedy the infringement
and mitigate the possible adverse effects of the infringement;
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Article 83 (2) provides that the degree of cooperation may be given “due regard” when deciding
whether to impose an administrative fine and in deciding on the amount of the fine. The Regulation
does not give a precise answer to the question how to take into account the efforts of the
controllers or the processors to remedy an infringement already established by the supervisory
authority. Moreover, it is clear that the criteria would usually be applied when calculating the
amount of the fine to be imposed.
However, where intervention of the controller has had the effect that negative consequences on the
rights of the individuals did not produce or had a more limited impact than they could have
otherwise done, this could also be taken into account in the choice of corrective measure that is
proportionate in the individual case.
One example of a case where cooperation with the supervisory authority might be relevant to
consider might be:
 Has the entity responded in a particular manner to the supervisory authority’s requests
during the investigation phase in that specific case which has significantly limited the impact
on individuals’ rights as a result?
This said, it would not be appropriate to give additional regard to cooperation that is already
required by law for example, the entity is in any case required to allow the supervisory authority
access to premises for audits/inspections.

(g) the categories of the personal data affected by the infringement;
Some examples of key questions that the supervisory authority may find it necessary to answer here,
if appropriate to the case, are:
 Does the infringement concern processing of special categories of data set out in articles 9
or 10 of the Regulation?
 Is the data directly identifiable/ indirectly identifiable?
 Does the processing involve data whose dissemination would cause immediate
damage/distress to the individual (which falls outside the category of article 9 or 10)?
 Is the data directly available without technical protections, or is it encrypted?

(h) the manner in which the infringement became known to the supervisory authority, in particular
whether, and if so to what extent, the controller or processor notified the infringement;
A supervisory authority might become aware about the infringement as a result of investigation,
complaints, articles in the press, anonymous tips or notification by the data controller. The controller
has an obligation according to the Regulation to notify the supervisory authority about personal data
breaches. Where the controller merely fulfils this obligation, compliance with the obligation cannot
be interpreted as an attenuating/ mitigating factor. Similarly, a data controller/processor who acted
carelessly without notifying, or at least not notifying all of the details of the infringement due to a
failure to adequately assess the extent of the infringement may also be considered by the
supervisory authority to merit a more serious penalty i.e. it is unlikely to be classified as a minor
infringement.
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(i) where measures referred to in Article 58(2) have previously been ordered against the controller
or processor concerned with regard to the same subject-matter, compliance with those measures;
A controller or processor may already be on the supervisory authority’s radar for monitoring their
compliance after a previous infringement and contacts with the DPO where they exist are likely to
have been extensive. Therefore, the supervisory authority will take into account the previous
contacts. As opposed to the criteria in (e), this assessment criteria only seeks to remind supervisory
authorities to refer to measures that they themselves have previously issued to the same controller
or processors “with regard to the same subject matter”.

(j) adherence to approved codes of conduct pursuant to Article 40 or approved certification
mechanisms pursuant to Article 42;
Supervisory authorities have a duty to “monitor and enforce the application of this Regulation,
(article 57 1 (a))”. Adherence to approved codes of conduct may be used by the controller or
processor as a way to demonstrate compliance, according to articles 24 (3), 28 (5) or 32 (3).
In case of a breach of one of the provisions of the Regulation, adherence to an approved code of
conduct might be indicative of how comprehensive the need is to intervene with an effective,
proportionate, dissuasive administrative fine or other corrective measure from the supervisory
authority. Approved codes of conduct will, according to article 40 (4) contain “mechanisms which
enable the (monitoring) body to carry out mandatory monitoring of compliance with its provisions”.
Where the controller or processor has adhered to an approved code of conduct, the supervisory
authority may be satisfied that the code community in charge of administering the code takes the
appropriate action themselves against their member, for example through the monitoring and
enforcement schemes of the code of conduct itself. Therefore, the supervisory authority might
consider that such measures are effective, proportionate or dissuasive enough in that particular case
without the need for imposing additional measures from the supervisory authority itself. Certain
forms of sanctioning non-compliant behaviour may be made through the monitoring scheme,
according to article 41 (2) c and 42 (4), including suspension or exclusion of the controller or
processor concerned from the code community. Nevertheless, the powers of the monitoring body
are “without prejudice to the tasks and powers of the competent supervisory authority”, which
means that the supervisory authority is not under an obligation to take into account previously
imposed sanctions pertaining to the self-regulatory scheme.
Non-compliance with self-regulatory measures could also reveal the controller’s/processor’s
negligence or intentional behaviour of non-compliance

(k) any other aggravating or mitigating factor applicable to the circumstances of the case, such as
financial benefits gained, or losses avoided, directly or indirectly, from the infringement.
The provision itself gives examples of which other elements might be taken into account when
deciding the appropriateness of an administrative fine for an infringement of the provisions
mentioned in Article 83(4-6).
Information about profit obtained as a result of a breach may be particularly important for the
supervisory authorities as economic gain from the infringement cannot be compensated through
measures that do not have a pecuniary component. As such, the fact that the controller had profited
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from the infringement of the Regulation may constitute a strong indication that a fine should be
imposed.

IV. Conclusion
Reflections on the questions such as those provided in the previous section will help supervisory
authorities identify, from the relevant facts of the case, those criteria which are most useful in
reaching a decision on whether to impose an appropriate administrative fine in addition to or
instead of other measures under Article 58. Taking into account the context provided by such
assessment, the supervisory authority will identify the most effective, proportionate and dissuasive
corrective measure to respond to the breach.
Article 58 provides some guidance as to which measures a supervisory authority might choose, as
the corrective measures in themselves are different in nature and suited primarily for achieving
different purposes. Some of the measures in article 58 may even be possible to cumulate, therefore
achieving a regulatory action comprising more than one corrective measure.
It is not always necessary to supplement the measure through the use of another corrective
measure. For example: The effectiveness and dissuasiveness of the intervention by the supervisory
authority with its due consideration of what is proportionate to that specific case may be achieved
through the fine alone.
In essence, authorities need to restore compliance through all of the corrective measures available
to them. Supervisory authorities will also be required to choose the most appropriate channel for
pursuing regulatory action. For example, this could include penal sanctions (where these are
available at national level).
The practice of applying administrative fines consistently across the European Union is an evolving
art. Actions should be taken by supervisory authorities working together to improve consistency on
an ongoing basis. This can be achieved through regular exchanges through case-handling workshops
or other events which allow the comparison of cases from the sub-national, national and crossborder levels. The creation of a permanent sub-group attached to a relevant part of the EDPB is
recommended to support this ongoing activity.
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A7 - Guidelines on Consent

Adopted on 28 November 2017
As last Revised and Adopted on 10 April 2018
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1. Introduction
These Guidelines provide a thorough analysis of the notion of consent in Regulation 2016/679, the
General Data Protection Regulation (hereafter: GDPR). The concept of consent as used in the Data
Protection Directive (hereafter: Directive 95/46/EC) and in the e-Privacy Directive to date, has
evolved. The GDPR provides further clarification and specification of the requirements for obtaining
and demonstrating valid consent. These Guidelines focus on these changes, providing practical
guidance to ensure compliance with the GDPR and building upon Opinion 15/2011 on consent. The
obligation is on controllers to innovate to find new solutions that operate within the parameters of
the law and better support the protection of personal data and the interests of data subjects.
Consent remains one of six lawful bases to process personal data, as listed in Article 6 of the GDPR.
When initiating activities that involve processing of personal data, a controller must always take time
to consider what would be the appropriate lawful ground for the envisaged processing. Generally,
consent can only be an appropriate lawful basis if a data subject is offered control and is offered a
genuine choice with regard to accepting or declining the terms offered or declining them without
detriment. When asking for consent, a controller has the duty to assess whether it will meet all the
requirements to obtain valid consent. If obtained in full compliance with the GDPR, consent is a tool
that gives data subjects control over whether or not personal data concerning them will be
processed. If not, the data subject’s control becomes illusory and consent will be an invalid basis for
processing, rendering the processing activity unlawful.
The existing Article 29 Working Party (WP29) Opinions on consent remain relevant, where consistent
with the new legal framework, as the GDPR codifies existing WP29 guidance and general good
practice and most of the key elements of consent remain the same under the GDPR. Therefore, in
this document, WP29 expands upon and completes earlier Opinions on specific topics that include
reference to consent under Directive 95/46/EC, rather than replacing them. As stated in Opinion
15/2011 on the definition on consent, inviting people to accept a data processing operation should
be subject to rigorous requirements, since it concerns the fundamental rights of data subjects and
the controller wishes to engage in a processing operation that would be unlawful without the data
subject’s consent.4 The crucial role of consent is underlined by Articles 7 and 8 of the Charter of
Fundamental Rights of the European Union. Furthermore, obtaining consent also does not negate or
in any way diminish the controller’s obligations to observe the principles of processing enshrined in
the GDPR, especially Article 5 of the GDPR with regard to fairness, necessity and proportionality, as
well as data quality. Even if the processing of personal data is based on consent of the data subject,
this would not legitimise collection of data which is not necessary in relation to a specified purpose
of processing and be fundamentally unfair.
Meanwhile, WP29 is aware of the review of the ePrivacy Directive (2002/58/EC). The notion of
consent in the draft ePrivacy Regulation remains linked to the notion of consent in the GDPR.
Organisations are likely to need consent under the ePrivacy instrument for most online marketing
messages or marketing calls, and online tracking methods including by the use of cookies or apps or
other software. WP29 has already provided recommendations and guidance to the European
legislator on the Proposal for a Regulation on ePrivacy.
With regard to the existing e-Privacy Directive, WP29 notes that references to the repealed Directive
95/46/EC shall be construed as references to the GDPR. This also applies to references to consent in
the current Directive 2002/58/EC, as the ePrivacy Regulation will not (yet) be in force from 25 May
2018. According to Article 95 GDPR, additional obligations in relation to processing in connection
with the provision of publicly available electronic communications services in public communication
networks shall not be imposed insofar the e-Privacy Directive imposes specific obligations with the
Page 372 of 422

same objective. WP29 notes that the requirements for consent under the GDPR are not considered
to be an ‘additional obligation’, but rather as preconditions for lawful processing. Therefore, the
GDPR conditions for obtaining valid consent are applicable in situations falling within the scope of
the e-Privacy Directive.

2. Consent in Article 4(11) of the GDPR
Article 4(11) of the GDPR defines consent as: “any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her."
The basic concept of consent remains similar to that under the Directive 95/46/EC and consent is
one of the lawful grounds on which personal data processing has to be based, pursuant to Article 6
of the GDPR. Besides the amended definition in Article 4(11), the GDPR provides additional guidance
in Article 7 and in recitals 32, 33, 42, and 43 as to how the controller must act to comply with the
main elements of the consent requirement.
Finally, the inclusion of specific provisions and recitals on the withdrawal of consent confirms that
consent should be a reversible decision and that there remains a degree of control on the side of the
data subject.

3. Elements of valid consent
Article 4(11) of the GDPR stipulates that consent of the data subject means any:
 freely given,
 specific,
 informed and
 unambiguous indication of the data subject's wishes by which he or she, by a statement or
by a clear affirmative action, signifies agreement to the processing of personal data relating
to him or her.
In the sections below, it is analysed to what extent the wording of Article 4(11) requires controllers
to change their consent requests/forms, in order to ensure compliance with the GDPR.

3.1. Free / freely given
The element “free” implies real choice and control for data subjects. As a general rule, the GDPR
prescribes that if the data subject has no real choice, feels compelled to consent or will endure
negative consequences if they do not consent, then consent will not be valid. If consent is bundled
up as a non-negotiable part of terms and conditions it is presumed not to have been freely given.
Accordingly, consent will not be considered to be free if the data subject is unable to refuse or
withdraw his or her consent without detriment. The notion of imbalance between the controller and
the data subject is also taken into consideration by the GDPR.
When assessing whether consent is freely given, one should also take into account the specific
situation of tying consent into contracts or the provision of a service as described in Article 7(4).
Article 7(4) has been drafted in a non-exhaustive fashion by the words “inter alia”, meaning that
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there may be a range of other situations which are caught by this provision. In general terms, any
element of inappropriate pressure or influence upon the data subject (which may be manifested in
many different ways) which prevents a data subject from exercising their free will, shall render the
consent invalid.
[Example 1]
A mobile app for photo editing asks its users to have their GPS localisation activated for the
use of its services. The app also tells its users it will use the collected data for behavioural
advertising purposes. Neither geo-localisation or online behavioural advertising are
necessary for the provision of the photo editing service and go beyond the delivery of the
core service provided. Since users cannot use the app without consenting to these purposes,
the consent cannot be considered as being freely given.

3.1.1. Imbalance of power
Recital 43 clearly indicates that it is unlikely that public authorities can rely on consent for processing
as whenever the controller is a public authority, there is often a clear imbalance of power in the
relationship between the controller and the data subject. It is also clear in most cases that the data
subject will have no realistic alternatives to accepting the processing (terms) of this controller. WP29
considers that there are other lawful bases that are, in principle, more appropriate to the activity of
public authorities.
Without prejudice to these general considerations, the use of consent as a lawful basis for data
processing by public authorities is not totally excluded under the legal framework of the GDPR. The
following examples show that the use of consent can be appropriate under certain circumstances.
[Example 2] A local municipality is planning road maintenance works. As the road works may
disrupt traffic for a long time, the municipality offers its citizens the opportunity to subscribe
to an email list to receive updates on the progress of the works and on expected delays. The
municipality makes clear that there is no obligation to participate and asks for consent to
use email addresses for this (exclusive) purpose. Citizens that do not consent will not miss
out on any core service of the municipality or the exercise of any right, so they are able to
give or refuse their consent to this use of data freely. All information on the road works will
also be available on the municipality’s website.
[Example 3] An individual who owns land needs certain permits from both her local
municipality and from the provincial government under which the municipality resides. Both
public bodies require the same information for issuing their permit, but are not accessing
each other’s databases. Therefore, both ask for the same information and the land owner
sends out her details to both public bodies. The municipality and the provincial authority ask
for her consent to merge the files, to avoid duplicate procedures and correspondence. Both
public bodies ensure that this is optional and that the permit requests will still be processed
separately if she decides not to consent to the merger of her data. The land owner is able to
give consent to the authorities for the purpose of merging the files freely.
[Example 4] A public school asks students for consent to use their photographs in a printed
student magazine. Consent in these situations would be a genuine choice as long as students
will not be denied education or services and could refuse the use of these photographs
without any detriment.
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An imbalance of power also occurs in the employment context. Given the dependency that results
from the employer/employee relationship, it is unlikely that the data subject is able to deny his/her
employer consent to data processing without experiencing the fear or real risk of detrimental effects
as a result of a refusal. It is unlikely that an employee would be able to respond freely to a request
for consent from his/her employer to, for example, activate monitoring systems such as camera
observation in a workplace, or to fill out assessment forms, without feeling any pressure to consent.
Therefore, WP29 deems it problematic for employers to process personal data of current or future
employees on the basis of consent as it is unlikely to be freely given. For the majority of such data
processing at work, the lawful basis cannot and should not be the consent of the employees (Article
6(1)(a)) due to the nature of the relationship between employer and employee.
However this does not mean that employers can never rely on consent as a lawful basis for
processing. There may be situations when it is possible for the employer to demonstrate that
consent actually is freely given. Given the imbalance of power between an employer and its staff
members, employees can only give free consent in exceptional circumstances, when it will have no
adverse consequences at all whether or not they give consent.
[Example 5]
A film crew is going to be filming in a certain part of an office. The employer asks all the
employees who sit in that area for their consent to be filmed, as they may appear in the
background of the video. Those who do not want to be filmed are not penalised in any way
but instead are given equivalent desks elsewhere in the building for the duration of the
filming.

Imbalances of power are not limited to public authorities and employers, they may also occur in
other situations. As highlighted by WP29 in several Opinions, consent can only be valid if the data
subject is able to exercise a real choice, and there is no risk of deception, intimidation, coercion or
significant negative consequences (e.g. substantial extra costs) if he/she does not consent. Consent
will not be free in cases where there is any element of compulsion, pressure or inability to exercise
free will.

3.1.2. Conditionality
To assess whether consent is freely given, Article 7(4) GDPR plays an important role. Article 7(4)
GDPR indicates that, inter alia, the situation of “bundling” consent with acceptance of terms or
conditions, or “tying” the provision of a contract or a service to a request for consent to process
personal data that are not necessary for the performance of that contract or service, is considered
highly undesirable. If consent is given in this situation, it is presumed to be not freely given (recital
43). Article 7(4) seeks to ensure that the purpose of personal data processing is not disguised nor
bundled with the provision of a contract of a service for which these personal data are not
necessary. In doing so, the GDPR ensures that the processing of personal data for which consent is
sought cannot become directly or indirectly the counter-performance of a contract. The two lawful
bases for the lawful processing of personal data, i.e. consent and contract cannot be merged and
blurred.
Compulsion to agree with the use of personal data additional to what is strictly necessary limits data
subject’s choices and stands in the way of free consent. As data protection law is aiming at the
protection of fundamental rights, an individual’s control over their personal data is essential and
there is a strong presumption that consent to the processing of personal data that is unnecessary,
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cannot be seen as a mandatory consideration in exchange for the performance of a contract or the
provision of a service.
Hence, whenever a request for consent is tied to the performance of a contract by the controller, a
data subject that does not wish to make his/her personal data available for processing by the
controller runs the risk to be denied services they have requested. To assess whether such a
situation of bundling or tying occurs, it is important to determine what the scope of the contract is
and what data would be necessary for the performance of that contract. According to Opinion
06/2014 of WP29, the term “necessary for the performance of a contract” needs to be interpreted
strictly. The processing must be necessary to fulfil the contract with each individual data subject.
This may include, for example, processing the address of the data subject so that goods purchased
online can be delivered, or processing credit card details in order to facilitate payment. In the
employment context, this ground may allow, for example, the processing of salary information and
bank account details so that wages can be paid. There needs to be a direct and objective link
between the processing of the data and the purpose of the execution of the contract. If a controller
seeks to process personal data that are in fact necessary for the performance of a contract, then
consent is not the appropriate lawful basis.
Article 7(4) is only relevant where the requested data are not necessary for the performance of the
contract, (including the provision of a service), and the performance of that contract is made
conditional on the obtaining of these data on the basis of consent. Conversely, if processing is
necessary to perform the contract (including to provide a service), then Article 7(4) does not apply.
[Example 6]
A bank asks customers for consent to allow third parties to use their payment details for
direct marketing purposes. This processing activity is not necessary for the performance of
the contract with the customer and the delivery of ordinary bank account services. If the
customer’s refusal to consent to this processing purpose would lead to the denial of banking
services, closure of the bank account, or, depending on the case, an increase of the fee,
consent cannot be freely given.
The choice of the legislator to highlight conditionality, amongst others, as a presumption of a lack of
freedom to consent, demonstrates that the occurrence of conditionality must be carefully
scrutinized. The term “utmost account” in Article 7(4) suggests that special caution is needed from
the controller when a contract (which could include the provision of a service) has a request for
consent to process personal data tied to it.
As the wording of Article 7(4) is not construed in an absolute manner, there might be very limited
space for cases where this conditionality would not render the consent invalid. However, the word
“presumed” in Recital 43 clearly indicates that such cases will be highly exceptional.
In any event, the burden of proof in Article 7(4) is on the controller. This specific rule reflects the
general principle of accountability which runs throughout the GDPR. However, when Article 7(4)
applies, it will be more difficult for the controller to prove that consent was given freely by the data
subject.
The controller could argue that his organisation offers data subjects genuine choice if they were able
to choose between a service that includes consenting to the use of personal data for additional
purposes on the one hand, and an equivalent service offered by the same controller that does not
involve consenting to data use for additional purposes on the other hand. As long as there is a
possibility to have the contract performed or the contracted service delivered by this controller
Page 376 of 422

without consenting to the other or additional data use in question, this means there is no longer a
conditional service. However, both services need to be genuinely equivalent.
The WP29 considers that consent cannot be considered as freely given if a controller argues that a
choice exists between its service that includes consenting to the use of personal data for additional
purposes on the one hand, and an equivalent service offered by a different controller on the other
hand. In such a case, the freedom of choice would be made dependant on what other market
players do and whether an individual data subject would find the other controller’s services
genuinely equivalent. It would furthermore imply an obligation for controllers to monitor market
developments to ensure the continued validity of consent for their data processing activities, as a
competitor may alter its service at a later stage. Hence, using this argument means this consent fails
to comply with the GDPR.

3.1.3. Granularity
A service may involve multiple processing operations for more than one purpose. In such cases, the
data subjects should be free to choose which purpose they accept, rather than having to consent to
a bundle of processing purposes. In a given case, several consents may be warranted to start offering
a service, pursuant to the GDPR.
Recital 43 clarifies that consent is presumed not to be freely given if the process/procedure for
obtaining consent does not allow data subjects to give separate consent for personal data
processing operations respectively (e.g. only for some processing operations and not for others)
despite it being appropriate in the individual case. Recital 32 states “Consent should cover all
processing activities carried out for the same purpose or purposes. When the processing has multiple
purposes, consent should be given for all of them”.
If the controller has conflated several purposes for processing and has not attempted to seek
separate consent for each purpose, there is a lack of freedom. This granularity is closely related to
the need of consent to be specific, as discussed in section 3.2 further below. When data processing is
done in pursuit of several purposes, the solution to comply with the conditions for valid consent lies
in granularity, i.e. the separation of these purposes and obtaining consent for each purpose.
[Example 7]
Within the same consent request a retailer asks its customers for consent to use their data
to send them marketing by email and also to share their details with other companies within
their group. This consent is not granular as there is no separate consents for these two
separate purposes, therefore the consent will not be valid. In this case, a specific consent
should be collected to send the contact details to commercial partners. Such specific
consent will be deemed valid for each partner (see also section 3.3.1), whose identity has
been provided to the data subject at the time of the collection of his or her consent, insofar
as it is sent to them for the same purpose (in this example: a marketing purpose).

3.1.4. Detriment
The controller needs to demonstrate that it is possible to refuse or withdraw consent without
detriment (recital 42). For example, the controller needs to prove that withdrawing consent does
not lead to any costs for the data subject and thus no clear disadvantage for those withdrawing
consent. Other examples of detriment are deception, intimidation, coercion or significant negative
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consequences if a data subject does not consent. The controller should be able to prove that the
data subject had a free or genuine choice about whether to consent and that it was possible to
withdraw consent without detriment.
If a controller is able to show that a service includes the possibility to withdraw consent without any
negative consequences e.g. without the performance of the service being downgraded to the
detriment of the user, this may serve to show that the consent was given freely. The GDPR does not
preclude all incentives but the onus would be on the controller to demonstrate that consent was still
freely given in all the circumstances.
[Example 8]
When downloading a lifestyle mobile app, the app asks for consent to access the phone’s
accelerometer. This is not necessary for the app to work, but it is useful for the controller
who wishes to learn more about the movements and activity levels of its users. When the
user later revokes that consent, she finds out that the app now only works to a limited
extent. This is an example of detriment as meant in Recital 42, which means that consent
was never validly obtained (and thus, the controller needs to delete all personal data about
users’ movements collected this way).
[Example 9]
A data subject subscribes to a fashion retailer’s newsletter with general discounts. The
retailer asks the data subject for consent to collect more data on shopping preferences to
tailor the offers to his or her preferences based on shopping history or a questionnaire that
is voluntary to fill out. When the data subject later revokes consent, he or she will receive
non-personalised fashion discounts again. This does not amount to detriment as only the
permissible incentive was lost.
[Example: 10]
A fashion magazine offers readers access to buy new make-up products before the official
launch. The products will shortly be made available for sale, but readers of this magazine are
offered an exclusive preview of these products. In order to enjoy this benefit, people must
give their postal address and agree to subscription on the mailing list of the magazine. The
postal address is necessary for shipping and the mailing list is used for sending commercial
offers for products such as cosmetics or t-shirts year round.
The company explains that the data on the mailing list will only be used for sending
merchandise and paper advertising by the magazine itself and is not to be shared with any
other organisation.
In case the reader does not want to disclose their address for this reason, there is no
detriment, as the products will be available to them anyway.

3.2 Specific
Article 6(1)(a) confirms that the consent of the data subject must be given in relation to “one or
more specific” purposes and that a data subject has a choice in relation to each of them. The
requirement that consent must be ‘specific’ aims to ensure a degree of user control and
transparency for the data subject. This requirement has not been changed by the GDPR and remains
closely linked to the requirement of 'informed' consent. At the same time it must be interpreted in
line with the requirement for 'granularity' to obtain 'free' consent. In sum, to comply with the
element of 'specific' the controller must apply:
i.
Purpose specification as a safeguard against function creep,
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ii.
iii.

Granularity in consent requests, and
Clear separation of information related to obtaining consent for data processing activities
from information about other matters.

Ad. (i): Pursuant to Article 5(1)(b) GDPR, obtaining valid consent is always preceded by the
determination of a specific, explicit and legitimate purpose for the intended processing activity. The
need for specific consent in combination with the notion of purpose limitation in Article 5(1)(b)
functions as a safeguard against the gradual widening or blurring of purposes for which data is
processed, after a data subject has agreed to the initial collection of the data. This phenomenon,
also known as function creep, is a risk for data subjects, as it may result in unanticipated use of
personal data by the controller or by third parties and in loss of data subject control.
If the controller is relying on Article 6(1)(a), data subjects must always give consent for a specific
processing purpose. In line with the concept of purpose limitation, Article 5(1)(b) and recital 32,
consent may cover different operations, as long as these operations serve the same purpose. It goes
without saying that specific consent can only be obtained when data subjects are specifically
informed about the intended purposes of data use concerning them.
Notwithstanding the provisions on compatibility of purposes, consent must be specific to the
purpose. Data subjects will give their consent with the understanding that they are in control and
their data will only be processed for those specified purposes. If a controller processes data based
on consent and wishes to process the data for another purpose, too, that controller needs to seek
additional consent for this other purpose unless there is another lawful basis which better reflects
the situation.
[Example 11] A cable TV network collects subscribers’ personal data, based on their consent,
to present them with personal suggestions for new movies they might be interested in based
on their viewing habits. After a while, the TV network decides it would like to enable third
parties to send (or display) targeted advertising on the basis of the subscriber’s viewing
habits. Given this new purpose, new consent is needed.

Ad. (ii): Consent mechanisms must not only be granular to meet the requirement of 'free', but also
to meet the element of 'specific'. This means, a controller that seeks consent for various different
purposes should provide a separate opt-in for each purpose, to allow users to give specific consent
for specific purposes.
Ad. (iii): Lastly, controllers should provide specific information with each separate consent request
about the data that are processed for each purpose, in order to make data subjects aware of the
impact of the different choices they have. Thus, data subjects are enabled to give specific consent.
This issue overlaps with the requirement that controllers must provide clear information, as
discussed in paragraph 3.3. below.

3.3. Informed
The GDPR reinforces the requirement that consent must be informed. Based on Article 5 of the
GDPR, the requirement for transparency is one of the fundamental principles, closely related to the
principles of fairness and lawfulness. Providing information to data subjects prior to obtaining their
consent is essential in order to enable them to make informed decisions, understand what they are
agreeing to, and for example exercise their right to withdraw their consent. If the controller does not
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provide accessible information, user control becomes illusory and consent will be an invalid basis for
processing.
The consequence of not complying with the requirements for informed consent is that consent will
be invalid and the controller may be in breach of Article 6 of the GDPR.
3.3.1. Minimum content requirements for consent to be ‘informed’
For consent to be informed, it is necessary to inform the data subject of certain elements that are
crucial to make a choice. Therefore, WP29 is of the opinion that at least the following information is
required for obtaining valid consent:
1)
2)
3)
4)
5)

the controller’s identity,
the purpose of each of the processing operations for which consent is sought,
what (type of) data will be collected and used,
the existence of the right to withdraw consent,
information about the use of the data for automated decision-making in accordance with
Article 22 (2)(c) where relevant, and
6) on the possible risks of data transfers due to absence of an adequacy decision and of
appropriate safeguards as described in Article 46.
With regard to item 1) and 2), WP29 notes that in a case where the consent sought is to be relied
upon by multiple (joint) controllers or if the data is to be transferred to or processed by other
controllers who wish to rely on the original consent, these organisations should all be named.
Processors do not need to be named as part of the consent requirements, although to comply with
Articles 13 and 14 of the GDPR, controllers will need to provide a full list of recipients or categories
of recipients including processors. To conclude, WP29 notes that depending on the circumstances
and context of a case, more information may be needed to allow the data subject to genuinely
understand the processing operations at hand.

3.3.2. How to provide information
The GDPR does not prescribe the form or shape in which information must be provided in order to
fulfil the requirement of informed consent. This means valid information may be presented in
various ways, such as written or oral statements, or audio or video messages. However, the GDPR
puts several requirements for informed consent in place, predominantly in Article 7(2) and Recital
32. This leads to a higher standard for the clarity and accessibility of the information.
When seeking consent, controllers should ensure that they use clear and plain language in all cases.
This means a message should be easily understandable for the average person and not only for
lawyers. Controllers cannot use long privacy policies that are difficult to understand or statements
full of legal jargon. Consent must be clear and distinguishable from other matters and provided in an
intelligible and easily accessible form. This requirement essentially means that information relevant
for making informed decisions on whether or not to consent may not be hidden in general terms and
conditions.
A controller must ensure that consent is provided on the basis of information that allows the data
subjects to easily identify who the controller is and to understand what they are agreeing to. The
controller must clearly describe the purpose for data processing for which consent is requested.
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Other specific guidance on the accessibility has been provided in the WP29 guidelines on
transparency. If consent is to be given by electronic means, the request must be clear and concise.
Layered and granular information can be an appropriate way to deal with the two-fold obligation of
being precise and complete on the one hand and understandable on the other hand.
A controller must assess what kind of audience it is that provides personal data to their organisation.
For example, in case the targeted audience includes data subjects that are underage, the controller
is expected to make sure information is understandable for minors. After identifying their audience,
controllers must determine what information they should provide and, subsequently how they will
present the information to data subjects.
Article 7(2) addresses pre-formulated written declarations of consent which also concern other
matters. When consent is requested as part of a (paper) contract, the request for consent should be
clearly distinguishable from the other matters. If the paper contract includes many aspects that are
unrelated to the question of consent to the use of personal data, the issue of consent should be
dealt with in a way that clearly stands out, or in a separate document. Likewise, if consent is
requested by electronic means, the consent request has to be separate and distinct, it cannot simply
be a paragraph within terms and conditions, pursuant to Recital 32. To accommodate for small
screens or situations with restricted room for information, a layered way of presenting information
can be considered, where appropriate, to avoid excessive disturbance of user experience or product
design.
A controller that relies on consent of the data subject must also deal with the separate information
duties laid down in Articles 13 and 14 in order to be compliant with the GDPR. In practice,
compliance with the information duties and compliance with the requirement of informed consent
may lead to an integrated approach in many cases. However, this section is written in the
understanding that valid “informed” consent can exist, even when not all elements of Articles 13
and/or 14 are mentioned in the process of obtaining consent (these points should of course be
mentioned in other places, such as the privacy notice of a company). WP29 has issued separate
guidelines on the requirement of transparency.
[Example 12]
Company X is a controller that received complaints that it is unclear to data subjects for
what purposes of data use they are asked to consent to. The company sees the need to
verify whether its information in the consent request is understandable for data subjects. X
organises voluntary test panels of specific categories of its customers and presents new
updates of its consent information to these test audiences before communicating it
externally. The selection of the panel respects the principle of independence and is made on
the basis of standards ensuring a representative, non-biased outcome. The panel receives a
questionnaire and indicates what they understood of the information and how they would
score it in terms of understandable and relevant information. The controller continues
testing until the panels indicate that the information is understandable. X draws up a report
of the test and keeps this available for future reference. This example shows a possible way
for X to demonstrate that data subjects were receiving clear information before consenting
to personal data processing by X.
[Example 13]
A company engages in data processing on the basis of consent. The company uses a layered
privacy notice that includes a consent request. The company discloses all basic details of the
controller and the data processing activities envisaged. However, the company does not
indicate how their data protection officer can be contacted in the first information layer of
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the notice. For the purposes of having a valid lawful basis as meant in Article 6, this
controller obtained valid “informed” consent, even when the contact details of the data
protection officer have not been communicated to the data subject (in the first information
layer), pursuant to Article 13(1)(b) or 14(1)(b) GDPR.

3.4 Unambiguous indication of wishes
The GDPR is clear that consent requires a statement from the data subject or a clear affirmative act
which means that it must always be given through an active motion or declaration. It must be
obvious that the data subject has consented to the particular processing.
Article 2(h) of Directive 95/46/EC described consent as an “indication of wishes by which the data
subject signifies his agreement to personal data relating to him being processed”. Article 4(11) GDPR
builds on this definition, by clarifying that valid consent requires an unambiguous indication by
means of a statement or by a clear affirmative action, in line with previous guidance issued by the
WP29.
A “clear affirmative act” means that the data subject must have taken a deliberate action to consent
to the particular processing. Recital 32 sets out additional guidance on this. Consent can be collected
through a written or (a recorded) oral statement, including by electronic means.
Perhaps the most literal way to fulfil the criterion of a “written statement” is to make sure a data
subject writes in a letter or types an email to the controller explaining what exactly he/she agrees to.
However, this is often not realistic. Written statements can come in many shapes and sizes that
could be compliant with the GDPR.
Without prejudice to existing (national) contract law, consent can be obtained through a recorded
oral statement, although due note must be taken of the information available to the data subject,
prior to the indication of consent. The use of pre-ticked opt-in boxes is invalid under the GDPR.
Silence or inactivity on the part of the data subject, as well as merely proceeding with a service
cannot be regarded as an active indication of choice.
[Example 14]
When installing software, the application asks the data subject for consent to use nonanonymised crash reports to improve the software. A layered privacy notice providing the
necessary information accompanies the request for consent. By actively ticking the optional
box stating, “I consent”, the user is able to validly perform a 'clear affirmative act' to consent
to the processing.
A controller must also beware that consent cannot be obtained through the same motion as
agreeing to a contract or accepting general terms and conditions of a service. Blanket acceptance of
general terms and conditions cannot be seen as a clear affirmative action to consent to the use of
personal data. The GDPR does not allow controllers to offer pre-ticked boxes or opt-out
constructions that require an intervention from the data subject to prevent agreement (for example
'opt-out boxes').
When consent is to be given following a request by electronic means, the request for consent should
not be unnecessarily disruptive to the use of the service for which the consent is provided. An active
affirmative motion by which the data subject indicates consent can be necessary when a less
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infringing or disturbing modus would result in ambiguity. Thus, it may be necessary that a consent
request interrupts the use experience to some extent to make that request effective.
However, within the requirements of the GDPR, controllers have the liberty to develop a consent
flow that suits their organisation. In this regard, physical motions can be qualified as a clear
affirmative action in compliance with the GDPR.
Controllers should design consent mechanisms in ways that are clear to data subjects. Controllers
must avoid ambiguity and must ensure that the action by which consent is given can be
distinguished from other actions. Therefore, merely continuing the ordinary use of a website is not
conduct from which one can infer an indication of wishes by the data subject to signify his or her
agreement to a proposed processing operation.
[Example 15]
Swiping a bar on a screen, waiving in front of a smart camera, turning a smartphone around
clockwise, or in a figure eight motion may be options to indicate agreement, as long as clear
information is provided, and it is clear that the motion in question signifies agreement to a
specific request (e.g. if you swipe this bar to the left, you agree to the use of information X
for purpose Y. Repeat the motion to confirm). The controller must be able to demonstrate
that consent was obtained this way and data subjects must be able to withdraw consent as
easily as it was given.
[Example 16]
Scrolling down or swiping through a website will not satisfy the requirement of a clear and
affirmative action. This is because the alert that continuing to scroll will constitute consent
may be difficult to distinguish and/or may be missed when a data subject is quickly scrolling
through large amounts of text and such an action is not sufficiently unambiguous.
In the digital context, many services need personal data to function, hence, data subjects receive
multiple consent requests that need answers through clicks and swipes every day. This may result in
a certain degree of click fatigue: when encountered too many times, the actual warning effect of
consent mechanisms is diminishing.
This results in a situation where consent questions are no longer read. This is a particular risk to data
subjects, as, typically, consent is asked for actions that are in principle unlawful without their
consent. The GDPR places upon controllers the obligation to develop ways to tackle this issue.
An often-mentioned example to do this in the online context is to obtain consent of Internet users
via their browser settings. Such settings should be developed in line with the conditions for valid
consent in the GDPR, as for instance that the consent shall be granular for each of the envisaged
purposes and that the information to be provided, should name the controllers.
In any event, consent must always be obtained before the controller starts processing personal data
for which consent is needed. WP29 has consistently held in previous opinions that consent should be
given prior to the processing activity. Although the GDPR does not literally prescribe in Article 4(11)
that consent must be given prior to the processing activity, this is clearly implied. The heading of
Article 6(1) and the wording “has given” in Article 6(1)(a) support this interpretation. It follows
logically from Article 6 and Recital 40 that a valid lawful basis must be present before starting a data
processing. Therefore, consent should be given prior to the processing activity. In principle, it can be
sufficient to ask for a data subject’s consent once. However, controllers do need to obtain a new and
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specific consent if purposes for data processing change after consent was obtained or if an
additional purpose is envisaged.

4. Obtaining explicit consent
Explicit consent is required in certain situations where serious data protection risk emerge, hence,
where a high level of individual control over personal data is deemed appropriate. Under the GDPR,
explicit consent plays a role in Article 9 on the processing of special categories of data, the provisions
on data transfers to third countries or international organisations in the absence of adequate
safeguards in Article 49, and in Article 22 on automated individual decision-making, including
profiling.
The GDPR prescribes that a “statement or clear affirmative action” is a prerequisite for 'regular'
consent. As the 'regular' consent requirement in the GDPR is already raised to a higher standard
compared to the consent requirement in Directive 95/46/EC, it needs to be clarified what extra
efforts a controller should undertake in order to obtain the explicit consent of a data subject in line
with the GDPR.
The term explicit refers to the way consent is expressed by the data subject. It means that the data
subject must give an express statement of consent. An obvious way to make sure consent is explicit
would be to expressly confirm consent in a written statement. Where appropriate, the controller
could make sure the written statement is signed by the data subject, in order to remove all possible
doubt and potential lack of evidence in the future.
However, such a signed statement is not the only way to obtain explicit consent and, it cannot be
said that the GDPR prescribes written and signed statements in all circumstances that require valid
explicit consent. For example, in the digital or online context, a data subject may be able to issue the
required statement by filling in an electronic form, by sending an email, by uploading a scanned
document carrying the signature of the data subject, or by using an electronic signature. In theory,
the use of oral statements can also be sufficiently express to obtain valid explicit consent, however,
it may be difficult to prove for the controller that all conditions for valid explicit consent were met
when the statement was recorded.
An organisation may also obtain explicit consent through a telephone conversation, provided that
the information about the choice is fair, intelligible and clear, and it asks for a specific confirmation
from the data subject (e.g. pressing a button or providing oral confirmation).
[Example 17] A data controller may also obtain explicit consent from a visitor to its website
by offering an explicit consent screen that contains Yes and No check boxes, provided that
the text clearly indicates the consent, for instance "I, hereby, consent to the processing of
my data", and not for instance, "It is clear to me that my data will be processed". It goes
without saying that the conditions for informed consent as well as the other conditions for
obtaining valid consent should be met.
[Example 18] A clinic for cosmetic surgery seeks explicit consent from a patient to transfer
his medical record to an expert whose second opinion is asked on the condition of the
patient. The medical record is a digital file. Given the specific nature of the information
concerned, the clinic asks for an electronic signature of the data subject to obtain valid
explicit consent and to be able to demonstrate that explicit consent was obtained.
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Two stage verification of consent can also be a way to make sure explicit consent is valid. For
example, a data subject receives an email notifying them of the controller’s intent to process a
record containing medical data. The controller explains in the email that he asks for consent for the
use of a specific set of information for a specific purpose. If the data subjects agrees to the use of
this data, the controller asks him or her for an email reply containing the statement 'I agree'. After
the reply is sent, the data subject receives a verification link that must be clicked, or an SMS message
with a verification code, to confirm agreement.
Article 9(2) does not recognize "necessary for the performance of a contract" as an exception to the
general prohibition to process special categories of data. Therefore controllers and Member States
that deal with this situation should explore the specific exceptions in Article 9(2) subparagraphs (b)
to (j). Should none of the exceptions (b) to (j) apply, obtaining explicit consent in accordance with
the conditions for valid consent in the GDPR remains the only possible lawful exception to process
such data.
[Example 19]
An airline company, Holiday Airways, offers an assisted travelling service for passengers that
cannot travel unassisted, for example due to a disability. A customer books a flight from
Amsterdam to Budapest and requests travel assistance to be able to board the plane.
Holiday Airways requires her to provide information on her health condition to be able to
arrange the appropriate services for her (hence, there are many possibilities e.g. wheelchair
on the arrival gate, or an assistant travelling with her from A to B.) Holiday Airways asks for
explicit consent to process the health data of this customer for the purpose of arranging the
requested travel assistance. -The data processed on the basis of consent should be
necessary for the requested service. Moreover, flights to Budapest remain available without
travel assistance. Please note that since that data are necessary for the provision of the
requested service, Article 7 (4) does not apply.
[Example 20]
A successful company is specialised in providing custom-made ski- and snowboard goggles,
and other types of customised eyewear for outdoors sports. The idea is that people could
wear these without their own glasses on. The company receives orders at a central point and
delivers products from a single location all across the EU.
In order to be able to provide its customised products to customers who are short-sighted,
this controller requests consent for the use of information on customers' eye condition.
Customers provide the necessary health data, such as their prescription data online when
they place their order. Without this, it is not possible to provide the requested customized
eyewear. The company also offers series of goggles with standardized correctional values.
Customers that do not wish to share health data could opt for the standard versions.
Therefore, an explicit consent under Article 9 is required and consent can be considered to
be freely given.

5. Additional conditions for obtaining valid consent
The GDPR introduces requirements for controllers to make additional arrangements to ensure they
obtain, and maintain and are able to demonstrate, valid consent. Article 7 of the GDPR sets out
these additional conditions for valid consent, with specific provisions on keeping records of consent
and the right to easily withdraw consent. Article 7 also applies to consent referred to in other articles
of GDPR, e.g. Articles 8 and 9. Guidance on the additional requirement to demonstrate valid consent
and on withdrawal of consent is provided below.
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5.1 Demonstrate consent
In Article 7(1), the GDPR clearly outlines the explicit obligation of the controller to demonstrate a
data subject's consent. The burden of proof will be on the controller, according to Article 7(1).
Recital 42 states: "Where processing is based on the data subject's consent, the controller should be
able to demonstrate that the data subject has given consent to the processing operation."
Controllers are free to develop methods to comply with this provision in a way that is fitting in their
daily operations. At the same time, the duty to demonstrate that valid consent has been obtained by
a controller, should not in itself lead to excessive amounts of additional data processing. This means
that controllers should have enough data to show a link to the processing (to show consent was
obtained) but they shouldn’t be collecting any more information than necessary.
It is up to the controller to prove that valid consent was obtained from the data subject. The GDPR
does not prescribe exactly how this must be done. However, the controller must be able to prove
that a data subject in a given case has consented. As long as a data processing activity in question
lasts, the obligation to demonstrate consent exists. After the processing activity ends, proof of
consent should be kept no longer then strictly necessary for compliance with a legal obligation or for
the establishment, exercise or defence of legal claims, in accordance with Article 17(3)(b) and (e).
For instance, the controller may keep a record of consent statements received, so he can show how
consent was obtained, when consent was obtained and the information provided to the data subject
at the time shall be demonstrable. The controller shall also be able to show that the data subject
was informed and the controller's workflow met all relevant criteria for a valid consent. The
rationale behind this obligation in the GDPR is that controllers must be accountable with regard to
obtaining valid consent from data subjects and the consent mechanisms they have put in place. For
example, in an online context, a controller could retain information on the session in which consent
was expressed, together with documentation of the consent workflow at the time of the session,
and a copy of the information that was presented to the data subject at that time. It would not be
sufficient to merely refer to a correct configuration of the respective website.
[Example 21] A hospital sets up a scientific research programme, called project X, for which
dental records of real patients are necessary. Participants are recruited via telephone calls to
patients that voluntarily agreed to be on a list of candidates that may be approached for this
purpose. The controller seeks explicit consent from the data subjects for the use of their
dental record. Consent is obtained during a phone call by recording an oral statement of the
data subject in which the data subject confirms that they agree to the use of their data for
the purposes of project X.
There is no specific time limit in the GDPR for how long consent will last. How long consent lasts will
depend on the context, the scope of the original consent and the expectations of the data subject. If
the processing operations change or evolve considerably then the original consent is no longer valid.
If this is the case, then new consent needs to be obtained.
WP29 recommends as a best practice that consent should be refreshed at appropriate intervals.
Providing all the information again helps to ensure the data subject remains well informed about
how their data is being used and how to exercise their rights.
5.2 Withdrawal of consent
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Withdrawal of consent is given a prominent place in the GDPR. The provisions and recitals on
withdrawal of consent in the GDPR can be regarded as codification of the existing interpretation of
this matter in WP29 Opinions.
Article 7(3) of the GDPR prescribes that the controller must ensure that consent can be withdrawn
by the data subject as easy as giving consent and at any given time. The GDPR does not say that
giving and withdrawing consent must always be done through the same action.
However, when consent is obtained via electronic means through only one mouse-click, swipe, or
keystroke, data subjects must, in practice, be able to withdraw that consent equally as easily. Where
consent is obtained through use of a service-specific user interface (for example, via a website, an
app, a log-on account, the interface of an IoT device or by e-mail), there is no doubt a data subject
must be able to withdraw consent via the same electronic interface, as switching to another
interface for the sole reason of withdrawing consent would require undue effort. Furthermore, the
data subject should be able to withdraw his/her consent without detriment. This means, inter alia,
that a controller must make withdrawal of consent possible free of charge or without lowering
service levels.
[Example 22] A music festival sells tickets through an online ticket agent. With each online
ticket sale, consent is requested in order to use contact details for marketing purposes. To
indicate consent for this purpose, customers can select either No or Yes. The controller
informs customers that they have the possibility to withdraw consent. To do this, they could
contact a call centre on business days between 8am and 5pm, free of charge. The controller
in this example does not comply with article 7(3) of the GDPR. Withdrawing consent in this
case requires a telephone call during business hours, this is more burdensome than the one
mouse-click needed for giving consent through the online ticket vendor, which is open 24/7.
The requirement of an easy withdrawal is described as a necessary aspect of valid consent in the
GDPR. If the withdrawal right does not meet the GDPR requirements, then the consent mechanism
of the controller does not comply with the GDPR. As mentioned in section 3.1 on the condition of
informed consent, the controller must inform the data subject of the right to withdraw consent prior
to actually giving consent, pursuant to Article 7(3) of the GDPR. Additionally, the controller must as
part of the transparency obligation inform the data subjects on how to exercise their rights.
As a general rule, if consent is withdrawn, all data processing operations that were based on consent
and took place before the withdrawal of consent - and in accordance with the GDPR - remain lawful.
However, the controller must stop the processing actions concerned. If there is no other lawful basis
justifying the processing (e.g. further storage) of the data, they should be deleted by the controller.
As mentioned earlier in these guidelines, it is very important that controllers assess the purposes for
which data is actually processed and the lawful grounds on which it is based prior to collecting the
data. Often companies need personal data for several purposes, and the processing is based on
more than one lawful basis, e.g. customer data may be based on contract and consent. Hence, a
withdrawal of consent does not mean a controller must erase data that are processed for a purpose
that is based on the performance of the contract with the data subject. Controllers should therefore
be clear from the outset about which purpose applies to each element of data and which lawful
basis is being relied upon.
Controllers have an obligation to delete data that was processed on the basis of consent once that
consent is withdrawn, assuming that there is no other purpose justifying the continued retention.
Besides this situation, covered in Article 17 (1)(b), an individual data subject may request erasure of
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other data concerning him that is processed on another lawful basis, e.g. on the basis of Article
6(1)(b). Controllers are obliged to assess whether continued processing of the data in question is
appropriate, even in the absence of an erasure request by the data subject.
In cases where the data subject withdraws his/her consent and the controller wishes to continue to
process the personal data on another lawful basis, they cannot silently migrate from consent (which
is withdrawn) to this other lawful basis. Any change in the lawful basis for processing must be
notified to a data subject in accordance with the information requirements in Articles 13 and 14 and
under the general principle of transparency.

6. Interaction between consent and other lawful grounds in Article 6 GDPR
Article 6 sets the conditions for a lawful personal data processing and describes six lawful bases on
which a controller can rely. The application of one of these six bases must be established prior to the
processing activity and in relation to a specific purpose.
It is important to note here that if a controller chooses to rely on consent for any part of the
processing, they must be prepared to respect that choice and stop that part of the processing if an
individual withdraws consent. Sending out the message that data will be processed on the basis of
consent, while actually some other lawful basis is relied on, would be fundamentally unfair to
individuals.
In other words, the controller cannot swap from consent to other lawful bases. For example, it is not
allowed to retrospectively utilise the legitimate interest basis in order to justify processing, where
problems have been encountered with the validity of consent. Because of the requirement to
disclose the lawful basis which the controller is relying upon at the time of collection of personal
data, controllers must have decided in advance of collection what the applicable lawful basis is.

7. Specific areas of concern in the GDPR
7.1 Children (Article 8)
Compared to the current directive, the GDPR creates an additional layer of protection where
personal data of vulnerable natural persons, especially children, are processed. Article 8 introduces
additional obligations to ensure an enhanced level of data protection of children in relation to
information society services. The reasons for the enhanced protection are specified in Recital 38:
"[...] they may be less aware of the risks, consequences and safeguards concerned and their rights in
relation to the processing of personal data [...]" Recital 38 also states that "Such specific protection
should, in particular, apply to the use of personal data of children for the purposes of marketing or
creating personality or user profiles and the collection of personal data with regard to children when
using services offered directly to a child." The words 'in particular' indicate that the specific
protection is not confined to marketing or profiling but includes the wider 'collection of personal
data with regard to children'.
Article 8(1) states that where consent applies, in relation to the offer of information society services
directly to a child, the processing of the personal data of a child shall be lawful where the child is at
least 16 years old. Where the child is below the age of 16 years, such processing shall be lawful only
if and to the extent that consent is given or authorised by the holder of parental responsibility over
the child. Regarding the age limit of valid consent the GDPR provides flexibility, Member States can
provide by law a lower age, but this age cannot be below 13 years.
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As mentioned in section 3.1. on informed consent, the information shall be understandable to the
audience addressed by the controller, paying particular attention to the position of children. In order
to obtain "informed consent" from a child, the controller must explain in language that is clear and
plain for children how it intends to process the data it collects. If it is the parent that is supposed to
consent, then a set of information may be required that allows adults to make an informed decision.
It is clear from the foregoing that Article 8 shall only apply when the following conditions are met:
 The processing is related to the offer of information society services directly to a child.
 The processing is based on consent.

7.1.1 Information society service
To determine the scope of the term 'information society service' in the GDPR, reference is made in
Article 4(25) GDPR to Directive 2015/1535.
While assessing the scope of this definition, WP29 also refers to case law of the ECJ. The ECJ held
that information society services cover contracts and other services that are concluded or
transmitted on-line. Where a service has two economically independent components, one being the
online component, such as the offer and the acceptance of an offer in the context of the conclusion
of a contract or the information relating to products or services, including marketing activities, this
component is defined as an information society service, the other component being the physical
delivery or distribution of goods is not covered by the notion of an information society service. The
online delivery of a service would fall within the scope of the term information society service in
Article 8 GDPR.
7.1.2 Offered directly to a child
The inclusion of the wording 'offered directly to a child' indicates that Article 8 is intended to apply
to some, not all information society services. In this respect, if an information society service
provider makes it clear to potential users that it is only offering its service to persons aged 18 or
over, and this is not undermined by other evidence (such as the content of the site or marketing
plans) then the service will not be considered to be 'offered directly to a child' and Article 8 will not
apply.
7.1.3 Age
The GDPR specifies that "Member States may provide by law for a lower age for those purposes
provided that such lower age is not below 13 years." The controller must be aware of those different
national laws, by taking into account the public targeted by its services. In particular it should be
noted that a controller providing a cross-border service cannot always rely on complying with only
the law of the Member State in which it has its main establishment but may need to comply with the
respective national laws of each Member State in which it offers the information society service(s).
This depends on whether a Member State chooses to use the place of main establishment of the
controller as a point of reference in its national law, or the residence of the data subject. First of all
the Member States shall consider the best interests of the child during making their choice. The
Working Group encourages the Member States to search for a harmonized solution in this matter.
When providing information society services to children on the basis of consent, controllers will be
expected to make reasonable efforts to verify that the user is over the age of digital consent, and
these measures should be proportionate to the nature and risks of the processing activities.
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If the users state that they are over the age of digital consent then the controller can carry out
appropriate checks to verify that this statement is true. Although the need to undertake reasonable
efforts to verify age is not explicit in the GDPR it is implicitly required, for if a child gives consent
while not old enough to provide valid consent on their own behalf, then this will render the
processing of data unlawful.
If the user states that he/she is below the age of digital consent then the controller can accept this
statement without further checks, but will need to go on to obtain parental authorisation and verify
that the person providing that consent is a holder of parental responsibility.
Age verification should not lead to excessive data processing. The mechanism chosen to verify the
age of a data subject should involve an assessment of the risk of the proposed processing. In some
low-risk situations, it may be appropriate to require a new subscriber to a service to disclose their
year of birth or to fill out a form stating they are (not) a minor. If doubts arise the controller should
review their age verification mechanisms in a given case and consider whether alternative checks are
required.
7.1.4 Children’s consent and parental responsibility
Regarding the authorisation of a holder of parental responsibility, the GDPR does not specify
practical ways to gather the parent’s consent or to establish that someone is entitled to perform this
action. Therefore, the WP29 recommends the adoption of a proportionate approach, in line with
Article 8(2) GDPR and Article 5(1)(c) GDPR (data minimisation). A proportionate approach may be to
focus on obtaining a limited amount of information, such as contact details of a parent or guardian.
What is reasonable, both in terms of verifying that a user is old enough to provide their own
consent, and in terms of verifying that a person providing consent on behalf of a child is a holder of
parental responsibility, may depend upon the risks inherent in the processing as well as the available
technology. In low-risk cases, verification of parental responsibility via email may be sufficient.
Conversely, in high-risk cases, it may be appropriate to ask for more proof, so that the controller is
able to verify and retain the information pursuant to Article 7(1) GDPR. Trusted third party
verification services may offer solutions which minimise the amount of personal data the controller
has to process itself.
[Example 23] An online gaming platform wants to make sure underage customers only
subscribe to its services with the consent of their parents or guardians. The controller
follows these steps:
Step 1: ask the user to state whether they are under or over the age of 16 (or alternative age
of digital consent) If the user states that they are under the age of digital consent:
Step 2: service informs the child that a parent or guardian needs to consent or authorise the
processing before the service is provided to the child. The user is requested to disclose the
email address of a parent or guardian.
Step 3: service contacts the parent or guardian and obtains their consent via email for
processing and take reasonable steps to confirm that the adult has parental responsibility.
Step 4: in case of complaints, the platform takes additional steps to verify the age of the
subscriber. If the platform has met the other consent requirements, the platform can
comply with the additional criteria of Article 8 GDPR by following these steps.
The example shows that the controller can put itself in a position to show that reasonable efforts
have been made to ensure that valid consent has been obtained, in relation to the services provided
Page 390 of 422

to a child. Article 8(2) particularly adds that "The controller shall make reasonable efforts to verify
that consent is given or authorised by the holder of parental responsibility over the child, taking into
consideration available technology."
It is up to the controller to determine what measures are appropriate in a specific case. As a general
rule, controllers should avoid verification solutions which themselves involve excessive collection of
personal data.
WP29 acknowledges that there may be cases where verification is challenging (for example where
children providing their own consent have not yet established an 'identity footprint', or where
parental responsibility is not easily checked. This can be taken into account when deciding what
efforts are reasonable, but controllers will also be expected to keep their processes and the available
technology under constant review.
With regard to the data subject’s autonomy to consent to the processing of their personal data and
have full control over the processing, consent by a holder of parental responsibility or authorized by
a holder of parental responsibility for the processing of personal data of children can be confirmed,
modified or withdrawn, once the data subject reaches the age of digital consent.
In practice, this means that if the child does not take any action, consent given by a holder of
parental responsibility or authorized by a holder of parental responsibility for the processing of
personal data given prior to the age of digital consent, will remain a valid ground for processing.
After reaching the age of digital consent, the child will have the possibility to withdraw the consent
himself, in line with Article 7(3). In accordance with the principles of fairness and accountability, the
controller must inform the child about this possibility.
It is important to point out that in accordance with Recital 38, consent by a parent or guardian is not
required in the context of preventive or counselling services offered directly to a child. For example
the provision of child protection services offered online to a child by means of an online chat service
do not require prior parental authorisation.
Finally, the GDPR states that the rules concerning parental authorization requirements vis-à-vis
minors shall not interfere with "the general contract law of Member States such as the rules on the
validity, formation or effect of a contract in relation to a child". Therefore, the requirements for valid
consent for the use of data about children are part of a legal framework that must be regarded as
separate from national contract law. Therefore, this guidance paper does not deal with the question
whether it is lawful for a minor to conclude online contracts. Both legal regimes may apply
simultaneously, and, the scope of the GDPR does not include harmonization of national provisions of
contract law.
7.2 Scientific research
The definition of scientific research purposes has substantial ramifications for the range of data
processing activities a controller may undertake. The term 'scientific research' is not defined in the
GDPR. Recital 159 states "(…) For the purposes of this Regulation, the processing of personal data for
scientific research purposes should be interpreted in a broad manner. (…)", however the WP29
considers the notion may not be stretched beyond its common meaning and understands that
'scientific research' in this context means a research project set up in accordance with relevant
sector-related methodological and ethical standards, in conformity with good practice.
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When consent is the legal basis for conducting research in accordance with the GDPR, this consent
for the use of personal data should be distinguished from other consent requirements that serve as
an ethical standard or procedural obligation. An example of such a procedural obligation, where the
processing is based not on consent but on another legal basis, is to be found in the Clinical Trials
Regulation. In the context of data protection law, the latter form of consent could be considered as
an additional safeguard. At the same time, the GDPR does not restrict the application of Article 6 to
consent alone, with regard to processing data for research purposes. As long as appropriate
safeguards are in place, such as the requirements under Article 89(1), and the processing is fair,
lawful, transparent and accords with data minimisation standards and individual rights, other lawful
bases such as Article 6(1)(e) or (f) may be available. This also applies to special categories of data
pursuant to the derogation of Article 9(2)(j).
Recital 33 seems to bring some flexibility to the degree of specification and granularity of consent in
the context of scientific research. Recital 33 states: “It is often not possible to fully identify the
purpose of personal data processing for scientific research purposes at the time of data collection.
Therefore, data subjects should be allowed to give their consent to certain areas of scientific research
when in keeping with recognised ethical standards for scientific research. Data subjects should have
the opportunity to give their consent only to certain areas of research or parts of research projects to
the extent allowed by the intended purpose.”
First, it should be noted that Recital 33 does not disapply the obligations with regard to the
requirement of specific consent. This means that, in principle, scientific research projects can only
include personal data on the basis of consent if they have a well-described purpose. For the cases
where purposes for data processing within a scientific research project cannot be specified at the
outset, Recital 33 allows as an exception that the purpose may be described at a more general level.
Considering the strict conditions stated by Article 9 GDPR regarding the processing of special
categories of data, WP29 notes that when special categories of data are processed on the basis of
explicit consent, applying the flexible approach of Recital 33 will be subject to a stricter
interpretation and requires a high degree of scrutiny.
When regarded as a whole, the GDPR cannot be interpreted to allow for a controller to navigate
around the key principle of specifying purposes for which consent of the data subject is asked.
When research purposes cannot be fully specified, a controller must seek other ways to ensure the
essence of the consent requirements are served best, for example, to allow data subjects to consent
for a research purpose in more general terms and for specific stages of a research project that are
already known to take place at the outset. As the research advances, consent for subsequent steps
in the project can be obtained before that next stage begins. Yet, such a consent should still be in
line with the applicable ethical standards for scientific research.
Moreover, the controller may apply further safeguards in such cases. Article 89(1), for example,
highlights the need for safeguards in data processing activities for scientific or historical or statistical
purposes. These purposes “shall be subject to appropriate safeguards, in accordance with this
regulation, for the rights and freedoms of data subject.” Data minimization, anonymisation and data
security are mentioned as possible safeguards. Anonymisation is the preferred solution as soon as
the purpose of the research can be achieved without the processing of personal data.
Transparency is an additional safeguard when the circumstances of the research do not allow for a
specific consent. A lack of purpose specification may be offset by information on the development of
the purpose being provided regularly by controllers as the research project progresses so that, over
time, the consent will be as specific as possible. When doing so, the data subject has at least a basic
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understanding of the state of play, allowing him/her to assess whether or not to use, for example,
the right to withdraw consent pursuant to Article 7(3).
Also, having a comprehensive research plan available for data subjects to take note of, before they
consent could help to compensate a lack of purpose specification. This research plan should specify
the research questions and working methods envisaged as clearly as possible. The research plan
could also contribute to compliance with Article 7(1), as controllers need to show what information
was available to data subjects at the time of consent in order to be able to demonstrate that consent
is valid.
It is important to recall that where consent is being used as the lawful basis for processing there
must be a possibility for a data subject to withdraw that consent. WP29 notes that withdrawal of
consent could undermine types scientific research that require data that can be linked to individuals,
however the GDPR is clear that consent can be withdrawn and controllers must act upon this – there
is no exemption to this requirement for scientific research. If a controller receives a withdrawal
request, it must in principle delete the personal data straight away if it wishes to continue to use the
data for the purposes of the research.

7.3 Data subject’s rights
If a data processing activity is based on a data subject’s consent, this will affect that individual’s
rights. Data subjects may have the right to data portability (Article 20) when processing is based on
consent. At the same time, the right to object (Article 21) does not apply when processing is based
on consent, although the right to withdraw consent at any time may provide a similar outcome.
Articles 16 to 20 of the GDPR indicate that (when data processing is based on consent), data subjects
have the right to erasure when consent has been withdrawn and the rights to restriction,
rectification and access.

8. Consent obtained under Directive 95/46/EC
Controllers that currently process data on the basis of consent in compliance with national data
protection law are not automatically required to completely refresh all existing consent relations
with data subjects in preparation for the GDPR. Consent which has been obtained to date continues
to be valid in so far as it is in line with the conditions laid down in the GDPR.
It is important for controllers to review current work processes and records in detail, before 25 May
2018, to be sure existing consents meet the GDPR standard (see Recital 171 of the GDPR). In
practice, the GDPR raises the bar with regard to implementing consent mechanisms and introduces
several new requirements that require controllers to alter consent mechanisms, rather than
rewriting privacy policies alone.
For example, as the GDPR requires that a controller must be able to demonstrate that valid consent
was obtained, all presumed consents of which no references are kept will automatically be below
the consent standard of the GDPR and will need to be renewed. Likewise as the GDPR requires a
“statement or a clear affirmative action”, all presumed consents that were based on a more implied
form of action by the data subject (e.g. a pre-ticked opt-in box) will also not be apt to the GDPR
standard of consent.
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Furthermore, to be able to demonstrate that consent was obtained or to allow for more granular
indications of the data subject’s wishes, operations and IT systems may need revision. Also,
mechanisms for data subjects to withdraw their consent easily must be available and information
about how to withdraw consent must be provided. If existing procedures for obtaining and
managing consent do not meet the GDPR’s standards, controllers will need to obtain fresh GDPRcompliant consent.
On the other hand, as not all elements named in Articles 13 and 14 must always be present as a
condition for informed consent, the extended information obligations under the GDPR do not
necessarily oppose the continuity of consent which has been granted before the GDPR enters into
force (see page 15 above). Under Directive 95/46/EC, there was no requirement to inform data
subjects of the basis upon which the processing was being conducted.
If a controller finds that the consent previously obtained under the old legislation will not meet the
standard of GDPR consent, then controllers must undertake action to comply with these standards,
for example by refreshing consent in a GDPR-compliant way. Under the GDPR, it is not possible to
swap between one lawful basis and another. If a controller is unable to renew consent in a compliant
way and is also unable –as a one off situation- to make the transition to GDPR compliance by basing
data processing on a different lawful basis while ensuring that continued processing is fair and
accounted for, the processing activities must be stopped. In any event the controller needs to
observe the principles of lawful, fair and transparent processing.
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A8 - Guidelines on Automated individual decision-making and Profiling
Adopted on 3 October 2017
As last Revised and Adopted on 6 February 2018
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I. Introduction
The General Data Protection Regulation (the GDPR), specifically addresses profiling and automated
individual decision-making, including profiling.
Profiling and automated decision-making are used in an increasing number of sectors, both private
and public. Banking and finance, healthcare, taxation, insurance, marketing and advertising are just a
few examples of the fields where profiling is being carried out more regularly to aid decision-making.
Advances in technology and the capabilities of big data analytics, artificial intelligence and machine
learning have made it easier to create profiles and make automated decisions with the potential to
significantly impact individuals’ rights and freedoms.
The widespread availability of personal data on the internet and from Internet of Things (IoT)
devices, and the ability to find correlations and create links, can allow aspects of an individual’s
personality or behaviour, interests and habits to be determined, analysed and predicted.
Profiling and automated decision-making can be useful for individuals and organisations, delivering
benefits such as:
 increased efficiencies; and
 resource savings.
They have many commercial applications, for example, they can be used to better segment markets
and tailor services and products to align with individual needs. Medicine, education, healthcare and
transportation can also all benefit from these processes.
However, profiling and automated decision-making can pose significant risks for individuals’ rights
and freedoms which require appropriate safeguards.
These processes can be opaque. Individuals might not know that they are being profiled or
understand what is involved.
Profiling can perpetuate existing stereotypes and social segregation. It can also lock a person into a
specific category and restrict them to their suggested preferences. This can undermine their
freedom to choose, for example, certain products or services such as books, music or newsfeeds. In
some cases, profiling can lead to inaccurate predictions. In other cases it can lead to denial of
services and goods and unjustified discrimination.
The GDPR introduces new provisions to address the risks arising from profiling and automated
decision-making, notably, but not limited to, privacy. The purpose of these guidelines is to clarify
those provisions.
This document covers:
Definitions of profiling and automated decision-making and the GDPR approach to these in general –
Chapter II
General provisions on profiling and automated decision-making – Chapter III
Specific provisions on solely automated decision-making defined in Article 22 - Chapter IV
Children and profiling – Chapter V
Data protection impact assessments and data protection officers– Chapter VI
The Annexes provide best practice recommendations, building on the experience gained in EU
Member States.
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The Article 29 Data Protection Working Party (WP29) will monitor the implementation of these
guidelines and may complement them with further details as appropriate.

II. Definitions
The GDPR introduces provisions to ensure that profiling and automated individual decision-making
(whether or not this includes profiling) are not used in ways that have an unjustified impact on
individuals’ rights; for example:
 specific transparency and fairness requirements;
 greater accountability obligations;
 specified legal bases for the processing;
 rights for individuals to oppose profiling and specifically profiling for marketing; and
 if certain conditions are met, the need to carry out a data protection impact assessment.
The GDPR does not just focus on the decisions made as a result of automated processing or profiling.
It applies to the collection of data for the creation of profiles, as well as the application of those
profiles to individuals.

A. Profiling
The GDPR defines profiling in Article 4(4) as:
any form of automated processing of personal data consisting of the use of personal data to
evaluate certain personal aspects relating to a natural person, in particular to analyse or predict
aspects concerning that natural person’s performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements;
Profiling is composed of three elements:
 it has to be an automated form of processing;
 it has to be carried out on personal data; and
 the objective of the profiling must be to evaluate personal aspects about a natural person.
Article 4(4) refers to ‘any form of automated processing’ rather than ‘solely’ automated processing
(referred to in Article 22). Profiling has to involve some form of automated processing – although
human involvement does not necessarily take the activity out of the definition.
Profiling is a procedure which may involve a series of statistical deductions. It is often used to make
predictions about people, using data from various sources to infer something about an individual,
based on the qualities of others who appear statistically similar.
The GDPR says that profiling is automated processing of personal data for evaluating personal
aspects, in particular to analyse or make predictions about individuals. The use of the word
‘evaluating’ suggests that profiling involves some form of assessment or judgement about a person.
A simple classification of individuals based on known characteristics such as their age, sex, and
height does not necessarily lead to profiling. This will depend on the purpose of the classification.
For instance, a business may wish to classify its customers according to their age or gender for
statistical purposes and to acquire an aggregated overview of its clients without making any
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predictions or drawing any conclusion about an individual. In this case, the purpose is not assessing
individual characteristics and is therefore not profiling.
The GDPR is inspired by but is not identical to the definition of profiling in the Council of Europe
Recommendation CM/Rec (2010)13 (the Recommendation), as the Recommendation excludes
processing that does not include inference. Nevertheless the Recommendation usefully explains that
profiling may involve three distinct stages:
 data collection;
 automated analysis to identify correlations;
 applying the correlation to an individual to identify characteristics of present or future
behaviour.
Controllers carrying out profiling will need to ensure they meet the GDPR requirements in respect of
all of the above stages.
Broadly speaking, profiling means gathering information about an individual (or group of individuals)
and evaluating their characteristics or behaviour patterns in order to place them into a certain
category or group, in particular to analyse and/or make predictions about, for example, their:
 ability to perform a task;
 interests; or
 likely behaviour.
Example
A data broker collects data from different public and private sources, either on behalf of its clients or
for its own purposes. The data broker compiles the data to develop profiles on the individuals and
places them into segments. It sells this information to companies who wish to improve the targeting
of their goods and services. The data broker carries out profiling by placing a person into a certain
category according to their interests.
Whether or not there is automated decision-making as defined in Article 22(1) will depend upon the
circumstances.

B. Automated decision-making
Automated decision-making has a different scope and may partially overlap with or result from
profiling. Solely automated decision-making is the ability to make decisions by technological means
without human involvement. Automated decisions can be based on any type of data, for example:
 data provided directly by the individuals concerned (such as responses to a questionnaire);
 data observed about the individuals (such as location data collected via an application);
 derived or inferred data such as a profile of the individual that has already been created (e.g.
a credit score).
Automated decisions can be made with or without profiling; profiling can take place without making
automated decisions. However, profiling and automated decision-making are not necessarily
separate activities. Something that starts off as a simple automated decision-making process could
become one based on profiling, depending upon how the data is used.
Example
Imposing speeding fines purely on the basis of evidence from speed cameras is an automated
decision making process that does not necessarily involve profiling.
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It would, however, become a decision based on profiling if the driving habits of the individual were
monitored over time, and, for example, the amount of fine imposed is the outcome of an
assessment involving other factors, such as whether the speeding is a repeat offence or whether the
driver has had other recent traffic violations
Decisions that are not solely automated might also include profiling. For example, before granting a
mortgage, a bank may consider the credit score of the borrower, with additional meaningful
intervention carried out by humans before any decision is applied to an individual

C. How the GDPR addresses the concepts
There are potentially three ways in which profiling may be used:
(i) general profiling;
(ii) decision-making based on profiling; and
(iii) solely automated decision-making, including profiling, which produces legal effects or
similarly significantly affects the data subject (Article 22[1]).
The difference between (ii) and (iii) is best demonstrated by the following two examples where an
individual applies for a loan online:
 a human decides whether to agree the loan based on a profile produced by purely
automated means(ii);
 an algorithm decides whether the loan is agreed and the decision is automatically delivered
to the individual, without any prior and meaningful assessment by a human (iii).
Controllers can carry out profiling and automated decision-making as long as they can meet all the
principles and have a lawful basis for the processing. Additional safeguards and restrictions apply in
the case of solely automated decision-making, including profiling, defined in Article 22(1).
Chapter III of these guidelines explains the GDPR provisions for all profiling and automated individual
decision-making. This includes decision-making processes that are not solely automated.
Chapter IV of these guidelines explains the specific provisions that only apply to solely automated
individual decision-making, including profiling. A general prohibition on this type of processing exists
to reflect the potential risks to individuals’ rights and freedoms.

III. General provisions on profiling and automated decision-making
This overview of the provisions applies to all profiling and automated decision-making. Additional
specific provisions set out in Chapter IV apply if the processing meets the definition in Article 22(1).

A. Data protection principles
The principles are relevant for all profiling and automated decision-making involving personal data.
To aid compliance, controllers should consider the following key areas:
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1. Article 5(1) (a) - Lawful, fair and transparent
Transparency of processing is a fundamental requirement of the GDPR.
The process of profiling is often invisible to the data subject. It works by creating derived or inferred
data about individuals – ‘new’ personal data that has not been provided directly by the data subjects
themselves. Individuals have differing levels of comprehension and may find it challenging to
understand the complex techniques involved in profiling and automated decision-making processes.
Under Article 12.1 the controller must provide data subjects with concise, transparent, intelligible
and easily accessible information about the processing of their personal data.
For data collected directly from the data subject this should be provided at the time of collection
(Article 13); for indirectly obtained data the information should be provided within the timescales
set out in Article 14(3).
Example
Some insurers offer insurance rates and services based on an individual’s driving behaviour.
Elements taken into account in these cases could include the distance travelled, the time spent
driving and the journey undertaken as well as predictions based on other data collected by the
sensors in a (smart) car. The data collected is used for profiling to identify bad driving behaviour
(such as fast acceleration, sudden braking, and speeding). This information can be cross-referenced
with other sources (for example the weather, traffic, type of road) to better understand the driver’s
behaviour.
The controller must ensure that they have a lawful basis for this type of processing. The controller
must also provide the data subject with information about the collected data, and, if appropriate,
the existence of automated decision-making referred to in Article 22(1) and (4), the logic involved,
and the significance and envisaged consequences of such processing.
The specific requirements surrounding information and access to personal data are discussed in
Chapters III (section D) and IV (section E).
Processing also has to be fair, as well as transparent.
Profiling may be unfair and create discrimination, for example by denying people access to
employment opportunities, credit or insurance, or targeting them with excessively risky or costly
financial products. The following example, which would not meet the requirements of Article 5(1)(a),
illustrates how unfair profiling can lead to some consumers being offered less attractive deals than
others.
Example
A data broker sells consumer profiles to financial companies without consumer permission or
knowledge of the underlying data. The profiles define consumers into categories (carrying titles such
as “Rural and Barely Making It,” “Ethnic Second-City Strugglers,” “Tough Start: Young Single
Parents,”) or “score” them, focusing on consumers’ financial vulnerability. The financial companies
offer these consumers payday loans and other “non-traditional” financial services (high-cost loans
and other financially risky products).
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2. Article 5(1) (b) Further processing and purpose limitation
Profiling can involve the use of personal data that was originally collected for something else.
Example
Some mobile applications provide location services allowing the user to find nearby restaurants
offering discounts. However, the data collected is also used to build a profile on the data subject for
marketing purposes - to identify their food preferences, or lifestyle in general. The data subject
expects their data will be used to find restaurants, but not to receive adverts for pizza delivery just
because the app has identified that they arrive home late. This further use of the location data may
not be compatible with the purposes for which it was collected in the first place, and may thus
require the consent of the individual concerned.
Whether this additional processing is compatible with the original purposes for which the data were
collected will depend upon a range of factors, including what information the controller initially
provided to the data subject. These factors are reflected in the GDPR and summarised below:






the relationship between the purposes for which the data have been collected and the
purposes of further processing;
the context in which the data were collected and the reasonable expectations of the data
subjects as to their further use;
the nature of the data;
the impact of the further processing on the data subjects; and
the safeguards applied by the controller to ensure fair processing and to prevent any undue
impact on the data subjects.

3. Article 5(1) (c) Data minimisation
The business opportunities created by profiling, cheaper storage costs and the ability to process
large amounts of information can encourage organisations to collect more personal data than they
actually need, in case it proves useful in the future. Controllers must make sure they are complying
with the data minimisation principle, as well as the requirements of the purpose limitation and
storage limitation principles.
Controllers should be able to clearly explain and justify the need to collect and hold personal data, or
consider using aggregated, anonymised or (when this provides sufficient protection) pseudonymised
data for profiling.

4. Article 5(1) (d) Accuracy
Controllers should consider accuracy at all stages of the profiling process, specifically when:





collecting data;
analysing data;
building a profile for an individual; or
applying a profile to make a decision affecting the individual.

If the data used in an automated decision-making or profiling process is inaccurate, any resultant
decision or profile will be flawed. Decisions may be made on the basis of outdated data or the
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incorrect interpretation of external data. Inaccuracies may lead to inappropriate predictions or
statements about, for example, someone’s health, credit or insurance risk.
Even if raw data is recorded accurately, the dataset may not be fully representative or the analytics
may contain hidden bias.
Controllers need to introduce robust measures to verify and ensure on an ongoing basis that data
reused or obtained indirectly is accurate and up to date. This reinforces the importance of providing
clear information about the personal data being processed, so that the data subject can correct any
inaccuracies and improve the quality of the data.

5. Article 5(1) (e) Storage limitation
Machine-learning algorithms are designed to process large volumes of information and build
correlations that allow organisations to build up very comprehensive, intimate profiles of individuals.
Whilst there can be advantages to retaining data in the case of profiling, since there will be more
data for the algorithm to learn from, controllers must comply with the data minimisation principle
when they collect personal data and ensure that they retain those personal data for no longer than
is necessary for and proportionate to the purposes for which the personal data are processed
The controller’s retention policy should take into account the individuals’ rights and freedoms in line
with the requirements of Article 5(1)(e).
The controller should also make sure that the data remains updated throughout the retention period
to reduce the risk of inaccuracies.

B. Lawful bases for processing
Automated decision-making defined in Article 22(1) is only permitted if one of the exceptions
described in Chapter IV (sections C and D) applies. The following lawful bases for processing are
relevant for all other automated individual decision-making and profiling.
1. Article 6(1) (a) consent
Consent as a basis for processing generally is addressed in the WP29 Guidelines on consent. Explicit
consent is one of the exceptions from the prohibition on automated decision-making and profiling
defined in Article 22(1).
Profiling can be opaque. Often it relies upon data that is derived or inferred from other data, rather
than data directly provided by the data subject.
Controllers seeking to rely upon consent as a basis for profiling will need to show that data subjects
understand exactly what they are consenting to, and remember that consent is not always an
appropriate basis for the processing. In all cases, data subjects should have enough relevant
information about the envisaged use and consequences of the processing to ensure that any
consent they provide represents an informed choice.
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2. Article 6(1) (b) – necessary for the performance of a contract
Controllers may wish to use profiling and automated decision-making processes because they:




potentially allow for greater consistency or fairness in the decision making process (e.g. by
reducing the potential for human error, discrimination and abuse of power);
reduce the risk of customers failing to meet payments for goods or services (for example by
using credit referencing); or
enable them to deliver decisions within a shorter time frame and improve efficiency .

Regardless of the above, these considerations alone are not sufficient to show that this type of
processing is necessary under Article 6(1)(b) for the performance of a contract. As described in the
WP29 Opinion on legitimate interest, necessity should be interpreted narrowly.
The following is an example of profiling that would not meet the Article 6(1)(b) basis for processing.
Example
A user buys some items from an on-line retailer. In order to fulfil the contract, the retailer must
process the user’s credit card information for payment purposes and the user’s address to deliver
the goods. Completion of the contract is not dependent upon building a profile of the user’s tastes
and lifestyle choices based on his or her visits to the website. Even if profiling is specifically
mentioned in the small print of the contract, this fact alone does not make it ‘necessary’ for the
performance of the contract.

3. Article 6(1) (c) – necessary for compliance with a legal obligation
There may be instances where there will be a legal obligation to carry out profiling – for example in
connection with fraud prevention or money laundering. The WP29 Opinion on legitimate interests
provides useful information about this basis for processing, including the safeguards to be applied.

4. Article 6(1) (d) – necessary to protect vital interests
This covers situations where the processing is necessary to protect an interest which is essential for
the life of the data subject or that of another natural person.
Certain types of processing may serve important public interest grounds as well as the vital interests
of the data subject. Examples of this may include profiling necessary to develop models that predict
the spread of life-threatening diseases or in situations of humanitarian emergencies. In these cases,
however, and in principle, the controller can only rely on vital interest grounds if no other legal basis
for the processing is available. If the processing involves special category personal data the
controller would also need to ensure that they meet the requirements of Article 9(2) (c)

5. Article 6(1) (e) – necessary for the performance of a task carried out
in the public interest or exercise of official authority
Article 6(1) (e) might be an appropriate basis for public sector profiling in certain circumstances. The
task or function must have a clear basis in law.
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6. Article 6(1) (f) – necessary for the legitimate interests pursued
by the controller or by a third party
Profiling is allowed if it is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party. However, Article 6(1) (f) does not automatically apply just because the
controller or third party has a legitimate interest. The controller must carry out a balancing exercise
to assess whether their interests are overridden by the data subject’s interests or fundamental rights
and freedoms.
The following are particularly relevant:
 the level of detail of the profile (a data subject profiled within a broadly described cohort
such as ‘people with an interest in English literature’, or segmented and targeted on a
granular level);
 the comprehensiveness of the profile (whether the profile only describes a small aspect of
the data subject, or paints a more comprehensive picture);
 the impact of the profiling (the effects on the data subject); and
 the safeguards aimed at ensuring fairness, non-discrimination and accuracy in the profiling
process.
Although the WP29 opinion on legitimate interests is based on Article 7 of the data protection
Directive 95/46/EC (the Directive), it contains examples that are still useful and relevant for
controllers carrying out profiling. It also suggests it would be difficult for controllers to justify using
legitimate interests as a lawful basis for intrusive profiling and tracking practices for marketing or
advertising purposes, for example those that involve tracking individuals across multiple websites,
locations, devices, services or data-brokering.
The controller should also consider the future use or combination of profiles when assessing the
validity of processing under Article 6(1) (f).

C. Article 9 – Special categories of data
Controllers can only process special category personal data if they can meet one of the conditions
set out in Article 9(2), as well as a condition from Article 6. This includes special category data
derived or inferred from profiling activity.
Profiling can create special category data by inference from data which is not special category data
in its own right but becomes so when combined with other data. For example, it may be possible to
infer someone’s state of health from the records of their food shopping combined with data on the
quality and energy content of foods.
Correlations may be discovered that indicate something about individuals’ health, political
convictions, religious beliefs or sexual orientation, as demonstrated by the following example:
Example
One study combined Facebook ‘likes’ with limited survey information and found that researchers
accurately predicted a male user’s sexual orientation 88% of the time; a user’s ethnic origin 95% of
the time; and whether a user was Christian or Muslim 82% of the time.
If sensitive preferences and characteristics are inferred from profiling, the controller should make
sure that:
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the processing is not incompatible with the original purpose;
they have identified a lawful basis for the processing of the special category data; and
they inform the data subject about the processing.

Automated decision-making as defined in Article 22(1) that is based on special categories of data is
covered in Chapter IV (section D).

D. Rights of the data subject
The GDPR introduces stronger rights for data subjects and creates new obligations for controllers.
In the context of profiling these rights are actionable against the controller creating the profile and
the controller making an automated decision about a data subject (with or without human
intervention), if these entities are not the same.
Example
A data broker undertakes profiling of personal data. In line with their Article 13 and 14 obligations
the data broker should inform the individual about the processing, including whether they intend to
share the profile with any other organisations. The data broker should also present separately
details of the right to object under Article 21(1).
The data broker shares the profile with another company. This company uses the profile to send the
individual direct marketing.
The company should inform the individual (Article 14(1) (c)) about the purposes for using this profile,
and from what source they obtained the information (14(2) (f)). The company must also advise the
data subject about their right to object to processing, including profiling, for direct marketing
purposes (Article 21(2)).
The data broker and the company should allow the data subject the right to access the information
used (Article 15) to correct any erroneous information (Article 16), and in certain circumstances
erase the profile or personal data used to create it (Article 17). The data subject should also be given
information about their profile, for example in which ‘segments’ or ‘categories’ they are placed.
If the company uses the profile as part of a solely automated decision-making process with legal or
similarly significant effects on the data subject, the company is the controller subject to the Article
22 provisions. (This does not exclude the data broker from Article 22 if the processing meets the
relevant threshold.)

1. Articles 13 and 14 – Right to be informed
Given the core principle of transparency underpinning the GDPR, controllers must ensure they
explain clearly and simply to individuals how the profiling or automated decision-making process
works. In particular, where the processing involves profiling-based decision making (irrespective of
whether it is caught by Article 22 provisions), then the fact that the processing is for the purposes of
both (a) profiling and (b) making a decision based on the profile generated, must be made clear to
the data subject.
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Recital 60 states that giving information about profiling is part of the controller’s transparency
obligations under Article 5(1) (a). The data subject has a right to be informed by the controller about
and, in certain circumstances, a right to object to ‘profiling’, regardless of whether solely automated
individual decision-making based on profiling takes place.
Further guidance on transparency in general is available in the WP29 Guidelines on transparency
under the GDPR.

2. Article 15 – Right of access
Article 15 gives the data subject the right to obtain details of any personal data used for profiling,
including the categories of data used to construct a profile.
In addition to general information about the processing, pursuant to Article 15(3), the controller has
a duty to make available the data used as input to create the profile as well as access to information
on the profile and details of which segments the data subject has been placed into.
This differs from the right to data portability under Article 20 where the controller only needs to
communicate the data provided by the data subject or observed by the controller and not the profile
itself.
Recital 63 provides some protection for controllers concerned about revealing trade secrets or
intellectual property, which may be particularly relevant in relation to profiling. It says that the right
of access ‘should not adversely affect the rights or freedoms of others, including trade secrets or
intellectual property and in particular the copyright protecting the software’. However, controllers
cannot rely on the protection of their trade secrets as an excuse to deny access or refuse to provide
information to the data subject.
Recital 63 also specifies that ‘where possible, the controller should be able to provide remote access
to a secure system which would provide the data subject with direct access to his or her personal
data.

2. Article 16 - Right to rectification, Article 17 Right to erasure
and Article 18 Right to restriction of processing
Profiling can involve an element of prediction, which increases the risk of inaccuracy. The input data
may be inaccurate or irrelevant, or taken out of context. There may be something wrong with the
algorithm used to identify correlations.
The Article 16 right to rectification might apply where, for example, an individual is placed into a
category that says something about their ability to perform a task, and that profile is based on
incorrect information. Individuals may wish to challenge the accuracy of the data used and any
grouping or category that has been applied to them.
The rights to rectification and erasure apply to both the ‘input personal data’ (the personal data
used to create the profile) and the ‘output data’ (the profile itself or ‘score’ assigned to the person).
Article 16 also provides a right for the data subject to complement the personal data with additional
information.
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Example
A local surgery’s computer system places an individual into a group that is most likely to get heart
disease. This ‘profile’ is not necessarily inaccurate even if he or she never suffers from heart disease.
The profile merely states that he or she is more likely to get it. That may be factually correct as a
matter of statistics.
Nevertheless, the data subject has the right, taking into account the purpose of the processing, to
provide a supplementary statement. In the above scenario, this could be based, for example, on a
more advanced medical computer system (and statistical model) factoring in additional data and
carrying out more detailed examinations than the one at the local surgery with more limited
capabilities.
The right to restrict processing (Article 18) will apply to any stage of the profiling process.

4. Article 21 – Right to object
The controller has to bring details of the right to object under Article 21(1) and (2) explicitly to the
data subject’s attention, and present it clearly and separately from other information (Article 21(4)).
Under Article 21(1) the data subject can object to processing (including profiling), on grounds
relating to his or her particular situation. Controllers are specifically required to provide for this right
in all cases where processing is based on Article 6(1) (e) or (f).
Once the data subject exercises this right, the controller must interrupt28 (or avoid starting) the
profiling process unless it can demonstrate compelling legitimate grounds that override the
interests, rights and freedoms of the data subject. The controller may also have to erase the relevant
personal data.
The GDPR does not provide any explanation of what would be considered compelling legitimate
grounds. It may be the case that, for example, the profiling is beneficial for society at large (or the
wider community) and not just the business interests of the controller, such as profiling to predict
the spread of contagious diseases.
The controller would need to:




consider the importance of the profiling to their particular objective;
consider the impact of the profiling on the data subject’s interest, rights and freedoms – this
should be limited to the minimum necessary to meet the objective; and
carry out a balancing exercise.

There must always be a balancing exercise between the competing interests of the controller and
the basis for the data subject’s objection (which may be for personal, social or professional reasons).
Unlike in the Directive 95/46/EC, the burden of proof to show compelling legitimate grounds lies
with the controller rather than the data subject.
It is clear from the wording of Article 21 that the balancing test is different from that found in Article
6(1)(f). In other words, it is not sufficient for a controller to just demonstrate that their earlier
legitimate interest analysis was correct. This balancing test requires the legitimate interest to be
compelling, implying a higher threshold for overriding objections.
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Article 21(2) grants an unconditional right for the data subject to object to the processing of their
personal data for direct marketing purposes, including profiling to the extent that it is related to
such direct marketing. This means that there is no need for any balancing of interests; the controller
must respect the individual’s wishes without questioning the reasons for the objection. Recital 70
provides additional context to this right and says that it may be exercised at any time and free of
charge.

IV. Specific provisions on solely automated decision-making as defined in Article 22
Article 22(1) says
The data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her.
The term “right” in the provision does not mean that Article 22(1) applies only when actively invoked
by the data subject. Article 22(1) establishes a general prohibition for decision-making based solely
on automated processing. This prohibition applies whether or not the data subject takes an action
regarding the processing of their personal data.
In summary, Article 22 provides that:
(i)

as a rule, there is a general prohibition on fully automated individual decision-making,
including profiling that has a legal or similarly significant effect;
(ii) there are exceptions to the rule;
(iii) where one of these exceptions applies, there must be measures in place to safeguard the
data subject’s rights and freedoms and legitimate interests
This interpretation reinforces the idea of the data subject having control over their personal data,
which is in line with the fundamental principles of the GDPR. Interpreting Article 22 as a prohibition
rather than a right to be invoked means that individuals are automatically protected from the
potential effects this type of processing may have. The wording of the Article suggests that this is the
intention and is supported by Recital 71 which says:
However, decision-making based on such processing, including profiling, should be allowed where
expressly authorised by Union or Member State law……, or necessary for the entering or
performance of a contract……., or when the data subject has given his or her explicit consent
This implies that processing under Article 22(1) is not allowed generally.
However the Article 22(1) prohibition only applies in specific circumstances when a decision based
solely on automated processing, including profiling, has a legal effect on or similarly significantly
affects someone, as explained further in the guidelines. Even in these cases there are defined
exceptions which allow such processing to take place.
The required safeguarding measures, discussed in more detail below, include the right to be
informed (addressed in Articles 13 and 14 – specifically meaningful information about the logic
involved, as well as the significance and envisaged consequences for the data subject), and

Page 408 of 422

safeguards, such as the right to obtain human intervention and the right to challenge the decision
(addressed in Article 22(3)).
Any processing likely to result in a high risk to data subjects requires the controller to carry out a
Data Protection Impact Assessment (DPIA). As well as addressing any other risks connected with the
processing, a DPIA can be particularly useful for controllers who are unsure whether their proposed
activities will fall within the Article 22(1) definition, and, if allowed by an identified exception, what
safeguarding measures must be applied.

A. ‘Decision based solely on automated processing’
Article 22(1) refers to decisions ‘based solely’ on automated processing. This means that there is no
human involvement in the decision process.
Example
An automated process produces what is in effect a recommendation concerning a data subject. If a
human being reviews and takes account of other factors in making the final decision, that decision
would not be ‘based solely’ on automated processing.
The controller cannot avoid the Article 22 provisions by fabricating human involvement. For
example, if someone routinely applies automatically generated profiles to individuals without any
actual influence on the result, this would still be a decision based solely on automated processing.
To qualify as human involvement, the controller must ensure that any oversight of the decision is
meaningful, rather than just a token gesture. It should be carried out by someone who has the
authority and competence to change the decision. As part of the analysis, they should consider all
the relevant data.
As part of their DPIA, the controller should identify and record the degree of any human
involvement in the decision-making process and at what stage this takes place.

B. ‘Legal’ or ‘similarly significant’ effects
The GDPR recognises that automated decision-making, including profiling can have serious
consequences for individuals. The GDPR does not define ‘legal’ or ‘similarly significant’ however the
wording makes it clear that only serious impactful effects will be covered by Article 22.
‘Decision producing legal effects’
A legal effect requires that the decision, which is based on solely automated processing, affects
someone’s legal rights, such as the freedom to associate with others, vote in an election, or take
legal action. A legal effect may also be something that affects a person’s legal status or their rights
under a contract. Examples of this type of effect include automated decisions about an individual
that result in:




cancellation of a contract;
entitlement to or denial of a particular social benefit granted by law, such as child or housing
benefit;
refused admission to a country or denial of citizenship.
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‘Similarly significantly affects him or her’
Even if a decision-making process does not have an effect on people’s legal rights it could still fall
within the scope of Article 22 if it produces an effect that is equivalent or similarly significant in its
impact.
In other words, even where there is no change in their legal rights or obligations, the data subject
could still be impacted sufficiently to require the protections under this provision. The GDPR
introduces the word ‘similarly’ (not present in Article 15 of Directive 95/46/EC) to the phrase
‘significantly affects’. Therefore the threshold for significance must be similar to that of a decision
producing a legal effect.
Recital 71 provides the following typical examples: ‘automatic refusal of an online credit application’
or ‘e-recruiting practices without any human intervention’.
For data processing to significantly affect someone the effects of the processing must be sufficiently
great or important to be worthy of attention. In other words, the decision must have the potential
to:
 significantly affect the circumstances, behaviour or choices of the individuals concerned;
 have a prolonged or permanent impact on the data subject; or
 at its most extreme, lead to the exclusion or discrimination of individuals.

It is difficult to be precise about what would be considered sufficiently significant to meet the
threshold, although the following decisions could fall into this category:
 decisions that affect someone’s financial circumstances, such as their eligibility to credit;
 decisions that affect someone’s access to health services;
 decisions that deny someone an employment opportunity or put them at a serious
disadvantage;
 decisions that affect someone’s access to education, for example university admissions.

This bring us also to the issue of online advertising, which increasingly relies on automated tools and
involves solely automated individual decision-making. As well as complying with the general
provisions of the GDPR, covered in Chapter III, the provisions of the proposed ePrivacy Regulation
may also be relevant. Furthermore, children require enhanced protection, as will be discussed below
in Chapter V.
In many typical cases the decision to present targeted advertising based on profiling will not have a
similarly significant effect on individuals, for example an advertisement for a mainstream online
fashion outlet based on a simple demographic profile: ‘women in the Brussels region aged between
25 and 35 who are likely to be interested in fashion and certain clothing items’.
However it is possible that it may do, depending upon the particular characteristics of the case,
including:





the intrusiveness of the profiling process, including the tracking of individuals across
different websites, devices and services;
the expectations and wishes of the individuals concerned;
the way the advert is delivered; or
using knowledge of the vulnerabilities of the data subjects targeted.
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Processing that might have little impact on individuals generally may in fact have a significant effect
for certain groups of society, such as minority groups or vulnerable adults. For example, someone
known or likely to be in financial difficulties who is regularly targeted with adverts for high interest
loans may sign up for these offers and potentially incur further debt.
Automated decision-making that results in differential pricing based on personal data or personal
characteristics could also have a significant effect if, for example, prohibitively high prices effectively
bar someone from certain goods or services.
Similarly significant effects could also be triggered by the actions of individuals other than the one to
which the automated decision relates. An illustration of this is given below.

Example
Hypothetically, a credit card company might reduce a customer’s card limit, based not on that
customer’s own repayment history, but on non-traditional credit criteria, such as an analysis of other
customers living in the same area who shop at the same stores.
This could mean that someone is deprived of opportunities based on the actions of others.
In a different context using these types of characteristics might have the advantage of extending
credit to those without a conventional credit history, who would otherwise have been denied.

C. Exceptions from the prohibition
Article 22(1) sets out a general prohibition on solely automated individual decision-making with legal
or similarly significant effects, as described above.
This means that the controller should not undertake the processing described in Article 22(1) unless
one of the following Article 22(2) exceptions applies - where the decision is:
a) necessary for the performance of or entering into a contract;
b) authorised by Union or Member State law to which the controller is subject and which also
lays down suitable measures to safeguard the data subject’s rights and freedoms and
legitimate interests; or
c) based on the data subject’s explicit consent.
Where the decision-making involves special categories of data defined in Article 9(1) the controller
must also ensure that they can meet the requirements of Article 22(4).
1. Performance of a contract
Controllers may wish to use solely automated decision-making processes for contractual purposes
because they believe it is the most appropriate way to achieve the objective. Routine human
involvement can sometimes be impractical or impossible due to the sheer quantity of data being
processed.
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The controller must be able to show that this type of processing is necessary, taking into account
whether a less privacy-intrusive method could be adopted. If other effective and less intrusive
means to achieve the same goal exist, then it would not be ‘necessary’.
Automated decision-making described in Article 22(1) may also be necessary for pre-contractual
processing.
Example
A business advertises an open position. As working for the business in question is popular, the
business receives tens of thousands of applications. Due to the exceptionally high volume of
applications, the business may find that it is not practically possible to identify fitting candidates
without first using fully automated means to sift out irrelevant applications. In this case, automated
decision-making may be necessary in order to make a short list of possible candidates, with the
intention of entering into a contract with a data subject.
Chapter III (Section B) provides more information on contracts as a lawful basis for processing.

2. Authorised by Union or Member State law
Automated decision-making including profiling could potentially take place under 22(2)(b) if Union
or Member State law authorised its use. The relevant law must also lay down suitable measures to
safeguard the data subject’s rights and freedoms and legitimate interests.
Recital 71 says that this could include the use of automated decision-making defined in Article 22(1)
for monitoring and preventing fraud and tax-evasion, or to ensure the security and reliability of a
service provided by the controller.

3. Explicit consent
Article 22 requires explicit consent. Processing that falls within the definition of Article 22(1) poses
significant data protection risks and a high level of individual control over personal data is therefore
deemed appropriate.
‘Explicit consent’ is not defined in the GDPR. The WP29 guidelines on consent provide guidance on
how this should be interpreted.
Chapter III (Section B) provides more information on consent generally.

D. Special categories of personal data – Article 22(4)
Automated decision-making (described in Article 22(1)) that involves special categories of personal
data is only allowed under the following cumulative conditions (Article 22(4)):



there is an applicable Article 22(2) exemption; and
point (a) or (g) of Article 9(2) applies.

9(2) (a) - the explicit consent of the data subject; or
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9(2) (g) - processing necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of the right
to data protection and provide for suitable and specific measures to safeguard the fundamental
rights and interests of the data subject.
In both of the above cases, the controller must put in place suitable measures to safeguard the data
subject’s rights and freedoms and legitimate interests.

E. Rights of the data subject
1. Articles 13(2) (f) and 14(2) (g) - Right to be informed
Given the potential risks and interference that profiling caught by Article 22 poses to the rights of
data subjects, data controllers should be particularly mindful of their transparency obligations.
Articles 13(2) (f) and 14(2) (g) require controllers to provide specific, easily accessible information
about automated decision-making, based solely on automated processing, including profiling, that
produces legal or similarly significant effects.
If the controller is making automated decisions as described in Article 22(1), they must:
 tell the data subject that they are engaging in this type of activity;
 provide meaningful information about the logic involved; and
 explain the significance and envisaged consequences of the processing.
Providing this information will also help controllers ensure they are meeting some of the required
safeguards referred to in Article 22(3) and Recital 71.
If the automated decision-making and profiling does not meet the Article 22(1) definition it is
nevertheless good practice to provide the above information. In any event the controller must
provide sufficient information to the data subject to make the processing fair, and meet all the other
information requirements of Articles 13 and 14.
Meaningful information about the ‘logic involved’
The growth and complexity of machine-learning can make it challenging to understand how an
automated decision-making process or profiling works.
The controller should find simple ways to tell the data subject about the rationale behind, or the
criteria relied on in reaching the decision. The GDPR requires the controller to provide meaningful
information about the logic involved, not necessarily a complex explanation of the algorithms used
or disclosure of the full algorithm. The information provided should, however, be sufficiently
comprehensive for the data subject to understand the reasons for the decision.
Example
A controller uses credit scoring to assess and reject an individual’s loan application. The score may
have been provided by a credit reference agency, or calculated directly based on information held by
the controller.
Regardless of the source (and information on the source must be provided to the data subject under
Article 14 (2) (f) where the personal data have not been obtained from the data subject), if the
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controller is reliant upon this score it must be able to explain it and the rationale, to the data
subject.
The controller explains that this process helps them make fair and responsible lending decisions. It
provides details of the main characteristics considered in reaching the decision, the source of this
information and the relevance. This may include, for example:
 the information provided by the data subject on the application form;
 information about previous account conduct , including any payment arrears; and
 official public records information such as fraud record information and insolvency records.
The controller also includes information to advise the data subject that the credit scoring methods
used are regularly tested to ensure they remain fair, effective and unbiased.
The controller provides contact details for the data subject to request that any declined decision is
reconsidered, in line with the provisions of Article 22(3).
‘Significance’ and ‘envisaged consequences’
This term suggests that information must be provided about intended or future processing, and how
the automated decision-making might affect the data subject. In order to make this information
meaningful and understandable, real, tangible examples of the type of possible effects should be
given.
In a digital context, controllers might be able to use additional tools to help illustrate such effects.
Example
An insurance company uses an automated decision making process to set motor insurance
premiums based on monitoring customers’ driving behaviour. To illustrate the significance and
envisaged consequences of the processing it explains that dangerous driving may result in higher
insurance payments and provides an app comparing fictional drivers, including one with dangerous
driving habits such as fast acceleration and last-minute braking.
It uses graphics to give tips on how to improve these habits and consequently how to lower
insurance premiums.
Controllers can use similar visual techniques to explain how a past decision has been made.
2. Article 15(1) (h) - Right of access
Article 15(1) (h) entitles data subjects to have the same information about solely automated
decision-making, including profiling, as required under Articles 13(2) (f) and 14(2) (g), namely:




the existence of automated decision making, including profiling;
meaningful information about the logic involved; and
the significance and envisaged consequences of such processing for the data subject.

The controller should have already given the data subject this information in line with their Article
13 obligations.
Article 15(1)(h) says that the controller should provide the data subject with information about the
envisaged consequences of the processing, rather than an explanation of a particular decision.
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Recital 63 clarifies this by stating that every data subject should have the right of access to obtain
‘communication’ about automatic data processing, including the logic involved, and at least when
based on profiling, the consequences of such processing,
By exercising their Article 15 rights, the data subject can become aware of a decision made
concerning him or her, including one based on profiling.
The controller should provide the data subject with general information (notably, on factors taken
into account for the decision-making process, and on their respective ‘weight’ on an aggregate level)
which is also useful for him or her to challenge the decision.

F. Establishing appropriate safeguards
If the basis for processing is 22(2)(a) or 22(2)(c), Article 22(3) requires controllers to implement
suitable measures to safeguard data subjects’ rights freedoms and legitimate interests. Under Article
22(2)(b) the Member or Union State law that authorises the processing must also incorporate
appropriate safeguarding measures.
Such measures should include as a minimum a way for the data subject to obtain human
intervention, express their point of view, and contest the decision.
Human intervention is a key element. Any review must be carried out by someone who has the
appropriate authority and capability to change the decision. The reviewer should undertake a
thorough assessment of all the relevant data, including any additional information provided by the
data subject.
Recital 71 highlights that in any case suitable safeguards should also include:
.. specific information to the data subject and the right ………… to obtain an explanation of the
decision reached after such assessment and to challenge the decision.
The controller must provide a simple way for the data subject to exercise these rights.
This emphasises the need for transparency about the processing. The data subject will only be able
to challenge a decision or express their view if they fully understand how it has been made and on
what basis. Transparency requirements are discussed in Chapter IV (section E).
Errors or bias in collected or shared data or an error or bias in the automated decision-making
process can result in:
 incorrect classifications; and
 assessments based on imprecise projections; that
 impact negatively on individuals.

Controllers should carry out frequent assessments on the data sets they process to check for any
bias, and develop ways to address any prejudicial elements, including any over-reliance on
correlations. Systems that audit algorithms and regular reviews of the accuracy and relevance of
automated decision-making including profiling are other useful measures.
Controllers should introduce appropriate procedures and measures to prevent errors, inaccuracies
or discrimination on the basis of special category data. These measures should be used on a cyclical
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basis; not only at the design stage, but also continuously, as the profiling is applied to individuals.
The outcome of such testing should feed back into the system design.
Further examples of appropriate safeguards can be found in the Recommendations section

V. Children and profiling
The GDPR creates additional obligations for data controllers when they are processing children’s
personal data.
Article 22 itself makes no distinction as to whether the processing concerns adults or children.
However, recital 71 says that solely automated decision-making, including profiling, with legal or
similarly significant effects should not apply to children. Given that this wording is not reflected in
the Article itself, WP29 does not consider that this represents an absolute prohibition on this type of
processing in relation to children. However, in the light of this recital, WP29 recommends that, as a
rule, controllers should not rely upon the exceptions in Article 22(2) to justify it.
There may nevertheless be some circumstances in which it is necessary for controllers to carry out
solely automated decision-making, including profiling, with legal or similarly significant effects in
relation to children, for example to protect their welfare. If so, the processing may be carried out on
the basis of the exceptions in Article 22(2)(a), (b) or (c) as appropriate.
In those cases there must be suitable safeguards in place, as required by Article 22(2)(b) and 22(3),
and they must therefore be appropriate for children. The controller must ensure that these
safeguards are effective in protecting the rights, freedoms and legitimate interests of the children
whose data they are processing.
The need for particular protection for children is reflected in recital 38, which says:
Children merit specific protection with regard to their personal data, as they may be less aware of
the risks, consequences and safeguards concerned and their rights in relation to the processing of
personal data. Such specific protection should, in particular, apply to the use of personal data of
children for the purposes of marketing or creating personality or user profiles and the collection of
personal data with regard to children when using services offered directly to a child.
Article 22 does not prevent controllers from making solely automated decisions about children, if
the decision will not have a legal or similarly significant effect on the child. However, solely
automated decision making which influences a child’s choices and behaviour could potentially have
a legal or similarly significant effect on them, depending upon the nature of the choices and
behaviours in question.
Because children represent a more vulnerable group of society, organisations should, in general,
refrain from profiling them for marketing purposes. Children can be particularly susceptible in the
online environment and more easily influenced by behavioural advertising. For example, in online
gaming, profiling can be used to target players that the algorithm considers are more likely to spend
money on the game as well as providing more personalised adverts. The age and maturity of the
child may affect their ability to understand the motivation behind this type of marketing or the
consequences.
Article 40(2) (g) explicitly refers to the preparation of codes of conduct incorporating safeguards for
children; it may also be possible to develop existing codes.
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VI. Data protection impact assessments (DPIA) and Data Protection Officer (DPO)
Accountability is an important area and an explicit requirement under the GDPR.
As a key accountability tool, a DPIA enables the controller to assess the risks involved in automated
decision-making, including profiling. It is a way of showing that suitable measures have been put in
place to address those risks and demonstrate compliance with the GDPR.
Article 35(3) (a) highlights the need for the controller to carry out a DPIA in the case of:
a systematic and extensive evaluation of personal aspects relating to natural persons which is based
on automated processing, including profiling, and on which decisions are based that produce legal
effects concerning the natural person or similarly significantly affect the natural person;
Article 35(3)(a) refers to evaluations including profiling and decisions that are ‘based’ on automated
processing, rather than ‘solely’ automated processing. We take this to mean that Article 35(3) (a) will
apply in the case of decision-making including profiling with legal or similarly significant effects that
is not wholly automated, as well as solely automated decision-making defined in Article 22(1).
If the controller envisages a ‘model’ where it takes solely automated decisions having a high impact
on individuals based on profiles made about them and it cannot rely on the individual’s consent, on a
contract with the individual or on a law authorising this, the controller should not proceed.
The controller can still envisage a ‘model’ of decision-making based on profiling, by significantly
increasing the level of human intervention so that the model is no longer a fully automated decision
making process, although the processing could still present risks to individuals’ fundamental rights
and freedoms. If so the controller must ensure that they can address these risks and meet the
requirements described in Chapter III of these Guidelines.
A DPIA can also be a useful way for the controller to identify what measures they will introduce to
address the dat
informing the data subject about the existence of and the logic involved in the automated decisionmaking process;
 explaining the significance and envisaged consequences of the processing for the data
subject;
 providing the data subject with the means to oppose the decision; and
 allowing the data subject to express their point of view.
Other profiling activities may warrant a DPIA, depending upon the specifics of the case. Controllers
may wish to consult the WP29 guidelines on DPIAs for further information and to help determine the
need to carry out a DPIA.
An additional accountability requirement is the designation of a DPO, where the profiling and/or the
automated decision-making is a core activity of the controller and requires regular and systematic
monitoring of data subjects on a large scale (Article 37(1)(b).
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ANNEX 1 - Good practice recommendations
The following good practice recommendations will assist data controllers in meeting the
requirements of the GDPR provisions on profiling and automated decision making.
Article
5(1)(a),12,
13, 14

Issue
Right to have
information

Recommendation
Controllers should consult the WP29 Guidelines on transparency
WP260 for general transparency requirements.
In addition to the general requirements, when the controller is
processing data as defined in Article 22, they must provide meaningful
information about the logic involved.
Instead of providing a complex mathematical explanation about how
algorithms or machine-learning work, the controller should consider
using clear and comprehensive ways to deliver the information to the
data subject, for example:
 the categories of data that have been or will be used in the
profiling or decision-making process;
 why these categories are considered pertinent
 how any profile used in the automated decision-making
process is built, including any statistics used in the analysis;
 why this profile is relevant to the automated decision-making
process; and
 how it is used for a decision concerning the data subject.
Such information will generally be more relevant to the data subject
and contribute to the transparency of the processing.

6(1)(a)

15

16

21(1) and
(2)

Consent as a
basis for
processing
Right of
access
Right to
rectification

Right to
object

Controllers may wish to consider visualisation and interactive
techniques to aid algorithmic transparency
If controllers are relying upon consent as a basis for processing they
should consult the WP29 Guidelines on consent WP259.
Controllers may want to consider implementing a mechanism for data
subjects to check their profile, including details of the information and
sources used to develop it.
Controllers providing data subjects with access to their profile in
connection with their Article 15 rights should allow them the
opportunity to update or amend any inaccuracies in the data or
profile.
This can also help them meet their Article 5(1) (d) obligations.
Controllers could consider introducing online preference management
tools such as a privacy dashboard. This gives data subjects the option
of managing what is happening to their information across a number
of different services – allowing them to alter settings, update their
personal details, and review or edit their profile to correct any
inaccuracies.
The right to object in Article 21(1) and (2) has to be explicitly brought
to the attention of the data subject and presented clearly and
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separately from other information (Article 21(4).

22 and
Recital 71

Appropriate
safeguards

Controllers need to ensure that this right is prominently displayed on
their website or in any relevant documentation and not hidden away
within any other terms and conditions.
The following list, though not exhaustive, provides some good practice
suggestions for controllers to consider when making solely automated
decisions, including profiling(defined in Article 22(1)):
 regular quality assurance checks of their systems to make sure
that individuals are being treated fairly and not discriminated
against, whether on the basis of special categories of personal
data or otherwise;
 algorithmic auditing – testing the algorithms used and
developed by machine learning systems to prove that they are
actually performing as intended, and not producing
discriminatory, erroneous or unjustified results;
 for independent ‘third party’ auditing (where decision-making
based on profiling has a high impact on individuals), provide
the auditor with all necessary information about how the
algorithm or machine learning system works;
 obtaining contractual assurances for third party algorithms
that auditing and testing has been carried out and the
algorithm is compliant with agreed standards;
 specific measures for data minimisation to incorporate clear
retention periods for profiles and for any personal data used
when creating or applying the profiles;
 using anonymisation or pseudonymisation techniques in the
context of profiling;
 ways to allow the data subject to express his or her point of
view and contest the decision; and,
 a mechanism for human intervention in defined cases, for
example providing a link to an appeals process at the point the
automated decision is delivered to the data subject, with
agreed timescales for the review and a named contact point
for any queries.
Controllers can also explore options such as:
 certification mechanisms for processing operations;
 codes of conduct for auditing processes involving machine
learning;
 ethical review boards to assess the potential harms and
benefits to society of particular applications for profiling
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ANNEX 2 – Key GDPR provisions
Key GDPR provisions that reference general profiling and automated decision-making
Article
3(2)(b)

Recital
24

4(4)

30

5 and 6

72

8

38

13 and 14 60

15

63

21(1)(2)
and (3)

70

23

73

35(3)(a

91

Comments
The monitoring of data subjects’ behaviour as far as their behaviour takes
place within the Union.
Recital 24
“….tracked on the internet ……use of personal data processing techniques
which consist of profiling a natural person, particularly in order to take
decisions concerning her or him or for analysing or predicting her or his
personal preferences, behaviours or attitudes”.
Article 4(4) definition of profiling
Recital 30
“online identifiers …., such as Internet Protocol addresses, cookie identifiers
or other identifiers such as radio frequency identification tags… may leave
traces which, in particular when combined with unique identifiers and
other information received by the servers, may be used to create profiles of
the natural persons and identify them.”
Recital 72:
“Profiling is subject to the rules of this Regulation governing the processing
of personal data, such as the legal grounds for processing (Article 6) or data
protection principles (Article 5).”
Use of children’s personal data for profiling.
Recital 38:
“Children merit specific protection ….. in particular,…to the use of personal
data of children for the purposes of….creating personality or user profiles.”
Right to be informed.
Recital 60:
“Furthermore, the data subject shall be informed of the existence of
profiling and the consequences of such profiling.”
Right of access.
Recital 63:
“right to know and obtain communication…..with regard to the purposes
for which the personal data are processed,…..and, at least when based on
profiling, the consequences of such profiling”.
Right to object to profiling.
Recital 70
“…the right to object to such processing, including profiling to the extent
that it is related to such direct marketing.”
Recital 73:
“Restrictions concerning specific principles and concerning …….the right to
object and decisions based on profiling …….may be imposed by Union or34
Member State law as far as necessary and proportionate in a democratic
society…” to safeguard specific objectives of general public interest
A DPIA is required in the case of “a systematic and extensive evaluation of
personal aspects relating to natural persons which is based on automated
processing, including profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly significantly
affect the natural person;” Covers decision-making including profiling that
is not solely automated
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Key GDPR provisions that reference automated decision-making as defined in Article 22
Article
13(2)(f)
and
14(2)(g)

Recital
61

15(h)
22(1)

71

Comments
Right to be informed about:
 the existence of automated decision-making under A22(1) and (4);
 meaningful information about the logic involved;
 significance and envisaged consequences of such processing.
Specific access rights to information about the existence of solely
automated decision-making, including profiling.
Prohibition on decision-making based solely on automated processing,
including profiling, which produces legal/similarly significant effects.
In addition to the explanation provided in the main body of the guidelines,
the following points expand on the rationale for reading Article 22 as a
prohibition:










Although Chapter III is about the rights of the data subject, the
provisions in Articles 12 - 22 are not exclusively concerned with the
active exercise of rights. Some of the rights are passive; they do not
all relate to situations where the data subject takes an action i.e.
makes a request or a complaint or a demand of some sort. Articles
15-18 and Articles 20-21 are about the data subject actively
exercising their rights, but Articles 13 &14 concern duties which the
data controller has to fulfil, without any active involvement from
the data subject. So the inclusion of Article 22 in that chapter does
not in itself mean that it is a right to object;
Article 12(2) talks about the exercise of ‘data subject rights under
Articles 15 to 22; but this does not mean that Article 22(1) itself has
to be interpreted as a right. There is an active right in A22, but it is
part of the safeguards which have to be applied in those cases
where automated decision making is allowed (Articles 22(2)(a-c)) the right to obtain human intervention, express his or her point of
view and to contest the decision. It only applies in those cases,
because carrying out the processing described in Article 22(1) on
other bases is prohibited;
Article 22 is found in a section of the GDPR called “Right to object
and automated individual decision-making”, implying that Article
22 is not a right to object like Article 21. This is further emphasised
by the lack in Article 22 of an equivalently explicit information duty
as that found in Article 21(4);
If Article 22 were to be interpreted as a right to object, the
exception in Article 22(2)(c) would not make much sense. The
exception states that automated decision-making can still take
place if the data subject has given explicit consent (see below). This
would be contradictory as a data subject cannot object and consent
to the same processing;
An objection would mean that human intervention must take place.
Article 22(2)(a) and (c) exceptions override the main rule in Article
22(1), but only as long as human intervention is available to the
data subject, as specified in Article 22(3). Since the data subject (by
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objecting) has already requested human intervention, Article
22(2)(a) and (c) would automatically be circumvented in every case,
thus rendering them meaningless in effect.

22(2)(ac)

71

22(3)

71

23

73

35(3)(a)
47(2)(e)

91

Recital 71:
“…Such processing includes ‘profiling’ that consists of any form of
automated processing of personal data evaluating the personal aspects
relating to a natural person, in particular to analyse or predict aspects
concerning the data subject’s performance at work, economic situation,
health, personal preferences or interests, reliability or behaviour, location
or movements”………. “Such measure should not concern a child”
Article 22(2) lifts the prohibition for processing based on (a) the
performance of or entering into a contract, (b) Union or Member state law,
or (c) explicit consent.
Recital 71 provides further context on 22(2)(b)and says that processing
described in A22(1):
“should be allowed where expressly authorised by Union or Member State
law to which the controller is subject, including for fraud and tax-evasion
monitoring and prevention purposes conducted in accordance with the
regulations, standards and recommendations of Union institutions or
national oversight bodies and to ensure the security and reliability of a
service provided by the controller…”
Article 22 (3) and Recital 71 also specify that even in the cases referred to
in 22(2)(a) and (c) the processing should be subject to suitable safeguards.
Recital 71:
“which should include specific information to the data subject and the right
to obtain human intervention, to express his or her point of view, to obtain
an explanation of the decision reached after such assessment and to
challenge the decision. Such measure should not concern a child.”
Recital 73:
“Restrictions concerning specific principles and concerning …….the right to
object and decisions based on profiling …….may be imposed by Union or
Member State law as far as necessary and proportionate in a democratic
society…” to safeguard specific objectives of general public interest.
Requirement to carry out a DPIA.
Binding corporate rules referred to in 47(1) should specify at least “…….the
right not to be subject to decisions based solely on automated processing,
including profiling in accordance with Article 22...”
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