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1. Introduction 

 

A distributed database system refers to a collection of several logically related databases which are physically scattered in 

different computers or sites over a computer network (Kossmann, 2012). It is a logical union of all the sites and the distribution is 

hidden from the users. Therefore, the distributed database users have the notion that the whole database is local except for the 

communication delays between the sites.  

 

 The distributed approach is preferred over a centralized database system for various reasons, such as workload sharing 

(Ashdown and Kyte, 2011). The design of responsive distributed database system is a major concern for information system 

experts. This applies mostly to high bandwidth networks where latency and local processing are the most significant factors in 

query and update response time. In a distributed relational database system, the records are geographically distributed. Therefore, 

the processing of a scattered query is made up of the three phases.  

 

These phases are the local processing phase, the reduction phase, and final processing phase. In their study, Upadhyayaand 

Lata (2012) noted that the local processing phase constitute of local processing operations such as selections and projections. The 

reduction phase on the other hand uses a sequence of reducers such as semi-joins and joins to condense the size of relations. 

Lastly, the final processing phase sends all resulting relations to the assembly site where the final result of the query is 

constructed.  

 

Another major concern in a distributed environment is security. The rationale of distributed database security is to deal with 

the protection of data from people or, software having malicious intension (Kose, 2013). In his study, Batra (2013) established 

that distributed system has four main security components, namely security authentication, authorization, encryption, and multi 

level access control. Media access control address (MAC address) provides a unique machine dependent feature that can be used 

to uniquely identify network devices and therefore is deemed ideal to be used in this research for authenticating users hence 

offering optimum access control to a distributed environment. 

 

2. Related Work 

The goal of distributed databases query security is to ensure that only legitimate queries are processed by the distributed 

database systems. This will lead to improved processing time and quick responses to the lawful users.  

 

Alavi (2014) explains that distributed database management systems run on top of an underlying operating system. These 

operating systems provide the security allied with databases. Classical operating system security features involve memory and file 
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protection, resource access control and user authentication. Memory protection prevents the memory of one program meddling 

with that of another program and therefore restricting access and usage of the objects employing techniques such as segmentation. 

 

 According to Batra (2013), the underlying distributed operating system also protects access to other objects such as 

instructions, input and output devices, files and passwords.  It does this by checking access with reference to access control lists. 

However, this could be costly time-consuming task and integration complexities may also adversely impact application 

behaviours. 

 

Wang (2012) noted that much of distributed database security is based on discretionary security. In such situations, the key 

issues include authentication, identification and enforcing appropriate access controls. With respect to access control rules, 

languages such as Structured Query Language have integrated GRANT and REVOKE statements to give and annul access to 

users. However, for most applications, these two statements are not satisfactory. This is because there may be more sophisticated 

authorizations based on the distributed database constituents. Moreover, in some situations, negative authorizations may be 

required 

 

3. Methodology 

An experimental setup was developed based on the requirements of the MAC address- based algorithm. The design phase 

involved defining the structural design, mechanism, modules, interfaces, and data for the algorithm to satisfy 

specified requirements.The proposed setup consisted of legitimate client and an intruder, all trying to query the distributed 

databases as shown in Figure 1.This figure  demonstrates the fact that the communication process between both the legitimate user 

and intruder and the distributed databases began by having them submit their MAC addresses to the authentication databases so 

that they could be validated.  

 

Each of these MAC addresses was accompanied by a synchronization (sync) flag which must be the same as that the databases 

employ. These details were used to re-calculate the authentication key at the database and if they are found to match, then access 

is granted and the legitimate users can have their queries processed by the distributed databases. 

 

 

 

 

 

 

 

 

 

Figure 1: MAC-Address Based Algorithm Experimental Setup 

 

However if the database generated authentication key   fails to match those submitted by the users, then access is denied and 

further query processing cannot be done. This ensured that only queries from legitimate users are processed and therefore enjoy 

the full benefit of the network bandwidth with faster response times. 

 

Figure 2 shows the data flow diagram that was instrumental in this research study. The authentication process began by having 

the algorithm extract the MAC address and the synchronization data of the machines trying to access the distributed databases. 

These two details were used to compute the authentication key on the client side that was then sent to the databases. On the 

database side, the same details stored in the databases were employed to re-calculate the authentication key.  

 

The algorithm then compared the databases generated key with that of the client. If the two keys match, access is granted to 

the client and the queries coming from this client are processed and responses sent to the client. On the other hand, if the two keys 

do not match, the client is denied access and further communication with that client is denied. The consequence of this is that no 

queries coming from this client will be processed by the distributed databases. 
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Figure 2: Data flow diagram For MAC-Based authentication Algorithm 

 

The goal of this algorithm was to deny access to unauthorized users based on the MAC address of the connecting client. 

 

As such, four databases were designed and implemented in Wamp server as shown in Figure 3. Out of these four, one of them 

was for authentication and was employed to hold the MAC addresses of the machines trying to access the other three distributed 

databases.  
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Figure 3: Four Databases In Wamp Server 

Whereas he database named „Otieno‟was used to authenticate client machines based on their MAC addresses , timestamps and 

randomized token, the other three databases,  namely Kisumu, Nakuru and Juja contained student details that could be 

manipulated by a single distributed query. Figure 4 shows the design of the fields of the authentication database. 

 

 

Figure 4: Authentication Database 

As Figure4 demonstrates, the database name was „Otieno‟with a tablenamed, „datkey‟ which consisted of mac and 

timestamp1fields. Whereas the mac field held the machine MAC addresses, the timestamp1 field held time stamp flags. Figure 5 

shows the „Kisumu‟database. 

 

 

 

Figure 5: Kisumu Database 

The Kisumu database  consisted of  a table named students with three fields: Reg_No, Fname and Lname.  Whereas the 

Reg_No field held the student registration number, the Fnameand Lnamestored the student first name and last name respectively. 

This table consisted of six  students whose admission numbers ended with 16, implying that they were all admitted in 2016. 

Figure 6 shows the Juja database. 
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Figure 6: Juja Database 

This database contained one table named students which had three fields as the Kisumu database. The only difference is that it 

held students whose regstration numbers ended with 15, meaning they were admitted in 2015. Lastly, Figure 7 shows the Nakuru 

database. 

 

Just like the other two previous databases, the Nakuru databse contained one table named students with three fields as the other 

databases. Howver, its students had registration numbers ending with 14, implying that they were admitted in 2014. 

 

 

Figure 7: Nakuru Database 

The three databases, Nakuru, Juja and Kisumu all contained same table with similar fields whose function was to keep student 

details. Since all these databases could resid in different geographical locations, they formed a distributed database architecture. 

To establsih how SQL injection could be mitigated in a distributed environment, a prototype was designed and implemented. 

Figure 8 shows this prototype interface, where a user is required to input an SQL query that is to be executed by the database. The 

first input field was that of the randomized authentication token that will be discussed later. To validate the user- supplied query, 

the snippet in Figure 9 was used. 

 

 

 

Figure 8: SQL Query Validation Interface 

The first line implies that this JavaScript code was validating a form called auth, whose length was not allowed to be less than 

ten characters long. If this was the case, then an error message, „Invalid SQL Query‟ ought to be displayed. The second validation 
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was the actual SQL injection attack validation, where regular expressions were employed to look for any pattern in the query that 

contained „OR 1=1‟, a common SQL injection mechanism.  

 

If this pattern is detected, an error message, „SQL Injection Detected‟ should be displayed and then the snippet should direct a 

user to web page named, „injection.php‟.If this is not the case, then a message, „Your SQL Query Valid‟should be displayed. 

 

 

Figure 9: SQL Query Validation Snippet 

To develop a synchronized media access control address-based authenticationalgorithm for secure distributed query 

processing, three parameters, MAC address, randomized token and timestamp needed to be extracted from the machines wishing 

to access the distributed databases. Figure 10 shows the snippet for MAC address extraction. 

 

Figure 10: MAC Address Extraction Snippet 

The first line was employed to activate output buffering at the machine whose MAC address was to be extracted. The second 

line carried out an external program to display output while the third line was utilized to confine this output into a variable called 

mycom. 

 

The fourth linewas used to empty the output buffer. The fifth line was meant to create a variablefindme to hold the physical 

characteristics of the transmission while the sixth line was employed to locate the position of physical text. The seventh line was 

used to access the actual MAC address and store it in a variable named macp. 

 

The next parameter, time stamp was generated by the snippet in Figure 11. This snippet sets the default time zone to that of 

Nairobi, which is located in the African continent. 

 

Figure 11: Time Stamp Snippet 

The second line then assigns this time zone to a variable called „date‟ , which uses the date function to format the time stamp 

in the Year – month-day hour: minutes: seconds‟. In this way, the generated authentication key included a highly dynamic 

timestamp. 
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To further add dynamism to the authentication key, a randomized token was employed. Figure 12 shows a snippet of this 

randomized token. 

 

Figure 12: Randomized Token Snippet 

It uses JavaScript Math random function, which then takes the truncated part of this random value and multiplies with 2
64

, and 

then adding one to the result. All these operations serve to make it hard for the intruder to exactly map the authentication key, 

even when he has access to the MAC address of the machine. 

 

The complete authentication key then consisted of hashed concatenated MAC address, timestamp and randomized token. 

Figure 13 shows the snippet for the concatenation and hashing of the authentication key. 

 

 

Figure 13: Snippet For Hashing The Concatenated Authentication Key 

To prevent eavesdropping attacks where one could easily copy and use the generated authentication key, this authentication 

key was meant to change after every ten seconds. This was accomplished by having the web page bearing the randomized token 

refresh after these ten seconds. Figure 14 shows the snippet for this exercise. 

 

The first line of Figure 14 was the title of the web page in which the randomized token resided. The second line is the 

beginning of the script that was responsible for refreshing the uniform resource locator (URL) of the Home Page. 

 

Figure 14: Home Page Reloading Snippet 

The third line starts the timing function while the fourth line specifies the web page to be refreshed, which in this case was, 

„home.php‟.  The fifth line sets the duration in milliseconds, after which the page should be refreshed and hence the randomized 

token. 

Upon successful client authentication, a link to a distributed query that would simultaneously modify the three databases 

differently would become available. The design of this distributed query is shown by the snippet in Figure 15. This figure shows 

an insert query to table „students‟ located in database labeled „Kisumu‟. There were a total of three such update queries for each of 

the databases, which was achieved by replacing Kisumu with Juja and Nakuruin the following line: 

 

mysql_select_db("kisumu", $con); 

The effect of such a distributed query was to simultaneously insert a student whose registration number was „SCI-COO6-

0020/17‟, and whose first name and last name were Kepha and Atikarespectively. 
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Figure 15: Kisumu Distributed Query Snippet 

The next database to be updated was that of Juja as shown in Figure 16.As was the case for database Kisumu, the student 

details that were to be inserted into this database were SCI-COO6-0020/17‟ for the registration number,and whose first name and 

last name were Kepha and Atikarespectively. 

 

Figure 16: JujaDistributed Query Snippet 

Lastly, the database at Nakuru was also updated by the same details as the first two databases at Kisumu and Jujaas shown in 

Figure 17.It is important to note that any form of query, be it insert query, delete query update query and statistical queries could 

still be usable here.  

 

However, the insert query was employed to make it easily understood that it is possible to append records to distributed 

databases by the execution of a single distributed query. As the insert query simply appends records at the end of the affected 

tables, the results could be ease to observe. 
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Figure 17: NakuruDistributed Query Snippet 

To evaluate the synchronized media access control address-based authentication, an attempt was made to employ SQL 

injection to retrieve all records from a given database. This was done by appending the „OR 1=1‟ statement to the end of the 

query. The results obtained are discussed in the next chapter. 

 

4. Results and Discussion 

The proposed algorithm was developed in a PHP environment using an amalgamation of the MAC address and time stamp. 

The time stamp in this research study was regarded as the synchronization flag between the client and the distributed databases. 

To make the access key completely unpredictable, a randomized token was employed. Figure 18 shows this randomized token. 

 

As this figure shows, the randomized token was of the order twenty, meaning that it contained twenty digits whose value 

changed after every ten seconds as confirmed the snippet in the previous chapter. 

 

Figure 18: Randomized Token 

Figure 19 shows the generated MAC address and timestamp from the client side. The first line of Figure 19 was that of the 

randomized token, which notably was different from that one shown in Figure 18. 

 

 

Figure 19: Client Side MAC Address and Timestamp 
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This is a confirmation of the fact that this randomized token changed after web page refreshment. The second line was that of 

the client generated MAC address while the third line was that of the client generated timestamp. The combination of these three 

parameters at both the client side and database side provided the proposed synchronized media access control address for 

authenticating machines wishing to submit queries to the distributed databases. 

 

To ensure the security of the data stored in distributed databases, proper user authentication must be done prior to allowing any 

form of access. This research study proposed an authentication scheme based on three parameters:  the MAC address, timestamp 

and randomized token. The line below shows the concatenation of such parameters to form an authentication key. 

 

Clearly, the first twenty digits were that of the randomized token. The next seventeen characters were that of the MAC address 

while the rest of the characters were that of the time stamp. To prevent any form of eavesdropping, this concatenated 

authentication key was hashed using secure hashing algorithm (SHA-1). This hashed value formed the client side authentication 

key as shown in Figure 20. 

 

Figure 20: Hashed Client Authentication Key 

The database supplied timestamp and MAC address were combined with the randomized token to recalculate the 

authentication key. Figure 21 shows the output obtained. The first line gives the concatenated authentication key before hashing. 

 

 

Figure 21: Server Side Authentication Key 

On condition that the client hashed authentication key matches the server side authentication key, access to the distributed was 

granted. A keen look at both Figure 20 and Figure 21 confirms that these two keys were similar and hence access was granted as 

illustrated by the snippet in Figure 22. 

 

Figure 22: Client and Server Authentication Key Matching 

In this Figure, $Ckeyrefers to the client authentication key while $Skeyrefers to the server authentication key. Line eleven then 

determines if the two are similar, upon which access to the distributed databases is granted, else access is denied. 

 

5. Conclusion 
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This research paper developed an authentication mechanism based on the media access control address of the client machines, 

randomized tokens and the timestamps of the machines that was shown to perform well in the prevention of such attacks. 

Additionally, the frequent changing nature of the developed authentication mechanism meant that a password obtained trough 

eavesdropping becomes invalid within a short time such that its usage for illicit access is almost impossible. This algorithm is 

therefore recommended for secure query processing in a distributed environment. 
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