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About this guide

Zenoss Core Administration Guide provides an overview of Zenoss Core architecture and features, as well as
procedures and examples to help use and configure the system.

zZenoss

Related Zenoss Core publications

About this guide

Title

Description

Zenoss Core Administration Guide

Provides an overview of Zenoss Core architecture and
features, as well as procedures and examplesto help
use the system.

Zenoss Core Configuration Guide

Provides required and optional configuration
procedures for Zenoss Core, to prepare your
deployment for monitoring in your environment.

Zenoss Core Installation Guide

Provides detailed information and procedures for
creating deployments of Control Center and Zenoss
Core.

Zenoss Core Planning Guide

Provides both general and specific information for
preparing to deploy Zenoss Core.

Zenoss Core Release Notes Describes known issues, fixed issues, and late-
breaking information not aready provided in the
published documentation set.

Zenoss Core Upgrade Guide Provides detailed information and procedures for

upgrading deployments of Zenoss Core.

Additional information and comments

Zenoss welcomes your comments and suggestions regarding our documentation. To share your comments,
please send an email to docs@zenoss. com. In the email, include the document title and part number. The
part number appears at the end of the list of trademarks, at the front of this guide.



Zenoss Core Administration Guide

Using Zenoss Core

The browser interface of Zenoss Core provides a variety of means for navigating and managing your

environment.

Initial login

Thefirst timeyou log in to Zenoss Core, you will immediately be taken to a startup wizard where you will

perform the following tasks:

Set your admin password
Set your personal login
Discover devices (optional)
Add Infrastructure (optional)

1 Launch your Zenoss Core application the first time by clicking on the Virtual Host Name in Control Center.
Y ou will be presented with the following page showing you the initial steps to follow:

Figure 1: Installation Wizard

Zenoss Installation Wizard

This wizard will guide you through the initial setup of Zenoss. Click Get Started to begin.

=

Step 1 &. Step 2 [
(o =y

Setup Users Network Discovery

Set the admin password and create Di: devi to it

your user account.

2 Click Get Started to begin the wizard. The Setup Users page appears.

Step 3

Add Infrastructure

Manually add the devices in your
infrastructure.

Get Started »

Zenoss



Using Zenoss Core

Figure 2: Setup Users

Step 1: Setup Users

Set admin password Create your account
The admin account has extended privileges, similar to Linux’s root or Enter information for your personal user account. You'll use this to
Windows" Administrator. lfs use should be imited fo administrative perform most tasks.
tasks.
Username

Password Must:

« Contain 8 or more characters

= Confain at least one number Password
» Contain af least one upper and lower case characier

Admin password Retype password:
I
Caonfirm password Your email:
« Previous S

3 Set your admin password and create your personal user account. Click Next. The Network Discovery page
appears.

Figure 3: Network Discovery
Network Discovery

Networks/Range SNMP S$SH Authentication Windows Authentication
Enter one or more networks Community Strings: Usemame: Administrator Username:
(such as 10.0.0.0/24) or IP public
ranges (such as 10.0.0.1-50): private
Passward: Password:
Discover

4 You can discover devices by setting networks or | P ranges on this page. If you are not ready to discover
devices, you can skip this page and add devices later. For more information about the fields on this page see
Adding, discovering and modeling devices on page 36. When you are ready to continue, click Next. The
Add Infrastructure page appears.

zenoss 9



Zenoss Core Administration Guide

Figure 4: Add Infrastructure

Step 3: Add Infrastructure

Category Type Connection Information

@ HTTP _ Enter multiple similar devices, separated by a comma, using either

hostname or IP Address
KVM

Network

Ping Add
Power

Printer

Server

Devices

« Previous + Finish

5 You can add devices from different categories on this page. For each device, select the category, type and
enter the connection information. If you are not ready to add devices, you can skip this page. When you are
ready to continue, click Done. Y ou will be taken to the Dashboard view of Zenoss Core.

Note  When you launch Zenoss Corein the future, you will go directly to the login screen.

Interface and navigation

10

After you install the system and navigate to the interface from your Web browser, the Dashboard appears. The
Dashboard provides at-a-glance information about the status of your I T infrastructure. It is the primary window
into devices and events that the system enables you to monitor.

Zenoss
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Figure 5: Dashboard

Dasnboards: | cetaut (zamin) i [+-][e]e]
OpenEvents.
Staus Severiy Resouce  Component  EventCiss  Summ, FrstSeen Lastseen
Welcome! This area provices links fo Zenoss product cocumentaton, announcements, andother — =
esoutes 0 help ptms Zeoss or e = 5]
o e 20T TN 201812
Guides o e 2014127 11514 20181217
+ Zenoss Core Procuct Documentation o L AT 2z
Zenoss Training o 141297 12055 20141277
o . 2014247205 2004127
ss Adminisralor Training
o . 2014247205 2004127

/anced Training
Iylics & Optimzation Training L. 2018929701820 2014210
s Impact & Event Management Training N 201442711 2018125
Zenoss Zenpack Development Training 20112171036 20141210
oo 20141297 01875 2014210

e 201812970057 20141270

.. 201412171218 2014121 7
3

DISPLAYNG 1- 130f 113ROWS

— 20

Produstion r
40

Produston

Produstion

Produston

Open Events

- °

T T S T
Criical Ermor Warning info Debug

Severity

The Dashboard can be customized to display avariety of information including:

System information resources and other Web pages, such as internal portal pages
Important error-level device events

Geographical high-level view

“Troubled" devices

Devicesin acertain production state Y ou can also create additional dashboards that can be cloned from
existing dashboards and can also be restricted to certainly users or user groups.

Key Dashboard and interface areas include;

Navigation menu
User information area
Portlets

System Network Map

Navigation

The Navigation menu lets you access major system features. In addition to the Dashboard, the menu is divided
among several functional areas:

m EVENTS Guidesyou to the event management area, where you can monitor event status, triggers, and
event transforms. Y ou also can track changes made to events.

m INFRASTRUCTURE- Offers access to network infrastructure, including, devices, networks, processes, and
services.

REPORTS- Allows you access to pre-defined and configurable reports.
ADVANCED- Provides access to monitoring templates, collectors, MIBs, system settings, and tuning.

User information area

Figure 6: User information area

* admin SieNouT H

Manage Saved Searches. .
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The user information area offers information and selections:

m  Search- Search areato find information within the application. Click the down arrow in the search box to
manage your saved searches.

m Login ID- ThelD of the user currently logged in appears at the far |eft of thisarea. Click the ID to edit user

settings, such as authentication information, roles, and groups. (Y ou also can access user settings from the
ADVANCED > Settings > Users page.)

Sign Out- Click to log out of the system.
Help icon - Click to access product documentation.

Portlets

The main content of the Dashboard contains portlets that provide information about the system and
infrastructure.

Available portlets are as follows, listed alphabetically:
Daemon Processes Down

Contains system self-monitoring information.
Device Chart

Allows the display of agraph of multiple data points for a selected device class.
Device I ssues

Displays alist of devices associated with color-coded events of critical, error, or warning severity levels. To
view details, click adevice name. To go to the event console for the device, click an event.

Figure 7: Device Issues Portlet

Device lssues

lcon  Device ~ Events
10.87.207.88

=)

- 10.87.207.89

= 1087.207.90

=
1087 207.124

&
10.57.208.163

=

Event View

Displaysthelist of events similar to the view on the Event console.
Google Maps

Shows configured device locations and configured network connections.

zZenoss
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Figure 8: Google Maps Portlet

S
I Finland
|
.
E Icelend Sweden
Norway
united
Kingdom
3 g 2 Poland” v
Bermany Ukraine
i France - = L
i ¥ Spai sl ’

North United states @ North Turkey
Bl Atlantic f
Ocean 0 [)r'pr*) g

o Algerin | ipya | EQYPL,
Mexico ko
Mali | Miger Sudan
Chad
@ Venezues Nigeria Eihior
Colombis -

) " BA Cango: ot
Tanzani
S Siot Tems of Use

DisplaysHTML content. Y ou must use HTML markup in this portlet. If you want to populate a portlet with
content from a specific URL, use the Site Window portlet instead.

Multi-Graph Report
Displays an existing Multi-Graph Report (created by using the Reports page). Y ou can choose a specific
graph group from the multi-graph report and select the time range for the portlet.

Network Map

Displays a network map for a defined network that is being monitored. Y ou can define the refresh interval
and level of depth of the map.

Open Events Chart

Displays a chart of the number of open events grouped by severity. Y ou can define the event class to be
used and the number of past days for which to show events.

Organizers

Choose the root organizer (devices, locations, systems, groups) and then child organizer options are
enabled.

Past EventsLine Chart

Displays aline chart of past events grouped by severity. Y ou can define the event class to be used and the
number of past days for which to show events.

Production States
Shows devices assigned to a particular production state. If needed, you can define multiple production states
to display.

Site Window
Initially provides links to resources such as product guides, forums, and training events.

Y ou can customize the portlet to display content from any URL. However, Zenoss recommends that you
keep a portlet with the default URL so that you can stay up-to-date with Zenoss training and product
updates. Y ou can have multiple Site Window portlets defined on your Dashboard.

Watch List

Allows the display of high-level status device classes, groups, systems, event classes, and locations that you
select.

Customizing the dashboard

Y ou can customize the dashboard by:

= Creating multiple dashboards
m  Selecting the portlets you want to view

13
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= Arranging portlets
m  Defining who can view the dashboard
= Changing the dashboard column layout

The following image shows the Add menu.

Dashboards: | default (admin) 4| E@@
rem— Acd Portiet

Mew Drashboard

Open Events

0 T T T T
Critical Errar Warning Info Debug

Severity

Adding a dashboard

A default admin dashboard is created when you launch the system. Administrators can customize this
dashboard. However, the default dashboard cannot be del eted.

Usersthat are not administratorsinitially see aread-only version of the default admin dashboard. Non-
administrators can create dashboards that display distinctive information or are targeted to a specific type of user
or to only themselves. To customize a dashboard, select who can view it, and select and customize portlets to
display the most important information. The number of customized dashboards is not limited.

To create a dashboard:

1 Fromthe Add icon on the Dashboard controls, select New Dashboard.
2 Complete fieldsin the Add a New Dashboard diaog box as follows:

Add a New Dashboard

Dashboard Mame:

Who can view this Dashboard?

) Just me

@ Everyone
MNumber of Columns:
3

.3
w

Clone from dashboard (default):
(]

CANCEL

14 zenoss
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Dashboard Name

When this dashboard name is displayed in the Dashboards drop-down list, the user name who created
it is appended as part of the name. This convention gives everyone who can see the dashboard an
indication of who created it.

Who can view this Dashboard?

Choose who can view this dashboard. To specify aUser Group, the group must exist in the system
and the user name used to create this dashboard must be a member of the group. Y ou can only assign
dashboards to groups to which you belong.

Number of Columns
Choose the number of columnsto display in the dashboard. The default is 3.
Clone from dashboard

If you want the new dashboard to be a clone of the dashboard you were previously viewing, select the
check box. Otherwise, you begin with a completely blank dashboard.

3 Click Create.

Adding portlets

Y ou can customize your dashboard by adding portlets that display information you are interested in. Y our
dashboard can display more than one of the same portlet type. For example, you could have several Device
Chart portlets with each one showing a different device class.

To add a portlet to the Dashboard:

1 Click the Add icon in the top right of the Dashboard main area and select Add portlet.
2 Select aportlet from the drop-down list. The portlet appears at the top right of the Dashboard main area

Arranging portlets

To arrange portlets, click the portlet header and drag the portlet to any location on the dashboard. The other
portlets are automatically rearranged.

Editing the dashboard settings
Customize your dashboard to display a different number of columns or limit access to the dashboard.

1 Click the Action icon in the upper-right side of the dashboard. The Edit Dashboard window appears.

zenoss 15
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Edit Dashboard default
Dashboard Name:
default
Who can view this Dashboard?
@ Just me

) Everyone
Number of Columns:
2

Audit logs?:

Lock from updaies?:
|

Change the value of the users who can view this dashboard.

User groups: To enable auser group to view the dashboard, the group must exist in the system and you
must be logged in with credentials of a member of the user group.

Change the number of columns to use in this dashboard if needed.

To ensure that changes are logged properly, verify the Audit logs setting. Clear the check box if you do not
want logging on any changes.

Select L ock from updatesto prevent editing of the dashboard.

Click Save.

Working with portlets

16

There are several options to control the portlet display.

Figure 9: Dashboard Portlet Controls

Collapse Edit

215181
Pop Out Close

Click the Collapse icon to collapse the portlet so that only the title appears on the dashboard.

Click the Pop Out icon to show the portlet in afull screen view. Click Close to return to the dashboard
view.

Click the Edit icon to edit the portlet settings. Y ou can edit thetitle of the portlet, its height and how often it
refreshes. Some portlets may have additional configuration options. A preview of the portlet is provided on
the right side of the dialog box. Click Save to update the portlet configuration.

Click the Close icon to remove the portlet from the dashboard.

In tabular portlets, you can control the display by sorting columns as well as adding and hiding columns.

To sort based on a column, hover over the column header and click the arrow to display the sort and display
options.

To add or hide columns, hover over the Columns entry and check or clear the boxes of the columns to add
or hide.
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The Zenoss Core search facility supports locating devices and other system objects, as well as events and

services.

In the Zenoss Core interface, the search feature is part of the user information area. Enter part or all of anamein
the search box at the top right of the interface. The system displays matches, categorized by type.

Figure 10: Search Results
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To view all search results, click the indicator at the top of thelist.

Figure 11: All Search Results
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From here, you can display search results by category. Click in the left panel to filter search resultsby a
selection.

Y ou can save the search to access later.

1 Click Save As (at the bottom left of the Search Results page). The Save Search As dialog box appears.
2 Enter aname for the search, and then click Submit.

Y ou can access saved searches from:

m Action menu located at the bottom of the Search Results page.
m  Search box located at the top of the interface. Click the arrow, and then select M anage Saved Sear ches.

Navigating the event console

The event console is the system'’s central nervous system, enabling you to view and manage events. It displays
the repository of all eventsthat are detected by the system.

To access the event console, click Eventsin the Navigation menu. The Event Console appears.

Figure 12: Event Console

Event Console Page Tips
vle[wlviel@+] Lot 20150729 105843 (nereacea) [© e < | scions - | Gommancs <
Stalus Severity v Resource Component EventClass Summary FrstSeen LastSeen Count
e ] ] <]
0 ucs1 Fan 3/4i2 Fan 2 in Fan Module 1-4 under chassis 3 speed: lower-non-recoverable 2015-07-28 08:44:33 am  2015-07-29 10:29:40 am 3
0 ucs1 extpol_reg_clients_client... UCS Domain ucs1-faba is registered with UCS Central without a valid license. 2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 4
0 ucs1 Fan Module 3/i4 Fan 2 in Fan Module 1-4 under chassis 3 speed: lower-non-recoverable 2015-07-28 08:45:41 am  2015-07-29 08:45:41 am 1
ucs1 fabric_san_A_phys-fcoes... FCoE uplink port 1/ is down 2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 4
ucs1 Fan 3/4i2 Fan 2 in Fan Module 1-4 under chassis 3 operability: inoperable 2015-07-28 08:44:33 am  2015-07-29 10:29:40 am 3

Sorting and filtering events
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Y ou can sort and filter events that appear in the event console to customize your view.

Y ou can sort events by any column that appears in the event console. To sort events, click a column header.
Clicking the header toggles between ascending and descending sort order.

Filter options appear below each column header. A match value can be any full string or a subset of a string,
optionally with the wildcard (*) contained in the valuesin that column. You canasouse” | | " (OR), or

"1 1" (NOT) expressions to further target your filters. For example, typing ! ! windows inthe Event Classfilter
will return all the non-Windows device events.

Figure 13: Event Console filter options

Event Console Page Tips
@@@E}\ Last updated at 2015-07-29 10:57:49 am (America/Chicago) IG Refresh 'I Actions [ Commands ~
Stalus Severity v Resource Component EventClass Summary FrstSeen LastSeen Count
L] ] <]

v| New Jesi Fan 3/4i2 Fan 2 in Fan Module 1-4 under chassis 3 speed: lower-non-recoverable 2015-07-28 08:44:33 am  2015-07-29 10:29:40 am 3
V] Acknowledged sl extpol_req_clients_client... UCS Domain ucs1-faba is registered with UCS Central without a valid license. 2015-07-28 08:44:33 am  2015-07-29 10:29:40 am 4

Errree) Jesi Fan Module 3/i4 Fan 2 in Fan Module 1-4 under chassis 3 speed: lower-non-recoverable 2015-07-28 08:45:41 am  2015-07-29 08:45:41 am 1

— Jes1 fabric_san_A_phys-fcoes... FCoE uplink port 1/ is down 2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 4

E— Jesi Fan 3/4i2 Fan 2 in Fan Module 1-4 under chassis 3 operability: inoperable 2015-07-28 08:44:33 am  2015-07-29 10:29:40 am 3

Jesi Fabric FC SAN Port Chan... san port-channel 5 on fabric interconnect A oper state: failed, reason: No operatio...  2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 4

= Jesi Fabric FC SAN Port Chan... san Member 1/27 of Port-Channel 5 on fabric interconnect A is down, membership:... 2015-07-29 08:46:12 am  2015-07-29 10:29:40 am 4

Y ou can filter the events that appear in the list in several ways, depending on the field type:

m  Resource - Enter amatch value to limit thelist.
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Component - Enter a match value to limit the list.

Event Class - Enter amatch vaueto limit the list.

Summary - Enter a match value to limit the list.

First Seen - Enter avalue or use adate selection tool to limit the list.
Last Seen - Enter avalue or use adate selection tool to limit the list.
Count - Enter avalueto filter the list, as follows:

N - Displays events with a count equal to N.

:N - Displays events with a count less than or equal to N.

M:N - Displays events with a count between M and N (inclusive).
M: - Displays events with a count greater than or equal to M.

u
|
|
u
To clear filters, select Configure > Clear filters.

Y ou aso can re-arrange the display order of columnsin the event console. Click-and-drag column headers to
change their display.

Creating an actionable view

For usersthat are not Administrators, an option filtersthe list of eventsto show only those that are not read-only
for the user's permission level, and enable the action buttons above the event table header.

To turn on the actionable view, click Configure and select the Only show actionable events check box. The
view is changed to show only events that can have an action performed on them based on the user's permission
level. For more information, see Managing events on page 20.

Saving a custom view

Save a custom event console view by bookmarking it for quick access.

1 Select Configure > Savethis configuration.
2 Inthediaog box, select the link, and then drag it to the bookmarks area of the browser window.

Figure 14: Saving a custom view (bookmark)

Save Configuration

Drag this link to your bookmark bar
1o return to this configuration later.

The browser adds alink to the bookmarks list.
3 Change thetitle of the bookmark to distinguish this event console view.

Refreshing the view

Y ou can refresh the list of events manually or specify that they refresh automatically. To manually refresh the
view, click Refresh. Y ou can manually refresh at any time, even if you have an automatic refresh increment
specified.

To configure automatic refresh, select one of the time increments from the Refresh list. By default, automatic
refresh is enabled and set to refresh each minute.
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Figure 15: Automatic refresh selections

eRefresh = | Actior
Refresh every

B seconds

10 seconds

30 seconds
® 1 minute

M anually

Viewing event details

You can view details for any event in the system. To view details, double-click an event row.

Note Do not double-click on or near the device (resource) name, component, or event classin the row.
Doing this displays details about that entity, rather than information about the event.

The Event Detail area appears.

Figure 16: Event Detail

/. Server 4/6 (service profile: ) has (il x )
Ny, y

B Openin |
Resource: 10.87.207.89 new

Component: chassis-4/blade-6 window
Event Class: /CiscolCS/Fault '
Status: New |

Message: Server 4/8 (service profile: ) has ins
number of DIMMs, CPUs and/or ad:

Event Management..
Device State..
Event Data...

Event Details...

To see more information about the event, click Event Details.

Y ou can use the Log field (located at the bottom of the area) to add specific information about the event. Enter
details, and then click Add.

Selecting events
To select one or more eventsin the list:

m Toselect asingle event, click arow.
m  To select multiple events, Ctrl-click each row or Shift-click rowsto select arange of events.
m  Tosdect al events, click Select > All.

Managing events

Use the event console to manage events or add an event. Click an event row and use the following toolsto
perform actions.
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Figure 17: Event Management Options

Return to

MNew Status Add Log

Close

1
Acknowledge @@@E}-Add an Event
1

Map to Reopen
Event Class

Acknowledge the event.

Close the event.

Reclassify the event by associating it with a specific event class.

Return the event to New status (revoke its Acknowledged status).

Reopen the event.

Add anoteto thelog.

Add an event. Thisfeature is useful for testing a specific condition by simulating an event.

Running a command from the browser interface

zZenoss

Zenoss Core allows commands to be run though the browser interface. Y ou can run commands on asingle
device or on agroup of devices.

The system includes several built-in commands, such asping and traceroute.

To run commands from the browser interface:

1
2

Navigate to the INFRASTRUCTURE tab.
In the Devices list, select one or more devices.

To select adevice, click anywhere in the row—except on the link.
Click Commands and select acommand from the list.

Figure 18: Command Output

Select this option to
automatically scroll
command output

Autoscroll

Y ou can resize the command output window. Y ou also can stop automatic scrolling by de-selecting the
Autoscroll option at the bottom right corner of the output window.
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Working with triggers and notifications

Y ou can create notifications to send email or pages, create SNMP traps, or execute arbitrary commandsin
response to an event. Use notifications to notify other management systems and execute arbitrary commands to
drive other types of integration. How and when a natification is sent is determined by atrigger that specifiesa
rule (one or more conditions).

To set up anatification:

m Create atrigger by defining rules.
m Create anotification by selecting one or more triggers that cause it to run.
m  Choose appropriate options and subscribers depending on the notification type.

Working with triggers
Setting up atrigger involves:

m  Creating the trigger and the rules that define it
m  Setting trigger permissions
Creating a trigger

This procedure describes how to create atrigger.

1 Select EVENTS> Triggers.

The Triggers page displays all defined triggers.
2 Click the Add icon.
3 IntheAdd Trigger dialog, enter aname for the trigger, and then click Submit.

Only uppercase letters, lowercase letters, digits, and underscrores are allowed in trigger names.
Thetrigger is enabled and added to the list.

To complete the trigger, proceed to the next task.

Editing a trigger

This procedure describes how to edit atrigger.

1 Select EVENTS> Triggers.

The Triggers page displays all defined triggers.
2 OpentheEdit Trigger dialog box of the trigger to edit.

In the Trigger stable, double-click atrigger, or select atrigger and then click the Action icon.

Figure 19: Edit Trigger dialog box

Edit Trigger - SampleTrigger x

Trigger || Users

Mame: SampleTrigger

Enabled: v

Rule: all q of the following rules:
Device Production Stat gs| equals q Production q E]@@
Severity q is greater than or eqgual | |Error q E]@@

SUBMIT CANCEL

3 Definerulesfor thetrigger, and then click SUBMIT.
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Trigger rules combine Boolean logic with event values to decide whether to send notifications. A trigger
can use any or al of itsrulesto make a decision, and each rule can have subordinate rules or branches. If
atrigger rule contains text, note that text string evaluation is case-sensitive, so take thisinto consideration
when adding a text-based trigger rule.

Note  Device production states can change during maintenance windows. If you want the same trigger
to apply during maintenance windows, be sure to edit your trigger to account for al production states that

apply to your trigger.

Setting global trigger permissions

Y ou can set global permissions for viewing, editing, and managing triggers. Global permissions are given to any
user with "manage” permission, which includes:

= Admin, Manager, and ZenManager roles
m  Trigger owner

Edit global permissions from the Userstab on the Edit Trigger dialog.
Global options are:

m  Everyone can view - Provides global view permission.
m Everyone can edit content - Provides global update permission.
m  Everyone can manage users - Provides global manage permission.

Figure 20: Edit Trigger - Users tab
Edit Trigger - Test_Trigger

Trigger Users

Local Trigger Permissions

O Everyone can view
O Everyone can edit content

D Everyone can manage users

w0

Type Lsers Write Manage

Users

SUEMIT CANCEL

Setting individual trigger permissions
Y ou can grant permissionsto individual users.

m  Write- Select this option to grant the user permission to update the trigger.
=  Manage - Select this option to grant the user permission to manage the trigger.

To set an individual's trigger permissions:

In the Edit Trigger dialog box Users section, choose a user.
Click Add.

Select check boxes for the permissions to assign.

Repeat these steps to add more user trigger permissions.
Click Submit.

a b~ WDN P
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To remove an individual's trigger permissions.

Select the row of the user's permissions.

Click the Removeicon.

Repeat these steps to remove other user trigger permissions.
Click Submit.

A WDN PR

Working with notifications
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Setting up a notification includes the following tasks:

Create the notification.

Define notification content (for email- or page-type notifications).
Define the SNMP trap host (for SNMP trap-type notifications).
Define commands to run (for command-type notifications).

Set notification permissions.

Set up natification schedules.

Creating a notification

This procedure describes how to edit a notification.

1 Select EVENTS> Triggers.
2 Intheleft panel, select Notifications.

Figure 21: Notifications

EventConsole  EventArchive  EventClasses (LTTHGD

Triggers Notifications Notification Sche dules
[ homans [ +[o]o]
Enabied Da T setin Suscbes  Ewbes D
Yes rancid<un  rancid-un comm and i] No test 1142015

The Notifications area includes atable of notifications and atable of notification schedules.
3 Click the Add icon.
4 Inthe Add Notification dialog, provide a name and specify an action.

a Enter theld of the naotification.

Spaces are not allowed in notification Ids.
b Associate an action with the notification.

For more information, see Notification actions on page 24.
¢ Click SUBMIT.

To complete the notification, proceed to the next task.

Notification actions

Action Description

Command Invoke a shell command when events occur. Common uses of this action include:

®  Auto-remediation of events. You can use ssh or wincommand to restart services
on Linux and Windows devices.

= |ntegration with external systems. For example, opening tickets in an incident
management system.
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Action Description

m Extending alerting mechanisms. Zenoss Core supports email and pagers as alerting
mechanisms "out of the box" through normal alerting rules.

Email Sends an HTML or text email message to authorized subscribers when an event matches
atrigger rule.

Syslog Sends a message to the syslog.

SNMP Trap Sends an SNMP trap when an event matches atrigger rule.

WinCommand Sends or clears a Windows CMD command.

Editing a notification

This procedure describes how to edit a notification.

1 Select EVENTS> Triggers.
2 Intheleft panel, select Notifications.

Figure 22: Notifications

EventConsole  EventArchive  EventClasses (RTTED

Triggers Notifications Notification Sche dules
N 1 o] +[o]o]
Enabled D - Trigger Action Subscribers Enzbled D Start
Yes rancid-un rancid-un comm and o No test 1142015

The Notifications areaincludes a table of notifications and atable of notification schedules.
3 Openthe Edit Notification dialog of the natification to edit.

In the Notifications table, double-click a notification, or select a notification and then click the Action icon.

Figure 23: Edit Notification

Edit Notification - ExampleMotification (email) x

Notification Content Subscribers
Enabled: O Delay (seconds): |0 &
Send Clear: [l Repeat (seconds): |0 c

Send only on Initial Occurrence?:

1 S ——
wlxss o)
Tr'gg

suBMIT CANCEL

4 Define the settings for the natification.
For more information, see Notification settings on page 26.
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Notification settings

Setting Description

Enabled Check the checkbox to enable the notification.

Send Clear Send a notification when the problem is resolved by a clearing event.

Send only on Initial Send a notification only when the first triggering event occurs.

Occurrence

Delay (seconds) The minimum number of seconds to wait before performing a notification. A delay
prevents notifications of transient problems and multiple notifications of the same
problem.
For example, if five events that match the trigger occur in 45 seconds, a delay
of 60 seconds ensures that only one notification is sent. Also, if atriggering
event repeats 15 seconds after the initial event, followed by a clearing event at 45
seconds, a 60-second delay ensures that no notifications are sent.

Repeat (seconds) Theinterval between repititions of the notification, in seconds. The natifications

repeat until the triggering event is resolved.

Defining notification content

To define notification content, click the Content tab.

For email-type notifications, you can use the default configuration for the following fields, or customize them:

Body Content Type - Select HTML or text.

M essage (Subject) Format - Sent as the subject of the notification.

Body Format - Sent in the notification.

Clear Message (Subject) Format - Sent when a notification clears.

Body Format - Sent when a notification clears.

From Addressfor Emails - Sent as the sender's email address.

Various SM TP settings - Used to define SMTP host, port, user name, and password. To set these system-

wide, use the ADVANCED > Settings page.

zZenoss



Using Zenoss Core

Figure 24: Define notification content (email)

Edit Notification - Example ServiceEmailNotification {email)

Notification - Subscribers

Fs
Body Content hizml E|
Type:
Message [zenoss] ${evt/device} ${evt/summany} N

(Subject) Format:

Body Format:
Device: ${evi/device}
Component: ${evt/component}
Severity: ${evt/severity}
Time: ${evi/lastSeen}
Message:
${eyt/message}
<a tglattributes="href urls/eventUrl">Event Detail</a=
<a tglattributes="href urls/ackUr">Acknowledge</a>
<a tglattributes="href urls/closelr" > Close</a>
<a tglattributes="href urls/eventsUrl">Device Events</a=

The following events are causes of this event:

<talblock falrepeat="item gs3/causes" =

Impact Chain: ${item/impactChain}

Device: ${itern/gvt/device}

Component: ${item/evt/component}

Severity: ${item/evt/severity}

Time: ${item/gvt/lastSeen’t

Message:

$fitem/ vt/ message}

<a fglattributes="href tem/urls/eventr">Event Detail</a=
<a tglattributes="href tem/urls/ackld"=Acknowledge</a=
<a tglattributes="href tem/urls/closel]">Close</a>

<a tglattributes="href tem/urls/eventsur"=Device
Events</a=

</takblock=

Clear Message [zenoss] CLEAR: ${evt/device} ${evt/summary}/${clearEvt/sum
(Subject) Format:

Body Format:
Event: "${evi/summaryl}’
Cleared by: "${eyt/id}'
At: ${gvt/stateChange}
Device: ${evi/device}
Component: ${evi/component}
Severity: ${evt/severity}
Message:
${eyt/message}
<a href="${urls/reapenUr}">Reopen</a=

suBmMm CANCEL

For page-type notifications, you can use the default configuration for the following fields, or customize them:

m  Message (Subject) Format - Sent as the subject of the notification.
m Clear Message (Subject) Format - Sent when a notification clears.
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Figure 25: Edit Notification content (page)

Edit Notification - ExamplePageNotification (page)

Notification ;; ; ; Subscribers

Message [zenoss] ${evt/device)} ${evt/summary}
(Subject) Format:

Clear Message [zenoss] CLEAR: ${evt/device} ${evt/summary}/${clearEvt/summa
(Subject) Format:

suBmMm CANCEL

Notification content variables

Within the body of email, page, and command notifications, you can specify information about the current event
in the following form:

'S{objectname/objectattribute}"’

Note Do not escape event command messages and event summaries. For example, write this command as:
S${evt/summary} (ratherthan echo 'Sevt/summary"').

Object namescan beevt, evt Summary, or urls; or for clearing event context, clearEvt and
clearEvent Summary. For each object name, the following lists show valid attributes (for example,
'S$S{evt/DevicePriority}"'):

Table 1: evt/ and clearEvt/

Value Description

DevicePriority value of the priority of the device

agent Typically the name of the daemon that generated the event. For example,
an SNMP threshold event has zenperfsnmp as its agent.

clearid id of the event this clear event will clear

component component this event is related to

count how many times this event occurred

created when the event was created

dedupid dynamically generated fingerprint that allows the system to perform de-

duplication on repeating events that share similar characteristics

zZenoss
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Value Description

device device this event isrelated to

eventClass class of this event

eventClassKey Free-form text field that is used as thefirst step in mapping an unknown
event into an event class.

eventGroup Free-form text field that can be used to group similar types of events.
Thisis primarily an extension point for customization. Currently not used
in astandard system.

eventKey Free-form text field that allows another specificity key to be used to
drive the de-duplication and auto-clearing correlation process.

eventState state of the event

evid uniqueid for the event

facility the syslog facility

firstTime First time that the event occurred.

ipAddress IP address

lastTime Most recent time that the event occurred.

manager value of manager

message amessage communicated by the event

ntevid windows event id

ownerid ownerid

priority syslog priority

prodState production state of the device

severity the severity of the event expressed as a number (0, 1, 2, 3, 4, or 5)

severityString the severity of the event expressed as a string (Clear, Debug, Info,
Warning, Error, or Critical)

stateChange last time that the event status changed

status the status of the event

summary a short message summarizing the event

Note  Some of the valuesin the following table are direct duplicates of fields on evt . For example, uuid

-> evt.evid.

Table 2: eventSummary/ and clearEventSummary/

Value Description
uuid evt.evid
occurrence evt.count
status evt.eventState
first_seen time evtfirstTime
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Value Description
status_change time evt.stateChange
last_seen time evt.lastTime
count evt.count

current_user_uuid

UUID of the user who acknowledged this event

current_user_name

name of the user who acknowledged this event

cleared by event_uuid

UUID of the event that cleared this event (for events with status ==

CLEARED)
notes event notes
audit_log event audit log
update time last time a modification was made to the event
created time evt.lastTime
fingerprint evt.dedupid
event_class evt.eventClass

event_class key

evt.eventClassKey

event_class mapping_uuid

If this event was matched by one of the configured event class mappings,

it contains the UUID of that mapping rule.

actor event actor

summary evt.summary

message evt.message

severity evt.severity

event_key evt.eventKey

event_group evt.eventGroup

agent evt.agent

syslog_priority evt.priority

syslog_facility evt.facility

nt_event_code evt.ntevid

monitor evt.monitor

tags event tags

Table 3: urls/

Value Description

ackUrl URL for acknowledging the event
closeUrl URL for closing the event
reopenUrl URL for reopening the event
eventUrl URL for viewing the event

zZenoss



zZenoss

Using Zenoss Core

Value Description

eventsUrl URL for viewing events for the relevant device, or all events

ZenPacks can define additional notification actions and can extend the context that is available to notifications
to add objects or attributes.

Defining the SNMP trap host
For SNMP trap-type notifications, on the Edit Notification Content tab, provide the following information:

SNMP Trap Destination - Specify the host name or IP address to which the trap should be sent.
SNM P Community- Specify the SNMP community. By default, thisis public.

SNMP Version- Select v2c (default) or v1.

SNM P Port- Specify the SNMP port. Typically, thisis 162.

SNMP traps sent as aresult of this notification are defined in the ZENOSS-MIB file. You can find thisMIB file
on any Zenoss Core server at $ZENHOME / share/mibs/site/ZENOSS-MIB. txt.

Figure 26: Edit Notification Content (SNMP trap)

Edit Notification - test_trap (trap) X

Notification Content Subscribers

SNMP Trap

traphost
Destination: s
SNMP public
Community:
SNMP Version: vZc 7|
SNMP Port 162 ~
(usually 162): w

SUBMIT CANCEL

Defining commands to run

For command-type notifications, specify the command to run when configured triggers are matched. On the
Edit Notification Content tab, provide the following information:

For SNMP trap-type notifications,

Command Timeout - By default, 60 seconds.

Command - Command to run when atrigger is matched.

Clear Command - Optional command to run when the triggering event clears.
Environment variables - Optional field to define any environmental variables.
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Figure 27: Edit Notification Content (command)

Edit Notification - command_notification (command)

Notification Content Subscribers

Command =
Timeout 60 =
(seconds):

Command:

Clear Command:

Environment
variables:

SUBMIT CANCEL

Global notification permissions

By establishing permissions, you can control which users have the ability to view, manage, and update
notifications. Permissions are granted based on the user's assigned role. The following table lists account roles
and their associated notification permissions:

Role Permissions

Admin, Manager, ZenManager Users assigned the Admin, Manager, or ZenManager roles can view,
update, and manage any notification.

Notification owner When a user creates a notification, that user is designated the owner
of that notification. During the life of the notification, the owner can
view, update, and manage it.

All other users (including those ~ Must be specifically granted permissions through the interface to
assigned ZenUser role) view, edit, or manage notifications.

Y ou can set global permissions for viewing, updating and managing a notification. Global permissions are given
to any user with "manage" permission, which includes:

m  Admin, Manager, and ZenManager roles
m Notification owner

Edit global permissions from the Subscribers tab on the Edit Notification Subscription panel.
Global options are:

m Everyonecan view - Provides global view permission.
m Everyone can edit content - Provides global update permission.
m  Everyone can manage subscriptions - Provides global manage permission.

Permission checks occur when the datais sent to the browser and when any action occurs. To determine
where a user can make modifications to a particular tab, permission checks are performed on global roles,
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then managerial roles, and then individual roles. Any role that provides the required permission will alow that

permission's associated behavior.

Figure 28: Edit Notification

Edit Notification - ExampleNotification (email)

|

Notification Content Subscribers

Local Notification Permissions

[ Everyone can view
[ Everyone can edit content

[ Everyone can manage subscriptions

sl ]o]

Bubscribers

Uh

‘5

SUBMIT CANCEL

Setting individual notification permissions

Y ou can grant permissions to individual users or groups.

m  Write- Select this option to grant the user or group permission to update the notification.

=  Manage - Select this option to grant the user or group permission to manage the natification.

Y ou can manually enter in the name of auser or group, or select one from the list of options.

Adding notification schedules

Y ou can establish one or more notification schedules for each defined notification. These notification schedules

allow you to receive bulk email notifications at a specific time.

Note If anatification has a schedule, then notifications are sent only if a schedule is active when a

notification arrives.

1 Inthe Notifications area on the left, select a notification.
2 Inthe Notification Schedules area on the right, click Add.
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Figure 29: Add Schedule Window dialog box

+ | Q| +|@

Enabled d Trigger Action Subscribers Enabled d Start
Yes RemodelHostsOr WMwareGuestM command 0

s RemodelHostByF WMwareHostCh: command 0

YEs RemodelEndpoin VMwareDatasto command 0

No ExamplePageNot page 0

No ExampleSHMPTT: trap 0

Add Schedule Window

CANCEL

3 Inthe Add Schedule Window diaog box, enter an identifier for the schedule, and then click Submit.
In the Notification Schedules area, double-click the new schedule.
5 Inthe Edit Notification Schedule dialog box, complete the following fields, and then click Submit.

Enabled

Check the box to enable the schedule.
Start Date

The calendar date of the start of the schedule.
Repeat

The schedul e frequency, one of the following values:

N

Never
Daily
Every Weekday
Weekly
Monthly
= First Sunday of the Month
Duration (minutes)
The period of time during which the notification window is active.

Advanced user interface configuration

Y ou can configure options as follows to control how data loads, how much datais loaded, and filter and search
options. To access the options, choose ADVANCED > Settings > User I nterface. After setting options, click
Save.

m  Enable Hyperlinksin Event Fields- Click to enable this option to show hyperlinksin event fields. By
default, this feature is disabled.

m  Enablelnfinite Gridsfor Events- Disable this option to turn off infinite grids for events. By default, this
feature is enabled.

m  EnablelInfinite Gridsfor Components- Disable this option to turn off infinite grids for components. By
default, this feature is enabled.

m EnableLiveFilters- Disable thisoption to turn off the live filters feature. If you disable this feature, you
will need to press enter on all search and filter inputs.
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Enable Incremental Tree Loading on the Infrastructure Page- Enable this option to load the
infrastructure tree one node at atime. If disabled (the default), then the infrastructure treeis loaded all at
once. Y ou might enable this option if you have a complex hierarchy of organizers and device classes and
want to improve your Ul load response time.

Show Tree Event Severity | cons- Disabling this option may speed up page loading.

Load Infrastructure Page's Device Tree from Catalog- Enable this option to |oad the device tree directly
from the catal og.

Enable Tree Filters- If disabled, then treefilters (the text input area that allows you to filter the information
displayed) are hidden on al pages. By default, this option is enabled.

Show Page Statistics- Enable this option to show debugging information. By default, this option is not
enabled.

Default Time Range- Specify the default time range for al graphs. The default amount is L ast Hour. Other
values are Last 24 Hours, Last Week, Last 30 Days, and Last Y ear.

Number of Graph Columns- The number of graph columns to display on graphsin the Device Overview
page. The default value is Auto, which means that the number of columns increases as the browser's width
increases. Y ou can change the setting to the number of columns (1, 2, or 3).

Device Grid Buffer Size- Specify the number of device data rows to fetch from the server for each buffer
request. The default buffer sizeis 100 rows.

Component Grid Buffer Size- Specify the number of component data rows to fetch from the server for
each buffer request. The default buffer sizeis 25 rows.

Event Console Buffer Size- Specify the number of event rows to fetch from the server for each buffer
request. The default buffer sizeis 200 rows.

Device Move Job Threshold- Specify the limit at which devices are moved immediately. If the number

of devices to be moved exceeds this threshold, then the move occursin ajob; otherwise, they are moved
immediately. The default value is 5 devices.

Job Notification Refresh I nterval- Specify the refresh interval, in seconds, for the job notification dialog
box. The default time is 10 seconds.

Job Grid Buffer Size- Specify the number of job data rows to fetch from the server for each buffer request.
The default buffer sizeis 100 rows.
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Adding, discovering and modeling devices

Modeling is the process by which the system:

m  Populates the device database
m  Collectsinformation about the devices in the system (such as operating system type or file system capacity)

The system models devices when they are added to the database automatically through the discovery process or
manually.

Discovering devices

Using network or IP address range information that you provide, Zenoss Core performs processing to discover
your devices.

During the discovery process, Zenoss Core

Iterates through every IP address in the networks and | P ranges that you specify.
Adds each device that responds to a ping request.
Adds information to any device that responds to an SNMP, WinRM, or SSH request.

Places discovered routersin the device path /Network/Router.
Places discovered devicesinthe /Discovered device class.

Providing network or IP address range for device discovery

Provide network or I P address range information so that Zenoss Core can discover your devices.

1 From the navigation menu, select INFRASTRUCTURE. The Devices page appears.

2 Click the Add Devicesicon and, from the drop-down list, choose Discover Networks. The Networ k
Discovery page appears.
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Figure 30: Network Discovery
Network Discovery

Networks/Range SNMP SSH Authentication Windows Authentication
Enterone ar mare netwarks Community Strings: Usemame: Administrator Usemame:
(such as 10.0.0.0/24) or IP public
ranges (such as 10.0.0.1-50): private
Passwora: Passwora:

3 For each network or IP range in which you want the system to discover devices, enter an address or range.
For example, enter anetwork addressin CIDR notation 192.0.2.0/24 or arange of |P addresses
192.0.2.1-50.

Note Tryingtoadda /16 or /8 network can take avery long time, and might have unintended
conseguences.

4 For each network or 1P range, specify the Windows, SSH, or SNMP credentials that you want Zenoss Core
to use on the devices that it discovers, and then click Discover .

Y ou can enter only one of each. Zenoss Core attempts to use the same credentials on each device that it
discoversin the specified networks or | P ranges.

Zenoss Core uses Advanced Encryption Standard (AES) with a 256-bit key size to encrypt all passwords,
and stores them in the Zope object database.

Discovering devices from the command-line interface

1 Logintothe Control Center master host as root, or as auser with superuser privileges.
2 Attachtothe zenhub service.

serviced service attach zenhub

3 Changetothe zenoss User.

Su — zenoss

4 Runthe zendisc command to discover devices.

zendisc run —-now ——monitor localhost
——-range networkOrIPRange

The variable networkOr I PRange represents the network or 1P range in which you want the system to
discover devices. For example, enter a network addressin CIDR notation 192.0.2.0/24 or arangeof IP
addresses 192.0.2.1-50.

Note Attemptingtoadda /16 or /8 network requires considerable time, and might have unintended
conseguences.
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Classifying discovered devices

When discovery is complete, move devices from the default device class /Discovered to an appropriate
device classin the hierarchy.

Servers are organized by operating system. For example, if the system discovers Windows devices, you can
relocatethemto /Server/Windows. If you want to monitor and model using SNMP, classify discovered
Linux devicesin /Server/Linux. If you want to monitor and model using SSH, classify discovered Linux
devicesin /Server/SSH/Linux.

1 Fromthe devicelist, choose one or more discovered devices (highlight one or more rows).
2 Drag the selected devices to the new device classin the tree view.

Figure 31: Classifying discovered devices

MNetwork  Processes IP Services Windows Services  MetworkMap  Manufacturers
IT Infrastructure (DETAILS 0. |00 @[e]
Device a

Q | P Address | Device Class |
4 DEVICE CLASSES
¥ Discovered (1 devices) .zenoss loc 10.175.211.37 Discovered
@ kvm | s)
@ netwo

> @ printer (2
4O server (4
@ cmd (0
@ parwin
@ Linux_(
@ Rem ces)
© scan (- © 1sekected row
@ solaris (0 i
- @ SSH (1 dev
@ windows (0 device

3 Inthe Move Devices dialog box, click OK.
Thelist of devices refreshes, and the devices appear in the newly selected class.

Updating device authentication details

38

For each device that is added to the database and set to its proper device class, Zenoss Core might require
additional or different authentication information before it can gather device information and monitor the
device.

For example, before the system can monitor adeviceinthe /Server/Windows class, you must supply your
Windows user name and password.

Similarly, for adeviceinthe /Server/SSH/Linux class, you must supply your SSH user name and
password. Set these values in for the device with the zCommandUsername and zCommandPassword
configuration properties.

Note  Zenoss Core uses Advanced Encryption Standard (AES) with a 256-bit key size to encrypt all
passwords, and stores them in the Zope object database.

In the devices list, click a device name. The device summary page appears.

In the left panel, choose Configuration Properties.

Double-click the zwinRMUser configuration property. The Edit Config Property dialog box appears.
In the Value field, enter your Windows user name, and then click Submit.

Double-click the zWwinRMPassword configuration property. Enter your Windows password, and then click
Submit.

a b~ WN P
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6 After making changes, to ensure that the authentication changes are valid, remodel the device.

Adding or editing information on a device record

1 Inthedevicesligt, click adevice name. The device overview page appears.
2 Choose valuesto change, or click "edit" adjacent to alabel. Enter or change information, and then click

Save.

Adding devices manually

Y ou can manually add one or more devices to the database. When adding devices, you choose the device class
and whether Zenoss Core models the device immediately.

Adding a single device

zZenoss

When you manually add a device, information that you provide might conflict with information that the system
discovers about the device. Therefore, in most cases, you can add a device by providing only the following

required information.

Hostname or | P address - Enter the network (DNS) name or | P address of the device.
Device Class - Select adevice class to which this device will belong. For example, if the new deviceisa

Linux server, then select /Server/Linux.

m  Collector - By default, thisis 1ocalhost. Select acollector for the device.

The exception is adding a Cisco router in a device class other than /Network. Before adding the device, set
thevalue of the zIfDescription configuration property to True. By default, this option isset to True for

the /Network class.

1 From the navigation menu, select INFRASTRUCTURE. The Devices page appears.
2 Click the Add Devicesicon and choose Add a Single Device. The Add a Single Device dialog box

appears.

Figure 32: Add a Single Device

Add a Single Device

Hostname or IP address:

dns testserverloc

Device Class:

ISenverLinux 4

Collector:

localhost s

Model Device:

ADD CANCEL

Title

DNS server 1|
Production State:
Production
Device Priority:
Narmal

3 Enter information or make selections to add the device.
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By default, Model Deviceis selected. If you do not want the device to be modeled when it is added, clear
the check box for this option.

Optional: To display additional fields that are specific to the chosen device class, click More. For example,
on the expanded page, you can

Enter device-specific details.

Edit SNMP settings.

Set hardware and operating system information.
Add device comments.

Click ADD.

Optional: To view the Add Device job in progress, click View Job L og in the notification that appears when
you add the device.

When the job completes, the device is added in the selected device class.

Adding multiple devices

1
2

3

4

From the Navigation menu, select I nfrastructure. The Devices page appears.

Click the Add Devices icon [E-and select Add Multiple Devices. The Add Infrastructur e page appears.

Select the category, type, and connection information for each device that you want to add, and then click
Add.

After adding devices, click Done.

Modeling devices

To model devices, the system can use

SSH
WinRM
SNMP (legacy option)

Note  SSH and WinRM are the recommended options.

The modeling method that you select depends on your environment and the types of devices that you want to
model and monitor.

By default the system remodels each known device every 720 minutes (12 hours).

Note  You can change the frequency with which devices are remodeled. Edit the value of the M odeler Cycle
Interval in the collector's configuration.

For larger deployments, modeling frequency might affect performance. In such environments, set the startat
configuration setting inside the zenmodeler. conf fileto change the scheduling of the daemon. The
startat valueonly dictatestheinitial start time of zenmodeler. Each subsequent runinterval is determined
by the zenmodeler cycle time (number of minutes between runs). The cycle timeis configured on the
daemon settings page inside the parent's collector folder, which you can accessin Control Center. For more
information, see KB article How To Edit The Zenmodeler File To Configure Model Scheduling In Zenoss 5.x
(also appliesto later versions).

Configuring Windows devices to provide data through SNMP

To monitor Microsoft Windows Server 2008 R2 systems, Zenoss Core uses SNMP v1/v2 or WinRM. (Thereis
no SNMP v3 support.) For Windows 2012, there isno SNMP support.
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By default, Windows may not have SNMP installed. To install SNMP on your particular version of Windows,
please refer to the Microsoft documentation.

After setting up and configuring the SNMP service, you must set the zSnmpCommunity string in Zenoss Core to
match, to obtain SNMP data.

If you want processor and memory monitoring, install SNMP-Informant on the device.

Configuring Linux devices to provide data through SNMP

To configure a Linux machine for monitoring, it must have SNMP installed. A good Linux SNMP applicationis
net-snmp. Download, install, and configure net-snmp to then use SNMP to monitor Linux devices.

Modeling devices using SSH/COMMAND

Y ou can gather additional information by running commands on the remote device and interpreting the results.
This provides a more scalable and flexible way to gather information that may not be available through any
other means.

Each built-in modeling command plugin is differentiated by the platform on which it runs. To determine the
platform for the device you want to model, run the uname command in ashell on the device.

To model a device using command plugins, first add the device by using the protocol "none," and then choose
the plugins you want to apply:

1 From the Navigation menu, select I nfrastructure.

2 Click the Add Devices® jcon and select Add a Single Device from the drop-down list. The Add a Single
Device window appears.

Enter values for Name or IP and Device Class.

Clear the Model Device option.

Click Add.

After adding the device, select the device namein the deviceslist. The Device Overview page appears.

In the left panel, select Configuration Properties.

If necessary, set the values of the zZCommandUsername and zCommandPassword configuration properties to
the user name and password of the device (or set up authentication by using RSA/DSA keys.)

0O ~NO O W

Note ~/.ssh/id_rsa

9 Intheleft panel, select Modeler Plugins. Thelist of plugins appears. The left column displays available
plugins; the right column shows those currently sel ected.

10 Select zenoss . cmd . uname from the Available list, and then use the right arrow control to move it to the
Selected list on the right. Use the controlsto place it at the top of thelist.
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Figure 33: Add plugin

Path
{

Plugin Documentation
uname

Determine the Operating System’s name from the result of the
uname command.

Modeler Plugins
Available Selected

m

s zenoss.snmp.NewDeviceMap

zenoss.cmd.solaris.df_ag .

zenoss.snmp.DeviceMap
zenoss.cmd.solaris. kstat

zenoss.snmp.InterfaceMap
zenoss.cmd.solaris. memory

zenoss.snmp.RouteMap
zenoss.cmd.solaris.netstat_an
zenoss.cmd.solaris.netstat_r_wn
zenoss.cmd.solaris.pkginfo
zenoss.cmd.solaris.process
zenoss.cmd.solaris.uname_a
zenoss.cmd.uname
zenoss.cmd.uname_a
zenoss.idiom.DeviceMap

zenoss.idiom.FileSystemMap

HEHER®

zenoss.idiom.InterfaceMap

m

Zenoss.nmap.lpServiceMap

CANCEL

11 Usethel€eft arrow control to move the other Selected plugins from the Selected list to the Available list.
12 Click Save.
13 Model the device by clicking the M odel Device button.

Using device class to monitor devices using SSH

The /Server/Cmd device classis an example configuration for modeling and monitoring devices using SSH.
The zCollectorPlugins have been modified (see the section titled "Modeling Using SSH/Command"), and the
device, file system, and Ethernet interface templates used to gather data over SSH have been created. Y ou can
use this device class as areference for your own configuration; or, if you have a device that needs to be modeled
or monitored via SSH/Command, you can place it in this device class to use the pre-configured templates and
configuration properties. Y ou also must set the zZCommandUsername and zCommandPassword configuration
properties to the appropriate SSH login information for each device.

Modeling devices using port scan

42

Y ou can model 1P services by doing a port scan, using the Nmap Security Scanner. Y ou must provide the full
path to your system's nmap command.

To determine where nmap isinstalled, at the command line, enter:
which nmap

If your system returns aresult similar to:

/usr/bin/which: no nmap in (/opt/zenoss/bin:/usr/kerberos/bin:/usr/local/
bin:/bin:/usr/bin:/opt/zenoss/bin)
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then nmap is not installed. Install it, and then try again.

After locating the nmap command (including the directory beginning with /), enter the following as the
zenoss user on the Zenoss Core server:

cd $ZENHOME/libexec 1ln -s
Full_Path_to_nmap

Note  To execute acommand using $ZENHOME (/opt/zenoss for the zenoss user), you must be attached

to the container holding the Zenoss Core application. See the Control Center documentation for serviced
commands.

To model a device using aport scan:

1 Select thedeviceinthedevicelist.
2 Intheleft panel, select Modeler Plugins.

3 Selectthe zenoss.nmap.ipServiceMap plugininthelist of Available plugins, and then use the right
arrow control to moveit to the list of Selected plugins.

4 Click Save.
5 Remodel the device by clicking the M odel Device button.

the /Server/Scan device class to monitor with port scan
The /Server/Scan device class is an example configuration for modeling devices by using a port scan. You can

use this device class as areference for your own configuration; or, if you have a device that will use only a port
scan, you can place it under this device class and remodel the device.

t modeler plugins

Zenoss Core uses plug-in maps to map real world information into the standard model. Input to the plug-ins can
come from SNMP, SSH or Telnet. Selection of plug-insto run against a device is done by matching the plug-in
name against the zCollectorPlugins configuration property.

DeviceM ap— Collects basic information about a device, such asits OS type and hardware model.
I nterfaceM ap— Collects the list of network interfaces on a device.

RouteM ap— Collects the network routing table from the device.

| pSer vicesM ap— Callects the | P services running on the device.

FileSystemM ap— Collects thelist of file systems on adevice.

Viewing and editing modeler plugins for a device

zZenoss

Plugins are controlled by regular expressions that match their names. To view alist of pluginsfor any device:

1 Click the device namein the deviceslist.
2 Inthe Device summary page, select Modeler Plugins.

The Modeler Plugins page appears.
Adding plugins

To add aplugin to adevice:
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1 Usetheright arrow control to move one or more plugins from the Available list (on the left) to the Selected
list (on theright).
2 Click Save.

Reordering plugins

Pluginsrun in the order in which they are listed. To re-order plugins, use the up and down arrow controls, and
then click Save.

Deleting plugins from a device

To delete a plugin from adevice, use the left arrow control to move the plugin from the Selected list to the
Available list.

Debugging the modeling process

Y ou can run the modeler from the command line against asingle device. This feature is useful when debugging
issues with aplugin.

By passing the -—collect command to the modeler, you can control which modeler plugins are used. For
example, the following command runs only the interface plugin against thebuild. zenoss. Loc device:

1 Logintothe Control Center host as auser with serviced CLI privileges.
2 Attachtothe zenmodeler service.

serviced service attach zenmodeler

3 Changetothe zenoss user.

Su — zenoss

4 Runthe zenmodeler command.

$ zenmodeler run -v10 --collect=IpInterface -d build.zenoss.loc

If the command returns any stack traces, check the community forums for assistance.
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Working with devices

This chapter provides information and procedures for managing devices in the system.

Viewing the device list

The device list shows all devicesin the system. From this view, you can search for devices and perform arange
of management tasks on all devices.

To access the device list, from the navigation menu, select INFRASTRUCTURE.

Devices hierarchy
Devices are organized in the tree view by:

Devices
Groups
Systems
Locations

Click the indicator next to each category name to expand it and see included devices.

Managing multiple devices from the device list
Y ou can perform some management tasks for more than one device at atime. Y ou can:

Move devicesto adifferent class

Assign devices to groups, systems, and locations

Remove devices

Perform actions such as assigning priority, production state, or collector
Lock devices

Working with devices

To view detailsfor asingle device, click its name in the device list. The device overview page appears.
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Figure 34: Device overview
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Connection Information edit
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Uptime:
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First Seen
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Last Change
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Model Time:

Not Modeled

Locking

Unlocked
Memory/Swap
Unknown/Unknown

1 to this device

Systems edit
None
Groups edit
None
Location edit
None

Links

Comments:
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DEVICE STATUS PPRODUCTION PRIORITY
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A
Device Name: Collector edit
qa-centos-5.zenoss lab localhost

Production State
Production

Priority:
Normal
Tag

Serial Number

Rack Slot

Save H Cancel .

Hardware Manufacturer edit
None

Hardware Model edit

None

OS Manufacturer edit

None

0S Model edit

None

SNMP SysName
SNMP Location
SNMP Contact
SNMP Description

SNMP Community
public

SNMP Version

v2c

v
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Event status is shown in the "event rainbow" at the top of the page. Other key information that appears at the top
of the device overview page includes:

Device name

| P address used to communicate with the device

Device status (shows the current results of a ping test)

Production state (Pre-Production, Production, Test, Maintenance, or Decommissioned)
Priority

When you open the page, device overview information displays. This view provides classification and status
information. From here, you can edit device information (indicated by text fields or edit links). Editable fields
include:

Device Name
Production State
Priority

Tag

Serial Number
Rack Slot
Collector
Hardware and software manufacturer and model
Systems

Groups
Location

The Links area displays links between the device and other external systems. Click Show Linksto view the
links.
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The left panel of the device overview page allows you to access other device management views, such as:

Events

Components

Graphs (Performance)
Component Graphs
Modeler Plugins
Software

Custom Properties
Configuration Properties
Device Administration
Monitoring Templates

Information that appears here varies depending on device type.

Events
Detailed information about events, scoped to the device, appears in the Events view. From here, you can:

= Sort event and event archive information by arange of categories
m Classify and acknowledge events
m  Filter events by severity, state, or by one of several categories

Components
The Components view provides information about the different types of device components, including:

IPService
WinService

| pRouteEntry
Iplnterface
CPU
FileSystem

To access components information, select Componentsin the left panel, and then select a component type. The
components available will vary based on the type of device.
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Figure 35: Device (Components)
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The status of each device component type, as shown by the color of itsindicator, is determined by the collective
status of the monitored components of the same type. For example, if the | pService status is green, then

all monitored I pServices on the device are functioning normally. If thereis an event related to a monitored
IpService, then the highest severity event associated with that component is displayed.

Note If thereisan event unrelated to a known component, then the system placesit in the component type
Other.

From this view, you can:

m  Lock components
= Turnon or off component monitoring
m Delete components

Disabling component monitoring
There may be occasions when you want to stop monitoring certain components of your monitored resources.

To disable monitoring on one or more components:

On the Device overview page, select the component group.
In the Component list, select the components for which you want to disable monitoring.
Click Action > Monitoring.

Click NO to disable monitoring.
Y ou may want to clean up the Event log of any events that were created by these components prior to the
disabling of monitoring, see Closing events on page 123.
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Graphs (Performance)

The Graphs view shows performance graphs that are defined for the device or component. To access graphs, in
the left panel, select Graphs.

Figure 36: Performance Graph (Device)
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Y ou can control the following performance graph options:

m  Timerange controls- To narrow or expand the size of the time range, click Zoom In/Zoom Out. To scroll
through time on the graph, click the forward and back arrowheads. Clicking these controls automatically
puts you into a custom time range. Y ou can aso Zoom In and center around a graph point by clicking
the point inside the graph. Thiswill center the graph around the selected point. If there are other graphs
displayed in aview, they will also be affected by any change to the range.

m  Range - Select the span of time that the graph displays, as follows:

Last Hour

Last 24 Hours

Last Week

Last 30 days

Last Year

Custom - Select the Start and End time to display. To set the end time to the current time, check Now.

After changing a custom range setting, click Refresh to update the graph.

m Refresh - To modify the refresh value (by default, 30 minutes), click the drop-down list. If you sett the
refresh rate to manual, click Refresh each time you want an updated graph.

m  Pop-out - To render the current graphsin full-screen mode, click the icon in the upper right corner of the
page.

m Action (gear) - To open a submenu of the following actions, click theicon in the upper right corner of the
graph.

m  Definition - View the JSON definition.

m  Export to CSV - Export the datapoints asa.csv file for use in a spreadsheet. Only data contained in the
defined range will be included.
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m Link tothisGraph - Generate alink to this graph to save in browser bookmarks or use the URL to
directly point to the graph in another Web page or dashboard. For example, to show the graph in the
Dashboard, create a Site Window portlet and insert the URL to the graph.

m  Expand graph - Render the current graph in full-screen mode.

Table Legend - To highlight a particular data set, hover the pointer over alegend description. To toggle

the displayed legend description, click it. A solid dot indicates that data will be displayed. A hollow dot

indicates datawill be hidden.

For more information about performance monitoring and performance graphs, see Performance monitoring on
page 99.

Component graphs

To access component graphs for adevice, in the left panel, choose Component Graphs. The following figure
shows a temperature graph for atemperature sensor. All metrics are displayed on the same graph.

Flgure 37: Component graph (Dewce)
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Y ou can control the following component graph options:

50

Component type - From the drop-down list, choose from the available components, based on the type of
monitored device.

Graph type - From the drop-down list, choose from the available graphs, based on the selected component
type.

All on same graph - Choose whether to display all metrics on one graph or to have a separate graph for each
metric.

Zoom In/Zoom Out - Adjust the magnification of the view.

Center the graph - Click a point inside the graph to center the graph around the selected point. If other graphs
aredisplayed in aview, they are also affected.

Scroll through time on the graph - Click the forward and back arrowheads. Using these controls
automatically selects a custom time range.

Time range - From the drop-down list, choose from the available ranges. For a custom range, fields appear in
which you can specify start and end dates and times. For the current date and time, choose Now.

Refresh the graph manually, or from the drop-down list, choose arefresh interval.

Expand the graph to afull screen view.
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Modeler plugins

Working with devices

Use the Modeler Plugins view to manage plugins that are run against a device. To access plugins, select
Modeler Pluginsin the left panel.

Figure 38: Device (modeler plugins)
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Software

The Software view lists software installed on the device. The details provided in this area depend on the method
used to model the device.

Listed software links into the system's inventory of software in your IT infrastructure. Y ou can view this
inventory from the Manufacturers link on the sub-navigation menu.

To access software information, select Software in the tree view.

Custom properties
Y ou can edit custom property values that are associated with adevice.

In the device list, click the device name. In the left panel, choose Custom Properties. Y ou can perform the
following actions on custom properties:

Add
Edit
Refresh
Delete
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Figure 39: Device (custom properties)
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Note  The Custom Propertiesview allows you to edit the value of a custom property on an individual

device, but not to define new custom properties for device classes.

Configuration properties

From the Configuration Properties view, you can set certain configuration properties for adevice, and delete

local properties from adevice.

To access configuration properties, in the left pane, choose Configuration Properties.

Figure 40: Device (configuration properties)
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For information about working with configuration properties, see Configuration properties on page 60.

Device administration

Use the Device Administration view to:

= Add, delete, and run custom user commands
= Manage maintenance windows
m  Determine who holds administration capabilities for the device, and their roles

To access administration options, select Device Administration in the left panel.
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Figure 41: Device administration
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For more information about device administration tasks, see the following topics:

Overriden objects

Use the Overriden Objects view to see the objects that have overrides on their configuration properties. This

Maintenance windows on page 137
Defining user commands for a single device on page 149
Defining user commands for all devicesin an organizer on page 150
Adding administrators on page 154

view is available when looking at details of all devices.

I
I4 El Page of 1 |B@| DISPLAYING 1+1 of 1 ROWS

To display the Overriden Objects view, navigate to the | nfrastructure > Devices pages and click Details. Then,
click Overriden Objects from the left-column menu.

Devices
Events
Modeler Plugins
Configuration Properties
Custom Properties
Device Administration

4 Monitoring Tem plates

Device (Devices)

Select a configuration property from the drop-down list to view the overridden objects for that property.

Overridden Objects

Select a Configuration Property

Devices
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Double-click the row of the overriding object to open an edit dialog box.
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Note Do not click the link of the overriding object. Y ou will be taken to that object's pagein the
infrastructure view. Instead, double-click the clear area of the row of the overriding object to view the Edit

Configuration Property dialog.

Monitoring templates

Monitoring templates determine how the system collects performance data for devices and device components.

To access monitoring templates, expand Monitoring Templatesin the left panel, and then select Device. The
page shows all of the monitoring templates that are bound by name to this device.

Figure 42: Device (monitoring templates)
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For detailed information about monitoring templates, see Performance monitoring on page 99.

Managing devices and device attributes

Read the information and procedures in this section to learn about specific device management tasks, including:

Clearing heartbeat events

Locking device configuration
Renaming devices

Remodeling devices

Setting the device manage | P address

Clearing heartbeat events

Pushing configuration changes to the system

If you have devices configured to send arecurring event that is mapped to a heartbeat class, you can clear stale

heartbeat events.

To clear the heartbeat events associated with a device:

1 Navigateto ADVANCED > Settings.
2 Intheleft panel, select EVENTS.

3 At the bottom of the Event Configuration page, click the Clear button in the Clear Event Heartbeats section.

The system displays a brief message banner.
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Locking device configuration

Y ou can lock adevice's configuration to prevent changes from being overwritten when remodeling the device.
Two levels of locking are available. Y ou can lock the configuration from deletion and updates, or solely from
deletion.

Note  Devicelocking prevents changes and deletion due to remodeling. It does not prevent manual changes
and deletion.

To edit lock selections for a device configuration:

1 Navigateto the device in the devicelist.

2 At the bottom of the device overview page, select L ocking from the Action menu. The Lock Device dialog
box appears.

Figure 43: Lock Device Dialog
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CANCEL

3 Select the type of lock you want to implement or remove.

4 To send events when actions are blocked by alock action, select the "Send an event..." option. The lock or
unlock action isimplemented on the device, and the system displays a confirmation message of the action.

Renaming a device

Because the system uses the manage | P to monitor a device, the device name may be different than its fully
qualified domain name (FQDN). The device name must always be unique in the system.

To rename a device;

1 Navigateto the devicein the devicelist. Click the device name.
2 Onthe device overview page, edit the Device Name field with the new device name.
3 Click Save. The system renames the device and displays a confirmation message of the action.

Re-identifying a device

zZenoss

Changing the device ID in the system is different from changing the device name. If you change the ID, you
must associate existing performance data with the new device ID; otherwise, you lose the data for this device.
However, the re-association process takes time, and during processing, metrics are not collected or graphed for
this device.

Y ou have the option of deleting existing performance data and starting fresh with the new device ID. Collection
of new performance data begins immediately.

Navigate to the device in the device list and click the device name.

At the bottom of the device overview page, click the Action menu and choose Reidentify Device.
In the Reidentify Device dialog box, enter anew ID for the device.

Choose whether to re-associate existing performance data for the device or delete it.

Click SUBMIT.

a b~ wWwN PR
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On successful completion of the job, collection resumes automatically and no further action is required.
6 Only if thejob fails, manually resume data collection for the device as follows:

a Loginto the Zenoss Core user interface as a user with ZenManager privileges.
7 At the bottom of the device overview page, click the Action menu and choose Resume Collection.

Remodeling a device

Remodeling forces the system to re-collect all configuration information associated with a device. Normally, the
system models devices every 720 minutes; however, if you want to remodel a device immediately, follow these
steps:

1 Navigateto the device in the device list and click on the Device name.

2 At the bottom of the Device Overview page, click the Model Device button. The system remodels the
device. A dialog box appears that shows progress of the action.

Resetting the device manage IP address

Y ou might reset the manage IP address if the | P address of a device changed and you want to maintain the
historical data at the original 1P address. To reset the manage | P address of a device:

1 Navigateto the device in the devicelist.

2 At the bottom of the device overview page, select Reset/Change | P Address from the Action menu. The
Reset 1P dialog box appears.

Figure 44: Reset IP dialog box
Reset/Change IP Address

IP Address (blank to use DNS):

CANCEL

3 Enter the new IP address for the device, or leave the field blank to allow the IP address to be set by DNS.
4 Click Save. The IP address for the deviceis reset.

Deleting a device
To delete adevice from the system:

1 Navigateto the INFRASTRUCTURE page.

2 Select the device you want to remove from the system by clicking on its row. Y ou can select multiple
devices by Ctrl-clicking or Shift-clicking the devices. Be sure to click on the row in an areathat is not
defined by alink. The Delete Device dialog appears.

Figure 45: Delete Device

Delete Device x

Are you sure you want to remove this device? There is no
undo.
Close Evenis?:

SUBMIT CANCEL

3 Optional: Change the selection to close current events for the device. By default, event datais removed.

4 Click Submit. The system removes the devices and associated data (if selected), and displays a confirmation
message of the action.
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Exporting device list to load into another system

Usethe zenbat chdump command to write the names of your devices, their device classes, locations, groups,
and systemsto atext file. Y ou can then use the zenbat chload command to import the devices into another
system instance.

The following command options might be helpful. For information about all options, run the following
command:

zenbatchdump —-- help

B ——root=ROOT - Thedefault path is /Devices. Usethisoption to set the root device path to dump. For
example,

/Devices/Servers
/Devices/Network/Cisco/Nexus
B ——prune - Specifies whether device classes should only be dumped if they are part of the root path.

B —-noorganizers - Specifies whether organizers, such as device classes and groups, should be dumped.

1 Logintothe Control Center host asauser with serviced CLI privileges.
2 Startashell inazope service container.

serviced service shell zope

This command mounts /mnt /pwd S0 you can use files that exist on the host.
3 Changetothe zenoss User.

Su — zenoss

4 Export the device list to the text file.

zenbatchdump -o mydevicelist.txt

This command writes the names of your devices, their device classes, locations, groups, and systemsto afile
named mydevicelist.txt.

5 If you plan to use the text file in a batch load on another system, copy the file to that host.

6 Exit fromthe zenoss user shell in the container.

exit

7 Exist from the Zope container shell.

exit

Batch loading or modifying devices

Usethe zenbatchload command to load devices into the system or modify device properties. The utility
creates new device classes automatically, and by default, models each device.

Before you can load or modify devices, you need atext fileto use asinput. Y ou can use afile created by the

batch dump utility (zenbatchdump), or create atext file that specifies the following information for each
device:
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m  Zenoss Core device class where the device should be loaded, for example, Linux SSH or SNMP, Windows
WMI or WinRM, Network, Storage.

Device name (resolvable hostname for the device or | P address and descriptive name).

Optional: Provide additional data for device classes or individual devices; for example, login credentials,
specific IP addressif DNS resolution is not available, and the collector on which to load the device.

Configuration file syntax is as follows.

/Devices/Destination/Device/Class
Hostname | IP-Address [option='value' [, option='value'] ..]
Hostname | IP-Address [option='value' [, option='value'] ..]

The following command options might be helpful. For information about all options or a sample configuration
file, run the following commands:

zenbatchload —-- help

zenbatchload —-- sample_configs

B —_—nocommit - Perform atest run of the batch load process; do not commit changes to the ZODB. If
necessary, edit your configuration file.

® —-—nomodel - Do not model the remote devices. Y ou must be able to commit changes to the ZODB.

The following example shows SNMP, SSH, and Windows monitored devices:

/Devices/Server zSnmpCommunity='underwriting'

/Devices/Server/Linux
linuxsnmp.hypothetical.loc

/Devices/Server/Microsoft/Windows zWinKDC='winkdc.hypothetical.loc',
zWinRMPassword="Zenny456"', zWinRMUser='zenmonitor@hypothetical.loc'

windows.hypothetical.loc

/Devices/Server/SSH/Linux zCommandPassword='Zennyl23"',
zCommandUsername="'zenmonitor"'

linuxssh.hypothetical.loc

/Devices/Server/Linux/WordPress zDeviceTemplates=['Device', 'Apache']
wordpress.hypothetical.loc

For additional ways to add and discover devices, see Adding, discovering and modeling devices on page 36.

1 Logintothe Control Center host asauser with serviced CLI privileges.
2 Start ashell in aZope service container.

serviced service shell zope

This command mounts /mnt /pwd S0 you can use files that exist on the host.
3 Changetothe zenoss user.

Su — zenoss
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4 Load devices and components that are listed in atext file into Zenoss Core.

zenbatchload mydevicelist.txt

5 Exitfromthe zenoss user shell in the container.

exit

6 Exist from the Zope container shell.

exit
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Configuration properties

Configuration properties are individual values that you can set up on major system entities.

Devices - Device configuration properties control the way that devices are monitored.

Events - Event configuration properties control the rules that process events as they are received by the
system.

Networ ks - Network configuration properties control options that are used when you perform network
discovery.

To customize the system when you add ZenPacks, you can add configuration properties and values to your
ZenPacks.

Configuration property types

Configuration properties are one of the following types:

String - Text value that can be ASCI| or Latin-1 encoded

Integer - Whole number

Float - Number that can have a decimal value

Boolean - True or False

Lines- List of values separated by areturn. The system stores these as an array.
Password - Character-masked password value

Configuration properties inheritance and override

The following diagram illustrates a portion of the standard device class hierarchy. A device classis atype of

organizer that manages how the system models and monitors devices. At the root of the device hierarchy isthe

Devices object, under which all device class configuration properties are defined. Property values at the root
level provide the default values for the entire hierarchy.
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Figure 46: Device class hierarchy
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The illustration shows the following defined configuration properties:

m zPingMonitorIgnore- Turns off all daemons that use ping. By default, its value at the root of the hierarchy
isFalse

= zZSNMPM onitorlgnore - Turns off al daemons that use SNMP. By default, its value at the root of the
hierarchy is True.

Through inheritance, properties that are defined at the root of the hierarchy apply to all objects beneath that
node. So, at the /Devices/Server/Linux level of the device class hierarchy, the value of these two
propertiesisthe sameasat /Devices, even though the property is not set explicitly a /Devices/Server/

Linux. Inheritance simplifies system configuration because default values that are set at the root level apply to
all devicesregardless of their device class.

To further customize the system, you can change a specific configuration property at alower level of the
hierarchy without changing the definitions of other configuration properties. As shown in the following

illustration, the value of zPingMonitorIgnore ischanged so that ping monitoring is performed at the /
Devices/Server/Windows level.

Figure 47: Device class hierarchy - locally defined value (override)

zPingMonitorignore = True
Devices <:| zSnmpMonitorlgnore = False

Server

Linux

Windows (::I zPingMonitorignore = False

Thislocally defined valuefor zPingMonitorIgnore overridesthe valuethat is set at the root of the
hierarchy. No other properties at this level are affected by thislocal change; they continue to inherit the value
that is set at the root.

Configuration properties allow you to configure the system at a very granular level, down to a particular
device. For example, in the following illustration, for the device named dev.zenoss.com, the value of

SNMPCommunity set to private. Thisvaue overrides the root value of public.
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Figure 48: Device class hierarchy - value set on device

Devices <::| zSnmpCommunity = public

Server

Linux

dev.zenoss.com < zSnmpCommunity = private

If you change the SNMPCommunity value of dev.zenoss.com to public, it matchesthe value that is set at the
root, but is still explicitly defined. Only if you remove the locally defined property does it again inherit the value
of the property that is set at the root.

Viewing and overriding device properties

This section further illustrates the characteristics of configuration properties from the perspective of the Zenoss
Core browser interface.

1 From the navigation bar, choose INFRASTRUCTURE.
2 Inthetreeview, click DETAILS> Configuration Properties. The Configuration Properties page for the
selected device class appears.

The following figure shows device configuration properties that are defined at the root level. The
zCollectorClientTimeout configuration property has adefault value of 180.
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Figure 49: Defined device configuration properties - root level
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In the following figure, the zCollectorClient Timeout configuration property valueis set to 170 at
the /Server/Linux device class. The device class value overrides the default value at this node of the

hierarchy.
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Figure 50: zCollectorClientTimeout configuration property - local value set
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3 Toremove the override and once again inherit the value from the root of the hierarchy:

a Select the property in thelist.
b Click Delete Local Copy and, when prompted, click OK.

Device configuration properties

The following table lists device configuration properties. For information about accessing device configuration
properties, see Viewing and overriding device properties on page 62.

Table 4: Device configuration properties

Property name Property type Description

zAggregatorCollectioninterval int Aggregator collection interval in seconds.
Default is 300.

zCiscoACEUseSSL boolean Whether to use SSL when connecting to
ACE XML API.

zCiscoNXAPIInterval int Valuein seconds of the rediscovery
interval using the Cisco NX-API protocol.
Default valueis 300.

zCiscoNXAPIPort int Port for connecting to NX-API.

zCiscoNXAPIUseSSL boolean Whether to use SSL when connecting to
NX-API.

zCiscoRemodel EventClassK eys lines Allows you to modify the list of SNMP
traps that will cause the product schedule
an immediate remodeling of the device
from which the trap was sent.

zCiscoUCSCIMCEventsinterval int Event collection interval in seconds.
Default is 60.

zCiscoUCSCIM CPerfinterval int Metric collection interval in seconds.

Default is 300.
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Configuration properties

Property name Property type Description
zCiscoUCSCIMCSSL Protocol string The SSL/TLS protocol used to connect to a
CIMC device.
zCiscoUCSManagerPassword password Password for UCS Manager user name.
zCiscoUCSManagerPerfinterval int Seconds between UCS Manager statistics
collections. Default valueis 300.
zCiscoUCSManagerPort int Port used to connect to the UCS Manager
or CIMC XML APIs. Default is 443 and
typically should not be changed.
zCiscoUCSManagerUseSSL boolean Whether to use SSL when connecting to
the UCS Manager or CIMC XML APIs.
Default is true and typically should not be
changed.
zCiscoUCSManagerUser string UCS Manager user name.
zCollectorClientTimeout int Allows you to set the timeout time of the
collector client in seconds
zCollectorDecoding string Converts incoming characters to Unicode.
zCollectorLogChanges boolean Indicates whether to log changes.
zCommandCollectioninterval int The default collection interval (number of
seconds) for command datasources.
zCommandExistanceT est string DEPRECATED - No longer used.
zCommandL oginTimeout float Specifies the time to wait for alogin
prompt.
zCommandLoginTries int Sets the number of times to attempt login.
zCommandPath string Sets the default path where ZenCommand
plug-ins are installed on the local Zenoss
Core box (or on aremote box where SSH
is used to run the command).
zCommandPort int Specifies the port to connect to when
performing command collection.
zCommandProtocol string Establishes the protocol to use when
performing command collection. Possible
values are SSH and telnet.
zCommandSearchPath lines Sets the path to search for any commands.
zCommandUserCommandTimeout float Specifies the number of seconds to wait for

auser command to complete.

zDBInstances

* k%

***instancecredentials. This

setting is only relevant when the
zenoss.winrm.WinMSSQL modeler
plugin is enabled. Multiple instances can
be specified to monitor multiple SQL
Server instances per server. The default
instance isMSSQLSERVER. Fill in the user
and password to use SQL authentication.
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Property name

Property type

Description

Leave the user and password blank to use
Windows authentication.

zDatasourceDebugL ogging

boolean

True or False to debug calculated/
aggregated data sources on asingle device.

zDockerMonitorContainerSize

boolean

True or false to monitor the real size and
virtual size of each container once every
ten minutes. The default is false (not
enabled) because the command takes a
long time to run when many containers, or
large containers are used.

zDockerMonitorContainerStats

boolean

True or false to collect the statistics of each
container once every five minutes. The
default is true (enabled).

zDockerMonitorContainerStatus

boolean

True or false to check the status of the
Docker daemon once per minute. The
default is true (enabled).

zEnablePassword

boolean

True or False to specify use of password
for Cisco routers.

zFileSystemMapl gnoreNames

string

Sets aregular expression of file system
namesto ignore.

zFileSystemMaplgnoreTypes

lines

Do not use.

zFileSystemSi zeOffset

int

SNMP typically reports the total space
available to privileged users. Zenoss

Core (like the d£ command) reports
capacity based on the space available

to non-privileged users. The value

of zFileSystemSizeOffset should be

the fraction of the total space that is
available to non-privileged users. The
default reserved valueis 5% of total

space, so zFileSystemSizeOffset is

preset to .95. If the reserved portion is
different than 5%, then adjust the value

of zFileSystemSizeOffset accordingly.

The fraction should be set according to the
value (Used + Avail) / Szewhenthedf -
PkH command is run at the command line.

zHardDiskMapMatch

string

Regular expression that usesthe disk ID in
the diskstats output to filter disk activity
statistics for inclusion in performance
monitoring.

zILOCollectSamples

boolean

True or false to collect and save raw data
for debug purposes.

zILOPassword
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password

The ILO authentication password. Data
from ILO devicesis provided by aHTTPS
interface listening on port 443. The
following properties control accessto ILO
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Property name Property type Description
devices: zILOUserName, zIL OPassword,
zILOUseSSL, and zIL OPort.

zILOPort string The TCP port for ILO communication.
Datafrom ILO devicesis provided by a
HTTPS interface listening on port 443. The
following properties control accessto ILO
devices: zILOUserName, zIL OPassword,
zILOUseSSL, and zIL OPort.

zILOUseSSL boolean Trueor falsetouse HTTPSfor ILO
communication. Datafrom ILO devices
isprovided by aHTTPS interface
listening on port 443. The following
properties control accessto ILO devices:
zILOUserName, zI L OPassword,
zILOUseSSL, and zIL OPort.

zldiomPassword password IDIOM API password for Cisco IDS/IPS
devices.

zldiomUsername string IDIOM API username for Cisco IDS/IPS
devices.

zIfDescription boolean Shows the interface description field in the
interfacelist.

zlgnoreUnmounted boolean True or false to specify whether to ignore
unmounted drives.

zInterfaceM apl gnoreDescriptions string Filters out interfaces based on description.

ZInterfaceM aplgnoreNames string Filters out interfaces that should not
be discovered. If you want to use an
expression to define this property, note that
only Python regular expressions are valid.

ZInterfaceMaplgnoreTypes string Filters out interface maps that should not
be discovered.

zlpServiceM apMaxPort int Specifies the highest port to scan. The
default is 1024.

zJBossImxM anagementA uthenticate boolean DEPRECATED - No longer used.

zJBossJmxManagementPassword password DEPRECATED - No longer used.

zJBossImxManagementPort int DEPRECATED - No longer used.

zJBossImxManagementUsername string DEPRECATED - No longer used.

zJmxAuthenticate boolean True or Falseto enable/disable
authentication.

zJmxM anagementPort int Port that enables IM X management

zJmxPassword password JMX username password

zJmxUsername string JMX username

zL DAPBaseDN string DEPRECATED - No longer used.

67



Zenoss Core Administration Guide

Property name

Property type

Description

The Base Distinguished Name for your
LDAP server. Typically thisisthe
organization's domain name (for example,
dc=foobar,dc=com).

zLDAPBIindDN

string

DEPRECATED - No longer used.

The Distinguished Name to use for binding
tothe LDAP server, if authentication is
required.

zL DAPBindPassword

string

DEPRECATED - No longer used.

The password to use for binding to the
LDAP server, if authentication is required.

ZLTMVirtual ServerlgnoreNames

string

Regular expression that can be used to
prevent matching LTM Virtua Servers
from being modeled.

zLinks

string

Specifies aplace to enter any links
associated with the device.

zL ocalInterfaceNames

string

Regular expression that uses interface
name to determine whether the IP
addresses on an interface should be
incorporated into the network map. For
instance, aloopback interface "l0" might
be excluded.

zL ocallpAddresses

string

Specifies | P addresses that should be
excluded from the network map (for
example, 127.x addresses). If you have
addresses that you reuse for connections
between clustered machines, you might
add those addresses.

zMaxOIDPerRequest

int

Sets the maximum number of OlDsto be
sent by the SNMP collection daemons
when querying information. Some devices
have small buffersfor handling this
information, so alower value might be

appropriate.

zMySQL ConnectionString

string

Enables setting the path, type and
credentials for the MySQL connections.
For example: Path: /server/Linux/
devices/localhost.localdomain, Type:
miltilnecredentials, MY SQL connection
credentials: User Password Port

zZMySqlPassword

password

MySQL user password

zMySql Port

string

MySQL connection port

zMySql Timeout

int

MySQL timeout. Default value is 30s.

zMySglUsername

string

MySQL user name.
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Property name Property type Description

zNetAppNumRecordsPerRequest int Number of records per NetApp Monitor
request. Default is 100.

ZNetAppSSL boolean Boolean true or false to enable SSL use
with the NetApp Monitor.

zNmapPortscanOptions string Options used on nmap when scanning
ports. Used in IpServiceMap.

zPingMonitorlgnore boolean Specify whether to ping the device.

zProdStateThreshold int Production state threshold at which Zenoss
Core will begin to monitor a device.

zPropertyMonitorinterval int Polling interval of the configured property
data sources. System-wide setting. Default
is 300s.

zPythonClass string DO NOT USE

zRancidGroup string DEPRECATED - No longer used.

RANCID group attribute. Controls what
router.db filethe deviceiswritten
to. Can be set at the device class or
devicelevel. Default is router onthe /
Network/Router/Cisco class.

zRancidRoot string DEPRECATED - No longer used.

File system directory where RANCID is
installed. It may be NFS mounted from
the RANCID server. Default is / opt /

rancid.

zRancidType string DEPRECATED - No longer used.

RANCID type attribute. Controls what
device typeiswritten to the router.db
file. Can be set at the device class or
device level. Default iscisco onthe /
Network/Router/Cisco class.

zRancidUrl string DEPRECATED - No longer used.
Base URL.
zRouteM apCollectOnlyIndirect boolean Only collect routes that are indirectly

connected to the device.

zRouteM apCollectOnlyL ocal boolean Only collect local routes. (These usually
are manually configured rather than
learned through a routing protocol.)

zRouteM apM axRoutes int Sets maximum number of routes to collect.
Default valueis 500.
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Property name Property type Description

zSnmpAuthPassword password The shared private key used for
authentication. Must be at least 8
characterslong.

zSnmpAuthType string Use"MD5" or "SHA" signatures to
authenticate SNMP requests

zSnmpCollectionInterval int Defines, in seconds, how often the system
collects performance information for each
device.

zSnmpContext string Configures zZSNMP context to map logical
network entity such as atopology or
protocol instance.

zSnmpDiscoveryPorts int List of UDP portsto try when performing
SNMP discovery. Defaults to 161 if not
Set.

zSnmpEngineld string SNMPv3 engine ID for the device. Will be
discovered when SNMPv3 is used.

zSnmpPrivPassword password The shared private key used for encrypting
SNMP requests. Must be at least 8
characterslong.

zSnmpPrivType string "DES" or "AES" cryptographic algorithms.

zSnmpSecurityName string The Security Name (user) to use when
making SNMPv3 requests.

zSnmpTimeout float Timeout time in seconds for an SNMP
request

zSnmpTries int Amount of triesto collect SNMP data

zStatusConnectTimeout float The amount of time that the zenstatus
daemon should wait before marking an IP
service down.

zSugarCRMBase - DEPRECATED - No longer used.

zSugarCRM Password password DEPRECATED - No longer used.
Password for the zSugarCRMUsername
uSer.

zSugarCRM TestA ccount - DEPRECATED - No longer used.

zSugarCRMUsername string DEPRECATED - No longer used.
User name that is allowed to log in to the
Sugar CRM server.

zSysedgeDiskMaplgnoreNames string Regular expression used by

zenoss.snmp.SysedgeDiskM ap model er
plugin. Disks with matching names will
not be modeled.
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Property name

Property type

Description

ZTelnetEnable

boolean

When logging into a Cisco device issue the
enable command to enable access during
command collection.

ZTelnetEnableRegex

string

Regular expression to match the enable
prompt.

ZTelnetL oginRegex

string

Regular expression to match the login
prompt.

ZTelnetPasswordRegex

string

Regular expression to match the password
prompt.

ZTelnetPromptTimeout

float

Time to wait for the telnet prompt to
return.

ZTelnetSuccessRegexList

lines

List of regular expressions to match the
command prompt.

ZTelnetTermLength

boolean

On a Cisco device, set term length to Zero.

ZTomcatJ2EEA pplicationName

string

DEPRECATED - No longer used.

Used to construct MBean names for

a specific application deployed on
Tomcat, typically used for JSP and Servlet
statistics.

zTomcatJ2EEServerName

string

DEPRECATED - No longer used.

Used to construct MBean names for

a specific application deployed on
Tomcat, typically used for JSP and Servlet
statistics.

ZTomcatJmxM anagementAuthenticate

DEPRECATED - No longer used.

ZTomcatJmxM anagementPassword

password

DEPRECATED - No longer used.
IJMX password.

zTomcatJmxM anagementPort

int

DEPRECATED - No longer used.
The port number used to gather IMX
information.

zTomcatJmxManagementUsername

string

DEPRECATED - No longer used.
JMX username for authentication.

zTomcatListenHost

string

DEPRECATED - No longer used.

The hostname on which Tomcat is
listening for web requests. Thisis used to
construct MBean names

zTomcatL istenPort

string

DEPRECATED - No longer used.
The Tomcat connector, which is a port
and protocol (http, jk...) that Tomcat is
listening on. Thisis used to construct
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Property name

Property type

Description

MBean names that monitor bytes, error and
reguests on that connector.

zTomcatServletName

string

DEPRECATED - No longer used.
Specific Servlet name to monitor.

zTomcatServletUri

string

DEPRECATED - No longer used.
URI of Servlet to monitor.

zTomcatWebA ppUri

string

DEPRECATED - No longer used.
URI path for a Tomcat web application.
Used to construct MBean names.

zUsesManagelp

boolean

True or False to specify use of manage I P.
Used to avoid setting manage |P when a
deviceis added.

Default is True for most device classes.

zUsesStandardDeviceCreationJob

boolean

True or False to specify whether to use the
standard device creation job.

zV CloudPassword

password

DEPRECATED - No longer used.

Password for the zvCloudUsername
user.

zV CloudPort

int

DEPRECATED - No longer used.

Value of the cell port number.

zV CloudUsername

string

DEPRECATED - No longer used.

User name for the cell in the form
username@organization
For example, if you want to
define the cell administrator, enter

administrator@system.

zV SphereEndpointHost

string

vSphere host name

zV SphereEndpointPassword

password

vSphere username password

2V SphereEndpointPort

int

Port that is used to connect to vSphere
Endpoint.

zV SphereEndpointUseSd

boolean

vSphere boolean true or false for SSL use

zV SphereHostPingBlacklist

lines

List of regular expressions to control which
management | P address to ping (matches
against hostname:nicname:ip).

Note  zVSphereHostPingWhitelist
takes precedence over
zV SphereHostPingBlacklist.
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Property name Property type Description

zV SphereHostSystemPassword password Password that is used to access ESX hosts
viassh and API.

zV SphereL UNContextMetric boolean Controls whether to use LUN-specific
metric names when storing performance
data.
Note: The default value is False. Changing
the value to True causes historical
metrics to become inaccessible. For more
information, contact Zenoss Support.

2V SphereM odel Cache lines vSphere model cache

zV SphereModel Ignore lines vSphere model ignore

zV SphereM odel M plndexObjs int Advanced tuning parameter. For more
information, contact Zenoss Support.

zV SphereModelMpLevel int Advanced tuning parameter. For more
information, contact Zenoss Support.

2V SpherePerfDelayCollectionMinutes int Value of how long to lag performance data
collection. Default valueis 0.

zV SpherePerfMaxAgeMinutes int Default valueis 28 minutes.

zV SpherePerfParallel Queries int Default valueis 6.

2V SpherePerfQueryChunkSize int Value of how many performance requests
to make at atime. Default valueis 250.

zV SpherePerfQueryRaw20 boolean Default valueis t rue.

zV SpherePerfQuery Timeout int Default valueis 200.

zV SpherePerfQueryV cChunkSize int Default valueis 64.

zV SpherePerfQueryV cRaw20 boolean Default valueis false.

zV SpherePerfRecoveryMinutes int Default valueis 240 minutes.

zV SphereVM ContextMetric boolean Controls whether to use VM-specific
metric names when storing performance
data.
Note: The default value is False. Changing
the value to True causes historical
metrics to become inaccessible. For more
information, contact Zenoss Support.

zV SpherePerfWindowSize int DEPRECATED - No longer used.

ZWBEM Password password WBEM password

ZWBEM Port int Value of the WBEM port number. Default
valueis 5989.

ZWBEMUseSSL boolean Trueor false valueto use SSL. Default

vaueistrue.

zZenoss
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Property name

Property type

Description

ZWBEMUsername

string

WBEM username

ZWebL ogicJmxManagementAuthenticate

DEPRECATED - No longer used.

ZWebL ogicJmxM anagementPassword

password

DEPRECATED - No longer used.
JMX password

ZWebL ogicIJmxM anagementPort

int

DEPRECATED - No longer used.
The port number used to gather IMX
information.

ZWebL ogicJmxM anagementUsername

string

DEPRECATED - No longer used.
IJMX username for authentication

ZWebTxAgent

string

Default valueis ZenWebTx /1. 0.

ZWebTxPassword

password

WebTx password

ZWebTxReam

string

WebTx ream

ZWebTxUser

string

WebTx user

ZWebsphereAuthRealm

string

DEPRECATED - No longer used.

Used for HTTP basic authentication. This
field is not required, and is empty by
default.

ZWebsphereNode

string

DEPRECATED - No longer used.

Used by the provided template to build the
queries for the datato collect. Y ou must
supply avalue for thisfield. For example:
serverA

ZWebspherePassword

password

DEPRECATED - No longer used.

Used for HTTP basic authentication. This
field is not required, and is empty by
default.

ZWebsphereServer

string

Used by the provided template to build
the xpath queries for the datato collect.

Y ou must supply avaue for thisfield. For
example: serverAB, Thereis no default
value.

ZWebsphereURL Path

string

Path to the PMI serviet on a WebSphere
instance. The default value is

the default path on a WebSphere
installation: wasPerTool/servlet/
perfservlet

ZWebsphereUser

string

DEPRECATED - No longer used.

Used for HTTP basic authentication. This
field is not required, and is empty by
default.
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Property name

Property type

Description

ZWinKDC

string

IP address or Fully Qualified Domain
Name of avalid Windows domain
controller. Must be set if domain
authentication is used.

ZWinKeyTabFilePath

string

This property is currently used and
reserved for future use when keytab files
are supported.

ZWinPerfmonlnterval

int

Interval, in seconds, at which Windows
Perfmon datapoints will be collected.
Default valueis 300. It ispossible

to override the collection interval for
individual counters.

ZWinRMClusterNodeClass

string

Path under which to create cluster nodes.

ZWinRMEnvelopeSize

int

Used when WinRM configuration setting
"MaxEnvelopeSizekb" exceeds default of
512k.

ZWinRMKrb5DisableRDNS

boolean

Set to t rue to disable reverse DNS
lookups by Kerberos. Only set at /
Server/Microsoft level.

ZWinRMKrb5includedir

string

Directory path for Kerberos configuration
files.

ZWinRMLocale

string

Communication locale to use for
monitoring. Reserved for future use.

ZWinRM Password

password

Password for the user defined by
zWinRMUser

ZWinRM Port

int

The port on which the Windows server is
listening for WinRM or WS-Management
connections. Default valueis 5985. Itis
uncommon for thisto be configured as
anything else.

ZWinRM ServerName

string

This property should only be used in
conjunction with domain authentication
when the DNS PTR record for a monitored
server's managed | P address does not
resolve to the name by which the server
isknown in Active Directory. For
example, if myserverl isknown as
myserverl.ad.example.com by Active
Directory and is being managed by IP
address 192.51.100.21, but 192.51.100.21
resolves to www.example.com, you

will have to set ZWinRM ServerName to
myserverl.ad.example.com for
domain authentication to work.
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Property name Property type Description

If many Windows serversin your
environment do not have DNS PTR
records that match Active Directory, it
is recommended that you set the name
of the Zenoss device to be the fully-
qualified Active Directory name and

set ZWinRM ServerNameto ${here/
titleOrId} atthe/Server/Microsoft/
Windows device class. This avoids the
necessity of setting ZWinRM ServerName
on every device.

It is recommended to leave

ZWinRM ServerName blank if local
authentication is used, or DNS PTR
records match Active Directory. This
allows Zenoss to not rely on DNS
resolution while monitoring, and
avoids the overhead of configuring
ZWinRM ServerName.

ZWinRMUser string The syntax used for zZWinRMUser
controls whether Zenoss will attempt
Windows local authentication or
domain (kerberos) authentication.

If the value of ZWinRMUser is

username, local Windows authentication
will be used. If ZWinRMUser is
username@example.com, domain
authentication will be used. The ZWinKDC
and potentially the ZWinRM ServerName
properties become important.

ZWinRSCodePage int Code page used by monitoring user
account.

ZWinScheme string Must be set to http or https. Default value
ishttp.

ZWinTrustedKDC string Windows Trusted KDC.

ZWinTrustedRealm string Windows Trusted Realm.

ZWinUseWsmanSPN boolean Set totrueif HTTP/HTTPS service

principles are exclusively for use by a
particular service account.

ZWSMANPassword password Password for WSMAN user name.

ZWSMANPort int The port number used to gather WSMAN
information. Defaults to 443.

ZWSMANUseSSL boolen True or false value to use SSL. Default
vaueistrue.
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Viewing and overriding event properties

1 From the navigation menu, choose EVENTS > Event Classes.
2 From the drop-down list, choose Configuration Properties.
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3 Toview and override event configuration properties for a specific event class:

a Navigate to that class, and then select Configuration Properties.

b Double-click the configuration property that you want to change.

c Inthe Edit Config Property dialog box, make changes and then click SUBMIT.

The presence of Yesin thelsLocal column indicates an overriding value.
4 Toremove an override and once again inherit the value from the root of the hierarchy:

a Select the property inthelist.
b Click Delete Local Copy and, when prompted, click OK.

Event configuration properties

The following table lists event configuration properties.

zenoss 7



Zenoss Core Administration Guide

Table 5: Event configuration properties

Property Name

Property Type

Description

zEventAction

string

Specifies the database table in which an event will
be stored. Possible values are: status, history and
drop. Default is status, meaning the event will be
an “active” event. History sends the event directly
to the history table. Drop tells the system to discard
the event.

zEventClearClasses

lines

Lists classes that a clear event should clear (in
addition to its own class).

zEventMaxTransformFails

int

After the specified number of failures, disable bad
transforms from executing. Default is 10.

ZEventSeverity

int

Overrides the severity value of events from this
class. Possible values are 5-Critical, 4-Error, 3-
Warning, 2-Info, 1-Debug, 0-Clear, and -1-Default.

zFlappinglnterval Seconds

int

Defines the timeinterval to check for event flapping
(changing severity level repeatedly). Default value
is 3600 seconds.

zFlappingSeverity

int

Drop-down list to set the severity to check for
event flapping. If the severity level on an event
changes from this value a certain number of times
(zFlappingThreshold) within a certain time range
(zFlappingl nterval Seconds) then an event flapping
event is generated. Possible valuesinclude: 5-
Critical, 4-Error, 3-Warning, 2-Info, 1-Debug, and
O-Clear.

zFlappingThreshold

int

Number of times an event severity must flap within
an interval. One of the parameters to define in order
to generate event flapping events.

Viewing and overriding network properties

78

The Networ ks page lists networks by | P address. Y ou can view and change network configuration property
values and inheritance selections.

1 From the navigation menu, choose INFRASTRUCTURE > Networks.

Figure 51: Networks
Q

rl

- 10.0.0.0/8 (81)
100.200.1.0/24 (1)

- 152.164.240.0/24 (1)
172.16.0.0112 (1)
173.192.26.0/24 (1)

- 192.168.0.0116 (4)
75.126.96.0/24 (2)
9.9.10.0/24 (1)
9.9.0.0/24 (1)

Display: |p Addresses

Address i P Addresses

10.0.0.3/32
10.0.18.41/24
10.0.13.50/24
10.127.252.1/24
10.127.253.1/26
10.127.253.129/25
10.127 .253.65/26
10.127.254.1/28
10.127.255.1/28
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2 From the Display drop-down menu, select Configuration Properties.

IPs Used/Free: 93/17892753

Inferface MAC Address Interface Desc. Ping SNMP
Cunﬂgurayun Pruj)en\es P up up
ASR1K-PE1 GigabitFtherneil FO:F7:55:56:F1:80 Up Up
FAEa 00-14:E2.03.2D.24 Up Up
Junipe: 00:23:9C:77:03:80 IC BR LAN VE <BrchiD= .. Up Up
Juniper 00:23:9C:77:03:80 IC BR LAN VB <BrchiD= .. Up Up
Juniper 00:23:9C:77:03:80 IC BR LAN VB <BrchiD=> .. Up Up
Juniper 00:23:9C:77:03:80 IC BR LAN VB <BrchiD= .. Up Up
Juniper 00:23:9C:77:03:80 IC BR LAN VB <BrchiD= .. Up Up
Juniper J2350 00:23:9C:77:03:82 Up Up
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3 Toremove an override and once again inherit the value from the root of the hierarchy:

a Select the property in the list.

b Click Delete Local Copy and, when prompted, click OK.

Network configuration properties

The following table lists network configuration properties.

Table 6: Network configuration properties

Property Name

Property Type Description

zAutoDiscover

boolean

Specifies whether the zendi sc service should
perform auto-discovery on this network. (When
performing network discovery, this property specifies
whether the system should discover devices and
subnetworks on the network.)

zDefaultNetworkTree

lines

A network subnet is automatically created for each
modeled device, based on that device's subnet mask
setting. To create higher-level subnets automatically
from the discovery and modeling processes, add the
specific subnet mask breakpoints. For example: 8,

16. If you then model a device with, for example,

an IP address of 192.0.2.0, and a subnet mask of
255.255.255.0 (corresponding to a/24 subnet), device
discovery will create a 192.0.0.0/8 network containing
192.0.2.0/16, containing 192.0.2.0/24, containing your
device.

zDrawMapLinks

boolean

Calculating network links "on the fly" is resource-
intensive. If you have alarge number of devices that
have been assigned |ocations, then drawing those map
links may take along time. Y ou can use this property
to prevent the system from drawing links for specific
networks (for example, alocal network comprising
many devices that you know does not span multiple
locations).

zlcon

string

Use to specify device iconsthat appear on the device
status page, Dashboard, and network map.

zPingFail Thresh

int

Specifies the number of pings sent without being
returned before the zendi sc service removes the
device.

zPreferSnmpNaming

boolean

Specifies that when network discovery occurs, it
uses the device name comes from SNMP rather than
reverse DNS.

zSnmpStrictDiscovery

boolean

Specifiesthat if SNMP does not exist on the device
during network discovery, ignore the device.

zZenoss
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Monitoring templates

The system stores performance configuration data in templates. Templates contain other objects that define
where and how to obtain performance data, thresholds for that data, and data graphs.

Y ou can define atemplate anywhere in the device class hierarchy, or on an individual device.
Templates are divided among three types:

m Device
= Component
m Interface

Creating templates

Y ou can create atemplate by overriding an existing template. To override atemplate:

1 Navigate to the template you want to copy.
2 From the Action menu, select Copy/Override Template. The Copy/Override dialog box appears.

3 Select the bound template to override, and then click Submit. The copied template appearsin the list of
templates aslocally defined.

Renaming templates

To rename an existing template;

Select Advanced > Monitoring Templates.

Expand the organizer containing the template to be renamed, and then the class containing the template.
From the Action menu, select View and Edit Details. The Edit Template Details dialog box appears.
Enter a new name in the Name field.

Click Submit.

a b~ WN B

Template binding

The determination of which templates apply to what objectsis called binding. Templates are bound in different
ways, depending on the objects to which they are bound.
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Monitoring templates

Device templates

zZenoss

Device templates are applied to devices, one to each device. The system employs a single rule to bind device
templates to devices:. the value of the zDeviceTemplates property. For most device classes, thisis "Device."

Common device templates are:

Device

MySQL

Apache

Active Directory
M SExchangel S
M SSQL Server
s

For the Server/Linux/MySQL device class, the zDeviceTemplates property might contain, for example,
"Device" and "MySQL." The system would collect CPU and memory information by using the Device template,
and MySQL -specific metrics by using the MySQL template.

Binding templates

To bind adevice template to adevice class or device:

1 Fromthe deviceslist, select a device class or device.
2 Onthe Overview page, select Bind Templates from the Action menu. The Bind Templates dialog box
appears.

Figure 52: Bind Templates
Bind Templates

1 (/Devices) Device (/Server/Linux)

Enviro (/Devices)

CANCEL

3 Move templates between the Available and Selected lists using the arrows.
4 Click Save.

Resetting bindings

Resetting template bindings removes all locally bound templates and uses the default template values. To reset
bindings for a selected device or device class:

1 Select Reset Bindings from the Action menu.

The Reset Template Bindings dialog box appears.
2 Click Reset Bindings to confirm the action.
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Component templates

Component templates are named exactly according to the name of the underlying class that represents a
component. For example, the FileSystem template is applied to file systems. Component templates can be
applied multiple timesto each device, depending on how many of the device's components match the template.
Configuration properties do not control the application of component templates.

Note Do not manually bind component templates.

Common component templ ates are:

m FileSystem, HardDisk, |PService, OSProcess, WinService
= Fan, PowerSupply, TemperatureSensor
m LTMVirtua Server, VPNTunnel

Interface templates

Interface templates are applied to network interfaces by using a special type of binding. Instead of using the
name of the underlying class, the system looks for atemplate with the same name as the interface type. Y ou can
find this type in the details information for any network interface.

If Zenoss Core cannot locate atemplate that matches the interface type, then it uses the ethernetCsmacd
template.

Example: Defining templates in the device hierarchy

Y ou add a new device at /Devices/Server/Linux named ExamplelServer. You have not edited the value of its
zDeviceTemplates property, so it inherits the value of "Device" from the root device class (/Devices). Zenoss
Core looks to seeif there is atemplate named Device defined on ExamplelServer itself. Thereis not, so it
checks /Devicesd/Server/Linux. There is atemplate named Device defined for that device class, so that template
isused for ExamplelServer. (There also is atemplate named Device defined at the root level (/Devices), but the
system does not use this one because the template at /Devices/Server/Linux overridesit.)

Example: Applying templates to multiple areas in the device hierarchy

82

Y ou want to perform specific monitoring of servers running a certain Web application, but those servers are
spread across several different device classes. Y ou create atemplate at /Devices called WebA pplication with
the appropriate data sources, thresholds and graphs. Y ou then append the name "WebApplication” to the
zDeviceTemplates configuration property for the devices classes, the individual devices running this Web
application, or both.
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Basic monitoring

Availability monitoring

The availability monitoring system provides active testing of the I T infrastructure, including:

Devices
Network
Processes
Services

Availability monitoring is facilitated by:

Zenping- The system's Layer-3 aware, topology-monitoring daemon. Zenping performs high-performance,
asynchronous testing of ICMP status. The most important element of this daemon is that Zenoss Core

has built a complete model of your routing system. If there are gapsin the routing model, the power

of Zenping's topology monitoring will not be available. If there are gaps, thisissue can be seenin the
zenping. log file. Zenping uses Nmap to build a ping tree and perform Layer 3 suppression.
Zenstatus- Performs active TCP connection testing of remote daemons.

Controlling ping cycle time

Follow these steps to modify the ping cycle time:

1
2
3

4

Open Control Center and click your instance of Zenoss Core to open the application overview page.

In the Services section, click zenping to open the zenping Overview page.

In the Configuration Files section, click Edit nextto the /opt /zenoss/etc/zenping.conf file. The
Edit Configuration window appears.

Uncomment the zenhubpinginterval lineand edit the default value of 30 to your desired ping cycle
time.

Click Save.

Using the predefined /Ping device class

The /Ping device classis a configuration for devices that you want to monitor only for availability. The system
does not gather performance data for devices placed in this class. Y ou can use the /Ping device classasa
reference for your own configuration; or, if you have a device that you want to monitor solely for availability,
you can place it under this class.

zZenoss

83



Zenoss Core Administration Guide

Monitoring processes

Zenoss Core provides process availability monitoring for hosts that support SNMP or SSH access. Process
monitoring features include:

m  Process classes, defined by Python regular expressions. Classes may generate one or more process sets, each
containing one or more process instances.

m  Process sets may include process instances running on multiple hosts. This captures related or redundant
processes, enabling a more wholistic view of data center services.
Process set names, to replace the often-cryptic names of process instances with descriptive labels.
Process set locking, to maintain continuity of data collection if the members of a given process set are not
running during modeling.

m A testing dialog, to discover and refine the sets a class generates.

Use the Processes page (I nfrastructure > Processes) to create and manage process classes and process sets.

Figure 53: Processes page
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The tree view shows process class organizers (at the top) and the list of process classes in each organizer (the
rest of the view). Y ou may filter the list with the active search field, at the top of thelist.

Example: Creating a process class

This section provides an example of using process availability monitoring to create a new process class, for
database processes. The database runs on aLinux host, and the following output is a partial list of the results of
theps axho args command on the database host. Process monitoring uses the output of that command (or
its equivalent) asinput for regular expression matching.

ora_pmon_orcl ora_pspO_orcl ora_vktm_orcl ora_gen(O_orcl ora_diag_orcl
ora_dbrm_orcl ora_diaO_orcl ora_mman_orcl ora_dbwO_orcl ora_lgwr_orcl
ora_ckpt_orcl ora_smon_orcl ora_reco_orcl ora_mmon_orcl ora_mmnl_orcl
ora_d000_orcl ora_s000_orcl ora_s001_orcl ora_s002_orcl ora_s003_orcl
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ora_s004_orcl ora_s005_orcl ora_s006_orcl ora_s007_orcl ora_s008_orcl
ora_s009_orcl ora_p000_orcl ora_p00l1_orcl ora_p002_orcl ora_p003_orcl
ora_p004_orcl ora_gmnc_orcl ora n000_orcl ora_1000_orcl ora_1001_orcl
ora_1002_orcl ora_1003_orcl

The following subsections provide procedures for creating a process class that captures a selection of the
preceding process instances in process Ssets.

Test existing process classes

The existing process classes may aready capture the process sets you want. Follow these steps to test the
existing process classes.

1
2
3

7

zZenoss

Log in to the Zenoss Core user interface.
Navigate to Infrastructure > Processes.

In the lower-1eft corner of the tree view, click the Action menu, and select Test All Process Classes
Regular Expressions.

Figure 54: Test all process classes dialog

Test Process Class Regular Expressions

Source Process Classes

Browse.. [NCESCaE ADD Zope *runzope *zenoss.” \b(vimltaillgrep|taricatjpas

DB daemo “ora_[*_|{4}_orcl \b(vim[taillgrep|tar|cat|bas
g 1) (vimptaigrepitaricat)

zencatalo... “zencatalogservice.® \b(vim|taillgrepjtarcat|bas.

#
# Use this dialog to test regular expressions against sample input. Process zeneventiog  “zeneventiog py” \b(vimjtailjgreptaricatjbas
# monitoring uses the output of the Linux command "ps axho args" (or its

# equivalent) as input for regular expression matching. You may run that command
# on a system and copy-paste the result in this field, or load sample input zenjserver “zenjserver py.* \b(vimltaillgrepltaricat|bas
#from alocal file (click the Choose File... button). Lines that begin with the hash
# character (#) are ignored.

#

zenjmx *zenjmx.* \b(vim|taillgrepltar|cat|bas

zenmailtx “zenmaitt. py.* \b(vim[taillgrep|taricatjpas

zentune *zentune.* \b(vim[taillgrep|tar|cat|bas

ZENUCSev. “zenucsevenis.py.” \b(vim|taillgrepjtaricat|bas.
(

zenvcloud “zenvcloud.py.” \b(vim[taillgrep|taricat|bas.

Output

DONE

The top-right portion of the dialog box displays all of the process classes, in the order in which they are
evaluated.

Select the process names in the previous section, and copy them into a paste buffer.

In the Test Process Class Regular Expressions dialog, select al of the existing text in the Input area, and
then paste the process names from the buffer. Alternatively, you may paste the process names into an empty
file, save the file on the system from which your browser is launched, and then use the Choose File button to
insert the process names.

At the bottom-left corner of the dialog, click Test.
If any process sets are created, they are displayed in the list area, above the Test button.
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Create an organizer

Complete the previous section, and then follow these steps to create a process class organizer.

A WDN PR

Log in to the Zenoss Core user interface.

Navigate to Infrastructure > Processes.

In the lower-left corner of the tree view, click the Add menu, and select Add Process Class Organizer.
In the Add Process Class Organizer dialog, enter Database, and then click Submit.

Create a process class

Complete the previous section, and then follow these steps to create a process class.

a b~ WN P

At the top of the tree view, double-click Processes, the root organizer to open it.

Select Database.

In the lower-left corner of the tree view, click the Add menu, and select Add Process Class.
In the Add Process Class dialog, enter DB daemons, and then click Submit.

At the top of the tree view, double-click Processesto open it, and then select Database.

Define the regular expression series of a process class

Complete the previous section, and then follow these steps to create the series of regular expressions that define
aprocess class, and generate process sets.

1

Inthelist area of the tree view, select DB daemons.

Figure 55: Process class definition page

Process Class Name Enable Monitoring? (zMonitor)
DB daemons i

L (0 Set Local Value: | Yes 7|
Description

@ . —
Database daemans ® Inherit Value "Yes" from Processes

Matching Rules (perfformance metrics will start over if changed) Send Event on Restart? (zAlertOnRestart)
Include processes like () Set Local Value Yes 7|
DB daemons

@ Inherit Value "No" from Processes
Exclude processes like

\b(vimitail|grepltarlcat|bas

) Failure Event Severity (zFail Severity)
Replace command line text '

(0 Set Local Value:  |Error 7|

With @ Inherit Value "Error” from Processes

Lock Process Components? (zModelerLock)

Process Count Threshold O Set Local Value: | Unlocked q
Minimum _

= @ Inherit Value "0" from Processes

e
Maximum

Send an event when action is blocked?
(zSendEventWhenBlockedFlag)

<>

(0 Set Local Value:  |MNo 7|

@ Inherit Value "No" from Processes

In the Description field, enter Database daemons.

Inthe Include processeslikefield, replace DB daemons with a Python regular expression that selects the
database processes. For example, ora_ [~_]1{4}_orcl. The exampleregular expression selects al of the
processes in the sample process instance list.

zZenoss
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Basic monitoring

In the Exclude processes like field, enter aregular expression to remove processes from the results of the
preceding regular expression. The default entry excludes common user commands. The default entry does
not exclude any of the processes in the sample process instance list.

The next two fields, Replace command line text and With, work together to simplify the names of process
sets.

m Inthe Replace command linetext field, enter aregular expression containing one or more pattern
groups.

m Inthe With field, enter replacement text, along with the sequence number of one or more of the pattern
groups defined in the previous field.

For example, to create four pattern groups for database processes, enter the following regular expression in
the Replace command line text field:

" (ora_) ([a-z]) (.{4}) (orcl)
To use two of the pattern groups in the replacment text, enter the following text in the With field:

DB [\4] daemons starting with [\2]

Each unique replacement generated by the combination of the text plus the inserted pattern sequences
becomes a process set. In the case of this example, pattern group 4 does not vary, but pattern group 2 does.
So the number of process sets generated by this class will equal the number of unique al phabetic characters
found in the first position after the first underscore.

Click Save.

Test a process class

Complete the previous section, and then follow these steps to test a single process class.

1

zZenoss

In the lower-left corner of the tree view, click the Action menu, and select Test Process Class Regular
Expressions.
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Figure 56: Test process class dialog

Test Process Class Regular Expressions x

Source T Class: DB daemons

:
Choose File SNGRIERLELD]
\b(vimltail|grep[tar|catipash)io
-

“{ora_){[a-zl}.{4})(orcl)

Input

#Use this dialog to test regular expressions against sample input. Process
# monitoring uses the output of the Linux command “ps axho args” (or its

# equivalent) as input for regular expression matching. You may run that command DB ] daemans starting with 2]

#00 3 system and copy-paste the resultin this fisld, or 10ad sample input
#from a local file (click the Choase File... button). Lines that begin with the hash
# character (#) are ignored

The top-right portion of the dialog box displays the regular expression series that defines this process class.
Select the process names in the previous section, and copy them into a paste buffer.

In the Input area, select all of the existing text, and then paste the process names from the buffer.

At the bottom-left corner of the dialog, click Test.

The Output area displays each individual match, along with the count of unique process sets. Y ou may
refine the regular expressions and retest as often as you like.

Click Done. Changes made to regular expressionsin this dialog are copied to the process class definition
page. However, the changes are not saved until you click the Save button on that page.

Test and review the process class sequence

The order in which process classes are evaluated is significant. During modeling, each time a process matches
aclass, the matching processis put into a process set, and then removed from the list of processes that are
passed on to the next class in the sequence. New process classes are inserted into the process class sequence
automatically, and may not be in the appropriate position in the sequence.

Complete the previous section, and then follow these steps to test and review the process class sequence.

1

a b~ wWwN

In the lower-left corner of the tree view, click the Action menu, and select Test All Process Classes
Regular Expressions.

Select the process names in the previous section, and copy them into a paste buffer.

In the Input area, select al of the existing text, and then paste the process names from the buffer.

At the bottom-left corner of the dialog, click Test.

The number of processes matched and process sets created in this test should be identical to the results of
testing the process class aone. If they are not, follow these steps to adjust the process class sequence.

a IntheTest Process Class Regular Expressionsdialog, click Done.

b From the Action menu, select Change Sequence.

zZenoss
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Figure 57: Sequence dialog

Sequence

IZenoss Zope ‘runzope.zenoss.”
[Database DB dasmons ora_[*_K43_orcl
/Zenoss zencatabgservice  ‘zencatalogservi
IZenoss zeneventiog *zeneventiog.py.
IZenoss zenjmx *zenjme®

zenjserver *zenjserver.py.©

zentune *zentune.*

SuBmIT CANCEL

¢ Scroll through the list of process classes, and then select the class to move.
d Dragtheclassto an earlier (higher) location in the sequence.
e Click Submit.

6 Re-openthe Test Process Class Regular Expressions dialog, and re-test the sequence.
Test the process class on a host

Process sets are created during modeling. To test a process class, choose a device host that is configured for
SNMP or SSH access, and model it manually.

Note  For more information about device support for process monitoring, refer to the release notes.

Complete the previous section, and then follow these steps to test the process class on a host.

1 Navigateto Infrastructure > Devices.
2 Select ahost that is configured for SNMP or SSH access, and is running process that match the new class.

For example, the list of processes used in this section is collected from a VirtualBox virtual appliance
downloaded from the Oracle Technology Network.

3 Open the host's Overview page. From the Action menu, select M odel Device. When modeling completes,
the OS Processes section of the tree view is updated to include the new process sets.

4 Navigateto Infrastructure > Processes.

5 Inthetreeview, select the DB daemons class.
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Figure 58: Process class page with process sets

Process Class Name: Enable Monitoring? (zMonitor)

DB daemens
O Set Local Value: | Yes M

Description

Database daemons @ Inherit Value "Yes” from Pracesses

Matching Rules (performance metrics will start over if changed) Send Event on Restart? (zAlertOnRestart)

Include processes like O Set Local Value: | Yes M

ora_[*_]{4}_orcl _

[ ). @ Inherit Value "No” fram Processes
Exclude processes like:
\bfvimltaillgrepltar|cat|bas
Failure Event Severity (zF ailSeverity)
Replace command line text
Mora_J([a-z]){.{4})(orcl) O Set Local Value: | Ermor ]
With @ Inherit Value "Error” from Processes
DB [\4] daemens starting

Lock Process Components? (zModelerlock)

P Count Threshald -
focess Lount Thresho O St Local Value: |Unlocked ]
Minimum i
~ @ Inherit Value "0" from Processes
>
Maximum
~ Send an event when action is blocked? (zSendEventWhenBlockedFlag)
~
O Set Local Value:  [Na ]
@ Inherit Value "No” from Processes
save Cancel
Display: Process Sets =
Name ~ Min Threshold | Max Threshoid | Montored  Status

DB [orc] dasmons starting with [c]
DB [orc] daemons starting with [d]
DB [orc] dagmons starting with [g
DB [orcl] daemons starting with []
DB [orcll daemons staring with [
DB [orcll daemons staring with ]
DB [orcll daemons starting with [n]
DB [orc] daemons starting with [p]
DB [orc] dagmons starting with [q]
DB [orc] daemons starting with [r]

DB [orc] daemons starting with [s

DB [orcl] daemons starting with [

The process sets found on the host are displayed in the list at the bottom of the page.

Process class options

The process class page includes the options described in the following sections.

Process Count Threshold
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Y ou may set minimum and maximum values for the number of process instances included in a process set. The
threshold values apply to all of the process sets generated by a class. The minimum and maximum values are
inclusive. That is, if the minimum is 3 and the maximum is 5, then 3, 4, and 5 are all valid process instance
counts.

Y ou may define athreshold as an exclusive range. If the minimum is 5 and the maximum is 3, then 4 isan
invalid process instance count.

Monitoring Options

Enable Monitoring (zM onitor)

To disable monitoring for all process sets generated by this class, set the local value to No.
Send Event on Restart (zAlertOnRestart)

To send an event when monitoring restarts, set the local valueto Yes.
Failure Event Severity (zFailSeverity)
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To specify anon-default event severity for the failure of process sets generated by this class, set alocal

value.

Process Set Locking

Process sets are generated at modeling time. Since modeling recurs regularly, a given modeling run may result
in amissing process set, due to atransient absence of one or more process instances. To prevent thisfrom
happening, set the local value of the Lock Process Components? (zM odeler L ock) field to one of the following

options.

m Lock from Deletes

Prevent deletion of process sets generated by this process class if modeling returns empty sets.

m L ock from Updates

Prevent updates to process sets generated by this process class if modeling returns new process sets.

Thefina option, Send an event when action is blocked? (zSendEventWhenBlockedFlag), is used only when
aprocess set islocked. If you lock the process sets of a class, you may set the local value of thisfield to Yes,
and an event will be created when a process set would have been either deleted or updated during modeling.

Monitoring IP services

The IP Services page (Infrastructure > | P Services) lets you manage and monitor | P services that are running
on your network.

Figure 59: IP Services

a

Privileged (584)

Registered (3069)

Name &«

Ici-smes
Bcom-amp3
Scom-net-mgmt
SCom-nsd
Scom-tsmux
Scom -webview
Scom faxrpe
Ed-nfsd

Zds-Im

a1

3m-image-im

3091
629
2591
1742
106
2339
3445
2323
1536
1511
1550

Caunt.

7 o0 o o o o o oo oo o0

Description:

Enable Monitaring? (zMonitor)
(0 SetlLocal Value: | Yes

@ Inherit Value "No" from Services

Failure Event Severity (zFailSeverity)
(O SetlLocal Value:  |Eror

@ Inherit Value "Gritical" from Services

Display: seriice Instances

Name =

-

Device

Monitored  Staius

Thetree view lists all monitored IP services. Filter thislist by using the active search area at the top of the view.

The details area shows:

m  Service class description

m  TCP port

zZenoss
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m  Associated service keys
To add or change details for a service class, enter or change information, and then click Save.

The lower section of the page lists currently running servicesin this class (by device), and shows their
monitoring status. Y ou can aso display Configuration Properties by selecting that from the drop-down list.
Enabling IP service monitoring

Y ou can choose to monitor:

m Individual services
m  Service classes

When monitoring a service class, you can choose not to monitor one or more individual servicesin the class.
For example, the SMTP service class is monitored by default, but may not be a critical service on some devices.
In this case, you can disable its monitoring on those devices.

Note If aserviceisconfigured to listen only on local host (127.0.0.1), then it is not monitored by default.

Note  When adding anew IP service that uses a port value higher than 1024, you need to increase the value
of zIpServiceMapMaxPort toanumber higher than the port you are monitoring.

To enable monitoring for a service class or service:

1 Inthetreeview, select the service class or service to monitor.
2 Make one or more selections:

m Enable Monitoring (zM onitor) - By default, Inherit Valueis selected for all services below the
| PService node. When selected, the service class or service will inherit monitoring choices from its
parent. If you want to individually enable monitoring choices, select the Set Local Vaue option, and then
select avalue.

m Failure Event Severity (zFailSeverity) - By default, Inherit Value is selected for all services below
the IPService node. When selected, the service class or service will inherit severity level choicesfrom
its parent. If you want to individually select severity levels, select the Set Loca Value option, and then
select avalue.

3 Click Saveto save your choices.

Using the predefined /Server/Scan device class

The predefined /Server/Scan device class is an example configuration for monitoring TCP services on devices
using aport scan. If you have a device that you want to monitor for service availability alone, you can place it
under this device class. The system will not collect performance data for devicesin this class.

Monitoring Windows Services

The Windows Services page (I nfrastructure > Windows Services) has been updated to use the WinService
monitoring template.

Monitoring using ZenCommand
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Zenoss Core has the ability to run Nagios® and Cacti plug-ins though the ZenCommand process. ZenCommand
can run plugins locally and remotely by using a native SSH transport. When run, the system tracks the return
code of each plug-in and then creates events with plug-in output. Additionally, it can track performance
information from a plug-in.
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Figure 60: Running ZenCommand
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Plugin format for ZenCommands

zZenoss

Nagios® plugins are configured by using acommand template.

A template named “Device” will bind to al devices below the template definition. Within each template isa
list of commands that will run. The commands can be any program that follows the Nagios® plug-in standard.
Inputs are command line arguments; output is the first line of stdout, plus areturn code.

Note  Zenoss Core return codes differ from Nagios® return codes, as follows:

Value Zenoss Core Nagios

0 Clear OK

1 Data Source WARNING
2 Data Source+1 CRITICAL
3 Data Source UNKNOWN

For comprehensive information about Nagios® plugins, refer to the Nagios Plugin Development Guidelines.

A Nagios® command has several fields:

name — Specifies the name of the command object.

enabled — Indicates whether this command should be used on a given device.

component — Specifies the component name to use when zencommand sends events to the system.
event class — Specifies the event class to use when sending events to the system.

severity — Sets the default severity to use when sending events to the system.

cycle time — Sets the frequency a command should be run (in seconds).

command template — Specifies the command to run.

The command template string is built by using Zope TALES expressions. Severa variables are passed when
evaluating the template. They are:

zCommandPath — Path to the zencommand plug-ins on a given box it comes from the configuration property
zCommandPath. zCommandPath is automatically added to acommand if a path is absent from the beginning
of the command.

devname — Device name of the device against which the command is being evaluated.
dev — Device abject against which the command is being evaluated.
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m here— Context of evaluation. For adevice, thisis equivalent to dev for acomponent (such as afile system or
interface). Thisis the component object.
compname — If this command eval uates against a component, specifies its name as a string.
now — Current time.

Template values are accessed like shell variables. They are the same as the expression syntax used in the
appendix titled TALES Expressions (in this guide).

Testing ZenCommands

Y ou can test ZenCommand data sources by using the zentest command shell script.

1 Loginto the Control Center host as auser with serviced CLI privileges.
2 Attachtothe zenhub service.

serviced service attach zenhub

3 Changetothe zenoss user.

Su — zZenoss

4 Runthe zentestcommand script.
zentestcommand —-d DevicelID —--datasource=DataSourceName

where DeviceID isthe ID of the device on which you want to run the command, and Dat aSourceName
is the name of a data source on a template associated with the device.

The zentestcommand script prints the results of the command to standard output.

SNMP monitoring
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OID represent the data points where the data for the graphs comes from. Sometimes the reason that agraph is
not appearing is because the OID for the particular graph is not valid for the device. Y ou can test this validity
using the command line to seeif you can return avalue. To test the vaidity of an OID data point giving
performance data:

1 Logintothe Control Center host as auser with serviced CLI privileges.
2 Attachtothe Zenoss.core service.

serviced service attach Zenoss.core

3 Changetothe zenoss user.

Su — zZenoss

4 Run the snmpget command for one of the OIDs

In this case, use the command:
$ snmpget -v 2c -cpublic build .1.3.6.1.4.1.2021.4.14.0

where, build should be avalid server/ip address
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If the OID isvalid it will return avaue.
Here are some basic SNM P commands to gather certain information.

a Walk abasic system MIB.

snmpwalk -v 2c¢ -cpublic <device_name_or_ip_address> system

b Walk an interface description

snmpwalk -v 2c¢ -cpublic <device_name_or_ip_address> ifDescr

c Getasinglevaue.

snmpget -v 2c —-cpublic <device_name_or_ip_address> ifDescr.2

d Detailed description of an OID value.

snmptranslate -Td RFC1213-MIB::ifDescr

e Convert anametoaraw OID.

snmptranslate -On RFC1213-MIB::ifDescr

f Convert araw OID to a short name

snmptranslate -0S .1.3.6.1.2.1.2.2.1.2

Monitoring devices remotely through SSH

Y ou can monitor devices remotely through SSH. Follow the steps in the following sections to set up remote
monitoring.

Changing Zenoss Core to monitor devices remotely using SSH

Y ou must edit system properties for the group where you want to collect remote information using SSH.

1

2

zZenoss

Navigate to the device class path that you want to monitor remotely. Y ou can apply this monitoring for a
device or a device class path.

Change the configuration properties value for the group. After selecting the device class, click Details, and
then select Configuration Properties.

On the Configuration Properties page, change the properties that are listed in the following table.

The table includes sample values set up for remote devices. These have a pre-shared key (with no password)
set up from the collector to the remote boxes. It also can use password authorization if the password is
entered into zZCommandPassword.

Configuration properties Samplevalue

zCollectorPlugins snmp|portscan

zCommandPassword The SSH password for the remote machine.
zCommandPath Thepathto zenplugin.py
zCommandUsername The SSH user name for the remote machine.
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Configuration properties Samplevalue

zSnmpMonitorlgnore True

4 Two passes are required for full modeling. The first pass obtains the platform type (so that the system knows
which pluginsto run). The second pass provides detailed data on interfaces and file systems.

a Loginto the Control Center host as auser with serviced CLI privileges.
b Attachtothe zenmodeler service.

serviced service attach zenmodeler

C Changetothe zenoss user.

Su — zenoss

d Runthe zenmodeler command.

$ zenmodeler run -d DeviceName

where DeviceName is the fully qualified device name.

€ Runthe zenmodeler command a second time to use the plugins the command gathered on the first
pass.

Using the predefined /Server/Cmd device class

The /Server/Cmd device class is an example configuration for modeling and monitoring devices using SSH. The
configuration properties have been modified (as described in the previous sections), and device, file system, and
Ethernet interface templates that gather data over SSH have been created.

Y ou can use this device class as areference for your own configuration; or, if you have a device that needsto
be modeled or monitored via SSH/Command, you can place it under this device class to use the pre-configured
templates and configuration properties. Y ou must set the zCommandUsername and zCommandPassword
properties to the appropriate SSH login information for each device.

Network map

The network map represents your network's layer 3 topology. From the map, you can quickly determine the
status of each device by its highlighted color.

To access the network map, select INFRASTRUCTURE > Network Map.
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Figure 61: Network Map
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Choosing the network to display

The network displayed is configured for each user. From user preferences, modify Network Map Start Object to
select a network, and then click Save.

Viewing device and network details
Double-click a device or network icon in the map to focus on it. Focusing on a node:

m  Centersit on the map
m  Showslinks from the node, based on the number of hops selected

Alternatively, you can type the name or IP address of a device or network in the Selected Device or Network
field, and then click Refresh to focus on that node.

To see detailed information about a device or network, select it in the map, and then click Go to Status Page.

Note  When you select anode, the network map displays only the links that are currently loaded into the
map. It does not download and display new link data.

Loading link data
Toload link data for anode:

1 Double-click the node on the map to focus on it, or enter the device name or IP address in the Selected
Device or Network field.

2 Select the number of hopsto download and display by sliding the counter.
3 Click Refresh.

Filtering by device type
Y ou can filter the devices that appear on the network map. To do this, select afilter from the Device Class

Filter list of options. For example, to show only Linux devices on the map, select /Server/Linux from the list of
options, then click Refresh.
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Adjusting viewable hops

Y ou can adjust the number of hops that appear on the network map. Use the Number of Hops slider, which
adjusts the number of hops from 1 to 4.

Adjusting the network map

Use the Repulsion dlider to expand or contract the icons that appear on the map. Move the slider right to expand
theicons, or left to contract them.

Select the Fit to Window option to bring all displayed iconsinto the viewable area.
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Performance monitoring

Zenoss Core stores device and daemon performance metrics directly in OpenTSDB, atime series database that
runs on top of an HBase instance. Writing directly to OpenTSDB eliminates the need for RRD files to be stored
on the collectors. The following image shows how the collector daemons fit into the data collection portion of
the Zenoss Core architecture.

Figure 62: Data collection simplified architecture
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Zenoss Core uses the following methods to monitor performance metrics of devices and device components:

m  ZenPerfSNMP - Collects data through SNMP from any device that is correctly configured for SNMP
monitoring.
ZenWinPerf - ZenPack that allows performance monitoring of Windows servers.
ZenCommand - Using telnet or ssh, logsin to devices and runs scripts to collect performance data.
Other ZenPacks - Collect additiona performance data. Examples include the ZenIMX ZenPack, which
collects data from enterprise Java applications, and the HttpMonitor ZenPack, which checks the availability
and responsiveness of Web pages.
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Regardless of the monitoring method, the system stores performance monitoring configuration information in
monitoring templates.

Monitoring templates

Monitoring templates determine how the system collects performance data for devices and device components.
Y ou can define monitoring templates for device classes and individual devices.

Templates comprise the following types of objects:

m Data sour ces specify the exact data points to collect and the collection method to use.

m  Thresholds define expected bounds for collected data, and specify eventsto be created if the data does not
match those bounds.

m  Graph definitions describe how to graph the collected data on the device or device components.

Before the system can collect performance data for a device or component, it must use the template binding
process to determine which monitoring templates apply.

Viewing monitoring templates

From the main navigation menu, choose Advanced > Monitoring Templates.

Figure 63: Monitoring template for Load Average graph
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Template binding
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The system determines the list of template names that apply to a device or component. For device components,
thelist is defined by the meta type of the component (for example, FileSystem, CPU, or HardDisk). For devices,
thelist isdefined by the zDeviceTemplates configuration property.

After defining the list, the system locates templates that match the names on the list. For each name, it searches
the device and then searches the device class hierarchy. Zenoss Core uses the lowest template in the hierarchy
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that it can locate with the correct name, ignoring others of the same name that might exist further up the device
class hierarchy.

Editing templates bound to a device

Select the templates that are bound to a device.

A WDN PR

5

From the main navigation menu, choose INFRASTRUCTURE.

From the device list in the | eft pane, choose a device.

Below the device list, click the context-sensitive actions menu and choose Bind Templates.
From the list of available templates, move one or more templates to the selected list.

Figure 64: Bind Templates dialog box
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CANCEL

Click Save.

Data sources

Data sources specify which data points the system collects and how to collect them. Each monitoring template
comprises one or more data sources. The system provides the following built-in data source types. ZenPacks
provide other data source types.

SNM P - Define data to be collected via SNMP by the ZenPerf SNMP daemon. Y ou specify which SNMP
OID to collect. (Many OIDs must end in .0.) Because SNMP data sources specify only one performance
metric, they contain a single data point.

Command - Specify datato be collected by a shell command that is executed on the Zenoss Core server or
on amonitored device. The ZenCommand daemon processes COMMAND data sources. A COMMAND
data source can return one or more performance metrics, and usually has one data point for each metric.

Shell commands that are used with COMMAND data sources must return data that conforms to the Nagios
plug-in output specification. For more information, see Monitoring using ZenCommand on page 92.

Adding a data source to a monitoring template

zZenoss
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From the navigation menu, choose Advanced > Monitoring Templates.

In the tree view, select the monitoring template.

In the Data Sour ces area, click Add.

In the Add Data Sour ce dialog box, enter a name for the data source, select the type, and then click Submit.
Double-click the new data source.

An Edit Data Sour ce dialog box appears, specific to the data source type. For example, the following figure
shows the Edit Data Sour ce dialog box for a COMMAND data source.
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Edit Data Source
Name: Type:

TestCommand COMMAND
Severity:
Enabled everty
Waming
Event Class:
icmd/Fail o Cycle Time (seconds):

300
Parser:

Auto v M Use SSH

Component: Event Key:

Command Template:

Test Against a Device
Device Name:

SAVE CANCEL

6 Enter or select valuesto define the data source.
For example, the COMMAND data source type, Use SSH must be enabled. Otherwise, the commands only
run locally on the collector that is assigned to the device to which the monitoring template is bound. In the
Command Templatefield, enter the command to run. Note that any script that you enter in thisfield isfirst
run through TALES running. Y ou might need to escape certain characters. For more information, see TALES
expressions on page 205.
Data points
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Data sources can return data for one or more performance metrics. Each metric that a data source retrievesis
represented by a data point.

Y ou can define data points for data sources with all source types except SNMP and VMware. Because these
data source types each rely on a single data point for performance metrics, additional data point definition is
unnecessary.

A WN PR

From the navigation menu, choose Advanced > Monitoring Templates.

In the Data Sour ces area, highlight the row that contains the data source.

From the action menu, choose Add Data Point.

In the Add Data Point dialog box, enter a name for the data point, and then click Submit.

Note For COMMAND data points, enter the name that the shell command uses when returning data.

Double-click the new data point and enter information or make selections to defineit:

Name- Displays the name that you entered in the Add a New DataPoint dialog box.
RRD Type - Review the following considerations, and then specify the data source type to use for
storing data for this data point.

Note  Thefollowing considerations apply to COUNTER and DERIVE types:

m In previous releases, the system saved these rate data points by using their raw counters. Beginning
with release 6.1.x, the system stores the actual rate value that is calculated at the collector daemon as
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it collects data. If agraph or API request for a COUNTER or DERIVE data point spans the date of
the upgrade to 6.1.%, the system automatically queries the data correctly.

In graph legends, the minimum and maximum values are the actual calculated rates for the time
period covered by the graph. However, in the graph, as you zoom out, increasing the time frame,
minimum and maximum values are averaged; thus values might be different.

m Instead of COUNTER, you could choose DERIVE and specify a minimum of 0. This approach
creates the same conditions as COUNTER, with one exception. Because COUNTER isa"smart" data
type, it can wrap the data when the system reaches a maximum number of values. If areporting loss
occurs, the system (when looking at COUNTER values) might erroneously wrap the data, thereby
creating an artificial spikein the system and statistical anomalies.

m COUNTER - Savestherate of value change over a step period (interval). COUNTER assumes that
the value is alwaysincreasing (the difference between the current and the previous value is greater
than 0). Example use: Traffic counters on arouter.

m DERIVE - Same as COUNTER, but allows negative values. Example use: To see the rate of change
in free disk space on a server.

m  GAUGE - Does not save the rate of change, but saves the actual value. There are no divisions or
calculations. Example use: To see memory consumption in a server.

m ABSOLUTE - Savestherate of change, but assumes that the previous valueis set to 0. The
difference between the current and the previous value always equals the current value. Thus,
ABSOLUTE stores the current value, divided by the step interval.

m Create Command - Enter an RRD expression that is used to create the database for this data point. If
you do not enter avalue, then the system uses a default that is applicable to most situations.
= RRD Minimum - Enter avalue. This system ignores values | ess than this number.
= RRD Maximum - Enter avalue. This system ignores values greater than this number.
6 Click Save.

Data point aliases

zZenoss

Performance reports pull information from various data points that represent a metric. The report itself knows
which data points it requires, and which modifications are needed, if any, to put the datain its proper units and
format.

The addition of a data point requires changing the report.
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Figure 65: CPU Utilization Report
CPU Utilization Report

Forthe Linux data point:
Divide the total CPU idle percentage
by the number of cares, and subtract
from 100.

For the Windows data point:
Report the CPU utilization unmodified.

Adding ESX requires adding another
rule ta fetch it and divide the value by
100, because the utilization is reported
on a scale from 0 to 10000.

:

Device Utilization
linux_example.com 20%
windows_example.com 34%

Total CPU idle = 320%

CPU utilization = 34%

linuwx example.com
(Linux with 4 cores)

windows example.com
{(Windows)

CPU utilization = 4322

Y

esx.example.com
(ESX via VI SDK)

To alow for more flexibility in changes, some reports use data point aliases. Data point aliases group data
points so they can be more easily used for reporting. In addition, if the data points return data in different units,

then the plugin can normalize that datainto a common unit.

An alias-based report looks up the data points that share a common alias string, and then uses them. This

approach alows you to add data points without changing the report.

Figure 66: Alias-based CPU Utilization Report

CPU Utilization Report (using aliases)

Get values for all data points with the
cpu_pct alias.

Adding ESX to the report is now just

a matter of applying the alias
cpu_pct with a formula for dividing

by 100.

Device Utilization
linux example.com 20%
windows.example.com 34%

Total CPU idle = 320%

alias:

formula: divide idle by number of CPUs
and subtract from 100.

linux.example.com
(Linux)

CPU utilization = 34%

|

alias:

formula: none

windows_example.com
(Windows)

CPU utilization = 4322

X

esx example.com
(ESX via VI SDK)
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In the simplest cases, data from the target data points are returned in units expected by areport. For casesin
which data are not returned in the same units, an alias can use an associated formula at the data point. For
example, if adata point returns datain kilobytes, but the report expects data in bytes, then the formula multiplies
the value by 1024.

Alias formula evaluation
The system evaluates the alias formulain three passes.
Reverse polish notation

When complete, the alias formula must resolve to a Reverse Polish Notation (RPN) formula. For the smple
conversion of kilobytesinto bytes, the formulais:

1024, *

For more information about RPN formulas, refer to the documentation.
Using TALES expressions in alias formulas

For casesin which contextual information is needed, the alias formula can contain a TALES expression that
has access to the device as context (Iabeled as "here"). The result of the TALES evaluation should be an RRD
formula.

For example, if the desired value is the data point value divided by total memory, the formulais:

S{here/hw/totalMemory}, /

For more information about TALES, see TALES expressions on page 205.
Using Python in alias formulas

Y ou aso can embed full Python codein an alias formulafor execution. The code must construct a string that
resultsin avalid RRD formula. To signal the system to evaluate the formula correctly, it must begin with:

_ EVAL:
Using the same example as in the previous section (division by total memory), the formulais:

__EVAL:here.hw.totalMemory + “,/”

Adding a data point alias
To add an aliasto adata point:
1 Navigate to adata source on a monitoring template.

2 Double-click adatapoint in the list to edit it. The Edit Data Point dialog appears.
3 Enter the alias name and the formula.

Note If the data point returns values in the preferred units, then leave the Formula value blank.
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Figure 67: Add data point alias
Alias:

D

memAval__megabyte | 1024,%,1024,* DELETE

ADD

CANCEL

4 Click Save.

Reports that use aliases
For information about reports that use aliases, refer to the chapter titled "Reporting.”

The following table shows performance reports that use aliases, and the aliases used. To add data pointsto a
report, add the alias, and then ensure the values return in the expected units.

CPU utilization

Alias Expected units

loadAveragebmin Processes

cpu_pct Percent
Thresholds

Thresholds define expected bounds for data points. When the value returned by a data point violates a threshold,
the system creates an event. There are several threshold types available:

MinMax
VaueChange
CiscoStatus
PredictiveThreshold

There are many thresholds already defined in the system. Y ou can see all the defined thresholds in the Defined
Thresholds report which can be accessed on the REPORTS > Enter prise Reports menu.

The following sections describe each type of threshold and how to create a new one and edit an existing one.

Additional threshold types may be provided through installed ZenPacks.

MinMax threshold

MinMax thresholds inspect incoming data to determine whether it exceeds a given maximum or falls below a
given minimum. Y ou can use a MinMax threshold to check for these scenarios:

m  Thecurrent valueislessthan a minimum value. To do this, you should set only a minimum value for the
threshold. Any value less than this number results in creation of athreshold event.

m  Thecurrent valueis greater than a maximum value. To do this, you should set only a maximum value for
the threshold. Any value greater than this number resultsin creation of athreshold event.

m  Thecurrent valueis not a single, pre-defined number. To do this, you should set the minimum and
maximum values for the threshold to the same value. Thiswill be the only "good" number. If the returned
valueis not this number, then a threshold event is created.
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The current value falls outside a pre-defined range. To do this, you should set the minimum value to the
lowest value within the good range, and the maximum value to the highest value within the good range. If
the returned value is less than the minimum, or greater than the maximum, then athreshold event is created.
The current value falls within a pre-defined range. To do this, you should set the minimum value to the
highest value within the bad range, and the maximum value to the lowest value within the bad range. If the
returned value is greater than the maximum, and less than the minimum, then athreshold event is created.

ValueChange threshold

VaueChange threshol ds inspect incoming data to determine whether a status change has occurred and if so
issues an event based on the defined severity.

Adding thresholds
To define athreshold for a data point:

1
2

N

From the Navigation menu, select ADVANCED > Monitoring Templates.

Click on the template that contains the data point you want to use in your threshold. The Data Sources
window is populated with folders containing all the data points being collected.

Select the data point by opening the appropriate folder in the data source and clicking on the data point row.
In the Thresholds area, click the Add icon. The Add Threshold dialog box appears.

Enter a name and select the threshold type, then click Add. The threshold name and type is displayed in the
Thresholds window.

Editing MinMax thresholds

The threshold must be created by the Add Threshold functionality or already be defined in the system before
you can edit it.

zZenoss

To edit aMinMax threshold:

1

Double-click the threshold in the list. The Edit Threshold dialog box appears.
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Figure 68: Edit Threshold
Edit Threshold

High Utilization Rx

Description:

MinMaxThreshold
Explanation:

Resolution:

DataPoints:

fcEm3tals_creRx fc3tais_bytesRx
fcErrSiats_discarcRx

fcEmSiats_discardTx

fcErrSiats_linkF ailures
fcEmSiais_mx
fcEmstats_signallosses
fcEmSiais_synclLosses
fcEm3iais_fooLongRx
fcErrSiats_tooShoriRx
fcEmSiais_ix

fcStats_bytesTx
fcSiats_packeisRx
fc3tais_packesTx

Warning

B Enabled
Minimum Value:

Maximum Walue:
(here linkSpeedor 1e10) /6 * &

Event Class:
Perfiinterface

Escalate Count:

0

Enter or select values to define the threshold:

Name- Displays the value for the ID you entered on the Add a New Threshold dialog.

Description- Description of the threshold that you entered on the Add a New Threshold dialog. The
description isincluded in each event that is created from this threshold.

Type- Type of threshold that you selected. Y ou cannot change the type of threshold. If you want a
different type of threshold, you need to create a new one and assign the correct type.

Explanation- Information field where a user can enter information about what the event means. This
field isincluded in each event that is created from this threshold

Resolution- Information field where a user can enter information about what to do to resolve the event.
Thisfield isincluded in each event that is created from this threshold.

Data Points- Select one or more data points to which this threshold will apply and click the right-arrow
button to move them to the selected column.

Severity- Select the severity level of the first event triggered when this threshold is breached.
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Enabled- Select the check box to enable the threshold, or clear the check box to disableit.

Minimum Value- If thisfield contains a value, then each time one of the select data points falls below
this value an event is triggered. This field may contain anumber or a Python expression. When using
a Python expression, the variable here references the device or component for which datais being
collected. For example, a 90% threshold might be specified as:

(here.linkSpeed or 1e10) /8 * .9

The division by 8 is needed because interface speed frequently is reported in bits/second, where the
performance datais bytes/second.

= Maximum Value- If thisfield contains a value, then each time one of the selected data points goes
above this value an event istriggered. Thisfield may contain a number or a Python expression.
Event Class- Select the event class of the event that will be triggered when this threshold is breached.
Escalate Count- Enter the number of consecutive times this threshold can be broken before the event
severity is escalated by one step. A value of zero (0) indicates that the severity will not escalate.

3 Click Saveto confirm the edits.

Editing ValueChange thresholds

The threshold must be created by the Add Threshold functionality or already be defined in the system before
you can edit it.

To edit a ValueChange threshold:

1 Double-click the threshold in the list. The Edit Threshold dialog box appears.

Figure 69: Edit Threshold
Edit Threshold

Name:

Type:

ValueChange Threshold

DataPoints:
ifinErmars_ifinErrars
ifinOcieis_ifinOctets
ifinlcasiPackets_iflnUcasiPackets
ifQutErmars_ifOQuiErmors
ifOutOctets_ifOutOcieis
ifOutUcastPackets_fOuilcastPackets

ifOperStatus_ifOperStatus

[« <+

Severity:
Info

Enabled
Event Class:

[Status/Perf 2

SAVE CANCEL

2 Enter or select values to define the threshold:

m  Name- Displaysthe value for the ID you entered on the Add a New Threshold dialog.

m  Type Type of threshold that you selected. Y ou cannot change the type of threshold. If you want a
different type of threshold, you need to create a new one and assign the correct type.
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Data Points- Select one or more data points to which this threshold will apply and click the right-
arrow button to move them to the selected column. When the data point changes status, an event will be
triggered.

Severity- Select the severity level of thefirst event triggered when this threshold is breached.

Enabled- Select the check box to enable the threshold, or clear the check box to disableit.

Event Class- Select the event class of the event that will be triggered when this threshold is breached.

3 Click Saveto confirm the edits.

Performance graphs

Y ou can include any data point or threshold from a monitoring template in a performance graph. Graphs
rendered using the NVD3.js JavaScript library.

a b~ WDN P

From the navigation menu, choose ADVANCED > Monitoring Templates.

In the left column, select the monitoring template in which you want to create a graph.

In the Graph Definitions area, click Add.

In the Add Graph Definition dialog box, enter a name for the graph, and then click Submit.
Double-click the new graph name and enter information or select values to define the graph:

Name - Optionally edit the name of the graph. This name appears as the title of the graph.

Height - Enter the height of the graph in pixels.

Units - Enter alabel for the graph’s vertical axis.

L ogarithmic Scale - Activate the check box to specify that the scale of the vertical axisislogarithmic.
Deactivate the check box (the default) to set the scale to linear. Example use: Use Logarithmic Scale if
the data being graphed grows exponentially. Only positive data can be graphed logarithmically.

Base 1024 - Activate the check box if the data that you are graphing is measured in multiples of 1024.
Min 'Y - Enter the bottom value for the graph's vertical axis.

Max Y - Enter the top value for the graph's vertical axis.

Description - Enter a description of the graph.

Has Summary - Activate the check box (default) to display a summary of the data's current, average,
and maximum values at the bottom of the graph.

6 Click Submit.

Graph points
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Graph points represent each data point or threshold that is part of agraph. Y ou can add any number of graph
points to a graph definition by adding data points or thresholds.

From the Graph Definitions area of the Monitoring Templates page:

1
2
3

From the Action menu, select Manage Graph Points. The Manage Graph Points dialog box appears.
From the Add menu, add a data point, threshold, or custom graph point.
Select values, and then click Submit.

Note  Thresholds are always drawn before other graph points.

Re-sequencing graph points

To re-sequence graph points, drag a graph point row in the Manage Graph Points dia og box. (Click-and-drag
from an "empty" part of the row.)
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DataPoint graph points

DataPoint graph points draw the value of data points from the template on a graph.

Adding DataPoint graph points
To define a DataPoint graph point:

1

4

From the Add menu on the Manage Graph Points dialog, select Data Point. The Add Data Point dialog box
appesars.

Select one or more data points defined in this template. On data point graph point is created for each data
point you select from the list.

Optional: Select the Include Related Thresholds option. If selected, then any graph points are created for
any thresholds that have been applied to the selected data points as well.

Click Submit.

Editing DataPoint graph points

Double-click the name of the graph point to go to its edit page. Enter information or select values to edit the
graph point:

Name - Thisis the name that appears on the Graph Definition page. By default, it appearsin the graph
legend.

Line Type - Select Lineto graph the dataas aline. Select Areato fill the area between the line and the
horizontal axis with the line color. Select None to use this data point for custom RRD commands and do not
want it to be explicitly drawn.

Line Width - Enter the pixel width of the line.

Stacked - If selected, then the line or areais drawn above the previously drawn data. At any point in time
on the graph, the value plotted for this data is the sum of the previously drawn data and the value of this data
point now. You might set this value, for example, to assess total packets if measuring packets in and packets
out.

Format - Specify the RRD format to use when displaying valuesin the graph summary. For more
information about formatting strings, refer to its documentation.

RPN - Optionally enter an RPN expression that alters the value of the data being graphed for the data point.
For example, if the data is stored as bits, but you want to graph it as bytes, enter an RPN value of "8,/" to
divide by 8. For more information about RPN notation, refer to the RRDTool RPN tutorial.

Limit - Optionally specify a maximum value for the data being graphed.

Consolidation - Specify the RRD function used to graph the data point's data to the size of the graph. Most
of the time, the default value of AVERAGE is appropriate.

Color - Optionally specify acolor for the line or area. Enter a six-digit hexadecimal color value with an
optional two-digit hex value to specify an alpha channel. An alpha channel valueisonly used if 'stacked' is
True.

Legend - Name to use for the data in the graph legend. By default, thisisa TALES expression that specifies
the graph point name. The variables available in this TALES expression are here (the device or component
being graphed) and graphPoint (the graph point itself).

Available RRD Variables - Lists the RRD variables defined in this graph definition. These values can be
used in the RPN field.

Editing threshold graph points

Threshold graph points graph the value of thresholds from the template.

To edit athreshold graph point, double-click it in the list.
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Y ou can edit values for Name, Color, and Legend for a threshold graph point. For more information, refer to the
definitions in Editing DataPoint graph points on page 111.

Performance data retention

Zenoss Core stores all performance data (a.k.a., metrics) in HBase using OpenT SDB. The default retention
policy saves performance data for 90 days. To change the default, the timeto live (TTL) must be adjusted on the
OpenTSDB column familiesin HBase.

Note  TTL isdefined in seconds.

Oncea TTL valueis changed, the data retention will adjust on the next major HBase compaction, which by
default is once per day.

Changing the performance data retention time
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To change the performance data retention time from the default value of 90 days:

1 Logintothe Control Center master host as a user with sudo and docker privileges.
2 Stop the openTSDB writer service.

serviced service stop opentsdb/writer

3 Execute the following command to list all the services and their SERVICEID values. Take note of the
SERVICEID for the openTSDB reader service. It will be used as an argument in the following step.

serviced service list

4 Execute the following command, where $1id is the openTSDB reader SERVICEID and $tt1 isyour TTL
value, in seconds.

serviced service shell $id /opt/opentsdb/set-opentsdb-table-ttl.sh
S$ttl

5 Start the openTSDB writer service.

serviced service start opentsdb/writer
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Event management

Events, and the graphs generated from performance monitoring, are the primary operational tools for
understanding the state of your environment.

Basic event fields

To enter the event management system, an event must contain values for the device, severity, and summary
fields. Zenoss Core rejects events that are missing any of thesefields.

Basic event fields are as follows:

Summary
Device
Component
Severity

Event Class Key
Event Class
Collector

Device field

The device field isafree-form text field that allows up to 255 characters. Zenoss Core accepts any value for this
field. If the device field contains an | P address or a hosthame, then the system will automatically identify and
add the event to the corresponding device.

Zenoss Core automatically adds information to incoming events that match a device. Fields added are;

prodState - Specifies the device's current production state.

L ocation - Specifiesthe location (if any) to which the device is assigned.
DeviceClass - Classifiesthe device.

DeviceGroups - Specifies the groups (if any) to which the device is assigned.
Systems - Systems (if any) to which the device is assigned.

DevicePriority- Priority assigned to the device.

For more information about these fields, refer to the following chapters:

= Production states and maintenance windows on page 136
m  Organizers and path navigation on page 140
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Status field

The Status field defines the current state of an event. Thisfield is often updated after an event has been created.

Valuesfor this numeric field are 0-6, defined as follows:

Number Name Description

0 New State given to an event when it isinitially created in
the system.

1 Acknowledged State given to an event when a user has acknowledged
the event.

2 Suppressed State given to an event that has been suppressed via an
event transform.

3 Closed State given to an event that was closed as the result of
auser action.

4 Cleared State given to an event that was cleared by a
corresponding clear event.

5 Dropped State given to an event that was dropped via an event
transform. These events are never persisted by the
system.

6 Aged State given to an event that was automatically closed

by the system according to the severity and last seen
time of the event.

Severity field

The Severity field defines the severity of the event. Vaues for this numeric field are 0-5, defined as follows:

Number Name Color
0 Clear Green
1 Debug Grey

2 Info Blue

3 Warning Yellow
4 Error Orange
5 Critical Red

Summary and message fields
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The summary and message fields are free-form text fields. The summary field allows up to 255 characters. The
message field allows up to 4096 characters. These fields usually contain similar data.

The system handles these fields differently, depending on whether one or both are present on an incoming event:

If only summary is present, then the system copies its contents into message and truncates summary contents

to 128 characters.

If only message is present, then the system copies its contents into summary and truncates summary contents

to 128 characters.
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= |f summary and message are both present, then the system truncates summary contents to 128 characters.

Asaresult, datalossis possible only if the message or summary content exceeds 65535 characters, or if both
fields are present and the summary content exceeds 128 characters.

To ensure that enough detail can be contained within the 128-character summary field limit, avoid reproducing
information in the summary that exists on other fields (such as device, component, or severity).

Other fields

Eventsinclude numerous other standard fields. Some control how an event is mapped and correlated; others
provide information about the event.

The following table lists additional event fields.

Field Description

dedupid Dynamically generated fingerprint that allows the system to perform de-duplication
on repeating events that share similar characteristics.

component Free-form text field (maximum 255 characters) that allows additional context to be
given to events (for example, the interface name for an interface threshold event).

eventClass Name of the event class into which this event has been created or mapped.

eventKey Free-form text field (maximum 128 characters) that allows another specificity key to
be used to drive the de-duplication and auto-clearing correlation process.

eventClassKey Free-form text field (maximum 128 characters) that is used asthefirst step in
mapping an unknown event into an event class.

eventGroup Free-form text field (maximum 64 characters) that can be used to group similar types
of events. Thisis primarily an extension point for customization. Currently not used
in a standard system.

stateChange Last time that any information about the event changed.

firstTime First time that the event occurred.

lastTime Most recent time that the event occurred.

count Number of occurrences of the event between the firstTime and lastTime.

prodState Production state of the device, updated when an event occurs. Thisvalue is not
changed when a device's production state is changed; it always reflects the state when
the event was received by the system.

agent Typically the name of the daemon that generated the event. For example, an SNMP
threshold event will have zenperfsnmp as its agent.

DeviceClass Device class of the device that the event isrelated to.

Location Location of the device that the event isrelated to.

Systems Pipe-delimited list of systemsthat the device is contained within.

DeviceGroups

Pipe-delimited list of systemsthat the device is contained within.

facility Only present on events coming from syslog. The syslog facility.
priority Only present on events coming from syslog. The syslog priority.
ntevid Only present on events coming from Windows event log. The NT Event ID.
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Field Description

ownerid Name of the user who acknowledged this event.

clearid Only present on eventsin the archive that were auto-cleared. The evid of the event
that cleared this one.

DevicePriority Priority of the device that the event is related to.

eventClassM apping If this event was matched by one of the configured event class mappings, contains the
name of that mapping rule.

monitor In adistributed setup, contains the name of the collector from which the event
originated.

Details

In addition to the standard fields, the system also allows events to add an arbitrary number of additional name/
value pairs to events to give them more context.

De-duplication
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Zenoss Core uses an event "de-duplication” feature, based on the concept of an event's fingerprint. Within the
system, thisfingerprint is the "dedupid.” All of the standard events that the system creates as aresult of its
polling activities are de-duplicated, with no setup required. However, you can apply de-duplicating to events
that arrive from other sources, such as syslog, SNMP traps, or a Windows event log.

The most important de-duplication concept is the fingerprint. An event's fingerprint (or dedupid) is composed of
apipe-delimited string that contains these event fields:

device

component (can be blank)

eventClass

eventKey (can be blank)

severity

summary (omitted from the dedupid if eventKey is non-blank)

When the component and eventKey fields are blank, a dedupid appears similar to:
www.example.com| | /Status/Web| |4 |WebTx check failed

When the component and eventKey fields are present, a dedupid appears similar to:

routerl.example.com|FastEthernet0/1|/Perf/Interface|threshName

When anew event is received by the system, the dedupid is constructed. If it matches the dedupid for any
active event, the existing event is updated with properties of the new event occurrence and the event's count is
incremented by one, and the lastTime field is updated to be the created time of the new event occurrence. If it
does not match the dedupid of any active events, then it is inserted into the active event table with a count of 1,
and the firstTime and lastTime fields are set to the created time of the new event.

The following illustration depicts a de-duplication scenario in which an identical event occurs three times,
followed by one that is different in a single aspect of the dedupid fingerprint.
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Figure 70: Event de-duplication

Event dedupid count
device: routert
Warning eventClass: /Pert/GPU
Threshold eventkey: cpuThresh router1ll/PerflCPUlcpuThreshold|3 i
severity: 3
T'u::}r:;r;?d routerill/Perf/{CPUlcpuThreshold]3 2
Warning
Threshold router1ll/PerffCPUlcpuThresholdI3 3
device: router1
Thresneld e e | routertiliPeriCPUIcpuThresholdl4 1
severity: 4

If you want to change the way de-duplication behaves, you can use an event transform to alter one of the fields
used to build the dedupid. Y ou aso can use atransform to directly modify the dedupid field, for more powerful
cross-device event de-duplication.

Auto-clear correlation

The auto-clearing feature is similar to the de-duplication feature. It also is based on the event's fingerprint.
The difference is which event fields make up the fingerprint, and what happens when a new event matches an
existing event's fingerprint.

All of the standard events created as aresult of polling activities do auto-clearing by themselves. Aswith de-
duplication, you would invoke auto-clearing manually only to handle events that come from other sources, such
as syslog, a Windows event log, or SNMP traps.

If acomponent has been identified for the event, then the auto-clear fingerprint consists of these fields:
m |f component UUID exists:

m component UUID
m eventClass (including zEventClearClasses from event class configuration properties)
m eventKey (can be blank)

m |f component UUID does not exist:

device

component (can be blank)

eventKey (can be blank)

eventClass (including zEventClearClasses from event class configuration properties)

When anew event comes into the system with a special 0 (Clear) severity, Zenoss Core checks all active events
to seeif they match the auto-clear fingerprint of the new event. All active events that match the auto-clear
fingerprint are updated with a Cleared state, and the clearid field is set to the UUID of the clear event. After a
configurable period of time, all eventsin a closed state (Closed, Cleared, and Aged) are moved from the active
events table to the event archive.

If an event is cleared by the clear event, it is also inserted into the active events table with a status of Closed;
otherwise, it isdropped. Thisis done to prevent extraneous clear messages from filling your events database.
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The following illustration depicts a standard ping down event and its associated clear event.

Figure 71: Event auto-clear

evid: a®8bT6Ecs4...
device: routerd
eventClass: /Status/Ping
severity: Critical

eventState: New

evid: f12e34d56... )
device: router evid: a98bT6ch4...
eventClass: /Status/Ping

severity: Clear évenlState: Cleared
eventState: New clearid: f12e34d56...

evid: 112234d56...

eventState: Closed

If you need to manually invoke the auto-clearing correlation system, you can use an event transform to make
sure that the clear event hasthe O (Clear) severity set. Y ou also need to ensure that the device, component, and
eventClass fields match the events you intend to clear.

Note  To prevent inadvertently clearing awider range of events than intend, avoid making clear events too
generic.

Event consoles

Zenoss Core features multiple event consoles that allow you to view and manage events. Each console shows
different events subsets, depending on your current context.

Event consoles are:

m  Master- To access this console, click Events on the Navigation menu. Y ou can view all events from this
console.

m  Contextual- Contextual event consoles are found throughout the system. Each time you see an Events
selection for a device, device organizer, component, or event class, you can view event information that has
been automatically filtered to show events specific to the current context.

Master event console

The master event console is Zenoss Core's central nervous system, enabling you to view and manage events. It
displays the repository of all events that have been collected.

Figure 72: Event Console

Event Gonsole Page Tips
vlolalva@[+] Lo 20153728 1955453 (cacnea) (© e < rcions - [ conmanes -
Staius  Severity ~ Resouce  Component EventClass Summary FrstSeen LastSeen Count
R F— =] =]
[ I Fan 3/412 Fan 2 inFan Module 1-4 under chassis 3 speed: lower-non-recoverable 2015-07-29 08:44:33 am  2015-07-20 10:29:40 am 3
[ TS extpol_req_clients_client... UCS Domain ucs1-faba is re gistered with UCS Central without a valid license. 2015-07-29 08:44:33 am 2015-07-29 10:29:40 am 4
O  ucsl Fan Module 3/4 Fan 2 in Fan Module 1-4 under chassis 3 speed: lower-non-recoverable 2015-07-29 08:45:41 am 2015-07-29 08:45:41 am 1
ues1 fabric_san_A_phys-fcoes... FCoE uplink port 1/8 is down 2015-07.29 08:44:33 am  2015-07-29 10:29:40 am 4
1 Fan 31412 Fan 2 inFan Module 1-d under chassis 3 operability: inoperable 2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 3
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Customizing the event console

Y ou can add or delete data columns to customize your event console view. The order of the selected column
names determines the left-to-right display on the Event Console.

1 Navigateto Events> Event Console.
2 Click the Configure button and select Adjust columns from the drop-down list.

The Column Configuration window appears.

Figure 73: Event Console Column Configuration

Column Configuration

Available
Agent Status
Cleared by Event ID Severity
Collector Resource
Device Class Companent
Device Priority Event Class
Event Class Key Summary
Event Class Mapping First Seen
Event Group Lasi Seen
Ewvent ID Count
Event Key
Fingerprint
Groups
P Address
Location
Messzage
NT Event Code
Owner
Production State
State Change
Syslog Facility

[« <l -+ )

Syslog Priority
Systams

SUBMIT CANCEL

3 To select acolumn, double-click the name in the Available list to move it to the Selected list.
4 Inthe Selected ligt, to re-order the columns, use the arrow keys.
5 Click Submit.

Selecting events
To select one or more eventsin the event console, you can:

m Click arow to select asingle event
m  Ctrl-click rows to select multiple events, or Shift-click to select arange of events

Sorting and filtering events

Y ou can sort and filter events by any column that appears in the master event console.
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To sort events, click a column header. Clicking the header toggles between ascending and descending sort
order. Alternatively, hover over a column header to display its control, and then select Sort Ascending or Sort
Descending.

Filter options appear below each column header.

Figure 74: Event Console filter options

Event Console Page Tips
@@@E}\ Lastupdated at 2015-07-28 10:57:48 am (America/Chicago) IG Refresh v] Actions ~ I Commands ~
Status  Severity ~ Resource  Component Event Class Summary FistSeen LastSeen Count
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¥ Acknowledged  ies1 extpol_reg_clients_client... UCS Domain ucs1-faba is registered with UCS Central without a valid lice nse. 2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 4

Suppressed xs1 Fan Module 34 Fan 2 in Fan Module 1-4 under chassis 3 speed: lower-non-recoverable 2015-07-29 08:45:41 an 2015-07-29 08:45:41am 1

[ xs1 fabric_san_A_phys-fcoes... FCoE uplink port 1/8 is down 2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 4

e xs1 Fan 2 in Fan Module 1-4 under chassis 3 operability: inoperable 2015-07-29 08:44:33 am  2015-07-29 10:29:40 am 3
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[ Jes1 Fabric FC SAN Port Chan... san Member 1127 of Port-Channel 5 on fabric interconnect A is down, membership:... 2015-07-29 08:46:12am  2015-07-29 10:29:40 am 4

Y ou can filter the events that appear in the list in several ways, depending on the field type. Date fields (such as
First Seen and Last Seen) allow you to enter avalue or use a date selection tool to limit the list. For other fields,
such as Device, Component, and Event Class, enter amatch valueto limit the list.

The Count field allows you to filter the list when compared to avalue. To search on count:

N- Displays events with a count equal to N.

:N- displays events with a count less than or equal to N.

M:N- Displays events with a count between M and N (inclusive).
M:- Displays events with a count greater than or equal to M.

To clear filters, select Configure > Clear filters.
Working with live search

By default, the system uses a"live search" feature to help you locate information. From the event console, you
can search for information by:

m Device (name) and Component - Device name and Component searches:

Are case-insensitive.
Are tokenized on whitespace (meaning that any searches that span whitespace and do not start with a
complete token will return no results).
m |f quoted, return only exact matches.
m  Summary - Summary searches:

m  Arecase-insensitive.
= Aretokenized on whitespace (meaning that any searches that span whitespace and do not start with a
complete token will return no results).
m Event class - Event class searches:

Are case-insensitive.

Aretokenized on/ (dash). If the search begins with a slash, and ends with a slash or asterisk, then event
classes are searched by using a"starts with" approach. If a search starts with a slash and ends with any
other character, then event classes are searched by using an exact match for the event class. If a search
does not begin with adlash, then event classes are searched by using a sub-string match on each event
class.

m [P Address- IP address searches (for IPv4 and IPv6 values):
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m  Aretokenized by . (period) and : (colon). For example, the following searches would return aresult of
129.168.1.100:

168

168.1

129.16*
m *29

m Timefields

m  First Seen - Thisis aways the time of the first occurrence of the event and does not change.
m Last Seen - Thisisthe most recent occurrence of the event, and is updated each time the event occurs.

m State Change - Thisisthe time that the event state was modified, most commonly when the event is
closed.

Entering a datetime in one of these filters formatted as YYYY-MM-DD HH:MM: SS displays events that have
atimestamp that is equal to, or newer than the input datetime. Note that while the input field accepts a 24-
hour format, the system displaysit in 12-hour format by default (using am/pm).

Additionally you can also configure atime range to display events by using the following format 'start
datetime TO end datetime’: "YYYY-MM-DD HH:MM:SS TO YYYY-MM-DD HH:MM:SS".Anexample
might look like: "2017-07-21 12:00:00 TO 2017-07-22 12:00:00". Thiswould include all
events that the timestamp occurred within a 24 hour period between 12:00:00 on July 21st through 12:00:00
on July 22nd.

With live search enabled (the default behavior), the system filters available information immediately. It presents
increasingly refined information with each character you type in the search window. When disabled, search
responds only after you enter one or more characters and then press Enter.

Saving an event console view

Save a custom event console view by bookmarking it for quick access.

1 Select Configure > Save this configuration.
2 Inthedialog box, select the link, and then drag it to the bookmarks area of the browser window.

Figure 75: Saving a custom view (bookmark)

Save Configuration

Drag this link to your bookmark bar
1o return to this configuration later.

The browser adds alink to the bookmarks list.
3 Change thetitle of the bookmark to distinguish this event console view.

Refreshing the view

Y ou can refresh the list of events manually or specify that they refresh automatically. To manually refresh
the view, click Refresh. Y ou can manually refresh at any time, even if you have an automatic refresh interval
specified.

To set up automatic refresh, select one of the time increments from the Refresh list.
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Figure 76: Automatic refresh selections
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Viewing event details

You can view details for any event in the system.

1 Toview details, double-click an event row.

Figure 77: Event details

v .~ Server 4/6 (service profile: ) has I )
Openin
Resource: 10.87.207.89 new

Component: chassis-4/blade-6 | window
Event Class: /CiscolJCS/Fault
Status: New
Message: Server 4/6 (service profile: ) has ins
number of DIMMs, CPUs and/or ad

Event Management..

Device State..
Event Data...

Event Details...

2 Todisplay the event information in a new window, click the pop-out icon.

3 To see more information about the event, click the link for Event M anagement, Device State, Event Data,

or Event Details.

4 Inthelog area, enter information about the event, and then click Add.

Acknowledging events

Y ou may want to mark an event as "acknowledged" to indicate, for example, that you have taken action to

remedy a problem. To mark events as acknowledged:

1 Select one or more events in the event console view.

2 Click the Acknowledge Eventsicon. A check mark appears for each acknowledged event.

Returning events to new status

Returning a previously acknowledged event to "new" status revokes its "acknowledged" status.

1 Select one or more eventsin the event console view.
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2 Click the Unacknowledge Eventsicon. A check mark no longer appearsin the event row, and the event is
returned to "new" status.

Classifying events
Classifying events lets you associate events shown as /Unknown with a specific event class. To classify an

unknown event, an event class key must be specified for the event.

1 Select one or more /Unknown eventsin the event console view.

Y ou can aso classify events from the event archive.
2 Click the Reclassify an Event icon. The Classify Events dialog appears.
3 Select an event class from the list of options, and then click Submit.

Closing events

When you no longer want to actively monitor an event (after you acknowledge it, for example), you can specify
to close the event and move it to the event archive according to a configured event archive interval. To do this:

1 Select one or more events in the event console view.
2 Click the Close Eventsicon.
The selected events are closed and moved to the archive at the specified interval.

To view eventsin the event archive, select EVENTS > Event Archive.

Note  Userswith no assigned role can view all eventsin the archive.

3 Click the Refresh icon to update the event list.
The closed events are removed from the display in the event console view.
Reopening events
Y ou can reopen events in the active event console that are in the Closed, Cleared, or Aged state.

Y ou cannot re-open a closed event if another active event with the same fingerprint exists. Before you can re-
open the closed event, you must close the new event.

1 Select one or more Closed, Cleared, or Aged events.
2 Click the Reopen Eventsicon. The selected events are returned to active status.

Exporting event data

Y ou can export data from the event console to a comma-separated value (. csv) or XML file. Y ou can select
individual events (to export only those events), or make no selections (to export all events that match the current
filter criteria).

1 Select one or more events.
2 Select Export > CSV or Export > XML . By default, the exported fileis named events . Extension.

Creating events

To create events from the event console, click the Add an Event icon.

For more information about manual event creation, see Creating events manually on page 124.

Event sources

zZenoss

Events enter the system as follows:
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Generated events are created as aresult of active polling.
Captured events are transmitted by external actionsinto the system.

Generated events

The following standard daemons are responsible for generating events. They automatically perform appropriate
de-duplication and auto-clearing.

zenping - Ping up/down events

zenstatus - TCP port up/down events

zenperfsnmp - SNMP agent up/down events, threshold events
zencommand - Generic status events, threshold events
zenprocess - Process up/down events, threshold events
zenwin - Windows service up/down events

Captured events

Captured events are those events that the system does not specifically know will occur in advance. De-
duplication is performed on these events, but might require tuning. By default, no auto-clearing is done on
captured events. Event transforms must be used to create the auto-clear correlations.

The following standard daemons are responsible for collecting captured events:

zensysog- Events created from syslog messages.
zentrap- Events created from SNMP traps and informs.

ZenPacks that you install might include their own daemons.

Creating events manually

Y ou can manually create events. Though not required for normal system operation, creating eventsis useful
when you have created mappings and transforms and need to test them.

Creating events in the browser interface

124

1
2

Navigate to Events, and then click the Add an Event icon.
In the Create Event dialog box, complete the event fields, and then click SUBMIT.

Figure 78: Create Event dialog box

Create Event
Summary:

Device:

Component:

Severity: Critical

Event Class Key:

Event Class:

Collector: localhost

SUBMIT CANCEL
Required fields: Summary, Device, Severity, and Collector.

Event class mappings are applied only for events that do not already have an event class.
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Creating events from the command line interface

To send events from the command line, use the zensendevent command.

Common options include:

B -d DEVICE, --device=DEVICE

® i TPADDRESS, —-—-ipAddress=IPADDRESS

B -y EVENTKEY, —--eventkey=EVENTKEY

® -—p COMPONENT, —--component=COMPONENT

B -k EVENTCLASSKEY, —--eventclasskey=EVENTCLASSKEY
® -0 OTHER, —--other=0THER

B -3 SEVERITY, —--severity=SEVERITY

B —c EVENTCLASS, -—-eventclass=EVENTCLASS

B —f INPUT_FILE, —--file=INPUT_FILE

1 Logintothe Control Center host as a user with serviced CLI privileges.
2 Attachtothe zenhub service.

serviced service attach zenhub

3 Changetothe zenoss User.

Su — zenoss

4 Runthe zensendevent command.
zensendevent Options "Event_Summary Text"

Example: Simulate a ping down event

The following example shows how to use the zensendevent script to simulate a ping down event:

zensendevent -d routerl.example.com -s Critical -c /Status/Ping "Router
down"

Event classes

Event classes are a simple organizational structure for the different types of eventsthat the system generates and
receives. This organization is useful for driving alerting and reporting. Y ou can, for example, create an aerting
rule that sends you an email or pages you when the availability of aWeb site or page is affected by filtering on
the /Status/Web event class.

Following is a subset of the default event classes. Y ou can create additional event classes as needed.

m /App - Application-related events.
m /Change - Events created when the system finds changes in your environment.
m /Perf - Used for performance threshold events.

m /Perf/CPU - CPU utilization events
m /Perf/Memory - Memory utilization or paging events
m /Perf/Interface - Network interface utilization events
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m /Perf/Filesystem - File system usage events
m /Status - Used for events affecting availability.

m /Status/Ping - Ping up/down events
m /Status/Snmp - SNMP up/down events
m /Status/Web - Web site or page up/down events

Event class configuration properties

Just as device classes and devices have configuration properties, so do event classes and event class mappings.
Configuration properties are applied hierarchically, with the most specific property being applied.

The following configuration properties are available on event classes and class mappings.
m zEventAction- How and where affected events are stored when they occur.

m  status- Active events table with original event state
m history- Active events table with closed event state
m drop- Eventsare not stored

m zEventClear Classes- Optional list of event class names whose active events will be cleared by clear events
occurring in this class.

m zEventMaxTransformFails - Bad transforms are disabled from executing after the specified number of
failures. The default valueis 10.

ZEventSeverity- The severity of affected eventsis changed to this value unless the default value (-1) is used.
zFlappingl nterval Seconds- Defines the time interval to check for event flapping (changing severity level
repeatedly). Default value is 3600 seconds.

m zFlappingSeverity- Define the severity to check for event flapping. If the severity level on an event
changes from this value a certain number of times (zFlappingThreshold) within a certain time range
(zFlappingl nterval Seconds) then an event flapping event is generated. Possible valuesinclude: 5-Critical, 4-
Error, 3-Warning, 2-Info, 1-Debug, and 0-Clear.

m zFlappingThreshold- Number of times an event severity must flap within an interval. One of the
parameters to define in order to generate event flapping events.

A good example of how the system uses the event class configuration propertiesis found in the /Status
event class. Within the /Status event class configuration properties, zEventAction is set to "history" and
zEventSeverity is set to "Default”. This means that events sent with this event class are sent into the active
events table with an initial state of closed, and the event severity unchanged.

For more information about event manipulation techniques, see Mapping and transformation on page 126.

Mapping and transformation

126

The event mapping and transformation system allows you to perform awide range of operations, from altering
the severity of certain eventsto altering nearly every field on an event, based on complex rules.

Y ou cannot alter the following fields through event transformation. (Thisis because they are set after
transformation has been performed.)

evid
firstTime

lastTime
count

The following illustration shows the path followed by an incoming event in the event mapping system.
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Figure 79: Event processing
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The mapping and transformation process begins with the "eventClass field exists" decision. Thisaso is one of
the more important differentiators in how you must handle a particular type of event.

Event class mappings

To view event class mappings, select EVENTS > Event Classes, and then select M apping I nstancesin the

drop-down list. Thisallows you to see all event class mappings in asinglelocation. The ID column shows the
mapping's event class.

Y ou can create event class mappings directly from the event classes, but this requires that you know the event
classkey. A simpler way to create event class mappingsis through the event console:

1 Select an event that you want to match in the event console.
2 Click the Reclassify an Event icon. The Classify Events dialog appears.
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3 Select the event class to which you want to map the event, and then click Submit. This creates the event
class mapping with the correct event class key, and example text against which you can develop your regular
expression.

When editing an event class mapping, you can control which eventsit will match, as well as other properties:
m Matchingtab

m  Event Class Key- Must match the incoming event's Event Class Key field for this mapping to be
considered as a match for events.

m  Rule- Provides a programmatic secondary match requirement. It takes a Python expression. If the
expression evaluates to True for an event, this mapping is applied.

m  Regex- Theregular expression match is used only in cases where the rule property is blank. It takes a
Perl Compatible Regular Expression (PCRE). If the regex matches an event's message field, then this
mapping is applied.

m Explanation- Free-form text field that can be used to add an explanation field to any event that matches
this mapping.

m  Resolution- Free-form text field that can be used to add aresolution field to any event that matches this
mapping.

m Transformstab- Takes Python code that will be executed on the event only if it matches this mapping. For
more details on transforms, see the section titled "Event Class Transform."

Configuration Propertiestab- Listing of Configuration Properties defined for this event class.

Sequence tab- Sequence number of this mapping. This number determines the order in which mappings

with the same event class key are evaluated.

M appings have the same configuration properties as event classes. Any configuration property set locally on
amapping will override the same property set on the event class. This works in the same hierarchical, most
specific match, concept that device class and device configuration properties work.

When a captured event occurs, it will not have a pre-defined event class. For this type of event, you must create
an event class mapping if you want to affect the event. If a captured event occurs and none of the event class
mappings in the system match it, its event class will be set to /Unknown, and it will retain all of the default
properties with which it began.

The next step of evaluation for events without an event classis to check the Event Class Key field. This controls
which event class mapping the event will match. If the event has a blank event class key, or its event class

key does not match any event class mappings in the system, the special “defaultmapping” event classkey is
searched for instead. This provides for away to map events even if they have a blank or unpredictable event
classkey.

Event class mapping sequence

128

The sequence area of an event class mapping (select Sequencein the left panel) allows you to provide more than
one mapping for the same event class key. In this case, the sequenceis evaluated in ascending order until afull
(rule or regex) match is found.

For example, suppose arouter is sending in unclassified events that need to be mapped to two event classes:

m /Events/Router/fanDown
m /Events/Router/fanUnknown

The event class key for both has been sent to "router”, but one has a message of "Fan Down" and the other has
no message at al. The mapping on /Events/Router/fanDown has an event class key of "router" and a regex of
"Fan Down." The mapping on /Events/Router/fanUnknown has only an event class key of "router" and (in this
example) no regex. Because the fanUnknown mapping matches the fanDown events, the evaluation of fanDown
needs to occur first.
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Y ou can modify the evaluation of mappings with the same event class key in the Sequence area of any of those
event class mappings. In the previous example, you could go to either mapping, select Sequence, and both
mappings would be displayed. Y ou can set oneto 0, and the other to 1. (Y ou can enter other values, but they
will be changed to the shortest list of integers, starting with 0.) Setting fanDown to 0 and fanUnknown to 1 will
ensure that the events will be mapped properly.

class transform

When a generated event occurs, it has an event class assigned to it. This causes the event class mapping step
to be skipped. The only way to affect the fields of one of these eventsis through the event class’ configuration
properties and transform.

To access the transform for an event class:

1 Navigateto the event class from Events > Event Classes.

2 From the drop-down list, select Transforms.

3 Enter information into the dialog box (as Python code), and then click the Save button in the upper-right
corner. As you develop your transform, you can revert back to the last saved state by clicking the Revert
this Transform button.

The objects available in this Python context are evt (the event); and, if the event matches a device that existsin
the system database, a device object.

The following example shows how you can validate that a device object exists before using it to drop events
from a particular location.

if device and "Hawaii" in device.getLocationName () : evt._action = "drop"

Event life cycle

zZenoss

In addition to manual methods for getting events into the status table or event archive, there are automated
processes that move events from status into the archive. The event life cycle is defined as al of the ways that
events can be added to, moved in, and deleted from the database.

The following illustration depicts the event life cycle.
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Figure 80: Event life cycle
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Automatic event aging

From the Event Configuration page (ADVANCED > Settings > Events), you can set up automatic aging of
events. Aging of events will automatically update active events that match the severity and aging threshold to a
status of Aged. After the configured event archive interval, all Closed, Aged, and Cleared events are moved to
the event archive.

Properties that control this behavior are:

130

Don't Age This Severity and Above - Options are Age All Events, Critical, Error, Warning, Info, Debug,
and Clear. By default, thisvalueis set to Error, meaning that all events with a status of Error or Critical are
not aged.

Event Aging Threshold (minutes) - Set the time value, in minutes, that an event must reach beforeit is
aged. By default, thisis 240 minutes.

Event Aging Interval (milliseconds) - The interval when events are scanned to perform autoaging. By
default, thisis 60000 milliseconds (60 sec).

Event Aging Limit - The maximum number of eventsto agein each interval. The limit should be kept
relatively low to prevent large database transactions. By default, thisis 1000 events.

Event Archive Threshold (minutes) - Specify the number of minutes since a closed event was last seen
before it is moved to the event archive. The minimum value is 1; the maximum value is 43200.

Event Archive Interval (milliseconds) - The interval when events are scanned for moving to the archive.
By default, this is 60000 milliseconds (60 sec).
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= Event Archive Limit - The maximum number of eventsto archive in each interval. The limit should be kept
relatively low to prevent large database transactions. By default, thisis 1000 events.

m Delete Archived Events Older Than (days) - The number of daysthat eventsin the event archive are
saved. By default, they are kept in the archive for 90 days. The minimum value is 1 and the maximum value
is determined by the range of event archive partitions. With the default configuration, the maximum valueis
1000 days.

m Default Syslog Priority - Specify the default severity level assigned to an event coming from zensyslog if
no priority can be determined from the event.

m Default Availability Report (days) - Enter the number of daysto include in the automatically generated
Availability Report. This report shows a graphical summary of availability and status.

= Max Event Sizein Bytes - The maximum size of an event that will be processed in bytes. Events that are
too large will be logged and dropped. Events that will become too big will have their details overwritten with
new details. By default, thisis 32768 bytes.

= Summary Index Interval (milliseconds) - The default indexing interval of the event summary in
milliseconds. By default, thisis 1000 milliseconds (1 sec).

m  ArchiveIndex Interval (milliseconds) - The default indexing interval of the event archive in milliseconds.
By default, thisis 30000 milliseconds (30 sec).

Index Limit - The number of eventsto index in each index interval. By default, thisis 1000 events.
Event Time Purge Interval (days) - The number of days that event occurrence time are kept. By default,
they are kept for 7 days. The minimum value is 1 and the maximum value is determined by the range of
event time partitions. With the default configuration, the maximum value is 7 days.

m Enable Event Flapping Detection - Select this check box if you wish to enable event flapping detection. If
an event is created and then cleared flapping_threshold times in event_flapping_interval time then an event
of event flapping event classis created.

Event Flapping Event Class - The event class under which generated flapping events belong.
Clear Event Heartbeats - Click Clear to clear the event heartbesats.

Automatic archived event cleanup

Y ou can set up automatic purging of events from the event archive from the Event Configuration page
(ADVANCED > Settings > Events). When events are purged, they can be recovered only from backups.

The property that controls this behavior is Delete Archived Events Older Than (days). Acceptable values are
between 1 and 1000 (days).

Capturing email messages as events

ZenMail and ZenPop allow you to capture email messages as events. This capability can be useful for situations
in which embedded systems (such as WAPs, NAS devices, or RAID controllers) rely on email notification for
events.

ZenMail

ZenMail serves as an SMTP server that you can bind to a specific TCP port. Y ou can then configure your
embedded system to send mail to the Zenoss Core server explicitly by using the server's IP address as the relay.

ZenMail supports these configuration directives:

® S${ZENHOME}/bin/zenmail (no arguments) - Default operation. Bindsto port 25 on all ports and listens
for email messagesto arrive. Ignoresthe TO field in the email and uses the FROM address as the device IP
address.

® S${ZENHOME}/bin/zenmail —-listenPort - Bindto the port provided. Useful in situationsin which
an SMTP server is aready running on the Zenoss Core server and you do not want to interfere with the
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existing mail delivery system. Semantics are the same as the no argument version (FROM addressis used as
the device IP).

Note  To execute acommand using $ZENHOME (/opt/zenoss for the zenoss user), you must be attached
to the container holding the Zenoss Core application. See the Control Center documentation for serviced
commands.

ZenPop3

ZenPop3 alows you to retrieve event email from a POP server. ZenPop3 supports these configuration
directives:

B ——usessl-Issuethe STARTTLS command to the POP server and attempt to transfer email messages
using SSL encryption. Thisisrequired if retrieving mail from Google.

B —-—nodelete- Do notissue the DELE command after retrieving all messages. Typically thisis used during
initial testing so that you do not have to resend test messages to the POP account. Some email systems (such
as Google) do not actually delete messages when the DELE command is issued.

B ——pophost- The hostname or P address of the POP server from which to retrieve messages.

B ——popport- The TCP port the POP server listens on. Defaults to 110. Used in situations where the POP
provider listens on another port (for example, Google on port 995).

B ——popuser- The user name that contains email messages to retrieve.

B ——poppass- The password to use for the user name provided.

B —_cycletime- Thetimeto sleep between polls. After al email is retrieved, ZenPop3 sleeps for this
amount of time before waking up and attempting to pull new email.

Translating message elements to the event
Zenoss Core tranglates various message elements to the event, as follows:

m FROM Field- If the FROM field is an | P address, then the system associates the event with the device with
the same IP address. If the FROM field isafully qualified domain name, then the system resolvesit to an IP
address, and then performs the device association using the resolved | P address. The resolution of hosthame
uses"A" records rather than "M X" records.

m TO Field- The system ignoresthe TO field in the email message. ZenMail accepts email to any user and
domain name combination. ZenPop also drops the TO field, and uses only the FROM field.

SUBJECT Field- ZenMail and ZenPop use the SUBJECT as the event summary.

M essage Body- ZenMail and ZenPop use the first mime attachment as the event details. The system ignores
secondary message bodies (typically HTML-encoded versions of the message). It also ignores attachments
(such asfiles).

SNMP traps and event transforms

An SNMP trap is a message that is initiated by a network element and sent to the network management system.
Often, traps indicate a failure of some sort, such as a router message indicating a power supply failure, or a
printer message indicating an "out-of-ink" condition.

If an SNMP trap enters the system, and Zenoss Core cannot identify the event (the event is classified as"/
Unknown"), then you can classify the event so that the system handles it consistently.

Classifying SNMP traps
To classify an SNMP trap event:

132 zZenoss



Event management

1 From the Event Console, select the unknown event or events.
2 Click the Reclassify an event icon. The Classify Events dialog appears.
3 Select /App, and then click Submit.

To edit this classification:

a

b
c
d

zZenoss

From the Navigation area, select Events> Event Classes.
Ensure Mapping Instances appears.

Select the event map you created.

In the left panel, select Edit from the Action icon.

The edit page appears. This page contains rules used to map the event to the /App category. Thisrule,
since it matches the trap by a specific OID, isall that is needed.

In the Transform area, you can enter code to modify the summary. For example, if you want to set the
summary string to "Spam Filter Detects Virus," then you can enter:

evt.summary = "Spam Filter Detects Virus"

A trap has a header with some standard information, followed by a sequence of attribute/values.

Y ou have indicated you want the value for the OID ".1.3.6.1.4.1.9789.1500.2.5" as the summary. If you
had the M1B loaded, you could do this:

evt.summary = evt.spamFilterDetectsVirus

However, the OID and the datais still in there. Instead, use the slightly more cryptic:

evt.summary = getattr(evt, ".1.3.6.1.4.9789.1500.2.5", "Unexpected
missing OID")

The "device" object for the event has been made available, as well:

evt.summary = getattr(evt, ".1.3.6.1.4.9789.1500.2.5", "Unexpected
missing OID") \ + " from device " + device.getId()

Zenoss Core uses MIBs to translate SNMP traps that contain raw OID values. Loading aMIB into
the system allowsiit to translate numeric OlDs such as .1.3.6.1.2.1.1.6 into descriptive phrases like
“sysLocation”. It also makesit easier to manipulate the events in an event mapping.

Following is asmall demonstration MIB.

NOTIFICATION-TEST-MIB DEFINITIONS ::= BEGIN
IMPORTS

ucdavis FROM UCD-SNMP-MIB

NOTIFICATION-TYPE FROM SNMPv2-SMI

r

demonotifs OBJECT IDENTIFIER

::= { ucdavis 991 }

demo—-notif NOTIFICATION-TYPE

OBJECTS { sysLocation }

STATUS current

DESCRIPTION "Just a test notification"
::= { demonotifs 17 }

END
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Example: Sending test traps
To send an SNMP trap:

1 Asroot, attach to the zope service.

serviced service attach zope/0

2 From the command line, enter the following command:

$ snmptrap -v 2c -c public localhost ''
1.3.6.1.4.1.2021.991 .1.3.6.1.2.1.1.6 s "Device in Austin"
Save this demonstration MIB into afile.
Send the trap.
Open the Event Console and find the trap you sent.
Send this event to the event archive.

Load some MIBs into the system so that this OID istranglated into a better format. As a pre-requisite to this
procedure, refer to the section Using MIB files.

~No ok~ w

a Copy the demonstration MIB into /opt /serviced/var/volumes/<instance_id>/zenoss-
var—ext/uploadedMIBs.
b Run the following command:

serviced service run zope zenmib run -v10 /opt/zenoss/var/ext/
uploadedMIBs/<MIB_filename>

—-path=/<device_class> --removemiddlezeros —--mibdepsdir=/opt/
zenoss/var/ext/uploadedMIBs

The -—-removemiddlezeros flag is needed when MIBs use natification OlDs with embedded zeros.
¢ Send the trap a second time:

$ snmptrap -v 2c —-c public localhost
1.3.6.1.4.1.2021.13.991 .1.3.6.1.2.1.1.6 s "Device in Austin"

d Check the event. Make sure the count is 1. If the count is 2, send the event to the event archive and send
the trap again. Look at the Details tab. Now you should see something like this:

sysLocation Device in Austin
Y ou should also see that the event summary changes from:

snmp trap 1.3.6.1.4.1.2021.13.991 from localhost
to:

snmp trap ucdExperimental from localhost

Transforming events with event mappings

To modify events asthey arrive, create an event map through the user interface:

1 Create an event class.
2 Goto the event console and create an event mapping in this class from the existing event.
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3 Edit the map.

4 Inthe Transform area, update the event with detail data. The entry field allows you to insert Python scripts.
The event is provided as "evt" and the device as "dev." In this case, extract the sysL ocation event detail and
make it the summary with:

evt.summary = evt.sysLocation
5 Savethe event mapping.

If you move the event to the event archive and resend the trap, the summary for the trap should now read the
device name in the location you assigned.

If you encounter problems with the transform, check the zentrap. Log filefor errors that occurred.

transforms based on event class

When an event arrives in the system, you can change values (such as severity). For example, you can make the
summary more informative, or change severity according to text within the summary.

Each event class alows for a short Python script to be executed when an event arrives.

Example

A user may want full file system threshold eventson /data to be critical. Add the following Python script in
the Threshold Transform of /Events/Perf/Filesystem:

if evt.component == '/data' and evt.severity != 0: evt.severity = 5

Like event mappings for event class keys, "evt" and "dev" objects are available in the script of the transform.
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Production states and maintenance
windows

Production state determines the level of monitoring and alerting applied to an individual device. Typically,
alerting rules specify that the system will monitor and create events for devices that are in the "Production”
production state.

Maintenance windows are planned time periods used to temporarily modify alerting rules so that event-
generated alerts are temporarily halted during the window.

Production states

Production state determines whether a device is monitored, and can be used to control several elements of the
event system, such as whether an event will produce a remote alert (email or page).

Choose a production state for a device based on whether you want:

m  The device to be monitored
m  The device to appear on the dashboard
m Alerting to occur

The following table lists production states and their characteristics.

Production state Devices monitored? Appear on dashboard?
Production yes yes

Pre-Production yes no

Test yes no

Maintenance yes may appear
Decommissioned no no

When you add a device to the system, its default state is Production. Y ou may want to add triggers and
notifications to alert you to various conditions that occur in the system, such as production state changes or a
severity level being reached. For example, you can set up atrigger when adeviceisin either aproduction or a
maintenance state and has a severity of Error or higher. Y ou can then notify users when this trigger condition is
met. For more information, see Working with triggers on page 22.

Setting the production state for devices

To set the production state for a device:
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1 Click adevice namein thelist of devices. The Device Overview page appears.
2 Select aproduction state from the list of options, and then click Save.
3 Optional: To set the production state for a group of devices, perform the following:

a Select acategory of devices (by class, group, system, or location) from the hierarchy.
Click the Actions button and select Set Production State from the drop-down menu.
Select a production state from the drop-down list and click OK.

Tofilter the display of deviceswith a certain production state, click the button underneath the Production
State column header and check the production states you want to see in the display.

o O T

Figure 81: Select production state (multiple devices)
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Maintenance windows

Maintenance windows allow scheduled production state changes of adevice or al devicesin a system, group,
or location. Y ou might want to set up a maintenance window, for example, to change a device's production state
while you perform configuration changes or reboot a device.

Note Inlieu of setting up a maintenance window, you can change the production state for a device manually
at the time you want to make changes.

When the maintenance window starts, the production state of the deviceis set to the value of Start Production
State (for example, Maintenance). When the maintenance window closes, the production state of the device
revertsto the value of Stop Production State (the state the device was in prior toMaintenance).

Maintenance windows do not prevent notifications from being triggered on the device. If you want to define the
notifications you receive during the maintenance window, you will need to set up an appropriate trigger for the
device production state that you set during your maintenance window. For more information, see Working with
triggers on page 22.

Maintenance window events

zZenoss

When a maintenance window starts, an event is created with the following information:

depuid - zenactions | Resour ce | MaintenanceWindowName | TargetOrganizer Or Device

prodState - SartProductionState

severity - Info

summary/message - Maintenance window starting MaintenanceWindowName for TargetOrganizer OrDevice
eventClass- /Status/Update

eventClassKey - mw_change
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maintenance_devices - TargetOrganizer OrDevice
maintenance_window - MaintenanceWindowName

When a maintenance window stops, an event is created with the following information:;

severity - Clear
summary/message - Maintenance window stopping MaintenanceWindowName for
TargetOrganizerOrDevice

prodState - —99 (meaning "unknown.")

Maintenance window events auto-clear, meaning that stop events clear start events.

Creating and using maintenance windows
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Y ou can create a maintenance window for an individual device or group of devices (all devices, adevice class,
group, system, or location) in the devices hierarchy.

Create a maintenance window for a single device

Use this procedure to create a maintenance window for a device.

a b~ wDN R
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Log in to the Zenoss Core browser interface, and then navigate to INFRASTRUCTURE > Devices.

In the content area, click the name of the device.

In the sidebar, click Device Administration.

In the Maintenance Window toolbar, click Add.

In the Add New Maintenance Window dialog box, specify the attributes of the new maintenance window.
The attributes allow you to specify whether or not to enable the window, the time of day and date when the
maintenance window starts (in local time zone format), the duration of the window, and whether and how
the window repeats.

The Window Production State field allows you to categorize the production state of the device during the
maintenance window. When the window ends, the device is returned to the production state it wasin when it
entered the maintenance window.

At the bottom of the Add New M aintenance Window dialog box, click SUBMIT.

Create a maintenance window for a group of devices

Use this procedure to create a maintenance window for a group of devices.
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Login to the Zenoss Core browser interface, and then navigate to INFRASTRUCTURE > Devices.

In the content area, select a group of devices, and then click DETAILS, located at the top of the sidebar.

In the sidebar, click Device Administration.

In the Maintenance Window toolbar, click Add.

In the Add New Maintenance Window dialog box, specify the attributes of the new maintenance window.
The attributes alow you to specify whether or not to enable the window, the time of day and date when the

maintenance window starts (in local time zone format), the duration of the window, and whether and how
the window repeats.

The Window Production State field allows you to categorize the production state of the device during the
maintenance window. When the window ends, the device is returned to the production state it was in when it
entered the maintenance window.

At the bottom of the Add New Maintenance Window dialog box, click SUBMIT.

Managing maintenance windows

Once you have created maintenance windows for your devices or groups of devices, you can quickly manage
these instances on the Maintenance Windows screen.
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1 Navigate to the Maintenance Window screen. Thisis the same place where you initially created the
maintenance window (Device Administration link on Device Overview page). On this screen you can
perform any of the following by clicking the appropriate icon:

Add Edit
|
@@@g

Delete Toggle

Add a new maintenance window
Delete the selected maintenance window
Edit the selected maintenance window (can also double-click a mai ntenance window row)

Toggle the selected maintenance window from enabled to disabled and vice-versa. The Enabled column
will switch values.

2 Ensurethat your changes are reflected in the Maintenance Window screen.
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Organizers and path navigation 10

Y ou can group system objects, including devices, sub-systems, components, configuration properties, and
templates. Types of classes are as follows:

Device classes
Groups

Systems

Locations
Component groups

In the following figure, thedevice t i 1de . zenoss. loc belongsto five different classifications.
Configuration properties and monitoring settings for each of these groups are applied to this device.

Figure 82: Device groupings
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Classes
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The most important organizers are classes, as follows:

Device classes
Event classes
Service classes
Product classes
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Templates and configuration properties can be inherited based on class. These attributes can be overwritten
further down the class hierarchy, all the way down to the individual component level. The class hierarchy
includes all defined and standard classes and sub-classes.

The following procedures areillustrated using device classes and sub-classes, but the same concepts apply to
event classes, service classes, and product classes. When you add a device to the system, after providing the
network name or | P address, specify its device class. Templates and configuration properties can be set at any
level in the device class hierarchy.

Viewing device classes
To view device classes and the devices they contain, from the navigation menu, select INFRASTRUCTURE.

At thetop level of the device hierarchy are device classes, such as CiscoUCS. To view devicesin aclassor to
expand the organizer to show subclasses, click aname in the tree. Severity indicators show the most severe type
of event that is associated with any device in that class.

Adding a class

After you add a device class, you can move devices into the class.

1 From the navigation menu, choose INFRASTRUCTURE.

2 Intheleft pane device class hierarchy, choose the parent classin which to add a child class; for example,
CiscoUCs.

At the bottom of the |eft pane, click the Add icon. The Add Device Class dialog box appears.

4 Specify aname and description for the new device class, and then click Submit.
The new device class appears in the hierarchy under the parent device class.

5 To move devicesto the new class, choose the devicesin the device list, and then drag them to the new class.

w

Moving a class

Y ou can move a class from one location in the hierarchy to another.

1 Inthe hierarchy, choose the class.
2 Dragtheclassto its new location.
3 Inthe Move Organizer confirmation dialog box, click OK.

Setting configuration properties at the class level

Definitions are applied to all devices currently in the class and those added to the class (unless overridden at a
lower level in the hierarchy).

1 Intheleft pane device class hierarchy, choose Devices.

2 Click DETAILS> Configuration Properties. The Configuration Properties page for the selected device
class appears.
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3
4

Groups

Figure 83: Device class configuration properties

Devices Metworks Processes IP Services Windows Services Network Map Manufacturers Page Tips
T @ @ Delete Local Copy
— abocal | category Jame, Nalue, Lapsl Descrl_Caih

S Yes Misc zAggregatorCollectioninterval 300 zAggregalorCollectioninierval I
Modeler Plugins Yes Cisea 2CiscoACEUseSSL frue Use SSL for ACE XML API En.. !
Yes Cisco zCiscoMNXAPlInterval 300 NX-API Collection Interval Ti... [/
s Yes Cisco 2CiscoNXAPIPort 443 NX-API Port Po.. |/
LENER RETIEIEE Yes cisco 2CiscoNXAPIUSeSSL true Use SSL for NX-API En.. !
Overridden Objects Yes Cisco zCiscoRemodelEventClassKeys Remodeling Event Class Keys Ev.. [/
4 Moniloring Templates Yes Cisco UCS zCiscoUCSCIMCEventsinterval 60 CIMC Event Callection Interval Se.. [
Device (/) Yes Cisco UCS zCiscoUCSCIMCPerfinterval 300 CIMC Stats Collection Interval Se.. [/
Yes Cisco UCS zCiscoUCSCIMCSSL Protocol S5Lv23 CIMC SSLTLS Protocol Th !
Yes Cisco UCS zCiscoUCSManagerPassword "= Manager Password Pa !
Yes Cisco UCS zCiscoUCSManagerPerfinterval 300 Manager Stats Collection Interval Th !
Yes Cisco UCS zCiscoUCSManagerPort 443 Manager Port Po !
Yes Cisco UCS zCiscoUCSManagerlUseSSL true Manager SSL Wh !
Yes Cisco UCS zGCiscoUCSManagerUser admin Manager User Us !
Yes Modeler Controls  zGollectorClientTimeout 180 Collector Client Timeout (seconds) All !
Yes Modeler Controls  zCollectorDecoding uti-g Collector Deceding Co.. [/
Yes Mise zCollectorLogChanges false Log Collector Changes? Ind... !
Yes zencommand zCommand CommandTimeout 15 Timeout for Commands (seconds) Sp... [/
Yes G iceTest test-f%s Command Existance Test !
Yes zencommand zCommandLoginTimeout 10 Timeout for Login (seconds) Sp... [/
Yes zencommand zCommandLoginTries 1 Command Login Tries Set... [
Yes zCo Password Sp... [/
Yes zencommand zCommandPath SZENHOME/libexec Command Path Set.. [
Yes zencommand zCommandPort 22 Command Port Sp !
Yes zCi ssh Command Protocol Est !
Yes zCi th Command Search Path Set !
Yes zCi immandTimeout 15 Timeout for User Commands (secon Sp !
Yes 2C Usermname Sp.. !
Yes Control Center zGontrolCenterHost S{here/managelp} zControlCenterHost !
Yes Control Center zGontrolCenterModelCycle 3600 zControlCenterModelCycle !
Yes Control Center zControlCenterPassword zControlCenterPassword !
Yes Control Center zControlCenterPerfCycle 300 zControlCenterPerfCycle !
Yes Control Center zControlCenterPort 443 zControlCenterPort !

Yes Control Center zGontrolCenterUser zControlCenterUser ! -

3
DISPLAYING 1- 35 of 195 ROWS

In the right pane, double-click a property to be edited.
In the Edit Config Property dialog box, change definitions and then click SUBMIT.

Groups are functional divisions that allow you to assign attributes to multiple objects with similar functions.
Groups can be used, for example, to arrange objects along departmental lines. Groups do not appear on the
Dashboard.

Adding a group

1
2
3
4

From the navigation menu, choose INFRASTRUCTURE.

In the left panel, choose the LOCATIONS organizer and then choose a location.
In the lower left, click the Add icon.
In the Add Group dialog box, specify aname and description for the group, and then click Submit.

The group appears in the hierarchy. Y ou can drag-and-drop devices from the device list to the new group.

Moving a group

To move agroup:

1 Select the group in the hierarchy.
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2 Drag the group to its new location. The Move Organizer confirmation dialog appears.
3 Click OK to confirm the action. The group appears at its new location in the hierarchy.

Systems

Systems are intended to follow virtual setups, such as those in a network setup or systems grouped by
functionality.

Adding a system or sub-system

1 From the navigation menu, choose INFRASTRUCTURE.

2 Intheleft panel, choose the LOCATIONS organizer and then choose a location.

3 Inthelower left, click the Add icon.

4 Inthe Add System dialog box, specify a name and optionally, a description, and then click Submit.

The system appears in the hierarchy. Y ou can drag-and-drop devices from the device list to the new system.

Moving a system

1 Intheleft panel, choosethe SYSTEM S organizer and then choose a system.
2 Drag the system to its new location.
3 Click OK.

The system appears at its new location in the hierarchy.

Locations

Locations are logical groupings for physical systems that indicate the physical location of adevice. A device can
have one location, as general as city and state, or as specific as rack or closet. Locations appear in the Google
Maps portlet.

Adding locations

1 From the navigation menu, choose INFRASTRUCTURE.

2 Intheleft panel, choose the LOCATIONS organizer and then choose a location.

3 Inthelower left, click the Add icon.

4 Inthe Add Location dialog box, specify aname, optionally a description, and a partial address, such asazip
code, and then click Submit.

The location appearsin the hierarchy. Y ou can drag-and-drop devices from the device list to the new location.
Moving a location

1 Intheleft panel, choosethe LOCATIONS organizer and then choose alocation.
2 Drag thelocation to its new place, and then click OK.

Integration with Google Maps

The system can map locations by using a Google Maps mashup feature that sets the location's Address property
to avalid Google Maps address. The selected |ocation appears on the map as a dot. The color of the dot
represents the highest severity of any event on any device in that location.

Network connections that span locations are represented on the map by lines. Each line color matches the status
of the connection it represents.
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Figure 84: Network location - Google Map
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To view the Google Map for a network location:

Click Details.
Select Map.

A WDN PR

From the navigation menu, choose INFRASTRUCTURE.
In the left panel, choose the LOCATIONS organizer and then choose alocation.
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Note

Y ou aso can view the network |ocation map from the Google Maps portlet on the dashboard.

Enabling Google Maps

Before you can use the Google Maps feature, you must specify a Google Maps API key. For more information,
refer to the Google API Console. Enter the valuein the Google Maps API K ey field on the Advanced >

Settings page.

Setting an add

a b~ wDN R

ress for a location

From the navigation menu, choose INFRASTRUCTURE.
In the left panel, choose the LOCAT I ONS organizer and then choose alocation.
In the lower left, click the Action icon and choose Edit.
In the Edit Organizer dialog box, specify a description for the location.
In the Addressfield, specify the complete address with zip code, and then click Submit.

In the Addressfield, you can specify any information to identify the location in Google Maps. For example
acountry, state, city, intersection, or latitude and longitude coordinates. For more information, see the

Google Maps Help.
The selected address for the location is created. Y ou must add at least one device to the location for the location
"dot" to appear on the map.
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Clearing the Google Maps cache

Clearing the Geocode cache can solve issues with drawing maps and seeing the network status of locations or
connections.

From the navigation menu, choose INFRASTRUCTURE.

In the left panel, choose the LOCATIONS organizer and then choose a location.
In the lower left, click the Action icon and choose Clear Geocode Cache.

Click OK.

A WDN PR

Network links

If two devicesin the same network are in different map-able locations, aline is on the map representing a
network connection between the two. If there are multiple separate network connections between the same two
locations, only one line is drawn. The color of the line represents the highest severity of any events affecting the
connection. These are determined by:

m A ping down event on the device at either end of the connection; or
= Any event on the interface at either end of the connection.

Drawing map links (zDrawMapLinks configuration property)

Calculating network links on the fly is an time-intensive procedure. If you have alarge number of devices that
have been assigned locations, drawing those links on the map may take along time.

To savetime, you can tell the system not to attempt to draw links for specific networks. Y ou might want to do
this, for example, for alocal network comprising many devices that you know does not span multiple locations.

To edit the value for this property:

From the navigation menu, choose INFRASTRUCTURE > Networks.

On the Networks page, choose the network or sub-network for which you want to disable map links.
Display configuration properties for the network.

Double-click the zDrawMapLinks configuration property in the list. The Edit Config Property dialog box

appears.
5 De-sdlect the value (uncheck the box), and then click Submit.

A WDN PR

Note  Thissetting will be inherited by networks or sub-networks below this selection in the hierarchy. If
you have few networks for which links would be drawn, you might want to disable map linkson /Networks,
enabling it only on a network where you know a location-spanning WAN connection exists.

Google Maps example

This example will show you how to:

m Create and display Google map links of devices
= Send atest event to see how map links are affected by system changes

1 Disable map links. (Refer to the procedurein Drawing Map Links for instructions.)

2 Createtwo locations: "New York" and "Los Angeles." (Refer to the procedure in Adding Locations for
instructions.)

3 Enter the following valuesin the Address field of the Add Location dialog: "New York, NY" and "Los
Angeles, CA" respectively.

4 Set the location of adevice to New Y ork. Locate another device on the same network and set its location
to Los Angeles.

5 Select Locationsin the hierarchy, click Details, and then select Map.
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~

9

New Y ork and Los Angeles are represented by dots on the map; however, no link is drawn between these
locations.

Select Networks and re-enable map linking.

Select Infrastructure, then select Locationsin the hierarchy.

Click Details, and then select Map.

A green lineis now drawn between New Y ork and Los Angeles.
Send an event with a severity of Critical to the device in New Y ork. (For information about creating
events, refer to the chapter titled Event Management.) Do not specify a component.

10 Return to the Locations map.

The dot representing New Y ork is now red, but the link between New Y ork and Los Angeles remains
green.

11 Navigateto the New Y ork device and determine the ID of the component that is connected to the

network shared with the Los Angeles device.

12 Send ancther test event, this time specifying that component.
13 Return to the Locations map.

Thelink between New Y ork and Los Angelesis now red.

Inheritance
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Inheritance is defined by how many attributes are applied to adevice at different levelsin the device hierarchy.
The following diagram shows an example of how and where configuration properties can be set throughout the
device classtree.

Figure 85: Device class tree and inheritance
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[ dev.zenoss.loc ] SSH Monitoring *ZenPlugins
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In this example, you can see that the default properties can be set at the highest level (/). However, as you travel
further down the hierarchy, you see that you can override any of the configuration properties that are set at the
root level.

The next two lines show how the device tree further defines properties for Linux servers. For example, to set
up and use SNMP monitoring for al Linux servers (inclusive of) build.zenoss.loc, you could change these
properties at the /Server/Linux level.
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Further, if you wanted to change how you collect information for remote Linux servers, you could create a sub-
group in /Server/Linux called /Server/Linux/Remote, setting these servers to use SSH monitoring and changing

the associated properties for that sub-group.

All of these configuration properties and groupings co-exist, with any changes made lower in the hierarchy
taking priority.
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User commands 1 1

User commands allow you to execute arbitrary shell commands from Zenoss Core. A user command is executed
in its appropriate container rather than the remote device unless the command explicitly uses SSH to connect to
the remote device.

Y ou can define and run user commands on a device or organizer (device class, system, group, or location). You
also can define commands globally. The User Commands menu bar shows the various functions that can be
used in the User Commands screen. See the following sections for detailed instructions on adding and running
user commands on specific devices or groups of devices.

Figure 86: User commands menu bar
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Defining global user commands
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Globa commands appear in the Commands list of options located at the top of the Devices page.

To define global user commands:

A WDN PR
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From the navigation menu, choose Advanced > Settings.

In the left panel, choose Commands.

In the Define Commands area, click the action menu and choose Add User Command.

In the Add User Command dial og box, specify a name for the command, and then click OK.

Only letters, numbers, and underscores are allowed in command names. Spaces are not allowed.

In the Define Commands page, specify a description of what the command will do.

In the Command section, enter the TALES expression-based command you want to run on the device.
Enter your system account password for confirmation, and then click Save.

The command is saved and added to the commands menu.

Globa commands also can be edited from a specific device. Changesto aglobal command from a device are
not limited to that device.
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Running global user commands

To run aglobal user command, select one or more devicesin the deviceslist, and then select acommand from

the Commands list of options.

Figure 87: Global user commands
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Defining user commands for a single device

To define auser command for adevice:

From the navigation menu, choose INFRASTRUCTURE.

Inthe deviceligt, click a device name.

In the left panel, choose Device Administration.

In the User Commands area, click the Add a User Command icon.
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Name - Name of the user command.

Description - Description of what the command will do.

Command - TALES expression-based command you want to run.

Confirm Password - Enter your system account password for confirmation.

6 Click Submit. The command is saved and added to the user commands menu.

7 Optional: Test the command by selecting the command from the list and clicking the Run icon.

Running user commands for a single device

In the Add New User Command dialog box, specify the following information about the user command:

To run acommand defined for asingle device:

1 Navigateto the Infrastructure > Devices page.
2 Click the device namein the device list to open the Device Overview page.
3 Sdlect the command from the Commands list of options located at the bottom of the page.

Figure 88: Global User Commands Menu
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Defining user commands for all devices in an organizer

To define a user command for al devicesin an organizer:

1

w

Onthe INFRASTRUCTURE page, select adevice organizer in the devices hierarchy; for example, /
Server/Linux.

Click Details.

In the left panel, select Device Administration.

In the User Commands area, click the Add a User Command icon. The Add New User Command dialog
box appears.

Figure 89: Add New User Command
Add New User Command

Mame:

Description:

Confirm Password:

Enter the following information about the user command:

Name - Name of the user command.

Description - Description of what the command will do.

Command - TALES expression-based command you want to run.

Confirm Password - Enter your system account password for confirmation.

Click Submit. The command is saved and added to the user commands menu.

Optional: Test the command by selecting the command from the list and clicking the Run icon.

Running user commands for devices in an organizer

To run acommand defined for devicesin an organizer:

1
2
3
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On the Infrastructure page, select a device organizer.
Select one or more devicesin the filtered view.
Select the command from the Commands list located at the top of the page.
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Figure 90: Global user commands

|‘e Refresh = | Actions - | Commands =

Last Seen DNS forward
E DNS reverse
M7:43 ... 2016-03-101 ping
A7:36... 2016-03-10° snmpwalk

traceroute

User command example: Echo command

zZenoss

This example shows how to create an echo user command. Y ou can see the use of TALES expressionsin the
definition of this command.

1 Addacommand caled "echoDevice"
2 Inthe command definition, echo the name and | P address of the device:

echo name = ${here/id} ip = ${here/managelp}

InaTALES expression, here isthe object against which the expression is executed. Some TALES
expressions in the system have other variables (such as evt for event, and dev or device for the device).
See the Appendix titled TALES Expressions for more information about TALES expressions syntax.

Select a device and then run the command.
4 Edit the command to add more information:

w

echo name = ${here/id} ip = S${here/managelIp} hw = ${here/
getHWProductName }

5 Runthe command against a group of devices and view the command outputs.
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Every user within Zenoss Core has a unique user ID, which alows an administrator to assign group permissions
and alerting rules that are unique to each user. Unique IDs a so help ensure secure access to the system.

To create and manage user accounts, you must be logged in to the system admin account, or as a user with
extended privileges.

Creating user accounts

To create auser account:

a b~ WNPEF

6

From the Navigation menu, select ADVANCED. The Settings page appears.

In the left panel, select Users. The users and groups administration page appears.
From the Action icon, select Add New User. The Add User dialog appears.

In the Username field, enter a unique name for the account.

In the Email field, enter the user account email address. Any alerts that you set up for this user will be send
to this address.

Click OK. The user appearsin the User List.

After creating the account, edit the account to provide a password and additional user details.

Editing user accounts
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To access and edit user account information:

1

In the Userslist, click the name of the user you want to edit. The edit user page appears. The following
exampl e shows the admin user.
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Figure 91: Edit user
State at time: 2017-10-12 20:06:01
Automatically generate a new password
and send it to the email listed below. Reset Password |

USER PREFERENCES

Reset all preferences such as grid

columns and filters to their default Reset Preferences |

values,

USER SETTINGS
Manager
ZenManager

Roles ZenOperator
ZenUser

Groups

Email

Pager

Default Page Size 40

Default Admin Role ZenUser r

Metwork Map Start Object

Time Zone America/Chicage v
Date format yearimonth/day ¥
Time format 24h v

Set New Password

Confirm Mew Password

Current Password for admin

2 Make changes to one or more settings:

Reset Password - Facilitates user self-service by allowing a user to reset his or her own password. Click
to reset and email the new password to the email address associated with the user's account.

User Preferences - Resets al preferences such as grid columns and filters to their default values.

Roles - Assign one or more roles (user privileges) to the user. To edit or assign roles, you must be a
system Admin or be assigned the Manager role. For more information about user roles, and for alist of
available roles and the privileges they provide, see Roles on page 156.

Groups - Specify one or more groups to which this user belongs.

Email - Enter the user's email address. To verify that the addressis valid, click the test link.

Pager - Enter the user's pager number.

Default Page Size - Controls how many entries (by default) appear in tables. Enter avalue for the default
page size. The default valueis 40.

Default Admin Role - Select the default role that this user will have for administered objects associated
with him or her.

Network Map Start Object - Specify the default view for this user in the network map.

Time Zone - Specify the time zone to be displayed on all charts and graphs within the product.

Date format - Select the date format to use on all charts and graphs within the product. The default
format is year/month/day.

Timeformat - Select the time format. Options include 24-hour time (HH : mm: s s) or 12-hour time using
am.andp.m. (hh:mm:ss a).

Set New Password / Confirm New Password - Enter a new password for the user and confirm the
entry.

3 Enter your password, and then click Save Settingsto confirm and save the changes for the user.

zZenoss
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Associating objects with specific users

154

Y ou can associate any object in the system with a particular user, for monitoring or reporting purposes. Once
associated with a user, you can then assign the user a specific role that applies to his privileges with respect to
that object.

For more information about object-specific roles, see Roles on page 156.

To create an object association:

1
2
3

7

From ADVANCED > Settings, select Usersin the left panel.
Click the name of a user.
From the Edit page, select Administered Objectsin the left panel. The list of administered objects appears.

Figure 92: Administered objects - add object
Administered Objects |

Name Add Device.. | Role

Save Add Device Class..

Add System...
Add Group...
Add Location..

Delete Admin Objects...

Select an object type from the Administered Objects Action menu. Y ou can add:

Device
Deviceclass
System
Group
Location

Specify the component you want to add as an administered object, and then click OK. The object appearsin
the Administered Devices list for the user.

Figure 93: Administered Objects - Objects Added
Administered Objects |

Name Role

S, test ZenUser

Save

Optional: Changetherolethat is associated for this user on this object.

Note  The default role assigned to the user for an administered object is specified by the Default Admin
Rolefield on the Edit page.

Click Saveto save changes.

Adding administrators

Y ou &l so can associate an object with auser by adding an administrator to the object. Perform the following:

1
2

Navigate to the object you want to add to the user's list of administered objects.
Select Device Administration.
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Figure 94: Administered objects - add administrator

= < Maintenance Windows
Devices El
evces (+[ele]s]
Enabled Name < Start Duration Repeat State
Events e s = st ==
No 1st of Month 2014/12/01 02:00:00 01:00:00 hrs Monthly: day of month Maintenance
Modeler Plugins
Yes Every Thursday Night 2014/1211 22:00:00 30:00mins Weekly Mazintenance
Caonfiguration Properties
Yes Cne Time Testing 2014/12/20 08:00:00 04:00:00 hrs Never Test
Cusfom Properties
Device Administration
Overridden Objects
| Page |1 of 1 || || Bl ] DISPLAYING 13 of 3ROWS
4 Monitoring Templates
Device (Devices)
(+[o]o]n] [+]0][Cy] crmngnrice: =
Name « Comrand MName « R% Enn ail P&'
DNS forward host S{device/id} cailchrist Manager cgil.
DNS reverse hast S{device/managelp)
ping Sidevice/pngCommand} ©2 Sidevice/mana...
snmpwak snmpwalk -Sidevice/z8nmpVer) -cSideviceiz ..
traceroute Zidevice/racerouteCommand}) g 1 -w 2 $ld...
2
I Page |1 of 1 || B LRl DISPLAYING 1-3of SROWS || | Page |1 of 1 |k Lkl DISPLAYING 1-1of 1 ROWS
o]

3 Click the Add Administrator icon in the Administrators area. The Add Administrator dialog box appears.

4 Select an administrator from the list and change the roleif desired, then click SUBM I T. The administrator

appears in the object's Administrators list. The object is added to the administrator's Administered Objects
list.

User groups

Zenoss Core allows you to create user groups. By grouping users, you can aggregate rules and apply them
across multiple user accounts.

Viewing user groups
To view user groups, select ADVANCED > Settings, and then select User s from the left panel.

The groups area shows each user group and the users assigned to that group.

Creating user groups
Y ou can create user groups to aggregate rules and apply them across multiple user accounts.

To create a user group:

Navigateto ADVANCED > Settings.
In the left panel, select Users. The Users page appears.
From the Groups area Action menu, select Add New Group. The Add Group dialog box appears.

In the Group field, enter a name for this user group, and then click OK. The group name appearsin the
Groups list.

Click the name of the group you created. The Usersin Group page appears.
6 From the Action menu, select Add User. The Add User to Group dialog box appears.

A WN PR
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Figure 95: Add User to Group
Add Users To Group

What users would you like to add to this group?

admin »
testuser
Zenuser -

7 From the User list of selections, select one or more users you want to add to the group, and then click OK.
The user or users you select appear in the list of usersfor this group.

Y ou aso can choose administered objects and alerting rules for this user group. These aerting rules will apply
to all usersin the group. The user's original alerting rules and objects will also apply.

Roles

A roleisagroup of permissions that you can assign to users or groups.

The following table lists available roles.

Role Permissions

ZenUser Provides global read-only access to system objects.

ZenManager  Provides global read-write access to system objects.

Manager Provides global read-write access to system objects. Additionally provides read-write access to
the Zope object database.

Device access control lists

About device access control lists (ACL)

Zenoss Core supports fine-grained security controls. For example, this control can be used to give limited access
to certain departments within alarge organization or limit a customer to see only hisown data. A user with
limited access to objects also has a more limited view of features within the system. As an example, most global
views, such as the network map, event console, and all types of class management, are not available. The device
list isavailable, as are the device organizers: systems, groups, and locations. A limited set of reports can also be
accessed.

Permissions and roles

Actions in the system are assigned permissions. For instance to access the device edit screen you must have the
“Change Device’ permission. Permissions are not assigned directly to a user; instead, permissions are granted

to roles, which are then assigned to a user. A common example is the ZenUser role. Its primary permission
is“View,” which grants read-only accessto all objects. ZenManagers have additional permissions such as
“Change Device,” which grants them access to the device edit screen. When you assign arole to a user using the
Roles field (on the Edit page), it is global.
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Administered objects

Device ACL s provide limited control to various objects within the system. Administered objects are the same as
the device organizers: Groups, Systems, and L ocations and Devices. If accessis granted to any device organizer,
it flows down to all deviceswithin that organizer. To assign access to objects for arestricted user, you must
have the Manager or ZenManager roles. The system grants access to objects is granted using the user's or user
group's administered objects. To limit access, you must not assign a“global” role to the user or group.

Users and groups

Users and user groups work exactly as they would normally. See the section in the User Management section of
this guide dealing with users and groups.

Assigning administered object access

For each user or group there is an Administered Objects selection, which lets you add items for each type of
administered object. After adding an object you can assign it arole. Roles can be different for each object, so a
user or group might have ZenUser on a particular device but ZenManager on alocation organizer. If multiple
roles are granted to a device though direct assignment and organizer assignment the resulting permissions will
be additive. In the example above, if the device was within the organizer the user would inherit the ZenManager
role on the device.

Portlet access control

Within Zenoss Core, portlet access can be controlled. Thisisimportant for device ACLSs.

Example: Restricted tser with ZenUser role

To create arestricted user with a ZenUser role:

1 Asadmin or any user account with Manager or ZenManager role, create a user named acltest. Set a password
for the user.

Make sure that no role is assigned to the user.

Edit the user's administered objects.

Add an existing device to the user. The device's role will default to ZenUser.

Log out of your browser, or open a second browser and then log in as acltest.

Select INFRASTRUCTURE. Y ou should see only the device you assigned to acltest.

Navigate to the device and notice that the edit capabilities are not available. Thisis because you are in read-
only mode for this device.

~No o WDN

Example: Restricted user with ZenManager role

Torestrict auser to aspecificrole;

1 Change the acltest user'srole to "ZenManager" on the device. (Y ou must to do this as a user with
ZenManager global rights.)

2 Go back to the acltest user's administered objects and set the role on the device to ZenManager.

3 Asacltest, navigate back to the device. Y ou how have access to edit the device.

Example: Adding device organizers

To add a device organizer:

1 Go to Groups and create a group called "RestrictGroup.”
2 Gotothe acltest user’ s administered objects and add the group to the user.
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3 Logged in as acltest, notice that groups can be added to a user.

4 Place adevice within this group and as acltest you should not only see the device within the group but also
in the devicelist.

Restricted user organizer management

1 Givethe acltest user ZenManager on your restricted group.
2 Asacltest, you can now add sub-organizers under the restricted group.

Viewing events

A user in restricted mode does not have access to the global event console. The available events for the user can
be seen under his organizers.

Detailed restricted screen functionality
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Dashboard
By default, the dashboard is configured with three portlets:

m  Object Watch List
m  Device lssues
m  Production State

These have content that will be restricted to objects for agiven user.
Device list

The devicelist is automatically filtered to devices of arestricted user scoped to accessible devices. No menu
items are available.

Device organizers

Device organizers control groups of devices for arestricted user. Every device added to the group will be
accessible to the user. Permissions will be inherited down multiple tiers of a device organizer.

Reporting

Reports are limited to device reports and performance reports.

zZenoss



Reporting

Reporting

13

The REPORTS tab of the Zenoss Core browser interface provides summaries of monitored resourcesin atree
view. Expand an organizer to see reportsin that category.

Y ou can organize reports and the display order of the report organizers by drag-and-drop within the tree view.

Figure 96: Reports list
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Troubleshooting problems with report generation

If you experience stair-stepping in graphs, consider changing the reporting collection interval in Zenoss Core.
For example, setting the reporting collection interval to 60 minutes tells Zenoss Core to update the API-driven
reporting data at that interval, which is different from the native collection interval.
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Organizing reports

Y ou can organize reports by creating organizers and moving reports into them. Y ou can create report organizers
at multiple levels, even within another organizer. To create a report organizer:

1 Select an existing organizer or the top of the reports hierarchy, and then click Add.
2 Click Add Report Organizer.

3 IntheCreate Report Organizer dialog box, enter the name of the new report organizer, and then click
Submit.
The report organizer appearsin the tree view.

4 Movereportsinto the organizer, or create new reports.

Device reports

All Devices

A summary of each device that Zenoss Core is monitoring.

Column  Content

Name The name of the device.

Class The Zenoss Core device class associated with the device.

Product  The hardware model information associated with the device, which is provided by the device's
SNMP MIB, or entered manually. If the value in this column isan SNMP OID, the Zenoss Core
database does not include a definition of the object.

State The device's production state. Valid statesinclude Production, Pre-Production, Test,
andMaintenance.

Ping The result of the most recent ping of the device.

SNMP The result of the most recent attempt to gather data through the device's SNMP agent.

All Monitored Components

A summary of each component Zenoss Core is monitoring.

Column Content

Device The name of the device which contains the component, with alink to its overview page.
Component The name of the component, with alink to its overview page.

Type The class associated with the component.

Description A description of the component; typically, the component's name.

Status The state of the component as of the most recent attempt to gather monitoring data.

Device Changes

A summary of the devices in which changes were detected during the most recent collection of model data.
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Column  Content

Name The name of the changed device, with alink to its overview page.

Class The Zenoss Core device class associated with the device.

First Seen Thetimestamp of theinitial collection of modeling data for the device.

Collection The timestamp of the collection in which a change was detected before the most recent collection.

Change  Thetimestamp of the most recent collection in which a change was detected.

MAC Addresses (MAC Address Inventory)

A list of the unique device name, interface ID, and MAC address combinations in the Zenoss Core database.

Column Content

Device The name of adevice, with alink to its overview page.

InterfaceID ThelD of anetwork interface, with alink to its overview page.

MAC A MAC address.
address

Model Collection Age

A summary of devices that were not available for modeling data collection during the most recent 48 hour
period.

Column  Content

Name The name of the changed device, with alink to its overview page.

Class The Zenoss Core device class associated with the device.

First Seen Thetimestamp of theinitial collection of modeling data for the device.

Collection The timestamp of the most recent collection of modeling data.

Change  Thetimestamp of the most recent change in modeling data for the device.

New Devices

Thelist of devices that were discovered and added to Zenoss Core recently.

Column  Content

Name The name of the changed device, with alink to its overview page.

Class The Zenoss Core device class associated with the device.

First Seen The timestamp of theinitial collection of modeling data for the device.

Collection The timestamp of the most recent collection of modeling data.

Change  Thetimestamp of the most recent change in modeling data for the device.
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Ping Status Issues

A list of the devices which were down during the most recent collection of monitoring data.

Column  Content

Name The name of the device.

Class The Zenoss Core device class associated with the device.

Product  The hardware model information associated with the device, which is provided by the device's
SNMP MIB, or entered manually. If the value in this column is an SNMP OID, the Zenoss Core
database does not include a definition of the object.

State The device's production state. Valid statesinclude Production, Pre-Production, Test,
andMaintenance.

Ping The result of the most recent ping of the device.

SNMP The result of the most recent attempt to gather data through the device's SNM P agent.

SNMP Status Issues

A list of the devices for which no SNMP agent responded during the most recent collection of monitoring data.

Column  Content

Name The name of the device.

Class The Zenoss Core device class associated with the device.

Product  The hardware model information associated with the device, which is provided by the device's
SNMP MIB, or entered manually. If the value in this column is an SNMP OID, the Zenoss Core
database does not include a definition of the object.

State The device's production state. Valid statesinclude Production, Pre-Production, Test,
andMaintenance.

Ping The result of the most recent ping of the device.

SNMP The result of the most recent attempt to gather data through the device's SNMP agent.

Software Inventory

A list of the software installed in the devices and components which Zenoss Core monitors.

Column Content

Manufacturer The name of the company that makes the software product.

Product The name of the software product.

Count The total number of devices or components on which the software isinstalled.

Event reports
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All EventClasses (All Event Classes)

A list of each item in the event hierarchy in Zenoss Core. Each item (class) includes the total number of
subclasses, instances, and events associated with the class.

Column  Content

Name The event class name.

Sublasses The total number of subclasses associated with the event class.

Instances Thetotal number of instances of the class and its subclasses.

Events The total number of events associated with the class.

All EventMappings (All Event Mappings)

A list of each item in the event mapping hierarchy in Zenoss Core. Each item (event mapping) includes its key
and exampl e text, and a count of the events associated with the event mapping.

Column Content

Name The name of the event mapping, which includes its location in the event class hierarchy,
and its key.

EventClassKey  The unique identifier of the event mapping.

Evaluation A portion of the example associated with the event mapping.

Events The total number of events associated with the event mapping.

All Heartbeats

A list of all Zenoss Core daemons, showing the number of seconds elapsed since each daemon sent a heartbeat

event.

Column Content

Device The device on which the daemon is running.

Component The name of the daemon.

Seconds The number of seconds elapsed since the daemon sent a heartbeat event.

Performance reports

Availability Report

Shows the percentage of time that a device is considered available. Y ou can filter this report on avariety of
criteria, including by atime period.
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Report filtering

Device Class: 7 v Systems: /T

Groups: I Locations: I

Device Filter: Severity: Eror ¥

Start Date: 07/17/2017 select] End Date: 07/24/2017 select]
Event Class: /Status/Ping Y

Genemtd

Device Class

The device classto use for filtering. The default is / (all device classes).
Systems
Select the systems to filter by. The defaultis / (al systems).
Groups
Select the groups to filter by. The default is / (all groups).
L ocations
Select the locations to filter by. The default is / (all locations).
DeviceFilter
Enter the name of the deviceto filter by.
Severity
The severity level used in the availability calculation described below. The defaultisCritical. If another
level iswanted, select it from the drop-down list.
Start Date
End Date

Thefirst and last dates of the range of datesto include in the report. To select a date from a calendar, click
select. The default range is the week ending with the current date.

Event Class
The event classto usefor filtering. The default is /Status/Ping.

To generate or refresh the report, click Gener ate.

Note If you export the report by clicking Export all, be sure to format the percentage columnsto show
percentages instead of decimal values.

The percent availability valueis calculated by first summing the duration of all events of a particular class
with a production state of Product ion and with a severity greater than or equal to a specified severity in the
filter criteria. This sum isthen divided by the total duration of the time range, and then subtracted from 1 and
multiplied by 100 to get the percent available, asin the following equation:

1 - ((Total event down time) / (total duration)) * 100

Note  Eventswhose firsttime and lasttime fields are the same are not used in the calculation. These could
represent an event that occurs and is subsequently cleared by the next event, or an event that has happened only
once in the specific date range.

Report contents

Column Content

Device Name of the device based on the filter parameters selected.

Systems Systems name if applicable to the filter.

zZenoss



Reporting

Column Content

Availability Total availability of the selected devices.

CPU Utilization

Shows monitored devices, load averages, % utilization, and forecasted exhaustion. Y ou can customize start and
end dates.

Report filtering

Root Organizer: /Devices v Device Filter:

Start Date: 07/17/2017 select] End Date: 07/24/2017 select]
Summary Type: Average ¥ Consolidation: Average ¥

Trendline Type: Linear ¥

Generatel

Root Organizer
The device class to use for filtering. The default is /Devices.
Device Filter
Enter the name of the deviceto filter by.
Start Date
End Date

Thefirst and last dates of the range of datesto include in the report. To select a date from a calendar, click
select. The default range is the week ending with the current date.

Summary Type
Possible valuesinclude: Average, Maximum, Minimum, and Last.
Consolidation
Possible valuesinclude: Average and Max.
Trendline Type
Projection algorithm used in Forecasted % Util Exhaustion caculation. Possible value:

Linear

To generate or refresh the report, click Gener ate.

Note If you export the report by clicking Export all, be sure to format the percentage columns to show
percentages instead of decimal values.

This report uses data point aliases. (For more information about data point aliases, see Data point aliases on
page 103.) To add data points to a report, add the alias, and then ensure the values return in the expected units.

Alias Expected Units
loadAverageSmin Processes
cpu_pct Percent

Report contents

Column Content

Device Name of the device based on the filter parameters selected.
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Column Content

Load Avg Average load on the device.

% Util % CPU utilization on the device

Forecasted The amount of time before the exhaustion threshold will be breached.
% Util
Exhaustion

Filesystem Util Report

166

Shows mount point, total bytes, used bytes, free bytes, and percentage of utilization for each device. Y ou can
customize start and end dates and summary type.

Report filtering

Root Organizer: /Devices v Device Filter:

Start Date: 07/17/2017 select] End Date: 07/24/2017 select]
Summary Type: Average ¥

Generatel

Root Organizer
The device classto use for filtering. The default is /Devices.
DeviceFilter
Enter the name of the device to filter by.
Start Date
End Date

Thefirst and last dates of the range of datesto include in the report. To select a date from a calendar, click
select. The default range is the week ending with the current date.

Summary Type

Possible valuesinclude: Average, Maximum, Minimum, and Last.

To generate or refresh the report, click Gener ate.

Note If you export the report by clicking Export all, be sure to format the percentage columns to show
percentages instead of decimal values.

This report uses data point aliases. (For more information about data point aliases, see Data point aliases on
page 103.) To add datapoints to a report, add the alias, and then ensure the values return in the expected units.

Alias Expected Units

usedFilesystemSpace bytes bytes

Report contents

Column Content

Device Name of the device based on the filter parameters selected.

Mount File systems mount point. Click the link to be taken directly to the device's components page.

Total bytes Amount of total bytes
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Column Content

Used bytes  Amount of used bytes

Freebytes Amount of free bytes

% Util Percent utilization

Interface Utilization

zZenoss

Shows the traffic through all network interfaces monitored by Zenoss Core.

Report filtering

Root Organizer: /Devices v Device Filter:

Start Date: 07/17/2017 selecﬂ End Date: 07/24/2017 selecﬂ
Summary Type: Average ¥
Generatel

Root Organizer
The device classto use for filtering. The default is /Devices.
DeviceFilter
Enter the name of the deviceto filter by.
Start Date
End Date

Thefirst and last dates of the range of datesto include in the report. To select a date from a calendar, click
select. The default range is the week ending with the current date.

Summary Type

Possible valuesinclude: Average, Maximum, Minimum, and Last.

To generate or refresh the report, click Gener ate.

Note If you export the report by clicking Export all, be sure to format the percentage columns to show
percentages instead of decimal values.

This report uses data point aliases. (For more information about data point aliases, see Data point aliases on
page 103.) To add data points to a report, add the alias, and then ensure the values return in the expected units.

Alias Expected Units
inputOctets _bytes bytes/sec
outputOctets _bytes bytes/sec

Report contents

Column Content

Device Name of the device based on the filter parameters selected.

Interface  Name of interface. Click the link to be taken to the Device Components page.

Speed Theinterface's rated bandwidth, in bits per second

Input Average traffic coming in to the interface, in bits per second
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Column Content

Output Average traffic going out of the interface, in bits per second
Total Total average traffic across the interface, in bits per second
% Util Percentage of the interface's bandwidth consumed

Memory Utilization

168

Provides system-wide information about the memory usage for devicesin Zenoss Core.

Report filtering

Root Organizer: /Devices v Device Filter:

Start Date: 07/17/2017 select] End Date: 07/24/2017 select]
Summary Type: Average ¥ Consolidation: Average ¥

Trendline Type: Linear ¥

Generatel

Root Organizer
The device classto use for filtering. The default is /Devices.
DeviceFilter
Enter the name of the deviceto filter by.
Start Date
End Date

Thefirst and last dates of the range of datesto include in the report. To select a date from a calendar, click
select. The default range is the week ending with the current date.

Summary Type

Possible valuesinclude: Average, Maximum, Minimum, and Last.
Consolidation

Possible valuesinclude: Average and Max.
Trendline Type

Projection algorithm used in Forecasted % Util Exhaustion calculation. Possible value:
Linear

To generate or refresh the report, click Gener ate.

Note If you export the report by clicking Export all, be sure to format the percentage columns to show
percentages instead of decimal values.

The report uses data point aliases. (For more information about data point aliases, see Data point aliases on
page 103.) To add data points to the report, add the alias, and then ensure the values return in the expected units.

Alias Expected Units
memoryAvailable bytes bytes
memoryBuffered bytes bytes
memoryCached _bytes bytes

zZenoss




Reporting

Report contents

Column Content

Device Name of the device based on the filter parameters selected.

Total Amount of total memory

Available  Amount of available memory

Cache Amount of cache memory

Memory

Buffered Amount of buffered memory

Memory

% Util % memory utilization on the device

Forecasted The amount of time before the exhaustion threshold will be breached.
% Util

Exhaustion

Threshold Summary

Provides information about the devices that are approaching or exceeding their thresholds.

Report filtering

Start Date: |07/17/2017 selecﬂ End Date: |07/24/2017 selecﬂ Event Class: | /Perf v
Genemtd

Start Date

End Date

Thefirst and last dates of the range of datesto include in the report. To select a date from a calendar, click
select. The default range is the week ending with the current date.

Event Class
The device classto use for filtering. The default is /Perf.

To generate or refresh the report, click Gener ate.

Note If you export the report by clicking Export all, be sure to format the percentage columns to show
percentages instead of decimal values.

Report contents

Column Content

Device Name of the device based on the filter parameters selected.

Component Network interface component name, if applicable.

Event Class Event class that had athreshold breach.

Count Number of times athreshold was breached.

Duration Amount of time that a threshold was breached.

% Percentage of time that the threshold was breached for the report's time period.
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Graph reports

Graph reports allow you to assemble graphs from devices and device componentsinto asingle report. Graph
reports only display those graphs that already exist on devices or components in the system. Y ou cannot define
or ater graphsin agraph report.

Graph reports are available in two views: a"normal” view (similar to the graph views for devices and device
classes) and a print view.

Figure 97: Sample graph report

Q intertace report || < ‘mm.. H Zoom Out h > |Range [Custom) SIS 20 16-10-19 22 32 00 [EIEREH 2015-10-20 0420 3 [ oW ‘0 Refresh \‘n_g.‘
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4\‘/\/" \’\/\/ /\&/\\/\j \/ v\f /\ﬁ\‘j 1o f\./ \“"/\{/\\

19:05:00 09.50:00 11320 12.36.40 14:00.00 14:25:00
10720116 08:32:00 to 1072016 14:29:38 (AmericaiChicago)
Wetic Last  Min Mar A
W inboung 099 067 192 2
Outbound 0 61 169 4

\/\/\ *Aw\,/\/ A M\[\/\v\/v hvd md,

300 09:50.00 11320 12.35:40 140000 14:28:00

10720116 08:32:00 to 10720116 14:29:38 (AmericaiChicago)
Wetic Last  Min Max  Ag
W inbound 104 046 185 117
B outbound 077 046 187 120

-[elifE] 0Jobs «

Creating a graph report
To create a graph report:

Navigateto REPORTS > Graph Reports

Click Add and select Add Graph Report from the popup menu.

Enter a name for the report in the Create Graph Report dialog box and click SUBMIT.

In the Edit Report screen, verify or edit the following information in the Graph Report section:

A WDN PR

Name: The name of the report as defined in the Create Graph Report dialog box.
Title: Enter adescriptive title to display in the list of reports for the report organizer.

Number of Columns: Specify the number of columns (1-3) in which graphs will be displayed on the
report.

m  Comments: Enter comments to display at the top of the printable version of the report. ThisisaTALES
evaluated string that can contain HTML formatting. The variables available to the TALES expression
are:

®  now (current date and time)
®  report (report object)
5 Click Saveto save the new graph report.
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In the Add New Graph section, fill in the appropriate information to add a graph to the report:

m  Device: Select the one or more devices. Y ou can narrow the list of devices by entering a search string
and clicking Filter.

= Component: Optionally, select one or more components from the Component list. Thislist displaysthe
names of all components defined on at least one of the selected device. If you want to see the complete
component path in the system to help with identification, select the Show component path check box.

Select one or more graphs from the Graph list. This|list displays the names of all the graphs available for the
selected devices; or, if you have selected one or more components, the graphs available for the components.

Click Add Graph to Report. The selected graphs are displayed in the Graphs section. Y ou can resequence
or delete graphs using the Action icon.

Add New Graph

Filtaj
10872541
Cisco_10,171.100.14
CLUSQUIDDICNIBS
M 1kv-Orch
MNEDD1-2
nexus-5k zenoss loc
perf2-switch.zenoss loc
perfi-switch.zenoss loc i

Device

Show component path

32 port Modular Universal Port Supervisor in Fixed Module-1

bfs-asl

bfs-asn2

default

default

ESXi_4_B_SAN 7

Component

CPU Utilization
Memory Utilization
Power Consumption

Graph

Add Graph to Report |

Graphs |G—-|

Seq Mama Device Component Graph
0 nesws-5k zenoss loc 32 port Modular Universal Port Supervisorin — NeXUS- 32 port Modular Universal Port Supervisor CPU
Fized Module-1 CPU Liilization Sk.zenoss.loc In Fixed Module-1 Utilization

Graph reports maintain a static list of graphs. Thislist does not automatically change when graphs are added
or deleted from monitoring templates. For example, you have two devices with associated graphs:

m  DeviceA: Hasasingle graph (Graphl)
m Device B: Hastwo graphs (Graphl and Graph2)

If you select DeviceA and DeviceB on the Graph Report edit page, the list of graphs will include Graphl and
Graph?2. If you select both graphs and add them to the report, you will see three graphs:

m  DeviceA - Graphl
m DeviceB - Graphl
m DeviceB - Graph2

If, at alater time, you create a second graph (Graph2) on DeviceA's monitoring templates, that new graph
will not automatically appear on the graph report. Y ou must edit the report to add it. Similarly, if you later
remove a graph from DeviceB's template (or even delete DeviceB from the system), you must manually
remove the graph (or device) from the graph report.
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Working with graph reports

Y ou can customize the display of the graphs that are contained in any graph report that you created. Y ou can
change the graph name by clicking on the graph name in the Graphs section of the Edit Report screen. Y ou can
also edit the text that appears with the graph when viewing the report:

m  Summary: Displays above the graph in the normal report view. It may contain TALES expressions with
these variables:;

m dev - Device
= comp - Component
m graph - Graph
= Comments: Displaysto the left of the graph in the printable view. May contain TALES expressions with
these variables:

m dev - Device
= comp - Component
m graph - Graph
On the Graph report, you can control the information displayed by selecting the Range of datato display or

by clicking the Zoom In/Zoom Out controls. Using this latter method, automatically adjusts the data range to
Custom and you can fine-tune your date range.

Multi-Graph reports

Muulti-graph reports combine data from different devices and components into a single report. Y ou can create
agraph definition and have it drawn once for each of a group of devices and components that you define.
Alternatively, you can combine the data for those graphsinto a single graph.

The groups of devices and components you assemble are called "collections". Specifying the graph definition

to apply to collections is done through graph group objects. Multi-graph reports include their own graph
definitions, and thus do not use the graph definitions that are defined in monitoring templates. To create a report
that includes graphs defined on templates, use a Graph report instead.

Creating a multi-graph report

1 Navigateto REPORTS > Multi-Graph Reports
2 Click Add and select Add M ulti-Graph Report from the popup menu.
3 Enter aname for the report in the Create Multi-Graph Report dialog box and click SUBMIT.
4 Inthereport edit page, enter or select values for the following:
Name: The name of the report as defined in the Create Multi-Graph Report dialog box.
Title: Enter a descriptivetitleto display in thelist of reports for the report organizer.
Number of Columns: Specify the number of columns (1-3) in which graphs will be displayed on the
report.
5 Click Save.

6 Add one or more of the following to define the source you want to graph:

m  Collections: Contain the devices and components you want to graph.
m  Graph Definitions: Describe the graphs you want on the report.
m  Graph Groups: Specify the collections and graph definition to use.
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Figure 98: Multi-Graph Report Edit page

Name frest_multifgraph_report
Title |
Number of Columns 17|

_Save|

Adding collections

zenoss
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A collection comprises one or more collection items. A collection item can be alist of device classes, systems,
groups, locations, or specific devices or components. A single collection may contain as many collection items
asdesired. A multi-graph report must contain at least one collection. Collections are shown in the Collections

area of the report's Edit page.

To create a collection:

1 Inthe Collections area of the multi-graph report Edit page, click the Action icon and select Add Collection.

The Add a Collection dialog box appears.

2 Enter aname for the collection, then click OK. The Multi-Graph Report Collection dialog box appears.

Figure 99: Multi-Graph report collection

Name ftest_collection

|L

Item Type Device Class -
[Discoverad -]
MNetwork
IServer
IPrinter
c [Power
Device Class KUM
IPing
MHTTP
IStorage
Meb -
Include s MTrae * |
Suborganizers
Add to Collection |

ﬂ

3 Inthe Add To Collection area, select collection items to add to the collection:

a Select avauefor Item Type. If you select either Device Class, System, Group, Of Location,
then you can select one or more of the organizers to include in the collection. If you select Specific
Device/Component, youwill be ableto choose from alist of al the devicesin the system. You can
use the Filter field to narrow the selection process. Selecting one or more devices will display alist of

component names that apply to the selected devices.

o

Select avalue for Include Suborganizers?. If t rue, the collection will aso include all organizers

recursively beneath the selected organizer. These collection items are dynamic, when devices are added

or removed from the organizers, they will appear or disappear from the report.
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4

Click Add to Collection to create a new colleciton item for each of the selected organizers or specific
device. The collection item appearsin the Colllection Items area. If desired, you can re-order collection
items. Their listed order determines the order in which the graphs are drawn, or the order that datais drawn
on acombined graph.

Adding graph definitions
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In the context of multi-graph reports, graph definitions are very similar to those in monitoring templates.
Settings on the graph definition define basic parameters. Graph points are added to specify which data should be
drawn. (For more information on creating graph definitions, see Performance graphs on page 110.)

The most significant differences between graph definitions in the two contexts is how data point graph

points and threshold graph points are added. When adding a data point graph point to a graph definition in a
performance template, you can select from alist of data points that are defined on that template. In the context
of amulti-graph report, there are no graph point definitions listed. Y ou must enter the name of the data point on
the data point graph point dialog.

1

Click the Action icon in the Graph Definitions area of the Graph edit page and select Add Graph.
The Add a New Graph dialog box appears.

Enter a name for the graph, then click OK.
The Edit Graph Definition page appears.

Figure 100: Multi-Graph Report Graph Definition

State at time: 2016/10/20 21:12:38

Name test_graph

Helght 500
Width 500
Units

Logarithmic Scale False v
Base 1024 False v
Min ¥ B

Max ¥ (1

Has Summary True ¥

Save

Graph Points [Q - |
Seq Name Type Description

Make any changes to the graph definition values displayed, then click Save.
Click the Action icon in the Graph Points section to perform the following:

Add data points (see next topic)
Add thresholds

Add a custom graph point
Delete a graph point
Re-sequence graph points

Adding data points

To add a data point to a graph definition:

A WDN PR

Ensure that you have created a graph definition as part of your multi-graph report.

On the Graph Definition page, click the Action icon in the Graph Points section and select Add DataPoint.
Enter a DataPoint Name. The field will auto-populate based on your entry. Click OK to save the name.
Click the name of the graph point you want to define. The Edit screen appears.
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Figure 101: Edit DataPoint

State at time: 2016/11/03 16:40:51

Name usedBlocks
Type DataPoint
DataPoint disk_usedBlocks
Coensclidation AVERAGE

${here/getTotalBlocks},/,100,*

RPN

Limit -1

Line Type Line v
Line Width 1

Stacked False ¥

Color (Hex value RRGGBB)

Format %5.21f%s
Legend ${here/name | here/id} ${graphPoint/id}
Save |

Available RRD Variables None

5 Edit the fields based on your datapoint and the way you want data displayed. Y ou can enter a custom RPN
expression on this screen if needed.

6 Click Save.

Adding graph groups

Graph groups combine a graph definition with a collection to produce graphs for the report. In order for the
report to show graphs, at least one graph group must be created.

To create a graph group:
1 Click the Action icon in the Graph Groups area of the Graph edit page and select Add Group.
The Add a New Graph Group dialog box appears.

2 Enter aname for the graph group, then click OK.
The Edit Graph Group Definition page appears.

Figure 102: Multi-Graph Report Graph Group

State at time: 2016/10/20 21:14:44

Mame test_graph_group

Collection test_collection »

Graph Definition test_graph ¥

Method Separate graph for each device »
Save |

3 Make any changes to the graph group values displayed:

Name: ldentifies the graph group on the multi-graph report page. It does not appear on the report.
Collection: Select a collection that has been defined for this report.

Graph Definition: Select a graph definition that has been defined for this report.

Method: Choose between having the graph drawn once for each device and component in the collection
or combining the data from all devices and components into a single graph. Options are;
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m  Separate graph for each device: The graph definition is used to draw one graph for each device and

component in the collection. Graphs will appear in the list in the same order they are specified in the
collection.

m All deviceson asingle graph: Draws one graph with the data from all devices and components

included.

4 Click Save to save the graph group.

Re-sequencing graph group order

Graph groups are drawn in the order in which they are listed on the multi-graph report Edit page. To change the
order of the graph groups:

1 Onthe Multi-Graph Edit Report page, edit the sequence order numbers (0, 1, 2, and so on) beside the
graph groups that you have defined.

2 Fromthe Action icon, select Re-sequence items.
The page refreshes and displays the graph groups in the re-sequenced order.

Note If agraph group resultsin multiple graphs, the graphs are drawn in the order that the collection
items are listed in the corresponding collection. If a collection item specifies a device organizer, the order of
devices drawn from that collection item is indeterminate.

Creating a custom device report
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To create a custom device report:

1 Navigateto REPORTS > Custom Device Reports

2 Click Add and select Add Custom Device Report from the popup menu.

3 Enter aname for the report in the Create Custom Device Report dialog box and click SUBMIT.
4 Define the following report parameters:

Name: Edit the report name if needed.
Title: Enter the report title. Thistitleis displayed in the report and is distinct from the report name.
Path: Specify the path in the hierarchy where you want the system to store the report.

Query: Specify the actual query string for the report. For example, if you want to limit the report to just
those devices with a serial number, you can set the query value to:

here.hw.serialNumber != ""

Sort Column: Specify the column on which you want to sort the report by default.

Sort Sense: Specify the sense that the system usesto sort: asc (ascending sort) or desc (descending
sort)
Columns:. Specify the data to be retrieved and displayed in the report. For example you could specify:

B getID: Getsthe name of any device.
B getManagelIp: Getsthe IP addresses of the devices.
B getHWSerialNumber: Getsthe serial numbers of the devices.

Note For acompletelist of valid options, refer to the information on the Device schemain TALES
expressions on page 205.
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Scheduling reports

By default, al reports run on demand, presenting information in the browser interface when you run the report.
Y ou can a'so schedule areport to be run using the reportmail command linetool. You can select areport
to generate and email its output to alist of recipients. Ensure that an SMTP server is configured for your
environment.

To schedule areport using reportmail:

1
2

zZenoss

Log in to the Zenoss Core browser interface and click REPORTS.

Take note of the report name you want to schedule and the folder it isin. Y ou will need this information
later in this procedure. For example, MAC Addresses reportintheDevice Reports folder.
Loginto the Control Center master host as a user with serviced CLI privileges.

Adapt the following command for your environment:

serviced service run zope reportmail run -u "http://localhost:8080/
zport/dmd/Reports/FolderName/ReportName" -U user —-p password —
a emailaddress —-f emailaddress

The URL must use 1ocalhost:8080. Use %20 for aspacein the URL. A more real-world example:

serviced service run zope reportmail run -u "http://localhost:8080/
zport/dmd/Reports/Device%$20Reports/MAC%20Addresses" -U admin -p Pa$
Sw@rd —-a managers@example.com -f craig@example.com

Thefollowing table lists al the arguments available for the reportmail command:

Table 7: Reportmail command line arguments

Argument Description

-u URL, --url=URL Uniform Resource Locator of the report to send.
This can also be the URL of any other page in the
system. Use localhost : 8080 asthe domain.
Use %20 for the space character.

-U USER, --user=USER User to log in to the system. This user must have
permission to view the supplied URL.

-p PASSWD, --passwd=PASSWD Password to log in to the system.

-aADDRESS, --addresssADDRESS Email address for report delivery (may be given
more than once). Default value comes from the
user'sprofile.

-s SUBJECT, --subject=SUBJECT Subject line for email message. Default value is the
title of the page.

-f FROMADDRESS, --from=FROMADDRESS Origination address for the email being sent.

-d DIV, --div=DIV DIV to extract from the HTML at URL. The default
valueis contentPane, which works for all
default reports.
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ZenPacks 14

ZenPacks extend and modify the system to add new functionality. This can be as simple as adding new device
classes or monitoring templates, or as complex as extending the data model and providing new collection
daemons.

Y ou can use ZenPacks to add:

Monitoring templates
Data sources

Graphs

Event classes

User commands
Reports

Model extensions
Product definitions

Simple ZenPacks can be created completely within the user interface. More complex ZenPacks require
development of scripts or daemons, using Python or another programming language.

ZenPacks can be distributed for installation on other Zenoss Core systems.

Displaying the list of installed ZenPacks

You can display installed ZenPacks by using the browser interface or the command-line interface (CLI).

Displaying installed ZenPacks in the browser interface

1 Inthe Zenoss Core browser interface, select the ADVANCED tab.

Note  Theaction menuin the left column does not include an option to create a ZenPack. For more
information, see Creating a ZenPack on page 182.

2 Intheleft column, select ZenPacks.
The following figure shows an example list of ZenPacks.
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IEN0SS Zenoss 214 Yes

O
O

ZENDSS Zenoss  120dev  Yes

Portlets

e O ZenPacks zenoss DeviceSearch ZENDSS Zenoss 121 Yes
Exents (@] P Monit zenoss  Zenoss 2.1.0 Yes
User Interface O zenPacks zenoss LinuxMonitor ZENDSS Zenoss 141 Yes
Support O zenPacks zenoss Microsoft Windows zenoss  Zenoss 257 Yes
@] ZenPacks zenoss MySqlMonitor ZEeN0ss Zenoss 307 Yes
(O zenPacks zenoss NipMonitor zenoss  Zenoss 222 Yes
(O zenPacks zenoss PythonCollector zenoss  Zenoss 173 Yes
O zenPacks zenoss Zenlail 2enoss  Zenoss 501 Yes

Displaying installed ZenPacks in the CLI

To perform this procedure, you need a user account with serviced command-line interface (CLI) privileges
on the Control Center master host.

1 Logintothe Control Center master host as a user with serviced CLI privileges.
2 Display thelist of installed ZenPacks:

serviced service run zope zenpack list

ZenPack information resources

Zenoss provides numerous ZenPacks that add and extend system functionality. In the Zenoss Core browser
interface, the question mark icon provides alink to the documentation of the included ZenPacks. The ZenPack
catalog provides detailed descriptions of all ZenPacks that are developed by Zenoss.

Y ou can create your own ZenPacks or download and install ZenPacks that are devel oped by others. For more
information, see the following ZenPack resources:

m  ZenPack SDK
m  Zenoss Community, which includes a ZenPack development forum
m  Public Zenoss repositories on GitHub

Preparing to install or upgrade a ZenPack

Perform this procedure to minimize the amount of time that Zenoss Core is unavailable during a ZenPack
installation or upgrade.

1 Logintoyour workstation and start aweb browser.
2 Download the ZenPack to install or upgrade from the ZenPack catalog site.
3 Copy the ZenPack egg fileto alocal directory on the Control Center master host.
a Create adirectory for the ZenPack egg file.
The directory must be local (not mounted).
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b
c

The following command creates adirectory in /tmp:

mkdir /tmp/zenpack

Use afile transfer command or utility to copy thefile.
Set full permissions on the directory and files:

chmod -R 0777 /tmp/zenpack

4 Optional: Install ZenPack dependencies.

A ZenPack might require packages or other software not included in the ZenPack egg file. To ensure that
the dependencies are available, perform the following substeps:

a
b

Loginto the Control Center master host as a user with Control Center CLI privileges.
Start an interactive shell in a zope service container.

In the following command, the - s flag saves and tags the changes that you make. Replace MyTag with a
short name that describes the dependencies that you are installing.

serviced service shell -i -s MyTag zope bash

The serviced daemon starts a Bash shell and logsyou in asthe root user.

Install required dependencies.

For example, to install the terminus font for X Windows in Ubuntu Linux, enter the following
command:

apt—-get install xfonts-terminus

Enter any number of commands to install the required dependencies.
Return to the Control Center master host shell session:

exit

Create a snapshot and commit your changes:

serviced snapshot commit MyTag

Restart all Zenoss Core application services:

serviced service restart Zenoss.core/Zenoss

Installing or upgrading a ZenPack
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Before you begin, review the following requirements and considerations:

Complete the stepsin Preparing to install or upgrade a ZenPack on page 179.

Do not use this procedure to install or upgrade the Zenoss Service Impact ZenPacks,
ZenPacks.zenoss.ImpactServer and ZenPacks.zenoss.Impact. For more information, refer to the Zenoss Core
Installation Guide.

1 Logintothe Control Center master host as a user with Control Center CLI privileges.
2 Create a snapshot:

serviced service snapshot Zenoss.core
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On completion, the serviced command returns the ID of the new snapshot. If theinstallation of a
ZenPack fails, you can restore the snapshot created in this step. For more information about restoring a
snapshot, refer to the Control Center Reference Guide.

Change directory to the directory in which the ZenPack egg fileislocated.
For example:

cd /tmp/zenpack
Install the ZenPack:

serviced service run zope zenpack-manager install ZenPack-File.egg

Daemons that a ZenPack provides are packaged in Docker containers and installed as child services of the
current instance of Zenoss Core.

Restart all Zenoss services:

serviced service restart Zenoss.core/Zenoss

Removing a ZenPack

zZenoss

Removing a ZenPack can have unexpected consequences, and often, the safest choice is not to remove a
ZenPack. Before you begin, review the following requirements and considerations:

Removing a ZenPack removes all objects provided by the ZenPack and all objects that depend on code
provided by the ZenPack.

Removing a newer version of a ZenPack to install an older version failsif the newer version includes
migration code.

Removing a ZenPack that installs a device class removes the device class, any contained device classes, and
all devicesin that class.

Some ZenPacks provide services upon which other ZenPacks rely. Make sure the service you remove is not
needed by another ZenPack.

Do not use this procedure to remove the Zenoss Service Impact ZenPacks, ZenPacks.zenoss.| mpactServer
and ZenPacks.zenoss.Impact. For more information, refer to the Zenoss Core Installation Guide.

Review the documentation of the ZenPack that you want to remove for information about classes and
daemons (services) associated with it.
Delete data sources provided by the ZenPack that you want to remove.

Loginto the Control Center master host as a user with Control Center CLI privileges.
Create a snapshot:

serviced service snapshot Zenoss.core

On completion, the serviced command returnsthe ID of the new snapshot. If theinstallation of a
ZenPack fails, you can restore the snapshot created in this step. For more information about restoring a
snapshot, refer to the Control Center Reference Guide.

Obtain the exact name of the ZenPack to remove:

serviced service run zope zenpack list

Thefirst item of each line of output is the full name of an installed ZenPack.
Stop services that are associated with the ZenPack.
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Daemons that a ZenPack provides are packaged in Docker containers and installed as child services
of the current instance of Zenoss Core. For example, the zenwebt x serviceis provided by the
ZenPacks.zenoss.ZenWebTx ZenPack.

a Log into the Zenoss Core browser interface as the Zenoss Core user.
b From the navigation menu, select ADVANCED > Control Center.

The Control Center All Services page appears.
¢ Select the daemon for the service and click Stop.

For example, select the zenwebt x daemon.
5 Remove the ZenPack.

In the Control Center CLI, replace ZenPack-Name with the full name of the ZenPack to remove.

serviced service run zope zenpack-manager uninstall ZenPack-Name

The ZenPack and any daemons that it provides are removed.

Creating a ZenPack

To perform this procedure, you need a user account with serviced CLI privileges on the Control Center
master host.

This procedure demonstrates how to create a ZenPack for customized monitoring templates, customized event
classes and mappings, device MIBs, and similar items which require no customized Python code. For more
advanced ZenPack development, refer to the ZenPack SDK site.

1 Logintothe Control Center master host as a user with serviced CLI privileges.
2 Create a ZenPack.
Replace ZenPacks . myOrg.myPackName with the name of the ZenPack to create.

serviced service run zope zenpack-manager create \
ZzenPacks.myOrg.myPackName

3 Restart the Zope service.

serviced service restart zope
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Genera administration and settings

General administration and settings 15

Use the information and procedures in this section for troubleshooting and performance improvement purposes.

Events settings

Y ou can adjust events settings for

m Events database connection
m  Event maintenance

Changing events database connection information

To edit events database connection settings, make changesin the zeneventserver. conf file. You can edit
the file directly, or run a configuration script.

Configurable database connection settings are:

JDBC Hostname (zep.jdbc.hosthame) - Specify the IP address of the host.

JDBC Port (zep.jdbc.port) - Specify the port to use when accessing the events database.
JDBC Database Name (zep.jdbc.dbname) - Specify the database name.

JDBC Username (zep.jdbc.user name) - Specify the user name for the database.

JDBC Password (zep.jdbc.passwor d)- Specify the password for the database.

To edit these values, run the zenevent server configuration script, as follows:
zeneventserver-config -u zep.jdbc.Name=Value
Where Name is the partia setting name and Value is the value you want to specify for the setting.

Changing event maintenance settings

To edit maintenance settings, make changes to one or more fields of the following fields on the Event
Configuration page. To access the page, choose ADVANCED > Settings > Events.

m Don't Age This Severity and Above - Options are Age All Events, Critical, Error, Warning, Info, Debug,
and Clear. By default, thisvalueis set to Error, meaning that all events with a status of Error or Critical are
not aged.
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m  Event Aging Threshold (minutes) - Set the time value, in minutes, that an event must reach beforeit is

aged. By default, thisis 240 minutes.

m  Event Aging Interval (milliseconds) - Theinterval when events are scanned to perform autoaging. By

default, thisis 60000 milliseconds (60 sec).

m  Event Aging Limit - The maximum number of eventsto age in each interval. The limit should be kept

relatively low to prevent large database transactions. By default, thisis 1000 events.

m  Event Archive Threshold (minutes) - Specify the number of minutes since a closed event was last seen

beforeit is moved to the event archive. The minimum valueis 1; the maximum vaue is 43200.

m  Event Archive Interval (milliseconds) - The interval when events are scanned for moving to the archive.

By default, thisis 60000 milliseconds (60 sec).

m  Event Archive Limit - The maximum number of eventsto archive in each interval. The limit should be kept

relatively low to prevent large database transactions. By default, thisis 1000 events.

m Delete Archived Events Older Than (days) - The number of daysthat eventsin the event archive are

saved. By default, they are kept in the archive for 90 days. The minimum valueis 1 and the maximum value
is determined by the range of event archive partitions. With the default configuration, the maximum valueis
1000 days.

m Default Syslog Priority - Specify the default severity level assigned to an event coming from zensyslog if

no priority can be determined from the event.

m Default Availability Report (days) - Enter the number of days to include in the automatically generated

Availability Report. This report shows a graphical summary of availability and status.

m Max Event Sizein Bytes - The maximum size of an event that will be processed in bytes. Events that are

too large will be logged and dropped. Events that will become too big will have their details overwritten with
new details. By default, thisis 32768 bytes.

= Summary Index Interval (milliseconds) - The default indexing interval of the event summary in

milliseconds. By default, thisis 1000 milliseconds (1 sec).

m  ArchiveIndex Interval (milliseconds) - The default indexing interval of the event archive in milliseconds.

By default, thisis 30000 milliseconds (30 sec).
Index Limit - The number of eventsto index in each index interval. By default, thisis 1000 events.

Event Time Purge Interval (days) - The number of days that event occurrence time are kept. By defaullt,
they are kept for 7 days. The minimum value is 1 and the maximum value is determined by the range of
event time partitions. With the default configuration, the maximum value is 7 days.

m Enable Event Flapping Detection - Select this check box if you wish to enable event flapping detection. If

an event is created and then cleared flapping_threshold timesin event_flapping_interval time then an event
of event flapping event classis created.

Event Flapping Event Class - The event class under which generated flapping events belong.

Clear Event Heartbeats - Click Clear to clear the event heartbeats.

Rebuilding the events index
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If you encounter inconsistent search results, you can rebuild the events index.

1 Loginto an account on the Control Center master host that has permission to use the Control Center
command-line interface.

2 Stop zeneventserver:

serviced service stop zeneventserver

3 Deletetheindex data:

export SERVICE_ID=$ (serviced service status Zenoss.core | sed -n '2p'
| awk {'print $2'})
export SVCROOT=/opt/serviced/var/volumes/$SSERVICE_ID
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rm —-rf $SVCROOT/zeneventserver/index

4 Start zeneventserver:

serviced service start zeneventserver

Depending on the number of eventsin the database, it may take a significant amount of time for indexing
to complete. Until every event isindexed, the number of events shown in the event console may be
inconsistent.

ing with the job manager

The job manager runs background tasks, such as discovering a network or adding a device. When you ask the
system to perform one of these tasks, it adds a job to the queue. Jobs are run by the zenjobs daemon.

Not all actions are performed in the job manager. Some jobs are run automatically in the foreground. Others,
such as moving devices, depend on user interface configuration settings.

When running jobs in the foreground, do not navigate away from the current page until the action completes.

Viewing the job manager

zenoss

1 From the Navigation menu, select ADVANCED.
2 Onthe Settings page, select Jabs.

Figure 103: Job manager

Settings Control Center Monitoring Templates Jobs Page Tips

Background Jobs
Delete | ) Abort £¥ Refresh -
=]

'ﬂ Success Create 10.171.100.14 under Network/Cisco/&500 2 days ago 2 days ago 2 days ago admin -

@ Failure Discover and model device 10.171.100.14 as MNefwor... 2 days ago 2 days ago 2 days ago admin

Create 10.171.100.92 under Metwork/CiscoMexus/70. ..

@ Failure Discover and model device 10.171.100.92 as MNetwor... 2 days ago 2 days ago 2 days ago admin
'ﬂ Success Create 10.171.100.88 under Metwork/Cisco/Nexus/10... 2 days ago 2 days ago 2 days ago admin
@ Failure Discover and model device 10.171.100.88 as MNetwor... 2 days ago 2 days ago 2 days ago admin
ﬂ Success Create 10.171.54.9 under Network/Cisco 2 days ago 2 days ago 2 days ago admin
'o Success Discover and model device 10.171.54.9 as Metwork.... 2 days ago 2 days ago 2 days ago admin
o Success Create 10.171.100.107 under Network/CiscoMexus/6... 2 days ago 2 days ago 2 days ago admin

0 Failure Discover and model device 10.171.100.107 as Meiwo... 2 days ago 2 days ago 2 days ago admin

o Success Create 10.171.53.1 under Network/Cisco 2 days ago 2 days ago 2 days ago adrin

'o Success Discowver and model device 10.171.53.1 as Metwork ... 2 days ago 2 days ago 2 days ago admin h
< | | 3

DISPLAYING 1-13 of 33ROWS

Job Log

Log file: loptizenoss/logljobsic4583592-2506-4466-b909-854ebia2(258.loq

2013-08-04 17:39:20.643 INFO zen Job: Job c4383392-23506-4466-b200-834ebfa2 0238 (Products Zenhlodel ZDevicel oader CreateDevicelob)
recerved

2015-08-04 17:59:20,657 INFO zen.Job: Starting job c4583592-2506-4466-0009-854ebfa2(2358

(Products. Zenhodel ZDeviceL oader. CreateDeviceJo
20150804 1,051 INFO zen Job: Job c4583502-2506-4466-b000-854ebfal 0258 finished with result
zport/dmd Devices Network Cisco/Nexus/T000/devices/ 10.171.100.92
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Thejobslist displays the following information about the jobs:

Status - Shows the current job status. Status options are Pending (waiting for zenjobs to begin
running), Running, Succeeded, and Failed.

Description - Provides a description of the job.

Scheduled - Shows when the job was scheduled to begin.

Started / Finished - Provide information about the time period in which the job ran.
Created By - User that created the job.

The lower section of the page displays the job log for the job that you select in the list. You can aso view
theinformation in the log file.

Stopping and deleting jobs

To stop ajob, select it in thelist, and then click Abort. The zenjobs daemon will not run the job.

To remove ajob from the system, select it and then click Delete.

Configuring jobs

When you move devices, you can choose whether the action is performed immediately or as ajob. By default, if
you select five or more devices, the move action is performed as ajob. To adjust this setting:

1 Select Advanced > Settings.
2 Select User Interfacein the left panel.
3 Enter avalue for Device Move Job Threshold, and then click Save.

Running the zenjobs daemon
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Y ou can stop and start the zen jobs daemon from the command line, and from Advanced > Settings(Daemons
selection).
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Using the Appliance Administration menu

This appendix describes the curses-based A ppliance Administration menu, atext user interface (TUI).

Configure Network and DNS

The Configure Networ k and DNS option invokes nmtui, the NetworkManager text user interface (TUI) tool.

The nmtui utility provides submenus for editing and activating network connections, and for changing the
hostname.

Note  Zenoss recommends using only the Configure Network and DNS option to change connection
properties or the hostname, and always rebooting after making changes.

Editing a connection to configure static IPv4 addressing

zZenoss

The default configuration for network connectionsis DHCP. To configure static |Pv4 addressing, perform this
procedure.

To navigate in the text user interface (TUI):

To move forward or backward through options, press the arrow keys.
To display amenu or choose an option, press Enter.

1 Gain accessto the Control Center host, through the console interface of your hypervisor, or through aremote
shell utility such as PUTTY.

2 Loginasthe root user.
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— Appliance Administration |——

Please select an option to execute:

onf igure Metwork and DHS

Conf igure IPvb Network CIDR
Conf igure Timezone

Change Root Password
Change ccuser Password
Update System

Change SSL settings

Root Shell

Reboot ~ Poweroff System

Exit

3 Select the NetworkManager TUI menu as follows:

a Inthe Appliance Administration menu, select Configure Network and DNS, and then press Enter.

—4 NetworkManager TUI F——

Please select an option

Activate a connection
Set system hostname

Quit

<OE>

4 Onthe NetworkManager TUI menu, select Edit a connection, and then press Enter.
The TUI displays the connections that are available on the host.

Figure 104: Example: Available connections

Ethernet T || <Add>
Wired connection 1 <Edit...>
Bridge
docker® <Delete>
l
| <Quit>

Note Do not use this procedure to modify the docker0 connection.

5 Select the virtual connection, and then press Enter.
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Figure 105: Example: Edit Connection screen
—_— 4 F4it Comnection b

= ETHERNET <Show>

[ ] Neve:
[ 1 Ignore

[ ] Require IPv4 addressing for this comnection

= IPV6 CONFIGURATION <Automatic> <Show>

[X] Automatically connec £
[X] Available to all users

<Cancel> <OK>

Optional: If the IPv4 CONFIGURATION areaisnot visible, select its display option (<Show>), and then
press Enter.
In the IPv4 CONFIGURATION area, select <Automatic>, and then press Enter.

Figure 106: Example: IPv4 Configuration options

= ETHERNET

< IPv4 CONFIGURATION|
add:

ng (No custom routes) <Edit...>
[ ] Never is network for default route
[ ] Ignore automatically obtained routes

[ ] Require IPv4 addressing for this connection

= IPV6 CONFIGURATION <Automatic> <Show>

[X] Butomatically connec t
[X] Available to all users

<Cancel> <OK>

Configure static | Pv4 networking as follows:

a Select Manual, and then press Enter.

b Beside Addresses, select <Add>, and then press Enter.

¢ Inthe Addressesfield, enter an |Pv4 address for the virtual machine, and then press Enter.
d Repeat the preceding two steps for the Gateway and DNS serversfields.

Tab to the bottom of the Edit Connection screen to select OK, and then press Enter.

10 Return to the Appliance Administration menu: On the Networ kM anager TUI screen, select Quit, and

then press Enter.

11 Reboot the operating system as follows:

a Inthe Appliance Administration menu, select Reboot / Power off System.
b Select Reboot.
c Select OK, and then press Enter.

Edit a connection (Docker virtual bridge)

The default IP address space of the Docker virtual bridgeis 172.17.0.1/16. To configure a different address
space, perform this procedure.

1

zZenoss

Gain access to the Control Center host, through the console interface of your hypervisor, or through aremote
shell utility such as PUTTY.

Loginasthe root user.

Select the NetworkM anager TUI menu as follows:

a Inthe Appliance Administration menu, select Configure Network and DNS, and then press Enter.
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Please select an option

Edit a connection
Activate a connection
Set system hostname

Quit

<ORK>

—4 NetworkManager TUI F——

4 Onthe NetworkManager TUI menu, select Edit a connection, and then press Enter.
The TUI displays the connections that are available on this host.

Figure 107: Example: Available connections

Ethernet

Wired connection 1
Bridge

docker®

‘r
I
[l

<Add>
<Edit...>

<Delete>

<Quit>

5 Usethe down-arrow key to select docker0, and then press Enter.
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Figure 108: Example: Edit Connection screen

Using the Appliance Administration menu

| Edit Connection

IPv6 CONFIGURATION <Link-Local>

[ 1 Automatically connect

Profile name SRR NN
Device [sfsJdi=Ig¢]

= BRIDGE
Slaves
t | <Add>
vethb5c26do 1
veth35feb6f <Edit...>
veth5257cb5
vethbd5dede <Delete>
vethea®b21f 1
Aging time seconds
[ 1 Enable STP (Spanning Tree Protocol)
Priority 32768
Forward delay 15 seconds
Hello time 2 seconds
Max age 20 seconds
+ IPv4 CONFIGURATION <Manual>
Addresses <Remove>
<Add...>
Gateway
DNS servers <Add...>
Search domains <Add...>
Routing (No custom routes) <Edit...>
[ 1 Never use this network for default route
[ 1 Require IPv4 addressing for this connection

t
1
<Hide>
<Hide>
<Show>
f

Use the Tab key and the arrow keys to navigate among options in the Edit Connection screen, and use

Enter to toggle an option or to display a menu of options.

If the BRIDGE areaisvisible, select its display option (<Hide>), and then press Enter .

Note Do not edit any of the entries in the BRIDGE area.

If the IPv4 CONFIGURATION areaisnot visible, select its display option (<Show>), and then press

Enter.

In the IPv4 CONFIGURATION area, navigate to Adresses, and then enter anew 1Pv4 addressin CIDR

notation.
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Figure 109: Example: IPv4 Configuration options

| Edit Connection |

Profile name @lelo<1g0]
Device [lldiCIge)

= BRIDGE <Show=>
T IPv4 CONFIGURATION <Manual> <Hide>
Addresses (WY YEGCIIEEE <Renove>

<Add...>

Gateway [N

DNS servers <Add...>
Search domains <Add...>

Routing (No custom routes) <Edit...>
[ ] Never use this network for default route

[ ] Require IPv4 addressing for this connection

= IPv6 CONFIGURATION <Link-Local> <Show=>

[ 1 Automatically connect
[X] Available to all users

<Cancel> <0K>

9 UseTab or the Down Arrow key to select the <OK > option at the bottom of the Edit Connection screen,
and then press Enter.

10 In the available connections screen, use Tab to select the <Quit> option, and then press Enter.
11 Reboot the operating system as follows:

a Inthe Appliance Administration menu, select Reboot / Power off System.

b PressTab to select OK, and then press Enter.

CIDR prefix lengths for common subnet masks

Subnet mask CIDR prefix length Subnet mask CIDR prefix length
255.255.0.0 /116 255.255.254.0 123
255.255.128.0 117 255.255.255.0 124
255.255.192.0 /18 255.255.255.128 125
255.255.224.0 /19 255.255.255.192 126
255.255.240.0 120 255.255.255.224 127
255.255.248.0 121 255.255.255.240 128
255.255.252.0 122 255.255.255.248 129

Activate a connection
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The Activate a connection submenu provides options for activating and deactivating network connections.

Note Do not deactivate the docker0 connection.

On selection, the Activate a connection submenu displays the available connections. The asterisk character (*)
at the beginning of a connection name indicates that the connection is active.
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Figure 110: Example: Available connections

|

Ethernet (veth3e7f917) <Deactivate>
Ethernet (veth3eadce9)
Ethernet (veth42247f5)
Ethernet (veth68ac8ef)
Ethernet (veth82bbecd)
Ethernet (veth99fccbo)
Ethernet (vethb7eea58)

PCI Ethernet

* Wired connection 1

Bridge (docker@)
* docker®

<Quit>

|

Use the arrow keys to select a connection, and then use Tab to navigate the options at the right side of the list.
Use Enter to choose an option.

Note  Alwaysreboot after activating or deactivating a connection.

Setting

the system hostname

The default hostname is core—-master for the Zenoss Core master host and is core—-delegate for Zenoss
Core delegate hosts. To change the default hosthname, perform this procedure.

1

zZenoss

Gain access to the Control Center host, through the console interface of your hypervisor, or through a remote
shell utility such as PUTTY.

Select the NetworkM anager TUI menu as follows:
a Inthe Appliance Administration menu, select Configure Network and DNS, and then press Enter.

—4 NetworkManager TUI F——

Please select an option

connection
Activate a connection
Set system hostname

Quit

<OE>

Display the hostname entry field.

a Inthe NetworkManager TUI menu, select Set system hostname.

b Select OK, and then press Enter.

In the Hostname field, enter the hosthname or afully qualified domain name.
Press Tab twice to select OK, and then press Enter.
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Set hostname to 'poolhost-1'

In the confirmation dialog box, press Enter.

Return to the Appliance Administration menu: On the Networ kM anager TUI screen, select Quit, and
then press Enter.

Reboot the operating system as follows:

a Inthe Appliance Administration menu, select Reboot / Power off System.
b Select Reboot.

c Select OK, and then press Enter.

Configure IPv6 Network CIDR

The version of Docker included in the Zenoss Core virtual appliance needsto know at startup the address prefix
of the IPv6 network it will use. To enable monitoring of devices that use I1Pv6, perform this procedure on the
Control Center master host, and all delegate hosts.

1

Gain access to the Control Center host, through the console interface of your hypervisor, or through a remote
shell utility such as PuTTY.

Loginasthe root user.

In the Appliance Administration menu, select the Configure | Pv6 Network CIDR option.

| IPv6 CIDR |

Enter the CIDR subnet to be used for
this system (ex: 2001:db8:1::/64).
Changing this will restart Docker.

c1or i

Inthe IPv6 CIDR screen, enter the address prefix of your 1Pv6 network in the CIDR field.
User Tab to select the Ok button, and then press Enter.

The Docker daemon restarts, and the Appliance Administration disappears briefly before returning. Thisis
normal.

Configure Timezone

The default timezone of the Zenoss Core virtual applianceis UTC. This procedure changes the timezone setting
of asingle host. All hostsin a multi-host deployment must use the same timezone.

1
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Gain access to the Control Center host, through the console interface of your hypervisor, or through a remote
shell utility such as PUTTY.

Loginasthe root user.
In the Appliance Administration menu, select the Configure Timezone option.
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——— Timezones ————

Please select a timezone (currently
UTC (UTC, +0060)):

frica/Abidjan T

AfricafAccra

1
Africa/Addis_Ababa
AfricafAlgiers
AfricafAsmara
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre

l

Africa/Brazzaville
Africa/Bujumbura

4 Usethe Down Arrow key to select the desired timezone.

5

Press Tab to highlight Select, and then press Enter.

Note  Alwaysreboot after changing the timezone.

Change Root Password

This option invokes the passwd command to change the password of the root user account.

1

Gain access to the Control Center host, through the consol e interface of your hypervisor, or through a remote
shell utility such as PUTTY.
Loginasthe root user.

In the Appliance Administration menu, select the Change Root Password option.
The Appliance Administration menu disappears, and the system prompts for a new password:

Changing password for user root.
New password:

Note  Passwords must include a minimum of eight characters, with at |east one character from three of
the following character classes: uppercase letter, lowercase letter, digit, and special.

Enter a new password, and then press Enter.

Enter the password again, and then press Enter.
The Appliance Administration menu reappears.

Change ccuser Password

This option invokes the passwd command to change the password of the ccuser user account.

1

zZenoss

Gain access to the Control Center host, through the console interface of your hypervisor, or through aremote
shell utility such as PUTTY.

Loginasthe root user.

In the Appliance Administration menu, select the Change Root Password option.
The Appliance Administration menu disappears, and the system prompts for a new password:

Changing password for user ccuser.
New password:
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4 Note Passwords must include aminimum of eight characters, with at least one character from three of
the following character classes: uppercase letter, lowercase letter, digit, and special.

Enter anew password, and then press Enter.

5 Enter the password again, and then press Enter.
The Appliance Administration menu reappears.

Update System

This option updates the Control Center and Zenoss Core software on a host. For more information, refer to the
Zenoss Core Upgrade Guide.

Change SSL settings

To perform this procedure, you need to be able to display the contents of the SSL certificate and key files
that you want to install on the Control Center master host, and you need a copy of the root certificate file
(rootCA.pem). In addition, Zenoss recommends logging in to the master host through SSH, rather than the
hypervisor console, so that you can copy and paste content.

This option alows you to provide new content for SSL certificate and key files.

1 Gain accessto the Control Center host, through the console interface of your hypervisor, or through aremote
shell utility such asPuTTY.
2 Loginasthe root user.

3 Usethe Down Arrow key to select Change SSL settings, and then press Enter.
————— Setup 55L ————

Make sure you have both the key and
certificate (usually .key and .crt)
files available. You may wish to do
this over SSH so you can copy-paste.
Continue?

I!!F!PI |!!H!FH!!I|

4 When you are ready to add the contents of your SSL certificate and key files to the Control Center master
host, press Enter.

———————— Enter .KEY file [——————

After pressing 'OK', please paste in the '.key'

file. Use Ctrl-X (followed by 'y' and Enter) to
save the key file and exit the editor.

5 PressEnter.
The Appliance Administration menu is replaced with the nano text editor.
6 Enter the contents of your SSL key file, and then save the file and exit the editor.
a PressCtrl-O.
b PressCtrl-X.
c Pressy, and then press Enter.
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Using the Appliance Administration menu

———————— Enter .CRT file —————
After pressing 'OK', please paste in the '.crt’

file. Use ctrl-X (followed by 'y' and Enter) to
save the certificate file and exit the editor.

Press Enter.

The Appliance Administration menu is replaced with the nano text editor.

Enter the contents of your SSL certificate file, and then save the file and exit the editor.
a PressCitrl-O.

b PressCtrl-X.

c Pressy, and then press Enter.

—| Restart serviced? I—

Serviced must be restarted to reflect these
changes in the SSL configuration. Would you
like to restart it now?

Restart the Control Center daemon (serviced) now or later.

Restarting serviced pauses Zenoss Core services briefly.

® Torestart serviced now, press Enter.
® Torestart serviced later, press Tab to select No, and then press Enter.

10 Install the root certificate into browser clients.

The procedures for installing aroot certificate into a browser client varies by browser and client operating
system. For more information, refer to your browser documentation or articles such as this one.

Root Shell

This option starts a command-line session asthe root user.

1

Gain access to the Control Center host, through the console interface of your hypervisor, or through a remote
shell utility such as PUTTY.

Loginasthe root user.

Use the Down Arrow key to select Root Shell, and then press Enter.
The menu isreplaced by a command prompt similar to the following example:

[root@core—-master ~]#

To return to the Appliance Administration menu, enter the exit command.

Reboot / Poweroff System

zZenoss

This option reboots or shuts down and turns off a Control Center host.

1

Gain access to the Control Center host, through the console interface of your hypervisor, or through a remote
shell utility such as PUTTY.

Loginasthe root user.
In the Appliance Administration menu, select the Reboot / Power off System option.
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| Reboot / Poweroff |

Do you wish to reboot or poweroff this appliance?

Poweroff

4 Usethe Down Arrow key to select Reboot or Power off System.
5 Press Tab to highlight OK, and then press Enter.

Continue?

Are you sure?

6 UseTab toselect OK or Cancel, and then press Enter.
The system reboots or shuts down and powers off.
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SNMP device preparation

This section provides information about SNMP support and lists Net-SNM P configuration settings that are
required by the system.

Net-SNMP

By default, Net-SNMP does not publish the full SNMP tree. Check to seeif that is currently the case on adevice
and configure it correctly.

1 Confirm snmpd is running:

> snmpwalk -v 2c -cpublic <your device name> system

2 Retrievethe IP table for the device with snmpwalk:

> snmpwalk -v 2c -cpublic <your device name> ip

Typical SNMP View:

view systemview included .1 view systemview included .1.3.6.1.2.1.25.1
access notConfigGroup "" any noauth exact systemview none none

SNMP v3 support

Zenoss Core provides support for SNMP v3 data collection.
The following configuration properties control the authentication and privacy of these requests:

m  zSnmpAuthType- Use"MD5" or "SHA" signatures to authenticate SNMP requests. If only
zSnmpAuthType and zSnmpAuthPassword are set, then the message is sent with authentication but no
privacy.
zSnmpAuthPasswor d- Shared private key used for authentication. Must be at least 8 characters long.
zSnmpPrivType- "DES" or "AES" cryptographic agorithms. If zZSnmpPrivType and zSnmpPrivPassword
are set, then the message is sent with privacy and authentication. Y ou cannot set a PrivType and
PrivPassword without also setting an AuthType and AuthPassword. If neither Priv nor Auth values are set,
then the message is sent with no authentication or privacy.
zSnmpPrivK ey- Shared private key used for encrypting SNMP requests. Must be at |east 8 characters long.
zSnmpSecurityName- Security Name (user) to use when making SNMPv3 requests.
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If monitoring SNMPv3 devices, make sure that msgAuthoritativeEnginel D (also known as snmpEnginel D or
Engine ID) is not shared by two devices. It must be unique for each device.

Advanced Encryption Standard

SNMPv3 encryption using the Advanced Encryption Standard (AES) algorithm is supported only if the host
platform net-snmp library supportsit.

Y ou can determine whether your platform supports AES by using the following test:
$ snmpwalk -x AES 2>&1 | head -1

If theresponseis:
"Invalid privacy protocol specified after -x flag: AES"

then your platform does not support AES encryption for SNMPv3.

If theresponseis:
"No hostname specified."
Then your platform supports AES.

Community information

Add these linesto your snmp . conf file.

Thisline will map the community name "public" into a"security name":

# sec.name source community

com2sec notConfigUser default public

Thisline will map the security name into a group name:

# groupName securityModel securityName

group notConfigGroup v2c notConfigUser
Thislinewill create aview for you to let the group have rights to:

# Make at least snmpwalk -v 1 localhost -c public system fast again.

# name incl/excl subtree mask (optional)

view systemview included .1
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Thisline will grant the group read-only access to the systemview view.

# group context sec.model sec.level prefix read write notif access
notConfigGroup "" any noauth exact systemview none none

System contact information

Itisalso possibleto set the sysContact and sysLocation system variablesthrough the snmpd. conf
file

syslocation Unknown (edit /etc/snmp/snmpd.conf)

syscontact Root <root@localhost> (configure /etc/snmp/snmp.local.conf)

# Added for support of bcm5820 cards. pass .1 /usr/bin/ucd5820stat

Extra information

For more information, see the snmpd.conf manual page, and the output of the snmpd —H command.

trapcommunity public

trapsink default

zZenoss
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Syslog device preparation

Forwarding syslog messages from UNIX/Linux devices

Zenoss Core has its own syslog server (zensys1og). Managed devices should point their syslog daemons to
the system.

To do this, edit the /etc/rsyslog.conf fileand add an entry, where 1.2.3.4 is the zensyslog I P:

Logintothe target device as a super user.

Openthe /etc/rsyslog.conf filewith atext editor (such asvi).
Enter * . debug, and then press the Tab key.

Enter the host name or IP address of the server. For example:

A W DN PP

*.debug @192.168.X.X

6]

Save thefile and exit the file editor program.
6 Restart the Syslog service using the command below:

/etc/init.d/syslog restart

Forwarding syslog messages from a Cisco I0S router

Here are some links to Cisco commands to turn on syslog. Typically, it is easier to use syslog than SNMP traps
from network devices. The most basic |OS command to send syslog messagesiis.

logging 1.2.3.4

Other Cisco syslog configurations

Following are additional configurations for other Cisco devices. To set up these configurations:

Loginto the target router.

Type the command enable at the prompt.

Once you are prompted for a password, enter the correct password.
Type the command config at the prompt.

Type the command terminal at the configuration prompt.

a b~ WDN P
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6 At the prompt, Set the Syslog forwarding mechanism. See example below:

logging <IP address of the server>

7 Exit out al the prompts to the main router prompt.

Catalyst

set logging server enable set logging server 192.168.1.100 set logging
level all 5 set logging server severity 6

Local Director
syslog output 20.5 no syslog console syslog host 192.168.1.100

PIX Firewadls

logging on logging standby logging timestamp logging trap notifications
logging facility 19 logging host inside 192.168.1.100

Forwarding syslog messages from a Cisco CatOS switch

To forward a syslog message from a Cisco CatOS switch:

Loginto the target switch.

Type the command enable at the prompt.

Enter the password when prompted.

Set the Syslog forwarding mechanism; for example:

A WDN PR

set logging server <IP address of the server>

5 You can set the types of logging information that you want the switch to provide with the commands bel ow
as examples:

set logging level mgmt 7 default set logging level sys 7 default set
logging level filesys 7 default

Forwarding syslog messages using syslog-ng

Here is an example for FreeBSD and Linux platforms.

1 Logintothetarget device as asuper user.
2 Open/etc/syslog-ng/syslog-ng.conf filewith atext editor (e.g vi).
3 Add sourceinformation to file. See the following examples:

FreeBSD:

source src { unix-dgram("/var/run/log"); internal ();};

zenoss 203



Zenoss Core Administration Guide

Linux: (will gather both system and kernel logs)
source src { internal(); unix-stream("/dev/log" keep-alive (yes) max-—
connections (100)); pipe ("/proc/kmsg"); udp(); };

4 Add destination information (in this case, the server). For example:

log { source(src); destination(zenoss); };

204 zZenoss



TALES expressions

TALES expressions

Use TALES syntax to retrieve values and call methods on Zenoss Core objects. Several areas accept TALES
syntax; these include:

Command templates
User commands
Notifications
zLinks

Commands (those associated with devices and those associated with events) can use TALES expressions to
incorporate data from the related devices or events. TALES is a syntax for specifying expressions that let you
access the attributes of certain objects, such as a device or an event.

For additional documentation on TALES syntax, see the TALES section of the Zope Page Templates Reference.

Depending on context, you may have access to a device, an event, or both. Following isalist of the attributes
and methods you may want to use on device and event objects. The syntax for accessing device attributes and
methodsis $ {dev/attributename }. For example, to get the managelp of adevice you would use $ {dev/
manageIp}. For events thesyntax is${evt/attributename}.

A command to ping a device might look likethis. (The s{ . . }isaTALES expression to get the managelp value
for the device.)

ping —-c 10 ${device/managelp}

Examples

m  DNSForward Lookup (assumes device/id is a resolvable name)

host ${device/id}

m  DNS Reverse Lookup

host ${device/managelp}
. SNMP Wak

snmpwalk -v 2c —-c${device/zSnmpCommunity} ${device/managelp} system
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TALES device attributes

To use these expressions effectively, you must know which objects, attributes, and methods are available, and
in which contexts. Usually there is adevice that allows you to access the device in a particular context. Contexts
related to a particular event usually have event defined.
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The following table lists available device attributes.

Attribute Description
getld The primary means of identifying a device within the system
getManagelp The |P address used to contact the device in most situations

productionState

The production status of the device: Production, Pre-Production, Test, Maintenance or
Decommisioned. This attribute is a numeric value, use getProductionStateString for a
textual representation.

getProductionStateString

Returns atextual representation of the productionState

snmpAgent The agent returned from SNMP collection
snmpDescr The description returned by the SNMP agent
snmpOid The oid returned by the SNMP agent
snmpContact The contact returned by the SNMP agent
snmpSysName The system name returned by the SNM P agent
snmpLocation The location returned by the SNM P agent

snmpLastCollection

When SNMP collection was last performed on the device. Thisis a DateTime object.

getSnmpL astCollectionString

Textual representation of snmpLastCollection

rackSlot The slot name/number in the rack where this physical deviceisinstaled
comments User entered comments regarding the device
priority A numeric value: O (Trivid), 1 (Lowest), 2 (Low), 3 (Normal), 4 (High), 5 (Highest)

getPriorityString

A textual representation of the priority

getHWManufacturerName Name of the manufacturer of this hardware

getHWProductName Name of this physical product

getHWProductK ey Used to associate this device with a hardware product class
getOSManufacturerName Name of the manufacturer of this device's operating system.
getOSProductName Name of the operating system running on this device.
getOSProductK ey Used to associate the operating system with a software product class
getHW Serial Number Seria number for this physical device

getL ocationName

Name of the Location assigned to this device

getLocationLink

Link to the system page for the assigned L ocation

getSystemNames

A list of names of the Systems this device is associated with

getDeviceGroupNames

A list of names of the Groups this device is associated with
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Attribute Description

getL astChangeString When the last change was made to this device

getL astPoll SnmpUpTime Uptime returned from SNMP

uptimeStr Textual representation of the SNMP uptime for this device
getPingStatusString Textual representation of the ping status of the device
getSnmpStatusString Textual representation of the SNMP status of the device

TALES event attributes

The following table lists available event attributes.

Attribute Description

agent Collector name from which the event came (such as zensyslog or zentrap).

component Component of the associated device, if applicable. (Examples: ethO, httpd.)

count Number of times this event has been seen.

dedupid Key used to correlate duplicate events. By default, thisis: device, component,
eventClass, eventKey, severity.

device ID of the associated device, if applicable.

DeviceClass Device class from device context.

DeviceGroups

Device systems from device context, separated by |.

eventClass Event class associated with this device. If not specified, may be added by the rule
process. If thisfails, then will be /Unknown.

eventClassKey Key by which rules processing begins. Often equal to component.

eventGroup Logical group of event source (such as syslog, ping, or nteventlog).

eventKey Primary criteriafor mapping eventsinto event classes. Use if acomponent needs further
de-duplication specification.

eventState State of event. 0 = new, 1 = acknowledged, 2 = suppressed.

evid Unique ID for the event.

facility syslog facility, if thisis asyslog event.

firstTime UNIX timestamp when event is received.

ipAddress IP Address of the associated device, if applicable.

lastTime Last time this event was seen and its count incremented.

Location Device location from device context.

message Full message text.

monitor Collector name from which this event came. Note: It is not the FQDN.

ntevid nt event ID, if thisisan nt eventlog event.

priority syslog priority, if thisis a syslog event.

207



Zenoss Core Administration Guide

Attribute Description

prodState prodState of the device context.

severity the severity of the event expressed as a number (0, 1, 2, 3, 4, or 5)

severityString the severity of the event expressed as a string (Clear, Debug, Info, Warning, Error, or
Critical)

stateChange Time the MySQL record for this event was last modified.

summary Text description of the event. Limited to 255 characters.

suppid ID of the event that suppressed this event.

Systems Device systems from device context, separated by |.

Configuration properties and custom properties

Configuration properties and custom properties also are available for devices, and use the same syntax as shown
in the previous sections.
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Monitoring large file systems

By default, Zenoss Core uses the Host Resources M1B to monitor file systems. A defect in the implementation
of the Host Resources MIB in net-snmp causes file systems larger than 16TB to report incorrect utilization
metrics, such that you might observe file system utilization values greater than 100%.

Note  Zenoss Core uses the Host Resources MIB in the ethernetCsmacd template (rather than the UCD
dskTable MIB) by default because most of the systems Zenoss Core monitors do not have the UCD dskTable
MIB enabled.

To work around this deficiency, Zenoss Core can instead use the UCD dskTable MIB to monitor file system
utilization.

Procedure

To use the UCD dskTable MIB, you must modify the configuration of your data sources, thresholds, and graphs
in your FileSystem template:

1 Create an SNMP data source named dskPercent.
2 Set the OID of the new data source to:

1.3.6.1.4.1.2021.9.1.9

3 Modify your thresholds to use the dskPercent data point. Remove any cal culations that were associated with
the Host Resource MIB data point. The dskPercent data point is reported as an integer from 0 to 100.

4 Modify your graphs to use the dskPercent data point and thresholds.
5 Enablethe UCD dskTable MIB on your managed hosts:

a Addthefollowing linetoyour /etc/snmp/snmpd. conf file:

includeAllDisks 0%

b Restart the snmpd daemon.

The UCD dskTable MIB associates different indexes with the file systems than the Host Resources MIB. As
aresult, you must remodel the devices to fetch the UCD dskTable indexes, and to begin plotting data on the
dskPercent graph.
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Glossary

aggregation pools

A logical bundling of multiple physical network interfaces, commonly known as a port channel. For example,
the Per Chassis Ethernet Poolsincludes al links from all chassisto al fabric interconnects which is used for
chassis bandwidth balance comparison. For more examples, see the Aggregation Pools component section of
CiscoUCS devices.

bandwidth utilization

The total amount of bandwidth being used by an aggregation pool, a port, a fabric interconnect, a FEX, and so
on.
component

Object contained by a device. Components include interfaces, OS processes, file systems, CPUs, and hard
drives.
data point

Data returned from a data source. In many cases, thereis only one data point for a data source (such asin
SNMP); but there may also be many data points for a data source (such as when a command results in the output
of several variables).

data source

Method used to collect monitoring information. Example data sources include SNMP OIDs, SSH commands,
and perfmon paths.
device

Primary monitoring object in the system. Generally, a device is the combination of hardware and an operating
system.
device class

Special type of organizer used to manage how the system models and monitors devices (through configuration
properties and monitoring templates).
discovery

Process by which Zenoss Core gathers detailed information about devices in the infrastructure. Results of
discovery are used to populate the model.
event

Manifestation of important occurrence within the system. Events are generated internally (such aswhen a
threshold is exceeded) or externally (such as through a syslog message or SNMP trap).
event class

Categorization system used to organize event rules.
event rules

Controls how events are manipulated as they enter the system (for example, changing the severity of an event).
Configuration properties configure event rules.

graph

Displays one or more data points, thresholds, or both.
headr oom

The unused bandwidth in an aggregation pool, a port, afabric interconnect (FI), a FEX, and so on. For example,
if an aggregation pool including 4 ports between a chassis and the FIs has 40 GB of capacity and if the
bandwidth use of that pool is 25 GB, then the headroom is 15 GB.
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managed r esour ce

Servers, networks, virtual machines, and other devicesin the I T environment.
model

Representation of the IT infrastructure. The model tells the system "what is out there”" and how to monitor it.
monitoring template

Description of what to monitor on adevice or device component. Monitoring templates comprise four main
elements. data sources, data points, thresholds, and graphs.
notification

Sends email or pages to system users or groups when certain events occur.
organizer

Hierarchical system used to describe locations and groups within the application. Zenoss Core also includes
special organizers, which are classes that control system configuration.
out of balance

Indicates that the bandwidth use is quite different among the portsin an aggregation pool. This can often be
corrected by reconfiguration, for example, by moving a service profile from one chassis to another.
r esour ce component

Interfaces, services and processes, and installed software in the IT environment.

service definition
A service definition contains the information that Control Center needs to start and manage a service, in
JavaScript Object Notation (JSON) format.

service profile

A service profile is a software definition of aserver and its LAN and SAN network connectivity, in other words,
aservice profile defines a single server and its storage and networking characteristics.
servicetemplate
A service template contains one or more service definitions, in JavaScript Object Notation (JSON) format.
threshold

Defines a value beyond which a data point should not go. When athreshold is reached, the system generates an
event. Typically, threshold events usethe /Capacity event class.
trigger

Determines how and when notifications are sent. Specifies a rule comprising a series of one or more conditions.
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